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= AT REIG) G=1~) fFERN TS o, bz 2B)Em TG

WHE—DRKENm WALE & BY & DA BB hash P2 H; (j=1~%) 54> hash
PR BB B & 0,m—1 ], #IERALET, 3 hash BRE H;, fEH T C, . 7538 H, (C) , ¥ BV
RS H; (COMCE 1. H k4> hash REGEE R C; AR — 5 2 B 41 BV,

2 1, %5 £ 4 hash [ﬁ%ﬂtfﬁﬁﬁ?xﬁ'?ﬂﬂ-u) (j=1~k), &l BY 81 H,;(2)
B, an R 10 2 AR AT JE TG AL, BEARTC ).

4 hash PRE5E Fiﬂmﬂrﬁiﬂﬁﬁﬂﬁé R p=e " MIRFIBER £ H

n

Bloom Filter & ’A‘IﬁlEﬂﬂEﬂ_—a B8] 47 v 4R & 1Y DU BC 35 5 . Kumar 2565 H 2 JF B Space
Code Bloom Filter HFWiseit, HfF st k.

W& L 1 Bloom Filter(BF) , Xt 8— b i F L E N5 iG=1~L) % F
i A BE, " (BUH BE; B9 n 4> hash BRREAEH T F R TS 4513 N A » 4> BV, BALE E D).

il HE AR F ST 200 WA A BF 2 5 46E Foa& F R BE A
BCRNUE F LA

{HE MBS BF &R0 19 i, Bl BV 6] & JL-F- &8 & 1, i 19 H 20 IR O gl AR Ah
MRSCBF (Multi-Resolution SCBF ., Z /3 #f % SCBF) f## 5 [ X > [n] #

MRSCBF B & r > SCBF. i AT E F DL —EME p, (j=1’*~r)
¥ F 16 A 457 SCBF., HE#E p, K SCBF“/r 27 5 MR /N“ PR K, Y4 p
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2rif) . AR~ SCBE i F iy BEIR . 45 S % p, - HERPURME T FiEAhE F
B IR ER

2.2.6 HihEx

HALB AW EEALA Bitmap B . EHATTIR,
2.2.7 ITARBHBARAFE

BERABOCEARZH M EI &A= 58 B, A ERF Cisco A A i Netflow,
NetScout 2y 8] B nGenius &4t .

Hrpr, Cisco 2 Al Y Netflow B2 M L PR PR #E . Netflow @ 1P W41 5 H#% =
O 2 i RECU i, RFC3954 « netflow version 9 25) ., ki# IETF %1 IPFIX W45 AL .

X 28 37 1 o B 1 B e R R P R 2 2 F A2 2] NetFlow vO/IPFIX #rifE B2k, HiAb 2 A
n Juniper W3 T NetFlow v9 7ERH #v 3 7 L7 89 m I 3,

2.2.8 NetFlow 4148

NetFlow ff R i B2 F 1996 £ iy Cisco 2y 8] B Darren Kerr fl Barry Bruins & B
), 7 FE4E 5 AEM AEEELF], NetFlow 5 AR et F T N 4% 1% & X 8088 22 i ik 17
n s, I A [a] A S 6 A A R TP B8 R (Flow) #E47 00 & A G it . &ad Z4ER AR
i JF , NetFlow J5 ok F 2048 22 #0319 D) e & 228 20 th M 4% 1% & 9 & ASIC itk i
SRR T XTI 8 Y 4% 1 % 1 TP B0 i B AT I s A G i g Dh R © B AL IR A T
AT I X 4RI N TA ) e 32 B TP/ MPLS i & 20 01 G i A it 2 47 ks . NetFlow £
ARREXT IP/MPLS W 24 11438 15 i & i A7 7 4 19 47 o A =K
AT AN IR IR M 42 4T TR BT B .

NetFlow 2 RE L5 £/ T Cisco 1OS #:1E R4
. BOH N Cisco 22 Bl I & AR N B A NetFlow
LRE . o LIAE i & R AE | i 4% 3 i A ) A ERAR
B EE RE S, NetFlow T R%Ps F 2 a8k &
SR B h GE B9 N L LIk B 0 R AT ik S
Hi,

&l 2. 6 23 fF Catalyst 4500 R % 28 # L #) NetFlow
KA (RS FaaE R, /& Catalyst 4500 Z& 41 Supervisor Engine 1V 8% V #J—/ Al i%& 1<,

2.2.9 NetFlow FHIT1ERIE
NetFlow KR Z 2 iy A B AR WK 2. 7 s,

B 2.6 NetFlow £ (JR%)F
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PP NGEE=Y]
BRI T
— FrAb —> X 45 FIHE R —> Epusi —>

it

o FlHE M EE (Bl B 2 [ 5E #HEE)  » 1P Ingress&Egress  * Giit #He HBhiLE (115
o o UE * Multicast « HitH(UDP. MIB. SCTP)
« MPLS
s [Pv6

B 2.7 NetFlow BB RE

NetFlow & & K A] I Cisco 7~ Al W) A1 45 & 1F  ELEARIE b Ay ge T80 . 7E T
b B B . NetFlow 1 L g SoAR 44 9 4% 45 B (1) 7 22 % 455 22 9 ) 9 508 I 08 £ 7 ek 08 mi %o v e
) 26 v 1 32E 47 O A 4 A L 0 1T DADak 20 X 45 142 48 o) A R B fp L S I R G mT 9 ek

1E Ja ab BRI B, 78 5 1Y flow A WA B M, Cache W 81 1Y flow id € LA UDP M4
RS HER X IP B s 0. NetFlow ] L £ 3 5% 4 3 /Y 5038 0% 5 16 5811
5B ik W rT DLk M B B RS T E BT 2 R IE X EHEIC R . B
LB G MG R ARG 2SR S % T R U8 2 W 26 1% 2% A o %) 25088 i L PR (IR
X 2 B R S5 A ) Ab BRAE f oK .

NetFlow #R 45 1P R A1 7 A4, B Y& 1P suhk . B 69 1P Mok J838 15 3w 10 5 . B b
fZ0 05 8 = 2 EE  TOS 45 (DSCP) | M 4% 145 45 5 A (R & ) 19 12 58 [ 2% 38 1
(ifIndex) , & F W2 &\ F 25—

7£ NetFlow $ AR [ {# i #2771, Csico AR —FHITFEH T 5 ST EW T RHMA.

(1) NetFlow vl, & NetFlow R 5 — L HMA . #F 10S 11. 1,108 11. 2,
10S 11.3 #M1 10S 12. 0. HFEWM S W LRSI E AT .

(2) NetFlow v5, 3 17 X &4 i BGP AS 17 B W 3 HF 72 Al 3= 2 /Y 58 Br v H it
A, FH10S 11.1CA F110S 12. 0 FHJF%E 10S WA,

(3) NetFlow v7, CiscoCatalyst 3L 85 31— 1> NetFlow WA, W5 2 F] H 53¢
Bt MLS 5% CEF AbFH 5| %,

(4) NetFlow v8, i T M4 %& % NetFlow it HiE T AL B ThiE (3t %
Fr 11 AR I AL, AT DL R R R G X £ 48 Sy b 09 w7 98 W5 oK. 2 4F 10S12. 0(3) T,
10S12. 0(3)S.10S12. 1 & HJ5%E 10S AL .

(5) NetFlow v9, —f4# i RG] Y R NetFlow £ B A& RH 7T
A (Template) B G THECHE Sy 1 . 5 8 4 N 75 28 5 09 B0 380 A 52 5 2 FF NetFlow
IHE . W0 Multicase NetFlow, MPLS Aware Netflow, BGP Next Hop v9 #l Netflow for
IPv6 %5, ¥ 10S12.0(24)S A1 10S12. 3T K HJF2E 10S A, £E 2003 4 Cisco 23 Al [
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EEEFEFEEE

NetFlow v9 8 g% IETEF dH4I M 5 Mk i E v i E ~ IPFIX (IP Flow Information
Export) brfE .
Netflow v5 B % UDP 3k #& a0 & 2. 8 Fran .

Fe=s===== [, T — T *
| Bytes | Contents | Description |
L P B o *
| 0-1 | wersion | NetFlow export format wersion number

b —— S —— B e e e e e e e e ™
| 2-3 | count | Number of flows exported in this packet (1-30) |
| [ — | R ———— g ey ——— w
| 4-7 | SysUptime | Current time in milliseconds since the export dewvice |
I I | booted [
[ — [ [ ——— S ——— b
| 6-11 | umix_secs | Current count of seconds since 0000 UTC 1970 I
L — . -JP S B o *
| 12-15 | unix_nsecs | Residual nanoseconds since 0000 UTC 1970 I
|, —— S —— B e o o o o o o e e ™

| 16-1% | flow sequence | Sequence counter of total flows seen

N m——— T o o T o o o B B w
| 20 | engine_ type | Type of flow-switching engine

Fmmmmm F o e F e e e e e e e m e dource ID--+
| 21 | engine_id | Slot rnumber of the flow-switching engine |
LTy pep— [ T ———— Sy P —— w
| 22-23 | reserwved | Unused (zero) bytes

R S B o o o e e e e e e e e e o 3

B 2.8 NetFlow v5 fJ%iHH UDP & L&

AL Z AT LR 1~30 DNTE4E R Jiic sk . B SR iiic = K N 48B., 1 41 4% =X
& 2.9 fE 2.10 i,

| — . T o e e e e e e e e e e e e e T
| Bytes | Contents | Description |
S —— R TV o w
| 0-3 | srcaddr | Source IP address |
T o o LT T e —— T--------___--_---____--_---___---_--____---_-------------;W
| 4-7 | dastaddr | Destination IP addrezss

. S e e o e e e o o T o o o o o o o o e o ot o et o e o o o o o o et o e 3
| 8=11 | mexthop | IF addresz of next hop router

e — e A o o o e e *
| 12=13 | input | Imterface index (ifindex) of input interface |
Tem===== [ P —— | ———— b
| 14-15 | output | Interface index (ifindex) of output interface |
* o e S
| 16=-15 | dFkts | Packets in the £low

| L T e e e et T

| 20-23 | dOctets | Total mumber of Layer 3 bytes in the packets of the flow |

b T o o om om T o o o o o o T
| 24-27 | First | SysUptime at start of flow |
S T o o e o o e e T v o T w
| 28-31 | last | SysUptime at the time the last packet of the flow was I
I I | received [
| P S —— B e e e e e e e e e e e e e e e S e "
| 32-33 | srcport | TCPAUDP source port number or eguivalent i
| [P [ [ ——— A —— w
| 34-35 | dstport | TCE/UDP destination port number or equivalent I
Fmmm———— T o T i B B o o T
| 36 | padl | Unused (zero) bytes I

T o o o T o o T w

B 2.9 NetFlow v5 SHEEREN ALK (0~36B)
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| 37 | tep flags | Cumulative OR of TCP flags
________________________________________________________________________________
| 38 | prot | IF protocol type (for example, TCP 6; UDP 17
________________________________________________________________________________
| 39 | tos | IF type of service (To3)
________________________________________________________________________________
| 40-41 | src_as | Autonomous system number of the source, either origin or |
I I | peer I
________________________________________________________________________________
| 42-43 | dst as | Autonomous system number of the destination, either I

| | | origin or peer |

________________________________________________________________________________

| 44 | src_mask | Source address prefix mask bhits

........ T o T . o o o . .
| 45 | dst mask | Destination address prefix mask bits
________________________________________________________________________________
| 46-47 | padz2 | Unused (zero) bytes

________________________________________________________________________________

GEM ML 25O 8 TRt m kR b E TR M ZE L &R, M EH
B DI 55 i m B 7E A B B 28 98 IR DA REAE — A R I KL TN & T E iR 2
10/40Gbps # 2 1Thps BYFLEL, PrIEFEEAE M 55 70, K25 o 3% L ) 285 100 P2P SCHF 3L =
5o B 2 N AR A T RS PR A S B S A E I L g K E . S
P8 7R IR M BE ., AR 2 0 HH B SR 1Y [a] i L R 28 8 B X B 2 3, &5t
) P 285 15 8 bR T DGk TR X S8 0 A i 1 HH 2 B BUIE B B0 6 R B 4 Bk IR B B
1) 2, 2% 75 B Y K 8 3 s AN W B o, el sk, 2% U O FH ™ E, o DA AT A AU
B, — 2o G BN HH Y 1R B AL B 9 EC SE SR RN IR B 3 B oK, B R M LA AS B RO B, 2%
v R O B R O A7 ™ R e, 1 HL i R4 Y AR B B R Bk R, 4% N FH X A SE Y
SRIG AN . DL K DDoS B 55 75 #E W 4% 5 05 0 B 59 1Y i 1 38 By & R R i BB 88 TR 2 3 A
25 P 28, B B A U s E e, X e R = A ARy U S A B AR 4 = e
PN i

X T4 R B N 28 8 3R T S, 0 fe] R B R B R RN I e 1 L gl k5 3E i 9 A B R
K fip ey B Sl 5 icas M ZE Y 28 5 P ARG 2 18] S X R DG &R L SE X P AL 55
1 o3 AU S B, DL S IR T R P A P lk 55 B 09 S BRI (E 248 0 B S R AL
Tl F AR A7 R . N AR E S B N 2% 58 /Y94 S 80, B 1k 2 1%
P2P SCHIL 555 0 FH ok B oy FH I 28707 9, 2447 R 4 A9 P 288 PN i 20— e vy 1) OO 2%
B PR GE S0 B ] @ Bk ] | AR 2 AODE S 2 s Il G 4k .
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2.3.1 REEETENX

DT e = 5 NI B A V(e o) OV PR L 2 B s = B PR DO VAR = v 9V DR A
ol R S BREAS [] 19 1 )2 00 180 56 ot A [a] %) 428 i) L PR 33 A1 QoS ik 55 4 aT 7 ff s 43 1]
F 2 Ui i I %8 25 F i 1 95 P05 PR A R 2 B it o8 i X .

1. B isGR s

PR 2 A U A A ) A R . B TR A B 10 i SR A B R A R AT
il A SRR S X R JE R R T35SO JE T g TR R AR N RN AT O Y 3
T

D ETFim O N A E GRS

{7 FH S 1 R A W D i 2 A 2 e R W B i o T 2 B9iR 00 J7 5 . Internet ¥ H
T ECHLA (Internet Assigned Numbers Authority, IANA) 7 53 X7 1P #bhik 43~ BE B8 %] UL K %
TCP/UDP 2~ 3tk 55 0% € S, ERE T H H PR a9 BN i Wr s 11, Fo i HT TP /Y ¥
& 80, POP3 #y¥m M J& 110, SMTP By %m F A& 25, R 48w F X5 P 47 1R 51 A € 1)
B PR, X A S ) A ¥ A4 3 0 FH A o D 2% Ak B P ) R SR

SR T 1P 285 1R T R R S R R IUE AN ST R N JZE R SCh T R A TR | B R B K
B RS A, AT [ € 19 DA TR . B AR U v 1 ke I I BIh AL ) 28 TGk 3k 3 o 6
DAY EOR . XA AR 22 3 AR B P2P P, i ELAL S 1Bk B £ /1% ST 1)
W A& G0 2 T8 H v A N FH 2 P BSCE 7  © 28 AN RES& N T 4 Ai A4 T 3K g ) 28 457 B
) oK

T R AR 3 v PR PRI TE I A R ) ) L Ol AR OR AR Z i B 5T T AR RO T &
B AR B N 2 L, KRS Fum R B A 5k S Hfb G & W 2IEE A
B R FE

2) EFRERMNARANEE

E?fﬁﬁﬂﬁfﬂ“ﬂ)ccp Packet Inspection. DPI) Y T 5 B v i e Al e i & P N H
JZ R, $2 U — BB RE X HAK U I 17 32 78 B 28 fr 758 43 (Payload) Y45 1E (Signature) , 20
I — AR IR o X I 2% B e R AT U S 3l R XA ) 2 e R g 5 R R R b Y R AR R AT
DCFC AR 2 A i 2 80, X R U3 Bk AN SRR TR S 0 P B — 3% 2 0k A R Y P
Wi HRE WS HU HH i PASY FTP Ui A8 S5 6 FH 22 1~ i 2 | 2 25 v 1 2 A7 38 45 B9 Pl i
e H iz 8 i 59 7 2 DR BSCRIN O i . (B2 X 7 e A 7 — 2N 2, Eh an X T
W5 A% a0 7 FH 2 D0 K 3847 5 4 A S A HR AT DS FC 19 7 5 LT oA T

SR UL, XA E BRI A SR TP R e R IE DT 10% . H
T 2 2 A Y VG B B A DI IS0 R Ak DA B0 A 59 A7 £ R0 62 19 B 8058 4 - i 38 TR B
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6] A1 25 8] 52 2% AR &, O HL B 1 DR 0] U i & i iy 3 S i a3 K . B DUAEAS B AR TR
JE A R A R Al L el R S BOA MR BE R AU EE N

3) EFITARKXMIRANEE

FET47 UM B IR B 35 A U 1ORE 9 B A ] Bt 3 B R 0 BE Y 22 S X0 %1 T
W, B, Web Wit — M M 0/ AD L T P2P Wi — M K ok AL, 17 AR A
A EOR AR ER I 2R B2 O 3% 2 003000 28 1 e SC8E & ok I 2R U s o fi - AE
{67 FH Y 2 2 R Al O 0 Y B o 25 SRR TR G AL I 2, 2 e L A B i SRR A R B
J& W2 AN R A B, X R ST AR TE NS E b B A G R I8 2 3 TR AR e iR Oy L H
s W T8 B 5ROy b B8 0 %5 il f AR H I i 8 RE 1 L B R U G Oy R ) — A
S FE D5 18]

S L0 ol wh (U 5 ) V055 e = U R N 1 I e W = W s = S N e B A S e S D
e BT DU FrA i o, (B, SR B F 58 i 5k 0 O RE R T 0 LR ZE ()
i . bulk transfer.single and multiple transaction il interactive traffic ) . %4 i5 2|1 5]

MY R B, HAMX B T 2 — A BN B (IS F 80 %) BIFSE M AN 24 .
2.3.2 HmEEH

T 2 A BETE 2 H 25 5 B M 28 1 FH i e 25, 1 L A A HIPLE S B
AMENEEBIT LR E R LEEN, — 5080 15 W 45 W 28 Z R M1 2 KA
P i A7 0 B B i, H v A 4 i R AR | DA S A RN ) R A

1. % IE

T e BT 2 1 B D) 44 B 1 ST 3 R il ) 0 4 B AL B 4 R Y R AT S b L
ke B 28 A MR i S EU P ZE N B, 325y 2 1w BA A A . DL R A A A )
RHEIE AL i R, 7oA R i 1 R B A I 284 a2 DA P D R RS A A% T

B 7R A 58 A Y AL R B L i L R 2% v [R) s A AR ME G 58 A b AT ), ) an . — > A P
A #3596 8 X Mbps, X Mbps 84 2 FE 00 . ML 5 X Mb /%) P42 02 i o B
FIE M s SR PR AT REZERT 1s &% 2X Mb, SR 1k 1s, TEXFBEMN T . FH P
P Fe 9k B X Mbps JHE R A Tt 2X Mbps, R LA H PR & %% & M,
BRI RS RE HREER KB M L5 %, B 28N E 5

2. PAAIEBR

A1) 45 B A R 2 T 62 2 5 A 37 i s BSF AR 4R — 2 %) TR IS AN BB B = LRz N
kA WAS L BAFE R BRI EEFEZ ., SN ERS T %
A R AN R e A ik 2, 4R 1 [A) skt 38 1 R0 A HE BA ZE 3R |, 7 BA 3] 28 wh o [a] 11 25 A 38 R st B
e, R, AR]85 B A Y BA ) S AE 2 e TR 7E N 2 0 1 1 [A) 5 P b 35 ) BA ) K R
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(1) 8 5284k . DLV 52 28 77 ik d A0 A HE B ZE B5F 22 [8] 0 7 ) S BA S 48 B3 %) 7y 5 n) R,
i BA S A B B H 3E W R L BA 51 ( Adaptive Virtual Queuing, AVQ) | B b B F 2 K
22 il 55 (Proportional Loss Ratio, PLR) fFEHLH 8 #i ll] (Radom Early Detect,RED) .

3. AL

ST 2 BB 0 5 A 25 WS U2 4 2 2 50 T I 3 T 55 0 2 A
. AL B R TS 1 TR — & 1Y B 0 O e @ DAWIE— 1> 55 7 BA & b ik B P — > W A E AT &
i (A5 BT fan Al 55 HE 0% % B8 1 /9 0 303 55 5t AO wE B U8 . AL T EE L E T N
MNAEAS BAA 25 T 74 B e A4 8k 3 PR L (8 A5 AN [R] Bl 55 Y DA 3R A5 A ] S5 90 il 55
WRYE TAEIREE A& H s, WERIERT L ML P JLZE: B Tod. 2T, 5T
GPS (Generalized Processor Sharing) £ 8 | Bt 5 5 #1173 J2 8% i L =50 55,

WR—PRG PRI LML, E 3 TR, mAR T REIA B M HI AR B E RS
Kb BRI 45 IR B ik SE XS OC . B DATESE PR FH 1 REGEH — M SR8 7 S B i —
N PIRP R . A SCRYMTZE R B b 0 B 59 7 98 0 B M B ROE R D RE W RE e 2 L9
o FLURHY WAL B R AE 2.3, 3 AR TR 4

2.3.3 SERETHAERERILRS SN

Lo WY 5

ZE e k5% IntServ(Integrated Service) # DiffServ(Differentiated Service) 42 Wi Ff A ]
) Internet QoS A& R %514

IntServ [A] & X 3K M 2 4% . WO R X F IR W B IH B . a8 A pt Bl 3] % 18
07 s Tt i W A — kL B ph A R B R TH B TR W 0 SR DE s X 1B TH B KGR 22 3k DR
AR TRER T CAMEA Tiwse. KRS0 32 2 % I5 0 5 10 (Resource
reSerVation Protocol, RSVP) , $& it —Fp B T3 w4k W ik 55 . AR S HAEH
2 20 SE T AR R BB ) B BB L X R AR O BT R R AR R 2 5 [ B B RR S N AR R 2N B
UL AE — 0 N AR ZS 33X (45 B b A 2 1 08 5 K 2 6 A 22 (R s B2 0047 52 24 9 TH B A 4
UF L) E= AL 3T RSVP Y IntServ R/ 1 FH F 5L br .

DiffServ M 2% ik 55 4% ik 55 i 8 (Quality of Service, QoS) 53035, 25 B 12 5 4 Bt —
FE W5 IR B e 55 28001 5 0 O 1 3 s R DU ) 6 5 il 55 28 00 4 v 1Y ik 5515 B i ik &5 B R
BRI D AR A S i, B AIC A L 3 - 38/ ) A0 3 ] i) m] BB 75 22 304 e v 1 2% FH 4%

X LA R 2T DiffServ K AR S5, w2 = M A1 B 3k B h Av )5, 77 IR 55
KR 55 28 500 43 BIAS [R] 14 BA S 12 dnfe] 78 BA %] 2 (8] | BA &) P 3t A I 6 4% g 1% 5 = 0Py 1)
deoE . U] B 2 2 IR 55 28 00 7 QoS | 1Y B 3K LR & X 6 I BE 5 ik Fir 2% 8 Y ] 2,
LR H P A EW T T IntServ,
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ETHEBEEERGS TN B BETT DL oan 00 5 A O & Ef7 . ] DL 7E %
FH e 1 50 o8 322 AR R T, AT DL 25 & R Ok, 78 S A By 42 O AL ] sf HEBA

1) [o] j% 42 H

P =TT o L2 N 1 R | By N S £ e I e e o ] e e 0 e 1 S 5 N S L s S o 1 ] |
B PRSE DA s 0 A T AL R B OK T B TR B A A ) B B s N Y R,
Mmaid i Z T M E R, i E 2. 11 s,

it AL EEaRisE ki tH A
pl B8] | T B A o1 | (gl (s
T N A R S P H- +%_+%
- T SR e Bl | H

E2.11 NMEeRAEERHASPHNEE

ALK B 5K AR AF R 2% A A B L 2 5 B BUEUIE R M 4 rh o ke HERR, e AR
/0 A BB TG 1 W AR 3 0 S ek SO ) 4% S E AR PR L BRI b T B T — R R g BE PR i 2 &
S| & 0P ZE IR RO TR L U R A [ P Y BE AL TR W . BRIk A IR ) 4 B

-5 YRR 23 B A [6) 1 B 31 v, a2 BA 20 AR5 1 R I 40 1) B () 458 1 e S T A 199 S T A% i it

Fe—— X A BE o B . 1T 2R S A i R 1) SR e T R L

R AR b R i R B O R A T ) R, LAk AT TR L T Y [R)

(1) 250950 5 96 . i BB T 2 A 6 B3 2 S 6] BA 37 37 96 19 7 oK o ] B A Jai
IR

(2) XA~ H P PRt i K/ SEPRIE . S5 PR B AR iE 8 55 FH P % BA 31 it B2 44t 1) il
55 1 7E B I [R] N AS BB o e K T, A BB/ T i /N 9E

(3) PRE LRGBS, FEREFEN T .AINA —-ENEs, AKBS A RE. 7]
HE 25 37 HE 6 4L 0 BC 25 BA B 9 77 G B K L 25 3 3T DL /N

(4) PRk E s Ay R 1

(5) PRUE2E i £ 20 1 PR . O uk BA S 3E  3E A1 1, S A H 305 A A 2 s R A
A S0 B 70N ) 1 5

(6) PRUEZR A HEE ] R BB | E 53R A BCATR B,

(7) AS[R]BAA) 8] B 25 . AN BA S I 119 9 i AS 23 52 i) 1) H: Ath BA 51 3 2 i 9522 5K

2) HEHEEASLSHILNIER

(1) FEF L EEZRE, Wl E R EFEWE §— M5 2 AL 7% 1 E]
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(2) AN, A FHAEZREL . XBRUREHEHP K. S PERERTE A
¥, B A B-WFIL, T-WFI 8§, H 4 5 & 36 2~ F 78 2L B-WFI (Band Worst-case
Fairness Index) F 2k 27~ BA S 7E 52 Br W 4, 7= G FUAH b BAR I 3R 50 b 2 5031 19 ik 55 = 1) B
KEE LAV EF LRI ), SFI(Service Fairness Index) F R H 8 TE [7] —BF B2 Y,
BB A B e 32 19 IRk 55 1 ) 220 CRUAARRE L 4.1 719) .

(3) FEMF S, o 7E S AT O T B SE g A SiE Isf 32 2 o B — A9 L 5 A 9T Y
1308 U ECH L H Al O A TR SR GO

(4) T S B2 A5 SR AT &

3) EXREEHEZE

A R B — 2 =L e —F X o O 2 RRLE TAE (Conserving-work)
MIAEFFLE TAF (Non-conserving-work) , ¥R TAEL 2 A LS. RS A S S F, XA
DUPRAEARR (1S 2 E 1, 2 S A ik i H AT DL Bom SEm ) 2l R TR BV A M £
e RS rh 55 155, v B S0 AN 0 BE L i A2 s Z e AT T i BT X AT DARIETE e MR O 1
Vit 2 g FIE 5 B /)N, 7 A B VR 0 P 4 A ik i 1 HL A BB DR R ARG B SE B B B 5 H R pEER R
T RE 2 P ERIM Bk REE . PR b AR AR OC RIS SR 4%, JUE A% i S A AL IX
e, MR A TR I Bk DL G AR 3 AR AL D i
VE b i BRI » 55— 26 ) A A O i B AR R (sl 2 255 % 08 1 S8 I 3R R 5k R 3% .
AR H A R RS B AR 0l 55 B AL B, S5 — SRR W B B AL 00 28 R AR T AR W
= vl SR IESE - S BTk 3 N | B Eay T o

1 A X X S E R B AT, GE O E R AR - 7 e R g% p, X T 3 = R
6 AN [P S B9 Ml 55 Ui, 75 BB CH I B (77 98 55 QoS K, 7 B AR S AT R T 2 B okl 55 i Y
QoS i K AYIF O T 45 th W 40 332 32 ik 55 19 So Jm Uy /Y — Fh 3303

AN Ta] B o 25 3R 358 AN [R] 19 7 FH R e 8 1 BE 1Y 2 SRS [m] [ i o 8] BE B Y SR A
], Hb A 26 0 2% 75 A S T R AE A 2 X 4% T B S BE N T A B 4 T O K
BEAF S WL DR TR 28 %) 1Y) S A

4 HEFEZERE

i JE AN T R 55 2 A M AR RS BA A, B ge L 55 i — AR, —
UL (8] Sy 25 200 PR ol i 286, 12 286 5 A AT O 5 TR iR i 2 K BA A (8] 1Y 158 5 3 12 1% BA A7 1Y
it 2R PR 5 BA S N — iR B i S S B il . AT Z2 M0 5, NS AR e 2 i 3
b AN 5 BR ] 5 th 2 g Z2 R0 0, s 2 E T PR A7 56 B & FR, BB s B R 2
R

SN EE RN TEE T - SRR B RAE X e AR E AR Ok, X B 5
Horp U, 5ot U By S A Bt m] DUAE b B 3

(1) SE#ESEH (First In First Out, FIFO) (% 18 B U
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Joit o tHAE MR & R M A 2R 2 R AT — 2R BA A L 4% 21 3k e 2E A 122 BA 47
P RF R RS . EXMIFO T, BB A BB IR UEIR & 59 22V, AR P IR 2 . 1R
25 e 2 Y R TR A0 A HE 2 Ty S0 28 L B2 N BA S BA S [B) ) I A T 22 A AR
TAE i BA A PN R R R FH S i S HY Y A0

(2) FEFILEH NS (Priority Queuing, PQ) Y J# & L AH |

IR e 9 0,1,2, -+ on— 1 RSB F B/ APl . NSRS
(4 BA B TF 4 91 B 5 24 HAL SR 69 0,1, 0i— 1 WY BASI R 2 i S 9l @ i BA B A 7T L)
R 55 .

e m B8/ B BAF | BE W8 DR /N Y JIE B 30K i A ke B0/ AR
N RAK Se 2 s 1Y BA A 3 20 (A AL S ) I A0 22 L 0 Se R AR (CBRU 8 K0 19 BA B 25 2
WA AR K — B R N AR R 5 . BRI XZEFEAFHERE.

(3) 15255 (Stop and Go) Ay B FBAH |

R F 18] 20 A B 8] A2 i Bk O BE . 7R INI [E] B0 L 8 i &1 BA A, — BLA S AT
WG, U A% A o, L B AR R e B2 s 7 — BB e BRI O N — BASI T R L R AR 1T BA A

QSP ZEt nfEl 2. 12 iR .

NG BA S A%
588 iy
BEE8
) | O
B 2.12 QSP&#

5) AEHER QSP 414

AT AW LA BRI RAEREERT A5 E4& &iE QSP
(Queue-Scheduler-Pipe) ZG# , £ 45 ¥ 43 R 1 i 19 BA A, v (8] 7 98 BE 2%, J= o 19 1% 4 45 18
i A LA — 7 1Y R 53 2 2 254 BRI b I8 B A 4 e 1Y U8 SRR A5 BA A v R ) 4
RN E T L

6) EAH

MY B X B S I R S OB R o, 13X SUOR TR AU HH BT 25 R SCRk

(1) 2, FEix B A 3 B2 v 6 ) 2008 i A R 2% )2 B 25 8 B 00 B D il o ik
TR ST AL, R TR BRI G—FR  M

(2) fR55H. 7841 B b B Ak BE AL S B

(3) Vit~ BA A Mk 55 Ui queue JLHE & SE 4T,

(D) (B 4maErs . REE] EiRg5H b, B pipe(BI1E)

(5) L.... Kk, —HE MTU(Maximum Transmission Unit),
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3. FETRMmM TR

% F RR(Round-Robin) i B 5 B9 4% .0 & K5 B [8] | 43 25 A9 9 0 e =8, — B3
A~ BRI AR A 5 (6] J 3R 22 36— g 250 04 4 3] A 1 2

1) % 1&1EE RR

XF 2GR B A EAT 512, 0 BN A BA S vh s 7 A S0 [6] e A0 8 52, B O BE 5 i A 4] i —
ML AL MERE R T —BAS s R S Ey A k2= W H 8 R — AL DL
e, SR ZEA RS ) 5T 3 20 T A BE AN [R) 5 5K, AR AR

) FEAONETRERNAE

R EAR 2R E. MIER% R BIBAIITEE — T KIRF A n, (&
F1R N X B A BAA 42 DG 50 2 1 15 AR 2E A7 e 1) 43 2 A PIC 56 9 dme s 19 BA A O By o A1 Se 2
N BBANF B T LIRS B2 ns AW B ns DA PIR S Z )5 A 2 i) [n] AR 5
A . XA AT PAR IR B AT KA 5 9 i BA S v i 1) 60 A R B (B X A — A A8 1R Y 1
T 23 38 I v fE e 2% BA 9 B ZE 5,

R Y o, LER/DEE  ZIRE R BT T RR B4 o W KK, —feEM5E
A= W BAS) iR 55 He B A 8] R EE R R BIL T PQ k.

n; FIGERF Y B4R 2 M i m R A 5. HAKZ M El-Gebaly 1 Sabaa 3¢ A 1Y
TAE.

3) WRR(Weighted Round-Robin)

26 T BASN T AN [R] B9 AUE L G R — IR 58 B 708 26 DA 9] 8 il 55 iy I A0 %5, [R] st Dy 1
BASZE 37—~ i 2w W i A o AUE . B OB I L 3 2as AR I BA S e iR ik — 4
2, [ TR A I — . ST A BAS AT R as 0 i E B A A AT A o & HAUE .
PSR T Z IEA R A 3T ik 55 oK HARZ BB R E R AR PRI,

4) DRR(Deficit Round-Robin)

72 WRR LAl 25 A0 2R LS O B2 O B4~ BA A 43 B — 47 96 0y 4[]
NEA BRIV GEAP — A TH B B IR AL  BUE . BRI TE I R AR A/ T
fir OAE ) 2 6 0z A0 L [a] PRE TR I E A K E . IR G A X2 B K KT8
B, gk Zzima] & — S, [6] i S R 2as A AE F— %0 21z A5 Rt R H S
BB Z F53 BC 25 12 B A AE D 1 B0aw (O BIVEE 58 48 W 45 1 s, O B BA A 508 o0 B 7 98 1y
i, FF N RO B AR D) . DRR AR A fife 88 1 7 98 0 B #Y 22 - PE )t it H R A RR 5%
B R A HE R B I [E] 2 OC) 1. {H 78 i 28 75 2K 5 1, 78 A% A HE /Y 15 &
o BEFRFHANI RS 2R A TEZ N Kk . 55—, T8
YRR AR 2 2 B BA A 43 BCAUE R/ 96 1 i LA R BT BGAe 9 1E . — B R A R = 2 e
Ja » 98 I KA L o, X i R R BEAE — e U A N AR e Xl R R R . P2
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V6 FH A 0 R B B s (B0 Cisco GSR Z5) #8223+ DRR JRHE

51— Aliquem 552X DRR Bk , ik 2 Ab 76 T, 558 40 B 25 BA B B9 47 00 4
b 18] 4 Dk » 3 A AT DR AR 28 & 1

5) SmRR(Smoothed Round-Robin)

ZH 2 DRR B9k, F2 B4 e i B R & Y ) 3, X DRR A 20k 78 T, B3 58 0 B
25 BAA 1) oy AR AN S — IR G AR 22 2 B Ok R BN — P die KA Lo« X AT 0 F L H]
A F R R, BWASE RKBR K .

M7 U SmRR, AR PT AR — WSS Fl WM,

WSS(Weight Spread Sequences) i IHE LT .

WSS, =1

WSS, =WSS, .7, WSS, ;

ANk .

WSS, =1

WSS, =1.,2.1

WSS, =1,2.1,3,1,2.1

WSS, =1.2,1,3,1,2,1,4,1.,2,1.3,1,2,1

wss, =1.2.1,3,1.2,1.4.,1.2,1.3,1.2.1,5,1.,2,1.,3.1,2,1.4,1,2.,1,3.1.2,1

REEZ Bk, BB T, 7 WSS, Folh,; Bl RBE ) +1 MFifh. il
WSS, o1, HH 3 j "o BEAUE S 277 Iag A . B2 0] LUE HAUE & 277 3519 BA 471
B B IR AR & 2 O Iy BA A R IR A I . AR X R PR AL, B
A BA S g 43 4 2 s A A ] R 3K B TS O

WM (Weight Metrix) : %535 45 50> A 43 L — D AUE i BUE 2 s B 2 19 7 A
P = e an % A @ 3 BEIAUE N w; =ai,,—1 X 2" Fas,,—p X 2" 2+ ta; 0 X2°.a; =0
B 1, Wt —K A M B R B S 1,2, -+, N & DLA: OAUE 36 P

Q1o n  Gres " A1

dz,n—1 d2,n—2 dz,0

WM =

AN,n—1 AN,z """ dnN,0

WM ME 2R —3MKIKIIE R 1.2, 0. 32 B 5 WSS, 58758 WM /51 , % 5]
i
Bk UL, B RS . F6— WSS, I— KA, a3 WSS RN j
L WM 55 5 5 vp e A JE 2 300, % 0 B WM 958 @ 47, R BA A @ i 4y 4 38 i — 4>
L o » 3% BEA 850 A2 55 T BA A 45 2512080 Fr A7 HE 55 50 28 X3 g 119 BA &) 46 0 e 55— 3k S 43 4 e 51
WSS, 1 F—F&7~ .,
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WM HE PR . T WM BB RErh g 5 —frdn g 1 — 28000 Wi - IR A 7 — S a8
DT L A B A SRS YRR . AR B, G A B 1 £ Bk i HL 2 e A OB B B
LA A2 B — 2R IR UL . R IX AR DTS AUE Y R R R IR IS AR S WM B — 1T
IR 24— B X Z i AUE A AME T 2" B es , @ 24 WM b g, 3 i %f R WM [
Hh H A 33T W AT JLA S O,

SmRR JE7E DRR Jtfifi B XFAUE T — & A BRI — M RKS 5 it B X IR
BU A7 = 1 Y R S

6) RRR(Recursive Round-Robin)

RRR K #1205 25 14 S — BRI AL — LA (Weighted Binary Tree, WBT) .8 (9% i )2
TR RRAUE N 277,

A A A EE L AR BB U e A% S IR 55wy B L X BA A 7 g B B AUE
W =g, X2V da, X2 e, X 2%, ai =0 B 1, RGBSR AL T AL

a1 Dt $4c R el A BB B R R T S BRI AUE T @ TR 1, BRE w, B
HEFES 7 2. B A niabiE AR AF W&y —8 WBT., #EER . B MNRT A
TG s — R M 217 mE, — KA 1 s0E F 25 HE R 173 sl i, R ™48 295 — X ]
Ao, — KA s 38 B M s, U5 )i T A AR B R AR W BEE i, n E 2. 13
AT

Output of RRR: /) fy f5 fo o fu s Jo Jo Ja s Jo o Ju 15 o
B 213 M= XH

R R KB Z Ak 2 A M A — IR ] 2 E . — IR A E X AR IE T e WBT h )z
BTN P I IR B Z s FE PR AEDIRAS T L 58 7 JE MG )2 Yl 55 i U5 ) Y IR B Z

I:IzF’ZJ
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7) G3
ZEESE T SmRR fl RRR.EX T SmRR 1 WSS #4824 T RRR 1Y WBT . ¥
HY - Rh52 2 — X (Perfect Weighted Binary Tree ., PWBT) , @& 2. 14 Fr7~.

Scannedterms I 2 1 3 1 21 41 2131 21 WSS4

fSWM™M  ——~— T T T T T T T T T T T T T T T T T T T T T T T =
of 5 dy Oy dy dy dy dy dy dy dy dy dy d) dy dy dy

Output of G-3  f3 5 /o i Js 5 0o Jo o fa fs o Js Js /o

Tree, Trladauvﬂ
0.0
Ugu:r
0SS
N
TArray,
| TSS,
?*’in ”g,z vJ9
______%Arrayl
T B Gy Ry By B ey Ky O 2 13 Teg
”i.n ”il ”;2 ”33 U%A ”%j ”iﬁ ”;}' _“ﬁ__"_@__jgl___ff___,
0 4 2 6 1 5 3 7 _ gq TAmay,
V2T S TR (S SRR TR S
—————————————————————————— - TArray,
E2.14 £ _-X#& PWBT
HARfan .
(1) #EMAEN S AR — 20 PWBT # Tree, . —H#EMZ 1) PWBT # Tree,,
HE=JZH PWBT B Trees seesoro—HE n JZ1 PWBT B Tree, . o«e- . B AR D

wi N/ INBI R HE R 5 UK 3 A B3 i i,

(2) 08 WSS BUF5/~n A 23 . X WSS, M5 . 4aifE N . Wi Tree, ;.

(3) M WSS, Fi 1N i WFHIIRE TR B Tree,—; » X% RRR ) =X U5 ] i3
R ZUIIR P TE G3 A — D8 TSS,.. IBAR LI BRWIE e, 18m
TSS,- . ¥4,

G3 bz SmRR, i) 7 80 8808 - 5 XF ] — 3 59 199 UK 08 B2 8], AH B b 835 2) . G3 1
Z RRR AN 13 B9 R 8 H o Fo8 25 T/, i B TSS, - 9 P 5 g5t el it 1 D5
7] 7 = B2 O Bk .

4. - PFREEEFILS GPS

D BEARE;E

GPS AR i 3 S PRk rh st A — 22 ARE P AT,
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(1) EEFE . £ GPSIEL T 84 BA ] i 19 W 42 2 5K I, 3% 53 B 245 '© 1Y i 9y 4
PTG S AR MR S AT AT — ML R T AR 18] 2, — A% S 58 B[R] 7 5 SR e T
bR A S R Ge s A — A% S B TR A AL B R o AR TR AU
JCiE FH A 22 AR AR B RO A, O 1 a8 I GPS ML . & B E Rl REFEL 2. .1, JTIN 52
WAL S A Y T — D @R — PFQ. 7R WA AT O 1 5 (8 # 3P Ak BA 3 Y
Mz 55 1 s DA Ml 55 £ A2 T 4 1k ] R0 455 o B[] 5 3K A0 A2 g 400 (] .

(2) Head packet of a flow., BA%Ik K £1,

(3) Backlogged flow ., SR A7 i A #2232 ik 55, A0 © Z847 MR UL 1] 1 OF 13 7T LA
e 32 Ik 55 W9 AL (BOPR 2 28 )m s AL IR A i AR b 2 BUT Y

(4) Service guarantees, LPRAEE RGEMMERAKREEERE I mEHE., —K&
TR Fs oA LA To B35 Fr 9 B-WFEFI(Bit Worst-case Fair Index) #1 DL B} 2E A F5 ¥5 1Y T-
WFI(Time Worst-case Fair Index) ., MAMFAL 2 F1PEAF — 8 F5 SFI(Service Fairness
Index) » & 2K 8 7E 6] — I B PN AT BP0 Dk e 22 52 1 ik 55 1 1) 221

2) PFQ #%EY

HAH LA AL (Generalized Processor Sharing ., GPS) 423X #F 0y #2 %Y . &5 5 A BA %)
A — AUE , s 15 4% 5 5% 550 B o B9 Se 00 i, BOUE R AR S g AR P R AR 2 ¢ R
o A% Y B ek v 2 A T SEAL i R B B A Il 0 Y B A i A
.

1@;-

ri =

GPS #& A & — A~ AL 1 i A A, PEQ (Packet Fair Queuing) 55 45 #Y NI 2 2 i fR
RN T 2% R e i) — 28 LR, s 2 0l 55 Wi A BE JC PR 0 #1 . 1 2 RE LA I 43 8 de /)y
BALAYIELL T . TER R AR A BRSNS, Dy B 55 7 AR I A0 & 5 G0 7 A% S a9 ik 55
AL i e B IR 55 = A b i AR . X R R R 00 A Te) A —— R 4800 i B 1B) A R 0L 52 R
i [H]

B E—PMafmsee)m . F— DM R R EE R A 3 Fh . e/ g 058 i ] £ 5
(Smallest virtual Finished time First. SFF) . &z /)y g $ IF 45 05 [8] f; 5 (Smallest virtual
Started time First, SSF) # & /N & & & ) 56 BB 8] £ 76 (Smallest Eligible virtual
Finished time First, SEFF) . & %248 M0 & 4207 4R B 8] A KT 207 89 3 50 58 90 0
6] o i P R e e P A Y R HE A R AR A I A BE = 7= A 5 GPS B BB KT
TR < O P/ e

3) WFQ «WF2Q «WF2Q-+ «SCFQ «SFQ

ATE) ) PEQ ZE532 68 g JULIs 1] i) 1 55 5 UAN [a) , B8 X — A 28 8 B2 i I 6 A
B AR, R 2.1 Froc, £ H KT & &K T, WEQ (Weighted Fair
Queueing) . SCFQ ( Self-Clocked Fair Queueing) f#f H SFF, STFQ ( Start-Time Fair
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Queueing) i FH SSF, WF2Q ( Worst-Case Fair Weighted Fair Queueing)., WF2Q + I
QFQ i f SEFF . iy o 4h s 1] i) 1 5% 75 X B % WEQ F WE2Q Il &5 ¥t ¢ B2 & 4> 42
() R LT R BF 1B SF AR LS5 s mf 8] F2 iR an ~ CH L B2z MO, ¢ 20 i
BUE . AT DLER O 4% i R, V (i) RN AL af B IK R Y 52 HUR [E])

St = max{FfF',.Viad) )

LA
Pt = St
oF
£2.1 HELY
WEFQ WEF2Q WF2Q+ SCFQ SFQ

AT IE £ % R | 2 AT IE # % R
0 MBI | R RE
T 45 PR B[] LG5 A [E]

LR E BRAGHE BRAGCH | BRAGHEA
EFX | WL, E SR i, 2 4 i, AT

pri £ LI

SFF SEFF SEFF
gL

AR 2 K2 AUL RS 8] B a0 F
V() =0

Viitia+1) =V, + Zi;},?&, == 1t; — tj

F252 b R AT [E] S — S B O A AR L B A A Bk B T I L 2] oy 35 R L ORI
Bzt 20 89 jE AR V() .

WE2Q+ M5 T .

V(it+ 1) = max(V () + t.minie g (S: (£)))

SCFQ.SFQ W VL 24 1if 1F £z 52 Ik 55 1 W 6 1) ki #0045 5K B [R1 A 2R 254 i (9 g 400 sF []

Lt A2 UL, 7E ¢ B 20, 7E Fir A3 BA S AR U A B R AL i B 4, 08 Ok B B s 2 — A
K 00T TR SR iz i) 221 1) K LERF 8] 5 17 32 1k 220 20 SR A8 AR I A, I8 A FE T — BB K 400 BsF [8] 1Y)
i 21 45 3 54 g L R] o Vo + <.

WEQ: 10— GPS BY45 i [a] , 5 K %k 8 55 77 BA A b de /Ny — B A 8 .
ARE R BN AN, LR 2.

WE2Q: h 1 gt WEQ ALl @, 7E GPS it fE] FL iR P SN C 4R
) 11 XA v R 40058 B a] f B . WEQ Hb, )2 28 3 7E 2 40 b 55 157 19 A2 v 52 pld 1) (]
R .

WE2Q-+: &2 WF2Q iy — > a1 B i S5 3 . A7 bU 45 AT B0 1) 2 420 st [|] i 31 55 3K .

WFQ 1 WF2Q #F HAE7EFR 6 F 529, WF2Q + ME DL 7E i 3 W 2% rhr sz 9, g 400 s [4]
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)55 A g 2 3K 58 — A e s B T — U B Y G HE R L B DR R SR 1 I ) A 2
FEREK

XN B R R — A,

4) QFQ(Quick Fair Queueing)

Z B B AT B R A R B Bk, BlOE TR IR TE S M 2% b SR B, QFQ B )
b T, bXﬁjﬁO(l)HJJﬁﬂEﬂimr i H R R IE S MEE S 2 VLS. &
A TE A 92 B, 7R I A A2 SR i U SR R T R A — TR AR

ﬁﬁ%uﬁ?ﬁ%ﬁ%W%%wmmﬁﬁﬂﬁ%mﬁﬂj$Hﬂmnﬁﬁg%gm

T ANAEBEEZ AL FreeBSD R4 H 2 QFQ E N & EFEREZ —,

QFQ FILWAEFEERAM I T WFQ RINTFIEZ G BRI IE TR . m

IS, A 2% OB A 16 7 — S 0B O 205 /0 6 S R BT g

K. 'ﬁ*ﬁﬁf“ﬁ’ffﬁ'@ﬁ&_k i) — 2H PN Y ) 6 78 BB i 400 I el sk, W] DATA] R AR . FEH AN L R
Ml 55 it 4% B R 400 T 4 1 1) Bt S 280 25 1 Al VN 5 5 A 0% B2 T I st DR 1] A8 ok 55 9

w2 W N — PR B /N 5 T B 3 6 Bl 30 8 SR — A BRI A A
PZEAH DR ADLTT i ek 18] /N AR AT 8RS » B 30 30 — A B A2 9 A DA BOHS 58— T
9 BN A, 22 3K . B8 R #0LT [8] BT i B Ui B R UL AR ik e 4k2k B R

ZRE R RS R B, e SR O T AR Z2 ORI AL L AR AR B, B DL 2 — Rof
B R R R SF L F A RAERM .

5. VRS SR GPSH RS RR

1) StRR(Stratified Round-Robin)

R B S 2 R BA A 3 AE M AL 58 706 - A N K FH DRR ] R 07 5, 41 18] >R B 5 52
]G i [6] I 5 st 18] ] B /s 2806 S 19 5 3K

%Jﬁ’/l\‘%?u f] 1](.2 a"'#fln iig.%ﬁﬁ}% F1eFV2 s " alys R %JJF;L?*-EJ‘J%J?EHZ?': ch i’i
i=1

PAE w; :% .

HEOAB G o, TEAD2E BB ¢ TR F 4 b 262 B oo <yt 0 2 AT A

um%Aﬂf“"aprﬁféxm<?,%

Fo AT 4 18] 8 BE < RE 7 O 43 R R 7 S P oA B A ok AR P, FE A AL S A e ) A DG
B R T R RRIBASN A 2° A4 [a] R i B — UK s =4t BES [R] R ivp S isp CRIV 22 A4 BA 8 [R] e s
MR R L PE o B A T A L B 1] B B /D B BA S AT R 55 . Xt s g R 5 AR
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il e =R .

AT HNBEE . 20T DRR, PLF 0 8 AL 84S BRI 43 B — > 98 00 &l ¢, =
2fw Ly GX B Ly T8 e KA S [ A A BRI 4 — AT B Es . w da 4k 0. BRIk EE 1A
FIZ BB S B AR BN b oo BME . SR FR E XA K /DT EER i ) & %
AL [a] B RE T B PR 8 25 A A A0 SR 3% PA AV 3 AT ) A A% i, IR 4% 2 4% fai EL 3 5
REAWERK KT IHHEANE, SE AR A MEELm. WRFRAEEHERK KT
ECAE B (R, D) DA 2H (] 3 BE Ak 8T T 4R

StRR 5 DRR A Ay, StRR o DRR B O/ E 1T E 2 F . 1 H 5 SmRR
FH LG B8 de 1 O S8 15 B AR 3 — MR /N B i . B SE PR b, AT DAfS A bitmap &
e VAL 1 S s g FH v A R

2) GRR(Group Round-Robin)

Joi 45 JE S, X — AP e PE . Rl R &R PFQ Fik 2k PFQ Hik N R H
e s . XX SRR B9, BB ZF L2 BT .

(1) e R84 BRI — D AUE CIE 78 80 3 AUE K BA S 70 2. AU R ¢ 19 BA 31 4
o Hioo=log, lo iFZ .5 o HEFEHUEN 27,27+ 1, .27 —1 fPAFI .

(2) RIFTHHFERFTHNB A BRI EZMCH D, Vo.

(3) FESCPRIEE L F2 b, Se AR 4 @, dEAT 4110 B 18] B 40 e, FEAR 4 o 4T 4 N BA B
1 8 B .

@ A7 2 18] 8 B ) B 8] 5 A3 BB, R WEQ L WEF2Q. HS.SCFQ.SFQ.SRR 55
%L UL @, N ZEGEAT I E] BB .

@ AT LE P ] A R R R T 4\@5%%1&3?5% 1@%@@ i
i 2T AB 9 BA G 2 B B F B 1.2, ey, A 07 B 2 5 4 TR 44 12 20 0 T i) T
Y1), XSGR E] B A DA B AUE S5 el i o e 45 B BAA . EDOWHL L N TS L1 E

A BHE D: W ARE N 0, BRGe ) *Jﬁ,fﬁ%ﬁﬁiﬁﬁng;&ﬂ ¢ B — A, KR WA D,

1, FH?%E%?FJJFFI H/NF 2 B9%G I = D 59/ G 70 A 2R B — € | 89 B 1%

R KT8 T 1, i AT DORE 2 BA & i A AL Sy — UK, DLk B F AUE 73 e 19 B /Y

TEHAEEFL F L ZF RS 2 e r & ER A PRI R A E, A, iz Tk
T a5 B Rt B R, — e BCE S W1 O 2 5 H AR A B WA w18 5, 20558
N H Sy BCR 1) R, 3306 38 0T 98 B A TR 9% .

3) BSFQ(Bin Sort Fair Queuing)

AR P AL e B 1 A% a1 ) A T > 45 AR (8] KE 45 SR [E] AH
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AT 19 53 7R — >4 (hin) o, B3 VR BE I 78 BT A7 bin 22 [8) 38 5 45 53 i 8] 5% 52 /1, bin 42Kk H
RR 7%,

6. HT RS th 2 i) 5k

i 55 i1 202 LA 8] D 2 B0 iR 55 334 pREINZR . iR 55 4 A pRBCRE A8 X iR 55 Joi 2 i) 22
SR I Ty B A PRECR R Ok . X FEXT B — Aol 55 R T — 2R IR 55 i 2% . 38 € B I
IRV E RS RN &

3T ik 55 Mh 2o 1 5 2 — PP AR B 9 AR AN [R] 9 Mk 55 9 1 5 A ) 1) iR 95 1h 2k, SE PR
i 55 i VAR 55 i 28 8 e AR AR TE . A 8] i IR 55 4 34 R BSOS QoS i M B s A ] o 1 A~ [5] #9 Jif
55 4 i PRBUIR HE 98 A2 WA [R] 19 3092

R & 2251 SCED(Service Curve-based Earliest Deadline) 8.7 %5 2| 3k i 26 - #2 i
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Jo7 P 2 i 3 B P g g 322 1, 32 B A 1 42 1 AT LA 5 mmap SEE . mmap O 7] DL 7 A
ODENASHP AR RS, R IR FEEH P S NAR T ak pA, XFE, 7T
VL o 8 reevirom O R 28 0 N L 5 #: A FAZ £ 3] pA A hk iy H P S WA,
V0 B Y A ) N H At A FE AR R L B0 CPU B b B a], AP FREE LIRS T MR
NS &

PF_RING ZM W& 3.4 Fros .

N TR N AT fFn

BR{F e TP

DMA

E 3.4 PF RING &#43

3.1.5 Netmap

R. Lizzo B H T Netmap fEZ2 . 40E 3.5 Frzn ., Netmap 2 S HEGER N HIZ IR %
HHESE, FE RO AR AR RIFEE 3 D miyml&E, o528 G sh SN
A7 S 19 T 55 | Z% 58 9 FH 09 O 65 0 A A R AS 199 T 5

Netmap J5 5 5 i #e 4k 38 1 77 Lo > R 50 [ Application )
i 50 38 3o PR R P 2 8 L B )
3. 1.4 T 4r 409 PE-RING #AR, Bl e iy s o 1 ey
P25 B U S L 8 3o 4 R I K/ buff R j tings L
{37 X A B A 4 3 75 4 S K A 2R 1 [ T \ host / 7 ]
i 3 S0 55 B HE 55 E Netmap B U & 03 HE 22 P g y stack -
iR e — PR MER APLs £/ — 45, 9F B NIC rings

PR HEZR R MIA ) OS REZFHER , AT [ = network adapter = }
T Ok B8 4 1Y S 4 R 1R B, 5 T4 . R Y 2
Netmap F AN & DL 4l 4% 2 4 8 1S i $2 7+ 24 6E. B 3.5 Netmap iERREME
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Netmap ] DL 08 A% 7 A i it
3.1.6 Scap

1R 22 X & W i iy FH 75 B2 00 By I 28 J2 2 T ) i B Y i L DL FE TCP 4 Br Bt il | 5
R 1 s B R S K Y i . (HR L BRI D 4 R e R AR AR, AHRE A X JRE 4 I ) PICHR
W B A N W T A N B TR S 22 B AR L 0, 6 I B T TCP iy 40, 3 b
2= 10 S BOW AR 7 09 & 22 3, B 5 I A2 i [R] , DL K fg H B 2 BT 7E AL AR AR Y
TRE ML Hrh =4 T 3 2 W BE &y, B B RE ARG,

4 L 47 3K JE (Scap) BT — SN AZ B H, B H2 40 3 3 BR 25 TCP it s 4 , Scap 521 44
FH P )2 0 )2 i (Flow LeveD e it . S KPR B bl /0 B8 72 2 #8582 4F . & 5578 R W B B
AL T B E AW . Scap A B IR EIFATARFE R T MR Y 508
LIfE .,

Scap 294N 3.6 Fiw .

4 N
Scap API calls

Application
worker worker  Scap stub  worker worker
thread 1 thread 2 thread 3 thread 4

/

- - - event queues
4 W W W %P/ Kernel )

Scap Scap Scap Scap
kemel module kemel module kemel module kemel module
packets [N ) ] [
NIC driver
RX queue | RX queue 2 RX queue 3 RX queue 4
NIC

B 3.6 Scap ZHAREHE

Horp A G R BEFS W T .

(1) FENEBEHEMTTLE 10ms MM %) Flow Director filters(FDIR) , #82 4§ % 43 (1) {5
B CHAR 1P RS T, B AR AR 44 RS X i B aY M 62 105 47 43 BA . X5 T FH A9 43 BA E
fri £ 5.

(2) 5| A Prioritized Packet Loss(PPL)$ AR , fii 56 X5 A [6] i) i i 47 U6 S g pm il . FF &
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X AN [e] DI 56 26 ) L 152 AN () B A AF B AE . =5 N A 2R S I e 2 iy B EL Y 25 38 4 | T iz
DL, XA LA TR A REPLE 0 =X e 1 E 2 E Bt .

(3) b A ] i i 547 A~ [v] 1Y 8 40 5 5.

(4) XFF b — 4~ R AEFE o] — DAL B GE 3 & 37 kernel 1 worker thread) , 3f H
X Z G 00 B S SRRk ¥ 0 BC B TAE R .

(5) MBI E — 8008 /b Ceutoff size) « BAR B #5457/ Ceutoff size) DA Y M
1 CUL S i Sk FRD ) F i) 57

(6) R 1 ~F-1ii 2 I < A FTAZ | /) I 2% 3 i £ 2%, Scap #F H §f 5 1Y hash-based J7 ¥
(Pt RSS(Receive Side Scaling) #13h 725 71 2% 1 i Jr .

Scap B 1 TH T S M WAL I, T 2 25 A W 5 a9 ok 35, i B 7E R 25 3 1%
15 O T RE 88 0I5 56 BE i FH P 5 22 19 4 .

/N W) netmap WX H IR HE, M. 3. 1 &%F Scap #1 Netmap [
KR AT T RBEXT .,

% 3.1 Scap #1 Netmap B Eb 8

f# H & K Scap Netmap
Ak 27 Stream Packet
Packet copy Subzero Zero
i 3% FF R BT i L e 2 MEEF

3.2 MENERSIEHEZE

3.2.1 {(IEZESIHIEE

1% 58 1) G Z AU BCHE T 2 T ) BE el 1), A A TR BBR E TP i B W B w2 gh . i A
RoVBE E £ T R 22 B v . X Se 08 8 7 2 i R AR SR B O B A L R
Fe R AR oA B O, A7 B V8O e i O 1 A el 7E T i R 2 20 h b
Hb AR IR S /b i g B B Y [R] L, AR B O R BB R O AN IS S X T 5

MRS B FE AR AR T ERMERS A ERGMIESE, EALE RG] BUE
PErh B 2 e S0 A 1) . — D9 R BE AR 7 — i I MU B &R 5. — A Tl B i o KT &
Sl 3.2 Bran, Hd RowlD R X N AH7E % 28 JLAT . A R 51 & — 1M E
M R AT B 1, R ERE 0.5 1 B 7 B 6 N T2 47 B4 78 31X — %1 | 14 B
B . XA AL B R S — A FE R K ik 550 2R 51 19 50 £ Bl 35 (R 1% 22 FF 1 T 2 1
Ko b TR RGIE KN ], 75 BT R G R4 MIH 2R, R4 /RS h oKk
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0 7 2k B9 25 (8] JH A6 W22 X 2 I R g1 19— L5 i & 91 . Hean{d 1. 01 A 1. 02 A LHZE
A1, A 2R AT DL L B ZR 5 | A1, B8N A ) A AF O R0OR

*x3.2 (IERSIH

Bitmap & 35|
RowID %] Number
=1 =2 =3 =4
1 1 1 0 0 0
2 2 0 1 0 0
3 2 0 1 0 0
4 3 0 0 1 0
5 4 0 0 0 1
6 1 1 0 0 0

TATVHE EZAN A 3 R LRI ES T % . WAHY . PLWAH" fl COMPAX!™, 1
F1 PLWAH f1 COMPAX #8 A ek #F i, PLWAH % 2 #F i & PLWAH with adaptive
counter, JA I A E H PLWAH A & & & adaptive counter, B I I &b 4 {5 4 i
fi, 1 COMPAX 8 it &2 COMPAX2(XiH) #l COMPAX+oLSH(EHEF) .

3.2.2 WAH Z£5|E4HE %
WAH R R4 F im0 3.7 Bras.,

128b 141,20+0,3%1,79%0,25%1
31-b groups 1,20%0,3%1,70 620 100,211 4]
literal(hex) 40000380 00000000 00000000 001FFFFF 0000000F
WAH(hex) 40000380 80000002 001FFFFF 0000000F

B 3.7 WAH Z5|EHE %R

WAH B8 FastBit A2 R 5 £088 F iy BT 32 K AL 7 51 43 B LA 31b (G F WA HG64
kA& 63b) NEAI Y group, XFE,group A PFp2EAL

(1) Literal, BliX 31b 145 0 A3 1.

(2) Fill,BfiX 31b &K 0 & 4N 1.

= WAH B, AL ME word & 32b, Hoh g & 2 MRy PR &L, Literal 28
B Group: BRIMREN N 0,42 F Y 31b BI M E A1 literal group; Fill Z2HY A Group: 77
4 1-Fill #1 0-Fill, teit 32b rhZEAUFREN N 1,5 A AER Fill 2859 FHR & (0-Fill B4
0,1-Fill B/ 1), 4 F M 30b B4 counter, F/n & 4 £ 4 0-Fill (8 F 1-FilD)
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group,

3.2.3 PLWAH &%

PLWAH 53 M WLAH 28 81, [A] #F 22 K I 5 6% 3t o0 A LA 31b o8 B AL 1 group.
Group A1 3. 2. 2 FA-F A E . — & 43 B Literal #1 Fill FFh A (B R 48 7 X F %
. BAKI R Fras

2. KB WAH )X F Fill-group #l Literal-Group ¥ #r &0 5 4 5, i

L) 32b word N B G B (bR AL 0 FRON literal-word, B & 24 1 BYFR A fill-
word, F[A]) . AL iy X 5 & X F fill-word RA K 25b /E A counter(WAH J7iE 21K 30b
#ibs& counter, PLWAH Z /& H 839 5b 4E 4 position list, FI-ZHED ,

B4, R filllword J5 Y word, WWEHE F — > word & literal-word H &
nearly identical(nearly identical & ¥ J& literal-word 1 _I—~ fill-word W Z R /N F5F T s
7 .s Wb B BN 1, 5 m & it —231e) . WFE fill-word #Y position list B3 A F —4
word(BLIF K literal-word) B 22 5 A 0 B (AL 72 31b I E bR 58 1~31. 8 5b
HETERD - [ 25 F — 4 word (A (R BB & MRAFFE I fill-word 7, 3247 b EE4k &2 14
)4 fill-word JF B word 2WF 3 FPIFM .

(1) FZEAp fill-word,

(2) JE nearly-identical #Y literal-word.,

(3) [MIZEEE fill-word GX Fp1F & 7= 24 i J Bl 72 3% 22 19 fill-group & 1 1 4> fill-
word 1 counter B ITEVE FED , W] position list A74E,

ATV R

%t T 32 fii PLWAH, H1 T nearly identical & X s AR 1, WFES — 2 CRI A
WAH 5 ¥ 45 f5) B 75 22 8 H 5 X s i position list. 48 F ) 32—2—5Xs fifi & counter, 7
55 W], [ fill-word " Y position list &5 0122 A B 20 4% e 35 i 22 S 6267 & (5b B il —
NEROLSXs fRiREZ s NEFA) .Y s=0 Bf PLWAH iB{bp WAH.,

XFF 64 i PLWAH,position list LA 6 AEA; . BI B H 6 X s fii & position list. 4 F HY
64—2—6Xs fif N counter,

PLWAH +adaptive counter(LL PLWAH32,s=1 M) .

%t PLWAH #4577/ ig ek, B ek Ze i B 2 /9 0 50 1 L EF 14 word ()
counter ik T &Y., M AL 28 H 0 J7 ¥ 8 8 B ™ A~ % 22 19 [6] 28 A fill-word , 8 B 4>
counter #p M K — 4K counter, 55—~ fill-word ic 3¢ LSB25 i . 55 — > fill-word it
s MSB25 fii (A 24 F 50b B K counter) . [dl B 2 — > fill-word B position list A %5, 5 —
A~ fill-word i position list BB & 47118 . 0AE 3.8 s, XFER AL TP B word
{32 25 B AT 5¢ BT B 22 0% S At it 1Y G B9 AT 55, 19 29 index 25 ],
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Empty
Position List 25 LSB of counter

Wordl [1{0| 00 OO O[O T100O0O0O0OO0DO0ODOOOOOOOOOO0OOOOO0O0O0

Word2|1/0[0 0 10 0,000O0O00O0O0OT1O0O0O0OO0OCO0DO0DO0DO0OCDO0ODODCODODOO0OO0OO
25 MSB of counter

E 3.8 PLWAH i %41

3.2.4 COMPAX &%
COMPAX FE45E ZammlmE 3.9 Fras .,

5#31b 31b 3+31 b

Original sequence [ 00000000 00000000 | 0000000 00000000 00000000 00010111 | 00000000 00000000

COMPAX | 010 0|0 |00 0| 00000101 00010111 | 00000011

— The counter of Second Fill Word
= Non-zero byte of Literal Word

= The counter of Ist Fill Word

= unused

= Position of Literal Word

Second Fill Word type

First Fill Word type
Word type:F,L

E 3.9 COMPAX [E 4 & % 1 i

COMPAX k2 WAH (il X B LA 32b 6], fH COMPAX ) f 35 o7 AH X 4%
%, X H Literal M Fill B9 %[5 WAH 1 PLWAH. [E# 2% 31b 73— group,
H B X 2L group #FZ B8 DL R RRIE 704 .

(1) Literal-Fill-Literal (LFL) . B 1 4~ literal group+ N /I~ Fill group—+1 > literal
group, HiX B> literal group BJAE 0 i (8 & JE 1 ) #E [6]— )~ byte | (—> group TE Al
[ Ah—AL 0 B AL 4 5281 byte, ZORAEF A TE R — 581 byte b))

(2) Fill-Literal-Fill(FLF) , B} N 4~ Fill-group+1 4> literal group+ N 4> fill-group
(X%F literal group WK E] ),

(3) Fill(F), 432k 0-Fill #1 1-Fill, Jo ik 4% 8 (1D #1 (2) #4773 H 1 fill-group EH A M,

(4) Literal(L), TCiEFE BB (D M 2) #4790 4H 19 literal group BPIH A LZEARY

XX 4 FERLLHA 4 MRS word.,
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(1) L-word 2 —ANi bl 1,45 F 31b B~ )5 k[ literal group,

(2) F-word % —0L PR EALL 0, %F F 0-Fill 28 — . =470 00, % F 1-Fill 56 — . =i K
11, 48 F 29b 4 counter, Blig g5 Z /DA & L2 X £ /Y group.

(3) LFL-word % —f7 AFRENL 0,55 .5 =8 01,55 4.5 2 2b) #r iR % — 1>
literal group WHAEFFH AL E (L AB. Hr 5 H 0~3), 5 6.7 i (2b) b5 4> literal
group WAEZFH 1 & (3 4B F55H 0~3)5 8 fubni F 2H,0 K 0-Fill,1 & 1-Fill; 56
9~16 fiz (8b, 1b) M 55 — 4> literal group HAEF F 45, 5 17~ 24 i (8B, 1B) 24 Fill 1Y
counter, bR A Z /DA EZEW fill group (BPZ A4~ %2 31b By 0/1) . 5% 25~ 32 {7 (8b,
1B) A — > literal group W HIIEFEF77 .

(4) FLF-word 28— AAREN 0,55 = =1 M 10,55 4.5 Hi M —A> fill BY2EH (0-
Fill & 00, 1-Fill & 11, F[ED .55 6.7 7 A5 A4 fill g9, 5 8 L= . 5 9~16 {i
(8b) M —~ fill 1Y counter, 2 17~24 {2 (8b,1B) K literal group MAEEFT .5 25~
32 I A A fill By counter,

£ CH COMPAX W oL . BRI X F

(1) IR iK1, N L-word,

(2) WMREFE—HLHO0.

@ % .=14ik 00: 0-fill word,

@ % .= N 11; 1-fill word,

@ % . =fik0l: LFL.

@ %6 —.=fik 10: FLF,

3.3 RmERAEEBAES

3.3.1 ETXEREHBEENEZTLTIH

1. R R EHE

KA FEAE B R it 5 el rp 0 H s T BB R Y, O R BB T 42
R T X RE AT EHEE  f S BRE N AR SRR RE R, EXRHY
BAEE b AL B AE R — PR P X R MR R, PR PEE
g, ARz KRN - EE. s T RS YR EE. T ST ZEMHT
M. RRMEREEE S2FHEEMER . BEFHEE. D AGE . HEFEMNEIEE
B, ®HBRE LR BEWEA Oracle fl Microsoft SQL Server, JF 5 i) MySQL
M SQLite &F,
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2. JET MySQL Bedli iy &85 3

AR TR R B 0K AR Y R T o R R a1 My SQL &0 T

WRIER G E X, MySQL 203 E H A UR 51 RGN 3.3 frs . X5 — 51 Y
BHa 2 ERIIF W E A RX &R R, B0 RG| = 0H B RN — A0 k3
ARIFERY . PR R i Nz e FE R Lo 5 s d B R AR/ CGEAAE ) IR H
TE A0 i W B R ARS8 3, X S8 8 b A e R 8 RAT R, AT R e
Xf BIr A SR AS 1 28 5 L AN e (8] 0 R 5 | A 00 F 9 R GEr e RE 22 1k .

£3.3 MySQLBEHEFHRRSINRMNEHN

x5l & it MySQL £ /i it
5 x A 5 % % Y yorepll ]|
sipl byte sipl TINYINT UNSIGNED NOT NULL %
sip2 byte sip2 TINYINT UNSIGNED NOT NULL wH
sip3 byte sip3 TINYINT UNSIGNED NOT NULL wH
sip4 byte sip4 TINYINT UNSIGNED NOT NULL %
dipl byte dipl TINYINT UNSIGNED NOT NULL w
dip2 byte dip2 TINYINT UNSIGNED NOT NULL wH
dip3 byte dip3 TINYINT UNSIGNED NOT NULL wH
dip4 byte dip4 TINYINT UNSIGNED NOT NULL wH
sport short sport SMALLINT UNSIGNED NOT NULL wH
dport short dport SMALLINT UNSIGNED NOT NULL wH
time double time DOUBLE NOT NULL Z
fileno int fileno MEDIUMINT NOT NULL Z
offset int offset MEDIUMINT NOT NULL 5
protocol int proto MEDIUMINT NOT NULL &

FEAR P X MySQL % & 19 3 AF &l i libmysql-client PREUEZEERIE O, H

SQL 8] X B0 4 i RS T4l A M A W RAE .l vEae ik, mT LLAS
A RVBRE JE A TE & FORAF g Bt i M R 51 B

3.3.2 TM %%

Lg%

i FH R 28 i B A Al R G it EEFZIELL FILAS O m a4 B R 2R
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WL A ARG, TM(Time Machine) F g2 J& — A~ #L AU 5% ) 2% 37 7 05 £ 4
R 5.

TM R H 7 MseR i 7 38U T IRF T E A BZCR . FE, TM 2R
HH, HRFRITAMERBEREZETUSHENH . A EENF T 2B EN £
AT, DA TM RS S 2R A A SE B4

1. s s iyl 1k

1) iAo 2

LI 5 I S I T 8 L o e S K L B 7 A A b N8 2 T O
WA AR SE Z AR AL S SCHFR T 3R T RS M4 R B2 & R
WG 2 AT CARM LA, KRPFE AT PAIRE GB 20, /N A nl IAE] 1KB, id %
A 28 i 1 5 B9 S5 AR R REh 1 R B R AR 3R Y IR S A A B L KB SO 2R R AF ROk
17 2 B 7E P 4% P s A7 B & R i R A HEL AR gk T ok, X B A M E R B2
FaXT S ot WA HE IR B ARG AN R TiX—3K., ERZ A M EH
5B, 157 B s O A A ] i S B w2 55, T BL Al 4 B

(D FEGEE: — T2 S F7E, 1P Hhk w0 P, X a7 2 B A 89 BER Y M {5
BIUHBA R RETRENFER.

(2) ZHAFE « ZUEAE M A h i E R . AR BCE & AP LB a4, 257
T8 W2 RER 2 — DI 2 B W E B . W2 24 h 2 89 ol 217 09 2 4 184E
(lefmn HTTP GET.FTP STOR %),

(3) NAERFRE: ZURFEMEEAm PIE R . I8 8T EARNE N HTTP GET iE3K
(B I 0T | IR 45 2% 3 o] 19 55 M5 B F TP STOR ) 302 R BN 555 .

(4) BHR1E B e M b i E R 78 i 19 L K 5 o9 2088 % 4 (e () ot |
) PEAT A P2P SO R 8055 .

TE W 28 20 8 B A% S b e A X FE O R RIREIE 18 25 B 7 — Se il f8 2L ik 2
Ja . A s vl AR  (MB 20 . 3 595 EB 4 B AT BB AL & iR WIS B L 1S Y
R R AT RE R AR B s . e, G AT A & 5 — Lo LR, ok H I8 1 7 £ he
I KPR R A T R v A R AR AR B Bl sy R 2R — S A K EE R B .

2) MRKNMNIZFRD

S B I 26 i o 1 R 3 K/ A 2 8 B KR R B E 3010 s . B Ry
Uit 1 G5 e 4% BE /NI e HE R R U HETE 1/ s 2050 8 X5 07 i 3 R/ . X AP R
A3 B R A FE N I 2% T R Y o FH T, D4 1 RER Ao B IR R — S B ORI i o A 5 7E I AR
5 T X 2 R 288 DR g o U 17 D A B S T B /N I L A B FU AR ke L SRR TN .

Al 3011 B TMYY — 3, B 5 808 0 3 ok B LBL (GGE [H 3% 2 2% 10 5 Al 5 22 52 56
%) MWNCEJE BREWF5E M 4% #l NERSC CE B B K e i s Bl gt s, K
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WL A/

i 4m 5 (K 2 /N HE)
El310 MERENKESHREHE

A B AR B A2 T B /DN S PR AR AR X B R T AR RN i R R b B E O e, AT L
Al L7E 3 AN EARE T, KT 10KB B i B i k37 2020 A . Hrp . NERSC 19 3i
B R W I SR 2, B R M 4 N Y iR 55 i 2 2R FH R AMOR A B0 i A2 6, T 2R AR
fH M B H . H ik 5 LBL A1 MWN 9 250408 47 o 22 50 88 K. LA B %N 4 20KB 1Y
M. R T RA 12% 1 LBL,14 % 1 NERSC #1 15% i MWN i & KT 20KB, i &A1)
AT AL & B B0 2 ) 2 5 B2 1Y 9690 .99. 86 Y0 1 87 %, X il 5 W B Fr i ik dE . &
4 K5 ] RE Ak B X TR B4 SR R S I BETC SR Y 10~ 100 75 B9 it 1t

0 & 0408

0.1

0.001 [~

le-05 [

ifiLE AT NB)F

0 NERSC
- & LBL .

- MWN .
le-07 4 i l | l | | | | ¥ o
1 10 100 1000 10000 1et05 le+06 1et+07 1e+08 1e+09

A/ N(B)
B3.11 XNHE-HHRKXNEHIERSHE

2. BR1E5E R

1) HHEREBE

T TM 2 EWE . JFHEFERDITFREURENLR, TR2BE A TM REH
ST THE S, TM 2GR E 3. 12 Fros,
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o wH
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g iR -

E3.12 ™ ZEHNEHEEA

ME 3. 12 AT IR RS FE P& O A RR 038 R A 25 o Al
Rl 5 A K, HPARTRGES P80 SE S RGEH TS H 88 WU 59 -k 3 8 #
WA 2SR, IF DEAT AL Y A il . RGN 28 1 (R RO 3 AR AL, ML 283 r 2K e
o3 T B AH N 26 A7 g 75 4 . A A v e3P — DTE AR D R ZE A7 BA A 5 BA 91 g 15, S %X
o 2HE., RN EZIREEMAE ML, mRPIdR T — iR
TW— R K EAES R ER Z0F5HER . AT B A7 i i AL (5 B 22
BRI TR R AR R, 7§ a0 R R R IR T AR
v

2) BRI

(D HP RO,

FH P 3 QR D 2 A7 09 O SO P SE 322 B, i de e BOH - 4 A JF BAEGE % 0
B BT LR a2 R AT T . TM Wi i R Y 2 0T TR yace. iz TR Z —4
UNIX/Linux 2858 & 09 415 8 1005 42 il CRP R R A2 i 4w R 48 1 SR PR 4R )« yace ' 5 ialik
i b A Lex — (0 FH Ak iR 25 By 2 o I20B BRR IBOT A TP %as A= 18 FH FH B 19 pR
B8 P S A 2 S 80L 25 HoA B B i 422 O R AT L JRRFPRAT 45 SRR Bl 25 T P

(2) 1 fd 4 3R A AR B

] 40, 19 375 3 FH Y 52 libpeap J&E . libpeap 4& UNIX/Linux | 52 2 % 2% 2048 38 35 00 % H
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PE . R 43 I 24 W 45 3 44k A 0 FH X A PE ok S B ) 6L 1 3R B, K& F libpeap WY B KA 7E
3. 1.3 WA T A . s B YR H P X 209 8 5 24 KL REOE A e 95 R
B AL o 2 %0 g 2 v, RRAE SR H Y 2 A0 v I £ 3 U8 % (Berkeley Packet Filter,
BPF) #& =LA 4 5, AT LA 61 19 3L A7 B 47 i ik . JF H. libpeap R B 42 76 £k 4w 7 R AT
A BT DB RS . o IR HOKE ) s A SR DL BC 3L U8 AR L e i m AT T
kb

(3) PLRAE B,

Ui 10 35 ) A X 2% v 36 BR A 3 A A 2, 6 T A DX SE (R B S IOt R B . B
2800 1ok 1 R AR S S5 R D B bR I [R] L i — SR B DA )[R S, iR
U P B B R R TG 2 e A AR I S0 7 . o B B A 38— > ) G Ik, S 7E i 3R
Ay R A A L S . 0 RAT L I B A R A Y g 2 A R R G 58 4 A 2 1Y 2
g s A A L WTE T R TPop s — R RIF AT B R . A s — M, &
JEHE UL 3R v A iR H B R I A T B0 A O 2R e R T e e e D SR A AR B 3 AT A
N GETHRAE AR AL A WA B ZAF A . O 1 38 R AR N A P i R, i
B M IS R] | B B B 8] IS 4 6 Ak A R ATS A Fe 8 9 I 62 139 i B B9 10 s AU
RKPRER,

(4) i an i,

FH T PN A7 AR 5 Y 2 G B AH 22 LA B0 0 I B M RE S PR AR RB A Ik . I e 7
fitt 25 A A R AE N AF TP 4R — D AF PR o 25 52 A7 DA S s 1t K5 BA & b Y — B 2008 A7 A
B 5, 5 23 (8] 25 0 B TE . X AR RVt PR AR RE IR i R AR

(5) HlIHBHR,

A A A TG R G IR A AR TR Gl AT U ZEABRN st R
IR d — A FRAL PR PRSI . FEfiE i B an SR A E R 5| 09 A2 i A2 B X N A, R
I AP or  WAE T RAF RSB AR SRS BARANTIRAE BT A
o5 BARERAFTE N A (H AR RN PR B AR SR iFaX A A S, A i) s, A 1) 48
He R FH 2R 5 I B B i 0] () A 10 55 2R, 307 it 75 e A5 B 1 D3 A7 BA SRR 2 1) A 9 S 44 v 2 B
FHOC B WA L B 5 B — > SRR [ 25 H P
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Fad A PR RE T AR A B m R

3.3.4 TIFAflow % gshe

TIFAflow #F TM S N AL{E B 5k, I 2% 37 3¢ 48 57 A I 2% 3 i % 5 M i 1Y
FOCHELHL, R EHriit T TM R Rl #r. RKolix it hid 5 A 7E X 3 S Y J
B i, A AT AR 48 R 5 R A0 D SO b i 4 o7 B PR O Ok, Al L SE S X HE 1 A A A A
X R BE FEAA A B &R 5 8RR e R el G B A r BrUMERE . UEBH T /5 F I &
HiE G ERG B, 5. 8 T2 RGN M A R AT T A
HFAEMZRS| T RSB E, I H B FastBitt® X — i B RS IR EAEZBIE 8, 5
W6 BH L 3 T 0 00 e O L TE A A A T S O T AR B A AL B O MERE .

1. i H ks

TIFAflow £ )i B3 3.6 s,
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% 3.6 TIFAflow 24 8%t B#5

ARG AR T AR A R G
) e i & Xt 0 2% o 3 O B R AT R AR JFEAE L DR AR By R A i O
B E i x86 MM Z AL E 5
L gL o UNIX/Linux &%t
(R £ 100Mbps~1Gbps i £ 25 M 25 T GE 55 BL R L Th B (R A7 i 30 K
ERSR TN a] L WE T A7 FE B9 5 i mT LM 9 B SO i B R R
ES R T R 370 3K 19 A 5 A 6 D — 8 RN G U B SO
2 i i A i Ak I B T oC 41 {7 J8 R [R] DX [, DL B A v 45 R 1 S0 &
25 1) i 6t Ok DT RO A SR 09 BT A L3R B R It B S
2. R
ATEIRE 3.6 hRVIIFHR . 2% TM RS 0 R Gk R EL — 1L ixit,
R T RGNS R T

D ARG REE

TIFAflow REGEEMME 3. 21 Fras . R G850 0 AN GBI, 3 0 55 30 M A2 59 77 &R 51
MA WP TEE. MBI D, XWADTIREAH T Sr  IF H DI REER 2 LB 1 Ty
AL, BB —DIReFE it BB 7 Bl i 4k . iX A 7] LU 15 5 4t 45 1 A B i) Ab 2 4l %2

ERSEintiog
HRS S \
1 L ize
e 4is7a

AR

B 3.21 TIFAflow 2% % #



3% EEMAE/KEWL

M ARG P A DUE 2, R GURY 3= AR R A B Ui R 4E 9 B R L 2R 5 5B
AR TR R T PN TR AR R B MR A bR

FEVUGE B TAET D XA SR TAE D &I — Dt b DOR TR A2 1 7
A, [ AR LLR B9 T AE A A v BN S F A7 19 A0l A7l AR 5 BT R R 2
LR TSR I AL AR

2) #Ri5 R

(1) REHH,

KR AE AR G 5 A AR P S AR 2880, I 2 IR B 32 B0 4, 3
F M B SO P O AL, SRR ] AL R M AE 2R T R AT AL T L i AR
B G B R REFERSIRE R BB 4R e 2 SR MaZ AR Ry
REFR . 40 IR 2R 0] AR B A e ) A0 0 122 8 o D)9 5 0k R 5 5 D00 R A A% 3 45 T
RO,

(2) i RAES LR,

Ui R AR T T 28 R A BT A AR S — 1 A 3 ke I B S A L Y
Uit TR R P A D %, AR B IE % MIFEm R PR & — 2%, ixic sk hid sk 1 i B RF Ak
M—Be e 5 2, I8 2 b Bk i 50575 28, Ui T 4R Ik R A& Tz 9 i e — 1> AL Y 3
skl . i B 5 B89 A RN AR FFFE — 2 Y Bl 2 L R MG O 36 T 2 e I ) R —
o B B sk, PAPRIEIRE R A 2T K K.

(3) ZGIHLH,

RO PR 2R AR AF 2] — Ui SO [ id sk Pz RyIEE . BRIl
B Z A7 A B UL o SCPF 455 BRI SOOI RV e 2 A T o SO i TG s E /Y
KNET B — A4 ST 5 ARAE .

(4) ArifBide,

A AR B BT AT P B AR OR . R P I A TR SRR AR A O Y A R e 4
. PR LB 2T s R il . Ry Al EEC LSBT M RTHE P R A
A 510 5% » A R H I B X 28 2= 5 e s b 457 5L DORE L 9t 1 S v A R A 3 EORE R A
WA, FF IR B — 4 SO IR [m] 25 H P

3. BRI S A7 i

1) M &3k B

Libpcap JE/&2 UNIX/Linux F#—4 C i 5 REUE . X R EUFE AL T 448 A4k ¥4
() — 2L pR %L, Libpeap ) 127 W FH T2 2 W 28 W 45 Fn o dy b

Libpcap H1 i — L B8 H struct peap_pkthdr JEA7 434 IZ 450 € LK 3.7
AT 7
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% 3.7 Libpcap E f R struct pcap_pkthdr E ¥

x & A4 struct pcappkthdr
struct timeval ts; / /63 ) B [a)
R bpf_u_int32 caplen;  //HHiZKHMIEK
bpf u int32 len; / /o 49, 5 oy B

X B — 3R AL libpeap BRBUE 2 25 H— 4 WA B 4 348 F s 18040 3k i 38 51 .

2) Libpcap ME 3B A R

Libpcap FEREH PRz T A 220 424 3 By Ay 32 i, 56— M2 A
2 R DI0EL L 58 g AR A 9 30 SCAA P 32 BBOI L 5 3 ol DA — 2H I 3 SCAF P 2 R
4

PN PICAL 5 2 FH P 46 7 W 1 X 2512 2 B peap_open_live pRECEE F1 AT FF4H L
AL AR AT 4 . SR AN I 3 S v 52 B4 HC2E P 48 3L S 1) SC 4 44 - AL peap
open_offline ZKHUFH N B9 L3 FR XT 52 . AN — 25 I i SO b e B B s L 75 22 P 4 € — 1
SCAF SO P AT A L SO Y SCF 24 o 12 P 5 34 2 b il [y 3K 28 S v ) )

4. WM LEERIE 5]

1) RGMI o

{7 FHASE PRl 22 5 | 50 T A4 2= 5 | iy 7 0 A 6 sk 1) 8 R R aii 70> o H 2 7= A 11 2R 5 | SO
KNFHXT R A GEZM . FERT SCITIA TR B B — P ML —F R ARTE
45, — 2 R5l F a8 32b, B 4K A 300b, W 2R 51 7= A (1 Bt in A7 i i FE = 10% A&
fi. A, 8 M A RGBT B EERIEH S MAEOHE S XX R
Sl T M E R R ERIRB e . R BERCD R 5| 5% B B & R R B /s 8 57 &
5| A 3k B TH FE R I a] 42 R G AL FEPERE .

2) TR FFE

W SR E R > R B A SO e SR U 2 R AR AR, 2k AR R B
= RCE U A B D R G R BRI 2 AL AR R . 2R G B AR
E— R RGP kG B A —m o U . — PRI - TP EES
6] EAAAETE i, XA/ NR G R BUR IR 55 1 &R 5 5 B 20 7E 1 A2 1 A A7
HEEET., —PUAME . H - FR I bniciX U7 B &k i S & L AT RAAR J5 {8
b6 — A~ i T B BCE dE AT T AN S FERR GE R RE . [A] I AT A LA R R oA
— A n DL n SRR BRG] R AN A X n AR R S
FEG . EFER R Fr 2 A R 9 R 2R B E R i B, I, R H A
fiti 7 58, S IR R G Ab 1 I 40 38 37 R 5| AL FRACR | FRAKR R 51 A0t R 19 23 (R JH #E .
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3) KA R

TGO A TG 2R R TR — DR MR E ', A, RH
T RTE NP A Z AW 7 2 R EEE — T i M FE R, AIHCAMRE . E
it s B WY Connection M4 R . ER P - TEEAE - TMAL,

HAKWBEW T . A0, RER IR — MG IF ALY ERZ M A M S I3F 4
AR G| TR H s i 26k 1 A5 B b AL s R i R v O s PR I = 5) . [ &K
7 3 bR i 2% T B B AR B A L B B PR 09 AR B P Y I B 3R P i B A I B I A
A peap XHF L IFE R —F RG] ARG E D .

Rl ¥ 55 5 B F ARG UL AT ZE A A (A R time 24 AR IS ] X ] time
_start 5 time_end. FF A —%1 flowlen, 535 F& 7~ it 9 TF 4 i (8] 5 25 sR A (8] L &2 peap XC
iz R el R R SI& e LIk 3. 8 s,

F3.8 REAMNAEMNERSIEKX

21 %k A v 9
sipl byte J5 1P Huht 958 — A~
sip2 byte J5 1P #uhk B9 %8 — A~
sip3 byte 5 1P st 9568 =A4~F 1
sip4 byte J5 1P Hhb 958 PUAS 25
dip1 byte B A5 1P Hbhk #9568 — 4~
dip2 byte Htr IP #hhk #9565 A5
dip3 byte H¥r IP bt 958 =57
dip4 byte B A5 1P Hb 4k #9594~ 57
sport short 5 5w
dport short H #5355 O
time_start double it FF 46 B [A]
time_end double i 45 SR B [a]
fileno int pcap 145
offset int HAE peap X Y Iw &
flowlen int WL AE SO A BT o B S 4
protocol int &% )2 ¥ (TCP/UDP)

A I R G P A TRV A 3% H AR 89 ZR 51 45 20 AH DL A9 J A7 fiff 59 SO A £% 1 LA
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B G F 80, FEF RN SO B AR A SRR
5. R8TERE

] A AT 8 0 T B SE T TraceA WAFE SRl EZiyatE, 35 TM Fr i 6
B L K TIFA ) Fastbit R g 24t A2 3. 22, A 3. 22 tha] DLER g 4y
KRB G T R R RETERE R K EE &, A H A g ) 7 B2 7525,
75 16.6%.,

5500
m A/
5000
4500
4000
- .:
3000
FastBit Flow

513.22 3FAREANEREITEE

XFHe 3 Ay B A R S SO Ry A ]l AR E 3. 23, AT LU L AR 2 Y
A AR G MEAR R G K/NEEAR T — DR 2,

35
3| K/VEAL: GB

30

25

20

15

10

& B

0 .

FastBit Flow
] 3.23 3FMAERMERBNERSI XKML

AT LUE 3 H T GON B MR 51 5 2, BB 52 5 RGN L R 9l RS, [
i RRREAR R G 5 2 ],

A A 0 L 102GB B I SCAF AL B (8] F B R T 3782s . 4 5 BN B o
2374 215. 8Mbps, AU SE G /4 52 B 42 B0 48 ok A T #E 8 B DR A 0 106 ST | A8 1 4 1Y)
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1 BGH 2 100MBps ¥ 102GB i S A WA BT Z0f[E] 1,020s, 2.2 1/3
AL PRI B HER RS E. TIHRMEHRE T BREM R /0 T, XF M4 58 490 5%,
it i R4 2 /D REIAF] 300Mbps, WECHT CHA T #E Dh g, e AH 2 T X% 488 N 42
PEATAL B, TESCPRI AT, A0 TF A e B DO RE L # BE A 3. 10 AL 3. 11 3 K/ A,
ZE2G TAETE 1Gbps WM SR T, IF R IE ERE —EKFZ T 520 1TH,

3.3.5 NET-FLIRIEREHEETHERES
1. Hiidaemy m Tk
NET-FLI " 5 (94 & 7 i AR A 3. 24 .

Destination IP

Destination Part Source Autonomous #Bytes exchanged  flow start

address '| / System Number in the flow time
\ | \
SrcIP | SrcPort | DstIP |DstPort| Proto | TCPflags| SroAS|DestAS| Octs | Pkts Start | Dur
[ F i | /
f,-’ 'I Layer 3 protocol | ,f' Destination Autano- I'. flow duration
Source [P '|| (ITCP. UDP) Cumulative TCP flags mous System Number 4packets

addrcss  Source Port (4ISYN. ACK. FIN) exchanged in the flow
H3.24 RiZFRER

2. NET-FLI 22k

NET-FLI &% b FE 445 2 A B 834y tnE 3. 25 s .

(1) archiving backend 1#fif & ¥ o & 46 il £ 4 (Bl D #43)

(2) E45& 5], s B H COMPAX JE4: (B H E #40) ,

XN HA LS TE on-the-fly ERIFIT AT . X 2T B rEaeny A,
A — A B 7 2 T Ak B D SR T, 1 oLSH £ R X i it AT HE . H Y A2 XTI Y
BRI R L E R4 . XA AT BE7E — E R BE L RRAK 1 i A PR )
R H AT RE 0S5 B 55 R 4 i V3 R R s FER G S5 e B e R ] 23 B

ARG WG —#0 7 7& query processor (£ i) 2L FREF) . 75 5E — N8 R A il Al FH A &
R G| G5 ¥ L 38 11 VU FC 245 2 W) bR o B 8 0 58 O« 38 AL A R 40 U0 RS e v A OC YR o R R 2
EAT.

3. wi &Ry 4IRS

MicsEP ISR -2 EME, WK 3. 24 o, Bk IiC k280,
4000 U HORAR TR . & A9 K/ IF A S Bl & 2 3 1Y, & BB e W Ab B A s 1 B i (12
X 4000), 3 H A L2 ZAFIE N, 25 LR AEHA S & s 5 Rid # 8 ny 525, =
72 I IX AN B I Hb 52 ) e 4 3R, By DA, axX BLAd A 4000,
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B. oLSH-based tuple reordering (optional)
—

mm LE R R LN
E— flows

A. Flow records oo

SrclP DstPort DstIP
10.20.1.100 21

104111 BO

C. Flow column separation

'

D. On-the-fly archive creation

‘
[FLF] F-terai-fal

L™ L 1 * L
Serialize
Buffer _ = e
[4MB) [flush to disk when

each is filled)

Cocmpressed bitmap inde

Incre mental compresion
- Literat-Fil-Literal  usingcodewords

7z

L+
"

St

I

0

&

!

CPU thread A | — CPU thread nT™
CPU thread C -
LZD cumnr!mﬂﬁ CPU thread B
-

COMPRESSED ARCHIVE COMPRESSED INDEX

# 3.25 NET-FLI Z#aR~EHE

RSB Bob JEREE 9 B B columnar (—£:2—EH IR BN BRI TR R
BEER R AR ST AL PR A L RS R AR SR 4000, FRATEERE LZO K46 4%, K48 J5 i) 2 RS 7E
on-the-fly FAJE,IFFMETE disk b . K46 /5 B9 AFTE buffer ., buffer Ji 1 A fii 2] £

disk |, 2ZRIA buffer K/NA 4AMB,

X R AT 55 FEA D CEHHE T MRS R AE A CPU RGP ATHY .

4. #9451 COMPAX+oLSH

LR G BRG] R 4 57 2 2 COMPAX 1Y 2 #F il — COMPAX + oLSH.
COMPAX TEA TS 2 TP A N4, H b oLLSH J7 #: (online-Locality-Sensitive-
Hashing) J&— MR EM I IC < 89 ik . iz elidt Ik 4i )7 (a] COMPAX, {H & 2 X i A
W R AT S S A B R A A A B TR A A AL XX R4 R AR S AE R B .,

5. NET-FLI & i§ &5:

B4, JEIP R 10.4.0.0/16, B a1k 137,
i IrArER 1P,




3% EHEMABKERWE |

NET-FLI & if] i3 # s ZEE W E 3. 26 Fras,

> Compressed index >> Compressed bitmaps )) Join (filtering) )} Data retrieval }
- L“t Flow (" pstip )
SrclP:1 SrclP:2  Port pasition
10 4 137 I 200 I
i - 4K fows
| idx-l
; 10010 v
E | 105,00 | - 4K fows
E ANDing Sl :
E af hitmaps
| -
BITMAP BITMAP BITMAP - J - !
INDEX:  INDEX: INDEX:
SrlP - SrclP DstPort Quawy: SELECT  DaliF
WHERE SrclP=104.** AND DstPort =137
Byte 1 Byte 2

B 3.26 NET-FLI Zif)id@rmmE""

ARAE

(1) & ES6 index 1 EY 3 4> columns (JE IP WY R 2 D578 10.4. H B ¥m 024
137),

(2) ¥ 34> columns #17 51%4E.

(3) #4823 ME4A columns WZE R A ILECHFT{200.10010,105007,

(4) f# b )7 Hy B TP CGER 247 B 5 iz 9 e, DSk 3815 3 F I A7 B

(5) RFIZG

3.3.6 Hyperion

Hyperion"® & — L FrFAR R ol X KB B R ETHRIAE RN RS, RH -1
X vy i AF e AL AR i i 5 O AR DR SO R SE . JF R 4 A 3K multi-level B &R 5145 4
Hyperion ;&1 M4 FHEF75E M, StreamFS YRS HAEA T 10, AL on-
line & 2K By [a] i5F . 2R 5] #0474 7T LL ik 3] 48 #F 200 000 441 .

R 265 W I — e 0 S PR A, — P S W, BPSE R R A A R A 2 E . AR
A 1) Sk BR RN T2 5 5 — b X 4% W R B B 1 e B Ak b A R A L R A A 0] ) A i)
MR RGIERTIEE. W5 WA R G — A PR AT 3y 20, AT DA 8008 72 L T
DITER MRS E A E SR T

1% GigaScope Fl MIND f# F SQL % I ¢ 52 B8’ 5 B4l n9 A 1h) . — /G I 55 G 0 2
e R T O T 252 8 i EHE , B gigabit link &RV A DAL= A4 ) B 5 a1k # L+ MB
W) A7 25 s - B A I R GE vT LiC sk 210 X AE Y links, & B 08 FE 3R G0 42 Jo i T 2
XFEREOR ), MIND 23T p2p BRG] (N BN A7 flow level B B . A raw



lllllll

. EERARANEIRE

packet header, GigaScope 7&—>UiL & & . 7] DL 32 FF 52 i) 20808 09 35 oK L A5 2048 19 177 i I
AFEF BRI Z N ENTZ R EZ X ImE 3.9 Frw.

£3.9 FEXH

Event rates | Archive Index,query | Commodity HW
ztrl:,a;:i?uery systems(GigaScope, Ves No No Ves
Peer-to-peer systems (MIND,PIER) No Yes Yes Yes
Conventional DBMS No Yes Yes Yes
CoMo Yes Yes No Yes
Proprietary systems * 7 Yes Yes No

AJ DL FH 38 FH Y SO 58 G ok At 3 20 09 A2 K08 L 4 il 02 H AR S0 I B X s S0 |
A DL H E R G| SE T A R Al . {H AR08 8 SO 2R G 51 A2 g0 T ok 2% 18 0 iy
It DA A ik 21K Y 21 58 1T BEAS 1 FH X R 17 2

DA Ay i % R 1 ) B AT A L i LUBCHE TR AR R I SO R R G AR A R R Hb i
Jfefig BRI, XMW E - T EEEAE S E RS, FEH TR RAE R
A S R A SER L, T IR I S &R S8 (Stream File System) #1774 2R 5
LK ER 51 I 48 Hyperion R 58 .

1. i XX &5

i RGBT R AR L T 2

(1) X o= 3 M 3t B9 A7 it AN BEAT 1R B R 2K

(2) X %A~ A% ) 8 5 A7 A 10

(3) EME A LIIF & .

FE U A R G b 2R B (block) B9 K/ 72 8 € /Y, Ho & 3 33k (block header) H122
LK (records) s B k38 1 & T ORI 3E . DA SOk Befl B —Be i sk S, &
Ml AR AT, W] — A Heh i R R R F— 0. 1] 5% 3k 3B (record header)
42 & Ui IDCstream 1D) FHC s B, IF H i F X042 2% i % 1, 7l sk Sk rpoim A —
A HFAUERPLE, BIFEIC & Sk df A & — A Sk SR BOIME . R n D IRA N — 1 X
(zone) s IBATI n—1 4B & H R A7 i ic 5%, fe Jm — 4> B T 77 fi 24 B 131 (block
map) » K it ID(stream 1D) A PEHIE I block Z B & BT X R . M A RS Root
AR — BB XA E A B (stream) BF B 746G T DT KB FHAR/N, BAR
ZEIE 3. 27 s .



E3%E EEMAEKEWL |

- Directory Device table
stream | first| last | size device | parameters
File System A | o] o | e . A -
§ { -
Root B o | o | ® Pe
C . . .
D [ ] [ ] [ ]
Block Map

stream ID ~

\MB Alc!...l...1...]A
I ) /,‘
L 11 [T 1T 1 AN—1
_____ N
Block AW 3
header 0 oW w2

/ Blijcl(

BN § FE N
LN } JL/_‘_ A ]
records / \ record

headers

E3.27 RXHRENTFEEN

2. A A E 5

Hyperion monitor 5 % 48 47—/~ 7] LA 2 01 3 45 i . JF H e gt g s &R 5l .
N T REIR B R G B BER B AEEY 100 000 S50 sk Y B, Hyperion H§ — >l stream 73 A
Z /I~ IX [8] interval , 25 iX #£ [X 8] interval 118 — 72 N& 24 . FrPLERIEZR 5| signature
index 4EJ1 AR stream RG], M2 X (8] interval BI& 5], Ko P A A TE 25038 .1
e HRFE signature, HAGTEFRFAE signature 58 £ ILAC 1, A4 47 048 B K & .
Hyperion 70 fiZNE 51 Jr RN 3. 28 Fiw.

Sionat - Signature over k£
ignature over single data segments

data segment
level 2 index 'I -/
stream ]'

I
I
[
K ~ | -
i |
level 1 index ] L] | [ ]
stream L
R
1T T 1 ldaltal T T 1 17T 11 Idilltal I T T 1 : 171 &ail:al I
data stream segment segment | segment
[ N Y [ I (Y I [ N I Y | : I Y I I I
|
- ———  Time - .

B 3.28 Hyperion X ES| F R
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Hyperion % H 2 2455 1F 2 5] (multi-level signature index) , ;X B i HH 2 J= 45 24 R 5|
25K 5 — 2 2 B X H] interval #B & 11 E 15 B FFIE signature, 55 2 W2 H £ N [X [H]
intervals 71515 2| FF1E signature, B IKEEKGEZ B )2 1Y signature., MR PLAL, U8
BTEIZ kB S IX 8] Gintervals) . A 3 levell B 2 DNFETE (signatures) ; W0 52 & 45 # 3 PT
A, LU BAFE X £ NERDE interval PR A Y. B LLX AR IE R 9] (signature index) J5 ¥
Ao B e s O B 2 B DR CEDEE A 1Y interval I AT 2 KA interval) .

Hyperion % H #2010 SR 5| G518, (H 23X Fp 45 M AR 25 55 K R ) A 141 17 2K 14 [9] 255 1)
1 AT )R> (query flooding) . 7E Hyperion P EDT S A A H RSG5, H
PR A AL S summary & 5 (top level R GG B 2T Z A iy , X B 7F K6
BIEE B8 € — 1 m AL iEHARTT S top level WRGIHE B AESA T & ACH T A A XK
VL. R £S5 HC ILEC P A& 3k

3.4 ANEBEEESRE

3.4.1 SZABEHD

ZHBARGEITFILEEGHN — D ERIEA B2, NEREEIFRA RS SFH, X
72 A TE ) 2 THARAS  RX BASI ) 58 U5 35 4 LA 2 OS R 58 2 18] A 0 223 R A, 3 5 5 3K
T AL AR TEIE WV 2 R B T RE & R B PEREIR T .

AR 2% MK G BC AR g2 5 E o il 7 LA RX/TX BAFI, -8 FH RSS 14 7 =01
Uit » BA S A8 A BEOR AR T R 198 i e B R RT Y R S48 cores (HE TN 4 #% 19 HEEA 4 1~BA
51 per port) ., HH FARKZEM OS # &1 H pre-multi-core B ¥ 1T 158 10 HLH . 24 B (1)
W 2% 38 e A A2 RA — iy RX RS, BPAE BE 4 B ML 7T LR AT 242688 H il Fib
FEX— AR AT SE F L BT LA A A I T 2R AL #,

BTG ER WA 3,29 .

3.4.2 GPU FEls

X LAY B 8 — o O B, B2 R GPU 3k &b B8 X %4 & 51, 3k 3 f## it CPU #Y
Hi.

M 3. 30 ERAE S A &N CPU EEZ## GPU.GPU Ll i — L& 51 1y kb ¥ 4=
%, metadata 1% [7] 3] CPU | ,metadata i 2 |~ parallel array ZH il . keys #l offsets.keys &
T REHNAEE m DA E keys On AR A BEHE A FHE B DEO . offsets 7227 B~ key £F
i 7E index P WL &,
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Capture Capture Capture Capture
Thread Thread Thread Thread

User Single Resource
space Competition
Kernel .
space Network Stack
NIC Driver
RX 1 RX 2
Queue Queue
RSS(Resource Side Scaling)
1-10 Gbit PHY
E3.29 ZERLAETETEHE
Host(CPU) GPU
i A A
keys |K,|K,|K;|K,|K;
Data — offsats otlo2| B3Rl s
|
keys -] -]
Index offsets = =
bitmaps | < I -
\- 2N /

E 3.30 GPUAEBHIERSI~EHE

3.5 I =

ARTEA 8 T 3 FH W28 VRS 5 A ) 3R S v ) R A R0 TR R A Ak B s R b A DG
Bt R0 DA R 2 b B A N BEOR F B, FEE AR A IRELA Linux W& NAPIL £ K,
libpcap JE .netmap &% M HESR  PF RING, M i K5 4P AY scap FE . b Bf. 4>
BT MRS R4 82, 45 WAH.PLWAH #1 COMPAX B 5 LR R, 55,
A TR M EIER S AW R ey BRI, 4 5 T MySQL G & B8 09 A7 6
2 TM i S & R L TIFA R LM TIFAflow R LA NET-FLi &4
SCHR . B R LA ER T T R R A S AR R S 0 H Y 2 4% multi-core 57 5 GPU P
EE P
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J7 2 I AL B R R # RN Y 5268 R R R RIS Al DL AR UL E S M b A S
il A EE R R BN AP ER AR ARG BRIk 5 R B R GE
VAT AN -3 T s S e A B il 1 IR < 1 1 BN s N i S 7 T 1

(2) GEitatr.

i 1L MapReduce f1 HIVE £ , 52 EU AR Uil i dE A7 g i), o0 A R LS 1 20l . 2
A5 UL o A b DX TR RO 55 I R S B s T E R S o (B B WA SCE B P AT N
o B AR P R S

4.4.2 REREIE—IEK

1. Rk Rdix

KB 22 4 K F 2 IRk P BB AL e ANl 85 g 2 & 25, — R = . RE L 21l
# A GE (Authentication) Fl$# A ( Authorization) B A EE 20 #4 i . DA GIE 5 2 A7 B8 Hb % —
AN SRR By HEAT 48 050 24 W o i 52 A DU ) SIS A 52 3 05 B30 o AR S U7 ) A PR 1Y TR R
AR

bl 75 B 18 KEHE 1 15 B9 Hadoop 82 B 95 8k 8 22 b 1 FH 7 A& 7 B4 B ) B8040 0 B T4
P Bk B 22 L (T FH 2 ) Byt BOR B AR 2%, S5 JE AL FR 3% i S5 B PR 4P S5 &2 A In) L

Hadoop 2 #f 194 4 [n) & F= EARELAE 40 K Jy i .

(1) @k= H P RS a8 Z 18] 59 %2 2 A UEPLH] .

(2) Z2FERHLH .

(3) R = B0Ha A% i 55 A7 i i AL R

Hadoop 2. 0 8§58 1 % 4 HL#] . Hadoop 2. 0 Wiy A ik HL#| % FH Kerberos #1 Token M
B O 58 i B AN 208 5 1 ) 42 ) ACL 31 3% (Access Control List) LAY .

Hadoop 2. 0 tAHEHL#H . Client 5§ NameNode B X i# {5 UL Jz Client 5 Resource-
Manager 2 [8) B ¥ {5 B )% B Kerberos #4755 1AiE . 2 J5 V1 #: 2] Delegation Token
DLREAR I8 , 1 DataNode 5 NameNode fil NodeManager 5 ResourceManager 2 [8] [ 1A
UEIR 2R H Kerberos #LH ,

Hadoop 2. 0 AL, Hadoop YARN Y52 # AL i 2 38 18 o [m) 42 1l 21 6 (ACL) 32
PRI % B AR AT 2 Sk BA A U o) 42 ) 5 2 L 0 FH FR e D [0 42 1] 5] 2 1 il 55 D5 0] 4
H

2. B RL R
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(1) 2flar Hh AL HL,

(2) GEitHE i AE AL

(3) %4 i B P

3. BRIk

ISP 2 T KEm#sh E M 5ics€, ISP kA3 (Business Mode) & 2E 1 615
AL, N5 SMS b 55 B ki w i il E fm . Foll2 OTT b % & &, a0 WeChat,
IMessage 1 Facetime 55, — 22 1T ISP iy = ot 28

ISP DA EEAithi HE 28 S At i 55 %% 1m) KEBHE 285 i Ay 28 DL R B IR &8 b O A SR
%t Ecosystem, Wl &E il XCESCNZS. T2 5MWE61/FE W T,

(1) KA R 55 1

(2) REHEII T SIZHE R

(3) NWHEHMESE ™

255 L R T AR IR (A SO BE R B SR I AR G AR R B Y Y 3
#., Fmrg— FhEBOENESERE S REEF S NESRE.

D XBBEESREZS T SRR

EERMNEXSERAOTEFE.ZEFEHRMBITHCFG IS . 8 KRR
F W OF Gz 1 50 5) KRB o i SZ2 98 3 N w5 =2 355 7% 7 v 42 6 A W) )2 200 B0
& (Data View) , TEURY P RAAFIZ 2 Hi42 F , 2 w) HHR, S a4 (E 6% 9 74 2 5 3

2) NMELHERE RS L

MMEREFE RGN R P IRTEGER S N A 525 B A N 2 VL BC I OB I i 47 R 5S¢
RE 8 A A2 48 F P s oKL /0 P RN 2 i e (A PR AR PR SS . REGE i SIS
A 25 S R B ot S PEARHE R BOR , an i Il &Y SF L e i P T R AT O SR KA &R
G M P AR
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1. &+ TCP/IP Iy Jig DhiE

St F i H TCP % 420k &l s ok vl R RS ] BE & 8l o3 #1324~ TCP WA 8 o7
P X T aX S M b 5 Btk AT TCP GRS W 44, LAE BP % B8 B 7E 2 >3k 2 AL
F TCP W43 far o 19 Bt RF AE A

2. AR D 5

A4~ TCP Witk N 64B,512K Wil #E 32MB 25 [8], 32K Jii R 7510 s 25 8] FH Tk
B % 1 45 4 L T AE 2MB 23 (8], B IR IEFE 34MB 25 [H]
2 5. 1 N TCP M RBICREIBEW, B MAIREIL R A 648 K, Hp 4155 1%
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TCP/IP i ) o 2H. T ot 2H 8L 4 oK 20 {5 . Next Flow 35 %I, Sequence Number,
TimeStamp(FH FHric Bk IH T H M AR L) . Remaining Length FH KT8 78 16 B K/ %5 4]
A T 3 S R EE 3 1Y X A 28 AT

£51 TCP RRRTICHRHBBEEN

LW Bits Size Field Description

0 31:0 32 | Hash Value The hash value of five-tuple

1 31:0 32 | Next Flow Pointer Address of the next Flow state in DRAM
2 31:0 32 | Source IP address Source IP address

3 31:0 32 | Destination IP address Destination [P address

4 31:0 32 | TCP Source Port Source port

5 31:0 32 | TCP Dest Port Destination port

6 31:0 32 | Protocol Protocol (TCP, UDP etc. )

7 31:0 32 | Sequence Number TCP packet sequence number

8 31:0 32 | Payload offset Source and Destination Port

9 31:0 32 | CODE BITS Some Flags for Packet handling

10 31:0 32 | Time Stamp The time mark for the arrival packet(update)
11 31:0 32 | Remaining length Index the last remaining byte length

12 31:0 32 | the first word The first word of the last packet in flow
13 31:0 32 | the second word The second word of the last packet in flow
14 31:0 32 | the third word The third word of the last packet in flow
15 31:0 32 | the fourth word The fourth word of the last packet in flow

R YA PR A 10 R 7 SR B B ST DLURBS AR IV 19 25 (8], B B PR [ GE B TE) M B B A i)
(TimeOut) FHCAREIE 3¢ . [T, 02 FIN 46, M) B mok &0 % B s 1]

TCP JtR AL AR A £ G . W E 5.3 Fras, VLB TP 2 36 40 1 59 3 IR
ik, X H A RECH CRC By, ffi i CRC32 5% CRC-CCITT., Wl £ K| 2
TCP/1P M43 Tt 4H % FH 9 eR £ 5 94E & 16b 1.

3. RS RIEE
STRARSTE R T RE AL RS AN T
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(1) M I Scratchpad Ring i3 B 62 45 25 &, .

(2) FBGZ MR TCP/1IP LtHE B

(3) X4 B A T oC 240 A7 9 #4E

(4) B AR FAREAT B - 00 8 12 WAL 2 15 R 8 Bk i 1Y N A28 & Bl Sk i M aL L, AR s
VEAT AH L ) $ A .

(5) 5 M AL 25 B 2 AHM A SRAM Ring., 4 1 O3k /62 i 007 , K H 28 72 O/ 19
151t 7 7 (Thread Ordered Model) . W& 5. 4 Fi7s .,

4. ¥ TCP L RFAERS Il

AR DL BT 3t T DUSCRNAS I 5 TCP L FRIERS . R T s,

(1) 2% £ 3 ot 9 i 2 A2 55 i OO eSO 33 RS A8 2 L R 0k [a] — 4> 0t 17 1 6 38
o [a] — R,

(2) AT 5 5 B0 | B SRR BT AR 7 O 2, DA R ik 28 0 i 2 7R 1 ] —
AN E B PR T BIRAIE T 040, 28 7ar D 42 10 AT 20k

(3) 7£ TCP WK Bic kIR E Wb 8\ 7 =8, £ HTid % [H
1 28 Ay B2 o Y B . (A5 DF e AR R R

(4) IS5 R 3 a3 4L B TCP fu i, TCP #idk 10 st EE i 407 LA 4%
fo7 {4 DF 4 B A, AN 5 BN e AT R R Y Ak B,
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5.1.2 IhgetEBRE

VCHC 5| 5 = S REAR R S HOC R A& 5.5 Fram . B SORE B 31 35 ) I 42 5 6 47 ot
H TCP/IP kAL IR, I i e 2 AH B B IR S o . 4537 EAT A0 80y 79 9 7 DL Fic o A
MARFAE T2 B 5K 100 0, 2 7y 0 A7 A 4 0 R 5 i DT G 5 2y DU 0 — 28 X6 32 P £, 3 A7 0 0] b B

Blocking Rules
Table
¢ A
IP
Blocking Flow Forwarding
Table Table

|

In Out

Bs5.5 EESIEMNIIERRE

5.1.3 ZZAZREK

VLBC 5| 5 rh Z R H B ACK R, Wi 5. 6 Fros . R B0 R & B9 47 2
FIAR g 1 A ok (EURE A A R B R L

P
Forwarder

56 ERESIZEPHEZSTIEHESGER)

R B2 AR U B BT A7 AT 9T ook AT DAAR 918 =5 PR Ak 3 A 5 0k B2 s 0 0] B HL A &
o, R X R AH LU 2 AT DU AR AR E SRR IMAZIE AR E b £,



5% HENABUERMXLERR

5.2 ZHRMLEEEEHIR

R BE AL A I i A% O A 2 2 DL Sk, BRI Y 2% ) 2l i rh o2 B & A 5 — 4
fiEfg .

VCFC ZHFIE 45 5 B 55 28K O 2 858 DL C 5% 3% (Multi-pattern Matching Algorithm) 04,
HIXE T4 A B4 e J T H 2 S s e h EE TRIEFMAFHZ —. XEFMIE
2 S E gt B BT BE R 19 B Ay b R ACAY . 7R L8 SCRR P, R B H 5 4 59 4R AR
T R AT FR N B AE RS (signature) M,

U E R ZEICACREA =R B, 202 Bloom Filter 535 & H.dk ik ; AC Tk
Je Hooutk s R R BT F g SR A B B Y 5 i 2 BM REEE 2 BEO0 N BT
e, N X = ZEEE N 4

5.2.1 Bloom Filter &% & H i i#

Bloom Filter 535 & i B. Bloom 7E 1970 4 2 ih i . 5= 5k H 2 8091 i1 57 B {IL %
FIME R0 BAE B AW B AL I X AR AR A R B ROR TR L) aB B L TR L R R
(bit-vector) H R X B H A1 oK EUE BT XF W i A2 47 B . 76 26 47 DE FE B, X5 g A 52 4 53 48
M)A AH [ 1) 2 R e is B (A IR AT i s &, g e B , HER — 1 aHE
ARTEAL I B v o BIERE , D) JHG Ok b 488 2R WG s 5 B A 8O0 ME 2 7 6L Ok 1 b s e s UK S A7
FF 5 A0 IT A R E 45 op AT A R 0 A A RS i B A, LA E 2 AR UL RL

Bloom Filter f & —Fh ] 847 24 04 I 47 22 85 U0 Fid 553, 9% ) 322 FH T 4% # i 12F 2 1l -1
S, B &AW B R H S A D i e e TSR, G0t 20 Bloom Filter 534 1 2 2%
Bloom Filter 3% . A& R A K it 1Y) B — 0722 B2 A - H DL 3h 838 WU iR A 19 41~ 250: )R
HHZ > Bloom Filter i I8 #% 20 ik 19 75 =X, FH DAFE S Wl GE A3 Nk (8] JF£5 BU mj 2 F
W URFIHE AR

5.2.2 ACEZEKHMB

ACEENI B A. Aho 1 M. Corasick #F 1975 4E42 1, T2 R H 7T AIREHVL(DFA)
RS FEARE RO AT B A S A RS L AR B 0 s A B AR RS, B4R
PCIIVEHD . 12 n M5 A A AR TR E 22 8 O(n) , A Bl R I 4 £ 1Y
Z/O MK Em L 2E .

AC JFiLReE e 25 H S b Y S 016 00 B9 InF 8] 58 20 &, (H 2 H R E PRSP =
6] FEORAEAEAR K, My B AEBRE AL F Mt A F 49 BM FE 1 RE , 0 T
AC B3 Wit 32 87 T8 SO0 R4 RS PLES 8], 0 25 8] & 4R
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5.2.3 BM EZxpy#Er 8y

BM Sk 3 RIS T 24 B BABE T BM STk Rk . HE 3 2 T B R A T R &
TR XA, RFEFFRICE R BM FHEMY ZH R, Boyer # J. Moore #E 1977 4
P, BB REGKRILE D NG ELE R EZEA TR . Y& A DR KR MR, AR
i A A5 BV R Z 0 e A A BB R R (W /7 e A ) 5 B i T i KPR
(1) 1] J5 %% 3l LA F8 £ . DA T sk 20 6 FH Y HE B ik B

BMBEEZHEILE T HHET IR B EA NG WM 7LV | Setwise BMH 5.
U AC-BM B0 L ax 3 R EE O [R] 2 AbFE T anfar 4H 2R & VERE A7 & (Heuristic
Skip Table),

(1) WM BN IEFA R RE T/ (R 2 30 3 DNFM) Al /8, ok #
DREAVE P

(2) Setwise BMH Fik W26 J5 2B FAFl i Trie WAEIES W E T BALFE.

(3) AC-BM 5535 &l o RS DL S B 3% .

S AR Z VGRS S AR AR Ok O BM Y fa) LA T SR IR OR SE L. Bl 4n . RST R
MDH 523U f1 FNP B3k 171,07 DUAEE 2 X WM Bk 09— R gk 22 i oF .

AT HBM 5%, /2 BM FOA7E ZB0LEC T 0y —F T B 2 5k R & X%
{3 , 78 DL BC 2% WO A BE B #% 2 RS FR 51, /b F Rk 2. M Ia] o BM B3k 4 T AU iy K
i 53 (i WM 3545 M EE , — O i A 0 O SR 205 e SR AL 36, ok /N 25 8] TT 84
3 — T FE RS0 3% B A8 3 AN B B AF & BM Bk i JEARL L el B A VR B R TR AL
%, Bk, HBM B3k 7] DAFE 25 (B 7 85 R R R A5 &0 45 B 5 40 19 B (el P 6k

5.3 X F Bloom Filter B PC g 5| 2%

5.3.1 Bloom Filter E %

Bloom Filter" M HE #i8 F A& —Fh i 19 0 28 & 305 5 . B 0 IR fr M i . 9 H 325
F o W VCBCRFEZL B, [a] i 25 4 25 0ty B2, A Al - BARSE3E .

Bloom Filter J& — % fi i 18 A $& , & %% 5l 1 FH F K 22 Z U8 BC 4% 1iF A8 8% 15 26 19 15
M. RIXA n RICECERE, M ILE ST — > Bloom Filter ¥ M A HL, BF & —4~ m L1
{ii 18] & (Bit Vector, BV) , ¥t & — S VCECAFEAE . FH & N RECT ik fTis 5, X
A R B S 0 A [ 1o [ Z B BIE 2y 02250005t o 8 BV HHXFREHSE £, (=12, )L &
1.k ANEL R B B 248 BV S £ AL E 1.0 SRVCECHR N B 248 BV 19 nk MU E 1. EFE
. — BF B —4 BV, JIEM BRI A LTI HX 2 DES Rt F,



5% HENABUSRMLERER

TBEN 25 sty eetn AN BV RIS ¢/ G=1,2, )2 1. B4 XA 07 91 7] fig 5
AT R AR IF S DU BC Y (U 5 R A 7E 1% H) False Positive) ; T BV Xt i 9 £:(i=1,
2y s PR 1R AX LT 5 H 5 FE A 3R B FRNE 2 A DG FC A (8t 2 A 7 T
H| False Negative) , H T RKRZEALF VIR 2 BB 45809 , B LR FIBERAR /N, F B A H Ik %KL
(If[B]) A 252 22 /0 52 W, i 23 18] 185 20 KR b 1, AT RAIERH, X n o« k=m « In2 I,
Bloom 1 18 #is AU Z 38 Bl fe = » iR AR R Ny f=(1/2)%,

YT ROEAS B Z R 2 22 F 4  Bloom 3 I8 8% 06 251 52 i 2 25 Hb 28 v H UT il 5 F 5
W . 201 25 O A B AR OE 41 L O I B R T Bloom 1 JIE &% 2 R (Countable Bloom
Filter) ., BARBEMANT . 7& Bloom if & 4% 1 BR m 7 047 ] /1 2Z b 3 In— S 1 HBUCUCAHE
(Counter Array, CA)idsk BV bE&—AV n RVLECFFIE T B0 Ja Bt Frg ik Ee, i
B n SRVCECHFFIE TP £ — R IR R EF LA MERAE Z e e — A E &S
M R VW CA FEiz Ay e EUE R 1,24 CA AT FEUE N 0 i, PR BV EiZ A7
B0, WRZEMN n SRVCECRFAE TP 380 — & DC BCAFAF , WPRRE X BV @94 4E [A] L, [6] B 5558
CA icx iy — 07 _E A IKEL.

1. JF41 Bloom Filter 3ik

E X 1(Bloom Filter): —~ Bloom Filter Hk ET/~n— 1T U FEn NI EZ2WE S S=
{S51.5;.°.S, b o HHAHE—1 m A B EH (Bit Vector) ., ZEAHV Gtk £ E N 0.
Bloom Filter {8 /] & A0 57 B AL A EOS BREL 2y o -ee s by o X BB bR B GS F— 4> s€ S 3
WL m—1], XFAE 1=<i<<k,BV XN A, (HAZERIZE N 1. Bloom Filter 7] g
M— iR A (False Positive) s S ZTE R IFAFTET S ML R =« #W NE T S B2 E I
A S N — R H (False Negative) 544,

Z SR R BUE 5 PR . 8 p=e ™" B 4 1% A AT BE 1Y HE R pR &L £ 4n
2 (5-1)

_ _1 o\ —kn/m kB __ k o
f=11—|1—— ~ (1—e ): = (1 —p) (5-1)

mn

2. il'%% Bloom Filter 5ijk:

E X 23T # Bloom Filter) : —1~i1%( Bloom Filter Jj&— #1145 A 1) Bloom Filter, H
Sk T R E SRR 80 T 5 6 1) B (Bit Vector, BV) B — 0 A XF R B £ A
e it Bloom Filter 3§ =Ml Bx — 4> Bl 51 , 7 w5 22 55 0 8% 78 #€ T 2 A% ok ik Fn ] &
R —2, RA SN 1 &N 0, B4 HER BV fayxf 2. Bk, X & Bloom
Filter 1+ ax 5 A 7EIG I E0H B bR 5 747 BB i A4 e 22

5.3.2 SHIRRE
TE 245 R E R E ns o7 T B N m s 2 B B 9] bR B0 52 4 R AL A5 00 R, i 4
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. EERARANEIRE

A AT S BRI B kORISR A HER R AL £ R AT REHL /. i2 p=e ™" R IN(5-1)
1P ) BUXT £0A%

g=InfxIn(1—e®") = Ekln(1—p) Z—fln(p)ln(l — p) (5-2)
M HAY p=1—p OB, g BUR/ME , BPAIBE A R %L £ WU/ ME . MRS 2R 20150
E = (m/n) « In2 (5-3)

e AR 1Y e MEZ N
f.min e (1/2)& — (1/2)(ﬂ13n)'ln2 (5_4)

5.3.3 BIY EEERE

Bloom Filter FF L IS sREEHE . KRB R G iIR AR MIERR S 2. WY R
THR N 128 AT GE ) B PRl HRU(E N % S AT BE V- 25, & AN 1808 ek R TE] B AH G VE N 1208 AT fE
Hh /)N

FEVCREC G v it AT 22 T 3 Py ik, SEE 8 AN uk ) ek Bs SRR L R
MD5 H ) PREUT R 2 34 ARG o A ) i A CRC OG22 152 351 S
R B, M CRC Boo AR, Bikm 2 Mol ZIF17 8 M. M Ramakrishna-Fu-
Bahcekapili BREFEIE & F D IRER NP ECEE K A ZIR 8, 1% 7 & B i & o 4 5F
B AR fEn 5. B, 91 2R S — R 7 & 3R B0m 1755 B2 O o0 ROk

3 AP ESI PR TR T TR R,

1. MD5 i) J-eA % F.G.H Hl I

i & Fm5(AND)#AE, ~FRIE(NVERSE) #1F, | #RE(OR)#E, N F#m 7
5% (XOR, EXCLUSIVE OR)#:4E . 7 Rivest’s MD5(RFC132D)B iy F.G.H #l I #R
BAF .

F(X.Y. . 2)=(X&V[(~X)&2Z);

GX,Y . 2)=(X&D | (Y& (~2));

H(X.,Y . Z)=X"Y"Z;

(XY, 2)=Y"(X|(~2Z),

LI 0] OB s A A e U s T B B UL E 4 S REh Ry XY Z, iy = A=
A 8T R EZWH REL,

2. Ramakrishna-Fu-Bahcekapili (51| k1 &L

i’i{j?‘?%% X:(.I'l s g s g «*"" 9.1',:;)2 !JEH“- ”i'%‘ﬂ_:\- ANI_) ih;-'r_;f'f/lz !A 2‘%,7"_{; XOR ﬁf{/ﬁa;ﬁ;ﬁ
S BRCE SCANTT
hr(X):?'] * I h?‘g R i A R R i -.;:H;ZFI_](?'] s Vg« a?‘;,),—:.':é[ﬁﬂn—ljzrlfﬂ %ﬂ[\iﬁiﬁo



5% HENABUSRMLERR

XAE B E RS S A b0 AR REPLEL .

3. CRC oA T

Z A AR F CRC BT8R @i FIFTitT. EESA M EREL, T —
A CRC #4F . 5 P45 . 7 CRC oo, mal ok H A~ FEE 2 0=, B CRC-CCITT #i
CRC-32, it #) 5 1b 1% ® CRC_Remainder Local CSRUE I R B F L) » A [a] (Y i 3]
PR 0 RE 6% 38 1o 4 HH ] — SRR AE Z2 0 Aok # i . CRC $#84F /) 32 145 %4 M 5 51 CRC_
Remainder Local CSR,

Y BT EOY)) PR AT USRS A 48 o7 .64 e 128 AL FdE . 430 9 AE pl— A4~ 48 7 .64
fLE#E 128 ALHAN RG] . &K IE K a2 4 B9 5 oo 8 A% i 25 4 2% 10 B8 S A Y1) Boc
SR R 3 T B AT RO AR TG 45 R S Il BIAE S A7 A7 A

5.4 EF HBM EiEHIILHEL S| EE

5.4.1 1BSFfRIE

ICFFIEFA R R BN n K E R L KINH b5 1ICFFIERS N So 0 Ss w0 S, Ho 58 £ 1Y
FFOERS Sy =swosm = sz—1 ;18 Deltal RAKFE R m. 5 i WAL H d1 (i) ;Delta2 F A & E N
L—b+1.30% ¢t Wik D, (1), BUEHIREL v="h(agas=ay 1) s H—DFFH b F3) BN%
HLO.m— 1] — 1 RE. BRI ARTH THREH 0 TG,

SRR SCRGA , BRASDA T E X,

B SCFAFH LR R B AR FEZBIICECE AT O TR IR A B AR AN
PR S5FAI —— FL S, M2 T R4 A F A RTE Deltal 32 a8 & 50 2 —E 1Y 551,
SR L PRI IR FE AR — Uk BT FEASE™ 5 T SR AN T A L AR R A — IR R I LA

E XN FAF R A — 5 DL EL By “ TN A A M . X T 5 A B B R R AR A
H A RS B 1 4 5 L O A ) ZE X A AR B AT B RO — R TR . R IR
FAEH A LRSS B AR I 58 DR R Bl 2D 7 L 38 75 B AR IF 2 4 op HE AT 4 0 bL 480 T SR 5
KT FFH B R W, M FR L FE VEEC“ R AT U A B 2h F A R e v & L JF R T
FIVCHE .,

5.4.2 BM &% O] i

AR BM Fk 2 —Fh 4 ) BB DC BL 3 IR NG A HE W H B 2R VL EE b (B2
FAZH A HBM B kp) FE Bk H T BM B, 7 A HBM 55 . %% BM 5
00 DL B 48, DUAE T HBM 5355 19 3 %

BM k2 — My m el AT R VLRG3 . B A KMP B3k 250, #1278 L 4%

lllllll
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. EERARANEIRE

AR, — B R A FAF AR 0 e 7 S ] B8 M (9] 5 2 5, 8 o ek /b HE S T AR
K FEARFIE AW B TR 85 . B A [l AY 2, BM JIE R — I DL B 45 6B i, B2 s 72 R T
H

7E BM Sk 2 Sk RRAFIE 5 B ah i 8., B IR T4 LA [A] I, Deltal
25 ) 2 AR B LB F A AR B, 2 /0 0] LA ) J5 3% 30 b 3845 51 89 62285 [R5, Delta2 R %45
i 2 AR I 1T R R AT SR B B LI 5 R Bl FE R TR £ i A K.

£ Deltal . B F45 A HAUA XF R B — 31 CBI Deltal 3R & 7 B A Al GE i BLAY 7
FFRE R IED , HAE MR IEF A B e MR = AR A & . BICFRIEF /&8 pattern=
a1z ap—1 s 3HFEEREE o, =X FHHa, ZXG=k+1,k+2, . L—DW.FH X 7
Deltal X RLFEAME Dy (XD =L—1—k; &N D (XD =L,

ME AT DA E WA, — B &P S H A7 BT AT XA Ja] 45 1E 57 44 58 AH A7 & Y
£F 5 5 eT LORs i & m Je # 8l) Dy (XD 17,

Delta2 R E N FFIEFAT B A EE . R A I0C S TE M AT AL & B4 B BA
[m) if , AT LA 1) Jm A% h BB HE BRI K

MNTAEFH R FAFE pattern=apayas a1 ¥ FRIC N pattern=++3$ $ $ $ aca,
az+rap—1 - B S ABBEFR ) @, = $ .i<<0).,

MFFRE Q=qoqi*q. MR=roryr,, & LENT N Cuni fy) , R R ¢, =
ri g, =S r,=8 G0, B g Fr, M qgo=S W ro=$ ., EOWHLUE, L2 EH FHFA
(B E AR FA S R F A E (B M BREFA 5.

Delta2 M j WAE, D, () =L —k, Z3K ki /2B ararr apss = apir—j—1 M a;a;o1
ap— N —B R AFES aaaire a1 (B<i<j) M aja;+yar WH—F. H
W, F Bl A BEM aja o orar WA FFA S BRI E

5E X 58 Deltal 1 Delta2 35, BM WFE & FE T DIHE 5.7 fiik,

5.4.3 HBM F£#iid

L5t BM 53k 2 g 50 Uk b AH 8 200 — Fh RS DU AL vk . (H 27 BM ik it 47
ZARVCEC AL R rp  f B b T R 2 ol ilE . 2RI A X LA

(1) BRIR AR B B 22 s T A A A R FAr e

(2) %07 S 07 0% N LA 28 A A R AT HFE Deltal R CFERFHE BB & 5K
AL 2 I (E 2 A R —E SR

(3) Delta2 3 #9441 FH H 56 & A A

(4) Deltal 2RI K, W5 Z2405 € I HL I e /N H 25 8] IF 45 .

354 U BV NN (N BT PO N 2R SPUE 297 s 192 W

ME A R BEAAR N BFERN, i TR IEFEA R ERZ AT FAH



E5E ERENRERTFRUXEER

1. FyidiDeltal #%;
fitiDelta2 72;
L5 BT FF Histring
i—FHIEF 1T Hpattern < i
2. if i =L then return false.
end if

3. JFFIEFAT B

4.if j =0 then return i+1

end if
5. if string(i) = pattern(i)
then
i—i—1;
J=Ji
goto 4
else

.f"'—i+max{D|{SfF'fﬂg(f)}:Dz{f)};
goto 2

end if

B 57 BMMEZRE

R AT BEFE 57 F 45 £ f5c A it HH B RS HEAE Deltal SR BT R I 25, WA EA A FF1E
T VB A Deltal R AFIA #38 F AW, 1 Deltal 38 K/NEEFFF/HFENK
N VLB TR — D FF KU, Deltal & HA 256 Wi, i, 48 KA 50 Y Deltal F I
B0 0 KRR

WMEZ B WR BT XA F 4555 F 47 09 % 07 Ee 88, BB 4 B K EE 55 00 201 F BT A 4
MEFAF 5 B A7 & E A FAF e F AT b AT b, W E 0 1/ O $#84F A e B3R/ R B 5%
THRAEF AT B2, BARBCR SR,

WME C. Delta2 R & WHETH BM 3k M H R B A, ., & 5.8 h. Bkt
BRI TR KN R 2,8 2 D EKEN 21 FrFIE A B R % H BM 57 4 1
Delta2 &, W& (=17 WM& D2 () =17, 1 K H 5 CH 2 HBM B4 3] D, (v =10,
i A TFAFERUE 5.8 TN, M5 — R HLRFENL & ¢ R at, an SRk b Fg 5 R 3 DL (o R
B e Gl 5.8 WS 4 17 B W RS sh iR & i K, Bk 1A RT DADG BC 59 57 A 52 5l 41 5 1
REHBBEH B D, (o5, WE 5.8 15 5 7P, BB R B IE M Y PLAEL ,

WME D B FYAE AR BALN, Deltal B ANt S 2 BEK, FEiGH BM &
T 2° =256 T, i LA 2,3.4 D FA B F A AR b 3R A B A B AL 5 1 ] g G R
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. EERARANEIRE

!

#

XXX‘JIJachXXIqurXXXTfabC

XXXWaprXXXZabecXXXYqgpr
I I I

: K
| -
I d'=14 |

XXXXaaaXXXWqprXXXZabcXXXYqpr -
XXXXaaaXXXWqprXXXZabcXXXYqpr--- A/ﬁﬁJD'z(f}.j
D’ (1)

XXXXaaaXXXWqprXXXZabcXXXYqpr-..
B 5.8 Delta2 RIGEHFXERIEMH

21 =64K,2% =24M, 2% =4G T, X FiX A~ @, — 25535 WM A1 RSI &5, R HUT [
wE S B, HAr e R IEF A R BB A2 R 2 A5 09 5245 B g O/ ik 55 2 A 230 175
T BB 64K Tl Deltal £, 5 —2H LU Setwise BMH &%, i i 2 21 4% 5€ 19 W 25
H A7 Deltal 3R (HR2BHRER  FEETEZRP /O #4E. ELHW EA R R, LA
& th Y HBM 5335 I S 0 o vl Rl 4 19 i 9) ROR A 2 Deltal & B F A HAE Deltal £
AT AN B P — X O — 0, ] A A AT B EOMEAE M B 7E Deltal RPH)REGILE .

RAE LA EXRES, AT DL T i HBM AR b Z2 5 D B vk ) 2R R a0 T

(1) FRIR LA A BT 2 T F A CEL A 4 D45 Ay 47 e .

(2) BRI — B FAF 5B a9 DL AC A& AT 1) 22 b 47, — B A7/ B e a8 28 e ) A H
FeA ) T B = A7 B i 2 AR I8 B A KRR Deltal A Delta2 £ w47 88 ol LS £

(3) FHEMAHPIKE ZRXFEN K Deltal TH Delta2 3. 7850 A H 1 5% HUFRAE 5 /Y
5 R B ) AR B

(4) BHA T4 8B BRI 5 8 75 B A8 B R E 65 2 174G 00 L 58, A Re i 2 H oA
FROERYS 22—, 8 0E — KR F (false-positive) ,

HBM & i F EAA G0 AL TAE Mz i TAEW 2. Wik T EFEZEhERZm
50 B R TE 5 B W dR AR PR L AH AP ok s R A 3 .

B AT I T AE 3228 bR 52 B 268 A i 3 i L 0 28 L RN G 2 T E

5.4.4 HBM B ZBMBHLRIE

1. Deltal &% f) UL ik

Deltal A& P FZWME 5.9 Fron, Tk SN F A RE R IR0 5 cf 3z
i g M U W S G i SR R PR G R N LR AR E 2 i) S o 5 > S a2 A Sl T



5% HENABUSAMXLEER .

Tt Deltal b, Fl BM BEME, EA L FAFRZA.
(1) B R IEA BRI AR N F AT B,
(2) FRHAE Deltal FRHPHGRIIGE fiy) | - oo
BB 2 e
(D) WERFAF Y TR b A |
Deltal 2 Y [a]— 01, D) Jby 201 47 B 0 & v 19 488 7D« 5 . | |
f_\_i B % ” :;1 .:;]{i;)?-‘L—b—; then d,(x)=L-b—j
Deltal R HWBIE FE ., TEX A T FHF E“‘:]“I{:}:;ﬂ?ﬁ
A ICE L8 b B4 B R ) B A B ’
BV A PRI j=0. A5 2 B 5.9 Deltal )& ik
fFEEy j=1. DI . HIBr IR F A A
=N, BB FE AR TE Deltal W UME Dy M j dEf7 EEES, IR Dy <<j, W] k38 A%
K R IR E AR AL AR F — D FE B iR D, =5, W H 5 28 e, i fe DG BC e
KW, T LK e et A #8220 D, BEE L FIR T — 5 R ILREC,
W EFE BN 7E HBM F kb IR e Deltal F#AER A" AZ“=", X
2 22 N ERE 2 49 B 00 A v O 1, AR 75 SR IS O A 4L Deltal £ K, fFilln,
K5 1080 1T L=8.b=20—1WT1.H 2 TEIFFMHHE"xxxxxxed” fl* xxxxxeda”,
HFFR R da” N« cd” # R EFFMEF B R AN E ., HI D, (cd) =D, (da) =0, PTEH
AFFHFRBE L DFAMBEEFEAS 2 B2 3G ILE S BEW T, 5 — K R 2 D,
(da)=<0, LB NI) 5 55 K HHE Dy (ed) =0=<1, ]l Dy Ced) 1, A0RAG L 0 B35 2R E
CARAGH ., XML H <" AZ =",

x=h (SiiSiciny " Sigi+ b))

Deltal#

FHEFEMHEL | x | x | x| x| x| x]|c]d

FHEFTFE2 | x| x| x| x| x|c|d|a

cd—=|

Vg 0 1 2 3 4 5 6 7
ATHH | x| x| x| x|[x|c|d]|a da—=| 0

-

cd da

B 5.10 Deltal 3£ {E FHZ& 45

2. Delta2 £ #)IG10 R 15
Delta2 F44) 38 19 3L A DAk H BM 5.3 78 VOB 26 W s AR 8 2 17 b 48 3o 19 142 1iF
FHAHENEER. SN2/ U E S, i THEZEILE | .Delta2 £ H Deltal 1Y

lllllll
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. EERARANEIRE

HMHEEMERZ . EFERZEH L WM, Setwise BMH \RSI 25) i )8 Z 0% . it /b F A2
Koo ARFTRE G H—Ff Delta2 FRAYFE M 7% fF 8 HBM JE 8 —af o, i T AR
BM 5% 89 Delta2 2 KAARRE 825 AR T 2t i B

%‘lf'ﬁ T ﬁ'ﬁ ik, 3{{’3’ ’E = $ jIIEJL $ pattern = apdardz *** dr—1 » :U ?E. ic 3‘} pattern = =*-
$ 9SS Saparazrar— BV i<<0,a,= 5, Hp S MR, & ML 545 40 55 , [\
B EA S WFAILHE D ER D=0, XBEXMIARFIEFRBHEE T XY 5.

FE4 Hh Delta2 R AH & M H Z A0, S8 48 28 7740 5 M — 207, DLRCR R rpr
(rightmost plausible reoccurrence) € X .

R BUHR B R E AT B R R AT B R A S Y AT A BT R AT R
A A R YR AR D 7 A R AT S [ ek . AR 5. 40 1 W RYTHE . AT LUK EE . A
TAT R LA AT Dy {5396 2 2% 5-5:

DiCap prar) = 0,D,Cappiq=rap ) = 1, (5-5)

G AH— B8 1 47 oK 2 Bk 2R R el DO P B B AT B R A
) BT DU FAF R TE Deltal RIPHEZ R 2 Dy >k — 1. i bk N FFRRKE.
A ryE k.

E X IEFE T T F/E C=cocy o, “ M —20 , EoR i B 5 5-6.

Vi<i=n—0b+1.Di(cicix1**cisp1) =n—b+1—1
D, (cocyvcy ) >n—b-+18 ¢, = $
HA Dy Ceicipr o Civp1 ) NFFR cicivy o civpr T Deltal P HFEAIE .

ESCPREL y=rpr(S:;,0)t €0, L—b— 1], BRTFERFIMEFRH S v NALE ¢ 15/
(AELEE O RBIR BN L—¢ WA B — 800 775 8 G0l F o s OV A8 & TR EY
SaSiin " SiiL—on s B A rpr(S;.) =k+1, FEMIRWME 5. 11 FiR.

B 5.11 %A T FHEFRAFE,ICRE DY Gat) WEFERF sesiorn = siors—1, BT
Deltal FHIE , B D] Got) =Dy CsaSicorty ***Sicets—1 ) o

TEISE rpr BRELZ )G T LAAE ORI TE Delta2 %, Delta2 RKEFEE R L—0b+1.18
Delta2 F M55 ¢ WAME D, () W0 HAR th X (5-7) 5K 15 .

Dy(t) =L —b+1—max, {rpr(S,.t)} (5-7)
Horp,0=t==L—0b—1,max, {rpr(S,,t) )} BRXT r=0,1,n—1, 83X n > rpr {HPH
I KAH .

N T ARFERAR ST R . 8 X D, (L—0) =1, W3S rpr(S,,L—b)=L—b, iX
P E SCHY R R T ARIEZE R D, (L—b) =1 F, R SH D, H/NF D, A, it 2
D, (L—0) =1 APl ik BeAT 2 m . (85,12 4 Delta2 344 5 i 52404

H T Delta2 3 # ii& A1 A P52 2, HCIE W 4 9 PR 40 IR DR AE 5. 4. 7 35 0 2
ATEH T — 07 m LB
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1. if ~=L—b then return L—5
2. ket
3. if k=—(L—b—¢) then return k

end if
4. if k= 0 then goto 5
else goto 6
end if

then return &
else goto 7
end if
6.if Vr0=r<L-b—t+tk,D' (iry<L—b—t+k—r
then return &
else goto 7
end if
7. k~k—1
goto 3

5. if(YO=r<L—b—t, D' ,(i.k+r)<L—b—t—r)and D' (i,k—1y>L—b—t

B 511 & rpr(S Ot BENEZERL

1. #4585 Deltal F
2.Vt , Dy(t)=Infinite_max
3. for i:=0 to n—1
for ;=0 to L —b
d~L=b+1—rpr(S,1);

if Dy(f)>d then Dy(1)~d

end if;
end loop 7 ;
end loop i ;

B 5.12 Delta2 RHiENH EH#H A

WME S5 13 iR EL=8,b=2 WEMNT . BEMHFEWN D, HELHKE 5.13 P
Deltal & H B AXM TXMNEMFFERSE S8t IBE B H rpr(S.ofE. I B IZE1F
TR S A rpr FIUE I R X5 W 1 & KAE . B 7] LR H T Delta2 EM{HE .

3. FFAERS A4 0] hn e A i

M T HBM 5 5 S8 pl 2 VG B i 247 45 6 Eb A8, 045 B0 2 21 F55 DG e i) e ik A s 2D
ViRl iF ) 1/0 Fras 2 2 10 . ol S0, K5 45 kAt 20 U p s 91 B 3R 0 X, RO b 1

[/O Vil K. 1215 TR0,
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Deltal 7%
{i7 Bt 2 -1 0 1 2 3 4 5 6 7
fhds 1 -1 T T

BT ES __:_ﬁ_:_% dix|alc|d|la]|c|d ac ——m= ]
Qd—n—- []

rpr{l -6 -5 -4 -3 2 -] ...
Al HERYDelta2 22 {H 13 12 11 10 5 8 ... da —=| 2
(A= 0 1 2 3 4 5 6 7 Xa —=| 5
i N7 e X x| x|x|xjdjc]|d dx —=| 6
dU dc —=| 2
TRt AR ID,(5)=8

B 5.13 Delta2 RS E H 5]

HaZERWE 5. 14 Frws .

#55 | FHERS o —= FFERY “_

NULL i SN CEERS | NULL
£5|5 | FHER o= FFEFH | NULL

NULL R H

NULL *H

#5915 | F{FfS | NULL
FA5 | FHED | ] B | e
NULL N EHERS | NULL

B514 BIERGHUTEHE

TE 52 PO A 1 Bf i Lt 5 B — N9 BR AL A, (S) X R HEIE SR RG] 5,
WA BRACTT L) — S bR 80 1 H 8 2 (i MD5S 558) , W AT D2 ) B8 1Y 2 #0255 AT
DA PR R, FkA A 5. 15 s .

I. for =0 to n-1
entry<=h(S,)
if 255 Fentry R H
then JILAS; . fE¥MPRICECINULL

else 7Eindex b HE RN AS;

end if
end loop i;

B 5.15 4$FERAESERMAIE



E£5F EHEEMAREREANXEBHEAR

5.4.5 HBM EXIiZ1TiRiE

C5 A B FAF RN String, i85 { NFA N str () i =01, s iE 5 ¢ DFR IR Y
FAFITE Deltal P ryEND, (D JBID, () =d, (h(str(@) wstr(i+1) s+ ystrG+b—1)) ,
AT R TR AR A AN & 5. 16 o,

|. FaigiDeltal 2;
fiEDelta2 ;
i—L—b+1

2. if i = sizeof(string) then return search failed
end if

3.j<0

4.if D (i) = j then goto 9

end if
5.if j=L—b then goto 7
end if
6. i+i—1;
Jith
goto 4
7. Precisely Comparison of str (i)str(i+1)---str (i+L—1)
if Match then return search succeeding
end if
8. i~—i+L-b+2 ;
goto 2

9. i—i+max{D,(i),D,(L—b—)};
goto 2

E 5.16 HBMIZ{THEZRERHMRA

TE ERF R A5 3 B RH 6 LRI AN TFFAHBEN—RILE. X5
A 5 B 25 AN W R I, R IR EE A R T) T DL 2 bE A Y A A Y A B A 4
A 1 2R A T AR B 10 A AR UK B B O I, DA Tt A & 1) DG S 4 2R U, oI LORS EE 3238 1« M A7 2
& max{D; (i) s D, (L—b—j) } i AR JG FRAREEXT BT 0 T FAF 8B EAT T —Fe VL le; 458 5 4
HY 25 1 19 A2 I S R i A 174 68 YRR AT BT BB A SR DL EC S . (HE
Al e PR Ve S B 2 (W FK iR H L false-positive) BYIE O, 8 75 B AP IE A4 8B iE 17
RS LA A BE e 24 e J 7 HAEPEEC RN (LS 7 26)
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2 Windows 7 JEIUAL b %1 Wireshark B IV A7 38 i K2 DAL 0 - 4 50408 » IR
FIN 5L R CH R ER N A FFED o X5 38 BCHY EE (017 X e B . — 2B B A I H
4 K DA M 2847 TR IZ N .
7.2.1 MK INIE

BERF- 5. 4 5 HPZ220 TAES, 73 5% % VMware vSphere 5. 0 JE#UEF 5 .

B . Windows 7 64 [i#84F 24 A I Untangle 9. 41 64 {7 %4 M %, Windows 7

MEPLE S LML, NAT R BB R, # Windows 7 HEf#IPLFN Untangle %4
W ETERE 4 0 BAE 4 6 TAEu E.mE 7.2 fros .

F 7.2 Wi ERALEIRE

Mk % 2% IP b ik 76 & B T4 MK 1P %R
Serverl 192.168. 2. 166 Datastore * . % ,134.135 =4
Server? 192.168. 2. 166 Datastore6 * . % 134,137 H %
Server3 192.168. 2. 166 Datastored *. % ,137.227 R
Serverd 192.168. 2. 166 Datastore *, %,134,136 ZR
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]2 B E 7.1 iR .
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7.1 MENXHRETREE

7.2.2 X A E

EHLIN G Z w25 R Ge i [a] L 25 H H 3 88 iRk 55 - 25 H B s KB iR 55 - BOTH B AR 97
) if 42 4 G A8 B LR S R A s AT Z 2RSS Az AT R B B A R BT A
#AE. JFOL 11h J5 IT iR IUBCEOHE 42 GEE 56 i T W JT AL, &2 4 B TEAT B T 2 LR 55 A R
5 R R A TR 22) K 24 /i, X IUHCRY 24 7Nk BSdis L B 47 50 A

7.3 MNMER=EDH

FEIRATA ML IR BT b, 10 &5 i BUPLE 5 NAT 7 K5 i) M 45 . NAT % UDP A2 1R A&
&, B LAFRATLL TCP B A A 4 3K DA 28170

i FH Wireshark ¥T 7 Z 081 194% 30 peapng B EIE M S . 7F Filter i3 JE & 1 v i
A TCP. 87 Apply #Z#1BPw] DLt € B Fr A /Y TCP 24 6. ¥l 7. 2 Fras .

7.3.1 AR=EEHITHEIT

S Z IR 79 i TCP B gt 15 i1 o3 M . i FH Statistics F Y Summary
i, 7] LLE | Wireshark #fE % TCP #iE LG iHE B . K 7. 3 Frs.
4 NGBS RICERE 7. 3,
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Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
codma Baxg a+ssaTFi/EE QaaanD FES % &

EIExpressinn... Clear Apply Save

Filter: tcp

Destination Protocol Length Info
EEL M P S0 TCP 66 49159 > http [SYN] Seq=0 Win=8192 Ler;

b B . TCP 66 http > 49159 [SyYN, ACK] Seq=0 Ack=1 w

MNo. Time Source
0.003633001 0% =

E]
4 0.20B59B8900 & =

0.20943200 18 . 60 http > 49159 [ACK] Seq=1 Ack=218 Win=

0.37930000 2@

10 0. 96948600 I =
11 0.96948700 2 =
12 0.9694B800 3 =

14 0,97042300 & =
15 1.10945500 2 =
16 1.10945700 2 p=
17 1.10946300 4 =

19 1.11043500 2 =
20 1.11043600 & =

22 1.24945600 ¢ 8
23 1.245%46400 20
24 1.24946500 'S

u])
)

" EE
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shias a
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e
1 711 "B
ez L&

m
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EmE B [
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TCP
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[TCcP
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[TCP
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segment
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segment
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segment
segment
segment
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segment
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segment
segment
segment

of a reassembled PDU]

of
of
of

of
of
of
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of
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of
of

a

o1

a

oW

reassembled
reassembled
reassembled

reassembled
reassembled
reassembled
reassembled

reassembled
reassembled

reassembled
reassembled
reassembled

PDU]
PDU]
PDU]

FPDU]
PDU]
PDU]
PDU]

FPDU]
PDU]

PDU]
PDU]
PDU]

# Frame 3: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
= Ethernet II, Src: Hughes_00:00:00 (00:00:10:00:00:00), Dst: vmware_af:2f:43 (00:50:56:af:2f:43)

&
=

Bl 7.2 peapng HEEE X HESHTRE

First packet:
Last packet:
Elapsed:

2013-09-21 08:27:00
2013-09-22 08:27:09
01 days 00:00:08

Capture
0s: 64-bit Windows 7 Service Pack 1, build 7601
Capture application: Dumpcap 1.10.2 (SVN Rev 51934 from /trunk-1.10)

Capture file comments

Interface Dropped Packets Capture Filter Link type Packet size limi
\Device\NPF_{F559661E-C4EA-4480-98A4-24DD4A45CCAR unknown none Ethernet 65535 bytes

Display
Display filter: none
Ignored packets: 0 (0.000%)
Traffic 1 Captured
Packets 8590 8590
Between first and last packet 86408.496 sec
Avg. packets/sec 0.099
Avg. packet size 92.959 bytes
Bytes 798520
Avg. bytes/sec 9.241
Avg. MBit/sec 0.000

4 Displayed 4 Displayed % 4 Marked 4 Marked %

100.000% ] 0.000%

798520 100.000%

Bl 7.3 Wireshark 2 #43f TCP HTFEEMEITER
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7.3 4RBHERITERILER

" Ok H It KO %z K
Packets 8590 5743 38 388 12 680
Between first and last packet(sec) | 86 408, 496 86 401, 308 86 414, 360 86 475, 348
Avg. packets/sec 0. 099 0. 066 0. 444 0.147
Avg packet size 92. 959 137, 284 234. 501 355. 339
Bytes 798 520 788 423 9 002 020 4 505 697
Avg bytes/sec 9. 241 9.125 104. 173 52. 104
Avg Mbit/sec 0. 000 0. 000 0. 001 0. 000
%of Hovpt TCP i K/hiE A Xf ke, i LIRS ] 7. 4,
24/ N TCPEE i & A/ X B
10 000 000
9 000 000
& 000 000
7 000 000
, 6000000
. 5000 000
a 4 000 000 —
3 000 000
2 000 000 —
1 000 000 E—
0 ~p
B =15 S Z K

B 7.4 TCPREX/NMNHITXEE

A L H L TE 24h S B 2 5 AR =4 1) TCP i s /0 F 575 P a3 4, 43 5 2
ZaU 1/5. K%/ 1/10,
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57 M) H Wireshark B4 i i) 1/0 Graph BhEg, 7] PA22 ] H 3E % B5OW R i &
A E . P EIEATE AT I A L Graph 1 2R Obr s FRATHE 5 1 XT 6 A o 78 RE b A
tep.IF7E Graph 2 4028 (193 JEAE b d A http, 7] DL 7= A B {0 F 40 66 79 45 o & o i i 6
X RE AL bRy Rl A7 B . Tick interval %2 B & 10min, Pixels per ticks i &M 5. 2\
M bRl Bytes/ Tick . i G B 20 000B, 43 53 4 3444 TCP # HTTP £ it &
oAb AT el . nT LIS R E 7.5~ & 7.8,
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7.3.5 KREMBITASH

DR A A 11 I 265 A7 Dl B0 e PR SCAG B 1, BT AR A8 0 B EL BT 48 . FRATT AT LU 43 1K
W 2547 0 A ARG HTTP s B BARAL fa i %038 . [RIAR7E Filter GIED) & 1 4w A
LIS hep Jr s A 0 AT DU 20 Se e Y B R € Fr A B9 HTTP &g, DAH v —

MR B AT A, aniE 7,011 B
M URL FEPZRIIRMNTAEER AN E ., HEFTTTF X880 DL A H URL WA
OK F4F . [al#E 6 Hofth URL #4757 F 2% 50t , CAB JE 46 03 SCAF 3% 5 ft TR 8 0 8. %%
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393 1100.20525192.168.2.166 - HTTP 226 GET /status.htm]l HTTP/1.1
393 1100. 205256000 192.168.2. 166 © HTTF 226 G -|0f x|

# Frame 393: 226 Eytes on wire iiﬂﬂﬂ 51t5) 226 hytes captured (1303 bits) on interface 0

+ Ethernet II, src: Hughes_00:00:00 (00:00:10:00:00:00), Dst: vmware_af: 2_1_’ 49 {Gﬂ__Sﬂ_ 56: af_ 21

= Transmission control Protocol, src Port: 50423 (50423), Dst Port: http (80), Seq: 1, Ack: 1
= H!EEftﬁﬁt Transfer Frﬂtﬂtﬁl

F\\'n

[HTTP request 1,/1]
[Response in frame: 396]

| ﬂ
EEEETEY -
E7.11 RU¥RENREHES SN
X R RER AT AR 7.5 FiR .
K75 RUYREREFTH
KA EAT R
B R A R I) ik # A T 8] X %
b &k BB % . cab
BB % . cab
63min — K EH R TR % . cab
oA ThRE BB SO IR R . dll
o 4 Th RE B B SO 2% %, dll
BAF B R AR TR %, dll
1 3 FHE T %, dll
g:%maﬁéaﬁﬁ%m% A B . o
EBBRIT SR % . exe
FH T % %, dll
7 5% 4% 14 75 fE % . dat
B ERXERIAR * . ini
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% 3
R KT N
B MR ) BE A T #& 3

REDREE IR AR * . dll
46 Th B B T 4% % . dat
46 Th B B T 4% % . dat
46 Th B B T 4% % . cab
AR5 B EH % . dat
7 * . htm
F BT 2 % . tpi

TR ) R S A — U R g | R IR AR % . dat

1 4 E T . dll
R4 ThRE L B F & * . dll
AA & Al { "result":"-1", "data" : ""}
3 5L BE 4% 7+ 4% % . png
REGEARMBIR * . dll
REBHERERAR * . dll
RERMEFER TR % . dat
RERMFERERT R + . ddll

bR 63min — ¥k G4 R P %A S x % %
REZ2HR % . php

ifi;wajﬁﬂ?ﬁ%*” EWA RS B EERABR | *. bl

T E FE i TCP i

i X3 T AR 95 ) 26505 [ B3 0T LA L AR 2 D REAR BRAR & 5 b b AT — IR B BT
Jr BB SR O AL . KA 3 R AT N BE R

(D) EALSCHAT R . RERM 63min 2R H P L 2B E CHML TR EEE
A 55 e » HLER BN AS BE S0 B o AH 2 DA TCBUHE B2 N 8 0 AS [] W] LA e HH B 0k B AR B N
AR L X PR S A T 20 S AT B AR W7 b N TR P G el A i
AT EAG S B
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(2) A0 E ) iR 55 an KRR 4 = %42 —— 3340 v BE SCHRIE K IR 55 4% 3K B status AR
BF ,status NN OK B HAKHiEm WA A,

(3) FFE R FEIGEEHER TCP Wi, Pigs's 0 282 1 TCP Jii A 1], H M 28 17 4 4
K 7.12 Fims,

Time 192.168.2.166

B R B0 Comment
8268.462729000 | | TCP- 50670 > B0 [SYN] Seq=0 Win=65535 Len=0 MSS=1450 WS=4 SACK_PERM=1
8271.459775000 | TCP: [TCP Retransmission] 50670 > 8090 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=4 SACK_PERM=1
8271.476364000 | TCP- 8090 = 50670 [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=1450 SACK_PERM=1 W5=128
8271.476543000 | TCP- 50670 > B090 [ACK] Seq=1 Ack=1 Win=131072 Len=0
8271.476876000 | TCP: 50670 > 8090 [PSH, ACK] Seq=1 Ack=1 Win=131072 Len=68
8271.477143000 | TCP- 8090 > 50670 [ACK] Seq=1 Ack=63 Win=5888 Len=0
8271.595063000 | TCP- 8090 > 50670 [PSH, ACK] Seq=1 Ack=6% Win=5888 Len=58
8271.595320000 TCP: 50670 > 8090 [PSH, ACK] Seq=69 Ack=69 Win=131004 Len=10
8271.595626000 | TCP- 8090 > 50670 [ACK] Seq=69 Ack=79 Win=5888 Len=0
8271.711239000 | TCP- 8080 = 50670 [PSH, ACK] Seq=69 Ack=79 Win=5888 Len=10
8271.711518000 | TCP: 50670 = B090 [PSH, ACK] Seq=T9 Ack=79 Win=130992 Len=5
8271.711685000 | TCP- 8090 > 50670 [ACK] Seq=T9 Ack=84 Win=5888 Len=0
8271.711704000 | TCP- 50670 > 8090 [PSH, ACK] Seq=84 Ack=7% Win=130992 Len=17
8271.712722000 | TCP: 8090 > 50670 [ACK] Seq=79 Ack=101 Win=5888 Len=0
8271.829818000 | TCP: 8090 » 50670 [PSH, ACK] Seq=79 Ack=101 Win=5888 Len=5
§271.830099000 | TCP- 50670 > 8090 [PSH, ACK] Seq=101 Ack=84 Win=130988 Len=5
8271.830408000 | TCP: 8090 > 50670 [ACK] Seq=84 Ack=106 Win=5888 Len=0
8271.945796000 | TCP- 8090 > 50670 [PSH. ACK] Seq=84 Ack=105 Win=5888 Len=5
8272.147232000 | TCP: [TCP Retransmission] 8090 > 50670 [PSH, ACK] Seq=84 Ack=106 Win=5888 Len=5
8272.147269000 | TCP- 50670 > BOSO [ACK] Seq=106 Ack=B9 Win=130984 Len=0 SLE=B4 SRE=88
8294.241901000 | TCP: 8090 > 50670 [PSH, ACK] Seq=89 Ack=105 Win=5888 Len=1440
§294.360700000 | TCP- 8090 > 50670 [ACK] Seq=1529 Ack=106 Win=5888 Len=1460
8294.360800000 | TCP- 50670 > B090 [ACK] Seq=106 Ack=2989 Win=131072 Len=0
8294.360954000 | TCP: 8090 > 50670 [ACK] Seq=2989 Ack=106 Win=5888 Len=1460
8294.360960000 | TCP: 8090 » 50670 [PSH, ACK] Seq=4449 Ack=106 Win=5888 Len=1400
§294.360990000 | TCP- 50670 > 8090 [ACK] Seq=106 Ack=5849 Win=131072 Len=0
8295.716873000 | TCP- 8090 > 50670 [ACK] Seq=5849 Ack=106 Win=5888 Len=1460
8295.716881000 | TCP- 8090 > 50670 [ACK] Seq=7309 Ack=106 Win=5888 Len=14560
§295.716882000 | TCP- 8080 = 50670 [PSH, ACK] Seq=8765 Ack=106 Win=5888 Len=1400
8295.716949000 | TCP: 50670 > 8090 [ACK] Seq=106 Ack=10169 Win=131072 Len=0
8298.434479000 | TCP- 8090 = 50670 [PSH, ACK] Seq=10169 Ack=106 Win=5888 Len=1440
8298.550402000 | TCP- 8090 > 50670 [PSH, ACK] Seq=11609 Ack=106 Win=5888 Len=1440
8298.550496000 | TCP- 50670 > 8090 [ACK] Seq=106 Ack=13049 Win=131072 Len=0
8298.550548000 | TCP: 8090 > 50670 [PSH, ACK] Seq=13049 Ack=106 Win=5888 Len=1440
§298.668071000 | TCP- 8090 > 50670 [PSH, ACK] Seq=14489 Ack=106 Win=5888 Len=1440
8298.668113000 | TCP: 50670 > 8090 [ACK] Seq=106 Ack=15929 Win=131072 Len=0
8298.668869000 | TCP: 8090 = 50670 [PSH, ACK] Seq=15929 Ack=106 Win=5888 Len=557
8298.884673000 | TCP- 50670 > 8090 [ACK] Seq=106 Ack=16486 Win=130512 Len=0
8307.995604000 | TCP: 50670 > 8090 [RST, ACK] Seq=106 Ack=16486 Win=0 Len=0

B7.12 WEREMBEITHA

R A2 38 15 v O JC ik 0 8 HAA & . 28 TCP i i 8 TCP Ji i 7% . 815 IR 5 2%
ST Z A LI,

7.3.6 ZRMBITATH

ZEL AT N AR 7.6 P H 4547 o8 v P 2O BB R L m AR 2 XL BLK
Gn gy 52 TS E
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x7.6 BEZXKRETH

R B ) 2% 3 Bh
B ™A 3R I e 4 A ™ # X ¥
ZRHEBEEH TR * . pack
10min — Ik
ZBIH B R A new/ * . pack
12min — K RS HFRAE LK CVIFER cv. ¥
30min — K (MR RS SR e * . dat
/N S 5 & S e * . dat
Z 2 A PN ER EE BT * * %
2 AN ER R BT R * . dat
1h —K
2 AN ER R BT R * . dat
HEHEXT A messenger *
Z B H B P TR quick *
3h —&k
k& 2B E B A H T A * * *
15h —i&k Z B Al M JE % ¥ net
16h — K S E B4 5 % s. dat
7.3.7 iEFRBEEHUE S

71 EAENIE 5 4 585 Rk ST 4 8 S & 5, N 7,13 Fros, Ho i i i 2 19 5%
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1. DatabaseX

5B HE
0S Windows Server 2003 r2 enterprise
Processor Intel Xeon(R) CPU X5680 @3. 33GHz
Memory Samsung DDR3 1333 2G * 12
System type 64b Operating System
DatabaseX type DatabaseX 64b

Seagate 1TB 7200r/s cache:32MSATA 2.0

hard disk Seagate 2TB 7200r/s cache: 64 MSATA 3.0

Seagate 500GB 7200r/s cache:32MSATA 2.0

DatabaseX Z %

DatabaseX type DatabaseX 64b

Management Automatic Memory Management
Memory_target 18048G

memory_max_target 18048G

processes 000
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£ . DatabassX 71 X 3+

PARTTTTCON BY HASH (phonenuarber) {
37 512 PARTTTION, V- 33 73 i 4 30k &% |

}

Alter table nologging;

% phonenumber char (11) & 37 J7) #0 BT 24 &K 51
CREATE INTEX Index phonenumber (N unicandata (phonemmier) TOCAL CCMPRESS;

2. HBase
£ HIKE
0S CentOS 6. 2
Processor Intel(R) Xeon(R) CPU E5-2620 0 @ 2. 00GHz
Memory 48GB

System type

64b Operating System

HBase version 0. 94. 1-Intel
Hadoop version 1. 0. 3-Intel
Nodes 5
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