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AR . v AR R R R S 1A AR EOR . X PR S 55 vE A AT B i BAK T & R A
JEARC S S BB 7E SR 14015 1 4R

6.1 Z2AzIliE s PEA A

FIT VR 19 22 4 i 55 PE 2 48 R G0 — AUt OB 0 K (ks 3 B0 ol A2 ) RE W A
X ZH R S AR BN T IR A R B2 AL 1) B0 R R G Al A . FIWT RGEER SR — DR (—
MR GUELE SR ) A 5 AL 4 G 55 M Y — S 7R )R T e A 0T I e T & 4 B L B 3K
it & e A R M B — i M AT M I X R G I E e ¥ . 38 SecurityFocus 24 A] i % 42
M 5 P GE H BRI L B4 KR B E RS AF R L e M sk . BRERAE R GEAh , — 2L 0 4K
{1 O R 9 T) 80, B b B i A2 Ze R SR TR L (R B R 0 4 e 55 1 R — A
FEAE Y ] /8

Mgt — s BME, A REFFHEERA L T & e il Xk oy
HASHAONE L RS, MR A REREN RN AL T Z ARG HFEBEREFR
g W GE T A R G SO E N B e s e BT 4 E S A T AR
f51 1 O 0 2 4 e 55 1 A e AU & B

24 I 55 1 0 LB e B RN A i L Bk P A F T 0 L 2 i DA A 4 g 5 4 42 I Y F
FERRT T FER A R Z RN A MBEBRSE., B 1Ll tE &I, 44 M 55 1R b
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i S e s P AE B WL o 28 RN b i AR SF F 5T, i MITRE @A 2100 € 1 8 H e 7 51 3
(Common Vulnerabilities & Exposures, CVE) % ML J0 Ma 551 fy 4% . TEME 55115 B & f J7 i
RN AL o Mg RE RS 03T B DL % 2 0 200 W 24H (Computer Emergency Response Team,
CERT) it HA AR v 2 i L m) Internet W 4% & A e 55 1 15 2 IO AF S LA

ZaWass R X HER RGN EL 2 ERALeFERAGETEEZNE
S, 2% B FR G PR DL TE &4 I s PR R I R L s B0 B i G 5 PR E AT BT 0k b Ak B
WA

o KA L[ W 2% ik 55 g 1

o BTN AR R 2T

o BORFRGH P AR ML MmO/,

o WM RGEEN PN E 2R E .

6.2 JEss TERIIT BIAR 73 58

i FECRG I REL gt AR S =X A AN [R) L 2 4 e s ME RS T B R A A4 IS . BT ALY %
e i 535 1 R O R R T X 28 1Y 2 4 Y e P R

6.2.1 ETFTEFHEIAEEHERN

BT F LAY 22 4 e 55 P A T 3 20 DA 3l 2R G848 B O3 1Y AR B K R I R G AR TE L 4258
s SEF LT LAY & 4 i 55 1A I Y R T HGE R A AR s AR B R AR 4
THFEXNREPTASEE W50 02 DL H Al 5 24 80 00 A HE b 6T bR £ .

T FALAY A e 5 A I T B A LR LA A

o ZATTEAFEI . B A EAL.

o FAdffiAr BTN S H s EVLRIRE RS

o PN R FEEZAS RS SO 1S RENR (RSB E SO O SR HGR

SCHFR P T4 M S5 35 FUIRES VR GE MR 55 0L FH A B b 25

COPS(Computer Oracle and Password System) s& — Fft #1t 8 (1) 3£ F F= L 19 BE 55 P 45 1)
TH,BERIEAN—4 UNIX/Linux FE 0L T HE, 2 T HENFEELAFEHZ S KM
DR KT ] L K AR DR Y 1V AT AR PR 55 o HAA A A A 0 G4 48

o HE RGN H RGBSR .

« s P RLEE/ TS R G

« A CHERY SUID RZS .

e Jetc/passwd P E A4,

e /ete/group 1.

o JHF B4 A] g I E

* TE/ete/rex P A LIS IR A SO alpg 2 A P il 5 1,

 crontab U, LB PR A ST ElC s f2 2 Fr A P Rl 5 /Y,

P TAERS. LR EAZIAG RIS,
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o FREMHP X UM EAZR AP ISR,

« FTPiX®.

o JEVEM U RG M),

ERZH AR L2 ST .02 2RE T ENE W, W2 % 4B AE & ™ 5 1) —Ff
Zaefpstt. B 0224 THEE &R0 4, 8038 R H—E R F B (=
SO R 04, R2AE B R A2 L bk 5 04 08 7 AR 56 1E P 8 5 0y, B
MRS EE TR AL HAGEFN ALY R . WEERREE TaEHPRA
FG8 . I  FR G i a5

AT LLSS 1A K0 oAy S0 1 A7 2 T S LAY &2 4 e 55 PR AR I T A SISk L FE 6.5 T M1 6. 6
b % 555 A A I Y T B R S B Oy X HE AT TR A A AL IR FE S 15 s b AT S PR Y O & Sk

T4

6.2.2 E T AE S RN

BE T I 2% 1 22 4 TG s P A T B R 2 AR & A R I R e P i &4 5 i, SE 2L T
o 265 1% TG 3553 A RS ) ) A0 4 T L 3 R B R e R T A A BCE I S Tl A L i T Gl T T — sk
A B I R 94T R IF 0 5k RGN AT &2 38 &R g v AE 7E 1 T i

BT ) 25 1 52 4 e 55 A I T 2T LU LSRR AL

o BITTEANNMEZADFI, A HIr WA EVLECE B/ 2 m B F L.

o FMAIBRITMSEIM S His EVLNIRIERZE T K.

o Gl E IR ERARRE VTN B AR FEALE A H SO CEA B AR LV AR 1 45

BRAM
o PN FEAFE HAREVWIT SO MRS . ZGEE .25 ERSE
T i 7 18 PR ShAG I | 4 4 il 55 X 4

BT 1 265 1 G S35 1 ARG 00 DA A A2 8 19 A JEE 0 R G A e AR A A ARG I L B B R L R Ge b
b ke AR EZEN R, AMBCEE S H S HIsREMNFARM I K. E T M
245 TR G e PR I 2% (alg HE PN BRI RS A0 10 & 4 8 55 1 L AR i kAR T BE & 52 i) 1
ke .

NMap(Network Mapper) & H Bif FC 817 19— 23X ) 5 58 11 W 2% 45 i % . 7] LS B 1
2645 PR BN R G N BIr R i) UDP 5 & TCP ¥ 1, H 2 F WL R E R G268, 0
A] DORE Fir A 500 435 2R 10 s 21 2% AP s =X B R SCH b ik dE— 28 0 #r

BN Y A B H bR M 2% (B R G0 ) Kk AR My . B SR EE AR B H A N 2% N A E L
FIT TE R0 1 285 i 55 B v 11 a0 11T 3 3 6 O 2% il 55 O e AR L 1 e . BT I O A A 1 1Y
25 M 55 Kk ) 2% 22 45 1) 2 4 Ve i R AE & ™ 5% JR I 5 2 I 2% G 55 PR ) — P L R AARCBE . ) 28 A
P G 3 ek — SO G ) 1 AR 1 5 2K R0 I 2% b X A T i I 25 ik 55, B AR RE I T AL Y AR S B OGP
X B AN 0 LY X 26 il 55 0 R0 I 2% Y A PR R R L

A5 DA 1434 SRy 92450 08 77 B 0 25 1% g 55 PR A I O % SR L 7 6. 3 TR 6. 4 T X
viig 11 434 AR A J 3R A0 S 3 07 AR T TR B IR E AR B 14 T AT S5 PR i T S R

A .
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6.3 Um D FIRGIYIEA JRBAIE AR

7 TCP/IP M %& v, Fir A7 3 T % P AL/ Mk 55 45 B =X CEP C/S #5220 1y M 2% ik 55
HTTP.MAIL 55) LA [# 5% v F A9 2 ) 9 265 F P S A i R 55, TH5 AL 5% 40 28 %5 A1 4 £t )
2% MR 55 o 5 BE AR TF CEE e 04 g 11, oAt 3= AL A p i 1 & R IR 45 i SR DT 4 2% 9 4% Tl
%, WEIEOLT S TFEC s E16F R R R i AR 55

Vi VG0 H 02U B s M 26 5 B s EHLM 5 O IF AU O . 2B E AN A C g
B 1 2% B3 3= HLIE 7o 1 4 L 7T DAAT 20k B0 2R G v A 0 TR AR g 1T, 2 T 2 BRI BR R
Grus e, IR REECE W IEFYE . —20)5 18l E R 5 S AT TRl — 20 4% v 1, 55 44
(1) 3 4T THAR 7T g 2 s 55 /M AR & e o B I &8 s dE A7 B Fvm 140 A Bh T &2 309
7 HIANFEAARTT N

iy 145 45 F R 2 e B R ) — b I 28 3 1 B R HUIE A SR B2 . ) 9% 3 4 H AR 3 DL O
M1 2 36 R DN 1 A S5 AR e AR AR T2 2 DL 5 i) 107 412 S, DL K2 Wi o ] ot 458 i A9 412 S, 2R B 5 %
v A FT TG O 5 8 B — XA vm AT AR L SRR — S M N B — B E AL I
TFRCRE B . S v 0« 37 SOSRX Br A T RE Y v 1 — HE AT R D45 A s O TF
TS O

BRI O, 5 300 s 1 4 4 ) O B R G0 455 PO 1> 7 1 . A 3 A R 3R B A I SE AR AE 1 8 1
SCs BEWOR 43 My ok B A T4 32 HL A0 o 0 e SC . G r R R A i S e T A A Y SR A
1) FEAS R 0 2 . A B R ) LT B S B2 R I e SCUE L FE L B AH R v T LS A RE
% 52 M) 3] X 12 i SC e 7 . BP S A (9] Ao A e S . DA A (B A i SC L AT ] B RRDE L s 2
Ui 471 4 & 56 0% AR 4 Bl 16 DU =5 B F 5 000 4R SC G [e] &g 0, B B R s 1 T RS 0 EE E H A
FE.

FE AL 28 PRS2 U L v D524 4 2 DR X 4 E )2 0 IR 35 b i, ELAS [n] 2 A 4%
g )2 DRSO v AR TP ST . H AT AP R DR A AL S 2 PR TCP W3R UDP PR3 5 % B A
] 28 Y 1 3 11, B TCP ¥ A1 UDP %% F . F RS R A 6] L PO ZEAS [6] 1 o 1155 2240 )
4 18 A ] PR I SR AU R I e SCA e A B . B L 3 DTG53 o UDP 3 O 45 #1 TCP
o NESETN

AR A1 BT A4 1 RN & 2% 10 15 I P 2 SCIO AN TR] L TCP s 143 48 AR T 43 S LR L3S .
P (B FR SOCKET 4 2 3% 82 35 (B AR SYN ) L &5 o 4 32 1 4l (8 fR FIN H
) . I B X =28 TCP S H R DA & UDP i H 45 8 R BT 4

6.3.1 E=EEHEEANEN

R — A 28 IR 55 2 ST AR TCP UM LR 2 Y, 28 P o FlIR 55 2% 9847 52 Br iY £ 3 i
{5200 W @ TCP &4, TCP WhsGHE T =~ SORES7 TCP &4, B — 4R Fid 2.
% P IR 55 g TCP 0 RBGER T .

(D B—EF, EEEN,F P um LS SYNFREN TCP i & k554 . 9F HE
Pk A SYN SEND AR, 5135 IR 55 25 50 1A .
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(2) 3B _WIEF. RFHUENAH SYN bR TCP H 3C, W5 3% b H 52 4T IF 1 . IR 55 8%
ﬁﬁﬁmmﬁ,fﬁ%ﬂN+AUbMEmlCPﬁxIMﬁm%%LﬁwﬁNfmmﬁﬁﬁ
A5 v L OCH] IR 55 2% 2 11 % 7 3 1 5 RST AR s 19 TCP e 3, 30& A JE 47 4 An] [7] & (AN [)
PR R G TCP/IP il S A 25D .

(3) H=EF. FHmil ks ZER T SYN+ACK frid iy TCP i 3, [ ik
FAn Kk ACK tri MIuWML%@k%fWW:EFMLAmsmmu%mD&ﬁ
1R %5 w2 iZ e s ik A ESTABLISHED AR Z L 58 KT, 2= kRFE. &
g 55 AR 45 s 6 T A A 36 07 FH )2 808

A EALAT LR S g A4 B ts EPLAY T8 & om O & 57 TCP % 82 19 J 30k 98 3 v 11 49
fii s W B @ 7 i B AN AR O T N R AR G AR A A 1 I 0 34 3 ALY RS O
X P =2 1 o 1 4 4 PR R 4 i B o 1 14

S TCP/1P hUR R E T O, e B um O F R T LL5E e 7E N 2 50 8, H 3L
ARJEEE R . X F HAR FEVL BB ZE5EM 1 35 1 8 & B 52 R &L connect O [a] Hs EHL F17F
A 3 1 e TCP 853K, ALY TCP U5 Bis EVLHY TCP hsOT i =k E Fid 12 ;
MR FALAY 5 25T IR RY, W TCP % 432 5 58 2 7 il 2, B sREX connect O [8] 05 40
oo 2 A0, W o 7, TCP %+, PREL connect O 1R ] SOCKET ERROR, 2 78 1% Vi
AT R, E—X% BEr FH0 AR i .8 o8 98 FH pREL connect O 22 v I & F
iR [mH 565 A8 e 78 H Fr F0d F Ay JF s O .

A A 2 TCP 3w O 0 3R U7 5L 3@ ik SOCKET 9w #2 GE J7 {5 Hb S5 30 AH 1 Y
AT H, A THETTUEEEEH P50z fr. AT 2SRk S R, 2%
A 5o ke o R T S, 4 a4 B A o PR connect O 2 B W7 BT 48 00 v 11 19 1 T 1%
(. o 11 PREL connect O 18 15 W8 ZZ il 55 2 19 0l 7 412 SC CBP & N7 TCP & 1 56 Ik F 430 2k
W TFT TR O . i1 AT BE A7 7E W 26 ZE 3R 119 2% 6 . PRE connect O BV BT A 32 A7 Wi 21 o)
2 SC . AN RE N7 BIVAf BT HR I 114 s 11 2 O AT 1) L 38 1 0 T 2 S5 RF — /N B st ] CLLHE B i v
2 SCHEIR 19 W] BE) J5 A REWH A2 v O (T TFRE 00 . PR R 7 52 80 42 3% B i e Ll R ] 2 4 7
B A [m] BF 0 224> 35 11, DA PR s 11 45 00 26 %

6.3.2 ¥ EERABBEARMN

PEFE AR RS ERAME AR AR, o TCP & & B n 1 = kg Fid
FERT LA B AE 0 P i iy 34 LRGSR B s FHLRT [ Z 194 SYN+ ACK i) TCP
2 SCJE L 5 C 28 AEE X 5 ) R N B SR T IR Y M%DH#M%FW?EE%%EL@?E
o B BAs EALRIE AW ACK PR 4 SCUATE R — T8 = B F i 2 X o 2 e i B
FAR 1 A 2 A

PR AR AT R . A EVLE B A EVLAYHE E vm 1 & X SYN Frai g TCP
2 SC, WS B AR EVLN W &4 RST 19 TCP 42 3C, Wiz 152 P 15 an SR B s F ALV
2 SYN-+ACK 2 3C. Wiz o AL FREWRES . JE X A4 72 L 80 mT LR A0 H b F 4L
B A S T I A DG A R L

ERIEEAM SR T AS TR — N TCP EHE#E I, EHMEINS BisE
PLAY TS s O & S Bt b, Rl 7AiMk B FL 2SS = P i i E LA 15 R 2 A
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ACK #r&fy TCP e 3¢, i rh Wy 7 AR R & @ v B2 . (kR A s @ ik, S
b 3K A R X AP R R R N e B R AL

LB ARM S P EEAM S AR R AL X FE R . Ok
i 1 58 1) SOCKET EH 5Ok LM 7S M ERF O T . BREL connect O AT 13 72 72
—ANEEST TCP &) 8 A2 AT kil 1k TCP P47 58 = 4B F, BIFH 1L 45 H b5 &
PLIEN &2 ACK FRERY TCP i 3C, P i %2 52 B0 2 34 32 45 3 5 2200 2 P sl Gk AT H He 4
PN,k AR L A SOCKET 4R 22 4% O R IERSE T . T Z Y H
(A PR A BB LR R )2 PSR SC . DA A8 i AN & 3% 7 SYN AR & 11 TCP i 3, th it 2 L 7E
EEIEst /M -V SNl SEY a e SUEEEETN

6.3.3 LEREE(FIN BERE AT

TEILF TCP UM T B S G A0, 75 B, TCP &8, MM dEEE KRG =X
A TCP &8 IR HGE IR . ik TCP ¥hE LT Mt 72 VAR 5E iG%E 5 G 7]
aof B T (4R S iZ i SCRP R FIN A& TCP e 3¢, TCP &8 — 07 (BUE R % )
WA B RGE T, B 7 — I (BE MR 48) &% FIN R iy TCP iz 3¢, 76 ik 55 4%
247 ACK #n& g TCP i SCa . % P vm A iR 5525 5 ) BB EE 2 k. i+ TCP &8
SEE XTGBT RS # &k FIN )R % P &% ACK 2 SOk K 55 b — 4~ 7 =]
i . B TCP Pl —tal it 4 4 SOR 58 B B2 C M #2 . 45 i Be 4l o &%
A A FIN fras i) TCP 4z 3Ck 528, B 3 9 Bk FIN 94,

25 R R A o 22 ik FIN 4z SC, 20 Xk S AL 0% i) 17 45 00 o A1) W 3 1 649 4T TH 16
M. 7E TCP il b, an it 3 —> FIN 2 3C. Pr 02 & B o T b 3 .

(1) #1% FIN g SO R — A~ 2 g8 g7 iy i 82, W W] & — 4~ ACK #fe 3¢, W AR E L
FH bR FEVLEEA 70 3% 8. A3 FHL A% FIN 4R SC B WA S R 17 6 4% 4, X fh
(ERL e AN ST BN ot Y Ny s B

(2) %% FIN e SCBA AR E 8 7 1 3% £, (H 421 FIN He SO B 1 3 1142 5T 5 /9 0
TCP Up¥ 2 % 5% SC A AT AT AR FE

(3) #1% FIN e SCBA X0 O 87 19 3% 82 . HZ FIN g SO0 9 3 52 5 ] /Y. TCP
MY 2 A — A4 RST $raf) TCP i 3¢,

B, 48 EALTE 1] B br F UL s 1 &35 FIN i) 3C/a . iR Y E] 1747 RST draE i
SC L) 26 B2 1 2 OGP Y . B AT REAFZE LA T PR O . B A 0L i 0 26 F R By Bl &2
) RST e CEAL fad #2vp 528 .5l B AR B0 B izss 0 A FHT IR . X [R—A B AR 360
HEAT 2243 109 FIN S48, 58260 K 4 v Dl 2 174 RST Fi 7 19 0] 52 4z SC, 1 X 55 b —
S S 132 AT W 3, D) 35 A AT DLW s 8 A Wi ) e SC 181 5221 v 1 2 4T TR

X SYN 34, FIN 134 i Bk G 3 278 T H 340 45 2R 7T 68 A 58 = 00 . 25 A I B %
B EHLH) RST H2 SCH, 8 5 E — A T 550 2 3 11 47 TF 36 2 0 o7 4 SC 2%, i B38| b A A
56 4= HE B e 1 Hz SC 2 2R 19 AT REAE

USRS FIN 2 a2 E A8 4. 5 SYN 4 A9 92 I8 X B2 A5 24, Br i
If5 Fi6) ) R0t FE 025, D e ad ol i) SOCKET E# 7 kM, E B EEFEO
T, Jkik TCP Phil & 5 — AR B e Ay 2 /) TCP & 82, Btk [R] 2 3% B2 471 4 — #F
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FIN 45 X2 PR Kb f7 HHE 0 ; O SEH SYN H#li—+ . 58858 Z VY
Kk 1 A ik FIN ARy TCP 42 3. 5 ZOBE %% P i ALRR Bl TE 326 DLl FH P ik 5 &
iy & FIN &8 H4 .

740 FIN 34 & e iR 2 F 2 X a0 34 07 20, B Xmas 34 #1 Null JHJ45. XEA
PIEA,

6.3.4 UDP O AREMH

UDP PS4k ] 5, 2 5 i AR 55 2% 76 U547 25090 38 15 2 my Jo s & 7 % 4, 7E 8 i (R
e Z e B e M iER: . ILAE UDP ¥l A7 2 & SYN ¢ FIN #5 8 # UDP iz 3¢,
BT A £ % TCP v B A8 2R Joik s Xt UDP s H A4 4 .

HF UDP Wi B F 2088 38 15 09 4 S0, B AT 3% 345 i A O i 4l 3¢, #3471 UDP I
15 75 A i R (R R S i S g 6 R B A T R IR TR L I Ak B B AR AL
PRI 3 11 . A0SR v 2 FT IR0 . B AR EVLE PR % 4 SCR .38 F S0 H A ik 3 W Wy %
7 S 1A AR 55 8 29 R0 BN RE 48 B2 Bl 75035 5 19 0 FH 250 2 930 IR 55 2 e LA L 985 55 —
B A B 2378 UDP 4l SCvb a1 &2 3 . TEX R O F o 434 & — oA 25 e 3 AT {a] o) )iz
2 3,

— SR AE R G () PRI TE S B 29 5 Y BB — A & R T IF UDP ¥ C1 19 UDP i
S ) & L Z AR SCHYYE FEALIRNE — MU & ICMP_PORT_UNREACH 48 1% (B 3% H A 7] 3K)
bR ICMP 42 3¢, UDP ¥ F1 453 6 900 2 5k F e H) Wy O 22 B 4T IR 09, BP 2R i 1) 1 267 g
AN AT IR A ICMP iz S, D) 3 B 22 s 11 2 SC AT Y

[f] FIN 94 —F£ . UDP ¥ H 454 10 479 40 285 5 A 52 4 o . 451 4l 32 0L BP 4 350 A 0 2 o
AT A ) ICMP i SC A RE W7 5 Fr S04 04 B Ar s 12 4TI 00 . B B S 01 4T T i A [\ &2
v AN ALK ) ICMP 42 Cob . 0 A5 Z 7 O 2 5 8O & B WO B AE R /9 ICMP 4z 3¢, BAK
K. B EVALLLE; BisEVLEEAE RGN, A Se 88 40F R Ge 45 0 8 & 1 R 3T T
iy 11 0 i SCH AR 8] & v ORI A ME B Ak UDP R SCi& v £ 2%, Bbs EALBEA W 2% 4Rk
3C; BAn ENLENE 5 ORI I8 ICMP i) SCiis b £ 2%,

TESCEE b, UDP v 45 4l b4 0 B A 4 22 58 4 — 26, 1 A& e vl DL Gi 3 3538 SOCKET
210 & 2% UDP 800 % SC . H 2 AR e i 355/ SOCKET 422 03220 2 B bi £ ALK [[] 1) 5 1A
AR ICMP i 3. W EE I TR R ERETFEOSRE S =TI AWIME T EA RN, HT
JR UG E B 8 D AN T H AR5 2245 2 5 AUPR A R H , Bir DA ] 52 B0 2 34 38 1 4 A 45 R i
B —FE . ok LS P ik S 84 & UDP 3w H 34 .

6.4 ¥ I FIHG A0 S BRI

g 147 4t £ AR (1 B AS I PR o 1o 9 41l 19 B b S5 BIL RS i 11 22208 R0 1 ) 4t SC, 28 T AR 4
X 7 AL 7 ) 07 1% SC o LA K Wi o7 AR A e i 18 4 SOk W S i 19 AT I B0 . BRIk L S 3R v
AT I T AR AL A5 P S D 1 . A A A A B A S U i Y TR DA i SC L B SOR o By
K A H AR 3= LAY i Az 3
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KT EFH P 4 AR S B 450l 05 L BRE R G TCP/IP PS5 2 B i S )2 P B3 iz
SCAE RN AT AT D PR T E NS RE D X REERETEN, RN ERFE O
5C B AE H I 4538 15 ok 1 AR KR A AR o T R 7 5 3 E R S R AR R
) TCP #l UDP &858 1 gt AS GBI A2 220K, BRMAEE ] — i E B 5 8 1 i o L2 )P
Tk H iy 3 B AT F5 0 R OE iR I SC, 1 L 9 2 Pl 1CFE i B — Sl s O 1 AR T R 19
e 157 2 SRS s 0 AN 250 31X B8 e SCAE 45 v 1 T4 F2 P R AL 3L .

IR 6.3 T 4 SYN 34 FIN 4345 1 UDP 43 4, H 800 He SC A A n] GE Wi 2 Y
e Jo7 42 SC R A% S P SU)Z W 4R SC, 3 B85 2 PSR SC A% B )2 P L A B pR BSR4 AR 7 A B
MRS N R F JEAT AR B, % F SOCKET H 41 & . o 8 &85 4 10 R
connect () e [0] 32 K 15 TR I P 4 SC CHP & B2 F e 30 » H Pp i & 3 pREL connect O) & [A]{H
P E R A ST I AT DLSE i — IR e i B . (BXF SYN H 4 FIN =341 5
Joi il A — R E T O R M & X — > SYN fr st FIN R TCP iz
SCL B REAE K& 5 . B AR ML A e 1 Hz SC 2 TCP P2 4R 3¢, Tk — R E B v 1
AR5 12 ) W i SIS B

T A GEF 5 1) SOCKET E#2 74 0 X R JZ U 73 90 DL S 30 [ py Hb 25 255 A
Kk S WA RE A ¥l 9 SOCKET £ 82 582 1 5 2 22 oM b B )2 3803 SC, R T
5 1) SOCKET E8: 5k # SYN 4 FIN HEi A1 UDP sm O H . HurA M
FR 3R BE 82 SC B IR 2 VR LR, — 2 i TR ERE 750, — 2 G B = sREUT
HESIH, o @ mAieoR,

6.4.1 RBEEZRFRHEE

R TSP 4 AR 55 3 FF 09 T RE AR 0 L IR 2 R 4E R 4 (Windows., Linux 5§) [
TCP/IP PP AL 3 — i) TCP A1 UDP 2RI E Y. b LIFRIEEEF (RAW
SOCKET), FERIEEZEF P BIERER TCP/IP hillAHIEF TCP/IP Pp BT X iz 3¢
PEAT B B Rt P HEA AT, RFREERT . EEZETMUEE —1HE XM
[P 40 o] DAESREE R G VMNTE R R TP BUEL s HESH P BITALRE, Hit.
ST HRAE R G IR LY R 4R =1 5 IR 55, 0 AT DA 52 RSO 348 I i SC i #4) 1 A1 A58 L A SR R
FE BT R B H bR 3P0 0 7 H SC L 1 7 S8 B — o A T A

X B DA 1 A2 5 SYN e SC R ], of a7 B e oA 3t 1 T 0RO 5 R B
AR

1. BIERBERTF

SRR EETF A E—REETF A2 HEEF 5 D R socket O 58 M, A [1] 1Y 42
1% 3% 25 PR AL socket O IS0 Pr X 1),

PREL socketO 5L AY 4 . int socket(int af, int type. int protocol );

Z3 af , H T AP %E . 78 TCP/IP M5 vh ,iZZ %8 AF_INET,

ZE type, FH T 48 BA Fir 6 B2 & 432 52 60 107 1Y) I 2 iR 55 25 A, 7 DL 2R AU A

« SOCK_STREAM: f8 QI EHNEREFNRERET , HT TCP #hil.

* SOCK_DGRAM: 5B E& i ERHF N EHRIRERET . HT UDP 93,

« SOCK_RAW. f§OIEMNEZTF N IREERY T HZEHASR KX UE ZIUEZ
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1 1P 4 3.
R TE &5 SYN i Sy IE A se#ivp T E R FH T B Al E 5 .

sockfd = socket(AF INET, SOCK RAW, IPPROTO TCP);

Hrp sockfd F FIORAF IR G E O R h Z 5 M EE A /RS 28 A5 H F I 4k 1)
ERE A 0 &R R SCEF .
2. EXHRIHAR
KRG E 5ok &k SYN it et % 2 HEW ik TCP Uil sk 1P thil k. 7
TCP 2 3¢k i B X DL U B i
o B . 5 &N H bk 545 i35 H .
o PR . BRI 0 B bRk 55 4% 7T RE 2 Wi v ] A R S0, 120 i B R A A R
J- W4 1) g 1T
o SYN friifi: &N 1 lHE R EET ZENZE— TCP &g KM 3.
o PRGN, TAE HALTMYF B B R A LI R A,
72 1P i Sk 3B rh , & ST B LT i F B i i &
o ICGERIFEL . RIZ TP i SCh & 2 U S AL, ik & O IPPROTO_TCP, $5
A & & 152 TCP 2 3C.
o Hipp#hht. &N HARMRS A0 1P Hhk .
o PMURAS . AEEM T EHEEE IPve, Hiix BN 4.
o 1P SLEPE . X B rY 1P B4 40 Jo 7 o 0 5 Bz, pR e Y 1P B 40 Sk af K BE N
20,5~ 20 BRAT,
o 1P ¥R KE . 24 TCP H 3Gk K W Bt X, X Bk 10,
3. XA XBCHMENRX
FEIRIREEF RECD AT LIS & ik UDP #t SC—FE0d H PR sendtoO e it L& % . H
T BRZEL sendto O FRIA Y 77 2 IS JZ i A & TCP jkilg*ﬂ IP k+f , i ax W5 S N FH R P
a1 4 Sk TR, A D L ES JE PR IS I e SC kBB, X wE T 2 UE FH pR & setsockopt () 2 1 B
SOCKET 11 )& 4 , 18 K JZ Ui 0 F 2 O #1645 4 SC ik 3. PRER setsockopt O i fif
FHan .

setsockopt(sockfd, IPPROTO_IP, IP HDRINCL, &optval, sizeof (optval));

Hrp 2% 1P HDRINCL 8B T i )2 U g i TCP Bk A0 1P Pl k3B, &
SOCKET &5k f5 . 5L 7] DL FH e sendto O J 126 BT ¥4 6 19 39 4 i SC,

6.4.2 Libnet 1 Libpcap E R # H 1=
L1 5L T 5 2 1 o g 7 50 B0 D0 4% 50 A 1 2 Bl A A B L T B2 TCP/ 1P PR is i 55 BR
fﬁl*ﬁ‘ijﬂﬁ_ﬂ'; Lﬂﬂiﬁ TCP/IP ﬁ}iﬁlﬁ,wrh%}%*% UEKEJ%ETJ?&AE?%?—JT?E%DH

h$M%%PMHHWWLw$®ﬁm$ﬁugmuﬁﬁﬁuﬁﬁﬁﬁ@ﬁmmm?wm
A T HIF E—FE R ARG, 7] LB E Z R IE A BEMN L L2 42 T AT Eh 22—
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oy B 5 A B3R R 2 P ISR B A 5 1Y eR B0U% 0 0 0z 1 AE . 3 26 R BUFE R R
PR IS Ak B R AN RS9I A0 AR ) 0 Ak B WCSF ) B 2 i R B I S &2 R Y O
VA FH & 52 WIS )23 20 A0 A AH N 45 )

Libnet 1 Libpcap J& H Al fic 35 25 42 e P A7 09 #5290 )2 U 88 1 1 pRZ% . Herp
Libnet {1 (1) 422 11 e &0 22 90 BB e 1 B0 40 1Y 18 36 A A& 3% i #2 L Libpeap $2 41 19 82 1
PR T S UM B 3 T S BAR M EERA CA RR . FRHIX S oK BUE TT R A DG Y ) 2% 4 4>
T H 28422 TF N B RE 8 220 I 25 IS 2 9 S B4R 5T, AN & T TR R A 5 BAK T RErY ik
it 5k,

1. Libnet B {EH#&EO

Libnet s&2—/~/N 8 D R BUE , F2H C 5 5 a2 48 7K )2 W 45 50408 iz i 4
& PR L DIRE. Libnet BT & H 09 A2 8 57— 1] 50 — 19 B 2% Za 72 422 11, LA 5 e A
] A4E 3R GE K )2 I 28 S B2 11 22 0] A AR R 7 DORERS T 46 vh TR e SCEE M . 534 Libnet
FUVF R P 3R A5 X B3 e SC 0 8 % 45 1

A Libnet pREFE TF % 05 AR P 08 JEAC 20 B8 UL K LA G 1Y R Bl FH D ik i /e an

(1) #liatk ., PRtk pR B CpR R AU 4 libnet _t % libnet_init(int injection_type,
char * device, char * err_buf) ;) K ¥ 51k Libnet BREE . i [B] — 4> libnet _t ZS &Y 1) fifi ik
15, LATE Bifi J 19 28038 e SO 3 1 & 35 pRZICH T *%‘ﬁ injection_type 18 B 1" & 15 Z ¥
2 SC R A FH 4 2 11 2 A B P ki 2 el ‘:Lr'il‘i"Eﬁ?% Z 3 device #&— M 255 7 44
PREYFAT AL 7E Linux FJ2“eth0”55, W0R KBRS D&, Wk [l NULL , Z % err_buf 45 8] 77 iff
B ik R AR

(2) BlE SCAtiE . Libnet $2 48 7 3 & A9 B0 He SCH 3 o8 B, 7T LUK 3 TCP/IP
D% T R 22 B sy 412 3C, b R L 17— S0 0 B8 88 25 BROBCER AL 11 B 1) 25 11 AL 1 pR AL H
PEFE ., W pR %X libnet _autobuild ipv4 O 5,

(3) B Cmy &k, BdE L SC & 5 R EL(PRZUR AL A int libnet_write(libnet_t * 1))
W BT Fe) 3 110 R A0 A 6 B D 2% |, G R B R [ 2 36 A o 8, SR e IO R [m] — 1, AT A
FH BRA YL libnet geterrorO) 45 258 1% iy JR A

(4) IBH ., WHRZEL libnet _destroy() iR H 7% Libnet PREUE .

2. Libpcap R{EH#EQO

Libpcap(packet capture library)=&—"1 C & 5 98 5 /Y 2048 0 3/ 2% eR 0% . H D) e &0
ik R R 25 vh () B £ . Libpeap 8 5K IR 82 13 & 8 1R 298 50, B aT L3 3% By
A 28 M 25 B 110 ZaE e S, B R fie SO B b hE A 2 AL, Libpeap 45 #4 1) 8, i
78 #2488 17 20 24> C 82 1 eR £, M 3 26 pr £ R AT 58 RlAE B 1 I 26 25 908 0 15 W T RE
Libpcap X ¥ Z M REERGE, W ANBIERGE FHRHE 7 —2m C mEHERE N, L
Libpcap A 05 W27 MW HEEW A 255 H .

FIH Libpcap eREE IT K& W H 2 7 19 38 A 25 58 DL K JLAS S8 0 o/ Z0RE H O 3% ) A
mr .
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(1) char * pcap_lookupdev(char * errbuf); % PRZCH F & 8] A] #% 2R ZL peap_open_liveO)
8\ R ZL peap _lookupnet O 8 FI 1Y [ 2% i 25 24 (— D FAF s 45 50D o W0 2R s 55, ) 3k (7]
NULL, [a] i Z 20 errbuf 35 A7 UM JCAE R0 B 2 ph X,

(2) int pcap_lookupnet (char * device. bpf _u_int32 * netp,bpf _u_int32 * maskp,
char * errbuf); ZREH TR1GTE E MBI &M 5 M., 2% netp 1 = %L
maskp #AREFE M bpf_u_int32 BYFEEF . W R ZCH &5, W& [/ — 1, [W B Z 2 errbuf 5 9] 77
ORI G RE R TH B ZE X,

(3) pcap_t * pcap_open_live(char * device, int snaplen,int promisc, int to_ms,char
x ebuf);  IZPRECIT IR 45 . 3K 45 H T 38 0% N 28 2048 40 ) 20 L i 3R # iR 52 . 22X device
NG EST T M 25 V¥ 8 44 5 Z %0 snaplen & Al 28 £ 48 09 B K P98 2 %0 promisc 15 /&
e R 2R 0B TR A S8 to_ms 58 M R CBL7 2270 . Wi SR ek B0 L IR
Bl — 1., [a] B Z 80 errbuf 35 ) A7 O G R DR TH B 0 22 /i IX,

(4) int pcap_compile(pcap_t * p, struct bpf_program * fp,char * str. int optimize,
bpf_u_int32 netmask); Libpcap JE 4 | 2 i 42 SCH 2K 1 R0 SLVF R Jr 1 48 5 3/ 4K 3l SC
) EL RS AT, WA 3o 98 B AN i R AR (1 42 SC i BE T BETE Libpeap JE TP i A0 R 1 3 38 75 K%
P, ZRECNAIF IR BT ERS S str BEMFHA B IFR S ER T, S5 ) R
— 4818 bpf_program Z5H 1945 51, 72 1% sRBUH BURAE 5 Z %20 optimize $4 il 45 R ACHS 19 {1
5 Z8 netmask 318 & A< Hlt 1 25 11 9 28 i 615

(5) int pcap_setfilter(pcap_t * p, struct bpf_program * fp); ZeREIE E — 1 IE
. S8 fp — 148 W bpf_program 2544 (35 & . 18 % il i peap_compile O BREUE . 1%
PR A R 8] — 1, e S R Rl 0

(6) int pcap_dispatch(pcap_t * p, int cnt,pcap_handler callback, u_char * user); %A
B RIF A FEEIE AL . 230 ent 15 7€ sREGR [ Fij B 4k PR ECE 40 1 i KAE . ent O — 1 KR TE
— g X rh R PR A B BGE AL, O 0 KR AR BRI A 2R A BB R A R LR EOF 5%
MR (ZEPREL peap_open_live O 1 H5 %) . Z % callback 45 & — >4 A1 = 1> Z 01y [B] 1] R
X =809 M. — T MERZE peap_dispatchO /&% 3 K 9 u_char 8% . — 1~ F5 M
pcap_pkthdr ZE #4381 . — R BHZAE L K /D u_char 38 %F. PREL peap_dispatchO) T4
B2 D) ik (] 5 HCA 1 E SR R EOF i U]k [m] A HS e i D)3 [m] — 1, gk i) T 3] pR
B pcap_perrorO) L PREL peap_geterrOFRBUEIRE B, .

(7) int pcap_loop(pcap_t * p, int cnt, pcap_handler callback, u_char * user); %
BN iE S5 PREL peap_dispatchO I EEIEAR A [F] R A T W R EFE AL PR T Z 80 ent 38 € £ H
5 4 40 B B AE 15 IsE A3 (], 52 HGHR 5 AN 23R 0], 2480 ent B FAAE I, PR peap_loop O ¥
2Rzt B2 M B,

(8) u_char * pcap_next(pcap_t * p, struct pcap_pkthdr * h); iZRER {5 M T
— YR u_char F8 5.

(9) void pcap_close(pcap_t * p); IZPRE KA ZE p #5 M 1Y Libpcap &) 44, I B AL
e/
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ey 285 75 3 CR A 5 3 L B A0 85 B Al AR O AR B 55D 2 2 TR A 5 il o A ) A OG SO B 5%
B BT RIGE 2 S8 Bk B B 5 05 5, 2F ifd e e [ O e B AR Y R ) W i 22 G 11 4 2
& 5 9 A AT

O HMELRM TR,

o P, BEF O EICLAF 5 I 5 I8 AR 22 H P AR B O A i G R S0 R LA

s Mg R H AR S — S AL TR ZRAE N A QIR T R O 4 5T
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6.6 Linux | 5010214 Pr

TEAY 3 55 1142 4 78 e I8 5 8 SR S R0 &R 48 i ok G 1 2 DR A7 O S DL B & hn %%
20 HE 73X P9 T 2 R T DATT R AR N ) 55 0 A FH R . O B A OO 5T 2RI
L, 5 fE S5 A .

T i S A Linux 248 F 19 1A AF 7 =X 8 BAR Y 14 %% Jr =X, IF 78 e 3L il F 4
29 Linux R4uH sy 042 T4 1 BEAC R

6.6.1 SIEENRE

Linux #1ER G A H P gk P A5 B (a4 1 4% 30 RAFTE RS & LA/ ete/passwd
L X BRRZ O I S0, B SO g AT X R — S Pk PR B AT S 6 N E
Zr by 7 A8, 40 username: passwd: uid: gid: comments: directory: shell, 7 X 73 % & H
K5 LA B B RN I P AR A VAR O P B O P TAEE R OH P B RE S
2 shell Y. 04 SCHF P — A HARE F P ik P (5 2520108

zxc: $ 1 $ t4sFPHBg $ JXgSGgvkgBDD/D7FVVBBmO:509:510: : /home/zxc: /bin/bash

ERGzfrdEP . P2 N HEF S EMEH OS2 XHFPmEE. Bl s % . BT
Linux SCPFZRGE LA P A5 U O K SO 3 2R AN 8 U [0 3/ ete/ passwd, I 4 fir 2
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root: $ 1 $ t4sFPHBq $ JXgSGgvkgBDD/D7FVVBBm0:11037:0:99999:7: — 1: — 1:1075498172
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T S B . 32X PR 7> R B B e AR AR 4R AL A B Z8UE B A B i RS HJ S
(B SCHO ¥ M BR A e SR B 22 &8 vh i N 25 0 47 PU X an & 22 25 0k W Bx 19
H s (s etb) , W g FoR a1, Bi4S U LSM HE 22 A S Bk iz B 5%, & R A1 o, 45 1F
LSM HE 28475 %% B 2 14 7 =C AL BR L 3 i g 3% 5 alg SO 2 75 210 0F M B B e F HoAt
T 11 A 2%

W AZ A H ) A fh PR ER . iZ R EFE B B 2k i &9 Linux H shiE H . 32 5€ W 7
R e Al TAE ., — &M & O SR sh A2 7 . i F 2218 B T8 5 & S0 3K
19 ICE AR )7l S SRR 1 B N AZ DR B S (B0 22 %, B e 5 s 52 i
IR h S SO AE R ECED AT . R TS e 4 Y R O HE I R EOE M B LSM
FEZR R, I — Bz ik, i FAC R Y R 4 H PR 45 5 B SR s SO i R, Bt 2R
T T 0 T A 5 TR) 42 ) R A ) AR N A PN B S R ET L, SE M SE R DL L Y
F 4G AT H 5 ) /Y M R A AE I, LSM HE 42 2 [ s E By v 8 5 ) 3%
il PRE

WAZAS R A PR, X RECEAS B EI B 3% Linux WAL A shilR A, 2058 ik &
SCAFSK 2h i i 2K, DA SN LSMAE 28 v 33 85 i T 0 9 4 - PR S, TR R 4 & B sk Ek
SO B 43 AR B . LSMAE 28 55 AS P30 I 1 A9 0 [n] 9 11 eR 2

8.2 MCEFFIYLM

12 Fr F 2 BY B oR Y

AR T BRAE T T Y PR S B, 5K H SR RS vh B R R B T R B T A

* int system(const char * string): % PRE(I)HE = AT string £ /8 1Y shell 474

SELE BN . system P fork 7= 4 FJE & . i~ JF#2 98/ bin/ sh atrmg(iﬁlmﬁu
1 shell 2y /bin/sh) K IhAT ZEL string F4F 5 PrACE N shell 452, lay S AT )R
Bit B 2% [m] Jet 3080 FH B F % . T I Y T A2 52 B FH Z sR B AT B 2 i R SO RY shell Al
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4>, Bl mknod,

* int stat (const char * pathname, struct stat * buf); % pR & H T 3 SO
pathname [ SCHFJEPEAR B W S0 288 (inode 45 5.5 SCHE T A & 55 R BT
WG s FHE ) SR BARAFTEZS 2L bul 48 M1 stat Z5 44K, F 09 IF & S8 A
e Z R BSR4 SCPF AR B, A ] 12 DX T A B4R B A% 88 1 80 2 SO A 2 i
Brikd oy B &2 R AFETE .

WA, R A PEACES P 20 A — 2L R & W strlenO) | strepy O L write () 55, 32 & #P H 4%

A% X BEAHBRA,

8.2.2 EmMEIRE

# include < sys/types.h>
# include < sys/stat.h>
# include < stdio.h>

# include < fentl.h>

# include <unistd.h>

# include < string. h>

# include < stdlib.h>

int main(int argc, char * argv[]){

char filename[256]; /725 (E M BR B B R E SR E X
int fd; /1% % SCHRFT FF B B 89 SO AR AT
struct stat buf; [/ SRS G R 28 v X
if (argc == 1)
% filename = '\0’; /755 1 i B A B sk Bl S0 44 S 2, B OGBS R 97 2 RE
else

if (argc == 2){

if (strlen(argv[1]) >= 256){ //BiEHKEE
printf("The path is too long! Please check it and try again! \n");
exit(1l);

}

strcpy(filename, argv[1]); //FKEBHFAREZERPE B xS H%4

if (stat(filename, &buf) '= 0){ //f&EH{EIPE E RN A ZETFE
printf("The file(or directory) may not exist! \n");
exit(1l);

}

} else{ /1S5 AR R, /R IET R a2 1T S8
printf("Commandline parameters are wrong! Please check them! \n");
printf("Usage: % s, or % s directory(file) name! \n",argv[0],argv[0]);
exit(1l);

}

if (stat("/dev/controlfile", &buf) != 0){

[+ HWMRFXHRGELA =, R RA 2, WAEMEZE S XM, “nknod /dev/
controlfile c 123 0”& — Q& % £ X4 19 shell fy 4, H 5 T #1441~ Z HUK K 48
R & SR 2 R FRE  FRES KBRS, XESHEMHNEES f %R
21 3K zh 72 P TE A — B < /

if (system("mknod /dev/controlfile ¢ 123 0") == -1){ /7B B i% & S0k

printf("Can't create the device file ! \n");
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printf("Please check and try again! \n");
exit(1);
}

}
fd = open("/dev/controlfile",0 RDWR,S IRUSR|S IWUSR); //3THi%& i

if (£d > 0)
write(fd, filename, strlen(filename)); //B5 AMBEEHFEI 6 E F (8 ) A
else {

perror("Can't open /dev/controlfile \n");
exit (1),
}
close(fd); /7% A& 3

8.3 LSM Wit e Bl

Linux WEBRTEEITH 2 Linux WK —&B7r, N 7E 1T Linux P9 B 4 72
IS BT DA Linux JREEAR N PR — 87 sl R B 95 . 58 B, Linux N AE S 2075
(o FH AT 1) P AZ 58 R L 75 DUDET 2 5 1 PR AZ B B A R AR B 3 5 T A7 1 A% R 3 & AR AR B 38
B A DL SR g S AR D RE H AR . BT WA B IR GE 95 1 9 9 A% 9 R 3R B A A AR 4
. ERERSE RN EFTnE R SR CRPOSE ., a0 FE Linux W&k SO,
TEH 9 5 ) N AZ A He bl ] DG X R i 95 05, WS e S M N il T IR N S
A5 E NI, Linux W SIKIE R 5 2052457 5 19 51 FH & A7 2 A5 WL 1 N A7
Hohk .

T A B N AR HTT & i B 1 A0 BRSO 45 4 1

8.3.1 HRBIASMNED R &Y K L&A

Linux WAZB P 4a F2 5 0 H 27 4 #2A B S 09 A [m] , 78 P4 A2 05 B 4 2 v AT D6 N 4%
O 280 SCHF A — S BE I A0 R S5 A AN S Y 9 PRECS . TR EA T YRR R 24 A 1), 7 T2 AR AR
BB 22 S BE 0 e - i 2 Y Linux WAZ T B SE RAR Z 5 M BRECSE o A Y B P il A R
SR W R DL SRR R eR B

1. struct file operations

7E Linux W, 78 F 0 R X & 3017 Ui inl . 28 WA G — DL SCE i e =X ) 1 2
PRt — B Ui B O, R U L N AR P AT DL BE 1) SO O SO R & b AT U )
Al FH A A SO R B O CndT IF 2.5 L OCHD RV i 45

JAE R AR F AT DR SCHR 34 2 1 Rk 15 )% & . Linux N A% 7E 8200 B X 35 & SO Y
7 0] 38 2K 5 30 AN 28 % 3 3 SO IR RE IR AT Ab B, G952 SO $VE it 2 N 2 b R 0 dE L ifi 2
TLYE FH AH N 15 SR sl Uk A7 Ak B

TERAER G B T I RTE B T 185 SO Y 2 Fh 8 AE 26 AU 5 9K ) 72 7 v 58 i 4% 45
VE /) Ab PR pRZL 2 8] /X B C R, 7E Linux #4E R G b 5 & TF X R G K XT R A struct
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file_operations. H: N &840 7 — R P BREUIE £ - B> sREUES 50 N — 28 & 15 4E .
struct file operations £ Linux B JE 153k X4 include/linux/fs. h #E X, H K EH N
KN

struct file operations {

struct module * owner; [/ FHZ 25 W 1R f B B 38 &1, 0B 0 1F 7F 52 1E B P A2 0 B i i1 £
loff t ( * 1lseek) (struct file *, loff t, int);

ssize t ( * read) (struct file %, char user *, size t, loff t *);

ssize t ( * write) (struct file %, const char user %, size t, loff t *); //B {4
ssize t ( * aio read) (struct kiocb * , const struct iovec * , unsigned long, loff t);
ssize t ( * aio write) (struct kiocb #* , const struct iovec * , unsigned long, loff t);
int ( * readdir) (struct file %, void %, filldir t);

unsigned int ( * poll) (struct file * , struct poll table struct * );

int ( * ioctl) (struct inode * , struct file * , unsigned int, unsigned long);

long ( # unlocked ioctl) (struct file %, unsigned int, unsigned long);

long ( * compat ioctl) (struct file * , unsigned int, unsigned long);

int ( * mmap) (struct file % , struct vm area struct * );

int ( * open) (struct inode * , struct file % );

¥

TE T SO W AZBEE S it rp 75 2 L— A FaR SR R i 28 L IR 4 1228 B write S
WA A AT irE Y pR B, TR G B R i S B SO AR AL b Ok T M BR AR iy H
SR 4

2. struct security operations

ZEE R ARAL T — R 5 0 oK ZUAE B, 173X 2 PR B S BT 8 — X W LSMHE 22 7 55 1Y B4
T, WM M Z )5 2 Linux 940 PR R 28 0 5 8 1 i, LSM AE 28 25 H 3 i
FHZ 285 Fa VA vh o0 1 i pRER . 8 a4 ok R ERCES BT L R AR (1) PRECES T8 1 B AT R T Y A I R
B0, 590 e S HN — e VR I

A ARTENZ IS 3K A include/linux/security. h e L, KRB AW T .

struct security operations {

int ( * inode unlink) (struct inode * dir, struct dentry * dentry);

int ( * inode symlink) (struct inode * dir, struct dentry * dentry, const char * old name);
int ( * inode mkdir) (struct inode #* dir, struct dentry * dentry, int mode);

int ( * inode_rmdir) (struct inode * dir, struct dentry * dentry);

}

TEA A Sk S include/linux/security. h A] PL & # , struct security_operations A #F [
ANFEAT I PREFE £ IR X R B LSM HEZRTE Linux R 48 1R 2 8 /E (40 45 SCHF 1 48 234
W 26 1) 25 S PR AE L R G0 B B PP th A A R B A9 8 -, LSM BB AT RIS 3 11 28 1Y Linux
PAEUE T . AT A T & S e HONH M B B S Bl PR e AT R I 2 O inode_unlink
1 inode_rmdir P95 - 53 55 IAH B Y % ] ek 2B AT

3. struct dentry

Zit K struct dentry XN Linux R 48P 489776 N AT HY — 4 H s I, iz 45 f AR 5 IR AT
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FERG B0 H SR A — @ X3, 250 1 b SO A 48 09 3 B, FEiZ g M AR rh g | A — B85 1Y)
T B
ZEMIAERTE Linux 785 3L A include/linux/dcache. h g X HRENZE W T .

struct dentry {

struct dentry * d_parent; /736 b2 B & B R0 4518 1K

unsigned char d_iname[ DNAME INLINE LEN MIN]; //H x4
}
£ Linux REGLizfr ot B, e iy B I 7E WA 3% S0 B R 2 IROER A Rl — BB .
unsigned char d_iname R FZH X H R A B Y)ZE B #0240 EN B 568
7. BTG —AH I N 244 . w7 2 iy d_parent I [m] F R KK IFE B e
2. K 8-2 2 H Hk/home/zxe/test {1 H 5211 K 442 F Y H 30,

d parent: e d parent: @ d parent; ¢ d_parent:
d_iname:/ d_iname:home d_iname:zxc d iname:test

E8-2 BRIWTH

X BT R S SCF H SR AR A S e R Y B R, e d_parent 31 {H I A FE )
NULL. 28 Miz B x#0 H 5. H7EIEAR N i d_parent 3 7] F18 R PF& 64 1
A ATELL d_parent B NULL 7E 8 25K 1R 45 51 91 25 06 30 09 251 . &5 ) 2 & A SE1
¥, Linux WAZ AR 7B A SEIE 25 AN [5] 3= 5 FH #2 e o 14 SR 906 36, 3 FH #2 )7 56906 36 ] L) i
b AT 55 45 PR A 45 O B A HE AR L T N AZ AR B rh i SRR A 2 S BUR GEAE L, HRE DL 4 AT
PR A EE Linux R4

4. BE copy_from_user()/copy_to_user()

T x86 A R4 T iz 47 HY Linux ¥4 RGe b, I A2 1y iz 17 78 K2 # bk CEOFR O 47 #b ik
B H P B B K Hb b 22 28 58 00 3 M Bk 3 R A GE L B — S BAK ) ) B N A7 BB hE i
Linux #4E R Geiz 7 £ L bk BT =0T AR bk B4 il 72 BAR A9 Py 3 N A7 b ik

W SRAE N AR v, W5 Z2KE B kR £ user_ptr 38 18] 19— B S2 b IX B PR AL 8 B N B
JEAT AL LA Linux WA {5 B T R 908 28055 O AR 1595 #1 user_ptr, A RE H 4238
ik PN AE 52 1 R memepy O 3745 5 52 ] REL strepy O 5 5% 45 £ 45 11 19 B8 9 25 52 1 3]
F—H N S X (R E H T8 £ kener]l _ptr 78 M) W, B A PR L memepy () T PR £
strepyO) H B 58 B[] — 4~ bbb 25 (6] b % P04~ G2 v X [a] 08 B i 52 5] . FE X AP 00 T W S
B N #Z R copy_from_user () (eR 5 #Y 4 long copy_from_user(void * to. const void_user
% from, unsigned long n) ;)5 B B P 25 8] 8| )N 4% 25 [8) i) 2088 2l , Z 80 to Bon N ZE
[E) 1Y 2% mh X 5 51 . 2480 from Rom I P ZE W E X5 4. 2% n i‘%ﬂ‘@ﬁﬂﬂﬁ’l@ﬁ% K,
FEATF & SE P , PREL copy_from_userO) H T3k 45 M P 25 [BI4% 2 19 ZE 1F W Bx /8 H 5% 8l 3
2R .

A b L 0 SR EORE B DA N A A3 ) 5 i B 0 R R A X b, A R R AT A A
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7 2 8 FH 573 A —1~ N #% PR EX copy_to_userO) 2 58 B B4 & il .
5. BR# register _chrdev() /unregister chrdev()

e PRZEL register _chrdev() ., PRAZURAIN .
int register chrdev(unsigned int major, const char * name, struct file operations * fops);

ZHREH TR R G b I M— 4407 8 B M OHAH B /Y 9K 2 R, Hrp 280 major 18
Hﬂ VT EFM SN FIES T . S5 name 18 T IR F 2 FR . S5 fops 45 M 10 &
U —HERAERBU AR, — B g Wi . st vl DLl 3 mknod i 4 €] 2 — 4
Xf N T A T B SO, 2 e 0z & SR8 U In) g2 H B 25 AR fops
(9 FH N Ab PR RN . TEAS TT & 52 BR Y B ) b A pR P S o 52 0 3% R B0 W — 1B
(1% & M HOR sh pR 8. iZ BRBUE Linux JE9 3k ¢ include/linux/fs. h fhisE X,
* PRZY unregister_chrdev(O) , pRECEA N

int unregister chrdev(unsigned int major, const char * name,);
KPR B — A B SO L B 3R 2)) PR 2580 major B B EBH S B E RS T
Z8 name 8 T EEFEHIREWN AT . TEA T & 92 B AR B 7 55 sR &, 5 208
ZERBUE AT 292 b R Y B2 S SRS s . 2 R Linux J88% 3k SCHF
include/linux/fs. h & X .
6. BfZ] register security()/unregister security()
o PRZEL register security(), PRZECREAL K.

int register security (struct security operations * ops);

BN A B 1 2 A L K 1R AVE T, 250 20 N AR BT B T S0 H 0 ek )
L.SM HE 22 7 M iz N AZ AT R v 1) 425 16 R RS, 2230 ops TP BY BT AT 2R BCES B R 3 2 2 A
WA LSM 84§ & NI EE Linux W TE & 248 — e R L £ Bl LSMAE 22 313X 1~ A
R ASE R [n) 7 ) 42 ) 2R . DR T N AR B 8 90 e A eR 80D L s R G 5 3 1 15 )
12 il PR ECTE VB LSMAEZR

* pRZEL unregister_security(), PREUREAKI A .

int unregister_security(struct security_operations * ops);

TE ) 2 N AZ BRI T 22 08 FH A ok BORE T I 31 LSM. £ 44 1 a3 1 Ak B o) 5042 i T
I N AR B s A “used” RS, 1 Linux #8#:4F R G A FOF 48— I E 84 FH
B oA O H BRI 55 A4 Linux R RIR R ATENE ., 7 R
AR T £ 18 H TR AR R 1) 28 R B AT

8.3.2 IN(.£eBTENHE S

1. kXEMEENX
ZARG IR AW S P N B A sk SO G s

# include < linux/kernel.h> [ * 3R EE T HBRE R SR tast_struct,
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JE Y 28 4 A9 52 BE AR AR 7 A SCAF B B SR B B AR ), 7 B 2N S AR < /

# include < linux/init.h> /B UG 4k pR B T B8 5 % 3k S

# include < linux/module.h> /AT N e g 2 Fir b 20 B & 1Y 3k SO

# include < linux/security.h> //E LM AL i 4 20 B 2 3k S0

# include < linux/fs.h> [EBR RGN EMAEPE XL HCERIEES S
ik A

# include < linux/uaccess.h> // PR %L copy_from_user( )& K %k ¥

# define MAX LENGTH 256 /IR BEREIEMERE 20 ERKKE

2. ERT =

ARIFER RGPS E LT 2R .
®* char controlleddir[256]; /TR e il ) B & el SO 24 R

* int enable flag = 0; /* TR T REG ZhEE, SHAKRE
5 IR M BR AR 57 19 B R 8030 2 8 2= BB, %R AR AR
BE o, RAXAVIRIEFIIEE, FWE 1/

* struct file operations fops = {
owner : THIS MODULE, /757 SCT {8 T H
write: write controlleddir, /17 L& U S B 4E ) Ab B pR BT

}i
4 Jey 8 i fops XN T — A& TF K3k, ’E%#‘Fﬁ?ﬁ%%ﬁ]@iﬁ%iﬁﬁ%’ﬁﬁlﬁ
o T AT & S B v i SO 2 TR A5 25 A B DR 40 i B s sl S0 44 . B R
B S BZ A SO 9 S A pRZRD AT, A AP S 1 45 AF pR Bl R S B0 MY A B pR 2R 7T,
write_controlleddir A 1] &2 15 & SCAF 195 3524 X5 Iz 119 Ak 24 R 2K .

* static struct security operations lsm ops = {
.inode rmdir = lsm inode rmdir,
. inode unlink = lsm inode unlink,
}i
ZER R AR 3 Ism_ops 5 X T HF LSM AL 19— 2H 2 1 pREC, T ASTF & 52 g rp H o0
X 0 B S AT B H ey 3 . B B2 2R 5 P AY inode rmdir 1 inode unlink P /)~ 1
PEAT W IR A6, 31X P 1 38043 0t ok 7 ) B E 53 A B SCAA 1989 1~ pRZX . 1sm_inode rmdir Al lsm
_inode_unlink J& J52 8 R 48 b B A7 80T B9 S BRI o3 B H T R 5 SR R SCOH 0 M BR 2 S
174 1 IS
* static int secondary = 0; / * PRiR T SE B A AL L R D) 3 & i B 5 O =
B LM HEZEH Y, iR 2 LU B B 7 M = /

3. BYEMH

X Linux B9 N AZA RIS AR R 9] 46 6 eR ZORAR B 7 85 R B 1 Linux WA H sh 8
). Hi A TR R B N A% b i 8% Linux N B i, 5 & A Pl 26 9% 3 26 H
WAR Linux WA SE REHLAITE P 44 S 19 W~ bR ER AR He 9] Uh 1k eR 2, TR R B2 A

PRESH R B, PRI G A rh s 2008 i > © 28 A7 78 19 72 7€ SC, 7 BRR L 9 452 ) 4 AL
PR ZSOAARE BR TF # PR & I 2

module init(lsm init);

module exit(lsm exit);

Hop lsm_init F1 lsm_exit AT Z LB A T4 5 B9 eREC, /A& H 58 OB i
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ML K LSM 144 - eRBCE M, 5 8 58 B0 A& A B i TR, B3 5 © 3 Y 132 4 A
LSM £+ PR %L .

7 Bl b g 1 N AR T B 17 i R P B kernel tainted” — 2R Y& TR —
Y6 Linux WAZRA b 9 AZ B He 4 25158 38 MODULE_LICENSE % 7 B 855 3 1) VF 7T HiE
— T N REEEZ MV TEA “GPL” \“GPL V2”45, ix B % F T i 417 7T ik 74 BH

MODULE_LICENSE("GPL");

8.3.3 HHINgEIRIT

AN FR G I R Y S B AL S - PR 251 BRSO D RE 70l A
o HRMiBriEml sk, PRBURA N

static int lsm inode rmdir(struct inode * dir, struct dentry * dentry);

2 PR BOKE 2 9 A B ) 4G Ak pR BT B LSM HE 28 vh i BR S 6 R ) L TE
Linux M B H s i 8% A 20 98 H . 2% ek B0E 5508 1 18 H eR 2L get_fullpath O A Z %
dentry M7 H ZE M Br B 5% 10 4 542 44 - 2R J5 18 FH B myown_check O L8 f# B i (19
LR A S 2R R controlleddir YN UEAT HEXF, TER controlleddir W Y N
B AR 24 1 R 2 U0 I M R Y B s Oy SRR H sk ECE E AR H sk H
s ) LSMAE 223K a1, 3R 45 268 Ml R 2% H 5%, 75 00 ) LSMAE 225k [I4E 0,

o UM BRI R R, BREBUEEL N

static int lsm inode unlink(struct inode * dir, struct dentry # dentry);

Z RS PRZL lsm_inode_ rmdir O AHZE R, 25 8 FEF 2] LSM HE 28 v i) B S X L

)4 F &, 7 Linux M Br SCH 8% A 2 8 H . 12 ek 208 Je i 3 I8 H pR & get

fullpathO MZEL dentry f## Br 22 Br SCHF 09 4 B8 42 24 . 2R J5 1 ) PR 2 myown _

check O R 222 5 4 A 7 controlleddir I N JEAT EE X, AR

AR dt controlleddir 7% N 2 2 12 4% A2 44 (A 1T 28 o 150 BA S ) B3R 14 SC P R4 H o

T HYSCAF W LSM HEZR R [HE 1. 28 7 98 248 M1 BR iz SCH A5 W 1) LSM AE 423 [F14A 0,
o IfREARERE, PREUTALR .

static int get fullpath(struct dentry #* dentry, char * full path);

ZPRE EENSE dentry T8 M09 H I Al B 2 A FE B s
15 dentry FTTE 2 642 24, FF - A7 BN 280 full_path Frfsm g X g rp . A H 09 B
PR FREIL 8.3, 1 Y,

o HRAERE., REJERN.

int myown_check(char * full name);

ZBRBKE A Z 4 full_name WP B g 8 2B A Z AP0 H ksl SCHF . i REUT
f A ot A2 2 full_name $8 M B F A H 5 2 )52 & controlleddir g N #3517 HE
B, MEFEENWENIR, ZESE full_name £ B o SCHEEFTR Y H 5%
Lk EHE 1, AWK [FAE 0. % BRECK W 5 17 825 A W — A SO 72 45 78 B DR 47 1Y
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Hog T 52 B X R 2 Fk F A ™ 4 X ARG .
s WERNEIRIMERE. REFEA N .
void write controlleddir(int fd, char * buf, ssize t len);
2 PR BT TR & 10— 3R 8l pR &R TR PR & SO S 15 E . 2 552
i 12 V5 F PR EL copy_from_user O K2k H W HZE 23 [0 19 22 v X buf Y A 25 (B ir 2L
PRy B sl S 22) Bl BN )= 25 8] 19 2% vp X, B AR e 42 J5) 2% i controlleddir,
o BEHRIIRAL RE, AR AN .

static int  init lsm init(void);

PR BE N AZ A BN 20 8% Linux N H s 8 . 35 22 56 P 100 T 4F B F ek %X
register _chrdevO) {EM— 48 i & S H R Bl R EL, DL 2 8 F PR 2T register_security ()
VM 42 ) R R LSMAE 48 v AH R 1) 48 5 A5

o BIHRTESHeREL. PREBURAL N .

static void exit lsm exit(void);

ZPRETE NP H 20T 8 Linux WA A 38 H . 52 S BT Ism_init O A R 119 T
VE . BDESE HriFE M i a8 S LBk s R 0. DL R FES O iFE M) LSM HEZE P &+ &5 F Y
AREITE
8.3.4 HRHXWEITE
o IR AR HUPR AL,

int get fullpath(struct dentry * dentry, char * full path) {
struct dentry * tmp dentry = dentry; //id K ZEF I £ 1224 0 H &5

char tmp_path[MAX LENGTH]; /TR B A2 24 1Y i B 2% o X

char local path[MAX LENGTH]; [ 3-1F BB A2 44 1 s B 28 o [X

memset(tmp path, 0, MAX LENGTH); /1 itk g X

memset(local path,0,MAX LENGTH); /19 tE AL S8 P X

while (tmp dentry != NULL) { /* ZEIRNE T EAEH R AG, ZZm EA4E, 2 F

local path fFfE M IEEMLBBEZH X HGBEY
HI 2 B X2 « /
if (!strcmp(tmp dentry—>d iname,"/")) //B&HE 2R HF

break; //E B H %, #2078
strepy(tmp_path, "/"); /EEETHEHERZRE 2R /"
strcat(tmp path, tmp dentry—>d iname); /* fEHFR4RAE, §IF LA H FTRY
Hx4 */

strcat(tmp path, local path); [/IEIFEBEHFHTEB XK
strcpy(local path, tmp path); /1 EHERBGFZEZR local_path
tmp dentry = tmp dentry->d parent; //f&[W )= H A B %50 4% 2240 #

}

strcpy(full_path, local_path); /¥ BN 2iE L 2§ B 45 R % X

return 0;
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* Hoxtud&reRik.

int myown check(char * full name) {

if (enable flag == 0)
return 0; /755 1E I BRThREAL T 2 R A, B R 8] fe i M 5% A i
if (strncmp(full name, controlleddir, strlen(controlleddir)) == 0) { / * Fb&: 2
SO SO (3% B %) 445 ZE M B AR 30 /9 SO (B H %)
BE—H.FE: MBRELEP K H F controlleddir &
St ) B SC A full_name BYRTZR, R B R TE R R 97 H
S W) BT, % EE IE M ER + /
printk("remove denied of the file: % s \n",full name);
return 1; /I AR B i) SO, 2R Ok R
}
else
return 0; //ﬂ]ﬁ%ﬂﬂ%%%ﬁéﬁﬁ%iﬁ,ﬁﬁﬂﬂﬁﬁ%

}
o oM R R pR R

static int 1sm inode rmdir(struct inode * dir, struct dentry * dentry){ /* iZeRZET7EMEEHE #
B B 3 #% LM AEZR R ] * /
char full name[MAX LENGTH]; /1 E M BR B %2 14 X
memset(full name, 0, MAX LENGTH); //FRAL B B E WX
get fullpath(dentry, full name); //3RAFZ M B H ok 1 2 112 4
if (myown check(full name) !'= 0) { //ZMExr B RIS IEMERE FH

printk("remove denied of the directory: % s \n",full name);

return 1; / /725 1 M BR
} else
return 0; /1 e I B

}
o SCPRM B A o PR

static int 1sm inode unlink(struct inode * dir, struct dentry #* dentry){ / * % pREC7E M & 3
ok B sh gk LM HEZEE FH « /
char full name[MAX LENGTH]; WE-3 153 & A 03 S
memset(full name, 0, MAX LENGTH); /¥ G AL 28 v X
get fullpath(dentry, full name); / /3R A% 2 M B SCAF Y 2 AR 4

if (myown check(full name) '= 0) { //ZEMEECHEZEIEMERHEHF N
printk("remove denied of the file: % s \n",full name);

return 1; / /725 1 | BR
} else
return 0; /7 e B

}
s @A SRR

int write controlleddir(int fd, char * buf, ssize t len){
if (len == 0){ //EBEERFEANNERNZ, BKER 0, XA F CH M ER R 2h6é

enable flag = 0; /1 B W B R0 2 sE 2R F AR i
printk("Cancel the protect mechanism sucessfullly! \n");
return 0;

}
if (copy from user(controlleddir, buf , len) !'= 0){ / * K ZEM AP B 5 (5 3CHF)
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2, 2l £ 2 /7 & controlleddir * /
printk("Can't get the controlled directory's name! \n");
printk("Something may be wrong, please check it! \n");

enable flag = 0; [/ TCERGES IEM B B 5k, & B M BR fR 5 Dh a5 i r ik
retrun O; //HERTB

}

controlleddir[len] = '\0'; /1B FRFRERinE

enable flag = 1; /% B RO T e R A &

printk("Controlleddir name: % s \n",controlleddir); //#%ij ¥ # 5 IMEEAY B 2
return len;

}
« BB IR AL PR

static int  init lsm_init(void)({
int ret;
if(register security(&lsm ops)){ WA EN xS E N
printk(KERN INFO"Failure registering LSM module with kernel\n");
if (mod_reg_security(KBUILD MODNAME, &lsm ops)){ / * {E N t/E & 2Bz A ) « /
printk(KERN INFO"Failure reigstering LSM module with primary module\n");

return 1; / /I ZAS TR (8] 4 =
}
secondary = 1; /R BERE, RWAREN—1M B 22 m 2§

}
ret = register chrdev(123, "/dev/controlfile", &fops); //In &G+ Wi & KK B

if (ret '= 0) / /18] 2R G0 1 W i A B BR Bl 2R T
printk("Can't register device file! \n"); [/ AR E B

printk(KERN INFO"LSM Module Init Success! \n");

return 0;

}
« BRBRERREL.

static void exit lsm exit(void) {

if(secondary)
mod_unreg security(KBUILD MODNAME, & lsm ops); //#H1Z M JE Y LSM % £ b

else

unregister security(&lsm ops); [/ ENE T B T R R
unregister chrdev(123, "/dev/controlfile "); /18] R G B & 4 S O
printk(KERN INFO"LSM Module unregistered...\n");

8.4 it .iafr Sl

QTP 52 AR S 2R GE g AC TS SR B S L B TT DA I R & g8 dE AT 00 L 7R 5B AT IR
TR UEACHD G P R T FRAT AR e e nT in & N A AR B,
8.4.1 RwFEFEMITIE

R A 5 0BG R AT P AR R PR o 2H R, 3 T R g ) G 1 T IR AN [ R O i) E
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fromit, Hrp R EFRIT 0978 b8 B, T 7E shell a2 171 R A2 BT,
gcc — o controlconf controlconf. c

controlconf. ¢ J& PR 77 BC & F2 7 IR A0S 19 I8 SC 28 (IR € % SCHE7E Hal H ¢ B ),
controlconf 4 %5 i 1Y HAn A iZ B s S AT DEE £ . gee 2 PATE R =18 Y
A H s M5 8] — 124 M controlconf I A $i47 SC%

Linux MR G IF LI EZR, =W LAIRZ 0 4k, LHAE 2.6 ULk
Linux WERA iR, —fofad &S T8 0 (Makefile) 9 77 2k 58 BN AR
He i 9w s A T & 2 B TP Y Makefile SCHH 4 -

obj—m += lsm.o

KDIR := /lib/modules/$ (shell uname — r)/build

PWD := $ (shell pwd)
$ (MAKE) —C $ (KDIR) M= $ (PWD) modules

Obj-m += lsm. o X > WAE 7 4 L B0 B b SO 1sm. o 57— AL GX 5L i
WAZ B JEACHS SR Tsm. o)« B Ja 28 A W AZ AR R A Tsm. ko KDIR 25 M 4 i35 1% N A% R
Yy o 3] i) — 28 53 I8 Br 78 B 42 » make B2 7 76 % B P4 1T 1% Makefile SCF B, 7 Je 5% 3
$ (KDIR) %75 B 5% T #Uf1. M= $ (PWD) 45 B 1 iZ 48 H SO Br 78 19 % 42 » modules $5 B
TR e 2 Linux WAZRBIH,

e 2480 H o (B4 5 F iy Makefile #1 Ism. ¢ #9 H %) F i A make. i1 7% 05 - 8L &
A 3 Ism. ko SCIF 3% w72 1T hn 259 N A B B A SO

T BFENE G E ZTE Fedora Core 6 Linux (LI Ffi#R FC6 &4 ,gee 4. 1. 1 A
T4 8.2 A 8. 3 5 i IR AT, e H At G 15 B B 52 Al b T A G 1 N R RE 2 B R
P 1) ) 251, 55 647 A0 R /9 #2485 A4 58 2 9 i

8.4.2 ITBITRIMKXINEOGRE

X BT BB ) 02 Linux (AN [R A IR A X LSM HE 28 A1 % 4= AL 19 57 357 7 XA TE —
BEATA] . X Linux 2.4 WA BN A% LSM HE 22 A PR il 42 4= HL ) /9 18 W &50as o 5t A& U mT LA
R ] LSM HEZR i 24> 22 2 L] . LSM HEZE 76 55 84 1 2 MR U I X 2642 4 HIL )
A FH G 74 - PRIEKC .

Z M 2 UENEM S RE R L FFL Linux WS F R T2 2D aed e X H £
A2 AL TR T BB 25 45 58 407 o — SU RS A A AT S R O A R . BRI TE A0 Y
Linux BN REA (2. 6. 10 DL ERA) H . R GER 2 Fp & 2 PLHm A LSM fE42vh, fn R
Linux R4z 170 . O FEM 7 HA 0 % 2oLl . A I &1 LSM % 4 8 He 78 hn 4% 3]
Linux P I 5EA GE XS 44 1 sREUR Sh 1 0F 2] LSM HEZ8 rh, Bt Horp i Se 4 CB 5% 228 11 i %
2 LA E R EER . th T —2 Linux BT (4% & Fr Y FC6 R4 I REC. 4
Wi T — 2L L] . i SELinux 85, X W L E BT AL E Linux WL ARG A BRI T A IR A &
e 1) iz 47 I 3K

WA O FE M 3] LSM HEZE rh iy %2 AL DA N AR BB XA 7E T Linux W, B
I AR B A & AR B RT AN SRR M R LSM HE 48 v Y 22 A WL B 1F R Linux N
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B 2RO AL 2L R 4 4 & LB L 2 W) FC6 & 48, H T it 2]
LSM AEZE rh 1y 2 HLi sl HRE S IFE BN PRy . XA SO0, w5 2 55T Bl &0 96 15
Linux BN, DL 238 FriFE M iy 2 oLEl . T i TE FC6 REET & T H A% %k 1, 1) 5
i 3 a1 4e] 4w 2 M= 1750 Linux W .

1. FEHMEIE Linux HRZIERE

WL FC6 KATMUANAZIRA R 2. 6. 18-1. 2798, fe, IR RGP C 2% % T IZRA M
N AZ IRACHS . B8 BB 92 46 21 6 N7 1) RPM. 4 JE 47 1] B0 42 3¢, il I A 0 B 1525 R 8R0S 1
WPR A AT LA Linux WAZBE 77 M5 T 20— DR Linux WA .8 1T 46 7F H Y
FrNES FC6 BN ZE T B S AR RS A X B 4w & T 28—~ 2. 6. 18 MUAS i N AR
H. URL & http://www. kernel. org/pub/linux/kernel/v2. 6/linux-2. 6. 18. tar. bz2, B |
2 1 N AZ A R — TR 4 SO 35X B e R Ho A T 3] /usr/sre/kernels/linux-2. 6. 18 H® T,

2. B2& Linux B N #

T 9 PEA % Linux Bt NAHT , 7 ST 9 PR A FC & . XMPARFEAY T A BRI 5 L X
B4 PERNAZ N B st 278 T 2w Hofh LSM & e dL i 28, RN E % TF ur
make config 8(# make menuconfig FJ DL IEAT G 136205 501 BC B L [ & DL A5 5 i )y 2058 sl B
PE I J A DA SR By 358 A A G A G X HOR L B BCR R Y O 5K
BLE Linux W e idkik i,

Linux P AZBCE AL S 7 2L A 3109 G 98 58 01, X5 K58 43 2 326 98 200 171 75 2R FH 38K DA 119 32 0
Ao e B AT, AL B A G e S H O VLA T ECE . ASHmIFNEN B 2
FiEM R LSM HEZR v i & ML . iF A Security options, 2 H 2840 &l 8-3 Fr 7~ 1Y B &
VeI

root@IDServer:/usr/src/kernels/linux-2.6.18

XHEP SEE EFY 4w BER #EP

Security options

E 8-3 Linux IZH R £ IE D& E L6 F

Mrpa] DL S LA 5 A - & 52 B3 & 1y o€ 1, Hofr Socket and Networking Security
Hooks € W1 % 78 72 & 345 LSM HEZR , I SR — & B2 38 5 12 3 It , 45 D) 55 4 3 10 A N A A S



% 8% LT LSM 89 A5 B 42 ) R A 52 AL 119

£ LSM ALl . 550 A FH 38 n 28— > AL B 2 M LSM 8 F pR 2. = 1 9 28 550 9 K 3|
LT LSM HE 22 52 B (1) 22 4 AL o A B8 2k 3 0k B 22 4 R 0T, DA A 52 Wi AR 52 B v 1) 22 4 A B
3. HmIFFMEZE Linux BFHT A%
BB 5 2 Ja . 7E IR A B s W AR B 5%, AR I S AT #1472 58 il Linux 7 A 1) 4 7%

make dep #FBE S R A K, LUE T R B g i e sh A LR 4

make I AR G R, B — K e G AT o P RN S
make modules # 4R R

make modules install # R

make install 2 28 VR I Y N

FRIFRIA 5E i Z 5 ] LB R sl RS . RSN RERBFEI B D 9 =F 25
B —A2 R 2, 6. 1871 5| S 301, X A5 WU N 1 F I g i ) S 8RF LSMHE 281 X
BCAT T H At 22 A B A8 A% B B X 5 R 015 8l Linux 248, 50 0] L Fr AR50 IF &2 1Y
A AL 32 15 A

8.4.3 FIEIERHITheE RN
7E 03 22 i 5 mkdir Ar A0 28— & T S TR, X B B 52 M /root/ test.

MARFETF R R G MW F .

(1) hndfs H b,

* insmod Ism. ko # 4 A Ism. ko B F| Linux W .

* dmesg FEFENZIE R R R 2 2, H LSM £+
BRECEM L) . 7E dmesg fai MG B RF M. ¥ =F
F]“LSM Module Init Success!”. X & 7E B #] ih 1k pA
Forbid i printk PRECE (S B .

e lsmod # A H RGO A N N, an SR ok 7R 2o

th ) N AZ AR B 1) 36 Hpols 25 75 21 24 8 Tsm IR R
(2) SCHEAn H s B i
e touch /root/test/testfile # B H I L H 1Y) S
. /controlconf /root/test # Al & : Z8 FMIBR /root/test H 3T CHF1+ H 5.
* rm /root/test/testfile  # M PRIZ A, BB A B,
* . /controlconf B B2 AT A T O T BR AR 9 Y Th RE
* rm /root/test/testfile  # M FRiZ SCHF, Tokn 15 B o . 2 R M B 2
e mkdir /root/test/testdir # G Z ML H 1Y H 5%,
e . /controlconf /root/test # Al & : Z8 1 MIBE /root/test H 3T XHFF1+ H 5.
* rm /root/test/testdir Ml BRiZ SCHF, 5 M Br A B .
. /controlconf # 0 B2 A AH 2 T G AT R AR 4 i D RE
* rmdir /root/test/testdir # Ml FRiZ H ¢, Th 15 B W as . E R M BR g2
HARPAT SRR MG RN 8-4 Fis .



120 12 B2 AR KBS T & %= 3%

root@IDServer:~/Ism-check

HE SmEE EFVW YRD FEE FE

[ root@lDServer 1smcheck]?® insmod 1sm.ko -
[ root@lDServer lsm—check]? touch froot/test/testfile
| root@lDServer 1lsm—check]# ./controlconf /froot/test
[ root@iDServer lsm—check]® rm froot/test/testfile
rm: e bE —MELE  Sroot/test/testfile”™? v
rm: LiEWEE Yroot/test/testfile”

[ root@lDServer 1sm—check]® ./controlconf

[ root@lDServer lsm—check]® rm /root/test/testfile
rm: ;e o iBE —ME L Sroot/test/testfile”? y

[ root@lDServer lsm—check]® mkdir /root/test/testdir
[ root@lDServer Ism—check]? ./controlconf /root/test
[ root@lDServer 1sm—check]® rmdir /root/test/testdir
rmdir: [root/test/testdir

[ root@lDServer 1sm—check]® ./controlconf

[ root@lDServer lsm—check|® rmdir /root/test/testdir
| root@lDServer 1sm—check|® I

B 8-4 070 H FM eI E

(3) HIBN AR

e rmmod Ism ) 2 4l A = e R 5E R,

* dmesg s EFNEE T EER.

il 1k dmesg r4> 76 s SCAS Y e Jm 7T LA 2 (&) 8-5 P fF B L i 2 WAL IR TE P T — Lt
BRAEI A5 B .

root@IDServer:~/test Ell=nll
MFE) #HEE EENV 2850 FEE #HHEQ

L5SM Module Init Success! =
Controlleddir name: /root/test

remove denied of the file: /root/test/testfile
remove denied of the file: /root/test/testfile
Cancel the protect mechanism sucessfullly!
Controlleddir name: Jroot/test

remove denied of the file: /root/test/testdir
remove denied of the directory: /Jroot/test/testdir
Cancel the protect mechanism sucessfullly!

L3M Module unregistered.....

[rootelDServer test]# |

(el i ]

B85 dmesg@m<HIMEREH

8.5 ¥ I KoLk

AFERT Linux f9 LSM HEZRSC B 1 SCHF U5 Il 455 il 0 I 88 2R 42 O 1 R T A2 0 72 1Y
RV TP TE BT R SR REL B AU B S A H Sl BR pg g il o SEPR B LSM AHE 22 32
FF2 IR LA RS AL B B VE 2] e i 58 R e iy Sk fik b, T 2k LSMAE 2R UE A7 24 Uy 1 1Y
PR TT A LR

8.5.1 ETFLSMBIEFEITINREE

mIBAA S 2.5, 1 i A B A TR0 . Linux 32 2K I8 VLR 19 J3 2 I A W ik 722 10 43 1 A
PR X TE R AR T LA AT SR s F P 9 B AT AR . X b 52 AUy 20 79 45 B %2 4 19 e /DN e A
JSEU) g /N AR D) i R 8 — > TR A GHERR 55D 58 B IE AT 55 Bty 22 Y de /MR 2E 47 524
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SR —Fh A PR X 1% K IE 5B 17 A A2 T 1« 5 A B 3% F AR X AP AR .

JEF LSM HESR , AT DL S BB 3 F i /NRR LA EWJ—@*REE%‘*F—E*JM%J,%l?g,ﬂﬁru%—
AT PAT B B0 B AH N 1Y aE A7 AR X B AL O ik 42 4 B G1 ) A BIR BC B Z T AT R P
PR b A& i AT R e 6 Y R ) i A1 as A7 AR 45 1 .

B0 H R 132 17 A PR 2 45 Z 0 H AR e R SE 1T — 1~ iz 43 ACFR v [l By 1k i A2 )7
A E DT E M i Z s 1 PR L X 454 FR g A H A N H AR T s AT A B IR . FE [ A 45
VE 7R G0 & 4 A0 G 78 b o 3 AP 4% il ML 9 PR O~ sandbox, 78 2 Fp 4 2 48 4/E R 4e v 15 51 3¢
BN . BEEARTIEA RS IR F Sz BUE X 38 E N R 1 iz 47 A BR A B L 7 O S
ZIE LI ),

1. XI7E 2= 5l B A5 BR F 28

BT N AR e A PR 455 0 L 1 S 00 e AN PR A5 ) A ORL B L e SR AN PR b 2 R ok JEE
B L S B AR % s T A B O R N 4 Hb A B N R R AR L 2 2R i S B Y
A BIR 4 ol B ATAS )t B B T A /N R A ) SR DR B A A, SRR X R B (H A B 4
M AKE A AT RETC L R LT 5 . S5 kA . — L A EF 0T AR P 19 A BIR 4% il 1 12
H S ST A AR i A

o WHFUIMIZEIRAE . X REAE FEAR SR A (ECH O R & AT VS LT
O AT AT SCF T 50 LA R BR 55 o SCHF 2R EAE X R GE i) 808 & 4 P AE 7 8 2, 4 —
AN ARy 277 AR 48 ) 200 5 75 e kS AR X N R VEAURR .

o GHEfFEEE. BEEBERR B SHF CEbIE R E =P 32T, DL XA
T2 X FS PR AE BAAORDF £ 250 O — b . B AR 8] (9 2008 8 {5 B4 S 3 = N AE
HEBAF] A 24885 JEAR ] A3 25, i Ak & M (R 5 55 M2 (E ., /]
i 1 SOCKET &5 5 =X 19 ) 2% 38 15

o FHZREAE, XBRBFENPITH SR T RERENEE MsTRE, BKA . Kl
ol i RGE WAL BN 28 a5 SN L R AU R G

2. HME LSMERDI SN EEHEENMNBEFR

AT (1 T e 5% ek R R 7 ) B SCAE AN B B S 35 4F Fie X 102 19 84 L DA K A I 1) 9 ol
PRECGEN T AR . TEWE I B H N ERAEF 2R T W5 Z 2 DX LSM i 32 FF Y 89 1 & . BA
BABAES 200 LSM MR~ 44 - 65 DT 4 5 R 1% 48 o) R B80T M 314+ 5 . A HERR
i ST X R R AR T 0 TR) 428 ] 1 KB A T it 52 B06) 7 45 A48 A 1 2 ) pR . B
Al gLk L4,

3. BMEEHREMEMIT S

TE S it B 15 UF 10458 1 PRZUN , 4 1 sRBUE 3 IR I S 8O R G2 Ja 2 s AR 1 izdi
ER) EFUREE . IUUKEE X B8 | R SCfR B 22800 i I A (E B 332 E 47 PR 4% i) A e, s
i — L BB ERAE B EARM IR E RO XS . TR W & H s 2 5 SRVF AT 143 1 pR AR
(HRER A N int ( % inode _mkdir) (struct inode * dir, struct dentry * dentry. int
mode)) {7, AL A S Ei b mT DL A Hh 200 22 00 5 B S A0 4% Bk DL KB A A AR A N4
Ja 22 i current CHRTHEFR Y PCB 5 #4447 LI 3R 15 JEFR 19 PIDCGIERR A5 VLA L (H AN fiE FL 423K
15 24 iy R AR RIS it iz 35 A 0 35440 X5 o AR e Y 42 B A2 44
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AR O 25 i AR RS T B AT RR I (H &2 A2 24 3R 7 ) BB A D ) WP 2 S04 (FH 42 B A2
) X R MAPR B B A5 B A WA PID i JERR BB i nI W~ R 5145 55, B FE i
T%TT & 5 R i B B 55 25 R ) 3R HCRE A48 X6 7 1 AT PR AT SO 44 - DA R B4R 19 S 1K 4
PR B2 1) )3 T RE 5 A B 3R Hifth LSM #4E ok S B, W AR 3K exec $4F . DA 1M 5 55 5T
& PID AT P47 S 44 (8] 79 05 B 56 5 5F

4. NREENFENEIE

e b Y T A& S g b, HO R H sk R B9 SCF (B B ) SR8 I M BR i PR 4P L BL B
FRERA—-THEXA ETHEEFERLERNZESR T NEP L EAEERE. AW
— P FAF A4 2 i (HD controlleddin) PRAFBI AT . 52 30— > 16 7 FH#2 e (19 D77 0] 455 w1l #1
il s I FH AR B AT RE 25 8 S B 24> U 0] % G 80 22 Fh 28 B i 354 o B I 2 XF A PR e & W77 A W
HSE D AT RS O AL B, 5 AR SE R Y T K S B BE L 5 S B0 A R OC I RE
DA PR /Y L E 15 AE (AL 45 AR /9 450 W Br S48 2055 DL AR B i AL B T B s QAR L & 3
{4, BER A T Y R UCUR 2 4 HET BC B S N AR e i ALBR 2 AN 5 B L BRI DA R S SO Y

AR CAEAFTERAR AL B R B s OTE NI rp 75 2852 2% 09 808 45 79 D) A7 A PR C ¥
ﬁﬁo

8.5.2 ETF LSMHEFTEMERI

T R T S B S DB i 48 e R AR T 133 17 AR AR BE Ok iR AT L AR v T R S R
MAH B2 1) £ 15 47 B e A AR BR 45 ) 4 R PR UEFE e 1 FH R e 1) 52 38 4 AN 2 A1t BT 58 112 17 3
Wi, i N R T 0 S B RV A B DL AN D T . 1S D TR AH O SR ) RS 2 3R
PER Y 5 — A o E T o R b i sh S e BRI

o TTPATFEF SCA R sE B E DR Y. 38 5 N R AR 3 X5 N i AT $0A 7 SCA . — Bl TR AR S S
PESE R » BT 5 A7 8 o, Y AR AR & % B oA 1 5L R A b as AT I A N 9% B
ok, QAR I M Ol 2 OS2 B TR G . i T B R R AR R
(9 AT PR T SO o SR % 0 B0 5 A/ ) 53R L B O 55 o 6T g HH R e 9 AT PRt S
VEAT S AN BR AR 7 . X FE LSM HE 22 rp R 81 8 25 (F — P “unlink” 5 & DA 5 F 2LFT IF
ZOSCE A ol R A AU R R Y (I R G245 B T 5L 556) M Bz vl $uA T 314

o BAEAAECE R, MNRZ N HEF NS, K IEW 217 AU ZE—
(a2 AT $AT SO o 38 75 25 A O 1 B0 SC IR DA R il B SO an— A 1 2% Bl ok s
Fe L R A AT P07 SO i A 25 ) R U] AH G 0% B B SO, DL R RN 1 H AR SO, AR R
PR TR 45 15 KR 1) T 8 3 A AN AT e 2l i SR H 58 AR A7 B IR, 2 5 BU 2K B
K DI RE (B e R a, M m s, XX XHFREAH BT REA, — K HE
Az AR 7 i i 5 A AT $hAT A2 e TR iz A7 A2 v AT U5 e AT an B ok hE B
8 B B RSB R A AT R R e vk, BR X e B AN R SO % N R
Fe S AT P #2 B 15 0] I H 248 sl BR 38 7E ), X5 R Gk 20 FH A2 7 19 52 % 1 A IE
Wizt HAEEEZENE.

s it RAY . MHBIFERE NS ITE RN — A 4D 3R NE 2R A
FERVF AT EX ZE R T A Sz /. T IERAERG AL 1 JE 2 8] 59 2L A B
5 LI Can AR T Sy Y R A0 b hE S 1)) At JE R I A R 2 09 7 XTI 48 € N R
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FPiiEtT. TR T . b B3 1 — 45208 B4k (31 kilD iz b H #2 F
() E AR , DR o T 7 28 H A g A R 2k (B kilD iZ R s R R iF e E BT
Zb iz AR
TERRR 1 i e 48 € 2 R e 09 52 BEVE DR 3P e oK 5 i T AR B i 2 R M . O B 47 B
S I8 1) A PR 42 1] i el 7 SN 5 BN R AR 0 U PR AY L RP AT BUAT SO BOHE SO VB B S
55 @ AUPRAEC B S HAORAF Ty A e il A G I 2. 455 b Y [ 28U 5 40 19 JF & SL il , 59 T
UL IE A7 FH N 1 42 4= BIL I S5 80

8.5.3 ETF LSM BN BELEEF

LSM HE 28 1 5 - m AN 35 2 25 Fh SO L 3 78 55 25 b I 2% 08 (R 1 . T 2RAEM
T 2 = e o o o Iy O D I o L U A U - BT R R (SR T o 1 I o R (Vs
Windows R4t 1~ A Bl X i i) KB e .
JLF LSM HE 48 52 81 I 24 3% 2 45 ) 7T DL RA TR 7 T A4 ot 4 ) 3% i . (D DA I 4% 3 5 19 &
PR A A B R Z HOR S ), R e R R S P AR A RE AT I 45 AR s O MK
26 7 Y2 AL B PR UEAT 4 . 0 TCP 3 (R 472 UDP @ {7 . AHLUERAE M IRk 55 4% 38 72 5 7 v
s QMIEER I X 4 EdirriEdl, i B g 545 € 1P Hbhk A O #E1 738 15
YR Linux 2. 6. 18 WARAS security_options 25 F4 14, W 2% 14 3¢ A1 A7 25 il AH OC 19 #4
F R SOH L ) PR U RS AT DL T LA
* int ( * socket_create) (int family, int type. int protocol, int kern) ;
ZE T PREUEE B 8 socket BF I H .
e int ( * socket bind) (struct socket * sock, struct sockaddr * address, int addrlen) ;
A BREAE socket ZB5E #i bk IRF s H .
* int ( * socket connect) (struct socket * sock, struct sockaddr * address,int addrlen) ;
P PRECTE ] IR 55 4 A I 2% 3% 2 1 )
e int ( * socket listen) (struct socket * sock, int backlog) ;
A0 PR BUTE IR 55 M Wt 3 B2 s o
 int ( % socket_accept) (struct socket * sock, struct socket * newsock);
S PRBUTE IR 55 B2 A0 332 1) 8 T
e int ( * socket sendmsg) (struct socket * sock, struct msghdr * msg, int size) ;
5 PRCIE U ik i iR A
e int ( * socket_recvmsg) (struct socket * sock, struct msghdr * msg, int size, int flags) ;
58 oRBCTE B0 2 W 3 T
VBOTT I 0 28 32 1 i 45 ) 2 4, DA B3k 3] 92 e 4 ) %2 e 10 420 1 A5 g mT AR 9 T eR B
S I RE R A% ] R L SRR T A 2L R B B RE N B B S s T LA S I BT A B Y X A R
il I HE .

8.5.4 ETLSMHAEXREXHREFRE

Xf—NZHPRG (M ERFEILRS) , S HAE RGP EBE R AL 7 AEN f D7
) 22 il AL D L B FH P BCHE )5 T I 22 Al 25 0 & 4 BB 0 e B HE SO A BR 5 B S IR
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i R G0 IR — SR S 5 A% . WISR RBAE 15 VF R 5 )2 1 4 A6 AH N i 45 i AL, S — 38
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S 40 SR iz AR A H AR s o M PR AF i 2h ik A7 28 5Cr . DY O AN B8 R B 5 At st 5 B0
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ASTESE B 2 T LSM 1Y 5 98 7 ] % ) 5% e H o S8 8 — A T B ) J Y AR e, AR T TR A
F A AR Iz R R R G Al RS JEAT T — 2P T A S B T4 H AR T &5 1) AT %8R 1Y
AP LATEA T iy R 8 R ge 2kt B A AT S 91,

8.6 AN # /D4

ARTETEQ A T — AT LSM AL i SO U7 [ 458 1) 5= 4t [ 8 (9 T % o A8 A 5 4G 5
B Z R R R 8 o S FE TR LSM ML 09 T AR R BR . DL anfe] A1) B LSM #IL ] DA PN % R B
I =5 B0 5 5 U7 o) 45 ] 1 T & 0 % i A A F i — A SE e p IR U () 4 ) R g, A T
J2 S e X SO B SR BR B AE R AT T U R

AT TF K SRR T W & LSM HLl AF . if Jg s 1 Hifth — Se 80R IF R 3R B AR 40 45 .
Qe M — 40 ) FAF RS s DA S BRAE B i 3K S AR s A0 24T Linux WAZ B E IT % .
iS5 s W EAT Linux A% I 4033 B35

AT RJETEA VNS TE R B R G A SEAE E AT RE AT iy A PR L 2 F LMY T &5
B, AXMEEETUENRER RS IR F LG 8. 5 Wy BT AL BRE H AT T
— W IT R SRR .
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1. 255 B 8. 5. 4 5 rh UL J i ST 8BS 48 5 40 B A 7 11 1 285 B iR L LA K 4] 3 BR 1%
583

2. MG B M RYE BF,8. 5.5 9 3E T LSM 1) F G2 % W% U7 5 [ o 11 & 4 1) 5K
PR 58 A 7 WP S e 7

3. T LSM MLt 5 B0 I A AY SCAR O B A8 IF o B2 A X A7 i 78 DR Bt F8 S e vh i) B it
froomas b B, 275 A] DUk LSM AL 52 B0 i 25 A SO R B AR 2 SR Rk 08 S, N 3% 7E {7 Ab
S AL AR 1 N 5 A A AR Y

A, SO0 U SO Yy XSS B N AZ 2 AN 2 22 1) i B G AR I 2 5 R R s
TAE?

5. kTR O U & SO S B N A JZ RN, U2 22 (8] %) B 38 45 B 2R 7 1 45 O
Bl b R 25 L 5V S A 1 AR N 1) b PR pR B i 1 AR T E PR TR SO SR A
WA T 1) I & SE b b2 BB R P X & SR AT 1 3 (read) B4E L S L EFER R R 2
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415 0] 35 A 2 fa] SC IR 2 A b Bt 18 0T 19 12 48 9K 27 R &30 2

7. TR ASEIL LSM 54+ pRET BB 2 S A R IR 29 E B2 AT DL A AT E
W57 AT RENIESH R SIS A NSIE SR A ER WA L HITE L7

8. Ty B[] iR A0 fef i AT — 2R AY R struct dentry 1Y 45 AR AR 6 W 19 4 B A2 24 7

9. TEF G0 )8 H R Z (B 2 9K 21 ek O 1Y SE B0 R (el AN B8 E 482 U [l W H 2 4% 5k 1Y 22 o
X . M2 1 copy to user/copy from user PRZUF [B] 42 17 1] 33X 26 2% i [X 2

10, TEACTE Y IF A S B b o dn S 1) PN AZASE Bohn 28 i) = 22 58 iR 28 T 4E 2

11, 7EART P2 A3 T LSM 2 7 iz 17 APR 355 1) 19 T A& SE B vp , i 5 ZEXF Bf L2
FPR A7 455 1] 2

12. 35 LSM AL, 3 2 7 0 84 1 eR B 7 35 S R e Ry W IR U5 0] H AR A A FF
R AT 7

13. WR NN E R MBS, 2 LLEF LSM HL . 78 Br 3 M %9 A 0z 2 -7 pR
20 S 30 SO BN 25 1O i

14, MR Xt Linux R G VAT NAZ AR T+ KR BERIETLEE .
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ASTE ) AR e 3L F Linux W RZ G0 B4R B AR S8 — A v ) H A &R G e A,
T E gz SN H R R RG0SR T IR TE A Gz R Y &R G PR AR S B
B ENEZE R ARG MR 2. R RS Y RIT & 908k .

9.1 MRS

rEEZERGED.HE Wligﬁmﬂﬂ?ﬁﬁﬁm AP E B R R R G ) — e S E AT

N RGEPTAFTER — e 2Rk, AR &S5 H a9 7E T H — 4 HAR S ) g 81 an fa] 36 F
ﬁﬁ'iﬁﬁﬁﬁﬁﬁ*?ﬂﬂ—f\xx;Lﬁ|]Jm-%xﬁﬁgg/‘*mﬁﬁ*ﬂ}7% MAFEZIH— TN

REE HEME M H EFRS.
ATEIF i H R A R G Fe AR B, HO6 SO AR JE A7 id sk il Hoad sk i N A PR T
] B LI A SRR 24 H P 2 Ui ) 7 SRR F s & 5 ) L e s [n] 1) S 48 DA S BLAR Y
Ui Ia) sk a) o AT A 2 R AT SO RS S5 U7 M 4R AR A, AR T 228 H open R 48 H H 4T JT 3¢
F BOHAS T A& e e rh H AR R G0 119 55 31 32 22 5% #1048 open F& 40 A FH 119 40 38 pR 2K, JF 70 BT eR 4K
fé/&ﬁ?ﬁiﬁ-‘)&fr%lifﬁﬁﬁﬁ.m H’J-i}?rﬂ FRCER . AR TR RFE B T AR e A KR
H &R B o R etk GE L X B R R E H S (BRIA N /root/ testaudit) T ) U AT S
fif’lfﬁ“l;ﬁ[lﬁﬁilﬁiﬁ
AT SR R GE o A PSR Al 7 S . — B 2 e R H AR (R B Linux R
He, iz B 25 E R B — K open RGOS #4150 H &G
B, JF Hafi i Netlink HLHEF 215 ) H 3528008 & 020 2 %—%%%iﬁﬁﬁf_‘iﬁﬁﬁﬁfmﬂ:
AR Y 2 AR e N W A% 2 DL Netlink AL &2 325k 19 H &5 B R D 40 I X FF
G TETR M H & Sk,
AR RGN ZBEWME 9-1 s,
Z RGN AZAE R 4 £ E 52 B open F2 40 A FH %) B 2%, DL S AH OC SCHF U5 Il 4524E 19 H &
5 R WEE, MWIhRE BRI iz A 240 & UL IS ER a0
o WAZBLHRA) LRI PR . 12 PR B 35 22 58 B 7 T 1 TAE . — J& 58 B open 3 4t I8 H i1
AL Bl — EWM TR FEIRE RGP HA O ELZRHEE R iZ R XTI open R4
i FE %) A 3 bR R 11 1 ik 2 R A T = S B b H O BT Y pRESC, B ERAE (R BOISCEE o
B, R RE R open RS0 A FH 9 AL BRpR LA O M ik PR Ak s — & 5E i Netlink £
R GE A TAE G0 G a0 AH B ) E 87 8 1L LA KOR S 5 & W A2 77 19 PID G 2
PRIRAD) DME T HRORREW R H BF B & M & X 8 H AN R, WEREERY G
RECTE N BE B I 2 2 # Linux WA H shiE H .
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o NWEFBIEHRE . ZREAE N AZBIE#HB 8 Linux W A 3hEH . iz R EE
W5 N A HA) G Ak pRECHE B i T4, BRE R GE 8 F A 1 &b open 3 % i HI 1) b
PRPRELA T HBhEPK 32 R )5 R 1) open R &GV FH AL FE R B A Ik . 55 2b i R BGE
T 2 Al A Netlink &4 524 1 Fr o0 BE i w5

o REFEEUERE., BIERFEWEREN A DRI — B8 N BRI G LR ES
AF| open FRGE1E F Y AL B pR A 3 HE R T b, B Y Linux &2 open & 48 H
i Z RS B REGES A 39 Linux W . ZREUN 3 Z I REE 0 b i
% open W ) B F 3CFE B A open IE 2 i) 1E B R R AT S P A5 LA T IF 3C
i SCE 2 SCHEAT IR s (B3 V' S5) S5 0 i BRI oy — 3t 5 B T 4F & 08 R 1
open Z 4t 4 FH Ab PR pR L, UL 5E A open & 48 A FH N 122 5 B Y SR A T RE

* JLF Netlink ) H &G B AKX . &0 F 2R 5 ERE B WREm B E 2 H R F R
¥y 1 B AE B P Netlink 2 3C . 48 5 38 3 Netlink 42 FURF 20 SC & 2% 300 Z W H &

W HER
HiE léiﬁﬁﬁﬁﬁﬂ | M Netlink 3] 1 |
HAE AT B HE s Imwutmm'
CoRBIFECH | Bl R s
:I::
H A5 by L 5 + W2
O S i EtEA
|r open ._: |}%f S gq{;{ L - _.._IJ’F!::J: Netlink El' o
A i ¢ IE[H | | EELRE
953 1 I N (. -
AFRTA 12 TR R
------ e HE
| I open I L CER LR
: W %_ PR S

BE9-1 ETRZAAERNXGHIEABESREEEEN

ZARG T H BN AR RS SJLIIHE: O M Netlink £ H 32 BOAN 2= &
BRI H AR B O BOR Y H A5 8 5% 16 AT 352 #9420, TR A7 7E 7 48 E 19 H 38 X
P,z HAE R LA 17 /9 5 25 3l an 2R 2000

auditdaemon filename # filename HH P #8 &M H & 3 4
auditdaemon # 7 filename %, BRINH EXH N HETHFT B log

Hrp auditdaemon 8 H & N FH AR P 09 ol $47 SO 44, SR 2451k H BN HAR P iz
fr.onf s ps S EFHIZH EN HEF RS A58 o kill 454 %5 1%z H & H 2
]_-?—L'nm‘a

9.2 W H BB

] 55 8 T UEATHY LSM & @B IF A& —#F . B T R G0 A H #2350 R 903 N % H BBk
R Linux JUEEAS N RZ i 25 F o I sl 45 8L A B S8 20 i W AZ BEER T & I 22 ] 3
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1 AR50 R BRI 5544
9.2.1 HHEHIMEFERE K EH
FEAS 25 J A R G0 ) S PP s B0 N DL i BUEE A5 R K R BN

1. ZE#31{K tast struct.fs struct & current

HEFREFE I B (Process Control Block,PCB) B#ER G P 2 &, B {E R Aw 17
JERE A H A B A P AL T R ARG S AR B R S KR PR B, IERG —
BA#E— AR S iR B — > PCB. 7E Linux #1E R4 . PCB XJ N 1) 45 #4 {&
SRR K tast_struct, IZ G MK E L TE Linux WAZIEACHS H 3% F 1Y include/linux/sched. h X
. task_struct E—HERW E R EH, HP Q& A5 B EAT R LD F2H]
N LLF LA FE .

struct task_struct {
I;.id_t pid; / /3% R X N Y R AR AT
:id_t uid, euid, suid, fsuid; //uid F~i% 3 B2 XN B9 F P ARiRAF
char comm[ TASK_COMM_LEN]; / * iZ#ERE XS L i) Al AT X2 (A EHRZ), BT 16 FA K * /
s“;cruct fs_struct * fs; [/ 5K X RGE R

¥

H &G B R T2 T AR 23K open #A/EHY | F UEE . M open F G018 H Y 40 2
PRI ER AL CH int open(char * filename, int flags, int mode) ;) A&, M\ open R G 1=
EOM [t b 3 ek E R [BUE b, AT LR AS SCR T IR EE R 0 B F CE R, BAR N, NS %K
filename K15 B 3T IF SCHF 09 SCAF 44 - NS B flags TH kS SCHFT IR B X G2V B 55) . AR (7]
(B AT DA ZR FN AT T #4225 0l 2

SRS AT IZ ST TFERAE 09 AR AH G A5 B Can gk BB A5 U P B U L ml $A T 2
Y44 55) »ita B U5 AT % open R G A LR 1K) PCB. 7E Linux R4, ol i %5
’Eﬁ% current FI’:J')‘J:‘T:E aﬁi&r’ﬂfﬂff—ﬂi open fﬁf‘\%ﬁ”ﬂ FI’:JﬂIﬁ FII‘J PCB., current I'?E—’T“%Jn}‘ﬁ Flf*l
e #1722 i 38 ) I 78 S0 T JE AR 1Y AR 4% il BR 45 44 i i U () 22 H current BT 4 18] 45 44 1Y FH 5C
I BE ARG PAAT ST PR AR N F B, AKX . M current — > pid K15 AT 1%
K SCAFT T3 AR AR A9 E B A7 IR AF . DN current — = uid 3815 iZ B A P R iR A7, M
current— ~>comm R IZIEFE AT AT RR )Y 44 .

FH P e 4 #2833 open R GE R H LA ME &2 B, B 8238 13 Z 8 filename PRI N B K
i 7€ H AR sk vp O B AT IR ) SCHF A A G 3E . BN filename W Y SO 25 AT HE /2 M
MR H s IR 1Y 4 26 72 24 CRP 28 X0 i 42 ) o 0 AT E 52 M 2E A2 B 76 24 i B sk T IR 19 Jmy i B 42 24 CHP
FXT AR o AR AR b SO AE H AR N 18 5% By 8 7F SCF 1Y 2 B8 A2 44 WSR2 % 17 A X B 2
28 HOUE Bz 5k H AR sk T AN RE A € WP~ ST =2 8 U [l 9 BRI DR 2 2R AN 25 JE FIr 7 H S Y
A, R G 4 H S AEEZ A [R) 24 1 SO
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# filename F7 I SCOF 24 O A R A2 44 B R A5 0 SCHF 9 42 A2 44 i R A AR H o
F N HH R4 R R 5 O A X RS PFSTE R, SRR IR il — 12 a2 S E 4
TR B S0 g2 24 W5 B 3 current — > fs, current — > fs fg | — PR ALK
fs_struct MR Z WK E XFE Linux AEIEACH H % T 19 include/ SCHF . H F IR A
A UERE MO HY SO R G i B R GS T

struct fs struct {
atomic t count;
rwlock t lock;
int umask;
struct dentry * root, * pwd, * altroot;

struct vfsmount * rootmnt, * pwdmnt, * altrootmnt;
¥
Hirp pwd #8111 2RB M struct dentry B H R E5M) , 1 current — >fs— >pwd A
VIARA Z IR0 G 1 H SR i H SR IMES . AR4509 8. 3. 1 1R Bl A 1 4o fa] 8 1o H 5% 391 45 44
ARAF XN B SRR 2RI J5 5 1T L3RS JF 72 4 A H Sx i B2 . PF 5 AR X s A2 1 S
2 s BLRE ARG — D B SR 44 .
2. Z5¥4K struct sk_buff.struct nlmsghdr.struct iovec

HH 3 2 FH 2 A A% )25 A ik 25 ) AS 8] A Rz A e L 2 i H AR R R AR e O A g B B2
BEC N B S 2 2 Y HGRAR B IR IS 228 T TR AL 52 00 9 A% J2= 00 )2 22 [al i) 25040 1%
B, TEART R IT & SR, 4R ) Netlink ML 58 18 N 4% 2 #1628 39 8008 28 4. 788
7 A% 326 1) B A9 15 B Netlink B4 AL iy o A2 b 7 B30 K B a0 F A9 &4 25 49, B struct sk_
buff.struct nlmsghdr A& struct iovec,

ZERIR sk_buff 245 A4F 2 40 50 80 W 25 D3 130 HE S50 L 3l S I 28 R SC (TR 2 Ok
35 1Y A2 SC o 38 S DI 283 1B 31 1) AR BB i SO EBAFAEXRT I 1) sk_buff Z5 K 2SR TGS T
W SCHT A RS R B AR 28 U i & F RGEM . sk_bulf ZM KRR 22 . A 2501
UL E R AR BAR AT A2 W Linux 19 N AL LA include/Linux /skbuff. h,

TEDEAT AT J Sy s 25 90 K B R 85 M AR SC i 51 28 J i v ), 2 5047

o len: e SCHER AT AU K

o data: x SO EHRE 21T, I EE 2 2 A X T 1P PRS2 KM 1 Netlink #9788 3k

F WA SRS,

# K Netlink #8219 1 DA AR OC B8R S5 M TEAR S0 T — 5 ik .

3. ShEReR Y

FEAS TS B i) T &2 LB L fF S 2 Linux WAz P 240 Zh 3B ek &, 8 T PRI T 1 1
SEIRACAY L 3X B e A 2 JLA B2 AN R £

e struct sock * netlink_kernel create(int unit, unsigned int groups. void ( * input)

(struct sock * sk, int len), struct module * module); ZREZH T4 & — 1~
Netlink BRIV EREFHE N . — HREPAT L L R EOR [ — D EEF 4 485,
TR AR EREFRE O, 2R BRIASEE LT .

¢ unit: Netlink fPp SRR S, 020 5 FZFE P #Y Netlink PpilC5 A — 20 XA
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REETZERTS FIERBEF N ERT EEXT N OCER i 72 il {5 .
¢ groups: Netlink EREF AN X B iE A 0 BIA],
¢ ( *input) (struct sock * sk, int len) . [719& pRZC 1 b hE F8 £F . — B A #it CH K%
ST, Netlink HL#1 2 A 208 H i ek B0z B Y [R] I e& % [ R X0 i) & 52
TR IR MR A% 1 25 ] PR R .
¢ module: NELEW IEEMHZEZFT A FH XS BAER B g 12 b % i N
THIS_MODULE, & EN7E 4/ 2 e (Bl Q) @iz E 7 YO h i il iZ &5
* int netlink unicast(struct sock * ssk. struct sk _buff * skb., u32 pid. int nonblock) ;
Z KRB T 145 € W JE R CHH 24 pid R0 & 3K — 4> Netlink JH 2 . S5 ssk AR
W netlink_kernel create QR P EFEF . HIEHRMP N EEFEOLEHE ., =
B skb fFCFF &£ WTH B . B data 338 7] 22 % 35 1 Netlink 1 B 4549, 1M1 skb 1Y)
FEHIRRAE THE M IEF B . S5 pid MEWGE B2 1 PID. Z %L nonblock
RN ZPRBE M N AEBH ZE IR 12 pRECRE 7R B0 B W 22 A7 nl A A inf 57 B [m]
AR N 0, iz RETE BA B W = A7 mT A I B I
e struct sk_buff * skb_dequeue (struct sk _buff head * list); ZeREH TG
Netlink WA FHIE B, 1% Bl —> struct sk buff 38 &1 92258 H Y data 1
T 18] S PR Y Netlink 3 8 . FEAR T 1Y IF & LB P iZ BREUEE Netlink 28255 19 [7] 7
BRECH A A R SCRLERZE TR E R BOE o 5 Z R B S — 1 1H B CRD
JE X RE Y sk_buff 548 1) AR 5 FHAE BRI BN RO TH .
X 8.3, 1 T L& Ak i aR A AT pR &, X BB . S o, — B8 DLy T H o
. 0N AF 53 B PRET (kmalloe) 22 77 X #) U6 1k PR E (memset) 5= A5 53 & il BREL (strpey) | 5F
7B HE B PR (strepy/strnepy) 55 . X AR Z2 32 8 1 5 FF A B A= X B 50 AS B3 4 ) A

9.2.2 X .=RZTEENFMH

1. ZRRIRB LIS K B /Y KT H

# include < Linux/module. h> //#47 485 45 72 Fir 06 201 6 & 19 3k SO
# include < Linux/kernel.h>

# include < Linux/init.h>

# include < Linux/syscalls.h>

# include < Linux/file.h>

# include <Linux/fs.hp> //7F T RS T B SO A OE R AR
# include < Linux/string.h>

# include < Linux/mm.h>

# include < Linux/sched. h>

# include < Linux/unistd.h>

# include < net/sock.h>

# include <net/netlink.h>  //{# ] Netlink #1 i Ffr 275 89 3k SCHF

# define TASK COMM LEN 16 / /33 X N B AT $AT SO A K
# define Netlink TEST 29 / * B EH N RN EE B2 E T &35 B Netlink 5 * /
# define AUDITPATH "/root/TestAudit" //XFiZ H & T B X R A #id 5 T
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# define MAX LENGTH 256 / /301 24 W) B KK
2. AZGEFERERBINIHNEET=E

void ** sys call table; EALE XN L NS =3 5E: 1

asmlinkage long ( * orig open)(const char * pathname, int flags, mode t mode); /* FH F{R&ERE
3 1 open & 4t 1] FH Ab 3R pR Z Hb ik > /

static u32 pid = 0; [/ 5 W ZE B #E 1T Netlink i85 B9 B & N H R Fr 09 2 B AR R AT

static struct sock *nl sk = NULL; //H T Netlink #H{EHIEEF

3. AH=M

£ 8.3 T e TR 40 Pl ik 1 AR e D1 2 3 gy e B P AR B ) 400 46 A pRESORT T 5 PRI i

K FEAS T 2 5 B vp o N RSB 18 ) G A pR BRI R 51 R B BH A0 R

module init(audit init);

module exit(audit exit);

H A R E audit_initO FIPREL audit_exitOQOBARFT T ALERTPHITH S RE. A
# T open F Ge il I AL P ek ZA T bR A9 B2, DA S JE 4T Netlink B2 916 TAE. R
# 56 W5 0 AR TAE , BDFE 2 48 A 1 Hb ok 28 vk 52 5K 11 open 2 4 ) FH Ak 281 bR £
Hihik , I 4O A RS Netlink #20 .

5 8.3 W [RIFE A FE iy L X Bkl i % MODULE. LICENSE 75 B A5 He (34 7T 3F , B
LS

MODULE LICENSE("GPL");

4. FHENX

TE ZR G0 1 Wy ) o 6 vp o B TP B 6 B — NG5 AR struct idt_descriptor, 38 £ % 45 14 7]
FLREARAG T W7 A0 B pRZCA A T LhE o AS T 2 92 By 2 3R A5 0x80 5 v I8y b JH R &R AL 11 3
hE L 32 v 2 FH R Ak 3 3R g0 JH FH Y

struct idt descriptor({

unsigned short off low; / /3% Wt 5 4k PR pRZLAIK 16 {3 Kb ik

unsigned short sel;

unsigned char none, flags;

unsigned short off high; //Z W a4 PR R B 16 i H bk
}

9.2.3 HREARMINEEEIT

7E 9. 1 90 K A H B Y T RE 70 8 A~ 38 43 . AR B0 ba Ak . N AZ R B v
AR (R BUAE . BLF Netlink i H BF B AL, T4 403X 28358 55 Fr v S 3 1 ek 8.

1. AZEREEL

AL B W AL 0 32 22 52 iR S v FH B 20 DR AR (5 Bl e 0y R Futb ik 'S5 A £
S8 A O ik v open 2 G0 R Ab B pR BROE B B 47 B 158 4 1 ME S TE T ARl 3RS R
Ao A T b 26 ) 5 bk L 5 AR A T E A — N F Netlink IWE Y, X EEW
KT LA R &R

e static int __init audit_init(void) ; & PRECKH WL H 9] U6 1k pR B, 78 P AZ AR B 4%
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F Linux W g B30 H . 1% sRECE 58 FH PREL get_sys_call_tableO) 3815 &
G A DR a2 5 H A 2k i #4E S Bl 4E R 2L hacked _open ()
K F iz A D HbhE & open R 48 V8 FH 9 &b B8 pR 20 A 1 Hb bk [6] 6565 I A 1Y open &
55 1) FH Ak B ek B0 1 HbhE AR AF 2] 4 Ja1 28 i orig_open P, 5 5 U FH PR ZYX netlink_init ()
JE M Netlink E8F RO NP HK.

* void * get_sys_call_table(void); ZeREE S H BREL get_system_call O K15
F G0 H AL B pR B CRP 0x80 = v Wy ity Zb B pRZSO 1A TR HE . A5 4 30 FH A B ek 2
b B R VA D AR R 5 HAZGI FHRAER call T8 2 S50, BN E R
TE call ¥8 4 09 J5 1 . 1M 7E 2 40 8 FH Ak 3 R B X BeACHS v, call 38 2 FE S FH 2 G
HA O hE R H B — . ARYE call 38 2 118 2 15 (0xff1485) ¢ 1E . M FR 45 13 FH Ab
PR pRZCAY B T HBRE T 4R 02 71 18] T S48 8 T 3R 15 0% call 52 MU E, H R Y
N 25 BN R 48 U8 FH A 1 i b 3% 1 7 ok

* void * get_system_call(void); ZeREH T 3815 R G0 8 H AL PR R 20 A T HhE , 75
Linux " R EE 6 HAE B — PP e ok oo by (R R 48 A Ba) A4 . Hoh i 4w 5 0x80. 1E
Linux iz fraf 2 vh, e A bt 26 COCRR S v B ) 5 58 09 1 b ik — B AR R AE
CPU Wy —2 ) & A ar IDTR . AT LLMIZ A7 A7 a1 32 B W 1) 5 5 1Y 1 b ik
A _E 0x80 x 8 (v Iy [m] 4 R AR Ity 8 S F ) LB AR5 Linux 58 4 i H Ak 3 R %X
(A ik,

e unsigned int clear_and_return_crO(void); ZRETEREL audit_initO PR, #
HRGERMAA O HIE R Y B oL 24 T 5 R PR A audit_initO 7E1& 24
R A D kX Th i) open F& 40 18 FH AL 28 R ZCA 1 Hb hE I T 20 % eR 2
170 s 5 L AT B CPU 2 %7 77 4% CRO ISP B HI6 . XAETEB S RSN
FHRY A sl 2R i . CPU 2 Z00g B U5 [n) 99) B8 010 5 5 L5 47 . i BB iz mrp
(IS

* void netlink_init(void); ZPRETEPRZEL audit_initO Wi B & H b PR ZL netlink
kernel createO) 48—~ 3 F Netlink 1) SOCKET £: 1,1 SOCKET £ 0 19 £ =
Bl R B N R B nl _data_ready O . IZEEFEOMLRGFES D &
nl sk /.

e void nl_data_ready (struct sock * sk, int len); ZeREHE I E NP8 SOCKET
& DAY EOE B8 7 R B, 2 iz SOCKET e MW 2| H 8 N H AR i A& 16 ok 1 2003 1)
SHFAZRE. HENHBRFER NN, 2% [ O PIDGERAR R &% 3
WZJZ iz R F 2N SOCKET £ 1 iy 8 W08 b i b e & H 25 07 FH 25 #2 1Y
PIDFE.JFRHRGFI 2R/ ZED, IEEIERESNHEGER. &&T
Netlink # SOCKET £ [, 85 H S5 B € 1 A5 45 H % PID bl iy H &0 A

2. NEERIEH

S e Ve 48 5 40 9 e e 26 A

* static void __exit audit_exit(void); % PRETE NAZ BB EHI 288 A 8 H . 25
REAZRE R G i F A 11 H bk 22 0 1Y open 5 4e I FH Ab 38 R S0 A 1 HbUhE P 52 00 70K HY
open FZ Gu i H AL B pRECA DUk . [R)FE 78 AT Pk 52 5 A4 nY R I, 2 9 BR A K 52
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HEW AT A CROMBE RN, &5 % KRB CTE PR EL netlink _init O P & 57 11
SOCKET #: 1,

e void netlink_release(void); ZPRETEPREL audit_exit O I H , FHF BRI 43 BL 1Y
Netlink %5,

3. F#IEFRUWE

PR o 1 D e 2 WS SCHFR AT I AR OC I H 3B AR B 28 Jm i H 3R B A& 558 70 11 eR RS

WS B H AR B AR ZE ., iz EEAE LTI F 2 REL:

e asmlinkage long hacked open(const char * pathname, int flags. mode t mode); 1%FR
RO AT 3tk K 7E N AZ B ) BRI PR B audit__init O FE 21 5 G20 A D i
2, DLEACR R open RGTIIHI AL PR R ZL A I HHE, H T2 REU A B H#EhE'S
A B FRZGe i A H R 2 b, PR 4 & 40 b A 0 AR P P47 open £ 4o i H AY I
{5 IZ PR EC =B Linux 240 H s . iz s &R 35 2200 RE 72 1 5% 8 H 5Lk /9 open
Z 50 U8 FH Ab 3R eR 2, AR R R HH R E AuditOpen O #3847 H {5 B A ICAE Filid 5% .

e int AuditOpen(const char * pathname.int flags, int ret); ZBREH TN H &
5B AR H v — 0T 5 AT 55 2 U PR get_fullname O 3845 Fir 7 JF SCHF A4 4 %
B2 R R R R N B B2 TR — S o X b 108 B H 3R &% 3% PR netlink
sendmsgO ¥ H HZNE &k H 2%

* void get fullname(const char * pathname,char * fullname); 1% PR ZH) I HE 2 3K
AT I A 2 12 24 PR S R R AFTE 22X fullname T8 MY ZZ P X P, iR ECE
FE M current— >fs— >pwd K15 ) H X 0 1) H SR 45 4, SR 5 3815 1% H 5% 301 %]
WA 24 CHAR S F2TE W 8. 3.1 35 “struct dentry”, iX B A HIZER) . iZ 224 PF&
Z % pathname 5 [ 1 CF 2 J5 . 85005 3] 1 2042 44

X BT B B S A TR R S R P AR I A B AR 4 W SE AR TE — E MR B L QR S 80 A

1) SCH24 AR A 24 HAL 3 1) B2 H SR a9 [B1HR (. . / TestAudit #9220, Brit & H )
R A A 2y, WY T B Sk B AR N /root/test, ZEAE A MY A X B2 N/
TestAudit, W FHF2 7 2215 0] 19 52 bR B8 42 A /root/ TestAudit, M A pRZCTH 5 19 42 B8 12 44
H/root/test/. . /TestAudit, AT TF & HHJE R R G- 1E — € 19 % 2 iR . Bods % 7]
PIEEZERZAGE P RGEH HEVIN B CFd, FERETFIZERRGEIITY REIT &5
BRI, AT DL IR T #F 0 A 2 B A R BT 5 Y A B AR 44 AT TR A9 A Ak FRBp AT, G B
AHTEIR,

4. ETF Netlink ) BEE B XX

ZAR o1 1 D E R K N AZ A B AL 2 Y H AR B0l o B 419 SOCKET #: 1 & X% H
AN AR . G A S — A PR
e int netlink sendmsg (const void * buffer, unsigned int size); 1% PR 208 o 38
Netlink M E.3% % 15 PREL netlink _unicast O BF B2 7E buffer ZZ 0P X 1Y H & s
KRB PFrRTER) SOCKET & Hrp, i A= /9 H SR A ¥ & iz SOCKET #&: M
H S SRR A O Y H R B
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9.2.4

REERMEER

1. WRF B ER S

static int _init audit_ init(void){

void

void

unsigned int orig cr0 = clear and return cr0(); [ * HFEEHFFELS CRO N EHFP i EIE
AL, IR FF CRO ZF 77 2% O R IR 1H * /

sys_call_table = get_sys_call_table(); //3KERFRSG A A O Hht 3% A& Hoht

printk("Info: sys call table found at % 1x\n", (unsigned long)sys call table); / * Hiili
FE A O Hht R 8 E Hdk * /

orig_open = sys_call table[__NR open]; / * {£7F open R 4¢ 1 FH /Y 5 &5 Ak FH e B A O Hb 4k,
__NR open 4 open #] &4t 5, i% 5 X Wi open % 4t il F 4k 28 bR %X
ERGE A ORI A E * /

sys call table[ NR open] = hacked open; //H # open % 4i i FH 1Y 4k ¥ p& A O b

asm volatile ("movl % %eax, % %$cr0" : : "a"(orig cr0)); /* PKE ¥ H & FF2F CRO HI{H,
Bk & HE Ry R A7 = /

netlink init(); / /34T Netlink #H 26 %7 i 1L

return 0;

}

* get_system_call(void) { /= iZKREH TIHKERGFEHALE R A O HHE, B Linux R4E
Hr 0x80 5 H Wy 1) Ak B oR Bl b Bk« /
unsigned char idtr[6];

unsigned long base; / /FEAE o W ) B R A B bk

struct idt descriptor desc;

asm ("sidt %0" : "=n" (idtr)); //EUHFHNEBFFERNE

base = * ((unsigned long * ) &idtr[2]); //FK%5 Wrm & RAE #bht

memcpy(&desc, (void * ) (base + (0x80 % 8)), sizeof(desc)); /* FRELH RS HA P
Wr (XTI W58 0x80) R R, H TEBAFTHHNEESEWN L 8 F
W, BT LA o i 45 B TE H T ) 8 3R A R RS H ki b (080 % 8) % /

return( (void * ) ((desc.off high << 16) + desc.off low)); //¥EH#bhtiy 16 £F

* get_sys call table(void)

void * system_call = get_system call(); //3K15 Z Gc 1A FH AL HE eREL (0x80 5 H W7 ) A% 3k hiE

unsigned char * p; / /i B 4 45 £ AR &
unsigned long sct; WE 2230 1 NEE B L 0P b k3
int count = 0;

p = (unsigned char #* ) system call;
/* TEMTEAERGEHABRBOARBE PR EK call LA E, call 5 IE LGN
“0xff1485” % /
while (! ((*p == Oxff) & ( * (p+1) == 0x14) && ( * (p+2) == 0x85))){
p++;

F

if (count ++> 500) { //HBEREEEH T RZE AL AR OAEEKE, X FEER
count = —-1; /B A Ik
break;
}
}
if (count !'= —1){ /705 B R R 2 1k, i R RIEEE H Ak
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}

p t= 3; [ * Bkt 35 S, REBUE — 1 E 8 BB N REEH A O #h
ht Fm E HLHE = /
sct = * ((unsigned long * ) p);

}

else

sct = 0; [/ &A I3RS R0 A O H bk % 605 ok
return( (void * ) sct); / /3% 8] Z 40 F A O #b bt 3% 54 & b bk

unsigned int clear and return cr0(void) { //iEEIEH BFFF2F CRO F 195 {#H# 2 3 &7

}

unsigned int cr0 = 0;

unsigned int ret; / /1577 CRO ZF fF4s 19 R UG 1

asm volatile ("movl % %$cr0, % $eax" : "=a"(cr0)); /* ¥ CRO FfFar R IG{HIZA B
& cr0 o x /

ret = cr0; // ¥ CRO T 7 e B R G HIRFE 2 ret

cr0 &= Oxfffeffff; //1& 2k CRO HIME, K H 26 16 A (BB R & dlfr) & 0

asm volatile ("movl % %$eax, % Scr0" : : "a"(cr0)); /*WHiEEEHREPEEEGINENE
6] 5 F CRO #F /745 * /

return ret; / /¥ CRO AF FF 2% O R 4G (B3R [8], LA T ¥ >k ¥k & CRO 2 77 2 B {H

void netlink init(void) { / % B E — /> Netlink Z5FI ) SOCKET 2 11, R FiZE O S5 HBERF

}

AT E R, H Netlink FH LK B S L5 W HEFH B
Netlink Pl 5 —3. iX B Ppil KB S E N 29 % /
nl sk = netlink kernel create(Netlink TEST, 0, nl data ready, THIS MODULE);
if (!nl_sk) { //RNVEE R, HEAT A R Y BT TR R
printk(KERN ERR "net link: Cannot create netlink socket.\n");
if (nl sk !'= NULL)
sock release(nl sk -—>sk socket);
}

else [/, Wt R B
printk("net link: create socket ok. \n");

void nl data ready (struct sock * sk, int len){ /* 7E3TF Netlink fY SOCKET ¥ O A ¥ i 3 ik

B, Linux PN B sh 218 FZ R %L = /
struct sk buff % skb; /718 B S 25 v X 35 £
struct nlmsghdr #* nlh; //Netlink jH§ B 3k35 4t
skb = skb dequeue(&(sk—> sk receive queue)); /* &l H skb dequeue, M iZ E 1 F Xf W B
iH B B iK% (sk — > sk_receive_queue)
E,BRH—1BEERER * /
if (skb —> len >= NIMSG SPACE(0)) { / * NLMSG SPACE(0)®/~REENAEMIHEBKE, Bi4iH &
LHKE, BBEHEE/NTZKERITBIHE »/
nlh = (struct nlmsghdr #* )skb->data; //BUHBEEBERANZE, B Netlink JH B3k
pid = nlh->nlnsg pid; //3FKP & LZE S H#HRBEMRIRA
printk("net link: pid is %d, \n", pid);
kfree_skb(skb); / /R T Ak ot B T B
}

return;
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2. HWERFEHEN D

static void exit audit exit(void){

unsigned int orig cr0 = clear and return cr0(); //iEF& CRO #F fFav 5 974 & 6l i

sys call table[ NR open] = orig open; / /PR B2 JR 15 open & 4t V& FH At FE pR X
asm volatile ("movl % %eax, % %$cr0" : : "a"(orig cr0)); /* KRB =& 1728 CRO By1{H,
Bp 4K 2 B R ke B H AL * /

netlink release();

}

void netlink release(void) {
if (nl sk != NULL)
sock release(nl sk —>sk socket); //FJ{ Netlink %R
}

3. HEEEWE

asmlinkage long hacked open(const char * pathname, int flags, mode t mode) { /* ¥ EIFH I
open F 4t i F i) &b 2 oR £ * /
long ret; / /i % Ji open F 4t & F b £ bR £ 3R [R1E
if( pathname == NULL ) //Z4§EH#2
return - 1;

ret = orig open(pathname, flags, mode); / = V& FH R open Z 40 Ak 3 e R, IR0 S A N 89

iR [A{H = /
AuditOpen(pathname, flags, ret); //i#4T H Eicr#E
return ret; //3& 9] J5t open 2 45 V8 F Ak 2 pR A IR R {E

}

int AuditOpen(const char * pathname, int flags, int ret){

char commandname[ TASK COMM LEN]; /B 2ZEWX

char fullname[256]; [T R 2B EAZEW K

unsigned int size; /715 BAE R B

void * buffer; /] 7% 35 BUHE 1 5% v [X 45 &

menset(fullname, 0, 256); /1R FTIT H X 2R ZE X

get_fullname(pathname, fullname); /13545 B 4T 90 3O 1 2 B A2 44

if (strncmp(fullname, AUDITPATH,15) != 0) /* AFF & 5L Hic 5 AUDITPATH H 5 F B L1+
vilnl H & = /

return 1;

strncpy(commandname, current — > comm, TASK COMM LEN); //FKEERF A
size = 16 + TASK COMM LEN + 1 + strlen(fullname) + 1;/*1 TR FEMBRERITE */

buffer = kmalloc(size, 0); /IR AEREERX

memset(buffer, 0, size); [RGB L X

% ((int * )buffer) = current —>uid; /IR PIRRFEG B ZXEZE XA

* ((int * )buffer + 1) = current->pid; //#HHFBEIFRFEHIREE MK T

* ((int * )buffer + 2) = flags; [/REAT B E §l B kX E X

* ((int * )buffer + 3) = ret; /7453 [EE (BT R 2 & B2 ) & i B A& 25 22w
X 7

strncpy((char * )( 4 + (int * )buffer ), commandname, 16 ); //H¥fEF 2 & $l3| LXZrpX

strcpy( (char * )( 4 + TASK COMM LEN/4 + (int * )buffer ), fullname); /* ¥ E4TH i
B2 B3 ZXE X */

netlink sendmsg(buffer, size); /718 N R PP & 3% B b B

return 0;
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}

void get fullname(const char * pathname,char * fullname){

}

struct dentry * tmp_dentry = current—>fs—>pwd; //IKEUGZHERER L85 H 5

char tmp_ path[MAX LENGTH]; /R TERR 12 44 Y I B 8w X

char local path[MAX LENGTH]; /1R TE BR AR 44 1Y i BsF 28 oh X

memset(tmp_ path, 0, MAX LENGTH) ; /17 G AL 28 vh [X

memset(local path,0,MAX LENGTH); [/ R BR AL 5% ph X

if ( * pathname == '/") { /* WEBBRATHE—-ITSEEN /", BIZE

B RAERTBEAR, MR B AT e, HELME SRS = /

strcpy(fullname, pathname) ;
return;

}
// pathname | HHXT EE 12 44, B e K18 HH0 T 7E H RS2
while (tmp_dentry != NULL) { [ * ZTEFH YA HF W R A FHRZEZE m Eab
#f, local_path f7fif M IE7EALFERIARIZE B F 46 2 HAT H A H R4 * /
if (!strcmp(tmp dentry—>d_ iname,"/")) [/ RHEEMEF

break; //E B %, #EariR i
strepy(tmp_path, "/"); /[ZEETHEBRZEN TR/
strcat(tmp_path, tmp_dentry->d_iname); /* fEHRZMRAE, §IF E7EAH BRI H
K x
strcat(tmp_path, local_path); /*TEHETRARE, G LN TEH X%
ME(BPTFTEEHRZE YA H R HE) =/
strcpy(local path, tmp path); /I EFERGEFEZRE local path

tmp dentry = tmp dentry->d parent; //f5[ )2 H #R B 550 4k 2L 4b 7R
}

strcpy(fullname, local path); //E ) HE) H R 2R E

strcat(fullname, "/"); /[REBEEFTHREBRZER TR/
strcat(fullname, pathname) ; /163 EAEXT R, BN 4T R 4 i 4
return;

4. EF Netlink WHEEFEBE XX

int netlink sendmsg(const void * buffer, unsigned int size){

struct sk buff = skb;

struct nlmsghdr # nlh; //Netlink #7H B k45835 &
int len = NLMSG SPACE(1200); /* ZETHBE M &R RKKERN 1200, len HFIEHE
LK E * /
if(('buffer) || ('nl _sk) || (pid == 0)) /* @R H &N HBFAERE HIFEFBRREA,
MR % 3% H g = /
return 1;
skb = alloc skb(len, GFP ATOMIC); / /5y B AR SC 2% o X
if (1 skb){ /133G X 43 BEAS B2
printk(KERN ERR "net link: allocat skb failed.\n");
return 1;
}
nlh = nlmsg put(skb,0,0,0,1200,0); [/ B Netlink JH B 3k 4544
Netlink CB(skb).pid = 0; /* RBEREREBHHERRAST, 0 RAEHEE
B &L % /

memcpy(NLMSG DATA(nlh), buffer, size); /*WBEEXEXWNIEBENAEEF 3| Netlink J§ 8 3L10
J5 T * /
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[V BRRE I, W& A IH B AKX 28 PID B L E N R Fr
if( netlink unicast(nl sk, skb, pid, MSG DONTWAIT) < 0)({
printk(KERN ERR "net link: can not unicast skb \n");

return 1,

}

return 0;

HIFR 1) 95 B0

h-'

9- 3 H JLﬁ

9.3.1 REFNeEREZIMER

H & 0 72 %3‘5@%%‘@%% Netlink £ O i 08 H BB & 2%k i H & 50
¥z H BRI AR S . HEN R B RS LT IJLA 5

o VRIS . TIFG ST SR 2 H & X A1 # — 1 F Netlink (9 E 54
LLﬁ%—¢H‘ﬁﬁm5Jﬁﬁﬁﬁ

« PID %&£, il getpid F e H RIS ACUE 2 1) JEFR AR AT L SR 5 B % Am T4 2 35 3]
M H R,

o PERZUCHIC RN H BRI R RGN HEGFE ., ZIEH 0 TTRIGH . 5227
25, KGN EE T Netlink ﬁéjﬁﬁ%?ﬁmdﬂmﬂi F H & ], IF dE AT 4% 5
fb, ATy 20K H 45 Bl & 78 H B0,

. ﬁﬁfﬂmﬁJi@mfﬂz M F7E A T2 7 v ok H JE BR 96 346 19 Oy Ui e 4% H BB
KR H AR B B A2 L R i 7 sC 45 sz 0 R e o i s A7 2% 1k izt 72 7] RE
A%ﬁmﬁwul SRR HOAERE 2R A I e S R HE T i B E R AR R
T AL B )y L TR AR S A B R B b O H A SO

9.3.2 FNBIFEREFEHE

TEAS T T 92 B v ot 2 FH 20 781 1 A 24 2 b AN KR 21 A9 — 28 78 pR &8, 35X B | S0 TR B 4
— X SE T pR L
1. void signal(int signo,void ( * func) (int) ) ;

ZRBON— TR 5 RETRENEHERE AT SE G — S BECEER 18 €
MNERGF S EBAAFERE .G — 1722 void ( % func ) Gnt) &F5 B — P RRE I8 5 . f5 BH B
1A 1) Kb PR R B 1 PR B — 4 int B E (W AT DL Z IS X 280 . ok [BIHH

PR A — B AT By - B Y IR RR B 348 8 iR T I R IR TR Ak T R BORE 25 o
HahE . TEARTE &SR HNZ R B UEFE 2 1E {5 5 (SIGTERM) % 8 87 1 b P pR K. 78
12 Ak B pR B S B0 H R SO 6

2. struct passwd * getpwuid(uid_t uid) ;

£ Linux 2& 9, H Pk 25 B RAETE L A X/ ete/passwd (B # /etc/shadow) H1,
WA AE — P iR ULD, 2R 5K 2 3 HAE B i H P 2 ke P g a4 L H
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uu

FRAPR R GID 25, By ) 04 0. ZRE e 2285 X UID ik P {5 B, 25
SR8 E B9 P AR AT IR [BHE R AR K S B AE R (AR struct passwd) B S £

struct passwd {

char * pw_name; /P kS 4

char % pw passwd; [/ PR A (L% SCE R ER)
uid_t  pw_uid; /P BR iR

gid t pw gid; //H P AR IR

char * PW_gecos; /I P24

char * pw_dir; /I P E B *

char  * pw shell; //FH P iy shell 2 ¢

¥

MR EIRG BRI —miik P {E 8. AP 2. BEFRIZEE KD pw_name J5 B
A, R RS BERGE)Z A H &l %, HEEFEEK PR RS. A THREH
R0 S MY AT SR L A Z sRBOK F P AR A B e R X A R Pk B 42

3. int socket(int domain. int type. int protocol) ;

ZREH RO E -1 EHEFED, Netlink M HEHPHEH . RHELMEEREFED
) 7 A SE G (S . O X5 — A 9 2% 38 15 . Netlink X 1 — > B0 A8 B3 33 35k (domain) , BJ
PF_Netlink, 7F A% Netlink B2 $ 5 3 00 0F, iZ BR800 2 80 L — & 4 socket (PF
Netlink, SOCK_RAW, ProtocalNum) .,

FkZFoh, Ui 3E € A PF_Netlink, 78 B3 20 8 19 £ 8 7 N Netlink, £ 5 7254
fE N SOCK _RAW, Bl R i iy M 5 Ph iX i n]. il Jm — 2 8 i LB R 5.
Netlink £l (F XF218 32 M BGEF 5.8 0~31, wimm FILA o UE R 5 2 2 fﬁ
a2 — 28 % .0 Linux B KRE5E. 8 1 Bk 554 857 78 Netlink #L#] E 1
— S o€, FEHETT Netlink AHS5C 09 0 FH T A& 15 o Rk S 08 MR 90 B A9 P G815 % . 7E /5 T
MGEE S (D 16 UF) A — N AR TF &S BRE H 29 /R MM BGE R 5, 7R T
T Netlink (Y38 15 B, W H 2 5 F AZA He 2235 B AR [A] 09 P G855, & W ek 31T 1B % i)
Netlink 115 .

4. ssize t sendmsg(int sock. const struct msghdr * msg. int flags) ;

ZHRBH TR EERETF K EBE. AT 23D, T AT Netlink 19 E#5
O L EA RGP EE . ZRBWU S =135
* sock: ZHHERBIFNERET,
* msg: {5 M ERIEHBLMNEMIK,
o flag: Rk —2byfilbri L HA S .
5. HEXLEMIKE

struct msghdr {
void ¥ mSg name; //H B 2 PR, 55 b b R A H b5 H bk
int msg namelen; /I B AR, B) H 5 b bk 25 ¥ R a9 K BE
struct iovec * msg_1ov; /*BMEERENENSEWE, sl m ot XX B A
struct iovec HJ &4 i i i hk, msghdr H1 R F — K fZFiEZ
MEIEA, ENUEANEXFREE &I =/
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__kernel size t msg iovlen; //HBERE, B nsg_iov 35 [ EAH W TTE N EL
void * msg control; [/EHE B, AT AL EA R XEFER
__kernel size_ t msg_controllen; //FEHIE BB

unsigned msg_ flags; //H B KX IR E

¥
Hrp i B NG ARR .

struct iovec{
void user ¥ iov base; WEACE € Rk 2R
~ _kernel size t iov len; L& EN:OR S

}i

6. Netlink EEFREELEHE

TE AL T Netlink £ £ 7#F P HENAEGS WA iov_base 345 M —> Netlink 1
HilH e SN RSk I Bk B PR N Netlink 42 il e . BAK R F7E & 1% Netlink 714 B B
WA HEAEIZ I B3k . Netlink 34 8 ) EAK P9 28 S IR 7E I 8 3k 19 J5 1

Netlink E8F M H B L 45K BK N .

struct nlmsghdr {
_u32 nlmsg_len; //HREH BB B K E, @4 % BZH B L B B30 r LL Az 45 W B 5

__ulé nlmsg type; J/ EARR N EE L iH B R
~ul6 nlmsg flags; /A I Bk

_u32 nlmsg_seq; //HBEWFS

~u32 nlmsg pid; /IR RFFRAAHIEE R iEH

}i
7. ssize_t recvmsg(int sock. struct msghdr * msg. int flags) ;

ZRBUH T 5 € EEFEICEEE . TEA T & 980 1T M Netlink By E 5 8 N
W N AR R K ok /Y H AR E 5k . I PRELS PREL sendmsg O A XF N, By #F B 3 /Y Z0E 45 4 L
FBEFA, L wT DAXT BE PR AL sendmsg O MY TH B L 450 . @ T B N AZ 2 2 L R e . 25 T IR
X N HSA

9.3.3 kN EREBT=

# include < sys/stat.h>

# include < sys/socket.h>

# include < sys/types.h>

# include < Linux/netlink.h>
# include < Linux/socket.h>
# include < fentl.h>

# include < asm/types. h>

# include < unistd.h>

# include < stdio.h>

# include < stdlib.h>

# include < string.h>

# include < time.h>

# include < signal.h>

# include < pwd. h>

#define TM FMT " % Y- $m— %$d $H: $M: $S" //HHE . 6B}E] 194 =4k &
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# define Netlink TEST 29 [/ AT RSB H B 17 LY Netlink HhGEF 5
# define MAX PAYLOAD 1024 // Netlink EEFEEMNNRKBHEE

int sock fd; //Netlink & £ F KR iR AT

struct msghdr msg; /I THEEETRKIENHEB

struct nlmsghdr * nlh = NULL; //Netlink H17E XHH Bk

struct sockaddr nl src addr, dest addr; //Netlink i {5 B 69 I8 Hb Bk F1 B FR Hb ik

struct iovec iov; //HE N ﬁ Ef{]%ﬁlﬁi

FILE % logfile; // B & 3CHF# FILE 25 #y {4k 38 4

9.3.4 HREAMMINEEE T

H 250 FH e e 592 B0 i BAR T RE W) 0 O i R PO pRER

o FRE. PREURELR .
viod main(int argc, char ** argv);
ZREAE R T H SN R st SRR B . T H & S 9186 4k SOCKET
00, 8 H PR ZL sendpid OB AR FERE ) SERR PR IRAF R X B N H B H, IR 78 12K
MW H BRI R E RN —FH &SRR WS HERE LogO % H &7 B A%
fbiE 5 A H&ECF.

o UEFEAR AT KK PREL., PREURHEL N .
void sendpid(unsigned int pid);
Z PRERE main 2RECE T 12 R B0 D) RE 72 R F B A5 UUAF pid B 3 TR BE 22 o IX v
A A 245 1 SOCKET 42 M5 1% pid Ak 2N H B,

s G HERKE., REJRAN .
void Log(char #* commandname, int uid, int pid, char * file path, int flags, int ret);
Z PREHE main PRECEH B S H0h 2809 H 0 s DAAT 2 i g e sk 8 2 & 4T TF
i H A& SO, A H AR IE R A R
MP2 (HPRRRT) BiF2 GEBRRRAF) viRletE Brigel ey k4 vilm2E 8 b2 & B Zh

o HBAIFESAIRE, PREUEAN .
void killdeal func();

ZRETE SRR ZE L R A S L K R I RE R W TR I H AR SO LABG Ik 2 &
ek B H AP H S8 k.

9.3.5 HREMEFE

1. FRE

int main(int argc, char % argv[]){
char buff[110];

char logpath[32]; // G H E U R Z X
if (argc == 1) [P EEIREENE EXMZRSE

strcpy(logpath,". /log"); /AR A P A e € B B3, BRIAKA . /log
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else
if (argc == 2) [/HUH 3 — S48 argv[ 1 14E 0 B & X4
strncpy(logpath, argv[1],32);
else {
printf("Usagel: % s logfile! \n", argv[0]);
printf("Usage2: % s \n", argv[0]);
exit(1l);
}
signal (SIGTERM, killdeal func); [/ HEFR R I {58 SIGTERM i% B &b FH p& % killdeal func
sock fd = socket(PF Netlink, SOCK RAW, Netlink TEST); //f|&E —> Netlink W)E&EF
nlh = (struct nlmsghdr #* )malloc(NLMSG SPACE(MAX PAYLOAD)); /* 4Bl —- Netlink jH§ B

kg5t « /

memset(nlh, 0, NLMSG SPACE(MAX PAYLOAD));//#It&ibis B LM HE X
sendpid(getpid()); /¥4 2 PID Rk ZENZZ
logfile = fopen(logpath, "w+ "); //¥TFF B & 3o
if (logfile == NULL) {

printf("Waring: can not create log file\n");

exit(1l);
}
while(1){ / /15 B Netlink L] A P #% o 15 35 B2 BUH B

unsigned int uid, pid, flags, ret;

char ¥ file path; /1 BT FF 0 SO 44

char * commandname; / /3T FF A% i) R $AT 2 22 FR

recvusg(sock fd, &msg, 0); /IMNEZFZHREIGE B2 nsg

/ * NLMSG_DATA(nlh) fl TG H BRI RS, KK N P iR R AT B AR IRAT T s L
ITHF IR B 72 P 24 VA B Br 4T FF 8 SCi 4 = /
uid = * ( (unsigned int % )NLMSG DATA(nlh) );
pid = * (1 + (int * )NLMSG DATA(nlh) );
flags = *( 2 + (int * )NLMSG DATA(nlh) );
ret = % (3 + (int * )NLMSG DATA(nlh) );
commandname = (char * )( 4 + (int % )NLMSG DATA(nlh));
file path = (char * )( 4 + 16/4 + (int * )NLMSG DATA(nlh));
Log(commandname, uid,pid, file path, flags, ret);
}
/> T T B IE R PR AR B 45 A B R O B Y IR, R S B &R S0 B SIGTERM {5 5 & k%R
Fe, THEEAFIEEIZITAS], HV N EETER S H R B P 5E A = /
close(sock fd);
free(nlh);
fclose(logfile);
return 0;

}
2. HBEWRIBFRERE

void sendpid(unsigned int pid) { [ /% REBUCK A 72 PID i@ i Netlink #L I & 3% B P #%
memset(&mnsg, 0, sizeof(msqg)); //F1 Ak IE B 45 Ak
memset(&src addr, 0, sizeof(src addr)); //#14f 4L U5 Hbht 25 f4 (&
src _addr.nl family = AF Netlink; / /3 B VR b ik B S Y 25 B
src_addr.nl pid = pid; /B E A, BV A R ) PID
src addr.nl groups = 0; /70, FnAEHIE X

bind(sock fd, (struct sockaddr * )&src addr, sizeof(src addr)); //#%:&Hht
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}

memset(&dest addr, 0, sizeof(dest addr));//#1ts 1t H 7 Hb k45 4

dest addr.nl family = AF Netlink; / /%8 B FrH b U B 2 R

dest addr.nl pid = 0; // FoniH B #EWE N Linux Kernel
dest addr.nl groups = 0; /BN AR K

nlh->nlmsg len = NLMSG SPACE(MAX PAYLOAD); //iX& 4B K JE
nlh—->nlmsg pid = pid; //EBEHEWERIEE

nlh—->nlmsg flags = 0;

/ % B3L Netlink JHE =/

iov. iov_base = (void * ) nlh;

iov. iov len = nlh—>nlmsg len;

msg.msg name = (void * )&dest addr; /i EIEE 8 B bR bt
msg. msg namelen = sizeof(dest addr); /B B bt 55 5 K
msg.msg iov = &iov;

msg. msg_iovlen = 1; /[ZR R E%E—HE
sendmsg(sock fd, &msg, 0); /I EREXRZENER

3. BESEANERE

void Log(char * commandname, int uid, int pid, char * file path, int flags, int ret) {

char logtime[64]; / /T A% =X Ak A9 24 A B[]

char username[32]; /P4

struct passwd * pwinfo; /IS Bt 45 5

char openresult[10]; [ F5F 8 T 2 on 1Y SO 4T T = LD
char opentype[16]; //¥T IR

time t t = time(0); /T FE0& 2 R B ]

/ * ret Fm SCAFBAERE BN, B SO ERVE L Dh A B84k b vl 2 59 F 47 &8 (success 1§, failed)
#l| openresult H1 * /
if (ret > 0)
strcpy(openresult, "success");
else
strcpy(openresult, "failed");
/ % W4 SCHFAT FF b5 i AL % 4k A 7T 32 B 3K (Read, Write, Read/Write, B} other 22 — ) %] opentype H1 * /
if (flags & O RDONLY )

strcpy(opentype, "Read"); [/ RiEATFF
else
if (flags & O WRONLY )
strcpy(opentype, "Write"); /] RE§TH
else
if (flags & O_RDWR )
strcpy(opentype, "Read/Write"); //iZHE F A FTH
else
strcpy(opentype, "other"); //HABIT F =
if (logfile == NULL) /IBEHEXHFRGESITH
return,;
pwinfo = getpwuid(uid); / /R4S uid XN Bk P {5 B 45
strcpy(username, pwinfo — > pw_name); /> KRk ERTAMHP 4, RS X uid X

W2 =/
strftime(logtime, sizeof(logtime), TM FMT, localtime(&t)); / * il localtime pREK, 3k

B R G Y AR A, SR )5 @ i strftime bR HOKE B E] % 4k o8 7T 4% 2K % /
fprintf(logfile," %$s(%d) $s(%$d) $s\"%s\" $s % s\n", username, uid, commandname,
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pid, logtime, file path, opentype, openresult); //#iHiZH Eicx+2 H &3
printf("%$s(%d) $s(%d) $s\"%$s\" %$s % s\n", username, uid, commandname, pid,
logtime, file path, opentype, openresult);// K& F Mk, 7F & v F# i 1Z% H E il &

}

4. HBZILESAERY

void killdeal_ func(){ //— BB R X {55 (SIGTERM) , % bR %1
W9 B 3hiA
printf("The process is killed! \n");
close(sock fd);
if (logfile !'= NULL)

fclose(logfile); / /%M B & S0
if (nlh '= NULL)

free(nlh); // > Netlink
exit(0); //iB H R

9.4 gRi¥.sfr ik

TE 9.2 T 9. 3 77 58 MUY AR G (9 ACHS 2 A2 ) it T AR i s FR e 0E A7 A7
E@ﬁfﬂﬂﬁﬁZﬁ?nm@ﬁﬁﬁﬁ%%ﬂ TR AT AT R Ml gk AR B, R R G i RNz A7
2 7E Fedora Core 6 Linux 355 F 5¢ bl . 5 Z7E HoAth Linux & 17 (40 Ubuntu 10. 04 5§)
AT AN, W X 9. 3 T WY PR b ATk R s B b K B £ E A fE 9.5, 4 T EAK

9.4.1 HwFHEMTIE

ZIERRZGE Rzt EN HEN H SN HEFMPUTENZZH N H SRS 4H
A% X R A 1) G e T EEAN A) T B i T ge e . Hoh AR P R bR T R, G FE
shell fig %115 A F iAoy 4 BIA] .

gcc — o auditdaemon auditdaemon. c

Hrp auditdaemon. ¢ 2R A7 H & W FH R IEACHS 19 S 24 BoE iz SCHF S 7E 24 a0 H 5%
T sauditdaemon A % H 19 H Br SCOF % H B SCHE 44 7T AFE gee S iF ML E v 24 . gee fin
LSPATE R LS TE 40 H sk M5 8] —> auditdaemon FY A $447 304 .

[ 56 8 T v AR AR B Y G i3 7 BE 3E L, AR FE A9 T R 92 B a8 o make T HORZE ., H
A1) Makefile SCHF N2 N -

obj — m ! = AuditModule. o

AuditModule — objs : = sdthook. o syscalltable. o netlinkp. o
KDIR : = /lib/modules/ $ (shell uname - r)/build
PWD : = $ (shell pwd)

S (MAKE) — C $ (KDIR) SUBDIRS = $ (PWD) modules

W AE & 4] Obj-m = AuditModule. o Ui B Z 4 H H #5 1 AuditModule. o & . — 1~
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B Gz B By 24 5 22 AuditModule. ko, W {H & 7] AuditModule-objs : = sdthook. o
syscalltable. o netlinkp. o ¥§ B3 T AuditModule. o B 38 11 B F5 A4, 3X 28 H b SCHFF B [
B % e SCHFSR PR (9. 2. 4 T P AYACAS 23 R X = SO ) . % Makefile SCF P E:
b N A& 5% 8 Fi Makefile SCFAYXT &8 0 AHZE L X BN HEFE IR .
724907 H sk (A & E iRy Makefile SCHFIRACHS SCHF a9 H 5%) F 5t A make, P17 58
IR = 2 AuditModule. ko ST, 3 5 A2 AT 02 1 Y AR R H s ST
uﬁwﬁ%%zmﬁmfnmummmvm$ﬁ261&?%#92wﬁ93w$m
PEACHS B HARARAS Y Linux REGE T 415 12 F2 17 16 A GE 2 38 2 3 25 MR 1Y [a] 250, A T 7 22
M E sl 59 B AL Netlink AL 7E A W] AR ) Linux W@Wﬁ;&ﬂﬁf’fﬂ%ﬁjﬂT
], A AR T EEAEE 2. 6. 18 MUAHY Linux B #E47AF 1 JF & 55 8% W 78 Netlink ML i 57
TR EEATAR R, 9.5.4 WEE Y R IT L LB, W R IR TR %R A R G A 2
2.6.29 WHEMA Linux T RIEAZ A,

9.4.2 NXH=IEBREMK

FHHEATHIFELERAZA R TRAREXH EN—FMEBMERFE.IFARZRETT R
—NEEFERHERG .. F R0 REXT R Go 1k fe M Ea e vE = Az 52w, A T & S B R — %7 e
H 5% (Bl /root/testaudit) T i A U5 m) #3617 H &2 5%, B X /root/ testaudit T A SCA4F
AT IRIEA AT IF AW HERSGIE® F R, WL Z A0, 8 i mkdir 1y 2 8] & /root/
testaudit H 5 H T3,

ACEE TF R I A R e B I K O AR KB T

(1) I H/ b,

* insmod AuditModule. ko # ifi A AuditModule. ko FZt 3] Linux N

* Ismod | grep -e AuditModule # &% R4 T A N2k i A% R, i 21 hm 2 i 21
TE 7 i 1 WA B A 3R it &8 34 F 00 AuditModule RYEEER

PR 2 1 N LA e A i B AR I P 9-2 P .

root@IDServer:~/book experiments/fileaudit/kernel _module

THE #EE BEFV ERD FER FEE

[ roota[DServer kernel modulels make E
ms ke =€ flib/modules/2.6 18=1.2798 _1cA/bui ld SURDIRS=/root /hook_experiments/Tileaudit /kerne
1 _module modules
makel 1]: Entering directory " fuer/erc/kernele/2.6.18-1.2798. Fcf—1 586"
C [M] /root/book _experiments/filecaudit/kernel _module/sdthook.
CC [M] /root/book experiments/filesudit/kernel Tﬂhu[cf ELLLED .0
CC [M]  /froot/book _experiments/fileaudit/kernel module "11 1.[L|L.[.t )

LD [M] /root/book_experiments/fileandit/kernel _module/Auditlodulie. o
Building madules, stape 2.
HWODPOST
D [M]  root/book_experiments/Ti1eandit/kernel _modul e fAudi tNodul e. ko
make[ 1] Leaving directory *fusr/src/kernels,/2.6.158-1.2798, fcb-i 584G
[root@lDServer kernel module|? insmod AuditModule.ko
[ root@lDServer kernel _module |F lsmod| zrep —e AuditModule
hiditModula B39z 0
[ rocté[DServer kernel module & I

B 9-2 HRHREF-MFMEF

. ./AudltDa{:mDrl./ng #EAMHENHEFRHEHEICREYH HxX T log X
ff
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(3) XMFES MK, T )E — shell Zu5 085 457 H k¥ 2 /root/ testaudit F,fEiZ H
& FisAT SO EEICRL S B O E ) & A e AE . B it gedit B X IZ H sk R B 3L
4 (test. ¢ Al test. txt) P17 96 55 IF R AF .

(D) R HENAHER. TR —1 shell i P47 kil 24 R HEWV AR, X
X BANGE S BT H AN AR i S04 &0 F A Crrl+C 845 o H RN AR P A7

e ps-ax |grep -e AuditDaemon # & AuditDaemon Mt PR AT

 kill 5011 # 21k H AN AR . BoE H &0 St bR 1A 4 5011

HARPAT AR E 9-3 Frow.

root@lIDServer:~

XHEP REE TEY D HEE

[ root@lDServer )% ps —ax|grep —e AuditDaemon E
Warning: bad syntax, perhaps & bogus '~ ? See fusr/share/doc/procps—3.2.7/FAQ

5011 pLst 5+ 0:00 ,/AuditDaemon .flog

5025 pts/3 S+ 0:00 grep —e AuditDaemon

[ root@lDServer 75 kill 3011

[ root@lDServer 7|7 I .

Bl9-3 SGZRHENAER

(5) &F HEXHNE . FR il 72 56 R 8 278 260 Hor T A B Frid s my H &
S log. SO G R A 11 1 iz 3CHF - HBrie sk 9 H AR NN -

root(0) gedit(4364) 2010 —12—-19 21:45:12 "/root/TestRudit/test. txt" other success
root(0) gedit(4364) 2010 —12—-19 21:45:19 "/root/TestRudit/test.c" other success

[l F H SN R A WK 9-4 s ifs B .

root@IDServar:~/book_expariments/fileaudit/daemon

P #EE EEY R H/EE Fid

[ root@lDServer daemon|® gee —o AuditDaemon suditdaemon.c

[ root@lDServer daemon]? . /AuditDaemon . /log

root(0) gedit(4364) 2010-12-19 21:45:12 " /root/TestAudit/test.txt" other success
root(0) gedit(4364) 2010-12-19 21:45:19 " /root/TestAudit/test.c” other success
The process is killed!

[ root@lDServer daemon|® I

[»]

94 HIENAEBEFESTIERERSH

5140 .7 dmesg i A TET N XA ERE T UUERNE 95 IranmfEE. XE2WNEHER
FRHAE AT — e 2 AE0F (5 B s . Hp “Info: sys_call table found at c06104e0” /1 1)
c06104e0 7& R G A F HhE 28 09 1 s hik L 3t ik 52 7T 28 0 L A [l B 28 A [n] 1 ik

root@lDServer:~/book_experiments/rflleaudit/daemon

MHE fEE ERV =RD BER RO

Info! sys_call table found at 0610420 -
net_link: create socket ok.

et link: pid is 4968

net_link: pid is 5011

[ root@l DServer daemon | l

B 9-5 dmesg I HER

(6) MR A5, EH 2N,
rmmod AuditModule #3858 B . H 2 Fridi A9 N Z H B,
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9.5 Y I EEk

AT T Linux R HERFARLH T XHFREA XL HERBRS, b T IT R
of B AR TR TR IR AT A HRAR I b AR R A R G A S B T X SO S A U R AE Y
ifok . PR B, BT Linux RS0 M #2804 R A {CRE# 5 4k open R 48 I T, b fE 5 2% H: Ath
MRSV . B3R ER SR AT LA F A OGBS IR U5 M /R 9 B &L AR mT DL F X %
GevE S (PEW 9. 5.2 1), WIMTEARIRA Rany 3Lt i fr 2w T —#4
T & SE K

9.5.1 ETRLGAAEHMNRSGERRTIR IO HIT

AT T & SCERSEPR R TS H BEREW —F OB AR MEA B, TTie M
H 58 a5 AR L H AR5 B A TR A0FE Bk A . 30 42 M 4 i o 3 T R, A 355 e S )
R ARG HE & — PN RE R B S T REL AR Z I & TAE, 7T AR ZEtn T J5 i k1
T2 TF & S .

1. BESGCEWT &

A 3 G ) 38 25 0 7 A 6 B A0 T ) 0, — S0 F AR T A (o
TG TR GE IS TR TR AR UL o R TE 58 5 K e AR K T 2 SO
500 5 HE 5 0 0 50 7 35 5 R e B AR K 10 9 4 K. R A2 00 5 1 36
L SR PR 6 9 10 2R ¢ 1 A 9T 10 10 R SR L0052 H 6 38 5 9 1 LA 1
L L% B 4 PR LERR AR R SR S R e e AT 7 96 41 DL TR
0 A T 52 A I 3
VR I efle T AR SOV A L SR LT A 25 S (R )
RIFE AT IF VB2 5 AT O AT SR I 750 LA R 5, SR ) 580 1 4 52 4
0 O 5 4 Al T T, — ST R 0 4 H 2 20 50 1010 3 3 46 3y
A
AR AR (R R SN LA R SR E B B ST R A
i 2R G TR T 0 A 2 — 3 £ 2 A L 19 1 7 %8 2 BB T 35 L 9 8 1
B SRR A = R I RO R ) 20 £
A ) I 4 T T 0 4K R Y o 0 A
A
o T HRA L AT TRAIRA 0 KBS ARG PRGN B B R A B
BUCHE R G5 B AT R G5 4P 1 B HEBE T . B A ) H XY AT
RO SMPAATEN S,

P T AT A 0 R RS I 1 o 0 S 1 i T 2 D
8+ AT 43 344 5 AR 28 5 0P 0 5 5 66 5 9 A 3 T 5 502 B o 1 A 6 R
V615 0 £ 5O BR 0 A 1 5 £ 56T P A 0 B o1 0I5 3% 998 PO AL b
NIEE: i
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2. BETW#HE

MFHAHEMS . WRIERMHETRL AN PRENHFEERMEL . (A2
1) H BRI g i R B2 IR GRS v IR S5O HFE . NRGEMAHZE X Eiktr H &l
S — AN R 8 ) B 7E 4 4% H AR 00 iE UE B2 AR X BAIK . 2R A 6 H AR ik 17 — s gh B
I REE H GOIF A RE PR A I H EF R

N 2, write %fLﬁJ%XT’?)LfEI:hVEL'fTH 0 okl o IZ R G FH 2 E0n] 2K 15 1
EEA LHHAF . ZhXIEH 2 X KE, BRICEFEHANSEHEE N H EmEFA A
B B Ll A R R &L U RBIRE AT Z/P0N%, M — D8 RSOk
) S — A B A X ] — SO B R AT AT T RAE ) . R 58 AT RE £ 40 B AS [n] 1 SOl iR 7+
B PR 53T A SCOFE AR A v R E X WS SO EA T T B HRAE .

R FE 3 5 H 5200 i i, 228 Ak il sk — S g B H B0, a0 N FE Hu bk | SO A A
VPR AR ISR AR B SR B A RE S R — R S H L W SO (R R 2R )
R B AR . MR XF R TAEFE A — @ M AT RETE Z M N iy 21>
R S50 A fe 58 0 SO A 1 B SO 24 i

3. HELENYT E

W—PMHERGE . CHRREHREE VN HERGM G - R G0 0 & 409 9 0507 ) 15
YETT REAR HAM 25, an SR A X H 3R AF B AM— 25 31 55 J ) Ak B, 45 PR 53 i X B L T i H
il sk Al R R AT - JF A R PRE Hh 2 B B OB GER Y H R B B R 7 H B 848E 15 JF
REFRSRAE W A LEW . XS SR AEI T TIE B RGE17 1 AT RE & B — A 9F 72 X
SCAF R [a] N AT B DL A B #EAE (T — DME R TP — S g 2 RS ) R A
VERT RIEFEM L Z MM F A& HEIE 2 EE M 5 2 XIEA KX e H &l % & IF
—FICEFASHMEAHPYHEFE.

AN FEART I A9 R R RS0 H HiC R UL SR ST IE R L A B b L 4
P 5T A B Y SCAR SO A B O R D Y AR B X 45 H R i A il ARG R Ok A ME L TE
PR HERGE . HEEME—EMHEEGENERFE. UMEFEHRSR00RE A D
KO H &L,

4. HERGHREET R

HEEGMEEE—EfRE FZm T HERGEWRCE, R EH AR HERg it
e . 1 A O e KB e e H i &, XA RE S/ H R R G A A FEIK

HERGEWELLRE., AT ALk, 7R RZ 45 5 E B % (Bl /root/testaudit) T ) X
PRFATFEESE T H AR . 72 P — 2 I 2k  nf I B R AE H AR s i R IGBCE . Wb 4
B 5145 2 H SR T SO ) H e Sk

9.5.2 ETEHPARAEHFHIHNEFXFLELE

8.5.1 WE 8.5.4 WL A T el 3£ F Linux (4% 445 He AL i 592 20 Y Ah 95 J5 17 n) 4
il 1) O 2 S e, A 4
o EFXFFEE N R s T AR EE ] . BRg] ACH U5 )45 il AL . 245 38 E 1Y 0 H AR
T — IR Z W s AT e . N AR P C52 B 2 0z 0 FH AR e 0 7 1Y 7D H RE
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U7 0] 76 3 A D5 ) 4% i) AL B 45 20 2 A0 5 8, i X Fh 452 AT DA ph 45 38 5% 0 ) o £ T
RHIECE T H kSR,
o [ [a] 45 E N AR 0 SE R R OR . B S B — AR 0 1 n) s R AL R L AL R BE W8 Sk Y
IR CE BRSO TR ERE VI M & iy i AR o B T3 APy [n] 45§ HL &, 7T LLFS E — 4>
o7 FHAR 7 () BC & SCF b ) 45 28 SO 45 R Re 0t 2z 0 AR e U 190 &5 DA T S 38 07 F A
J7 119 58 B VR4
o IR RIS BT U o] 4 I HIL I R PR E F5 0 1Y 0 FH R T 2 A R AT I
2 AR« LA R LI FR 7 =8 CPL TCP BpisGa & DL UDP WpSCS5E) JE 17 I 2638 15 55
o JEARHSCHORESGAE . BP N FRAE 22 40 )2 U 42 A0 RH 17 1% 15 ] 4 o] AL ) 5 52 90— > R RLf%
S AR B ECUE R4 R e, i) DA F P iy B B R R AR IR n DR . A7 DR BG4 1Y S
SO B 48 2508 48 B AR e v O, 6 LA AR T B R AT L iy R R AT il i, R B A
Bia S ERFER SIS BIER &0 .
PR EEET Linux B RG R EZE R AW AT DLSE 3 ER e s i o 6. R
Z¢ 8 FH B o 2R . AH A Y FR e i 7R TR I 2 EE A FR Ge R AR B eRE (A 9. 2 T YRR
B hacked _openO) L MAHBEHERMW ARG HHEHERE., SEHRHERFE AN, 7F HE
1) 25 0 VA R Ak R R 50h A B — 0 DOk 114 2R G v A B R B, T R e 8 ek U 1) 4 )
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Netfilter f 41 LA R | _B_@_Rg _ J

B 10-1 ARERSTEH ANIEHNEEIREN
58 2R 3 3o iy 4 2 BOR P B 0 € 0 DU TP SO A FL R TP S o
. /configure -p protocol -x source ip -y dst ip -m source port -n dst port

Hrp configure A5l A 22 48 J0 00 A o 2 e 19 T AT SCF 28 . Ho T 4 ok Il g 2R & X
mE .

-p protocol: F& BH Z ¥ il i P i (B 2% i D 2588, A tep.udp.ping =2 —;
* -x source_ip: T BB Gl e Sy 8 1P Huht ;
-y dst_ip: $i§ BRI 4 SCH B A 1P Mtk
* -m source_port: F5 B 24 5l Hz SCH) IR v 1 5
e -n dst_port: T8 BH ZFE I H SCH H b vw L,
nkm A“. /configure -p tep -x 192. 168.47. 183 -y 202. 120. 2. 120 -m 8888 -n 807, &£/~
Ee IR 5 TP Hbhkh 192, 168. 47. 183, HAw 1P Hihk 2 202. 120. 2. 120, ¥ % H 2k 8888 H #i Ui
D%&MWKPﬁﬁQ
BEA 3 101 45 W CRP AN X 3% 2 101 0 A b ACBC B, W] 32 18 101 19 1% 5 (M BRAE 0,0 KR
*ﬂﬂﬂﬁwmmW%mﬁ%%ﬁx%%ﬁﬁﬁ%%ﬁﬁﬁom=
e . /configure -p ping & Z51EFr A5 1P Huhk A1 H #5 1P Hhk Z 8] Y ping #:4F
e . /configure -p ping -y 192.168.47.1 # L5 &1 192.168.47.1 1Y ping 11
. /configure -p tep -y 192.168.47.1 -n 80 # EFH L1 192.168.47. 1 ¥ 80 I LI {1y
TCP 11,
. /configure -p udp -x 202.120.2.101 # ZFFHKH 202.120.2.101 ) UDP 4
R ) T T R AR T AT e TUAR A W, R K AT AL BB By KBS Y TP R S uE T RE L i
AR SCHE T . ar I F .

./configure  # HUIH JF R A F il ML AC B, R FE AT IR 4R 30 U8
R R S B D B ) AL S BR AN T L DA AR g R S — SR R RN A SR B B A — 2%
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PR SR 8 412 SC 1 AN (W) 258 284 5] FH AH I 1) pR S0 £ 7 K8 D) 4] b
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HE 2R AH R 3 i AR IR B R Ge S Bl rp 2 4 7R TP_POST_ROUTING & _F, BDAE X}
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J& s Netfilter & H a8 FH By 3 M 08 8 R &
o WHEBIHMESRE, ZREFENZBRFEHE N Linux A3, 322 5% ik &
SCAFIR B i TEES - DA SO Netfilter FEZR v 8 FriE M 948 7R, FHZE kX
EL 1 IP._ POST _ROUTING & i), Netfilter fE 42 A B8 F Hz SC ot o8 5 ) eR 2,
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1. int getopt(int arge, char * const argv[ |, const char * optstring) ;

Z PR T B R AT an 2 AT RN 28, Z 8 arge MZ 4 argv PR mainO 2
AR W R SIS GE.: R atbdZEESE SR D . WS
B arge BE S PR Z B B0M D MBS BN % . 220 optstring AUR SR B 35 11 ¥
ey

T 20 Z2 A4 R 0 2 Bk A7 A 3, G2 ek B0 7R while P25 b i B2 R B BB IR
Ml —1(RP 2 283K 45 Fr A e 2250 . B0 b, 38 28— 20t 1 = 5F 8 5k [\ 5
AFRE, WORAT I 25, i B2 1 optarg (E pRECP E SCRY 722 7, ] B 8200 A 48 181 3X >
S8, 25 1% B AR i optind (PR % SO AR 18, 7T B 40 D) Wiz ik W 2 TE argy '
T A5 . B argv[ optind |28 53X A B HH 0 Z 58

2. int system(const char * string) ;

ZPREC e 2 AT S8 string KR 1Y shell 154 . SE IR N . pRZEL system O 1) H PR &R
fork O =4 i FE , hiZ RV H “/bin/sh string” (€ X W 19 shell & /bin/sh) 2417
ZH string FAF R ITACER D shell 454 F 1 IF A& 52 B % pR 2P AT B B % 48 SO iy
shell x4 (Bl mknod) .

3. int stat(const char * pathname, struct stat * buf) ;

PR T pathname 19 XA R PE(E B . 10 SCHZERY (inode 45 5 5 . X r
HSF o X BRBUIAT IR M Y SR PE(R B IR A TEZ EL buf 18 M) /Y stat Z5F4K . T
I FY) T 2 S AN A 2 R BRSSO Y JE YR AR B i 2 [8) 322 00 3 R 1 4% 3 R0 D) /i &
5 BB & MR EATE. WRZE &S X C 78 5l A A0 iz ik & S0 .

PR mknod O T TES 8 TilbfT 14 X A FHAS A . AN B iY77 & 58 B b ik
2| —BLpREL L A0 strlen()  strepyO) cwriteO) 55 A 2 & K X B th AR,

10.2.2 #0N| A E 2 F R o &0 42 BY

AL i B AR A S A = R
« TRREL, KRB .

int main(int argc, char * argv([]);

R EVE O KLU TG B AR Y B T, 58 L T ST AR 2 L i Se T A A AT S U
PRI getpara () DA 447 108 101 o g By 1 22355 1 19 Ph 0SS 8L (TP b hik | v 11 554 B L HD
of TE R, a0 SR Ay A AT e WA U, DU FH e EL display usage O) [8] FH P £ 7 1E 6 (19 1
g, SRR R X B By Bl AY A 18 A A BB R — A 2 X b Ll S R E Y
B SO Cn Rz & S A FRTE B S8 08 1 mknod 4 2 81 2108 & SO i
W5 B 5 AR, By ok di 58 31 G i P AR B2 3l 3 1 8 9K 3 19 7 =X X st
o IE RIS R
o AT EURTREL. REURAL .

int getpara(int argc, char * argv[]);

2% PR N P S AR i A7 68 100 2 HORF R 9 3 8 R0 D00 A 5 B 52 4% ) e SC Y
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PRSCE RS P8 TP sl A0 H AR TP b hik | P50 EVFD H A H 2R 5 85 X 26 {5 BARTF7E 2
Jey 28 f v, e Jm ol A S A ORI 5 A 2 B K JEURY R S Y N R R
o ZHE AR KB, REUEALY .

LAY
void display_usage(char * commandname); /mam\
e B = 4 | : _ , —
ZRBCERFMN R RN BRI IE e A an
i 1 i 2 A7 0 2 AT A% = getpara display usage

Fr 7R .

10.2.3 k@B TE
FE 120 ) BC B TR e 09 S B b, 95 R B0 i Sk Se R 2R

# include < sys/types. h>
# include < sys/stat. h>
# include < stdio.h>

# include < fcntl.h>

# include < unistd. h>

# include < string. h>

# include < stdlib. h>

LG ARy 5 S5 A4 Jm A2 DR AT HH Pl a2 AT e TUBC B A PR B

unsigned int controlled protocol = 0; / /B ] 3R SCH) PR 2R A
unsigned short controlled srcport = 0; /7B R SR IR i
unsigned short controlled dstport = 0 //E 3k SCHY B R H
unsigned int controlled saddr = 0; /B IR SCAY IR 1P M bt
unsigned int controlled daddr = 0; /B R SCH) B AR 1P Mk
10.2.4 FRHHIEFERBEI
1. FRE
int main(int argc, char * argv[]){
char controlinfo[32]; [/ ELNAE B R 22 v X
int controlinfo_len = 0; //#MN{E E WK EE, b 0 ¥ LA B kB
int f£d; /1 TR AR B & SO AT IF J5 19 X 3 iR A
struct stat buf; [/ T 3R BGE & SCAF = B A7 72 1Y i B 22 vp X

if (arge == 1){ /* FABALAIZE, £ AP B OCH By K 8%, % B8 P A% 45 il A B 1 SE B, 0
RAMNEERFELERE XHFRMAZEANAUNEEREN 0, =
1 B B k85 5 I BR iS (enable_flag) 2y 0, o 1M 5% HA Bl K 35 B9 41 SCHS 2 4%
HTheE., =/

controlinfo len = 0;

}
else{
getpara(argc, argv); //3KA8 4470 F #0045 B B AH R 1) 4 )5 78 &
/% A NE B BRSO P SERY, EEEHIR AR 1P ikl , EEEHI R SCA B A 1P
Hohb, EEE R SR IR S O, R R SCH B A sw OB F, BB 4 FI RIS R
HAMMGFEEZEWX ., MEBABERPLRTH, ZWXFHNEEITIERE& CHE
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12 8 & &P A MAT 5 T A 5% &K

}

}

o] N AR, N B E AR ER. */

* (int * )controlinfo = controlled protocol; WE X E kS oh ) ES
* (int * )(controlinfo + 4) = controlled saddr; /B i R SCRY IR 1P b Ak
* (int * )(controlinfo + 8) = controlled daddr; /B W i SCH) B B IP Hbht

# (int * )(controlinfo + 12) = controlled srcport; / /B ) e SC Y I i
#* (int #* )(controlinfo + 16) = controlled dstport; /B 4R SR B bR s O
controlinfo len = 20; /7B AAE B R B

if (stat("/dev/controlinfo", &buf) = 0){ //H stat ¥R X Z&ELHREBTCLEFERE

[ * TR AT, W R mknod B B Z & XM, EEAMBEESE XHANSHES
W RSN S8 — « /
if (system("mknod /dev/controlinfo c 124 0") == -1){ //8|&&&XH
printf("Cann't create the devive file ! \n");

printf("Please check and try again! \n");

exit(1l);
}
}
fd = open("/dev/controlinfo",0 RDWR,S IRUSR|S IWUSR); [/ ¥T iz i & O
if (£fd > 0) {
write(fd, controlinfo, controlinfo len); / /K P i & R BB A B & S

}

else {

}

perror("can't open /dev/controlinfo \n"); / /i R R B
exit (1);

close(fd); / /% A ¥T FF 18 & SCHF

2. 51T IE TR A oR B

int getpara(int argc, char * argv[]){

int optret;
unsigned short tmpport; /7R A S A9 i B 7R
optret = getopt(argc,argv, "pxymnh"); / /3R B — A~ 1 T
while( optret 1= -1 ) {
switch( optret ) { //¥& A~ [R] By 2% T 125 47 Ak B
case 'p': /[0 0 P i 2 A
/ % ICMP, TCP, UDP iX =FpihilMAnii e Bk 1,6,17 % /
if (strncmp(argv[optind], "ping",4) == 0)
controlled protocol = 1; /R P & AT ping fir & 47 355
else
if ( strncmp(argv[optind], "tcp",3) == 0 )
controlled protocol = 6; [/ P Z B3 | TCP i 3
else
if ( strncmp(argv[optind], "udp",3) == 0)

controlled protocol = 17; //HFH P& 33 & UDP 3} 3¢
else { //—p JEHIE“ping”“tep”“udp”, BRI A 37 55 B Pl 35 AY
printf("Unkonwn protocol! please check and try again! \n");

exit(1l);

break;
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case 'x': //Z T A I 1P Hb
/ * inet_aton | T4+ kil & 4> 1P s bk A& L “ 4N 192. 168. 47. 1% 1k 2k 32 fii %
HA IP bk AR % /
if (inet aton(argv[optind], (struct in addr % )&controlled saddr) ==0) {

printf("Invalid source ip address! please check and try again! \n");
exit(1);

}

break;
case 'y': //iZET A H AR IP Hb bk

if ( inet aton(argv[optind], (struct in addr * )&controlled daddr) == 0){
printf("Invalid destination ip address! please check and try again! \n ");

exit(1l);
}
break;
case 'm': / /3Z3% T 2k IF v
tmpport = atoi(argv[optind]); //atoi ¥§F4F BB R R AL Ay B+ 2L

if (tmpport == 0){
printf("Invalid source port! please check and try again! \n ");
exit(1l);

}
controlled srcport = htons(tmpport); //%¥4ib RHMLEENFF

break;
case 'n':
tmpport = atoi(argv[optind]);

if (tmpport == 0){
printf("Invalid source port! please check and try again! \n ");

/%355 R B 5 b H

exit(1l);

}

controlled dstport = htons(tmpport);

break;

case 'h': [/ P i A b, /s 75 E 7 B (help)

case '?':
display_usage(argv[0]);
exit(1l);

default:
printf("Invalid parameters! \n");

/1R P a2 AT s RS K

display usage(argv[0]); /3 P A A 1T 1 T RS =X

exit(1l);;

}
optret = getopt(argc,argv, "pxymnh"); /bR — A~ kTR

}
3. D SITIETIIR R R &Y

void display usage(char #* commandname) {
printf("Usage 1: % s \n", commandname); /15 A BRARATT 2 %8, BP OGP By 2K 35 2) R

printf("Usage 2: %s —x saddr —y daddr —m srcport — n dstport \n", commandname);
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10.3 N RIBELr) 93

Linux A RTEZ T2 Linux W H—&B 50, IFEVEAT Linux PN BIHR g A2 1
A Linux NP EARSMEESGER . 5 E, WA 412 20 20 H 2 A 19 5 R
ol B 7 5Hr G 5 10 N R B A REAR 4 3 5 IsUA R 0 A A AR B A T U E LA S BB
%5 N AZ B DI HE AR o B PN R A BROGE 98 s A PN 2 o TR A S BT S5 R L & e 1
o AR T (s 2R R EO S i Linux WP RS IR Sk SCHF 728
i 55 19 N AL B Pt mT DL O N B SR . IR e S N AR T RN
AT 5 FEBE BRI 2R L Linux W% 2K 38 145 5 285 Xz A 5 19 51 F € A7 2 A7 L. 19 N A7
Hb A1k

2T oo 4 B K e DAY AR S i N A B ER T A s S B Y Shal R RO 45 1

10.3.1 SPEPEREI R GH4

FEVEAT N R A B 2 2 B 5 I 12 A 15 R 22 512 B Y D 6E & e s 2 Linux PAEZ H A B
BEZEA AR A S RS . TEAN R A SR G S Bl S8 S DL I BUE 45 1 S R &L

1. struct nf_hook ops

ZEER AR A Netfilter 8 F RECT W Z 1 F MG B . W8 1 R B0 Hb bk 35 £ &) PR
B ML E DA R e S, TE R I IF & SE B b, B T Netfilter 891 pR A B 5 220
nf_hook_ops Z5t 1K1 F5 £ 2 & N Z %K,

struct nf hook ops{
struct list head list;
nf hookfn * hook;
int pf;
int hooknum;
int priority;

¥

list 38 FH T 4E 4" Netfilter hook %1 3 , 7E 1F M 44+ R B 7] A OG0 12488

hook /& —“1~48 7] nf_hookfn ZSAY ) pR E 48 £ . 1% PRECHE 2 Py M9 44+ PR,

pf B T48 E ML, A R 8 R 58 ] IPv4 94 L . 1IPv4 7E Netfilter HE 22K 2 v X}

W 1 PSRRI PE_INET,
hooknum 3 F T 45 BH Ay i3 W 2R 206 W 19 hook ZE A CRI X W (Y 44 &) 5 2 85 44 1

PRI M FEWR 44 1 5 . 7E Netfilter H’J]T?'EITP‘FF XA 1 S HE AT B R 5 E
MR 10-1 BB 7B R R B HL, AR B R G IF & SCEEYEFE | NF_IP_POST

ROUTING fE 0 30 54 1 5

B J& - priority ¥ F 48 & #0141 R R0 S 9, i SR Netfilter #E42 i £ 48 1
Wik s DL e G 4 - R B X TE M A S . T SO I & SE Bk FE AL e 9 NF_IP_
PRI_FIRST, B fc & i 56 9% .
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%< 10-1 Netfilter {EZR PRI F =

Hook A B & B
NF IP PRE ROUTING FESERE R R 2 S | %k 6 B A A
NF_IP_LOCAL_IN PR T H Fr Hb bt 2 A< Hh 3= A1 Y 2088 60, 76 3% B 0 € s R
NF_IP_FORWARD PR T H 5 oo bt 2 A 3 LB BOIE &, 72 7% & 6T 78
NF_IP_LOCAL_OUT PR F U8 T A< AL A% £ 48 6, 9 3% 0 22 AT 18 A
NF_IP_POST_ROUTING T B0 8 I A< Hh = LA A

2. $F ok B E A oR B/ ¥ F oR EUED 2 ok B

int nf register hook(struct nf hook ops * ops);

void nf unregister hook (struct nf hook ops * reg);

Aif — > PREUE Netfilter HE 22 $2 04t i) # 1 pR BOTE M PR EC, FH T 7E Netfilter HE 22 b i AR
B )B4 5 PR RS0 IR (81 0, R WGR [RTHE O, iz PR &L nf_hook_ops 5 K15 51 F v Z 8, —
HEM I, S48 1P #2258 Fr i 8 1 S8 . nf hook ops ZE 4K hook 145 1] 1) PR
B =0 H s .

J& — 1 PREE Netfilter HESE P& AL 1948 PR ZCH) 28 PR E0 ., A Y T /2 PR X nf _register_hook ()
3 el R AE PR, — B4R Ry, i I M A R BB AN FE R AEAE L TP i SCHE TR &4
Netfilter #HE 22 (19 AN 44 s 44 7 RO A 2 B0 H o 18 T i 9 7 &2 92 g, C M iz B
K i I 2 R R % pR

3. struct sk buff

ZAE R T 4597 — 1 W 2 B AL 19 &5 F5 2 . Netfilter 785 5 50 08 FH T WY £ 5 08
B, AL R F PR — RS AR A 5 A B ARTE T Netfilter 1F 75 4b PR AR SC I 45
G B . AT AR P A A R 2 AT DRI E YT TP e SOy & AP R S Cn PR s
A P8 1P Hbohk A0 H pr 1P Hehb | P8 sm AT H A 155 2k T 3xX 2845 Bk a] KLz H B € 19 4 13
8 KO0, A W R 32 AT B PH L i 4R S

TEDEAT A TE A S B ) 5 BETEAN 1 M i a5 M AR b A G 3 . PROIZ S MR EL AR O 2%, R T
HAH S AT &L ERA B, Z WK E XA Linux WZ ISk X include/linux/
skbuff. h W1, A EL A Linux W IEICHS DLt — 25 | iz gk n BAR N2,

struct sk buff {

union {
struct iphdr % iph; [ [Z B R (IPvd w4 ) IP =L 3 Bl 76 1Y 7 B 48 &F
struct ipvehdr % ipv6h;
struct arphdr * arph;
unsigned char * raw;
} nh;

unsigned char * data; / /%% L Hz SC Y B 2% b X 45
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TE T SCHITF & 52 b B oF 3R nh. iph 30 data 3888 0 & PT U 3] TP O A 1 4% F
= =

M o

4. struct iphdr

TESE TR 1P Hbhik #n B AR 1P Hbhik 9E 17 Hg SCak iE w38 55 i ) 1P 4z Sk M 25 /4K . i
ZE ¥ E FE N AZ P85 SCAF Ginelude/linux/ip. h) W, F A A - & 52 5 vh H 21 /9 298
FB .

struct iphdr {

_ uB ihl:4, version:4; /* ihl FRi% IP R CH LK BE, I 1P L3 FF 15 | ot BE ED R
XF L % )2 B E AR+ /

__uB protocol; / * $5 B IP % SCHY B4 2 A 2 R R A% il P A B4 , ICMP TCP m 3 UDP 4%,
2% BORAF X I B O R IR, X =R B R R i 1,6,17 %/

~ be32 saddr; //iZ IP R SCAY IR IP Hbht
_ be32 daddr; //iZ 1P I CHY B ¥r 1P Huht
}

5. struct icmphdr

ping & 7 & W LAY FHAE I 00 A2 F AL B &g Tk iy T AP . iZ 2 3k T ICMP
Hz SC e #2 AL A AT 4 , B )G AR E AL AR — A ICMP g 3C . 8 i 72 S 0 8 72 E AL
e 7 ) ICMP i SCR i 7€ e 72 EALAE A& P28 nl 5k .

TEXT ping I FH #7425 0 6 75 B At ICMP i SCHY Sk 55 48, A w5 59 JF & 52 % 2 60
ICMP $ig 3CHy 28, ICMP #fe SC—3847 16 R A, Horp 2880 8 04T ping W 9 FEHL A&
[ ping 15K+ 3C. 288 0 I #E ping 19 H AR EVLEF R 1 ping Bl 84 3., 25 1k ping 5L &
XX W ZE ) ICMP iz SC k17 ) Wi #0458 ) AS xE 20 5 22 28 0F P — 36 ik SOl B FHL IR ping
N H

ICMP 2 33k 8549 € XAE Linux NEZ RS XA Ginelude/linux/icmp. h) ¥, iX B A 4]
A FH 3] Y 5

struct icmphdr {
u8 type; //%ﬁiﬁ?{ ICMP ilﬁjf.ﬂ'{]%ﬂ

¥

6. struct tcphdr

T SCHY I B s ety B A AT TCP i SCHY Sk 2544 . T 3R 45 1% i SCHY I8 s 11 A0 H bR 3 11
Z GG XTFE WA IEACHES S Ginelude/linux/tep. h) o, R mAY AN H AS T A& 552 8 FH 21 19 B,

struct tcphdr {

__ulé source; / /1% TCP g X i I 7 1
ulé dest; / /3% TCP & X HY H 5 ¥ 1

¥
7. struct udphdr
T SCHTF % ST BT T AR HT UDP 40 S0 Sk 25 4, FH T 3575 % 40 S 9 U6 3 01 A FI A o
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o ZGERE LTE N IEATH S Ginelude/ linux/udp. h) §, T AL A H A FF & 55 2R H 2|
FrU Juf,
struct udphdr {

__ul6 source; / /1% UDP & 3 1Y U5 ¥ [
ulé dest; / /% UDP & L HY H 5 ¥ 1

¥

Br bk 4] 1 BCE 25 44 i pR b A B O R S R A 2 H 3 struct file_operations 45 14
K, VL& copy_from_user() ,register_chrdev() ,unregister_chrdev () 55 #}#f pR Y . X 46 25 4
IRF SRR PRALCTE S 8 Ty T & 9B rh A b . X LS FE35AR .

10.3.2 kX .=RTENEH

1. REERILIMFRBLIHFMEEN

# include < linux/kernel. h>

# include < linux/module. h>

# include < linux/types. h>

# include < linux/if ether.h>

# include < linux/netfilter. h>

# include < linux/netfilter ipv4.h>

# include < linux/tcp. h>

# include < linux/ip. h>

# include < linux/icmp. h>

# include < linux/udp. h>

# define MATCH 1 //F/Rim IP HihtICRCAYESE R— 52 HIAY 1P Hbht om0 — 3
#define NMATCH 0 //F/admO IP LR G5 R — 5 2EH A 1P bt om0 A —2

2. FRBERGHERBILAPMEXNEXE/RETS
aﬁ{l—l u»%%ﬁ

unsigned int controlled_protocol = 0; /* Fn B Gk CAy PSR 1—ICMP, 6—TCP, 17—
UDP % /

unsigned short controlled_srcport = 0; / * F/RE£HH R CH 5 O, 0 Fa £ 6 Fr & s O iR
3, 7% B A X TCP 4z 3O UDP )R SCH R * /

unsigned short controlled dstport = 0; /* T/REFHEFR CH Hirdm O, iZ 2 E B X TCP i 3¢

UDP R SCH R * /
0; /7R EEHI 4R SCH IR TP M dik
/7R B G H SCH B An 1P bk

unsigned int controlled saddr
unsigned int controlled daddr

Bk e AR S AS

int enable_flag = 0; /* FR/NEN G B KHGAY 1P IR SCH ] D68, 2 P47 AL I e & 72 e B A i 4E
M8, ZWEZRE O, GMNE 1, NIRRT IP 4 3C3% K Z A,
Bo AR, AN 0, W AAITIEM IP 42 30k & M * /

o FUEhAE R,

struct file operations fops = {

owner :THIS MODULE, / /%) 5E (8 FHYE B PR T 1% 45 B
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write: write controlinfo,

}

At fops RPN | — B TR 128 iR S9N o € 2 B SR s . T
AR FR GE T & v Y 1 SO SR AR i TP e SCH5E i AH OC 9 BN i B 45 B, . A i 2 S8 3
Z & SRS IR E R R, HA R AE pRZ FH ZR e BOA R A 38 R 2 ED AT, R A AT Fe B
A2 Y write_controlinfo BJ A i & SCH- 19 S 5/ Ab 2 pR 2L .

o BT REBUEME B A IR

static struct nf hook ops myhook; [ * ZZEHTRAFH T REBGFEME H B & F{E R, tnRE

sk BT AN E LERTF., NEEREN G L=

HA LG WER, R U ZZERANS I, WA KE nf _
register_hook () 7€ i # ¥ eR B HI FE M * /

o AT IP i R B e 2L f

struct sk _buff * tmpskb; [/ T b 3 TP g SC Y 28 o X &5 ) 55 £

struct iphdr * piphdr; [/A R P b 38 1P ik SCAY 1P K AR 5

3. RE =B

(1] JHL At PN A AR R A DG 1) T 2 5 R — A, T A8 2R 40 19 PN A B B DR AR A bt 7 2 S B R

A~ R EUE N A W) U5 1k PR, DL SR~ pR B2 R R T 4 PR B . DR I 7 N AR B g 2
T B ) P O AR TE 1 %2 5 SC L R B AR I 1 P9 AZ B H 0 U Ak pR 50N P R BB B 3 4 R
B, HAK Ry

module initcall(initmodule);

module exit(cleanupmodule);

PRZL initmoduleO) fl pR L cleanupmodule O AT Z 2T H i1 S 19 P> 2R 2L, BYj
# H T 58 BOF i & EMELL K Netfilter W8+ sRECF T, J7 & 56 B R T AR, BIdESH O F
it Y 1 2 1 Netfilter A% 1 pREL,

Bk g N R TE 2T o AR P B “kernel tainted” — 25 i) BLTE 1Y) — 2L
Linux P % MR AR A A48 Bl 5 22 MODULE_LICENSE 75 B B B (9 78 AT HIE . 18 % N
Al A2 VAT IEAT “GPL” \“GPL V27 % X B F Al IE BN F .

MODULE LICENSE("GPL");

10.3.3 REARKINEEIRIT

AT AY 32 58 1 N A AR B S AR AL 55 0T JUA R
* Vg S ULECPREL. PR ALY .

int port check(unsigned short srcport, unsigned short dstport);

Z PRVEL T T R A A I B R SO VR B 1S (H 28 sreport 8 5E) L B b H 5
(HHZEL dstport 58 %€ ) 5 FL | v 7 B4 0 19 U8 35 11 %5 (42 )= 22 7 controlled_sreport
f85E) . Binim 05 (2 528 7 controlled_dstport #8 5&) &2 75 A1 5] . 70 52 48 [w] 3% [7]
MATCH, &k [/l NMATCH ., 052 800 v 38 A 45 % o %, Wk [l MATCH, &
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R 5 08 AT B g 1P 1 SCAR 2 A7 44
1P il DEFC PR 2, PR AL A .

int ipaddr check(unsigned int saddr, unsigned int daddr);

2 R B B I 2 A4S A B BECIR SCAy U5 TP Hb ik (il 28K saddr #558) . B #5 1P ikt
(HZ % daddr F5 ) 5 M) i 75 B4 ) 9 95 1P b hik (el 42 J5) 28 7 controlled_saddr
f55E) Hbr 1P #hk (il 42 )5 28 F controlled _daddr 38 58 ) & 75 AH [W) . 40 52 AH [] 3R
MATCH, 03 [f] NMATCH., 4028 W rp 3% A 45 % 1P bk, W& [\l MATCH .
R A TR 1P Mok () i SCHR AT R
ICMP 2 3G e R EL . pREUR R .

int icmp check(void);

ZRE FEEZDRE A ICMP B0, & exIf# Cm 1P Sk (BR TR 25 sk
buff Z5 K4 A {8 £ 48 7] ICMP 3k, X B HXF ICMP 28814 0 #1 8 19 5 7
AL LA BR8] 5 43 91 A 8] 5 17 28 e SCAN i K e SC, HoA ZE AU g ICMP iz 3C ik Ho i 3 By
K. RFZEARR 0 F 8 1) ICMP He 3¢, 3% pR S I8 PREL ipaddr_check O i 17 Hb hE
VEAL, 9Kk J5 R4 VU Al 45 J R [m] NF_ACCEPT 5 NF_DROP,

TCP iz St UG pR%EL . PRAUF AL N

int tcp_check(void);

ZRB FEEY et A TCP B8Rt ., moeslm sy 1P Sk (AR Tk 2 F sk_
buff £5 44 /5 HD , 185 45 &1 48 1] '1‘(:13% R J5 5 FH PR B ipaddr_check O 3 17 Hb b
DCFC , 3F 8 ) eR 22 port _check () #F 47 3w DT B, @0 52 X P9 > R 20 3% Bl {5 3 4
MATCH ,i% PR Z R [7] NE_DROP,EH%MZJ’E}L:EH%NJ@E NF_ACCEPT,jiZ
1z .

UDP 4l ST B8 pR A, pRETE AL Ry .

int udp check(void);

PR EEDREE R A UDP ZlE{0 . m\ed i Cny 1P Sk (RAK T 2 F sk
buff Z5 ¥Rl FD AEF8 £ 46 11 UDP Sk, 2K J5 ¥ H R 2L ipaddr_check O #F 47 H#i hik
VEBC . X I8 H R B port _check () 3F 47 ¥ 1 UC B, &0 52 3 P9 4> o6 B9 3R 0] {5 25 R
MATCH ., iZ K% 1l NF_DROP, Eﬂ?ﬂ‘mﬂﬁxﬁﬁ A& [l NF_ACCEPT. jif
Tz .

T 54 1 R, sRER AL R .

unsigned int hook_func(unsigned int hooknum, struct sk_buff #** skb,const struct net_device * in,

const struct net device * out, int ( * okfn) (struct sk buff *));

ZPRBUR 2 T 2 Netfilter AHR 24 1 51, — B AT e Gl iZ 8+ S0 iZ R 8= A
#9% Netfilter HEZAE A . ZPRECEH ok & 4 )5 28 & enable_flag, &~ 0. £ xR H P
KM T 2B K 3 0 4 SCK A g JE T fiE . LBk ] NF_ACCEPT Jif 17 1% 3¢, 75 N
MRYE % 1P 4l SCHY PRI AL, I8 FHAH N P i3 i 46 25 R 2 Cudp_check O 5 tep_check O,
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15 8% 2B KM 5 T & % &

icmp_check()) , AR 4% o8 20 & (0] 25 5L, T2 Bl JF 1 o] 455 4] 45 27, B NF_ACCEPT &
NF_DROP,
WRMNEERERE., REEAY .

int write controlinfo(int fd, char * buf, ssize t len);

2 PRESE: PIT T MY 15 45 1) 9K ) pR R, FH A BROGE R T SO S SRR . H R
1 55 72l 12 8 H pREX copy_from_user O . Ff 2k H N 2 25 (8] 14 2% v X N 25 CRPP 4% 3
MNE B 220 buf A% 3% 351 R EO &2 il 3 N )2 2 8/ 2% vp X (— 4 4 Js) 22
),

WAL b sRZ . sREUR AN .

int initmodule();

ZPRETE N AR N0 87 Linux WAZ A s A 2R S LA M. —=2
Y& FH 2838 R ZC nf _ register _hook (), ¥ 4> Ja) ZF 8 myhook ) ) 1 pR EC i M 3
Netfilter HE4R , 5€ B8 T R ZCFE M s — & U8 FH 2R B BRI L register_chrdevO) , DL 4 Ja) A%
it fops MW, EM— DB FAFIE

NEAT R R . REUR LN

void cleanupmodule();

ZRBTE N RSB Linux W& H S, 35258 ik & SR 2 38 . DA K
M Netfilter HEZE v i3 55 B 7 M 19 84 1 R ZL,

E

i Al SCHS A AH 5G9 75 A R BRI AT 754> 8RB0 18] 1 38 H QR an &l 10-3 B .

By TR
hook tunc
! l 1
iemp i A PERA LY tep R G AR udp R LI RY
icmp_check tep check udp_ check
{1 1
LP 1t 411 DL AE bR Y i [ 55 VCPE PR &Y
ipaddr_check port_check

E10-3 B LEREDIEMNEABEAREBARXE

10.3.4 HREFILMEFE

1.

i 15 P B 28 £

int port check(unsigned short srcport, unsigned short dstport) {

/ /¥ B A PR vm 0 A H bR e D258 0, 4 DU b iR LAk 3
if ((controlled srcport == 0 ) && ( controlled dstport == 0 )){ /* E#HEH K FEwOFEH
Prim O 398 0, Fem Xt Fr A 89 I om O 1 H drsm O #E 47856l = /

return MATCH;

}
if ((controlled srcport ! = 0 ) && ( controlled dstport == 0 )){ /* ZE¥EH K Hirgm O R
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0, XX AH Bipdm O A TES * /
if (controlled srcport == srcport) // 2 IR e
return MATCH;
else
return NMATCH;
}
if ((controlled srcport == 0 ) && ( controlled dstport !'= 0 )){ /* BEHEHMEmODI RO,
Feon N T A I v O AT+ /
if (controlled dstport == dstport) // 2L EE H s
return MATCH;
else
return NMATCH;
}
if ((controlled srcport ! = 0 ) && ( controlled dstport '= 0 )){ /* ZE¥EH I pIEw O F1H
P O ¥ Sk 0, 22 [ B+ X6 U8 3 11 A0 H Ao O 2E47 ok < /
if ((controlled srcport == srcport) && (controlled dstport == dstport))
return MATCH;
else
return NMATCH;
}
return NMATCH; [/IEERBR T ASEITE I
}

2. 1P 4k OC AL 65 £

int ipaddr check(unsigned int saddr, unsigned int daddr) {
/7R EEE R A IR 1P uhk A1 H AR 1P sk 2 4 0, 20 DU R AR B0 Ak 2
if ((controlled saddr == 0 ) && ( controlled daddr == 0 )){ /* ZEEHIAIE P #htF1 H
b IP Hhk¥304 0, s X A B9 IR 1P sk A0 H A5 1P bk AT ] * /
return MATCH;
}
if ((controlled saddr '= 0 ) && ( controlled daddr == 0 )){ /= ZEEHA i IP L hEH
0, XA FrA BAr 1P Mk gEAT ] = /
if (controlled saddr == saddr) // R LR TP HbhE
return MATCH;
else
return NMATCH;
}
if ((controlled_saddr == 0 ) & ( controlled daddr != 0 )){ /= ZE#&H I 1P sk k 0, F
AR BT IR TP Mk AT 4 < /
if (controlled daddr == daddr) // R H R IP Hihk
return MATCH;
else
return NMATCH;
}
if ((controlled saddr !'= 0 ) && ( controlled daddr != 0 )) { /* Z&EHIBITE 1P i hik F1 B 5
IP # it ¥4 K 0, B[R B X 1P Hbht A1 B A5 1P bk #47 Hh 3 = /
if ((controlled saddr == saddr) && (controlled daddr == daddr))
return MATCH;
else
return NMATCH;
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return NMATCH; [/IEEBR T AEEiTE
}

3. ICMP g 32t 8 o £

int icmp check(void){

struct icmphdr * picmphdr;

/ * B 563k ICMP it ICHI Rk, B T ICMP iRk RBR7E IP K Z )5, BN & nh X K JF 4R, Bk 1P
WKWK BERN y IeMP sk, 7R IP KB FE P ihl BERR IPRAKE, B T ZFEHOKE
B 32bit (BIPIANF 4 ), 84 TP # 3k K W piphdr — > ihl * 4(LLF 3 R 8Ar) * /

picmphdr = (struct icmphdr #* )(tmpskb->data + (piphdr —> ihl * 4));

[/ b, R H g — 2R S0 (2R Rk 0 5% 8) AT, BURE A BIZE Ik ping AU H BY

if (picmphdr —>type == 8){ //ZFKBIKIMRICHE P im ] EHVLA H B ping 73K IR 3L

if (ipaddr check(piphdr — > saddr, piphdr — > daddr) == MATCH){// % IP Hbht
printk("An ICMP packet is denied! \n");
return NF DROP;

}

}

if (picmphdr —>type == 0){ / * ZEAHYR XKL EVLE & 1 ping 77 R #ik CH & P v Fr

0] & Y ping Mm L #% 3C, 3 & T @AY VS A 8 A ipaddr check(piphdr — > daddr, piphdr — > saddr),

B 3% e L 4 SCHY H AR TP bbb 52 H B9 U8 1P Hb ok 2E 4T DU RS, #F 3% e R 4R SCAY IR TP M bk 5 %

£ 4 19 B A5 1P Hbohb 47 VL AC = /

if (ipaddr check(piphdr — > daddr, piphdr — > saddr) == MATCH) {
printk("An ICMP packet is denied! \n");
return NF_DROP,
}
}
/73 HABZE R ) ICMP 4% 3C, B A S M RY 1P bk AN VTG AY 1CMP 3R 3C, 2 BN AT

return NF ACCEPT;
}

4. TCP & 31T 5 R £

int tcp check(void){
struct tcphdr * ptcphdr;
/ = Bkid 1P ik SCHYSL IR BE, #848 TCP R SCAY K. JR R [F] %) 1CVP HALFE (UL eR %R icmp check()) * /
ptcphdr = (struct tcphdr * )(tmpskb—>data + (piphdr —> ihl % 4)); //3k7§ TCP #& 3L ¥
//#EAT 1P Hb ik 1 % E1 A9 U e
if ((ipaddr_check(piphdr — > saddr, piphdr — > daddr) == MATCH) &&
(port_check(ptcphdr — > source, ptcphdr —> dest) == MATCH) ) {
printk("A TCP packet is denied! \n");
return NF_DROP;  //fRE#& 5 HIAY 1P Hiht | ¥m 11 A8 UT AC AY TCP 4 3C
}
else
return NF_ACCEPT; //WAT 5 & A 1P #ihk | ¥ O A VL fC AY TCP i 3
}

5. UDP #2323t iE e/

int udp check(void) {
struct udphdr * pudphdr;

/ * Bkid 1P g SCHY LA BE, 3545 UDP 4k SCAY KA. JE 3R [RIXT ICMP [ 4b 2 (L PR Y icmp check()) * /
pudphdr = (struct udphdr #* )(tmpskb—->data + (piphdr —> ihl % 4));
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//#E4T 1P M hk A v O A9 DG g
if ((ipaddr check(piphdr —> saddr, piphdr —> daddr) == MATCH) &&
(port check(pudphdr — > source, pudphdr —> dest) == MATCH) ) {
printk("A UDP packet is denied! \n");
return NF_DROP; [/ 45 545 A IP HhE | ¥ O 4H UC fid B9 UDP 3R 3¢
}

else

return NF_ACCEPT; //#AT 5 M A 1P #ihik | v O A UEfC #Y UDP #R 3C
}

6. i MBI F o/ &L

unsigned int hook func(unsigned int hooknum, struct sk _buff x* skb, const struct net device *
in, const struct net device * out, int ( * okfn) (struct sk buff * )){/ % Netfilter i FHi% 1 F ek
BT, 1Z1E 4 N SHEH TR, X 4 M SEIMNFF KB & & Netfilter MEZR 6 7€ L UF /Y, IF
RENGEHE B E L. H skb 25 ] Netfilter IEFEALFRIR L E WX B —EI5 5, EETE 2.6.28 KU
FRERAR Linux H1, iZZ 8N * skb, skb Bl 45 [a] Netfilter 1E7E AL 4R SCEE b X WY 45 5 = /

/B ED KEREERILGRSTEH, AR, EEBUTHBAE IP i 3

if (enable flag == 0)

return NF_ACCEPT;

tmpskb = * skb; //3RAG R SC S v XA M bk 48 £
piphdr = tmpskb - > nh. iph; //3K75 IP i SCHY 3L HER, UL 10. 3.1 5 Hh iy B 25
/78 Se W D B R R
if (piphdr — > protocol != controlled protocol)

return NF_ACCEPT; [/ AR B RS B R R, BB AT
/73 J BRSPS R B, AR R B IS B[] 43 ) 8 AR ) A A A v eR 2R
if (piphdr — > protocol == 1) /15 1, 2 ICMP 2 3C

return icmp check();
else

if (piphdr — > protocol == 6) /IS N 6,k TCP #t

return tcp check();
else

if (piphdr — > protocol == 17) //HiL5H 17, 5 UDP %
return udp_check();
elsef [/ HAB B S, BOABAT, BEASET I X0 X
printk("Unkonwn type's packet! \n");
return NF_ACCEPT;

}
7. BERNSERERE

int write controlinfo(int fd, char * buf, ssize t len){ /* ¥ ER CHEENE write Z 41
H, 358 X R, B ANSEME XG4 LK E * /

char controlinfo[128]; [IATFHRENBEAANERHNEZS EZE X

char ¥ pchar; / /i B} 2 v X 48

pchar = controlinfo;

if (len == 0){ /TIRE AN AR BN 0, T 56 H % By K 35 i 46 2 42 1 2 RE

enable flag = 0; / /1 B Bl kB 5% P B s
return len;
}
/ * V& R &L copy_from user( )R MM BEREFEAMHA PR ER S (B EES EE, i IP
e ER O ) B HIBI A S REFFX . R i# 8% copy_from_user() i A A B4 menncpy/( )
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}

BEH#ATEZWMXE G BEAEEREERFR 8.3.1 WiHlT T IFARI UL = /
if (copy from user(controlinfo, buf, len) !'= 0){
printk("Can't get the control rule! \n");
printk("Something may be wrong, please check it! \n");

return 0;

}

[*ERERFEEWX P KK FEROFE R : EEGIIRCH TR, EE GRS IE 1P i
Bl EERRSCH B AR 1P Hihk, EERIIR O Ew O, ZEFR XY ERED . 80FB L
4 N, BRR] ) R ) G AR e B A SR A = /

controlled protocol = * (( int % ) pchar); //3&E#EHHR iRl

pchar = pchar + 4;

controlled saddr = * (( int * ) pchar); / /A B il ik SCHY IR IP Huhk

pchar = pchar + 4;

controlled daddr = * (( int * ) pchar); //ARAGE R Wil ik SCHY B #r IP M hk

pchar = pchar + 4;

controlled srcport

pchar = pchar + 4;

controlled dstport * (( int * ) pchar); //ARAG B il ik SC Y B brdm O

enable flag = 1; / /3 B Z BT K 5% R 2 A S AR R

printk("input info: p = %d, x = $dy = %$dm = %$dn = %d\n", controlled protocol,

controlled saddr, controlled daddr, controlled srcport, controlled dstport); / * H H % #Hr

e MR E R =/

return len;

* (( int x ) pchar); //3R#5Z R SCH IR O

8. WIRHFIG oK £

static int init initmodule(){ / /% R ECTE B B 2B+ 8 B 3h i H
int ret; /MR FEME&EREENIINZE
printk("Init Module\n");
myhook. hook = hook_func; /[ BB B £ eR B
myhook. hooknum = NF IP POST ROUTING; [/ BB B BT R
myhook. pf = PF_INET; / /% BB B R Pk TP R
myhook. priority = NF IP PRI FIRST; [/ EFE M TFRERILLEE: BRER
nf register hook(&myhook); / /i FE L ) 48 F BR 5

}

/* T M RGEMZ LS, FEX BN R &S MR &4 FRE 50 A& 2P+ nknod 77
WS —3 * /
ret = register chrdev(124, "/dev/controlinfo", &fops);
if (ret 1= 0) / /W BE B AN BT
printk("Can't register device file! \n");

return 0;

9. BWBRIFHEE
static void exit cleanupmodule( ) { //Z PR ECAE N A B B B 8 B 3hE

nf unregister hook(&myhook);

/ * TEHTE AR R 1L R ECH W 1] Netfilter AEZR AP iMoo B9 44 T pR %+ /
unregister chrdev(124, "controlinfo"); / /1) Z GE T 5 B4 SO
printk("CleanUp\n");
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10. 4 Zait sty Bl

TESE A 10. 2 51 10. 3 75 By J b et B 3= e (9 AR 4w 72 ) ?)‘ETU.XTVJ'?@%%LHW
i, TEIE 17 Mk A rru@W{ﬁ{tﬁ%ﬁmwﬁi_ﬁﬁﬂﬁr—&‘fﬂﬂﬁW’Vﬁiﬁ A G v Az
il F£ J& 7E Fedora Core 6 Linux #55 F 58 Wl . #4522 7E HoAth Linux & 17 M (40 Ubuntu 10. 0. 4
)3 Ay AL i X 10, 3 Y A AT JE AT & Y gl e K B FEEZ s 1E 10. 5. 2
T HAR A

10.4.1 HwmIFFEMAIE

AT 1) By K S T RY 2R G ph R D00 G R e RN N A% AR R R 0 2 B L X R 0 B G T 1
Z:I_Jslfug%ﬂjl_.’l‘—.l‘ﬁﬂﬂ ﬁdjk/LLIJELE_J@r_;@—ﬂiHJJJJFHﬂr— ﬁ?ﬂ-[‘-i‘tkuﬁmjiﬂf‘\lﬁl shell
fﬁ?ﬂ‘Tﬂrﬂu/‘\ﬁﬂTﬁﬁ’%E"_{:

gcc — o configure configure.c

Hrp configure. ¢ 2 OR A7 AL DU BC & A2 Fy PACHS 19 SCPF 20 - B0 % SO 7E e B ¢ F
configure M 4w H 1 H AR SCH Z HAR K AEEM 4 . gee 2 PUTE KRG &7 41
Hog T o —A% 4 configure Y A] $hAT SCOF BY Sy By ok Jis it 28 5% e 1) 00 D0 i 8 2 )7

Linux WA B A 95 0535 L B %, Tl g = 10 BN AR 25 1Y 2 13 i i, JURAE 2.6 Bl
FIRAH Linux W dif Nz, — Ml al o it T2 SO CR) Makefile) i) Jr =00k 52
JlC N AR 1) G 55 L AR T & 52 B Makefile SCHF BRI . Ch J7 (858 D oF 00 AL 5 7%
A 2 U B 3 B0 TR SO P TR SCPR P B 0 BAR A CFE B LSM i SCHF U ] 4% 4l
TFESET O LU TR 8. 4.1 . X AR )

obj—m += mod firewall.o

KDIR := /lib/modules/ $ (shell uname - r)/build
PWD = $ (shell pwd)
default:

$S (MAKE) —C $ (KDIR) M= $ (PWD) modules
gcc — o configure configure.c # 5 {6 E UL, #00 AC B ARy 89 g it B TR S
TEM 24T 0 R 8 2 ERIEFE e AT AR SCHF BIrfe i B %, 847 make A5 2, 5 7T LA
WL G 7t — > S 44 R configure B AL DU B & FR AT P47 SO AT — > SO 44 8 mod _
firewall. ko Iy N #Z L,

10. 4.2 X ER 55 3 BH

i 2 5 4 ﬁﬁ’]lﬁﬂ(ﬁﬁﬁfﬂﬁ@%ﬁﬁf%ﬂ,@ﬂﬂﬁlﬁkh i Bz A7 7 BT B4 ) 4% 0 {R
g Hh 25 5 b — P T PN I 2 3 422 S0 R 4% g I G A o T A 3 ORT A ) P9 TR
2% ‘ﬁé’l\%ﬁﬂéﬁlﬂﬁﬁﬁfﬁo X T AE R S Ak Y Bl K S iz A AV A v R AR A 13 FEE AN
B K S b 0 P OIS Y B . AR T T A Y A0 B8 Bl K e D Y AR et ml BLOR S B AR
By K S R[] A 0 o L BV 22 2 A I G Ak A
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KBRS PC b 5E sl 38 B ok i 8 303K, A< J5 AU 2R 48 2R FH — Fh 181 55 7 1 10 4% 00
IR 5T L BB KOS AT K B0 M 48 & P s T 7E W — & PC E L iz PC RZE: A T I rp
0 AT IE AT A Bl K ORE IR AR 2R gt i Ik A 2 e 56IE

FE AT I A 2 S K ] PC © %% 1P #hik . 56 . DNS IR 55 85 % (5 B &3P il &
IEWf 75 3Z PC REWS 1IE 5 Ui ln] B M 28 b iy Hofth =01, & Br A9 AL #45 BC & 1Y 1P bk
H4192.168.47.183”, F HIIrATEX & HLas b i B ARt 72

10. 4.3 Ihgelllikid 2

1. Nk AR R

TEJE AT I S 1 s g PR iy N AR A Bl A B A rb BRI TEar 2178 1T P07

e insmod mod firewall. ko # ¥ mod firewall. ko i A 3] Linux W%

o lsmod #EFH RGP A N E ) R a0 S0 2k s g, 78 W i AR R )

w2 824 5 N mod_firewall AR B

K H dmesg 2 & H N AZ G B . a0 S Hen 2 6k o B 8§ eR B0 M il oh L 78
dmesg % H 15 B I 5 0% & F 3] “Init Module”, 3X J& 7F N A% A% B 9] Uf 1k ok 80 38 1 ek
% printk O 5y 1 1915 B (WLE 10-5)

2. ping = &l Th g€

i 3o By 3 R U T R R R B ICMIP 2 i R0, 2 F

. /configure -p ping -y 192.168.47.254

Hirp 192,168, 47. 254y Jeydsk o0 PN 55 = ALY TP ok, b E & B0 00 25K 28 1k ping %
FAL. TEiX N BC E A7 7] LA ping 38 3Z E VL, A7 X 5 MW J5 T 85 2 ping 381 E L.
KH dmesg a2 & H NZ G B 2 H rp ] Z B An ICMP packet is denied!” 15 &
(hLE 10-5) .

3. TCP #g 32 #2 ik
i 3 B K e B B AR E TCP i, an k.
. /configure -p tcp -y 202.120.58.161 -n 80

Hirp 202,120, 58. 161 & #3238 K22 BBS 55 %5 (URL K bbs. sjtu. edu. cn) i 1P Hb
hE P G B A R DU E5R 25 5 R AR 1% BBS IS5 4 80 i Y TCP 4 3C. 78 AL B 32 ML iy 5E 4%
IE 5 Uiz BBS Jile 55 4 - BC Bz AN J 5 A GE LA Web J5 20 IE & 15 [0 i% BBS Ik 55w . [R] )
KH dmesg 2 EFHNZIE Bt £ H Pl £ “A TCP packet is denied ! "5 & (I
A 10-5) .

4. UDP R 33T 8

. /configure -p udp -y 202.120.2.100

Horp 202.120. 2. 100 A HL DNS ik 55 #% (9 1P i hk . DNS i 55 & F] UDP Ppi 55 K.
FC B X A ML e AN g LA sk 44 i 2005 1) Sb R il 55 4 , (HRE W% L TP b ik 19 12 2C 3 U5 ) 7
R ik 55 » X O HAN B0 Ko B I 47 3b ik A A . [a] BSF >R A dmesg ar & &/ W R 45 B 5w i, 78
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*Tﬂiﬂﬁ“}l UDP packet is denied!” {5 B (L& 10-5),

. fESEATIZ R MK N, AT AR A 3 P At
%mmﬁwm ZEABEARANA,

5. HE MR

25 R e L AR N2 N A BT
. /configure & EPBRPriZE M ETA N,

* rmmod mod firewall

# H) 2P 4 A Bl oK i N A AR B

e dmesg 3|:|: ﬁﬁ%ﬂ(ﬁlﬁﬁ‘ﬁﬁrﬁ Nz E R .
e A AR BAR G E 10-4 B .

JAAE R X B AR89 IR 5 235, & W Z IR 5 &

root@IDServer:~/book_experiments/mod_firewall

XHE H#EE EEVW S0 TEE HEH

| root@lDServer mod _firewall |7 make
make —C /lib/modules/2.6.18/build MN=/root/book experiments/mod firewall modules

make[1]: Entering directory

Building modu
MODPOST

“fusrfercfkernels/linux-2.6,18’

les, stage 2.

make| 1]: Leaving directory
gcc —o0 configure configure.c
mod_firewal

[ root&@lDServer
[ root& 1 DServer
[ root@ ] DServer
| root@] DServer
| root&1DServer
[ root&lDServer
| root@lDServer

]

mod firewal
mod firewal
mod firewal
mod_firewal
mod_firewal
mod_firewal

1]
1]
1]
1]
1]
1]
1]

“Jusr/src/kernels/linux—2.6.18'

inemod mod _firewall.ko

Sconfigure —p ping —y 192.168.47.254
fconfigure -p tcp -y 202.120.58.161 -n 80
Jconfigure —p udp -y 202.120.2.100

. fconfigure

rmmod mod_firewall

dmesg I

T R R

B 10-4 AZERETEHNEREZEHNKDE

i) dmesg M54, 7E s A i 5 vl LA B a0 E 10-5 s B . iX 72 N AR B TE

11— SE PR I A9 45 2 5

[+]

input

input
4 TCP
4 TCF
input
4L TDF
A TIDF
4 TIDF
A4 TIDF

Init Module

info:

info:

packet
packet
info:

packet
packet
paclket
paclet

Cleanlp

F'=

An ICMF packet 1s denied!
in ICMP packet 1z denied!

p:
18
is

p:
iz
1s
1=
1z

L, x=0v%=-30431040 m=0n=20

—1820003510 m = 0 n = 20480

6, x = 0 v
denied!
denied!

T, = =0y = 1677883684 m=0n =10
denied!

deried!

deried!|

denied!

& 10-5

M TRERS printk HHAOAZER

10.5 P Aescik

AT T Netfilter HLH 2B T — A4S A A B4 1 38 B kRS A8 R 5, iz e B R G 7E

Netfilter HE 52 i 75 M 42 5 pR 2. i i 54 1 BRZCSE B TP iz SC iy 4G A A i

XF E— A4~ hl A
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140 1 I B KRS R R R A TE R D BE S A A EH B A L T Tz B R g ik
DA ILE NS s

10.5.1 AZEREITIEHNIEHEGNEET R

AT SR By oK DR R R G b i G sE T e e A A PR L FE AR BRAE LA i

o A T R0 U R B, LR AR U E XU (1Y TP Mo ik N O DE AR A AR L SEBR A g
B K 35 38 AT DIAR i HEAth 22 28 0F 47 4 ol o 40 3k i 18] B dE A7 5 4 . 7E K B H S HE M 2B
v 2 1o v e eV e R N ) 1 2 2 WV Bt 2 S N 12 ) 4 1 2 v P s
R EE K.

o DUJLATR B8 s A7 i Fr BC B S B A Y T RBE X FF— F o iE W, 5 % 52
FH ) A 38 U8 Bl K 8 1T 5 A AN 5 1 1Y 38 A 2o 8 B KO T B ] ) S 2 S i ik
KL

ST AE AR B ks R B e R b L AT U T LR 7 i i o ) 4 i D RE YT RE

o KiEAERIERENY R, BRSCHIET IP Hohk | s 04 A Fn 458 il 2 . 38 5E S0 21 2L F
I (8] Bt L ICMP e SCHY 72884 | 28 D5 0] 5 [a) CAN 2% 1k A1 1 3% P9 I i e i/ P9 IR0 e 482 Ak
W ) S5 2R I AT R SC A A A A g .

o ZALEIEMN YR, DLRIE U A 8 B, BB 98 S HF P B B 2 SR Uk
KLU, {7 PN A2 B 8 08 ] e 422 22 S5 a0 o R0 D) 0 A i SCRS: A At o8 )

o JEFIADL A I8 R0 BC E AT PR I . SRR AL pE R0 T AT CES N G L

10.5.2 AZERBFTRBHANBERERSZHNZE

ARFEIATHY R R G I &2 TE FC6 R (N RA N 2. 6. 18) EHEAT 1Yy, 11 R R % it Al
A4 HE R HAT £ Linux 24 Ubuntu (W RA N 2. 6. 28 5% 2. 6. 34) I AGEIEH
AT .7 BT AN RS AR TAE .

LN AR e Hvb R B4 R e R G 8 42 11 AR & e B2 2 TE 451 Linux W%
WA | S BRAL A, 3 A R 20 B0 AR P AN TE RS AR R ) 8, A i A8 3R 45 1) 1 ) i ' R )y
VE R — A AR P AN A e RS A ) B2, v B 487 Hofth Linux A E4iifiEiT.

AJE R R G 1Y Linux A E W) N AR e 109 T8 A e X )] L 2 9 A% A8 B 78 512 3 5 2
i T Linux WAZ IR . 40 Netfilter HEZ2 (42 11 | A% 1) 45 B 8508 25 4 o S0 TP 413k
TCP fu3k55F) . i Linux W — HATE &K B H I X Fe 19 Netfilter #1955 2L UL 7E
AMEAALZ T N IRAS 2. 6. 18 F1 2. 6. 28 MR 25 /0 A 78 B 8. 22 )1,

TR AT IT R B KBS R A R G R Ubuntu Fisfrinf, A0 F WA T2 AT = .

o ZEFIK struct sk_buff 7 2. 6. 24 VUG MRA R NZ DA Brd i 28 40 . — 2 gl 11 25 %Y 0

AR TS, T 1k 4GS R A A A ST I S AE AR N Y R, anAE
2.6. 28 RAII N AZ P . nh B 2 A FETE , %8 i network_header, H %48 28 8 s
AT R RS IRAE h — e R 2R AL,

o TE 2.6.28 WL, Netfilter HEZE7E I H Pt i3 M 9 44 -+ oK B AL 338 25 5 1 s B 2

BEEAY 2.6, 18 MUANEZAHE M AW, pREUE A 4 T G hook _funce 4
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BB i) 54 ¥ PR A
¢ 2.6.18 JRA N W int hook func(unsigned int hooknum, struct sk_buff *x
skb.const struct net _device * in,const struct net device * out,int ( * okfn)
(struct sk _buff *));
¢ 2.6.28 RA N . int hook func(unsigned int hooknum, struct sk _buff *
skb,const struct net _device * in,const struct net device * out,int ( * okfn)
(struct sk_buff *));
a3 By K 5 Dt 8 2R GE A A AN X RS R AT AR AR PR AL AL BE R W s AT L
EXFHEARGII,
AT ARSI B MUE AT AR A RG] ATE N A RRAS 2. 6. 28 & LA By
Linux R4t LR 4 e ALz 1T

10.5.3 EF Netfilter N EMZBBEE RS

IP e SCHE AL B AR vh 2830 Netfilter HEAREL 4 1 fi i), Netfilter HE 42 AN AL 2 8 H B i W}
1Y) 44— pRER 38 2o B 1 pR BRI O (1 25 SRR T e 4B 4800 A AT A TP R S SR AR B SE Y A
i BE B K —FE . 5 Ah . Netfilter HEZE IR 20851 1P )R SCHY AR N B DL S E B 38 24 4 1
PRIEAL B, 7R 8 1 PR BT T DL BE — g 1 B I IE T RSO AR B (B 0 L AR R K 4T Y
AR TP 42 SCHHR M1 25 Netfilter #EZ2 . Netfilter HE4E & 4 PR E IR AY TP Hi SC— FF 4k &2
Kb BB 74 1 R AU R N2 TP 4 3

JEF AP IP R SCHN AR B AR T LUTF & BN HZ B MR SO E LM R85, MEH
T RREC X 1P H U S ST i s Ak B L X FE B AS HLECAS I OC & i TP i) S0, H N 2R AR
B S0 TE W 1 I G B FR G0 . T BT N I i LD B B FE Netfilter HE 22 b 3 i AH 10
()40 5 PR, TE 7 1 pRECT 5% 0 TP i SCIN 2 . X AE 5 AR S BN FH 2 225 A 1) IR 4% 1 %5 5509
AT, T2 2 7 Ui il Je Il 55 4 AR J2% 52 AN 301200 fife %% 2k A8 0 A R i E T () A ) 2% i B AR
b ) BE 2 e & A PR L R Z 2B AR K E .

AN B TFXFR TP 2 SC P9 2 AR e 4 AR AT LA 1 5 0 i CSCH S i R YRR B DL S BB R
TAUE S5 R 26 BFF I D RE . G0 7 42 | [ B 40 3k A5 2 107 FH 1) 22 9% I 4% & 4 R b, T AR IE T AL
A B 22 A G0 DB B WO X 22 W 3] ) 50408 00 7 42 4 00 A G A Ak 38 Cn Ak B 2 42 %
MR EESE) , A TE Linux R4 E IR L 2T RE ., 5 ] BLR H F M Netfilter #) 1 pR %X
) 7 S E

10.5.4 AZERSTEHANEHNINERNIIEYT B

—BE = AR RO 25 By K PR T RE A i R Ao S8 ML AT TP i SCRY P Ab L ib BT —
F A o A6 00 E 7 A 00 S 0 451 8 T P R MO S o AN A 17 SR O A S ORE TF 48 B
A T B R B TP e SCAnAR] 52 BLET X6 S 1 45 9 09 B0 ke ) , AS 5 I B AR S O R R S B 1k
2 A 1P 41 3C AL SYN iz 30 i 3R 30, PO RTRE S5 17 55 v 14 3 11 474 280 o A6 D0 07 13 52 i 2
ARTE N ZA B AL T8 By A TR S B . U0 R BB A D A A O B R L T AR T 17
MR N AR B T AR YT R T K IR
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10.6 A 25 7/ &h

AFE TR ) A 3 T Netfilter HE 42 1Y 49 1 pR B0 WAL H S 90 6 2 38 By Kk 45 It 2 3R 58 1Y)
HARTF Rt £, R A R G0 S — A SCat g8 N, 5t T i S A (UDP ., TCP . ICMP) | 4z
SCUE TP Hbhk #1 H bx 1P shb g SCIE s 1 A B brdw 0 S35EXF 1P e Gt frke & Mt g . 5 4k,
ACTE I8 A2 Bl K 8 T AR R 4 S B — A TR B R U AR YRR T Al A A A SO
2B FH P G B B0 {5 B AL 33 25 By K hi DR AR 2R G 1) PN A A B L W BE A% o i 1 L R T O A
Z B K55 IR R G i 4 G BB DI RE

AT SE B R R GE T & BT 8 R B ) OB R AL S . N A AR B0 G AR T & T T 3 A
T = W AZ AR e 0 08 B K 5 19 26l s 78 WAL B b S 3 Netfilter 5491 BRECHY T8 M, 58 L4
TR ECFEM S A RE R B AN 1Y TP 2048 #e S A8 — 8 0 55 52 48l IR T A
Al DK R J2 LS 6 38 B DUAE B ik B N A AR e v B0 i gl R TP i SC a7 468 4

AR TR TS TE %P A s IR A R G 5l EREE EAT ROV R T R R S . N
P A 1ok U B KRS R Sh RE YT R . LA R s 32 4 22 S5 A0k L 5 PN A A A 1o 0 B ok 8
[ Linux V-5 FAH . A5 I A& 19 Bl KO 5 A R RE 2 177 Ubuntu (N A% A 2. 6. 28 LU
EO)SFERG E BT Netfilter By SCN 7528 BB AR 2 B — %8 Lz FH = 375 BH 1Y 19 26 073644 S
ARG AR X RS T RE I EARTE T AR B K SRR R G b, A 4R Y EEE T TR LR
U 20 R O ) i VA DTN s

b2 I

(] A P9 AZ AR e 2t 0 B K R rh N T RE
TE N A AR HR A 1o 8 B KO8 1 TF 2% v N AZ AR ) s A i) = 22 58 IR 2 T4 2
. EEEARTENTIT A L), B A PR Y getopt O Y T I HE A KAl 7 i

4. Ta) BRI PREL system O 19 D BE A 92 3 L B

5. TEMEATACTE (1Y By 3 I Ik, 4 5 7 PN R AR B n 28 22 T A= A A8 D) B E AR Y, A2 5 RE
0 B D AT ML B B 7 A A

6. TE M Netfilter #£28 7 M8 1 pREUIN)  struct nf_hook _ops 52—~ K8 /Y 45 F 44 , i ik
T EMAE AT B, i 10 B % S5 A R A B B B B R S

7. TEX} ping W7 FH E A7 DG BC S A A0 45 1 55 4 fe] R B P Bid B A9 5 TP bk 5 4 SCHY H i
IP #ht E 17 FE AR 7

8. TEW A SE I IE M 2 Netfilter HE 22 v i) 84+ pR BN, & 5 7] DT B 00 € i pREUT T2
XS E IS S BB S A AR

9. TEMEAT WAZ AL P AL 1 38 By K 358 I 3K i) 7T DA AP S Ty T ke 2] iy HE Y AZ B B 2 A L B
ﬂﬂﬁ?ﬂ Linux #1ER G 7
AT S B By ok R T AR R G 7 i S iE AR ) O I . o A P R M I A Hb 7

W D
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11, a7 B 150 BH A n] 598 30 9 AZ A5 B4 30 08 Bl K hs 72 AN ] Linux 58 G2 [8] #846 , bC— Mg 19 1
FHAR 7 6 A M DL S B,

12. 18] LA B 3L F Netfilter HE 22 52 80N FH 2 37 BH (19 0 %25 I 26 38 15 19 26 A BB

13. 5 G A TIRA R 40 10 AR 9280, B 34 anfa] o 1 3% )R AY & Gt . 4l HRE 0% 52 i TCP
2 07 i P R SR AL T DA A S A I AR 55 A L i A0 I S35 AILAS RiE 4 F N IR IR
55 A o



o5 11 55 AT BAATHLHINT b =
L3 98 By K B D Y s B

AR T 3 A Q] 3L F Netfilter HE 48 (9 BA 51 2 B8 52 88— 4> 107 FH 2 19 4 328 8 By K 4% i
MRS ., ARTFHE 10 55BN AZ LG 8 B KBS AR TE 1 By Kk 38 T A8 22 45 DL — /0 37
N R e 2 AR TE . AW LB Linux W7 IE 2 M4 . F 0 E Y 4100 KR
RIR G0 SR A TR RTE A AR S B 72 L B 5 A 40 Bl KO 5 B8 2R 4 1) ) 3
e, MTEZP kRS R R R 3 mt FrRe A7 i P e T & L ik

11,1 PR RSN At

XFECES 10 B3 TF 2 1 N AZ AR A0 ik 8 By K85 L AS 55 114 1 FH 2 60 2o 8 By K 1% 78 4z SC AT A
P =X B IR B KA X 5 AR =X TP i) SCibfr ke A AdE i . & EEAFTE TR IP
Sy 77 2K N A 40 i 18 B kB i i 7E Netfilter FE 22 v i3 44 1 pR B8 Oy 28 3R A8 4%
il (1) TP 2 3C, 1 N FH J2 A0 358 08 B K 8 78 W FH 2 3R A5 S Y TP i SC. AT B 5% B 3R i fef
TE N 23R A5 2R H 1Y 1P 4 3C.

11.1.1 NHAEBIPIRXHFEAFE

PINAY Netfilter HLHI CNAZ Ay 2.2 X PARTHY Linux &40 IF A 37 A AL, B
HRETE W% JZ I8 AT i SCAE B, AN fig i i BA S O sCHF i SCaC an W JZ AL B . FERRAS O 2. 4 FFJ
Linux W, H Netfilter #1452 H= AT HLEI CBD 1P queue) « FH 55 248 00 ) N B 25 1)
{36 B N )2 23 18] HOR JE 2Z A7 T 5 A8 i B4 AR P 82 050 N % 2% o i B A0 L > 1) BA A7)
AL R FH — Aoty Ay 2058 30 P A% 2 (8] 30 0 FH )22 25 1) 1) 2008 4% 3% AU PR 1% 33t Netfilter HE
SRR TP B 1

£ Linux 2. 6 A%, B T Netlink #L#| (Linux #24F & g h — F0 76 N 4% 25 [a] #10 H

J7 23 [al4% 1B e f pLa , R DI RO T MBS ERF RO EWA 1.6 1) . ﬁ'ﬁFlT?*JLr&E‘J
G Linux 27 1) 12 8252 19— Fhobs 8 Ak i PN A 25 18] 5 6 = &3 T8) B0 4% 1 DL
F Netlink HLH] 438 P LI AE B 7 4% Netfilter HEZR IF 46 K H L Netlink J7 J_it,kﬂ..lflﬁiik
FIHLH . B LL Netlink JE 206 A% JZ2 804K 10 TP #2 SC & 11 0 2, W A2 P 2 244 b 1 1)
Netlink J7 =050 AT DL BRI M N Z JZ 2o 19 1P fig ¢, ARG T iR S B TE Netlink |
(1 BA S HL I #K A netlink_queue, PAX 5 FAE G M 1P queue HLH| , 3ETF Netlink 19 BA 51 HIL il
BE AT DA A 5ok /9 1P queue HLHI, AT DA S5 24> W TR e 82 01, B 24> i AR 7T L J)
I S2 ML Netlink TP J2 & 2% 5k i) 1P 42 3C,

NV AE T A i By ke DL R At AH 5G9 JF & Netfilter B 7 A2 3L 17 4
W) % BRECE Libnetfilter queue. iZ PREUE B3 1 H F 0 H 2 0308 BE B K 85 Y Netlink
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0, R 51T DL E ] 5 Ak 1% B2 11 R ZCREh O (8 Hb 3R B Netfilter HE 22 & 35 K i
IP 2 3C . i A B 82 8 AR 119 Netlink 42 H 3R HC TP 42 3C.

AP ok B IR A 2R 5 % FH AL T R % Libnetfilter_queue B9 7 2 52 BUAH W 1Y T & 5% 8
Pz N H S IR IEACAS AT L 3] Netfilter G T 2K,

11. 1.2 INEeF i it

Axr BT F LIS iy = B el 78 Linux R &2 1Y Netfilter fE42 T S2 810 H 2 0
b U8 Bl K B 0 7 s AN AR S A 2 Y ok R R . 45 T b o R R R G b s B A A O SR s L
BB, 32 BARGE AN [ A B ISR A SEELE T TP ik A 11 1Y TP 4 SCid g

Ay AT B L K 2% Y I ) A 3 U8 g K S A R AR iR B A O R A N 2 A 3 DB Bl KO
AN SIS B0 ) A e 3 R D T e AR A e 3 R D R R A e i R ] AT TP e S E Y
Dy i 52 AR — A N AR PP b, BROZORE Pl o o 217 2 BRSO P G B — S5 A 8 R 0] L 4R
J B4 3 T 2R ) SE it i SCak 8, B o 2 o 8 R T B S AT R R L AR e ER DA
B an 217 2808 shiz 27 .

11.1.3 E1T7AKX

ASTE Y I Y s Gl ok 4T 2 HOKR B € £F Bk e SCRY PR A VPR TP sk A H AR TP
b hE A K 5 i 1F1 A1 H b 111, 2 40

. /queue fw -p protocol -x source ip -y dst_ip -m source port -n dst port

Horp queue_fw Jy 58 58 G X N (9 v $RAT SCAF 44 H R 2 e I BAR & LN h

* -p protocol: T& BHZ 4§ i P (s 45 0 O ZE AR, A tep.udp.ping —FZ—;

* -x source_ip: T8 BH B4l e Sy I8 1P Huhtk

o -y dst_ip: 9% B Z ] A SCHY H AR TP ik ;

* -m source_port.: F5 BH B 45 il Iz SC ) I 35 1T

o -n dst_port: T BH Z 45l 2 SCHY) H b .

n“. /queue fw -p tep -x 192. 168, 47,183 -y 202. 120. 2. 120 -m 8888 -n 80" %K /~nZE |1
U5 1P Mo ko 192, 168. 47, 183, HAR 1P #uhil oy 202, 120. 2. 120, H. w1 28 8888, H i ¥ H
80 1) TCP {7 .

5 5N T I 4 W DS o2 38 100 A G D L DU HOCH BRI 0,0 R 54T B A MIDT AL , P
e T (0 ST 6 SR AT (.

. /queue_fw -p ping # R LA VR A B fr bk B A9 ping #E4E

. /queue fw -p ping -x 192.168.47.1 £ FH 1k 192.168.47.1 %t4p ping

./queue fw -p tcp -y 192.168.47.1 -n 80 # %51 192.168.47.1 [ 80 ¥ [ Y TCP U EFH
. /queue fw -p udp -y 202.120.2.101 # %1 202.120.2.101 B UDP L8 EF

Fr 0 1 T8 1Y 2 » 7 T AT 08 100 4 48 e 5 3R s O P i A ek 108 Bl oK s 9 TP i Sk 8 DO - it
AFEXMEE R SCHEAT 70 . BARR AT R A F

Jqueue_fw 7 U IFOR ) 1 ] e B, R AT AR T 1P 4R 30
X N A AR >4 T 5GP B K 3 4 412 3G DB T RE L 2 B K ha T ARTE RS & TP 4 SCRY LA, A ik
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A7 AT ] i S AG A A e il o U
0 RG] % Bl kS, B AR ik Ctrl +C 82 1 iZ B ARG il iz 47 Bp AT

11.2.1

11.2 JRR &R 5000 5L 3

eI TR

X b PN AR R 3L 08 By K B 1) G B S B L 1 2 A 2k D8 By K B 1) T BN R AR T T S A
W E1E B Netfilter #2419 pRZUE Libnetfilter queue, 2K 3515 Netfilter JE42 M N ¥ JZ & 2K
) 1P Z0Hi 41, i A 72 38 2 78 Netfilter HEZR TP 44 - PR 5 20O ARG TP Zdi 4. B
X 12 7 K 8 A 20 A S B 1 SC BETE T 28 26 A0 AR] £ A oK BU%E Libnetfilter_queue, DL 3RS A1 4L
BUAR L9 1P R840, DY 3 98 12« By K dif 1) G R 52 B . 8 O 1R) 22 0 48 I B i 2
Libnetfilter queue JE PRZEL,

e struct nfq_handle * nfq _open(void); ZeRZEH T3] JF Libnetfilter queue PR %

JE . IF AL — 1 Netfilter BASHIAIHN . G0 2R 90 4 A6 502D . 12 pRESGR (0] — > 45 1] 5
il fk Netfilter BAF g A] 8N . ZAf FH Netfilter BA I HLH] U Netfilter HE 28 % 1% K 1Y
IP a2k A i PR AL,

struct nfq_q_handle * nfq_create_queue(struct nfq_handle * h, u_intl6_t num,
nfq_callback * cb, void * data) ; Netlink S £f) & VL. W H JE 0] LI 22 B0
Netfilter HE22 % 32K R i 1P B0 . 1 pR BN 22 1t Z 80 num X8 19—~ BAK A 3]
Z8 h N H PR ZL nfq_open O YR [F1{H . Z % cb N Py 5 & 1) [81 3 ek 2 FE £ X BA %1
T RE— A TP 2098 1 R R AR 2 I Z 24 b 45 ) (19 AL 28 R 20, 280 data by EA%
i 2y |1 ] pR S B 2% v XS BT

int nfq_handle packet(struct nfq_handle * h, char * buf, int len) ; ZRESEN
X230 buf 8 1Y 1P B4 4 19 b B L 2 ok B0 P 52 B0 23 3 T PR 3R nfq create_
queue ) HT U2 B 1 (9] 8 pRZOR 2b PR 4,

int nfq_set_verdict(struct nfq_q_handle * qgh, u_int32_t id. u_int32_t verdict, u_

int32_t data_len. unsigned char * buf) ; ZpRE— M TE B R Eob B A, FH F ik
B Netfilter #E 22X 1% 4 SCHY L0 FE 77 30, Horp Z 8 verdict 358 1 B 40 35 50, 40
NF_ACCEPT ¢ NF_DROP,

11.2.2 XM £BT=E

1. kX FEX
FEZ B KRS A R e s B v, ¥ A 0T Y sk SCFE R e X

# include < sys/types. h>
# include < stdio.h>
# include < stdlib. h>
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# include <unistd. h>

# include < netinet/in. h>

# include < linux/netfilter.h>
# include < libnetfilter queue/libnetfilter queue.h>
# include < string.h>

# include < time. h>

# include < sys/time. h>

# include < linux/ip. h>

# include < linux/tcp. h>

# include < linux/udp. h>

# include < linux/icmp. h>

# define MATCH 1 //FAem 0 IP HLhE DU R B 45 5%, Bl 5 280l 59 1P #ht | vm O — 3K
# define NMATCH 0 [/ 0 IP bk PEFE 9 &5 5, Bl 5 E 35 il 09 1P #hhik (om0 A —E

2. AREZGZHNERBILAPEXHN=ZXE/ETE
« B ERARE.
36 4 A i, R A Pl ad a4 A7 1 0GB Y O I8 R AR B

int enable flag = 1; //RARERHP SR QLEIIGE, 1(BEH), 0(FH)

unsigned int controlled protocol = 0; / * F/~ &Ml SCAYIHPIIER] . 1—ICMP, 6—TCP, 17—UDP * /

unsigned short controlled srcport = 0; /* F/REFEH IR CHIES O, 0 FnEZEH g IE 5w O
3R 3, %78 B A% TCP 4k SCA UDP i SCH R * /

unsigned short controlled dstport = 0; /* FoREHEHIRCH Birim O, %228 B X TCP 4% 3¢ #l
UDP R SCH R * /

unsigned int controlled saddr = 0; //FBHZEEHIIR CAIE 1P #bht

unsigned int controlled daddr = 0; //3FRBHE &4 CH B AR IP Hbhk

« PRAF IP i R By ) AL f

struct iphdr % piphdr; [/A R AL FE TP it SCHY 1P Sk 4E &
* )W H Libnetfilter _queue pRZUE M H 2 10 B82S &,
int £d; /13O H AR 75 AR B

struct nfq handle * h;
struct nfq g handle * gh;
struct nfnl handle * nh;

11.2.3 REBRREINEEIZIT

BT K diet I 2R e 0 AR S P 3 AU AR I LA R R
« TRREL. RBURAN.

int main(int argec, char * argv[]);

P PREL Y T BT RE 2 1 S I 28U B R getpara O o DAl 2 A7 198 00 v figf A i 22
a5 il 4 SCHY PRI AY b hE | v SRR B, 0 R A AT B IS % L A H] pR &L display _
usageO) [\ H P e~ IE# 12 1748 20 2R 5 54T Libnetfilter_queue PRZUE AH 1Y
FI a4 TAE . IF v B e SCAL PR R ZX callback O 5 I Jq i pRZCIE 47 AH I 19 TP iz SCisE
M % .
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15 &% 2B KM 5 T & % &

© ZEUHNTERE. PRBURAL N

int getpara( int argc, char * argv[]);

2 PR T DO P Y o 4 A e 00 PP B BBORA N ) 95 i) R S . B2 95 ) 9l SRy PR
AL VUETP st hib A0 H A5 TP ik 95 v F1 AN H A 55 S8 05 85 X 2645 B R A7 1E 42 Jm) 22
m,

ZRAF AN B. REUFEALN

void display usage(char ¥ commandname);

PR T FH P S s i B K i R T I 1 iy 2 A B AT A AR S
g PR FCPREL . PREUERY N -

int port check(unsigned short srcport, unsigned short dstport);

12 PR 3 ARG A B B WA St PR s 1 (i 2 81 sreport 8 5E) L B A 0 (il 2 5
dstport 8§ 5 ) 5 HE 00 vp 35 B2 ) i) P8 v 1 (4 ) Z8 B controlled sreport 5 %) . H
P 1 (42 Je) 22 /i controlled dstport 5 %€ ) s& A AH [A] , @ R AH [7] 3% [/] MATCH . &
W3 5] NMATCH., an 2R #0847 48 7€ v 5, W& 1] MATCH . Z R XHEE
Uiy 11 1% e SC AR 2E AT A
IP ik PEAC R, PRETS AL .

int ipaddr check(unsigned int saddr, unsigned int daddr);

2 PR B T B I e A A BT R R S TR TP Mk (il 2280 saddr 4558 L B A 1P #ihk

(HHZ % daddr $5 7€) 5 o3 38 FL W rp 75 2245 ) 1 05 TP bk (il 42 )R 28 7 controlled

saddr 8 ) . HAp 1P Hbhl (i 42 )5 28 & controlled  daddr #8 %€ ) & & A [A] , t{ﬂ%/{ﬂrj
&[] MATCH, 7 Wik [f] NMATCH. 4o 5 80 p 3% 47 48 & 1P Hb bt W) 3%

MATCH . BB H XHT 1P Hohik i H SCHERZ D7 #H) .

ICMP g Cat JE R %, PR AL N .

int icmp check(void);

ZPRE EE YIRS R A ICMP 204 0, 72 A [t 8 32 Ge vp HAK 4% 3l ping W H . %
PR BT SR R S TP Sk (45 £FdE 18 ICMP sk, X B H X% ICMP 26814 0 F1 8
(1) 28 A LLBR ] L 53 591 & ping 18] 52 0 25 AL K, HABZE AL ICMP i SC AT LA i
ARIRR R G, XFZERN 0 3 8 MY H 3C . iZ e E e 8 H PR EX ipaddr_check O 3547 b hik
VCFL AR JE MR P8 PEAL 45 Bk [f] NF_ACCEPT #% NF_DROP,

TCP e Cat uE R B . pREUE AL N .

int tcp check(void);

LR FELIRE AR A TCP 44 % sR B0 SR 42 SCiy TP Sk fd1 45 1 45 1)
TCP 3k AR 5 8 H pR 2 ipaddr_check O #E 47 30 Wk DC EC L DA X2 8 H R 2L port_check O)
AEAT Vi 1 DL G, 0 2R 53X 2> oK B IR [FHE 3 5 MATCH , iZ sR &R 1] NF_DROP . BJ
A iz AR Sl I, B Wk Bl NF_ACCEPT, iltf 11z 4t 3.
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o UDP g b uEpR%E., pREURAL N .

int udp check(void);

ZREEERE A A UDP 2440, 2 s Jo R 3 e S0y 1P Sk, {8 £ 385 1)
UDP =k, 2R J5 V8 H R %L ipaddr_check O #E47HuhE DAL, DL K2 8 FH R EX port_check O)
JEAT v FT UL BG40 285X 7 R 2 Ik [MIE 3 8 MATCH iz sk &6k [ NF_DROP, Hf
A% iz i G o L Wk Bl NF_ACCEPT, Ui 11 4% 3C.

o [EEPREL. PRECUEAIN .

static int callback(struct nfq g handle * gh, struct nfgenmsg * nfmsg, struct nfq data *

nfa, void * data);

ZREUH T BCE TP e SO b 315 50, 45 A1 Netfilter HE 42 20 fa] b 3560 57 g TP 42 3C,
BV AtATib e fh 4 . i R ZU 2 # Libnetfilter_queue bR EUFETE &5 1P it SCHT H 4
. ZREE ek 2 28 5 enable_flag, & 4 0, %78 P CH] 1% Bi 3% 19 4z
SO A Ak g S AE W) HeR 1% TP i SOy Ak 3y LB E O NF_ACCEPT, A0, )
Pz 1P 4z SC 1y Pp L 2 AU L 5 AH N PR 230 ) K A pR 2L (udp_check ()4 tep_check ()
icmp_check ) Z —) , & B AH N 19 6 A #0458 ) 285 5L L SR J5 98 1 2 B i 4l Sy 4k 2Ry
.. B NF_ACCEPT # NF_DROP,

A He SRS A AR G XA BRECCED AR TUAS e 89 Jm 7S A~ R0 [8] iy I B -G &R

mE 11-1 s,

e 1 K
callback
! 1 1
ICMP #2305 BEpA %Y TCP i 30 R 22 UDP 300l 5 2R
icmp_check tep check udp_ check
1 1
[P 4 31k DL bR 5 ding [T PR RE A
ipaddr check port check

B11-1 HXREAXEHENFARAXR

11.2. 4 cREISSIANERE

1. EHRE
int main(int argc, char %% argv){
char buf[1600]; [/ TP BAREBHR CEIEE WX, KEE R &K IP KB (B 1512)
int length; [T TFREFBRRERCEENKE
if (argc == 1)
enable flag = 0; /7 5% A B K 4% B 3 S 8 T ek
else {

getpara(argc, argv); //FRigarirEMAHEHEEFESERERF
printf("input info: p = %d, x = $dy = %$dm = $dn = %d\n", controlled

protocol, controlled saddr, controlled daddr, controlled srcport, controlled
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dstport) ; /* BRTEEMERGER */
}
h = nfqg open(); //¥TFF Libnetfilter queue pR#EUE, I L H 1L — 1~ FE AR
if (1h) {
fprintf(stderr, "Error during nfq open()\n");
exit(1);
}
if (nfq unbind pf(h, AF_INET) < 0) { //f@FEX} nf_queue A E LR FF1E G E
fprintf(stderr, "already nfq unbind pf()\n");
exit(1l);
}
if (nfq bind pf(h, AF INET) < 0) { / /% nf queue &) 1l F 7 4 iF P i FE
fprintf(stderr, "Error during nfq bind pf()\n");
exit(1l);
}
gh = nfq create queue(h,0, &callback, NULL);
[ * EFEAL RSN S (X B K 0 5 BAF ) Fix% B (6] 4k 2 oK £L callback * /
if (!qgh) {
fprintf(stderr, "Error during nfq create queue()\n");
exit(1);
}
if(nfg set mode(gh, NFQNL, COPY PACKET, Oxffff)<0){
/ * 5 B Z %1 NFQNL_COPY_ PACKET /iR Bl E( 4 (U * /
fprintf(stderr, "Can't set packet copy mode\n");
exit(1);
}
/B HE 25 ) B
nh = nfq nfnlh(h);
fd = nfnl fd(nh);
while(1l) {
length = recv(fd, buf,1600,0); //MitE BN EIERE
nfq handle packet(h, buf,length); /= 58 W & 1 E 1E PRE, PR nfq handle_packet()
2> V8 F 76 PR 8 nfq_create_queue() Hr i & A ] 14 bR Bk 40 ¥ EHE . « /
}
nfq destroy_queue(gh); / /3% A BA B Ak R
nfq close(h); /1% A
exit(0);
}
2. 51T I T AT R 3L
int getpara(int argc, char * argv[]) {
int optret; / 1 OR A7 B UK il A7 1Y) 328 70 2 77
unsigned short tmpport; /M 5 Y e B+ AR
optret = getopt(argc,argv, "pxymnh"); / /AR BUE — A~ & i
while( optret !'= -1 ) {

printf(" first in getpara: % s\n",argv[optind]);
switch(optret) {

case 'p': / /3% 3% 0 by P 2 R
if (strncmp(argv[optind], "ping",4) == 0 )

controlled protocol = 1; //FH % ping N FH #1735
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else
if ( strncmp(argv[optind], "tcp",3) == 0 )
controlled protocol = 6;//Z B | TCP 3k 3¢
else
if ( strncmp(argv[optind], "udp",3) == 0 )
controlled protocol = 17; //# B+ #| UDP i 3
else {// - p G BR3E“ping” . “tcp” ., “udp”, BP A 32 5 B Wi S Al
printf ("Unkonwn protocol! Please check and try again! \n");
exit(1l);

break;
case 'x': //Z3ET0 R IR IP Hbhk
if (inet aton(argv[optind], (struct in addr * )&controlled saddr) ==0)({
/* TR aE A 4 1P AR R an“192. 168. 47. 1784k K 32 [ BEE A 1P #b k-
tB =/
printf("Invalid source ip address! Please check and try again! \n");
exit(1l);
}
break;
case 'y': //iZ T A B B IP Hht
if ( inet_aton(argv[optind], (struct in_addr * )&controlled_daddr) == 0){
printf (" Invalid destination ip address! Please check and try again! \n");
exit(1l);
}
break;
case 'm': / 3% 3 10 >k U 35 11
tmpport = atoi(argv[optind]); / /¥ F5F BB 2L B AL S B 5 B
if (tmpport == 0){
printf("Invalid source port! Please check and try again! \n");

exit(1l);
}
controlled srcport = htons(tmpport); //¥{bNMNEFEFF
break;
case 'n': //iZ %I N B 5 v

tmpport = atoi(argv[optind]);
if (tmpport == 0){
printf("Invalid source port! Please check and try again! \n");
exit(1l);
}
controlled dstport = htons(tmpport);
break;
case 'h': //F P i A h, 5 E 5 B (help)
display usage(argv[0]); / /#7447 5 T A% =X
exit(1l);
default:
printf("Invalid parameters! \n");
display usage(argv[0]); /7% P A A A7 10 T A% =X
exit(1l);
}
optret = getopt(argc,argv, "pxymnh"); //Hb BT —A 1E T
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3. A SITIEMRTRE

void display usage(char #* commandname) {
printf("Usage 1: % s \n", commandname); /15 7 R AT AT Z %, ¢ ] 4 S0 i T g
printf("Usage 2: % s — x saddr — y daddr — m srcport — n dstport \n", commandname);
}

4. i[O PC &L 2R £

int port check(unsigned short srcport, unsigned short dstport) {
/ /& A W 0 08 3w 1A H Frvw H 2R N 0, 73 Y R i Bl AL
if ((controlled srcport == 0 ) && ( controlled dstport == 0)){ /* EZEHWEmOIFME
Prim H X128 0, 3RR X B B /Y IR v H A B prdm H FE AT < /
return MATCH;
}
if ((controlled srcport ! = 0 ) && ( controlled dstport == 0 )){ /* ZE¥HI HirmO R
0, RAAXPTA B brdw O BEATHEH] * /
if (controlled srcport == srcport) [/ R I v
return MATCH;
else
return NMATCH;
}
if ((controlled srcport == 0 ) && ( controlled dstport '= 0 )){ /* BE#EHAFE RO KO,
Fem Xt A T v O AT R < /
if (controlled dstport == dstport) /7R B dnim O
return MATCH;
else
return NMATCH;
}
if ((controlled srcport ! = 0 ) && ( controlled dstport '= 0 )){ /* ZE3=H a9 O FH
P E 38 S 0, L [B) B 6 i 3 1 FD B dnovm 0 2547 HLEE * /
if ((controlled _srcport == srcport) && (controlled dstport == dstport))
return MATCH;
else
return NMATCH;
}
return NMATCH; //EERR T ASETEI
}

5. 1P 4k OC Bg 65 £

int ipaddr check(unsigned int saddr, unsigned int daddr) {
/ /3R B G AR 1P ok A B AR 1P Midik A O 0, o DY 4R 150 b 2R
if ((controlled saddr == 0 ) & ( controlled daddr == 0 )){ /* Z¥E&HIaIE 1P #ihlFf1 H
P IP Hi k30 0, SRR X B A R TR TP HbhkF1 B A% 1P Mo bk gEAT#E W] = /
return MATCH;
}
if ((controlled saddr !'= 0 ) && ( controlled daddr == 0 )){ /+* ZE¥#H A9 B 1P #uht -k
0, KA A BAR 1P sk gEAT 3] = /
if (controlled saddr == saddr) /R IR 1P Hiht
return MATCH;
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else
return NMATCH;
}
if ((controlled saddr == 0 ) && ( controlled daddr !'= 0 )){ /= ZEIsHIAYIE 1P #u 4K 0,
Rt B A IR IP Hihk #E AT > /
if (controlled daddr == daddr) // R B B R IP Hihk
return MATCH;
else
return NMATCH;
}
if ((controlled_saddr != 0 ) & ( controlled daddr != 0)) { /= ZEH U IP itk F1
Hn IP bk 34K 0, B[R B XT IR IP Hb ik #1 B 45 IP #uhk 47 HhAE = /
if ((controlled saddr == saddr) && (controlled daddr == daddr))
return MATCH;
else
return NMATCH;
}
return NMATCH; [/IEFEHEN T ASEITEI
}

6. ICMP #3235t 8 R £

int icmp check(void) {

struct icmphdr #* picmphdr;

/ * B 563k IP RICH ICMP ik, B T ICMP ik Sk R R 7E 1P ka2 Jm, RPN Z% o X 1 2 B JF
th, Bkl 1P HRSKHI BRIy IC0MP Rk . 7E IP KA MR, Al ihl SRR TP RGO, BT
LA EE RN 32bit (BPUAFY), 3 LW O BAL, TP 3L KN dihl x 4 5T = /

picmphdr = (struct icmphdr * )((char * )piphdr + (piphdr —>ihl % 4));//3%5 ICMP # 3k

// R X} ICMP i — 2R 3C (ALK 0 5 8) A7 # I, #LaB X B 48 1k ping B H Y

if (picmphdr — > type == 8){//iZZE BRI CH % F ¥ o] I F2 AR 55 25 & B ping 5 3K 3k 3C

if (ipaddr check(piphdr — > saddr, piphdr — > daddr) == MATCH) {
printk("An ICMP packet is denied! \n");
return NF DROP,;

}

}

if (picmphdr —>type == 0){ / * %K B R R 5 25 ) & H ping 15 K W] SCHI % P o B

(o] 52 A o) B 4% SC, 3 2 T | PC AL AT, 8 A R 3 ipaddr check(piphdr — > daddr, piphdr — > saddr),

gz e 7 i SC Y B b 1P db bk 5% 5 A9 U TP Mok AT DS EC, K e B R SCRY IR TP Motk 5 I

il B9 B 4 1P Hbhk 47 UCEC = /

if (ipaddr check(piphdr — > daddr, piphdr — > saddr) == MATCH) {
printk("An ICMP packet is denied! \n");
return NF DROP,;

}

}

/7% HA LAY Y ICMP i SCER 3 5 5 i A9 IP M bk R DT QA9 ICMP 3R 3¢, ¥ BRIN AT

return NF ACCEPT,

}
7. TCP #3213 8 e £

int tep check(void) {
struct tcphdr * ptcphdr;
ptcphdr = (struct tecphdr # )((char * )piphdr + (piphdr —> ihl % 4)); / * Bkl 1P #g ¢
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i3k TR BE, K75 TCP R LAY L FR + /

/ /3347 Hb b F v O ) DG T
if((ipaddr check (piphdr — > saddr, piphdr — > daddr) == MATCH) && (port check ( ptcphdr — >
source, ptcphdr —>dest) == MATCH) ) {
printk("A TCP packet is denied! \n");
return NF DROP; / /46 46 55 45 i 3 Hb bk A3 1 AH UG BC #Y TCP 2 3C
}
else
return NF ACCEPT; /AT 55 45 ) /Y b HE v O A DCEC A9 TCP 3R SC

}
8. UDP g 32 i iiE 65 24

int udp check(void) {
struct udphdr #* pudphdr;

pudphdr = (struct udphdr #* )((char * )piphdr + (piphdr —> ihl % 4)); / * Bk 1P g ¢
i 3k FR 4 BE, 3545 UDP ) SC Y SL R % /
/ /34T Hb hE A S O A DT R
if((ipaddr check(piphdr — > saddr, piphdr — > daddr) == MATCH) && ( port check ( pudphdr — >
source, pudphdr —>dest) == MATCH) ) {
printk("A UDP packet is denied! \n");
return NF_DROP; / /45 48 55 ¥ | B0 3 1k 70 % 11 FH DG BC A UDP 3 3C
}
else

return NF ACCEPT; /AT 5 i 3 Hb hEk A3 10 A DS RD Y UDP 7 3C
}

9. [B] &R &

static int callback(struct nfq g handle * gh, struct nfgenmsg * nfmsg, struct nfq data * nfa,
void * data) {//f#i ] Libnetfilter queue 2 F 2|1 R &L, & A X 12 1Y | ok
[*VRHZEFRBN, FE4NMSHEHTFRE X4 HWMF. KB EEXEH
Libnetfilter_queue 5% FE FJ i SLAFHY, FF & % 7R BRIH B 5 X * /
int id = 0;//fRFix IP WP 5, WEW S (R H 75 ) B & F R G025 X B4~ 1P Y
struct nfgnl msg packet hdr = ph;
unsigned char * pdata = NULL;
int pdata len;
int dealmethod = NF DROP; /23R SC Y BRAA Ak 3R =
char srcstr[32],deststr[32];
ph = nfg get msg packet hdr(nfa);
if (ph == NULL)
return 1;
id = ntohl(ph—> packet id);
if (enable flag == 0) /* B EN SR SGTEIIGERE M, MEA B, B
fTAHRLRY IP 4R 3C * /
return nfq set verdict(gh, id, NF ACCEPT, 0, NULL); / * i% &% CAIAL3E I X R dT = /
pdata len = nfqg get payload(nfa, (char #* )&pdata); //F B IP |Z & ¥R XL
if (pdata !'= NULL)
piphdr = (struct iphdr * ) pdata; /154N 1P L8 5, B3R 4E 1P 3L 3
else
return 1; [/ TREFEERR 1P LER, a7 HiZ k&L
inet ntop(AF INET, &(piphdr —> saddr), srcstr, 32); //¥f 32 (LR IP #uhk %46 M 5 01 =
W) 775 B AR =, it BR
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inet ntop(AF INET, &(piphdr —> daddr), deststr, 32); //¥f 32 i H#p IP bt ¥4k 5 1B
o B F AT A, A BoR

printf("get a packet: % s —> %s", srcstr, deststr); //#iiZik CHIIEFN H /Y Hb kit

/18 5 0 U 2 A Sk A A B S R

if (piphdr — > protocol == controlled protocol)
if (piphdr — > protocol == 1) /15 R 1, 5 ICMP #)r 3C
dealmethod = icmp check();
else
if (piphdr — > protocol == 6) /115K 6, K TCP R X
dealmethod = tcp check();
else
if (piphdr — > protocol == 17) //HM5 0 17, 24 UDP #z 3C
dealmethod = udp check();
else {//HAWH M5, BOAEAT, BEEEFAZZITEZT X
printf("Unkonwn type's packet! \n");
dealmethod = NF ACCEPT;
}
else
dealmethod = NF ACCEPT; [/ B B R, B8 AT

return nfq set verdict(gh, id, dealmethod, 0, NULL); //i% B XfiZ 4R 3CHYy Ak 3 5 =

11.3 gt aasfr ek

FESER 11. 2 TR A R G IR S 5 . 5L 0l i 47 # ik z By ok ik R R R & TR s 4T
W38 7 5 s DR A A G R T BT AR I

11.3.1 ZHFNRE . FEMIE

I I 4 2 A BT A 9 e v 1 Bl KOG R R GE 2 7E Libnetfilter_queue BREUFE 1Y 3L AT E
56 B . BRI TE 2 1302 7 K 3 Dt AR R G I L BT 28R 4 266 AH N 1Y) pRUZSU%E L TIT DL & Netfilter i
(ERAC RN

TE ) 28 0] W 2 74 b BE A= fag A “http . //{tp. netfilter. org/pub/libnetfilter queue/” ., ¥ U1
4 B Libnetfilter_queue PREUE &N IRAS X, AT &2 96 & KR FH Y 2 0. 0. 17
WA L 3X B E T2 A T kKR O A, 1R A 1 BE L O A7 B H 58 T %k
Libnetfilter_queue FREUFE L2 ST, ZHE S Libnfnetlink pREUE , X 75 B0 &
T &M% Libnfnetlink PREUE , ] F 2 Libnetfilter _queue PREUEM A B 7 Wy Bl A]
# L TEIFATIZTT & SC B R Y Libnfnetlink sREUE AN 1. 0. 0.

T ER 3 YA eR U 2 R IR TR A SO & 5 e AT R ﬁ TEA AR E
K B lHRAT A4 configure Hl make install 26 58 BGIX P 4~ JE 1Y 2 %6 . 3% B 2 7E B 2
HF BN L3 AR 1 IR B . R PO PE ) &2 56 3 F2 1T BE 25 Bl — 28554 (5 Linux 9 REAS HH
K, U Fedora Core 6 32540) .,

P A B 2 2 ek R b A T R S e DR Dk D7 A Dl - G 7R Libnfnetlink o8 Z0U% ## 1k H
sk B AT 4 configure Fl make install J5 JKW%%L&?%TA H g /usr/local/lib F; m&a
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7£ Libnetfilter _queue PREE @k H ¢ F AT 152 configure W), 2 42 78 6 A 3 P 44 86 11
Libnfnetlink JE 4, iX /& A 4% configure i 2 R & 7€ H 5 /lib #1 H 5 /usr/lib T £ #
Libnfnetlink X, B Z8 H 5% /usr/local/lib T A ¢ SO (& HF 9+ H ) & il 2 H
s /usr/lib 3¢ H 5% /1lib T, Bl A] il 2 #4497 Libnetfilter queue Y configure fiy & ; fx J5 7
Libnetfilter queue f#JE H 5% F 47 make install, B 0] 52 i, Libnetfilter queue PR JE 1Y %
Wo AN TERIFEMzIT KRR R G B b, A BB 2] Libnetfilter_queue PRZX
JE V) i 1 o FH RDAE 7 35 e e PR Al BRI %2 66 78 H 5%/ usr/local /lib T .

SE B AR TS R T SR 3E T S R 2 T e S e v Y By K G D 8 &R G P TRT B, R
1E shell 25 A Q0T 4y < B AT .

gcc — lnetfilter queue — o queue fw queue fw.c

Horp-Inetfilter_queue 3§ BH 1 FH 1Y BRZUZE A Libnetfilter _queue, iX B queue fw. ¢ N
11. 2 35 R JEACHS P 78 19 95 SO 2 SO A 72 400 H 5 F - queue_fw 4 Prdg € 19 H b SCH4F
Y. gee R PUATE R ESTE YW H F o4 — 128 queue_fw AT HATRE TP .

11.3.2 MKIRE

I FH 2 A o 908 By K ik A PN A A B A 3 0 B K B — R s A A P A A ) 2% A B v 45
s b — RSB TR PN AT I 4% i A 4% 1 I O A, FH T AR BRI AR I N R I 2% 55 A0 AR I 4% ]
i) 1 285 38 1

HOL I LT 13 B0 B SR By A8 i) R — 5 A R 1Y Linux & 4t
VEWOC, 76 H iz 7B K8 A2 e ot vl DUWA] 58 il AS 55 91 & 8 1 FH 2= 6 2o 8 By oK 3 1) 100 3K A
EAT .

T8 H R Al 2] f AL PCLAR A BL & 24 W R, 8 52 3 b T 42 2] % I 3K 24 55 55
B 55 A R i) — S B D A E i, B PSS AN R — A R o DL R B D AR
L, BT AT RS 10 F3rp 8 20 0“1 & 7 I 2% 5 20 5% L B B K R R B R
g AR 2 1 W 2% & P s TR [A]— 5 PC E LR 5E B AS B ok B R A & ge iy 3 RN I g
55k

TEE A7 N 2 A3 08 B K 8 I F S R e Ik F Y PC CO%F 1P #hb | 3¢ DNS iRk
Fan TP ECEOE G A% PC RES IE R UM M 2%, o5 — . A EE e Linux RE N H 14
of 8 B KRS A B K i I A AR L IR T I FEE E ] Linux RGN BB K
B B2 0 5. 2.4 4 JTE QN E 5-4 By s ) 5 R e 7 ekoise S B E 7 EIET

& BT R IR AL Fr G B GG TP Mk ok 192, 168. 47, 183, F W MR TEX B HLAF F 1
AR a0 A2

11.3.3  FhARERA)Th e i

1. Netfilter A ZU#L & B9 B 3h

MEXAETR AT R BN HZ T ER kR RGN T VEE%E#%?
Netfilter fEZ2 14 A S B A AR 1P iz 3C, BB i i3 5y 1 26 75 22 )3 FH Netfilter B9 BAFN P, B
1E shell Zum F AT T A9 Netfilter B 0] B &y 2 .
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iptables — A OUTPUT - j QUEUE

Z AL 2 B Netfilter HEZR¥5 B A 203 W 2% H4 10 &5 COUTPUD) 19 Hz SC L BRI IE =X & 1%
B HZE . AT IZ R A5 TR )G 300 H 2 A3 38 B KRS R B A i 2% 6 AR A e Al
Fi 5 B R s i) A 1 TP 41 SCEB 8 Netfilter HE 2238 3 BA 3 L1 % A 1% 1 2 25 1) ﬁ'ﬁ:}zﬂﬂjﬁﬁﬁ
J2 A 3L U8 By K A8 A I ), X B S W 22 45 (A 1 i SO B A AR R T R B CE AT L X 2 i
SCH AR E I M T S TE 1P )= 95 B W, A 10T 19 2% 137 FH AR AS B 1E 18 H .

2. 4% Rz ARy & 18 st

M T ) T e S R AT A, SR AR B TF & N 2 A 1 D8 By K B A2 AT AN B AT e 4
FLOW, BP i 247 )5 3l ) AS 1 B AT fe] e 330, D) 322 Bl oK 8 AN 00 AT o] 4 SCaE A7 il H o 2k
Nuflltarﬁiﬁﬂﬁﬂzuﬁﬁf S[E] ) TP 4z 3C, PR 5 F1 85 3 2o i SC & b 1P )2, 4k 22 i 17 Je 2L Ab

X A L 32 B K 3 4B AT P AT R B 1) TP i SC CEP Bl k5% TAEFE 4l R 25 M 24 F
%ﬁﬁiﬁéﬁﬁﬁﬁ IP ?ﬁﬁ{&%_ﬁiiﬂﬁﬁa

R0 RE A Bl KRS Y e SC AR PR AR R AR R, B e I T B k0 el R M. 7R
shell Z& %5 FATA0 T 54 .

. /queue fw

ZAan A Ia sh B ok ks BT A 0 28 IR & Ih e &R e g IE H (i . B2z B kS iz 17,
Al 2% 01 s f7 HA AR iy —FF . B EETE X shell 23 T 4% Ctrl+C R AT

3. ICMP 3 3z = %l oh g
7E shell Z0m FHATA0 T 54>

./queue fw -p ping -y 192.168.47. 254

Hip 192, 168. 47. 254 Ry Jay3ai I P9 — =AU TP H ik, 32 42 i B0 00 225K 2% (- %% EH0
ping #4E . & F 8 sh B k%5 . A BE ping i Z FHL . M AT LA ping 38 Jay 3 ) P )
fil, TP i hE (40 192, 168. 47, 240) # FEHL .

Z L AR AE B b aw & 11-2 Frows,

root@IDServer:~/book _axperiments/queue fw

¥HE wRE EEW SROD FER FHE

| root@[DServer queue fw|7 gcc —o© queue fw queue fw.c —Inetfilter gqueue | &
roota [DServer queuve fwl# iptables —A OUTPUT —j QUEUE

| root@[DServer queue_fw|7 ./queue_fw

| root@lDServer queue fwl? ./queuc fwv —p ping —y 192.168.47.254
input info: p=1, x =0y =-30431040 m =0 n =20

get a packet: 192.168.47.183 — 192.168.47.254

an ICMP packet is denied.

get a packet: 192.168.47.183 — 192.168.47.254

an ICMF packet is denied,

get a packet: 192.168.47.183 —= 192.168.47.254

an ICMF packet iz denied.

02.168.47. 183 — 192.168.47.240
02.168.47.183 — 192.168.47.240

|
get a packet: |
1

get a packet
|

E 11-2 ICMP 3 32 #= $ oh gk ol i
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I e AR L B ok hE R R R SRR AR B ping B2 & ) 1P Huhik A 192, 168. 47. 254
A 192, 168. 47. 240 FHL ) ICMP Hig 3C b, i &% 4K 2 A P F H Al 57 FH 09 2048 42 o
192. 168.47.183—>>192. 168. 47. 183 14z 3 ) . 3=, 15 72 v 7] AN FH 255X B B0 4 10

4. TCP # 3z #= #) Th g Ml izt
7E shell Zim FHATAN T iy 4

. /queue fw -p tcp -y 202.120.58.161 -n 80

Horh 202,120, 58. 161 M F#AZ i K 2% BBS IR % 28 (URL 4 bbs. sjtu. edu. cn) % 1P #b
Bk 32 B0 0 SR BH 1k A& AR IZ IR 4 g% 80 ¥ I 1Y TCP it 3¢ . AT/ ARELL HTTP 7 = E % Ui
1] iZ BBS iR % 2% - (5 0] 17 [ HoAth o h (a0 www. sjtu. edu. en) i HTTP k%% . B HETI ] FTP
HIR% .

M AR A B R & 11-3 s,

root@lDServer:~/book_experiments/queue_fw

NP #EE EEVW @D FEE %EHJJ{I:D

[ root@lDServer queue fwl# . /gueue fw —p tcp —y 202.120.58. 161
input info: p =6, x = f y = 1580003510 m=0n=20
get a packet: 192.188.47.183 — 192,168.47.183

get a packet: 192.168.47.183 —= 192,168.47.1583

pet a packet: 192, 168.47.183 — 202,120.2.100

get a packet: 192.168.47.183 — 202.120.2.100

et a packet: 192.168.47.183 == 202,120.2.100

get a packet: 192.168.47.183 — 202.120.5B.161]

hlock an tcp packet.

get a packet: 192,168.47.183 — 202,120.5K8.161

block an tcp packet.

[+

pet a packet: 192.16B.47.183 —= 202.120.2.100
pet a packet! 192.168.47.183 — 202.120.2.100
get a packet: 192.168.47.183 — 74.125.71.104

get a packet: 192,168.47.153
get & packet: 192.168.47.183

= T4,125.71.104
> T4.125.71.104

0 K

Bl 11-3 TCP g 3 #= &l Th g 3K

I AR L B kS R R G 3R 2 & 1 bbs. sjtu. edu. en(1P #ihik A 202. 120. 58. 161)
www. sjtu. edu. en(IP Hihl & 202, 120. 2. 102) \DNS iR 55 %5 (1P #hE & 202, 120. 2. 100) /Y
R SC, o & A TP #udik b 202, 120, 58. 161 #9 TCP i SC 8% BH 1L .

5. UDP 3 32 3= #l Zf g€ M3

I 24 AT, DNS IR 25 A% i — MR ) UDP PRl 1732 &, F i H DNS W H 3k
WA Bl ok Bl R G % UDP i SCry #1150
7E shell Zom FHATIO T %

. /queue fw -p udp -y 202.120.2.100

Hip 202,120, 2. 100 R A0 K224 N DNS RS #5119 1P Hohk , $47 17X S0 /5
Fiv A3 L3R 24 92 2305 (] 20 9 114 19 28 7 FH AP AS GE 1 56 . i B2 0 ] TP #hohik w7 DA ZEA T8 0]

T PA ping A 55 B 2 AR 35 R O6) b ik 7 L BAR SRy . O a0 E oy 208 2 B kO R A R
4t ; QM4 ARE ping i URL & www. sjtu. edu. en #) HTTP file 55 @+ . 76 B2 i
5 B SR, W 11-4 Fhras s O H HABPLAY E 1Y ping a7 2 @ www. sjtu. edu. cn
A 1P ikl B4 B H TP Hihl (202, 120. 2. 102) , 567 LLIE % ping #1Z IR 55 45

R EdtiTAR X E, RAFE B AN X AT EIEAEA N KB AFRGIRS S, TN Z RS
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565 1P Huhk T 48 & 2 4% & £ K AL

A

PERE E o AR B kRS R R s T E B W 11-4 s,

root@lDServer:~/book_experiments/queue_fw

P &EEEP EEW R0 HEE HEH

[ root@1DServer queue fwls . /queve fw —p udp —v 202.120.2.100
input info! p= 17, x =0 v = 1677883394 m =0 n =40
183 — 202,

get a packet: 192,168.47
block an udp packet.
ect a packet: 192.168.47
block an udp packet.

get a packet: 192.168.47.

bBlock an wdp packet.

get a packet: 192.168.47.

biock an wdp packet.

get a packet: 192.168.47.
et a packet: 192.168.47.

gaet & packetr: 192,168 .47

183 — 202.

183 —» 202,
183 == 202,
183 — 19Z.

183 — 182.
183 = 203,

120.2.100
120.2.100
120.2.100
120.2.100
168.47.183

168.47.183

120.2.102

(ol ] ]

B 11-4 UDP = % oh e Ml ik 5 H

AR P A B kRS R R G FH I T & E DNS RS g% (1P #b ok h 202, 120. 2.
100) ) UDP #2 3. 5tAT 1 & 48 1P #uhk > 202. 120. 2. 102 ) ICMP 4 3.

6. X FBH N EEF0 Netfilter B BA 51 Th g

% Ctrl+C #ER] B 8 2 (LA Py Kb R Ge iz A7« X i e 99 48 Jo ik 1 & . B O i A
[ Netfilter BAS DI REASTE & % AF H . B A7 (19 1P 4l SCHR 8 Netfilter H2 2238 i A 41 HIL ) &
vz = ], B S A 7E G H] Netfilter 19 BRI DI REJ& - W 28 A 68 E % 8 H . 20 S 3 i 4

SaGE

. /iptables -L OUTPUT 2% A ) B H 0 S A
./iptables -D OUTPUT 1 25 P B e & Al #00, #H BR OUTPUT &% LAY 1 S5-3I0

XF Ny HAR P B E 11-5 fras .

root@IDServer:~/book_experiments/queue_fw

Xi+P #wEE EFY SRD HER #FHED

[ root@lDServer queue fw]|s iptables —A OUTPUT -3 QUEUE
[ root&lDServer queue {wl|F iptables -L QUTPUT

Chain OUTPUT (policy ACCEPT)
Larget prot opl source
QUELE all — anywhere

[ root@lDServer queue fw]¥ iptables -D OUTPUT 1
[ root@lDServer queve_(wl|% iptables =L OUTPUT

Chain OUTPUT (policy ACCEPT)
target prot opt source
[ root@lDServer queue_fw]# I

A 11-5

[+]

destination
anywhere

destination

BA 31 Th 6 X M1 il 72

11.4  § eIk

ARFHET Netfilter B BAFIALH] L3 1 —4~ 0 )= A 1o 58 By K i B 28 3R 42, 1% By K dit it
M ARGl B A Netfilter HEAZE , (EHFEWCE] TP Hiz SCHF 47 1 28 4fg SC L BA 51 5 20 4% 386 21 1 H
Jz% o N FH 2 A0 3 8 B K i 48 A 2k 8 R U)X X 28 g SCHE AT P . T DL T R R R A AE L
N7 AT H G R T AR
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11.4.1 MNAESFTREBANIBHIEGIIEY B

AT S B N 2 A 1o 0 By kOB TR AR G 00 4R SCad uE ph e AR A R, HAK KB AZE DL
JUASJ5 i

o PR IH0 U TR A, HOREAR PR AF XU TP M hE Ao O R AT R A RS SCPR B
W8 B K 8% A AT AR 8 HoAth 22 3R JE A7 45 ), 8 T i () Br gk A s ] L FEK B H ) AN
i N N i B L A (P S v T S O I N o 4 B e B s R S R B e

o DIJLASTR SRS S AE A v BC B 42 05 B M Y T HRB S — Fad uE ) 24K,
X0 — A5 Y A 3 U8 By K S e A SIS iYL 8 — S8 A 0 U8 B K e
i) B 32 55 22 S A 2 DRI

o THESEMBERMN M shERE B FESE B U217 S 80008 52 4t B i s
M BT K F R R G LEERG BT ERP IR BERERFEE . 2B EHFR .
HRE 38 is 111 B ks & 5 2 6 S B A BEAE 2K

FI6F b i 2 54 L5 ) @, B] FEAS By g R A R g 3Ll b, 284y DU O 89 1 ] 45 il

Iaedy .

o KA HIEENY B BT 1P Mok v A A A AN, OF BE L T ()
Bt JICMP Hfz SC 11 28 89 55 JE A7 i SC 0 4G A A4 i

o At SN RE . DLRMIE A i i M), BB 98 S P BL B 2 SR Uk
KL AT Z Bl K 5 53R G5 e 0 [R] ) 492 22 2540 2o 08 R0 000 0 £ 7 4 SCA: o Ak 8 458 1

o TGRS R LNEEHY R BARNSEOR. S0 —4 A G5 B
BT Cul B AR ) . ) G B A I S BT B KRS U Il 45 S R A B S EE
A3 T R0 A A AN G M BR SE AR AR T RE s S8 I By ok e AR AR B Y Bl
AL E BT BIEC A By K 3 BN, JC 55 8 45 B 2% Lk B KRG 1Y iz A7, Bl 78 BE B 52 BN
Z T AT O AR B B oK SRR K B B O A o R D0 AE A R 4% B R

11.4.2 MAEE TR AER Netlink 815

Linux 24 M 2. 6 JRANZ 4G . H: Netfilter HEZE 15 DL #r #fE Netlink B9 =L 5 W
J2 A7 B8 22 T, A ML T 46 2 7. 7E Netlink (5 J7 X ESE 3, Netfilter HE 42 78 At
PRS0 Y TP 4z ST b T F P BC B S5 et R o 8 e S 6 W )23 5[] 6 300 >R FH s 7 1)
Netlink 7705 W 2 JE478 45 . [WFRETER HJZ AT DR AR #E 19 Netlink $2 H R 8215 A0
b B B g SC, i A 2208 ) Netfilter $8 48 19 6 H JZ PR ZUE Libnetfilter  queue, #& #A K
Netlink $ M2, H 0L Netlink £ 0152 908 JZ A 1 8 By k55 0 B AT 1R R X £

A 9 TR TF & IR Tl i Netlink HLHI 52 B0 FH 2 AN %08 15 79 24K 52 61,
BEAL 45 A% Z 19 Netlink $2 H 48 F2 , A0 5 00 HJZ 19 Netlink #0488, H 8 1 Netlink
ALt S 3007 2 A 3 By ok g s HT S0 2 9 Netlink 42 H 4 2 B0 AT, WA JZ v 26 T
Netlink A9 ZHE & 26 AW Netfilter HEZ25E B¢, W 2 7 2 2 3% B Netlink /982 1T,
SLHE S Netfilter HEAR i i Netlink P ZEFT 1P He SCiY & 5 A2k,
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11.4.3 NAESTEBMANBENRXATTHRYT E

MAS 1Y IF & 95 b Al & Y L Netfilter £ 22 F1] H BA S HLHRE 1P )2 594 SC & W HZ .
[vi] 15F AT LA 4k 2 b RO, FH 2 & 25 Bl i 4 SC. X B BRE Netfilter #E 42 RN i) b FH 2 7 i)
(0] B A~ TP g SCHY A 2 77 =0 (5 808U T 55D 3 e/ AR e 6 4 SCi 9 25 547 ek 3
PRI 7 FH 25 A 2 0 By K 3 AT 5 — € 19 N FH o SRO0F TP e SC N 25 100 47 722 0 (48 ) . AR
e B 28 ok N 2528 5 1Y) TP iz a8 o BA A B R 191 25 Netfilter #2242 , Netfilter HE28 2 {% 40 #
IR AR ) TP iz SC— Ak 22 A B4 0 1 2 A0 L S8 Bl K G 22 e ok N1 TP e 3¢ 36 FaX Fp 1P
e SC N 22 A8 0 0 D fg L mT AT 2t 22 R 2 0 BA ) ) 4% &2 A L] SR AT
o RICH AR 1L . B TE R 2 A u& B k8% b, % TP i ST P 2 8 A7 i % 4b
P 3% A AR HIL A R G % H i TP 4 SC, LN 28 R 2 5 SC . 78 2 Wi 1Y ) OC 58w 3R
%,.f.J@XTJJH’JﬁﬁfF&ME B 5 302 ABL 1Y By 2K B o H 22 Bl K38 ) iz SC PN 25 11 722 45 e
AR R A . XORE S AR S BN FH 2 0% B 1) I 45 % B AR L TS R K P um ik 2 IR
%%ﬁ%ﬂ@? AN B2 i 5% 3 AR A TE 0 R P 1R A 28 BE R b BT A% S Y I 285
AL RS BRI
o A IZMR SCHCH B PEMR B LSS B IR AR SF DI RE . 0 7 45 35 | [ By 4 e A 3
FH 22 9% N 2% & 42 R Ge v 7 B b i B A% A B0 30a 19 &2 4 900 DL 422 8 Oy %o 2 i 3]
(1) 238 1E A7 42 4 9 0 AH G i Ab B GIAIE S & O BRER S5 ) . & 2 7E Linux 24t Lk
SR ARL ) &2 4 5 oK AT DA SR A 35 6 2 A 3 D8 B K i S 3 5K
:;%TMFHJ"JE%FI’JTE&}LWﬁﬂHﬁ{é%JH’Jk+;mi%ﬂlﬂﬁﬂ@ﬁaﬂﬁ$ﬂéﬁ¢vﬁ'¢ﬁm»ﬁﬁ
filh b AT i SC P9 2 AR B A G 1 T S BRI L AT LAt A 491 o

11.4.4 NMAESHTREBHANBHNIERMNINGEYT B

— S o A 1) I 25 B K B R T RE 8 FE IR AL R R AT 1P RO EE I AN L i B —
%) 4 o s 0 8 g A0S I v 1 43 i iy P B R G SR . AR B 17 YT & S B TE 4 B A
— > Vg 11 45 A T Y S R AR L B AR B Y R A R G T R fE S N 25 AP TP i S (A
5 SYN 1z 3O i 38 B, b ATRE 55 17 355 9 S 1 473 i 0o 46 D0 2 78 2 nll 21 A 355 19 7 FH 2 A0 1o
DEBG KB SEE T, iV R BN B R A OGN 2 L T B RS ST 1T R HA A R
T & 95

11.5 A 3 /h 4%

ARFEVEAH B A 1 3T Netfilter #% PASHL I S 200 FH 2= 4 1o 58 By K 5 i 8 3R 5¢ 0% Dt Y
8. 5 WM Netfilter #2423 11 LA Netlink 282 FE 09 BRFIHLEI 47 1P iz SCi 1% a8 .
ZIR R R G0 S R — A5 0 E AT TP Y e SCUR TP shE AN B AR TP bk | i SC TR v
1A H by 1555 250 1P R S T L2/ A M g . X Fh R 2 A 3 I8 By ok Bl Al 5 B0 5
AN AT LA 52 30) i SC A 3 8 AN i L 38 AT DAAE I H J2 % i SC N 25 AT AR L anon %% | E
[a] 55 , LA SE BLRR SE I T RE
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AT R TEA VIS TE N H 2 AL o 8 B ks R AR R G SR ERE S IR AT YT R T R S
45 . W )E S BB B KBS A FE I Th RED RE L LA e %k £ 2% A0 ok o B0 0 ) S s BT AR MERY
Netlink £ 788 52800 )2 01k 08 B kK% 5 107 2430 35 8 By K 58 0 41 SC N 25 728 4, S 300,
FH 2 325 A Y X 28 0085 8 A5 5 R B0 A6 10 D) RE 28 e B P K IR B R G . A 24 A 2 & ml 7E
R B R g8 b b T AH N P R T & S .

b2 I

1. fay R N FH 2 A 3 08 By K Jis 14 ) 8 2 R AN S5 B ZE A
2. M GmAR SR A AR A 2 8 By K S -5 0 )2 0 e 9 By oK 3 AT IR 2 AN ] 2
3. PR FH)ZE A0 3 B8 By ok RS BT 7 Netfilter HEZ2 b 8 M 44 1 pREL, 2 AR 2 0 2 405
?Elf,hkhﬂ (ST 75 Netfilter LI Y X452
. B RGLE I AE R S 0] b N A AR B 1o 8 By ok S R N FH JE A 1 E B K B Y
ﬁmﬁzi
AT T S PR N 2 A o U8 B KOS L TR T R AN I i R b T IR P S R 1) L
}%,Lﬂﬁﬁ‘mﬁﬁﬁﬂﬂmﬁiﬁzlﬂﬁﬁ?
L TR B L R A N E AL 1 € By K TP e SCER BT XL K i SCAR PR AR .
7. W E AL g P K RS TR X ping W 2% i R HE A7 46 il 16, an e 4] e By AR 1 1P i SC2
72 ping AH I 1 4z ST in LAAS: 28 A0 458 i) 2
8. TEXT N 2 A ik i By ok 8 i A i ik e i AR b, an R kil A A AR BB B K 8 1 i
2, JH:HﬂW#ri?ﬁf’ RS L Bl &S RE W JE 17 1E H 10 X 4558 15 7
G AT I TR AT S B L U B AR W 2 AL i U By ok R rhos o A Oy Ok BAR$E ] TP
ﬁx%ﬁ%iﬁﬁ

e A A AL UE By K e B Rl S BT 52 BB R A A 8 By oK 8 RN R B A
ﬂ{fﬁ%}(ﬁ Ut B EAT] B 8 S5 B 04 By K B Dh E 2 AT FE 200

|

B
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ASTE 3 B A ey S B — A N FARER B KBS IR AL R GE . Il e AR R R G
it R R A ARG EAR SR RN AR R st 5 R,
KR G DAY FR G B Al b RESS EAT YT R T AL SRR

12.1 BRI RGN AR

12.1.1 RERGMINEET

AT TF A& I B TE T — A ELAACSE i) f 21 an ] 52 80— A4~ i R AR B B ok h R R R 4
I A S S B — A R 8% 1 (0 9 58 35 1 Bl K R G . D o8 R R 1 ARG By ok il S R
A B A i B A Tt Y 2R 5 1 7 [ s i) R 0 B T B I SRR B T P s A R 55 i b hE R D7 1)
4 HOFr SRV A % i TP Rk AR 26 1 IR 55 i il 22 UL i g SO 5K 32 8] 7E DR AT AT
e, TR0 o A0 BT AR N Y 45 R D0 G B R L I RRE TUE S — % P o TP bk AT — A il
Fan 2 e,

# def ine BLOCKED SERVER "bbs. sjtu. edu. cn"
char ALLOWED CLIENTIP[20] = "192.168.47.8";

350 s B v ) p AR ER By ok B E AR TR ORI, A E P iy 1P # bk 5 e L&
P 1P Hohk (f 4 )28 ALLOWED_CLIENTIP #§5) —3%, HPTig K IR & 28 5 i 2 YR
% # dak 24 (i fiE X BLOCKED_SERVER #8 5 ) A —ZH] iz AR By k55 A2 52 48 9 26 48 P IR
% . TEHIFHBITIZIE R RGTAT . A DA B O 0d 28 2R 05 A0z i B pn A8 e b i) e .

i R R B ok i 5 0T 1 FH 2 R 2% 10 A A . B 2 A PR B ok 8 S AR R Y
17 FH )2 05180 38 780 85 1) RH 56, oz FEAC B BT ok il T L AR B8 75 B A 1k R b o — 26 0 2 P iR it
fRRE . ARG Rl 7 HTTP Pl iR TN RE , AR T 12, 4 559 ' JF & 92 87
B A 1 HA R 2 PRl FTP 55O AR D) (8 1Y) 52 3 B AT OR, JB 0 1Y) 132 38 7] 7E AR
U2 B O IR i VA S E T A A

HTTP(Hyper Text Transfer Protocol) ;&8 AL X M4E . H 15135 WWW I
CHEE . 6T HTTP VRl iy IR G 958G =% RFC2616., HTTP WhisCR 1 5 K /M L A%
B, B P mm RS & LKE—DiERKEE, AR - NiFKIT (@ EiER &K
URL #l HTTP WA (i 3K Sk Am Cel O8R5 /8 0T 2H il B 47— X, 38 1R 55 48 A1 OC T % 1 i
) D RE AN BRI Q0% P o ) ZX AN RRAS & s AT 380500 19 PN 25 28 1R 9 3 B hn 33 R ) B e
TR (AT Ok P A7 AR 17, 38 AR 55 78 UL R A BEAT Sk An) DU SR B (i POST
R AR . HF IR 55 4% 25 % F v iR o] — i 3 78 B BAR 5 — M IREfT (B & HTTP
AR Wi 17 A T ) 7 3R ) Wi 1B Sk s (AR K Sk b —FF L 45 IR 55 45 19 D RE L B R e 1 %K
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PER AT 2T OB Bl E /AR 1T, R IRS 45 UL T A A LR w0 #4E (HTML SCRY
MEME S gt HTML A 5), HTTP 5 B &% 5 v A W Ik 55 4% 1915 2K 1H B AR 55 48 1
0] 25 2 1 i £ i) 17 7F 2L I SRR
HTTP thiliz f7 1L 32 il Ui (B TCP #3330 JE il . R4S TCP Pl A7 W 4% 3% 211
e S HTTP Ui — M id 2 TR ER N HZ P . HTTP Phill Jo % #2019 &% o2 . 9%
HTTP 1% i R s TR T r & r () TCP &4 (0 HTTP 295E 84> TCP % £ R b ¥ —14
iHoK RSG5 av A SE R P w9 — 1~ HTTP i K E By R iz iE 8 . A sl —4 TCP &8 b
e 2/~ HTTP g KB . HTTP Ul AR 28 HTTP il FH F AR EAIC
TCHE T s BT SR AR A A S 1 BT Z B A 248 E MO R .
VE R — R bs o 19 1 H 2 P38, Toie 2 15 2K T B A0 52 N 22 TH B AR A T 4% 19 58 X CRRTT I
REC2616) . AT (1) TF A 552 B V8 AT ELAAC A A X 26 31 B IR B 8 BT 11 1% P 25 (O B 2R A 55 E £
il L 132 AT ASEAT A L B T & S, A AT 2 8 HTTP Wk =X it 30 B 9T 2E A 4z 4l

12.1.2 REZFEREESWN

FERIR G R AR AR S - LN e T A, TaRsERE—1
(RBRIE SR AR 2 B — > AR % R R T ST AL B SR T A A 4R A

F AR A ELAK I REAR A4 -

o BT A AT SR AR A AR B KO A R 55 s D

s QIEEETEO L RJE MU Uisten) AR 14 IR 55 % H .

» PEMAT . B Caccept) Sk A & 7 U B ACEIE K IR 04T 7 g 9 TP bl A .
A B — DR R LR R AR IR TR AL

TR BAR D) BEAR AL 5

« UZHMIE XN FLBR T ARG E R N N ERE T CFRE T EET).

* MIZEREF PR (read) 2 17 ¥ & R W AUEE i SR BAR N2

o MIZ N2 AT B P S BT R R HTTP iz 55 v (LA JE R0 .

o PEATIR S5 A A A A, W RAG A AN O 2 1k i R AR R A o ) 4k 2 S T Y
RbHE

o SEAEH HTTP k55 2% (RP% F g oK i) HTTP ik 55 #%) @57 SOCKET %42, 3f
2 i ORI KR N 28 &% 811 SOCKET #: 0 CFHRIRFEEF) .

o —HMWRFERZFEDDEECRA T HTTP IR 55 % 090 B, 5 2 X5 7 G H %
R, XA FAmNE R ERE P EERETED.

12.1.3 EBEFIETAHRX

ASFETE K& 1 By ok 5 I 8 3R 48 DL 2 A7 B e B SR AR vl LR — S 240, DU AR E U
B 2K St 19 R 55 g 1 BAR A 52 A XA

. /proxy — p port

Horp proxy Sy i AR 2 198 Hh R AT BE By oK g T Y AR e BT PRAT AR P 44 5 port Fi8 RE
FHAC BB K s 5t 28 2= 58 9 il 55 i 1
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12,2 DR RGeS0

12.2.1 FEEERZH

TEAS IR R G0 (19 T A 9B, AR 55 TP i kb 5 Afr L 2675 A2 22 LA A iy 2 17 2 B0 A By o

Pl FH A OC Y FE R . W8 T 3R T 1 0% T & 52 i, X B S 0 Bir v R I 1Y 35 L T R Bt AT )
A2

JI =N

1. int pthread create(pthread t * thread. pthread attr t * attr, void * ( * start_routine)

(void * ), void * arg) ;

IZ PR EE POSIX BrifE T O 205 2872 1Y pR&SC 72 8 I o5 4R 4 2800 — 1S 8
HAR LBV B85 5 A S EPR B E LR BB = S EEA R AT R E
Wik fe 5 — DS BOE LA AT B Z 80, 78 52 bl i R 2B 2872 I, 0 SR 200Ky
2 e B UL Z B P 20A% 8 25 1000 S A 8 2R AR (2B b J X6 N Y 2 AR SR AT R 2D il iz 28 A
Q1 PR E H RE PR — > SR CRP 2R PO > 22388 arg) HIPE LR PRAT R 2 500 3, 8 1)
{80 2 s AT AL i (R BB R 7E — D SR P R i S AR 58 BT A D 2R €1 A ek B0 5
POANSE 2, 8 R pRE T ZEAE VR AR 7 oA & A L 1 3k SO pthread. h. 3F 7E 26 9 AH W 1 5
T2y ), 75 2508 0 g ik i -1pthread 35 BR By B 21 i JE SO

TRz AL h . 2R (B 7 g sh Jm i 3845 & go B0A 8 280 85 08 F i er B0 5 4>
HTTP AR5 K G @ AN 1 288 iz AR T 7 4b 358 iz HTTP iR i CHR 5 1E .

2. struct hostent * gethostbyname(const char * name) ;

2 pR B0 o AL K ARG AN FALA AR B L8l H T 9 PB4 A . BV p R 55 e B 44 A
it ik 55w 09 1P Hidik . Z %0 name 35 7 47 6 £ L2 0O 2R 0P X, 0% PR BUIRAT 45 2R R 9] — A
1 [ hostent Z5 IR HY$5 51, 12 G5 P R TE AR N Sk SCPF P e SCInR

struct hostent {

char *¥ h name;

char *¥* h aliases;

int h addrtype;

int h length;

char *% h addr list; / /48 18] E B IP Hbhtk %)

}ﬁ;def ine h addr h addr list[0]

V5 FHiZ R BU 38 8 17 )R [ 45 94K 19 h_addr_list 385k fE 2515 B i B 8 09 4L 1P Hb
Wk, FEARTEIT &SRR B AR TE A TR N 1) 9 4% IR 55 1 SR 5 . 5 2208 FH 2% R BN 3R A5
) AR 55 2 Bl 24 v i BT & P i i R IR &5 2 19 1P Huhik , DAE F e iz IR &5 %8 &2 TCP % 4,
K&k HTTP K.

T IF & 5z e b B 2 T S8R BL. SOCKET 4 #2244 B 4545 25 M 6 1 3 vR 385, — i
12 AR bE 8 A 3 B0 T pR B0, BB A B T R B 7 oA T 2 SC B b v A it X A AR
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12.2.2 NG ERE£RT=E

1. kX

PZ BT K S o PR AR 52 30 2T 1 A Sk SO 7 BRI 28 Sk SO A B ARES
# include < sys/types.h> //H LB R Sk S

# include < sys/socket.h> //SOCKET #4F A6 2 i 3k 304

# include < netinet/in.h> WACE:3: B R E: P Ek:

# include < netdb. h>

# include < string.h> [/ F4F 8 B VR A 26 9 3k S

# include < stdio.h> /7R HER AR (U0 printf 5§ ) A8 2C 893k SO

# include < getopt.h> /[ Fn e 2 AT S Bk BERAE (10 getopt ) A 5 1Y 3k S04
# include < pthread.h> WEZ T8 T 3Gl E:

2. ZRTEMMENX

# define REMOTE SERVER PORT 80 /R R 45 2% i 1 5, X B BRI K 80

# define BUF_SIZE 4096 / /%83 YR 5 B 3R A W By 8% v X R/

# define QUEUE_SIZE 100 /1 Ws W B B K TCP % 5 H

# def ine BLOCKED_SERVER "bbs. sjtu. edu. cn" / * FrBH 1k /5 [a] B #2 HTTP AR %5 &5 B3R 22, o] AT & * /

char ALLOWED_CLIENTIP[20] = "192.168.47.8"; //¥Fr[{/ilalAy% /o5 1P dhht, o] AT &

/% L AR B Bl oK 855 7E Ab R SR B, 75 2 AR 55 A% 5 4 @ AT Y AR S5 AR Y TP M hb, AR E EE R H AR R
% 4%, WAMBKW RE ViR RS2, ke, BAEBN T, AP kS HE@R T RS
i Z 5 P h X R, :XH?RTI_J A AR % 2% B9 22 Wi Il gt RO U ) — Uk R e 42 AR A%
KIER RGN HITRIIE, B — T, fFEE & JF AL & lastservername I lastserverip
H, Eh?%gﬁﬁﬂrﬂ,%Eﬁﬂfﬁ%ﬁﬁﬁﬁﬂ“%%iﬁﬁiﬁlﬁlﬁﬁﬁwﬁ * /

char lastservername[256] = ""; /BB — W 0] B9 BR &5 25 1) 44

int lastserverip = 0; / /5% p B T — R 1 [n) AR 45 2% 38 44 Fir X N Ay 1P bbb

pthread mutex t conp mutex; /MES &, HTFX EABAZ&H#1TE KR

12.2.3 HREIEE5IEt

IR R GE ) I AL 5 0T AN BRI
o TRREL. REBURAE .

int main(int argc, char *% argv);

P PRECE e A A A AT 280 i 0 AR B KO iR 55 i L R T B 8 R R Y E B
TR M AZEREF W ZIR S 5 s JEH IR Caccept) 2k H 2 7 v 1Y) 3% #2115 2K
5 FH BB checkelient O JEF7 2 7 3 TP H bk 4G 28, X 38 15 4G 25 A0 34 oK, O 2 1 28 72 4b
MIZERIE K,

o P Uk KA. PREURALE .

int checkclient(in addr t cli addr);
ZREC S E P IP b i K A, BDKF Z 8 i addr WINE 5 & Ja 28
ALLOWED CLIENTIP #E47 Hox . 5 — & — 20, WS A7l of % 9] 1, 75 ik [A] —

. —f‘%ﬂmﬁo Iﬁﬁf?ﬂjjt

void dealonereg(void * arg);
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ZERBON PN R R E A TAE B4 HTTP AR . iz KRBy ALK RE
J: ONSEOPIREE RN MEZEF(E P EET) . NIZE BT P BUE K 1)
HARNZ A H eREL gethostname O 2P 2k B fE2 HTTP IRF 25 E 22 ;. @
FH BRI checkserver () Ky & J& 5 50 VF i% i5 oK. X K A& i o (19 35 oK, 8 H #R &L
connectserver ) EHZILFE HTTP g 55 4% . 3RS X M I EREFE O (AR FEEZT)
I ERK B RN EREZRFERETHE O O Mk 5545 b 32 B0 K i B i1
N IFRZ NN RS BB P EET T,

I 55 s K A pREL . RS AL R .

int checkserver(char #* hostname);

12 PR BRI 55 i 3k 24 19 G A L BDRE 2 20 hostname B9 N 25 5 #il i X BLOCKED _
SERVER #H7HXF, 5 =& — 3 WK A A @ o),k W —1, & W)@ o, 3% [ o,
MR el 22 fE R 5. PREUR AL R .

int gethostname(char * buf,char * hostname, int length);

ZPREUNZEL buf 15 1 19 2 o X G228 o X0 P9 25 B Ok D38 0 i 2K MUY 38 2K N %)
LIRS T 548 1 B 45 98 U5 96 12 B 7 1 5 3K hostname 34 181 ) 2 # X
i, length 27~ buf F8 M2 M IX 1Y K.

RN 55 A PREL., PREUT ALY .

int connectserver(char * hostname);
Z PR EGE B Z 20 hostname 18 9] 1Y IR 55 4 » F5KF 6T N 19 2 432 57 38 U b pRZGR [PHE

tH T Z %1 hostname 15 [7] 1Y Ik 55 %% 72 LA 3 22 3R 19, 72 3% 2 Ik 554 1, 75 22 5 S 8 H
JiE PR gethostbyname O 3815 I 55 4 X N i) 1P Mok,

X 48 R ] A 9 OC R Bl 12-1 Frow .

R [PIETTERE | peRERm

main dealonereq
P i be A Y R 55 A rR
checkclient connectserver
h L
IS PatetrRg|  |IRS5as B IRDOREY
checkserver gethostname

B12-1 MARKERAEIRAHENFERXER

12.2.4 FZ&ESZI

1. FeREFEVIFEAMLETIY

int main(int argc, char #** argv){

short port = 0; /A F5FF P AE A 247 i A 89 AR 55 S O
char opt; // TP~ AF eR & getopt 43 B HY B 35 T bR iR

struct sockaddr in cl addr, proxyserver addr; /T RFFE % P v R A A 2R By kO35 B9 b 1k
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15 &% 2B KM 5 T & % &

socklen t sin size = sizeof(struct sockaddr in);

int sockfd, accept sockfd, on = 1;

pthread t Clitid; [/EXEBRTR

while( (opt = getopt(argc, argv, "p:")) '= EOF) {//ZF B 452 1T1ET0
switch(opt) {

case 'p': //—p ¥ Him OZS%
port = (short) atoi(optarg); /G F IR MR
break;

default: [T NNRRZEL

printf("Usage: % s — p port\n", argv[0]); //%iHi IE #8195 F 04T 5 =

return —1;

}

if (port == 0) { /7 F P i AR R 45 s 1 R ALY
printf("Invalid port number, try again. \n");
printf("Usage: % s — p port\n", argv[0]); / /% 1E 58 B B AT A A

return —1;
}
sockfd = socket (AF_INET, SOCK_STREAM, IPPROTO_TCP); / /85— TCP thil B F
if (sockfd < 0) {

printf("Socket failed-- Abort - \n");

return - 1;
}
memset (&proxyserver addr, 0, sizeof (proxyserver addr));//i& %5 iZ% it 25+
proxyserver addr.sin family = AF INET; //#6 B /& internet WY b hf 75
proxyserver addr. sin addr. s addr = htonl (INADDR ANY); /* iXxE W4 ER 1P Hbht

INADDR_ANY, INADDR_ANY /R4 EHLAY IP sk, BREL htonl ¥ 1P Huhit B EHLF T IFFE NP FIFF = /
proxyserver addr.sin port = htons(port); /* X B RS 450, eRE htons 5 ¥ 0 5l FE 4L
FHRHEZERNNE TN */
setsockopt (sockfd, SOL. SOCKET, SO REUSEADDR, (char #* ) &on, sizeof(on)); /* iXxBEEF
PETH % /
if (bind(sockfd, (struct sockaddr * ) &proxyserver addr, sizeof(proxyserver addr)) < 0)
{ /> 8pEtbht =/
printf("Bind failed - Abort .- \n"); [/ EFRW, iR

return - 1;

}
if (listen(sockfd, QUEUE_SIZE) < 0) { /* WiWriZEH: ¥, 2 % QUEUE_SIZE 45 B T W Wy A 51|

KK * /
printf("Listen failed . Abort .. \n");

return —1;

}
while (1) {
accept_sockfd = accept(sockfd, (struct sockaddr * )&cl addr, &sin size); / % FEW
Wl BB E B FK « /
if (accept sockfd < 0) {
printf("accept failed");

continue;

}

printf("Received a request from % s: $u \n", inet ntoa(cl addr.sin addr. s addr ),
ntohs(cl addr. sin port)); [/ i KRR B
if (checkclient(cl addr.sin addr.s addr) == 1){ /AT P im IP HhE ke &
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[ * R B E L, B 2R R Ak B AT B i 89 3 5K, R 1% 0F SR X R Y 25 P & 5 accept
sockfd DI ZHIE K1E B 45 FEE « /
pthread create(&Clitid, NULL, (void ¥ )dealonereq, (void * )accept sockfd);

}

else
close(accept_sockfd); //faBE ML, KM ZER, Y TH4 Ti%E K
}

return 0;

}
2. EPImeERE

int checkclient(in addr t cli addr) {
int allowedip; [/RTF TP kA 32 (VBT &
inet aton(ALLOWED CLIENTIP, &allowedip); / * PRZX inet aton ¥ &5 43+ #l E A~ 8y 1P Hb bt
F& U (14192, 168.47. 1837 ) ¥4k 3k 32 [ 3
FNHY 1P HhEAG S % /

if (allowedip != cli addr){ [/ 1P M ik

printf("Client IP authentication failed '\n");

return —1; /15 RFRIE P i IP o AFF, 1R [6] - 1
}
return 1; / /3% o] K65 25 3 5k

}

12.2.5 F&%FESXIH

1. BRI

void dealonereq(void * arg) {

char buf[ BUF_SIZE]; [[Z % W X T RFE P m &k H15 K H B IE X
int bytes; /TR T RFFE P b K 115 K TH B IE SCHI R EE

char recvbuf[BUF_SIZE]; /1 TR R 55 2% A K i el 12 9 8. 1E 3C

char hostname[256]; /T BAE BT i oK AR 55 2% A4 35 24

int remotesocket; [IRTFSREREBENERTF

int accept sockfd; /RS EPmEENERT

accept sockfd = (int)arg; /IR SHE T REEE P mERNEREF
pthread_detach(pthread _self()); //BHi%E, &Rz 70 BT BB S HNFEER
bzero(buf, BUF SIZE); /&% 5w X

bzero(recvbuf, BUF SIZE); /BB EZE MK

bytes = read(accept sockfd, buf, BUF SIZE);//iZi#H RN B EFEXE S buf IFMWZE KX
if (bytes <= 0){

close(accept sockfd);

return; //ﬂﬁﬁﬁg%*fﬁ E\; FEBEERERH
}
gethostname(buf, hostname, bytes) ; / * MVE 3K I B IE 3CH 2 BT i R i IR 55 28 38
2 2 Z % hostname * /
if (sizeof(hostname) == 0){ / /%2 T 15 3R AR 55 4 38 2% 098 2t

printf("Invalid host name");
close(accept_sockfd) ;
return;

}

if (checkserver(hostname) == - 1){
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}

close(accept_sockfd);

return; [/ FLiF % R 55 #8 & HTTP iG K, H#E B
}
remotesocket = connectserver(hostname);//i%& 24 hostname 5 [v] 1% IR 55 2%
if (remotesocket == -1){

close(accept sockfd);

return; //EBEA )
}
send(remotesocket, buf, bytes,0); //IiFRIEELEXEEZEEZERSFEEZEFTEN
while(1){ //va B B I B IE SCR] REAR S, 116 36 2 I AT L U 3 2
int readSizeOnce = 0; /7990 85 Ak T 52 B e 5 < BE
readSizeOnce = read(remotesocket, recvbuf, BUF SIZE); / * FEHUAR & 28X Frig K i
B B2+ /

if (readSizeOnce <= 0)
break; //BEHUHITH B IR, BAR 55 4% © A& 3K 56 W B N & T QA T %% 2
send(accept sockfd, recvbuf, readSizeOnce,0); / * 5 M IR 5 253 W 2 /Y v 3 N 28 55

RIAZFPEEZTEO, N L
25 % P g >/

}

[ZUGE RS R, CHA AN E#ET, RAFR N

close(remotesocket) ; /1R 5 iR 5% 2% 19 TCP & %

close(accept sockfd); /[R5 % P imi) TCP # #

2. ARSI A RE R £

int gethostname(char * buf,char * hostname, int length) { /* iZEREMNE iAKW iERHEE
(BFZ4X buf 45 ) BY 4% vp X)) 42 B BT i R IR 5 28 10 3 4 . ZE TR IH B H, ITiERIRF 2 A A
5 Al Sk “Host” 5} “host”, B BR 7E “Host : "B “host: " J5 M B N 25 B /& AT 1 oK IR 55 5% B 38 4% , 38 4% & 4
I EE R An s A E RS, Bl '\ %/

char * p; /TR AR AL E B /e 5

int i, = 0; /TG &

bzero(hostname, 256) ; /155 B WX

// 8 5% p AL E| “Host: "8 “host : "HY HF RV B

p = strstr(buf,"Host: "); //PREL strstr( )V FHEZ WX buf F& R FH "Host: "IV B
if(!p)

p = strstr(buf,"host: "); //B H"host:"i# 7L
i = (p—buf) + 6; /=¥ iEMN NHAHIGAER 5, (p— buf) H"Host: "8 "host: "TELE M
X HRAE, Bkt 6(Bl"host: "fl"Host: "WIKE, FEFHA —Z#K), I ABZEZ MK

TR AL B T An * /
for( § = 0; i<length; i++, j++){

if(buf[i] == "\r') { / /R 4 5 R AR A, Bl A5 '\
hostname[j] = '\0'; //%; hostname B FFRFBEHRIRE '\0'
return 0; / /LT, H R ]

}

else

hostname[ j] = buf[i]; //¥ 34 8984 F A& E #l % hostname H
}
return - 1; /15, iR 8] - 1
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3. REB[EETRE

int checkserver(char * hostname){ //Z %1 hostname A 1§ 5 7 R 55 2% B4 35k 4%
if (strstr(hostname, BLOCKED SERVER) != NULL) { / * VCECHLZN, 1500 % AR &5 28 0 L PH 1k &

AR 55 2% * /
printf("Destination blocked! \n");
return - 1;
}
return 0; // ¥, & A 0
}
4. IREAFEZ R
int connectserver(char * hostname) {
int cnt_stat; / /R FF connect PR YR [MIMH , Fn i £ IR 55 2% /&2 & B Zh
struct hostent * hostinfo; / /%8 1] gethostbyname {Yi& [7] 5 &}
struct sockaddr in server addr; /1R R 55 2 1) Hb ik
int remotesocket; /I EERE N ERTFEO

remotesocket = socket(PF INET, SOCK_STREAM, IPPROTO TCP);//fl& TCP EfHEF
if (remotesocket < 0) {
printf("can not create socket! \n"); /7B R
return - 1;
}
memset(&server addr, 0, sizeof(server addr)); //iFZ #4544
server addr.sin family = AF INET; / /% Bk internet #bhl#E (B AF INET)
server addr.sin port = htons(REMOTE SERVER PORT); /= ZEEHEMIRSEF 25w OIZE NI
B 0 (DA S8 s bk Py ) * /
pthread mutex lock (&conp mutex); /* ZLKFEIHIE T, ¥ £ /2 & lastservername Fl
lastserverip Vj [a] 75 Z2 17 N Bi4b 7 = /
if (strcmp(lastservername, hostname) !'= 0){ /¥ iZRE /MBS EF IP i hE &Y IR &
A B, R ZR S IP I AEZFD, TEEH BT EHS « /
hostinfo = gethostbyname(hostname); /1R B R 2 0 EVE R
if ('hostinfo) { //ARBE WA B AR
printf("gethostbyname failed! \n");

return —1;

}
strcpy(lastservername, hostnane) ; / /¥ 57 B 5% A 1Y B 55 4% B 44
lastserverip = % (int * hostinfo—->h addr; //HEFHIrSEfFR) IP Hiht
server addr.sin addr.s addr = lastserverip; //¥ R4 2% IP #ihl5 A Hbht %5+
}
else
server addr.sin addr.s addr = lastserverip; /% N HWIifa]id @R % 2%, L5 B #4178
2, HEE# HZF (lastserverip) Ak Ef AT = /
pthread mutex unlock(&conp mutex); /34 R AR B i 0] 4% o, i i
cnt stat = connect(remotesocket, (struct sockaddr * )&server addr, sizeof (server addr));
/ % 5 [k 55 %5 5 1. SOCKET % #2 * /
if (cnt_stat < 0) { [/ RN RN
printf("remote connect failed! \n");
close(remotesocket); /* TERNFE P mEMERARS (BFREHELE), XAEER
1 i FY) S B+ /

return - 1;
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else

printf("connected remote server -—————-——-————————————— >% s: %$u.\n", inet ntoa
(server addr. sin addr.s addr),ntohs(server addr.sin port)); //#iH % £ B8R & 2% 5%

Ih 8 #E 7~
return remotesocket; /R ElEERS S EET

12.3  Zwik.aafr 5k
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. /proxy -p 8888

X B -p B35 B 1R R 8 IR S5 v 1, B2 D Y 2R 4l i s 1 ROk B & P U
AL G R . X BB 0 S & N 8888, H Pl HATIR & .
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AT T R FHACER B KB IR R R 555 13 T JF A B A ER P Ak S AE FE AR B X )
ZJR R R G P A& B BT 28 o 78 (0T 2% R R AR G I, T 2 TR D0 B A bk B G R
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Kl 12-3 fis .

root@lDServer:~/proxy

4P wmEE 'EEW #iK0 #fER FHEE

[ rootélDServer proxy|# gcc —o proxy proxy.c —lpthread
[ roota1DServer proxy|s ./proxy —p 8888

Received a request from 192.168.47.8:1920

connected remote server————— 202,120 . 2. 102: 80,
Heceived a reque=st from 192 168_47.5:1923
connected remote Server =202.120.2.102:80.
Received a request from 192,168.47.68:1924
connected remote server =202.120.2.102:80.

B 12-3 MARKEPpAENRKERSER
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root@lDServer:~/book_experiments/proxy

XHE HREER TEW #HED HEE HH

[ root@ | DServer proxy|® . /proxy —p 5888
Received a request from 192.188.47.8:1812
Destination blocked!

Received a request from 192,168.47.8:1813

Destination blocked!
|
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fRBR B K B i B e & s T 5% & B 5 B s ik 5 s 09 M & &2 b, SR, 275 B A3 By ok B 7
B B br IR 55 28 & 1 % 5 i 1 2% BOHE 5 . a0 4e] oKE % BUOHE 3k 4 R P e ) Rl R — A
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B SR A ST — AT i B R T AT 0 L R 0 R S B 5 A A 0 7
T 7 2 3 B — A 8 2 i R B DR 9 il K o LB R 95 98 % 7 3 1
4 4 B

Y AP HER REY % 2] Netfilter HEAE T 4R AR 45 28 b5 04 ORI 960 b 76 52 1o
GBI AN A

13.1.1 HiRRFHFFRIRKRE

A S — A SR ] X I ) 2 H A iR 55w s LIPSk IR 55 v 1) AR, 78 52 bR i
HrL B 12 T i S Y A ATC B By A dies i Y AR e LA A B il 55 A 19 T 20 7E T 9 2% . DA
% v AR A R GE R TH S 2 A U 2 P g R 0% B IR 55 A CRPH A il 55 4 ) Y et
2 38 o B AT R ARG H AR IR S5 A 00 1P Hohk . W7 RAAR G XA An] 0 2% 107 FH A9 A 2 IR 551
o BT P v AE QR R 55 4 A9 A7 HoAR A 220 FACHE IR 55 s O AC R D g, i B 7R &
AACHE AR 55w A 0. FHZ0H Bh B E 4 & BRIk 55 45 iR iR .

TE3% B AC B By ki i S B vp s B3R R4S B s IR 55w bn LAY 7 3N — M2 A7 A Y R X
Ao o OGS 1 2 A PRl HTTP 55 38 a5 20 A i FH 2= 08 B B50PF B8 98 3k 15 H B Ik 55 4% 19 A
Lo BRAEURSCA B 29 5 , 25 17 S — FCRE U7 1) B AR i AR IR CH B IR 55 4% 19 1P #hk A 1) B
P ETE 1P i 3SCrh 1P Sk H s 1P ik AT TCP Sk 89 B drdm 1380, A 226 05 ) B A dr i1
5] — 0 24 SCHy W =B GE o X R A R — Rl EOR IR A Stk A 2 B STE
fmE E AR AN E D EA S BE AR e 4 .

F3 SNAE I B ACERAL ] T 38 0 i ) 25 7 s o 3k B0 H i ik 55 A s R A O b A7 A, il
TRk PRy 22 3% BHACERPL A 2 7 v BD AR Bk n] , 2 AT BRER . 23R8 F dmils U5 nl i) B
PR 5 A bR, HAE A 4 2 T Netfilter ZESETT 25 Hu bk 3% W i) . &y 1 1P g SCiy )R 4R H b
IP bk AR 4R B AR 0. 3592 |, Netfilter 98X 481, 1 H 2 834X 2R B ok 55 72 77 7T LA
i B A N 1Y) 32 11 PR EX getsockopt O) 15 0] 3 5 4 H #x 1P b ik F1 IR 45 H b5 5w 1, pREX
getsockoptO) 52k H H TR EE Z AL 2 M E T LW . 7 Netfilter EZE T, 0] {5 BIiZ
PRBCRAS 1P 2 SO — S 000, 3222 1 F 4619 1P e SCHE SE 19 |if (1) 1P Hb kb F v O, 4 45 5 1P
it 1 H bR 1P Huhb , DL R I8 S E1 R H A H . AS IF & S Bt K % sR B0k 3R 15 1P i SC i)
IR s HAr 1P Hbchk A b5 H bndim 1, 12 oK 2R BAR SRR 13,301 i,

13.1.2 ZEZEZFPRPimpiE i EE [

i MASHIL & 09 28 0 dis . H: TP He Sy TP Hihl 2545 U BRI 8 AR HIL 1Y 1P Hb
bl PR, o7 BAACHR B K 8 R e 70 R H b ik 55 4 09 01 52 80308 5% % 2 2 P i INF G0 S SR BRURH
fr it HOOP R TP 4 SCHY IR TP b kb 2 $ B0 A S bRic A AL TP bk . 258 XA TP i
SCANRE HLAR R 5% P v s 17 WIAE 5 BACIRAR X T L % 9 i 25 B8 25 3 X S0 ok 5 P A= 19 e 3C
PRI 11T 3 2 ) 268 504 e SO 28 58 PR 287 il th H d Ml 554 B £ 18] 5 i AR (TP i SC iy I8
IP #bhik 75 ZA4E M B ARk 55 45 19 1P Huhb55) . F56 & 25 7 i .

iz e 7EXT Linux R4 1Y) Netfilter SEZRJE T IEBIEC & J5 . LEE H 81 92 8L 1P Hz 3¢
5. TP bk iy ik 3% 46 , B a7 B AR B ok s 5 2 ) H s ik 55 a4 I B BR e E A TP JZ e, HX)
N TP 4R SCHh g IR TP bk A5 v 1 S 9 BIA U B ASHIL TP Hb b AR K55 %650 1 v 1, 2R R
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Netfilter 75 5 W & H3Z 1P g SCHYT 65 HIE TP HbhE 05 s HAE S0 B Fr IR 55 2% 19 1P 3
hk A

Netfilter SCHUZ N HE MY CHEFE T Netfilter HEZR Y B Hr AR ER DI BE., M T ik B
FRBR B K H5 2 0 3 2 i A 35 K 1 I 4% e S, )l oo iy &> iptables BCE Netfilter HEZR, ik
Netfilter HEZEXF Pl 2 192k A & P oam i 1P e SC, AW IPe (x:y— >m:n) CEH x:y.m;
n & 1P HhE Flds HXF, x:y— > men Ko CH I8 1P Hhk x % By & 18 H s 1P #iht
m. Bnda H on) R H B s bk F0 B A w3 5 AL TP b bk 0 7 B AR By ok 55 A2 e 1
(14 3 1 (M| E A 8888)  [m] s X 1% & € ) {5 B JELUR 19 H A 1P bk A1 B #x s 01, 8 5 ] J5 1)
Hn 1P Hbhk F1 H Frvm HD #5170 5%

A AP A SCGEM TPs) 28 5 Netfilter HE 22, 40 2R 1204 SCHY I8 Jim 1 o8 B 412 3C
W 25 H G ) B B H b 1 CEP 8888) . IF Ho iz e SCiY H A 1P Hb bk 0 H #5311 4 % B %€ [ i
SCHYUE TP Hbhik A 1 CBD x.y) s Netfilter 25NN 1Ps 5 1Pc J& T [W] — 0 45 3% 82 , Sk Hibhi ]
A% S i 3C . BN TT Netfilter 5 1Ps 09 5 TP b ik A0 95 s 1148 2 o i 1 9% & ) 19 J5 bR H A
I[P bkt A1 H PR 1 CRF me.n)

2o X AR AL B L B AR B K R ok A H di ik 554 09 [0 58 2R B3 78 B 2 &
S TE S BE B E AL R L iZ AR SCAY TR TP Hb bk AR S O ok B AR IR 55 2% A TP HbohE A T,
P i WA 3 33 6 g SCH, H AR S DLk S B AR IR 55 8 B4 A& a2k ok 0 i SC . DA A £ AR 1) Ab

X AE 2 P 3 T0 8 A ik e S8 SR B R S L B IR S AN 31| a8 BA A B By ok RS A TE

TE ff R 1 7R A G B n) S o 5 T DA FH 2400 2 FH AR 38 By ok 18 1% T & T X0k 52 B8 3% PR
fRER B Kbl AR BRI - BCE Netfilter 19 H A5 9 4% bk % 45 D RE K5k H % 7 3 14 42 3C
B E (] B AL A a2 B A PR By AORE WE Wr E1 5 B BAACER B KBS E Wiz O IR T RE SR
P () 5 5 15 o BAC R B K 0 38 1 78 FH PRZL getsockopt O, 2K 15 H bi ik 55 4% 1P Hiht
Mg O @RS BRRSSFNERTED; IAMERFEREZE ERAIR kR
FLAE M € /Y U T 352 ) R 0 7E AT =22 18] 5 30 0 FH Z0e 4% A& BT

13.2 BRIRSGEN AT

13.2.1 FRERZFWINEEILIT

AT TF A 92 B 1 5 9 7E T — A HAAR S 5 g 81 anfa] 512 80— > 75 B AR B By ok 88 1 IRl Y 3R
HE, M A SRS — A 5E 3 W RE WS LB i B ks R e, o8 i A a1 25 BA A 2 B ok 8
S IR B AR T B AS T AU R G 1) DN 285 45 o R 0 B A R B L L SRR R T T i i ik T il 55 b
Sk 4 5 ] 425 ) 1 L Fe R A 4 7 P v b AN IR 55 4 ik DL 4 R AR IR 5 R I E TE
DEACAS v, B i JIC 20 1 A I A A5 R U B R . S AN IR R REPE L — % P TP b
HEFN—A~ R 55 TP bk JE o .

char ALLOWED SERVERIP[20]
char ALLOWED CLIENTIP[20]

"202.120.2.102";
"192.168.48.8";

175 B ARCEE By K s T2 800K 30 7 S A H A i 55 A 1O 41 SCIE, R I8 P o 1P ik 5 i€
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YR P 1P it (4 )28 5 ALLOWED CLIENTIP 35 &) — 2, H i oK i IR %% 2% 1P
Hidik 5 1 E XA IR &5 8 1P Hbhk (4 )5 728 i ALLOWED_SERVERIP 1§ &) —# i}, iz /0
Bif KA PR EE AR ER R 55 . FESRiE A1z R B R G0, T DAAR BE B O 1 Y 2 24 355 Al
i B AR A& ok B ) e .

R, O 1 S B 2 SO G Y A 28 U ol 45 ) 5 375 B AT B By kR s 0T R I 2 i
PEAT AT . A T TR B DL, AR 11 Ji AR AR G A S BN I 2 i g Al A A R, DD B S
LT L T W 2% J2 A S 2 e YRR AT i R i i B TCP & BeAUHE . A 248 52 4 7l 4%
13.5 THEAT AR 9 e TF & S92 8. . DL SR & 2 Pl s & A i

13.2.2 BERZRESZHIZIEE

ARG RN LN T LB - FEEME T FEE. FLBEGREED—
A~ TCP #E&EIF R A QI — PR, iZ F AR 7197 40 BUZGE B K DL CH: B
FHECEA%

FLRER BART) REAR AL 45 .

o AT A AT S8 ARG E AR B K e Y T AR S

« QIEEETEN R MV disten) AR I T AF H

o PEFRIIAT IR Caccept) K [ % 3 9 TCP 34 825K L 37 U647 & 7 3 (9 TP M a1k 46

EORE S BUR 04 SR Ol FE LS R 5 R I LR /R T B N N RS e B L

TR H AR T REARK K AL 45

o USEMIERNFELBET KRG TCPIERXM M NEEF(THE P/ ERERT);
8 FH BRZL getsockoptO) s N P E T RS 1P it SCHE & M Hy i) H 45 1P o bk #1 5 R
v 1o B H b IR 55 25 104 1P bk A
o JEATHR S A 1P HhE )T AT A A, A0SR AG A ANl o 20k AR A R A aE o, ) Ak

2 J5 1 ) Ab PR
e SR E A4 (BIE PFimigakKm Hin IR 5 #5) 87 SOCKET & (FRIkRSE
BT

s TEHEMIRFSERTFNE P EET . — BEEET AR 258 Wz E 5 ik
WO IR 5 8 BUIE 5% K 21 05 b — 1 B 7

13.2.3 EBERZRZSZIEZTHR

ANTE T 5 i) 32 FHAC R By oK St J5 8 38 e DA a2 47 O g 47 . I — 1 280 AR 5E By K i
T AR . iz 8 R ek AR MERY UNIX Z 86 € 2, s17 r X F .

. /proxy — p port

Horpr proxy Sy id BAACH By i J5 AL 3 48 i nl SR AT R 44 . R 220 port 45 %€ By K 5
A T A S 1 BIVEE 12 v 11 30 P 28 7 v A0 O 8 8605 0K . R m M — € B 5 ar % iptalbes
FiC B P i ) H A i 1A — 250, 75 W B A By K e ) 28 2R e s U AN 31 i Netfilter AE
AR H 5 ) O 1Y I 26 B0
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13.3 AR R 5000 92 L

13.3.1 XEERE

S TR ARY FR e S0 B0 BP0 N B Q] AR A5 B i By 25 04 B 2 b IR S5 A Y TP i bk A
1, DL R TE 4 5 4 7 5 A e] A 0] 2 5 A8 T B 5 K i) BOHE B 3K 5 SE X BE T RE VP M BT
P A JE R B 1 R H

1. int getsockopt(int s, int level, int optname., void * optval, socklen t * optlen) ;

ZREUH TR G518 € ERTFHIRIUE , ZECUL R4 45 .
s: SPEAT IR BT

o level: R BU5E 50 Fir 76 1 WML 2 UK

* optname: ZAR P IEI 2 5 H 2 € LR B LI

o optval: T& MK I(E 2% /P [X Y F5 £

* optlen: 5 A7 X 148 & . 3% A7 fiff X BE FH T 45 BH £ 591 {85 2% 1P X Coptval) 19 K L s

FH F 3R [8] 358 10

£ Linux &2 4 . i 1 fF 2 man 3¢ info & 7 Z R Z0 00 B SCH 7T & 1. pRZL
getsockoptO) HH T3k 18 £ 3 2 W& i JZ2 19 & 8 7 kWi, B ¥ 2 2L level 78 % N SOL _
SOCKET B}, ] k15 E £ )2 vE 11, 5 Z 50 level $8 € 8 SOL_TCP B, Al 345 TCP JZ Bt ,

SEPR bl a0 f Netfilter #E 48 9 AH G Sk SO, 7T 8 B pRZL getsockopt O 3K 45 TP )2 1
—SE R I, FE AT S 92 e vh T DA AR AS e SCH bk B 18] /1 A IS 4R E AR TP b kb A B bR O, a0

getsockopt(clifd, SOL_IP, SO ORIGINAL DST, &servaddr, &servlen);

AR R G L R A B SUZ R TP PRZE (RIS level %8 SOL_IP) , ff k15 &
PRI ZE R S I i H dn ik CR 45 B A 1P Hb bk #1 H $5 s 1) CEP 2221 optname 58 SO _
ORIGINAL _DST),

2. int select(int n.fd_set * readfds.fd _set * writefds.fd set * exceptfds,struct

timeval * timeout) ;

ZREUE SOCKET W 2% 45 F2 rp 8 52 1 457 0] (19 4% 1 R 5% W2 Y38 20 connect O |
accept() .reevO 3¢ reevirom O S5 FHZEZE R B0CA B B 19 A[A] . Fr 18 PH 28 5 = oF F2 5l 28 F2 Pt T
B 3X 26 pR B W01 SF R HE A F AR R A IR S A A L o R B AR FHLZE L eRBUA
AE 7 Bk [\] X R — A JE AR 2 AR H e A RUE B — 1> SOCKET i %z

— DA PREL select O GBS LAJEFHZE I AN E 2N EH T, | o H BREL select O I

— M EEFREOPRE 2R, KK h EERLFACRESZA)R  fE AN ) EE %O
PRIEL (AN PRER reev O 55) R S F A FRZE 87 E iS4 Cln B i 8 88 55O

TEARTE &b AR — N B R W E T A SOCKET 48z, — /N 5% 7 i i
3. SOCKET ##%, 75— &5 HAn ik 5 v & 37 SOCKET % 4% , U Y F 24T 55 2 —
PEETED ERIORNEE L3 n b —1EET D B WS LR 2 a0 T
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P R select O A BHE X INEES .
12 PR B Z B0 B A0 i vT 2 WL AE N 9 B e R SOl T & SR

13.3.2 kX ReRT=E

AR T B B B ok i e A A e i AR 52 L 2 HH BT i A Sk SO TR OX 28 Sk SO
& FE PR ACHS S

# include < sys/socket.h> / /SOCKET #24E #H 3¢ 1 3k 3014

# include < netinet/in.h> / /9 28 b hik 4 A 26 19 3k SO

# include < string.h> [/ FAF 8 B VR A 29 3k SO

# include < stdio.h> / /o B A i i (o printf 55 ) A o< B =k S
# include <unistd. h>

# include < pthread. h> /12 S 2 g T B A Y 3k S0

# include < sys/select.h> /BB 5 PR 2T select ()7 2 /YL SCF

# include < linux/netfilter ipv4.h> //Netfilter 4 ey 219k 4

# include < sys/types.h> 2B ES e S

# include < getopt.h> /PR 24T S 2 A B AE (40 getopt) #H 3G 3L U
# define BUFLEN 4096 / /85 YR 32 U SR Wil o 4 2 i DX R/

# define LISTENQ 100 / /W W /9 5 K TCP % % B

/* THRERZEE X, #F#EFATAZE P iyg IP bk AR 5 8% 1P Huhk = /

char ALLOWED SERVERIP[20] = "202.120.2.102"; /* FriFihm B AR 2% IP #i b, vl B 1718 B,
X B E B 44 4 www. sjtu. edu. cn B il 55 4%
IP it = /

char ALLOWED_CLIENTIP[20] = "192.168.48.8"; //VF R ] B % F v IP Mk, Al HATIRE

13.3.3 cRELARFNTNBE LT

Z A R ey S LR AT AL S AR B pREL
¢ E\Eﬁﬁc ﬁﬁﬂﬁﬂ%}:

int main(int argc, char ** argv);

ZRBUE Jo by ) a2 AT S E0h 38 2 19 3 B ACHE B K8 T AR 1, 28 5 61 82 A8 N 1Y)
BRI REL tep_listenOQIE AN W EEF W IZ T EwmH ., HE
Z PR BUE MR k A 2 P v 09 2 221 oKL 8 BRZL checkelient O #F 47 2 5 S ik 4
A, 0] IE ARG A AT OR LB T R A P g R i K

o B & minUreREL, eREUR AL .

int tecp listen(int port);

ZPRELO) AN 1 E T IF MW th Z 80 port 45 € 19 TAF v H1 5 & [B] W5 Wy 3% 3w 1T 19
BT,
o FPumAs A PR, PRBURALY .

int checkclient(in addr t cli addr);
PR B v TP 3t Ik (0 A A, RIDRF 225 cli_addr 46 € (19 % 7 I 1P 3 bk 5 42 ey

A ALLOWED _CLIENTIP f{E#EF7 Ee AT & — & — 30, WA A ad o, x| 1, 75 )
& —1,
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© TERAERREL. PRBURAL .

void Connectionthread (void * arg);

ZPRECH AR FAIR R A, T AL BB TCP @81 K . i REU HAK e R -
BN SEUP R G R O N ERE T (E P ERZT) 8 FH R EL getsockopt O $2 1
Pt 25 % B2 0 B An IR 55 4 1P Hohk Fides O, S8 J5 98 H BRI ZL checkserver O £ 2 72 & L7
120 2K, %A A 3l o g 2K I B E Connect_ServO) # 42 H 5 IR 55 28 - 3615 X W 1
ERFEOMIRSERET . B HKE Data_Trans O . LI E P &85 AR S
BT N H R & .

o RFAFRAERE. KB .

int checkserver(in addr t serv addr);

ZPRECE IR 5 7 1P ik a4 2, BIRE Z 20 serv_addr Prda € W55 4% 1P #bht 5
2 )7 ALLOWED_SERVERIP M {E 8 F7 Fo X, 25 — 38 — 20, WA A 1, % (7]
1B A —1,

o ERENRFATREL, RBURAEN .

int Connect Serv(struct sockaddr in serveraddr);

ZPREGE T H S8 serveraddr 55 1P #bhE A1 v O 09 B 45 IR 55 25 55 X B 1 £ 85
T2 OAE R PREGR [PHE ,
o FARAZIBREL., PREUEALR .

void Data Trans(int clifd, int servfd);

ZHRAEME P EETF MRS EEF R OB & ANEREE — 1N EEFEOR
B]lg o k2 S — 1 ERETEO ),
X 0 pR ) 1 R OC R WA 13-1 fias .,

+ el Fasat s e _ TERFR L

main Connectionthread

r ‘o +
w UL AR | P e im o | (W25 B e cnnte] Mo o e e | g e 2

tcp listen checkelient checkserver Data_Trans Connect_Sery

B 13-1 ERKREHABHNIEHAAXER

13.3.4 FHERBIMEFRE

1. FRE

int main(int argc, char ** argv){
struct sockaddr in cli addr; /IR BA EBTE R P o IP Hb ok Al O
socklen t sin size = sizeof(struct sockaddr in); //Hbhk %5 4< B
int connfd, sockfd, port; //port Ml FIrAF H P 1E w247 W i A B9 TAE ¥ H
pthread t Clitid; [/ELERETE

char opt; /1R FE R L getopt () 73 # i #Y 3 T 4 iR
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12 & & & B AR M5 I A % &K

}

while( (opt = getopt(argc, argv, "p:")) != EOF) { //ZA KB a7k
switch(opt) {
case 'p':
port = (short) atoi(optarg); /R 1 BB om0 R AL R FEEK
break; [/ R X4 2 I, @t e B AT 32 508 S
default:

printf("Usage: %s — p port\n", argv[0]);// % 7~ IE 86 B9 5 2 178 =X
return —1;

}
}
sockfd = tcp listen(port); //REERET, F WL port 185 E B ¥ O
for(;;){

connfd = accept(sockfd, (struct sockaddr * )&cli addr, &sin size); //3EW TCP ZFE 1K

if(connfd <= 0)

continue; // TCRL W) TCP ¥ H21F 5K

if (checkclient(cli addr.sin addr.s addr) == -1){ [T P i IP Hihk A 2
close(connfd) ; /T EAEL, WA 5% P 4w TCP 3 #
continue; / /PR 1k A YR A PR

}

printf("Received a request from % s: $u \n", inet ntoa(cli addr.sin addr. s addr) ,

ntohs(cli_addr.sin_port)); //#uth & EEFE R E F w9 IP kb it Fl v O
pthread create(&Clitid, NULL, Connectionthread, (void * )connfd) ;/ * || & 2& #2 4b ¥ 45

W B EETE R, B IXTERNE P EETF comfd USHEL GRS TRE ~/
}

return 0;

2. BEPImEITRE

int tcp listen(int port) {

struct sockaddr in cl addr; J/RAFE NS W B /Y % P v IP Hb bk A0 v O
struct sockaddr in proxyserver addr; //fRFFAJEFRIRGIrEEVL 1P HHEFI T /Evm O
socklen t sin size = sizeof(struct sockaddr in); / /Hb ok 25 4 1 < BE
int sockfd, on = 1; //sockfd N WEWTEZENEERF
memset ( &proxyserver addr, 0, sizeof(proxyserver addr)); //i&25 iz it 25
proxyserver addr.sin family = AF INET;//#§BH & internet {#h h} £
proxyserver addr.sin addr.s addr = htonl(INADDR ANY); / * i% B IP Huihl, INADDR ANY F /R
A FEHLEY IP Huhk, pREY htonl()¥f IP Motk H EVF W FHEZENMNEFNF = /
proxyserver addr.sin port = htons(port); / * X B IR % ¥ [0, R EL htons( ) ¥ ¥ 0 5 B FE 4L
FUTFRZNMEFTNF */

sockfd = socket(AF_INET, SOCK_STREAM, IPPROTO_TCP); // B TCP Ml EHF
if (sockfd < 0) {

printf("Socket failed-- Bbort .- \n");

return;
}
setsockopt (sockfd, SOL SOCKET, SO REUSEADDR, (char * ) Son, sizeof(on)); / * iX B EHF LI = /
if (bind(sockfd, (struct sockaddr * ) &proxyserver addr, sizeof(proxyserver addr)) < 0)
{ / * 8§ & Hhik = /

printf("Bind failed .- Abort - \n");

return;
}
if (listen(sockfd, LISTENQ) < 0) { / /W5 W% 5, LISTENQ 35 BH Wa Wy BA 3] 4 BF
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printf("Listen failed .- Abort - \n");

return;

}
return sockfd;

}
3. EPmKERE

int checkclient(in addr t cli addr) {
int allowedip; //RF TP Mtk 32 T &
inet_aton(ALLOWED CLIENTIP, (struct in addr * )&allowedip); / * ¥ 1 i #l a9 5 40 IP Hu k4%
H(IN“192.168.48.87) ¥4kl 32 fif 1P Hu bk 4% * /

if (allowedip '= cli_addr){ // W% 1P Hb bt

printf("Client IP authentication failed !'\n");

return — 1; /15 ARFHE P i IP H bk AR, R [F] - 1
}
return 1; [/ ¥ aE L, R A 1

)
13.3.5 FE&ERBIMEFE

1. TERRERY
void * Connectionthread(void * arg){
int clifd; /IR EEFEET
int servfd; /I RFIRFERTF
struct sockaddr in servaddr; / /T % 52 AR 55 25 1Y Hb ik 25 44
socklen t servlen; / /i k25 5 B
pthread detach(pthread self()); [/ EBEER G BT BB IR
clifd = (int)arg; [N ELBIEANE P EET
if (clifd <= 0)
return NULL;

[ * PREUE P v B B2 R 55 45 1Y IP Huhh F1dm 1, 2 %k SOL_IP 45 BA K15 IP Phil 2%k T, 241 So_
ORIGINAL DST £/~ KBUZE#HF Wik SCH R 1 H #x IP Hht #1 B #5 ¥ O, B 5 [ A7 1§
HAx IP bt #1 B frvm O = /

if ((getsockopt(clifd, SOL IP,SO ORIGINAL DST, &servaddr, &servlen)) != 0 ){

close(clifd);
return NULL;
}
if (checkserver(servaddr. sin addr.s addr) == -1){ [/ BT R EEZBIRRS S
close(clifd); /IR RVFERE, L 5% P im i TCP & £
return NULL;

}
servfd = Connect_Serv(servaddr); //fUE% 5 imiE £ H s IR 55 2%
if (served <= 0 ){

close(clifd); [IEBEA NI, A5 % P w8
return NULL;
}
Data Trans(clifd, servfd); /BN E R F (clifd,servid) [A] B 8B A B 3% &
close(servfd); /1% 5 R %% 2% 1Y) TCP % #
close(clifd); //%W 5% P iRl TCP %

return NULL;
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2. RBEF[ERERE]

int checkserver(in addr t serv addr){ WE 29k R-A L & i o
int allowedip;
inet aton(ALLOWED SERVERIP, (struct in addr * )&allowedip); / * ¥ s+ #HH /Y 1P Hb Hl#%
o (IN“202.120.2.1027) ¥4k 32 i IP i HE#E L = /
if (allowedip != serv_addr){
printf("Server IP authentication failed '\n");
return - 1; / /B AS
}

return 1;

}
3. lRFF[/EZERE

int Connect Serv(struct sockaddr in serveraddr) {
int cnt_stat; / /R FF connect PR LAY IR [FI{H , 3R~ % B IR % 25 2 B mL )

int remoteSocket; /& BEREFMVEET
remoteSocket = socket(PF INET, SOCK STREAM, IPPROTO TCP);//f)| % TCP E#:F

if (remoteSocket < 0) {
printf("Can't creat a socket. \n");//6 & 5 g
return 0;
}
serveraddr. sin family= AF INET; //i%¥® & internet Hihl %% (E} AF INET)
cnt stat = connect(remoteSocket, (struct sockaddr * ) &serveraddr, sizeof(serveraddr));
/ * 5 B tp Rk 55 4% # 5L SOCKET & # * /
if (cnt _stat < 0) { [/ EEREN RN

printf("remote connect failed \n");

return 0;
} else
printf("connected remote server -————-—--—-—————————— >%s: % u.\n", inet ntoa
(serveraddr. sin addr.s addr), ntohs(serveraddr. sin port)); /= % & B K % 4%
IR R * /
return remoteSocket; /R EERE SN ERET

}
4. BUEREH R

void Data Trans(int clifd, int servfd) {

int maxfdp; /IERAEEFHRKRE

fd set rset; /BN EREFEES

char cli buf[ BUFLEN]; [T TR P w2 B E 2 X
char serv buf[BUFLEN]; [/ TR % a5 & R B 22 mh X
int length; /78 U A B W B KK

FD ZERO(&rset); /[BERMNEETES

maxfdp = (clifd >= servfd? clifd:servfd ) + 1;//maxfd & B N EEFMHEIEN 1
for(;;){
FD SET( clifd, &rset ); [/ EPEETFREINERANEREFTESF
FD SET( servfd, &rset ); /[/BRFEEFREINERANEREFTEST
if (select( maxfdp, &rset, NULL, NULL, NULL ) < 0){ /* KREXWNEETFREEABIEDIL =/
printf("A error occurs when selecting. \n");

return;
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if( FD_ISSET(clifd,&rset)){ //BEF AKX EEIEAEPPEREF
length = read(clifd,cli buf, BUFLEN); //J}'\ﬁﬁ'ﬁ%?*ﬁaﬂﬁﬁ

if(length <= 0) / /7] Re S % B 2K ]
return,;
if(send( servfd,cli buf,length,0) <= 0) //¥EHE ZLIRFEEF
return,;
}
if( FD ISSET(servfd, &rset) ){ /IR % 28 R B BRI GS EEF
length = read(servfd, serv buf, BUFLEN); //M R &£ i BB
if( length <= 0 ) / /W] B8 J2 1% 7 £ 9 A ok A
return;
if (send(clifd, serv buf,length,0) <= 0) //BEIEEXLBEPEREF
return;

13.4 ik .isfr 5K

FESE R 13. 3 5 Bt s WA A 4 A2 AN 52 B0 F5 o 5 0T DO 32 SR B9 2R &8 0E 47 3 L 78z 47 ) 3
I e R DA G 15 Bl AT PRAT AR T L I U8 B AH N 10 I i A I

13.4.1 MRIAEEIZE

FE 047 75 BAAC HE By ok 8 IR RS 2R 48 11 D e Ik e 28 0 A i D 28 A s 1 B, AR IE
I X 285 17 1 g 0

— F 114 L FE AR B 7 2K Bl AT DL A 2 R N 2% v AT A R e 1 A B IR 4 A
% AR RS SR 2 A 3 B b B0 FHACER B K38 Fr e i =L, iz A A2 B AR B By ok s 50
fCHR D RE R, 75 BAACER 7 K B AN RERE B4 B, HAE L B AR P v A B A5 IR 55 4 18] 11 A i ih

Zim b O A B O E TR P v BT TR Jey 3 £ AL S B PN I 2% 4 A
9I~ﬁm%ﬁﬂmiio

TE A 375 B AR 2R By Ak h% 5089 22 G i I3k b, L& 36 Linux #24F R 48 19 XU < PC AE R 1N
KL M S P AS B R ethO, ethl 43 5 3% 82 3 30 W 2% 0 50 88 I 2%, B 0K /Y ) 2% 25 14 40
Kl 13-2 fr s JAS T & 19 3 B ACER By oK i SR B R e iz 17 7E 1% Linux MG |

wIH Je 40
(Windows &%% ) (Linux 747 )
| ' | 9h ol
(IP:192.168.48.8) (1P:192.168.48.101) (1P:192.168.47.101)
(Gateway:192.168.48.101}
B 13-2 i3 A3 ACEE By A5G B0 s B 4% 45 44
o B 13-2 P sz B 33 9 26, 78 00 3 AR 355 0 & 9 Bl7 K s et A AR S i) L i 224K 3R A O

0 28 42 AT L AT AE N 1 B . DABKIA T LB FIZE AT Linux RGN, Linux R4 0 1P it
e R Iae (B 1P forward i) 75 Z4e 47 )3 . Linux & A REFHEM &, 1P forward i
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IR ETE — 1 proc XAF (B /proc/sys/net/ipvd/ip_forward) 1, iZ LRI N EWM R H 0, £
N TP i SCHG R INRE . N 1 RonAT P XA &R DiRE. TEan 2478 0 F . sfrin ka4 |
Al T )5 1P 42 3C8 ZThae . B 1 B~ (Bl &y H & %€ 1)) ]/ proc/sys/net/ipvd/ip_forward X
.

echo 1 > /proc/sys/net/ipva/ip forward

Linux 240 4% T Linux N8 B A K%, Linux 15 1735 #2 % B B KRS — i 2R A
AbF )8 RS . Ml Linux N B Bk 55 52 i B AR 580 2 45 10 I 38 o #2 . 7T 7 562E (F Linux
W KRS, ARSI 5.3.4 . 0AE 5-4 B i Fm ok g 7 ook b <2k k7
HIAT .

TESE N FiA T E R & P ALS AN Z 18] 0z GE 98 1FH JE AT M ES AR . O iR iR
B IR, TR AT T — 20T, S N P i i ] — AR L I ping s 4 i — T 2 A
Al 55 0 3 L%

5530 R AR By K 8 A [ 02 BRAC R B KRG B/ a0 12, 3. 2 7 —FE R & P v b AT
BRI 55 45 1 1 B

13.4.2 HmFMIBEIT

AV AL R G e A2 S B rh B T 2 4R L B AR G 150 R Y R G ) B B AR T
£ Linux f£ER G, I 5 — > shell Zm 78 o5 < 17 & F 5 A W0 F a2 B AT 52 5l #A A€ B
%kﬁjf?ﬂﬁfbmjgﬁi%o

gcc — o tc — proxy tc — proxy. c -1pthread

Hrp te-proxy. ¢ MIRAF 13. 3 WIRACH IR XA, te-proxy 78 fr B 4 76 H 1 n] T4 7 SO
2 +-Ipthread ¥8 BA BT {6 F i) R BO% , B2 F2 R B

U VR SE U S IEM A AT A A LT N EE, sE T S 20 BE AT PR B KRG

. /tc — proxy -p 8888

HErhp SRS T 12 O £ A TR 1 LB Netfilter 8520955 £ % 7 S 147
SCHE S 1) B3 0 1 25 BAAC B By ok RS i o W iz 1 LRk BB P i 4 H e [ A 1 TCP
EREK . X B T AR DR & 8888, 1l 7 Al HAT € . A% 5 Netfilter HE 42 vh 5 & 1Y
HE 1) HAx v H (R iptables iy 2t -—to-ports #8519 N 255) 41— 2L,

13.4.3 XT38

FEXF 375 B AR 2 By k8% DE 47 T B8 3 A . 18 75 XF Netfilter HE 22 UE 47 BB, 2K & 78 i )
TCP #piH C (LR ERXF R TCP W A TP i 30) B, R 33X 26 g SC 8 5 ] 2 355 BR A8 B B K
i F 76 W W ) o 11 CBP 8888) . Netfilter HE %2 1 4b ¥R A1 00 7] 3 i iy 4 iptables B & , 76 fiv
217 Fistr LT a2 P AT 523 TCP iz SCH € 4]

iptables — t nat — A PREROUTING -p tcp -j REDIRECT —- to - ports 8888

a2 Z R HAKE X,
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* -t nat: F5 B2 0 BC B PR 0E 019 XF 5 A I 26 Hb ik 5% 45 (NAT) AH G i K8 00 2%

 -A PREROUTING: 8§87 PREROUTING [/ 4b 4% b 38 i B 00 , A 552 46 75 25 A7E
IP i A UE A7 B b bk 85 ) L 3% 4E 3 E W] Je 194 SCCEMB 2 1 B A5 1P Hb bk A1
W4 SO 7E 1P Z A T e dk i g i A B 5 . 2 A ah gl 1P 2384 EIZ ik 2

o -p tep: TRBAZSAEMIN HXF TCP P iy #e SCA 24, B A 35 B X3 By ok 3 552 45 X
TCP I 2% i i /4B

* - REDIRECT . #5 BH B8 0] &b 3 ) 2l /E 72 4l 3 & %€ W (REDIRECT) 5

* —to-ports 8888 F§ BA & & [w] 2| (1) H #5124 8888,

X 2% BC BN Y 5 SR . TR 45 b hE B e (NAT) B0 2% rp ) PREROUTING &b B 5

G — S BRI 2 K U BT A A TCP B3R SCHE 5 1 B AR HLAY 8888 i I,
EdEfT FRR BTG . R2 Y Netfilter ZbFF L 70 & 13-3 Frns .,

root@IDServer:~/tc-proxy

Fle Edit View Terminal Tabs Help

[root@IDServer tc-proxyl# echo 1 = /proc/sys/net/ipv4/ip_forward o
[root@IDServer tc-proxyl# cat /proc/sys/net/ipv4/ip_forward

1

[root@IDServer tc-proxy]# iptables -t nat -A PREROUTING -p tcp -] REDIRECT --to-ports 8888
[root@IDServer tc-proxyl# iptables -t nat -L

Chain PREROUTING {(policy ACCEPT)

target prot opt source destination

REDIRECT tcp -- anywhere anywhere redir ports B888

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[root@IDServer tc-proxyl# [j

B 13-3 ZFERAEPH AFIE1TH A Netfilter 4b 32 3 M) & 8

X P I a TE W% A, R R 50 A http: //www. sjtu. edu. en” CH: TP #ht -
202.120. 2. 102) . 5K 7T LA 200 B8 2% b s B b AC 38 K 2E Y 35 v i (7 . dE AT iz I e
ZEARAE DNS iR 55 02 7T H Y L 208 BB LA TP ik 2 =X 05 ) I 0, 40 hep: //202. 120, 2. 102,
A AT B B DNS i 1] 8-S 30O GE b /s H BT g >R i I o), [m] i 7 325 B A B By K 8 1 as 7 ¢
S T LA R LI A S AP 13-4 Gk L% 3 TP Mkl 192, 168. 48. 8) 7w .

3 root@lDServer:~/te-proxy = | |
File Edit View Terminal Tabs Help

[root@IDServer tc-proxXyl# gcc -o tc-proxy tc-proxy.c -lpthread
[root@IDServer tc-proxyl# ./tc-proxy -p 8888

Received a request from 192.168.48,8:2946

connected remote server---------—--------- =202.120.2.102:80.
Received a request from 192.168.48.8:2941

Received a request from 192.168.48.8:2942

connected remote server------------------- =202.120.2.102;80.
Received a request from 192.168.48.8:2943

Received a request from 192.168.48,.8:2944

Received a request from 192.168.48.8:2945

connected remote server------------------- =>202.120.2.102:80.

B 13-4 ZERRKERANEHNRESRSH

EEF%WJ%%%WJﬂiEﬁTﬁ)\ hllp://bbﬁ- sjtu. edu. cn, H ?ZEE(JE&J? Wftm%.%%
M) IR 5% 45 1P Hihik s Sk 202, 120. 2. 102(HZE & ALLOWED_SERVER #8 %) . A~ /& bbs.
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sjtu. edu. en IR &8 X W A9 202, 120. 58. 161, iz FRE ¥ S o iE 4, W) i 3% B A BE Bl ok
Hig Je Y R 40 2 B AH N 1 — SR e A PR R B T ] 13-5 B

root@lDServer:~/tc-proxy

Fle Edit View Jerminal Tabs Help

[ root@IDServer tc-proxyl]# gcc -o tc-proxy tc-proxy.c -lpthread
[ root@IDServer tc-proxyl]# ./tc-proxy -p 8888
Received a request from 192.168.48.8:1646
Server IP authentication failed !
Received a request from 192.168.48.8:1647
Eerver IP authentication failed !

B 13-5 ZERHREHANENEEREESEHH

TESCH 25 i s, 8 151 4H OC shell 72 & H] Linux 240 TCP #hil 3Rk SC & & m I fE . A &
BOH 1P BE 05 & e BAAREAE W E 13-6 s .

root@IDServer:~/tc-proxy

File Edit View Terminal Tabs Help

[root@ID5erver tc-proxyl# iptables -t nat -D PREROUTING 1 il
[root@IDServer 'tC-pI'D'I}"]# lpTHDIES -t nat -L

Chain PREROUTING (policy ACCEPT)

target prot opt source destinatiocn

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destinaticn
[root@IDServer tc-proxyl# echo 8 > /fproc/sys/net/ipv4/ip_forward
[root@IDServer tc-proxyl# cat /proc/sys/net/ipv4/ip_fTorward

0

[root@IDServer tc-proxyl# I

E13-6 ERREHAIBEITEREMEILZE

13.5 ¥l oi gk

X o 12 555 5 3 I AR B K dist , AS 355 512 30 Y 2 B A3 B K B 5 o | — 4> TCP
PRSI IR 55 2% , HAR IR I eI A S PR FXF HTTP WRs ) 45 AR Z & 7 78 TCP Phidl _F i)
28 8 AR AT A S 5% . [l 3 12 35— o AS 35 B KOs Y 3R e o 150 6 12 )= gk 17 o0 i
FF 3Tt i 9 U A AT i R, B P s 1P Hhb #1 R 55 4% 1P shohb B 4T 1 ) R
], WA G AR EZALHDRFE S ERE . A %8R a2 & nl DL T B ks R A R 4E
6T YT RE T & S .

13.5.1 ZFEHREPAENZHANZHFHFMNDSEET B

R T 2 R LB 2 e A R AN S FH — 9K AR (B B B SR R AE A ST VR )
()% P s 1P ik #0 ik 554 1P stk , X o A BE i & 22 4% 7 v 1P 3 ik # i 55 % 1P s dik,
T3 b A AR R G 0k 9 o R ) ) s 2 L PR D R AR CRIVE AT A 25 7 i AR 55 )
FEVEAR b vb DLFUE SCAY O U B 28 i il 15 2 FL B S, i 208 DR 2 e b i 15 S
IR Jr BT 2 R A AT A2 S 5 R U A R A A

Y TF R B AR N A 4G . 9B — A A 1 2 M5 S BC B i (BB B T
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A o G A T AL R A R G ) s — S BB KT E R AR 2 AR S
A5 1] KL, i A BEAR AR TR A R e b HRE X — % P A — A IR 55 AR AT AR R AR L B e
TS PG B AR B S (BCEE ) PR AT DA A4S 38 50 AN P 4 UK 400 B B s i IR ), s B 7
VAT A 3% R0 E A7l s S BPRT 5 S 3 By K 3 KL D0 ) B 7 G R R, B AC B B ok 4 R
DI, OG5 B A5 s 20k Bl KBS s AT, R FE L B 58 R PR T 800 Ab F, B K 5 I RE AR 4 BT
B B 174 4% ) A0 D00 0 7 ) 2% 3 e 4 o

13.5.2 FEHRKERANEER HTTP thiXf@th 5= B

AT P 52 B0 A 175 BA AR 2 B kRS TR AR R G B A X L JZE P I BOEE 2 R AT o B A
il T L G e 3 R AT X Al N P (F TP HTTP 25) i 3% B A B By k8% , 75 Hovp 52 9t
;2 DR e A AR ] . AT AT T 4 0 B A A HTTP U FTP U asl iy f#f A
MEEHIP E, HTTP UpA FTP P EMEFIFC A ES 12 mrpitir T @ . B A
HBEA,

AT T A S vb B HTTP 35 B N2 1 s Ar Az il , HTTP 3 B AL 45 3 0%
o 6] IR 55 o 3 R T B LA R IR 45 6 1) D0 0 4 1% i 7 78 08, . AR T BV L BT B R R R
H4A GET.HEAD . POST ., 7] UK 48 A [8] (1) i 3K 7 i A7 £ 0) , to vT LS B X URL 9 i
AN HE ] o ) R, T O] P 24 A 4 5 Wi ARG ) B K R W 1) SIS AR 2 AY L AT DA ke 0E AT 0 )
. AN 2L 2K applet 22 1F T2 word S,

XGRS 12 v i R AR By ok R 4% ] D RE YT e 5 32 BH AR By KR ok S st T H P 4
%ﬂD/‘\H’J%fﬁmﬁuﬁmuﬁﬁlﬁgﬁfﬁj IR 7E F 2 7 v JRR A2 S 3137 BH A B B K 85 19 77 TE

75 B AR Bl K 8 TE ik ik R & P i e 4 5 A ME ) IH 2., B 26 1 X R IH B, & i

AT HZ,

13.5.3 ZEBREHAEN FTP BT SEHIT R

SRR FTP Uil iy a5 B ACER By k5%, L 84 52 0 #r FTP IR 55 48 F1 & P o 58 B B
WEHE GFRIE TS N E R ERESR ., FRMEefEmEREZR20EE P
g A1 R 55 2% 0067 & (TP i hE55) GAIER B H P 2481 045 AL fm g k4 (5 H sk %) A%
i 1) SO 2R A SO R /NG

£ HTTP Uil & 5 o B & 16 — > 15 2K 1H B 7 Wi 210 A8 B 1 e 6 35 2 Je Bt 2 W T
TCP &4, R R Z 0% A XBYE, 78 FTP Bhill b, Brd 7 a9 TCP &5 42 (i 1) 2 35
R ) V] RE S P ELAFTE B T 2 25 11 2K A 4 (8] A] BB A7 78 SC IR OC &R L X 7 5k A< 75 119 15 B AR
PREBH KBS IR A R G LX) FTP UM P R ik Z R =, T FTP sl &2 4%, 7E it
ir'ﬂEiJﬁﬁﬁ’w"J%JT*ﬁifﬁ%H#ﬁfﬁ:‘ﬁiffﬂizﬂ]ﬂiﬁiﬁﬁ%ﬂ%ﬁwémﬁﬁ,iimxfmﬁrﬁFrU—
TR

13.5.4 ZFEHRKEBAEHNRTZEZEFY R

RZ I Pbn iy Web AR AR 55 ar A 42 =5 75 )7 i 1 1) I 00 %) 3 52, 220568 s R 55 e 149 W)
HE MW S5 IEAr A7 . AR & 7 v Xt [A] — 4~ URL B 47 U5 1) AR B iR 55 4 7T DLFE S —
Ui >R iz URL R i 2R Ao 09 0 Rz 78 5L S A7 FE A 1l DR HR I8 % 8 v X iz URL #9795 5K
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I, Jows W UT 0] B ARk 55 4 . BB S A i me B 3E B0l 5 45 % P s B AT, e 3 TH B S AL
il 7E 25 7 v A 5 ] [R] — > H AR IR 55 5 ) . St KR SRR IR S8R s 1o . W% 12 &
) 2 FH AR B By ok 8% — A L 325 BA AR BBl KBS T DL R4 ) D S AE LI B )

F A 12 S A O B ITF & SC B (W, 12, 4. 2) , B BT By ks i k4T B AR IR 55
a2 5 1P HhE XF iy 22 77 . & WA By ok 5 A 22 N P o & i 0 P B ERCE
HTTP 35 2K 1 B 82 BCH PR ik 554 19 3845 L 12 S 32 57 e 0 b B 482 3615 H b ik 55 4
) 1P kb X iy Jo s 247 B s ik 55 #5425 1P b X)) Z2 47 Ab 3 .

13.5.5 ZFEBHRERANERN HITP EETH®T B

— S0 A Sl B A A By ok S B A TE B S e 1Y Dy fig 3 B By ok EE P Y T B AR
o — o i R E AL .

o THRKIHEMA R BNEBAACHR B KRS T AR AR H B 8 B ekOok A & s I 1E SR TH
B BB MiEREE LS ING RS 2. B WATE H & e Jr L2 URL
1) | 5 1], BPEL 20 P S i oK 19 URL G AH 2 05 % I 119 75 oK 35 € 1] 2 iy URL.

o ) N TE B AR B EA A B B KRS R 55 A AR I e 9 S IR R R 24 e E Ay
16 28 K58 2 7 i) 17 T R, R [PT 25 25 1 g o X e i S, 728 46 ) RE 11 B AR D R S R D
AR A S BB SR 55 253 81 HTML SCFE S5 A8 H o i A8 R AL B 48 A /N 45
AL R PR 7 Logo 55) 5 W n#n % . AR R K& 2t /s ) HTML SO R Il 25 &
Vi o F5 7 S F 0] WA A ARG XU Y I D0 SO S s R D AR T a2 s 7E R 0T
SRR e T VA

13.6 A &5 /) &h

AR FEVEYH B A T — A 32 B AC R B KO85 I A 31 48 1) JF 3k 2 S B DR A RS 1Y o 7R L R
2 G0 i 5 E T R s a5 BA A B By ok S 9 TAE IS ER , LA A 3% BR AR BE Bl ok B% % 5L AR T & 2
SCI AR MATE TR — D Ih R e 0 A PR PR B kRS R aE . A T e S B S Y
22 G I BE FE RS TRT B A Y T — N TRV B TCP Wil S 38, 3 A %k 0 2 B s i B0 9 %5 30F
T i o A g i, H2 % IR 55 %% 1P Hbohk A% P v 1P Hbhk i 47 a7 B8 A8 DA e A2 i1
ARFERJGVHE TIEAR R R G IE 6 FRrRe 1T i B A7 SC PR & &8 LY @ IT & Sk .
HAR@UEIRR R G 2N SR EY & M Z AL & xF HTTP Bl fn FTP
PR s e A S R LA R HTTP {HE AR GEY Sy, A 2482 7] DL R A R 4t
Ry ALE T M 13,5 TP R NS AT AN YT R O R SE R .

b2 I

. A AR IE GG KRS R R G S B AR L PR GA 0 e] R4S & P v B E R H bR
Hﬁ_—%%%% [P b 31k AN v 1 .
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2. G ARTERY BRI B Netfilter HEZZ vp H A5 Hhik 5 5E [9] 49 2L A DD E , B 5 ) 3R %)
o] 52 Hc 4 g Ab B

3. ASEESI S B AL By kB R A R G ), R AR B S AT AAE S AT RE 2

4. 375 BAAR IR B A BT e W B9 i 1 2 A5 A 2 o A 8 A BODE A0 b Y B b 2 2R A
F2 » A0{a] 1 5 12 W Wt v 11 2

5. AR IRR KBS T  F 50 2R 5 X P R ) & s RE 75 i 4 A0 I 1 IR 55
ar E T N 2% 38 {5 7

6. MATREACHR Y N H Rk 552688 b A 5 S 9 1 3 BRACER B K de 5550 12 35 S 3
FARER B K e S AATEZEN? G TE . AR Z 0= A7

7. far kg i 7 S CRD select J7 20 Wi W & 48257 52 1 504 2158 (1 JEAC e 2R Ao 72

8. AR 7 BHAC IR By K 855 1 5 PR AR L 7 B0 BH A By K 8 A An] T vk S B X Br AR R P v
PEAT FH Pk 5 4 B IAGE

9. FE 75 B QIR By Kk B it S 80 vb L 2 5 0 G ey R A 3R B ok B — R L T X IR 45 A% 1 B 47
FIP bk XF 3647 G 47, DA 4 5 a2 A AR IR By kol g (B il 55 2% 387 A A7



o 14 55 S 0 T HA9 PR g

AT 5 ) A qn ey SE B g T 4 T i H A TR AT DL R e A kA
i VLR FIN 4. T e g0z 8 T2 SR BT AR5 A Gz R 88 T 5 P A5 51
BT S 1 5 I 7 W = N1 U o . o ) O I = Y 183 1 ol 807 37 S U T e 2
S

14,1  JRRT B R vt

14.1.1 IhegEREMAER

ASEE R R T 32 S = M i s 1 43 48 7 2L B i R A R E R (WA
SYN 34l LA R 45 & R A4 (W PRy FIN 345 o 828 B S F 431 50 AR (9 ZEAS 3, it Y
THATF A M A40 GUI Fti . Bp B 822 17 7E o 2 AT B =0 L i o 6w 2 17 2 80 I 2Lk
PR FAR] A 34 O 2 A v 34« ] 6F S 1 499 i A9 45 2R B B2 i 3 /7 Lo |
B IRERE W RN RSy (1l
o RN Wi connectO) REZ A ERE AN A vm 0, AR A T H oK HI B4
FE Y H AT 43 40 7 2, DR 43 49 o B B . 28R AT i A e s AT AN i P R
T A S

o PG4 H Libpecap #1 Libnet $2 4t (19 A8 3¢ % pR 2052 8L JZ Ur i 4Rk SO B3 &
5 WL, e SO 3R MW AN S B2 0 0l SE B, — AR T &35 SYN #5042
S5 3 — R FH T R WS e 17 4z SC s IF ] IRF o0 A #8493 i s RS RIS O .

o FIN 4. RSP EEAMAALIA SE A %, BT Libpeap A1 Libnet JF pR & 50
PRE 2 Pp I SCHY BRI 4l SO X AR W H A AR il S — DB T
Kk FIN MR 3, 77— 4B T8 onT fEfy [nl 52 41k 3C.

14.1.2 BFERTEHEPIETAHRX
A& O HAMIEA T HEG S A48 BRPiTs k.

portscan scan_type interface IPaddr startport endport

portscan A ¥ H 34 T B i ] AT 7 24 . Ho g A2 80 & Ll ol -

« scan_type: FIZEA A = FHH 7L 058 SOCKET_SCAN CH 4 3% B H 4 .
SYN_SCANCEP 3% #2514 . FIN_SCAN CEP &5 o & A 4 .

e interface: MZ&EE . WN“eth0” . “lo”4E ., SYN A A FIN 33 % 325 3500 %5 77 v 11 171
i SCHT T AR E MBS M2 0 & . S BO EEEAMZETTE LW, BEfETE
E— P FA AT,
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« 1Paddr: HARFEVLE 1P Huht . H FIE @ Pr E83 /0 FH0 . %R 8 T 2 JaEx —14~ B
PR = HLIEAT o R B AS S 47 ) 3 A B (% 6 A B A R 4 i A b AT
PR T A 5

 startport: AJFEA T H 50— H 8 B 30 . 2 2808 1 133 s 7S B
T 13 v 11

 endport: 5§ % $4 i 11 70 FB] 1 285 o g 11

14.2 JRA T HA) Sz

A A T HAG B Libpeap #1 Libnet pRZUZFE SC XS TCP/1P PSR 2 Whis b B 5 12 4
I\ 31X P~ pREE B9 DI RERF RO DR EUTE 6. 4. 2 P R4 41 . X A iR

14.2.1 FEINXHEREENX

FH T v 1 434 T 57 2208 HH 4% A S5C 1Y T R 20N 45 48 8 SC . BRI 77 28 60 15 I 4% 4 G 1Y)
S BAR R,
# include < net/if.h>

# include < sys/socket.h>
# include < netinet/in.h>

TESEHL FIN S48 SYN 34 5, 75 298 A Libnet J&E 2R 204 5% A & 26 38 00 Hz S, 98 F
Libpcap J& BRZOR 28 O H 8% 47148 3= B0 A0 w5 i 3C, A 2hiZ T B R H P82 0 0 52 B3 &
5 A5 0 i SC AT 22 W) 7 4z SC . PR A A Y Sk S BRI

# include < libnet.h> //Libnet pR % JE 3L 34
# include < pcap.h> //Libpcap & X 3k SCHF
# include < pthread. h> /15 F2 eR B Sk A

B b B2 20 i1 Sk SO A b i EEAREE 1/0 PREUE S5 — 285 B Sk SCfF, BAR D

# include < stdlib.h>

# include < stdio.h?>

# include < string. h>

# include < time. h>

# include <unistd. h>

# include < sys/types.h>
# include < sys/ioctl.h>

ATV A Sy R i) 73 € AL AR PLT LR .

o FHZEH,
# define SOCKET SCAN 1 [/ EEEAWM
# define SYN SCAN 2 [/ EEAH

# define FIN SCAN 3 [/ R EEE
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SR

# def ine OPEN
# define CLOSE
# def ine UNKNOWN

o JRSCHYA AR AL,

# define IP RF 0x8000
# define IP DF 0x4000
# define IP MF 0x2000
# define IP OFFMASK Ox1fff

// RS B s O AR F AT R &
/ /B B O AR F O R A&
/ /BT 3 4 B9 g R 25 R A
/15y b i8R b A
/151 i BIAR &AL

/I A o B B PR AL
/3R 4G5 B B B 85

T iise TCP fr i 7 B A A GRS AL -

# define TH FIN 0x01
# define TH SYN 0x02
# define TH RST 0x04
# define TH PUSH 0x08
# define TH ACK 0x10
# define TH URG 0x20
# define TH ECE 0x40
# define TH CWR 0x80

# define TH FLAGS (TH FIN|TH SYN|TH RST|TH ACK|TH URG|TH ECE|TH CWR)

© REEPIUFE B SRR .

# define IP HL(ip) (((ip)—> ip_vhl) & 0x0f) //13RBUR 4 4, B) IP KER &
# define TH OFF(th) (((th) —>th offx2 & 0xf0) >> 4) //#78 TCP ByLP K

14.2.2 FEHIBEEW

ATHMWITE FEASUMEIESEE. R AAME B4 struct scaninfo
struct, MAC i3k 25 #J struct sniff ethernet, IP k45 #J struct sniff ip, TCP 3k 25 ¥4y struct

Snlff_l.(:p o

B SEN P 3

struct scaninfo struct{
int scan type;
char interface[32];
struct in_addr ipaddr;
char ipaddr string[32];
int startport;
int endport;

int portnum;

/I PR ARSI 28T B R EE S
//H1$5 2% . SOCKET SCAN/SYN SCAN/FIN SCAN

// W 482 1, X SOCKET SCAN ¥ Tt & X
[/ H iR Ry 1P #hhk

// W% A ipaddr, (B8 S5 #&30, JEW1"192.168.47. 1"
WESE: T:oF Y GE AN

ESE 1T AN

[/ E 5 3 endport — startport +1

//F T 2 HF SYN SCAN/FIN SCAN $ 3% 2 %l 14 F Bt

int sourceport;

pthread cond t * cond;

int flags;

// T EPA T B R A o A R
int * portstatus;

int alreadyscan;

/ /431 Fiii FH 9 YR i 1
//FH T 38 R0 = i i B A R
/ /46 3 49 9 4 3B B A9 A kA

[IRAF TG R, ¥ iR ET 0 BE K BE O portnum i) 04 % [A]
// B 2 34 58 B ¥ 1 2R
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}
o kA =,

struct sniff ethernet {

u_char ether dhost[ETHER ADDR LEN]; // B #& MAC Hb hiE

u_char ether shost[ETHER ADDR LEN]; / /¥ MAC Hb HE

u_short ether_ type; // EE MY 3ERY . 1P ARP H{ RARP
¥

« 1P kAgal.

struct sniff ip {

u char ip vhl; [/ 4 A0k IP TS As, Ik 4 fii ok IP LK B
u char ip tos; /AR %5 2 Al

u_short ip_len; /1B

u_short ip_id; /151 = FRiR

u_short ip_off; [/ 3L bR, J5 13 6 B Wi &
u char ip ttl; // V) 8k (hop) % 7~ B TP % 3 4 77 Fi

u char ip p; [/ BB ZERIFRIN . TCP(6) ,UDP(17) 5§
u_short ip_sum; // IP ¥ 5 Al

struct in_addr ip src, ip_dst; / /IR 1P #ihk F1 H AR IP Hbhk

¥
« TCP kg,

struct sniff tcp {

u short th sport; /1 5

u_short th dport; // B ¥rm 05

u_int32 t th seq; /¥ 55

u int32 t th ack; /I N &S

u_char th_offx2; /135 4 B K, A 4 By T
u_char th_flags; /1% 2 SR T AL, K 6 fL K dn i iz
u_short th win; / /8 0K

u_short th sum; //H B

u_short th urp; //'E AR

}i
14.2.3 REBRFINEEIZIT

iz B8 P S 80 BAR Ih BE L A TF & 92 B b g PR AR RS = AR 0T A LA eREL
h i%'[ﬁﬁ l‘ﬁﬁjz?ﬂﬁy:

void main(int argc,char #* argv[]);

ZHRECH FeREGHE RN T s i, ZRECH ST H PR EL parse_scanpara()
PEAT 2 AT Z BRI A . AR e AR IR 451 4 38 AL R R AS ] A 471 4 A B pR S, B0k 4 o B
A, 8 B PR socket _scan(O) 258 SYN 45k FIN 544, ] U8 B pR L synfin_scan() .,
A4 R 5 . R EL output_scanresult OFEFE M & F B a4 H .

o AT REL. PREUFALR .

int parse scanpara(int argc, char #* argv|[ ], struct scaninfo struct * pparse result);
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15 8% 2B KM 5 T & % &

PR T RO L 5 R B R A 2 AT S A UL R B S BOE G 18 25 X R I
PR ZS A BT 2 A S A S R AT 25 R DR AE 7E 2 81 pparse_result 45 [A] 1Y scaninfo_struct
ZE AR,

RN RE. KRB .

void socket scan(struct scaninfo struct # pscaninfo);

ZREh 3 R ECE L LU R 257 SOCKET 3% 3219 75 2 3 00 g 4 = HLow 0 119
TF RS B0 o DT 58 Bl 3 F 4 3% BE Y v T I T RE
SYN/FIN Hi F %, eRERA N .

void synfin scan(struct scaninfo struct * pscaninfo);

R T AR ALY 43 48 B A B R T B, SYN/FIN P A 28 B iy 49 4 78 — 2 S 3.
2 PRE T 3 RO A L a8 A R PR A ST A 2 AR Ok 2 B v Al — DR T A
K BRI 4 SC o o — A~ 2R AR B BT B WOB 41 i S ALY W Nz 42 SC L i T 3 B A 8 e 1T Y
PRI e SC A iR ZXRE PR, PREUE AL .

void * sendthread(void * args);

1Z PREUTE PREL synfin_scan O G 8 12 #2140 . DLAE 3 09 T X068 22 43 4 1 557~ g 1
Vi FH eR 2 sendpacket () 26 4= gl F1 & 36 38 00 iz 3C
BRI SC A L REL., PREUR AL .

void sendpacket( const char * ip src, const char * ip dst,u intl6é t sp, u intl6é t dp, u_
int8 t flags, char * interface);

Z PRELHE PREL sendthread O R i 1 Libnet pRZEUE $2 45 /958 0, # H H5 25 8 i A
[ - 50 A= B 326 AN ) 25 284 ) 48 0 i SC
e 7 $ SCH I AR PRE . PREUR HL R

void ¥ receivethread(void * args);

ZHRBSE R, Libpeap JE A 2 09 %) U6 1k T 16 40 45 040 oo 38 40 ) 79 15 & 45, IR 1
Libpcap 4b PR AE 22 v 3 M43 4L 38 (1Y £+ pR ZX packet_handler() , ;X #£ Libpcap HE 22 &
W B — A FSHE A0 50 2 =5 3 JE FH e 7 i SC AR PR PR ZX packet _handler() .

e o 42 SCAE FRPRET ., RS RN .

void packet handler(u char * args,const pcap pkthdr * header,const u char * packet);

PR Libpeap HE2E H a8 . Libpeap HE 2R 7 B U 2 — A~ H A5 ¥ 1 O 391 $iif I8 Y
1A L I, AR 25 30 2 A 38 pR 0, 2 pRBUHR WA 31 1Y i S 8 A1) e 9% 431 4 55 L
(1 A0 1 g 11 R 5 4T TF

A S i R B, PREUE AR .

void output scanresult(struct scaninfo struct scaninfo);

2 PRECR T PRI L i s T R SR
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b 34 pR 2 a) i R el g | H C R W&l 14-1 Fras .
RRCAE

main

ffffﬁf;;/f\\HHRE“a,

TR AR | | S EET A | | SYNFIN T L | |F50E5 Sl e %Y

parse_scanpara socket scan synfin_scan output_scanresult
R S A IR BT Me] Rz £ S ERMACER T R 2N
sendthread receivethread
PRI S % 2 bR BY W R 4R S AL E R AR
sendpacket packet handler

B 14-1 wARBIREPIREZABADSIAXE

14.2.4 HRHFERBSFE

1. R
int main(int argc, char * argv[]){
struct scaninfo struct scaninfo; /A TFHREARHE R
if (parse scanpara(argc, argv, &scaninfo)) { /AT S HR, 45 B #E scaninfo
printf("Usage % s SOCKET SCAN/SYN SCAN/FIN SCAN interface IPaddr startport endport”,
argv[0]); / /Bt IE W 8 1 2 1T K
exit(1);
}
if (scaninfo. scan type == SOCKET SCAN)
socket scan(&scaninfo); / /A SE B 4 i B A PR AL
else
if ((scaninfo. scan type == SYN SCAN ) || (scaninfo.scan type == FIN SCAN))
synfin scan(&scaninfo); / /I FSE B SYN H1 4 Al FIN £ 4 Y pRi 2L
else {
printf("Unsupported scan type! \n"); /737N 90 28 B g A B R
exit(1l);
}
output scanresult(scaninfo); e T ESE R

}
2. FRITRRIT R &L
int parse scanpara(int argc, char * argv[ ], struct scaninfo struct * pparse result){
if (argc '= 6) { /IR ESEANE
printf("The count of parameters error!\n");

return 1;

}

/ /g HT 2 A
if (!strcmp(argv[1],"SOCKET SCAN"))

pparse_result —>scan_type = SOCKET_ SCAN;

else
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}

if (!'strcmp(argv[1], "SYN SCAN"))
pparse result —> scan type = SYN SCAN;
else
if (!strcmp(argv[1],"FIN_SCAN"))
pparse_result —> scan _type = FIN SCAN;
else {

printf("An Unsupported scan tyep!\n");

return 1;
}
strcpy(pparse result — > interface, argv[2]); [/BTEEOER
strcpy(pparse_result —> ipaddr_string, argv[3]); //fE& ¥ 1P Huht

if (inet aton(argv[3], &pparse result —> ipaddr) ==0) { //¥4kk 32 {if 1P Hbh}
printf("IPaddr format error! please check it! \n");

return 1;
}
pparse result — > startport = atoi(argv[4]); / /@t e 4f s
pparse result —> endport = atoi(argv[5]); / /8 ¥ 45 R o
/TR ERRE O SR
pparse result —> portnum = pparse result —> endport — pparse result —> startport + 1;
pparse result — > alreadyscan = 0; EIL GE AR LS TR AN E
/77 B A 2 6], DA A o 1 A 3 i 45 2R
pparse result —> portstatus = (int * ) malloc(pparse result — > portnum * 4);
for (int i = 0; i < pparse result — > portnum; i++)

pparse_result — > portstatus[i] = UNKNOWN; L IE G RS SR OESE AT S

/7B AR A, TR A B ORI R S 2 B AR &
if (pparse result —>scan type == SYN SCAN)
pparse_result —> flags = TH_SYN;
else
if (pparse result —>scan type == FIN SCAN)
pparse result —> flags = TH FIN;

return 0;

3. 2 EEREAH

void socket scan(struct scaninfo struct * pscaninfo) {

for (int i = pscaninfo—> startport; i <= pscaninfo - > endport; i++){
/R AEF A — v
struct sockaddr_ in addr;
memset(&addr, 0, sizeof(addr));
addr. sin family = AF INET,;

addr. sin port = htons(i); / /B A

inet pton(AF INET, pscaninfo—> ipaddr string, &addr.sin addr); // B %5 IP ikt

int sock = socket(AF INET, SOCK_STREAM, 0); //BIRERET

if (sock == -1) { [/ EFEFUEA R, 8 77- 55iR
printf("create socket error! \n");
return ;

}

[/ X B R 5 O K R socket %

int retval = connect(sock, (const struct sockaddr * )(&addr), sizeof(addr));

if (retval == 0) { [/EFERI, #A O RITHN

pscaninfo — > portstatus[i— pscaninfo - > startport] = OPEN;
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close(sock) ; / /%A BT B AL A i 4
}
else [/ EEBE R, 3R i O S T /Y

pscaninfo — > portstatus[i— pscaninfo - > startport] = CLOSE;

}
4. SYN/FIN 345 R £

void synfin_scan(struct scaninfo_ struct * pscaninfo) {

pthread t s thread; /I RBEBETR
pthread t r thread; /WL AR B
pthread cond_t cond; [ ERBEERFMN
pthread mutex t mutex; /IR P EBRFRLES
struct timeval now; / /A7 24 A B[R] 39 AR
struct timespec to; [ /5 9 3 8 B B ] B AR
//ZEBWIE A

pthread mutex init(&mutex, NULL); //7ZE B iatk

pthread cond init(&cond, NULL); / /72 B R4k
pscaninfo — > cond = &cond;

srand(time(NULL)); //E BT

pscaninfo — >sourceport = rand() % 2000 + 2000; /* 7E4§ E LB (7 17 A% ) FEVLAE R —
MR O, AER#FER O « /

/7B — Ak B & 7 EDLIE Bk SOy

pthread create(&r thread, NULL, receivethread, (void % )(pscaninfo));

usleep(200000); / /55 1o 1 Wi 2 R o A8 4 Wi o R S

pthread create(&s thread, NULL, sendthread, (void * )(pscaninfo)); / * €& — 4~ &£
RICH) L FE = /

pthread join(s thread, NULL); /5T IR TR TR

/ /6 B 37 4 i B[]

gettimeofday(&now, NULL);

to. tv sec = now. tv sec;

to.tv nsec = now. tv usec * 1000;

to.tv_sec += 10; / [ZAE Pl A8 B A B[R] B 47 €
pthread cond timedwait(&cond, &mutex, &to); /] FERF WA TEE R
L 38 ¢

pthread_cancel(r_thread);
pthread cond_destroy(&cond) ;
pthread mutex destroy(&mutex);

}
5. TR X & ik L 12 R H

void * sendthread(void % args){

struct scaninfo struct * pscaninfo = (struct scaninfo struct * )args;

char src_ip[16]; /T ORFFIR 1P Hb it

struct ifreq ifr; /TR A7 M 4% 8 0 A0 R RY 1P Hb ik S B
int sock; /BT

int i; /B &

sock = socket(AF INET, SOCK DGRAM, 0); /B EREF

if (sock == -1) { [/ ToH: A socket

printf("Can not get local ip address \n");
exit(1l);
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}

}
// VR ioctl FRAGHE & ML 0/ IP it
strncpy(ifr. ifr name, pscaninfo—> interface, IFNAMSIZ); //ix &40 & FK

if (ioctl(sock, SIOCGIFADDR, &ifr) == -—1) { [/ TREIRAF M 458 O Ry IP Hbht
printf("Can not get local ip address \n");
exit(1l);

}

struct sockaddr in sin;

memecpy(&sin, &ifr. ifr addr, sizeof(sin)); / /B 1 Hb 25 A

/ /5% 30 1R o 16 XY F A 8B b ik 8 =X

const char * tmp = inet ntoa(sin. sin addr);

strncpy(src_ip, tmp, 16);

/1 35 M 3 3C

for (i = pscaninfo-> startport; i <= pscaninfo—> endport; i++)
sendpacket(src ip, pscaninfo — > ipaddr string, pscaninfo — > sourceport, i, pscaninfo
— > flags, pscaninfo - > interface);

return NULL;

6. IR 3 & 1% oF #

int sendpacket(const char * ip src, const char * ip dst, u intlé t srcport, u intlé t
dstport, u int8 t flags, char * device){

libnet t * 1;
char errbuf[ LIBNET ERRBUF SIZE]; [IHEZEMX, HTFHREERER
int ack;

1 = libnet init(LIBNET RAW4, device, errbuf); //#J54k— 4 Libnet F)JHK
if (1 == NULL) {

printf("libnet init: % s \n", errbuf);

libnet destroy(l);

return 1; / /& [5] 5% W s
}
/ * & E TCP kW INFF |5, iy SYN &, WM HFAFF]-5 K o, & Wi FEHL{E B AT = /
if (flags == TH_SYN)

ack = 0;
else

ack = rand() % 200000 + 200000;
//FE48 E S B E — TCP thil3k, BN S8 S X BASF Libnet FE R EIE M
libnet ptag t tcp tag = libnet build tcp(

srcport, / /R ¥ 1

dstport, // B 5w O

rand() % 200000 + 200000, //HEHLAE B — > TCP FF 315

ack, /& B #N 755 ACK

flags, / * i B TCP #t SCHY ¥ Wil i s, 7] 24 TH_URG,TH_ACK,
TH PSH.TH RST.TH SYN.TH FIN % /

rand() % 3000 + 5000, / /% & window K/, A —HHLE

0, [/ BRI sum & 0, b5 B U SOK 5B 56 N

0, / /& & URG 45 &t

LIBNET TCP H, //i&E TCP | XK

NULL, / /1% & TCP #it 3L #Y payload M %5

0, / /% B payload [ BF

1, //i% & Libnet AW



libnet name2addr4(1l, (char * )ip dst, LIBNET DONT RESOLVE),

%14 % o LleRAEA 239
0 //i% B Libnet By id
)
if (tep tag == - 1){ / /¥8 18 R W
printf("building tcp header error \n ");
libnet destroy(1l);
return 1; / /& 18] 5 W g i
}
/3% 8 E Z B & —1 IP i3k
libnet ptag t ipv4 tag = libnet build ipv4(
LIBNET IPV4 H + LIBNET TCP H, [/ B E
0, / /& & TOS
0, /[ E 1P KRR ID
0, /B IP W4 B sk frag
64, //i& & TTL
IPPROTO_TCP, 04" &R 3VE X
0, /BRI R 0, i AR K A
libnet name2addr4(l, (char * )ip src, LIBNET DONT RESOLVE), //ix®&If IP H#bhk

/B B iR IP ik

NULL, / /& IP ik 3CHY payload
0, / /% B payload [ B
, //i% & Libnet H]#A
//i% & Libnet [ id
),
if (ipv4_tag == -1) { / /14 18 5 W

printf("building ipv4 header error \n");
libnet destroy(l);

return 1, / /3R [8] 5% W g 7
}
int retval = libnet write(l); /% 3% B 7= A 1 B
if (retval == - 1){ /] 535 5 W
printf("sending packet error");
libnet destroy(1);
return 1; //iﬁ@%ﬁﬁiﬁ
}
libnet destroy(1l);
return 0; / /3R [8] 5 2y o
}
7. W R IR S M R
void ¥ receivethread(void * args){
struct scaninfo struct * pscaninfo = (struct scaninfo struct ¥ )args;
bpf u int32 net; [/ TN S &
bpf u_int32 mask; /1 FF i M HE A Y R

char errbuf[ PCAP_ERRBUF SIZE];
//3RIB¥5 E M 45 HE 1 Y I 4% 5 - 9 4

pcap lookupnet(pscaninfo — > interface, &net, &mask, errbuf);

pcap t * handle;

//3A% AT 34 2K M 4% SR B 0 BUE G R A 7, M 3 T 91 85 1k Libpeap HE 42

handle = pcap open live(pscaninfo —> interface, 100, 1, 0, errbuf);

if (handle == NULL) { // W 15 4k Libpeap
printf("pcap open device failure \n");
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}

return NULL;

}

[* T E W AN, X B RGO P SE Ry TCP H H tR¥m H 4 pscaninfo — > sourceport [
3¢, BN & 1B R SC PR % 0 A pscaninfo — > sourceport, # 14 3 Al 7] [ 1R SCHY H #
¥ij 1 /& pscaninfo — > sourceport * /

char filter[100] = "tcp port ";

char tmp[20];

snprintf(tmp, sizeof(tmp), " %$d", pscaninfo — > sourceport);

strcat(filter, tmp);

strcat(filter, " and src host ");

strcpy(tmp, pscaninfo — > ipaddr string);

strcat(filter, tmp);

struct bpf program fp; VECRI £ T

int retval = 0;

retval = pcap_compile(handle, &fp, filter, 0, net); //4f 3L i€ #0005 413 22 38 25

if (retval == -1)

return NULL;
retval = pcap setfilter(handle, &fp); / /5 B G 3 G oo R ) R A 8 A
if (retval == -1)
return NULL;
pcap_loop(handle, 0, packet_handler, (u_char * )pscaninfo); /* i% & Libpcap HEZ2 i [B] 4
% packet_handler, Libpcap HE 42 & It Bl — /0., #5218 FH 1% K * /
return NULL;

8. M Bz 42 32 Ab 32 o £

void packet handler(u_char * args,const pcap pkthdr * header,const u char * packet) {

struct scaninfo struct * pscaninfo = (struct scaninfo struct * )args; //FKEHFEEESEW

int SIZE ETHERNET = 14; /7 VAR i3k 4 BE
struct sniff ethernet #* ethernet; / /UL R i 4 £
struct sniff ip * ip; //1P B 5 w48 &
struct sniff tcp * tcp; //TCP B4 G148 £
u_int size ip; [/ IP K
u_int size tcp; // PR FF TCP B & i<
ethernet = (struct sniff ethernet * )(packet); / /%8 101 L A o
ip = (sniff ip * )(packet + SIZE ETHERNET); //Bkid Wik, $5 ] IP E4E &
size_ip = IP_HL(ip) * 4; /1338 IP BiR Ay K
if (size ip < 20) { / /TP EHE K BT A iR
printf("Invalid IP header length: % d bytes \n",size ip);
return;

}
tecp = (struct sniff_tcp * )(packet + SIZE_ETHERNET + size ip); / * ki ik fl IP 3k, $5

] TCP U4 i 3C * /
size tcp = TH OFF(tcp) * 4; //TCP #i& S 1y < B
if (size_tcp < 20) { //TCP i SCH B 5 iR
printf("Invalid TCP header length: % d bytes \n",size tcp);
return;
}
int srcport = ntohs(tcp—>th sport); / /3R 15 W) o7 iz 3C A IR v 11
int dstport = ntohs(tcp—>th dport); [/ ARAS W W 4R S B 5 dm H

/1545 B Ak B BT B B9 1P 6, AT X 5 £ AL BB B AR 02 A T IT
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if (pscaninfo—> scan type == SYN_SCAN){ //Z R SYN 3%
if (dstport == pscaninfo — > sourceport) {
if (tcp—>th flags == (TH_SYN | TH_ACK))/ * T H W ¥w O & & 8] B 2 & SYN ACK Ff
s IR 3C * /
pscaninfo — > portstatus| srcport — pscaninfo —> startport] = OPEN;
else
if ((tcp—>th_flags & TH RST) != 0) /» XM Km0 % % <0 & 4% RST ARk 1
]R3 * /
pscaninfo — > portstatus|[ srcport — pscaninfo—> startport] = CLOSE;
else /7181 2B SCAS & b T R AR
pscaninfo — > portstatus| srcport — pscaninfo — > startport] = UNKNOWN;
pscaninfo — > alreadyscan++ ; / /58 B — A~ ¥ O B9 F 3
}
lelse
if (pscaninfo—> scan type == FIN_SCAN){ //ZRh FIN %
if (dstport == pscaninfo — > sourceport) {

if ((tcp—>th flags & TH RST) '= 0) //f#& RST fr&HIH0
pscaninfo — > portstatus[ srcport — pscaninfo - > startport] = CLOSE;

else  //WURBIME & RST fr ik A6 FF A B K o 0 FF i
pscaninfo — > portstatus| srcport — pscaninfo — > startport] = UNKNOWN;

pscaninfo — > alreadyscan++;

}

if (pscaninfo—> alreadyscan > = pscaninfo — > portnum)
pthread cond signal(pscaninfo —> cond); /TR E R, e R AR
}

9. AL R HRE

void output scanresult(struct scaninfo struct scaninfo) {
printf(" Scan result of the host( % s):\n", scaninfo. ipaddr string);
printf(" port status\n");

for (int i = 0; i < scaninfo.portnum; i++) {
/ /B AE B — AT, 3R — AN i O EPR S
if (scaninfo. portstatus[i] == OPEN) /1T R ZS
printf(" % d open\n", scaninfo. startport + i) ;
else
if (scaninfo. portstatus[i] == CLOSE) e % B>
printf(" % d close\n", scaninfo. startport + i) ;
else
printf(" % d unknown\n", scaninfo. startport + i) ;//3F Al

14,3 Za i3 s frHI A

15 14, 2 77 52 pC A T 2 i ACHS g 22 S B ) o gl mT DA a2 It 8 T 2L g8 A7 K L 7 i A
13 22 I R AT G i ] PRAT AR
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14.3.1 wORBEITLEMNERF

v 48 T B IEACAS P SO 2H B . portscan. h #1 portscan. ¢, i & & T 14.2.2
E L4 MK (41 4% struct scaninfo_struct, struct sniff _ethernet, struct sniff_ip M struct
sniff_tep) MZEE S JRE M 1 14, 2.4 g SO LA R 8L

WA FR G b B3 L% Libnet BREUE Al Libpeap PREUEF , 78 % 15 v H 4316 72 7 2 1
i TETE MR SO 4 2 X P R . 4 e S A R 1Y BRI T AT A gee i e X JRAR
M T4 . TERIFM IRy 248 2 Fr FH &2 9 — 1~ , Bl Libpthread. Libnet #l Libpcap,
I PR WR

gcc — o portscan — I/usr/include -lnet -lpcap -lpthread portscan.c
RED 435 Fe 90 AT DAFE a0 B 5% F 45 #lvm O34 T 2097 3001 30 portscan,
14.3.2 3¢ Linux R4 A9 MR

AT BT SEE A v T T B XA HL(IP # bk & 202, 119, 47, 183.#:/F & %N Linux)
HEAT =R 5 ZE A A I S A 5 O YR LR 20~30.,
o SIEREAM. PITms

. /portscan SOCKET SCAN 1lo 192.168.47.183 20 30

BTSSR mE 14-2 fras .

root@IDServer:~/book _experiments/scanport/C

NP d@mEE EEW SRD FER FDE

| root&1DServer C|7 gcc —o portscan portscan.c —lpcap —1lnet —1pthread E
[ rootaélDServer C|7 . /portscan SOCKET SCAN lo 192,168.47.183 20 30
Scan result oL the hostl192,168.47.185):
port status
20 close
21 close
22 apen
23 close
24 close
25 close
26 close
27 close
28 close
28 close
30 close
[ rootélDServer C1% |}

B 14-2 X Linux 24N L EZABNLER
o JEEZAMN. PUTIS
./portscan SYN SCAN 1o 192.168.47.183 20 30

BT RIE 14-3 B .
o FIN 4. HArans .

./portscan FIN SCAN 1o 192.168.47.183 20 30

BT RIE 14-4 s .
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root@IDServer:~/book_experiments/scanport/C

NP WEE BEEVW SR SER FHE

[rooteIDServer C]#% ./portscan SYN_SCAN 1o 192.168.47.183 20 30 B
Scan result ot the host!{192,168.47.183):
port status
20 clase
21 close
22 apen
23 cloze
24 close
25 close
26 close
27 cloze
28 close
29 close
30 close
[ root&éIDServer C|E I
B 14-3 3f Linux 2 FEEAHNURXER
= root@|DServer:~/book experiments/scanport/C - O X
¥HE EmEE EFV BEO FE® M
[rootelDServer CJ# ./portscan FIN_SCAN 1o 192.166.47.183 20 30 =]
Scan result ot the host{(192.168.47,183):
port status
20 close
21 close
22 unknown
23 cloze
24 close
23 close
26 close
ra close
28 close
29 close
At close
[ root@lDServer C|& I

14-4 3T Linux 24/ FIN S0 E R

14.3.3 I Windows % %t 8933 # )izt

AT S P s 4 T B2 % 55 — &0 F 0L AP A 202, 119. 47, 240, F & % N
Windows 2000) 347 = Fp A S AV X, F 4510 3w D38 B 130~140 ¥ H
o EEFA. WATHA

./portscan SOCKET SCAN ethO 192.168.47.240 130 140

AT R A 14-5 s

root@|DServer:~/book_experiments/scanport/C

¥HE EmEE BEV SR0D FE MHH
[ root@1DServer CJ]# gcc —o portscan portscan.c —ipcap —inet —ipthread EE
[root@lDServer C]¥ ./portscan SOCKET_SCAN eth( 192.168.47.240 130 140
Scan result ot the host{192.168.47.240):
port status
130 close
131 close
132 close
133 close
134 close
135 apen
136 close
137 close
138 close
139 apen
140 cloze
[ruuL@lEStr\tr C]: I

B 14-5 X Windows R £ EETHN K E R
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o PiEREAM. iTdi s
./portscan SYN SCAN ethO 192.168.47. 240 130 140

EATEERE 14-6 B .

root@liDServer:~/book_experiments/scanport/C

XiHEp wEE EEV #2R0 FEE FiW

[ rootélDServer C]7 ./portscan SYN_SCAN eth0 192.168.47.240 130 140 =
Scan rezult ot the host(192.168,47.240):
port status
1340 close
131 close
132 close
133 clase
134 close
135 open
136 close
137 close
138 close
139 open
140 close
[ rooté1DServer C|# l

B 14-6 X Windows 2 FEETH N E R
o FIN H#, Wfidrs .
./portscan FIN SCAN ethO 192.168.47. 240 130 140

EATE R MK 14-7 s,

rcot@IDServer:~/book_experiments/scanport/C

XH4E wEEPp EEW S0 HEE FHd

| root@IDServer C|%¥ ./portscan FIN_SCAN eth0 192.168.47.240 130 140 B
Scan result ot the host(192,168.47.240):
port status
3 cloge
131 closze
132 close
133 close
134 close
135 close
136 close
137 close
138 cloze
139 close
140 cloze
[ root@IDServer C|# I

B 14-7 3F Windows &%) FIN 9#i X & R

% H X Windows Z 4t —Fh 451 4 7 =X, FIN 54 A BE Bl D 34 H T 500 5 11, 35X EIE
Windows R M Linux RELTE TCP/1P PrSCSE I i3] FIN 4z SCHYAEFE J7 AR AR Y,

FE: A BAEZNRTRFNXGENIZE, ZEZSBAREZNGAAANE KIEERE L, AN
AT KGR ® FHRBoia T LGRT . EFaME0@ e FRFEALS %R e Tl
LR — 5,

14. 4 P eI Rscik

ANTF A 9% e 52 R s 11 9 T L B R T B s s L il R L FE DI E O T A A —
BN AL L AT DAL A S SR T B g A7 DUR O it i 97 R JT & SR
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14.4.1 UDPHFEYESXIH

T SE B = AR T X R ER X TCP VR s O 3R T 4 AN RE SEET UDP i 111
. ZxF BAs EVLE UDP v H JE 7 14, 7 2 m g 3/ VLA o 0 2 £ UDP #5042,
550 #3507 A ], 72 UDP S 43 b, 9% 3 56 09 F HLIF A 20 [BE S )2 P 300y Hi
SC L H4D A A R RR A TCP 3130, 1 23 [ ICMP 2 5 fi 3% 3, 53x 26 ICMP 2 ) (1 3 50— i
ANRE I o R H P B AR B A N H E . EE RS H s E AL A ICMP 42 3, 75 2ok H
[RGB T g A2, ol o FH an g i T & S rh SYN S e FIN H#i b H 219 Libpeap PR
BT HE,

14.4.2 £EEARNZEXETE

AR SOCKET £ 0 /) connect eRZUE 2 & i Th @ 57 TCP % 2, & H| Wy
WA AL D FTITE O . B RV AE &% SYN i Gk | 5 6f  dlE s TCP &£ )5, 5
X777 57 BP ] 2 SYN -+ ACK W i 4z 3C . 0 3% 52 82 57 ple By . B 225 065 e As 2 X6 7 7 3 /Y (8]
e SC O 7 EVLAAFTE 80 H AT IS5 , Kk v 1) TCP Uil 25 58 15 — BN 18] 4" 2 A e X
J7 e AT 8152 e S, 3 9] v 2 R (8] 34 B2 432 57 AN B2, DA A e SCAG S 1ok A2 v i I 4% B R 7
FH I A8 T 5L S 3 g 1 498 I, 75 AR RO B4 g 1 0 A 471 4 5 8 o 3 B o A A ST A A W
— A HAPIRESE  BEf T — s H . R 00 I 1 v [ E R, mn H BT 4 4 2
1% 3 1 R A e G AT 11 (53 5 bt bk, S BR324 v T %) v 11 22 08 /70 T OC PR 3 1) 5 491 4 1Y)
B SR, $m F MR I A i R A 2 AL AR X 2 A i O ] R A A
FAH 1 v 11 35 43 B 25 B3 AN 2 A2 40 2 A 4 4 B i 45 48 i R 9 s ) 23 52 B 050 4 kL DA T R
R R o O A R

14.4.3 mAORBERETENBBEIIET R

HARM D REY” 446 LA i .

o WEHH  EmIF AR EA T H HEEX—AN 45 0 EALA s H 3 B ST E . S sEXT
— NEE MM BT . B E DT IS R A R TP o hE AR e Sy
Pl . BTEXS B b AT S 0 I, fe 47 RE 08 ] ping SF £ R F B i B U174 4l
(1) TP Hb 31k 2 75 X 107 52 bR A AL B o 3 A B 1T LA & 30 38 0 oE P, o T L e 3 44 1)
R

s BRERAMIIGE AT A T B BE X B AR FEHLE G D TFRCE kAT T
Pl 9 E LT ARRFRZEIAE R G AE TCP/IP Wrisl 5 B AN IR 45 i & 7 i A7
TE— S0 41 434 Y 22 50 55 5L ), — A3 1 33 48 T H A ] DA st X B A F PR BB B A
BT 3 A 4G54 R SRAS B8 P A S R A S . i, i i o A B s
FHLEE ICMP g SCiy) TTL E, 5877 DL Z EVLA SRR, X EHE B
AT B R LR 2 & 4 a5 1k .
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14.5 A ¥ /b 4%

ARTEVEGH PR A T — A F1 43 4 e Y T L T ek AR R S B IR AR L 3 R A T fE A X
16 5 BAs EVLAY s H 2B F 7 34 R HZ EVL vm AT IR, A5 bl iR — 4> I 80 T H 1 JF
R VHEHNARTE FEH— 0K 58 0 s O H T E w27l iR T &S
Emmiﬁmﬁﬁmuﬂmﬁiu&%%ﬁﬁ%ﬁ%&—ﬁ@%oumAﬁRﬂLﬂ%m
AEAH X ] B, 0 AN 337 22 40 R 9 A 0 B2 A4 55 A1 2SR A9 32 7 v DAAE G R 8 T 2 2R il | L 4%
T 14,4 5 h YN E I T T —20 A9 3w O T 2 T & 52 B

S
1. A w5 J AL T H i G A2 v 6 1 WP 26 e BS0% L DL B T G 15 5 R P A Ae] 4 E X SRR
L
2. XF H B A FIN 14, 5 8 T Bop 2 % S P 8GRI T MR A R HTE F A4
J7 T 7
3. FEREAMM FIN Affi 2 A RS EEAN M . GEETZABEY RUES
4 A R 7

4. PR EAR S0 Jr 2 6 He 1 BH 2 & S A FIN 4009 3 36 45 B w1k
5. Xf[al— Windows F G 47 A ) 0 2 v O 48 . 0 dr B IR 14-6 F1E 14-7 A )
EREE L L)
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AT FE A W T Mg S - R RS DA EM R T H, FHEihdix
JE AT B Sk it RS @iz A T B IR S Bt 12 L I s A 43 5 A T B g i i,
VI N AE G R A0 T B el FRENS AT R T R ik,

15.1 R B AR

AT SEAL Y J5 R T RS FRE X Linux #24F &R 40 9 55 12 4340, B1O0 HAth Z ge C
Windows $#4F R 40) 19 55 1A H 4l 2 AR FE R T BT RSB (S W 15.4 79 .

15.1.1 FEETEH@AN

M 6.5 FIHN 6. 6 15 AR, A 5 4 14 T B gt ﬁﬁaDAH#HT*ET%W@%E?%WW%‘
B, — 2% L5 F B passwd X /shadow XX 5 — 1240 & ETE 1 200 57 1) F
B

N 215 BAFIAE passwd CHFE shadow SO, 32X A S A B — 47 %0 B — > FH P ik

PR R . FEX PR SCH b L 6 N AT BT A 3 09 28R 8 A (W] . H R P03 N 5 R —
A 4 Sl A e P 22 e R 28 Sk, 55 O A T B R 205 X P Edig s, Rt R Sy 55 0
PR T B, A S 2 E X 02 passwd L Fid /2 shadow . b A& @,
iX K passwd T shadow SCHFGEFR N shadow SCH, BFR SCHT R 1Y shadow SCH &) X
(1) .t 38R 55 passwd SCHFETEWN .

?ﬁﬂ}'{fﬁlﬁuiffi}'{ﬁﬁ’ﬁﬁﬁﬁf iA) 4% 5 10) 5k 2Z [0 AAT 45 SR AF 0 F » BVBE— A7 %) W — 4>
i) 4% .l 1t C i 5 9a A2 DA A 5B 132 A 2050 RE AR O D\ 7 B S A v g 4] 2%

15.1.2 O£mEAR

H Al K #8453 Linux REEH H P A #B& K H MDS 53k dE 17 hn % . AT 52 2Ly 55 14
A T B R s A MDS & S5k P 04, 78 Linux RENERECTH, 2
250 7 MD5 e eRE . BREUR R A char % crypt(char * key, char * salt) . Hifp2f — 4>
Z8 key 18 I EZINE NS F A ZHHE M — 1 salt B, W2R salt [HIWNEFEZLL S 1S IF
R 1) F AT crypt BREUN R H] MD5 5535 %) key 48 10 B9 N 25 2547 0%, 45 DRSSk FHHC Ath 55 3%
PEAT N N J5 % CIRAFTE R BIEFE MM — 1M Z X b, [EEEENZ. R K
MD5 & J ik . H salt {EW AL 5 7R B 45 2] 19 2% o XY R LR 38 o0, ool 2 1 78 % R {H §5
o] (1) 2% o X b, e el R IR 3040 19 salt (B, A 2 BOE % % 3,

15.1.3 BEETEMNETAK
ARSI S 042 H T U217 X7, 8B 8 UL an 217 Z B P 48 %€ shadow
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uu

SCPF AN S0 B AT R 20

crack shadowfile dictionary

crack 27~ R A T B4y 0] 47 X1 44 » shadowfile A F 48 %€ shadow 14, dictionary i
T8 F i

15.2  JER T H Ay sz E

15.2.1 SkXXHEEMEIBEH

A AL T B PEACHS S b L 2R B AT R B A/ LA S MIDS i SR PR AE
:fu@.H*HjQH’J%XFFh\W?EJ

# include <unistd.h> //1E H crypt B9 FE R BT 8 & 1%k SO
# include < stdio.h>

# include < stdlib.h>

# include < string.h>

FEXT — A P R = 047 55 142 Al IR e 28 F B =R (RS BVR P ROk 5 24 n e
FHIY salt 5 PL K 142X B 19 %85 3C, A8 T By st b o X = A (s B € 17 — 4454, Bf

userinfo_struct,

struct userinfo struct{
char user[128]; [/ 44
char salt[128]; [/ % AP salt {H
char crypt passwd[128]; /7134 X i i) 2%
¥

15.2.2 ©REUBRRFINEEIZ T

55 1A 5 T 509 [ A8 52 81 3= 25l — > sREEH AR
o NAEBEATHATREL., REURA N .

int parse shadowline(char #* shadow line, struct userinfo struct ¥ parse result);

Z PR BN Z 3 shadow _line 45 1] ) shadow SCA v i — 1788 8 H FH P ik 7 L salt {5 AN
%A, I5 8 B B A5 B ICFE 2 8L parse_result 5 M 9 &G A
o S5AHMREL., REURA .

int dict crack(FILE # dict fp, struct userinfo struct userinfo);

ZRAEUANZEL dict_{p $5 () i 5 B SR v B — 52 BORE S 6] 2% . dE AT MIDS N, I8 4%
%45 58 5 230 userinfo WA I %5 3C 1 A dE 47 Eo XF 2 2R bb XF B2, % 8 S5 B R
ZM P B SC A A

o FRRE. PREUREALR .

int main(int argc, char * argv[]);
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R T L WA 2 AT S BN IR PAT IR A . AN shadow SCHFrpiE HL—17
& FH PR &Y parse_shadowline O MH A 3 FH P K 55 sale (B A1 SC 4 L 98 Jm 8 HH 55
4 14 PR BT dict_crack O X3k 7 /9 02 JEA7 i8R, & 15-1 Frow .,

B SECE
main
145 B TR HT R /\ 59 15Tl e Y
parse_shadowline dict crack

E15-1 SOSHEIRFEMNIHARAXE

15.2.3 HRFIERBMNERE

1. AL EEITHITRE

int parse shadowline(char * shadow line, struct userinfo struct * parse result){

[ * 05 BAT AT R &L, 3R BHE Y 0 B RN 8 i sl ), dF 0 RRiZATHI A AR A 5 A8, % i

K=/
char *p, * q; /PN F A7 T6 &, F T 48 0] shadow_line 2% W X H I &
if (shadow line == NULL) { WL 2 oREgr s

printf("Error shadow line input!\n");
return — 1;
}
p = shadow_line;
q = strchr(p,':"); /* EZ WX PERE —IF/F O ENAME, ZAVEEAIHAPKS, 5
oA 253 * /
if (!q) { [/BAE T FRF, AR shadow XAFIREE XK —FTHE
printf("Error shadow file format!\n");
return —1;

}
strncpy(parse_result —>user,p,q—p); //HEBHAPKS, q-pEAKSKE

parse result —>user[q-p] = '\0’; [/ E P KT A RS R
p=gqtl; [/ F4F 7, p 38 M 04 % U A R G B

if (strncmp (p,"$18",3)!= 0){ /*BHEEREXHMELFSHEERE"S1$", KRHAE
Pt 5% 1 B i s B i 2 A J2 MDS, iX BB R {3 Xt MDS
N 0455 049 < /
printf("Not encrypted by md5 algorithm.\n");

return —1;

}
q = strchr(p+3,'$"); //Bkd $1$°=1FFF (Rl p+3), FHBERFER S 7, Bl salt (HRE RN E
if ('q) { /> EREERIFEFN S, W salt [HRYSERALE, 2 op X A% X F R, A& shadow 3L
wEE XK —1THE =/
printf("Error shadow file format!\n");
return —1;
}
strncpy(parse result—> salt,p,gq—-p+ 1); [* B salt (HE(JEIN $1$ - $ )% parse_
result )N F B * /
parse result —>salt[q-p+1] = '\0'; //ixH® salt ([HHRFMELEERIrE
b= q+1i; //o Wit $
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q = strchr(p,':'); //MEROLSECHBGRFE ", WA p M q ZERAENECHL
£(lq) { /> BEBRINFF T, NFECHWERAME, Zrp KB IR, 7TREA 2 shadow 3L
R R K —FTHE =/
printf("Error shadow file format!\n");

return - 1;

}

strncpy(parse result — > crypt passwd,p,q—p); //BUH 04 % X 3| parse result [ 4H RN 5 Bt
parse result —>crypt passwd[g—p] = '\0'; / /% B A% )45 R

return 0;

}
2. HOSHBEEE

int dict crack(FILE * dict fp, struct userinfo struct userinfo) {//H R Thig 8] 1, LMk 6] 0

char * md5 check; /1O 1 1] 55 2% 25 SR B9 38 £
int success flag = 0; [/ RBBFERIAIRR, 1 8T, 0 R
char one_word[256]; /1 FE At DN B i A — ) 2R

char md5_code[256]; /* I P {5 R4 WY salt {H M O 4% 3¢, B 2y hn % ok E6R [ /9 i
HERPAHEE T salt B, AMAH P EEEW T salt (A0 S%
T EAIFRK, 50 % R EGR 8] BN % S R AT R < /
strcpy(md5 code, strcat(userinfo. salt, userinfo. crypt passwd)); //salt{H + % X
fseek(dict_fp, 0, SEEK_SET); /78 SO e 48 5B 2 S R FF 2k
while( (fscanf(dict fp," % s",one word))!= EOF) { //®&IKiEZH — 44 £ one word
md5 check = (char * )crypt(one word,userinfo. salt); / * X Y18 &, Al H salt H
ST 9, 45 AR A7 48 nd5_check 15 61 (928 W X th % /

if ( strcmp(md5S code,md5 check) == 0){ /18
success flag = 1; A" &N R R
printf("The passwd for user % s is % s\n", userinfo. user, one_word); / * %ij i 94
R A 24 E S </
break; /73 %8 B, PR HE 2R

}

return success flag;

}

3. TRH
int main(int argc, char * argv[]){
FILE * shadow fp; // shadow U135 &f
FILE * dict_fp; EZ St
char shadow line[256]; / /TR M shadow SC{4 i B — 17
struct userinfo_struct userinfo; //fFHHAFEE (EHFEKS salt {HKL O 4% X)
int SUCCESS = 0; /] R W f# A AR iR, 1 R, 0 ki

if (arge!= 3){ /*WASHRE, ZHHOLSHAMEFTENNSE, argv[1]FE A shadow L
4, argv[ 2| /AR FHW L2 « /
printf("Input format error! Usage as:\n");
printf(" % s shadow file dict file \n",argv[0]);
exit(1l);
}
if ((shadow fp = fopen(argv[1],"r")) ==NULL){ //FTF shadow {4 H 5
printf("Cannot open the shadow file. \n");
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exit(1);
}
if ((dict_fp = fopen(argv[2],"r")) == NULL){ //3TH 740 3C{F 45
printf("Cannot open the dict file. \n");
exit(1);
}
while ( (fscanf(shadow fp," % s",shadow line))!= EOF) { /% %X M shadow 34 7 i Bl —
7, EZE 4R « /
[/ EE H ) — 4T N 2%, 8 R 3K parse_shadowline () fi# #f7 46 B B9 FH P (5 B
if (parse shadowline(shadow line, &userinfo)!=0){
printf("Cannot parse the shadow line!\n");

continue;

}
/= W 55 1 4 3938 eR X dict_crack( ) K48 & 5 S i 2 75 A i8] 5% A] LUDN 2% H A R B9 %% 3 = /
if(dict crack(dict fp,userinfo) == 1) [/ R T, B R AR
SUCCESS = 1;
}
if ( SUCCESS == 0)

printf("Sorry, no password cracked, please try with anther dictionary!\n");

fclose(dict fp); / /% P 5 L SCAF
fclose(shadow fp); // %M shadow L%
return 0;

15.3 ik .isfr 5Lk

X bR B IR 2 e L SERETS B T AT 5 O34 T2 . Swidfds AN gee2. 6 LL |
WAS , 4 1 TE shell Z0m% AT 452

gcc -lcrypt -o crack crack. c

crack. ¢ M55 OS2 HME T I L2 crack MIEEM )RR T BHal i X4, BT
P T HEHT crypt FERRE, A I 4 iF LT -lerypt ABEA W, LIFE A gee A4 B0 1Y B #5 S
HEHE crypt &

TE 2 15 4 55 112 34 T B = 8 mT LLiE T 55 12 1 220k, BB R T .

(D A —MRA P PR E RIS AT .

adduser testuser

passwd testuser

L9t Bin] hero fEMIZAH P Y O 4 B iZ 104 .1/ ete/shadow P& &K —17
ZWE P a4 {E 8, .

testuser: $ 1 $ MhgRTOx7 $ G2WKT5fk4hnftT380801x. :14760:0:99999:7: : :

(2) #uE— - F T B E 2 F S 4 dictionary. txt, % 5 P40 & & FH )92

SR ] IS
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(3) Pudrss B A FHMEL L 7E shell &0 FHATdr4 !
crack shadow dictionary. txt

1 Zm Pt 2 A 2 I {5 B “The passwd for user testuser is hero”,
&l 15-2 45 H— A~ B AR Il 2 Fn 45 2R

= root@lDServer:~/new-zdgj

MEEp #EE EFEVY SRD BEE W

| root@1DServer new—zdgjl® adduser testuser

[ root@1DServer new—zdgj|% passwd testuser

Changing password for user testuser.

New UNIX password:

BAD FASSWORD: it is too short

Retype new UNIX password:

passwd: all authentication tokens updated successfully.
| root@1DServer new—zdgjl® cp Jetc/shadow ./

| root@1DServer new—zdgjl® ./crack shadow dictionary.txt
The passwd for user testuser is hero

| root@lDServer new—sdgils I

E 152 SBSOSHHEIERER

15.4 P eI Rescik

I T — g A A T R A IR AY  BEAS N — LT B Linux AP H & gEAT S
Nz HAEAS AR T BB R AP R T A S

15.4.1 SFOSHBENIIGERET B

£ P T A 2 A B Y 1R 2%, 1S — 28 3] % 19 28, AT BT S 80 Y 55 14 4 T AL
ABEF L . H UL R Z5 8 A Oy XA 4

o IR SREEETE —RAE N P 04 WA — R A R R T4

prettypretty,

s RPN TFRRERFENH| OS2 0l W25 TR KS W Pretty.

o BLE R N — A sl AN A OV P 2L A prettyl] (prettyl2.

10 LA R 2% AR B 5 2 AT 2SR ECE A B TR A R R T B EAAT Y,
LA B I AG D i 28 3 1) 2% 722 48 1 55 11 4

15.4.2 %13t Windows 2% RI55 05 AL

LAY 5 T A TR R REXY Linux B9 14 R GEIEAT 5148 . o 0% Jr 20 X
ZE A A T HEELHXN Windows 042 RSG5 042 HH. Windows NT &
Windows 2000 W X H Pk P L2 E A H 7 %2k 548 B 4 (Security Account
Manager, SAM) BJHLH] , sam 42 Windows NT 1% Windows 2000 £ 4t W 9 FH P ik 2L
&% . T/ Windows NT 8¢ Windows 2000 "1 iy Fl ik & K 114 55 M G5 B & IR AF TR IX
A, S Windows F8 48 Y 55 112 4714l 32 28 08 OO iz SCHF 1Y fidd B Az 1al
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15.5 A &=/ &k

ATEAE 6.5 T N2 AR AR R Z B 7 — AR ARy 5 0 14 T A
iz T HBE9E X 1) B Linux F P FA 00 T S48 . DS B 9 431 41 90 38 op m] A R0, 28 P
FH— R A BT AR O 02 TR R0 A R BORD i 9 sl RE 8 S R Eh L RIS P B B A 4
il L2 A SR AT DL B E 55 X REL A ry S W 2B EfEm A S
THEEEN,

A RS S T B0 75 S8R LA IR A% Y 2 S AR 5 Y 4 4 L 0 OR BL— A S R B —
A B Al [ A2 B SAE O & WU BE G 474 Az FH P 1% PR L 1% i) 2% 22 0 =8, T
VITEZ R AL T R B il E b AT 97 J I8 A SR o DA S 47 06 1) 2% 28 48 114 19 55 112 43 4

b2 I

1. Linux #1ERZ G H P gk 5 . 0 A5 Bl 5 R A7 7 Wi e S o

2. £ Linux FW CiEF . nl LR e #p 7 L s2 8 3L F MDS {5 B %
AT

3. T E WA salt (H7E DA M%&E ok #2 b a1EH .

4, SR AT 2 A S B, 14 BA B 1A 1A I R BGE R

5. WAEFEHNAEH 3 AP LL AR 488 8 e o5 A8 Sy AL S B B 1 0 A BE A 5 i]
S AVEEE IR
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Rl £ &5 Bt 2 1

AN T 3 ) s ) S BEBE AR AR AR DU B i MO A I IR B AR ge . R I S A R R R
gt 1Y SR T AR R I g iz e A AR g i PR S i AR L IR e A 28 i R AR AR e i A
UL K A G s B0 32 4 () Ltk B RE 98 IR AT i 97 R T & S i

16.1 JRBIRSN AKX

e T ik AR DT S Y T80 A I AR e i o A 3 I 25 B e SC P O A TR AY TG
ik 55 F A B8y 2 5 A7 TE AR N SR A A 8 2 Ty . 20 5 B2 38 Y B0l A ) 2 e s 0 o AR PR =
OB ) A S AR A SCHCE R AR o5 2R I 288 B0 A0 Ry i P A AR DL FC 3 ik . IISER AN ZE X
WAl A AE A — el 0 2% 42 42 % Xl T AR HOR N 51 = 1058 B A 55 19 T 2 92 8 AN X T ol e AE
FE R R TS IEAT TR A B IR o AT 40 4 R RS AR e 1 A ) ) e R S B B L LR R e S B R
AR B A CRI P 265 50808 A Y R B, 7249 s DR D LR RS 2R e i $hud T O 3K

16.1.1 #iMIhEE

S o S (1 S AT SR oL Bl = I 1 O £ I 2 B L 5 NI NP Al R F LN
e 6 T 2R 298 44 SR FH 33 G 00 452 A 52 90 Mo 0, S s 1) i T RRAIE H DG FC Y M A I R S TE
Afmﬁf.fu@%t*@;:ﬁfﬁﬁﬂmfﬁmi & T I 28 P L B4 B DA S R I S R 2 A i, A
B H A 2 B — A 58 38 1 A K R S i S A B S 5 4k i Je Y R A e B T RRAE
A DT L (1) 1 o K ﬁ"J?tﬂ‘%%ﬁfuﬂ IR AR, B AR A R E W D RE L BT T A
IOE 1) a7 Ak s BAR A 45 AR i
o HImRFH:M TCP Ppl iy SC. ZZM 45 R0 AR 2 3L T TCP #3055 B 1y 9 4%
Vi KB o A2 56 TCP W28 0 FH DR /Y . an 25 R CGT Mo 55 I e AS I 1Y 32 g = 32
XF TCP g SCHE A7 3 TR 5 DT A iy Mg b 4G 1
o HEFXT A SCHEAT RGN L AN T JEAH B SCHY S T ARG I . A 28 55 1 X A T R 1o
K& OB B B R AE AR 40 78 T A AH 2B Y Hi S rp e A7 % s L AT 2k 3RE A R AR R B 1Y
R . RIS 16, 4 9P IF A 52 e 18 0 5 Y 5% 48 114 0 ik dkE 4G I RE T .
o RHIMBAY LA EE S, BE LI TCP A8 88 M T F I B aE &L Bl
Z 3 T M . AR SR R B H E Bk T R S R BRI, 16, 4. 3 X —
SRR Y s ik AT ﬁ&ﬁﬂﬂ AT UL I DE 7 A R (9 B e T A S
o JER R G aE AT B S E (R A M RRAE HR Y SO TR R G DA G SO s B
N7 1 B o A5 F 5 ,#W%L&%?F%M{Lﬂ%ﬁwﬂ o ANTT T B G L o Y
28 A I8 O A1) B R A JR L AR AEFE R AE HR SO v IR AR e X6 LAY 2R 8 A7 K
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o Tt 197 7y X H PR IR B L 2R R B T AR R I AT N AR R b
H ks 2B s 1 AR FE LA B B AR 35 L CRP 5 X R R HR Y ) 24 4R Al 1Y)
U5 1P Motk A E AR TP #uhb) o 7™ S A i A f2 46 I 58 e H X<k me 17 7 X AT /B 4 45 R 1
B T PLRAR S E U IR] By 2k s BEL W AH L Y P 26 54 RS .

16.1.2 TCP #IEEHKEA X

HIUBC 26 v i) TCP Z038 £ 42 7 8 51 40 58 T AIE 5 D0 G K T80k 46 0 F) iy B2 A0 AL Aty 5 [ Jos
7.4.6 PRI E RS MEZE TP TCP BUE A — AP WAy 5k 76 W 2% v a] 45 5030, i
b R T SR, DL K i A2 e ML (Tl R A9 ) 19 85 15 o TR B, 25 18 31 LK N 2 5 & L %)
Y 100 285 BRI, 20 A8 SR 1Y 9 2% 92 56 B 358 TG e A5 Y A S AL R S A SO . IR IR R A AR 5
K FH I 28 MR Y 7 AR A5 25 2R A0 L B LR R TAETR IR 288 0F TR0 A7 1Y I 2% 2%
WAL . b A BRARTT 2 1 X B2 A 2 M B0l A ) Ay 52 90 Dt 3, A OF & S R A B T 50 = Y
Libpcap PRZEUE R 5E N TCP R0 LHL . Libpcap My FH M = ZREE 6. 4.2 i

C 2t B, X A fEE ik

16.1.3 4F{EHBEEE %

TEIL FHREF R VCEC O X R M f2 b KR VT B R B AT R AE 2 F A B VT EL |
7E W) 25 B0 e A0 P A SRR E BB AR AR SR UCAC S AR X N AR KR s B R . TE PRI AR I &
e b, fa] S B A 20 UE AT H DL G BB R T T S Bl R T i AR AR R

I TA] B A i AR B AR BB IL AL L 2 A R AR H R AT IR AT HE A, BV I 2%
R R AN BOE AL R L F B Ty R IR AT R AR AR R

(1) B —FREE BRI 50 — D F 0 TR R P B S 25 E B 55 K — A 575 L JF
SZ 5 NE 83 EEO6T, 40 S 9 40 S DR, DU A A A I ) — ok s A R P 4H S AN DR AL, D) A £
WA T —NF IR SR SR —HF T SR, SREE— 1T E
2O et #2 B ECHE AL ) 5T R A SR e

(2) ERFCERFIEE DT —DFRES 175 (O WA X 4E . 2 3T 5 25
fIFJE T 0 5 5 R TR BB L SR JE DI 248 RS2 BT — AN B0 A R A A

AHER H X AP ERAE R UL AL R RCRAC T AR IR P K EE oy L3 N AR E A, 22
ERKEN P MR ChIERESFEESME S, T EHFT(P—L) » N KM F 55 5 x5
VE N B FAF B IR B KATSA L (P—L) *s N WK, — & IEN FTHEFEKE L &ig/hF
BOPE i S KR B ST RS R SO I AT HE AR B REIR T L Px N IK.,

— AN HGEREI RS MR AR 100 1K E R 20 BIRRE 8 78 T JE R 28 25 558 1 i 17 150
T RRPEXT B A 100 JE M BE 4 RAFOE BB W Z AT A0 IR E IR B U 2 7T 3k 2 = 10"
K AR TR E R Z TR R G AR 2 M LA R Z 0. B ™ & 4k 19 A d 46 I 5=
G AR 70 2K FH 30 FPRE AF H DL A0S 3 100 S0 4G I 3R e 0l F R BM 53k 80 AC 553 55 & 20K o
A5 Hf DL G B9, 3 SO0 7k R 8 ORI PR ARe i o DT JC 2 JEE

AT 58 H B I FR G A 512 B I AR w4 R FH e AR AN B A IR ER DG G TR 9 Ok 5 i
RO, 16,4 TP I A% BM Bk AC B AT 748 . 7] LLTE IR AU R 40 1 3k il
ESEAT AN, BT R T A S B
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16.1.4 REBEFIE{THX

AT B S B 58 WA B TR AR HR DC BC A B0 A DU AR 58, Kol AT AR P (0 % 1 280 AR
AT RN

. /patterndetect patternfile

patterndetect AR AFTE YA H 3% T 09 B0 4G I Jit Y 3= 58 19 7] $hAT SO 44 . HoR i 2 %8
patternfile &7 PR A7 Y R A 53 19 2 SO CT SR FR B FRAE SCF) o 7R 47 F 5 X 50 it 1o
FE b L RRAE 5 5 R N 1) Mo 2 AU (8] £7 78 BA B 04 X6 W G 3R L M0 R E SO AE 18 B SRR AR R
LR R & v (1= L VA £ B e i N v T TR N A Bl () 2 o € B L o B e el
% 2 H P R I 3 1 g i e A

Wi FRAE SO AL & — 47 (G2 AT NS 1 SCAR S B AT 32 8 — A T R 1F H8 & e xof
I ) B 2 A, HARAE h

attacktype # attackpattern

attacktype /R M5 A attackpattern AR EFFER , B E 7"/ 5000

16.2 AT RG0S0

16.2.1 FEIL &

A R 2R G i) PR A SE B b, T 2 B SO R AE L N 2% D RE DL & Libpeap BREUE , K I
e 0 7 A G Y Sk S0 AR

# include < sys/types.h>

# include < sys/stat.h>

# include < fcntl.h>

# include < stdio.h>

# include < pcap. h> //Libpcap pR ¥ E 1)k SC 4
# include < arpa/inet.h>

# include < string, h>

# include < stdlib.h>

16.2.2 FEHIELSEW

AR R G T B A BELE A ik CfF B 458 PACKETINFO, £k #15 B 4514
ATTACKPATTERN,IP k%54 IPHEADER,

1. MXIEEEN

g TR — A4 3 B A0 WL 915 2 P2 O i FE M S5 A R 28 e vp T 4R 1E HR DL L

typedef struct Packetinfo{

u char src ip[4]; [/ SCHY IR IP HbhE
u char dest ip[4]; [/ SCH) H ¥R 1P #ihE
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char * packetcontent; /RN FHEBIENS
int contentlen; /7383 1 i 2 B0 A R KB
} PACKETINFO;

2. BIERIEREW

BRSO A — 1 Bk 5 AR 2 OOl 35 A e ik A R 6 iz 1) B 2R A ) o A G
Fr Ak SO 32 H B s AR5 A AR X L 22 265 R AR i 3R Y B 3 O O JE0s i R AR 208D IR A7 TE N
7

typedef struct AttackPattern(

char attackdes[256]; //FFAE B H A, BP A X Rz 39 B 5 2 Y
char patterncontent[256]; // B R A BB
int patternlen; [/ B FEAE & R BE
struct AttackPattern #* next; // G gk T8 £, TR Br A W) X0k e e AL X 4 45 pli i 3=
} ATTACKPATTERN;
3. 1P L&
typedef struct { // 1P k& 3K
u_char version:4; [/ A5
u_char header len:4; //1IP 3k
u_char tos:8; // R 55 2R
u_intl6_t total len:16; /] 3B B
u intl6 t ident:16; /AR B RAT, BRSPS
u char flags:3; /1R ERGE (R R, B %)
u int16 t fragment:13; /1% R W) R & &
u char ttl:8; / /¥ SCHE A R A
u char proto:8; /] EE Bl
u intl6 t checksum; //IP ¥ 5 F
u char sourceIP[4]; //§ 1P Hbht
u char destIP[4]; // B #5 IP Mokt
} IPHEADER;

16.2.3 EFHAKNEBET=E

ATTACKPATTERN * pPatternHeader; /1% 578 &, R A7 B R A A R Sk
int minpattern len; / /B 58 AE BB Y S BE, 7R 13 B o R AE SO B X % AR B R

16.2.4 RREABARFFAAXER

iz B8 Py 52 B0 BAR Ih BB L A TT & 2 B b g PR AR RS A IE 0 A S rREL
o FERE., PREURAN.

int main( int argc,char * argv[]);

ZHRENE RN F R FESEW =ATIRE: OV eREL parse_paraO #1148 217 S 4L
B BD 3B 0 P 48 € ) SR AR IR SO 44 5 O FH BRI ER readpattern O X B0 R Ak
SCHF P YRR AR s RO 7 A Bl 2 Y 358 2 N A7 LUBE SR IE U0R 175 O IR 4L Libpeap
PRIELE . SR J5 K5 PREY peap_callback O 12 B WY, Libpcap BREER BB R E ., Z /5. 5
*4 Libpcap JEINE]—A> 1P iz 3C, #F 2 I8 FH B 3 & 619 [a] 8 pR 2L
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15 &% 2B KM 5 T & % &

AT S EUR TR B, PR AL

int parse para(int argc,char ¥ argv[ |,char #* filename);

PR T pRBOR T 3 eRECKE A 2 A H A L RS BOE A% 8 45 1% PRER T PR
fifp BT A AT S0 A R R AT 25 R IR AT HE 2 2K filename 95 [\ (Y i XA
fl‘%iﬂ: %iimﬁﬁc ﬁlﬁjz?\ﬂﬁji

int readpattern(char * patternfile);

Z PR BHE T PRBOE - S B patternfile 2678 19 2 5 47 0F SO vh & A4 152 B o8 R 1F
B3, I i 2 U R A A X DLk 3R 1 B SR AF TE N A v, B A ple ol AR AR BT ek
Libpeap JE 1Y [F198 R £ . sREUF AN

void pcap callback(u char # user,const struct pcap pkthdr # header, const u char * pkt data);

P PRECH BT e A ] pR KR, 75T 0 IR Y B A AT e b, B SE i AR AT 4

PHCAR SC W 1F B R AF 8 — 4 PACKETINFO %5 # 48 & b, SR J5 98 H o8 5L
matchpatternO 2 > VCECFFAE 53 5 4051 7% 0 357 0F 8 7EiZ e SR N &b, T8
H = PR &L output_alertO) 2,

FrMEH VLD R, pREUR AL .

int matchpattern(ATTACKPATTERN #* pOnepattern, PACKETINFO % pOnepacket);

ZPRAEUHE AL peap_callback O P H . DL & 238 £ pOnepacket $8 ) 19 08 42 2 15
HTEFE 5T pOnepattern $5 9] B9 5 1F 55 .

*ﬁ%iﬁﬁ HJI Fﬁﬁ o ﬁlﬁjfgﬂj&j :

void output alert(ATTACKPATTERN * pOnepattern, PACKETINFO * pOnepacket);

ZHRE TSRSV 8 2 od g FHLIP Huhk, DL R R
Bl IP Hohl,

it R A1 R AL peap_loop O (Libpeap J& Hf A 152 B P00 Ak BRI 58 ZO [ 18 H A

fat e 2R 16-1 fr s .

T
main
%%’f%ﬁiﬁﬂ@lﬁﬂﬁﬁﬁiﬂi@lﬁ\ e 5 4 B
parse para readpattern pcap loop

/

Libpcap [1] 18 1 Y
pcap callback

N

C (U MBS el £ HHEY

matchpattern Output_alert

B 16-1 WERMVNEREZZHVIBARXE
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16.2.5 HBEFERBEEE

1. ERE
int main(int argc, char * argv([ ]){

char patternfile[256]; /1R AF B AR SO 44

char * device; [/ R A R AT

char errbuf[ PCAP ERRBUF SIZE]; [/ REREWK

pcap t * phandle; //Libpcap 4] 1

bpf u int32 ipaddress, ipmask; /1R FF 1P i hE F1#E 75

struct bpf program fcode; /73 g R 22 v X

if (parse para(argc,argv, patternfile)) //f@#thZS%
exit(0);

if (readpattern(patternfile)) /1 W 5 E SO H 2 B 5 R AR B X
exit(0);

if((device = pcap_ lookupdev(errbuf)) == NULL) / /345 A] FH B W 2515 & 24
exit(0);

if (pcap_lookupnet(device, &ipaddress, &ipmask, errbuf) == = 1) //3%15 1P Hb ik 1+ [ #E 5
exit(0);

phandle = pcap_open_ live(device,200,1,500, errbuf); [T H &

if (phandle == NULL)
exit(0);

[/ BT RS, R FK TCP X #Y IP 4R 3¢

if (pcap_compile(phandle, &fcode, "ip and tcp", 0, ipmask) == -1) //4a¥Eid € &$
exit(0);

if(pcap_setfilter(phandle, &fcode) == -1) /B IR AR
exit(0);

printf("FFIRFFAE B RS RED . .. \n");

pcap_loop(phandle, — 1, pcap_callback, NULL) ; /7 B (TR pR L, UG R A A AR

}
2. MLITSHMINEE

int parse para(int argc,char * argv[ ], char #* filename) {
/1R REBEWEE R IE X2 — 128 AR 4 B 5, B arge B % F 2
if(argc 1= 2) { WE 3¢k 8 §iigss
printf("Usage % s : patternfile \n",argv[0]); //%it E# ST SE KR

return 1;
}elsef

bzero(filename, 256);

strncpy(filename,argv[1], 255); /2§ B RO SO 24

return 0;

}
3. DU R AEAR ZUIE BN R

int readpattern(char * patternfile){
FILE  file; /1 A G5 ¥ 46 5
char linebuffer[256]; [/ TFIER—1T A (X — P HE R IEERER) B E W X
file = fopen(patternfile,"r"); //VPLiEF R ITFF o H: 14F S
if ( file == NULL) { [/ AT FF R
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printf("Cann't open the pattern file! Please check it and try again! \n");
return 1;
}
bzero(linebuffer, 256); /191G A0 2% vp X
pPatternHeader = NULL; / /9] 1 Ak B R AR B X B 2R /Y Sk 38 T
minpattern len = 1000; /1R TR/ MER SRR, e KR (G Fr B R IE R )
while(fgets(linebuffer, 255, file)){ [/ BRER—1T, EE 4R
ATTACKPATTERN * pOnepattern; /1B R AR X 55 H 4 5F
int deslen; [/FEAE B A A (B M 28 R 2 PR ) KB
char * pchar; [/ FAFfa s, T ilmi 8 m A7 & vp X ag A2 B
pchar = strchr(linebuffer,'#'); //ZRIFAE & 4 8 FIFFAE 88 (8] B9 2 BIAF ' #
if (pchar == NULL) [/ AREBN AT, R ZAT A RA A FHE &
continue;
pOnepattern = malloc(sizeof (ATTACKPATTERN));/ * /3Bt 4R E A X M E X * /
deslen = pchar — linebuffer; [T B E R AN KE, RS LANERS
pOnepattern — > patternlen = strlen (linebuffer) — deslen —1 —1; /* $RfFEKFF, &
AT REBREMIARE TR BT </
pchar ++; / /B3t 5 PR AT, 45 ) 5 1E & 05 AL B
memcpy( pOnepattern — > attackdes, linebuffer, deslen); //& | $¥F{E &8 A
/ /5 il FF AL £
memcpy( pOnepattern — > patterncontent, pchar, pOnepattern — > patternlen);
if (pOnepattern —> patternlen < minpattern len)
minpattern len = pOnepattern-—>patternlen; //BE#HiF(EEE/NKE
pOnepattern — > next = NULL; / /PG5 AL 5 4k 5 &
/ /s 3T B B R AE B A A B B R AR A Bk R
if (pPatternHeader == NULL) [/ B PR B R N =
pPatternHeader = pOnepattern;
else{
/1% A B Rk 0 B
pOnepattern — > next = pPatternHeader;
pPatternHeader = pOnepattern;
}
bzero(linebuffer, 256); /B ETE MW
}
if (pPatternHeader == NULL) / /%A R B BT FRAE B
return 1;
return 0;
}
4. [ EH
void pcap callback(u char * user,const struct pcap pkthdr * header, const u char * pkt data){
IPHEADER * ip header; //T1P kI &t
PACKETINFO onepacket; [/ 3R B4
ATTACKPATTERN * pOnepattern; / /B it R AR AR K 55 ¥ 8
bzero(&onepacket, sizeof (PACKETINFO) ) ; /IR GEAE IR CE B8 & v X
if(header — > len > = 14)
ip_header = (IPHEADER * ) (pkt_data + 14); / /B3t i sk B 14
else
return; /W BE /T sk, R Jo AR £

if (ip_header — » proto == 6){ // R TCP Ui By Up AR RS
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onepacket. contentlen = ip header — > total len — 20 - 20;//W 2 IP #l TCP kK
if (onepacket. contentlen < minpattern len)

return; /7T B WY R BB BE, S AT BB R 2 DL JC A o] 455 fiE 5B
// ¥k ik (1P Sk A TCP Sk
onepacket. packetcontent = (char * )(pkt data + 14 + 20 + 20);
strncpy(onepacket. src_ip, ip_header — > sourcelP,4); //&E #liE 1P Hht
strncpy(onepacket. dest ip, ip header —>destIP,4); //E#l H#Hr IP #ihk
ATTACKPATTERN * pOnepattern = pPatternHeader; e -3 & H‘ﬁjﬁ:ﬂ:%%
while(pOnepattern !'= NULL){ //4% R f§¥F UL i — A2 R fE AR =X

if (matchpattern(pOnepattern, &onepacket) ) { //7E g SCEAE v UC B 4R AE 8B

output alert(pOnepattern, &onepacket); //VCRE R, w5 EE B

}
pOnepattern = pOnepattern—> next; /138 | — A B FR AR AR =X

}
5. HF1E &R PLED R &

int matchpattern(ATTACKPATTERN % pOnepattern, PACKETINFQ * pOnepacket) {

int leftlen; /1RRBIE P ER LB AETKE
char #* leftcontent; /TR MBIEAFTAERILBEANTE T LAME
leftlen = pOnepacket —> contentlen; /ARBU IR ENERKE

leftcontent = pOnepacket —> packetcontent; //#FEHIEGLNEWLAE
while(leftlen >= pOnepattern— > patternlen){ //Zf{iH 57T

if (strncmp(leftcontent, pOnepattern — > patterncontent, pOnepattern — > patternlen) == 0)
return 1,
leftlen ——; [/ HR BN A KR 1
leftcontent ++; [IEFEHRBAEY, B — T EBHT T IKILE
}
return 0;

}
6. SE%H M RE

void output alert(ATTACKPATTERN * pOnepattern, PACKETINFO #* pOnepacket) {

printf(" & IAEFIE B g5 :\n 3R % s", pOnepattern — > attackdes); //%y 525 Al
printf ("% d. $d. $d. $d==>", pOnepacket — > src_ip[0], Onepacket — > src ip[1],

pOnepacket —> src_ip[2], pOnepacket — > src_ip[3]);//%i i Z&E A&/ E VL IP Hbht
printf ("% d. $d. $d. $ d\n", pOnepacket — > dest ip[0], Onepacket — > dest ip[1],

pOnepacket — > dest ip[2], pOnepacket — > dest_ip[3]);//%u H # ¥ 89 F 4L 1P Hb bt

16.3 ik SriafrilliA

£ 16. 2 75 58 Bt 28 28 58 i AR G A5 A0 52 RS AT DA a2 5t B0 2R G b A I3k, FE as A
338 2 e 2 PR 2 15 i mT SRAT R I
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16.3.1 HwFEAK

TEAF I A R GE T &b W FIH Libpeap pREUZE iy pRZCSE B TP e SCRY R, A i
R 3R G0 S 1Ry ST Libpeap BREUFE . & R G A L% Libpeap JE, 78 9 VF % R
GEJRAYT . T B E R #EZREBUE AR R I IT &R, TELERKZR AT LV gee diisas X
EACHS AT 9 2%, AR S iEan 2 W0 F

gcc - o patterndetect PatternDetection. c -lpcap

iX B PatternDetection. ¢ 2405 16. 2 9 7 52 BLAC A A9 JE 72 I SC A, patterndetect 42 Fr
o B iy n] AT SO 2% L R T -1peap 5 H G ik w8552 Libpeap BREUE . it 5 .78
AT H R G8EAT DU B R A R GE i AT P4 T SO patterndetect,

16.3.2 =175

TE 9 136 4 B T R AF 5 DL BC A9 B0 A6 I 32 G2 ] Pty SCF T . mt aT A gk 4 ok G 0 2 RE Y
M, Hh T i e Y R G ORI I e R S DR ST A T T AR SR, e
M B T PN CGT s il PA R e Bk 1 4 AiE £
* whois_raw. cgi Wi 5 7. H T whois_raw. cgi fE& 1% ,1Z CGI Nl GE A
B TEHIRFR S F UL htpd /s P AR AT R4t ar % . 1% CGI I R iy 2o 4%
fIF 5Bk whois_raw. cgi? fqdn= % 0acat% 20/etc/passwd, E AKX d7 2 & GE W WL o)
Wk T His RGP 2 SR R, Dz 2 S 2 S B R,

o faxsurvey Jgil 5 &, £ —2 Linux #ERFE M K17 . H cgi-bin H 3% F 1Y
faxsurvey F& 7 ST AR & To B R L RETE IR 55 #n B HRATHE % . % I i 119 X o R AE
i F faxsurvey? /bin/cat%20/ete/passwd, Z I B X E B Linux WA A7 %L,
H.7E R 28 I R 52 i A RE Xk L2

M Z 717 2 F X A CGl IR & 1 B R0 SO S 24 4 patterfile. AR N 25 H .

whois_raw.cgi # whois_raw.cgi?fqdn = % Oacat % 20/etc/passwd
faxsurvey # faxsurvey?/bin/cat % 20/etc/passwd

AT A BLE W, A TR A R G i O A S PR 2L X TR TR AT R AL R G, I
JEARE S B 5 PR I s A &8GR o I ELAAR Ty O - e D0 O i A b R A A
ey 53 ) URL, SR i 3 3o I3 AU 28 40 46 ) 199 28 B804 0 0k K PR T AF 7E 4 @ M ik

M B A =B EILRE . — O H T 8ER N R 25 . — 5 H F &L CGI
Wi, — 6 e BGE BAr E00, AW 07 X8 5 F AL 1 ) 3 20 LA R M, 5 R 2% 25 44 2
K 16-2 FT 7

Hub

g iea veey ) BT A Bt e =41
192.168.47.240  192.168.47.183 192.168.47.8

B 16-2 E T4FAER LA I E N RS R 50 5% 0K E
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RO iy NES (1
(D) Bahfa AR AN EVa2TE 08 AT T a2 .

. /patterdetect patternfile
(2) & CGI Yrili 7e A IGE 1 FAL E G 20 % 8% , 7EHb hE A2 4 A T URL:
http://192.168.47.183/faxsurvey?/bin/cat % 20/etc/passwd
PHE A= S A a0 R URL:
http://192.168.47.183/whois_raw.cgi?fqdn = % Oacat % 20/etc/passwd

(3) 2w i 28R . 7E B0 A il R 48 Br 78 AL E mT A 20 AR N iy B0 A 4R B an Al 16-3
HiR .

root@IDServer:~/book_experiments/patterndetection

e wEE EFW RO SEE ®EH

| root@1DServer patterndetection|? gec —o patterndetect PatternDetection.c —1pcap|®l
[ root@lDServer patterndetection]? ./patterndetect patternfile
HAEHFIE B EE M. . ...
LI R R

Wit kR  faxsurvey  192.168.47.240 ==> 192.168.47.183
A ENAFAE BB I

WiHER faxsurvey 192.168.47.183 =—> 192.168.47.240
A ERVSF R B B

Wit #E whois_raw.cgi  192.168.47.240 ==> 192.168.47.183
A ENFR{E RIS -
' WihEER] whois_raw.cgi 192.168.47.183 —> 192.168.47.240

El16-3 EFHTIECENNERNFERZSEHNNEEESG H

ME 16-3 Al F 2], % B Ik W 47 0 B T B AR a0 %, X 2 B R IR 55 2% R U 3
URL iHK G s H T AFTEX R URL, TRA%K Pl g 1z URL AFTEHEE Z I E
AR R RGBT B A T 192, 168, 47, 183 — =>192. 168. 47. 240 Xk 1%
HE,

X B B Y g TR IR T A R G I ) T B AR G AL B B Web Ik %, &
Wi FAUNBE Xl FALM) TE ks # S TCP 3% £ R A | 3Gk F 0L m 8% i FH10% 2% 41
W R OE 0 B A L PR T S T BB R I R R AR R e

16.4 VeI A%

FESCHL T — AN AL T AR A DU G A IO R I AR G A L i LA AR G Y D) RE HE BT R, 2
e HR B TCP i SC 27 0BT 45 53 (19 1] BT B L DL Sl k0 A o 3 . S b b 2251
B — A5 F i Bk K I AR 46, i iy B b AT 22 0 i Rtk , AT %R Y 2 T DA TR TR AE
AT ZR Ge iy A A B OEAT O R A T R LR

16.4.1 [FREE RGPt EENT B
AT 1 IR AR 2R e 6 B TP B g A0 m 7 A7 X AR AF £ 09 DU AL , FF DA aF 47 Mg 5 G ) A1
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% B AN BE RS DA I — 2 85 TP ZHE i RRAE AR . 1) 40 X 7 TR R 3K 7 whois_raw.
cgi? fqdn= % 0acat % 20/etc/passwd” F1F H 1 URL i K XF H #5 IR 55 o8 & o 05, 7] 2R
FH— % B A L 315 BRI 8 “whois raw. cgi? fqdn= % 0acat % 20/etc/passwd” 47 Hl
TEP A RR Y 1P B8 40 b b A7 1% 3 W0 745 5 “ whois_raw. cgi? fq” BCIE R — 1P 2045 1
28 B AR50 B F 4 5 “dn= % 0acat %20/ ete/ passwd” BUTE J5 — 1P B4 43 /9 IF 3k 3B 43 . AT
16k AT o K I 3R 4 i A ]
5 52 S oA 2R 5 B R 7 7 7 8 A S DT 5 % % & TP 4 31
I 2 BSR4 EOR A %l a6 A e Y 0 2 BOHE AT AR AR AR DL EC L Ok A B ES TP 29
G0 IR AE 5 B AT EAFTE 1Y W 2 A0ty o 38 4R SCEOIE 1 B 20 o6 A 3PS TR 0= K
o IPUMUZMIP p R EA — %8N 1P BdE e (&b o f2 bl RE#k 43 b £ 4> 1P
o3 B s AR AT YOk AR AR AR VR BC AT 2R 1P g0 v S e B TP 2 da £
o TCPEMUZMEIEEA BP0 #r i WFLe 1P 2 dE fu ) T [n] — TCP 42, UL X s
IP B0 ¥ 60 14 5 5 06 3R L IR S U ] — TCP 3% 8 1P E s 42 b 19 1z B0 » 32 1 1 it
J¥ P2 T — i Jm JEA T BOd Fr ik #5 Y PE AL
zead B A PR I, T A I AR G RE A I B TP s 40 Y B0 R OE B AT RETE A Y 1
2RI

16.4.2 JRE RS KFF1E & PU A& A& Bt

A T AR FR e ok FH e 1) B 1 40 IE 5 DL BC 55 3 O K T B i A0 b S A B SO R AR HR L O
16. 1. 3 75 A A1, i FRAE 5% U0 Bl 5k HAT AR = a9 I 18] 52 2% B2, B 7 7 JE Y Jay Jo ) B4 55 vpr L X
o 6 I 5% 8t S AN KOS PIUHR I i A 10 26 5040 4z SC IR A7 450 fiF 53 DL JC & 3t 42 7 dl fE 1Y A AR K
N 2R 58 A K FH X FRRAE B D G535 19 I A

FAF VL AL 215 B R 2 R BCHE A EOR  Br AR I A, SCARKE R N 2583 18 L SCRk 7
PG WAL= S B AR ILEC . BB ZATN FAFH LR R BT TR AR 52
22 FhiE RO F A R DL EC B Hovp PR AR DL (8 ) i i Y 28 L5 3k 2 KMP 335 i BM
B UAHATZ2FMFHILEH AC 7k,

M AFAFERIILE N e E oS FICER SR P m g, $2 5 TICAECE 2., Hit
D. E. Knuth,J. H. Morris 55 V. R. Pratt & 1 JC B ¥ (%) =455 5 DU EC B3 L Bl KMP 3.3 . 3%
B AR . AFRFILECHY AT 5 18 E L — next BREL  next BRELL & T FAF A
B R DL AL A5 B, A X 25 B AT 50 30 JC | i) F A7 R IEEC e #2 . BM 5L 72 Boyer-
Moore 351 TR #% . H Boyer 1 Moore $2 Hi . BM 5535 5K F AT 18] 22 FE 389 O i [a) s iz Y
2 1 PR R A CRE ] CRP IR A R0 D 0 e 2R ) ok E A7 Bk BR =X DR L .

AC Fi%k 4 A Aho-Corasick Fi% . 278 KMP 5|3k 3L ait b & ok ) —Fh 2 44 5§
LR L HTHE—BE AP ERZ TR, ZRET N =D OF 25755 W
WAL BVFARF R QKT 4545 5 A A 8208 MO B2 48 £, 33X B0 5% W 5 G % 3 1 19 7 28
LT KMP 55351 next K& O3 T4 8 W FE 7% 48 51 09 57 45F £ A4 52 30 G 8130 1) =7 4+ # DT
B, ACHEMPFAETHS -~ KAMSBEBMBEAZ N FHE., FER . AEH
e BM A E R BB N H T ACHRED. T V2SS L EdH &, X2
AC-BM & 3,
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UL b i) e R AR XS B2 4 HAR G A0 0] 2 2 BRSSO sl & 1) Y SCRk 9 R, X B
AHEFGA . A FARE ORI REE b =500 & X0 B AE 5, 7T DL KR B A f A T
REMBITROR,

16.4.3 [REERZRGZHENEHET E

Fm R A R G B AR, HEAE 2 R S b & B A W A OB A E Dl 52 3]
1 AH B2 AR ) R 2% ek 33k R BB 0 A O SR BB i R ML iR Al . R R R WL Y L
PP FE I 28 iz SC b & I R AE HR A A N s X R O
o NI PR AT 2GR AE 88 X0 4R OC AR I TR 4% v AT e Sk D 20 A R
Tl e E A5 A 1 268 412 3C, BRI Dby 3 88 ) o i 4 & AT [E 25 91 2% — BE S PR e 4k H 1Y) 401 5 o
v B BE T REAE A ek i Dt B AR A
o WIMHFPE FTP a9 Jr XN #2 IR 55 5 T 2000 & Mo F 1k At i — 2304, e 44
FEE A X B Y A5 8 SO A OGS T R AR
SEb b AT LA 6] R 2% 4R SR itk — 25 3 B R Al BR X S s e i, AR AR SRR A . T e
VAR N UG TR S (151 & R D MO B2 3 7B o S W (1D I A I L 0) R S (1 S S /A VA o
FEARG I AR A TE— S BRI SO R AR R L A A F I S E L R e i
o 265 41z SCJ T IR X 26 i FH DA R e iE R 1 Y B B A S 1 I R AE HR OO I B T R
(1) 0 28 37y 5 e 05 . SRS - 5 I 28 TAc ek e AR 1 AT REAE L DA R R R T G AR, e 28K
CGI Mgy A A f  H U0 R Ak A3 08 8 2 th TR 25 7 i 0] il 55 s A2 e Web M 003 5K 9 URL
T, S TE IR 55 25 W I 19 Web [ 5T rp el dE Web 0 v & 840 & CGT Xl 4R 1F 5 L 5 A RE A E
EH T CGl Wi,
T3 o s —BE SR Y ) 28 U0 R AR ER A AR 221 8 b 20 2R AR B0 A I A AR P 2 TR N R A R
AR T i U C L U E 2 vy Me s R N AR S R I A (R e T . A %R 52 AT FE AR AR 4 1) Ak
SR AT O YR T A LR .

16.5 A~ ¥ /b 4%

AFEVEYN A T — > B TR AIE HB DT G A Xt G I i 28 2R 45 10 TF Ji o A S B AR
iZ R 2R 58 AT DL B TR AR AR 1 190 4% 0k R AT TR B RO R 32 DR R AR S LA S B I S R
AARH I 2R B8 0 TAF JSUBR | 528007 ik AT Ak 72, 7T LA Bl 32 T T 5% B OF o b A 2 46 0 5
FRAN S LB AR A R A

ATETT R R R R e AE DI RE b U AT B, ) S Ty A AR R o FE BT R, B I 45 R dE 4
Ok IR AR A A E R BT M 28 T o 53 AN RRAE HR DG S AR R e AR B A R
VCRCHE B . AT IR R RN R AE A IS A R G (9 Sk il b T REEAT 09 B R TT R S ik L AR 4
U8 EEAG TN 9 & L RRAE B DL BRI  e E D R A KA DN e B R . AT %R Y AT LR
JEAL R G R A b A IR 16, 4 T e i A A R AT AL A TR T R S R
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) il

1. G588 2R g8 iy 52 30 7 =2, 108 B e o 3 5 TR AE 5B A0 50 ok FR 2 5 AT DAk g e Y &
55 11 R D, 25 AE 10K aRE , ) A H R AR Ty ik

2. e e IE IR Y R G, A REA R SE FN T A Ak 4R 5 s R I 2

3. 250 B KMP Bk i) B BN L AR o 72 L 8 5 15 B next pREUYF EE A .

4, AR IE4E A BM BRI AR o R

5. 0B AC Bk R ErmI/EH .

6. A5 05 BH 1% R A R G e WP B T & H BRI DR R . L A T B ko g o 1R i Y AR
JEIE\E%:}

7. Tajad JE Y 2R G FE ARG I AE B TR b A 7E WP S T et A b T DA SR FH ] A R B S R

FH I 1) 23k
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AT T B A G e] S M O AR DN R R R G, T ST Az R R R g SR,
SRIGA Az R R R G i IEACHS S B fe 5 A 3% 5 8 & e n i3l ol 2 L DA 2 70 I A8 R 42 1)
JLhl FRERE IEAT U R T A S R

17.1 BRI RGN AR

A A S0 IR 3R 1 30 15 5 S BLSURR J5UR) 3R 1 56 LA A L IR A SR R B
BT IR

17.1.1 RERGH IR LIRIE

AN 7 BIEADIE T T E 5 I Y v A EOR AL E e E EE  L E EREA
i CFIN £33 . UDP H4 . X #3145 15 57 AR 38 15 Az 555 AH 1z 28 78 i 8 000 4 iz S L 2R T AR 3 1
FH 0 28 (g = A0 114 i 107 e HE 5 o T AR ZS (FT IR BRG] o o T HE AR R H F 2 & i
sgtEMA LI e S R AN LRI . B E IR UGB IEIARZREN T PES TIE. H
s TR R G REFE R AT RE M AR AT I NI FEAME AR AT REA RN E T . AT
1) i Y 2R 8 S0 R S B A T R B v 1 A I 3R 1 S B T B AN S S — S 58 38 11 e
1R I 2R 48 L AR 355 1 R A8 2R 4 o AR T 4 e R A B (BP SYN H D
JEAT AR

AR SYN AR 2 ) 8% 3 5l WL A % % B oK (B SYN 42 30) 2k 55 il 34
HH# . —F5 WA R FEF & fe 0 2 3 0000 5 (B SYN AT ACK Fr i TCP 4
W a2 R&E — % ACK frak i TCP i SC A EE 7 A1 1 19 SOCKET #3215 & A 2 Il
BXAER TCP #e 3. M Mg S8 A X P AP 446 7 X037 B A A i i X 51, #46
e M EL 240w 1 X SYN i 3C, 28 5 K 38 72 A Wi 20 A B 1 = 15 ke A W o 1
BEITIF., AT DL o A A 28 b i SYN 4 SCoR il o) 2% rh 2 B AETE 2 EH
a2 i A A L BRI R SR SYN He SCHE R A 5E 7R 40 b A2 5 A7 7R S 33 9 19 R 26 R fF
J& T .

IEH 1 4 e i ARt & & 1% SYN i SC. I M 2% i & LA SYN i SCIF A 2k
M4 rh — B AT 4 .l A B r U i R B A E R B e O A R
KAL) SYN iz SCHT He— R 28 1 FH TP RS SYN i S F XK 50 . v 1 H il b 78—
S 10 B TR P9 2 % B B ALY 2 el — Kotk s O & % SYN iR 3¢, @SR AE R 25 b & B T X Fh B
2, BV Jg ik ) py ORI 28 22 A4 % A W] — FEALAS [ 5 1Y SYN $i2 3C, FEA A LA E h iz E VL%
2| 7w O HEF S, &k e SYN 2 30 FEHLCHl e S I8 TP # kbR 80 B & &R H R
Wi ie . X B BRI AR, AR — FELZ A0 TR SYN i SCA REAE 2 H w1 434 1Y
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WA W 2 & A o] — FEHLAI 24> SYN He SOF A REAE N A EMRTE . AR M 28 TpAE 7 — 1>
N R 55 A% 2R 55 A% Rl s SR 224 P 3R I 28 AR 55 2 1R 1 % 1 B0 42 L AR 1T 8 78 K8 1 [a] Py W
2 A A2 s R S5 2 I 20 SYN He 3C, A it ax Bo g SR A& A3 W] — > H A i

T R IR R Gl AT e it — B TE) N g R R S FEALAY SYN iz SR A #
VRERNREA G SUTRR L PLE Ty AU IS BTG e pb Y Rl B R DRV N R v I8 S s LTS
PRI R B T A i i H b HECR AR B H P A E BT R A RGP A
CL A i BH S 15141 19 A1) 5 A A

AT FARG G Th R R UL SYN 4R SCHr b K i) B pr i F &R, I
PEAT B FI W2 % R R R G B 5e i i B TNRE . A AU R Ge 35 ST 0T ) B LA K X B 355 5
fil AT o5 4G 0 L BRI S5 16 B Bt T AR AF AR DS G Y B0 AG I FR S T 2 SR T [n) A 1Y i SRR O
= . BM& B T Libpeap FESZEE SYN iz SCHy 3K B,

17.1.2 FTBEFIZE{THIX

AT e 92 B 52 B A S 14 44 000 J5E Y 3R 8 L G i 5 LR — S AT AT AR Y iR Y — 3
& A8 AR PAT A 0N

detect portscan port amount detect period

detect _portscan A ¥ LT F3 F R I J52 78U 28 45 119 ] AT S0 4% . 2 %X port_amount 18 € —
ARG DU R HA N i R iR R R AR B FEHLAY B As v 2R (RP SYN i SCok K 2 i B Fr v 114X
) FFR . A TE— R B N e A VLA B i 2 2R € Y v 20 B e R L B AE
NZFEIEZB 7T AMSE . 2SR KERN 10, MR B 10 KBS AZREN 10, S5
detect_period 5 & ¥ i Ji] 1 , B30 M #D .

A TAAT R 7 B A 152 8 2800, WK 22 30 port_amount BRIAKH 5,8 Z 20 detect_period BRIA
N7,

17.2  JARY RG0S0

17.2.1 FEIXHEREEX

F 3 i 1 31 9 G Ty st 2 ] ) IR 45 4 O 1) J26 BRSO 2465 7 S S TR b 0 5 1Y 45 A
KA Sk SCF L HAR D

# include < stdio.h>

# include < pcap.h> // Libpcap JE 3k 3C{4F
# include <arpa/inet.h>

# include < string.h>

# include < stdlib.h>

ATV RS2 B R B 1 2 SLAE
# define MAXNUM SCANNEDPORT 10 //Ta] — FE L8 i B 7 A BR A v O & B BR
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17.2.2 FEHIESEWH

AR FEE X T 4 MRS . IRAFZEUE B4 detect _para, R A7 BB 14
FEHLIE B4 DetectedHost, 1P k45 #4 IPHEADER. TCP 3k #5#) TCPHEADER.

1. Z2HEEEH

typedef struct detect para{
int port num;
int period;

} detect para;

2. B HMAREINMNEREN

typedef struct DetectedHost {
u char src _ip[4];
u_char dest ip[4];
u_short port_list[MAXNUM SCANNEDPORT];
time t time list[MAXNUM SCANNEDPORT];
struct DetectedHost * next;
}DetectedHost;

3. IP L&

typedef struct {
u char version:4;
u_char header len:4;
u_char tos:8;
u_intl6_t total len:16;
u intlé t ident:16;
u char flags:3;
u intlé t fragment:13;
u char ttl:8;
u_char proto:8;
u_intl6_t checksum;
u_char sourcelP[4];
u char destIP[4];

} IPHEADER;

4. TCP 3L 4&4#3

typedef struct {
u_intl6é_t source port;
u intlé t dest port;
u_int32 t seq;
u_int32 t ack_seq;
u intlé t resl:4;
u intlé t doff:4;
u_intlé6_t fin:1;
u_intlé_t syn:1;
u_intlé_t rst:1;
u_intl6 t psh:1;

/1RFF P S A S B0 B 25 1
/3B R e O R R
/ /5 I ] 1

//RTFRERA EVE PR H 5w O F L
/1% 3% SYN #R 3L EHLEY 1P sk

/ /84 EPLEY 1P b hk

//SYN 4R 3C#F K B/ B prim H 31 %

// WCE| SYN % 3L B[R] 51 %

//JE H45 5, T Ha T — 4k

/A5

//1P kK B

[/ MR 5 KR
/18 YR A B
/18R EARIRAT
[/ R RBWRE (AR, BR5%)
/%R W w# &

/ /% 7B [H]

/! EhiRiRS
/ /1P 1 5 F01

/ /R 1P Hbhik

// B #x 1P it

/ /P v

// B ¥ K

/I FF35

/HINFF 35

/ /T &8

/18 TBE

[/ G R R B AL
/ /B RTE KR AL
/[ E AR B AL

[/ ESR W7 3L B A2 B L JE Ab B AR A A
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u intlé t ack:1; / /AR G AL
u intlé t urg:1; //%%ﬁﬁ1&if&ﬁl
u intl6é t res2:2; / /T 68
u intl6 t window; /780, A REWCE AT DA IR K/
u intl6é t check; / /8 %
u intl6é t urg prt; /'L 2 TR
} TCPHEADER;

17.2.3 ERANERZEE

DetectedHost * pHostlistHeader;/ * f4ifif5 BEEMI R LIGH, RN BNGE AN — N BARENL * /
detect para para; // 2 /7%’ para, RF T 21T S EHWH

17.2.4 REUBRFINEEIZIT

14 W8 By 2 9 ) BAR D) RE - AR T & 52 B R AR 2 AL 5 40 R -E 7 eR AL
o TRREL. B .

int main(int argc,char * argv[]);

ZREAE N FeRE. FESER A IhEE . OV H PR EL parse_detect_para O #E 175 %
T 28U QWG 1L Libpeap T H ., S8 J5 8 H pK 2L peap_loop O ¥f PR %L peap_
callback )15 & A Libpcap FE W B R 2, 3F H - thvm D HM MW, Z )5, 524
Libpcap JFEHNE]— > 1P g 3C, #B2= V8 FH B 15 & /Y 1] 5 ek % .

o ARATRENT R, BREUR LN

int parse detect para(int argc,char * argv[ ],detect para * result);

PR E PREOA H , £ R E R a2 175 A UL RS BOE MG 38 25 % R, i
PRI T A A7 g A IR A G5 SRR AT AE 2 Jm) 22 1 para .
o [ RRE. PREURELN .

void pcap callback (u char * user,const struct pcap pkthdr * header,const u char * pkt data);

P PRECR P U B[R0 pR RS, BB X I3 ) B0 G DE AT o A AL G i BAR SE G T
EALHG . OWIRWCH Y2 SYN He 3C, R iz Z0E 40 i A OG5 B B B 2 il 5 Bk 3k
A0, 45 475 A FI I B B 22 55, X 26 T AF 3 1 U8 H PR %X updatehostinfo() |, pPRZY add_host()
KR delete_host O RFER ; O X 85 £ h 1Y B 45 &K 8 H P s & K 2 2%
HI| 5 & B A TE 44 Bk o AR AR 0 B0y 0E FH pR X output_alert O #07% .

s FHLEGEEEDRE. REUTEN .

int updatehostinfo(DetectedHost * orignalhostinfo, DetectedHost * newhostinfo, int * foundflag);

X PRELHE PREX peap_callback O V8 H . F T #8241 orignalhostinfo 45 1] WJEH#FE
HEE FY4 S B . S8 newhostinfo M PN A SYN 2 3C 4 W 19 45 (5 B .
PRIES BT Se i i X P S 4 A R I [R] — AN B AR EAL . WSR2 R 2 2 newhostinfo "I"
) H fr i H {5 B4 #?Uf’”‘%{ orignalhostinfo 8 9] 1Y 45 &, . 3745 Z 2 foundflag T ¥
] A BB 1,
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o LEGTRINERB. FHCER

void add host(DetectedHost * phost);

% R S T 5 B0 phost 45 11 19 0L A0 A S E RS Bk
o CEAMBR R R

int delete host(DetectedHost * phost);

Z PR BN T B T M BR 28 phost 38 181 19 FHLES A5
o MM N PREL ., PREUE ALK .

void output_alert(DetectedHost * p);

ZeREH T i B IS B s B HM Y F L TP k5
AR RS AR AR PR &L peap_loop (O (Libpeap & A FH T 13 B P01 AL PR 11 R 250 19 98 H Al
M OC R IE 17-1 s,

FIHEL

main

ﬁ%ﬁ%ﬁifﬂ%ﬁlﬁlf&/ \ T AL

parse_detect para peap loop

/

Libpeap [t R £}
pcap callback

T S e

FHLT I T e L RE SN AL & T R £
updatehostinfo autput_a ert add host delete_host

B17-1 wmOAMKRUNEFNEHBARXR

17.2.5 HREFERBSEE

1. ERHE

int main(int argc,char * argv[]){
pHostlistHeader = NULL; / /9146 T o = 3k
char #* device; /W 284 1 iR 45 36 &
char errbuf[ PCAP ERRBUF SIZE]; /I RE EZE X
pcap_t * phandle; / /Libpcap 7] A
bpf u_ int32 ipaddress, ipmask; /IR AF 1P Hb ik FIHE 5
struct bpf program fcode; / /33 U8 HR % v X
if(parse detect para(argc, argv, &para) ) { /BN S5

printf("Usage % s : the amount of scanned ports, detect period! \n",argv[0]);
/* TS IT SN + /
exit(0);
}
if((device = pcap lookupdev(errbuf)) == NULL) / /3R] Y N 485 % 4
exit(0); :
if (pcap_lookupnet(device, &ipaddress, &ipmask, errbuf) == — 1) //315 1P Huhk F1 1 & #5 75
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exit(0);
phandle = pcap open live(device,200,1,500, errbuf); /T &
if(phandle == NULL)
exit(0);
// % UE &, A E R4k TCP XS [ 1P &
if(pcap_compile(phandle, &fcode, "ip and tcp”, 0, ipmask) == —1)
exit(0);
if(pcap setfilter(phandle, &fcode) == -1) A &= RoRii+1]
exit(0);
printf("F IR ¥m O % . ... \n");
pcap_loop(phandle, — 1, pcap_callback, NULL); / /5 3 1 i oK B8, T M v 1 9 s
}

2. MLITS RN EE

int parse detect para(int argc, char * argv[ ], detect para #* result) {
if(arge == 1) {
[ * ANig ki 25, i B BOME, R AE 7 BRI B A SYN i SC & M FE— FEHLA 5 A4 (K
DL E) Binsm O, W8k E iz EVL Bl vwm 0 =35 = /
result — > port num = 5;
result — > period = 7;

lelse
if (arge == 3){
result — > port _num = atoi(argv[1]); WE R T & - A E Ak =
if (result — > port num > MAXNUM SCANNEDPORT)
result — > port num = MAXNUM SCANNEDPORT; /1% E N BN ERRE
result — > period = atoi(argv[2]); / /345 Far 1 ) 35
} else
return 1; /IS8R, TEBrihm 21T 8
return 0;
}
3. [BiE &
void pcap callback(u char * user,const struct pcap pkthdr * header, const u char * pkt data){
int existflag; [/FRE AR R, J/oanH SINRIC W B FHLE S 2B EEAMEBESEF

IPHEADER * ip_header; //IP 3kig4t
TCPHEADER * tcp header; //TCP 3k #§4t

struct timeval current tv; / /BB ] B &5 AR B

time t current time; [/ SRt E], AR RN
gettimeofday(&current tv, NULL); /13K 15 2 Hi B[R]

current time = current tv.tv sec; / /32 5% 24 /i B (8], RS o 21 0 B AT

if (header — > len >= 14) J/MAC LK N 14, /T 14 AR[EER AR IP &

ip header = (IPHEADER * ) (pkt data+ 14); //3k%8 1P L5 4

else return;

if(ip_ header — > proto == 6){ // R AL FE TCP /2,6 A TCP Hhill =
if (header — > len >= 34) //VAC 3L 1 1P 3Ltk 34 A5
tcp header = (TCPHEADER * ) (pkt data+ 34); / * Bki MAC L1 1P 3L, #k78 TCP 3L * /
else
return;
if ((tcp header —>syn == 0) || ((tcp header —>ack == 1)))

return; // R0 SYN #n s B AT ACK FR i B9 IP B4 1



F 17 % sHoiafpiben ke kA L 273

DetectedHost +* phost = (DetectedHost * )malloc(sizeof (DetectedHost));
bzero(phost, sizeof (DetectedHost) ) ;

strncpy(phost — > src_ip, ip header — > sourcelP, 4) ; //ic 518 1P Hb kit

strncpy(phost — > dest_ip, ip_header — > destIP, 4); //ic % B #n IP Hihk
phost —> port_list[0] = tcp_header — > dest_port; /73235 B 5w O
phost —> time list[0] = current time; / /32 5% 24 85y 65 5]
existflag = 0;

DetectedHost * p= pHostlistHeader; /13515 5% 3 3k

[/ T HBRERNE EH— IS S A TREEETNE LA ERE

while(p !'= NULL) {
int validnum scanedport = updatehostinfo(p, phost, &existflag); / * B # 45 S W
{5 B, A& updatehostinfo( ) #Y3& [B1{H Ay i% &5 55 7 & T A R I 3 PR A LA o 4%
HE ERE . existflag fRAAE R ARG S MeE E RS SR BX MR —4~EH, 7

updatehostinfo PR %L A, X HI 4 L 5 HT 45 58 ] — E VLA, existflag gEIRME N 1 % /
DetectedHost #* tmphost = NULL;

if(validnum scanedport == 0) / /I BA P, % A e T 8k 1 i 4 Y o
tmphost = p; /i85 45 5, 8 T 5 W PR
else
if (validnum scanedport > = para.port num) { [/RE T HER R EE
output_alert(p); /i EEER
tmphost = p; /7B 1L B E S, 10 KR 4 A LATE I T M R
}
p = p—~next; /AL BT —FEVLE S

if (tmphost)
delete host(tmphost); //ME& M EIHI EHLEE &S
}
[IERR TR, BB AHEE S AERE B, WA 285 I, 7 W) R 77 6 =5 18]

if (existflag == 0)
add_host(phost);
else
free(phost);

}
4. FNEREEREFEH

int updatehostinfo ( DetectedHost * orignalhostinfo, DetectedHost #* newhostinfo, int =*
foundflag) {
int index; /&5 5, AEEFRZE
int found_index = -1; / /% P i e v 1 A o 10 B Y 2 B R T
int empty index = -—1; /M DA TR — P JH IR 5
int valid num = 0; /1 Get LG S oA I JE B P i L Y o D SR
if ( * (int * ) (orignalhostinfo — > dest ip) == # (int * )(newhostinfo - > dest ip)){
[* WAE SR EN 1P bk, £TREES I+ /
[* BAAMZENE AP RAFFRRKEZEEN R D . FZmOEHS S PHREERE, 2
TR S, BTG EH R E EEN R Fixdm O A E &N A T R E
B, B AL, A, BB B — 2 53D T e o0 4 A E E B R
¥ 1, 30 GE TR I R HA Pt P R A D B * /
for(index = 0; index < MAXNUM SCANNEDPORT,; index ++)({
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if (newhostinfo — > dest port == orignalhostinfo—> port list[ index]) {
//Brdm 0—2, id T DRSS
found index = index;
valid num ++; / /32 55 e 0 A PN A k] o B B v 1 2R
continue;
}
if (newhostinfo — > time 1list[0] — orignalhostinfo — > time list[ index]> para.
period) / x i H R i & 109 B9 B % Y S 1+ /
orignalhostinfo — > port_list[index] = 0; //i%&i%uh0 kLR
1f (orignalhostinfo —> port list[index] == 0)
empty_index = index; [/HRB—4= HIN
else
valid num ++;

}

if (found_index >= 0) / /58 i B 7 1 W B [E]
orignalhostinfo— > time list[found index] = newhostinfo—>time list[0];
else{ /%3 % B 8 v e 5k B
if (empty index >= 0){
/ /e S [E]
orignalhostinfo —> time list[empty index] = newhostinfo —> time list[0];
/ /32 % ¥ 1

orignalhostinfo—> port list[empty index] = newhostinfo—> port 1list[0];

}
* foundflag = 1, WETN k=L
} else
for(index = 0; index < MAXNUM SCANNEDPORT; index ++){
if (newhostinfo — > time list[0] — orignalhostinfo — > time_list[ index]> para.
period) / % X% Im O Ak B 7 B & A 7E R U A A < /
orignalhostinfo— > port list[index] = 0;
if (orignalhostinfo—> port list[index] > 0)
valid num ++; /17 % o HCE i 1

}
return valid num; / /3R V818 R g 1 250
}

5. B EE#H
void output alert(DetectedHost * p) {
printf("AIMEARMBTE ") ;
/ /5 A&k SYN #i SCRY IR 1P #b bk, W] BB 2 &R 1 3 Bk 9 E AL 1P Mkt

printf(" %$d. $d. $d. $d==>",p—>src ip[0], p—> src ip[l], p—>src ip[2], p—> src ip[3]);

/ /% A R E AL 1P Mkt
printf(" $d. $d. $d. $d\n",p—>dest _ip[0],p—>dest ip[1],p—>dest ip[2], p—>dest ip[3]);

}
6. EmARIMAE

void add host(DetectedHost * phost) {
if (phost == NULL)
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return ;
if (pHostlistHeader == NULL) /RSB H G B EE R
pHostlistHeader = phost;
else{ / /¥ phost 5 [n] ) F P45 59/ A B 85 L /0 H 7

phost —> next = pHostlistHeader;
pHostlistHeader = phost;

}

return;

}
7. 45 M BR oR Y

int delete host(DetectedHost * phost) {
DetectedHost * p = pHostlistHeader; //#HEEF+k
if ((phost == NULL)||(p == NULL))

return 0;
if(p == phost){ VL3 15y R A
pHostlistHeader = phost — > next;
free(phost); / /R PR 25 5 8 N 2 [H]
return 1,
}
while (p—>next != NULL){ /IR BRSNS, X e R
if(p—>next == phost){ /IR B T %4 S
p—>next = phost—>next; //MNEEEXFMEIXLE S
free(phost) ; /1R T B 45 5 B N AE %5 ()
return 1;
}
P = p-—>next; //E*z—"’l&%}ﬁ
}
return 0;

17.3  Ziid S is il

TE 17. 2 719 58 W0 A 5 48 A9 AR 2 2 A0 S B it ml DLRH i st 28 3% a8 00 A7 T 78 )
Z Ty BERE PRACAS G 13 5P PRAT AR T

17.3.1 #4RiF

AT R R G ZFIH 1T Libpeap PREUE Y eR S BL TP iz SCHY K8 1 ] i it 1Y
ARG G 1 E A Libpeap BREUVE . & RGT A A &% Libpeap JE, TE 9w i R A R 4t
X 07 P B 1 451 5 KG 0 F  L  EETE N B N EOZ R BUE R R I T . BRI TR SR
NTEZEGEHE AR E X EARBE ., ELREZIE AT LU gee i3 aw T P ACHS 2517 S
Ve, BRI a2 E .

gcc — o detect portscan -lpcap detect portscan.c

iX B detect_portscan. ¢ 27 17, 2 7P LA A IR FE P A, detect_portscan &%y
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R ] P AT S48 L BB -1peap 45 F 4i i a5 4% Libpacp PREUE . dic il e . 7E Y
Al g . ] DL 3% R A R 58 00 v 14T S0 detect_portscan,

17.3.2 =750

TE G 1 4 s 1 493 04 00 R o J 5 30 T DA 0 A7 31 9 I A I Dy e ey K. R 1 IR 5 B
PZ R, 7 ST ] P FE LR A7 AR ) e T A, X BT LR AR 5565 14 50T & 09 3 45 6l
'I‘,EUIW}HJJJEEEA&L?ﬂﬁfLWJ?ﬁ"Hﬁ WA PLR F 36 = O I & 09 3 1 3 48 84F (i Nimap) 2%

ﬁw%ﬁhuﬁ%Aﬂﬂ%¢MNMﬁ%

X B A B AGA SR H Nmap #8770 O A I 2 #2 . S M4 S 590 & 3 & L. H
W 26 25 R IR 17-2 B s 4 S8 A0 Sk T 4% =X LRI

Hub
| l | |
e e l) S Mt megil) Tt Rl 1= #,
192.168.47.8 192.168.47.240 102,168.47.183

B 17-2 H[R/BEE NN M ERE

1. E&EAM AN
o TEMCHAREI EVL F IS 2l H 47 3R AR

. /detect portscan 10 10

o TEF EHL FB 3 Nmap JET4 & B4 .

./nmap — sT 192.168.47.240

FEF R A I E WL E AT A B E 17-3 Froas s I 25 5

root@IDServer:~/detect_portscan

e smEE B i@ FEE HEH

| root@lDServer detect_portscan|® gecc —o detectportscan DetectPortscan.c =lpcap E
[ root@lDServer detect portscan|s ./detectportscan 10 10

HEGEE M O =, . ...

AIARTH 192, 168.47.8 ==+  192.168.47.240

AR 192,168,478 ===  192.168.47.240

I ICH:192.168.47.8  => 192.168.47.240

AR 192, 166.47.8 === 192.168.47.240

AN IE 1192, 168,478 ===  192.168.47.240

H17-3 £EZFPAPRAUER

2. FEZEAMAQN
o FEXCE RO FEAL EJS Shdm 4 R AR Y

. /detect portscan 10 10

o TEFE FEML FJS 5 Nmap dEA7 2 2474 .

./nmap — sS 192.168.47.240

AR, BRI =L B A R E 17-4 B i ks g5 R
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root@IDServer:~/detect_portscan

HHp &EE EEV #HRED FEER FhH

[ root#IDServer detect_portscan]# gcc —o detectportscan DetectPortscan —lpcap

| root@1DServer detect_portscan|# chL ch tgcan 10 10

HHEimas . .. ..

R IGE 192, 168.47. === 192.168.47.240

== 192.168.47.240
192.168.47.240
192, 168,47 .240
192,168 .47 .240
192.168.47.240
192,168, 47.240

GIIARETLE 2 192, 168.47.
i IR T 1 192, 168,47,
T 192, 168.47.
IR 192, 168,47
& H S P £ 192, 168. 47.
IR 1192, 168.47.
BRI 192, 168,47,
% INARE T 102, 168,47,
IR IS 102.168. 47

=== 192, 168.47.240
=== 182,168.47,240
=== 192,168 .47 .240

B0 o0 o0 G0 0 G0 OO G0 00 Mo

H17-4 FEZFRABPRAER

17.4 ¥ ek gk

ARETSCEE 7 — N E O o O AT R I Y R R ALz R A AR G Y B e A AT Ay B, H SR X
SYN e SCHEAT T B i g it RS B0 1 i By A 3 . IR 5 = AR A R T 3R S A EE i D Y
F G006 v 1 H R I ) S Re i 2 FE MEWGPE Bl 2D ReYE R ARAFTE L B R ¥ i 43 b
TETJE—-MIEEEH’JJ‘J FE 5 ) b AT DG A 48R 1Y 32 5 7T DL Tk S, FE AR T R AU R GE 11
SERt B IEAT AR IR T & S

17. 4.1 RERZGRGNAERIENE

TE 40 119k ik P 3% 42 1 o T BCR B AR TR IR B R WA X 43 & ik SYN 2 SCiy il 1P b
Bk X R SGEFE — o B AT ARSI A A S s D . IO A X H ARG B 2 A
FAHLA % SYN R SCE A, IS & s DR AR5 A E =, Wk & m, HA
B MO T e 2 R TN 4R - B A AN REHERR 2 1 1EH i 28 P [ ER 3 =L E 2
) 2% ik 55 i AT REME . WERTFESR T SYN iz SCH . Z EAX 43 SYN 2 S UE 1P #hik . 7T DAFE
—SEFEFE b i 0 RS 0 ) o v

AT RS RN ML (ERAETHEID P REAFESEEAMICEEREA
fin (A AT O — 25 AT 2 A B R e e A . B X BRI 28, BB
AT SYN i SCAHM 8 75 B HoAh 25 A /) TCP i SCHEA7 BN 208 . 1 5 — > om D S
X HM R CETE TREARE A — TN TCP hiUER 2 . i & Mt 4 £
PLAN B 348 EALIRAFTESS B TCP &2 82 5 vT LA GE b 4 % #2434 . WRW A
RIS SEEL TCP & #2 , s B ik — b’iﬁﬁwgfﬁfﬁ'ﬁ@u TCP # £ I L B e
FH A A 2 Y T35 B 1 e O PAT 1) o a0 S S it 4 i TR AL VA P15 0 R i TA e S, AR TR A AT
UL € 82 T .

73 AR — B LAY R 28 R i SYN e SC& 251 B0 2 47 0 B AT R 5 42 5 s 17 3 98 4G 00 £
HERIPE, RN —4 FTP RS % A — % P ia HZ A4 FTP & P w5
iZ FTP R 22 A7 9 sh X T 19 SCHF T & A B AL . AR T & 9 R A 38 458 5 7T fig & W22 %)
— b EHLCED FTP & 7 ) N R FEHLCED FTP IR 55 28) 19 24 8 1 & 2% SYN 2 3¢, i
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A RETE AT i B i 4l . TR I R R e Ak b, 3E 00 25 0ECE DL A I 2% 107 FH 3 5 L s mT A I HY
X G SYN g SCH A7 oA T H AY 25 57 [a] o DA i 44 e A6 0 o ff 474

17.4.2 %3 FIN B#E&£&NT B

AT IR AR R G RSBl 1 TCP 4 3% M2 i B A ki, an 22 e 3% 56T FIN
PR H AR GEAR TP 2 WA 6. 3. S%RTEHI_J??HEEMJE]TWDH?” A A 2R G
AREREIN %o A . B EXT FIN $ 4 A4 I, 75 ZE X0 FIN 4R &1 TCP H#z S (R Fi
FIN 2 30O 47 JUECHT 20 B o 52 % 30— /S U8 1P $hdik 1a) 2 4 H A FE Al 1 & 255 K &Y
FIN 2 3, BEAT] LA SE W) 28 8 EALIE7E 52 3w O 4. 8 W o3 fr SYN 4 3¢, FiE
T YR TER TCP &4, — B 2 B G A FFFE TCP #8219 FIN 4l 3C. 8L nT DL H #
WriE P28 s R gtz 3 T FIN S48k

17.4.3 %> UDP iz OHHEEN Y B

AR Y E 3 >k A UDP v 34 £ R R 7345 M 28 50 FE AL P 9 UDP 3w B, A< 55 52 30 1Y i
R 22 G0 50 AN BE AT 8 Hb A I X 2 T . EESCEEXT UDP 4 iR i, 75 22X UDP 4l 3C
PEAT HRECAT 20 7, B0 5 2 B — A LA I8 TP s hik 1] B AR FEHL L 4 UDP 3 0 & 3% KR Y
2 SC L FEACT] DLWy e 2% 5% 2 AL AE 7E 32 B v O H i GE

17.4.4 $tXFEEFEREFHORNYT B

1 4 e 55 Yol 2 SRR el 0 - Be . — L R 40 IR 55 YOt 1 6 48 R 58 . E ML B F
9 26 IR 55 09 AT PR R X H B 2 TR e B AR IR B A7 . 5 2 A B bR el
o . iGN R — AT w48 iR 55 (Denial of Service. DoS) I 5 i = . 1% 3L
e A TCP Wil kb, & a6 KD i 947 SYN bRk i TCP 3% 432 18 oK #e 3, i g e <k
F AL % 2 PR AR L DT Tk P8 1E H 4% P ER R IR 55

i 1 2% b SYN H SC PIUCHRCR 43 A 550 BE S5 B0 4 2 4 2 X0k 0 4G I, - 3 e M0 R g
A AR 272 A KRR SYN 4R SCL B R A E I B X, s 134 5k b AE
— B IR (A 2 XA ALY 24 B — Rt o T & 56 SYN e SC, i L 3 S i Gl E R
i) — U5 1P bl . 2% B & 2k A0 it SYN i S, B AR [A] #4 B x ik A0 s 01, i
X SR SCE P IE Y L IR TP b hk A v DT AT REZ FEALAY . WRFEM b A 7 aX AP A, B JE
FiF ) PRI 2 Kt i A& A S S AL TR]— 3 1A SYN i) SC. 1M % A W ER B % 0 1) 34 B 1 A
SCCHVSS =W AR 4R S0 AT LA E MiZ EVLZ 8 7 2R ks

17.5 AN &5 7 45

'ﬁﬁiﬂﬂ]fﬂﬁ'f—-/‘*ﬁﬁ TCP g 1147 4 A 0 (1) It 29 3% 258 F ¢ oo A2 AN 52 B IRACAS L i
BIZRGE AT LAKE TCP 4 3% 32 379 A1 % 32 47 0 0 9 b =5 22 19 g 1 491 4 A 0B A7 Al 1%15!2
iﬂ%ﬁbﬂlﬁf?ﬂ%iféﬁfﬁ%miﬁuD%ﬂﬁﬁ{iﬂ%%%.l-ﬁﬂﬁmkﬂh e iIPI S ORI RS
Bz T i 592 B R T R X i 11 41 i s 100 Jist BB R 2 BB R 1 PR A
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A 5 TF %5 1 J5 250 28 95 76 o) Al BB T B 340 0 1T O R b H RO . A
DEANHE T FEA U8 R S5 RO E R b A AT 10 5 R JF % 52 8 11 EL 0K L A 7 1 LS L 95
K 90 M B XS FIN S0 0 B R 6t XE UDP 180 0 20 o A 90 e L o i
B TR F . A M T DA FE B R S L T 17, 4 v g P A AT
BE T TF SR

b2 I

1. ARFEJER RGN T &L ERIF A X or— DA s EEadiis 2 L EEA s, fik
DX G 100 3K 7P 288 41 i 1) B A R 26

2. WA —AFHLm HoAl FHLA 2 A0 0 A% TH SYN AR TCP 4 3¢, 2/ ]
VLN E Z EALETE UE 73 F 407 R ANFE A RE 15245 I 1] 154 B .

3. WS 2% vh g B A B FE ML 1A R SYN 4 SCL 2 AT LA E 12 EVLZ 3 T
FEH# 7 R AREIAE 528 R Bl 15 B

A, ]I B FR G TE i 11 5 R I () ME G P A T MR e T ke R M L LA KR AT
oo S S SIC B AH L 7Y ol 2t



fito A 97 e e sk tlerdt H 11

Al EFILSMBEFIEITNRE

JEF Linux 222 H (LSM) HL ] .+ 38 12 52 38— 20 AH 5C 19 44 -+ eR 250 X 5 W H 72 )5
AT AR VEATBR 2 . a0 R Ui Ial 48 B ok T 1 X A REXT AN R AR M4 e 5% . AP J%%JTzvt
ST T A FEEOR ARt — 2R AT ENEFETHE., A9 EIT
KA BB MAETER 8.5.1 1

AN 8 M IF & SCERIE F LSM ALl S8l T — A SCH M BRIz wI i R B R 58 . AR Y
JFESEATE Y R R R GRS .. MR AL HMIES AR 1.2.8 7,

A2 EFLSMHEFZTEHERIP

BF Linux & H (LSMD) ML, 38 12 50 30— 21 A1 OC 19 84+ R 2 X 55 € . FH A2 7 19
SERAE TR BAR R S S R A S R R . U 3 SR R AR P
A AT PRA T SO AR OG5 IR SCF CIn G B SO 58 Ao KA R P ek (EE 2= Jin)) 7 & 2 &
(b b R P s frad B rh A v H AR e T30, iz i AR P s i i i B AR AR L &
1ESF . AP JEIT & SCER AT T o — Se i EAR P AV s 17§ 4 8L ey AT M B H EHAK N
HUENL 8. 5.2 7,

A5 8 T IF A& S B AL T LSM HILa S B0 1 — > SCOF M B 42 o 19 R AU R 48, A
R SEER Y R R R GRS, KRB FEARLIEHEZ AT E 1.2.8 &,

A3 ETF LSM B K EZIEZF RS

LSM HE 22 v (1) 8 - i AU 55 2 25 Fh SCHF A R B o T & P I 4538 {5 8 /E . R 7E
P 4% 368 A5 5 A AH OC 19 84 - a5 4% il o 250, 550 R 00 S B G 45 ol Do 4% 342 2 Al 1 45 AR 1 4 o
S F Windows RGPS AR KB KECINRE. AP IT & 90 8 &1 i 58 5 [ 4%
WG FRAE A E MY LSM 2491 R B, M X I 4% 3 32 Al {5 3R R dE AT 48 . AP B IT & 92
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SERMOZTF & BRI G ARTE T LSM B 4a 2 . A 5250 8 Ty IF A LBkt F LSM
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