TR BERFHEARREREAR B
BEIETULEZLORERIAM

ITEVMNELE
(55 —hR)

ekl HA] o

¢ HEMEFFRUGIERTURFRETER
SEFEH

o REZEN “KHETHERERMR TEM
R (MERETIREREE) REWTEAR
=

& 5SE3TACMFNIEEE CCSERE)S

¢ [ETEHRETIEEZWHFAR

AEXRFH MR



R TAELT L ZQRE R T M

VLN S22 42
(% = H)

WexdE & A

ER

F i bR #t



N & & T

ABROTEI M %2 ) (5] 40, 15 42 K5 G O RE T4 185 — Wik il BT KRB
BOBEEEN MK MBI, LERBFEEMBZLZL2BORMLERE S, @B FEHITIR T HEBE,
HEERHNMBFEL B NIES K Internet B % & HAR B EACUHS B H BT AR TR (B Kb L W 4% BUdi 5 Bl
WHRAR BT M ARF BV M Z i RS ERE AR,

APHEE RREH RS LERMELES, —EEEASE Hie FEAMDHTR. 55— TmENR
BOARMELER, IRELERTFRAEL. FRELIEABHNA ILEFREERETZE . REANITREINESS %
2, NEFEHERMNRZLEBEARLIAZ 2 MNEHNBRITEET .

AFRE-FHEEAITEI L W ARE REERTREIL ML 2B, 3 NSIT RIS Z 2 TR
TEEARANR WE-FRIEFHFHSESR,

FHHAMEBFTEXZHRAGIRE . THREELR[HE.
WMAERE . B85, SNEFHREE. 01062800 130112193

B H FE R4 B (CIP) #1&7

AL &4 /WK S, SR 9. --2 . --dbat . WA Kt it . 2011, 12
CRRE T AR LM A% O IR AR R HORD)
ISBN 978-7-302-27068-3

[. Ot 1. OWk--- Q- II. OIFFEHMEE —Z2F AR V. OTP393.08
i E R AS B A5 CIP B2 52 (2011) 58 205352 5

REHE. LT FHH

HERI. R

EEENH .

HRR % 17 . 16 4 K% H iat b ft. bR EERFFEVRE A B
http://www. tup. com. cn BB Y% : 100084
#t = . 01062770175 BB M. 010-62786544

HRES5EERS: 010-62795954,jsjjc@ tup. tsinghua. edu. cn
JR &2 K f%&: 010-62772015,zhiliang@ tup. tsinghua. edu. cn

BN Rl &

x® il &

%z H. =EFEBE

FF A 185X 260 El 3. 15 - - #. 365 T

ki K 2011 5E 12 ASE 2 IR Ep e 2011 4F 12 ASE1 R ENRI
ED #¥.1~ 000

E fft: .00JC

Fe i 45 . 043534-01



Hif =

i % Internet 7£ 2 FKAYE LHUA E AT FEILMNE N E BN FEE R —, iTHFILM
280 A BR BB Aok dr B R KON VS B AN AT N HEIRE A TRA . B R K RE
Mt 23z i DL K N 0925 01 306 20 X5 T H 8 H1 045 B9 400 i P il ok bl . T AL 4% 2 &8 Lk
N #2527 A a2 iy 41 BGER Or

5 1M [m] 1, il 2 DX 2% R ASE 1) AN B 7RG, DX %5 D FH Y 0 20 3 B X 4% 42 4 ] it T i R
RO Z O, TFEILIMS REAW 22 E I FEH 22 b rEFFE
MR H B ME b, 8™ E R 2 MK FfEENESE, —Fm, iFalMmasfefdt 1
FENEREUMEHPIRE: 55— hm. ®IEEEE eI 1 ™ 2% 52 g e #3885 n]
R . 550 b, BT IR AL SO M 28 & A 8 — X 7 i . Bl A T U5 2R =Y N o, ) 2% % 4 [n] L H
f R, TPRHLM AR 2 B O H AR B R b L Z —

W 265 42 44 I 285 32 58 1) AT B 4 LA B 3R G v A i AN AT S 1) 500 52 B OR 0 AN PR AR 1)
AV TS Y TR T S A R L R L 2% R G 2k ] AR R R HLE AT, MES IR 55 A .
MHATT EJF, ML 22 M EREENE S, T RIEMS EEEWES, BihwhE
HEHTRILRGEWE S, HRGELRWEZ 2, EEA ZiFE L0 E & 815 5 5.
W28 B AR PP R E 2 I W B8 MM IR 5 M FHZ 4. T SOk, Laad
K28 FAF B LR 52 8 T R L 5SS E T 45 P i R DG R 0 BRI AR A M 28 L 4
O BIF 50 40

DX 265 £ 2 0 o 1) AH OC RS B R A& FRAR TR . i (¥ 52 5 4 I L S I Hb 1 A R L B B 7Y
W 268 42 A FR R X 2 & 2 1Y) BB S BR T RE , G B FE AR 55 — MUy i milt B SR AT BT FRL
oo AWBITH FEZEKE . Mg 5 LML S, — Jr i, o 8 LA BEE VIS J/ ik il
W20« FEAS 52 W0 52 7 72 G0 13 57 W 285 % A FR 8 1 R il b TR 46 %5 65 2 S 0 FH AH OGN 25 i B
oE A SE N A s 55— 7 T, B A F R S8 B, R 7E 92 B b RAL B IE , H 038 i )
e W R R N 252 2P S BRI . S BETT A2 N B4 8%
HXNEG I BB EMNMECTFZE LG I, IF 4 M OGN 28 I BR8 71 o i 9 38 R 485 5
Internet &4 WA LT ARG IF MR PEM B9 415 30N 28 & 2 B R B 48, U H 2
H AR 28 & UL o A =040 248 ik 55 0 S5 N s S8 I AR AS TN AR oG N 25 TR DF A 12
Rl SR AL AR ¥ BB RN A R BORB 43 3500 50 B ], 54 58 48 T
EIR R AE AR s X PR Ie A3 T | o 4wk, 5555 .

A5 LA W) 28 16 s 149 8 L &2 4 ] @t LA R AH L i) R 0 L By 4P AR O 8 =26, RGEHb 43 1 I
AW A IR A E e R KN ., BiT R B 95, NEERE TR
W 2% % R IS H B E WM T 24 B I IAER R Internet & 25 R JEEAR
fsh B H B AR AR (Bl K S M S P e R B IR B R . A B AR IRE T L e R
S B9 ) 245 2 4 PR FEOR i S it s M e kg, G S & i = . M B2 A i i R Se b
I8 W 25 2 A A O HRE RN B R, 75 BB 8 57 S B Y M 45 2 2 PR R iR M 28 & 2 (R4



Il it LM 2 % A (5 =R

) S PRI RE

ABANEERLHARG L ERE T IR bR, M ARF G & 2R,
HR R TR GER S E . AR SFBEROT R LA ST i AR K%
He B R AT AE S P25 A HR N B M 28 TREFCOR N IS % 45,

FEAR BB 05 A R A — 07 B BRI O 1953 A s 2] 1 i B2 RS AT Y
KA1 B SCRF e 3R s i A 25T

BT 9 B ACFA R B B RAMA HZ AL BRI A RS A E R ERE,
HFERIFSEMNER . FEH A THMIFIEIE. fF& 1 E-Mail 28 ylyao@nusit. edu. cn,

$:EEEEL%{¢W)9\%$5’Q'—:E H": l‘df(i“r Wﬂﬁ ht.t.p ;//WWW. tup. l.singhua. edu. cn ?ﬁa

%
2011 4£ 9 H



1.1
1.2

1.3

1.4

FH

A

o T 1 P

2.1

2.2

2.3

2.4

R I N 1
L R T LR TT T

2.3.1 XFREMAH 8BS -
2.3.3  HABBE LRI AD ceeorr e
2.4.1 NPIEWRFIEBEE -oee

= IS TS T S B SN S U S U S

e T e T
o W= LS W

17

17
17
18
19
20
21
22
25
26
27
27
29
36
37
38
41



IV

it AL 2% 2 A (F R

£3IE

3.1

3.2

2.4.3 ElGamal 25 FA B AT  coveee o
5 = PP
T I 1) N PP
2.5.3  NEAEETY TR BRI AR B B BE AR T TL weveervenvrrvnnnnnnnennenaaaasennnn,
- ol
551 PP

2.5.4 Diffie-Hellman %40 3¢ ¥

T 71| P PP
TR 0 - B L
3. 1.4 BUBIFGIL woveerrerromenns s nnn it eeeeee eeeeeteeeee i e eeneae eee e
U S BEE JG, vvvnnveneee aeeees eee tee eee et e et e e ees eesaee e eee e e anaanseeeas eee s
3.2.1  BUTEBE A TRTAD wveevv oot e e e e
3.2.2 FHT/NAB A BT L ETH coeeenee e e e

i

4.1

4.1.1 BETFTHAFIIATE coveoererocerontacetrtontorttienetaosssroneestonsesncssossosnes
4.1.2 FETEREEHYIATE overvverrerroeoreorannsrentmtontenineeeiieetieee oo
4.1.3 FETFHEWEAFIITAGE - veveevrrenrermeenmenaeene e st e e eae
e G187 18 P
4.2, 1 BATAJTATIE woeverrre e oo e e e e e e e
£.2.2  FLIAIIAGIE woeveerrerreseeseermesneaneaeeiieineieeieeiieaeeteeieeaeeaeeaeeseaaeeaeens
- 78
4.3.1 Kerberos PR 4 «eceeceressesssstnntesteenttmsarnsstosssscesstassssnssrsnsssossns
4.3.2 Kerberos JZAS 5 ceeeeeeere i
A, 4,2 AFETERRL coecrenctataonennetontiianiossinionsoststesesasssssonesestonsssonsnsssessns
- 91
TR I &) (G 7 N2 o [ PP
£.5.2 PIAFHLAL woeeeoreoreeeeeeeiee ettt e e e e e e eee e eee e e
© 95

Kerberos

4.4.3 X.509 A 3

4.5.3 PKIX XL

L
45
45
48
49

54

59

59
59
56
58
60
65
65
67
638

- 70

71

71
71
73
74
75
75
76

79
84
83
88
90

93
93
94



B T ee e e e e e s e e e e ees. O

5.1. [PSec R ZREEFE reverrerren i e [ ()()
5.1. IPSec TAERETE coeeererrnmraee e et et e e e e e (]
TS /A0 B U T P KO LS
SSL R ZRZER]  ceveerre e e 110

[nternet BRI ceveeeeenernnomomeoeeoeseeteetimt it iisaeeseeseeeesaenseneansen e eeees 27

ﬁ%ﬁ'ﬁ_ﬂ T P I 32

wn
W
NS ORI o -

[ I ST S T e T S T
e & B e

o
o
o
o.
o
o

o
D:.
(SR |

wn
N

6.1.1 LﬁLJTEEWHUﬁﬂ T Y1
6.1.3 Ju\_{tﬁgp{%ﬂ&ﬁ* B T T TR oY
6. 2 Tf;;ﬁmﬁﬁfﬁ R B T

6.3.2 AQH/JIVEJ}?}E 148



Vi it LM 2 % A (o =R

T T b T LT 157/
T v ae eeeeeianeee e e - 159

g o
‘ﬁ% n
i

B 7B BB e e ] 6]

|
f—d

B3 K B A 257 wevvenvmnmnn e e e see eee eeeeee et e e e eee seeaeeeen e nnn e ee s ]G]
BIj K G R TE  vee e v e e e (62
BI K BG F FR R wee e e e e e eee e [ 63
7.3, 1 AT IERE AR cee e eereereee ettt e e e e e e ] 64
B K BG AR ZR 25 FE]  wve e ee e et e e e e s eee e [ T2
B17 KB B0 FH 5 R B wvv v eeeeeeeeeeeeeet i e see eee seeaee eenaanean e nee e ] 75
T7.6.1 Bl KRG R ee e e ] 75
7.6.2 KBS AR oo e 176
551 O PSPPI N

=1 =l
S T

-]
N

|
(- |

8. 2.2 A RIELR LS T v vvvvrnvrnrerrrnerseeeaee et ees e e |84
8. 3.1 AARKMMEIR -+ vvvermrneeeaee et eeeseecee it ees eee e aeieeeeea e ]88



Vi

S

- 211

9.3 SZHE VPN 1y 2% il

- 214

9.3.2 L2ZF

- 218
- 218
9.5.1 MPLS [YME S FLL I v vvvorevreosrmmesmsennsenaeinent e seaen e e,
9.5.2 MPLS ) TAE)R -

9.4 SZHL VPN 1 =2 iE il
9.4.1 GRE =

9.5.3 MPLS VPN i1 2

=8| E%E

9.6.2 HtF Web M % #5821 SSL VPN

S

200

201

201
201
203
205
208
208
208
210

211

216

220

221
222

9.5.4 MPLS VPN FUEUHREE B 51 FRL vveeevnrmnnersoeeiieneees see i eeseee e
. 227

FH EE'EE

224
225
225
225

228
229



o5 1 5 i A

i ot = S RPN A AU il N T S N Sl R - 4 s A O P = N A 5 el e 7
020 VPH SO SE 2 A U FE AL 2 A2 7 AUV 38 P /R FBOR R 25 . BEFT Internet 7E
PR ARG L TR AL A O (R B R R AR — . TR LM 5 Y 42 BRI
KA AR B 2 5 AR B L @I ATz B R IR G AR N B A B
BT M 25 1 Nz HANST [ K R AL 2z e, LA N SR 1Y 25 T3 2 R TSR M 26 Y 4R
PR 5

(B 5 )[RV, Do 268 %42 4 ) Rt B A2 2 HY L 32 B BOR BT Z WG . THEEHLA M 28 R e A
Wz 2tz % . i HFIL A H i 210 12 F FEMER H et e mZ =i, & AP A EP; .

i TR ILM AR 7 R RS IR DUE R P 3RS 5T, s IR S S R R SR S R
T M2 Z B R A BGE RTREYE . S0 b BRI NN 2 R X T ), B T IR
RN a , I 2% 42 4z [l Rt H 25 28 . THESEALIN 28 19 %2 4 2 N 24 A5 B At i 1 4% 0 ] 7
Z—

1.1 &% 224l 19 Pk ik

THEPLM S . JCH IR Internet. IEF G & ™ H B EZ 2Pk . Internet 2 — 2RI
BAL TR M 2% 78 &2 IR K, &2 T & S AR B B, 37 B0E P Z 181 A7 78
FHERR HPAZEERN., W, Internet ZEF B & L&A % 8% 407 Y ] &4,
{Hi&, i Internet MBLEHTY K, H P& E AR K, SMEEEAC L2 %k, mH,
DI RIS B IS MR E N S ML T H S EK, Internet #FJ 8524
TF R B T4 T 1 AT 7% TR & 2 IR © 28 BB IS I Y AR 77 22 .

1988 4F 5L B B e i 22 19 ZAE 45 Internet F@B 10N EVLZE . ZIGREE K
WM& L 2R A WAL, R I-1HH T IHERNE RMGEZEHG.

K11 EXMNEBEREEHR

wE AW At lE] -7 5]

5 By (Morris) B Bt 1988 4 Internet F#E 1t 10U @i EHLZ E

H5 W0 ¥ (Melissa) 1999 4 5 H — B PR AR AT 100 000 BiFE ML, BRI K Y
15 {¢ 3%t

Z H (I Love You) % # 2000 4E 5 A 15 B2 87 1C K ITT ) & B i R

41 {6,215 (Red Code) i H 2001 4E 7 H 14 /MBS R T 83 359 000 B iHE L

JE 1% (Nimda) & 1 2001 4E 9 A = ERT 160 000 BT E VLYY, & B I 15 12
EITH B P R

K IAE (Klez) 2002 4E 1w 7.5 44K TT R E T ik




2 it LM 2 % A (=R

gk
w8 2 W mt 18] ¥

#hif I (Blaster) 2003 4 i B2 8 42,3 TC i) 4 B i Ok

7= 177 1K (Sasser) 2004 4 5 A T Y1 68 Jh 1 a8 R Y 52 w8 1 v U

% 3 (Zobot) i i 2005 4 8 A BHER“PHE"MBH K" —FWERERE S, M
BXFRWEE Rl T A TPk

e Pe 2006 4F i 29 80 2 A B T Y 48 Bk #ii ok

KBS F 2007 2005—2007 4F EAREITHE KRB, E8% =K MHFE+ K
i B

AR W 25 5 5 2008 4E B2 S-S FE M bR, 0 o 5B R A
B, R TR B RS 1 i

Conficker ¥ 2009 4 B TS ELLT i E L

LA, WG E 2w TR Z . UGE M Hah e E MG 3 E A 15 R/ D
PARINY S 73 =T U ril B = N DK S a8 W R D2 S kS 118 g RV )1 1S B S T R I A N SR A TR
JE 18 3K X FF A9 1R 5 B R o (0 FH4H & 19 B J7 2Ok SR AT L 7% L 38 i B — AU R K
MfE . 2003 48 1 H 8GR CE L BOBBUS AR 10 Jr8h 50 T 75 000 HEFSEAL. A
WA E AR B H 238 2 00l OB SR B gL iy Ik B, B, A fR TR i A% #53
PRl BT, AR AR AN T £ 5 X et 3 i R SR RO B AIK 1 . 4T, By ks = AT H
K B A Az A 0 32 B DR 0 4 i {H R Ok R 22 ) B BOR AT DA S Bl K S s A AR TR
Froam A Internet JE A5 i 10 R T2 a0 B K B ) )& s

H 1994 438 E 1E =82 A Internet DA, T 5 W B A5L A0 6 FHVSE &2 . 2009 4, v [ B
Bk /¥ 245 B p 0> (China Internet Network Information Center, CNNIC) & 15 ) 5 23 K v &
TR & RF G B .8 2008 4 12 A 31 H .o [ MR MALL R 2. 98 {2 A3
R IR B 22, 6 %0 AR A 41,900, SR B Wb [ BRI A4 G0 25 AR OWL & R R 4%
ZERHENAT . GERE. YT MNBEZLILE IR IEHN FEEZALLT =&

(1) /T3 A v [ B M FF 22 PRk 2 e, R . YE s FH P B L. en SR8 B0 A
CL 2R BR s 3RS — A7 1 3K [ W 2% &2 42 BE Ak it 2 1 PR AN b 50K ) 72 i 1) 20 4 . B AR I I 4%
F A P /Rl R 22 K LS Y 28 48 BIOXUAG  3X =0 i 9 J B 4R = B0h [ B
Ik X 2 4= ] fgi 1) 2 H

(2) FEAE BRI AW, Yo T B H 5 %46 5 AL B O 8t Ok B A2 2%, ik
B L B A X K

(3) HL 17 S5 OB e, 5 IS b 19 e @l AR 3R B #frflG o 4% 1A Y R 40052 3% B
ey R eE, X E R RGN RFE YR B,

MR YR A AT B & 4 W% ) 2008 SRR 2R P8 15 R A R 15 B it . 62. 7 %0 B B )i &
B A e s B W 2% 2 A T E, P R B T AL B L G HORUAR SRR R 1 OUAK AR O R
HH 3 R UK A A 28 TGt | g 11 43 7 SR 44 P X o B, 30 R B 1 R I B R S Y RS
E 1-1 Frs .

Wb & Wy 2 B s 2 B L 51 s A1 P 0 A 6] 59 Xoas B, X BOU s 35
K FH L o ) o1 1) He 5 2 28, 68 A lk D R FH AT 46 28 89 79 A =X 4B 468 ik 55 (Distributed Denial of



1% iR 3

20032008411 YL & A HTE AR L
13 899 717

14 000 000

12 000 000

10 000 000

8 000 000

6 000 000

4 000 000

NN NN NN N

2000000 £ 13568 20059 50745 240156 283 084

y . _any .I -.

0

I g

20034 20045 20054 20064 20074 20084

11 KD mHEHEHEXLL

Service , DDoS) 55 Bty Bt » XF 4~ A P W8 5 B3 Bl 5 L 238659 55 T2 & BUH P #940 A 7=,
Ko 4 AL AS DU) 3 2ok 9 4% B f R AT I 4505 E L R IO P B TS

2008 4, g A B 52 BUAR PRSI, AR 5 R S 1) A 0 B AR R 7T e 19 R R i 55 R
= HF R, 2008 4 24, @B 22 B EC K W 2 40 (National Computer networks Energency
Response technical Team/Coordination Center of China.CNCERT//CC) X & U, i) A & #2
Fr i SR B0 AT T R I, A B TR R B b X AT 302 526 > TP Hbhk A EALEEAE A TR
5, WA BB URL 858 /0 b BOhp A 20s A Br 38 i . 2808 % 5 570 (AUUE B S AR
B 45 ) 1) HRL 1 IR P 50 L 7R AN BT I L £ X DN'S R 42 5% IR 55 i 1 2 i B A B
ZHEa S B A N4 N 1 A TR 1R 1Y 2 4 ) A AR

WAFE 2 B Bl B ] 2R i 7R B RS v b A AR H g B AE
. BEE & E BN (F B ARG d i ik A5 B AT R E R T MG HE B LW il
KEFEFR L2 M SRENEZNZR S5 AR M2 a8 T EEEK, R
A B A A EE B GE R R 2 0 IR B i E R M4 (5 BE 4 o =5 B Akt
A v R A A DR ) )

1.2 &2 AR i

1.2.1 MBZEHTENX

T HIL I 25 52 F1) FH 3 A 2 g 0 s BEL B b o0 B0 TF SR PIL R GE 1R i & i R OR L R BT
A AR SCRF T S IS BBl R M 3L = o0 B R Z 2 F LR G, M 459 2R
o 5 A A5 A F T R A O R R R RS

HIUHNZEREAGELE MHLE FERELE MHEFEELE MEFEERGLK
EMHFIAGRLEGIRIGEERELES. UL OOHEE, ARG IRAZMZEE



4 it LM 2 % A (5 =R

LR R T AL 4 IR TR B REME 217, UAF B R G A6 A B AL S i (5 B
ZR LR, XEARERZRERBEMCR. B TFRAANGE R RGE KERE LT DL 2
115 B i v o 2 0 5 B Qe VN o P S NS e - e S 8 1 4 7 e S R o s 5 s 2 = 3
W 25 1 T 322 g R 8 A5 BB A5 S0 e ek ) 4% A7 A% B RN Ak L L OO R AR 2 4 ) A IR A R

W) 28 &2 4= 45 W 265 51 G0 1) B BB 14 DL K 3R G b A7 fid R A% S v 5080 2 B R AN B SR 1Y
oY W B T R i A A LB O L R P 2% R G o 2k T SR R R s AT, 2K IR o5 A
W

B, M L2l aiEFERE L. U LRGSTWEE 2% 2P
ANHM . MART EJE.MELEEMEMS FREREZE. I THRIENZ FEBHE 4,
HAWERIER EHHEIREN LS, HIRTEERUE LML 4, & A EiayLm
AR A AR BE R 2 A RN AR T B R A B Jm i T B R IR A R 2% ik 55 RN
)& 4,

W 28 2 4 1Y HAR & SC2x Bl A A £ 40 OG5 iy 22 Ak i 22 1K

MR P S A 58D 8 B R U L A AT A B2 0 A N R A S R ok A1) 25 19 15 5 7E
2% P AL St e 08 R R HL B Mk L S B PR AN LA L Rk e Hif A S FA G L R LB kL K
%5 F B AL B 5 A 25 .

MR 2% 3z A7 35 A B 10 AR BE R UG, A AT A BE X I 4% A5 2 11 15 ] 32 3 O 4 A o) L ok SR
i I AE 8 4B 268 ik 55 R0 X 4% o R AR o R R AR A S R L Lk B A R 2% TR K Y
B
M A BT AR B R U A BB X R ) A W B S B ZALE AR B AT uE A
W, e R LT Bl L B e X A S A e L O E K E B Rk .

Mt SHEMBRIESMAERIE, M EAMERONE . S5 SEE MmN E
J& 1 A BEL A% , W 2500 H A7 45 4

1.2.2 MZZEHEN

MR W 2% 22 4 1 58 SCRTHL, M 4842 4 B LT JLAN R T

(D L. RIER R SE B REABAREAH P SR SGE R Bk S (A .

(2) 58N . AR BAEAT it BAL F F AN BB 0 B3R JF EA R AER B ER GALFSF.

(3) ATHE ., FES1E B RGBSR IE & U [R]85 1 BI85 A AR A W 58 1
e A BT A5 2

(4) aTEdE . X B A7 5 1% 3F oA 58 4 a2 68 77, vl LAEE AR 8 /Y Bt a] A1 AT
i 2
(5) HE, W2l 51k . 45 15 S a9 ] H B . AL 46 15 2 50 52 2 1k L o 7% A0 208 N Y
SO . B R B L e R AR

Horpr AU | 52 Bk AT AT A G B0 2 M A e = A A

PSRN IS < U 3 7@ ol o oS N5 e o v 3 i SN 25 B O = B o i I i é )
FROCH AR TN BRAE AR M 28 42 4 (I S 0, 2842 40— 1 18 S SR ALRE 27 L M 28 R (i
[FROR VEMNEAR (R ELEROR LS e R ERIBFZ M AR LSRR .



¥
el
=
[;.

1.2.3 MBRERREH

[ R Fr EAL ZH 2 (International Organization for Standardization. ISO) & T JF At £
4t § 3% (Open System Interconnection,OSD) ZZ A, B 1 & Z il M1 E P05 % 5 M 2%
bR EMEZR , (B2, Mar g C E AR MER TCP/IP 2 % i, Internet W 2% {K & 45 ¥4 5t LA
TCP/1P A%, BT TCP/IP 12 % B RUKE T AL 25 0K 28 45 74 73 hi 70 4~ 2 0K, 43 93l 7
I 2% 32 11 )2 X I OST 2 %545 8 v i) 49 B2 A R0 B 36 )= 5 PR L% JZ 3 OST 2 7% 15 Al
R ) 2 )22 o 2 S A O AL B R AL AY {5 [n) R A% A 2 L % i OST 2 25 450 8 19 4% S )= . i
J24 SR 4R it v 3] o 1) B AR D g s DL ZE X RE OSI 2B AR & 2, 4 P S 4 B il 22 49 2%
R 55

M 28 52 2 ffy R TR 255 BRI & )2 AR RE 0% SR B — 22 19 42 4 F BoRTR it 32 1A [m] 19
Lk . B, B MR RITCE RS ML 2R, B R KA L ARER R
T SR M RGP E B %A

El 1-2 JE G ik 7 ML 2=k, F ARG

W TZ

{% i/ 24 2
(3~4J2)

PR /i T2
A T
HERT 2% 2

El1-2 NEEEEX

TEP) Bz Al DATE G 15 2 g b R HOH g 5 ik v 0 S5 BOR Bl 1l {5 AR 4t DL R (R
A A R R U D) 1 7 X A e AR R

TERUIE 55 B8 )2 X T 500 S B B B 7T LUK HdE (S R VLt AT g . (R B R IT— 6 1l
aiw DEA 50 R0 B B AL S Z A0 AT DAVEAT N L AEVEA R S — S UL4R Y AR . B 4 2l
F IR 2 RS B 5 )2 DGRB8 0 . (R IR O 58 DGR3 N 8 ek 224 sk vl 10 19 3 1 % s I
NAE B BE BRI N i R, ST L R

TE W 265 )2 . 48 FH By XS £ A Ak B 28 0 0 245300 5 m AR 8L At ok H WIR 283t ik 9 4= 5L mT R ER
#28 1E U5 ) WELE 5 9 s hE 5 AL LG50 N AR I e 2 3R 3 FH P R D )

TE A% fa J= o v AR FH Vi 21 e 19 00 %25 CRIV0E 2 30 0E 7 09 ), LA 32 AR B i s ad B m9 &
ik

ENHE, TEEE S HP S TAGE, R B L@ el E{EiE,
1.2.4 MNELZELEE
Bl 1-3 51 T ML eER JHEEMNEER —F X ) Internet (B £ 5 — 8



6 it LM 2 % A (5 =R

(B ) » &k M Wy 2 28 T /Y 3 4K, 06 20 38 [a6] B 08 5€ 178 B A8 # i AT 55 .l 1o E X
Internet | M & 3% 7 BN 32U 09 i B DL A2 Ay 38 [6) {dF FH @938 {5 i Can TCP/1P) 2k # 57 1%

a[{E I = g5
’fffﬂﬂm@ﬁ%«m%ﬁEWﬁM%hhxxx
Vil BT
B [ 2 I [ ¢ | Bt |
%—%?*%*ﬁ %~%~<g*§
B ¢ g
s ik fafs

EH1-3 MEZzeEB

Y B BAG LIRS B DL 52 8 L B S O A sk S R 4% i 4
F oA U AT Ar] FH R SRAIEE 2 ) T AR SN R .

(1) KT x5 B ir & A 4. 6 an . Xl B 17 n %5, B X iE B k17 2 4
{1575 B AL 38 o B2 v X Yo & AN vl 38 s B0ERF 2 T 1H BLRY e i B T8 B R 3R R &0k L
{2 0y AT LA 3 T I 2 0% 56 ik A 3% 7 1 B A

(2) RO SLERBRREE R A B X EFEEARNNIEE A, il Ed. el s
T %8 55 TE 18 BAR Sy 22 WRETE BN & 1 A B WA R TE B .

HT G BN E e O 2SR HEERTAERNE =0, B, 58 =0 ST
5 BTG gl AR D07 X B & IR s BUE G R XU K TR BAR S iy 1 S R AR S A
. H 28 = R PR .

AR ARG RA T K e RGN SE PR B 4 S T AT 5 .

(D Wit—NEEHU SR S22 A, 2830 20 # o i,

(2) AT EEHNREREER.

(3) Wit ZMILERER BT, DRIEIZH %G B AR M T E AL,

(4) Bt fF RO 8 H B o Z PR 2 2R M EE B Rt E 2 k5.

& 1-3 FIr 7 4 I 24 2 4 A5 AU B AR 2 — R AR L L B Rt A Hifh 5% &6 XIS IE

R R VR . B T ROBER I 14 B 7% , B0 T L 4 5 3R 5 0 2 T
IR
ERARS
Wit % LSRR
Az | [P DI O
LTI J i
i e B
A e

Bl 1-4 MNEKHFaLzLER

Wzt HE AL ) B i 1 2 e ALHI e PRS- RAOy M I RE, e & & T 04
G sk A izad B RARVFRAUH P I 5 2RAK O Nl A L IR B TR I R AR A



%1% # iR 7

W EE AR SRy By . — BARE P 8RR AS 1 U5 R IR 2 fi 25 A P ol 92 ) 2
F 28 B Y 5 8 Bl 2 s A0 H T 30, e A i 0 4R S DUE R IR IR AR & .

1.3 OSI ‘Z2k R 558

TE R R 28 TR # R VEHEMM G EZ 2 REN RIS RSB, 2N 2RI R
ZE TR A 28 A A ] JE ) REAAC i D 7 52 XX RE AT RE DR IR I 28 2 4 ) E 1Y 5 A P A — B0 L I
ML MMEHITH, I - TMELELIERREW TMNEZ eI CRSEHA
AHEE X,

H T AR — P A% 4 W5 5K . DL &% 4 7 i AVECR #E A7 PR Fe 4. 17 33
AW VT B DU R R G Y ok U & W B SR, I 22 T R X B KA Y
PR bR MELH L (ISO) F 1989 4E IE AN 1 1SO 7498-2. “f5 B R G- TF M &R 5 H.3%-
ARSI 2 800 #REWREW”,EX TIFRAGSHEGHH R T 5% 2EA XM
AR RGEW TR AE RN OSI RAS FHHER WA FE, X&— D FiEiEHNE KRS
4, % T HAK N 25 1) 42 AR R G50 B 48 1 E S HAZ O N A PRk A 1 H R L 6] G 7R
B AR B E e,

OSI Z 2R R FEXLFL U T ZeVLHl AL eiks ., LR M E XmF .

(D BEWFH: (EMELCWVERRELZ 2N,

(2) REHE . FHARAN PH 1R XE 3 M M RS E 3R B RS B 72, 50F 2 X
U RS NA

(3) RS Mo ZE A 3 5 G 5 BAL Sy 1 & P i) — i 4b 38 72 5008 157 ik 55
H B A T HH—Fhak 2 fhede 2 0H 2E T R 5t

1.3.1 Z£IWT

W 2 e T R R PR L FUAR A4 ST AALSOF R LI 2 b 45 B IR L s E R T
e A4 ST RALEOT RIS A ST R, FEREER EISO 7498-2 ¥ & 2 W& o
RIS BN sh i A s . v sh G R EN R VRV R G ME B AR RS IR E
Vilnl B S P X X M s sh — A g2 3], T sh s W2 ot v A B /5 15 B
BT N, — R BUE R G IR BT W R GeiafE .

1. #shs &

B 2h T SR MUY O i S A% v A B R AT B3 Wy AL, 2 H bR R R AL AR B
AWM EZR Y AR B E MR,

(D 5 B EE R LHEE SN AT, A 1-5 () s, B J7 0R 2 fAE 5 iy
SCAER T RE PR B A SR SR 2 AR BT B I AT 5 B

(2) R WL a0 M 89 07 325 0T LLAI s A5 a9 P B, o & 1-5(b) Fras . O 1 Bl e AR B o i
U TH B AE R L2 — MBI T g, il F 3k T B WARREN Y B B AEH H G
B, BE . EHP T TmERY . BEEV TGRS X EHE BRI, WEHETLLYEE
{5 LAY B O AL B AT DLW ZEA% S %) 98 S B 40 3 FC B, T X 2645 8T DL 40 e {



S H AU & g A (5 =R

w Internetsl Ho{th 8 {5 1% hif

Bob Alice
54 152 A BobZI| Alicef1 14 L IN 75

Darth

(a) T K N RO I

Alice
W22 M Bob#| Alice1 714 BN %
A 8
ﬂ?
Darth
(b) it & 5
B 1-5 #ahiiE

Y o

0 h X i AP SO B Y B ek, B DAAR MEZR e . SRR AR (R B R T B UL
Flvw B AR WO R I R U E A RE A S = e & TR B #E WEE T i B,
Kb B B T 1 EE e B AN S A

2. £3hIE

3l Yo A A5 0 s i AT B e B O aE B AR T . AT e . PR R TH B VR U 4B 4
k5% Pa 2, Hosz g s B an &) 1-6 B,

(1) thEE 248 IR 2 il ) py sk, LR ) 2. s & WA ES B R EH
Jm A R A UEAR B 217 O, XA & A AT R 3RS H A SEAR B 0 43 i ALRR

(2) FERETE Y &K A5 0905 B AR &k, PO 3 BE AR

(3) H B EBETE W A B &% H Bk 58400, 580 28R H B A A% 4 LA AR 15 3E
ZEH .

(4) ¥B48 Bk 55 & 45 Yo & i ik ik B b 3 Ge 45 1k 52 A ik 55 35095 I 15 [ 5 DA i BH 1k 32 A% S
RXT RZgeny B HEE B, AR IE S A 2SR A & m i B Ay pg i B DL IR A
W 2% , B B {7 1R 26 2 3%, B 1 5t 2 DA R IR HL PR fE

TR EH SN FHFEAEL AN S . #sh B | A XELL g A I, (B 7] DL 2L
B . — T, PR R ) B E R A AR E R R B TE R 55 S B A 2, E oI
i e DL 4 3o B . AH 2 S A . B L, Ak B 52 3 Bl /Y EE s FE TR T 5 A O B Al Y
JE R R R 52 3 ok . B R A T o B o A — B R PR R 5 B DA AT AR AR R R FH AR 3 3
Wi .



Bob

A E Darthfyi &, HE

w&%% K HBob

Darth
(a) Phi

Internet=§, H it i 1% 6@
#3E M BobEl|Alicefyyy  Alice
B USRS Alice

Darth
(b) B

Internet ol HoAHH 78 {5 15t

Darth{Z i M Bob
Fl|Alicefyiy &

Darth
(c) B E

Bob

Darthi 24 i iz 5%
arpe LR 55

Server

(d) fEEa AR 55
B 1-6 EoHHEH

1.3.2 Z£hk%

OS] K R G5 1) K5 % 42 ik 55 7€ XN {7 T AR GE b 0= 32 85 09 ik 55 - DUTHT PR HIE 5% B¢
IR AL T R Ry ek, RFC 2828 K& &R E X o —Fi i &G g X R G %



10 it LM 2 % A (5 =R

PR AT RF IR DR P 1 A R B0 1R ik 55 5 %2 40 ik 55 38 1k &2 A AL ) of 512 30 &2 42 SRS

OSI W RZEEME LT 5 K3 14 M ELRSE.

1. %30k %

45 5 R 55 5 PR b AR 0 5SS A G L PR A X6 E R b o AE SR R B SR IR A ], FE R
RIS RO L0 IR 55 /9 D) RE A ] 322 WOy PR UETE Bk A B BRI & 56 07, A 2R E /Y
EEH P . X T IEEIE T B3 T, S0 IR 55 W o8 X P47, i e TR R W) n Ak B B
8 5 M 55 AR T A SIS AR S AT AR Y A S 1 S S A AR A At AT R S AR SEAA, T AN SR B E
(). HUR 0 IR 55 6 0 AR IE 1% B AR 3258 = O 9 TR L B = RN BE W8 Ok e S A 1k 5K
(R B — A T R R UL sl 21

(1) XF S5 SRS - 220k 55 76 B 38 38 #0 3% 52 8 7 i 4 1, TR 0] — B 2 A 3 4 SC R Y
By ik S22 5 B A 5 1 % S5 SE AR S e i 1 SEAR L B R B E

(2) ByaIE 200 . % IR 55 X B 50 i ok TR B2 AR w0 A, ) B2 0 DR E B 20 B Y B R
Bk B Ir R MR & . B AAEERT 1k 3 BB M B T .

2. 19 4% H IR %

V7 ) 42 ) ik 55 62 45 5 O A UE RTAL PR 35 1k , FH T Bli 1A A 52 AU 7 R 2 0 H 3O &
BrgtE . 1R S AT N FH 0 5 U &R U ] 28 A8 Clnadi (R S IR A L 5 B R 2 .5
D 53, 2 R T R PRAT ) R B IR Y B A 1 I

3. MEREMRRS

a5 PR ik 55 0 B Lk I 2% 4% 38 Gt 22 18] 22 482 11 25040 9 38 2K B0 8 3F ¥ A7 B it 72, $2 it
LA DR . a0 Al g AR R Bt e E S M F BB it pive. REMHAIE
FH A2 By 1k A% A 1) 50405 18 3 o sh ot . HAK AT 20 i LR JUFb

(1) RN XA ira H P 8 S L2 R b .

(2) TCEARFE. M TCERER N-SDUN JZ IR & %45 8 70) hir G J P #dE #2144t
LA PR

(3) EHEFEMAEMNE. - DEE M H P EIESR R TEER N-SDU N # 2% 1
FE AR IR

(D) 7B iR E v . P& n] AR 48 W 225 B i 1m0 20 B H 09 A G AR B rd O 4, M B 1k
1 1 U %% 38 15 b 55 1T 4R T T B R UE A R | K B B AR Tt b Y Al O A R A S
FE.

4, BT MRS

o 58 Btk IR 55 By 1k JE ok SR 0 IE F B Be b AT AR B L B ok A A | SE I AT BR 5 L DA
R AE B A ek R rh i 8PE k. Bl SE BEIR S5 A A A DL REIE i R A E A
[ FH P2 0 20908 52 B R 20K,

(1) HRE R EESE . iR A H P SRR IEE 8% . K7EE 1> SDU
J¥ 51 AT fa] 8000 AT ] 48 2 A A L R AN K L R T AR &

(2) APk E W e R . 5K i % 8 58 B 2 5 {UFE T A 2 ik 52 Thie .

(3) mEFEWEETRBE.: Rk — 1 EE E LR BENEETFBER BN,
DA R ME S 8 X e 3 5 B2 A C B 2 A N BR a1 .

(4) Tk, BB T EERN SDU /Y52 84, 3 L3 fE R 20k 2 /Y



£ 1% M iR 11

SDU &R Bk, M. i 0] DIAE — & T B b 4 4t 0 o B sl iy A6 0

(5) MBEFERIEETEE. RAEFERANTTERE SDU NEEF B8 E. IF DR
EAMEREFBRZERCHIEM.

5. AT H AR S

AR B INR S H T B 1k % 3% 07 78 & 26 B e 5 B O &kt DL R e iy e Wi 3 55 e
Je A AW B B Ok 3 B E AT N

(1) HA I8 SR AT 59N SR B8 2 08 42 A 2500 R AIE BA L By 1k & % 3 DLJS AT {a]
A P A5 A AR B AR WA AT N .

(2) BAZEATUEBA AT SN S8R % 0% 5 42 B 808 28 e B8R, By 1k 8200 LU S AT
fa] 4> B A AR B R 58 s N A B 1T M .

1.3.3 Z&£lil

N TR B RSSOSI LR R G E T &L . X 8% L] AT o bl
PIZR: —RERE NI BUZ M, 75— KA E TALM A Uz 5% 2 iRk 55 .
TEFF E R UZ BB B — 2E 2 AL a0 F

1. w55 AU
X AR AL B A X B HE BfE B U AR L IF AT AE o HiAh &2 AL A FE . N Lk

D XoF k5% 1 25 0% A ol o o %885 40 figk 5% (ot FH AH () %) Rl 2% %5 4H

@ AE X R 5% A B AR 2 i H A TF %80 i H RN 40 . & 5 T i B0
Jin 225 SR A FH %55 BH A FRAIL

2. ¥ F % LA

BF 4 4 M 7E £ BT b Y — S B0 L SR 0T B E BT B 0 4 Y R d L X AP £ TR
ol A J8 70 VR EOHE B T Y R SO B DA B B T Ok U5 RN B e B0 Y 2 B M L IR DR P B L B Lk
AN . BUFZE A VL0 E WA 3 A2 L B0 2R o0 28 4 B IE 28 0k 44 1) BN BT

S RS E L NSRS BAE SR8 — A B0 e 1 7= AR Bodis B
TR — BRI E ;s I N HATF FEAGEERMESE A REARMTHEZEN
CTHEBRSAN., At B IEdEARESHERAENEHEERE . HFEANER
FaEEs R HEZ ENL HGE AL,

3. 17 19 3= ) AL )

1) 2 ol AL ) 6 FH 2 S 390 %) S AR B 0y L S AR I AT O AR R B SE A 1 BB 1 Ok W E I S
SEAR Y U [ AL RR o 254 S A K P e I 4 B0 5 1R DL AS T i XA R 52 A IR A 1 1] 45 T
) RE K 5 266 33 B A 1] 3 7= A A A (B0 18 o8k T ORIE N & 29T FERER A —3B 47

Vi [ A il AL AT H DL —Fh 3 2 Fp(E B 2R AR B il .

o VinEHIE BE ., ZEAAA XK R U A ARR L X FRE BT i B2 AT 0 B 7E B

Vi 0] 1) SEAR R AT

« BHMER. W%,

o FHFEBA U5 ) S A 0 R 4 AR %) BE 1 A A

o RPN, VF A BRI K 2R T,



12 it LM 2 % A (5 =R

o 3k U5 ) B A 1]

o V) Y AR

o Ujln] By R [A],

4. FLIE T AR

BTt BERENADTm: 2B P THFERNTENE, 28R LT K
F¥ 9 ) 58 Bk

fiff) 7 B A B T 58 B MR AL S B O AR

@ J 15 SR B8 A B 1 521> ok B (BR M AL 5005 = B [ N e iz 8l B ot |

@ B TR = e — A X R A B L 5 TR IR ) - B R AT BB L) o AL R b B
P A B, (B2 AU X A AILE A 68 B 1k B 2R ST Y A

Xof ¥4 4 A YR AL S v 20U BT R 9 52 M R B, SR B BA A YR G &R L 0 S
5 B R B S RE . R T 0 % R B R A% e (o FH S ] 3 AT B AR — R By kA 0] e SR OT
& 1) R e T2 X

5. % 5 & AU

45 5 A e HIL i o B (R B A O ORI SR By i AL X AR AL AT an R £
AR KRR R HE B CAnd 1757 #8252 07 SEARSGIE s 0% B R s SEAK I REAE I
(B @) HEAE . AL T 5 AN 2 KA G IR AR [A] S So R 48 5 . 4k H & S 3R
F, 2 50 A2 g AL mT LA 45 7 A 45 5 DA DT S i A i

45 5 A2 WAL 0 RO T AR R H S A

(1) 45%F &5 SE AR FE A7 7 28 2 A8 AT AR IF , — %0 S5 SC AR 89 56 3k o] i @ AT 52 Se 9,
T LB (BN BERT 1L & B A (AiE B E 3 55 . B — i H & B A e /938 17 52 7] LA
PR AE B

(2) Y5 — IR G5 4 A B9S8R i85 7 s AT I % R A B 19 By 47 e
MBS & 5280 . B (b H i Y A B 1) 8 01 5 PR UK 9B R T B A R 0 R A B
ST =R TS

(3) M — SR RE (B BIRE R A 88D A A5 X 85 SC AR 5l 45y XA 0z 0 FH 80 & 44
A1) 23 UEHL Y ok 32 A 7T A IA IR 55

6. 843 W -4 K ALH]

i 15 b 55 ST AL HI AT FH o P2 42 25 Fh AN [R50 (9 A 4, X P i 45 b 55 43 v o 33X B BIL & 7
A PhidE R B PRSI B e Dk B B E K E L, AR ki, RA 4ER
UL 52 0 %5 DR AP s AR HIL R A 2K

7. ¥l ik FALH

% BE 3 75 Hb =% 7 b 2 B, DAE B Y B E 220 7 4 | ak ol BBk 7E A T
BN R 22 1) B AE Mh i o R G DAAE s 48 IR 55 B $e it B S RN M R B i N i e R R
B2 4 pRic 1 B 1] BB B & 42 TR W AR 11 i oo BE B 7 R 2% | v gkl B0RE

X P AL B A 20 25 B PR P R T T K PR e R, DAE R e n 1 | gk
HERG . 3% B AR 0h v (BT % B AR B T Y A ik ) TR Y B R HOE L TR R AR E T N L BE B ER
Akl i AR G AR Y A I o 2 T X 4% S YT D0 . s 25 b sk O TR Y B L 3E R N4 R 55
Ayt d kR . RIEL 2R 2 LA L2t TR — e (R L 2R M



¥
el
=
[;.

13

HE B B b 4k b

8. ZAEHLH

X T BIL Al Bl Tk P B 22 S AR 2 [R] R R AR B RROE . BPE B SR AR VR A R R R
IFlE] . X AP ORUE B AR SE R R SR = — Auk o8, 7En il 7 L F, AUk it E R
H LA E B A5 B . AR 42 ik 55 30 F 2 207 28 22 s e B vE IR 55

br 1 LA E 8 FhIEA B 2 LH Ah b fF — Lo i B py & Ll . B AT B B X L T 4T fa]
FRE M2 IR AR 55 HHEZE HEMRGEE RN L 2FIHA K,

(1) A{FIIRE . RGAVH A8 N 2 TR /Y . 3RS TR B9 J7 AL 45 1B 2R B 2 L 4 56 A
B IA 0T XA e B RS T A E 5% 5 A S TR 2 A PR B v e T AR R 01 A 3 S AR

(2) B Gl CEAEEETD M ELZ 2%, RN HL2EBERE., £20h%
AT DA 5 850908 A% S A G i BRF In 258 o o T LU FR A& i, AR E 3 .

(3) FEREM . LA S ZefH CmEAFnd R e FF FENEZERM.F
PF 250 SE ) DLRCRE I T 7 S (i — IR D R D5 [R))

(4) LA THERER . b S Hb o] A RS 2 AR oA OC R0 s FE 3 DU 3k 3R 4 455 4 59 3
ot PR At e ah B ARG I 5 R A, PR E © ST 1Y % A R g AR AE o AR 8 — Btk W B
AL OFEER K R H] L 2RI MERAE SRR F5 7

(5) ZVKE . 52 PR 446 10 Ak 25 A0 45 20 B RE PL ) 1 35 oK . JF 2 — 25 80 D ke R B PK
Hirsh. WE oA =M. —ZEL Wi sh, S B rp b 3 4E . in DI Wk 2 — 2B frah,
TG R =R Tah SR g A AR

% 1-2 5 T &G ML 2L O ER

12 ZERFNRZZHNIMXE

w ¥ =F i 1] 5 i AiE "nE B B .
m=z ZNE
ZERE x4 = TEM T ’7E =

IF) 55 SE A A IE Y Y Y

B IR Y Y

Vi (7] 45 Y

R % P Y Y

it B R % 1 Y Y Y

B e B Y Y Y

AR BN Y Y Y
Al Y Y

VA . YRR L IR 5 LR & TR R AR oE b DL HE R, 25 AU 3R R O R AR X R AR 45

1.4 MW 2Pk &

W 2L 2P PR R ERTLEST ARENPWIEMZ FAKE - ENEL R E T ERD.
1.4.1 MNELZELFRE
P2 E R IEEME LRGN RASEL . BE - M EENRHER , IRt —F




14 it AL 2 % A (5 =R

B2 R s sF AR S . M8 L 2RI P . 20 7 LI &M MK L 4
T AR WA R R A BT AR Y 28 2 R GE

D) 5% 2 4 T s = EAD 5 A A R IS

1. R Zh R

W) B2 4 R B B 2R T EALR S N 4IRS A 5T ENHLSE O 14 52 K 0 5 B 3
% HAR K F RN W s Sk P 6 5y #n (i FHACER L By 1B F P B84 o it |1 R
G — T R REIRE TAEM S 857 584 1% 28 B AL, By 1B JE 8 g AR PLEE
IR R RO I 1 87 N g N e e

2. 7 ) ¥ ) Rk

Vi R 47 i) 2 W 25 42 4 P Y AR 3P B9 35 22O MG, 2 1Y 5 S AT 55 2 DRIk N 2% 9 DR AN g E
MR, AR M R G L4 R N 4 ot TR T B,

3. B K3 ¥ h

By K 3 72 HH LA BH L R0 26 v 19 78 2 15 0] 2 S IL ) I 268 19 — 38 57 s, o ] LLFR 22 8 458 4l 2
PN Al AR B T DA . 7 X 2l B b o ok ST R Ok ) AH N ) 2% 0 A AR AR G K B S N R
AR ER N 2 LLBH 45 21 5l M 25 B =2 A

4, 43 8 m 5 Rk

fF 2 & B e &R N a2 s SR B2 GG S LRG3 A% S 1Y
A .

5. M4 & A g IR

TE M 28 L2 b R T R FH B R B R 5 22 2 o o 9 2% 1% & 4 45 B, il o A O R o ) B
XoF F-00 O W 2% %2 4> T SE s A7 KR 3 T 0 A R E T . 28 19 42 4 48 T OR s 435 1
48 P A O &2 4 T L ) AT O I 28 8 AR (0 AR RR AN B3 i AL B 8 3R Y 1 B L o E
) 2% 2% G 1 48 47 ) JBE A N 2 A i S

1.4.2 WMERZEER

W 2% 2 AR R 48 2 L RORR R % 7 2 H AR R AT 25 2 28 IR R =i
MR . = H AR R DR =5 R A REA SR 4% 1% 4

1. M %% A3 KK A

H Ik X X 28 ) A T TR L A R A TR MG 1Y K RS I 4 S FUORIK R i LA LA D7
H: VLR FIREFOLZe FEFLEe NHREL S,

(1) Y4

i 3o AL 5 BE AR E AR L (S B RS T TE IR DL A S b A Ok 1
G B R G WL B 5 & 45 a8 R FH R 5E R L 55 L % (5 B A SR O R RE T RS
FEREUH R B R G AR A E R EEME: “EeRFERGEAMFHRERR
HMEMEFREN . EEEREHGEA I H I A B RS S S T e AR FFIE#
EAT .

Py PR AR T AR P B A L R B A e e OL I A a0 A 4 R R R R A P HE B L
L IR TV A R e Tl



¥
el
=
[;.

15

) IHHEILRGETFEES

ERBITREILASG B RENEFZ RS SFEREL LIRS .

TEIRGEEM M F F 2l AL 2 PUH 2 7% 2PLH A 1/0 &2 2P0 At —
ASATE AR IR BT, S H L 2 B s,

AR RGN L e tgiat 503 Ui SR R S E R E e
FULHRI LS A H PR RTE R,

(3) HIFE%E

ISO & A 1) 1SO7498-2 = — PO E RGN E 2R REN ., EE X TIFZARiEM
WS, IS TSl EAY SN , OS] % 41K & i 35 R 5 UK 22 4 PL ] 4R 3 Y
74 RS Ay e ] i X B B OST M 20— 2k Z )2 b, W EE BN 25 Al (5 4
PR 2 EE LRSS VEFEAR BFEENEGFGHERESHEN L 2
ik %5 .

(1) MHRG LS

I FH 2850 19 R 58 T8 74k i B2 FhosT i L FH 78 AS W48 L R D, B 24051 19 &2 4
AMOBRFRBOTEIRE L 2R R  F 55— P —SHERGEMZ T, XM E . # R H
BT R A OC R G N A T S ORI B T F5 55 & 4 pl R R A A SR A A
fF. B S H B S AS URRERRR R S LT R ENERNEZ 225
XA S TE AN R R H R R &2 2 HoR .

et MK AR R E SR AGUE., H P XE A 5 s 5 E U JE 17 KRS A B g
Pt s ) & A IR 55 Fh 2S  FF e B AE I A &2 e L . R AR B SE B 19 & e F R, TTIE B — > A]
FENEZERE.

2. M ZAEEIKA

A 6T DX 24522 4 1) G 55 1 L B 1 7E I 28 Ve T B RGN 4 Ik %5 Th ik, 56 38 R G0 0 & 2R E Y
Jiti A1 o 3 W 2B AE K T S5 X 45 1 & B TR, I 4 R 4 A TR AR b R R R LR AR RN
I B =304 2 B

() FEEH

A PR TR R R A G B R R B R g R S H 54N R OG- T A AT

MG ALY A BLEAT XHE B R G AT o0 By sk ) 29 51 00 L 0F HoAT B Y 9 B2 IR
. SEEARNEREMZFEERELEN BT AHEN.,

(2) il B B

it B2 R AR B R ST N AR R GE b Y [ 5| B B9 % 4 5 Rl € B — R 81 9 AR

i, TENE LS HEMPAT I 1T R | A1 e S R AERLIE L kA2 A
2R B ZoK AT AR AR R 5P CRMAT MBS, fIEEHERFREEHRMNE L
b Bk, AR ERSEMEMN RN,

(3) K545 F

BV EMEMRGEREL M, BIEHEO NSRS EEERE L, & E
B AR R I R L 2 B IR A A E A 2B IRMEE SIS RERS
FREF I8 I5F . 3B R AR N B L 2T AN 5 A G AR S5FE RS
AR A NG,
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it AU & 2 A (F )

oo =1 o W o H= L o

T i 2 I Y 2 A 4 T B 1Y) 5 5 I [ A R 2t

THE AL 4% & 2 LS R4 MEZ 2T MILNRRIE? &R IEM & ST A
] I TE X 25 1A 3R 2544 09 A [a] 2 Uk b AT AR B Bl A 2 4 45 it

OSI %2 AR R E5F W KR JLAS J5 1 2

3] 9% sh 3 3l % B 1Y o R 0T R E

OSI (1% 4 ik 55 F2e AL #R A B LI 7 2 2 PLH M2 2k Z 2 A X FR7
2 & W22 4R mg 7 32 A0 45 MR LA J T ) 5 e 7

0 25 2 AR R AL FE MR JLAS 3R 537 253 20 3 WP 2L 5 1o 4H hig 7



IV I U &

T Sl AR U 7 29 5 W E NS BT e B i) — Ml AR F B, BiiEE—
I 32 B ) 2R L DA TR 8 0 AR 5 S A i, DA %5 R A 28 M M o X 4, BB 2E R ok
PRI 2% 2 4 iR 55 F142 e HIL i A S A . 02 X 25 48 4 A O FE R L 7 I 45 42 4 Atk B A3 AN AT 3 AR
THIE IS R A

2.1 XA

2.1.1 ZEHREHNER

B EAEEEANL L . REJLTHEG . AEXHA TREEFHERE, AIThHi 1900 4
A — A KA S e SO T HE AR E B SOE SCF X B A BB ALY R % Y
FARSEP] ., 2 TCHT 600 4 20 TOHT 500 A 7, AR AT B R, P2 T =fins
Wik Hp i N FRRNFERES S D F R R EC 38 i B 65 R R 4
SR RBIMEMEN., XTEWEFAPOR FEEE/FERRE 15 LA #x
al-Qalgashandi W AFR2HE 4 &P, EHERPEE T FZEEZ —. BEUR, XL
B O % AR AR B ANR R AR . KRBT B A AR IREE A
AR AL R B T I AL AR, FRATHE X AN 5 0 2 A R By Bk iy oy B %% Y A
BBt .

1949 48 {5 BB A C. Shannon &R T —5 & 4 1 L H(RE REMEGFHEIL),
N R EBE ¢ SR M Y —TTHEIEM R =, 3] 20 Ha k£ 540,
BEEH FHAR FEEANERBRMEGHAL A ERSMITER RERIEMN LR, B
TR 2 AR 2P B, X [l i — i J L2 15 2= i B B, i i B LR X E B
HEAT NG AL AR E T R, AR, B = i 58 36 F 1% BR L X AT LR 2R Y
% Je 72 UIAH G Y

THEALE Y 2 2 0T 5% A FH B R = B iF 5 0L & 4e b id Bdig A i %8 Ll i AE 4k
2R B 1T X BRI LR 238 2R, BEE DL 28 ML G R A
I ATBA SR TR ARG 1 ARAN H ., THE L% 522 2 K & 2o Y 4 &
WSt m 2z — R ELRENTFENEZ —.

20 4t 70 AR, W 2E W ST B T ORISR, — A2 1977 4 & E B K s i R
(NBS) 4 £ (14 048 0 2% 45 1 DES. 55—~ 72 i1 Diffie il Hellman B¢ & $2 H 19 22 6 25 59 14 i
T B A . DES KL SE B2 KR MER] T — A8 = B 205 %5 15 A il i S 480 DU) g A
MR EMER R . X RMR E B R EWAEHE AR

bl & AL M8 7R Nt AR 1E P Ay H 2 3 S, W2 N BB Z 97 K. TH B 40,
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T2 B A ANIESE AR 2 i 28 27 IR A H 3k 19 38 1 AR F58 i .
2.1.2 ZHEZEELREER

9% 05 2 SR AUF 0 %85 1 G 1) A2 A o A i KR AN T B i BOR Bl 22 . F 9T 5 R AR ) 2 UL AR
BT EMINE TR wHFEEURIPEEZENTEAR RN EBEM RS, A B
AT B F o G2 hn & 59 7H B DA AR IS BB HR O FR N B 5 43 Hr 57 BUR 1Y
WER2e . 5 0 G B 2 ANV S o B 2 PR i 2 . 85 A 2 R it e I 2% 22 e rh i HIL 8 1 L 5T
PE B SEPE AN AR T S B AR 5 g 1 BIS FN O ik

e R AR A BOFR O B S, TN 25 J5 B IE B OFR R B S0, R B SO AR 4R R %S S, LU
e A P A e IR BUR IG5 B A s R PR O %% s D28 SOV 52 B SRy oot B R R %% . B S
S| 585 SC Y AR vk ) L BN 7 58 R R N 55 Bk s T %8 SO B B Sy AR o vk DUV BR R i Rk
T/ e 4% 2k FR v (T R BA SC L SC A A Y A 2 8L RO A
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B 2-1 FHFEER
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il A 19 . AR I 1S M & AR A 2 /0 mTdE Y 8 S RS A2 DAME — B Hh iz i) e AR 5 8 S
FIr X6k 7 B8 B SC, Z s i AR R R AR P L2 ny . BR T — IR — % HAb v Ay 59 08 Bk AR A 2
TR e, HIG, SEFR R e b0 28 588 0z 8 5 i 2 DL T bR
(1) W5 25 % A A 8 1 25 SOfR B R (e
(2) W52 A% 1%y st [ 8 HY 285 SOfR B A sl A am b
e T BRI R ER N ERF Z TR ELer, X—M8E EZEeEHEESH ., B
SRIRIE b AT DA 28, {H S 3R A5 19 %85 SC DL B it 26 B 03 SO ok ff 8 B S, JAR A ECR
HACA L B I AN BE 7R A B2 5 I 18] PN B35 B ] RE Y S5 B R H R 22 58
X T B A Tl R 15, — RO R AP X O
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(1) FRBE . Bk HOH T2 /% 525 09 VR BT B SCRY — fFF fiF B 25 28 BH 2
SO . X P A B A B i R R R PR A B S slOE R AR A A .

(2) FEWE: WHEX —FB LA AR EH, AT A E
SCF B S,

MR I8 Bk A R AR B T LURE S 65 70 B e o0 IO LR B . n 3k 2-1 B,

R2-1 FHOSWLEE

& X E ZHROMECHAMNES
ME 5 SC T I RS

A B 3
CRAXE L EEE

A B 3

F (5 o ife B9 25 300 [l — 3 9 I 4 B9 — 4~ 2R 2 4 B 4 3Ok
WEAXIE MERE
B 4 1 4 30
0 B 3 AT T 43 Y BA 3T, LA R X o 94 48 3 (5 155 A 1 8 SC(E A () — 8 B )
W LEGE MERE
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AT A E R e ) — L85 530, LA KO B Y B SC (5 e i | o SO [R] — 2 D

(1) MEFXHBE: WEEEMNCHE CFEN T, B XS CHFfT e, XFhdcE2
BE e, oA #E WA NE R R,

(2) EFMBAXINE: Wk #E R T — 28585 05 B S H 6 W 1 BR S, b v] {2 038 5t B B
AR B RS . o 4 e U TE B A PR EAR ) SOk

(3) IEFFRA LIS . Bl 3 vl DLk 45 58 26 4 oA Sy X M5 A A1 1% BR S, 3 3R HOHS A 1 A9
B, MRS EREE S EM TR AR T EEENGEPEA B HbEENFEER.
TR 2 32 B B S A T RESE R

(4) EFEXBE : BUE & 3 e 18 5 — B 1% 30, 1k X 888 S0 o g 0 /Y
T2 5 A L DT AR A5 2% T 1 BA S

UL b JLFh B i o BEAR R B 0, 2R — > 25 R il BE S HIK P ok B %5 S IR A B L
REFRPTH AR = Fh X .

A FAE AL A AT RE M A A AT I L, AR — AR E AR B % L R
ICBA SC L X AR G5 A L . P YRR, 95 4% T EAR AR L Th L A 2 i A Rl RE R I — 2k

2.1.3 ZFpnE

MAST] £ L AR AR A ) s 7 AT RIS 285 A% A S o3 A ] i) 28 80
(1) % M S N A BOARR 0, A T DLBCE RS i DL ELE B AT S L 65
F S DL, B LA A) B e LR 5E BN 8 AR 1Y A 3K A U B AR 2
(B EZEMIE
HLA 5 LAIL AR 5 AL Bl s A Bl oy T ROR SE R BN 28 Ak 28 . X AP i 7E 50
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(2) & BE % ok B2 v % 4 38 A i J50 B L T 3 3 Sk A 460 % e A B 4 2 e

O M AR Oy B 0 . I B b R B SO B BB H 44 il 7 b — e — 4
T UE 3.

B O S AL . I S % BRSO R AT EORT R L A R AL A A
T BT S,

BRAE ST N T s,

(3) AR FJE T ik 25 7 5 (8 FHAH [ 030 % 5 VT4 28 B A ] e DA 0 2 e R X S

AT A S T P TS0 0 X0 5 S o 36 ST A 4
BRI o i A X B 2 A A I AR R A B O TR D S R AT . TR R R B A v, hn %
it R 52 M TR) A9 B BRI s B A R s S Z IRl R 5 1T . TE S B
PRI R e A A R AN [l 9% B L i H i = — S 5 b — A AR R R, XA
AR A Horp — A2 A TR L 1 3 A — DR R R 3 1

(4) R4 B SChn %5 i Ab 3R B8.5T , /] DL SR 40 2 % 0 AT 2

TE 0 2H 2% A A vh L o i 8 SR BA SO 8 DA T K B 0 2 L 0 B SO0 2 R A [a] 1 %
HAMPL AT, G HE L, A BRI N B ERAES F T — R
28R AT AR A 722 A i A5 2 58 SCRY AR e R v e 52 b (0 ARG A g R A A N 2 R AL
AR, o HEWEA RS Y B B0 a0 3E B PE O 40 AR B0 USSR AL

TE Uit 25 05 A 1 v o o % e 2 B ok R AR R U Y — A S i A R R
SR 7 3 2 S A R OO — N B S, IR AR D BB R S R VR S
J5 Gy BRSO 48 1 B SRR 8 L R T K 8 AR S A B — DR BE L CHE ) A2 4% L iz Dh BE DL & A=
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MAEMELT “— KB AR, K870 2 5 OE A FEALECS , i 2 65
A = FEVLEOE . 8 535 a8 09 D BE DL E A& A= &% . Wi 25 649 vl DL $2 A2 0 AH L %5 41 1K
STHEEMME YN, YT AHBM BN R S S EERN BT ERS 1
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2.2 by L a4 ]
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PR FEAS SR . B AU, 30 85 B 10 7 35 9l A BV i e tr AE 58 b . 35X O Jm ok 3 Y
TN R G R B OGP R B E 1 RS R Al . i o A 5l L A L AT LA B
TIATHLE o B BT EAUE SBROR

X AR A AR 2 5E . TN A N 2 S A AR G T X O AR R B 2 A
R s, 5 2 SO DR A5 B SCHY 45 P s - N B0t B SR LSR5 i A 2 o I At 3 Jid 5K 26 5 i A
NSRS RSP | o N

2.2.1 EMEAR

XF B SCABE CFAT A5 $2 55 A R R A7 7 B Y 22 4 1l JE % SCRY $0R PR Oy B i, B
5990 25 B AR B SC R JR v 19 B AT EOFT HE A TR AR B IR A MR, TR R
WA FR D O TR AR L ORI AT & 3K 7 RN WO R TE I A5 RTOR I F
wEM.

1. A %

A AR 2 e R B B R ORI A SN A B SO N S — L R R R A
A5 — AP IE R B B2 A B A DA e HE . AR b AR B SO R B ]
B m a2 NDHH N — DR R e — A7 — AT b3 i

MARA N=2, 25 WL 2 e, Bz CanT .

THE LONGEST DAY MUST HAVE AN END

FREEE PN —H 152 .

TH EL ON GE ST DA YM US TH AV EA NE ND

BB — 153

TEOGSDYUTAENN

FAREUE —A~F .

HLNETAMSHVAED

i FE — A2 i A O

TEOGSDYUTAENNHLNETAMSHVAED

11y 2 iy UM AT — IRz 5. Je s 28 S0 AT .

TEOGSDYUTAENN

HLNETAMSHVAED

PR AN 1A B — )0

THE LONGEST DAY MUST HAVE AN END

FPEE RN T RERHEEEEKE A  BAHE 17 W NMHEHE — 1
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BA 2l ) N AR B & SO A S SRR B SO [R] Y SR R AR, L T A A
SR, L DU R T = AR T A I iR S R R P S R T E
2. 3 R
ZHEBEMHAXN RN EERBE XHEREANE S W E kW, il a5 H B H
FH [R5 2 — Ik
W . 3412567
HH % : ttnaapt
misuoao
dwcoixk
nlypetz
. NSCYAUOPTTWLTMDNAOIEPAXTTOKZ
MK B, F RN AT 2 B T O ST T E RS £

2.2.2 RK®|EAR

Al I A P i AR A BRI AE AN E M b B3R TN, UHRERE
R BH SR H A B B B S R R 0 — P Oy ik . A0 SRBH S R A IR 44 g
e P SO BRI B SO e . AR E S, — D B R 3R, 238 I 3 o A 3R R
LN B BA SO R AR U 8 A L AT . B SO AT 02 R R L AR IO B SO AT
ORI S, XN BEREBENZEEH. A T XDEWH T LTI %E 1.
1. Caesar % 74
ANESE KA LR E N EWMZ B Julius Caesar ZBA Y Caesar %615, Caesar %05 1Y
HA S (8] A S5 [B] Al 2 26 Ao SO RERY SR 5 s Bk AR 1) B R X RS TR E
ZIE W 3 ANFERERACH, BN veni,vidi, viei (“TE %, T8 UL L FRAF IR 7L A5 HUAF IR A #B E v
MV e Mm% SocERE SN T ).
BH 3C: venividivici
#% . YHALYLGLYLFL
BEAR F R R A A 7 Je i =Rk E A, B 5 Brf nl RE L BB 98 7€ L0 By 7w
Wy %, B4 .
Bl :abcdefghijklmnopgrstuvwxyz
WX:DEFGHIJKLMNOPQRSTUVWXYZABC
R R AT AR EUE (2 4 EC 0.b 20 FEC 1. DA 2 /3 FE 25)., & m A&
A SC . e A3 % 30 | Caesar FIEREWE H W T a9 /AR
c=E(@3.m)=(m+3)mod 26
MR FE RPN F R EZE S b AD SRR AR, AN 2 [ HH 5 3
AR AR B T — M i) Caesar 57.3%
c=FE(k,m)=(n+k)mod 26
iX Lk B IUE G R 1~ 25, B — i) Caesar 513547 25 AT RERY 4.
AL 1 fife 2 T
m=D(k,c)=(c—k)mod 26
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R AR 25 58 19 % 302 Caesar 05, IR A5G 2 B B2 r i 2R 5 LB . )
T T EA IR TR 25 R AT AERY BRI T, Caesar ZF A% A4 = 4> 8 B AR 3R (107 LUK FH 95
2 Yk o1 B v s

(1) &M ET LT A,

(2) FHH= B K/NRAF 25,

(3) BAXHTHMET 2N, HHE XS FiR.

2. B R A EZ

Caesar WU A 25 Ml GERY A . 2R A E &, #Eat i EAAR, FH ST HK &
a kg K, Caesar i pgfCE AL CEEDO W T .

BH:abcdefghijklmnopgrstuvwxyz

WYL DEFGHIJKLMNOPQRSTUVWXYZABC

MR ARVFE AT 26 N FHRPEEERIFAMA 261 CKF 4X10%) F] e p %
B X NOZAT LIRS 95 28 el 1 . X Rh i 6 BRSOy B A SRR R FH R AR s R AT o
BEAS B SCF B i B B A [ SE % SR PRV R RIS,

Bl hne $8 %8 & = 89, ok — > 9 R E 8 B 5 (Key Word) 3% 1 /1 ifi (Key
Phrase) . 41 HAPPY NEW YEAR, X4 & &2 F 15 HAPYNEWR, ¥ EMKIKE 78 LF
HRZ T mE SR REEE D RIS FRIRRE FIEE 25 BT —
AFERCHER R, BB SRR3R B SCF RER A ISR, A0 R B

&

¥

a|lblc|d]je|f|lg|h|]i|j|lk|]l | m|n|o|p|q|r|s|t|lu|v| | w]|x]|y]|z

HA P Y NIE/IWR|B|CIDF|G|T]|]J|K|ILIMOIQ|S|T|U|V X|Z

B SOl

Casear cipher is a shift substitution

NGB SSE

PHONHM PBKRNM BO H ORBEQ OSAOQBQSQBJI

At B IME AR AFTE . A0 3R 0% 0 v & R0 BH SO Ol R 28 T 4 1Y 9 SCSCAS) 1Y )&
Ve AT LR S B9 — S L a i T Mot o 00 . 1 S A 8 SO o B AR R A0 A X R G T
K AR R 5 S SRR R A RS R 0 A e AT e . A R EATH B 8 K av s, B H X R 7
S22 1, B CAIE BAEXT B0 . A RS B METR 00 - BEDLEC , 25 85 20 B & mT LA 3 AT e
B SO 01 5 8 SCF R RN G R LIRSS HAB ML AR I = R R . A M TR 2 S
THEE SO B R G B 38, IR a5 B SCRY B REZH 5 4 R T AR, DL R -3k B %5 SCR X
WK R

3. % R BehmiE

A Dby A D i o B A R R 0 — S Ge it e e, B DL BRSO, —
X 5 A % g A B S R PR R 22 A AR, B BH SCTH BOoR 2 AN Rl i B R 04 . X Fh
RN B RABRER . T e AT LUK 16,7435 A1 21 55, 1 5 2Rl AL b 5t X
Horp—ASBIm] a0 2R % B~ B 30Ot 2R (A RE) 23 B Y %% 0Ot & (U 55) 1912805 I B S0oc
Z CF B (58 FH A 38 1 — 5 F B3 OC 2R L I {88 FH A0 32 05 B 58 = Bl Bl Ok 1
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AT 2 R T AR VAT FE R 4R -

(1) R Z A AH G 1Y B A 45 R U £E

(2) F 25 BH o s (T FH A 5L AR g A d R D0

ZRATEWTIA T EH AR, i H Ok e E WP — A~ HAR AT B, Ik
BErhiEE 24 H W B 3972 Vigenere (48 F JE W) F W5, © oG E H 26 1~
Caesar % 5 i e 4 pG , Hip & — MR R 2 XA SCFRERFE AL 0 3] 25 IF 15 3 a1
BER., BPEMCRER - TNEHFERER XD HF AR LB a, i AL
3 K iHY Caesar Z i 2 8HE d RALFE. Vigenere B FERWME 2-2 Fros.

Gl )8

alblc|d|e|lf|lg|h|i]|]j|lk|]l|m|n|jo|lp|lgql|lr|s|t|lu|v | w|x]|y]|z

a | A|B|C|/D|E|F|GIH|T|J|K|ILIMNIOIPIQIR|S|T|U|VI|IW|X|Y|Z
b | B|C/IDIE|F|GIH| T|J|K|ILIMN|IO/PIQIR|S|T|IUIV|IW| X|Y|Z|A
c |C|IDIE|/F|GIH|T|J|K|ILIMNOIPIQR|S|TIU/ VIW/ X|Y|Z|A|B
d | D|IE|]F|G/IH|IT|J|K|ILI M[N|IO|P|IQ|R|S|T|IUVIWIX|Y|Z|A|B|C
e | E\FIGIH|T|]J|K|LIMN|O|PIQIR|S|T|IU VI W X|Y Z|A B|C|D
f | FIGIH|T|J|IK|ILIMN| O|PIQR|S|TIUVIW| XY Z| A B|C|D|E
g | GIH|T|J|K|LIMNIO/PIQ|IR|IS|ITIUVIWX|Y|Z|A|B|C|D|E|F
h HIT|J|K|LIMNIOIPIQ|R|S| T/ UV W X|Y|Z|A|B|C|D|E|F|G
i I/J|K|ILIMNIOIP|IQ|R|S|TIU VIWIX|Y|Z|A B|C|D|E|F|G|H
i 1 JIK|{LIMINIO|PI QR|IS|TIU VW X|Y| Z|IA|B|C|D/E|F|G|H]|I
k  K|ILIMNO|PIQIRIS|T|IU VIWIX|Y| Z|A/B|C|D|E|F|G|H|T]|]
l | LIM|INIO|P|IQ|R|S|T|U|VIWXI|Y|Z|IA/B|C|D/E|F|G|H|TIT|]J|K
% m |M|N|O|/P|/Q|R|S|T|U|V|W|X|Y|Z|A|B|C|D|E|F|G|H|TI|J|K|L
A | n | NJIOP|IQ|IR|S|T|IU|V|IW|IX|Y| Z|/A|B|C|D|IE|F|GIH|T|J|K|L|M
o | O|PIQ|R|S|T|IUIVIWX|Y  Z|A/B|C|DE|F|G|H|T|J|K|L|M|N
p | PIQIR|S|T|IUIVIWIX|Y| Z|A BIC/IDE|F|G/H|T|J|K|L|M[N|O
q | Q|R|S|T|U|VIWIX|Y|Z|A/B|C|IDIE|F|G|H|T|J|K|L{M{N|O|P
r  R|S| T U VIWIX|Y Z|A|B|C|DIE|F|G/H|T|J|KILIMN|O|P|Q
s | S| TIU|VIWIX| Y Z/A|B|C|DIE|F|IGH|T|J KILIMN|O| P|Q|R
t | TIUIVIWIX| Y Z|AB|C|D/E|F|G|H|T|J|K|ILIMN|OP|Q|R|S
uw | UIVIWIX| Y ZIABIC|D/IE|]F|GIH|T|J|K|ILIMN| O/ P QI R|S|T
v VIWX|Y|Z|A|B|C|D|IE|F|GIH|T|J|K|ILIMN|O|PIQ|R|S|T|U
w W XIY|Z|IA|B|C|DIE|F|G|IH|T|J|KILIMN|IOIPIQ|R|S|T|U|V
x | X|Y|Z|A|/B|IC|D E|F|G|IH|T|J|K|ILIMN|O|P QIR|IS|T|U|V|W
v Y Z|A/B|C|IDE|{F|GH|lT|]J|K|{LIMN|IO|IPIQR|S|T|U|V|W X
z | Z|A|B|C|D|IE|F|G|H|T|J|K|ILIMN|IOIPIQ|R|S|T|IUIV|W|[X|Y

B 2-2 Vigenere & &

I el — A B HF B, Tl — 47 2 B SO PR F RE 3R, 26 N K Bk, N
FEAR T . 25 78 « M SCTFH y 3 SCFREA T o 178y SIEIEA 74

M —REEHESHE -FRKOEH., BF . BHZ - DBHFENEE, L H i
J& relations, Af 4 78 . “to be or not to be that is the question ¥ 8 X £ IN% .

224H . relationsrelationsrelationsrel

B X : tobeornottobethatisthequestion
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firt 25 [A) R T B, 25 B - BEIRGE AT, B8 SO RE TR 91 T0UER B9 - Rl 2 PR SO B

X P B 1 5 BE TR T A B SO REXT N AT 20 SO BRI ME— RO R Rk
TEE A AR AT BB 1L P BGE P OR OR I i . P S b LAAE TS JE 5 3R O SR Al M AR
AR Z B 5k, KA TR BAERE R S5HH I — Hig B 5 LS BIw) 90 1 50
Pl E.

4. Hill % %

Hill B2 5o —MER M2 RABREN s H THER P ErE 23R EE, i Lester
S. Hill # 1929 4 & BH

BT EN - ARHERET : a=0.b=1,c=2,+,2=25, m P EZHH LF
RERCE A m 28 0] 5, 3R — 1> e > W05 76 PR AH 36, PRRE A5 Y B9 45 R AR 26 .15 3] m M98 C
FEEL B e A S0 B SCFRIAE DN — A BLOG Bl N SE R R SC BT, R TN R CEP
BB AL 20 S AT 35 Y A5 D00 LS T RE A

B m= 4% W AE AT LA R .

Cq ki kiy ks ki || P
C k k koyw kR '
2| 21 22 23 21 || P2 od 26
C3 kay ki ks ki || P3
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AES HFE¥K KB DES, 35 T 72 {8 FH 09 5 br e .
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AR, BRI AR A (8~ 12 ) I F S E R e E. BHEK
FET] R 128 FEAF (192 FLAFER 256 FEAF . ] MR 38 AN [m] 19 50 %5 25 531 o B A [ 19 %5 40 K 2 9
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Chaining, CBO X #AE. 78 CBC &b, AN 3 H 78 % 43 %% 2 /i . A 22 %c 5 A1
ANE AT RGOS . R m TV AE NS AV iRE .

a0 7B CBC-MACUE CU/rHEE R EH B E M), @857 DES Z | 2 H
BTz MAC B2 — W2 ANSI 19— 4nifE, i 3-3 Fras,

PEN=2 PKA=N-1 RE=N

Dy

DES
e

0,

On

's._.v,_.-‘
DAC

(16~64117)

B33 BELENEE

AR MNFEL R H DES i 509 % a2 70, S W 3-3. HWthm & IV N 0,7
BLAE N W EE r WGESEW) 64 LT Dy oDy s s Dy s B R T AN R 64 47, MIFE H R I 0
HAER N 64 A1pysr4H. Al H DES & &3 E M8 K, i 8 5040 % 515 (DAC) /Y 3 7
mF .

O, = 1V

O, = Ex(D, ® Oy)
O, = Ex(D;, ® O,)
O; = Ex(D; @ O,)

()N — ffx(ljm'(:}(jw—l)
Hrp ,DAC 7 PLIHCEE AN He Oy, ] DIECH IR A2 ) M {3, Horp 16=<M=<64,
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3.1.3 ETHEHIRERER

Y (Hash) BREGETH B AN ) —Fh 2212 . 515 B 500 —FF, 809 ok £ 4 A & 7]
5K/ TE B M R E RN H (VD W R i B, s, 5 MAC
ANE A P RO A EA . EIURE AE B RE., %A ZHANEEEE N
EEE RS B A A A, PR SE R PR Hash PRECFIINE 45 SRR H .

B 3-4 25 1 TR E S I B 5 PR R

EE 34 B R R A FETFE A OEE M WESIE H (M) IR HMD 5 3%
TE M J5 98 Ja FOSFR %5 0 515 60 TE B K B N 7 H Je B OB In %%, 5 9% SCR IR R X 7 . TE
B B, B o % % U RIEEIME HIVD A SCE B MR G B H & IR R #E R #E A9 Hash
B EeME H (M) IFAE H(M) = H (M)REEWAL ., R thFHA A fil B it
EERAIF BB R E TR R T B UAAEE ~ERKH A B A B
). BN RSB 1 4 ) T B A BOTU Ay L I B il 20 B R X AN T B RS AS n 2% . B
DIl 248t TR .

] 3-4 (b) FXT PR AR B A AS IN % . Ex (H(M))ZZKIEE M fM%HH K 1R,
e E KRR ME, AR EAAMBEEHA MM TERS X E. X TR BREEAE
B L TE i AR

ﬂEA S — fﬁB —_—
M 0 e (D)| M
Ex(M]|HOM)) K o e
K By K
@ H(M)
v P M el
=
HpE ,
HHE E(H(M)

(b)
B34 ETEHINRHESLES

AR o AT BR8] R A ek BOR B MAC, 3 5 B o Al GE B in 24 55
2 MAC Z X2 0BH BT N . iz 53 3 i) eR 08 PR AT 3 BE HE X R o0 41 %
B,

HO RBUE A 2R 8 MAC M it iy . AMKH T %8, ir DLVE AR EH#EH T MAC., H
Al EaEm TiFZ2 T REHFAMBA A M Rkt . HMAC 2 &% ZfFFN TR, Bz

AR T %% B Y B 1] HE A R AR, ) B R T B A o AR M R L SE MR A R E . HMAC 2
IP %4 B msz B MAC 7 %& . 3F HHADL Internet B3 Cin SSIHOWAEH T HMAC.,
RFC 2104 454 T HMAC 19 it B b5
o B PR L R B R EL S BR B, B0 S eR B R R &L 1T LT FH £ R
o R A,
o SRR B BT B P B & 4 1S BRI N BE AR 2F S Hb B AR EDOR ik AR TS
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uﬁﬁﬁwdmﬁzm A PEBE - AN BEAL 2 PRI Hi MR BE .

Xof % B 1) s FH A Ak B 7 A AT B

10 3R AT A RS PR 9 R D) 5 4 AT DLHTEE DA R BIL I B 5 A o A ) R
& 3-5 254 7 HMAC B9 5k 454 .

E SR ANRF 5 Kt ipad
H—ix A 19 8% % ek % (i MD5, SHA-1,

RIPEMD-160) ; L{P*%.”ﬁ,*bﬁ_, A
IV— V5 R 809 oR B A 9990 46 8 S; Yo d o i
M-——HMAC #7H B 5 A (62 45 A HE A !

7 BE TR + =" s
Y — MBI T8, 0i<(L—1); K'  opad ol
L—M iy 4 4 % . H(S,||M)
b——FF— 1 4 P & WAL %K i i % b{i
n——x A WS R P 7= AR 0 O s K
K— 8 B K =0, &5 KE e

KTF b UK 25 B4 o 100 oR BRI AL ok 7= 2 — iy

,/Ix - ﬁ‘LH{J%ﬂEH; [V— Hash
Kt — Rl K o fi K7 K £HHFE 0 I_L_]ﬁ‘

I A 45 5 HMACIRAD
ipad— WZHLFE,00110110 (75 JEHl £ 36) B 3-5 HMACH BH&EH

EE b/8 WL R

opad—4MZIHFT. 01011100 (TN E 5O EKE b/8 IRILEF.

HMAC "I iR 40 F .

HMAC(K ,M)=H[ (K" @opad) || HL (K" Dipad) || M]]
RS S S

() 7E kAT 0,838 6 il KT (I, 4 K & 160 fi7,6=512, M 7E K il A 44
A0 97 0X00),

(2) K" 5 ipad AT R Bz GEAL 530 74 o L4 S, .

(3) ¥ MFTFS: 5.

(1) ¥ HYEEHTHATEG g H g 5.

(5) K" 5 opad iy Hailiiz H (L 58O =4 6 i 4 S, .

(6) R BR DO PR EAINEKT S, 5.

(D ¥ HAEH FAIR ) g b i 45 2 . 9F 5 iz R EUE .

FE.K 5 ipad R85 . G BAHA 2k k4 1724 FF.K 5 opad R85 . HA5
ﬁ%%—$@Eir%wqﬂﬁﬁT%sﬂﬂa%%ﬁ%ﬁ%*mhﬁmﬁfﬂMiﬁ%
BiEi AL Hb 7= A H TS 25

HMAC Z3#47 T =R R 46 BRECCH S, .S, FIN S ] 7= A i) o3 40D AH 2R X F K
H S, HMAC i A B9 ok B S AT i 18] 032 K ECH ]
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3.1.4 BU5I Ry

S R B MY SRS B, R PR AT A B Y T B g B R [ KR T B G
SIMA . SR A D R REL., HERMEM S THEN L, P IEXHE B MAEEE R, W
FHBRE M, WSS 8 F A RS 1, B E B A B O, e n] DL i T B SOk 50k
HSg R,

S h RE-DEHINRBE . MAEX - MEERKEMHEE N M BEIMER RN

h = H(M)

H HIM) KERBE, B L4 KETREIME L B THE M 5 &X; B
A ERIME A IR A =h" B E S, AT AR IZE B e B,

1. #) & d % A

X OO PR B IR A S R GE EERIEE M WEEIHE A (M) JE i E Ph 1 TH B
M i3 h(M)=h(M), H I, 5052 b i 050 ek B0 0056 2 — E 0% 2R E . £ 24
=ANJ7 . B R X B R A 55 X P e A

HEtEEig N B R E WS R KRB R H(xo)=h Wz TR EZ AT, B
YRETSNREL b, HIEE M T EESIE H(VM) RES L BREHESIE HMIHE M E2R
ATATHY .

5 Fru fill 12 1 2 45 10 R B 2 T A O A

(D) HHREr S ARITEKRENHEE M;

(2) T eREL h 1Y 5 A B R 0 28U

(3) Z55€ h MM ,3H5 h (M) 245 55 W 5

(1) FEBINRE h. FERWADAFEBEE M, fl M, 158 h(M,)=h(M,) .75 b
FEATATH . WRAHNHEE M, f1 M, .M, #=M, {Hj& h(M,) =h (M), WF M, il M, 72
ilf 48 1

55 v Al 13 14 (1) 1051 R A AL 5 BTG TR YY) PR I = A SR L B AR SR
UE h M HVLEENHEE M. FHREE M fEH (M) =h(MO IR ERATITH.
EIAREH B 5 45 € H B B A M EIMERN B —HE .

2. SHA-1 Hi*

Hf AMTE &iit i 7 KRE s &5, Hh ,SHA (Secure Hash Algorithm, % 4§}
FEF) F MD5 2 e & 2 A,

SHA & 3 [ B 2% 4 Js) (NSA) it 28 32 B B Zhr E S HOR 58 (NIST) & A 1Y
-FRANE S PRE. 1993 KA T SHARRAMTA E T — M HEIERN A % Fr SHA-0,
DL 5 E R R4k EIRIE . 1995 4E &AM | SHA-1,IZF #7574 160 LA EIIE . 54 b
B =FfAs k. SHA-256, SHA-384 1 SHA-512, H- 85 {8 K B 43 W R 224,256, 384,512
Ho R

SHA-1 5k 0% 2 160 oA i B4 2, 5 ATH B UL 512 o4 4 o B 47 JE 17 &b
P, OAbFEIE B A R E A RS AR,

T, BIEFEAL.

HFEHE B HKER 512 5 448 4, BV K EFEX 512 BB LL G B9 B2 448, BPfE
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HEC &2 EARKEZK ARG EMSITHTE ., HaEXHFEHTm.: e —1 1,85 #
o HBKEREX 512 B 5 A8 448, Wik, MaEm &2/ DHEE . L HT
512 fi .

SE2. BmMKE.

WIR R E R KERN B C ittty T IHARENE B /R m, #EH -1 64 1L 15 HE 2k
RZANEIRIHB M RKE,

MR ZEE T PN RKERNSI2 #EBENY RELE. A .9 BAIE B8 7l
KB R 512 HeAemiE B8 M, M, -+ My LY BIH B K E N N X512 Foff.

SR3. VBRUEBIEREX.

SHA-1 BT R B PHEMDZ X B p X H 5 4> 32 AL FH .

DS PFREPXERIEN AB,C,D,E 5B A 5 A FM &P X ghrii oy HOLH1,H2,
H3,H4. 9085 — 1> 5 D FZ w18 F 3 32 AR R Z (/N #EilED .
A=0x67452301
B=0xEFCDABS9
C=0x98BADCFE
D=0x10325476
E=0xC3D2E1F0

s B> 80 1 32 M F M ZE M IX AR Wy 3 W, LK —1FH TEMP & i IX .

SE4. 1TEEHERE.

A 0% 2 PSS BKE 512 B M, .M, .- .My SRR IEATATE LT 2 M,
#REIE T — 1 HA 80 feiz FHYREL, 5 — L AFIE 160 A2 W X 191H ABCDE 1E 4 A
SR S v X AL

BB M EE K, b 079 RFEZFHRED . X EFEEHWT .

K, = 0x5A827999(0 << 7 = 19)

K, = 0x6 ED9EBA1(20 << ¢ << 39)
K, = 0x8F1BBCDC(40 << 7 << 59)
K, = 0xCA62C1D6(60 << ¢ << 79)

Tl — L PR %L S, -

XY 2D)=(XAY)VXANZD., 0<r=19
f(XY. ) =XDYDZ, 20139

XY D) =(XAY)O)VXANZDVNXYANANZ, 40<t=59
F(X. Y 2) =XDYDZ, 60<t<79

Hp, NRIREAS”, VRRBAE”, DRREMFET, X WERR X &R,

XP—AHBH M, B e H T 5k RfE BB 16 4> 32 FeFE, 36 512 AR 22 il 80 4>
32 LB FH (W, B Wi .

W, =M, 0<j=<15
W, =W, , W, DW, ,, W, ;) <1, 16=<j<79
Hrp , <FKRIEHEBNL
B2 — D 5 N FRZE WX ANEEZ G B HE A S M FRE X,
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XFERE— A W, (1=<<79) ;
TEMP = (A < 5) + £;(B.C.D) + E+ W, + K, ;

E = D;
D = C;
C = B < 30;
B = A;
A = temp
Hrp, - R 2 ks g,
e JE AT
A=HO0+A,B=H1+B,C=H2+C.D=H3+D,E=H4+E
SIS, Wi,
TR B N A 512 e A AR 52 U s - N5 N Br B it /972 ABCDE . K JEh 160
RS UREPSE N
3. MD5

MD5 Bl Message-Digest Algorithm 5(JE B Z 535 5) .52 20 H W) 57 2 (OUFR
KA Z—, MD5 Bt # 24 H T.24 B 1Y Ronald L. Rivest, % MD2,MD3 I
MD4 % TR . MD4 ik & AT 1990 4 32 5 5 B A 3k 4T Aoy i i A1 2% i 4K ) L i3 17
JEPR LS Z B T RE. HER AN A MD4 7% 26 . T2 Ronald L.
Rivest F 1991 4E Xt MD4 i 1 JL s ek ol #F 5 953 25 572 MD5 . 548 MD5 He MD4 5§34
P — s (H Ry 4,

MD5 g AMEBE R E R HE B A 128 LAY AME . i A TH B # L 512 f7 i 1 B ok
H, BBl R8N 16 A 32 6 Fd .40t T —FRAN A5 556 10 40 f g4
32 f7 8 1 BN, K X O AN 32 A 4 K e A B — > 128 [ EEIHE .

MD5 5 7H B L T Rk IR

(1) HEHFE

7E MD5 ik, i 58 ZEHE B T 5, H AR & (UL gk A S B ) X 512 SRR
45 B4 T 448, HIL 5 BIA K (Bits Length) ¥ 8P B & N X512+448, B NX64+56
MFETT (Bytes) N H—PIEEE, B FEOF . ZFENFIOEE -1 MED 0, H
295 A XS 512 SRR LR F T 448 A4 1L

(2) A E

HEHEFTWERF WM —D UL 64 7 R RAWETAFEERKE. £3XMPr
REFR L IRTE S B K = N X512+448+64=(N+1) X512, B K EA I =& 512 198 5L
5. Wa)iEvl, JHE K EMERE 16 4> 32 A F AR EfE . X AR O Je B2 B 2 i 4 2 b
MR B RKENZEK,

(3) Wt mp X

MD5 rhﬁﬁ AN PO 2 X & R 0 32 ﬂ%ﬁ%ﬁ 1, #% R 8 BE $2 28 / (Chaining
Variable) . X~ 128 A& X H T FAHEMZE . XU FASEPI LGN
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a=0x01234567
b=0x89%abcdef
c=0xfedcba98
d=0x76543210
K b AR A R B B RS A AR o B AALL B BB.c I CC.d B DD,
B EH XA U i AR EIE 3 I IR B2 R B 512 f7 {5
BorHmE A .
(4) %€ SCHH Bl PR 2R
MD5 5535 2 2 U5 B R &, X PO AR sR B CRERE — 1) AR L =4~ 32 L5 i H
AR A 32 A . BATEERAR N
F(X.Y.2)=(XANY)V (X AZ
GX,.Y.2)=(XNAN2DOV XY NZ
H(X.Y.Z) = XY D Z
(X, Y, 2) =YPH XV 2
X B, ARRBEAT”, VRREM B, ORRBA BT, X W RR X EAHU .
AN, MDS bl 7 AP RAE, Rix M, RARTHBAH j ASFrEHON0 2] 15), g
g1 .
FF(asbscod M s.t;) Ffma = b+ ((a+ F(b,c.d) +M; +1t;) < s)
GG (asb.c.d.M;,s,t;) Trma=0b+ ((a+Gb,c.d) +M; +1t,) < s)
HH (a,b.c.d M s t;) T a =0+ ((a+ HWb.c.d) +M; +1,) <)
I (asbycod M;,s.t;) Fmma=b+ ((at1h.c.d) +M; +1,) << s)
Hp , <s AR ER s L, +FRRBER 2 MikizH.
(5) MUEIHHE
TR A Wi (MD4 B =%) , BRI AR, 5 % iifr 16 K¥fE. Bk
VEXT aboc Md H) =D —WAEL MR B2 T AR R T4 R/ B2 5 — T
M A E B R R S RIEH AR I E aboc 8id HohZ— . e HizE RPN
ab.cmd HpzZ—,
iX VY 48 2
@O %
FF(a+sb.cod .M, ,7.0xd76aa478)
FF(dsasbsc M, ,12.,0xe8c7b756)
FF(c.d.a.b .M, .17.0x242070db)
FFE(bscsdsa.M,,22.,0xclbdceee)
FF(a.b.c d M, ,7.0xf57c0faf)
FFE(d.asb.c.M:.,12.,0x4787c62a)
FF(c.dsa.b,Ms,17,0xa8304613)
FF(b.c.dsa,M; .22 .,0xfd469501)
FF(a.b,c,d Mg .7,0x698098d8)
FF(d.asb,c,M,,12,0x8b44{7af)
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- AT EC S N - ety

FF(c.d,a-b,M,, .17 ,0xffff5bb1)
FF(b.coda M, .22 .0x895¢d7be)
FF(asbscsd My, ,7,0x6b901122)
FF(d,asbscsMy;,12,0xfd987193)
FF(c.dsasb.M,, ,17.,0xa679438e¢)
FE(b,csdsa M5 ,22,0x49b40821)
@ %

GG(asbscsd M, .5.0xt61e2562)
GG(d vasbacsM; .9.0xc040b340)
GG(codvab. M, .14.0x265e5a51)
(bycsdsasM,,20,0xe9b6c7aa)
(asbscodsMs.5.0xd62f105d)
(dsasbycyM,,,9.0x02441453)
(codsasb,M,5,14,0xd8ale681)
(bscsdsasM;+20,0xe7d3fbe8)
(asbscsd My ,5,0x21eledeb)
(dsasbscsMiy+9.0xc33707d6)
(codsasb,M;,14,0xf4d50d87)
GG(bscodvasMg.20.,0x455al4ed)
GG(asbscsdsMi3,5,0xa9%e3e905)
GG(d,asbsc.M,,9,0xfcefa3f8)
GG(c,dsasb,M;,14,0x676f02d9)
GG(bscsdsasMiy +20,0x8d2a4c8a)
® =%

HH(a.b.c.d Ms,4,0x{ffa3942)
HH(d.asbsc Mg ,11,0x87711681)
HH(c.d+a.b.M,,.16,0x6d9d6122)
HH(b.c.dsa My, ,23,0xtde5380¢)
HH(a.b.c.d .M, .4.0xadbeeads)
HH(d.a.b,c,M,,11,0x4bdecfa9)
HH(c.dsa+b,M;,16,0xf6bb4b60)
HH(b.c.dsa .M, ,23,0xbebfbc70)
HH(a.b.csd M;.,4,0x289b7ech)
HH(d.a.b.c.M,.11.0xeaal27fa)
HH(c,d a,b,M;,16,0xd4ef3085)
HH(b.c.dsa M;.23,0x04881d05)
HHCa.b.csd My ,4.,0xd9d4d039)
HH(d.,a,b,c,M;;,11,0xe6db99e5)
HH(c.dsa b,Ms,16,0x1fa27cf8)

QO Q Q@ @ @ @
O o o 0 O
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HH(b.c.d+a.-M,.23.0xcdach665)
@ V9%
IICa,bycod M, ,6,0xf4292244)
11(d.abscsM;.10.,0x432aff97)
IICc.dsa b.M, .15,0xab9423a7)
I11(h.codsaM;,21.,0xfc93a039)
I(a.bycod M, .6,0x655b59¢3)
I11(d.a+bscsM;.10.0x8f0ccc92)
II(c.d.a.b. M, .15.0xtfeffd7d)
I1b,codsa M, ,21,0x85845dd1)
IICasbscsd Mg ,6,0x6fa87e4f)
11(dsa+bscsMis,10,0xfe2ce6e0)
II(codsasbsM;,15,0xa3014314)
I1(b,codva-M;.21,0x4e0811al)
IICasbscad-M;.6.0xf7537¢82)
11(dsa.b.c M;; .10,0xbd3af235)
II(c.dsasb.M,.15,0x2ad7d2bb)
II(b,codsasMy.21,0xeb86d391)
WU AL R R E
TEAS i B e & 4294967296 X abs(sin()) B HEBGH 70 0 I PALEINEE . (4294967296
FT 2%
AT X SE N Z G B @ boed 3N AA \BB.CC.DD., #RJ5 HF — 43 41 B 4 4k 2k
AT E . EJR R 2 ALB.C H D gLk,

3.2 v % H4

e A EE RN T AN ES S5, SARE T %0 . AR S
FH 3 B 25 4 3 X SCR PO B AT L D7 A SRR Bk L . BT A R TS A S
BB ALTE R R A B T 2 R R P B R A A — R I D 0 — R
WISy . M 1976 4 BT RS 4 I BE S it L AL B TR MG . BT A B R Mt
LI 44 R T A B — 5 AR L TE Bl 4 i T S R L A5 ) T O B L 4%
B 1 FARAG T AR AT . 35 2000 43 3 (G T2 44 250 5 [ N B B )
BHE BT 24 5T 5 24 U S O TR Ol 72 4 ) L ML T 40 0 0 2
%515 K 4 BEN U ) 25 v R

3.2.1 H=EZXZRZE N

1. BFE L0 LTk
1 248 01 3 o 56 7 B 2 B AN EL S L nT AR AP (R B 34 1Y XU AN 32 5 =0 W G
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B2 E A Re Ak 28 5 XU N A T X e T LA 2 FE .

flan.B AT APhE — SRIEEIFMIZIHE ZAAH A, R, B R4 —FHEE . H A M B
HZ W E A AEBENS IFHIEREENMM THEEZE., A A M B HLZEHH N A
THEUEH A O A 2R iZHEE .

G, A LA A RS R AR R . FIFERE I, O A B %8, B LA
imH B Fr A REE R A i 5E A TE B

TE 38 15 X7 1 AN BE 52 25 41X 7 EI’JT*(}LT o 2 B bR TH BVSE 0 2 A iy oAtk Oy ik
K P ax e @, MFEEA MR XNNE YR FE. ENERHEYSTFEEER. AP
ARKHBSG B.B HE TR EFEE LA 1922, 900 DL A iE B 2 5 0 550k A
T A, FESEoNEE B ARNERL A EFRFWILEIRB A ALSTERE. Hitk, 7%
AW I H 12 A IE AZE R 5T, By 1k A TR e G . B A TR B O AR B o R
Y AT SN E A ESE A AT 2N H .

2. MFELHME ALK AE

B E A TE 1SO7498-2 prufErp g LN« “ N7 2 98 B o b /Y — S 2048 , 302 X £ 3 B
TG P AH0RY) % By 728 45, 33X S0 RN 722 45 A0 VR R B 0T Y B2 WCE R DL DA 280 B 00 ok U RN R s
BT 58 Bk, IR R 88, Bl 1k gl AN Cln R i) AT Db

HEEARGIBMEFEER TR, A E WA 3 Z A R oy, B2 25 55 32 A5G IE 55
P, WMIBE MBIZEZICHN s=Siglm) . M2 s B UER[i2 AN Ver(s) € (0,1}, BFZ&
AR BT A E LA T .

EX 31 —PEFEAEGZ DT THM,AK,S, V), Hif,
M 2 fr LATRT RE B9 IH B A& L BRI B 25 18],
A FEF A RIS 24 A L) — A PR &E PR N 45 24 25 1]
K 2 A BAHNES R EHZ .

SEEAFENES,V ERIERENES . WL MIEFEreK, A -1 E247/ Ik
Sig, Fl— B UES-: Ver, . S EEIEE meEM. 5% 4% a€ A, Ver, (m,a) =1,
HAY Y4 a=Sig, (m) ,

ERFEARE T, a=Sige () BRMEHZER EXEE m £, (n.a) KA —1THB-

B . ZEHEBN GEEREAMEEBERE.

BF AWM EA AR

o FIEGUEYE. R BB 20 RE 88 56Uk A& 1K U7 1% 44 A I B A AL,

o« AAlfhiEtE. BRI EANZIN AR AN ARNEZE A NN EGEEAS .

o« AAAAYE., RENTERREZLZWIEEE, TEIRE 21X 0170 B0 72 I3 H
BRI ESAEERITR.

o BAESEEME., BFERAMELE TR E B BT AR e E U, BT
%2 BATIH B2 ) TR

AR 8 X BE R I, B804 24 W R T 9 SR

o WIS TH BAHICH A ER

o ZEZ WM R IR T A M AE B LAB D iE M

« PHERFEANRES .
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o HBIMBIESE ALK ES .
s hiERFELATEITHE EREATITH., Bie—~MNAGENRFEANEHR B ZENE
EIHE B NERTFEL A B EAT T,

s RAFBTFELZWE I ZEITH.

BT AHEMEEMREMN RS URBRFEL . BN T E 2R T RAHAEMNSR
BT S S . TEIET AR 2524 I b, 28 22 51 e 20 (il 28 24 N FLSH 1 56 ik 5
BN R EEHZER N AH. Bk, R Z0 AA T REF= 4L B A & 2 . D E R FASH 2
AW . 2 A RO RE AT ] N SSHIE , N2 2 AN A=A T AT Rl Y,

3.2.2 EFRSAZEBHNHEZZEE
{15 58 Bl o7 B0 A& 3% 07 AR ) % 3% 5 AT DA B O 1Y FASA X 84 0 B 8 B )
Bm & e r= A B2 24 WO FH & 2% 7 B2 BA X 48 24 AT 56 uE AN T WA 28 22 FE B &
SEME LA 3-6 B s,
%177 A BT

M r{%j - C -———{%}——-— M

PR PU,4
(2)

M (1D M ) V.
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B KDC 1 57 7= Az 38 A5 AU il A5 B 4 B i %480 (FR b & 0E B 8D JFH B AR X
o PRSI B, 3T KDC 32 888 ] AUk 19 28 #6010 2 i Needham #1 Schroder 1% it
) — AN, an & 4-4 Frw

IDA[[IDg||
E(Ka» [KagllIDg||V, KDCE: % K o
_ IEKs: [KagllIDADD
A E(Kps [Kagl[IDAD [|E(Kaps Na) _| B
5 E(Kag+ Np» N3)
E(Kap» f(NV3)) |
B 4-4 EHF 3R N mEaAiE
YN EE L TR
(1) A—>KDC, 1D, || 1IDg || N,
(2) KDC—~A. E(Kaos[Kag I TDg | Ny || ECKgo[Kag | IDA DD
(3) A—>B. E(Kg [ Kag || IDAa D || ECKagsN3)
(4) B_}A: E(Kgﬂvi\rg al\(:;)

(5) A—>B. E(Kaps f(N3))



78 AL 2 % A (Ff =R

A B #1 KDC 73 532840 K, fl Kg iz 0000 B B9 2 RIEK 21 % 5 K& 415y
Bogs A A1 B, A B/ U KDC, 2/ B . N, A94E 2Py 1k B i a7 2 i B
KDC., #EA R (2) A LMK/ ZEEBH K. ELTEB) A KX —DEFEPAER
THITHESG B: B8k H KDC.ZH K M3 2155 Kap A BHRIR 56 8042
H Kas 2Pk N, . TR (1) B ESBRSIEE A KaMBkER N, 285 B H Kas %
N, R PR N, IF 2R 45 AN, BAEHZIEB B HlIG8 Kap o N BIEHZZ R A EBAH
CHGE Kapo EOGHHE BHIE ACH K. 2IM.A F BAHEAAUE T X5 8 54y, 9F H &
ST ETERH Kaso

2. KT N4A e 5B 89 R Ry AR

FH 2 S B T 250 A e a9 7 15 L I 4-5,

(1) E(PU,, [N[[IDA])

(4) E(PUg, E(PRA. Kj))

B 4-5 ETAAFTHRINEIAE

(1) A H BB EXT &4 HARIR 1D, APk (NDOBE B Mm% . JF k%4 B, Hrp N,
FHoRME—PRIRAIRAE 5,

(2) BRZE—FHH PUL MEMEE . ZHEHEG® A BH (N M B 7™ A4 /95 Pk Ak
(N, BEARA BALI#EHEE (D, LIEE <2>r|1HfJ N, Al A ffi {5 Hom {7 0k 2 B.

(3) A H BBIZEHXT N, In% . IR m45 B, X H A B #{5 HaEFIkE 2 A

ZIHL,A LS BSEH T EIAGE,

(4) A BEEEH K, , 3% M=E(PUy,E(PR,.K)) & ik% B, i B #9286 HE B
BRI LIRIE R B AR EME; FH A WRAMEN LIMAIERST A AfEEXIZBR.

(5) B3 D(PU,,D(PRy.M)) 155|841 |

A PR (4) L (5) LB T X R A ) 55 BH A T

4.3 Kerberos

Kerberos &2 20 142 80 ZECEEH A H T 225 (MIT) 7 & By — Fh I T X #2515 5
1) I 25 A UE DR, R iF — AR L 4 H’JHQ%J:EVJT?’@ YA o A RN TH S B AHUE R By .
-H 518 25k . Kerberos ML A X W G i H LR EZE . L 208 1E .

Kerberos [l | X #— - [n] & . ﬁb{ﬁ AT R o3 A B 5 H P ok P 24 e 4
ok B T AR . OGS BPE X BEF B AR — MR aih. TEEDGERABR P HP
HE A S o 28 U5 ] & Rl e R 5 IR, X B IR EOAUEH P By, WP T AR & H P 58
it A IE oF AR L DAARAS 52 I A0 R A i FH P o5 AE A E R 4075 . ik 55 A% GE 08 E X 2 A H &
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ft ik 55 . I BB L 0 ik S iE K 9 Fh 2 .

Kerberos B it B B9 52 P o0 A =X X 4% 2R 58 T . FH P U [n) [ 28 9% 105 Bsf 79 242 4 [n) R
B T v 9 H P 2 B3R 15 IR 55 8% b 19 IR 55 . IR 55 2 BE W8 X IR 55 18 K 2 A7 IE , 5 i PR il 52 AL
H P 5],

Kerberos J& 8 TCP/IP W 2535 11 89 A 45 27 = J7 A UE U 0, A Al 45 27 =77 KDC it 17
P IAE

H i % H 1) Kerberos A1 IAS . WA 4 9732 (0 H L i RRAS 5 2eae T RRAS 4 1% 4
7. IFBGA Internet FR#EEE (RFC 1510),

4.3.1 Kerberos fiZs 4

Kerberos i 1 $&H — 1~ 46 b iy A ik IRk 55 4% 2K 72 57 FH P 0 IR 55 2% 19 A E AR 55 &8 X H
FHIAUE . Kerberos B SE LG — AN iE 1776 M 4% b B A1) B &2 4 45 s Ah 19 %5 51 41 2 vh o
DL Je — AR ZUF » 25 5 2o AUk FH P B 00 19 53 A =X 02 FH A2 7 I8 A X 7 R 250 S 30 F P |/ 0A
ik, Kerberos Byt B pr/2 i H A H P 2 800 25 s 3] TAEW, TAE T 144 )
B, I H % S A KDC Bk &, LA FH P 3R A5 0 78 55 U5 1 {424

1. Kerberos ft. &

Kerberos WA 4 FE P H DES SR#EHHAEIR S . B EA H % .
NZTR A, XA EHEHZEM KDC 5=/, HP ESEHGHP 0424 Wi H P
mMEILFEACOS s MM iZalAFig A ) FE% 5. Kerberos IR #3#8 8 KDC, 43 4§
PR E g A H . DA IR IR 55 #% ( Authentication Server, AS) #1122 £ AUk % 45 (TGS) .,
KDC A — e sk LR 2 F A N % A B . M IR Uk KDC £48 i & 4, ik 2e 90 K
FHHAH KDC 1 E %A Mm% .

F P E P 22 025k B TAES,  EEARIE L DO 24 . T RS A
AR A R X Bk E A AE SRR, HEXHEMAZRESE, WERHP
EERSHNERPET A ERMA W5 &R A2 it . b1 BB, 7 H P
FxE, TAEME )M KDCHIGF - 1T2iEEA . mMABRHFARSE. MiE, TEWNE
#ﬁﬁﬁﬁﬁ%ﬂu%,ﬁﬁﬁﬁ/h%%%ﬁﬂ%ﬂ KDC BK % , 58 BOIAUE (19 1o #2 , 3% 45 i 2 5% I8 i i
HEN, SEEHRE B ENA R, XK KM T B %% 5 s & 4
RS

2. MR NIER 3. KFLEENF TGT

R A G TAEM R, TAE M AS Hig =R EH . AS AN —1T=1E% 4 Sa
HHAMWEZEHAMSE ZES AW TAEY, AN AS B &L — DT ]EEATE (Ticket-
Granting Ticket, TGT) . TGT 43 & H KDC F 2% ) SiE %8 Sa A 19 1D DL %5
WImrElSE AR . AW TAEMH AW EEHAM T ARG TAENMTDIEIC ARHPEZMA
2 2 ZAeAE Sa M TGT., Y HIE OIS . % P wmU A TGT £ H & WY
y.m TGS A Hig. R mE 1-6 Fiw,

P AR AR P 20855 TAES, TAERN LI X ZRiERKIEE % KDC.HE
L AWH P4, BHERE . KDCAS BiHO i H A 89 EZ %5 TGS BT 75 /Y
HEFS i IE 45 .
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ID,., Password
- [AS-REQ)]
T | ERRSA
A (¥ [AS-REP] AS FREIAR E® K,
| E(Ksr SAITGT) HERETGT=E(Kgpes 1DAlISA)

El4-6 ERESWEEHAM IGT

« ZUEEH Sa.
* TGT. TGT 4f& k% 9 2 fad Wit al , JF F KDC /9 3% s Rk 2
KDC A W] DA## %% TGT.

WEBMEH AW EEH Ko ME PR XA A TAES ., TAESK A OS5 HRHN
DES % . TAEWCRIUEF 5, 90 FH 3 S W3 0E 4 , a0 SR %% ool , ) T AR Sl il 5 A B9 2%
W, 2R TGT Mk EHA .

Kerberos W1 8 TAE UG & %25 KDC 1igK#x N KRB_AS_REQ, Bl Kerberos tAilE Ik 55
i 2K (Kerberos Authentication Server Request); ¥ KDC By LN &8 B # & KRB_AS REP,
Al Kerberos tAE IR 5 M v ( Kerberos Authentication Server Response), 1H B 22 # 1 #2 0]
LA T B 3 A

(1) A—>AS: ID4 || IDres | TS,

(2) AS>A: E(K,.[Sa [ IDy, | TS, || Lifetime, || TGT])

TGT=E(Kkpc:[Sa || ID4 || AD, || IDy | TS, || Lifetime, ])

W2 H S AL B HR TR ANk 4-1 P

T 41 RHBINEZH:. ST TGT

KRB_AS REQ: A R HiF TGT

1D, HH AS % P o P ARiR

ID.. 551 AS F P iR iR TGS

TS, i ASREKIER P imbt 82/ 5 AS B[R 2

KRB_AS _REP: ASiE[E TGT

Ka ETHPOSHEHAES ASEFE P mERIEDS . AP HENAZE

Shs FEPm Al iRl SIE % M ASEIE . HEBE P mM TGS AT ELZE KA EHB
B THEEXHER

IDg. IR TSR TGS 4 K

TS, i RN 2 P v 1) 5 TR B[R]

Lifetime, 18 H 2 P v ) 55 0 A iy HH

TGT % P AT Vim TGS 191715

3. IRFEMITFX#H,., HmRIFPIEARZT R

A7 TGT M&THEZA AT LS TGS #iE, Bk AR R %% B %
R, A M TGS ZXHEE EETAE TGT MPTHIER S MWRIR 1D, HAb. iE B rhid
08— R E 5 B R P AR ID. R gk At e, 5 TGT myn] & A E . ik
IR EA BB A — Ik B A ap e 49 . Kerberos 16 X M 1E KB B8 KRB_TGS _REQ.
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M TGS #3) KRBTGS REQHEJF-H S, % TGT. TGT o &mMfE BUHBHA, A
E?%'%'J’%Lﬁ'&"fﬂ Sa-BIAYS FEAEMEH Sy WHP BN A7, #EH.TGS [ HZESE
%G i A IETE B S 2 915 B A T B IR 1Y I 25 st hik 25 DEBC, I TGS 8% 1] 55 1Y
KRB SIEWAERZE -2, NMEE T A 850,

TGS H A5 BAN—TIHEEH Kas . 345 A ER—1Viln] B BIRF AT 115
MNEZEH B ERHMBERNILERH Ka™ A B ID, A LEEZBRTEPIER B
TS B EFEAME. BT3RS B EFEM AR A KL %% B.B A LU# %%

T2 RIS HH KM A 1D, RIG. TGS 45 A K% — P ZHE S HE BN KRB
_TGS_REP.H TGS #1 A W= EHAME ., W ZHEHENAEEMS A 5ikFs4 B it
EHH Kap JRE 28 B HARIE 1D L A i510] B B9 IR 55 542 24
MR 55 AU 1 S IH B AC et AR 4-7 PR .

R [TGS_REQ]
= IDg||TGT||Authenticator

. {F [TGS_REP] TGS
W1 B(Sa [KaslIDg|Tickets])

|

B 47 EERSFENIE

X — 74 B A # 1 #2 AT DA ) B iR R

(1) A—=>TGS: IDg || TGT || Authenticator,

(2) TGS>A: E(Sy [ Kag [ TDg [| TS, || Tickets )
TGT=E(Kkpc:[Sa | IDs || ADy || IDy. || TS, || Lifetime, 1)
Tickety=E(Kg.[Kap || ID4 || ADy || IDg || TS, || Lifetime, 1)
Authenticator,= E(S,.[ 1D, || ADs || TS, D

P25 B BAR TR Ik 4-2 P .

T2 BRERWIEZR#H

KRB_TGS_REQ: ZEFRmBIFREZFTNITE

IDg EHH TGS AP A E i i) iR 5 2% B
TGT HH TGS ZH P E# ASAE
Authenticatory, & Pig4d G ET]R

KRB TGS REP. TGS BB R FiZMTE

Sa MAAS TCGSHEMEARFPHENAR

K s ZEPmA VIR SEEH,. B TGS &, H/E P mfRkFSEATELZKAR
HHRETR T E 2L FER

IDg IR TR RN IR S 4 B AR

TS, i RN P v ) 58 AR B[R]

Ticketg P mATUIR RS2 B BT

TGT HEH.URHAPEHMAOSL

Kkpc i ASH TGS L Z R BEHAME R TE, By ILhiE

Sa TGS AT Vi [a] 19 2 i % 83 , A T % A IR TH 8 BIAGE ] 2R
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gk
1Dy IR ERNSETEE
ADa Bh 1 TSR 7 5 i 1) 52 B R R 9 T4 B 46
Dy, ] AR 55 4% 5 O ] 52 0 %% AR 0
TS, i A TGS 775 A& h ) B 8]
Lifetime, Bry 1k 7] 55 2k 1A J5 4k 2 5
Authenticatory  [a] TGS BRI TSR0 B A & 51152 AR /Y9 B A & A8 W], 7 8 A ar 99 B 1 5
Sa A% PSS TCS HEMEHMENIEHRE . Pj 1L iE
1Dy 15 ol 20 5 AR IH B L LA 43R 1D
ADjy ] 52 A 220 5 AR I B U T 1Y 9 2% 3 ik
TS, i A TGS A UETH B 1) A= BB [A]

4. B P /IR BINIE R %, 7 P TR
AP AR S #¢ B iU 4-8 Frs .

AP-REQ
Ticketg||K sg(timestamp)

i |

W 15213 3 Kap
A B i iME(E

HuEmFE
AP-REP

K p(timestamp+1)

B

B 4-8 5 ie)iE 2 &

P A TAES SRS B 25— 1EKE B . IH B 7E Kerberos 1A KRB_AP_
REQ.BP“R FE-K”HE . AP_REQ & Vilnl B iy 1S AAIEME . MEHEMIEXZH A
M B HEZRSTERH KasNE L1006,

Bf#% A KENTEEREH KM A ID, RiE.B #% UGEE L6 A A b #E F /Y
SR S H1 A8 %5 5 L ] e A A e R] L, AR IE X NMHE AR EMEE . ME.BELIMET A
By . BRS04 BFE Kerberos 1 #k 5 KRB_AP_REP, AP REPWIEEEHENT
FIAXF B AYIAIE . BARSEBALEI 2 B R AR S B a9 i RHE N 1, H Kap % J5 & 8l 25
A, ABMEEERETHINIEIIE QR EE . i TH B 28 iEEAmER . Ktk A 7T DI
F‘Jttné] BRAAEM RS BAM. HEBE PN AR IZ N E AR — DX LLHTE B
I 2

EJH: %P A 5k As B S 7 R A UE, AR AN Kas - 1% 40 AT DL T
W AR E AT Z 8% 3% 1Y 7 B 50 08T 1 B PL 2 05 % 8H .

X —H B 28 48 i F2 A] DA A B A A

(1) A—>B Ticketg || Authenticatora

(2) B>A E(Kas,[ TS, +11D G B G AR

Tickets = E(Kg [ Kag || IDs [| ADa || IDg || TS, || Lifetime, )
Authenticators = E(Kags|1Da || ADs || TS: D
K43 BHE T X BEMFHEETHEITER.
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F43 ER/RFBINEXZ#H

KRB AP REQ: Z FifHi5R%

Ticketg W] R % 25 iEBAZ A P aE s T AS B9AE
Authenticatorg PRt a1 E

KRB_AP_REP: i #) % P iin A ik AR 55 28

K ag m] % P v A E B ZIE B R IE T k%5 2% B

TS; +1 o] % P v A UE BA % N0 B A 2 X LR T BB R 2

Ticketg AT B AP EZ RS AR — RS [ AT E RN TGS HiFH 1R
Kg M TGS 555 AL ZE M HEAMBER R, B L &

K ag Z Pyl iR 2iE S, A TREINEER

1D, IR ENGETAEH

AD, B I T 2EAE 5 i T e R R A TAE S 4

IDg 1 2 Bk 55 2% BE 1E 0 Al 2% ] 52

TS, i AR 55 2% 1) 5% A i B[]

Lifetime, B 1k ] 25 48 B A

Authenticator, RS A MR T R T A & SRR B P A & A, a4 a1k E A
K as % P v 5 IR 55 4% 35 5 00 % S & 19 IEE B . B 1B R B

1D, 15 20 5 AR B VL AL 9 A5 1R ID

AD, 715 251 5 A UE T B DT B A9 ) 4% b ik

TS, i AR 55 25 DR TH B 8 A BB [A]

5. Kerberos ¥ #» % & Kerberos

Kerberos 54045 Kerberos ik 55 %% .2 T % 7 vm Al 0 FH iR 55 4

(1) Kerberos IR 5 a5 W21 A A5 H P 138 CULD) #1H P O 4 @ 2088 . B 3 P 2620
£ Kerberos IR 55 25 1E M.

(2) Kerberos fIg 55 475 5 734~ B IR 55 % 35 52— 45 € 09 58 9 BT B IR 55 4w 4
MFE Kerberos Ik 55 #5 1E M.

X PP 58 B A — 1~ Kerberos I, Kerberos $ /& — 4 52 & 45 &, B i1 3 = [[ —
Kerberos 45 % . Kerberos 204 JEH B 7F Kerberos FE B ILEZSR F. X1 E VLR 5N
TP EZem RN . Kerberos FUE B9 H 32 @At 7] PL3F 8 7 HoAth Kerberos 15
PLARSGE b, H2 W8 IEEW A E 27 RO R ST, B 28U ]
Kerberos ﬁ i 2K Kerberos FEZ WM, A — W & & Kerberos F 1K, B 2&
Kerberos 24tf8 MR FHH P . 81> Kerberos R i FARARIETHR L, FIER A K
=8B G IR 55 B P 24 R S 24 R DL S 44

g T AR AT B B % P/ 1k 55 4 2608 5 A 18 1 A 6] B9 38, 78— > Kerberos JIk 55
mHEMNE P SRS SE TR B H B F A58 A9 H P AT REE U ) 5
A dm T Y il 55 A 5 i 2 26 Sl 55 e L A BE RE 25 HLAth S B P SR R IR 55 L DRt N 0 O X 2 R
fe Nk

Kerberos $#&fit 1 —Ff 3 457 3 3l [8] A UE B AL . O~ S 455 B8] DAk, B i a2 — 4> oK
BB ARAE ) Kerberos Ik 55 4% b 3 5 — %8 . W5 1) Kerberos Ik 55 4% i AH 5.7 0t

X AP 0 Z K — B Kerberos Ik 55 #x 2 {5 4T HoAth 0/ Kerberos ik 45 #s X H H
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FIINIE . 53 &b o HoAth 35 % 17 FH AR 55 9% t 6 2015 4E 26— BP9 Kerberos IR %% .

AT VL EREO], i mT DL B 4-9 SRR Z LS . 24 P U ) 5 A 38 Y AR 55 L a0 251 3R 15
HAb B iz IR 5 BRSBTS, H P % BEEE R F 5SA R TGS |, I B g R 15 x 72
TGS(H —NE TGO M TRENITE . &P ma] DLEif TGS HigfE TGS &b ik
5 A 1 R 55 B AL 1 52

bl A

Kerberos

-H (1) F A TGS K A3

Kerberos

E 4-9 EiE 5 o)

EAE R R 55 2% (Vi) BT T2 R B 1 P AR Bir 78 39 380, ik 55 A 7T L 3 SE 2 & R 0
E AR IE K .

4.3.2 Kerberos 7~ 5

Kerberos fiAS 5 X RRAS 4 A 7E 19— YL@k fg 047 1 ekt .
(1) METERGEKBME. WA 4 8 H DES, H I, B F DES i3, 1 DES 1% 4
-HAZB AT BLEE; m H,DES &7 1 DR . WA 5 &R bRid % . 48 ] DLE

AR A . 0% 25 SH i B 2R AHK B ARIC » SR AS A) ) 53 25 05 FH AH W] Y %5 4H .

(2) Internet B4R EME . WA 4 75 Z M H 1P sk . A 3 Hofb b hE 28R, A 5 FH 38
AU BEARIC X 28 3k, 700 f58 FH AT {n] 25 78 1% [ 26 bk

(3) HEFTIERFEF . WA 4, hIH B8 &k & F s 3 B KL E 16 B89 5215 I , T
AFEPEC A WG], FEWA 5 v, BT A TH B 48 AR A il 4 v ik 278 CASNL 1) F1 3 A g At L
M (BER) B9 #L & - $2 A — A~ BRI E — X AIE B Ty .
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(DO NEMEGHE.: A4 P I EMEGYH - 8RR . BRMAES 8. H
e, e KA N 28 X5=1280 208, 290 21 /NEF, X XF 386 AT RE AR 8K, TERAS 5
TSR AL S TS I G R A B R) RN 2R LR TR AR ) A E K E A A

(5) EBEIIAIE: TEMA 4 P oA LT R 4G — % F v B R 45 8 5% 7% 3 H At 3= DL 5l g HAth
P AT HA A OCHRAE . BEARAE R 8 IR S 2% 0 1 58 iR P o i 2K A0 IR 551 1 2R HiAb IR 55 2%
PME R BE 7, B a0, 2 v HEOE FT BN IR 55 2% 19 IR 55 0 4T P R 55 2% 5 22 A FH & 5 S ik 45 1 )
RS SRR P SO, A 5 R T X I fE .

(6) HHEIIAIE: WA 4 Hh N B B EAE T 2 N > Kerberos-to-Kerberos X & . i
A5 SRR R R

(7)) TEMBTR . A 4 h R AEA R P s i) T SR T PR % 58 — Wl H AY 22 B bn
AR 55 25 B2 5 L 50 IR 2 & P w4 . WA 5 BGH 158 —kom %5 . B H P % 81 it
Wy . B85 RO E I A LT

(8) PCBC 1% . WA 4 % DES B dEbr iR = PCBC, A & 9k A 5 % &2
W Ty, RRAS 5 $24 TR 00 SRR MR R A AL L T BE 98 AR ME RS CBC BE=Un 4 .

(9) SEFTH: WA AP BRI EPAE - DSEES. T 82 Rk [E—
A 55 2% . LTI A T RE A8 32 ATy . TERRAS 5 rh & 5 IR 55 w8 0T DL R — A T R i
BTSSR B T2EE AN K. X 0% 5 g vh ) 77 206 2 0 5
LS .

2 A4-4 ik TR 5 BY3EAR 23

5% 4-4 Kerberos i 5 4 B X #

() INERRFZZ#: RN ERNTE
(1) A—>AS Options || ID, || Realm, || ID,. || Times || Nonce,
(2) AS—~A Realmy || IDa || Tickety, || ECKa s[Sa || Times || Nonce, || Realm,,. || 1Dy ])
Ticket,, =E(K,. [ Flags | Sa || Realm, || IDs || AD, || Times])

(b) RFBFNTEZ#H: RERFZFERTE
(3) A>TGS Options || IDg || Times || Nonce, | Ticket,g, | Authenticator,
(4) TGS>A Realm, || IDs || Ticketg || E(Sps[Kag || Times || Nonce; || Realmg || IDg ])
Ticket,,, = E(K . ;[ Flags || Ss | Realm, || ID, || AD4 || Times])
Tickety= E(Kg,[ Flags | Kag || Realmg || IDs || AD, || Times])
Authenticatory = E(S,,[IDs || Realmy | TS, D

(o) BER/IREFINIER . KRS
(5) A—B Options || Tickets || Authenticators

(6) B~A E(Kass [ TS, || Subkey || Seq# ]
Tickets =E(Kg [ Flags || Kas || Realmy || ID4 || ADy || Times])
Authenticatora =E(K g s[ ID4 || Realmy || TS, || Subkey || Seq# D

HAEZEIMNERES S, HE(DRE P imig R EEZA TSR, Wik, &
5P A TGS BRI B 1S 19 0 R 4 -

« Realm: tRiHH P & a9 5L,

« Options: H T ig>RAER [y ] 5 i B 18 € Wb iR AL, W0k By ik



86 it LM 2 % A (5 =R

* Times: HT % Fimig KE] 5 ik & [E] .
¢ from: 52K 5% A9 4R s [8]
o till: TE K]S k BH s e
¢ rtime: 152K till B [a],
* Nonce: 7E{H B (2) & & i H A9 Ilm i 32 T 5, FH T 0 £ 0 25 52 Wil B /9, B 9 0
# 0
IHE(2) R [\ EZ AU 5 il & P s (s B — P 048 B8 %5 43 n %25 09 20
B, ZEREBAEE P A TGS [EE 8218 % 9, 11 B (D J i € 5y it 8] F ks i 232 55
i) TGS MFRiRE R . TTEASEESEEH VK mibr 25 B i 20 B L 52 mm [)
SARE IR E LT . X S8R & N A 5 a5 ok ) — B8 Th 8K 72 J7 e .
FEA AR 4 FIRRAS 5 MR S5 245, PIENIEE Q) WaE IR [T EME K
MR% 245, FERRAS 5 b i 46 598 B (O 2RI 1] 55 3 K A9 B 18] | 35 301 A1 — A B 22 1
Fs AR AEH S5 RA 4 thAE R .
HE MW S5HEB ) EMHME, RFT]EM X P mEEZE R, 5 HEEE T 5w
TGS HEW STHEEHME .
A A 5 X% P/ RS A A uEAc e b A7 T — Se ket L Bl n 7 T B (5O L & P s Al LA
TR P R A E R, TAREWIE i T DL
* Subkey: & P Uit — > FEARD R 5 E N 2 15 0 3Rtk g 2w, s
NTEP R STESS K. .
* Sequence(JF 5 ). Al ek, H T BATE IR 218 h IR 55 8% 1 25 7 o & 15 1H B 1Y ¥ 41
T . ¥ B HEF R AR 1k O
an B4 K Bl A Uk, W) AR 45 88 4% 0H B (6) WL 2%, % IE B & MOAUETE B b A4S 2 Y i
[ Y . TERRAS 4 vz ik el Eogom 1, e A 5 b, i T 30 & A T RE 7R S A IR B 2 A
HIE B0 BVEE B (6) , A T ZEXT i [a] @ R 47 Bk 3], W RA 5 S U T W
T3 1 B (5) A N T R S, T e TR 5 5 DU A T & P i HH G R 81 S
WA 5 TP bR BRI Z A 4 A DheE, 45 BG4 TT1E P RRERE
PR &

x 4-5 Kerberos liiZ S fr &

INITIAL I ASTHIL AR ERZATE  MARRE T EZNTE X B
PRE-AUTHENT FERHAIEF . Z PR TSR Rl # KDC Ak
HW-AUTHENT B0 4R A UE P I B SR & P v i A (4 E R

RENEWABLE O TGS WA T3R8 B e ] =] 5

MAY-POSTDATE 58 TGS HfgEAMM I Eal B R T EEZANTE

POSTDATED FoRZITEREGFEME . K im iR $ 28 7] LI A Authtime 38, 28 $8 TAIE % 4= B9 B [8]
INVALID ANEERTEEME AR L8 KDC iz &k

PROXIABLE B TGS ¥ SR 171 52 AT LA & 78025 A [] 0 2% b ik 5 ) AR 55 AT T 3R

PROXY RRZITERE—

FORWARDABLE 5% TGS #3811 EZHE AU ZE 0] L& S A [R] 28 Hb kb 37 09 1] B2 AL ] B2
FORWARDED ERZINERELTHEANITESR R TR AN ERTEINEG X5




24F F ik ik 87

pris INITIAL FHH TR AT R A M AS KB, AR H TGS KM H. 4% F b mH
TGS Hig R & BV EE ] P A AS ZAti N 2T . MR 4 L X 2 — 3R 15
MRS BRI P, A S 248 T —F T DL HE M AS R8RS FAU TS F B, Hil
il 2. — VIR S A (O 4248 R 55 2% A B HTEE & 7 i 114 301 0k B 95 56 E .

pris PRE-AUTHENT i g s, W R m X AS 820k 4535 2K B IE 2 (1) i), 78 &
) SN FE X 2 P v i AT AE , HE AU 4 B DD A% SR e AR O A B L 5 4, MIT 58 R
RRAS 5 B, hm 5 A e ] B AR A U B O BAE . 5 PSR A TR B — A A i s
AZH S HAUESR RAS MR EHE TE P DS EAMEREE AS., AS#HEE .
pUESS RN e el SN 1B N 228 i i s S 1 2 el S KGR W I T D I e = 2 ST
R LN AS AN BT SR AT ) 5. 5 —Fha] ge vk 2 A 2 58 K (Smart Card) 2= i A Wr 22 16
a4 B EAEEFAEEE Y., RIAAERYASETHPA A4 B85S T —ERN2#E,
A4 Bl O A B BEALME By 7 I 0 A ag s, SR AR TR BB R i H A A oL
% 2% % s HW-AUTHENT #ri.

YT ey BRI, 50 7E A 5 — B (8] N 77 72 1) 32 B 0 3 93 BT (07 R A9 sl iy
170 46 6 1) 5% A 24 i 3009 T o AT o A gl B 35 B T B K 7E AR BORT 1 52, X 1) S22 AT ] 55
5 & P A LA i P 23080 e B PR3 RO BCH &2 18] FH P g o] B2 Rk e . — B ik D 7 %
B HATEH NI E, M HEHAE RENEWABLE 8971 =@ &8 E . —4
JECRFE TS A R, 55— 2 i R ATE A 20N . & 5 v o] DL o 65 T 24848 45
TGS G5 2 1A B 7RG F 11 5. R X A8 88 80 7 KA 200 /9 70 B
ZW TGS B &3 —A> B A B 8y 2 18 I 8 A A 0O i B ) 52 . X P LS 89 5 6 7 T, TGS
Al DL 46 3 Ol ek T 5

% Pl iE R AS 2t P H AR E MAY-POSTDATE 11 42401125, & P g af
DI T T TGS i — P E A rE POSTDATED 8 INVALID #1122, 4R 5 . & P i
PR A HEEETTE, XMULHTERS & s ir A B 55 M4 & 75 20 ) SRR 5 A
HPuma Lhfad IR SiES - dBRY BN REM TS, HE T E8gwin 1k b3k
bR YT B P B R AR T B B P im UK AN T SR AR, SR
DX B P A P A AU SR R R UIR S BT

FERUA 5 v Rk 55 85 AT LIAE 8 % 7 v A A B L R HUE P v 0945 A FUACRR  F i) H: At Al 55
arHIE RS . R K P v AR X R LS W ZE R iE RS — W A PROXIABLE #r&E AT
SRR, HBMITEAL %S TGS i, TGS &4 — 4~ B A A [a] % 2% Hb bt (19 ik 55 B2 501 55,
ZI TSR PROXY #i & BB R 1] 52 59 6 FH AT L2 W0 e 806 SR i — 28 Ak S DL
HEH TR

REFER A A e BR ], R TTE %8 FORWARDABLE, TGS %45 H i & &
A — A~ B A A M hE AT FORWARDED 5 5 89 1) 528 AT 55 . F 2 b 1) 52 0] DL 6 A e
£ TGS, XHEHPImEAS TS ZE AR Kerberos #ib41 & 5 H Ath 25 A [6) 1% b (1) Kerberos 3t
EEAATER T 0T LT IR AS [5] 38 1) R 45 2% . fmn & W B AT )2 RGP S Al L (e
NS TS R /N s ey SN 1 N B = I 7 = R ETTEENTTZE T
™~ TGS,
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4.4 X.509 iNUFIR 5%

X. 509 7 i [F PR 7 B B (AT U-T) i € 159 9C T 85050k 45 45 44 AR Ph i3 Y — Fb B 2
LI Z M, S/MIME, IPSec,SSL/TLS 5 SET &F##H 7 X. 509 iEH54& 3.

KT HEAHMEG PR P HREBIRS . ITU F 1988 il T X. 500 F 5 5.
H SR 3845 P P 5 BB JE 1 IR 55 5 50— 20 A IR 55 2% . FH P A5 B 46 P 22 3 I 2 b
ik iy S A5 P (R BB AR M . FE XL 500 R AIBRAET , X, 500 il X, 509 2L 2 INIER S
A% L o X, 500 € T —Fham 25 AL, DLy 25 B o 5 8 H P 22 FR 89 i — 15 X, 509 M 5E X
T X500 BRRSWIMERS . X509 ¥LE T AR MGE S & b T2 i IE B iE
MBEZEDO FRZNIER., BMNEBAE T X, 500 & AN, I d— DA EIAE
b FHFAVAZE 24 . LA E AR A A E R FR . A X509 8 5E T 2T 28Uk —
AAETRYL .

X.509 BETAHAEMEKGMBFELNRS . Hbr DI K EFHENSFE
(R AR (R RSA; H B4 2400 25 2109 R &, B I 3% A B0 B AR i ik 5]
Bk

A X, 509 AR AT 1988 4, WA 3 Y EE RS T 1994 0N , I 7E 1995 4E3k45
HEHE, 2000 HE 8k FEIR B 2R

4.4.1 iEP

X. 509 RSB NHP W AHIES., FrigiE s e - MadEZERMER.H
He iy 5 HN B FEDN DA E LR, XL PR il —2e R {F B DGE G (CA) A1 2
o CA BUH P Bl Sras b, H SRR 5 a4 B A0 22 80 k45 AUy H P 3k 15
MEPBHAE AR RO . R, AR — e, W A RO RS B R A
PAWPA B G N RS o By Uk S AR Y L BE 08 4 B UE B A SRR N AR
fE48 (trust anchor) ., 7E — /> A] £ 56 1Y Gk 45 6% b, 58 — 5K Uk 45 502 th (5 AR w28 & 09, B 2
1~ CA.,
1. 3§54 X
X.509 IERHAELLFEE .
* WAES (Version) : XA GEUEFRIARRA . HETE X T =ADWA 1A 15 % 5
HORA 2 95K 1. 00A 3 %R 2.
* FF 55 (Serial number) : — R E, M ZiZuE ) CA ZAFK—EME—FR % uE
o ZZHE X#rIR(Signature algorithm identifier) : ¥§E WL P i E 2 2 098 2, 0145
AN FH R R BT 85 19 - A Bk i T 1 S
o FEXRHE (Issuer name) : O A ZUEH I CA B X. 500 #4545,
o BIHA(Period of validity) : & B~ H B, BPUE 09 24E 2 H B2 1k H 1 .
o EH FMEKRZ (Subject name) : FFAUEF Y FAKR X, 500 #8324 5, ub BH I K2 2y
P E .,
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e WEPFEBSHE B (Subject’s public-key information) : G4 i 2> 5H UL JCFs w5
HEV R AR A R S AL
o XX EBM—#FRIE (Issuer unique identifier) . WAS 2 FRRAS 3 v A] & @4 &Y, H T i —
R BLAIET L CA,
o iF P FEME—FRIE (Subject unique identifier) : RAS 2 FRRA 3 v A] 1% 4 3k , B T ME
FRIRUES K,
* ¥R (Extensions) : {UXHIMAERA 3 h, — a4 REEEE .
* Z A& (Signature) : 5 UEAS 1Y B HoAl s, DL R H AR BHE CA FABH N2 J= 19 i 50X
i, DA R 2% 24 TR AR IR .
X. 509 fff H a0 F % 3 E SGIE -
CA(A) = CA{V.SN.AI,CA,.TA.A,Ap}
H, YCXO AP X BIES 2 HAER O Y R YR Y &4 La& T 3%
J& B EACAS
CA H'EMFAPIXS UL 452 22 , AR FH = R AR BL B 22 8 U R = i RLSG UE CA 28 e
)G P X — i LR Y B S T
2. iEF R
i HA—4 CA.Bra H P ENE T ik CALIF B 5 1EiZ CA. Fra H P uE 4534 7]
AT —A~ B b LI A H P AL, 5 40 P AT DL B8 Houk 5 1% 25 HoAth H
-HHAMP B#HE T ARES.BEIAT#HEH A B IN%E /) B =% 40 A0l e85 B
L [m . A BAVHZE 2R BB AT RED & .
SR P EAR S B A P R —4 CA REBIEHEAT LR . K
W, — M 24 CA 84 CA s HH A FFRMUES . Tkt CA ZAkn. HisE—4
FH P AR A — > CA AR IEH 22 . A P 0 — b 4 Xt 42 4 1) O sCHE 4L 25
BAH P AESH P AT DE e
R AFTE AR X, 1 X s P A 3RS TAIENLE X, mUE5 .1 B 3845 17 Ak
LA X, BUUEH, An2R A B kS X, WA W h X, Z5H B kX A 15 8t
TEME A HAEEE I B ik HRERIEHZ 2 . R0, R P> CA Z (8 & 4 #h 32
eI AP 0 A AT LGE R b RS B A
(1D MWH MRS H X, 240 X, FIUE . BT A RE X, (28, A fTIES ks
X, MIAE I X, B2 45k B IEE 45 .
(2) A BRIHRXPREH X, AR BRUWES.hTF ACEBE T X, A8 A BT
FIHE SRS 24 N2 RS B B8 .
AEH T — M IEFEEkRS B A 1E X509 P iz g Ron k.
X (X2 )X (B)
[f] #F . B A ] DL 3d a # AR A A B9 234
XXy DX €AD
ERE I AR TP IE S E A Ny CA gE89 ik B AT Rom ik .
XX DX Xy Do Xy (B
TEX AR AL, P X CAX:, Xor ) AU B A R TBGES
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A f i CA & ss CA WUE 520 0 i 7E 6] — 4> B s b, P 06 250 FE dn{e] 48 3] — 5% 5%
BIRGHABH P R AHIE . 78 X509 L iEFE R HIZIREG W E CA uE+45, DLAIF 2 57
5 K 1 AL .

3. E 35 HLA

S{EHFMHEL, B MEBEHAE — AR, # 8 WuE 5 & 7 IHuE 5 28 800 2.
H AN AT HE T LAE R B B i e E S

(1) P EABOAN AL 4,

(2) AP AEEEZ CA,

(3) CAEBH NN AL S,

B CA Do fEfig— sk ik P s 41 2 (Certificate Revocation List, CRL) , JH T %1 H B
A CA B HA A BB A uE 45 . 48 & 45 H P AL HAL CA faE45. CRL i 8% i 7€ B
s L

X. 509 HE X T CRL Wy =L, X.509 v2 iy CRL 4345 DL T 48 .

(1) WA, "B, TR CRIBA, MR ¥ 1,358 2 CRL v2,

(2) xR EwE, SIEBTPWEL2 T EWwIR7HEE, HTE A CRL £ 424 /Y
Bk
(3) BREA., SUEBTHRyZE2EZFR7HIE . H T E L& % iZ CRL 1) CA 19 X. 500
AR,

(4) AR HEHr. $88H T CRL A2 & It [8]

(5) FREH . 5 F—kK&Zm CRL AYf[HE] .

(6) FWGES, 5 THACELBEEMIER, 812 BEiEBEafE LT NE .

o HPUES ., &% EEuE 09 P45 L — AR PUZ R IE .

o WUEH . F5 BHIZGE e R Y H

« CRLZZBY . nlks B, R A & Fpa] it {

CA ZPR5F .

(7) CRLY . mE&fEGER, uk 0B A s & & & M4 .CRL 4 5 .
# i CRL 8 /1955

(8) CRL Hidmiy” . A4 5 AR GiE 5 480es iy 2 D L PR Fr 38 2 A0S (B8 R TRk
B A i R B A ) L ol B GIE 5 25 2508 H D FE 28 2 %

(9 CRLEEREWNHTEA.

B HPE-FBEEPERT —PUEH, H P SmhE ZiE bR A, H
PR DAFEHE Bk 5 i A A B sk, b 1B R B R 48 R kAR, H P AT DU Gk 45 A CRL
ZAT

4.4.2 MNIETEE

F

25 A0 E 5 RS B A RO e T Y

dll

X. 509 WA & =Fp Al e AR A . B A UE X AU A = ) IAGE . X SE g R T L
W T AR HEFF . =FOEBRH T A8 4 . BREOSUT AR 8 X Jy 1 22 9, Al i
H s Ik 55 3k A0k F BGE 5 w0 bn iH B 45
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1. #@kiE
i H P A &GES] B {5, B e AiEde R B BAE A B9 50,1 A AT 5E B,
4 A fl B B8 /R X 73 518 (PU, PR AT(PUg . PRy) » B IAIEAL & — 4~ A P
A B P B RwBE LS, RS B a2 5R .
(D AP PHPLSTEEHA K, —NIai 2855 ry . B &2 TFIHEE:
A= B: IDs || PRAGra | T [| IDg) || ECPUgura Il Ta Il )
Horb g0 Ak (), — M A B H B A R - T S A R (] A A A8 R] s [R]85 Ok By Lk T B
I IEIR AL 38 5 W32 B 5 ra FH T By 1k 5 0y HAB 78 7H 20 & 1k 5 8] 22 Py S i — 1Y, X
. B B AT A7 Aiff llm B 28 BL% B &8 A W, 07 46 4a 432 57 HoAb B A A8 [9] ilm B 22 B 5 198 H B
Dy #11Dg 435102 A F1 B #9851 PRAGra | Ta | ID) AT A W95 2 s E(PUg,ra || Ty |
)M ZE A B BN,
(2) BIRENH B R R A 19 X, 509 iEHIF 58 A2 ANmfE 2 A WA AR
ik A 2R HE B 8 rE . Ukt B B2 58 SRt E] A A 2 B SRR ER. A
Jo il AR B 2R A
XPFAiAEm 5 . H B R b B2EEIEH ., HE WAL EFEELENFER,
Y47 B TR 25 44 1930 BN A3 JH: 5 S 1 A 58 B 1
2. M) INiE
e A UE 238 JEAT PR B[] AUk, AEEEE B XF A AUk, i HS2 88 A XF B myIAIE,
BARGSRTE .
(1) FEEAUES B —FF . A Rk % B.
A—B: IDa | PRaGra ll Ta 1 IDg) [| ECPUgura | Ta ll &)
(2) BXF A W{H S JE A7 500k, 56 Gk o 72 o] B m A E 55 (2O . AR e LB A A4
[ 22 55 g, 370 A KIETHE.
B— A: IDs [| PReGra | r | Ts | IDA) | ExGra ll 75 | T)
E, /R HSEEH R 475 .
3 ARBNBEEE HESTEZSHMBEES ra |l rp |l Te. TP 5B AKER ra X 3K
W B AUk I 560k HA 20HE 3RS B AR, Kk B i 4 24 FEHE SE 8 M s SR UERT [A] R T,
R ry.
3. Zwikik
= EAE R X W EAMER I eE . = FAET .S A 5 B 2 7 XU A UE T P AR
BWAcH A Fim B A% —SRIHE
A — B: PRyGra || IDY)
HWHBEEEA R WIGE LTS e, X FE1H B R ECE A R A T, B B0 159 11
iF 22 |5 29k B 86 25 1 X . 4% 5 AT DU R IR0 6 %) I Bt 32 B 5 Ol B Ak RS R . X FR O ik
1 H TR AT [A] 28 B R sk

4.4.3 X.509 hR7#& 3

X. 509 W RRA 2 AR TE A SE B rh B s SR e (5 B &t 2, AR 3 8BS
TSRy RO, - NP R - 1Y EARIR. - N ERTE AP RBE, B
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it AL 2 % A (o =R

T H T3 iz B R G REL g Z 8, R {8 TRUE H 523 AR 2b B &, ) H Gk
ks 2 M AR R IE S .

EBY RmA =2, BHARIKG R GED EARMEITEREL EBEEL R,

(1) ZHME AR S

IR e AL 33 1 2 5k 5 3 AR & AT R & B A OC B BRINAR B . DA B UE 5 0K g /Y F5

AR AR AR AW A 24 BRI A 7 S R 4 0 A A R R A AR SN HH S
RUE A5 09 PG . Bl dn, A4S S TR T L 7 BodE 22 4 CEDD 78— 5E A 4% 18 Bl A Y 51
SN .

X0 A4

BN EZEHFRIRE: il TFEIEUEH 8 CRL FEZ 8. [F—4 CA A 6]
EASRUX 2 T B e — 2T EH CA B,

FERZFHARIRET . IR EHES T A, H T EH SRS HAT. FFE, - 3K
XA Ja] B B9 A [a] Uk 5 v A A 7F 22 %% A 6 (A &0+ 25 24 AN 2 1 03180
ZEAMER . ULBA B UE S W A B B S R A RS . AT RIS LT N BT
2 AEHCHET N A B R VB B L. CA IEB & A K UE R CA B CRL &
24 Wik

FASAERRER . XS AMAMICE W AHAMME HE ., #@% R HMNEH S AHAA
a] . N FEECT 2 44 % A D L 2 A4 FL B A A R B A b KA B

EFR KRB BT DN HZ MR &M R, 9 Bmh W 17k
BT SRR R G 4E , A48 v e pY PR E R B

KBRS . (UH T HAL CA &% CA MuEfirh, RIS 7oF 247 CA ¥ H— 45
LA PG 6] F AR CA B i) A S ms

(2) WEH EXRAM A TR R

ZY R SRR B FAR U AT DA 22 B9 S A T 2R 1 44 5, O T AR 3 kS 3 AR Y B
IAE B 45 Uk 5 B A7 3 B0 AA AR R B AR — R E B N B A, an— 264F B Cun iR J) Hb
1| /AT K VA N A Y E3 )

PR A 45 .

FEFERZF . WA AEAE SN D ZERATT R AT B R E A .
HLFHR 4 \EDIL IPSec %8, HH A C 2 FIE A H EE

RIATAWMIERFE . O HAEM 0 — E2PA 1 &8 T,

FEEREM: ¥ X.500 B JE MR e 50 SR e @ .

UE 5 AR 2 0

A RIALVFAE CA BCHA CA ZATAYIEH h & BR&| A . X Lo BR {5 B AT LLBR
FAK CA B i 2 Ok 5 A 28 BUIE B 85 YRR S

" R AL A

BEARE . iz THREETTLAERS CALIIETTLL . NHE - B 42 K gl PR 1 .
ZFBRE . Fnik AT a0 T A JE LUk 1 AR 1 25 524 [8) S0 SE .

R W& PR &l . vd BA X A2 A IR S OR W AR 1R PR R L BE D B AR b 4k R Y TR WS i B A
PR ) .
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4.5.1 PKIZKZEZZ#H

] B i, PKI 22 T AWM E A LR AHE IR w0 A% e D&
B RMEERS . . AA S EENE eI, PKIMEOEARRBSZETENAEZENE
2 E R UE A s i A SR SR e A R B B T RO B R Ok
e fREE  mRU o E A .

PKI £ AR K B UE B4 B P A8 . 8 o AT A5 5 = J7 . BlAiE b CALEH P A8
M P S 0E B (&R B TRk Z) 48 e E &, =4 AP B ASIES . W~ X E
PF s B SR 0 2 8 0 8 AU 2 24 IR 55 19 R G AR n] LLFR O PKI. PKI Y 3% H Y28 o 5
AU W H P E S — D E 2R SIS, fRIEM 2 ER B WL 2G5 . IETF 1 PKI
INEFIE T — R, E T 3ET X509 3EH A PKI #AAESE , §k 8 PKIX, PKIX %
FI PP E LT UEFTE Internet b A 7 =0 A48 UE 5 09 248 Bl L A A 3R B, 250 255 40 7= A
o3 & B PLA . DA R SE X Se i Re R S5 4 . B LY PKT —figdig PKIX,

-A-SEEY) PKI W H &R S 001 A SUBOAEVLAY (CA) BUFIE B E VB & LIk 2
G GEBAEE RGN HEE O CAPD S8 A )R 0 - W 4-10 Frs . 8 PKI 0K B %8
HX I RKLHEHITERE FHHE.

R FH 2 11 (API)

B 4-10 PKIGERELZH

B R i
HARS

« INEHLA(CA) . CA 2 PKI B0 ATHLAE L & PKI 89 3= 24 mle ik o » A58 5 Fi
BOAAIET L, CA BECFUE A A il R iz 17 50K 78— M1 &0 Tt 2 ik 45 48
FIFR(CRLD W EM S FEH B EEITE Pl N E I (RA) . CA D H &
PR A B4R AE

o HFUEPEE. UEPE 2 CA Wi & UE 45 AU UE 5 9 4B rh A7 ilcib , o] 43 AR 47 TF L
AW, ok, AW ENAEMNA: K285 5228 FESHRAH: K2
EERIEEGN FRER EAC A “BARY . AN E FEE A T A BGE P
RS R CRLOB ., HETT Z M8 H 2 X, 509 iE$5 .

s BFIREMEME RS . WRH P EL T H F #5500 0 % 5. 00 B8R 5 TG 5 8
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LR E W E AR k. AR X MO PKT 2 it & 5K E & H B HLH .
H 22 B0 &y 5 R 275 il S AL R 2 . IF B % 8 & iy 5K 2 2 se&F Xt
i B L 25 44 DR DR o R EL I — P T A B 8 A 1

s IEBEER RS iE BAEFKRAAE RS 2 PKI B — DO &dF. ik 4578 208 L
AR AT BT AR R AT RERRE AN L ZREH P B2 ESF, 7 PKIK R,
VE 2 U A5 — M i B E B9 AAE R UE 53R (CRL) R SEM., %, &SP CA 73
B I 4 P — 5k Sk BB 9 CRL. 1 i FH P 78 56 UE 3iE 5 B 7 53 K A i UE 45 2 5 7F
CRL %1,

« MAEDOAPD . PKI BUHETE T8 H P REW Jy s i % B FZE 0 5% 2Rk
55 . B, — N5 8 A PKI 270 42 i B 4 08 0 H 82 0 & G, 115 & Fh &5 FF /9 5 H RE
W DL 4, — B G 0 RS PKI A2 1, W R %0 4 I 25 3R 55 1) 52 25 vk Fn 5 F A

4.5.2 NIENLES

PKI 2 ¢ i) 8 2 LT AN RS b A A B . BB B AR & b B e
JE A7 i A B BRSO, R AR 2R B UE B b 5 i P 2 R SR S i 2 T 28 S A
R I BT A BEE AW . N T RAEIES &%, 28 a — DA EAE A E A3 H
FHUE B AT A UE GEBE S FARS AHAZ RIS & L &R, NIEVLAE CA (F 2 — 1~ REW 2
fHEFE SCIE R AL, CA J23EF PKI #E47 W |22 40 s ) C 8, =8 7 5o = 4 | - B I35 H
Z: 5% 3 W) Fr A SE AR Br @ 0 B0k 45 D) REZE L F 0 R B ik | 3 BESEUE 14 1 AU & IEBL
Ko CA DAFEZATI BRI Sy AR [RF AL FF AT 19 UL AN S 538 5 i35 = 7 M
S NiEPL

7E PKI R Ge v, CA B 3 83 19 8 A A 4 8 ), B 0) B8 60 436 48 &% Uk 5 L B8 % ik 45 19 A 44
WIRR , ] ik 72 Uk 5 A& A J5 38 50 5T 06Uk o A7 40RO AR SE R AE . GUE A B Y A
JERE . B—1 CAWINREAR 2 A PR A . W 24 M Eg CA B, st AR H P A8
&k ERA AN, DL R CRL WA sl R 2 A S5 R aE . CA M EZREEW T .

(1) HlEFF R AAAN CA Nk, HAMMIE R HEXT E9 CA R, mAREET b
¢ CA KM,

(2) X N @& B 5 2517 B 4 DA ik FiEE 1

(3) KAiA CAWuEH .8 FHAE LY CA ZAuE+.

(4) PEAERME TR NG UESS .,

(5) UESE RA BYUE 5 H15F « 3R [[HE 45 HE B 86 A 5 B . B0GR [ 2 I 7E Ik .

(6) BWCHITAUEXT Br 25 72k 45 i 460eH B i

(7) F=HE MU AR i 2 K uE 45 f1 CRL,

(&) PRAFIEHS (CRL {5 B . 115 B AT il 2 i SR 0 .

WA CA REMUFEE 2RSS # EMILAE RALCA IR 2% . LDAP H &R 5% %% fl

B RS A% i E 4-11 s,

A IR 55 i e 1D [a] R 5 FH P ik 22 4 SR A8 3 A9 Ik 55 A - £ B TR R GR35 B s
WOIEBHIEN R MIER FHE%42RS., CAWE FriEBRE.ZIEBEELHE LIRS
g H P — N Z 2RS4 EIRBUEY . HP 5% 2RSS 4 Z Bl —fk H SSL &4l {5 )5
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mpsw
— 1
u | %] | 22
| 2 ED
5o == | e | K== M| |cAmssH
l %1 %
| il o
. - - _ _ _ __ _ _ _ _ _ 1

I I

Bl e 55 dn | LADPH kiS5 ar | |BidslE i 54| LADPH el 554

IEB T R i \/

HEAS I

B 4-11 3 CA BHR

2 ARG EXH P ST IAE .

CA k% #5 2RMANUEALM B0 RSTIE B & & . CA B84 A 5 RH A3
(KB 20 1024 60 AR TE BT IR, I B FIE B4 L 2k 5. CARRATTLS
FRAE D1 & A IR 55 A A WAL il 55 &% 28 il 8 e 45 . CA ik 55 & th A7 ik CA B9 FABA Hl &
FFIEBRA S, BTFEZL T ERE,CA RSB 5 H AR S 25055, DU E H
e o

FEMHLAE RA ]k ITER , A DIATE — S A GEPLAE (CA) B B B % . RA 7 CA {E
AREEMhRER ERTRER., —mm CA ¥ &% 2 MRS AL Rk EH R iEiER, 5 —
Jr ] LDAP H s IR 55 a M4 ik 55 2 5% & CA W A& WY B0 0k 5 Ak 5 s 511 3%

LDAP IR % #5424 B 00 W IR &5 . 7 508 RA 18 %33 Sk 69 P 5 B 58 IE B A 3
R4 7% b, FH P U5R LDAP IR % #% 57T LA 2 B iE 45 .

R R 55 #m e CA B OCHE A a7 T84 (B s M AH A5 B 55 H BESE1HE
B B, SCPr i H b B ik 55 48 SR FH 2200 42 2 5t » a0 XU & O #1 Jo A =XAab
PRAE, DA g HoZ 2 e 1 hT 46 PR 45

4.5.3 PKIX HBEhiX

PKIX {A R g LT — RN BT, 7T 43K LU F LA 3847 .

1. PKIX & &%

PKIX B9 3E il P51 L REC2459 1 REC3280 K #% 0. E X T X. 509 v3 A 4HUFE H A
X. 509 v2 CRLAHKS 2 8088 250 fd /55, FH AR IE PKI BE AT RER 28, 4k, PKIX i6
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frima .

2. [ i 4R X, ESP

REiE = ESP H i #A4 1P . &l 5-8 Pk .

— NI -
— s -
: \ " ESP
py4 | #TIPL |ESPY| JEIP:L | TCP B ESPEE i
- AIE -
— I -—
IPv6| HTIPk JREEL [ESP2L| JRUIPL | RSk TCP e ESPE 5\812

E 5-8 BEiEM&RI ESP

FEHE P R ESP SKAE M &R FFE SR MM ESP B, R F X it fring .
1 X T

i F 1P Sk b4 & B i bk A0 AT B8 19 % i A K Bk AR L L S 7T B A BR AL d i A ESP Sk
(BN 1 TP A2, B Dk 33 4 v (8] % bl 2% 00 AS BB Ab BROZ O 62 s BRIk, 201 B Y 1P 4 3k
B BB AR B (ESP 3k % SCHTAT e 9 AR E i) L Horh A R 88 1 B i (R B AN A i
Hor RS R .

SR AL S A AGE S TP SR ESP Rk Y =002 18] iY 3% £, ﬁ’ﬁlﬁ?éi_ﬁiktwiﬁﬁﬁ?%
K S B HAD 2 4 X G DR AP PR AR R 28, B i A1l I 4% Fﬁbn&ﬁffiiﬁ&l\iﬁﬂ‘fﬁ%ﬂ:&r
K 2Z (8] 3 P A 42 4 W G 22 [a) o DA T T PN 0 I 2% 1 = AILAS B S 00 %% T A - a8 o e b .m%*’fﬁﬁ
HiE b BB S . RBA. EE TR FRZ B Wt /5 & 2807,

5.1.5 1IKE

IPSec Y% B8 R A0 16 %8 B 09 = 52 M o A 28 91 S22 R0 T 0 o B9 R0 IR 3 B
O BB 0 2 W B0 O 7 i BB Al . TPSec 1K R 45 40 SCRS SR S M R 8 A A B2 Y
s FOI: RAEHAFIHMANECRAREACHWEAMEMMEGERETEHN. XM
g1 2CaE H /N AR R i 0 B FR B
* AN TERA RGP AT ZBCE N SA shas L B =5 .
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Internet 25 $4 3¢ # (Internet Key Exchange ,IKE) H T3 & 7 SA & ih %8, £ &
S AR Z S AR U T A, T A shih L L2 AR O S AT B A E | ST
=R 20 % A M A B IPSec B9 SA.L X — 1 WY 4 Internet % 3 22 # (Internet Key
Exchange, IKE) PP . 1KE §y H 12 f5 FH 3R < 01 %5 50 (i 35 = 09 R 25 % 81 V88 24 2 B AT
BB #EAT W AR IF S S E S DR e e {5 . IKE fUFR 1PSec [A] SA #E17 P
R« I X 42 4 QIR B 8 T (SAD) AT I 78

IETF & it 7 IKE B8 . B2l =4 X E X: RFC2407, RFC2408
RFC2409, RFC2407 % X T H M 1P 4 4 F 35 (1PSec DOD) . RFC2408 i & K 45 (¥ 42 4>
K AN % 5A 4 B I ISAKMP, REC2409 W] i i& 1T IKE # el A I Oakley, SKEME Hi
ISAKMP #4742 4 O BR i U R

ISAKMP A UE A e i 17— HEZR RS Z M E A Ac 1. ISAKMP H %
AL T E 1 A2 0 B AT e € T — FR T FH 2 Fh %5 51 A 48 55 3% 19 Hie SCAs =X FE
AT XU 1 B O AUE %2 42 JC IR i 57 AN A B L -’fﬁf’:J;H’U}J?%au&ﬁiﬁiﬂﬂ}(ﬂﬂiﬁfui
) B TR

Oakley & — >3 T Diffie- Hellman F-E R 2 H AU, ik 1T — RPN A B
5% B A 0, IF HoE O T SRR 1 Ik 55 . Oakley FLVF 48 5 AR I8 AS B 11 38T B o 8 T
HAR B, DL Oakley A 3EaE . TKE {& % 7 A [RA2 = A BAR , f3 A =X $2 1A 6] 9 iR 55
(BAR =2 — 255 . e 2 . 7E Oakley ., IF A Bk fr — IR 2%

T AR AR B TKE 6 $6 458 17 17 A3 8 HoE Sk 1 B0 Y %% 53 28 480 0 1 .

SKEME J& 7 b —Fh % S B, 8 L T S b % SASC e iy —Fh 28 /Y, Horp il {F & 0
A 28R % 52 SAH B8] B 56 0E 5 [ = 2 i g 4, B — O RS X J7 /92 B ok
N HELET B (% R S X R AN S iE B g m . 50—l ik
Bt 17— X Diffie-Hellmna 3¢ # . 8¢ & AU H 55— P 2 22 8 500 AT 1Y 28 81 30E 17 5 9
IKE 7B M AL E A ME SR D, HEMEH T SKEME 3 # £ AR, [6] i & B 1B s 2
BF W B 98 AR

DOI & ISAKMP (1 — MM & B E T ISAKMP i) — e s, a2 M Fai
DOIH , #BR %A — A5 Z X 0 e . DL X 53% DOLEA XM ZS %, IKE Ehs F 2

FhE IR E AU E T2 7 K . I SNMPv3 OSPFZy 5. IKE Rk H
) 90 2 7 R b R E Y L B T TKE BAR AN a 7 IPSec SA ., 052 HoAth P 12
2 IKE B 4 5 fp il # 2 € X4 A 1 DOL.

B, i RFC2409 CR AR E IKE J& MRS AL . EAIETE ISAKMP & X1
EZR i T Oakley B8 AR UL I SKEME W EMEHBEHFRE AR LE X TE
O A %8 4R 22 45 =K, i SCH A O it — o A 56k N 5 A R AE L R DL K P i A

IKE % LT PAFrBny ISAKMP g8, Frie 1 @57 IKE SA . X {5 X7 #4715
Ak, FFEE S STERH; rEe 2 B 1 8 STEEH, @8  —1P I E 4 ESP it AH
{F ) SA. IKE SA % L7 X0y iy 712 2, 0488 F WP Fh 55 3% ok in %% TKE 38 {5 L (5 FF X i
PRS0 By AT S, FE)S .8 n] B IKE SA 788 {5 M7 22 18] &8 57 AT o £ (9 TPSec
SA., K. 7 BAKE IPSec LM, IKE SA {47 IPSec SA B PR - IPSec SA {47 i & 1)
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25 b i B g i A
1. IKE Bri 1
BBt 1 A2 AR =L, B AR A R, A 5-9 s,

HE1 crypto suites supported
—]
iHE2 crypto suites chosen
-l
wiels a
HE3 g®mod p _
€ e IR /7B
RETTA HIE4 g” mod p FIN 3
—il]-
HES g® mod p{ID,, proof I am A} _
TH L6 g®® mod p{IDg, proof 1 am B}
—il]-
(a) FHLLK
HE] g mod p, 1D, crypto proposal
|

mle [ h , . ~
LT A _.H K2 ¢”mod p. IDg, crypto choice, proof' I am B iR 5B

"1\ £
:

gy

3 proof I am A

(b) PRI £
B 5-9 IKE M1 /mER

B (aggressive mode) {1 3 25 1H B 58 1L . B ™ 55 7H B /& Diffie-Hellman 324, H
TRV SEFEHA; HE 2 MHEE 3 %M 7 WmEAE, FEHE 1, &&E Tl IR IUFHE
. HEH RN AIR iR E & 2% — 4 Diffie-Hellman %, B DL b 245 5 — Fh v — 9 Diffie-
Hellman 21 , 35 B 52 0w i J5 B8 S FF . SR ASBE S48, Wl m N2 7 SR 4 ARk sk ia oK, i H
AEERER T HORBE XN FE L,

FREANTGEE 6 FHE . R —XMELE P, LRI EE—1 cookie I 17 KX Ji 1Y % 5
B N RN H B cookie FBEW HEZ M %S5, HE 3 FIE B 4 72— 1K Diffie-
Hellman 22 2, HE 5 FITHE 6 HTEE 3 FIiE B, 4 7 & /) Diffie-Hellman #3470
% e O B e R, EREAT LR A EMESE. NEREE B % AL
J7 AN Diffie-Hellman 40, th &2 7 $2 00, mg Ry 7 e #8 . 1KE N B S HONE 1 0 21 5
PR B N BB w40 Y DES. B8 &k 3 S 3 MD5 A GE 7 28 7 i e = S A
77 7. Diffie-Hellman ZH W 325575 E 19 g #1 p BUBEFEZL

BB CEE 2 AIEE 3. FECMEE 5 AIHE 6 #i0& — 4> S k4 . H Tk
Kk HE S H By MO R 2, [ RHAE M AR R X T B e R P, 7E IKE |, &
O3k Bifi 5 GIE A T AT . TKE B Be 1 AT LU 32 09 DGIE 7 32 A0 46 1 56 3 52 00 Fib 2%
BH NS ANHEL AT, dE, 50 uk3E i 5 R % 8 5 5550 (E L Diffie-Hellman {H .
Nonce.cookie 54 B, .
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2. IKE Hr# 2
IKE BBt 2 & X 7 P ag A=, |l T a7 ESP il AH #9 SA, P f X4 & = & 08
B L BT R 1PSec SA W%, A 5-10 Fr s,

HE1 X, Y, CP, traffic, SPI,, Noncey,, [g* mod p]
——

.
W2 X, Y. CPA, traffic, SPIs. Nonceg. [¢b mod p] | T RLTB

Y EL3 X, Y, ack

B 5-10 IKE KrE 2 poRiE#E

Hob X AP B 1 A iy cookie X Y ARK BB 2 th & Iy it 51 32 HF%. H
TXorBrE 2 hag A il CP K & 7 #23 AY % 65 2 2. CPA WA 3 i [y % 5 1Y
W ZSE traffic [CFRBE [FHZEAY, FIR R 38 1 % 1PSec SA 1% %0 i85 i [ MUR LT
BrREWHR., tR#EETHAEET.ET X5 Y. HEHRHOEHB B 1 IKE SA
02 % B AT N2 . 91 IKE SA BY5E B R 0 % B dEF7 sE B R 4

5.2 SSL/TLS

T EZ MY (Secure Socket Layer, SSL) fiz #] /& i Netscape 2y 6] T 1994 4% 1}
1, FEHR N Web B {F 10— HTTP Bh iR L PR %5 I TT 558 {5 . 1996 4F Netscape
INEIEAR T SSL 3. 0. Z WA & BA T —Fh 287 1 BAS 1 R 15 5 L DL — B 4587 130 s 8 AL A
AR g A VRN TME TR EN R LR XL 2., SSL 3.0 5 SSL 2. 0 /2 M5 3
251y, SSL 3.0 tHE SSL 2. 0 B i sl A AR E , B AR Pl ol 35 55 i TAEPRME .,

1997 4, 1ETF %+ SSL thil X 1 1% i = % 4 V3 i (Transport Layer Security,
TLS) ) Internet Draft, 1999 4, IETF IExX %A T F TLS i RFC2246, TLS & IETF
1) TLS TAEZHTE SSL 3. 0 iy 5Efil 2 E4E i, WA & TLS 1. 0, F 8 lAS 2 2006 4F &
i) TLS 1.1, TLS 1.0 A A SSL 3. 1. & #1 SSL 3.0 fy2Z 54 K. H 2 17 f1 SSL 3.0
A1

SSL/TLS # 1%t ~iz177E TCP Url AR i 16 5 )2 Z b A5 1 U 1] DL gl & 76 F P

PR MAT EXNEERE AT B M. T TCP Hilim A% UDP Wi, 15 SSL/
TLS By 5, AN 2275 JEO ik A&l 5 28 AL 19 ] /8, B o TCP 2 A0 B 1 5 26 [n] 1,
1 TCP 244 9 7T 55 A9 2088 Wi IR 55 - SSL/ TLS X% & i 588 A i As 8, B2 0 %) )50 A i
Gk M MR EIE %, — i B AR T 220 —m iR N A X A& B S LR
Fr A 3&F TCP # PR n ek sh ik vl LLE SSL FiEfT.

SSL/TLS Upil$2 i ik 55 A LT =44tk .

o PREYE. TEWIIR IR R )R L BUE LA XU T € 1Y BH RN 8 R AT g , DUPR IR K
PILAEE 1 L B 1B AR P B
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o WNIETE : PRBOR R AR X B A VATl X6k 68 v 2 A o AT 2 5] L 48 4 %5 P i N IR 55 e i
{5 & RE % 9 A 8 2 E 0 09 & P HLATAIR 55 o |
o SERVE. PSCK A R BOR AL FEIHE S, 52 AL E0E 5 B iR 55

5.2.1 SSL{&EZZ#

1. SSL a4 EHE A
SSL & —A a2 8, e 42 F TCP/IP )2 N HZ 2Z (8], S TCP $2& 44 7T 5 (1) 3 3] v
LA MRS . SSL A2 TR B 1) BN P LT A2 P 2 U AN E 5-11 Fhiow

SSL SSLIZHUE SSL

REDY || Sm |

SSLid S phiY

TCP

[P

B 5-11 SSL i@ o ERE

TENK)Z . SSL g s J2 U S0 7 78 5 — v & i A% S D i Cn TCP $h 80 Z |, 3 T vl 5§
AL o i) 2R DL % B SC A AR Y. &ZE s, SSL id s o Bk b2 B
FHIE B K 80 4y B v 48 B AY B, ] 08 5 b TR 46 2088 . v B MAC, in%g , i im— A4~ 3k 35, 9F
¥ 45 AL 12k 25 TCP, HCR /&0 08 W 9k i 2% V30U R4 A R 2t m 2. id®)2 b
A= mZ M. SSL & F Vil .SSL B E L i F1 SSL i F L. B F L ARFE P
i A1 AR 55 4 45 He DA UE X T 9 B 7E R FH sk i 30l 21 58— A Bt = i P e hn 2 B ks A
WA . DRSO JE R RUE TN IR gk 57 v LR E TR S R GRS . R
Web & P IR %5 25 2C B4R AL 3% IR 45 19 HT TP 9] LFE E 2510 SSL g s# i,

SSL W4 & P~ HE B & . SSL & i& Ml SSL 2 .

2. SSL &%

SSL i & — % P IR 55 A% Bl ) OCHK , &S ih 2l o F il dEm . @ LT — 4
B E 2B X ENE SR U EELE, S H TR R EEE T
TSN B RO TH . SSL 2 b n] U 5 IR 55 %% A& 5 i RS

B BEAZMRE. — B aubar Wk A S0 fS CRP RSO &2 325) 19 24 1if 48
ERRE . EEFIVNUPOIE TiZERREMEHEERE. F£IEF UM ERE. HER
SN HEPIRES .

AR H LT Z280E L (S SSL D -

 REWRIRF: — DRSS A A B EUE T ARG S B0 2 ) 2= TR IR

o XPESEMEKIER . MELIARM 4 X509, v3 HEF R A ITTE AT A R 25 (NulD)

o EGFE . TR m AR 4 B B R .

o WRME . R T KEEIE IS B B (0 nullAES Z) AT H T E MAC B HELS)
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Bk G MDS5 3, SHA-D) , [A) it SCHUIE K /N 55 25 05 2 @ 4 .
o ETE. N HEFEPRMIKS 2RI ER 48 FAY Y 6 55 B L B AL T A iU % %
B MAC B % fw) s b e i TV (0958 2% 204 .
s AIEMRE. —MhE. BRHSERESH TR - ERE.
3. SSL i# 3%
i e PR A8 IR 55 A ) — Fh AL 4 (OST JZ IR R E ), X SSL K i, 3% 2 % w1
JEXTRFR K OCR  HE M E N MaSE A EARKWAEWRY . E - PSmhr Didsr £
MEE B EES DS, X2&RN SSL/TLS #ixit 5 HTTP 1.0 #r[a] T4E,
i HTTP 1.0 Ui B A A 7E & P o A Web IR 55 8% Z 18] 3T IF KA TCP 004 &
ERRETTHLU T SH0E .
s REBMEPLHMEVE. DRSS IFHFMNE P o b B EEEENREILY 579 .
« IREEEE MACER . Mk a4 LR EIEEFE MAC #4Eh i H 4.
* BERwE MACE/S . & P &k A a s 7E MAC #4E P i H %4 .
s RE[BBEEZEH: — D NRSF 250055 F1% 7 v ffe 25 20808 100 FH 09 5 HL A %5 4
s BERWMEEH . — & P i R 55 4 ff 25 500 i A0 H B % 8
s MR EE IV YH CBC &1 ol & iat G2 N BB — o ta ik
(V) , ZFEE e SSL 8 Fihiwtafb, g, il sk e — 1% S0 H o
A7 UAE RN T — ek IV, TEME 2.1V 58 1l Cndittr iz 5.

s FIS. SIENS T B EEAEMBERGE B4 — D BT NS . YR
g A1k — 8 A RV P AR SRt L JE B R A S 8 0. TR 8IS A BE M O
28 —1,

4. SSL Ak A #A A2

AL SSL Wil A& 5-12 Frs . FEIEARWRR T & P A Al 5k %54 B 19EE:, 2
Je BIEACWIET Zik% A, A Kk B AEH, NP EH B A8 R R it 8 — 1 Hokit
FW B AL R A B AHINE Kiks B, ETX RV XU 5 B S E
ACEZES) . R85 07 8 FH 208 % 80 0 25 18 B0 JE A7 0 %% 1 58 B2 AR 9

Cliphers supported, Sx

Certificate, Cliphers chosen, Si

B

EFWES, 1HHE A E(PUg, 5). keyed hash of handshake msgs B
K=7(S. S, Sp) "

THE=7(S, S, Sp)

keyed hash of handshake msgs |

Data protected by keys derived from K

i —— o ————————————— — — — —

E 5-12 @4 AY SSL i

HE 1. ARESEER. I RKEH CSHF I EMNTIES RN — A BEPLEL Sa .
HE 2: BIEAHCHIET R S — P BEPLEL Ss ik % AL FEH B 1 1Y% 65 5% 5
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RPEE AR RN F LW LS A

HE 3: AEE - THVLE S ARHE S.Sy M1 Sy TR STEFHEEREIK. R AHB
NN S J5 &k 4 B, A & 55 0 215 %5 K AR FH B e . HRUER] A
C B By [R5 34 AT DA By 1k Y0 5 50 H BB 2. XN HEUVIAE 2 48 0 2 A s B VR R 1Y
FH 0 %5 53X AN B A 5970 %2 %% A [R] s X RE o 1Y <5 0 8088 AT In %5 1 % 41, B 2 R R &
B K.Sa A1 Sy iAok, HFEIEZX 0 EAR NS ERH T EIEEREE AR RN
PR EH . IR B A Ty ) R BN A T B R S AT A e i TV, B 3
6 MEH. X 6 NEHHREE 2 TE EEHA .

HE 4. BUWRHE S.S, M1 Sy 1A S EH K, B &ZXIH rf 12 FH B e . it
WAVEH B 5 InE AT mERY . H B SZB R E AT %Ry, Wil
XMNEEBIEHACHESEEA . FWIEHAACHE BRRAA. BN K 2SS FiH
.1 S A B AN,

LA SER T X B AIATEE B EAXT A BB 3T IANE . X 5 B R SEBR  H hAR
D B IAGIE , B2 T 2K P i A UE IR 55 8% » 10 AN 5 22 R 55 #8 N IE R P o . 2R & P v 3
AUE W] LA A AUk, {H7E SE PR R, R 55 4% 08 5 i 0 K K P vt 2 0E 25 A
% P A A A Rk ok SN2 P v ) IAGEE

5.2.2 SSLi2ZxEthix

fE SSL P, B A3 BAL i B A g B R AR iE ok P . IR R IE R R AR EA N 0 /Y
ICoRBIEH AR . B3 /Y SSL ol {7 B4R 510 B & 2% Hid s M H 20 , 46 5 A
SSL gz . SSL ic kAL 4h 1 g 55 Sk Fic S B0 % =X A9 AL E .

SSL g s WM A SSL % B2 B2 A 9 iRk 55 - WE T 5 1T w1 G

» REY. BFHBUE X T NE SSL ey | KM | AN | AN LNE
) Hn % % 51 .

- CHESTBME. BFGE LT A RN A o
IEAR S (MAC) By =547 . %4 GIpeAER )

SSL il sk i A& A&l 5-13 Fiiw .
SSL id 53k /i DA F 5 Bt il - SRS
o BEEHI (S A7), FH T B b FE B ) B AT S B etis
B2 i, B4 & LI N 225 8 40 45 B 5-13 SSLig®i&st
16 04025 % R YO P L i P LB T Y
1 FH AR
o FRAS(8f). XPEHM SSL FRA S, X} SSLv3. XEH N 3,
« MRMRAS (8 ). RHEHM SSL MRAZ . X SSLv3, X ME N 0,
o ERBBE Q6 (D) 387 B SCEET 4 7 B CANR N T R 40) B o KB, i KON
21 42048,
SSL it 5% A] BE WY A7 & far a0 1 5-14 Fhiw .
&l 5-15 ffiiA 1 SSL i s P il i B R AE b #2 . R EE AT, SSL il SR i & J2 TSR IR
AN BAL K AT BAC B BB K B s o 2 A ] AR B Y B, AT TR B R AT TR 46 L AR e
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1577 157 37T =057
| ESitl KE SES
(a) & A SR P () 12 Tt
7 157 =15
gl | Hik RIENHHZ
(b) fRE BN (d) Fofth 2 PHYUIHTTP)

# 5-14 SSL iR B LHEHE

MAC. I H IDEA .DES.3DES 3% HAth in % & 36 dE 17 8P n %% . #n F— > SSL i 3k .
53 R AR BT (B — 4> SSL i) A —4~ TCP g (B Ak 2=, B EHEN S
KRR R AR AR R B B W R B IE VR B R R S S JE N .

W A A

A R B

RS, I\\:\\Ek
4 MMAC I\\\} N

. RRLELRRRLRR
I ZHEFIMAC Esesosessies

BmssLidxk

~ S J . J
Ve R TE AR R F AR R
B EIBIATCP  BRERATCP  EhfEI4ATCP

B 5-15 SSLidRLHBRIELE

5.2.3 SSL &3 % 5 # 56 i)

B HUE e PR SSL = e i Z — W ) A — 4~ PP HE — AR E
A ZE B ROE —AMEN 1T BT A S-14C) Froas. %8 7 Sim AR 55 aim i #0 HE &
1K SR A U0 IR TH 2 . 38 RN 2 WO R R R I P T T R A R T i R B Ok N o R SE AT IE R
X 2R 1H B RS R R DR 25 8= ) B 24 AR AS , OB AN B Y RS A . IR
VRO RE VU RCE S SF . R S e 4R T B 3¢ i A 5 Uk AR 55w i ik 3 )R A 18 48 0 A
YWTH B 5 AR 55 i U R B D Ak BB N i 4 WY 28 B SC B TH BUR AR IR TH S .

N T RBE SSL A% i i B 0 2 XU N 2 4 B8 — B 8] 2 28 — YOI 28 JEYE

5.2.4 SSL BEhiX

B PO T ) 6 25 SR AL 8 SSLAHC By . 0 R AR R o AR P A — O A BT AR
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SR T B X O A R BN TH B A o 1RCEH B AL I8 ITE B ™ B AR BRI ARk
R IA . 5™ B AR ETH BRI b R FERX MR O T L A OO i A H At % 45258
A AR ZEJEAT B0 3R B IR A b 00150 B O TCRC, DA By L 0 % DB i) ) ok BB S ST Y R . S
A A TH B 4 T TH S R A SR BRAS B di B 3 A R R A Y

W EE RPN, M 5-14(b) iR, BT FHERSHES RN
PEERRRE EH 1 RAENEH 2 RoARBAT R, WIOR O Oy Boar, W] SSLRs Sz RP 2% 1k % %
2ol v A A ek ke AT BASTEM SR TP R E . B T A A A R
E HE R BRI,

SSL 2 FPr P AU sE ie AL BOEAR W B0 . HA B — A8k m . A2 B8 ) X 5 &2 — 4
HE . Skl i)™ B U ICETH B A, 2 B XU B S B2 Gkt R, IR 55 A A
J7 ¥ 13 B TR IE B OO T B AR IRAT VP A SRR Iy i I R R

5.2.5 SSL EEFthiX

& F 2 SSL Uil A%, SSL a0 28 ok H TR F V. B F 2365 % 1 in
5 R 55 i v 2Z N6 57 A R A B . TR P U MR 55 A B — IR i P, SSL AR - 00X
EAT S A SSL/TLS BrsiRAS 35 b — 20, IF 277 2 7 v F1 IR 55 e v 18 5 2505 0k 5 58 3
FEANIE, B & A MAC 555 A A AR AR R - A =N AAE R B 5. B FIER
12 7 FH e Z i s H
1R = U S0 i 25 7 s IR 55 e T] 32 4608 1 — 3R 80 TH S 2H A, X 267 B A% XA 18] 5-14 (o) B
N BEANTE B = 0 A
o B FH) . KW 10 FMHE PR,
s KEGFTH: HEMNFTRKE,
s BB CEONFT) . 5SIHEMEXEN S
Bl 5-16 KB 7 F P w5k 55 v ZH 7 ZHIEZ NP G, WA BT 4
hrE.
1. Brf 1. ¥ 4Ea
B B T ES W i Z s R TP S ZHERZ REE T . B v ) ik 55 4% &
-2 % P i hello 18 B (client_hello) , i 55 a5 W 218 FH ik 55 #% hello 78 B (server_hello) #47
M 137 A5 DU) 2 26 0 350 e ke » [RDE i B2 R . % P Ui hello 6 B, % 7 o 42 1 25 iRk 55
oo Ui — AT 5 N e 4 O X80 36 R HE 3 5 O o A — 20, iR 55 A N b AT 2R T IR R RS
Sl i iR 55 7% hello 1 B R BRAH P, Zead X — B Bt & P i 5 IR 55 88 WU X6 LA 2 84
KA PR BURAS B PLERL 208 1D 3% i 4 14 DL R4 550555
% P i X AR, R E B W F SR client_hello {H B ;
» BRAS: B mA BEARZWE T HLLEFR SSL Ml A 5 . BN %2 % 7 i e
i <7 FF 1 S5 8T hUAS
o BEHLEL. 7% o A REPLEL S . H 32 A i [R]85 A — A~ & 2 Bl AL B Bl As 2B il
1) 28 F I FEPLECH . X LEEAE N nonce, 78 25 ] 2 i i By 11 B i ot
s RUERIR: - PERPSWERR . 3F 0 [HERE % 7 b A S O A7 78 % 20 2 58
TR Ry 0 HEWE & P w75 &0l B — ik,
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EE ] Mt 55 s S
I
lient_hell bt E‘%L £
R — HSLZRRES). A
server hello i}‘{fiﬁﬁ - jz?‘lﬁ’f:mlﬂ . B
- (ELIRNER P RER IR
oy | FIfLER
- certificate
- server_key exchange i B2
: HIR 55 s ZOXALE 5. 32 4Bk
i certificate_request =50, EHiE k. RS ER
e e
B server_hello_done hello T2/ &
O |
8] "
certificate | OBrEs3
ot kev WA RN R &
Y client key exchange _ ﬁf&ﬁﬁ-ﬂ i f&ﬁf
certificate_verify e, AT LU R E
= BIIEHEE
change cipher spec
finished
— B4
change cipher spec Eﬁ%%‘ﬁ“ﬁ%ﬁﬂe LEAR T
~ 2
finished
| el

B 5-16 #EFHXAEIE

« BWA. I FFEFAIIN B P i ATREMNER R, RGP ITREXLT
ANEWES A ME RS CEHKE MAC 5355, b ik e LT R
30 M EN BT EWHH TR T — 1 8UE.

« EWMAE: K dwsLAF R RGA T IR A FR B2 47 ML e R HES Y .

2% P iH B client_hello J5, 2% fF R & 5B client_hello Z#AH [F] 1Y) server_
hello H 2 AR, WPRRFAx 33— A T REZ BN FR BN KL E R &0, k5
b LA 00 W3 T T S0 o) o B i

server_hello JH B HAG W FNZ .

o WAS: XNFEAAENER i s 5F 1 i KA 5 iR 55 8% SCFF 1Y e s AR 5

o BEANE. BEALECERE ik 55 A% 28 1Y L 5 % P v i) Bl BLBCE0ORE T 5

© DUEARIR: XN S AT A 2. AR S i hello HE T B 2B IRAE 0.k 55 A

KERERSEZ P XORFRILE R 218 1D, R HIF H k55 4% BB E G E
) 25 1 IR 2 8 57 B i 4, W) IR 55 A R 5 % 7 3 hello "2 i& 1D AH [6] i {5 K
] 3

« FWA: k54 NE P hello 1§ B PR HE M AP RFENEMNES T,

o EHEFE. k554 NE F i hello 1H B B TR 46 J5 5 91 36 v e 5 10 B T 4 O i
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2. Mr¥& 2. IRFEINIEFE 40 3k

BT AT AR W Ak 55 B A ik H B R A5 Ceertificate) 2R G sh I Br Br . B B 24
Diffie-Hellman J5 3k 4b , HoAth 85 50 3¢ 4 Oy vk ¥ BAE HiH B . # F ok R 2, ] DL K
Mk 55 #x B A A 1H B (server_key_exchange) , TR k& w7 & — T HEE 2 Ik % % (R % 25 A
i FH & 24 Diffie-Hellman) , W& 75 215 K 50Uk & P ¥ B IE 45 (certificate_request) ; M Hf &
P 0 A A H CUE . e IRk 55 4% Ak IR 55 2% hello 58 UIH B (server_hello_done) ,
WH B AT S8 RS a5 1) hello MM CIHE S R . EHIHB ZXZ )5, K55 a8 55 FF
B i N

ik 55 A% Uk 45 7H B (certificate) # H  & — P E > x. 509 WE4 . ELMEF 15 % H
45 7 i A DL S 1Y) 25 4H

ik 55 % % A AC . 15 B (server_key_exchange) H 78 77 B 19 B fi i ik 55 28 & a5 . W3R ik
% an L | A7 [ 7€ Diffie-Hellman Z 80 aY Uk 5 50 F i F RSA 59130 48, WA s 2% 04
server_key_exchange JHH . server_key exchange JHE & VL F N

« Params: I 55 2% 1% A 4L,

 Signed params: X THFE 2 % 4 XT params BYSIE T2 2 .

W E O T 38 ) B Y R BOT 8 &2 X B AN S AR5 2 44 . TR UL 1) R
BOE LR

hash(ClientHello. random || ServerHello. random || ServerParams)

A AL Diffie-Hellman 8% RSA 225, 46101 5 %1 45 hello 8 B P 1 P> nonce, A
VARG ik sy A fh e . XF DSS 224 1M = - HOY R & SHA-1 573%; X RSA 415
F6 SEEHFE MDS 1 SHA-1, R I B8 25 5 8 2 (36 529 I o IR 5 S5 A B 25

ik iF 2K H B (certificate_reques) @ F NS0 IEHERBMAAUEIL . IEH LA 2

AIERKIE B R B R 7 Bk S a1 S5 1 . A0 WS T — A AT 8252 B IAE AL
Ty A PR
fie %5 7 5¢ W {H B (server_hello_done) il % &5 220 . M IH B Ik 55 &% & 3% . 38 7 Ik 55
#r i hello MIAHCH B S R, X THEEWRSE RS 4 C A58 1 &K IE S5 H 3 19 1H
BB P ima] AT A O )8 A BB, EREN IR 55 4 52 BUH B 2Z e IR ik 55 45 17 K
TUET & P s 5 R 55 ar 2 APt 7 S Uk . IF HAL A server_hello Z80& & Al £
%o QSR P B S 2 & P S ) ik 55 A & Bl E N TH B
3. ¥ 3: B P anilNitfe 4 ik
Rk 55 A 15K 1k WFE e By B 2 P o I 4R % 3% — 25k 45 {H B, (certificate) . 402R
Afe e LS AU W% P S 20k — U TR UE B AR E . BN R & e B B A B K Y
7P i % A IH B (client_key _exchange) , 15 B 1 N 25 {25 H S ey 28 1Y
o RSA: %7 %A i 48 771 W U B I8 iR 55 s Uk 5+ 59 2 B BRUIR 55 4% 48 ] 3 ik
HEhEym ik RSA BN . WEHAMNT EEHANITR.

« BRI E 2 Diffie-Hellman: &% % 7 ¥ Y Diffie-Hellman A8 Z 4L,

* B Diffie-Hellman: i TiE457H 8 145 Diffie-Hellman 2 Z 20, HILIZIHE N
"N .



g

% 5% Internet &4 117

* Fortezza: & ik7% i) Fortezza Z4{,

e P B B e . % 7 o A] L & 5 — S E B 38 E iE B (certificate_verify message) K 2
B 28 7 v ik RS B GIE . HTH S R A TR R T e 5 B AT 48 44 BE 1 B A &k (A BR A A
%€ Diffie-Hellman Z2 BN UEF) . BEIH B 24— 4~ 2 T A ik 15 8 09 sl s S it 1Y 45
2 HE R

CertificateVerify. signature. md5 hash
MD5 ( master_secret || pad_2 || MD5 (handshake messages ||
master sercet || pad 1)) ;
Certificate. signature. sha_hash
SHA (master_secret | pad_2 || SHA (handshake_messages ||

master_secret || pad_1));

Horp pad_1 1 pad_2 Zfijm MAC & XE . & F1H B8 2 M client_hello JF 4 (R
WAXFJHEHE) KX EIRW G iEFHIGEE .. R H P FAH & DSS, W g H T hn %
SHA-1 #¢%1; 5 F P #4502 RSA, W FHF s MD5 #1 SHA-1 o5l i 8 .

4. Brf 4. Zx

B B N2 I E B i A IR 1B MUE S BV IE B (change cipher_spec) 3
Fi e CipherSpec & il 2| 24 Hij CipherSpec W, ZJ5 7% F vz RIS F B 9 303 L3 B A& 15
IR B 5E GIE B (finish) o 58 BETH B0 % 40 2 A1 ATk o 72 19 1 8 7 JE A7 S ik . 58 hii A
B A HONE /Y PF 4

MD5 (master_secret || pad_2 || MD5 (handshake messages || sender ||
master_secret || pad_1))
SHA (master_secret || pad_2 || SHA(handshake messages || sender ||

master_secret || pad_1))

TE N 23X P TH BV IR 55 4% & 1% A & B BUF S LIS TH B (change_cipher_spec) , If
il 47 ) CipherSpec "1 & il #k2 CipherSpec. % % 5 UK & (finish) . —H—J5 &% T A
152 AR 2 I U0 T X4 970 5 A DU I B B - 0 RO W FE R0 .
AR T A g A O 3T R 2R A B TR

5.2.6 TLS

fehi )2 % 4 (TLS) & IETF fp#Ery 9] 2 . H B Ar 2 iy SSL iU BB M 4niE. TLS v1 i
WA B 3T SSL v3 . 4R £ 55 2 O 9 20 450 AL+ o0 A BL. BRIl TLS vl 5 SSL v3
i 22 90 I F AN B B R (B A A 7R 28T X, 7R M A B0 A

5.3 PGP

WL 7E 1P 2 F S 2, TPSec X 2 i B P A1 2 =235 B /Y, B2 1 A Y f B
Z AR DL 3 4 Fh s & e H0 ] g e AR R, i B ] DU 0 9F 2 TS & e 0L ) R H .
SSL/TLS W7E TCP Z ez e, — Mk, SSL/TLS A DIAE A i 76 1 B 3% i H i3
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B, b, 7] DAFE 4 E A0 b 8 L 0 Netscape H1 1E ) % 8% 42 it SSL, 5 — J5 0 . A [6) #4 1; FH
EEFEARPTER. Hik, AT 7 &/ 5 AR N HEXEHZ2PlH . PGP 82—
FREAT )& 2l TR RS .

HL - R4 2 —Fh i F B 5 B g e il 5 iy . B & — P v B 0 19 IR 55
M2 “fEfig il 2 X" HIR S JB A0 A5 sk, A5 1k A& % 3 nl B i B 3 &2 6 MR 4, AN BEoR B
W [R) B AR 3 B X O 5 ik AT L AT ] R WR 4 57 20 3% 3% J7 A5 48 N . ELAF i 78 60 O 1y o
FWRAE . W& v AR b oA O O 18 B B S OGS A, A2 e S R . B R R AE
Internet P B B RS M EIE W02 SR E 2N RS Z—., 6= 2 P10H 0 H -5 P
{25 25 NATT B B2ORA 122 475 of ™ 5 i R L B 2 R L N5 N Z 18 B 22 T,

PGP (Pretty Good Privacy)+& Phillip Zimmerman 7F 1991 2 H k0, Er] LATEH
IR A2 0 SC A A7 fi 1 FH v B AR AR 285 AN A E IR 55 ) &8 il 4 3R Bl N AT n9 & e sk R 5
Z—.

PGP Zi& (8 H 1 X% 0 285 55 3% L A X PR N 25 55 3 L B ) il o) 3k DA R Bl L& ™ A 2%
PGP i it iz i i 3DESIDEA ,CAST-128 85 XF FK 0 % 55 3 % HE 44 18 B 3047 i 78 A< Hb 1y
AR SO R AT hn 5% R AR LA A L o RO R BRI A S E 2 B R RS 2 RS L L
FEAE IR A B R SO ) 52 B TR T Bt . 845 AU B2 B3 & A e N TF Y He . T
ONEAAS B AU W AT 5 = Gl & B WO (R AR R 58 — ) ik 4728 A IAIE .

PGP Ay 38 K, JR A Al R E Ik .

(1) PGP #5524 A B # T & FIAFZE Phillip Zimmerman 38 S T T &5 4k A . PGP
PR AP R AR B A T2 1T T & F & . 245 Windows ,UNIX,Macintosh 4.

(2) PGP KM &t 580 B9 2 K55, H B0 N B H L 21 F 1 4245 RSA .DSS. Diffie-
Hellman 2523 53 0 % 8 5. CAST-128. IDEA #l 3DES %5 X # hn % & %, UL J& # o) &
SHA-1.

(3) PGP i e B8 )z BEATAE 20w L B Hohn 28 SO B Bir a8 4 0 d 1B A 5,
10 g5 iy = N 1 S e AN ST S R D S 1

(4) PGP A 32 A1 A0 LR BhR 1 ] € AL 95

5.3.1 PGP #B1{E

PGP L PRifE 5 A M BB AH G 24 7 5 PR 55« IAIE IR % R 48 . B 1 BR 43k
KRB .S W E 51,

* 51 PGPR%E
Ih fE ERMEZE 1 i

NIE DSS/SHA 8 RSA/SHA  #|f SHA-1 BB E WBSIE, H K L B M=
Fi & 3% 75 i) FAEH % DSS B} RSA %, fliH B B E —

e &%
R CAST = IDEA & {f# H AXFER—THILE/EN—RKRESESH HLSTHE
Diffie-Hellman #) 3DES #8414 B CAST-128 5 IDEA 5{ 3DES & &N % ;
i RSA SR 5 B2 2 41 #% Diffie-Hellman 5% RSA & 3 fin %

ZWEEH FSHE—RNE
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s
Ih Bt ERBE X 1 i
IE 45 7IP HEENAZELZE . NE2Zanl i Z1IP K4
FE, - MR 14 3 25 64 Ffn T XF R F R N A R AR E B, — NI &S BT DL
FLE 64 B4l ASCII
41 Bt — R T A EKIE B RSTIR PGP $47 40 BE A1 & B 4 %
1. A HE
PGP i HEY pR BRI N H S 2 1Rt T B F S 2 IR % . i E 5-17 i .
— ﬁjﬁﬁl — ——————— ﬁng—-—
E[PR,, HM)) PUA
PR, - @
I—— H
M 7 7 ‘ }
0 . M L

E 5-17 PGPAERRS

B 5-17 f M5 & L E .
K,——IRYESTE% . H T35 #0m 25 7 i b
PRy, — H P A WA FH T2 53 25 A i b
PU,— HFP A WA, T2
EP— 28NS

DP— A%

EC— X} #Rhn %

DC—— X PR it 4%

H — 9 eR %L ;

| — i H

7—F Z1P B R 45
Z R AR

&l 5-15 i A B k.

(1) I EHEE .

(2) ZETTHH SHA-1 IHHEIHER 160 L5145,

(3) RENHEHAC T, R H RSA BiEXTBAMmME SRR FES, HHEE 25
R BT,

(4) F2 W i A 3K 7 i B4% RSA Bk % K 2 i i

(5) W R SHA-1 THF8 W i, I 5 6% %15 3 09 5l s /5 Fe e, an S DL i, )
ERA BRI B I B R PR A TR RIET .

SHA-1 #1 RSA WA SR 7 M A FZE 2. BT RSA iYL 25 A, 72 0L
Sl D RA MM AP A E A e &% BT SHA-1 L2, 8007 vl DL
7 HAlh 7 #BAS T B8 2B B — A~ 5 7% 809 4 i AH DT BC A4 9 2, . T AR 2 R R TH B 4



120 i+ H AR & 24 (F =R

YE b —M AT R T LI T DSS/SHA-1 AN F24 .

2. HR&

PGP i#fi i iz Hi& @ 3DES.IDEA . CAST-128 %5 Xt #1026 51k  ff 64 7 % 0% f2 1 A
2 (CFDB) X 15§ A 15 1 HE A 1 8. 354 i 78 A< 0 25088 SO A7 hn % R e pL & Mk %5 . i F
L - MR A B AT At 5 7 9 s 4 o A8 FH &2 4 3 T 0 SO W g BUTT $i AT AH TR 19 25 0 8 B0 22 A
TRy, HI PGP il B — IR EE S BT — W, BPXE & — AN TH B AR 2 A il —
A 128 L I BEPLEAE M i i %80 . T 206 5 50U H — I B I 72 38 T 06 25065 1
SHERASHEESERE . MEE kL%, M THRPESEES . &% B
IR N . SE RO A B A 5-18 B .

— HA -— — B -—

PUp  E[PUg, K]
-

M

E 5-18 PGP EZR%E

(1D KETOIEER I A1 128 {7 FEVLEE N 205 % 9 .

(2) KFEITFIEBIHTIES R HEE R A CAST-128(5( IDEA, 3DES) il % J& 4
IELREPSS

(3) RiEITHEWOITAATE RSA INESEEHIFMBE R RS CHREE K.

(4) FWOy i HALVAHE RSA fi % K E B &5 %9,

5) Bl HSTEZAMREIEE . WRE B 48 W BT % R 4

PGP WA DL FH ElGamal 143 RSA #7243 % .

T 4 N iy (8] PGP 38 & 58 FH O R0 2 2 S hn & w5 7 20 A 2 5 H
RSA i ElGamal % H B . CAST-128 M HA 1L 485 5 kb RSA ¢ ElGamal HiE G £,
£ PGP h AR EN B2 — RS TE %A M L0 8, B o B Bl BE R
BHEEEBTHSEER. MH - REMSFRERAMRE TELEmmMEFEERNE 2.
BAEHUNZE L EFESCIFHBAZRE AR, EXFREE T, AAFLEELL2N,
PANTTE: S Bty

3. PR % FaildE

PGP v, 7] LLORE O %8 FAE 75 F ik 55 [a] i 2 — AN 1H B a0 & 5-19 B .

PR AR T

(D REFOEBEL ANEREEMNEA IFSHESRE.

(2) BEFHESEZBH . FET CAST-128(8 IDEA,3DES) /il % k45 5 1 .7 2 44 1 B
BB IFH RSA(E EIGamaD & = in %8, MIKINE NS R P EE B, KA G
Ty

(3) B H S AL, 1% B8 RSA (8% ElGamal) fif % 2 1% %40 91 (il F £ 16 % 41 it
%L E R 4a i 2 A B SCH B

(1) WO AT R4 . (RN A MIRIRTEE .



5 % Internet %4> 121

PUg  E[PUg.K,]
f«s

| PR E[PR o, H(M)
PR 4 i
H
v 0 O i ;

B 5-19 PGP R ZHIAIE

(5) By B2 2 I A E B a e 3 e AR L SE B T AIE,

] B ML 150, 2 ] if R HAUERY KX T E A A C M RAAXTHE Z A VR E
& iE A% H B M2 B A 2 iE %8 .

1, R4

YEN —Fh BRIAAE PR PGP TE N 2 2 2 J5 N3 2Z2 0 - 2 68 B VE 17 1R 4 . 3 FH 9 TR 4
ke ZIP, R4 (015 & 25 09 1H 2 e IR 4R B SCHE G, X PR 48 1 I 2% A% Sa 1) 1 () A
P 25 (8],

&l 5-16 v, 36 BN & 7 TR 40 Jm 2547, X 02 I O TR 4 S PR b — IR 28 46, i B R4 J5 16 B
) TC A A B EE IR 5 T 8 /D 5 45 285 % 40 B S8 R

Bl 5-17 B B E b B R g pi A i 2, 22 T F % & X R R4 i H
B2 2 0T LU R TR 46 1 IE B2 2 — R A i . DB KOk S E i 860 . i SR — A R
A 1) U2 44 WIDKE R B 2086 15 20 TR 48 MUAS A7 0B 2Rk FH T 5600k, 25 2 78 5 22 59 Uk 1F P X6 7
AT 40

PGP i H#RZ N ZIP W R4a . ZIP Fik vl ges W H i 2 WS B TR4 R .

5. Radix-64 & 3%

i PGP i, i 5 /0 &8 7 o S 25 4% 5 . an SR AU H T 28 44 ik 55 0 0 251 &
KRN E SR B T, WRAHEH THRZRS . EHEKEEMES (R
FH— R PR 9 23 0 535 BH L 380 00 B 5% R B ik E A7 hn 2% T okl L 75 3 Y 3 A B 4 SR B BE e AR Y
8 FEAFMLA ML, 2R . VF 2 W 1 W 4 3R G A A se VP 8 FH i1 ASCIT SCAS 29 Bl i) 250408 B dd ot
KT IE IR PR L PGP $2 88 T IR b 8 A7 ik i Wi B o AT T ER A ASCIT % =7 75 1 iR
%o NI EHBIRS BRI R IS 64 HiH (Radix-64 H4) 80 ASCIL &7 3, JF 44 — i
BE 9 =4 8 i 1B AT R — 4 L IR B g b 14~ ASCIL B 245 L [Rl s | CRC & 56
DA 4% 35 B R

i T FEKE = A S i AH A MU 6 [, B —AH A Radix-64 FHFR P —4
FAF. 6 (MBI FRA IS R 5-2 Fiw.

AR 64 RIS IAE HHUOR R A SR A O 3% 64 &N 5 B R SCTE G, BT 7E fa
A ASCII CA R 2t . B, W 2R — N 1H B4 A H AR5 . B i3 /E H T84 e,
B B WA A, N4 ft T — ERERRE M. PGP W] DLt HXH B 12 4 6l
Ay VAT LA 64 Bk, ARy T AR PGP i B 42 ) 32 0E 8. PGPt v] H F 565 ik
B
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% 5-2 Radix-64 %455

6 iL{E FHRmE 6 ({8 FHEDE 6 fifE FHED 6 i {E FHmT
0 A 16 Q 32 g 48 w
1 B 17 R 33 h 49 X
2 C 18 S 34 i 50 y
3 D 19 T 35 j 51 z
4 E 20 U 36 k 52 0
5 F 21 \Y% 37 1 53 1
6 G 22 W 38 m 54 2
7 H 23 X 39 n 55 3
8 I 24 Y 40 0 56 4
9 J 25 7 41 p 57 5
10 K 26 a 42 q 58 6
11 L 27 b 43 r 59 7
12 M 28 c 44 s 60 8
13 N 29 d 45 t 61 9
14 O 30 e 46 u 62 +
15 P 31 f 47 v 63 /

Pad =

TE W R W 3 19 e i Je AL 64 B0k — ], AR Js i 4 0E B 5 A, BRI Pk
2 2TE R TE B B AS B A B R SR B A D W R AR A% 3 e R 1 1
S, IF 5 RS R,

6. AR

F, IR 4 T 5L R PR RE B B R B AT Ar] R T K BE i E B AR 4 oy il T/ B
B & IR .

H T AE R ASBRLPGP H A K E B B A 2 vl Dl A i R & ik . o BETE B
A HAbERANEZ 5 fT ARG IR 64 Fedn, Pk . S TE B A ME L UES — BB E
B, RV, PGP W25 451 Fr A3 i v 1~ HR 4=k , 5 20 2% 15 2 R 4R R 4

&l 5-20 #iiik T PGP BIH B & K MR 2 . 78 & 08 v , W3R 75 2248 44, ] FH B SO ik
SIS LA 4, RG2S A RN B SC— R TR 4 . B2 . ISR T SR %, n] X el TR 4 1Y B SCE TR 4
[ 25 24 R SO B B i 55 . 5 825 9 2 il B 40— R e 45 o S48 64 1% 5K

5.3.2 PGP %Z4%H

PGP MR A EH . — IKES AN REH AW R T XFREHN O L.
1X L8 55 A T B A = PR
o MU B AN ] T Y
o RVFHP A Z AR/ FX, By 5 Al gE A SR 28 W B S 19 = B XS, i 2
BRI VR 2 K T R B AR H C I i . S oh, Bl e SR B A
ZHf RATEIHB 28 8 TRERUZR B8, i P i B — i 2906 22X % 3 5 A W
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X3 MIELE 645 Hi
X<R647[X]
I > = | AL l E R X
< LESALEL X—%4|X (R, K.~ D(PRg,E(PUg.K,))
El‘ l l X—D(K,E(K,X)
X—Z(X) o
X—Z'X)
— £ A IX
CHREBER )=y . o0, KoK, X) 1 T
3 | A
e (g )=
Fotf A 64 TF |
X —R64[X]
(a) —HE %K LB AA) (b) — U b FE(FIB)

B 5-20 PGP EEREEEY

PN BT PREH — B AMEEHE N R DR Z 2., A XEFLT

HTHPSANAZER N L RRNRE X/, B, 75 AR L DR R A %4 .

o R PGP SEARFRL S B — > A O 09253 /R B3 X 1 SO — A HoAth P 2 5H Y

A

1. 2 ERAG F~ A

PGP W X8 — M EE BB W — 2% . S E S XN PN Mg % ZE B .
PGP &G B AR BEVLE . BT ANSIX. 917 BYE & i BEOLEUE )88 r= 21y, BEL
B e MR P B 3 A9 s 1R ) P B BROAS FEALESORY . X T REE E B PLRP §F randseed.
bin SCHF . & FH AR 2R [F] 4 58 B /9 i %5 . 4 20t By 1k 1tk A M randseed. bin ST 43 A7 H 52
o o 22 4% BH B L EE

2. BAHARIA

PGP RRiFH P #HIA Z 0N T8 /A EHXT . P Al RE 28 & oie 248 25 4 % 5 g 5L [W] — i) %)
ZAEHANEAFREGEHPEH . Kk HP AT %A Z BAFE —— R R,
Blan A 25 B &5 . R ER EHW IR, B il gESLAHIIE A fEH B 2 8982283 0 % /1Y
S .

A TR] B i T T R S AANE B — ALk . X R AT L TAEH AR % T A0
Z A ] O — A4~ RSA AT UK R ILA A T#Ed 5. 5 —Fk h 2285 1H P W
AR S ME— bR I — — X R BEH P AR iR M PR IR G ok ME— 4 i — 8. X
i, R AL 18 B8 9 B AR R B AT, (HSX A5 S8 774 18 BT 85 (]38 . %% BH s 12 A 20 1
SE FF A S Ak AR BE AR AR 25 SRR IR AT BA [R] B S G &R

H O, PGP AN P AHAIBE M EHA ID.ERKEE ESHPARIR——X R, &
12 B 1 B AR 64 bit ZH A, 3% N BE R LA %540 1D ) & 2 A 2R AR H /)N .

PGP W F &AW 0 % HR . B o &3 i Z 4 H — A F 8 % iH B
L Y DAY 15 BRIyl L /NG = I W = = W e e - A B s A
WAGANAXT R 64 AL B AR, MW RNE B R 00 H & AR R 45w 89 A 81 55k
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A
nE 5-21 s PGP iH B H =130l il . 11 B384 CRN i 30 & 24 (7] 38) Al &G %
(AT i%)

% (R

TN ‘
FIF(PUp)

2IHHEHKS) IE(PUB:]

A A

A IEH WA
PRIR(PU,)

HE IE{PRAJ)

gl

R64

I A 8k ZIP E(K,.*)

123
A

E(PUg,- )y — M F b 2 SHINE
E(PRu,y——HHFafJ 1N

E(K,. —HZ15%HMm%E ;
ZIP ZipH: 8 R A

RO4—— LB 64 FE 4L LR 2L -
B 5-21 PGP EHEKR

TH 200 0 45 K5 2 A it Bl AL S i 2580 0 SO 44 L TH B A Y I [R] SR

T O R (1 N EA

o EFEIEK: 24 A I AR

« HEME. 160 i1y SHA-1 2, H AR AV IS M2, ME a8 s
s ] 288 A 2 B A o A B A . S b B A s R] AT DA B 1 R G . A
f5H B AR iy SCF A M R B AR E T SR SR S EaimEs 8., ETH
M) R BN EA AR FIHEHE L,

s HEREWLBANZFT . MOy fe 98 A W2 & 0 H 1T IE 86 89 2 83 f# % TH B
B AT DL o AR SO Sk AN I MR R R S Sk AN . XA ET
VE R B 16 08 5 5 41

s REFAFBZTHRIE . AR % B L4 69287, PO AR 182 % 14 B 3% 20
FAEA .

TH B AT YR A 25 24 0T AE FH Z1P TR 456 5 5 206 % 40 4 .
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23l B A IS S TE B B AN bR DR R K 7 N 2 A A I i (il H B B0 A BRI

AN Bl FH L EL 64 B gm by .

3. B

BAAFR RN PGP $F J& C 8 1 AT o] PGP 1 2 40 & 09 78 4> 25 49 A iR 1 7T DAL 42 it
AN IED RE . XS B AL R HA UK RGN T X AF 6 HA & 7.
PGP AR S et X HWEW, - PMHTHERAE S A G ANH/ AN, 5 —1
H F A7 A 26 5 JGE 9 HoAs B P i A 40 . BRAABH 28 A B 26 03X T b B S5 A B R
AR MAHK ., TN B2 - DREW ., K8 -1t R H P WA B — X2/
A

AR TR R — T & R

o BFEIER: XA Y H /e ],

o FHAMRIE. 0 64 A PRI,

o NER: WA HF Y

o FAEH . WX B RAEAER AT o ECRE A .

o« APHRIR. —MMEHHP BB FWR R hE, {5 P AT RLR AN ] %25 48 X 38 A [R] 1Y

FH P pR i b m] DL 2k B R A — A~ FH P il

AR A FHH P AR iR s AR IR R 5] .

HARFAVAIS RAEH P a2 P A % AXT M les A 66 RRER iz H P A B ERA R
RN S AT RE Z 4. Kt . FAHIF A AR S H b miE M CAST-128 (8¢ IDEA,
SDES) & J5 fefie . AbFRS W F .

(1) H P EBEMEAAN L,

(2) MRS H RSA A UH A/ AAX G m AR a4, B H SHA-1 A4
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5.4 Internet HK I

FIT V8 B B S e 18 I Bl A Dl — B2 5 o R 45 8 (R BORS 5 52 B & 0 AR R Y
S5 27 LR, W Bl 1 D1 I8 T — > TS A Hb bk 09 2 s 42, DA — S Pl as A
k5 — S dlas i N 28 e F B . Internet MR % f2 45 ARP BU 3 . DNS Hi 3 . 1P # 3k 2K 3 1
WEDB % 55 JLFh 25 84

5.4.1 ARP B

1. ARP ##UR

ARP thiSGE— oK 1P ik 5% 46 p% 490 B3 34 1k (9 i 8, DA 15 2% BE 06 7F 3 55 40 o 0 ) 4%
Can LA ) H i {5 .

B %A TCP/IP Upi iy EHLERA — 1> ARP 22 #f [X (ARP cache) , 4 ' — > ARP
IR ORAF— R Y TP HhE AT B hE g 5, IR EALH 2R — 1R kX B H P
FALES 2 ekid A C B9 ARP §) R h i S AF 7R 1% 1P Mok XT 0 59 90 3 Hb bk, an 2R, 5k 5
P B 0 & a8 BaX Y B chE s G0 SR AT L e AS Hb R Bz A2 i — > ARP iE KT #E AL
Al B B EALN N B P B L . ARP IECRBEE A B AR EULAY 1P Hhk |68 4 Hhhtk . DA
KB FEILE 1P Huhl . M A e E00E X4 ARP K. S REa b E
IP 25 H A G/ 1P Huhk —20, 022 A A [a] WA 25 [0 57 b 38 oK, (B 20 08 = P09 1P kb 0
Py 38 Hb ik S OC RAIE SR F A O ARP F R AR AHIE] % L E e &0k s i MAC
ikl AN IP Mok F N2 B & A9 ARP I, i ARP £ E LA Z 1P fE B, WK H &
di ARG EVEE 1 ARP N EFEQ . HF M TACEERTEERV YA, 7
FAL R ARP b &R AR RS R B B EOLEY 1P shk My PRt 7 n 2] A 2 59 ARP
gl IR G BIF R EE L5 . mRIEFEVL— BExA IR ARP i 846 6. £ -
ARP £ i) 2R .

ARP ZB1EFRFH T 24V 1P Hutik 5 MAC Hbhk (59 B8 35 A 2 — B A= ik &k A F %L
), B— 1 ARP MEF R E A A M) . 10 58— Be it 8] N 3% A {d L 0) JH 22 100 5t 2 9k
MZE o b B o 3xX R AR AL AT DL R R 2> ARP Z2 47 3R WA L, nbR A i) 3 BE

2. ARP 34

LA ARP VR SR sk R EAE A M B N r A i =0l — & EOLA L3 — 4
ARP 3K HLTT LA Hofl AL & 3% ARP Wi 7 AT o] — 5 FHLEBTT LA 45 Hofth = 0L & 25 AN 45
FR Y TP Huhk & O, P Bl ik 2 < X, XMy ARP B3 $2 it 1A,

ARP B B L 7 — P a8 ik 1 A 17 2K 30 7 e SC, (8 45 Al = LAY ARP %1 36 & Az el 22 i
Tk W AR AT . VL& K R B Y i 2K e SCECme 1 e SC, e SCrb g 95 TP Hb ki i 8
1) FR 1 dik 30T AP L BETT DA O 3 R — 5 EALAY 1P Huhk A MAC #uhk 94 & 7T DU EY
i B SC Y TP M ik A1 MAC ik R 4H & . 3556 E 0 7 mT DT B e 4 1P Hihk #1 MAC Hb
kY2 A, T 2 Sk 2 A R G AL RN IO Bl kX A DR AT R

“e K248 ARP B 9w i1y H )28 7 AL RN & 2 EVLIRAF Y ARP 91 3R 115 5 &
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LA EBOEGRAIER % WERM Tk M e wiats:, W ARP il T4
FE TCP/1P 225 £ (1) W i J2 F1 R 46 82 1 2 2 18] BRAT 1 9 45 R0 B s 3 41 JL - X ARP Bk
AR ICHE N 7, 4545 B 51 1 e A8 A M hk 26 A TR G AN R B Y R OR B AE ARP B B . 170 Gk
Z—MiT 22 AR R T E.

3. 4t £ AhLe4 ARP 23R

i — R N A 4 & F00, H 1P Hohk A4 3k 70 26 5-3 Fri.,

& 5-3 EHLIP Hu it 5432 ik AR G

3 # IP b it MAC Hb ik
A 192.168.1.1 11-11-11-11-11-11
B 192.168.1.2 22-22-22-22-22-22
C 192.168.1.3 33-33-33-33-33-33

i LA ZEm B AEESE, THVLABEEACH ARP IR PEAKRESSA B I
MAC Hihk, iR 4G, WP B B9 MAC #ihk /88 B B9 MAC bt #) 3& — B0 8% 55 )= Wi, IF
BRI R 525 B, 5 A %A By MAC #ihk, W A SE7EM 4% | &2 — AT 1% i, %
i) B B MAC #ihk 2 FF. FF. FF. FE. FF. FF, &R X & — 4> ARP &K 2 3. 1 Ja 38 ) N
Fr g EALAZ W N, 1P #ihk /2 192.168. 1. 2 19 MAC Huhik &2 /07 Jai M ir g EPLER S
W BNZ ) #BiEK IEEIEO N RA B, BiE A &5 —4 ARP i h . 3 i MAC Hb bk
F22-22-22-22-22-22, XAFE A HGE T B A MAC Huhl 5k DL 4L B & 26 B3R 65 1% )2 o
T, [ AXRSEFHACH ARP FI5E K E00 B 69 1P Mok 5 MAC b hb #9535 6 5C R - A7
2 A K ARP A7, DAL U {5 i

fiei =ML C ZxF A #47 ARP #Si . B 58 H A2 F00 B, BARSE . =00 C 3%
FHLA, EULR IP Hhk 5 MAC #ihk4H & 52 192. 168. 1. 2-+33-33-33-33-33-33, XFE. 4 &
Pl A %4 B ZiEEIER, 226 FHL C B9 MAC Hb sk o Zods doi i B 69 ik M EE AR B 122 &
K4h BIEIRE A% T C.C8 T ARP B0 . 7ZE BBt b, =00 C # A bl AL
FHL A EaAEREA PR ARAATE,

4, 4F3F R BALES ARP H3R

LAY TAE R B2 T = ah 22 2] FTEC & 19 MAC Hohl ., 2 57 48 47 5 1 A1 MAC #
Bk Ay XS Ry 3R . Bk MAC Huhl 3%, 5280 T R 45 22 8] Y 250808 5% &, i ik T BRI 4% Y IE 5
HAF .

ZHALP ) MAC bk 3 T B & ) MAC Huhk M O Z BIAFAE— SR,
bt KA AL T SRS 1, 8 Y — > PR & Z i ER, 2Pl A 3Rz EALRY
MAC #ihit 555 A B L Ric % F K. 7 MAC ik P —S&id k. — MK 3. 2 MAC
HihE 2 FY R/ 2 [ E 1Y

Xt A P ALHE AT ARP HX B i), 30 B 2 R A T B 7R AR B3R MAC, I bR 3 8 35 A B ML 1Y
MAC Hbht % . 24 MAC #iht 9% 51 5 . S8 80K DL 3 7 =X AL 25 58 12 52 48 AL i 250408 o
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5. ARP #3869 By iE

AR A0 T 5 By 1k ARP 53 -

o ANEIR LKL RIEAT O RAVE S 7R TP Al F ek MAC il b N % 2 S7 7E 1P
+MAC Al FCEPE TP F MAC P HuHESS E 7 i) .

o WHEFSHK MAC Hiht 3] 1P Hohb XF 8 38 A Z ik LR 5% 2 I ik

o BRAERALZE, SR H ARP¥ ARP AE MK A& BIRAFTEXT R E .

o i ARP R4 2% .l 1Z R & 2 A 3k B O 09 ARP #4832 ok m iy HAEHL 2 19 ARP
LR X G ARP RS 25 A8 I .

o R proxy fCHE IP My 4% 5,

o T FHAE R B AL U E B L WO TP Hbohk RE B GR SR R B AR .

o PR G E I M om B Y TP AL 3R AR — > RARP iH K. R e fe A& ARP Mg b (19 5

o I REEAM KA L EM ARP 47,

o [ FH B K dis 0% 2 M A5 I 4%

5.4.2 DNS Big

DNS J& TCP/IP sk & b iy i A2 e, H: = B D) Re & JE 17 B 44 A 1P bt i9 5% 45, X
P et nY f Al . Y X0 35 8 F DNS IR 55 2% 97 BA B Mo 3E ot 0L 2 5 1P b hik w5 32 i
DNS H 3k (DNS spoofing) ¥ 25 & 2k . X Se B gk 5 A DNS Ik 4% E Ay 5e# 3k, B 24 —
NEPYLERERE P REEERX N ERE AL, 2 1T el Tl EHEE
i~ LA 1P Mok, O P9 2% B8 FALARME AR DNS ik 55 4% , Bt DA — D8 38 19 DNS ik
Ea LUK R P 5| RRHEE IR S 4% b W nT DU IR 55 25 A — A 1P Husik 8 92 @ F— A8
RIEME P,
1. DNS ¥ 3 R 22
TE 5022 by B B A2 B b & P 0w i e DAAF E 1Y 1D ] DNS iR 55 4 & 35 8 45 45 1h) 25 3R
iz - DNS iz 55 2% £x 1) Z 5 VAAH A 1D 5 25 2 7 o 2 26 3 4 i o7 B4 e . X B, 26 P o 25
I E B DNS i b 2 H B9 1D A1 A & & 25 B9 2 1) 20 e nd 1D A5 Fe A, fn 52 e e | 3% BH 200k
IR H OSBRI, R A LRSI EH 22
B an A fe F fh e it DNS iR 55 %% 2 11 7] 25 7 3 A 2% o) 1 B8 41 . I8 20 % P o ) DNS 2%
7 B 3544 Fr X 2 1) TP 2 BT A & XY 1P, [a] i 2 i 3 8 0 A AR & A B 1 Hb
Bo ANMZEWB A RA A 02 &% 1S 1P VCECAY DNS mg i 2040 i 7 DNS Ik %
fir A2 3K Me) O Z5C P8 4 Z 0 BN AR P v . X 0 E 44 1Y DNS 1D B
DNS %A UL P Fh g 0 .
o A FHLE DNS k54, U LA FEI S K Fowm EOLIATER — DB P, X
B, B ATTRERY 7 A WA . — & (e 2 5 o 5 AL HE B & 6 K i DNS i) i %%
P s — 2 M DNS IR 55 #% A& 45 48 Iz 55 X F BIND i .
o AHLFEPLEADS DNS RS E P g EOLP 3 — 5 4L F [ — 4> Js 8 Py L 7T LA
i 3k ARP 9 ok 523 A] 38 miES € 1 DNS 1D B3
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2. DNS 33589 55 &
AR 4 B it Bl 1B DNS B s -
o H A IP Mt v5 ) 8 Bk 55 A% . 7T LURETF DNS X 36 24 (19 % 2k 72, B o 5 Ak
JF T DNS B3 Xty o A5 S AR A 1 i 2R v 300 S N2 B A3 %t Ak i) B0 308 5 il 55 4 L
i FH SSH (Secure Shell) 55 HA3 in%% ThRE A9 i . — & FH P W n] fiF FHH PGP 25 844
% BT Ak ) P 45 1) A
o AR F] DNS B S . S5 W JF A< 3 % B2 L AR 5 a3 A % B2 L X FF 0 AT LL3E BR DNS
ZAT.
o HFEALEE B 1P Hb ik w48 45 FH U A8 1) 5 45 56 A0E
A — B SN BARFETE DNS B8 . 05 1E ol S BRI 45 % . I8 4 DNS 2k B 5 A~ fie
HEAT A B P S I A S TEAS A7 3044 T 2K s QSR 1 ] 59 AS J& A Hi [ 3 = o, i o2 AH
KT B R IBATE A E XU, F 3SR A IC S0, DNS 085 2 LA Wi 15 2¢

5.4.3 1P it B

1P Hbhik 35 3 (1P spool) My 7245 #| FH TCP/IP A H my sk ba it 47 iy Az, BN H — &5 F 1L
WHEE ARG T IP bk, 5 HAb R & EF AR EM BN RE. BT
L 11 2 %ﬁmmJM%ﬁ%iﬁtmﬂﬁ P ELZ EEAECRWBIA ., W FILRSEA G
WA AT BT, A2 & U558 AT LU TP kb B3 ok a8 2 i B Y .

1P b ik 3 B A2 X 7 U5 Internet Blj K B 32 40 i Y 7 5, W21 2 HAb X0 07
R 3ERE . TP Hbhk 3 % 5 2ol 1 5 &5 B ALY 1P Hohb, 645 5 & T HLEE 9% O 2% il 55 b —
£ FHL, X 5 EVLE A B A AR 5 A ELITEAE . 3Tk B R ANR R 1P #
kG HELACE — T By K BT LT ARG [R)— D & P B L A SR s AN & B .

1. 1P o3k 35 R 52

1P 2 M 2% 2 T0 % 3 W sl TP B P ny 2N I8 1P Hohl | B /) 1P Hohb 1 9 44 21
PRI AL . 1P AT 55 i 72 AR 38 4 238 4l S0y H 9 kb A1 ES H 58 B SC TR b bk 2 B /Y Hb
hE L . 1P ASFH R CEL RSB P RS RS S Z8 . 1P 20 H 2R 4R
T Bk & 2k, PR E BY 2 P N AR ok P TP sk R AR B LY

IP Hbtik 3w A T EVLZ B IE R FE LR RN . BEREXRC LW L.
KT HEAT 1P Mok S . i e B AR G R B ALK 2 TAERE 71, [Al s ) FH B #x 01L& H
) TCP 2% 5500 B E R T 5 5 . SRIE AR e EE =00, Rnt @i 5 Bis 3
PLIE F 3t bk 560 A R & e . R e L B S & T LA B T LAE H S {8 H .

N AR AT =LA EE G W 2 R 2Rk £ TAERE . i T & R 20
FLAE A 9 5 AT = 0L L Al 200 0 08 B0 A9 885 AT 32 HLAS BB S 24T o] A5 250 1% IR0 285 5040 , 5 D) At 5
ST, AIFZ HET DGRBS B om SYN iz I §H55) .

B ts EPLEfT Yo i AHTEE B AR EVLA RG4S . R e S e LA
A (AR 25) #EOT R OE F S . &ELﬁﬂﬁﬁEENﬁh%%ﬁﬁim%Fﬁﬁ%m
VIR e 515 (ISND AR Ok 5 AR 8 W5 B4R T ) = 0L -5 A5 AT = L2 8] 1 13 3% B[], 3
i 18] 2l 0 2 R e i 3 E ok,

-H AR ISN B9 K/ I i Fafr B . S8 G EH 1 B R TCP £ ik A
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H b5 AU 58 W0 Ak T 0 7 5105 2 v 0. 2 A ) B0 ok R E AR B bR LR SR oh X
o AR TESC PR B P A BB A B 5 ARIE W R A T e A0S N TR A IR A0R
B s WRAETFF I S K FIEME . HEZH X KN N IB 2 ZE R oAk 2 —
AR AR, TCP R HORE S5 fF Hofh i Bl s W R RANTH P95 R TR EATESR
X Z WL TCP ¥ & 58 J & Bl — A~ BB R A i Bl e 5 5
Mz B TP gt 5 AR/ 0L 1P, AR T B AR EHLA 513 3w D R X EHGE K., BirE
BLST 20 % i 22 i R Ml R, & 6 B SYN/ACK HiihA A w54 0L, B o it g (5 4T
FAARL TRELBRE E LA T EW R X M., BHEEU A M His EPLEZE ACK 2
P, izl AT I A TR R A S o 1, i R Y A A TR R, B AR EVLE S8 IZ ACK,
EE L IE RS ] PR B G . R BIAX 4, R EEE 1P #hk st F 2l 1.
ARECLFEBR TV LR T —4 Shel . # T RMEFHRSE W% HRERAEEY K
FUBR .
1P b bk 2 B YA o 1 > 2 AT oy ZEARE 5 40 F
(1) AR AL A A0 D 28 27 s e e, DA A %o X o o il 4 .
(2) D) BAR EHLAYFA um O, 5 00 TSN JE (7 A i B 2
(3) U5 bk A 2 BB AR AT L. ik A SYN #n i i 8diE B Kk .
(4) FFHEPLA % SNY/ACK A E 221 L.
(5) PR A% ok AT 0 ELE BHARPLAZ % ACK, i % 2% 1 2088 B A 0l (1) 5 b
PLIY ISN+1,
(6) S, REMEIEK,
2. 1P ¥ bk #k 36 &9 77 By
o PFEIETHAEAFAETR NS, P TP Hbuhb 5% 09 ) 82 5 5 2 5 DA TP 3t otk ok 2 i
1) 55 Uk .
o HEfTELIE. R A9 M E 20 o B AR E A Internet B, W AT ) H B i A 2E AT
Ak U8 . W PR E S AT P 28 N ER I AL Z 8] AT DL E SUARAE AR . N LS M
Sb VL AR B EEAR A AL B, 5 Ah 0 FH B i 2R A T DA gE A A ok B ANER Y 5 R
FALE T % BEAYIE R L 2 /0 B R X S i SR IE 7 A0 AN 56 HIE
o BRI D7 ik . TR AR B RO AL S A Sk, 2 — AP 1B TP Hb ik B B Y RT AT
YW, EAZMFBIGER . XFFEEENEGEDN.
o {FHBEVLEYWI 4R FF S . BEALHL 2 P 45 P %5 o] LLB 1k 1P #hohb B S . 5 —
AN B AR S S 1 T 95 25 (8] L X 26y 51 S ATy H LA RS . (B R fiF X S
G522 8 5 A BB R NI AT S A=A FIH .

5.4.4 Web i

1. Web 3 35

Web 3503 50 A2 — i 0 268 2K Bl » 4 o 4 ) S 1 0 40 I 3 5 5L S A 0 e — L AT (R A 1 3%
AT . B & VIR B G AR B AR IR 5 4 2 0 Y IE R E . T - RO
# EVLRNACEH FOL -3 BRI S5 A 98 . bR b 9000 90 1Y BT A 00 98 A FH P 50X 26 R
B¢ DU Y 32 Bk B AR 52 B Mo A ) ORI R Mo A 2 B R A AT BP0 AY AR, A 1R 4
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AR E B R i R A A AT 200 .l s TR L g S W UIE B st
WA, WEETURMSAMEREEHPMANHP 2 BESFHURERL BAS H
HPEVENI ERSEFERL HP A wE ., X2 Web B3k i fi B 1 i 7

FH P AR AF A0 5E B 25 A B — BEalh 5 . f90) 40 7 00 YRS X 1 O ity B, G SR o B I et g O
O — SEH A S IR LB RO R AR B B . T LUK AR R 3 I 0L i — %6 2R R
2 F L AEEREST DAL B A 5 E 5 ) bk — 30, 80 E B H H bR b A sk 2 S E
s B IAER ML FEARS, MR AR gtz 7. AR ERZE T
/g T

Web B 5 /o VF B & G WWW BIRIA, IR Web B A D TEIE F #Y) Web fIk
FSav . A mEE FINSERE . AEETTURESERPWEMES . BERHPAE
B, EHBRELUEGEHP B 508 SR EE XX 3 HIEM Web IR 55 8% L. if 6 L
Web IR 55 #8 0 Siy E R BHE Ao dhE &, B2, — B Xk s, Xk 3 5 6 W 22 4 il &
FH P Web E s — 1495,

Web i RGP 2 FE 2R &EERME L AT 2 30 % il 25 #1 5 ) 5T, Web
W1 b S MR AT E AT LG AT FEHEZEP S, WIEREXF T 5, ANTHE1ERE
% ) W7 2% ) DT i bk

2. Web ¥ Ig 7 32

Web #9552 —F i 7 B0, WG # A8 7 — 2 2=, B A ME kW
Web @A, XM EIRP) Web BEX T EBE,. EWHA REXREN M MeEds., AmIEHE
P2 5 MR AR Web 3 g5, 3 Bl g 2 3 00 WE 8% A1 Web Z [8] () BT A3 M 2 {5 2. #0 9 20 35 F

Yy 0T DU ZR 518 AT o] B i 3 3] Web RS #1915 B LREFEHI N Web IR 55
araR [\ P E LR EE X R B L RE A ik B R R B O K

T X & T G A P B M (E B 10 AT U7 ) 59 W o0 AT 25, IR, 25 H P
58— REIF AT X L0 AL 25 B ik 54 i B ek o A S B GR AL . Web ik
ZaiRFIAHPER . WEHEGEES T, 4K TEL AR % FOoR AL % . X
BEWE LG HE T DR S WARBH P kS MEe, E58 302 EdE s, 5ok & v DU
1B 2 g B 5 1 Web il 55 25 [B14% 4 1) 2048 R IEAT IR 18 3 . B 3 a8 oo FH P 9 1 DA &R
i, il P R LT W B A 77 S E, e 0T DAAE o S A LB A R e Hb ok 2, o
WHEIE R Web IR 55 451 Bl ) 804 il A & FH AR R H P STEL M X RS,

W& AT Web BBt . A S AEBE A Web FRINZE . B this b — 4@ 24 Web
(e pg B AT, 7EXCEE & Dh & 52> Web 35 G, RS H CWIRS &8 BB — iz el s iy
AIAS, 52 HH AP M EP T,

Web 353 1 Ih 9 X3 XE T 7 5 HAth Web IR %8 Z 18] 257 Web HX0R IR 55 85 . Wi &
TEIEAT Web BB if , — Mg 25 R ELA0 R ik

« M5 URL,

o REFEBE.

o RNEEWEEEE,

© .
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ki 13X 28 Web X 3 22 BIr LA RE 98 1l ), J& A O B0l A 7E 5 28 Web W 5t E oS B f
5 HAR Web 3 5 A7 RHUEES , (B3 A RETS M HAERY Web IR 55 4w . M2 100 B by 4 B5E 1 Oh
e 554w . Bk HRIDVIR 55 an B T2 9 H - 5 HAs Web IRF R LA Z 8 E, HH P B
X LEEERRIT B e AR Tk 55 A o MO A e HOOE AU IR 55 A RO 7 B B, SR e
Web 255K 1 5t e » Oy IR 554 2805 3% 591 A D 2 XA L 328 25 9300 9 Y 90 4 HH ™

3.

Web 2 3m & 72 By

Web 3t 3 I 5 /2 Internet | AH Y16 K BoA 5 8 ¢ 25 09 3 3w F 72 . Hof 3 MR K. 32 B
HPEPARESAAAwH I PLEG B . A e B L ordi k. KW T 55 vl B e Web

HC

e o ~1 T 1 d= o D

7 2K B 01 1 b, FH P 3 e R R e T B0 ) 55 4% Y Open Location 72 4 3|
HiAth Web D1 F . 8lAEIL & B & i WY FE B

2% 130 A% T B JavaScript PHEE X & W E 0 S v b ey A5 B B EE I ok [
A A A 300 W e A RS AT WLy, P ZI W R B B AL B R B A
RH

O D0 O A AR L R B e 55 URL {7 B TIRE .

i RS e N Web B[00 % 8% 19 i JE 2 . A H 2 KR8 — Fp & 48
HERE,

IPSec $i2 HEHf 2L fiiz 557

472 SA? SA HMFLL S ZOR KR 7

& 155 5K 5 B A AT ] X 531) 2

AH Tril AN ESP P45 H $ it Bp £ 42 4> Jli 55 7
ik IKE & BT Bz 1) ISAKMP %84 .

SSL i WRLE P B 7 45 H 58 AT AT fE?
iR SSL P s il JE A AR

. seak Y, SSL g e P BUARRAT 1R LE 3R A7 Jo 0l 5E AT A T RE 7

iR SSL 12 Fih i By i 72

10. PGP #2451 5 Fh FE AR 55 Z 42
11. fajiR PGP W% AR A DL .
12, B 6 iE B 47 25 2 N gg , W) &z 25 77 PGP SZAK N 24 P47 WP e 54 <
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6.1.1 EERELP#ME

RWPEERMSY FEREAZITFEIHRE. 20 4 900 K CEEAME K E L E T
AL AR B & R # + 5 . Grimes $E B E LR 238 775 A i A5 LK
BTk NS HHRILRERN A/ - R ILRE . KREEAN IR T R G % et
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539 XBEE M 5 — DA Z b2 B sh R E 7T LA 2 A& P i S gL A= i 3 2 = RE
H H R A i BRAE B & P v A L S

NEER VPN FAMNEE R VPN H, VPN W 56 22 [8] /Y % 18 & T 8 oh 2 g

9.3 SZBL VPN 19~ J2B%E i

ZEBEE B IGETE OSI Z2F il 5 = (BIRHE G2 S By B 8 Ui, B B3 R /Y
FH P 8038 B AR 25 B8 2 UM e A AR 5 . DR D 03 % i 2 B BCHE B A2 B Ol ot L B DL SR )R
b 18 PIp IS LA ot Oy 5040 AC 4 B A7 o SIS .

FHF S8 VPN 1956 2B E Pl 244 PPTP.L2F f1 L2TP,

9.3.1 PPTP

PPTP(Point-to-Point Tunneling Protocol, & Xt £ b% 8 1) i Microsoft fl Ascend
T %, 52 5L PPP(Point-to-Point) X F TCP/IP thil Z b @95 — 2 8 P, 55 |
X PPP thil ) —F P ., PPTP i FH—Ffh1E 5% 1) GRE(Generic Routing Encapsulation)
B LI PPP B 40 1% bk 18 Jy 2508 1P 4%, 3F X% 3% 1) PPP £l Uil 2F 17 Ui 1 4% il Al
HWERH ., PPTP FHAX PPP hisCAfT AT i, RS2 7 —F 15X PPP W HLH| , I 78
PPP myFEfifi E3 58 1IN F 2 AN S5 DhRE . 32 % 1 PPP Phill iy 1k

HF PPTP 2k F PPP th i, P 3245 2 Fp 1 45 Py i, 7T R TP IPx, APPLETALK,
NetBEUI B &#E 2 3% T PPP 4 wirh . PPTP 24t T PPTP & i 5 PPTP IR 55 a2
8] 1IN %5 {5 » CUFTELSSE IP 4% (A0 Internet) | 257 fiX 18

1. PPP #ti£

PPP J& Internet " H A9 — 4~ G X 5 BO K008 B 0 2 P80, 32 252 BT Rl i k5 5
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B2 )y SR S S R R R, W 9-5 P, HODhRE SR TE TCP/IP ™ 4% v 52 88 9 4~ AH
AP RgE S (B AR sit B Z B S, PPP HASTaEM NP HELE S 2 iz |2
B IFA LD FEEAEN BARN

gtk 5 PPP B rp Gk B2 P 5 2 KB k5 0% 3 3 M 25 32 A JIR 55 &%
(Network Access Server,NAS) I, 5 NAS &3/ PPP % #. NAS i n#8 A& . 1L
T M (PSTN/ISDN) 5 1P M Z 18] K4k 5 P A 1P K,

E9-5 PPPIkELH

PPP T2 =&k /4 nld . >k & 28 5% kg4 % (HDLO) Uil B % B IZ 8 [T H
AT R ) A B 455 W 0 1 (LCP) R 2 37 | A B AN 38 250 408 e ot s Rk IR0 4% 4 1) B0 1307 (NCP)
o ST RN EC B AN 5] 14 I 28 2 5080, PPP o 177 ) i SR FH 22 Fb I 4% 2 10 8L,

PPP # 5 2 i B2 0] LAAr i, 4 4SS [6) 89 By B¢ .

(1) B PPP #% #%

PPP ffi & B il i (LCP) A 2 M DL R &k — IR B e B2, 7 LCP BB, B 3%
SEA R AE Jr S T B I B P B AR L 38 5B M XU 7 2 5 2 % (8 FH 0 T 4
oy fn & AT AR .

(2) HFP 565 ik

% P PC ¥ H P ) B (5 B A £ %4 NAS, KL ) PPP S2 8 H 4L T8 R 58 3E
O AL B A KUk i (PAP) , Bk & 48 F 56 Uk ¥ i CCHAP) F1fU4K Pk 5% 38 F 56 3k 15 1
(MS-CHAP),

(3) PPP [a] ny 4z il

PR T PPP AL 45—~ 7] 3 1) 0] iy 422 5 By Bz . 2 B B 7R 58 SR IR 22 S5 (8T F (] Al 4%
Hil P, GnARECE A B IR AFEREZ SRR R PR NAS 2 (8] ) % 506 2 g T, 2R
J& B NAS il FH 47 € 1 B & 505 1] il Gs A2 2 5 X B AT DLk — 20 (R k4 5 I 2% 1) &2 1.

(4) & FH M 4% )2 1Y

e L) E 5B Ecse 2 Jm - PPP R i FH 78 58 — B Bo ok 7€ 1Y W 26 4% il U i (NCP) . il 4
TEIZ B B TP 45 1 P (IPCP) AT DA [a) $& A FH P 43 Bic 3 75 b ik

-H5E B 4 BrE i BT . PPP S T 86 78 % 432 % 55 XUy 2Z 18] 5% 84 . 34 s A% 16
) B4 e #R B B 7 PPP Ak N iz 3 W ST BT Z J5 9 £ Bk

2. PPTP #94k 2 & #

PPTP ¥ 1% G 1) M 2% Ik 95 7% NAS I THRE 0 R K P /IR S MK REW, B3 8
NAS B LI T I6E

(1) 5 PSTN/ISDN 4 ¥ 422 0 F1%F modem DA K 2K i 3 e o 114 45 16 .

(2) LCP &l % A &

(3) 25 PPP HAETHL,

(4) XF PPP 2 3% £ i ) 18 JE 470 R A 2R,
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(5) NCP 2824 4.,

(6) NAS £: 1 2 [8] Z Wh i B9 % i s BRI 82 .

PPTP 8 Fi& NAS i9II6E i PAC Al PNS BIM& 5E i, PAC 58 2 BE (1) A1 2 BE
(2). 3 B2 51hf8(3). PNS fi 52 I RE (1) . (5) FI(6), b fa T 8 uF PAC FE#HFH: PAC
Y 9% B 28 1 I i B 55 by b . PPTP P58 il PAC #1 PNS Z [H] /) PPP il &4l oo iy
&3k |5 n) 428 ) S 3

PPTP P A 528 H A1 & PAC fl PNS. &k 5 H P T B PPTP AR % B4L 500 NAS

FEEBEERS PAC, #5745 PPP %4, PAC Ml PNS # 37 PPTP W% ¥ & P it &
LA PAC Z A1 PPP &£ 2] PNS, a0 & 9-6 s,

PPTPR% i —
w <

PNS

BV LAN

E9-6 PPTP{EZELH

3. PPTP & T4 #u#)

PPTP J&—A™ 1 [ i 42 9 7, PAC #1 PNS S5 ST & #R%S . PAC #1 PNS Z ]
A PIRP R . FaE AR M BE i e . B R AR O bR E L (0 A 9 19 GRE B2 ALl
fE PAC 5 PNS Z [ f%i% PPP 84 1, £ 1> PPP 27/ (Session) ] LA FE ZE 7] — JR Bk il . 4%
il 3 B 1 TT R TE AR GE oo T R S RO AR, FE R TCP, il PAC 1 PNS
AP S F TCP/1P,

B—X%F PNS #il PAC Z [a] #8755 — A% H A 5 i % 5, i 45 ) 0% e 0 0 7E R ik Ho A
PPTP ik SC Z A . TEHIEEMH TCPAE N Lmth i OREHF X NMF R, Hirtm 0 5 2
1723, Feiil i iy @ sr BT LUl PNS &G . i nl KL PAC .

PPTP # il & # IR T .

(1) PAC 1 PNS g3 —/> TCP i##.

(2) PAC 8 PNS [5) X 5 & 35 — 4~ 2K {5 B (Start-Control-Connection-Request) » i
K — R ERE . EHRKEE DA X TWAEA [FIEZEA PAC ZFFHH K PPP Session
HeFREE.

(3) eBiE KA PAC 5% PNS % % — & v 75 B (Start-Control-Connection-Reply) .
M 7 4 SCH s A — AR i) T R AL WSS R . AR A L DA R IR A 5 AR
G D)X oA X AR IEZE A PAC SCFFI 2 K PPP Session £ 885 BT IA .

Echo-Request fl Echo-Reply FH 8% il i £2 1 keep alive HE. . WHRTE 60s W EAH I
2 %o A5 A () AT ] S 7Y i 45 T L L R & 772k keep alive TH B s A0SR B A WCR) 3 HE SR Y 2
e Sk .

wHlE R DR N 2R s i e BV S (AR A aE) . IR
HEMREESZS 5 XM : Outgoing-Call-Request, Outgoing-Call-Reply. Incoming-Call-
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Request.Incoming-Call-Reply.Incoming-Call-Connected.
Outgoing-Call-Request & PNS =4 3f &35 %5 PAC 1Y, E & Jf PAC #37 — &3] PNS
%18 ; Outgoing-Call-Reply N5 PAC %5 PNS f i I o i i o 4 2 % 38 2 75 O i oh 857
DA K i SRR W, R Y I R S5 3R R AR R
Incoming-Call-Request {§ B 2&H PAC &% PNS iy, HF 18 B — 4~ #E A Y 04 1F i
PAC 3| PNS #7 , X NH B U1 PNS 7E [ 3 3 3 38252 2 /i 28 BURE Y /) — 2845 25 PNS [
PAC %1% — Incoming-Call-Reply JH B AE A L7 , 3 B & 42 52 a8 J2 B 4 1% 215 oK . iX 1~ 1A
B & PAC 7E i o b 18 A1 PNS 8 5 i 0 25 48 59 3 & 42§ /5 23 Incoming-Call-
Connected 1§ 8 /&M PAC & ik %5 PNS /9, FH T 5z B8 61, B, X & — 4> = k2 F ai il
i« 3SR L M) NN R A
PPTP % #13R SCH A T 9-7 ) s . o b &35 0 N A 30 F
o IP LA, PrEAZ S5EEE T PPTP & P HLA PPTP RS #5089 1P Hht 2 H A AH
(EPSN

o TCP k&R, prBAE N BRE B TCP v K55 2, H b PPTP JIk 55 2% ) s 1
& TCP1723,

« PPTP ##il{5 B . #7 © PPTP M mf 35 ) M 4& A5 B, 1 T 852 f4E 9" PPTP
731

o BCHEEE B SRR B A B R R . ETE BE RS P SO % 2 B s A (TP LR L TCP 3k

wh A PPTP £ H{5 2) JE 4730 2%, DT 55 30 AH <B 4 3 25 o 2 (8] (9 B4 42 1% Hi

PPTP %4 iz 3t 97 4% 5 FH P 09 25088, oAl SCEE M an &l 9-7(b) s . 9146 /9 FH P 2048
223N 5 B BN /Y PPP i fir s SR G i PPP LR (E B . B 36 T2 i, PPP il; PPP i
#E—A B GRE L35 B BB GRE #2 3C; @ 1P 3k Horp TP Sk A & o W 2% 1% 32 10 1
O 5 e Je TS TINORH INE 1) 5040 % B Sk AR RN BRCHE B I R AR AR R

B Bk IP 3k | TCP 3k |PPTP il 58 H {5 5 | B E

(a) PPTP il #i2 3¢

BiEsEpEsk | 1Pk |GRE 3k | PPP 3k | IN% Ay PPP i faf | HIEEEIEE

(b) PPTP #iE#H L

E 9-7 PPTP X4

i PPTP if , & & DL F LA % 4. # Jc. PPTP A 5 A 52 £ % 204 i hn %
1, o PPP i 45 B Be ] DL o LCP #4722 &5 i % /TR 48 i 1 45, Fr LA PPTP 7] L fif
FH 30 3 X 55, n %5 ¥ R (Mlicrosoft Point-to-Point Encryption, MPPE) Xt PPP %4 1 i 17
I AR R —Fp g " )y % HOk L PPTP (i Y TCP #EHliE#E A L 24 7 PAC
1 PNS 2 [8] & 34 09 {H B 5 Sk s A AT s 2 R & 5 &) . IP.GRE M 1P /YL {5
BRI

9.3.2 L2F

L2F (Layer 2 Forwarding, % —JZ2¥ K10 £ i Cisco 2 w2 H 09 7] DL 7E £ Fh 9] 2%
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AR ATM . i 488 TP R 2% 55) b d# v Z2 il % 4 VPN iy 5 )7 K. L2F ¥ £ i
HE B2 B PR (an HDLC . PPP &%) 3 e kAL 15 , By LA [ 2% (19 B 48 6% 2% )2 58 e 52 F H P
R B B 2 P . L2F MR #ET 1998 42504 IETE. FF7E RFC 2341 SCHh &4 .

1. L2F #§ T4t 42

X B PIFE TP M8 rh SCE3E F L2F 9 VPN ik 5 BH . tn & 9-8 Frs . L2F it ¥ FH P
3 PSTNLISND F1LLK M 5507 54k 58 A3 1P M4, FF 38 1o DL T 20 58 58 mld g i 1 4 57
FVE B 04 1% i

DT 5NASH) T

@k 7 L2FR%E @7_
N et ) &2 |
L2F it 55 75

5P LAN

E9-8 L2FRERERE

(1) #75 NASWIER#EE . HPHEIE® N 1P M2 =0k 5] NAS k5545 . &
S PPP &,

(2) #47 VPN &% . VPN % iliad VPN 4 m NAS IR a8 R ikia K. A2 E#E V5
A2 L2F IR 88 19 VPN &2,

(3) AR . NASHRIEH P & HREE BXTIL R L2F R4 o5 & 0% W H 7 % Bl oK
FEXF AT BEABEEME PR EHD,

(4) FHEtem ., L2F IR 2% LVF NAS &% PPP i, Jf il i A 3% 1P M4 & 88 L2F ik
Fawo. XM, VPN & P HLE R RAEE ., 72 NAS Eiify L2F 3% 8 fmi i © v 1y
i & %P L2F IR %5 .

L2F Mg 55 &8 X WS 3] 4 4 Stk A7 i B e 3 T - 88 B8 28 0 9 B0 diE i 207 ) 2 A B 930 I
2 R ) i 7ok N7l = I i o A

2. L2F #94R L5 X,

5 PPTP # L2TP —#, L2F B SCth 73 o~ 25 3l 4 SO £ s ik SO at 7. Hop L2F %
HIFR SC T L2F Wl i8S (B Y AT IT i L2F $0dE 3 S 37 78 L2F B8 b A BUE 1
fLhm . L2F #H|4 SC L2F 48 i SCmas X & 9-9 () MTE 9-9(b) Fri .

P B Sk IP3k |UDP:3k | L2F {58 | BiEEEKE
(a) L2F # il Ht 3¢

BAEFER L | TPk |UDP3k | L2F 3k | PPP 3Lk | IN% R PPP & fy | L2F REE (W i%) | HIEEER R

(b) L2F #4E 4 3
B 9-9 L2F &K

5 PPTP M. L2F AP EEZ AR ZAb, — ZFEJAT L2F a9 &P mf, 550 1 0] i%
1 L2F #5605 B, AW Ok L2F 248 mi gy vl e 185 s — & L2F i ] UDP k& % L2F £ i
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i, HAh. FEAIE L2F B fg S #2b L H e 0GB i PAP 5 CHAP, FRit2Z 4, L2F
k5 PPTP 34K,

9.3.3 L2TP

L2TP(Layer 2 Tunneling Protocol, & — JZ BF 8 731 ) & 1 Cisco. Ascend ., Microsoft
3Com Ml Bay %) RI:[FEIHIE R, 1999 4F 8 H /A4 T L2TP 45 RFC 2661, L2TP &
2 MR s SRR TR UM Z5 5 15 )R E KU L2F (Layer 2 Forwarding) #1 PPTP @ {I
AL LR PONE Pk AR 55 25 im A e VPN 34, L2TP 5E ST ) 2 36 4% 1% it
B} L F B i 2 PPP Wi i) ik,

L2TP WAL SETE T SRR 2 A Ui, P ml DL B R o 1 1IPX, AppleTalk 59, #1715
FEJRORAE IP W E#EEAE TR, HAML2TP i fg ok 17 £ 4> PPP BE i (9 4 26 7] 23,
PPP B #% R 26 22 2Kk H ki 52 Y938 1) [6] — > W9 2% 15 ) IR 55 %% NAS, L2TP W R iF e ¥ | 3%
3 AW NAS () PPP # 5% . £ 28 F A S W — D&, R, L2TP fE2N PPP
Pre . Rt T IR KA DIRE . SRR 2 2R A S PPP & A 28 5 43 I TE AN R 1 1%
#LE.

KFIP M T Z A FEE D AER T IP M4 H L2TP L.

1. L2TP #4 %

L2TP F2 i LACCL2TP Access Concentrator, L2TP # A E 1 85) #l LNS(L2TP
Network Server,L2TP M4 R %5 ). LAC L% P L2TP, H T & ey | 3210k
MY Fn 7 pEiE . LAC — 2 — 1 EA PPP s 24 M L2TP il AL B I RE ) NAS, N H
F 42t f PSTN/ISDN 1 xDSL S5 28 7 sUHERA M5 i ik 55 . LNS 22 B A7 BRI i 28 5
LG ) PPP Eferh . HH P S B 28 i & NAS,L2TP 15 PPP Pl (19 2 & 4 {1 5
LNS, LNS —fft 2 — S e ¥ L2TP RS 25 um i -8 AL.

L2TP WA RS E 9-10 Fras .

L2TPh i I
m C\l INUEAR 55
Nl
8
S

= LAN

PR

B 9-10 L2TPELEH

L2TP G MRFREmMH P WK TiF 2B, HPATERE PC EEELHNE
F i KA Al R AT DA 7 A 1 A8 DN R B T DT RIS 1 0 B AS A 55 I 4 0 2R R . (]
ifL.L2TP $24t T 2 AR EEG . B eEFE E.L2TP 0] L& B+ PPP prill$2 it 9A
iF: CHAP,PAP il MS-CHAP. 5% & i H EAP K& H it 4 i #tf7ihiE. PPTP ff H
MPPE fE RN i L2TP /K B % 20 )7 2. L2TP B EHE /& # [PSec 1y ESP {ff H 1%
A ORR AP Y .
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2. L2TP #4 T4F . 52
fil PPTP %fﬂ ffiH L2TP g7 5 TREE 1 PPP it S W4 . MExEE s 4
U R = VA NS B 1 DU SI= R TN Dk €
%iﬁﬂéﬂ*ﬂuﬁﬂﬂﬁm&%ﬁ,,mfﬂui/&%nﬂ?rhLﬁ‘ﬁﬁ%Zﬁﬁ‘@_ﬁ;o L2TP £ i 4670 72 % 18
fLik PPP Wi Z i . 20 LI E —&REiE . — X LAC #1 LNS Z [8] 7] DIfF7E 2 5%
Z3I=
FEHLEE R SIE TR Z 0 —HE LAC F1 LNS Z 8] i 5% J5 06 i % 4, Hod ~r v B Uy
B B NIE JL2TP B A AL £ (8 N AL X 1A K/ . L27TP 7458 il i £ 8 57 0 18], ff H
PR LAY AT RS VR F CHAP B9 k5 A EDLH] . & 7 IAUE, LAC #1 LNS Z [8] 4 41 f
N HLE R E
T GE S Z 5 . 90 n] LB st 1y 208 . B S il AR — 4~ LAC il LNS 2 |f]
1) PPP i, S¥EMEREAN, B @20 Fm ). LACIERYS LNS &3 il
Incoming call ,LNS ig:>K5 LAC #1215 /& Outgoing call,
- H [z 18 6] 2 58 i, LAC 3ErT DL I 2 R G2 ok /) PPP il , %45 CRC #1547 Jiz A€
Koy LAC 30, i #0 LLC i, SR 5 B3l L2 TP, 8 o b B 14 55 . LNS #U L2TP 4, &b H
P E ) PPP il A2 45 HIE M BAs £l 5B AKX IR S0E 1D fERE 1D 5UFE & 1% i S0
e, I PPP Mt vl LLAE 25 € 09 LNS-LAC %f 2 8] & H 5] — 4k b iE
3. L2TP #94Rk L% X
L2TP e SCth A PRl . =6l SR SC. 5 PPTP AR 72 . L2TP () P it S
X H UDP 3k £ 2% f% 5
(1) L2TP ¥ il X
L2TP = #il 4k SCHIZE A 9-11Ca) fr s . 5 PPTP — 4, L2TP (945 il $i SCH T Ik 18 1Y
AL A S5 ET . B PPTP AR Ay, L2TP & §il4ik SCHE L2TP ik 55 & w8 H 17 UDP 1701
v 1, L2TP % P &2 Ge BOA W Ad FH UDP 1701 3% O (BT LUAE B H AL ) UDP 3% 0, 55 4b,
5 PPTP ARl pYyJ& .76 L2 TP B2 42 S, 3 B¢ J5 (1) UDP £ i 8 FH 1PSec ESP #4717 /il
WAL, [5] i XHHE H IPSec ESP N Jm W AR JE4T 1AE. HAb#RAE S PPTP JEAAH [ .

IES

gl —

HERCL | 1Pk | ESPL UDPL | L2TP#ffil{5 5| ESPRE | ESPIAIE | HE#tIIE

(a) L2 TP I 3
i

fEES =k | IP2L |ESPL| UDP3L | L2TP:3L| PPPL | PPPift{af | ESPEE | ESPIAGE | HEESIE

(b) L2TPE gz 3L
B 9-11 L2TP R cigzt

(2) L2TP ¥4 3

L2 TP &4 4l SC 67 53 1% 5 P 985080 . H B3 s i & an &l 9-10(b) Firs . & 7 Ui
Kik L2TP ZEr S BEaRE 0 T ILP25R .

@ PPP E%¢, i PPP #far (40 TCP/1P %44z . IPX/SPX £ e 3 NETBEUT %% 4 i
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SN PPP 3k, &3 pli ok PPP i,

@ L2TP #3%. 78 PPP i E @ hn L2TP SKLEB5 8 B L2TP i,

@ UDP 3, 78 L2TP Wi E# M UDP 3k, L2TP & Fim Al L2TP IR % #% 89 UDP ¥ 1
BRIAN 1701, 65 L2TP i £ 3 il UDP $ig 3C.

@ 1PSec £%% . 7 UDP & 3CAY LA AN IPSec ESP k#3152, 7 B &K I & 1PSec
ESP BB #l IPSec ESP Ak &0 5 B, FH T X5 &4 19 0 % #1442 7A0iE .

© 1P £%., 7F 1PSec it XAy L FBA I 1P SLFAF B LI 1P iz 3¢, Ho 1P L #1(5F B
4154 1PSec & P v A1 IPSec IR % #2579 1P Hhk .

© FAEBEN )= B3, WA L2TP & 97 vm i a0 ) B 25 28 8 (DL K W, PSTN #l
ISDN £5) s 0 &4 6% 5 )2 i ot =k Aot , 52 O 204 19 e B3 . B3R 5 A 2503 ol 78 8 B b
PEAT 5 i

L2TP ik 5 5w WAL B S FR IR 44 5 L2TP % 7 S AH I, 4 i ok B R 3 4E I Jm 15 B B 3%
el 1) ORE =R TN S v S RE S = AT el B el o i T s s R S R R 28w S| W S o

9.4 SZHL VPN 1= 2048 il

= EZEE TN T OSI ZHF B s =2 (K2 o dH (AR ) 1 &
PRSPy, 5% Z)ZEECHEL .26 =2 B E U FESL I )7 =8 AN E R s . HF
SCEE VPN #9265 = 2R E i 245 GRE #1 IPSec,

9.4.1 GRE

GRE(Generic Routing Encapsulation, i F i i 31 %) U2 —F W HAE & T Z 19 % =
JZ VPN [EiE P, 1 Cisco Ml Net-Smiths 2 @) 3L [A 42 . IF T 1994 $83¢ %5 1ETF . 71 5l LA
RFC 1701 1 RFC 1702 kR & 4. 2002 4E,Cisco /N Gl % GRE #:47 71T, # & GRE
v2, M N A TE REC 2784 hilbf7 THLE .

1. GRE #y =4f p 2

GRE BpSCHLE 1 ane] FH — i 9 28 P38 25 5 26 55— b I 288 B S0 9 T 8 A — b d AT B
WY % T B R TR, B 1R — P PR i SCTE 55— b A Y I 25 vh AL S Y BE D L
TAEREE an & 9-12 P,

MR TP Sk B AL 76 19 40 4 k3 . HAE FH 28 AL | A B e T
B B A OB A B 2 g TP o0 A [ H e 7E 1P B R T

]2 B 6 . GRE S K f53% 5 2T 80R [ 1ro. Toroo] miesin e e i |
04T X MO F R 5 B T ) GRE $it S 76 b% i
B AL 4 1 B GRE 4 S 9 B4 i 50 1 72
AR T A 0 0 6 2 DL B € 2 B B B U TP 4L I e 1 8
PEA & — 1P 04 .

T B T B O 0 6 3 ) A K 00 B B A L 96 X 8
PRI —4 GRE k., GRE #it ; K54 GRE it Ci@sim—4 1P k. it 2% GRE

E 9-12 GRE H¥FEE
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CERAE A IP A s RGIEXA TP A EZEB ML i 1P JZ 7 537 5% i 33k
¥k .

GRE & E % 1P /04 A 8 3535 IPX/SPX., Appletalk 252 F % 4538 {5 P08 a8 B 25 |, A
iFifs iz L FE X RIP,OSPF . BGP il EBGP %5 B¢ i i i) £ %% . GRE 78 B 3 o 2 b IF A
PNEY GEVE RN VE= LN W

GRE PM AR SCHERR B h AL 4 i, B8 o B A SR B R A 72, LA 9-13 Bz M 2%
HF ) AR I FEAE K P A E G BN b =L B A EE . BARL BT,

+ALB

S

Internet B aeB
b iE

E 9-13 GRE T {gf/E1E

(1) FHL A ZREMFEEEFELE R AEE H & AR as A BB N R4 £ 0k
FZBAEAE . B K AESIE A E kb B Ak . DUwh E o fer B iz SR .

(2) T H B a9k A S5 4% f AL B, BRSO B A R GE R AL S, T B A
AR iZERARGH b A D SEEMEMNED.

(3) HEH A% A MRRE £ DB B G5 B S GRE L85 B, 28 5 i 1P Bk
AEFE I GRE #e 3C, B3 —A4~ 1P =k, #5147 1P B3 08 slUH i 1P 704 .

(4) Behas A ¥ B30 CGE T GRE i 0 &6 H 2%

fife BB R B R AL AR, BT R .

(1) Ay B MEEEHE OUCR] 1P 404 KA B a9 bk .

(2) Bk B 2% B A BEE 1 K o % i A . BT Ui 1P 2040 H 09 sk 2 % i 2% B, 2§/
e B A3 IP 0 H L35 B . L4 GRE Pl fEE A 2R

(3) GRE X Ht i 56 f 7 5] 5k A S5 AL PR IS , 3235 V61T GRE #3136, it =26 GRE
iz S T 25 A, 15 B B2 2 /00 R LR B

(4) He kAR RO 15 — M B £ — 5 0 e 03I 4 o 47 Ab 3, B 2 B 0 A8 45 % 12 N A
W 2% 42 11, #% B8 B pY s bt & 35 45 1L B.

2. GRE #3441

HF GRE WMl A S EA &0 E 2. HP & KH GRE BB 3Ok 528 VPN
W2, FEAFTE— 2o R, N aR M 2% rh iy 3= DL IE 52 Yoty 3 4% 08 15 250 g R ik B

ey UL
Jo T A GRE Bl 102 4 e » 7T BT FH 6 1 A 10 26 4 5 o o 25 [ B 1 22 4 B B
ES

(1) #47 GRE X% 400 &

GRE $ £t 1 XF & 38 £ 11 59 A UE 0T s 8 ) 23 1Y 4 SC k17 o 2 i AL 56 B T B, 7R REFC
1701 H#5E , R GRE g 3CLEE B b8 KEY fili& & o8 1, Wil & 35 ¥ 78 47 18 18 8
) O B o (Tl ) ) B8 IE . R A B G T v 1 A R OC B (BB Y ) 5 — BT A R i A
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Bk A5 WPRE e S 57 . W 2R GRE 4l 3CK AR (R B b Checksum pRiRAZE N 1, W75 2% Bz
B L GRE R CHFTREE: . &2 ¥ % GRE kM5 B B3 E i EE i B8
AT, FF 65 i S A A 55 A i S AR AR R GE X e . BRSO AP ER IR T R R A L IR S
i SC o B R 56 AN B A SR — SO G R SOGE — 2P A B A ]

(2) XA T GRE+1PSec ) VPN 3 AR

T PKI F2AR 1 1PSec PR AT R i #F 2 18] | Bl K 4 2 [ 55 3 bR A 7B K 8 2 (8] 42
g & M UGIEREA S . BARA TN E 2., HRERLSHETER/ L,

(3) TRk s 1Y &2 1

W28 B G N OGRS A H B &4, B T i Z 2B & MYEd Z b, 8O B
A B TR . St B s AR R R S

9.4.2 [IPSec

[PSec(IP Security) & IETF 1 IPSec T YEH T 1998 4= il % 1) — 2H 3 T 5 04 22 19 TT i
W 2 & P, TPSec TAETEMI 42, 0y I 248 )2 K DL b 2 $2 41 O (o] 458 31 | T 3% 432 1) 5 38 1
AR EGE B E R R B A EHE S L 2RSS, IPSec & T4 5 Tt fr 1
TEAN AT 40 L LA S P A

[PSec i i AH PR A1 ESP PrsOR XTI/ 2% 2 Prill B A7 4 Ll i TKE #1725 83 AC
. AH H1 ESP BEn] LIS .l ARG5S fE . i T ESP 45 1 % 2088 19 Ok % 14 . B
WAE Bl ey s bR Hrbh Z 1/ ESP. R AH,

IPSec P A] AAE PR AL F 017 5N MR E . AH 1 ESP #B 2 £F X 7
RALHA 4 MAHEG. A AH BEERE Y AH, & &L ESP, b iE f X
f¥) ESP.

1. 4% A X

R CE R YN A2 TP B 8 far, 7] GE 2 TCP/UDP S5 4% i )= P i, 1 7] fiE 2
ICMP #pi,iA AT B2 AH 3¢ ESP M (FEmEWIFN F) . L8 EZ iRt & 4
Ry, BEARNT AL RH TG BV EMZ 28, 7ENH AH i, 52 %
PR3 Y DX SR A TP A, 4G 1P ALk &8, Rt IR 1P Huht | B /9 1P ik 2 A e B iy . &
M 2R ok . SR, W R Z ARG R B 2 NAT MG, KR/ B iy 1P Hbhk g% 2k
T SHFAEH A F SRS R ., Hit, AH ZEE SR T A NAT 2 %
(), AN BE R F , 30 6 AH ABEZE I NAT,

M AH A, ESP 52 B AR AL 5 TP 403k 30 (& ik W= B, itk ESP A7 #E 1%
AH JRFER AT NAT B b o8 (19 ) 8 40 58 {5 09 AT fe] — Oy BA7 R AT ik 35035 78 %2 42 W G
A IR A7 BB AF U598 AT LU ESP R4 H% 4 B oy 1P SLaRrh iy I8/ H 59 1P Hb ik
HoAh F BN S W56 . 7T LA NAT RO &E % 4 W Bk,

AR LESP 7RSSR B A X A RIEE WA B BR 1T ESP ki Z A AR 1P k& - B
AT DA i, Ok LA 56 A 55 O A L B U o AN BE A T X R E ., i DAL ESP A% fa B
A UER S Z e AH £ 5B 55 — 28, 1R 575 2 8 5g 19 55 1k iRk 55 9% H 8 {5 X7 #B 2 2
A 1P #uhk, W R iZok H AH SREGIE . 3058 AH IAIES ESP 55 Gk [a] i {5 H
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2. [% 18 AR X

REE B R N SRR RS TP A0, R E B TP iR it 22 e, dE B o
T B2 IPSec WA — i % 4 W OCE i fh 2% L 3 00 25 R R B 5, B3 52 =X 9 2008
AP TP Sk RS AAMER Sk . ARk i B i 2% 75 5 09 E LA ARk i $2 it TPSec 11y
WA (AT RE2 VL. bl Re Rt A B, BEAEA T . B EXSmZ RPN IP ks
SE , M IPSec 2% &S M H AhER 1P SkF8 78 . 45 1PSec 2 & % 4 W G, % W 6 2538 5 H 3
IP 4. F o R 3 i 2 H i .

REIEA T AH B0 UE Ay Bl = 8 TP 4o, otk Emishie i) AH A NAT (19w & 78
PR E A FWBAEFE, ESP 7ERSTE BT N EP 1P Sk &8 9k i 25 A6 ik L i A0 1P Sk 358 BE A o
IR ABEEE . AgnERE b EX 8 FEER IR H; AR IERENT
fE3E T NAT Z51%5 M,

At BE AR TR G 2 0 9, PR A Bl A B A~ A TP Sk . B
S 8 ) RS S DGR ) B, DR AL N A

S ESP BE B B A S UE DI RE AR AH A% 4 4% =X 2 b Gl A =R 4 98 KL (H ESP %GB
AR Z SR L LB,

IPSec VPN E B —Fh 3t F Internet B VPN o 7 5 . 38 5 52 FH — 22/ lk 19 i o
7 F B R X B X B AR RIS L P AT DA FH A B B E R B PR T e 2R B S ) i
O], BRAE W B 22 4 25 e 5 MPLSVPN, KR 2 M 2% ik 55 $2 L7 19 MPLS W28 AR B 25
BRI I s 2 — DKL M A E5 B KL 2R TE,

9.5 MPLS VPN

MPLS VPN &3 T MPLS X i i i 28 PR 22 46 X 2% 1 #2252 /9 VPN, 38 5 AR 72 [/ — 4>
A M B9 AN [R] 53 SEAILFS BEAT — 58 QIR OC 3= B9 4 oMl ] #4) 22 1Y 38 15 o S5 B

FXHE5e ) VPN.MPLS VPN B AV Z0#.

1. BAKS

MPLS VPN Sk Hpric 224 . — A pric XF D — A~ B P 8088 0. AS [a] H P 0 3% i (5 B A7
JRCAE AN [a) 9 e R 2 b 8 5 3% 58 4 B 2 PE DR TIE 1A% 4 i 2 k.

2. ¥ Mk

MPLS VPN HfGH@® MY . MH P # A ik E. MPLS VPN 1] % £f ik
1Gbps DL B3R B OWRZ M. o 8 mE e H P oS3k % 8, T % 1]
SRy A B 0 s 5 ke )l B R i B R B RTOE (S . R P RO B R R vl s iy LAN TP
Hihk5 AN A B 55 S A E SRR HA T ZAE A RN AT {8

3. MpM&LEMPE

i 2o DX 2% il 45 i A R 078 5 IR £ ) 1) 2 80, MPLS VPN 5t 1T DA R FH P %) 4% 3 i (] S 8 2
o R DL AR e X2 . I 2 P X A C M8 B E i E k. MPLS
VPN X+ % P i i & A Fr iR 2ok L & P aT DL gk 22 ff H R i & . MPLS VPN 37 R i
HAA H bt , 2 7 A] R 58 A P 25 ML) .
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A, T HF3% 355 QoS

QoS(Quality of Service, k55 i) E M2 5 H P Z B VL K& M4 5 A8 {5 i H P 2Z 18]
KRB SHEMRMZE., MPLS A58 K QoS GE 77 . i i £ it A 4] i1 I 45 9% i1l
AR UECHEEF . B4, MPLS VPN #.0 )2 B 1P BiE 0 808 — )2 388, ik 1 4%
A ) e i T BE L /0 T I SE AR Bl SR T XS ARk RE T RO B T A% Y T A

5. X S A LG

%P HEHE MPLS VPN — Rl & 5l DS B8 B UM E L FoiaE. B oA
MPLS 38 & X% FH P 326 0k i) B3 A0S AL A 3R, X 18 35 000 55 S 53 a9k 55 . FH P aT LA
[ ) 265 IR 45 52 32 7 O AS TR 19 QoS 286 DX 5 3 135 A ] 174 5040 1, 92 90 22 ) IR 5%

Bt . MPLS VPN ZE& 20k R VR 205 X QoS LR ae 15 m A
EH I RN X W2 T ROy MAE VPN E AR R s AT 7 .

9.5.1 MPLS B9# 2 Fn4H B

MPLS J&— M 4555 )= QAN = )= i i #Y PR3 SS 3R , =7 Cisco 23wl fir 4 ih
) Tag Switching $FARIEA A& MK, MPLS ARG G 1 5 =385 M2 = 2 e i /Y
SR B =2 B I P TR I 25 9 0 5 St L i FE MIPLS 1 R 25 %0 ok B AR R AT

TEAL B 1P FARDLE h , H P 8RR AL G2 1P ™ bz i 3 i 8% X B> TP 43 4 Sk b i {5
B TAREL ARG B Y 1P H bk, A5 i) 5 il 3R, FE B i R P B AT LG, 45 3 R — Bk Chop) HY b
hik  FEAT G0 RO R J2 B SR R R BCHE N AH N v 1A &t 2% . TR O R . B
-k i T EE AT FR o B O BRE e i T o X I T ) 0 R Y O AR T B T R0 A B O AR Y
R s M H, T Ixseo R R R e 1 H B A B a9 TR, ok = 7K 19 2 ACHHAE BL
il o PRI 2 AN S

MPLS & —Fp 4 SR B 5% K AL 5T A T 36 FhR 2 YL H] . 4 5 i AFe & 70 JF . MPLS O
PEA W 26 R i 1P 53 2H 70 BC bR 2% B 2 oK L RE — A g0 2HL o I 26 i vt e o IR 6% PN il 45
1 X bR AR S HOoR ST B TP e A i He A . i T 1RO [ 0 B Y AR iE R AT A B, A i
Xt 1P 43 2H 3k A7 2 Bk B RS A 4, I . MIPLS HeA% 58 TP e B AR 3 i . 4 5 JF MPLS M
Z50F 1P o H B RIS A DAL BN AR 45 , 4k 24 8 1P 0 19 3 i Jr X2 0k H AT 2%

MPLS 4 4% () B8 7Y 25 B\ an (& 9-14 i

MPLS[W£4

P

B 9-14 MPLS M4 &
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MPLS ® 2% 5= 2 /iy #0358 27 B b 28 22 0 8% i 28 (Label Switching Router, LSR) .l %
B IR 25 i1 2% 1 HH 4% (Label Edge Router, LER) FITE 45 & 2 [8] 4 7 FN4E 5 3% 42 1Y i 25 28
% 12 (Label Distribution Path, LSP) #H ali. 7E 55 B 19 [ 4% v, 38 % 48 LER #X & PE
(Provider Edge) , 5 M 4% N #F#Y LSR #£ A& P(Provider) , [ 2 F ¥ 14 1% 25 W #% & CE(Customer
Edge) ,

(1) LER, LER X/4rpi# 0 LER f1H 0 LER., 4 IP &k A MPLS M 2% i}, i 11
LER 747 1P BRI L& F B .7 LSP R A4S 1P iR B R hn % Hix 1P HiFEL S
JF MPLS M Z& i, i 1 LER 78 LSP (19 2K ¥ 11 53 %5 #2540 H R BR b ic » 3% 6 )5 0 1B % 1P
el m H AL 2%, [RIA), 78 LER &b AT DLSE 805 W A5 2 AN Ot 1 0 #2458 1 S5 D RE

(2) LSR. EMEHT LIE M2 ATM 2L 5 1% 5e % i a5 B 45 5, IR Z R 0 ) &
AR INEE . LSR i F MPLS [ 2 by, 2 e 24217 MPLS £24§| U 3 Cln LDP) Fl56
= JZ B WU, B 9T 3 Bk o A A AR ] E AT PR E A 0 B s R, fA 9T 5 HA ) LRS
RS E e E R,

(3) LSP, 7 MPLS %5 i Z 8] /9 B £ F% N B 28 3¢ i it 42 B LSP., MPLS 7E 73 Bl 5 2%
ft FE PR ST T — 45 LSP, LSP AILL 23R . i HEE B a2 hrl ISR,
AN T # T & . LSP AT LA B MUE — 201 SF M 2K i B ) al a8 . B DL, X P45 0 2 (A 2
PEAT 4 XT38 17 i 5 290 4% LSP.,

9.5.2 MPLS T 1ERIE

MPLS 1 ] — 4~ 8 2 & & FEC(Forwarding Equivalent Class, ¥ & % #r28). FEC
JETE—H H A MR % R AR TP 09842, 2 LSR U BiX — 4 1P £ s i, ¥ & 4 B8 A
] i) 5 2Ok AL R A — > 1P B4, Bl an . Rl — P O A2 HE ) F— 104 A IJF B A H
] (1 R 55 R AR S5 e 2. FEC SR R — XL . b5 2 R 48 FEC, B H #x
BXRFRIET M EE LSR fim il LSR %€ FEC 9504,

LLDP(Label Distribution Protocol, br%E 4> & il & MPLS M 2% & #9152 il . 1 T
W R SHE S FEMA LER Z R HE AR ZE S iiie. LDP @& X 7 — 4By fiE S, i
FEAER 5358, LSR 7] LLi@ A AR Y LSR H: B &I i my R 48 e . i W 4% )2 iK%
A5 2 5 B B B2 AC e i A2 22 (8] 1Y B 25, LSR AT DAE FH LDP $hp3 o 2 37 i (4] 3% 2
YR 25 28 0 F A2

MPLS 2985 2 /)7 340 F .

(1) FEC &7, A B LER #& 54 M A J& v 5048 [F 5% & 47 o0 CRVAR [ a9 B Y 1P i hk 5y
AR B B R s LA 6] Y ik 55 25 A, B0 A A Yk 55 SR AR ) 19 TP A RO — A
FEC, [A]—4~ FEC #y5r A BA H 09 HoAH [a] | {07 FH 09 5% 2 2% 42 AH [A] | Ak 55 556 2%OHH [R] 1 &F i, 3
= R /%% & UM QoS.

(2) PREHE . B> LSR M7 s zq H E R 0 1) 288 FEC rBCA AR %, @57 FEC 5
PR A& 2[R ) — X — B 5,

(3) PREESy K b AZ g 2 a7 . LSR B 3h LDP 2 if ) H G 48 J& LSR T #% H
PR GEE AR SR LSR KRB Mn s B 5 HARM MR Z I E L ibrZE BJE LIB.J3F 5%
KAG BE FIB EIE Mbr & 5 25 B % LFIB, % 4% LSR(#% LER) Y LFIB #7585 f#
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e T A2 AC e i 42 LSP,

(4) TR % . 7 LSP Fiys—/ LSR #B H =24 1P ﬁiﬁﬂwf#%mﬁ%ﬂﬂ&
uﬂﬂm%@ﬁ%&%&fﬁ AT = )2 (0 TP B SFh) A3, R 4 A L.
LSR H e £ — 145 S AR 28, AR 54 — A AR 28 3 n 213% 1P ;ﬁib%@%%%ﬁ%
LR —BECR ~’|“*%ﬁ>ﬁﬂﬁ’4‘rwim,ﬁimﬁéﬂiﬁﬁiﬁﬁﬁ -4~ LSR,

(5) P2, TEHRJA —1 LSR.AEATIR 3SR L 1M 22 B 822 0 i An 25 R b I i TP
SYeH R AEH O LER,

(6) A IP ¥ %, 0 LER #4758 =2 MM A% IP i % &0 4H % B
W £

9.5.3 MPLS VPN BJ#E 2 #0428 pY

MPLS VPN #|H MPLS ) LSP fE A 528 VPN 58 , HARZE Il VPN 1D ¥ 55 &
VPN B9 & dE 7 mE— 3350, 7E BE R M4 a7 i MPLS VPN, fF & 57 %) % 18 &
R AR B B9 2C B A5 2 /) — S5 L B% 18 (HI LSP)

X FHAFZ ERRUL, W27 M % 4 & (LER) B3 FH MPLS IR 55, 1M AN 75 22 %)
TR 1 0 & (LSRO #EA7 B & 80 7] LA oy H P 2 i MPLS VPN £8 ik 550k 55 . AR E
R ERAFREENTS S H P b EE B iz B R 7E 2 . MPLS VPN B A PRk £
B RN TR EEMRNE —)Z MPLS VPN; E=ZMR AR, BERNE =2
MPLS VPN, ZESZPBrR AT, MPLS VPN 3= %2 H T 5 25 3% £ 0 20 57 19 79 5B 19 % L i 2
PN I 2% — M AR SR A 1 B i AR L B A2 26 = )2 MPLS VPN RSC#,

El 9-15 Fis b — -8B ) 55 = )2 MPLS VPN,

P& R

%
Eai. | CE
3

CE = ' CE

u‘% e
P J&E i M L ‘ -
PE . 125 i M Ef0 50t Hh 65 ok
IR CE: 21 Wedih &Geitg has

A A

E 9-15 MPLS VPN ) 454

-~ MPLS VPN £ F % i LI F LS H L.
(1) AP iH% (Custom Edge. CE)%& . CE &&ETH P wmix&s. b SAHH P
it IFEEI R FEERN T2 PE Miay, @EFN F.CEXZ&E O IP M
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o )R AL, S HiE W PE B b % 2 8] 38 o 7R S B i 30 sh A i (40 RIP,OSPF 55) £
SMIRFR . ZJE S CE R uh sl i A Hh 5% 5 B #5245 PE B i 2% . 97 M ELE /9 PE % #3557 ] 5
5 Vi (1) % AR B .

(2) M2 AR 55 P2 L R i &% (Provider Edge, PE) 1% % . PE B &5 b H H % 19 0l & 4k 57

A E LB th 3% R R (VRE) s B4 P aE 2 gk 5 2 — 4 E /) VRE, T Z B2, —

e — PE Mhar LRI S| AMEED M EA LS N —4 VRF 2378
%. PE Bhi#s B4y 405 kR IIGE . UIER4 VPN i B Z A RS . PE
2% i 2% A0 24 T MPLS F# LER,

(3) PIZ8 R 55 $2 L B (Provider. PY 4., P g A% 2 ML {5 12 5 1 M 2% AN % 42 4T A
CE W& i ar . M FEIEAE MPLS 3 T M % rh 3 & 0 2 2 bn 2 etk ik P
i A R B4 35K PE AR MBS L IFEA TR E N A H P o SRR E ) VPN B
aE., P#b#HYS T MPLS 1% LSR,

(4) Pk s Gsite) , B A27E—BR 2 B9 H FR 30 B N 59 B P 1, — Rk B R P R Y
B Jmy 5 1%

9.5.4 MPLS VPN B EH % 1112

£ MPLS VPN i it LR 4 44 58 58 lBUE M im0 5 % .

(1) 4 CE X&YW —1 VPN R i k4552 HiEW PE Bl 475 . PE B 28 &%
VPN Xf i i) VRE,Jf M VRFE hi5 2] —4> VPN FrZ M F —BkCF — %5 50 1 1 PE B§ i #%
it . Horp, VPN AR EAE M N2 Z E el inE VPN i1 b 5B E 2R R
A F T — Bk O PE B aFahbAF AN EFRZE R m B e b, T2 VPN ZUHE 8
B3 TN N E AR

(2) ETME P& esARIEANZ AR &R & 1P 540, H.P &I A e —
283t VPN B3P8I it e SM— 1wy 1P k1G5 . 2z VPN 2046 2
ki e —4 P B as i SR AN 2 e 2R g L4 R P A N E & VPN £dE
.34 VPN i ek &4 0 PE B 8% .

(3) O PE #& i a8 R N ZPRZ AR BN 0 H O 5 O VPN 8381 E N2 PR
EW VR AR S AR VPN 805 Z4h18 Em CE & 4.

(4) CE X &R B C B i 220 B 3 5 iy S 5 A BNE ) B i H .

9.6 SSL VPN

MPLS VPN 2 51z 5 /i A H P 52 40 5 — Fh 52 888 30 W 2% 22 (8] o0 #2 5% m)lk
5% .1 SSL VPN = E ALV #2 20 F P U5 0] P I 28 5 305 Rt F

9.6.1 SSL VPN #fiR

SSL VPN JZ 3 SSL 302 37 /Y —Ff A2 U5 [n] VPN 50, i 2 H P 15 ) 4 olk 4
o 245 F SR o DR SRR AR 7 D BRI &2 A A AR DR O 5. SSLO VPN D HE T2 % pi w2 7E Al M 4% 14
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2% 1) SSL. VPN W G B, o2 FH P — M A 75 ZE AR IK 10 & P i S 38 - RUe B2 4t 52 5 SSL Y
(451 Web N FHZE PR . @0 Web 3 S 28 FIIRF % P os 55, o f2 P ik SSL VPN BE#%
D ) A b PN B Y o TR L X BE 55 PR AL 45 Web ik 55 U IR (A0 FTP ik 55 . Windows M | 2B /&
IR %) AT 54k Web )7 A9 FH (B0 Web mail) 23T C/S W42 0 %, SSL VPN &
T HZ /) VPN R, VPN & P 5 ik 55 45 Z (8]l 5 HTTPS %2 42 P30k 857 % 3 %

SSL VPN B0 & SSL #pi . SSL 23T Web B H % £, B 6l 2 T 78 Wi
HZ L (i HTTP. Telnet il FTP 25) #1 TCP/1P ¥pi¥ 2 8] i 17 50 38 28 e 11y 22 2 WL, K
TCP/1P &3 L2048 n %% 8 B g 8 VIR &5 8 G 22 Al ik 9 % P LA UESE Bhfig . SSL B
Al — R 7E Internet b8 ff 2 2445 B & 4 138 PR, — M0 P ik T s o 4 D0 W 2% L B 74
% P b AUHAD Web R b L 82488 B/S D5 AR X 32 B0 FH N TF %5 B AR il A XL 509 B
EBH ARG i {7 BV M sE 8 PE . ¢ SSL il iFM N AECEA RS 5 st
7740 AR A B A

SSL VPN M G T4l Wik ik 55 4% 5 e B2 P Z 18], # §i =& Z 8] 1 =808 {7 AR
Ko h iR B AL iy, SSL VPN FEe #2 H P EAHLA SSL VPN X G 2 [a] & 37— 55 W FH 2 2% %
L, K P IR A U IR R IR 55 25 19 Web i KB, & P g e &g R EE R 2 &
SSL VPN 3¢, SSL VPN W S8k H w2 FH P 8900 %505 2K, i %5 01 tht T % 2 R i 4G A
i 3 2 e R BT B A5 DR E X Y e v PRI e 25 N FH IR 55 B . TN R IR 55 A 6T i SR R0 (B0 [
I ZL P8 F% & B SSL VPN R 3G, SSL VPN [5G £ 48 25 17 i 1) 5% 42 , N J5 PE5E % 45 G 72
H A,

SSL VPN SE LY CHEF AR 2 Web AUHE 0 FH 5% 48 w36 e FI 28 97 R

(1) Web fRIRFE A . A HLE A LA Py 300 F AR 55 2% A1 82 FH P Web & 5 i (19 15 7] o
I AR A AT R N g, — T IR R P i iE K, EE IR R RS A, i
FEWONR 55 A 19 181 57, B 5 IF 5% 2 25 % P i I BORGE PR O W R G, X T EE AR R
] 42 il 1% 45 8 0 FH D0 75 2 45 i A A3 S B

(2) N HFEHE AR, HFZRFETUEER HTTP f HTML P 3 12 H 2 P93,
FTP. Telnet .M 4% SCH R 40 U 55 4% L 2 0 Ik %5 55 {8 AE Web B 09 B35 3%
M Web N H L, SEHLS % 7 i Web YN 8% 08 {5 . 23R SZ PR T 7T ARG 3R 0 Web 1 FH B9 N
AR RIS EE

(3) W A A AR, TEZE P imiziT Java APPlet /DEF I ActiveX 2 4F ., i 1 ¥ & 2%
W W 45 2 N FH AR P 2 SCRY S 1 24 85088 60 B ik % o 1 L BRI 6 A SSL i %% bk 18 % % & VPN
W), VPN W G A0 J 3 7 2 ELIE WY FH IR 55 4% . IZ B R RCRAR & o (B H SR N 2% 0 12
2 HC BRI | A Ay AT A8 ) L2 R R T

Hif SSL VPN i B FE A F 40 =Fp . Web W% #% . SSL VPN & 1 i £ =X Al
LAN % LAN . Hrb, Web P % 8882 XN 75 B4 38K P v o, H75 8 L AR i Y Web
W Y5 A% 34 #2 Internet, 58 AT DL o FAAT B8 15 1) 24 b 9 50 04 19 4% 95 05, To I8 2 500 1 3K Al
ARG YD BN SE ) mAs B A —E P Fr L Web 30 U &5 82 =089 0 H & 4
[Tz WU R KA SSL VPN R REvT LAl % 1'1rY SSL VPN % 7 o 4044, 1
Al DL HARHERY Web D Y585, S0 FHARHERY Web I YE 880, — MG Z2 K L1/ Web
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o e s = Gl .
9.6.2 ET Web |2 A SSL VPN

T Web WY #5482 LAY SSL VPN 7EF R EXF Web 91 % &% F 4 . SSL #pi &2 VPN $%
RikAT T ARG G M0 H X B rl DA H A5 /S Web 3 % 8%, JF 8 o il &2 4 5K 1Y
Internet SC 5 AR M 4& Z 8] iy 22 25 . Ol Bag i T iZ 89 VPN #K,

& 9-16 Ff s . SSL VPN % P i {dt FH b5 Web 30 %5 2538 57 SSL VPN IR 45 %% (L F5 h
SSL VPN R/ 5&) i [n) B4 NP B 96 . 7E3X B, SSL. VPN IR 45 &8 39 38 19 /A 40 24 F— 4~ H
FE I T B R % 2% . T G Web 0 53 2% X3 P &8 R 2% L Web Jy 20 $2 431t (19 % U5 19 15 7]
#if 2k SSL VPN il 55 4w BN IE . N Al I 2% v i) iR 55 4 (il Web (FTP 55) & 1E Web Il %
(%P8 2293 SSL VPN IR 4 &3 1% J5 2% 3 Web W% 85 . T 7E Web 3] % 2% A1 SSL VPN fig
S anZ A SSL UMY E T — R L4eiliE

@ __ _hHISSLE R EE s
SSL VPN 4] 2% FTPfR 4% 5%

B 9-16 E T Web 5589 SSL VPN g T{E/R 12

L BdfFEa D W EFEL FJILA,

(1) SSL VPN £t /£H SSL.HTTPS fil COSKS X =il AH T E R SC 8, H
L SSL MAE RN — 1% 4.y VPN RG22 # i ; HTTPS Ui H SSL ¥ iX
{#47 HTTP B B89 % 4> s COCKS Uil sE AR R TN GE , T 57 5% & %4 . SSL VPN IR 55 %5 [A]
Bl A 13X =~ T SSL VPN 25 5 Ui XX = AN Ui 48 FH A fir 22001 Web 30 %8 2% 2 il
H HTTPS # SSL ¥4, i SSL VPN % F i #2 7 W ff F COCKS #1 SSL #31.

(2) SSL VPN & Fim 5 SSL VPN IR 55 #x Z [BlEfF i H a2 HTTPS thil. T
HTTPS il 27 78 SSL iz F iy HTTP #i, BT AFE SSL VPN & i 5 SSL VPN
k%5 a5 Z B A7 iE A R i, e E it T SSLIEF B F I BE R &% HTTP a4,

(3) SSL VPN il 55 4 5 547 N &l W 26 v i1 iR 55 4 22 18] 19 38 {5 8 H iy 22 HTTP #pi.
SSL VPN % P i B 56 X & 25 ) 8o ¥ dF 47 25 A 2R . 4K J5 38 o HTTPS il & % 45 SSL
VPN R% %% . 24 SSL VPN k% #5810 %) SSL VPN K& 7 im W iZ 808 I, i 2 % 8088 .15
B SR HTTP £dE4 . A5 .SSL VPN ik 5 4% F H N & /9 204 8 {508 HTTP 204k 4%
Ben BT IR IR 55 A% . NN EB U R IR 55 4% B SSL VPN & 7 o 19 £ 48 1% fai o 72 1E %
R,
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