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S — A B iz 5 CAM R IPIRA

— HAZHHLA T 2-2 10 CAM (5% H . B Sz 5k H KRR Z 0% Hi MAC
Hihk A A RO BCE WUE i v 1T Fa0/3 8% 4 2

2. CAM £ HI &

AR CAM £ 2 N A H LA AT 7R . DI & 19 25 5 S T i 2 TG PR 19 . — R 1
CAM ELREB AT RHEH M T AR+ T 5A4A%. Y4 CAM A7 H E W, g
ZHHLEEW R T L CAM %A i 519 MAC HbhkfE 8 H i # b i85 4o, & st &5 4
2k i — PR 128 i aE o GZ VAN D) BT A i T 73z it . DA e 2R ook 35 A 2 4200
AC W fE VLAN H i e A 2 i, R ARG MAC Hhk s CAM $E 3 B AT,
& 2-3 iR,

K 2-3 A—4 CAM £ 248K 8000 M FHMAHHLEF T CAM FEig b m1EIE.

e e



TERTW >
—
MAC: A
vian2 [ Fa0/2 MACHIAE | VLAN pln)
(—
MAC: B
-
MAC: C
Kl 2-1 CAM RHWIHRE
=
MAC: A £a0/3
MACHSE | VLAN | 30
VLANZ Il A 2 Fa0/3
MAC: B
—
MAC: C
Bl 2-2 sZEALEWE]— B0 b B9 CAM RRES
Wi FHRIITEL
MACHAE | VLAN | B[
MAC: A X1 2 Fa0/3
= Fa0/2 X2 2 Fa0/3
VLANZ == X3 2 Fa0/3
MAC: B :
Ij XE&000 2 Fa0/3
(—
MAC: C

K 2-3 CAM FEkiih

I MAC sk C iH5HL I MAC Hidik > B 0935 ML A 26 Bos it , oy 4 19 11 5 b1
0] LB 33 A B ot 3 2 D Ol A2 e Bl CAM R B R 17 5 MAC Mk B AH X Rz
(19 3 11 o PR AS WL 22 A6 1% VAN 19 A S 1132 38 3504 B0 o, an & 2-4 s

TE: BAXBRIMRLHE VLAN Z 3B W (2 — 2T ey CAM 2 H &
09 MAC Huhk B, Lzt Lk id B T e VLAN 894 o 5 3] L Aai#E X & 69 MAC
Mok f5 8, B, —A VLAN i# 3 CAM G s F ., b2 FH I HAMNA LML VLAN P2
3 A VLAN &9 238 i,



CAMEH & HBRIZ H

sl EI AN |
- MACHi$E |  VLAN Yt
: ' <1 ) Fa0/3
AC: A
<B{-ﬁTErllﬁi ﬁﬁm X : —
VLAN2 L 5 = : -
= Fa0/1 E
_ X8000 2 '
b-‘ | ﬁ%m-}8> Fa0/3
—
MAC: C

Bl 2-4 AL B L ol

3. B R R

Cisco 2 HL i $2 ki) — ﬁ‘ﬁ'jﬂml—l U1 (port security) Bt n] LA &b By 11 33X Fp 1L
b o 2 4 PR BT DLBR i) A2 He A1L i — A S T 2B i I MAC Mk B . Hia A g 2-1
JIF 7R .

Bl 2-1 w122 ECE

Switch (config)# int fa 0/3
Switch (config- if)# switchport port— security
Switch (config- if)# switchport port— security mesdimm 5
g 1122 4 BRIA 1) i K MAC Hbhk %03s o8 1, 45 3 5 0] LU o fy & switchport port-
security maximum number F- 8118 N i K MAC Hbo bt Fom W 45 ¥ 5 F 8045 5 19 80e th 2
LS AAEIBATRC B P AR AR SR 2.
2R W25 i B 1 i T (violation) Y 22 4 R W& 47 8, 28 AL o] LLFR AT LA 3 #
114
e protect; ML EF A IE MAC Hhk R F0 09 20 i, A8 A 2 8 e A a6 AT o] 38 4
HE .
e restrict: AL = EF A I MAC Ho bk A& F0) s i, [7] B % 26 SNMP trap {H
B 3 violation counter(GETF T2 w8 &= N 1.
e shutdown: ZZ#HLiliZ 4w 13 A err-disabled AR &, WHF, A5 B b 1A 2 Bl A AT
ﬁﬁ(ﬁﬁm W FAH R 3 E1 ) LED 4T 208 K, [F B 22 e fL 2 &2 3% SNMP trap {H
B, 3 violation counter GEFF 1T304 98w 1.
ﬂﬁ*ﬂﬁﬁ Y BE B 5 2 N switchport port-security violation < action>,{E "3t 3 17
AR LA T T R JE shutdown,
@] 2-2 i B AL ETIT N .
Bl 2-2 EENOEENETITH

:l

Switch (config- if)# switchport port- security violation protect

LA VERPE S R A B ML 11 ) CAM Eh AR E MAC Hiht, th T3 sh A2
M MAC Hbihl . 7EBOATE & F i A ECE 19 MAC Hhk A USSR T7E3E CAM % 9, ) i)t 43
e 8 e



ic sk B B B SO s sl A 1 MAC #in kW) H 2 /773 CAM £, — B2 PLE S,
T EE P 21X 28 MAC Hihl . G0 2R H8 01 A B2 sh 285 2T 19 MAC Hb ik o 4 O A7 7 58 Hik
ML iz 47 i 8 9, a] DL f#E FH 4y % switchport port-security mac-address sticky 3 3% B iX —
IIHE .

TEBANBLT , 22 4 ik 51 26 v i) MAC Mtk 2 A 25 2 A i (016 2l il 3 2538 2§28
AF I 4 MAC Hihk) . {H 245 3 52 0] DLl i3 switchport port-security aging iy 2 & & 2
X FRAT L X Ak Al LUGE A BL R SR B

(D) time. B X 14 45 MAC Hudk & 0 i) IsF[E] 38 [l 2 0~1440 708, #HIXE N
0. %7~ 1Zm %2 e MAC ht A~ 2216 .

(2) type: WEHHE LM T2, Huht &L A AR IS,

* absolute: FHF I ML E N absolute, A 4 % 4 MAC Hiht 76 28 53X — BE W 8] e 5t 2

1.
* inactivity: #7<BIi% B N inactivity, AfA % e MAC Hht H A 76 i X — BB %
Ak EREA2Ek,

(3) static: T X T FAS AC B 122 ik 2521k .

{1 2-3 S~ b ik 2 A BC B s B, AR X AR B R S R GOIE T ek 5 i
KR Wi 2 A, RN F S B A Y 7 e ikl 2= 2 1E .

B 2-3 LA hk S Y B

Switch (config- if)# switchport port- security aging time 5

Switch (config- if)# switchport port- security aging type inactivity

Switch (config- if)# switchport port— security aging static

%> show port-security 1] A& FH 5 im HZ2H 2 M{E S, W H 2-4 s .
ﬁ'] 2-4 HHRWHIZEILEER

Switch#f show port— seaurity
Secure Port MaxSecurelddr CurrentAddr SecurityWiolation Security Action

(Count) (Comt) (Count)
Fal0/3 5 5 0 Protect
Total Addresses in System (excluding cne mac per port) : =

Max Addresses 1imit in System (excluding one mac per port): 5120

AN R A A A AR E O R 0 8w 1% {5 B, v DL ] 4 show port-
security interface 2553, 404 2-5 iy .
Bl 2-5 AFEFA M5k 7 2R KRG R

Switch# show port— security interface fastEthermet 0/3

Port Security : Enabled
Port Status T Secure— up
Violation Mode : Protect
Aging Time : Smins



Aging Type : Inactivity

SecureStatic Address Aging : Enabled
Maxdmm MAC Addresses : 5
Total MAC Addresses )
Configured MAC Addresses H
Sticky MAC Addresses : 0

Tast Source Address: Vlan oo07.2717.6fe0:2

Security Violation Count H

AR BF LAGLS TAEAFIN AR TAEBAT R L L BRELR%BH I
YE . EALRT ) B R AR A HSH M E FEA R K MAC Hhk 3 F | sticky MAC 3 3k 2
T R KRG REFEE,

fir % show mac-address-table #ll show port-security address n] LI#r F MAC Hb ik 5] %
42 4 MAC bk 51 2 45 B in i 2-6 frs .

Bl 2-6 #F MAC HihlkF| %

Switch# show mac address— table
Mac Address Table

0014.6948.c900 STATTC CFU
0014.69486.c901 STATTC CPU
0014.6546.c902 STATTC CPU
0014.6948.c903 STATTC CFU
0014.6948.c904 STATTC CPU
0014.6948.c905 STATTC CRU
0014.65948.c9%%6 STATTC CPU
0014.6948.c907 STATTC CPU
0014.6948.c908 STATTC CRU
0014.65486.c909 STATTC CPU
0014.6948.c%0a STATTC CPU
0014.65948.c9%0b STATTC CPU
0014.6948.c9%0c STATTC CPU
0014.6948.c90d STATTC CPU
0014.6948.c9%0e STATTC CRU
0014.6948.c90f STATTC CPU
0014.69486.c910 STATTC CPU
0014.6948.c911 STATTC CRU
0014.659486.c912 STATTC CPU
0014.6946.c913 STATTC CPU
0014.6948.c914 STATTC CPU
0014.6948.c915 STATTC CFU
0014.6948.c916 STATTC CPU
0014.6948.c917 STATTC CRU

"FEEEREREREERBEREBEREBRBEERE

.
e
=

.



G e Moo e oo o.L.FEEEEEEEREEEBEREREEEEEEBEREEERE

100

0014.6948.c918
0014.6948.c919
0014.6948.c%1a
0100.0c00.0000
0100.0ccc.cece
0100.0ccc.coced
0100.0ccd.cdee
0180.c200.0000
0180.c200.0001
0180.c200.0002
0180.c200.0003
0180.c200.0004
0180.c200.0005
0180.c200.0006
0180.c200.0007
0180.c200.0008
0180.c200.0009
0180.c200.000a
0180.c200.0000
0180.c200.000c
0180.c200.000d
0180.c200.000e
0180.c200.000£
0180.c200.0010
0003.e385.ebal
000a.8a84.32c0
000a.8a84.32cl
000c.ce84.7180
000c.ceB4.7182
0016.9d41.4=40
000c.2937.1ble
3a60.d77c.2a7?2
3cOd.ad6/.c/da
2480.183a.8ael
flde.f10e.580e
000a.8a84.32cl

STATTC
STATTC
STATTIC
STATTC
STATTC
STATTIC
STATTC
STATTC
STATTIC
STATIC
STATTC
STATIC
STATIC
STATTC
STATIC
STATIC
STATTC
STATIC
STATIC
STATTC
STATTC
STATIC
STATTC
STATTC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC

Fa0/1
Fa0/1
Fal/1
Fa0/2
Fa0/2
Fal/1
Fa0/3
Fa0/3
Fa0/3
Fa0/3
Fa0/3
Fal/1

Switch#f show port— security address
Secure Mac Address Table

Vlan Mac Address Type Ports Pamaining Age
(mins)

2 000c.2937.1ble SecureDynamic Fal/3 2 (1)

2 3ac0.d7c.2al2 SecureDynamic Fa0/3 2 (1)

2 3cOd.ade’.c'lda SecureDynamic Fa0/3 2 (1)



2 5480.183a.8a=1 SecureDynamic Fa0/3 2 (1)

2 flde.f10e.580= SecureDynamic Fal/3 4 (1)
Total Addresses in System (excluding one mac per port) : 4
Max Addresses 1imit in Systam (excluding one mac per port) : 9120

2.1.2 BYERBHHILE BPDU BFIPFAR

1. STP &k

QN T R 3 i LR — > EcdE o i HE CAM 36 i A 3 A Eois i H 19 MAC
HE A C 5, A ML 25 ad ik 32X S VLAN Hp i 4 i A i 1R A% e 30 A B i . 2 o 1 20 119
1T MAEATAEIUA 0 )2 45 3% b 205 0T GE X M 15 28 22 (8] A Wi 41 24 5% A A ] 1% 25080 i ™ A ) 76
K2 8%, MAC Hb ik 8 20 1 ] 280, X ) 4% i B ™ 252 )

RT B E SL A A STP PRl az i A= . X Fh P i al DA 3 oo BH 2E — 3B 43 1
PR AR — A I RIS . e nl DLAE Y #0108 B8 OC 4% % 3 (1) 5] e ok £ ™ A 2 44
RN

STP Zzifiad B 2B KA A2 In I .

(1) ¥EH 1T PR MBE, AR R EEADSBHE RIS 0, AR A0 225 20 o T &%
ASACHHL I B 1D > 52 B, H b P 1D Z0(E 50 A 0 28 B bL B B AR KA . IBE 1D i
Je M MAC Bk ER B . e — 1> 0~65 535 Z [B] 1 440 76 MBF 1D A e 2k
b T i AL PRI Se DR AR 1 28 48 B 25 1 5 2 AR Ik 5 10 e 0AH S5 ik s MAC HbhE 82/ 1)
A AL 23 B R 25 R AR X

(2) AR KB R 5w 1, STP UM SR A JER MBF Fak £ 1 A om0, X4
MR i 11 0] L& 36 R RO & . BRI |, STP 2k £ AE HR IBF 2R I 5 11 FF 4 H5 48 1 o 11 1
AR S T AEE L A SR AR AR B BIAR I BF 2 (B AE 2 SR E M B A L A4 STP st 2 i He 4%
W BF 1D S T IDCRl AR 2 2 R 11 4 5 20 8 35 oAt 2 S5OK 0t s AE AR OB (1) 4R i 11

(3) WHELETMEMIEEmH ., ERGAERMBFERE 1 MmN 25 ,.STP &2k
AW B o 3 e — A5 i 1 . B S AR ROBE B A 0 s 12 A R e e s DR L A
o A Fi 0 Y 1 9 B, STP b 23 ik b 38 45 i 11 1 FF 65 L B 1D, ¥ 11 1D R 2 £ —
A6 5 S 1 A g 100 D)2 B A AR 8 i 11 17 A 4 S S 1R R Tk e A% B R I i BEL 2
ABA g 11

STP PS8 o B P SO o0 (BPDU) Sk F] 7 AR B 8k L AR w11 A1 48 2 ¥ 11 79, BPDU
th 2L R SR B MOBF ID 545 B . CHHLE S 3h)a . 82 57 20 JF i A& 3% BPDU %icdis it
B LR A 2 AR P

2. 1RY\HE B YL

STP PS8R nl LG & o3 (B HE 30 Fb A X B P 0Bk = 0] 58 A E AL . 76 BRI
LR . — B 2L iR 3 BPDU. B Bt 2 {5 15 X 1~ BPDU, Jf [a] HoAth ¥ 11 5% K 3%
BPDU, #7522, i vy # RE g il i th— > BPDU, Hoop 3% Fe 24 A AR 1A K508 o {5 11 9
B 1D, H-¥51% BPDU K 3% 45 2550 W 25 F 19 75 — 5 38 B AL . A 4 B & 1912 &0 2 A5 4R
PR 2% L B AR BT L an & 2-5 R 2-6 s,

o |2 .



LA B

ﬁ E— i -

IEES 1N
BH 23 ]
' C
/:\ I

=
=
I

_i BRI _5

Tt F A H L Yt H WA il

B 25 MihEiEA—G3ml B 2-6  Tih 0 A8 ML R R T 00 AR R

HTRME EMIER IS 2 0 ISR MBS ERE I G H T RS IE S HEE
15 LA LB

==

3. BPDU Bhip

— R, T PC T BRI ML A 28 g 132 457
T2 0 A i s B ATTAS 23 18 GRS i 2
SR M B, NI A 2242 5 BPDU {5 & .

BPDU [ # (BPDU guard) iX # L il 18 ‘H
BB A 1 21X 2 A g 12 25 ) 32 A 11 (access
port) .l FiX KiZ&FEIEFENL FAS K
% BPDU, [H L # 7 BPDU B 47 19 4 A din

=

DA

PH 2 i ]

5 EHHLC

err-disabled

11— H 421 #) BPDU i B 582 7 215 A err- 5

disabled AR5 . M B 3% S 1 B AH 24 T 9% 25 1 T ih E A L

W 2-7 P, & 2-7 £k F BPDU B4 O #E A
{E v FEE B A F BE B BPDU B3 19 7 err-disabled R

S 2-7 s,
Bl 2-7  fEdm R ECE BPDU B

SwitchC (config)# int fa 0/3
SwitchC (config- if)# spanning- tree bpduguard enable

— HEE 1T BPDU B4 1% 3 1 42| B BPDU {5 & A2 Lk 2 s T 15 &,

$SPANTRFE- 2- BLOCK. BPDUGIARD: Received BELU cn port FastEthernet(/3 with BRI Guard
$EM- 4- FRR DISARIE: hrdguard error detected on 0/3, putting 0/3 in err- disable state
STINK- 5 CHANGED: Interface FastEthermet0/3, cdhanged state to administratively domn
STINEFROTO- 5- UPDORN: Line protocol on Interface FastEthemet(/3, changed state to domn

. 13 .



err-disabled iX —R&EMwm N L2 AR P L MM, X T## A 1 err-disabled £ 21
i 115 ] DL ek 9 A o el JHL 3
o F3KH (shutdown) #F 3 H )3 (no shutdown)iZ ¥ 1 ,
o 4/ EMCLT AT BPDU Bt A err-disabled IR 25 11 4w 1% & — 4~ H 3
WA TS s s ik A err-disabled AR 19 S 7628 ) — Beit ] Jo A sh Pk &2, X 07 =0
M BC & 7 ] 2-8 Py s
5 2-8 [l E errdisable B Pk & K [8]

SwitchC (config)# errdisable recovery cause bpduguard
SwitchC (config)# errdisable recovery interval 60

i 2-8 frss . AT BPDU B4 D RE M i A err-disabled R A9 %m I E 1T 1 43080 19
A sk s TE) . A 3l 2 TE] ) BUESE D 30~86 400 #5.

5. Ao /AR X T #r A4 4 spanning-tree portfast bpduguard 7 vA f&£ 3 #& AL FT
A1 B T Portlast F 635 a2 L g A BPDU Frd745 . Portlast 4R 2 T WAiEEAS 0
it 5 o1 (listening) A2 5 3] (learning) AR S, A B HAE A RS, £33 X —2mAH
10S 2% . &2 s X TEE BPDU B4, &K% 3% 2 2 A T Portfast 45, STP
S R AR TR AR R T AR, AR E (RS RBHEA))V, R T ML STP 5%
ok AAufe Portlast 4B A %69 R %,

Wi Ay & show interface 1% iy 2 show interfaces status 0] UL &H 3w 113 A T err-
disabled ARZ . W] 2-9 fro

Bl 2-9  &F w1 AIRES

SwitchC# show interfaces fa0/3
FastEthermet(/3 is down, line protocol is down (err— disabled)
Hardware is Fast Ethemet, address is 0014.6948.c903 (bia 0014.6948.c903)
MIU 1504 bytes, B4 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPAR, locdback not set
Kespalive set (10 sec)
Rito- duplex, RAuto- speed, media type is 10/100BaseTX
inmput flow— control is off, ocutgput flow— control is unsubported
ARP type: ARFA, ARP Timecut 04:00:00
TIast input 00:01:53, outgout 00:01:53, cutput hang never
Last clearing of "show interface" counters never
Input queve: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queneing strategy: fifo
Outgout queve: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute cutput rate 0 bits/sec, 0 packets/sec
682 packets input, 76962 bytes, 0 no buffer

@ XEk. BRI, F. BH SARREAR. dUE . R R, 2013,
L ]_."1 L]



Rec=ived 406 broadcasts (0 milticasts)

0 runts, 0 giants, 0 throttles

0 imout errors, 0 CRC, 0 frame, 0 overnm, 0 ignored

0 watchdog, 330 multicast, 0 pause input

0 input packets with dribble condition detected

2617 packets outgout, 367830 bytes, 0 undernuns

0 output errors, 0 collisions, 5 interface resets

0 bakbles, 0 late collision, O deferred

0 lost carrier, 0 no carrier, 0 PAUSE culgomat

0 output buffer failures, 0 cugout buffers swapped out

T H A err-disabled MRAEARZ N AE 7 Xk 2 FH BB — o H,
%> show interfaces status err-disabled 7] L) &2 BT 4 J5 5 Eodm 11 3E A errdisabled R4S,
e 2-10 Frs,

Bl 2-10 & FH TR 3 A err-disabled R4 19 J5 A

SwitchC# show interfaces status err— disabled

Port Name Status Reason FErr— disabled Vlans

Fa0/3 err— disabled boduguard

fir %> show errdisable detect R] DL 7 & W26 i K] 0] DL S 30 ¥ 11 7 A err-disabled R4,
mpl 2-11 s,
Bl 2-11  FF 5280 A err-disabled R A1 5 A

SwitchC# show errdisable detect

ErrDisable Reason Detection Mode

arp— inspection Enabled port
bpduguard Enabled port
channel - misconfig Enabled port
cammity- limit Enabled port
dhoo- rate- limit Enabled port
dtp- flap Enabled port
ekey Enabled port
gbic- invalid Enabled port
invalid-policy Enabled port
12ptguard Enabled port
link- flap Enabled port
link—monitor—- failure Enabled port
logcback Enabled port
Isgraup Enabled port
oam— remote— fai lure Enabled port
mac— limit Enabled port
page— flap Enabled port
port—mode— fai lure Enabled port



psecure- violation Enabled port/vlan
security- violation Enabled port
sfip— config— mismatch Enabled port
storm- control Enabled port
udld Enabled port
unicast— flood Enabled port
vImps Enabled port

m 2-11 s . &4 5 2 err-disabled AR A 19 % B BRIAER 2 )3 HH (Enabled) ¥,

fii 2 show errdisable recovery ] LL#x & [A MF L& 5t [N T B# A err-disabled R4 11 4w 1
Al LA 3 MZoR S P & s ok L an il 2-12 firos

Bl 2-12 A FEWPLE)E A S 2 err-disabled RS0 VL H sl 0l &

SwitchC# show errdisable recovery

ErrDisable Reason Timer Status
bpduguard Enabled
channel-misconfig Disabled
dhoo- rate- limit Disabled
dtp- flap Disabled
gbic— invalid Disabled
12ptguard Disabled
link- flap Disabled
mac— limit Disabled
link—monitor—- failure Disabled
logpback Disabled
oam— remote— fai lure Disabled
page— flap Disabled
port—mode- failure Disabled
psecure— violation Disabled
security- violation Disabled
sfp— config— mismatch Disabled
storm- control Disabled
udld Disabled
unicast— flood Disabled
VIpsS Disabled

Timer interval: &0 seconds

Interfaces that will ke enabled at the next timeout:



e 2-12 Fros . A BPDU B3t A err-disabled K2 14 ¥ 1 A GE A sk &, iX &
W W AE B sk 25020 e B i 25 8 . A 38 I AT PR 15 2R 48 BN 9IRS, B 2K ] (Disabled)
A sk =

2.1.3 DHCP #i8 .DHCP #¥g 5 DHCP snooping

1. DHCP f& 4t

DHCP (1 & 8% P im sh 2550 B 1P Huhk iz s X AE RFC 2131 1 RFC 2132 H1,

W5 2 .DHCP Ppisl () EE AR T .

AR 1, K P &k — 4 DHCPDISCOVER(DHCP % B )7 #5 14 B 3% -4 DHCP i
55 i o

AR 2. DHCP 55 #5354 DHCPOFFER [6) % 51 b 4 {1k — S g 5 2 80 Chn 1P Hb ik
MAC Hiht 38545 UL & 1P sk (g #H ) |

AR 3, M i RS Gt DHCPOFFER 8 2D #2445 45 & 18 1P b dik 1 15) DHCP

Iz 55 g1 Ial 1F =G sk
TR 4. DHCP B %5 25 10) % 1 o % 12 DHCPACK W B, i %1% 1P Hb 4l 4 Bid 48 %

RN E 2-8 s,

I. DHCPDISCOVERH &

(" #%)
2. DHCPOFFERH

— (FL5R)
jm
pHCp y 2:DHCPREQUESTIHE —— e,
% i (7" 1%) 556
4. DHCPACK 4 &
(HL4%)

&l 2-8 DHCP ) T4 7 =X

2. DHCP #i§

(B4 VE B2, X PRI STP —FE ik = A UENLH] . JC e % ) i il S Al 55 fir 8 A s 22
I A S S0y, WEtEud. k55 4% S BRI EAEE 5 im AR MTH B & 5 St 2 0 R
1T MR 55 A $2 1L i ML A5 23X B 45 T 35 PR e B O 4241t 1 ] e Z AL,

FHXF DHCP 1) —# Xy 77 02 AR A & D% e DHCP 2 77 b, 1] ll 55 s K i
SRk . i T DHCP Hiz 55 % JC I3 % 7 s i) B0 I E 2008 A 2 A 19 Mo dik 4= 350 L0
2 T EOL TP Mk TR FER T 0 % 2 A5 1 75 T g 5 23 DG Mk mT ] L 3k B 45 A iz 55
[ B SOR

3. DHCP #IR

DHCP 3R ) 2 2 i #08% [ & %8 i DHCP R 45 25, 101 & ) s # At oo 1l 4% B . DHCP
Al 55 o 43 T 20 7 P v 1 A 8 F A0 38 TP bk 7 R s A% L X 56  DNS Al 55 a5 i il | L 30 25
Wil & im i A 2P s DHCP Bl 55 #% . 80 0] DLA% BE A 2 69 75 2K [n) DHCP % 17 i A2 2% fH
KB . WM. i@ DHCP B3 56 B Yoy 2 DR B3 F5 8 H . il an ., B s 2 al DL

o |7 .



DNS Hie 75 i 45 2 4 B 2 I E AT TR DNS Hie 55 i Huhk , 2F ifi i i 32X 28 DNS Hie 55 4y 55 B DNS
B A s o3 IOk n] LUK RS s ik 5 5 O A O A9 ik . 515 M Sk T LA R 4 B
bk 4 A L Bl [ OB A IR 9 RO B o DA S B AP ] ATk An P 2-9 B
KES
e

.fﬁ'

4, Wk ERHE B & hn

FLIERY 5% 18 8
Fa0/1
I Fa0/2 5'3{1;’3 @0
HHE Ay Wit E 1)
AL | HHE AR T EHLF Rt _ ML

2 Bl EATTE RIS ARSI I S T AR
3. AR FHLR AT ZAE W A5 B RS A Bt

&l 2-9 DHCP H 3w B i 7w 1l

P 2-10 38 32 Bk (93 5 HLIL A A3k 45 W 5 9 8080 T A 22 i it fe s 5 1A
EES

1,
S

Fal/1
] 5 !D!
— Fa0/2 Y Fa0/3
HEARY AZRAIL Wi ERY
THEL R

& 2-10 DHCP 3w X il B0 45 5

MEHR M i A28 3[R & R (discover) DHCP Il 45 o5 i, BL1F 1) DHCP i %5 #8
2 o L, PR B S b hE{E B . BN TR BE bR 20 BB 3l L & e — 2
A S — MRS M BOR TS . fEFZ Mg b, DHCP ik 55 4% H A 10 T 7 Hb o 2%
Z o &k DHCP H 4% (DHCP relay) #4475 B A& A B IE 9 DHCP HiR 55 4 19 Wi iz
REHH 22 T A M 25 ) D R

A B & nl PSS #E R DHCP AR 55 % 19 s hik b, 8% )5 #3017 DHCP X 36 X<k L i
THIEW DHCP 55w 2 4 3% A Mk o] 4 1 #1 , P b iX 5 DHCP Al 55 &% HRE % 3+ DHCP
PV R AR MIE R T 2002 T Oh & 9 DHCP 8 B it B 1% o ME — 9 28 £5

4. DHCP snooping

DHCP snooping(DHCP 5 45) £ K 0] DLB 1E b s, 150 30 5 AK — & 22 #e bl b 1 v
13 A AT S 10 RIS A AT g 11 28 A AT o 110 5 B0 B 7 3% 2 DHCP AR 55 2% 19 35 11 R 47

e |8 .



FE 8 0 o 0L, A v 0 DU) 7 E B R S A AT v 1T, B R A e L A A 7 AT S TR UCR) T AR R
i DHCP Hlx%%ﬁw DHCP % Jv i % 3% 974 B (in DHCPOFFER 74 & .DHCPACK 4 &),
T S HETLUESF . T AREE A i@ DHCP 55 % I 76 i 1 s 32 #e il I
A7 B % v 14 A D&% IR b o Al v DU B KRR B |l DHCP R 3R 350

’l 2-11 3R DHCP snooping £ AR Z¢ fiif DHCP 135 1) ¥ 7~ .

%
oLV
Bl

{5 (i
3. FLIFAYDHCPHR 255 }
{F iR
FOEAMTEEAL e il i E AR

=7 | skt n _i =

/& 2-11 DHCP snooping HI% R

A S A e Bl #2 i F) — A4~ DHCP & 8L (DHCP DISCOVER) %4 4, JF & 3 I
MAC Hbht 55 % 7 i A F 3 3k (client hardware address) B {5 B ASF, S B AL vl LA 2=
FoZ B AL . 33X 0T DA By 1k B0k A B LA B 2 i B8 0 bk m) DHCP IR 55 % )50 &2 35
Kb kAR B B el DLk R 22 DHCP #8550 M /E T . B 2-12 25 DHCP £048 61 10 4% X
Horp K A ER A B2 P s B 1 b ik Bt

FTE. AR BEMACHLEE P FREATER, EAAREEX THA p
dhcp snooping verify mac-address, 121X — Fh g KA P A B2 MK &, B B & DHCP
snooping B 7 ¥A TR s& & A,

5] 2-13 & DHCP snooping M Bg & 7~ 4] .

5 2-13 DHCP snooping Jic B 7~ 14

SwitchC (config)# ip dhcp snooping

SwitchC (config)# ip dhep snooping vlan 2
SwitchC (config)# interface fa0/10

SwitchC (config- if)# ip dhop snooping trust

anfs] 2-13 Fr s, A5 5L i S5 8 T DHCP snooping T i, SR 5 46 & B iZ Th REA/E T
VLAN 2,3 Tk [a0/10 B & 0 {5 4T o
DHCP snooping ﬂﬁ—*Iﬁifj]ﬁ » BV PR r|1J i 1) DHCP 73 B 3, (d HZ U1 75 22 16 4H
VAR AN N S W T % ip dhep snooping limite rate, g Ry 7] & L, X T A
{ri AT 4 11, W% DHCP néj B A i 5 R A B AR 100 N EAF
) 2-11 frow ik DHCP FR i) 3 2R 9 02 5 200 11 #F A err-disabled R 25 17 5 A 22
— N EHE R BT LR A S W, 6 H @2 errdisable recovery cause Fl iy 4
errdisable recovery interval 2K fg & N 1 DHCP FR il 3% 2 1 #F A err-disabled MR 25 1) ¥ 11
e 19



1B

1B

-l —— —

1B

| -

1B

L SIS E

T

TR PR RE

BEEY

$H%ID
FhEL frid
% P TP ik
{RAIPHiHL
iz 5% s TP 3l 1
0 S f TP g

B 7 B b

16B
g

64B

AR 5 &3

e

G153 E

128B

—

64B

AT

& 2-12 DHCP i g

s= al UL A sk &2 L) Bk 2 I TE]

{5 % show ip dhep snooping °] LI#F 5 DHCP snooping A < I BCH . A1 2-14
FIr 7 .

B 2-14 #F Y DHCP snooping A X EC &

SwitchC# show ip dhop snogping

Switch DHCP snocping is enabled

DHCP snooping is configured on following VIANS:
« 20 o



2

DHCP snooping is gperational on following VIANS:

2

CHCP snocgping 1s configured on the following L3 Interfaces:

Insertion of gption 82 is enabled
circuit- id format: vlan— mod- port
ramote- 1d format: MAC
Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabled
Verification of giaddr field is enabled
DHCP snocping trust/rate is configured on the following Interfaces:

FastEthermet0/10 yes 100

{ifi Hl iy % show ip dhep snooping binding 7] LI#EFH DHCP snooping % 48 & 1 & . U0
5] 2-15 P .

B 2-15 & FH Y DHCP snooping A KN &

Machddress Tpfddress Tease (sec) Type VIAN TInterface

FO:IE:F1:0E:57:0E 10.1.1.252 0 dhap- anoaping 2  FastEthermet0/12
Total mumber of bindings: 1

BEAR 4N g 11 A D DHCP BRI 2 321 #F A err-disabled AR 2% 475 o] DA g ] 6] 2-9
B 2-12 a2 HITEE

ER: A EHEAA DHCP #3580 E 0, A2 K269 MAC ik, 3 vAiX R B 49
MAC o3k 2y R, @ IR 5- 35 P R A 45 8, de R R B A 75 X A A2 DHCP #£ 35 5 & , #f
ZF A 2. 1.1 TP Mgz oBARETUAFEMIETH#H, 128 7. DHCP £ 38 5 &
VA AR —A MAC Hunk | B B 29 42 & P 3% 28 48 3o bt 57 BUMA 7 R R 69 13 8., A& DHCP
R 53 A iE R B 6 Hu bk i RAZ 8, Je B iX £ 5k o7 XL, 38 A A6 A A DHCP snooping 3
RAFIWEA 2 RiE6 DHCP H & AT EF ., HAMRB 2 ZL2B R A EA R, LA
FHydm e FAAANE F ek MAC #uik, s DHCP snooping W] &4 DHCP & 243
L ey MAC ot 5 8 P 38 22 4F 3k bk 5 B, B s 7 A e ] B 3 4t 13X o5 X & AL 49
DHCP #£38 = & ,

2.1.4 ARP IR 5375 ARP MiE

1. ARP &4y
b A B e AT S M B i A A 1B R SR N | S e = RO E 7/ B8 16| 1 1 o P N B2 0255
o, ARP PIRSCA FE FH 8 2 2 7 3% %8 Hb ik (1P Mb 4l ) 55 ) 38 Hb ik (MAC #ihE) 22 Ja] (%) e 5
o« 2] e



B, Y — SRS A R B ) — B Ak TP BUE T, X i & A
HE T i e (MAC Hohb) . & 52 20046 FH 0T 7 i3 65 19 32 &8 H ik (TP Jb k) 7 AR i [
Zh iR ARP SRE R 2 &M A 2 Y s hE (MAC #ihb) i 2-13 s,

LB
——0
o IP: 10.0.0.2
i A MAC: B
LA | Fa0r2
ARPIE R (%) Faﬁfl,g
IP:10.0.0.1 [10.0.02(MAC? > /Z&iiufl|Fal/3
MAC: A \\
,
"\ JHLC
h m
Te— - (r—1
IP: 10.0.0.3
MAC: C

& 2-13 ARP iEK

e s RIF A WR ARP 5 RE B G B migk mi#dt g & i MAC #k, x4
HEFR KN ARP WL H B ., HAXESBRREWE ARP IGR A HE N A S IH A 2 EE K%
# AN TE 2 R 2-14 R,

ARPHi (A $%)
r <:10+0.0,2|f|"1]MACj’UH +41B

u!

/ [P:10.0.0.2

_ / MAC: B
FHA .’ Fa0/2

[P: 10.0.0.1 AL | Fa0/3
MAC: A
FH1C
ml
IP: 10.0.0.3
MAC: C

& 2-14 ARP W Ky

TEFE 3N B3 R 77 (B ML B) 9 ARP W R iH B 2 )5 i =K 7 1% 45 (B 0L A 5t 2 8 3
A ARP #£.857 £40L B i) MAC #ihlk 5 1P bk 2 [E e 6 2. ). FHL A 3ol L
] EHL B ik 1P Bdgfl 1.

BEAh  GnE 2-15 Fros, FE P AT DL ) [ 25 i HoAh 32 BL A& 38—~ FE 8l ARP Wi i {5 2
AHAL FHLA S IP-MAC BEGER . XFREAT AR ARP W B E B A& 2% 7 Xk h G
e ARP. % A 2 ARP(gratuitous ARP) .

o) % o g At 35 48 A R H R ok 1 3 ARP R R 8 2 5 2 i BRI BRI

. 22 .



JCHARP( ™ %)

;’l <:lﬂ.ﬂ.ﬂ,2fj}~]MACﬂ~jB B
fi 1
T
IP: 10.0.0.2
FEHLAGRTFH) MAC: B
-
[P: 10.0.0.1
MAC: A
FHLCCRIEK)
IP: 10.0.0.3
MAC: C

& 2-15 Joit ARP

{5 S B A G ARP #£.

2. ARP Ei IR

ARP 2 —Fp i = IAUEAL A 09 P isL, I ke =5 32 BIL R i 381 At 132 55 & K 19 ARDP Wi B 7
S EaAHEAF HZE S EHA S ARP £, MXEH E ol fF ARP 5 5¢ 5 H
CIPN L&

WA 2-16 FrR . BE#E (EPL O E T — 45 ARP Wi iz 5 B . A5 FR 1P Hihk 10.0.0.2 5
MAC Hitik C Z [BIfFAE BRI 2R
EHLB
jm}
IP:(}.E
MAC: B

[P: 10.0.0.1

MAC: A I EPLCH T #F

\ L)
<:10.0.U.2E{4]MhCﬂaC

IP: 10.0.0.3
MAC: C

& 2-16 ARP R

TERMC R X 2% ARP Wi B 22 ), EHL A 23 37 20 A3 S5 10 B AL i BB 5C ROk B8 A &
) ARP 3, ML, FHL A A 2 k%25 0L B 9IH B S #UESG EHL COE L & & B
Kok ] NG, 258 AL A KR4 LB MIHER LG EHL O nE 2-17 i,

A AR 2-17 WL EHL B O — 5 M SCES i Av . AL C il DL ad [a) A 19 75 UK G ) 25
(1 HAth AL, DLk A R0 &5 b Bir A7 B HLAG (5 5L .

2R ARP 3 AU AT LA S B AP 6] B0 0 B R 1 ARP BRS¢ 28t n DL A R At
R Tty A0 4B 466 file 55 A0k =5

« 23



EVLB

LL
IP: 10.0.0.2
MAC: B
Fa0/2
— l-'af}x’l—il
[P: 10.0.0.1 TR Fa0/3
MAC: A FHCOE#
T EHL)
IP: 10.0.0.3
MAC: C

Bl 2-17 @i ARP B9 S5 BLAY b ] N B s

3. Zh7 ARP H#=

1A ARP Yi42 (Dynamic ARP Inspection, JRE R B ARP £ i Fr DAL & =2
ML A FH DHCP snooping $#t4 4 5 DHCP snooping kWi ARP JHE W —FIIHE .

A PLEH 2-15 E 4 /n 1k DHCP snooping 2 4 &% 115 B . DHCP snooping 2 /& 38
L R BT A A G AT S T 4E 5 0945 B 5C R 3% . il 2-15 fr s . iX 4~ DHCP snooping H£
TTUMMEEZEP LR

© IZF i H S 1 MAC Hihl

* DHCP iz 55 &% 7 BE 45 1% % ) S 19 1P M ik

* % 1P Hi kA9 FH A

o HfEAI,

o TRF T i P % B 1) i

o ZE P T {ER) VLAN,

WL fEld T DAL BhEe 2 Ja . A8 WL gk = H DHCP snooping il 3% F 2k 1) DHCP
%noopmg 2 KA 56 AH VL i 11 A2 3K ik K A9 ARP e B I Bl . 7 A Bl s 11 2 ok 19 ARP i Rz 7

H: DHCP snooping % ARF . W 2 3532 8008 61, H 11 1% 0 11 3E A err-disabled AR 25, U0

E-?I 2-18 P

{51 2-16 Fr 7 DAT B9 S & s ]

Bl 2-16 DAI Fic & /i il

SwitchC (config)# ip arp inspection vlan 2
SwitchC (config)# interface fal/1
SwitchC (config- if)# ip arp inspection trust

) 2-16 Pros G Sext VLAN 2 )3 T DAT R SR )5 Kb 11 fa0/1 B & 815
T3 1, BUAXT fa0/1 A KA ARP Wi b 5 B #5171
4k, DAI ﬁjblm%mrlﬂ v 1 ARP %{ﬂﬁﬁ.lﬂi$ {6 1 % T R 5 2 A6 AH N 1Y i 11
N B AL LT f A A2 ip arp inspection limits rate, QD%EEET PR A4 —H ARP JH
E'iFﬂLiTBE’rHlFEE i 1 L2 A err-disabled AR
. 24



DHCP Snooping#3

MacAddress | IpAddress | Lease(sec)| Type VLAN | Interface
10.0.0.2 [ 203159 dhcp-snooping | 2 FastEthernet()/2
10.0.0.3 | 211325 dhcp-snooping | 2 FastEthernet(/3

1B

[P: 10.0.0.2
MAC: B

I

IP: 10.0.0.1

MAC: A | FHLCH it
-

'<:1U.U.U.2H’JMA(:!U{: it HAL)

[l

1)
IP: 10.0.0.3
MAC: C

Kl 2-18 DAI 8 TAEH X

4TI DAL 3 A err-disabled MR8 09 v 11 . 45 3 3 0] DLl o 45 2 errdisable recovery
cause arp-inspection interval &% B X A ¥ [ 119 H 3h ¥k & 155 (8] ,

i Hlfis 2> show ip arp inspection interfaces 1] LA & 45> it 1 A9 S AT IR A L R PR il 45
i B 2-17 fros.

Bl 2-17 EA AW DAL X &

SwitchC# show ip arp inspection interfaces

Fa0/1 Trusted 100 1
Fa0/2 Untrusted 15 1
Fa0/3 Untrusted 15 1
Fa0/4 Untrusted 15 1
Fa0/5 Untrusted 15 1
Fa0/6 Untrusted 15 1
Fa0/7 Untrusted 15 1
Fa0/8 Untrusted 15 1
Fa0/9 Untrusted 15 1
Fa0/10 Untrusted 15 1
Fa0/11 Untrusted 15 1
Fa0/12 Untrusted 15 1
Fa0/13 Untrusted 15 1
Fa0/14 Untrusted 15 1
Fa0/15 Untrusted 15 1



Fa0/16 Untrusted 15 1
Fa0/17 Untrusted 15 1
Fa0/18 Untrusted 15 1
Fa0/19 Untrusted 15 1
Fa0/20 Untrusted 15 1
Fa0/21 Untrusted 15 1

Fa0/22 Untrusted 15 1
Fa0/23 Untrusted 15 1
Fa0/24 Untrusted 15 1
Gi0/1 Untrusted 15 1
Gi0/2 Untrusted 15 1

{di FH s % show ip arp inspection vlan 2 W] A&7/ VLAN 2 T Y5 DAL A x1915 8 . 104
2-18 Ff.
5l 2-18 #EHEFE VLAN 5 DAL A X5 B

SwitchC# show ip arp inspection vlan 2

Source Mac Validation : Disabled
Destination Mac Validation : Disabled
IP Addhress Validation : Disabled

{si JH#i5 % show ip arp inspection statistics 0] LI FH DAL MAH K G i 5 B . W] 2-19
Jhiow,
Bl 2-19 #FH DAL I5iHE B

SwitchC# show ip arp inspection statistics

Vlan Forwarded Drogeed DHCP Drops ACT: Drops
Vlan DHCP Permits  ACL Permits Prcabe Permits Source MAC Failures



Vlan Dest MAC Failures TP Validation Failures Invalid Protocol Data

2.1.5 Native VLAN.VLAN BN FE5ZEZM A%

1. Native VLAN #f &

AR L VLAN 2 —Fh 24 S —ERE N R, B2 58Pl 8] 7 258 i
BCE g s, e A 2Z 18] B FRRE B A BEBE R B Z S VLAN F B . 8 1 il v 22 4 AL 75 i
i Trunk S F 82 CRECE Wi 2 ), G 98 5 0 % B s i & 1T WP 1~ VLAN, 28 e AL 25 38 o 5 Fp
f R AE UMY GE A TEEE 802. 1q) b B s it 4% — /4~ Frid (tag) .

e A2 4 AL ) g 11 0T LA R B0 R WG 2 o — 8 2 WSO A Al s i B3 s ot i) i 11, 55 — 2R 2
W e AN B W 1) g 11, TEEE 802, 1 #L{E J 15 A X 3 99 28 i 11 3F 17 iy 44 o H B RL 2 W) FR if
FH BN G N Trunk 55 10 EA4109 TAE 7 X0 & 2-19 fai,

VLAN 10
TFHELA IFREYLC

= =]

X 1R Lo
) 1h7 y=— N
LI ﬁ’l‘runkiﬁ ] Trunkii [ I L2
NN 2 A ]
VLAN 20
— —
THHEALB T+ HEHLD

& 2-19 Trunk %i 05 IEEE 802. 1q

IEEE #8883 B A7 54 A v R WA A B i i 200 it B 52 e HL R 2 an ] 2517 Ak
A E LT Trunk v 1t 22 58 0% 7K 2038 A 40 Froac 9 &g i, 5 — 5 B R 2L Trunk
v 11 422 WA B B A AT bR g 19 B dig T B, e 2ok A BB B B it 1% B 45 Native VLAN, 40
& 2-20 /R,

2. VLAN BRI 5 E M7 %

VLAN Bk¥s b 45 ) 2 Mk 3 il s JE vk F B i ) Hofth ) VLAN, % W) VLAN Bk
B e 3G PR 7 5

o — Py AR G 3 L A6 I 2% b 4 A T A 8 HIL . 5 IC B 8 B A P R S 1 B R R T
Trunk 888 . WE 2-21 W BEAFH— 5 KB VLAN 100 A&7,

. 27 [



ﬂiiamamm'> \

_i Trunki}#ﬁ l:l

VLAN 100

& 2-20 Native VLAN

0

Pk FHRY L

AN 5
Trunk'ﬂ'ﬁﬁ I:I _

il "
F

tHELA

VLAN 100

A
™
A
™

)
A

LB

VLAN 200

Dynamic

ESELYENEE )

& 2-21

5 Desirable 5
_ D}fnamic _

u "'
A

THHEALC

Native VLAN

Desirable Al

i R A AL AR VLAN BE# B

ITRALA

VLAN 100

Bl 2-22 Jir s O >4 0 i I S 11 22 4 BIL S 11 150 B 8 AS ] AR B st = AR I B R 45 21

Dynamic Auto Dynamic Desirable Trunk Access

Dynamic Auto Access Trunk Trunk Access

Dynamic Desirable Trunk Trunk Trunk Access
Trunk Trunk Trunk Trunk PIREN RV UEE s

Access Access Access Joik gt Access

B 2-22  ZZ#AL P de O 6K B RS

X RO R R T AR, i B 2-22 LR WR A m BRI AL S A
C s HLZ 8] P gt Trunk B8 2% . R AN B8 FH 9 v 12 50 BC & 00 £ A 11, JF i 2k

HIEIAT

o AP 20RO a6 OUPR 12 0 ot LR H A2 3K 25 oA ) VLAN.UnE 2-23 s,

Kl 2-23 EdXEARICKR &R VLAN Bk ¥ Wi

o~ Tehri AR —  VLANIW
| % Ll
| IHEALA
|
— Native VLAN | — VLAN 200
L 5 ﬁ ]
—7 ___ b 1 — b, | . —
it # T S Native | VLAN], 'VLAN}I | i HHB
IVLAN| 100 |! L1001 _
HEEiN HNE _ Native VLAN
AR Y ------ —( R Y---
iHEHLC




GniE 2-23 PR Bl B & BT — A DU AR I A RO T, 23 K e B A A —
F AL A L2850 — T Fn il (Native VLAN) 5l B8 5 08B 12 2048 i 38 o Trunk 5 #%
2 s T 2 B A L B 0B Bl ot e, )2 4 B N R E ik 9 FR il (VAN 100),
oW 33 AN B Wi s 2 45 ML) VAN, 5t 2 A6 5 VLAN 100,

MR Fad ik nl DI, S E T kT U4 VAN B Bl 2/ e . |k,
DA o 33 A s 7 O i o BCH A i R S B Y o [N e A T A 5 A A AL X B A T
s, #0052 BGh & SR IGE A A REIEE AR — Gl B HK O T RS — 53K
PILAETFER M CF — ) P i Z I s = 88 s WA Trunk 8% #§ 0 HE17% f . 22 OR B &
H B T Native VLAN H,

DALt By i b 8 i 1 i A O 2L R AN 1L Native VLAN Hr A7 A 2 Jif AN 1 i 11 . 2
ANEOREAE 0 S B Trunk S 1T, AN 9 4w 11, 38 02 B S A4 4840 41
i#t—~3F Native VLAN 1) VLAN o 28 )5 #8 E 1105 8 v 8 At 1 T ENT R A,

AR b A —Fp 77 20T Dl e XWE AR id ) VLAN Bk Xy IR sk 2 A & R Bl & 6
% vlan dotlq tag native, IX/NINHE N LLiEACHHL A A il i Trunk ¥m F14% B 19 B8 ol
FEATITAR L6 Native VLAN 9t 3 it &, 0 HLiX — Zh RE 0 2 1k 22 e WL 2 55 r A3 21l ik
Trunk ¥ 19 Jo AR 10 20 it

R AR A MA R E R A T A 35 2 B2 E 44 switchport trunk allow
vlan remove number 21k & Trunk 4% 3% k4% % Native VLAN #9m =, 12 T 24 A5 &
X A& 2 i i Native VLAN Hdir — 2 2 2 9, B L XA MOER TR FH— L TR AL
IR TAE ¥ R AEDURA .

2.1.6 FAF/ VLAN

1. A5 VLAN &
RS R ZHORE RSB FAA VLAN e B2 2031 A4 (8 M 48k Uk B A
VLAN(EBF 8L H VLAN) R T —f e & H AR,
A VLAN fai#2 PVLAN, & 8] LR & [A] — 4~ VLAN W S 18] i AH B {5 . 5t 2
Ui, A AL T [ — A4~ PVLAN A () s 1T &8 ] DLAH BB i, — & 3L o] DL W) i 350 %
PVLAN F1¥%i8 VLAN, PVLAN FE4: A aT L BH B 28 S 22 40 8] 19 38 {5 L o8 al DL ek 20 R 4%
AT VLAN 8GR, oAb,k — 2 Fa B 19 7y o0, 22 b i 37 [a] 4% 0 51 % e — )2 i 38
VLAN [H i mE 5 5 F R £ .
PVLAN $ AR AL LT LA S 1 v 17
o ZeA T, 13X AT P % PVLAN A Bir A s H0 a7 4 L AL s 102297 49 10
P74 11 Cisolated port) I A& ¥ 7 (community port) ., & WAE H & 5 & AR
VLAN FI9837. VLAN 35 i & . 54 PVLAN f HEEEC B — A~ 2% & o 11, X 4>
224 v 11 1 58 0 r A5 % PVLAN H ) A& VLAN sl 9837 VLAN 2 [6) 5% K 5 4

L
o P73 T, P73 T HAE S [ — > PVLAN 4% 4 i 1138 5 A BE [B) H At o A S
M {5 .

o UK. —4 PVLAN H o] LA Z 4 B4K (community) ., ££—4 PVLAN H, [A]
e 20



— A~ A 9 s 1A B 2Z 18] o] DL {5, X Se v 1t 5 a] LR 2% & v D i s . HE
T1AS BE AT H Al AT 1A 1 o 101 38 45 o A4S BE RN ST g 1138 A7
K 2-24 fifs ki PVLAN ¥ 2Z B @ {E X R

&l 2-24 PVLAN i T AE 7 =

WE 2-24 R AR PVLAN b 7% 2500 53 AR 28 ) VLAN X 264 []
HWY) VLAN AR 1 PVLAN A 450, PVLAN 459 s 48 LU M Fh S B VLAN:
* F VLANCprimary VLAN): 5 7K 2 M 2% & i 171 25 A K57 i 1T 14T 44 3 11 £
AL T
o #iH) VLANC(secondary VLAN) : BB VLAN H 43598 VLAN FHE VLAN
+ 37 VLANCisolated VLAN) : 11 55 7R 2 M AR S 1 LG dm H I i /. A6 —
A~ PVLAN #5711 BE S 3X 4~ PVLAN A 9 2= 5 s TR 73 4w
¢ A& VLANCcommunity VLAN) : 11 3¢ &K 25 7] — MK VLAN A [5] A 44 s 11 [
(Ui o LA K DAk 28 A A S 11 SR 2% & v TR L. AR VAN B 9 d 11 2Z [H]
a] LA iE A AR B AT A BB 5 H b A& VLAN K& 9K57 VLAN 5 (1 5 ik A7 i
ff. —/ PVLAN ] DIEC & 21 H{k VLAN,

IR PVLAN o] P o trunk (977 048 3 VLAN L. VLAN FIH& VLAN 9§ Ji
2 HoAh L FF PVLAN %4 .

2. PVLAN HEC &

e E PVLAN 20380 b .

PR 1. fEAH N VLAN (¥ B2 % B LT 8 i 4 & private-vlan primary, private-vlan
community fll private-vlan isolated ¥ A [7] VLAN 43 All45 & & F VLAN, B & VLAN F1I
. VLAN,

AR 2. A4 VLAN ) VLAN ff & 8GR, 472 private-vlan association % 3¢ B
FHRE )5 B VLAN,

AP 3. fEF VLAN 119 SVI £ 117 i 5 2 private-vlan mapping add %1% ¥ 11 55 4
W4 B VAN #1758k,

e 30 o



TR A, AF 5 RS E A LR L iy 4 switchport mode private-vlan host 41 [ 1) 32 #t
Ml 1 AC B IR 7 i 17 % 2 A K i 11, 9K Ja 1518 H iy 2 switchport private-vlan host-
association f0iZ 0w 15 3 VLAN FIAHMN 195 B VLAN #1728k,

IR S EEEMNZY S 4 1 F f 4y 4 switchport mode private-vlan promiscuous
200 148 58 N 242 6 dm 11, H {8 H iy 4 switchport private-vlan mapping 5% ¥ 143 %) 45 §
VLAN HUAHR 5 B VLAN #Ef7 08K

&l 2-25 Pt /s 5 —4~ PVLAN B3R5, T SORF Lz B O 038 17 S B

FVLAN 11
fll i VLAN 31 F{AVLAN 21
@ WWWHES %  SMTPHEZ 4%
' -
THHEALA
LR m|
AL
Fa0/6 Fa0/7 Fa0/2

E=g -
o R TAVLAN 22

Fa0/5 Fa(/4

& 2-25 PVLAN #h$h

) 2-20 Frss A PVLAN B e i B 2E 58 1~3, fEX il , e VLAN 11 2§
VLAN.VLAN 21 #1 VLAN 22 435I 8 ¥4~ A R AT & VLAN, VLAN 31 W] 25—~ 9K A7
VLAN,

] 2-20 PVLAN [R5 &E Rk 6 1

Switch (config)# wvlan 11

:

tch (config- vlan)# private- vlan primary

:

(
itch (
Switch (config- vlan)# vlan 21
tch (config- vlan)# private- vlan primary camumity
(

Switch (config— vlan)# wvlan 22
e 3] .



tch (config- vlan)# private- vlan primary conmmnity
(config- vlan)# wvlan 31
(config- vlan)# private— vlan primary isolated
(config—vlan)# vlan 11
(config- vlan)# private— vlan association 21,22,31
(config- vlan)# exit
(config)# interface vlan 11

tch (config- if)# private- vlan mapping add 21,22,31

T SE TR 4 F2E TR 5 S, BRI 4 A8 ALY S

{EIX AR Bl P, %52 Fa0/1 A4 E b 11, Fa0/2,Fa0/3 ﬁl_Hz[z VLAN 21 () A4 b
1 ,Fa0/4.Fa0/5 A& VLAN 22 H ity Al {4 4 11, Fa0/6 . Fa0/7 W 24 957 VLAN 31 H1
P g 1T, FEEC B B an i 2-21 s,

B 2-21 PVLAN /B & i i 2

S EEEEE

tch
tch
tch
tch
tch
tch

Switch (config- if)# interface range fastethermet 0/2 -3

Switch (config- if)# switchport mode private— vlan host

Switch (config- if)# switchport private- vlan host— association 11 21
Switch (config- if)# interface range fastethermet 0/4 -5

Switch (config- if)# switchport mode private— vlan host

Switch (config- if)# switchport private- vlan host— association 11 22
Switch (config- if)# interface range fastethermet 0/6 -7

Switch (config- if)# switchport mode private— vlan host

Switch (config— if)# switchport private- vlan host— association 11 31
Switch (config- if)# interface fastethermet 0/1

Switch (config- if)# switchport mode private— vlan pramiscuous
Switch (config- if)# switchport private- vlan mapping 11 21,22, 31

(ESER RN S T AE )G . v] DL i ping a3 2 M 32X A [7) 5w 11 22 6] (19 38 {5 16 o0 . e 2.
show interface private-vlan mapping, show vlan private-vlan #ll show interface interface
switchport iX 3 % W LIEF S IAH RN BECE . i 2-22 Fiws .,

5l 2-22 #FYH PVLAN FHEMECE

Switch#f show interfaces private- vlan mapping
Interface Secondary VIAN Type

vlanll 21 cammmity
vlianll 22 canmmnity
vlanll 31 isolated

Switch# show vlan private- vlan

11 21 cammmity Fal/0/1, Fal/0/2, Fal/0/3



11 22 cammunity Fal/0/1, Fal/0/4, Fal/0/5
11 31 isolated Fal/0/1, Fal/0/6, Fal/0/7

Switch# show interfaces £1/0/1 switchport
Name: Fal/0/1
Switchport: Fnabled
Administrative Mode: private- vlan pramiscuocus
Operational Mode: private- vlan pramiscucus
Operational Tnmking Encapsulation: native
Negotiation of Trnmking: Off
Acoess Mode VLAN: 1 (default)
Trnmking Native Mode VIAN: 1 (default)
Voice VIAN: none
Admini strative private— vlan host- association: none
Administrative private- vlan mepping: 11 (VLANOOLL) 21 (VIANOOZ1) 22 (VILANOOZZ) 31 (VLANOO31)
Administrative private- vlan tmmk native VIAN: none
PAdministrative private- vlian trunk Native VIAN tagging: enabled
Administrative private- vlian trnmk encapsulation: dotlg
Administrative private- vlan tmmk normal VIANs: none
PAdmini strative private- vlian trunk associations: none
Administrative private- vlian trnnk meppings: none
Operational private- vlan:

11 (VILANOO11l) 21 (VIANOOZ21) 22 (VLANOOZZ) 31 (VLANOO31)
Tnmking VLANs Enabled: ALL
Pnmning VIANs Enabled: 2- 1001
Capture Mode Disabled
Capture VIANs Al lowed: ALL

Protected: false
Unknown unicast blocked: disabled
Unknown mlticast blocked: disabled

Apliance trust: none

TE5: VIP RL#F PVLAN, B EfE PVLAN Z a5, 2@ 3 puey VIP B & 4 &
AR, B, wREIE PVLAN SR S S X BN, FEZ LS BN LT FHIATMAER
PVLAN B & |

2.2 BliwErs )= bhal S ik

Bt o e J2 1) PRI A ke = AT L 19 22 S BIL ) mT L Ry 22 4 A O i Tt 0 Bk i 2% U= 19
Bk U5 SOM I T HSOR MANGT T2 RO HE B = A 18 R ZE 37 o) 45 °28 2 10 S A
R B BE = 19 O AR GRS ER I 2% AR, S ANNTAE == VA E 28 e 80R i
e 33 o



41 WAL R B KO 15 8 A A R 1000 R By 1 6 30 28 D 5 L R B I UE B2 R I G B
Z N I I 25 B SR RN R B A 3 A e R P s R S AT

2.1 1A 23 00 2 B A 3 2 o B R DL R 3R T T RS A B R L AR X B
HERE M HAARR T, &6 ERNA " 5% &, @R R T m g 7 AR S R R4, X
uf LR ] RE I /D A2 e ML 1 nT B Tk 2 R A s

o RNEHERINR VLAN 1 1E R H# LY Native VLAN,

o REANEMA VLAN 1,

o FBBEAE 1Y g 11 BE B A 42 A (Access) Fiall,

o FBREAE T b 48— K 43—~ Native VLAN (1) VLAN H,

o o FH G 1T A R SR PR S 1 AT L 2E ) B MAC HihE R

o it BPDU B3 55 5544 By 1k T 7 i 0 D8 3 2 ot o 4 A it TR I A o 455 1 A A

71 35"

L

1. i o ) L 36 1F Ay 2 switchport port-security aging J& @& 0] PLf# Sticky z) & #b hik
Z1t.

2. P 2-11 P o TR 230 25 T HO ALK v 11 2 B 4 err-disabled ARE W R, R AR
EA A 2RS35 R I A P S R P

3. il P, 56 3 Trunk &% #% M9 v 19 32 e HL AT 585 A R ) VLAN i # O Native
VLAN,

] 3."1 L



E3EE WNMBEBZZES5 IPSec VPN

3.1 AR

[PSec J&—M bR i 1Y & 2 FOK 8 IEE S BdiE 6L — B L3 Ga % o 1P K30 HipY =
S HB 2Z a4 A — 1~ Fi g LY IPSec k3B, LA x) OSI |2 Pr s g 1R R 3
Kl 3-1 & IPSec #2108 2 H .

IP £ 4%
| |
J§ & 1% 2 LAl R 2 2k

[Pk il gATCP/UDPE: | gIHTTP/FTPS R R
I I
I I

o i o2 &G 2 KA R FH 2L AR .
[Pk & IPSec 3k AITCP HUD;'% AIHTTP TP % R 2 Bk

W

N

S PR
& 3-1 1PSec ##HrERE

Bl 3-1 E=Faf o2 —A i ny IP 2048 63, F2F 5870 W &3 5 IPSec M1 Jm 1 23048 62 .
W an B A T s, IPSec Sk 3R AT IS IR G 19 TP £ 2% 52 BN 2%  [5) i 3 o] DL sz B %) IPSec 3k
PRH R G TP T 3R Ay A5, DA DR B 85 19 S8 BE 1k

[PSec AJ LAy VPN Jm &L LA T 3 4~ J7 R4,

(1) BB 1PSec AT LA = 2% fr B B s i RA A 14 . XRE— 2, BIVEE 275 = J7 RE W5 4ili 3K
2 g e O BE AR B B IE DT s A AT 2R 33X 6 B4 3 i A I 4 i ) D 4 Al .

(2) SE8&VE . 1PSec Al DL PR B0 A6 1% fn ik 72 b A 18 20 55 — 7 9 B8k,

(3) PRINIE Cauthenticity) » sz 4 XF A 26 20408 61 19 5 17 AR, B ) A 2% 0 280808 19 R 2
B

3.2 IPSec HEZ»

[PSec J A7 7 SCHAR I % 57 15 Mo ek 0, B AR BE T — B HE 2R 25 0, HL 4K 18 F A
PR AT DL ek s 2 A S X R BR AR 1) 078 A s ORPR BE bk A 1 DR R A Bk R
il 1 BCEAPrGE P KA T REYE . L, P AEfE ] TPSec B, 0T LR 35 A 2 1975
VPR A TG A o M . & 3-2 4 TPSec HEZL /R 21 40 B 7« ] DL i Pp g 2 s 1 AN
Je B eRB N Sk i A R B R P SO S s A RO S5 . & F R DL IPSec fE R &
BN F4 A BT AT R R T AR R,

e 35 .



LIRS | MDS5 . SHA-1 . =+
Mg |- DES . 3DES. AES.
BIEETY AH . ESP
i Bt - BEE R
EHARE |- 3600%) . 1800F)

& 3-2 IPSec HEZ2 /R EE

3.2.1 85 HEE

LA R X (hash function) W05 & & 0 S 5 eRZC. 0 10 g8 7k $6 MDS 5 SHA-1,
) BB 2 AT 55 R 0 R B 1 o0 B A B A ek B R A B 0 25 SR Y FEBSIE .
&l 3-3 Jpul s ek B TAE D B,

B AR

B IR4 _|

W hK1 7 I R & R R 2 ? AIR2

|

LA

|

WEL = W=

PR3
Bl 3-3  HLS ek BOHY TAF IR

A TR 1. (d IR pR BSOSO A T L A B RO E S B E —

AR 2. (d IR pREON SO 27 A T is 5 AR B ROHE B E 7.

A PR 3 WU wIME — 7 EOME 3 A b R B ROIME TS T ROIE

IR A, T EOE R ME—P (o ke ) L e ] LA e SCF sk 2 0T, X
W40y ST 09 B — A EL R (bio) AR 58 2 A TF] .

HCH PR R H A I 4 DA

(1) Bl R/ 5H) e EnT L2 WO 2 R/ i B4k JF far 1] KON siE .. A
MD5 3 808 535 D 6, AN A B ah BE A 2 KL aE ak MDS 5 AR B BE B 2 128D, 11
SHA-1 11940 K BEW A 160b,

(2) FRON ., B DR ah ohs Bk 17— e i E R A EIMEgHER S LA B Kn
Gk

(3) Hpnp, Mg R G Z 11545 2 8OME » ok A aCHE T3 H Dl 2500

(4) vk, JLF-AFETE 4R 3 I3 Ab— 4 Bl A1 >4 mi 25 s 1155 09 5 (B AH ], [ o R

e 36 .



F1| bk BICHE W 4 O 0B PO ME —
FR A0 R RE B B BAC8 pR RSt T DL R A 5 R ks 1 e B vk . BB 3-4 D (s RS e RS
ek 52 B rY 75 .

W HE
—
a2
‘ : |
| |
| \ I
I Yﬁiﬂ@lﬁz ik ~ T ?mz
| BIE— |
| N
B — XTH | i~
IZrT

Bl 3-4  HH ek BUK R B0 S v 9 T X

AR 1 RO ek O R 2 R 1 B SO A s B A BRI E

AR 2 WG EGR 1 H SO AP IR 1 RS B OOME — " AT A R el
KR 7 W7

AR 3 BT TR ok RO R A9 B S0 P ras L A B RIE

ABR A4 BT R SO T BOE — TR ER 3 T AR B RO E TR T R L
AR 2R A~ B A A [] S B a] e ™ B2 S0 R 58 BE Y L BV 0y B SO A A% B 1 e R

T B AL
SR oK ERE T B A B 1 S8 B M LR B A0 TGk R R R 2 th &k R ki 0
k.

WE 3-5 s & P S AR P AR T DL AT ]2 % 2% 5 BT 8 ia 5., HE 15
B ELHNE . L EBRE AR B 3-4 —FEFE W] ST B ARl E — A 4T B A ik 45 Wi Ty . i 42 il th
A0 e 1% 0 1o 55 eR Bk R 56 B HE 1 e B . DA e, BOA oK BN R AR R B I DA R 1Y o B
P, ZAS B 10 PR AX A 20 ok BT AR 19 I8 O 38 38 95000 0E) |, Bir LA &S ek 20T A P 18] N B
1) [R] &L

Wi

E..

Y F i A R O R RS BRI HE I R e YT

A P R R O R SRR RO E I Ak T

FlOT
(JCikiE i /i EH
AEERAE)

B 3-5  wCH eR BOAY Hh [a] N B )

. 37 L]



2R/ 2O B s 1 IR A Ak, o] LA fE ] — AR 9 HMAC (Keyed-hash Message
Authentication Code., % P L B 7 EIAUEACAS) I ER . X TR SR 1 B pR 2L
(A2 © 20K 4% By 1) B s 5530 15 XU 1l S % A K & PR AT B 9 s 55 A e i o ml DL
H & i Tk 25 ] Y Rl 3 nd s 2R T R B LA A& 3X T7 Y& ik T

Fl 3-6 N 3-7 ad i HMAC £2ARX%F OSPEF 19 8 8t it 17 AUk i) 1 4 i F2 .

EHEFERS | + | ETTHUE LR R
|

R 7 GLETINESE

I

I
I
I
; HIE
I
I

—_— i — — — —— — — —— —

| |
| BHTERRER | |y
e; A CmmEEEE |+ | Bl e 3t s
| |
|

- |
iy | LB ]
S Yﬁ’iﬁﬂ@ﬁ
3185 '
%t — B

E 3-7 @id HMAC # AR AE OSPF ¥ e dg W h)

ABR 1 KR T B AR i BB R S e O R R AT e T R A F
CHOIME 7,

ABR 2. ARGE T HETRUSE — 7R SO B i SR (R B — R A 3 3 L K g i (U
T3 R (R B e SR A Y, B dEA T AT AT s AR 3D

ABR 3 Bl M 9 45 5L A SR O STy i il BT R S .

ABR 4 O R TR 3 SR HCGT R A SCES i R (R B S A 2 TiUE SOy LR —
TSR AR I E .

AIR 5. B0 X ROIME — " R BOIME 7 AT B AR AR TR L B S B SR
BABESEEE N, [A] f t 2 i 1A A 525 g ng (RIS 3% 1) B A0k s R 1

g bk 5 Bl R e O H, HMAC SORE 524 1 P50 IE ) T RE .

e 38 .



3.2.2 METEE*

I ot 24 RSO 0 3 ok s AR B SRS B B O SR . IXRE — oK BV S — 7
AR T8 SORE W IO K A R W SO R o T AR 2 e R ) A A S, A i A A O O E
iy £ i 2 5 R B B Rl PR A2 %% SC RN B S, N AR T DL R R

o XIFRE L

o JEXPREHT L.

1. XMZEHREZE

{8 R () %8 8 5 550 3 20 A7 o e 2% 328 B 1 B 3 o A o 3 4 550 S R R 1% 6] R 8 B O
P41 4E DES.3DES.AES . RC4 28, H. TAE U in & 3-8 i .

FH [ Y % 5
(T PREEH)
N s

r
Q"' | HEAT REE - 123456 3%(*s@9x RHTERAT R a2 . 123456 ——i
KIETi e
/3-8 WA TR R

E

XTFR BRI S T

(1) s, HEERXNMEHR LM RS, Hil ., REH P FHHBEL L 2HEAR
WPA2 St AES Sk . 1 JGZ M e b T, 38 5 A 238wt 2 b 17 0% 1 i al
TIER . H 2R A ol B A E AL EC b A e A B, 48 O6E PR % AH R A 2R AR o] DL S 4R
N

(2) By %, DES 22— PRy guhney 50k . BB 22 0% i 2o 12 1 e U)o il R
RZ A E K/ (DES (8K /N R 64b) 3R )5 B DES Bk Bt 17 maE . iR
s e i S L RS I #D 5 B A L T 3 S 4 I O s i N e 0 B L A G S e
Ko PL— 15008 K/ EE 61 k41, 5 DES St 5, I 2 B2 176 546 Boiis i) 325t
W 8B(64b) o T LAXTFR %5 BH 3 vk I i iy Bt 2 A B IE

X R A Bk A kS AR P L AR

(D BHUA SO 7 X L far . T SO fan 9 S G B PG R 7 I . — B8 B g b [
N AR AR 2 v 8] I e B8 1 %% T A 4o X A % BH Joir Jon 25 1 5504

(2) BHECR R, AR %8 e LA P s BRZIEE AL 2N,

7 XOR R — X P 2 e s — A — 1 % 81 L T L AE B OO AT 55 58 B LA S e
XA . A ME A B i R S b o ook 2 BHE BN AR i BRI R n(n—
/24> X T — AT R 45 33X B0 4 XEFRFS I — S RSCBUT . Bl 22 T ok (1K) %
PHA B 5 A7 A AR S ™ E W R

(3) AR FEATAR ., BFZEXRWNER AL G SO # 1T 4

2. IENMEHEXL

Jiii 44 K8 S, B 0 FR B AH S 0 ) s AN [0 %8 B X RO FE AT 0 % R AR . e T AE XY

e 30 .



PR BIBER 2 0, 2 5%, RS TR0 3 2 i e 5 25 0 2% 15 4 , 405 75 5 10 1 1 9 %4
41 (AN RSAD 77 A — % 85 81 JUsp A 3 — A A BRI — AR . A6 0T UL 4 8 T
A B R G A T P 5 A T RABI T 2 th 15 B TR AR L B4 LA 15 5 A R —
I . AR R BB 1 0% RSA DH 253 . ECC R IR i 28587 1) 45

A OB S B0 0 T R — S 0 £ B, 0 U T 5 — A IR R Lk
JR 5 8 T2 410055 11 BB A 0 P R 0 5 L 2 2 AR 9K . Al a0 9 T L of o 2 i
LRGSO AT R 72 4

Pl 3-0 Ay fek PR A % 2 9 2 0 52 A I 56 1 5%

SSEIDN

5 TR L.

TR E

H P —2%H H P —F\8H
A

# %3
E..-H Hq EE ‘JE‘ . -.E 1 — ;%1-53 HH E 5
. /J

- )
P — w2 P =

— — — — ——

H 1 = AR B A = A5 P = FL
/R 3-9 i A R R B B 52 SRR o

ATR 1. P — CROETH FEBUT P Z RO A .

AR 2. FH P — P A P B BTN .

AR 3. P ZAEH A S ARV XN TS 0 8Os el P A I AT R

QP T s s X R 2 8 I RABH % 2 1% vk nT DL SIS B B Y RA R L D R R I
i P AR TR B P A RASH AT s JE s X B e R AT i

B 7R AT Z A CAEXT R S R A AR ] LIS S . A HE AT EE
B H RN E R EELEARAN, EHBEMNH AP B FELNEN S H W 4G
H 2 44 51 6 3L,

Pl 3-10 Sy i FTHE XS FR 25 8 Rk S LB 28 A s 1]

TR 1. il 8O e B0 E A B (W SO M EINE.

ABR 2. A —CREFEDFER A SRR 1353 A aE 17 %, % 5 15
PN R T

APR 3. P B EEG BN FEEY - RITU RS P a2l ,

ABR 4. P AT X R BGH E 2 B (W30,

ATR S P AR P —AH R a0 e X5 AP TR 4 R EZAE B (W3O MR
(B, 19 B &5 L R PR g sIE 17,

IR 6. P AT SRR BUGH B E A

ABR T P AE AR BU P — B 6 A BR 6 $REUH B B T R
o 3 B SO “5UIME 27,

e A0 -



|
BFEL | M %S
________ | ——— e —
ZFIR6
— HTFEH ML | PR
ST D
i P
HGIE2 =
T A s

B 3-10 FERIEMREAREEABTFESL

AR 8. FEATBAME 1R i SE 27 R S5 . WRMESE A FE A KR Y.

WA E AR ] IR . 55— B G B (SO B8 ek md g
W E B, DO RS eR R A o o R R R T AR AN PR R AL B L X EE R R (W S0 i
TREFEEAMHP AR — H AP AP — A HR IR TRFEE 2 R A
FH P — R I () 87 2824 A RE RS P — i 2 8 AT i % . i el D, 3 X Bk %5 4H
Bk T L S 58 B PR A 5 NI DA IE

JEXF PRI 4 A A R A

(D BHRR T e, EAEXNREHR LD AHEILEN, HNHATEREAHNZ £
PE . BT DL BH 11 28 i bl A58 17 5L, AN 06 FHL0 95 40 Had 1 B 5 O R 1 ]

(2) BHEGE D . 1Ml HAEXT PR H L R B, B3 I — A~ P R 288 m— 1
NHLVCEHNEE S S5 ERGEMR L BE D T XSRS P N H R .

(3) ZFRPRUFZ 2RI At (AR B 8 ) o T S A 5 A F P RA 8 I & 19
BOPE A G i FL A B A7 A, DR AR X RR 2 A G v 0T DURR A N & 0 B0

AE AT FR 2 BH g Bk i i S AR W i

(1) v el BEA A2, AH BE SR 48 58 vk AE XS AR I 2 SR pk i s s i i e i 2 . A,
el FH 3 T A I 45 58 32 I 2 S B 50 AR S B

(2) e e B s AR ORI T FE X BRI 2% 5535 I % )5 19 % 02 B IR K,
A AN 04 6T o 5 BH 5 0 I o I 1 8 s R 02

Zx b Tak 25 PR B 0 o R g AR R PR H i R i D0 R G AR AR S B L DA ok A 5
iz A, AATTH 5K X PR Sk 25 Ak ke Al T LA E A 22 34

3.2.3 #HIEWHIL

[PSec 45 ESP Hl AH Py Fh R s,
o 4]



1. ESP 1%

ESP(Encapsulation Security Payload) ] 1P WM 5 5 50, ESP Hg % 7 & g 32 {1t A %5 14
Chnss) S8 BAE P IE = R 77 A frip . H HBEWS SN B oy . ESP HEefR P 1P 1134
BPs s AR AR 1P Sk BB AT AL A 2 P 9

&l 3-11 Frn 2y ESP % 63 19 454 7 3 18 ESP 2 (A 46 DL R JLAR 0 N 2

___0 8 15 24 31
429 2 ¥1(Security Parameter Index)

J7 515 (Sequence Number)

[—

|

|

: WAL [7] & (Initialization Vector) } M A 24 . FE
| B

: (Payload Data)

| i HEKE | Tk

: (Padding) (Pad Length) | (Next Header)

I

I

|

|
|

|

] |

IAAF £ 3E(Authentication Data) | :
| |

|

|

|

[Pk 38 ESPL#8 TCP g ESPREH] ESPIAIE

&l 3-11 ESP %l 055 5 A

UeZRRGI(SPD . — 4> 32 A 15 B, K b iR AR 30 20 dis 2 19 SA (722 4 SR EK
Security Association) ,

P85 (SND : — A~ FREE R 5 TR ME— bR iR ESP Zdls 61, 640, 75 =5 Hi A&
£ ) ESP 535 X, F—MEHing ESP A 355 W 8 X+1, DLk 28 4E, @i
v 945 W nl DL B 1k B G

Y115 4k (7] 7 (Initialization Vector) : & — > £ {8 ] CBC & I 10 &l tL &l 2 7 4
— > BE AL T D2 i 0 R s 33 A7 0L 3 A4~ B AL A 1 Bl L 28080 Y AR 465 AL )
B AV) o WERA N AATAE 1V FBLER 3-11 Jrn i) ESP 458 b, 35 A #
n Al 1) i B R AN AT BN R R =N D)

i K (Payload Data) . 7 2% 804 58 )2 1PSec % Br f- 97 (19 5 dis . 1PSec A W Ff
B R, R S A R e 23 52 i 10 2808 I A

# R (Padding) « 402 K BB I3 19 J7 20k Pr 37 200 1O R0 8 P L il s 22 41 5 20 RO 3R
B 5 (LL DES g, s 2 4h 5T 64 RLAYERAIFE) o O 41 5T B 55 Ty A8 I i &4 s ny
W R WERA I AR B

# R K (Pad Length) . fEHZbRRE R &850 0 B A 24K 320007 i % e o vl L)
i B BERVE BRIX AR Z R B . IR A I AR R KEFE,

T —k#F (Next Header) : /] J&HR R IPSec 3 %6 11 208088 B AT F — L3 4R
s BRI AR B — Ak it 2 A A B R 2 AR R B U R — A Sk BB — M AP
eI R K E(TCP/UDP) 5 QiR JE R A L, T — 4 Sk e 1P,

WIEZHE (Authentication Data) : ESP 247 M ESP Sk # 3| ESP B # 119 fir A £ 3 4
1 HMAC 88135 15 21 s ME 2 00 B UE B0 358 5 . 2oy vl DL o ax 4

-1’12-



TAUEZ s #8270 X ESP 23048 6 75 11 56 3 Al A Ik
2. AH t#hi¥
AH(Authentication Header) ] IP Ppi 5 51, AH a] L A 46 32 38 52 28 M J A Gk
W77 T 072 4S5 . 3 BAR E v . (B AH 384 68 0 506 32 (80 % 1k IR 55 .tk 2 ik
AH AXPEE ST, 23 % 1PSec VPN I, AH (9 {# i A & ESP 71z .
Kl 3-12 O AH Bt g5ty s S B . st T AH XFRCHE $07 7 58 B 1 56 1k i 7 [H] 3
I A AL RS B R AL T RS TP SKER L It AH PRA SRR R IAESL TR,

0 8 16 24 31
e S A PR
(NH) (Payload Length) (Reserved)
TESHFET(SPI)
7515 (SN)
TMIEEHE(AD)
| |
e e e ; e _
| |
| |
| |
JRIPL AH TCP R

&l 3-12 AH a5 s EE

B 3-13 s AH BEUER 1P Sk F Bt

0 8 16 24 31
L 5 40 R
(Version) Length) (Type of Service) (Total Length)
FRIA pric T EEE
(Identifier) (Flag) (Fragment Offset)
e aaingls) v S RS
(Time To Live) (Protocol) (Header Checksum)
PR st AL
(Source Address)
ELiopzLk
(Destination Address)

A 3-13 AH BiE IP Lk FE

IR AH 2L 1P Sk al B A IP K 5 — I F B Lty e B Wk . 78
Kl 3-13 Fran iy IP k&1 F B, AH R A @& i F BUf 17 52 AR

3.2.4 HEERX

[PSec U0 T P4 # B 45 3 %€ B2 20, 4% F B2 20 (transport mode) H1 f& 18 5 2 (tunnel
mode) . I [ 73 A1) A 3% PR AR iR T o 41 .
1. FEEX
P 3-14 9 1% i B X 19 3 2R /R R A
TE: T AH EFEFRRE P& AL RAR ESP J 2, B A LE 8 A5 F, A4 AR
A ESP AR A 3 K R AT 4,
. 43 o



JRIPSLHES | TCPLES | R Z R0

PN T

s N ~
/’f \\ \\
e ~
JRIPSL ESPL TCPLEE | M EEIE | ESPEEE ESPiAiIE
e
— -
» IAIIE _

Bl 3-14  femt XAy & 3 R B R

& i A o S B RS ofe AR 17 B, T Bk R A R 4 TP Sk ER RN TP 1 48 2 [a] 4 A — 4~ ESP 3k
W, MR ESP A S {E )G iBm ESP BEE A ESP Bl Bce 384y . I B AT 1P 4k fil ESP B
TR R AT I RN AL PR L H RS TP Sk S B MR B R oK,

B 3-15 & — > S (4 4% 5 #5528 IPSec VPN 978 i . fE X B3R5 o, 52 Bl 75 19 1%
2 WY ANGE 15 5, o Bohis i 2 Ao a8 5, GEAE S A& S RAREE N — MRS KA E
B2 0 IPSec VPN 26 T B th 9 & .
N & BN A e s

.30'1'1'5 /;q;l:‘l:é;\) 10.1.19.5
p— w

PC HE AR FSas
[P - ‘
JEIP:10.1.1.5 [PSecifi | 1PSec kil

H[TP:10.1.19.5 (ESP/AH) | (ESP/AH)

A 3-15 {5 A IPSec VPN 3L ] 43 7

& IiTiX 4~ IPSec VPN HAE HZfR 4 PC T5Ia] N T B2 SCF IR 55 av i i i . Horp PC 11
P Mk A 10. 1.1, 5.l 55 2819 TP Mok W 10, 1. 19, 5. 3 P54 Ml hib 2 460 2 P9 30 13 445 3t -
RN EB Mg bRl gl . 5B UURAE R iR 1P KA AT IP S dih E il A 7 — 4
ESP Sk # (E th4gmg 7 ESP R #S Al ESP A IEEE #R 43) , 3F H X 1P £ 205 47 I 2% 1 5 ik
(N

FE P 3-15 w5 ool {5 AN 2% 3% £ 5k /2 PC(10. 1. 1. 5) FI PNy 3 8 22 S0 R Al 55 a5 (10. 1.
19.5) L gEE B I A S Tl AR A T RE A T A2 I R S5 Tl AR A AR R T L

T B U E 5, RIs 5, 20 A M P Uk B 4%, i n i & (W MR 7)1 1P
e 1| AV 1 4 e = W 11 o vl - R e 1] By WA TR Gl N SR S
2. FEEEK

P 3-16 FyBg il B g B2 8 2 L AN T s o Bl A o 2 B B A IR Ay TP KU ) 2
B — A0 1P s o, 9F BAE R 1P KRR R s 1P Sk 38 d el 4 A ESP Sk 3B, DL 2 A~
i 1P B0 0 7517 4 Fgs ik
P 3-17 SR — A B 2 458 G A 7 38 258 11 3 3 B 0 45 TPSec VPN S48,
o A4 e



IFRIPLER | TCPKER | RAZEEE

A R
A ™

Bkl | EsPki | UPKHS | TCPAES | MFURNGR | ESPRH | ESPIE
B i _

Al 3-16  EEEEH KR EE

T {F R ANE TN S E

UL D 5. N 5 i

10.1.1.0/24

p—
= | @ e @
202.100.1.1 ¥ 61128.11 [

10.1.2.0/24

JRIP LT IPELfr | | HT PSS [PSec kil | [RIPk iR [P fe] JRIPSLES | IPERfaf
Ji: 10.1.1.1 Jf:202.100.1.1 [(ESP)  [J§: 10.1.1.1 #i: 10.1.1.1
H:10.2.2.2 Ff: 61.128.1.1 H#:10.2.2.2 HY:10.2.2.2

A 3-17 v R Bl R RERA IR ER

TEB 3-17 Fron 0 Fb e o3 S0k i B e 2 R 45 0 10, 1. 1. 0/24, /el s B e 19
ARFTRIZEIN] Oy 10,1, 2.0/24, sr 3o A — 5 PC 20 ad uh 2 25k 50 IPSec VPN K
Vi A H sl s A 55 4 . DU L 3K N 15 0 A 0 A S IR o A A A T L T N R T
I 1) 15 B A0 2 3 R A il i 22 ECT I 1 % A 0 PR R L a3 S e B P A 1) K P ik
9 202,100, 1. 1, Hrora il 25 00 BB M Mo hE o 61, 128, 1. 1., X X 9 S b ik sk 2 & 5.
SR s I AN SF Tl AR A 320 2 SR T I a8 A Ok 3 2 Bl 1 3 53¢

255 )5 A BB - AE R TPSec B A0 n & 3-17 i /s . B A0 2 3k 302 LA N 4 5/ ok I3
FH 1 HbhE 9 TP L3, SRS 192 ESP L3, N E N2 53 19 5 1P Bodig 4,

A AE B 3-17 Fros 10 40 Fb A AR I 17 4% i B o & %%, I 4 B 36 s nY 45 R 3-18
i
lp%%ﬁ N
S 10.1.1.1 Ipﬁgzﬁ“ﬁ IPfi 2%
Hig. 10.2.2.2 -

B 3-18 Y &5 3|k 5 IPSec VPN &= ) H 3w #
K A% 1P B A0 1 50RT B 1 3 ik 2 BA A bk o D] by 3504 358 288 1) 280 B0 7 & 326 31 5T 1Y
I — 2o BRI g A5 250, .35 % S A S5 Tl {s . & U358 (5 A1 1P bkt
16 HETR] 11 X 288 02 A A B Hh 19 . 0 N a2 ik B a8 A5 G e 17 B 36



3.3 GRS MR

1 ST IPSec VPN, Ay B3 7 3% 32 19 13 £ 22 8] 00 200 1 5 Db v 22 e ] o] e Jn 25 Bp 230
AL REY L 2 P B R AR B A RO S . A T B AT 55 1 P TS L A ) %
T ML (IKE) , IKE M/E ] & 243 .

o XFE Ay IPSec MY #E 47 AIE (7 22 1 5 Pp g A e 7 20 .

o A HL. AT A1 HMAC 5 A B L% 8

o Drig PrISECOME P BE) R KL 8 25E P d R AR A A .

PN R 58 B0 11 265 T 0 Y A2 4 e B (SAD Lt ] DL TKE &5y 7% kB, SA —ILf
WA R, —Fh ol i IKE SAL 5 —Fh il i IPSec SA . IKE SA (9 2437 %t IKE Ppi
i3 iy 7 O P sl B eREL AR T 3 H A RO SF) . TPSec SA 1R I & 4k 3
Q] X6 52 B P i s R A T R A 1 O o

IKE 1 3 PR, Bl SKEME, Oakley Fil ISAKMP., &I TA/E 43 90 F .

« SKEME #s¢ | IKE 19 % 40 224 77 30, IKE 322248 /] DH ok 52 30 % 4H 28 4k,

* Qakley #RE | IPSec MHEZE %11 .1l IPSec FeWs 2 5 0 Z M pis .

» ISAKMP /& IKE A R ML, BHeE T IKE B i 00 0 B2 4 20 22 e 7 AR = g
Y1, T ISAKMP & IKE 2.0 i, Ak IKE Fl ISAKMP 3X B A~ AR5 4 5
Bl ], an, IKE SA 28 5 g i & ISAKMP SA, 1 HAEBCE [PSec VPN
N, s 22 e B N A 2 ISAKMP.,

IKE Pppg o AP A AR BB 58— BOfes —BrBe. 55 —Br Beh g o] DL J P by 5X
KR — R 6 DB AL E X (main mode) , 5 — R R A He 3 B4 ih 3 sh B
3\ (aggressive mode) . 5 — B Be P i 1) 32 22 H 195 2 %6 8257 IPSec 19 AU #1470 IE » L) B ££
A A 024K (peer) A BE 3 v IPSec VPN, Ppg 123 (45 B sk B2 v IKE SA. &
By B A AR T A i 3 A Bodis A0 i PR A X (quick mode) S 5B, B B Be i 32 22 H 1k
SRR T % 1) S B it i R G ) SR PP R PR AP 3 26 i S O SR . P R T
[PSec SA.WE 3-19 s,

¢ ™

FHRE E PR
(6-1~ELAC L) (L ACHR)

X IKE 5 —rEt: i 4 IKE SA

J

PR £ (FSUIL SN
(M AZ ) (33 HR)

IKE & [t EE: r=4IPSec SA | | IKE 2 [t EE: F=4E1PSec SA

<A o E W R Bl><j i MR i D>

K 3-19 IKE WA B S =R

] ./16 .



3.3.1 E—KMERAME—ERNX

SR, B E R E Tz, DUERA A IPSec VPN R i, HA i i
Pt 2 2 P AUE M E #E T A VPN A2k H Esh Bk 58 il IKE SA 19 Ppig . BRI 2 4 H
PE A5 A E I B 5[] VPN Al 23 0 6 S B0 40 38 e 1) 38 R 58 L

BT R o A 5O TR A 6 B AL R B s A LR 3 AN B A X 9 AN B £ i A2
A0y AT 4.

fE FRAH il 5 BT — L2238 6 4~ ISAKMP 26 603X P B vl Lh o8 1-2..3-4 il
5-6 —UEE BLACHR

1. ¥ K IKE 1-2 6%

el 3-20 3 45N IKE 1-2 odls 4 19 32 e i 7t .

ISAKMPSLEf
IKE -
[ Al UDP/500 :,}>

( ISAKMP:L 3
IKE

A 3-20 FENXEIEQ 1-2 A58

FARECRE AL 1-2 A2 e = 210 53 5E UM ML 55« &5 — A RN Y ISAKMP Bdis 4
(U5 TP Hbhik . LR AR A9 ISAKMP 2048 £ 0% A 1 6 S8R (peer) K36 3 K 195 55 >
1T 55 St 2 B g IKE g .

(1) 5k ISAKMP Zedig a1 I8 1P Muhk , &l 5 — CE B TP Hihlk 202. 100, 1. 1) Fiuh

S CHBER TP #uhik 61.128. 1. 1) Z (B 75 #4837 IPSec VPN, Al 75 22 75 ik 05— B 4 55
(A8 R 61,128, 1. 1.0k 8 PR X SR bk 45 2 o 202. 100, 1.1, T &, 4 ulh 5

PR — A ISAKMP Bl i, B3t 2 & /X A4~ ISAKMP £088 62119 I8 1P ik, an 2 &
(5 TP ik (8 2 202, 100. 1. 1.9k f 8t 2 8 M0 AN Blodis 40 . B AN 2 X A4S TP Hihk . o)
gy B2 S| o SN VI N = B

(2) Phid IKE %Hg, 76 IKE 1-2 facfe i 2 4 IKE SRS Vg A 2 F 20155 R
WAL N LA

o R B
B ALY,
DH 4.
IE 7 =
WA U

RESR I TKE 5 W% , 58 2 X 2 xF IKE Z0d6 60 17 AL FE SR ug . DL 25 5w o 4], &
SE TN EELCEE 5.6 DR AL RSB L W 5 1~ 3 AN B 60 ) SRS . e B — A B
R R T 2 A b BE B 1) AR S — R A ka5 BT i RO IRk — A AT DL
() 5 W, 3 HLm G 58 A IKE £ 4 [l 25 K 3% 77 . In] A 3% T 48 W& T 38 48 9 A0 > SR

Bl 3-21 TE4H M A 47 1 300 T 6 5 S & 19 0 1y, 2 W T i e A b AR S 19 3 g (Policy
10) R K A X6 77 B K 3% 7 ok 1 2 R g o 2R DU IS . 8 i T — /00 2 1 3 s o K 4 L B3
& B — 4~ DT L 1 5 g Rk

. ."1_? L]



RIETI KR 7T R B

' ™y g ™y
frPtsrlic}f 10 ) (Polic}’ 10 )
B2 5H . 3DES ISR . AES
By e &l . SHA 1 A5 AL : SHA
DHE : 2 = DH# . 2
INETTE : GEBIAE 4 NEFT AR IAE
| EEERN: X ) GCE  HRS
 Policy 20 ) 2 (Policy 20
% 4ng . 3DES / N FNE . DES
K5I B . MDS ve 5 | F9I R . MDS
DH4 . 2 "I DHZ : 1
TAIETT 2 PR 3 ANIETT N Pl E %A
GG P S ) (AR —K
Policy 30 ) 0 (Policy 30
250G . DES M#EFME . 3DES
a5 R gL . MDS / AU EREL : MDS
DHA . 1 DHA . 2
NMEAZ : it =% WIEA R : Fidt=%H
L%‘Eﬂﬁ’?&iﬁﬂ: —K ) k%‘%ﬂﬁﬁ:ﬂlﬂ: — K )
A A o A

& 3-21  fedlor i IKE KR B A

TEE 3-21 fin iy IKE 1-2 to 524 ) X057 B of 7 a0 T 19 IKE 56 8%
I Fi % . DES,
B PN . MD5
DH 4. 1.
1IN W B 1 N0 o 2
mHASN . — K,
AT X SegE R S AR W5 2 IKE 3-4 1 5-6 A0k, sk ) DU A X 2= SR Mg AL B T,
FE. LERARRAN T ELFRABEEZRATH AR, BIEHRTELESE K&
AP B X P B R T A2 R SR (G A4Z 5 B AR AR A B A AR ) 8 ek |
2. ¥4 IKE 3-4 g3 #
& 3-22 R F A IKE 3-4 B4 i 38 et #e .
( DHHE} ISAKMPL )
| DHZSE(EBEDLE | UDP/500 j”> )
<4 ISAKMPL DHitEL )
UDP/500 DH/A St (E/BEHLEL

K 3-22  FEUEHE M IKE 3-4 f932#0

IKE 1-2 fuacfe 2 e Vpig i 7 IKE 58 W&, {F 30 i 3 28 i1 %5 5 g Al 3] ek BOR - 71 IKE
e A0 2200 % BH L i A B 9 % 8 B & 7 TKE 3-4 B dis fu s #e iy o 7 A il o DH 5.
VP s S

3. FEAXEIES 5-6 R

& 3-23 J B IKE 5-6 o4 i =2 ¥ o 7 .

IKE % — B B 32 24T 55 gt 2 DA . IKE 5-6 4038 i 5 & 78 48 4 9 R 55 T #EA 1A E
3y IKE 1-2 F1 3-4 2c#e, B 278 IKE 5-6 4132 #e (g A I A5 il 4, JE 9 IKE 1-2 138

e 48 .



. ISAKMP2L=
AR A ::5>
UDPB/500
6 [SﬂKMP%%E
UDP/S00

(a) Pl ZHEHINIE

[PHEKE | IATEECAIE

EPL# | ISAKMP L
FQDN | UDP/500

HFZES | BT

ISAKMP=LER | 414
UDP/500 | FQDN

WFIED | HFEH

A

(b) {E Pk
A 3-23 FEX IR IKE 5-6 )52

e 11 0t R TAUE PR R SR W 5] oA 5 L 0 %% SR e A S R AR L TKE 3-4 A 17 57 A2 4 R
3 IKE 5-6 L)% 2R kIt i, N IKE F8C05 5-6 - o )n, &8 2 ]
IKE 1-2 £ 28 # ff U s (9 % 5 HMAC 503k e AT 22 490,

[PSec VPN (A UE 7 LA 3 14~

o FIALEZEEEHIAGE,

o JEAIAGE.

« RSA Jn% FHLECAIE .

Horpr, o b =2 % A DAk ot 44 L SO T A Wk WU i B — A A R Y e SR
(share secret) , WAUEH , X7 #H A8 #b H 3 A~ He 52 A0 25 iy i) i 19 O ek i 1 1A E

Kl 3-24 9 T 2285 BN UE A9 7R G A

FSERC B L R () [ FCHEE A SR (%)
crypto isakmp key 0 cisco address 202.100.1.1 ( @ crypto isakmp key 0 cisco address 61.128.1.1
L= )% =cisco LE ) R=cisco

|

[PHiLtl | ISAKMP L3S
61.128.1.1)  UDP/500

\©

e st A ) ~(NEIE )

® O

E 3-24 Wi IANIE

— AIERIHE

. ,’19 .



AR 1. KIS 1P Mok, 25 A 1 1PSec BT B, 48 31 55 HO6 57 iy i Ik 52
A
AR 2. Rl T R P R % R TKE SEg N 25 . DH 3HR % w5, i A HoAth — g
FE OB T #0381 N 2 e T e 5 AR B A 45 A2 A UE R .

IR 3. AR TR A UE BUSE” FIAS Hb i %% 53 TP M hb i A %S 5 4> TKE 2048 0, i %%
Ja Kk ST .

AR A WO E RN 5 A TKE $odis f i 17 i %5, 42 HUE &R 75 9 1P stk
H H AR B %8 7 1 1P M hk 2 i8] A< 3t (1 1P Sec g &, $% H 6 B A% 1 3 52 5%

AR 52 WO R A Ry 31 Y =200 2 R H A XU 2 N 2551 B RME A5 2 A IE B
FIE",

AR 6. ST IE NG 5 A4 IKE 2660 9 32 U SR 0 “ DGIERCE " A28 B8 5 it 5 i
AR EME " #E T FE XS W SR 45 2 WO SR T GIE T R T .

P B ok BT i G AH W] 7 Ok X5 6 0 IKE Zodis 6, 1k AR 75 Ik 4%
Wy,

3.3.2 F_HrEHNHE—RERR

T4 IKE 6 —Fr B ) ad £ . ZE PR, 00 75 223 a3 3 4~ %088 02K 58 1%
& BB e . WE 3-25 s,

RN [PFS(SEEMBTRE) | 1PSectilg DRI [SAKMP L2 1
[D-s/ID-d | DH/A HE{E/FfLEL | Trans/Proposal " UDP/500
UDP/500 | .. . IPS SPI PFS(5EE M IS | R0 Hly
ISAKMP-LEf Trans/Proposal | Z&Z5E 5] | DHAIE/FEHLEL | 1D-s/1D-d

SPI . [ ISAKMP 3L 34
wasmEal| e S0 j>

PR R R 1-3 R3S

& 3-25

M s A6 IKE PREBI S 2 SRS 3 D EE L AR B 1T Z 2SR5 (SPD X
PN XD FEBAEE 3-11 it frad i 220940 49 B 94 2 ME— Hipn iR — > IPSec SA.
X BV ] — 35— B Be B R 1 TKE SA J&2 0] 9 SA LTS B Be B g 1) IPSec SA
JEHL ) SA L e U PR B U AN EE AL 9 SPT AR IR A & HI R AR 47 Ak T B 2 I
J7 i ) IPSec SA iR AL AU — 80 62 19 SPT BRiR i D) & J ok O 7 2 WO 31 &
B i 1 IPSec SA.,

A e IKE PR B 1-2 B iy sc i s b 8 4% 17— 4> PFS FBL, 37 )5 il PES
e A6 IKE PR 1-2 B s iy, P i SA 19005 35 a5 Wt 23 #H 47 — I DH 2 i,
KIR AT DH A2 s 225 FH 09 2 200, I i e = A FH R A 3L 2GR AL 19 4 8 . Te] I DU i 6
R/ AR AT — IR &8 9 DH 22, 7= A T — A/ E % 3. & AR PES ¥
PE LB 2 % OB G 1) 5 B il ek AR S 3-4 B AL 1 DH A2 I T 7 AR 1 52 5
firAE ok, X P 20 Z R A FEHERT R &R

ALK 3 ASEAE AL 8 H W AL L 2T T L P i Ak FE OSBRI IPSec MG . iX

e 50 o



TR AL AR 6 S

o JROLHERIL
o AN
o HH AL,
o UMY,
o« HRBL,
. HWHH .
Bl 3-26 A IKE P pix 1-2 K0 61 19 22 0 ok F A e o s mg e £ ot 2 s B
VR WA A FE T SRR
( Policy 10 ) FPD“C}" 10
FESLER . AFIB RENMHR . BEIA
T FNE . AES MG . AES
*ﬁﬁzﬁuuﬂﬂ: SHA < HIOIER £ . SHA
AN . ESP FEER . AH
L7577 . Tunnel #f4E77 7 : Tunnel
ﬁ’fﬁﬁxﬁﬁﬁ —/]Nif ) k%ﬂ%ﬂ’ﬁiﬂz,ﬁﬁ: — /N
( Policy 20 ) N Pn]m}e 20
% 5E0g . 3DES v m&%% AES
BV AL . SHA Y| R EL . SHA
FHEEMY . ESP EHREIY . ESP
#4277\ : Tunnel = . Tunnel
‘*’%ﬁ/ﬁ YR — /N ) krh%Hﬁ;fEH,E] — N}
PU[IC}’ 30 ) rPo]m}f 30
LR . ATIB / R4 . BFIA
N HNg . DES N #lg . DES
HY AL . MDS U EREL - MDS
FEMHIY - ESP EHELY . ESP
#4777 : Tunnel F4E 7770 . Tunnel
‘*’%ﬁ/ﬁ RO . — /N ) k*feﬁfﬁﬂﬁﬁj — N
kh A o vy

Kl 3-26 FEPRE B IR 1-2 32l B SO R £

WME R e IKE PR 05 — S 20 a1, ZZE%AM@}‘{@EMH%W IPSec % %
— i IR S WO s I I RO R SR R S RS . XD RS I 3-21 R0 IKE F A
1-2 B4 A0 58 ek B2 iy vk 45 TKE SR mg 4 T4E 7 XA TR

il I PR L A5 ) TPSec SRISUNF .

o LRGN A B B .
fii ] ESP #17B% i H3%
i ] AES #E47 0%,
fii ] SHA X &ds #1717 HMAC ik,
WA R O — /N

R RS B R e BRI L s AR AN 1 TPSec SA.

25 b ik  IKE 55 " PrBePp g i9 35 24T 55 & .l 5 — B Be B pe i 282 57 R R 10 & 2 3
155 5 R HLAR I O R P g AH B 1) TPSec SA

Ak, SPI HI PES AE A3 F5 5 56 1, SPI ] TME—FRiR—

ASBA[E] Y IPSec SA, PFS I

. 51 .



T L 4 — UK 5 O 2 B AT — S 9 DH S, 7 A B A
3.4 2 ik 3 Bk AL IPSec VPN
S 5 B3 R VPN [ — b 32 B2 00 7 1 77 5 T 0 S I A . 4 ROk LLEE
VPN 11 4 it 58 2 LR 2% b 2 4 ], A7 49 an fe] fic 8 ok o5 3 3, 25 IPSec VPN,

3.4.1 ELREZESLIGIHF

1. EBRELHE
El 3-27 i IPSec VPN SC5G A 19 55 brfz 2k (&

[nside Sitel [nternet Site2
[Loopback( Fa0/0 Fal/0 Fa2/0 Loopback0
TR ER Fa0/0 Fal/O Fa2/0 TR A ER
% FEALL 25— AL 25— A0 EL B s = 5

ATl T
&l 3-27 1PSec VPN 550 ¥/ 35 i) 52 Br B2 4% &

P s AR s o — ey A 4 5 E i v, i 22 240 0 U2 w3k S — P R i

ax (Inside) , 2y v vl f— (Sitel) , H EX M #% i1 % (Internet) F12y 7] 34 45 - (Site2) ., [6] B B i
#% Inside Fl Site2 73 5{8 H] Loopback0 RAFLHL 2 &) A EE M 2% . #% i #% Inside Fl Sitel f&#

P11 Fa0/0 S %) 422 , B i 25 Sitel Fl Internet {8 FH 211 Fal/0 32 B4 82, B 1 #% Internet
Fil Site2 f# 1 H2 11 Fa2/0 S22

2. SEIEFR

Pl 3-28 iz BI N2 R b .

1.1.1.0/24 10.1.1.0/24

Internet Site2

202.100.1.0/24 61.128.1.0/24 /.2.10124
1 .me,l 0 N e&

K& 3-28 £ 8L IPSec VPN 5L 54 b

1EFE 3-28 Fron 928 TPSec VPN L5 FhH L Sitel (202, 100. 1. 1) Ml Site2(61. 128. 1. 1)
JEWIAS VPN 3 0 2% 422 51K 19 I 5C £ 2 o 5] I E 1T 002 TPSec VPN I INAE B3 & . AR 5
5 114938 175 9 45 R Inside B& 1% 55 19 1. 1. 1. 0/24 W28 Al Site2 B a9 2. 2. 2. 0/24 P45,
SCEG T H A& AE Sitel Fl Site2 2 [8) 2 v bR 8 A 219 IPSec VPN, LA 371 {5 M 4% 22 [8] 119

L o
3.4.2 IREBEHH

B 7EEE A IPSec VPN BB S AIE W EE M7 . 0 2R %A i P b 2%l [n) 2,
[PSec VPN 32 76 8t 57 b 18 a4 8% %8R 7 11 B ) 2 [n) 52
Bl 3-29 X~ IPSec VPN 5156 34 358 Ho /i 22 fiff 2 119 % ih [n) /8,
e 52



1.1.1.0/24 10.1.1.0/24 202.100.1.0/24 61.128.1.0/24 2.2.2.0/24

N N 1 10

Inside Sitel Internet

& 3-29 281 IPSec VPN 5256 335 b (4 % i [0 51

10

{E 22 L) TPSec VPN ¥, — A5 LLUF = K15 6 e 22 i He %l ) 2

(1) i 25 O 50 s ARG Hh iy Sitel . #7220 LLT [a] & .

o T LSRR AR M AE L CEIPA B 1. 1. 1. 0/24 8O i BS .

o T L fifp R 2 A il AR e CEP AR 61, 128, 1. 1/32 2 FD Y& i

o T B fifp R 2 A i I L CEIAS G 2. 2.2, 0/24 MO GBS,

(2) BEMZE . ARH P Internet, T 2 P 2o S I 28 5, CRIEA f5] 5 202, 100.
1.1/32 M1 61.128.1.1/32 Wi 4E 1D &

(3) NP5 & GEAE A, A Inside #&H AR A9FR 11T Lo0:1. 1. 1. 1/24 JiK
PO 28 g X 265, T i e s A O viw R S S R (2. 2. 2. 0/24)

TEBC & B Z AT . e B2 XL & e s ih b Be & . an il 3-1 3461 3-4 s,

B 3-1 Inside [ AYREANE

enable
configure terminal
!
hostname Inside
!
interface Logdoack(
ip address 1.1.1.1 255.255.255.0
!
interface FastEthernet0/0
ip address 10.1.1.10 255.255.255.0
no shitdown
!

end
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!

interface FastEthernet1/0
ip address 202.100.1.1 255.255.255.0
no shutdown

!

end
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Bl 3-8 U iE ISAKMP

Sitel (config)# crypto isakmp enable

T & ISAKMP AL 2%,

1t IKE 55 —Pr Bep AR 4 L) B R Ao B IKE 55— Br Bk ug .
a7k . 3SDESCERIA A DES) ,

AR . MDSCGERIA A SHA-1) .

AE 7 2 ik 525 8 CERIACH BUF 7 AIE)

e DH A4t . Group 2(EKiAA Group 1),

o FILEZ AL . L2Lkey,

Sitel b1y HARMEC ¥ J7 #4061 3-9 fras .

Bl 3-9 fdE IKE 25— Ky B g

Sitel (config)# crypto isakmp policy 10

Sitel (config- isakmp)# encr 3des

Sitel (config- isakmp)# hash md5

Sitel (config- isakmp)# authentication pre- share

Sitel (config- isakmp)# group 2

Sitel (config)# crypto isakmp key 0 I2Lkey address 61.128.1.1

B TAA A8 (lifetime) A — K (86 400s) , R & BUE 2,

n] PLAE Sitel | Ay % show crypto isakmp policy 225 1) 25 — B Bt ok W% 119 fic B 25 1

L2Lkey H 1 5 %567 S5 A4 (1) B 43 47 A UE i %% ik (s 09 %5 40 2 DH ™ A= 1 R 4H .

T4k 2 it B IKE 45 " Fr Bk mg

B 5 A U7 ] 4% ] 1 28 CACL) i SCRE 22 3E 47 002 9 i &, s 2 SR i . Sitel |
(1) HL A TE B 5 2 an e 3-10 i



Bl 3-10  E SJE LR

Sitel (config)# ip access- list extended sitelvpn
Sitel (config- ext—nacl)# permit ip 1.1.1.0 0.0.0.255 2.2.2.0 0.0.0.255

5. sitelvpn AR EAT RIF R LG L HEERERF P AREREN, FE
ff R AXAS & AR, XA B AR A AR & L, B b F AR Ry R — 3K,

B2 ROk 40 BB DT O W ok Bic B 4 4E CRIVE X TPSec M) 7 i) 3-11 i .

o HH A ESP,

« Jn# J:. DES.

o SEEEPERZLS . MD5-hmac,

B 3-11 Mo A AR (1PSec R IE)

Sitel (config)# crypto ipsec transform- setsitelTrans esp- des esp— md5- hmac

5. sitelTrans A XA R EGFT L W hEmFeg PRAREREN, S 2147
A G AR, EA G ARACE A A& S, B e AR R R — 5,

TE5E ST RG22 )5 o F — 2 20 B LS (Crypto map) 7 Hi i I
SCHRE SRS BRI N FE B 4E L % B VPN XTS5, Sitel b HAKES & J7 o] 3-12
FIF 7 .

Bl 3-12 H.HE Crypto map

Sitel (config)# crypto map cry-mapll0 ipsec- isakmp

Sitel (config- crypto-map)# match address sitelvpn

Sitel (config- crypto-map)# set transform- set sitelTrans
Sitel (config- crypto-map)# set peer 61.128.1.1

T2 10 A7 —A VPN, — AN (map) P TABE A ID, M cry-mapl R 52 3} iX
A FEH L G EED TRARAX AN E e, &2 A LHE, IALHRRL
A AT S, B LA F AR R — B

T SR N s e 5 R GE L BE A DL IE sitel vpn 3X N7 [A] 22 4] 71 £ (access-list) [ it & #P
FPAT sitel Trans iX AN 55 4L 19 S mg , Ho VPN XF SR b/ 61.128. 1.1,

T, 7 2R X1 Crypto map BEFH BRI H2 LR . Q0B 3-26 JT o, £E# &% Sitel
o BN s e SR N i N AR T Fal/0 &, HARMIECE 7N 3-13 Fros,

Bl 3-13  } Crypto map W H 2411 Fal/0

Sitel (config)# interface FastEthermetl/0

Sitel (config- if)# crypto map cry-mapl

TE: —AMNEo T REERA—ANmEg,

e Sitel [FACE 10S IPSec VPN 4 #0055 BCE , AR 75 22 X4F PES 1 IPSec SA
(1 25 A7 I [E) AR 1 7 E B R 8 & L ] DL 9] 3-14 A s i) a2 52 .

B 3-14 X PES Fl SA A= {7 [a] 1 7 4 2%

Sitel (config)# crypto map cry—map 10 ipsec- isakmp

Sitel (config- crypto-map)# set pfs group?
e 5 .



Sitel (config- crypto-map)# set security- association lifetime seconds 1800

T A AE B A Site2 b FRAT XL 1 EC B L BB ] 3-15 Pk,
] 3-15 Site2 | Y E

Site? (config)# crypto isakmp policy 10

Site? (config- isakmp)# encr 3des

Site? (config- isakmp)# hash md5

Site? (config- isakmp)# authentication pre- share

Site? (config- isakmp)# growp 2

Site? (config- isakmp)# exit

Site? (config)# crypto isakmp key 0 I2Tkey address 202.100.1.1

Site? (config)# ip acoess- list extended siteZvpn

Site? (config- ext—nacl)# permit ip 2.2.2.0 0.0.0.2551.1.1.0 0.0.0.255
Site? (config- ext- nacl)# exit

Site? (config)# crypto ipsec transform- set site’Trans esp- des esp— md5 hmac
Site? (cfg- crypto- trans)# exit

Site? (config)# crypto mapcry-mep? 10 ipsec— isakmp

Site? (config- crypto- map)# match address siteZvpn

Site2 (config- crypto-map)# set transform- set sitelTrans

Site? (config- crypto-mep)# set peer 202.100.1.1

Site? (config- crypto-map)# interface FastEthemet2/0

Site2(config- if)# crypto map cry- map?

EE. L2Lkey A T FRa9AE, BN F LMARE, £ T4 & #hfP
B LR A AR BEARMEL AR T LMAEE, ATHRAX -5, Ed@megic i
BIER T ARG %,

FE. AR BERIEEX T, 24E A 44 mode mode & T L IPSec &9 TAEA X, ., IPSec
AmA AR X AP BEER (X8 F A tunnel) ot #r A X (£ 42 F A4 transport) , & T &%
ABE R PP h R X B R L BL B X A,

3.4.4 IPSec VPN g9l

{E5C R IPSec VPN MBS Z )5 . A 147, o] DLAE Inside #& &y [ ad 5397 € ping
KwEI N 11,1 1. Bk 2. 2. 2. 2 9EOLHERIAR W05 3-16 FFR.
B 3-16 ik IPSec VPN

Inside# ping 2.2.2.2 source 1.1.1.1 repeat 100

Type escape sequence to abort.
Sending 100, 100- byte ICMP Echos to 2.2.2.2, timeout is Z seconds:

Packet sent with a source address of 1.1.1.1

AR N RN R NN |

Success rate is 100 percent (100/100), round- trip min/avg/mese= 24/63/124 ms

i Hl 472 show crypto isakmp sa 0] LI FH ISAKMP SA 194k 24 . 76 1% i 25 Sitel 1Y



iy S B ] 3-17 P,
Bl 3-17 & ISAKMP SA kA

Sitel# show crypto isakmp sa
IPv4 Crypto ISAKMP SA

dst src state conn— 1d  slot status
el.128.1.1 202.100.1.1 oM IDIE 1001 0 ACTTIVE

IPv6 Crypto ISEKMP SA

Sitel# show crypto isakmp sa detail
Codes: C — IKE configuration mode, D — Dead Peer Detection
K — Kegpalives, N — NAT- traversal
¥ — TKE Extended RAuthentication
psk — Preshared key, rsig — RSA signature
renc — RSA encryption
IPv4 Crypto ISEKMP SA

C-1d ILocal Ramote I-VRF Status Encr Hash Auth DH Lifetime Cap.
1001 202.100.1.1 el1.128.1.1 ACTIVE 3des mddS psk 2 23:54:30
Engine- id:Corn— id=SW:1

IPv6 Crypto ISEKMP SA

{di FH #ir 2 show crypto ipsec sa W DA ¥ & IPSec SA [RAS 76 B th & Sitel 5w
Banf 3-18 R,
5 3-18 A& FH [PSec SA 1R E

Sitel# show crypto ipsec sa

interface: FastEthermetl/0
Crypto map tag: cry-mapl, local addr 202.100.1.1

protected vrf: (none)
local ident (addr/mask/prot/port): (1.1.1.0/255.255.255.0/0/0)
ramote ident (addr/mask/prot/port): (2.2.2.0/255.255.255.0/0/0)
current peer 61.128.1.1 port 500

PERMIT, flags= {origin is acl,}

# pkts encaps: 198, # pkts encrypt: 198, # pkts digest: 198

# pkts decaps: 198, # pkts decrypt: 198, # pkts verify: 198

# pkts campressed: 0, # pkts decanpressed: 0

# pkts not campressed: 0, # pkts campr. failed: 0

# pkts not deconpressed: 0, # pkts decampress failed: 0O

# send errors 1, # recv errors 0

local crypto endpt.: 202.100.1.1, ramcte crypto endpt.: 61.128.1.1



path mtu 1500, ip mtu 1500, ip mtu idb FastEthermetl/0
current outlbound spi: OxAD8R63D5 (2693424085)

inbomnd esp sas:
spi: OxF157706 (253064966)

transform: esp- des esp—nmdd>- hmac ,
in use settings = {Tunel, }
comn id: 1, flow id: SW:1, crypto map: cry-mapl
sa timing: remaining key lifetime (k/sec): (4578832/3224)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

inboumnd ah =sas:

inbound pcp sas:

outhamnd esp sas:
spi: OxA08AE3D5 (2693424085)

transform: esp- des esp— mdS- hmac ,
in use settings = {Tunnel, }
conn id: 2, flow id: SW:2, crypto map: cry-mapl
sa timing: remaining key lifetime (k/sec): (4578832/3224)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

cutboumnd ah sas:

outlhound pogp sas:

ka2 nl PIARAG R EA HE S #l .

AR M %% 5 ikt o 202, 1000 1. 1.

A2 Y 0% i M kR 61,1280 1. 1,

JEMHER M 1.1.1.0/24 3] 2. 2. 2. 0-/24 W&

T %% 85 s B R o AU B R BRI R 9

ESP Al SPI & 0xD471E771(0xF157706) ., (GX4~ SPI %5 Site2 i [a) 1 SPI
FHIE )

ESP 1511 SPI & 0xFCCC63A7 (0xA08A63D5), (X4~ SPI i iZ Y5 Site2 A [a] [
SPI #HF] .)

Ab FRECPE AL 1 5L B 2L SR B A esp-des esp-md5-hmac,

IPSec VPN 11 #2545 5 b 18 52 =0 (tunnel) ,

AR fd Ay 4 show crypto session H] LI #E & [PSec VPN 4% 2 (5 B, tha] DL H 4y
%> show crypto engine connections active k2 & 55 VPN 5 %1075 o % 35 X W 55 6 2 16 1



% Sitel 19 5845 A0 3-19 s,
B 3-19 7 F IPSec VPN iz 2

Sitel# show crypto session
Crypto session current status

Interface: FastEthernetl/0
Session status: UP- ACTIVE
Peer: €1.128.1.1 port 500
TKE SA: local 202.100.1.1/500 remote 61.126.1.1/500 Active
TPSEC FIOW: permit ip 1.1.1.0/255.255.255.0 2.2.2.0/255.255.255.0

Active SAs: 2, origin: crypto map

Sitel# show crypto engine connections active
Crypto Engine Connections

ID Interface Type  Algorithm Encrypt Decrypt IP-Address

1 Fal/0 IPsec  [ES+ MDS 0 198 202.100.1.1
2 Fal/0 IPsec  [ES+ MDS 198 0 202.100.1.1
1001 Fal/O IKE MD5+ 30ES 0 0 202.100.1.1

3.5 %L DMVPN

3.5.1 DMVPN 48

1. 8L S35 5 VPN /Y18 @3

22 MLy o 5 B o 5 IPSec VPN B8R 0T DAXF B 2t Z E - (A2 e AW By
FEPE SR P . AEYHA AR Z 40 S ol 5 i SR BE v 0 0 R B — A B el A S0 28 I Y e B sl
[PSec VPN Z: 45 B & HI4E 7 T AR >k BRI T4l .

XFT P 270 Sk 4500 N 2% 3 855, 28 ol 5 3] 356 25 TPSec VPN A P A 8 1% 5 07
2« B TE H 51 PR H b 1im o A 4 FN R AT A2 B B A P R BB

Bl 3-30 Fros R DUl A5 08 40 $ 35 £ 5 2 oL A
1 o 3 2 1) R B A T ek RE AR 0 sl L Bl A IR
BRI, 33 Fh U T AN A 2 4 o0 3l A
Bet ¥ 10 AN T R, 405 45 IR A o R L iR 2 T
AT B A A] 1 L AR SR s i AT Ab

FR s O wh R R A T RS e Ak 2 O 0 Ik b Sk =
Hit, B IEH I RAARNE— ST BN
T AW G E WA KA o sl 50019 M 28 o it
R -
TR

B 3-31 Jr s ok DU sy A5 i) IR 40 i 22 07 5

v o v e “ o Lo s %5 1PSec VPN K1 B4 $h i
R B A T I R IR g 030 REE IPSee VNI EIDIHHE S

] 60 L



1 7 A ) B AR AE X R ARG A, TR — &5 1 A L 0 0 RO R A R L D e R
P 7 T 1 e @R A R B SR . B A S S A BCR RO, AN B A PR T A S A 2, ]
F s T2l LR Y IPSec SA U538, B 48R — G IR AR R DTE M 4Edr a4 .
T80 R T HE FRGX R A R AR D B S SRR A e nY TP HbhE , 3 7E SR Y 4% 30
B Hp B AR B

AL

I S — 733U =

I3 S
B 3-31 f£4t IPSec VPN B RR 40 ¥ 3% B2

2. DMVPN B8 = 5 ¥ 5%

T A& geulh Bl 531 IPSec VPN AR7E Y etk ] &t , Ntk Bp A rl g 7 A
(1 P IPSec VPN R & . X N e B R b ah A& £ 4 VPN (Dynamic Multipoint
VPN) ., fij fix DMVPN,

DMVPN (%5 s anF .

FH ] B 10 2 A 4 o B A R 0000 R 3% am 4 .
iﬁ.’%f@ﬁﬁﬁfﬁfﬁ]:& IP Hb ik,

5 09 53 Sk i o2 e e PEEE
o2 iAW 21 B T B R ) Rroy e o O 107 1 i o e e

DMVPN fif 2R 77 %8 h 4 T (&) Ppis 41

1) @A £ 5 GRE(Multipoint GRE,mGRE) PpY

GRE J&— 0 iy R =] & 19 B 18 P33, & W AE FH 285 & Fh M 25 D3 i (TP i 5 9E TP
RSO $t 25 3 1P W38 9, FF o TP BUIE 9 265 A EURE 6 ph A 18] B 8t — 1 R 400109 0] o B 1 %
1%, BEIEE— R BE E P, 0 GRE AR 22 pi P HLH] . GRE 19 35 % 45 8 tn & 3-32

fiF 7

IRZIPK il g PP L B _
(PR R IIPHED) ORES (SR T P e

Kl 3-32 GRE B #3451

WP s, GRE % i &8s 2 W 4 a8 4. Hh W R TP SKE AN = S br s
o Wk o GRS . AEN R TP KRR Z AT S I — 1 GRE K, #-4E GRE Sk &8 Z g és mn— 1
IR 1P K Ek, A 22 BE GRE 82 AR X Jstts 1P Kodls L pg 3. X w2 GRE (19 TAF

. 61 L]



il DMVPN H ) mGRE W2 —M5e7R 1 GRE $ A, B 1 IP sl = Fl GRE [[ 25 47,
JE— UL R HE T R 2 B3 U5 [ (NBMA) [ 265, & 3-33 TR,

mGRE [ 2%

172.16.1.0/24 N =< P

& 3-33 mGRE ##b

TEX DB, & Ul 5 mGRE Fg 8 42 1AL T 8] — 4~ W B2 (172, 16. 1. 0/24), A
SR AT RIE D A0 mGRE M 4% 97 19 B — 4> 59 =2l 53 A A RE 08 55 A0 o A FE 47 38
{7 » HHE 08 FL 4 55 oA 43 S0l s AT A5 o 3900 2 R 0L DR 3 e 1) P e 1

2) F—wk A Pri ¢ Next Hop Resolution Protocol, NHRP)

2. 1.4 WELNA T M4k &5 2 [a] A8 S BE {5 . D AT A T — Bk iz 2 10 9 3k,
{E VLR A, ARP B SUP V2 2 7 2 i b bk (TP bk 5 0 # b ik (MAC Hihb) 2
BB R . G, £ mGRE P48, 06200 e 3 22 35 s bt 2 Y s e . Horp . mGRE B3
S1E RO | R T x| 1) = it I/ O < 7 = W 00 Bty B L R/ = I U 1 [ i 7/ B L LB
ik, T — Bk E AT PR ONHRP) (9 B2 dE o BT Z B e e & .

B B Sk R T e E S O vl S R L TP A A TP Kbk 2 8] Y w5 56
2R S A e TP dhaik, — B ST S A T XA T s E S g, e A
SEAERS 5l ul S AT JF B ok NHRP PR iUAE Hs i 5 33 X A 40 52 3l o5 1) b ik
Mgt e R . EMEBLIN G . O ulh A AR A 1A 4 S0k A NHRP BESE, T 0 Hros ih
RE WS U7 0] T A MG 99 a5 T

T HE — A st R, /e DMVPN 3R 85 v, 43 32 36 85 0] DL FH 20 25 3K 5L
bt . A S0k S A BT ) 55 A — A Ul S B 2 e NHRP B m] A0 2
S (NHRP (Rl 55 25 20100 B 18 43 32 ol 50 % 18 R 00 TP i 6F W2 423 I TP Jb ik 5 £ 382 08 381 25 i)
HE G 0wl 5 208 NHRP Wi % 3% 25 kol 77 s 2 7 W3 17 H sk 5819 NHRP B,
SEAE NS T mGRE B4 8 v bgE kUil H g uh 45 71

3) sl A P

S A B W PR 22 H Y R R O R 2% R 8 B S A 2% L kB — Al B AR R A
> B0 H At v 5 B S 2 ) B

mGRE & £5 19 8% i th i 245 RIP,EIGRP,OSPF,ODR Fl BGP,

1) IPSec 5 A&

mGRE Fl GRE —F£A H 45 % Th GE . [A b 75 223 i3 1PSec X} mGRE i & #5417 I %% .
XA BE R F , DM VPN . a] DL 8 & mGRE over 1PSec, [ 3-34 fir/n Bl 8 DMVPN
B B0 B

] 62 .



[Pk
FRUaEEE | IR B XBYNERIP | P
HEY: S YRYAFREIP

[Pk [P
GREEZEIG | b S XE9/A K IP GRE | V8. ¥ SXE5 2P IP 1
HH: 55 YR 2 [P FI 5 A Y RIPERIP
il el [P35
Dﬂgﬁﬁ}m IR : 35 XYL [P ESP GRE | ¥ 3hEXIIREIP | Prs
R B s YR P Elif) : 35 YA PIARIP

Kl 3-3¢ DMVPN # ¥ ERE

3.5.2 EEEE&ESZEHA

1. SEBRELZHE
& 3-35 F£d DMVPN (W32 b2k A .

FELFDL AR L3 s PR S D 2%
Loopback(

PR F 2 FH e

Gr 37k A — R AR Spokel Spoke2 S A R 2

Loopback0 Loopback0
FLEUL 23 3206 A — PIFR I 2% P73 S0 5 = TR M 4

& 3-35 281 DMVPN /)5 brie sk E

ME TR AL — TG 2 3 & B #4030 3l i (Hub) | 43 32 3l 5 —
(Spokel) Fll 7 3 i #i . (Spoke2) , B #F Hub.Spokel Fll Spoke2 1) Fa0/0 % I ¥ f2 3] —
B B 2% 0 Hub B9 25 9] 11 (Loopback0) #5084 5o 3% 45 P9 358 K 2%, Spokel 19 24 [v]
1 (Loopback0) 85 4l 73 3 3t ki — P FF M 2% . Spoke2 1) #4 1] I (Loopback0) 5 48 43 =2 ¥l 58
PN I 25

2. ZIGHR M

P 3-36 Al 3-37 435 A4 4 DMVPN (7)) #1556 40 b A2 40 Fh

X RSEE L H 2 AE 3 Nk S ENE T DMVPN HAR 87 i 85 35k 2519 IPSec VPN,

1EE 3-36 R IAEEH, 202, 100. 1. 0/24 B0 EHK X, o0 55 TP H bk 4 202, 100.

e (3 .



192.168.100.0/24

202.100.1.0/24

Spokel

192.168.1.0/24 192.168.2.0/24
B 3-36 81 DMVPN #5254 $b

192.168.100.0/24

PrE il . 202.100.1.100
FEE b . 172.16.1.100

mGRE 4%

PrrE bl . 202.100.1.1
BrE ikl . 172.16.1.1

TSI

PR HihE . 202.100.1.2
g ke . 172.16.1.2

2 ieal) )

172.16.1.0/24

192.168.1.0/24 192.168.2.0/24
& 3-37 Z8 DMVPN /3% 58 3 $b

1. 100, 73 3£ ok i — 1P Hbhik 04 202. 100. 1. 1,73 3ok i 0 202, 100. 1. 2, 192. 168. X. 0/24
1 R UL 25 il i PN RS X 2

e 3-37 H1,172.16.1.0/24 3 mGRE B8 M 25, 03k 5 mGRE B% 8 $22 11 Hhk 4
172.16. 1. 100, 73 3 5l 58— Fx 38 22 1T H hE O 1720 16, 1. 1, 73 ol o —B% 8 82 11 i bt o8
172.16.1. 2,

AU ST 75 ZAE mGRE [k 18 [ 26 145 38l 57 3 38 I 4% . 32 17 s A % i P i EIGRP, 3
I DMVPN £ AR 7E 4 il 5 16] 8l A JE 7 b

3.5.3 EAXANKOE
AT A 00 3 AT 55 2 e B AR W 4%, O e 2 ) e I A S R AR R L 6] 3-20 . 4]

. 6.‘1 .



3-21 Ffo] 3-22 435 Hub.Spokel Fl Spoke2 I EEAS W 28 il &,

B 3-20 Hub 134 K 2% il B

enable
configure terminal
!
hostname Hib
!
interface Loopback(
ip address 192.168.100.1 255.255.235.0
!
interface FastEthermet0/0
ip address 202.100.1.100 255.255.255.0
no shutdown
end

5] 3-21  Spokel [ [ FEA [ 2% B B

enable
configure terminal
!
hostname Spokel
!
interface Logdoack(
ip address 192.168.1.1 255.255.255.0
!
interface FastEthernet0/0
ip address 202.100.1.1 255.255.255.0
no shutdown
end

5] 3-22  Spoke2 | HEA M 2% Bl B

enable
configure terminal
!
hostname Spoke?
!
interface Loogback(
ip address 192.168.2.1 255.255.255.0
!
interface FastEthernet0/0
ip address 202.100.1.2 255.255.255.0
no shutdown
1

end



3.5.4 mGRE 5 NHRP HE &

Ac ¥ DMVPN (9% — 2 0 mGRE, 7Elt & mGRE J7m. BEiht 4.3 i & L1
No B 2 o2, FARNE & I i e 3-23 9] 3-24 Fi] 3-25 Jrow
51 3-23 Hub 'Y mGRE Jit &

(config)# interface tunnel 0

(config- if)# ip address 172.16.1.100 255.255.255.0
(config- if) # tunnel mode gre maltipoint

(config— if)# tunnel source fastEthermet 0/0
(config- if)# tunnel key 12345

55 b &b

5 3-24 Spokel ') mGRE B &

Spokel (config)# interface tunnel 0
1 (config— if)# ip address 172.16.1.1 255.255.255.0
1 (config- if)# tunnel mode gre miltipoint

1 (config— if)# tunnel source fastEthermet 0/0
Spokel (config- if)# tunnel key 12345

8!

i 3-25 Spoke2 1) mGRE B¢ &

Spoke? (config)# interface tunnel 0

Spoke? (config— if)# ip address 172.16.1.2 255.255.255.0
Spoke? (config- if)# tunnel mode gre miltipoint

Spoke? (config- if) # tunnel source fastEthermet 0/0
Spoke2 (config- if)# tunnel key 12345

. %4~ tunnel mode ¥9VEH R BL B A A X, EAHF P, a9 EX A mGRE, 4

4~ tunnel key AER N B E R RAFABEAEZETHEA,

AT ARIE mGRE RERE IEH T AF, /EBC E mGRE I Rz [A I Ac & NHRP.

fEBCE NHRP J70 .3 i b i & A7/ B 0 X5 . Hub & I/ 2558 o a4
ip nhrp map multicast dynamic 45 % HZ & & sl S0 NHRP 19 23 M5, 1 Spoke 12 8%
W5 22 F g5 % Hub b (9 NHRP B 5C &R (HIDRE 172, 16. 1. 100 BRIF S 201, 100. 1.
100) 75 L2859 S vl pi 1) 22 4% 4% 25 3 WE > 40 8 1 bl (st & Hub 3 50 199 #E M ) . DL %
NHRP ffe 55 #% it ik CR Hub 4 38 k) .

HARBC Ty i an il 3-26 6] 3-27 Fisi] 3-28 FrR .

% 3-26 Hub ) NHRP H¢#

Hub (config- if)# ip nhrp network- id 10

Hub (config- if)# ip nhrp authentication cisco

Hib (config- if)# ip nhrp mep milticast dynamic

5 3-27 Spokel I[1) NHRP Jig &

Spokel (config- if)# ip nhrp network— id 10
Spokel (config- if)# ip nhrp authentication cisco

] 66 L



Spokel (config- if)# ip nhrp map 172.16.1.100 202.100.1.100
Spokel (config- if)# ip nhrp map milticast 202.100.1.100
Spokel (config- if)# ip nhrp nhs 172.16.1.100

5 3-28 Spoke2 I'[1) NHRP Jig &

Spoke? (config— 1f
Spoke? (config— if

( )# ip nhrp network- id 10

( )#
Spoke? (config- if)# ip nhrp map 172.16.1.100 202.100.1.100

( )#

( )#

ip nhrp authentication cisco

Spoke? (config— 1f)# 1p nhrp map multicast 202.100.1.100
Spoke? (config— if)# ip nhrp nhs 172.16.1.100

B AT A 3k S ARME A 48 B 49 network-id,
¥ & : ¥4 ip nhrp authentication #54F A5 2 Al NHRP iAiE, E A A cisco, 2K ,iX 3
&5 &6 NHRP % #0548 F

3.5.5 NHRP g9

mGRE Fl NHRP B¢ & )5 . 7% 24 mGRE fl NHRP #4704k, % 3-29 i~ BAE Hub
i # 09 NHRP {05 B, oA a] DU 3] Spokel HI Spoke2 345 (Type: dynamic) ¥
s 2 .

) 3-29 Hub 19 NHRP i #H5 &

Hub#  show ip nhrp

172.16.1.1/32 via 172.16.1.1, Tunnel0 created 00:04:24, expire 01:55:35
Type: dynamic, Flags: unique registered
NEVA address: 202.100.1.1

172.16.1.2/32 via 172.16.1.2, Tunnel0 created 00:03:13, expire 01:56:46

Type: dynamic, Flags: unique registered
NEVA address: 202.100.1.2
1] 3-30 fIr /s & Spokel & A ) NHRP w5 {5 B, Hp o] PLF 3 Hub 1§t &
(Type: static) NHRP B4},
5] 3-30 Spokel ') NHRP MLif{5 B

Spokel# show ip nhrp
172.16.1.100/32 via 172.16.1.100, Tunnel0 created 00:05:19, never expire
Type: static, Flags: used
MBMA address: 202.100.1.100
fEBfIN T NHRP 76 PO ol g 5 S0ul 2 & 0% TAE G - al DLAE 43 33k 58— (Spokel)
6] 73 523l i3 (Spoke2) A 2 ping il &, 406 3-31 P, XAl £ 2 H ek &
NHRP {9 225 fift A DI HE .
5l 3-31 1 Spokel "% Spoke2 % ping il

Spokel# ping 172.16.1.2

Type escape sequence to abort.
e (7 o



Sending 5, 100~ byte IMP Echos to 172.16.1.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round- trip min/avg/max= 16/89/124 ms

& . DMVPN O 7 S0 E AL Fr I A 70 3o 5 — (Spokel) % 3k 3 NHRP 2 25 i
B Z i 03 s (Hub) 23 35 B 3 23l 53— (Spoke ) AN ¥% A JL AN &0 ds 4 1] 3-31 AR5 —
A PR A X 1 B

124 43 52 il 55— (Spokel) i if NHRP p i 38545 T ah W Z Ja . 75 3 ol A8 —
(Spokel) 5 25 FL#5% 15 41 3wl #5 . (Spoke2) 37 mGRE &8 #1730 15 . HHF 43 S0k o5 — 2
Vi lnlop 3ol i W E ik — I ARP #w), i T ARP Wy, S A4, W) A TR
A7 TR EEN 3 AN B N R A WA Sl A Rl T R R

3.5.6 @B EIGRP HEE

ACE DMVPN 1955 — 20 & fic B s A B i Ui, A K S0 56 7% £ 6 1] EIGRP 1 h 1
mGRE [% 18 % 28 L5 £ uli o5 P9 55 W 285 B B 19 20 A Ui, B 3-32. 45 3-33 il 3-34 435l
R T AE L0 5 (Hub) 43 32 3 45— (Spokel) Fl 43 32 3k 45— (Spoke2) | Bt 8 2h A #& i )
W EIGRP 77,

B 3-32  {£ Hub [ HCE sh & H Pri EIGRP

config)# router eigrp 100
config- router)# no auto- summary
config- router)# network 172.16.1.0 0.0.0.255

(
(
(
(config- router)# network 192.168.100.0 0.0.0.255

5 BB &

Bl 3-33  {£ Spokel [|-HCH s AR H PP EIGRP

Spokel (config)# router eigrp 100

(
1 (config- router)# no auto- sumary
(
(

iy

1 (config— router)# network 172.16.1.0 0.0.0.255
Spokel (config— router)# network 192.168.1.0 0.0.0.255

Bl 3-34 {F Spoke2 e s &R H PPN EIGRP

Spoke? (config)# router eigrp 100

(
Spoke? (config— router)# no auto— sumary
Spoke? (config— router) # network 172.16.1.0 0.0.0.255
Spoke? (config— router)# network 192.168.2.0 0.0.0.255

3.5.7 EIGRP g9illit 5 if &

ESE B B B e B 22 )5 - AT DLAEH Gl S Hub & F EIGRP 4R E R & . Wi 3-
35 Tz s BEHFHG S (Hub) B4 S5 A2 Sl S 857 T EIGRP 948 &R .
Bl 3-35 #FH Hub EIGRP 48 J& 3% %

Huo# show ip eigrp neighbors
ITP- EIGRP reighbors for process 100
e [H8 .



H Address Interface Hold Uptime SRIT ERIO Q Seq

(sec) (m=s) Cnt Num
1 1/2.1e.1.2 TuO 11 00:00:17 90 2000 0 5
0 1/2.16.1.1 TuO 12 00:00:48 107 2000 0 5

el S (Hub) F&EF#EE EIGRP 222 3% & th, a0 5] 3-36 Py~ ] LU & B Ao
vl 55 (Hub) B 2822 2 3] 1 AN 70 S uly 5 D I 26 1) 26 i
Bl 3-36 & F Hub it EIGRP 222 3| 119 £

Huio# show ip route eigrp
D 192.168.1.0/24 [90/29737241¢] wvia 172.16.1.1, 00:01:17, TunnelO
D 192.168.2.0/24 [90/29737241¢] via 172.16.1.2, 00:00:53, TunnelO

A #5764 37 3k i (Spokel) & FH EIGRP (948 s 56 2, W) 23 % B 4% 37 ul i 2 4 $I1EPJL
vili T Bl A B UM AR R 5 B LTI A Sl A TRI Y A AR R SR &R L W] 3-37 TR, iX R A
R FUA A A 5 R4 S T A A A 22 R S TT 3 S Sl a5 a0 S 5 TR O AT AE 22 R
Wh B LAAY Sl i 2 a) ok B T AR R R

B3] 3-37 47 Spokel L1 EIGRP % J& 3k F#

Spokel# show ip eigrp neighbors
IP- EIGRP reighbors for process 100

H Address Interface Hold Uptime SRIT RIO Q Seq
(sec) (ms) Cnt Num
0 172.16.1.100 TuO 14 00:01:55 127 5000 O 7

11 AE 1 S vk 5 — (Spokel) & FH i i EIGRP 22 2] 2| (19§ i . W) 2 % B4 =7 5l 5 H 22
M F) T G kg YRR 25 IS s T A S 2 B H A g Sk A R R 2% 11 iR el an e 3-38
JIF 7 o 302 H 0 3 0 B G 22 11 19 7K 40 B R P S B0

Bl 3-38 #F Spokel it EIGRP 222 3 1) #%

Spokel# show ip route eigrp
D 192.168.100.0/24 [90/297372416€] via 172.16.1.100, 00:02:20, Turn=10

Fp T A Sk 8 HBE N 2 2 vhut il 5 P9 R I 25 B b 1 ) L T A PG 3l 8 (Hub)
19 % 18 422 11 b 5 P 7K -7 F e, an i) 3-39 o,
Bl 3-39  AE 0l A (CHub) 19 F% 38 42 1156 P 2K 20 81 4 v

Hub (config)# interface tunnel 0
Hub (config- if)# no ip split- horizon eigrp 100

oot o 5 (Hub) B 38 42 11 56 B K20 B R PR S . 76 43 323k 5 — (Spokel) |28 & %
W2 KB 3wl i — (Spokel) & 283 o 3l A B th P EIGRP 52 2] 3| 1 9 3w 5 —
(Spoke2) NFF I 2% (192. 168. 2. 0/24) [ & 1 , W5 3-40 Frow,

B 3-40  {E 5y Uk — (Spokel) | #F i #

Spokel# show ip route eigrp
D 192.168.2.0/24 [90/31017241¢€] via 172.16.1.100, 00:00:14, Tunnel0

L] 69 .



D 192.168.100.0/24 [90/29737241€] via 172.16.1.100, 00:03:44, Tunn=10

a5 0 B A T S, R AP Sl R — B2 B T4 S vl s N ER R A% 1 i LR
X A% B T — SR AR ALl 2 (172, 16, 1. 100)

£ 9 DMVPN 45 3 vl o5 (8] B 4238 15 9 Rt 9 Sk 5 — (Spokel) |22 > F| 19 192.
168. 2. 0/24 X Z&p& s T —BkN A Spoke2 k18 322 1 L 1P bk (172, 16. 1. 2>, ik, A
T AR Ay ol g3 27 2 B EIGRP B il o /%5 2246 b0 3 58 (Hub) 9 B 38 £ 11 | ¢ ] EIGRP
[ next-hop-self FF , W8] 3-41 Fras,

Bl 3-41  AE A0l G AR K

Hub(config)# interface tunnel 0

Hub (config- if)# no ip next— hop- self eigrp 100

E o FAE 43 33k 55— (Spokel) b F it EIGRP 22 2 3| ¥ #% i, 0T DL & B 75 32 3l o
— (Spoke ) AL i EIGRP 2 2] 3| 1 43 32wl 55— (Spoke2) PN & W 4% 11 1% i . 1 H.3X 4% 1%
A — Bkt A8 B T 4 S0 S T (Spoke2) Fg B 2 11 A9 HE L TP M hE (1720 16, 1. 2), T
) 3-42 FIr 7

Bl 3-42  {E57 Ll 5 — (Spokel) & F i EIGRP 22 2 3] 1) # i

Spokel# show ip route eigrp

D 192.168.2.0/24 [90/31017241¢€] via 172.16.1.2, 00:00:07, TunnelO
D 192.168.100.0/24 [90/297372416] via 172.16.1.100, 00:00:07, Turmel0

3.5.8 IPSec VPN B9 &

ACE DMVPN 1955 =0 2B & IPSec VPN, f£ DMVPN X/~ i g 77 . IPSec VPN
AT 55 SR X mGRE MUt 17 %% . 1 3-43 .4 3-44 Ff) 3-45 53 5 /R T 7€ H 0 3 45
(Hub) .43 32 vl 5 — (Spokel) Fll 43 52 il 25— (Spoke2) 'l & 1PSec VPN 1) 7.

5 3-43 Hub 'Y IPSec VPN AC &

Hub (config)# crypto isakmp policy 10
Hub (config- isakmp)# authentication pre- share

Hub(config)# crypto isakmp key 0 cisco address 0.0.0.0 0.0.0.0

Hub(config)# crypto ipsec transformm- set cisco esp- des esp— md5- hmac
Hub (cfg— crypto— trans)# mode transport

Hub (config)# crypto ipsec profile dwpn— profile
Hub (ipsec-profile)# set transform- set cisco

Hub (config)# interface tunnel 0
Hub(config- if)# ip mtu 1400
Hub (config- if)# tunnel protection ipsec profile dmwpn-— profile
5] 3-44 Spokel 1Y IPSec VPN A &
L] ?0 L]



Spokel (config)# crypto isakmp policy 10
Spokel (config— isakmp)# authentication pre- share

Spokel (config)# crypto isakmp key 0 cisco address 0.0.0.0 0.0.0.0
Spokel (config)# crypto ipsec transform- set cisco esp- des esp— md5- hmac
Spokel (cfg- crypto- trans)# mode transport

Spokel (config)# cry ipsec profile dmvpn— profile
Spokel (ipsec- profile)# set transform- set cisco

Spokel (config)# interface tannel 0

Spokel (config- if)# ip mtu 1400

Spokel (config- if)# tunnel protection ipsec profile dwpn- profile

IR BT XA A LR LRE PTALFRENEIEBEE 8 NE,
5] 3-45 Spoke2 ') IPSec VPN B¢ B

Spoke? (config)# crypto isakmp policy 10
Spoke? (config— isakmp) # authentication pre- share

Spoke? (config)# crypto isakmp key 0 cisco address 0.0.0.0 0.0.0.0

Spoke? (config)# crypto ipsec transform- set cisco esp- des esp— md5- hmac
Spoke? (cfg- crypto— trans)# mode transport

Spoke? (config)# crypto ipsec profile dwpn—profile
Spoke? (ipsec- profile)# set transform- set cisco

Spoke2 (config)# interface tunnel 0
Spoke? (config- if) # ip mtu 1400
Spoke? (config- if)# tunnel protection ipsec profile dwpn- profile

3.5.9 EF DMVPN KT

M AE DMVPN & 2l E 55, 6l 3-46 Fron A e LUl il FEH 1PSec SA R Y fg
i B o b AR B 1 BH 2 58 41 Bl 7 o8 vl o s R Ao Sl s Z BT B GE . 3X 7 Bk aE ] L) #
fift Ry AR (1) FEE oy SO A SR XA B T 2 T

5l 3-46 e 00 S (Hub) 8 F 1PSec SA KA

Huib# show crypto ipsec sa

interface: Tunnel0
Crypto map tag: TunnelO- head- 0, local addr 202.100.1.100

protected vrf: (none)
local ident (addr/mask/prot/port): (202.100.1.100/255.255.255.255/47/0)

. ?l [



remote ident (addr/mask/prot/port): (202.100.1.1/255.255.255.255/47/0)
current peer 202.100.1.1 port 500

PERMIT, flags= {origin is acl,}

# pkts encaps: 27, #pkts encrypt: 27, # pkts digest: 27

# pkts decaps: 26, #pkts decrypt: 26, # pkts verify: 26

# pkts campressed: 0, # pkts decanpressed: 0

# pkts not campressed: 0, # pkts campr. failed: 0

# pkts not decanmpressed: 0, # pkts decampress failed: 0O

# send errors 0, # recv errors 0

local crypto endpt.: 202.100.1.100, ramwte crypto endpt.: 202.100.1.1
path mtu 1500, ip mtu 1500, ip mtu idb FastEthermet0/0
current outlound spi: 0x26453A7A (642071082)

inbound esp sas:
spi: Ox11C12928 (297871656)

transform: esp- des esp—nmdo>- hmac ,
in use settings = {Transport, }
comn id: 1, flow id: SW:l, crypto map: Tunnel(- head- 0
sa timing: remaining key lifetime (k/sec): (4453822/3521)
IV size: 8 bytes
replay detection sugport: Y
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outlbound esp sas:
spi: (x26453RA°A (642071082)

transform: esp- des esp— mdo- hmac ,
in use settings = {Transport, }
comn id: 2, flow id: SW:2, crypto map: Tunnel(- head- 0
sa timing: remaining key lifetime (k/sec): (4453822/3521)
IV size: 8 bytes
replay detection supgport: Y
Status: ACTIVE

cutboumnd ah sas:

outlhound pop sas:

protected vrf: (none)

local ident (addr/mask/prot/port): (202.100.1.100/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (202.100.1.2/255.255.255.255/47/0)
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current peer 202.100.1.2 port 500
PERMIT, flags—= {origjn_is_acl,}
# pkts encaps: 10, # pkts encrypt: 10, # pkts digest: 10
# pkts decaps: 12, #pkts decrypt: 12, # pkts verify: 12
# pkts campressed: 0, # pkts decamressed: 0
# pkts not campressed: 0, #pkts capr. failed: 0
# pkts not decanmpressed: 0, # pkts decampress failed: 0

# send errors 0, # recv errors 0

local crypto endpt.: 202.100.1.100, remote crypto endpt.: 202.100.1.2
path mtu 1500, ip mtu 1500, ip mtu idb FastEthermet0/0
current outbound spi: 0xC57B447A (3313190010)

inbound esp sas:
spi: UxBOASSEES (2963639913)

transform: esp- des esp—nmdd>- hmac ,
in use settings = {Transport, }
comn id: 3, flow id: SW:3, crypto map: Tunnel(- head- 0
sa timing: remaining key lifetime (k/sec): (4476128/3583)
IV size: 8 bytes
replay detection sugport: Y
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outhamnd esp sas:
spi: OxC57/B447A (3313190010)

transform: esp- des esp—nmd>- hmac ,
in use settings = {Transport, }
conn id: 4, flow id: SW:4, crypto map: Tunnel(- head- 0
sa timing: remaining key lifetime (k/sec): (4476128/3583)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

cutboumnd ah sas:

outlhound pop sas:

) 3-47 7 hAESr 32k 5 — (Spokel) & FH 1PSec SA RA M {5 8,
BBl LA AR IEF SO T 40 30l o0 K2 430 55 e il 05 8] (1) K 8 BEGE .
5 3-47 & Spokel |11 IPSec SA Jk&

b f

Spokel# show crypto ipsec sa



interface: Tunnel0O
Crypto map tag: TumnelO-head- 0, local addr 202.100.1.1

protected vrf: (none)
local ident (addr/mask/prot/port): (202.100.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (202.100.1.100/255.255.255.255/47/0)
current peer 202.100.1.100 port 500

PERMIT, flags= {origin is acl,}

# pkts encaps: 64, # pkts encrypt: 64, # pkts digest: 64

# pkts decaps: €5, #pkts decrypt: 65, # pkts verify: 65

# pkts campressed: 0, #pkts decampressed: 0

# pkts not campressed: 0, # pkts campr. failed: 0

# pkts not decampressed: 0, # pkts decampress failed: 0O

# send errors 0, # recv errors 0

local crypto endpt.: 202.100.1.1, ramote crypto endpt.: 202.100.1.100
path mtu 1500, ip mtu 1500, ip mtu idb FastEthermet0/0
current outbound spi: Ox11C12928 (297871656)

inboumnd esp sas:
spi: Ux26453A2A (642071082)
transform: esp- des esp— mdS- hmac ,
in use settings = {Transport, }
conn id: 1, flow id: SW:1, crypto map: Tunnel(- head- 0
sa timing: remaining key lifetime (k/sec): (4554870/3343)
IV size: 8 bytes
replay detection supgport: Y
Status: ACTTVE

inbound ah =sas:

inbound pcp sas:

outlhound esp sas:
spi: Ox11C12926 (297871656)
transform: esp- des esp—nmdo>- hmac ,
in use settings = {Transport, }
conn id: 2, flow id: SW:2, crypto map: Tunnel(- head- 0
sa timing: remaining key lifetime (k/sec): (4554870/3343)
IV size: 8 bytes
replay detection supgport: Y
Status: ACTTVE

outhound ah sas:
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outhound pop sas:

A S vk A [E] 0 B G R T 8T 1, 8] 3-48 T s R AE 4 S0k S — (Spokel ) f# ] ping fil
K AT ST A R, B A HE T 4 S0 R A PR A
Bl 3-48  {E 73 Ul 55— (Spokel) FA# ] ping W3 fish A 43 52 3k x5 8] I &

Spokel# ping 192.168.2.1 source 192.168.1.1 repeat 100

Type escape sequence to abort.
Sending 100, 100- byte IMP Echos to 192.168.2.1, timeout is 2 seconds:

Packet sent with a source address of 192.168.1.1

AR N RN R NN

Success rate is 100 percent (100/100), romd- trip min/avg/mese= 88/113/212 ms

157 vl fi— {8 ] ping M fisk A 1 43 >l s 18] 1) % 38 2 ) s 1976 79 33 £ — (Spokel)
#r & 1PSec SA B, 25 F B 43 Sl i — W50 Ll 25 7 2Z [B]19% 75 @37 1Y [PSec SA B8 , Wi
3-49 w1 B s2 38 53 T s

5] 3-49 1r Spokel I'#FH IPSec SA K&

Spokel# show crypto ipsec sa

interface: Tunel0
Crypto map tag: TunelO-head- 0, local addr 202.100.1.1

protected vrf: (none)
local ident (addr/mask/prot/port): (202.100.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port) : (202.100.1.100/255.255.255.255/47/0)
current peer 202.100.1.100 port 500

PERMIT, flags= {origin is acl,}

# pkts encaps: 91, #pkts encrypt: 91, # pkts digest: 91

# pkts decaps: 90, #pkts decrypt: 90, # pkts verify: 90

# pkts campressed: 0, # pkts decampressed: 0

# pkts not campressed: 0, # pkts campr. failed: 0

# pkts not decanmpressed: 0, # pkts decampress failed: 0O

# send errors 0, # recv errors 0

local crypto endpt.: 202.100.1.1, ramote crypto endpt.: 202.100.1.100
path mtu 1500, ip mtu 1500, ip mtu idb FastEthermet0/0
current outlbound spi: Ox11C12928 (297871656)

inboamnd esp sas:
spi: 0x26453APA (642071082)
transform: esp- des esp—nmdd- hmac ,
in use settings = {Transport, }
comn id: 1, flow id: SW:1, crypto map: Tunnel(- head- 0
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sa timing: remaining key lifetime (k/sec): (4554867/3247)
IV size: 8 bytes

replay detection sugport: Y

Status: ACTIVE

inbound pcp sas:

outlhound esp sas:
spi: Ox11C12928 (297871656)
transform: esp- des esp—mdo- hmac ,
in use settings = {Transport, }
comn id: 2, flow id: SW:2, crypto map: Tunnel(- head- 0
sa timing: remaining key lifetime (k/sec): (4554867/3247)
IV size: 8 bytes
replay detection supgport: Y
Status: ACTIVE

outlhound pogp sas:

protected vrf: (none)
local idident (addr/mask/prot/port): (202.100.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (202.100.1.2/255.255.255.255/47/0)
current peer 202.100.1.2 port 500

PERMIT, flags= {origin is acl,}

# pkts encaps: 95, # pkts encrypt: 95, # pkts digest: 95

# pkts decaps: 97, # pkts decrypt: 97, # pkts verify: 97

# pkts campressed: 0, # pkts decanpressed: 0

# pkts not campressed: 0, # pkts campr. failed: 0

# pkts not decampressed: 0, # pkts decampress failed: 0

# send errors 0, # recv errors 0

local crypto endpt.: 202.100.1.1, ramote crypto endpt.: 202.100.1.2
path mtu 1500, ip mtu 1500, ip mtu idb FastEthermet0/0
current outlound spi: Ox/76D9603F (1993960767)

inbound esp sas:
spi: OxSDO96EAD (1560897709)
transform: esp- des esp—nmd>- hmac ,
in use settings = {Transport, }
comn id: 5, flow id: SW:5, crypto map: Tunnel(- head- 0
sa timing: remaining key lifetime (k/sec): (4515917/3544)



IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:
inboamnd pcp sas:

outbound esp sas:
spi: (x76D9eD3F (1993960767)
transform: esp- des esp-mdo>- hmac ,
in use settings = {Transport, }
conn id: 6, flow id: SW:6, crypto map: Tunnel(- head- 0
sa timing: remaining key lifetime (k/sec): (4515918/3544)

IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

cuthbomnd ah sas:

outlound pop sas:

L5 !

1. I WESIE] 3-13, kW7 76 fd ] I 25 i hbk F e (NAT BEAR A EE b, = B REE (] AH
NE FIE L E I

2. fEZ ULyl g3 B vk 57 IPSec VPN I3C5H, il H ANBCHE ip route 2. 2. 2. 0 255. 255.
255.0 202.100. 1. 10 A A8 i LB 3-5)2 4o 53 i 5256, F W BR 1% 80 25 & th )5 L a8
{5 ok SE B, 3X I /s i 1 2% Sitel &35 BT 2 YRy K 2 1) B ph 2 R0 DG I o %22 me 55 1y 2

3. 7€ mGRE #i b . NHRP B94E & 8 7 22 55 okt 55 9 30 b kb 2 8] % B 5 56 2R . 3 i
245 15, BH JHC At 5 A 2L T e Y & L PR IR AR

4. B FiE i+ OSPF #y2 DMVPN 5if i EIGRP # 57 DMVPN A W86 R[] , 331 22 38
fifi 1 OSPF 1E R 345 i th Pk 58 i DMVPN 19 525

. ?? .



F48 BHERES5 SSL VPN
4.1 SSL b it

4.1.1 SSL Bt

e E LR TN —ZRAE LB SN et qd —FRie. AN ALK
25 B AL 2 R — IR, 25 H P R AR AT B R — JCFr H, 45 5 3 P b o B s ] 22
R ERXMERT N T 2 A N 2% =l o N 2 i s iR L R, T8, BEEBZEM LR
= AF B Bl ST R B (DARPAY I 5 T . T 1992 4R FF 4G 17 %) TP 22 4 Pl i i 2 L iX
PP R i 2T 1993 FA5 B A A, Wt /25 3 S 411 [PSec PRIXAEZR

{8 75— IR UL AR AN TG IE 1, A AT TIA O, 2248 L OE 512 I 28 4, BL 2 VR R 50 4 Y R B o
0 2 v 3 S 11 5 XAE A BE B PRV 28 Ge A 3R 0T 1E 1R 250k 1 L et e A ¢ >, K] OGN 92 A
Zom 240 F A e R, B 0 SR A N ] JE 32 I8 vk s e B0 A N R T B A
DR sk 3w 1 T 58 0 A0 A% S 2 48 ] — i 57 1 2 B B0 PO 32 It 22 e PR R B

1994 4%, M5t ml o8 1 ORBE Web B+ BB F 550 5 1 & 4, i T |7 SSLOCZ &
PO, Ms/aArllFLHMN S SSL fiEdk Web 2R, —4 2 )5, M 572y A
RIS T 28 2 28K 5% Paul Kocher, BFiH A& | SSLv3.SSLv3 H A 21 SSLv2 11 &
il AT TG 24T SSLv2 #E4T TR O HE R E .,

b A5 2% v i w7 R Bl 4k . SSL H @ 8 &5 b & i e X 18 8 g T YL A2 3h d i
CEICAH ) 198 3 P S AR 0 i TPSec f B 23 22 4 500 00 200 1 X B8 12 4 |22 %% TPSec
VPN % P, B E 22 EcE . A SSL W2 .1 T SSL JL'FINELE T Irf
w00 N A P R DR P T s P i, 0 v) DL i SSLL PR BEGE A 19 2 4

4.1.2 SSLBITEAK

SSL F1 IPSec —#f , 0] DA 2 Z5C40 32 16 B 25 % | 58 B Fn oAk 3 4> 7 mm iy 9. A
SSL E B33 3L T TCP R il . B itk SSL il AR i 12 & 4 T TCP Fimi 2 Z 8], &
PRI PR Z . SSL il s = H SSL 48 T Ui =, Hoop SSL dl T P s = o] KL
SSL 428 F P . SSL %5 81 2 pisl Al SSL A5 & P i, i 4-1 s,

51 F 2P
SSLEEFHMY | SSLEHEMIIYL |  SSLEEHhL
SSLiZ R
TCP
Ip

& 4-1 SSL il 59 4H i,
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{E SSL sl 9 2, SSL il 5k = AR & E L anfep X5 | 2 19 i 17 B 3%, 1 SSL
12 T Up i AE FH 0 2 A 8 5 1 BU7 Z 8] Pl g %

1. SSL #Z F i

LT EA P o T PR s i 1% fn , I i SE o 41 SSL 4 PR iny TAE 7 20, 35 i
it , SSL 4= =P i B i8I 2 2 vk i {5 00 AT DL In % B i SR8, B 1R) TAIE ) SSL
2 F A RmAE 4-2 s,

% F i Ak 5545
N
Gl — PR FLER
4 Client_hello(il%&{F EHIRT)
J T2
P
BlE— P EPLER2
AN
Server hello( N7 EFIR2)
B P RS BT (R A TR S B H))
:"\ iR O E U2
SR AR 55 g E 1
%
D wpmpmEbmazrmeay 0 ||
yd
%ﬁﬁﬁ!ﬁ'\iﬁ%iﬁ‘ﬁ
FHE R E T FE I ETYE B(CLE P iR LS TTZER) _
v
SEE R BN 2 4
AN > S I%3
N
{31] 22 711 7 PMS( pre-master-secret)
V%
RS54 A AR PMS TN . L XRS5 _
™. -
{#i FHPMS . Rl'q?DRZiF/%&MS(mastcr—sccwt) {HHPMS . RIFIR2{} & H MS(master-secret)
(s FHAMS{E ) S8 e b TN & _|
SSLIEF#% 11
= - gR4
N (i FIMS (B S FE 0 7 0 2
N SSLIZFL 11

Kl 4-2 XX AERY SSL 1 F i 72
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& T, SSL 48 T B v DLRAR 43 A LT 4 AP IR,

AIR 1 PGB Br . & a8 — A BELEL SR 5 ad i Hello 16 B (F7 24 ClientHello)
R X AN FEHLEGE [F] A & SR I MRS SN 28 53035 0 4 305 ik 4 e 55 A o IR 55 e A 1%
e 3] 2 71 i A 3k 0k ok 1) Hello 16 B 2Z ) A FE €1 8 — A B AL, I8 1 Hello 16 2 (FF 4
ServerHello) K iX A B HLECGE [R] B S 2 856068 FH i P i RiUAS I 48 5k MR 4R 500k R iR 4R &
J i

AR 2: NIRRT BL, M55 a4 &3k Hello {H B AR A il BB 2K 4% A S A8 IE
PR E G P i (BR R Certificate 1H B » HH iK% 5 I B 20 7 Y A C I IE A5 A 3% 5 K (FR
# Certificate Request JHE) . &1 v £E RN A 55 a R 1E 15 2 5 (8 23 %] Al 55 a0 19 1k 15 i3F
ik, WORA R, e AR E A IR T % 2

ABR 3 WH R BB, fESRE 1 AR 55 A5 1E 22 0n s WPR S s R 1R 55 v koK
() Certificate Request 18 B A8 A % J i 5t 2 K BRI 55 25 1935 oK B 0 5 A 2 A8 E B &
K MRS Ar . IRS5 AR TE RN & P S 1 E B2 e, X & Pom st r wmuk, 73Ah. oA T ik
{19 2k T 0 B B2, 25 )7 s i 23 X I RiT BT A 48 T E B PR A T RO s TR (s RO PR R R
(10 530 X 3z B A5 R AT I R X A TH 8 KR 25 IR 55 4 LAZZ B0 ik . B ISE S 2 P s o 23 )
—/NFR A pre-master-secret [1 Bl AL, I 48 FH Ale 55 &% & 6 i R 19 A A X H k17 Ina . ik 5%
i AE PR R X N TE B (B R ClientKeyExchange {H 8 Z )5 .2 M B & A EH XX 4~ 18 & 9
171 % .43 5] pre-master-secret, TJ&, k55 &% A% 1 S i 238 pme PR 762098 1 )
219 BE ALK 5 master-secret,

LR A B TZOEBr B, 55 48 M%) dm 23 5353 Gl i3 ChangeCipherSpec 1H B 5 1%
viig G )5 5 ] master-secret XJ 3% 35 37E 17 001 %% R % HF 1) X5 07 A ik 25 R R F b B2 1 E B
(# & Finished JH B2 .

MR VHE kR R A SIE B (Ul Certificate) &= 0] 9619, b . i TS PR o,
P S 19 B oy A7 B AT D R 55 A R RS 2 a1 % 0 e R IE ]S .

2. SSL ig F il

SSL i s Up s iy H 1 & g SCAT 1% FJ= B sC, 3axX Af Bp 801 32 22 4500k 2 R B0 3% 70 il
KT 214B M58 e, SR8 0 Bdis Bt A7 R4 i A% . B R AR An & 4-3 o,

An P [ s, SSL i s P i 3) 26 B804 0 19 77 2002 R 4 B0 % o BRI B L AR Je AR i P
g 1 F. 4 7 X B0 B ol e Ay P g . O 1 B O B30 A A ok B b AN 23 B B, I R
4t o3t B B H B RERS (MAC) L % [R1 8 B — & #1732k, e, b 1 R B S
I ELE T RG22 M A MAC 19 20s Bt 47 s A0 ¥ 58 e FE 3 2 il &=k ixX il %
S AR I SSL BT A B T A A Sk I 520 19 P % R
PEIC K . 0 A2 S P 47 4% Fag 119 20

Zr LRk, A % WL 9 SSL i {5 o F o, & 9 w5 i 55 A% 22 1R A2 i i TH 2 4-4
Jr 7 .

FE. B 4-4 Frie iy ServerHelloDone H & XA £ B 4-2 I~ 0948 F i 42 PRI &
k., BB 2F.% T ServerHello #2 ServerHelloDone iH & 9F, H 4l 74 8. 4R 2 4 & (Bp +T
)R #E ey, ® ServerHelloDone 89 Azt Al K P ot ME B CE AR ZZH LW A

. 80 o



55 4s
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fﬁﬂﬁﬁﬁﬁ GVEEIES
/'ff — M‘\‘\ "/f A \\\R
Lo = T . Ve ] A Y
R s HaEs EEsh2
A
45 i I
v
2277 R 48 e /Y 2t HEEE IS /Y SN AN =i 24t g5 5 RY
EE ] HhEEh2 Rk BLHEER2
225t Ea e 2 EYE I £33t R IS 2t 4R Y
wgEbel [MAC spEsh  [MAC sipEsh | MAC psk  |MAC
T A
Rﬂif R
TN e B A e 1 TN Fe B #HE2 M R M e EE2
L] =L A
—~ SRIeEh = EHE K
idxk | NEENEGEL | ]33k | NEREEHE2 ikl idK2
o o5

Al 4-3 SSL g g Bl

Ak 55

W= 1

ClientHel]o

ServerHello
//,’(}_L,,,W/
ServerHelloDone

C]iEHtKE}’EXChﬂnge

“‘“—--——-—_______Cmﬂ___l_]g_c_(:ipherSpec
Finished

\

ChangeCipherSpee
‘/FWLJ_,/

1% S 1L FH &

— - |

& 4-4 SSL #9315 i 72
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EX TV R2FOMATRARL  EZTRXFTHTEFTREIGHE, wBHI4APF,ZF
P3| T ServerHelloDone i§ &, P T A H# A EHAN IR, RFELRAS FiE L
CertificateRequest 4 B 77 K% P 3% L% | THHEP

4.2 SSL VPN ik

4.2.1 SSL VPN 5 1PSec VPN BIX%FEE

SSL VPN Fil IPsec VPN &A Gkt 5 fd H9 R EE . fE4.4. 1 . AP E &3]3 SSL
VPN IG5 I3 998 >k 5 & B & ) S0 7 8, 5 2 B & P ovm b 223 BT B,
[PSec ML A AE T & $EAE A9 s R IE 58 B o i . i B A ST 1 A4H R BC B i & Z 18] A
e v % N L EL SSLL VPN H h%4, % 4-1 N IPsec 55 SSL WIXf 1L,

& 4-1 IPsec VPN 5 SSL VPN @93t Ek

2] W SSL [Psec
Bk Z ek H =
il & XE — X
o & — &

4.2.2 SSL VPN By 3 fhiEEFR

B i A A RE L 92 B SSL VPN & 454 3 #h oL BIJC & 1 dim SSL VPN, 98 & 11 i
SSL. VPN Fl152# f#) SSL. VPN % F' i i 7] .
Jsi 2 S, TC K i) SSL VPN 82 JC A 7E 75 )7 S 1 25 b G B AT An] B, B 4 4 4] i)
Yo aw AR ERE . W T X R E R DT A KRR RN T SSL 1 & T A% AR T D Bk
MR 2, 76571 ,SSL VPN JLP w2 & ) i i 18] i X 44 7
I 2 P g e e T B R P i b I T Java 9 /NFE I Capplets) o 67 T IS 86 5 2L oo
SSL VPN B¥ il 4756 K 089 00 1 L % B8 7 2 W W RH E () 35 11, — ELAG 88086 0 0k A 1203 11 thﬁ
it SSL VPN i 245 Ho g & 245 SSL VPN W 3¢, H- i SSL VPN [ 5C fif 35 B4 00 Ho % K 45
HOM % 4. 6 T bk T/ H. 5 % 5 im SSL VPN L % 8% FK 8 ¥ 11 5% & (port
forwarding) , XF 5 XN T L 7L % P dm e & &8 BEFe )y A ol 1 0% 5 b 119 3% 42 B AT 28
Foor KA T SSL TE Gy BAEYE T i L 3
T8 s A Bk, 3l i 2 T % P i 1) SSLOHUR IPSec 19 I 75 # i . BB A
P& T — 3K FF M Cisco AnyConnect VPN Client [ 3 il P 77 58 5 3 o532 2% 1 v 3 A
K SSL VPN, £ I 7 58 0T DL AR A5 40 [R5 T 74 b o 2% — A 114 o AR G o X Al i e 7 58 1]
SR L R H AT — i AR B AR ST LA S BT R I £ 1) 58 4 nl . T HL T
117‘réé°ﬁ'nﬁﬁ%#%¥ﬂﬁﬁ% P 1P 19 5 Crip g A o7 2800 — i B RE PR 7 3L T Web 19 1
AL IR =525 T TCP M AD LI X B S8 36 H TPSec 5 SSL Z K, & 4-2 X 3 ik
$2 97 S & 1
e 87 .



F4-2 SSLVPNHIIFMEEFR

% 527 3 T P i & Vi 5€ & & P Ui
- T 2 3% 4l A . (B & S B N
ERWERE P WERF | & P 5 B o
BT Web, i F BB R M SCHF | 2T Web, i BB F1 30
SCFFHYNL S5 22 {137 Fi S22 6 1 2T 1P MR

4.3 2L % ) 4m SSL VPN

4.3.1 SCIGHRFH
B 4-5 SR aof B A S8 B e & P g SSLVPN W52 55 4b

& F i k55 ds

AAARRFS 4

192.168.1.0/24

]

=V .1 10

172.16.1.0/24 10.1.1.0/24

10 254

1 e Inside

Internet

PC

FTPH:

N

e

Bl 4-5 T A L BB P sin SSL VPN B SE B 9 £

{EBE 4-5 T/ 7 SSL VPN 8 % 1 S 5 56 9 Fh 0 L 2% &% Proxy & N 3B Web i 55 4%
Inside IR 3. &A% Internet B4 H BRI LS. 525000 H 1921k PC(192. 168. 1. 1) 0] LL{d
FH Y8 4 il af SSL VPN [uj 2480 HTTP it 5% 4% 1Y Inside #& 4% (10, 1. 1. 1) A %2 219
Web ila], A, PC i DLl i SSL VPN %8 8] Inside #% H 7 AL telnet 45 H 7 [A] ,

4.3.2 EXERixSSL VPN (B &

1. M EE
] 4-1~1] 4-3 B /s ik 25 00 iR AL B BT 7
5l 4-1 Proxy Y3 ARN H

enable
configure terminal
hostname Proxy
interface FastEthermet0/0
ip address 10.1.1.254 255.255.255.0
no shutdown
interface FastEthernet(/1

. 83 [



ip address 172.16.1.254 255.255.255.0
no shutdown
1p route 192.168.1.0 2535.255.255.0 172.16.1.10
usemanre ssluser password ssluser
aaa new— model
aaa authentication login default local
ip htip server
ip http secure- server
line vty 0 15
login authentication default

5l 4-2 Internet Iy 3EATD &

enable

configure terminal

hostnameInternet

interface FastEthermet0/1
ip address 172.16.1.10 255.255.295.0
no shutdown

interface FastEthermet0/0
ip address 192.168.1.10 255.255.255.0
no shutdown

5l 4-3 Inside I (93D &

enable

configure terminal

hostname Inside

interface FastEthermet0/0
ip address 10.1.1.1 255.255.255.0
no shutdown

ip route 0.0.0.0 0.0.0.0 10.1.1.254

usermname sslvpn privilege 15 password sslvpn

ip http server

ip http authentication local

line vty 0 15

login local

2. 10S SSL. VPN WL &

1) BE#E MK (gateway)

{E SSL VPN # 85, Proxy J&— N 1E VPN & FVRIELA A W45 9 35 22 18] (1948 35 AR 55 &5
{£ SSL. VPN B% il 6B 0% @ 37 2 0l » 75 2245 B O R HK — A2 M TP sl #2 11 . ik VPN I a] LA
i D0 W 4 A e A TP kb ol & FHLAA SR B SSL., W EB 42 — A M E # 3 E 19 il
B AT B E T, AR context Hnt X BLE S I OE HEA TR .

P 5 A9 e o R A 4-4 Ol

B 4-4 YN E

e 84 .



welvn gateway sslvon

Ip address 172.16.1.254 port 443

inservice

httpp- redirect port 80

53] trustpoint TP- self- signed- 4279256517

i [ BT AERC B FE P, 75 B |/ o ik A webvpn gateway P B #5220 3F & X webvpn
%, A4S webvpn gateway sslvpn FIAE HI 30 28 W 56 18 24 FR € LR sslvpn,

fﬁ?%léﬁﬁ%%zax webvpn M SCHY TP Hohik Flde 115 A il e SCAY TP b hik oy 172, 16. 1.
254, ¥ 152 443,

1EBRUCIRAE T s webvpn J& 3 A9, A I A6 BT F B 75 223 0 A5 2 inservice 2K F 8l B

I Ah B 5 n] LL7E webvpn gateway EEEHI‘\—FEEIDJ%H fEA BB TCP 80
i F1 ) HTTPS i e m] 3 7 TCP 443 S 1, 3% — 26 & il ik i #4E .

fECE SR . R 2 A o Al R EK sslvpn ['I’Jﬂbc%%ﬁlﬂ: 5.

2) BCHE context

fE5CA 1 SSL VPN M2t & 2, F— & &% X —1 SSL VPN context, {E
context H, & B 51 n] DL H — 26 58 W& K AT 4% B2 ) 7 B gH 17 PR AL 35 A e 9 7 a0 &%
A AR S T A 2 A 3K O 2 uh L AH B B B R W .

HAAR R Be B g B an i) 4-5 FfroR

5l 4-5 context ML &

welvpn context sslvpon— context
aaa authentication list default

gateway sslvpn

m BN AERE SR, T E B L A webvpn context BE & 3 3 & X webvpn
context, uu 4 Webvpn context %%lvpn context FI’]{’I:H‘]E{JE%;‘EX—W cuntext,ﬂ-rlﬁ-,,{ (874] Z ji!

sslvpn-context,

2P JEAEIX A context H N VA TE 5 BE - AE AR ) Hp L s T SR DA Y SR g . B 3 o AR il
19 ;24 R 500k FH P 3 4Gk .

B F R BAEX A context I HIZLER 1 HE LM & sslvpn,

a2 inservice K F a3l TG X 4~ context.,

3) A PERNCE

FIX B EE P i R E b FE g5l P E5Een] UAE PC F AT H X %
for g Al 172,16, 1. 254 g4, HAESEPria HIvh, 1 7 X SSL VPN K P it 1y
B PR ) R A T G B AR RS R URL %1 3% .

m%%@mmwmw%ﬁSﬂﬂ@NWﬁ%LW%LE$%ﬁm%& £ — 4
context H, 0] L X2~ K Wg (7 H A Horp 22 — B 98 47 e B al BRI\ o g . TF R 19 H

PRSI HEHP R — AR, S AAA RS ax B 25 PO uE R ) ) Hlx%%ﬁ”ﬁ‘jﬂfﬁ
J“J’J\EE—*-I FrE WAL KRG . (A5 10S # i a5 5 A BRI ] 532 8U5 B8 24 0% a0 2 8 2R
AR W N B X A4S P 20k
e S5 e



20 3 g 1 HAAR L E 7 S anfe] 4-6 Bk,
BBl 4-6 H webvpn & 4 K HE

webvpn context sslvpn— context

policy growp sslvpn- default

defanlt— group- policy sslvpn- default

e, 831 5 AT 4-5 5 LIRS 24 4 sslvpn-context [ context, £ H. 1 5E
T —44 R sslvpn-default 1945 W% . F8F A5 2 X4~ context 19 ERIA 4] R WK .

A, i A PR B A BE AR G H P B S s A URL, b 0] PLAE AH B2 1Y context H O
SSLVPN At # URL %% (URL-list) . FARMEC & 7 i anfi] 4-7 fiis

Bl 4-7 L URL %]

welbvn context sslvpon— context
url- 1sit sslvpn— Urllist
heading SSIvpn— Urllist
url- text SSIvpn— Urllist url- value htip://10.1.1.1

policy group sslvpn-— default
url- 1ist sslvpn— Urllast
hide—url-lbar

£ A a3 5 AT 6 4-5 HE LIARS #4 4 sslvpn-context [ context, 7 H
& T — 440 sslvpn-UrlList i) URL #13&,  [A] iR 45 2 51 f ] @7 % heading 93X 1> URL
L LT — 8 (SSLvpn-UrlList) , 73 4b i@ i {# a2 url-text #4745 ¥ 5L
BE4E http://10. 1. 1. 1(Inside &M a5, B HTTP kR 55 a5 9 1P #bhl) 48 URL #FE P B n H
%% SSLvpn-UrlList,

e A FR R AR 4-6 A S 4o wg CJR] B 0 02 BRIA 41 R 18 ) sslvpn-default 8 ] T
XA URL 03 A L RCh BN 5w iy — &8 4. dwe i o 4 38 B3 3 0 5 4 hide-url-bar B3
gk | URL HuhbA=, A5 Ik B S5 A URL #ihk .

3. 10S # % P SSL VPN fHE X B &

98 % s AR AL G LU IR B

o i 155 % (port-forwarding)
e FHEPXIH (smart tunnel)

RT3 930 X 3K 1 AR AR 1) S B T I AT A A

1) ¥ 5% K&

w4, 2.2 5Pk w5 & B AR AT L] R 1 e W 26 i ] T DL o SSIL VPN % 3 1
B i . VR KR R P iR U SSL VPN £ AR, A ik HalE T3 TCP i R O
A-1) . BEAN . FR T S 15 e T 45 e I 4 v 11 5 DR ke B RE G s e 2 o 11 A 2 FH Bl 95 54 7

LA S i 1% AL W 2EAE SSL VPN 5 F AT 4 5] 4-8 e 7 1) Bic

Bl 4-8  Tig B 11 5% K&

welvpn context sslvpn— context
L ] 86 L]



port- forward sslvpn—port
local-port 1234 remote- server 10.1.1.1 ramote— port 23 description
sslvpn— PortForward

policy graup sslvpn— default
port— forward sslvpn-— port

el s B G HEA T B 4-5 PECE MY context sslvpn-context. 3 7E H: H il i 4y 2
port-forward %€ X T —1 % F sslvpn-port ¥ ¥ % & H., SR8 H G H 2 local-
port fEAS M ¥ 1 1234 5w ik 10. 1. 1. 1 Al s 23 Z [BIEE S T i V7 K& HH
H A A & sslvpn-PortForward .,

ERREI G FEA T B 4-6 HE LAY 4 g CJa) I 02 2R A 41 K W) sslvpn-default
th e Hoip il ]y & port-forward 38 ] 1 W W BC & 13X 4~ 44 4 sslvpn-port 19 ¥ 11 5% &
H.

2) B fEk%iE

B HE B B I AE FH 5 s 1 5% A O 26 0L, ARAE 3 B nl D o B RE Bk 8 5 AR 7 SCWP 2 N ]
] DL Gk B 1 A i A T AN R g a3 S Ny FH A s 11 o DRI i R B R T IO e g 4 g
TR N AT 5% A . (B RE R 18 B AR A7 BRI, & Had ] T 25T Windows RELIN % ) i ix
F o EAEREMN — )&, 15. 13T Z i 10S A AL FF SSL VPN 5 RS ia £ R . A4
i1y LG oo g 11 5% R 58 2 % 7 v SSLOVPN s ] (19 {CEE

FEAR SR ERR I L T ZLAE SSL VPN W& AT an i) 4-9 R (9 e B

Bl 4-9 Mo B4 RERE IH

welvpn context sslvpn— context
gmart— tunnel list sslvpn-— smart
appl sslvpn— smart telnet.exe windows

policy graup sslvpn— default
smart— tunnel list sslvpn-— smart

an Ao s A PR B e AT B 4-5 P ECE Y context sslvpn-context, H A H op i i Ay 2
smart-tunnel IE}{ T —""I\‘fﬁ j‘] sslvpn—smart I'I/J fﬁ' ﬁ% %Jﬂ ﬁ: L o ﬁfﬁ‘ . ﬁﬂ;ﬁ !ﬂ ﬁ H ﬁh‘f“ appl
il telnet. exe 2X 4~z FHI AT LLJ5 ] 3 HE B 38 . 72 00 58 4% 194 58 bk 18 W FH U7 7] 51 2 AR i b
) 24 1 5 78 2 sslvpn-smart,

ERRVEH G IEA T B 4-6 5 E SCHY A RIS CJR) I 02 BRI 41 5K %) sslvpn-default
th, {L,H':F'{ﬁfﬂﬁ?f{)‘ smart-tunnel list & F 1 W FIEC & 193X~ 28 4 Sslvpn—ﬂmart 1) & HE b 18
%H.

4.3.3 EZXZ RFiH SSL VPN gk

B G .78 PC AT YE 4% A8 M hE A2 5 A HiuhE 172, 16. 1. 254, -5 A H ™ 24 FUE 65 . 5
o] DLEFE 4-6 Fros g A,
eI 2 PC _E X #& 4% Inside A& ping WA, o] DU B HBHE 10, 1. 1. 1 A ATIAH .
PRk fE PC il i telnet #2)F UGl A & 1Y 1234 ¥ 146 I o S 11 5% %, W1 4-8
JlF s,
e 87 -



lab | Home | Help | Logout

//- iii].i[kfifmi |§E’~ﬁ English -

L, ]

=551 vpn-UrlList Thin Chent [stan
+ 551 vpn-UrlList ﬁpplmhon

Smart Tunmel

\ XTSI RI4-Th E has started
S [ b7 81 (heading) FJURL
A (url-text)

SSLVPN Service

El 4-6 ik SSL VPN

:\UserssGlobellping 18.1.1.1

f Ping 1@8.1.1.1 B 32 '—r—T'EILI""L'#E
£ H 192.168.1.18 E"I@ B: I e
ZH 192.168. :

ZH 192.168.

H=H 192.168.

:slserssGlobe 1

A 4-7 i Inside B9 7] 3k

Zoll{EF Microsoft Telnet Client

—— A

Escape {771 ’CIRL+1’

icrosoft Telnet> o 127.8.0.1 1234 _

A 4-8 PC X HCHA 1234 % O K telnet 15[

Vi ln] Inside #% a5 B2, a0 & 4-9 M 4-10 frzs

ser Access Verification

sername: sslupn
Password:
Insideftwho
Line Uzer stis Idle Location
A con A i AA:3A:58
*= 2 vty B ss1lupn i fB:AB:80 19.1.1.254

Interface User Idle Peer Address

Insideflexit

Al 4-9 18 ¥ O % & X Inside £ H 2% &2 telnet 177

T2 fE PR E FR L E PC ¥ Windows R G011 H 15 " F% 5 . 1

1. 1. 1(Inside F& M ar 9 bl A0 4-10 Fiois

W 4-11 P i o B He B 8 5 AR, [F)RE ] LLE & H 46 Inside #1705 1]

iz 17 telnet 10.

£ CLI FtmH, 48 30 53 o] DL 55 45 2 show webvpn context SR F 5 context A KM%
B SO s 4-10 P,

5l 4-10 A FH context i EH HIRE

Prosey#  show webwpn context sslvpon— context
Admin Status: up
88



Close this window when you finish using Application Access.
Please wait for the table to be displayed before starting applications.

If you shut down your computer without closing this window, you might later have
problems running the applications listed below. Click here for details.

Name Local | Remote Bytes Out| BytesIn | Sockets
sslvpn-PortForw...[127.0.0.1:1234 [10.1.1.1:23 47 87 0

Reset Byte Counters

B 4-10 585 ¥8 0% % 3%F Inside B i 55 & 72 telnet P

| telnet 10.1.1.1

K 4-11 7E PC EF3i&4T telnet 10.1. 1.1

llzey» Access Uerification

lsername: sslupn
Password:
Insidefivho
Line . Host<{s>» Idle Location
B con B idle AA:37:=58

2 vty B idle BA:84:5%5% 18.1.1.254
* 4 yty 2 idle An:AR:-A8 1\8.1.1.254

Interface g Idle Peer Address

Insidelt

B 4-12 @S H BERE B X Inside % H 28 & telnet 15 [A)

Cperation Status: up

Error and Event Logging: Disabled

CSD Status: Disabled

Certificate authentication type: All attributes (like CRL) are verified
AAA Authentication List: default

AAA Anthorization List not configured

ARA Accounting List not configured

ARAA Anthentication Domain not configured
Aunthentication mode: RARA authentication
Default Grouap Policy: sslvon— default
Associated WellVEN Gateway: sslvpn

Damain Name and Virtual Host not configured
Maxdimmm Users Allowed: 1000 (default)

NAT Address not configured

VRF Name not configured

Virtual Tamplate not configured

T A AR B LA o A5 4 show webvpn gateway KRB B 5 W 25 A8 < 19 12 B ACRA, 044
« 89 .



4-11 P,
Bl 4-11 EHEMEMIZE SRS

Proxy# show webwvpon gateway sslvpn

Admin Status: up

Operation Status: wp

Error and Event Iogging: Disabled

IP: 172.16.1.254, port: 443

HTTP Redirect port: 80

SSL Trustpoint: TP- self- signed- 4279256517
FVREF Name not configured

o1 0] DL i A 2 show webvpn policy group K FH 5 W& 4H A 19 1% B MR
AL 4-12 Fros .,
Bl 4-12 EHEFRIGHMZE H5KRE

Proxy# show webwvpon policy graup sslvpn— default context all
WEBVEN: graup policy= sslvpn— default ; contestt= sslvpn— context

url 1ist name= "sslvpn— Urllist"

idle timeout= 2100 sec

session timeocut= Disabled

port forward name= "sslvpn— port"

amart tinnel 1ist name= "sslvpn— smart"

functions=

hide— urlbar

citrix disabled

netmask= 255.255.255.255

dpd client timeout= 300 sec

dod gateway timeout= 300 sec

kegpalive interval= 30 sec

SSLVEN Full Tunnel mitu size= 1406 bytes
kesp sslvpn client installed=disabled
rekey interval= 3600 sec

rekey method=

lease duratiorn= 43200 sec

%> show webvpn session context A] LI K & FH %51~ context W21 1H O, 40 4-13
FIF 78 .
5l 4-13 A FH context N ih

Proxy# show webwpn session context all

WelbVEN context name: sslvpn— context

Client Login Name Client TP Address No of Comnections Created Iast Used
ssluser 192.168.1.1 1 00:23:09  00:04:09

AP A4 show webvpn stats A LR H sslvpn BIAHRCRZAS . 0 6 4-14 Frs .
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Bl 4-14 A sslvpn MRS

Proxy# show webvpon stats port— forward context all
WebVEN context name : sslvpn— context
Port Forward statistics:

Client Server
proc pkts : 19 proc pkts = 7
proc bytes s 47 proc bytes : 12
cef pkts : 0 cef pkits : 4
cef bytes : 0 cef bytes : 15

Proxy# show webwpn stats smart— tunnel context all
WelVEN context name : sslvpn— context
Smart Tunnel statistics:

Client Server
proc pkts : 20 proc pkts : 38
proc bytes : 83 proc bytes : o8
cef pkts : 0 cef pkts : 9
cef bytes : 0 cef bytes : 206

L5 !

1. 256 a-2, i 0 25 7 v A GIE i 55 45 00 Al 55 4 A 62 5 itk A7 AR 1 SSL 42
Fad e,

2. P 4-1 J Y SSL % 41 o et Fp iR SSL 2 P AL AR B H R T4 i A
TEeEMThae SER.

i
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BS5E RIFEZE5 SSH
5.1 SSH BpiiHE 4

ESCPR TAE PR 2 — R o W &S, E&LmPEE P,
Telnet Zi A H MM PP Z —, KA Telnet Priln] LU i HI P 24 FUE S 0T P09 5 4y
AT IE AF X Fh PRI 72 76 FH P 5 28 gl 4 B0 5 2 [R] R A7 hn % . 3 i f i JL B A 4 . 3X
PP B E AT AW,

{fi /] SSH Pl vl DASEI 2 2 P28 2. B AT BLik Al 55 4% %0 H P g B i 17 0A
ik, 5] DUOHE {5 R S rnes A R4, B 5-1 Frx 2843 7]l i Telnet FI SSH[1]
B P T A R P A RS B

— Telnet
I:“, FA P 44 5=0g Internet e
—

& 7 Vi R H A5
SSH N
LI { [ rFEmEs W
QA( L ____________ L‘{ Q_""‘—'}‘--._.-r)-;
& Ui %

& 5-1 @i Telnet #1 SSH & %Ak B

SSH fie F My Wit A~ & th 2% 2= 2 B /R 25 & Tk K %% ( Helsingin Teknillinen
korkeakouluw) il i -I- Tatu Ylonen T- 1995 4= &2 9, H: H 1Y & 7 B rlogin, Telnet Hl
rsh 25 PMSC, 0 15 0 2 1 o) 2% 110 G P A B4 18 o % 1) A

SSH fil SSL — #£ &R & 70 )= Pr i3, 0 SSH Phil 3 o8 3 )= & 5 = P i G SCAE RFC
4253 H) I PAME M GE XAE RFC 4252 ) % 42 Pl G X AE RFC 4254 ), Wi fE 5-2
PR

R 2 Hl

SSHE R HY
SSHA] FIAIERY > SSHEMY
SSH{&Hii 2 Y

(EZ LTIV

/52 SSH Pl A9 4

SSH i TAE 7 =R Bl 5-3 frs,
AT 5-3 AV AR A Y SSH X 3 EMERH S R & .
(D) &5 E ML BB . X — BB VE 2 o 1 A8 3l {5 WU 7 2Z 18] @ 7 — 5% 4 4 10 0 4 3

] 92 .



& i 2 P 4

F P UGERY |

EEFE TN <

e S ey
B % AP AYS SHAR A
o 3 VERR A SSHIR ¢ |
B HH 4 3 B B TR S A A 67 _
DN e |
RIS, - MR MU DU S EE . RO
[~ ) yd
VX, T EEE Y R FAEAXs, SEIFEETYs
v . AN
ZikYc
B % TEY's
S _ d )
(XY s}t Ft g K XTI <t Sl K
________________ FEMEE RO dgnone) |
#5100 LL B A P A 77 24
B IMESERGR IR P T ES %) N
% S SROR AT ) _
%t F P i AE
B e BEUE R B N
S T VAT BN
B i sk b F R
B A TR 21

& 5-3 SSH 9 g ot 72

i, A PR PR E P S T R
o WIAUIR : fEARSS 25 (RIS 89 S & M imE 48 T TCP &5l I . i it 55 2%
0] 2 PV A i A & SRR S . & 7 w2 B iz B e 60, 1 2R & 0 i A B A 55 AR

g Y PR CRRAS 5 HE A 2 RO, B A & 0l BL SR Ak 55 s B9 WAS 3K 4

IS B AS P i 5
Phi st 20k, & S W L)

3 D

wHAC

A NEH A S PR,

e PR ST AR R P i 2

{iF Al 55 %%
(T AR 55 2 A SRR P i ) RRUAS L Rl A

200 i X 7 Ak A 2SRy R

B 2 Cot B A 00 I 53k RO A S5 I RSA 9 . AE R RIS T A ik i ok

TR Z )5 BT 22 057 Ho 0 P 30 9 3303 A R i 47 DL BC L 32k Hh X005 1 Jn S8 R

v AR, R A AU il s B U i L TR s A

(2) FP ke B -
PIRINRE PSR

{;Iliﬁﬁﬂi_‘

iy

Boyai s Xl Loyl 5 4

o R

X — Br Be It 4 o A% i J= BIRC B B PR R A B9 2 O 5 X XY
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1 2 &P m e Al 55 A AR IR TR SR IE B, A 5 19 A E 77 2808 none,
55 2 20 ) v MOBE B 1A IE 5 28 AP 3R 31 55 25X 44 D P 58 i DA e T oG, 9 0 A
TE Bk A% 77 20EE K P #EfrAdIE .
55 3 PRI AR 55 A5 PriE K s B .
o5 4 2 k55 g amad P SR AR AR 2O D #E T AGIE
95 5 2 RPEIANUESS R, Al 55 4% n] 25 1 i A 35 AR B D sl A IR 28 OTH B . 75 22 v 1]
Y72 s AN 2R AR 55 e 2 IR IZ ] P o e 2 50 IS H A g DE , BIEE |k J5 AOAUE il 2g , Al 55
a2 RV AR R UOE B, FF 4k 22 1a) 2 7 i A& 3% DGIEHE A B 2 % 1 S 58 A E 51
FH A AR X8 1k

(3) FE UM BrBe: £ 5E 0N IE ) » 25 7 S 5t ] LA [n) Al 55 4 A2 2 Bz 55 4 3 0K, 220K
Al 55 d 7 2 ihim i . MRS A e RIS SRIB B G . 2R A & SR B i 8 A0 A Bt
Zxn) % PV im AR IATE S . Sl iE st S @ v Rk . b T ik iE B YR AT DL I b 5 AR
A~ P B B BT ST ) 5 A IR L 7 R PMSORT DLUAE 3 A5 WU 22 (8] B o ) — SR 2 R
Z %58, o p AL BN R Y 20,

IR — 5 . SSH. 1% i 2 Ph i FLAA AR DI RE L HAE 2 18 20 7 S X Ale 55 4 25 17 Ak, 53X 70
e Al 3L 1Y . A ZLR 5 P GIE M SUR 1

FE: g EXNB,RMEL I SSH U RALT LA LI 2 AR 4235 9] . B AL T
A A E e Z B o ARG B RS ERAA R, 12X Fh Uk E RN P ey iE
AHFRTZ, MBS AEGASLELERET KPEHE,

5.2 fEH SSH X}z #2% s H P k4 ik

RAE SSH ARS8 P 1L 2 4 1) I 263 45 1, 3 BB 08 4] — L6 H At (1) PIp 130 A RA %5 P AL o¢ 4
PESLP (P B SSH 5230 22 4 9 28 44 wMﬁﬁmﬁmmﬁf@MM&¢Mt$A%ﬂﬁ
W SSH PR S0 BE 22 4 0 48 48 B 17 103
5.2.1 SEIS#RFp

 5-4 & SSH 5556 19 ¥ 8% |

1.1.1.0/24
b&HL]lent SSHServer
& 5-4 SSH 2563 b

WE 5-4 PR AEX DR FE S AW G B gy, Wi & X, Hd SSHClient 57 SSH
% s i SSHServer W SSH AR 55 g X I H i & 17 0 BHEAHE., mMASLEWE
(B4 SSHClient BEM% M ik SSH PR AE 5 1 T Ak 55 av A< Ml A ik ) X SSHServer #E1 745 71

5.2.2 SSHHEE
B HEAXWEIRS PR FEN 4 M P #hlk i w tG 4 Be & . o 5-1 Fif 5-2

. 93‘1 .



T
5 5-1 SSHClient |13 4 i

enable

configure terminal

!

hostname SSHClient

!

interface Serial 0
ip address 10.1.1.10 255.255.255.0
no shittdown

!

end

5l 5-2  SSHServer | )34 it &

enable
configure termminal
!

hostname SSHServer

|
interface Serial 1

ip address 1.1.1.1 255.255.255.0
no shittdown

end

FRH SSH Bt & iR 4E A SSH i 55 4 i » B BC B B vl LLor AR 5 4.

%1 4. A4 ip domain name B B 3844 .

%2 2. M2 crypto key generate rsa B —4~ RSA &8 X},

% 3 2. HH 4% username username privilege privilege password password Bl & 4 b
(9 FH P 28 R

%40 AE vty LR BCE AL IATE , BIEE 654 login local 4 & 445 1/ Kl i 2 4
P FE N 0 sk A M Bk 2R 0 P R A T AE

505 2 AF vty &I M E A4 transport input ssh #LE HBEf# H SSH i A vty 2R 1%,

PP AECE I A 5-3 s

%l 5-3 SSH Y fic ¥

SSHServer (config)# ip domain name cisco.cam

SSHServer (config)# crypto key generate rsa

The name for the keys will be: SSHServer.cisco

Choose the size of the key modulus in the range of 360 to 4096 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take

a few mimutes.

How many bits in the modnlus [512]: 1024



1%

SGenerating 1024 bit RSA keys, keys will be non— esgoortable...

[OK] (elapsed time was 2 seconds) SSHServer (config)# username admin privilege 15 password cisco
SSHServer (config)# line vty 0 15

SSHServer (config- line)# login local

SSHServer (config- line)# transport input ssh

MR s i 2 A8 PG ] R g 75 [ 5 i 80 2 F BIR ) P BE fe DA WP 26 b ik & e SSH %
FLAAR Y BC ¥ 7 1% v M9 A5 41 R

415 BE—1 ACL,

#: 2 20 fE vy Zei TR XA ACL,

HAR e 77 X an i 5-4 froi

Bl 5-4 U7 ] 45 51 2R BR R Rl LA kS SSH s 9 3 ik

SSHServer (config)# access— list 10 permit 1.1.1.10
SSHServer (config)# line vty 0 15
SSHServer (config- line)# access— class 10 in

I A, 4 FR Gt a] DLAE 4 R e B R G o A2 ip ssh timeout seconds 2K 45 i SSH AR

%A SSH 2 5 v 32 {1 25 5 (% if 8] 5 o o] DL o 45 2 ip ssh authentication-retries
number AU By A A 1 R B B IR S AR 2 B SR E L BN IR B
3,

5.2.3 SSH g9z

{E5E R SSH HC & )5 . 75 2 4F SSHClient | A 1% 3235 2R #1742 |
KRR EE A EXEC BC F 44 ssh S, AR 6y 2l 5-5 frac . fEAR

il v ] 3SDES I 75 (-c 3des) , HE M H 24 F 6] 5-3 28 19 admin(-1 admin)
H ikt 5 SSHServer 19 ST f2 H b aiE B 1.1, 1. 1,

5l 5-5 7 SSHClient | Az ]

SSHClient# ssh —c 3des — 1 admin 1.1.1.1
Password:

SSHServers#

TER A B )5 . T LLAE SSHServer il id #y % show ssh R #FEATIAE . 4145 5-6 FrR .
5 5-6 % show ssh MY H {5 B

SSHServer# show ssh

Commection Version Mode Encryption Hmac State Usermame
0 1.99 N 3des— chc hmac— shal Session started admin
0 1.99 aJr 3des— chc hmac— shal Session started admin

ENo SSHv] server comnections running.

A PR A 1 S B 0 IEFZ SSH 214k 1. 99, % 5 3DES.
HAb 54 show ip ssh AI LA & B SSH (1 i A | %5 f% mm 7 #3 BF 1sF &) & A %8 A5 14 Ik

B, 5-7 ros .
. 0f o



Bl 5-7 5% show ip ssh & i 15 B

SSHServer# show ip ssh

SSH Enabled — version 1.99

Authentication timecut: 120 secs; Authentication retries: 3

Minimm expected Diffie Hellman key size : 1024 bits

I0S Keys in SECSH format (ssh— rsa, base64 encoded) :

ssh— rsa

ARARARINzACl yeZFARRAIRAORRAARAGODCVodExaF IFMEZXRBYwWE 6GbaUt zZicxIVBxOP18/ra
M3gLAUWBTvIwalNSVIdzVCo0ni D] Do EChuauKcMb ZxUthdNumXSVZh ThiWPwugG9ss2 7THoCO0Et 97
QorJeUIKExr tIZSEEAPreO8CW/ 3ufBY W1 Swei Al kEharb/cgw= =

L
1. BESR Telnet PrisCs o] DO i #2 48 BEH] P #2471 B Oy Ak, v A 204 248 ] SSH PR id

KR 37 B A L [R) 7
2. SSH PpisC B 7253 CIA = ] W o g WP~ Calg B LA Ji Jf 2

e Q7 o«



£ 6% )1 ASA SLIT VPN E#
6.1 ASA 35k

ABLES 3 B4 1PSec VPN AR, 84 H K& 5 0841 1 anfe] {88 EUR I th 45 1F
R g S VPN B8, fESCPRB T PREE o, B 1 B% el 8% B 1 B KO s 722 VPN
AL INE 55 . 25T 1PSec VPN ZE4R- 9 W 4% L &y 1 1) 55 2246 H UL J2 52t TPSec VPN 1)
S A AR T T — 55 R 0 R A1 4 ane] f ] SBURE 2 W) AR 7 ) ASA T T AE 1 B KO
YE8 VPN s s 588 VPN &2,

ASA (Adaptive Security Appliance, H ik W % 415 8) 19 /il 5 & R w119 5 51 B K S
PIX. A PIX f A 95 % ASA (Adaptive Security Algorithm. F & N % 48 ¥ 14 4 .
ASA ALER7R T PIX R85 o i H& 1 B K Es D fe, R B ie 46 5 1 AR b7 28 2 A Fi SSL-
VPN 8 ofie S 45tk A7, ASA R &4+ ASA 5505,5510,5520,5540, 5550,
5580.5585-X, A [ - &5 1 3& FH 35 3% M /) B ik
al il B I 2 R BT B R R Al B s R
Hle 55 P OE i 28 AN S5 A IS 2 A Ad . BR T
ASA 5505,.ASA 5580 Fl ASA 5585-X Z 4, ANJFl
FEMRSIIPMMHEIFA KK, B 6-1 5 ASA &l 6-1  ASA 5520 Bes & A
5520 A HIIMW .

WEFE Hb UG . ASA 0] DL of BB /P #Rm (GUD R4y 247 51 (CLD P f 7 =83 17 i 72
IR A AN 41 % a2 A7 A 1 0ok s & 3R A B O 5

A AE B BT KR ASA T AZ O T RE S B s RS R B ER 188 S 7 K 8 R
for A% /0 T HE 19— L8 i B A 2 2290 . ASA M9 A4F 5 RL B il e 2D AR 26 101, 2476 AL % oy e 458
VE 7 S ] DIAR B |7 ASA MBS &, A% )3 f T 41

AHEEBE B 2, ASA B9 TAE 7 00 55 B8 BRI B B X B, 76 ASA |5 #5
EEAE G T IR E — A 0~100 [ EEUVE F3Z 85 1111928 4 90 59 (FE 3 11 g A
T A4 security-level SR 45 ) o 2X A~ BOE B K, A 2 33X A 482 11 o 422 1 IO 2% o st
{5 /AR . FEBRAS LT » ASA H 255 K MO 28 2 ol 432 11 5 A8 IR 28 4 ) 422 11 1) 3 o
(fE5 ASA FHRMHEET P 3l a7 — i Fr 5 XX AP 2R B A i ) o 2 TR S8 IR % = 4
W E T R AR B AP M T A (FE 5 ASA MR MIEEEd A &7 — 1] W) 4545 X
— R JHME ASA HA Bk e S T RLESE . L. 2R A B R e R Y
Uit i A DA oo B A 2 ) 1 LTt A 2% 05 A5 Bl ASA 5 K e B M 2% 1 4 L E T
By ] 7 FH N R W A 7 X B A

bR T ORI 48 i e gn A B A T B S AR T Al g 6 B nameif X
ASA HEMEOH#HITHLA . XA SE S ZEEE A XWECE P, IS
O AR a5 44 0 inside A4 ASA SE2: H ol RFiZ 82 1109 & 2 R0 52 B8 100; 50 4%

e O .




1 i 24 R HABAT AT 22 PR, ASA W 2065 iz 4 D2 2R3 E o, AW F, Egiy =4
TR K K5 5B 5 R B A, AT 25 7 He N 30 48 19 B2 1T iy 44 8 inside, HB £ 90 1% E N
100 3 65 3% 422 70 510 W0 28 Gl iy 2 B BE D 19 42 11 45 24 4 outside . 4522 9 9% B h 05 [A) )6
55 SR VEANER T P AT U7 R A AR 55 2R AHIE 32 1T iy 24 8 dmz, B £ 5 B 1~99 1
FAEUE . B 6-2 A2 ASA R IR,

Web Server

100

192.168.1.0/24

B H4F:. DMZ
10| ZE850: 50

e.l 202.100.1.0/24 ,10 10 10.1.1.0/24 Je
B4 F5 . Outside WS 1= 1 & £ . nside

Outside LR . 0 ASA RG] 100 [nside
Al 6-2 24t ASA #RF 5 R B

H1 T ASA 52 17 EC B HE 6 4 A9 4% VB B 22 22 8 3R 3R, A I b 20§ /i A7 47 41
X — RUREAE e T Y BCE R E

6.2 L ASA SZHLMG K 3 5h K5 IPSec VPN

6.2.1 SEFREZLESLIGIRF

1. EPREEL E
Kl 6-3 & ASA ¥ S 3|5k i [PSec VPN [ 52 PR £tk i .

Inside ASAI Internet Site2
Loopback0 e E0/0 [ Fal/0 e Fa2/0 e Loopback0
LA Fa0/0 ' E0/1 Fa2/0 UL AR
o 2% FRLALLG . FALL 2 30 BEIGE g
P % FELALLE i —

Kl 6-3 @i ASA SEHL v S E| S IPSec VPN B SE PR SR 0L

W 6-3 o, AR gy —ILGE S 3 SRgtharfl 1 5 ASA B ks, 7 24 40 5 B
P2y F oy 55— P ER % T A% (Inside) 2 7] 3l 50— CASAL) B B M & 1 4% (Internet) 12y 7] ¥
M. .(Site2) . B 4% Inside Fl Site2 70 % J| Loopback0 £ 2> w] PN 7 M 2% . % i 4%
Inside f# J{l Fa0/0 £ 115 ASA1 19 E0/0 £ 11 4T, ASAL {# ] E0/1 4 1T Bl Internet 19
Fal/0 £ 101474, #% i1 #5 Internet Fl Site2 8 422 11 Fa2/0 SZPE G 2.

2. RIS Fb

Pl 6-4 JI 7 DR i 0 55 1) 55 55 4 4 B

TEE 6-4 T 75 19 ASA 3 55 3 3 £1 IPSec VPN S5 4 #h . ASAT (202. 100. 1. 1) Fil
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1.1.1.0/24 10.1.1.0/24

202.100.1.0/24 61.128.1.0/24 2.2.2.0/24
Inside Outside A0 0 N 2
e

Internet Site2
ASA1

B 6-4 iEid ASA SCELuG S Bk & IPSec VPN /3256 #6 b

Site2(61.128. 1. 1) &M -1~ VPN 3l £ 3% 522 53 M 1 9 5 152 65, /& IPSec VPN 19 I3 1% 4% .
A YR S5 13 {5 R 28 h Inside B 25 55119 1. 1. 1. 0/24 M5 Site2 5511 2. 2. 2. 0/24
W25 . ARSI T L AE ASAL FI Site2 2 [8] & 37 % 8 B2 U 11 IPSec VPN LLAR 373 {5 X 4%
2 6] 1 I

6.2.2 IREHSH

bR 1R AR B Y ASA ZAM ARSI A L5 3 A A9 [PSec VPN 356 3 558
BEAATAT OB . T3 3 5B 2R XX — FREE N R T 3 i A g BE Ay A o A, IR O T ik
JH 52 BE IPSec VPN 1977 2, A 52 56 R i i BRIA % i 19 05 2ok S BL i th % 4

6.2.3 ASA IPSec VPN Hfic &

{EBC & IPSec VPN 2Z Hij . 7 % B e B 3 a5 Al ASA 119 TP Muhik 5 8RN & . 6] 6-1
24 6-4 344 1T 1F Inside. ASA1 . Internet il Site2 B #x e AT IF] G 1L B .
5] 6-1 Inside [ 1937 [ 2% il B

enable
configure termminal
!
hostname Inside
|
interface Loogoack(
ip address 1.1.1.1 255.255.255.0
!
interface FastEthernet0/0
ip address 10.1.1.10 255.255.255.0
no shutdown
!
ip route 0.0.0.0 0.0.0.0 10.1.1.1
1

ernd
Bl 6-2  ASA1 1R A K 2% B

enable
configure terminal
!
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hostname ASA]
!
interface Ethermet0/0
nameif Inside
security- level 100
ip address 10.1.1.1 255.255.255.0
no shutdown
!
interface Ethermet0/1
nameif Outside
security- level 0
ip address 202.100.1.1 255.255.255.0
no shutdown
!
route Outside 0.0.0.0 0.0.0.0 202.100.1.10 1
route Inside 0.0.0.0 0.0.0.0 10.1.1.10 tunneled
I

erd

FE: ASAl MFARST TP AN BE R FHF L, FAB P RETLANGMMLRE,

FE. ASA1 BB EPRMAT Tunneled XA ASA #5085
Tunneled #9#% 5% d A3 VPN B E R Az, Ak, @idiX £ d, ASA]l 2%
VPN BB G AETEEZLM% 1.1.1.0/24, 9, TAAF A ASA LEEHE5% B (%
BB FX L AR BB LREHAR G (FARE)EA KA,

5l 6-3 Internet |- RS [ 2% ficd &

enable

configure terminal

!

hostname Intermnmet

!

interface FastEthernet]l/0
ip address 202.100.1.10 255.255.255.0
no shittdown

!

interface FastEthernet2/0
ip address 61.128.1.10 255.255.255.0
no shutdown

I

end
Bl 6-4 Site2 | 119 R A ] 25 it B

enable
configure terminal

« 101 -



hostname Site?
!
interface Logdoack(
ip address 2.2.2.2 255.255.255.0
!
interface FastEthernet2/0
ip address 61.128.1.1 255.255.255.0
no shutdown
!
ip route 0.0.0.0 0.0.0.0 61.128.1.10
I

end

FESE N, T W1 IR AL e B 2 Jm s 452 B R AT 55 s J2 BC L IPSec VPN, B G, W 2 31

ISAKMP, @45 6-5 Friis .
Bl 6-5 % ISAKMP

A3Al (oonfig)# crypto isakmp enable Outside

1 IKE 25 —BrBorp L4288 5 TOS 1PSec VPN — 161l #H [&] 14 55 W& K e & IKE &5 — B Be o

&, BT .
o N HE . 3DESCERINED .
o HIFNE . MD5CGERIAH SHA-D),
o AIET X, L CGRROIAED .
« DH zZg#t . Group 2(ZIAH) .
ASA FECHE 1IKE 55 —Br BOR S 19 77 1 an o] 6-6 i
B 6-6 [ 'H IKE 45— BE o mg

ASAl (config)# crypto isakmp policy 10

ASAl (config- isakmpo— policy)# encryption 3des

ASAl (config- isakmp- policy)# hash mdS

ASA] (config- isakmp- policy)# authentication pre— share
ASAl (config- isakmp- policy)# group 2

HToRECE IKE fil 3k =% 9. B S8l # tunnel-group, 7 & H K B4 Lan

[PSec., S8 J FiE & L Jm o F L 2 A3 8 O L2Lkey  HARERAE D75 i) 6-7 Fron .
Bl 6-7 i E IKE i L2 fb 2%
ASAl (config)# tunnel- group 61.128.1.1 type ipsec- 121
ASAl (config)# tunnel- group €1.128.1.1 ipsec— attributes
ASA] (config- tumel - ipsec)# pre— shared- key 12T key
T4k S e IKE 55 B Bk ms  JLA 7 i Y5 10S 1PSec VPN 451,
5030 17 [R) 45 il ) g SIS, T7 A ] 6-8 i
Bl 6-8 1 ASA 7€ SUB%ER I

ASAl (config)# acoess— list asalvpn permit ip 1.1.1.0 255.255.255.0 2.2.2.0 255.255.255.0
« 102 -
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EE: £ ASA LA E ACL & Z42 AT Wi s, o R 52 1 B A (I8 AR R )
=20 247 M8 1OS IPSec VPN 1) 3% g ok Fc 7 5% e 45 (H & X IPSec 5RIE) -

« FAJ7:L: ESP,

« Jm#EJ . DES,

o SEEEMERIES . MD5-hmac,

H RN & 77 L an s 6-9 s,

B 6-9 e E ¥ B (IPSec KM

ARl (config)# crypto ipsec transform- set asalTrans esp- des esp- md5- hmac

(68 ST OB R 2 )5 T — 2 B I35 M) Cerypto map) , 76 FE el T I
SCHE UGB I F L 4 i B VPN 086K . ASAT b HAKRREC 8 J5 3 an ] 6-10
T 75

5] 6-10 Bt H crypto map

ASA] (config)# crypto map cry-meapl 10 match address asalvpn
ASA] (config)# crypto map cry-mepl 10 set transform- set asalTrans

ASA] (config)# crypto map cry-mapl 10 set peer 61.128.1.1

S, B a] DUAR B8 2R 5% 75 3K . i 1 5 % crypto map cry-mapl 10 set pfs group2 2k J3 H
PES(5¢E 3 |n] gy £ %) ., 5 {8 B iy & Al crypto map cry-mapl 10 set security-association
lifetime seconds number K i% B IPSec SA A4 {75 [E] .

T, 75 ERF X erypto map I EIAHN W9 0 F . WE 6-4 fras, 76 B ki ASAL
b 3 I WS S SR N iz N AE 42 1T Outside |, 061 6-11 i,

Bl 6-11 ¥ crypto map h JH 4% I

BASA] (config)# crypto map cry-mapl interface Outside

T R AE Site2 FHEIE Y 10S 1PSec VPN — 5]/ 5¢ 4= AH [7) 1 7 =03 17 id & Bl a] L 4
) 6-12 BT/
5l 6-12 A¥ Site2 I'Hl¥ IPSec VPN

Site? (config)# crypto isakmp policy 10

Site? (config- isakmp)# encr 3des

Site? (config- isakmp)# hash md5

Site2 (config- isakmp)# authentication pre— share

Site? (config- isakmp)# gromp 2

Site? (config- isakmp)# exit

Site? (config)# crypto isakmp key 0 I2Tkey address 202.100.1.1
Site2(config)# ip access— list extended siteZvpn

Site? (config- ext—nacl)# permit ip 2.2.2.0 0.0.0.2551.1.1.0 0.0.0.255
Site? (config- ext- nacl) # exit

Site2(config)# cry ipsec transform- set sitelTrans esp- des esp—md5- hmac
Site2 (cfg— crypto- trans)# exit

SiteZ (config)# crypto map cry-map?2 10 ipsec- isakmp

Site? (config- crypto- map)# match address sitelvpn
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Site? (config- crypto-map)# set transform- set sitelTrans
Site? (config- crypto-mep)# set peer 202.100.1.1

Site? (config- crypto-map)# interface FastEthernet2/0
Site? (config- if)# crypto map cry- map?2

6.2.4 IPSec VPN gy

1E5E R ASA 5 & 88 Z Bl 1948 1PSec VPN B & 22 J5 . 0] DL iof 76 Inside & 2% I
WP RE ping RGEIE N 1. 1.1 1. HMO A 2. 2. 2, 2 RS8R Ui . an 5 6-13 s .
Bl 6-13 i, IPSec VPN

Insideft ping 2.2.2.2 source 1.1.1.1 repeat 100

Type escape sequence to abort.
Sending 100, 100~ byte ICMP Echos to 2.2.2.2, timeout is 2 seconds:

Packet sent with a source address of 1.1.1.1

rrrrerrrrrrrrrrrpprrrrrrrbbRbCbCERLCLRCECRCLRRRREREEIRIRLRLRERIRERLRILIILIITILLTI

Success rate is 95 percent (95/100), round- trip min/avg/max= 12/48/128 ms

£ ASA #47 show crypto isakmp sa detail a7 % 0] PLEEFH ISAKMP SA AR, 406
6-14 FIroi
5l 6-14 FFH ISAKMP SA 1K E

BASAl (config)# show crypto isakmp sa detail
TKEv] SAs:
Active SA: 1
Pekey SA: 0 (A tumnel will report 1 Active and 1 Rekey SA during rekey)

Total TKE SA: 1

1 TKEE Peer :6l1.128.1.1

Type : IL7L Role : Initiator
Rekey : no State : MM ACTTVE
Encrypt @ 3des Hash : MD5

Airth : preshared Lifetime : 80400

Lifetime Ramaining: 86350

There are no IKEVZ SAs

£ ASA FHU4T4r4 show crypto ipsec sa 1] LLFT & [PSec SA AR A W] 6-15 s,
Bl 6-15 A FH IPSec SA 1R E

A3Al (config)# show crypto ipsec sa
interface: Outside
Crypto map tag: cry-mapl, seqmm: 10, local addr: 202.100.1.1
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access— list asalvpn esttended permit ip 1.1.1.0 255.255.255.0 2.2.2.0 255.255.255.0
local ident (addr/mask/prot/port): (1.1.1.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (2.2.2.0/255.255.255.0/0/0)

current peer: 61.128.1.1

# pkts encaps: 95, # pkts encrypt: 95, # pkts digest: 95

# pkts decaps: 95, # pkts decrypt: 95, # pkts verify: 95

# pkts campressed: 0, # pkts decanpressed: 0

# pkts not campressed: 95, # pkts camp failed: 0, # pkts decamp failed: 0

# pre- frag successes: 0, # pre- frag failures: 0, # fragments created: 0

# PMIUs sent: 0, # PMIUs rcvd: 0, # decapsulated frgs needing reassenbly: 0

# send errors: 0, # recv errors: 0

local crypto endpt.: 202.100.1.1/0, remote crypto endpt.: 61.128.1.1/0
path mtu 1500, ipsec owverhead 58, media mtu 1500

current outlhound spi: 0RABASEEFR

current inbound spl @ FOAOBESE

inbound esp sas:
spi: OxFUACBESE (4037066559)
transform: esp- des esp- md5- hmac no campression
in use settings = {17, Turel, FES Gromp 2, }
slot: 0, conn id: 4096, crypto-map: cry—mapl
sa timing: remaining key lifetime (kB/sec): (4373990/1708)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
OxFFFFFFFE OxXFFFFFEFFE
outlhound esp sas:
spi: OxO0RBASEEFE (179592175)
transform: esp- des esp- mdo- hmac no campression
in use settings = {17, Tunnel, PES Groap 2, }
slot: 0, conn id: 4096, crypto-map: cry— mapl
sa timing: remaining key lifetime (KB/sec): (4373990/1708)
IV size: 8 bytes
replay detection sugport: Y
Anti replay bitmap:
(0x00000000 (0:200000001

£ ASA F#F7 454 show vpn-session db 121 H] LA # FH VPN 2% %088 )% . W 6-16
fir 715
Bl 6-16 FFH VPN 206 Kds 5

A3Al (oonfig)# sh vpn- sessiondb 121
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Session Type: LAN- to— IAN

Connection : 61.128.1.1

Index : 2 TP Addr : 61.128.1.1
Protocol : IKEvl IPsec

Encryption : 30ES TES Hashing : MDS

Bytes Tx + 9900 Bytes Rx + 9900
Login Time : 23:37:03 UIC Fri Mar 21 2014

Duration : (h:00m:08s

£ ASA #4774 show crypto protocol statictics ipsec A] DL & & [PSec PR IFIR A,
i{n {jgu 6_1? ﬁﬁ‘fJ‘: o
Bl 6-17 T H 1PSec PFICIRZ

BA3Al (config)# show crypto protocol statistics ipsec
[IPsec statistics]
Encrypt packet requests: 194
Encapsulate packet requests: 194
Decrypt packet requests: 194
Decapsulate packet requests: 194
HMAC calculation requests: 388
SA creation requests: 4
SA rekey requests: 0
SA deletion requests: 2
Next phase key allocation requests: 0
Random muber generation requests: 2
Failed requests: O

o

6.3 il ASA SEBRJCZ ) m SSL VPN

6.3.1 SEIGFREM

Kl 6-5 Aif it ASA ACHSEEL G 7 im SSLVPN [ SE 58 4 b .

&l 6-5 s ) SSL VPN JC & P w58 56 0 Fb 55 B 4-5 From i b o 250, Hip ASA
JEWNTE Web iz 55 #% Inside 119 ™ 3¢, [7] B 4E o J6 & 77 S SSL VPN (1 Jiz [a] A€ 3, 3% 1 %
Internet Fa40l HEC M 2% . 256019 H 1 &1k PC(192. 168, 1. 1) af DI fd FH 3 Y% £% . if o7 SSL
VPN [ 84 HTTP iz 55 #4519 Inside & 45 (10. 1. 1. D AR L 21 Web 1517 ,

6.3.2 ETEZFim SSL VPN HELE

) 6-18~1] 6-20 Jfr /s R i & W) dh AL BE B 7
Bl 6-18 ASA ' HAN B

enable
configure terminal
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& b

192.168.1.0/24

]

172.16.1.0/24

10.1.1.0/24

= .1 10
Internet

PC

10

R 5 4s

AAARRTS &

1 e Inside

XI55

&l 6-5 @id ASA SEBLLZ P ¥ SSL VPN [ 3256 #1 ¥h

hostname ASA
!
interface GigabitEthemet(
namelif cutside
security— level 0
ip address 172.16.1.254 255.255.255.0
no shutdown
!
interface GigabitEthermetl
nameif inside
security- level 100
ip address 10.1.1.254 255.255.255.0
no shutdown
1

route outside 0.0.0.0 0.0.0.0 172.16.1.10
5l 6-19 Internet | [REAAC &

enable
configure terminal
!

hostnameInternet

|

interface FastEthernet0/0
ip address 172.16.1.10 255.255.255.0
no shutdown

!

interface FastEthermetl/0
ip address 192.168.1.10 255.255.255.0
no shutdown

Bl 6-20 Inside I 1)L AS B B
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Enable
Configure terminal

Hostname Tnside

I
interface FastEthernet0/1

ip address 10.1.1.1 255.255.255.0
no shittdown

!
ip route 0.0.0.0 0.0.0.0 10.1.1.254

usemame sslvpon privilege 15 password sslvpon
ip damain name sslvpn.org

crypto key generate rsa

How many bits in the modulus [512] :1024

Ip htitp server

Ip htip authentication local

Line vty 0 15

Togin local

] 6-21 if 78 ASA EIJCE 1% SSLVPN HA R & . Hop 654 webvpn 1945 H] 2
#E A webvpn [ HC B #2452 enable outside M/E H 2 76 27MiB 4% 11 )3 HI SSL VPN i g,

Bl 6-21 % ) SSL VPN [ B i #

welovn
enable cutside

usermare ssluser password ssluser

FE: ARAABRILSG. AP THRERE 7 X, EL2 AKX T i@id§F 4 ssl encryption
S E A % 7 X, Bl B, SSL VPN T & K, £ 4 B A X F i@ iF 4 4 ssl server-
version © YA SSL &9 iR A, 4e SSLv2 SSLv3 ., TLSvl %,

6.3.3 I ZEPFim SSL VPN gl
SSL VPN Be ¥ 52 ) - ol LLAE & P i PC F i o TE $ % 85 J5 [7] https://172. 16. 1.
254 il i ASA ACHE T 0] B 5 19 R 55w i . A 6-6 T,
{E ASA #7682 show ssl cache A LI FH SSL #IEM 4 HE B B4 6-22 s .
Bl 6-22 #FF SSL HEIEM 4G i S A

BSA (config)# show ssl cache
SSL session cache statistics:

Meztimum cache size: 10000 Current cache size: 2
Cache hits: 74 Cache misses: 2
Cache timeouts: 6 Cache full: 0
Boospt attempts: 82 Bccepts successful : 82
Bcospt renegotiates: 0

Cormect attampts: 0 Connects successful @ 0
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Yo x| s ) B v ) ATSRAE v
[gsmwnsﬂﬂm [_| - - [ & v TEP) v RS- 1RO~ @~

SSL VPN Service

Please enter your username and password.

USERNAME: (admin |
PASSWORD: [sssss |

& 6-6 7& PC bR EVF

Connect renegotiates: 0
SSL VENIB session cache statistics:

Mestimum cache size: 10 Current cache size: 0
Cache hits: 0 Cache misses: 0
Cache timecuts: 0 Cache full: 0
Bcospt attampts: 0 Bcospts successful: 0
Boospt renegotiates: 0

Connect attampts: 0 Connects successful: 0

Connect renegotiates: 0
SSITEV session cache statistics:

Mestimum cache size: 20 Current cache size: 0
Cache hits: 0 Cache misses: 0
Cache timeouts: 0 Cache full: 0
Bcospt attampts: 0 Bcoospts successful: 0
Boospt renegotiates: 0

Cornmect attampts: 0 Connects successful: 0
Connect renegotiates: 0

DTS session cache statistics:

Maximm cache size: 10000 Current cache size: 0
Cache hits: 0 Cache misses: 0
Cache timeouts: 0 Cache full: 0
Bcospt attampts: 0 Bcospts successful: 0
Acospt renegotiates: 0

Connect attampts: 0 Connects successful @ 0

1 ASA #4714 show ssl i L7 7 fij B ic & 452 =0 F SSL VPN (19 )& 1, an 5] 6-23
i
5l 6-23 A A& SSL VPN &1k
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BSA (config)# show ss1

Bcospt connections using SSIwZ, SSIw3 or TLSv] and negotiate to SSIw3 or TLSv]
Start comnections using SSIv3 and negotiate to SSIw3 or TLSvl

Enabled cipher order: rc4- shal aesl1?26- shal aes256— shal 3des— shal

Disabled ciphers: des— shal rc4-mdb mill- shal

No SSL trust- points configured

Certificate authentication is not enabled

£ ASA I #f7 4 show webvpn statistics ] A& & webvpn 1948 1T 8045, 40451 6-24
T
5] 6-24 FrFH webvpn 58T X g

ASA (config)# show webwpn statistics
Total muber of dojects served
html
s
C3SS
vb
Java archive
Java class
image
undetermined

£ ASA 47454 show vpn-sessiondb webvpn 1] LA # & webvpn 3 0% %5 {5 B, 10 4
6-25 BT /1
BB 6-25 FrFH webvpn 15811 X

ASA (config)# show vpn— sessiondb webvpn

o o o o o o o Moo

Session Type: WeloVEN

Username : ssluser Index : 8
Public TP : 192.168.1.1

Protocol : Clientless

Lio=nse : AnyConnect Premium

Encryption : RC4 Hashing : SHAL
Bytes Tx : 12353 Bytes Bx : 16591
Group Policy  : DEltGrpPolicy Tumel Graap : Defanl thEBVPNGraup
Login Time : 09:06:19 UTC Thu Mar 27 2014

Duration : Oh:00m:09s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mepping @ N/A VLAN : none

A

1. f£—f ASA I &MWL 2H A A ], 35060 ASA BB S A XA 1
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Z 8] A9 Jit 4t
2. izl ASA B ACHE v Proxy, ;K 4. 3. 1 Wi e al i 3250 H 9 OFiE AR .
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$£78 AVISPA ZEIPWUAHIR

7.1 AVISPA ‘&4 [pillsr i T H A

AP T AR R T Hoak & AVISPA, B i & 2Kk AVISS Wi H # ff EYH
Zurich {5 B2 24195 & 1 HLPSL/OFMC, J7 k453 3 1 AW 7¢ # & 5 T BB £ A 1Y
—EZR R EMIEME A s th TH, BER T 4 a6 a0 T.H . OFMC(On-the-Fly
Model-Checker), CL-ATSE ( Constraint-Logic-based Attack Searcher). SATMC (SAT-
based Model-Checker) il TA4SP(Tree Automata based on Automatic Approximations for
the Analysis of Security Protocols), AVISPA Dl 2 i e iE 5 (High Level Protocol
Specification Language, HLPSL)E 0§ A , i i # 1% 8F HLPS2IF K HLPSL %% # 2y i []
#5520 (Intermediate Format, IF) , SR J {df FHBE BRI 65 >k 39 Uk, 40 2R PRS00 2 4= 19, W) 2 4k
B P CIC S A T 5 U0 2R W SUAN 22 4 o W 28 5 3B B B0 08 4 B A 7 L D £k i
PR 22 A il o 3X 4 Fh oA T 0 0 AN T AN 2 S O 09 B DUAS 8] 59 S0 B O 3% nTRE AR

ANE o3 2R

AVISPA T H3RAE 7 —Z 8 57 WM Wpis2e 4 1 i 3B0F , g5 i 7-1 fros

[ High-level Protocl Specification }

Language(HLPSL)
I

!
[ Translator HLPSL2IF j

[ Intermediate Format(IF) ]

7.1.1 OFMC #& 83 23

OFMC 5 Y K ] 25 38 1 75 >R 89K 3l 07 =S 7 17— JC BR A K i e Bp 10 43 #r [o) 3t 1, 3k 2
On-the-Fly., &M —2 HA R0 1 A RACER RS 2 0] L0 o X 265 K . OFMC AH 1]
DL RO AL B CRP e s s D LT ool AR S i 3 R A S B A R Sk A A

IR 2% vt 9 PRS0 B TE  1E
- 112 -

[ Output Format(OF) J

B 7-1 AVISPA Z&#HE

{ ] i f
[ On-the-fly ] [ CL-based ] [ SAT-based } [ Tree Automata- ]
Model-Checker Attcak Searcher Model-Checker based Protocol
(OFMC) CL-ATSE (SATMC) Analyser (TA4SP)
- L l i
. i )
1




LR 2 tH RS HER W

1. £ 18 %5 7% (Session compilation)

e H I Session compilation B, # 8) Az & = AT — T R R A 4R 2 B A WS
FRHER AT XA PP AR A O AE A Br Be e i A7 OFMC 25 A8 4ie & Pp i ok 04 7
JatgE il . R T PAT R I L, ES AR B R SR R X S8 Eh Az E B B — 1Y IX
il Ep e S N R o A o el SR Rl 151 S vl O P S N o 3 1 1 R A 28 W 2 B
i, 1 H A LUK I P a3 i 4 4 P

R — >0 2 AT ER 0 Ogt 2 K PR FFAEAH R IR S R IR H & 7 EIRZ 12 5% .
XV G R A (OFMC 2808 SR iR 15 B o 3 JOIA B A P 0y ml g4 7 14 19 1)
fi s AE A 2 25 00 i R I I 00 B KA B, o] DL P30T 2500 i 15

2. & E (Depth)

A PUFG E — TR Rm R B QERZEO GRUA 2 KR . fEXFE 60 T OFMC i ] 7R B
O S A% 2 Ciibr HE 48 2 o ms 2 ) BEL e R AEAUMR I R AHE) .

3. 12 (Path)

X — N IR K 2k o B . A Tt 2 301, o] DL =20l B8 748 = R, o] 4

p AR AL

-p 0 JEHR Y s w22 M) 45 X3

-p 0 1 /2d i -p 0 3843 W sl s Z2 26 4 .

WSS E T — DAAFAEN W AL X 2855 0] DL g 45 AL HAb g e 241 5 . (7§ 2 2
7 2 00y 5 ) 35 )

7.1.2 CL-ATSE

CL-ATSE £ Bk i g vl LLRs 22 4= P s A Ta] A o8 CED SCPRAE o B AL B 8 — 28 0T L)
AR e PP O] RE B 2, A I G S AR e L R I A 2 4 A B 1 L O B AR
f£ CL-ATSE W&, A ZAE R F T H

FEXFh 7 UF  UMSCPIRAEAR S A28 C AVAR M 2T @Bt 6 an“ 7E B8 — 4~ 5K
255 ZE— DX T ARETT BN R, BHE A HE R FEC R X KA 2
Y, A TR R TF oo 3 50 ZR L A ff 62 A0 ik R 4 1Ak F R B HC— A B o 00 S s /N 24 R
REBL, S 5HEMRERFRME R8T PS5 TR0 P47 &8 % i 45 R G034 I —
A28 B[R B el 20 5V T BR A 2 5, R s B D 20 SRR A o 4R IR 1 2 2 JE SR R T R S

CL-ATSE fdi Ff 19 73 B 5332 0 % A R 0978 24 o 3 J& AT ] 0077 B A2 v A PR 19 B X025
R, BEUEEUE, IR PSR T AR AR U SR 20 B, 7 WU P 2 2 4 IR A 2R 1 o
KAEACK KL, IR I B0 2 ol A% 26 35 0T DLAE 33X /498 [l P4 TF 7 158 2 b 3 R s

MR —A IF SO FEBRACIRA T CL-ATSE 2 B Ak @ i A~ Br i, B 19 2 2> 75
SR B SCE IR . R K 22 BB AT B [E] B TE AR LR DU T A P IR T R AR A E B
o T LIAR TR  F— A R P SORAE 5 B9 . SRR AT DL 50 A1 bR 10 38 2 n] DL 4 GR $h
17 e R ] GE 4E )5 B A T DR SCE BR 22 ) X 285 Bk /D E S
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CL-ATSE 0] AF|H XOR iz 5 10 50 B LK KRR i Bk i, o 1 B 5 ki
o AT EE T  CL-ATSE 528 | Baader #ll Shoultz 48— 8.1, AL 1 5 ok Fil 45 2o v]
FPE .

it CL-ATSE & 7= A — A~ HAG B4 T et 9 By ik . 0 B8 i 5 5Q 58 5 A
TR Ga A, IXAE— 1 R IRl B A i 1o 73 2h s mi e Uil B RE & CL-ATSE 1%
e PR, 0T DL a5 AH R 1 26 30 5 sl 58 X T RE .

LLF 2 H RS HER W

1. A &E L (Verbose model)

e R I i i 25 R S BN OB MM I S ARG R Bon B2 IGER R,

2. @ (Simplify)

faj A TF SO/ X R o] DA 48 R B R 459 2 e B3OS 0 T B b 8o i BGE A 280
A fai AL, T M EE ik . T CL-ATSE %2t IF SO 05 5 i i, 3 {15 1
e K 2 PIp DU e iF T AT & iy,

3. ZTERERHERK (Untyped model)

AN RSB G , CL-ATSE A fir A7 19 7% 1 4B & 12 Y a3 Jo S /Y, it A i 1F SO/
oh i 3 1 288 Y 2 SR AN 2 BRI X R A BT A IR 28 R B 1) 80

4. &F E R 5E (Depth first)

SRIA IR I, LR BE D 56 I 0] 30 4 T 48 3%

5. T E L% (Breadth first)

CL-ATSE 2 th— > e B 00 Boaty o {H 22X B 23 45 N A7 R B ORI 14

7.1.3 SATMC

SATMC B BIRG I &5 8 57 7 — a2 3K, R G bt — 4~ i TF AR Ui P i30A PR e I,
PR EFET Z2EIREMES . (SAT i of 45 & i o £k faf 22 4 7] 2 ok #0 %) =] 258 Fi
“ R RN G B R R TF JE A 2 13 L) i SE i A 0K R 2 SAT i Y 8 L AT AT %
1) i A RR 8 B — > B

1ESC T SATMC B Ff 7 T8 73T 19 R 3 P BB F s & bE . iX 843 SAT %2 1)
PO R A ] T 52— A RN R {6 19-F & a2 R 25 2 56 BB M DT e MR AR .

SATMC AALHE K A BE PR Moy, i H 58 A 56 WA BR A9 23 3 o 72 1 36 3k (e gl /2
TIE B P 3L 1 2 = 0K

LLF 2 tH RS HER W

1. iR & (Depth)

X & SATMC R 238 R W i R 908 0 — 1 Wl R A GRR A 72X g L T A e
HEFE P2 0b B LR BN IE 5 B X B B O 30,

2. 3% 1L (Abstraction refinement)

ZIEIMBOA NI P RS, EREF RS, PR RAGESEF, F )RR
KA .
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3. &2 A (Compound types)
ZIEI K e el B AE I &2 42 2R,

4. L& & (Optimized intruder)
I K R ] el A5 2 20 R 4a At .

7.1.4 TAA4SP

fE PR 23 % TAASP T. Hodl o p 15 5 1) 5 5 kT 5303 BE i {2l (over-approximation) 8y,
H RSPl Cunder-approximation) ., TA4SP X B a8 FE Timbuk?2. 0 21158 H A H
ySIRP
— A>3k BE AR o] BB XS — A~ JCBR 25 ik i P I e A B E ] . A TA4SP 75 %
’A"J‘Efl’]%}]ﬁ «U«‘“‘ A0 e R ISR 5t . TA4SP (XU HESS B 00 i R3S 1 2 1 2
LA 17X R 1 2
TEAR Y I MI’I’J%%T BA AT PR i R AL & . T H aT 58 FI W 7 25 7 19 &8 2% T Dl
S A i i 1
fif i TAASP Sk #EA7 UL R I g A LU T LR 5 g = 2% .
(1) P 35800 B A DU 56 Tk R 2 1
(2) WPRE (D2 B iefs 208 U1 Or w8 v TP o] DUAE A PR OCEC T 48 2231 57 fr s i DK
e B — I~k
{H 33k 46 22 05 R S g AN SO REf B U 45 2R . SEBR b R T — A A 1 45 R
S B ROF A SRS A — D R X, BB AE, TA4SP 5 A e Ak 3R 4L & A& 1, JOF
H B X — ™ A5 78 561 — > 2% 1 .
LIF 2R RS B0
1. ﬂﬁfﬂﬁ_ﬁ(Twu agents only)
PETAT B T B0 A ], 26 o 2 ) TS, A — A AR R — A Ik
Niﬂ.a
2. NEF 12 (Intruder knowledge)
PEH over-approximation &M . level #RIAA 0; % H under-approximation 1t 3 Hf AJ
Vi 8 level RYMH . X MEACER T EESATIEL.

7.2 HLPSL & 3 Hfk

HLPSL it 5 2—MIEMbm I dGES . B INRZEaEFP/EMMH P Emwm 2 H
P45 HLPSL ACHS , 45 i 258 Ho 4w 13 P 815 5 IF . i % T 2 120 B A 8 3 4 7 20 i 49
gh g

7.2.1 HLPSL X545

A 3 A — A e A L PR T HLPSL 194549 . HLPSL 192589 KB R 37 £y
a1 5 (basic roles) 5 (transition) i & fl 8132 (composed roles)
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LEAr A 4 HAR 258 Z 17 . 6B — 1 Andrew Secure PRC il 19 1] F & %X HLPSL
A— B WS,

role alice (A, B: agent, Kab: symetric key, Succ: hash finc,
SND, RCV: dlarnel(dy}}—"%ﬁ

played by A
def=
local State: nat,
Na,Nb: text, F B AR B
Klab:symmetric key, > UL B ] iR
Nlb: text g
Const alice bob klab, alice bab na, bdb alice nb: protocol id
init State:=0 ) N
transition w T AR
0. State=0 /\ RCV(start) = |> alice
State':=2 /\ Na':=new()/\ SND(A.{Na'} Kab)
2. State=2 /\ ROV({Succ (Na) .Nb'} Kab) = | > %ﬁgﬁm
State':=4 /\ EM{{Suoc{Nb‘}}_Kab}f\ witness }fﬁ‘,aﬂ*]?%llﬁt
(®,B,bcb alice nb,Nb'") - MBELR
- - IREH B

4. State=4 /\ ROV ({Kleb'.NIb'} Kab) = |>
State':=6/\ request (A,B,alice bdb klab,Klab")/\
request (A,B,alice bab na,Na)

erd role

role bab (A, B: agent, Kab: symmetric key, Succ: hash fime, 3D, ROV: chamnel (dy))
played by B
def=
local State: nat,
No,Na,Nlb: test,
Klab:symmetric key
Init State:=1

Transition
1. State=1 /\ RV(A.{MNa'} Kab) = |>
State':=3 /\ Nb':=new()/\ 2D ({Succ(Na') .Nb'} Kab)/\ witness (B,A,alice bcb na,Na')

3. State=3 /\ RCV({Succ(Nb) } Kab) = |>
State':=5 /\ Nlb':=new()/\ Klab':=new()/\ SND({Klab'.Nlb'} Kab)
/\ witness (B,A,alice bab klab,Klab')/\ request (B,A,bdb alice nb,Nb)

/\ secret (Klab', klab, {A,B}) /\ secret (N1b',nlb, {A,B})

end role
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role session (A, B: agent, Kab: symmetric key, Succ: hash func)

def=

local SAB, REAB,SBA, FBA: channel (dy) ~—ENTF W

carposition VS
alice(d, B, Kab, Succ, SAB, RAB) i

—WIEEERAATE
/\ bdb (&, B, Kab, Succ, SBA, FBR)

end role

role enviromment ()

def=

const alice bab klab, alice bdb na, bdb alice nb,nlb, ]
Klab: protocol id,
a, b: agent, ;
kab, kai, kib: symetric key,
succ:hash func

j&%ﬁa
& X EBUE

intruder knowledge= {a, b, kai, kib, succ}«<—& X HHEZEMIR (g yvig=s
canposition ] 5L
session (a,b, kab, succ)

/\session (a,b,kab,succ) FHIRALIE B 215 TS

/\ session(a,i,kai,succ)

/\ session(i,b, kib,succ)

end role

goal
secrecy of nlb, klab
authentication onbdb alice b HFrE
authentication on alice bdb na
authentication on alice bab klab.
end goal

enviroment () «<—RATREH S E

7.2.2 EABREIE

1% ARG F] Alice-Bob(A-B) /R4 3% K5 A7 B 1~ bR il PR — > Ppasl . an s i i) 1]
+ B Wide Mouth Frog PP A A-B F/nikFEw

A-> S:{Kab} Kas
S—> B:{Kab} Kbs

XA H 0. A RREHH AN AB RIS E Y Kab K545 B, B A ¥
Kab /] Kas % ,Kas &2 0l {5 LR 4F S 5 A 1932 %48, ik 55 4% 15-FF Kab ] Kbs % &
L2y BLaXFEME R T A LB EI 205 % .

A-B ZoRiE W] 1T E RIS W R s PP P E BAac i R, IRZ ARG S
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#RLL A-B Rk MEERE, 055 HLPSL, {0 A-B /83208 A GE 1 Wi 26 - 4 5 s 22 &
= E8 S F, Hen A Pp R B ST EHNE A, TR A-B RoR AR R A {5 B AR
o B T LLRR S R IA e ) R Y15 . W HLPSL,

HLPSL /& DAt 2o 2l 8 5 e R & — 12 5 35 0 7 0 220k H & | —
AR v 530S ARy A A A fE 0 R L %~*~Uﬂ>{§$_u_£&m, B EE ] A-B Eon kRN
AR B A H ) B RS R SR A R, PR -2 5 E A LA C MR
fi et B R LI AT o, X TR LAl M A fE B T e — el E 2402 538 90 il
ZfE R, Bl WME Y H A 3 2L ok 72 L 0 3 i 45 alice. bob I server (i
oM Rna Tl /NS HL . fln. ] alice R X AN FEA A € R L AT A
e R A A2 i A-BERFTEFW A,

— R A IRERA TS HENW MG R . S8 08 B EAE g, plan, e
(1) ailce M1 £y ik 75 ] RE X A 150 B

role alice(A,B,S:agent, Kas:symmetric key, SND,RCV:channel (dy))
Played by A def=

Local State:nat,Kab:symmetric key

Init State:=0

Transition

End role

X e Bt A alice MYHEST ik . £ 95 3 1~ UHE Cagent) KRB ZH. Fon S 54, 515
&= ALVBLS, b FE X R EH (symmetric_key) ZE B [ 250 Kas, 2% SND F1 RCV J&if 8
(channel) 8, K/Ria 17X~ alice M A FEMACEEAE iz iE FEfrafs . W+ x4
i 1 JE A A dy s R izl 8 N A AR B AR AR 2 A8 T 1R AR oA

rAAE HLPSL g2 &R A RE Fh L ma & UG FR 8k HFH . W/ —4

R, AR R W LR R A 1, follﬁ'?ﬁ RN EMEELS TS5, 1©
played by il BEL T S8 ALA FoRACHEE A K HRAT alice 3X AN (At F . oF BOUL 1) B 5 2
A K A7 {8 alice 3X > #1684 , T At 119 R A< 59 2 % 4 B2 (Transition) . £ Local BeH 5 W] alice FI’]
JaEBAE R, LEB]F, State & — A A nat Bl Kab 2 — DB 2%, WIHIRE
g State fE Init BeHAIEHAE R 0,

7.2.3 %

’%-ﬁ%%ﬁ#ﬁﬁ.ﬁ—*’?‘ﬁﬁk%{Tﬂzﬂﬁﬂiz&zjhW’Hﬁ»ﬂl’[@ﬁﬁﬁﬁﬁfl{]lﬁ]{fh —Fﬁ?ﬁ%fﬁ"ﬂ?ﬁP server
1) #1 &0 2

Stepl .State= 0/\RCV ({Kab'} Kas) = |>
State'= 2/\SND ({Kab'} Kas)

XA FEHL N id AR Stepl s IR A BZ He il X 43 . XNk 17 0] itk State
E R 0, HAEM I RCV FIE]— 015 H Kas I H Kab' 19 7H BN L 3X B — A F #a it &
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AT RS State I{EAE R 2, B I SND &% Kab' . HX K Kbs %,
XA PR IR EEENATS,/\FRIFR G MER, = > k) R G £ M
{14 fih A2 2% A4 05 2 BF L PR T A I P i S 44

XA T RATHEER T X B L XA RN EAET XERTY T — A,
o nl LR A XA X1 — a4, 02000 38 18— A~ RO 2 . T 3 56 4 58 B DR BG 7R Y
Ao RET . WL, 54 Stepl KA, F LK AFS = [ >4 State SR 2, 3X

Bt R State' 2k KR 0] DL A 76 8 AN 5 P07 T 58 58 Ja SO BT T R 4
YE . state=state’ .

(EAF7E B2 JRCV H 78 G T — . s 8 2 B i 6 7 X A8 3t 13 A B
TR T R ARAEE , o] LU R — M5 BB L . AN ZE - T ENEE . X HEB L
U Kas hisg . i 1H S0 28 B A I 550K 2 22X~ 12 o3I 1 1A JBL N 25 0 200 RN 5 1Y >4 Hij

ke FTRL Iy o s TE R AT LR R N

7.2.4 REABd

e B FA o B 2 S A — > sl JUAS SR A e B R e — a1y L i 5 2 AT
1, ilﬂib{_f'%wm@ SRR nT DUE X —TMRE M ead i, Zonh P aihd i, 1
fil o E & T alice Mt #E L FATAEIZA T bob Hl server 1Y 1 2 5 5 1 1
280900 LhE X — MRG0 e 7 L S w4l B4 ff e 7 T oK dim 3 8 A4 P il 2= i ot
e, Gl E L IXIR S A FE A session,

role session (A, B, S:agent, Kas,Kbs:symretric key )
def=

Iocal SA,RA,SB,RB,SS,RS:chanrel (dy)

Camposition

Alic=(A,B,S5,Kas,3A,RA)

Nbdb (B,A,S,Kbs, SB, RB)

/\server (S,A,B,Kas,Kbs, SS,RS)

End role

(IR A Aot fi b %A % B (Transition) , UM AC 2Z 19 )& 1R & B (Composition) , 1
Horp CELGf A i B il . /\ R X Se oy 8 BRI AT AR . fE 250 (session) f 85
Pt b 3 B A T B0 A T RS ], o TR R O T EL AR 1 S ) Ak e ) i
SoEAMG N — PR {E . 8E AR 70— AP i, {LKJN%?()EPE){TjUJEL_
iz I AZER . 26 FH .75 T channel(dy) £/RiX N AR E Dolev-Yao AfZ#
B, FEIX PRI h , A il 7B W25 X R A A X 1 I A T AR R &0 Az 4
AR A ATHERGK o i sl B B HUE B B2 AR S — MR A X AT it A S W E W E B 4
TR AR 25 1 A . Dt s AC3E A DUAEAT AT — /38 18 | 2 WO A& 38 78 B (B, alice /£ SA |
K3k H B4 bob.bob 76 RB - 22 WX 28 35 5 ot A7 £ BIF 3 4457 1 8] 3 15 5¢ 42 02 Jo R 3R %
(SIS SRS YN ey L RI] RSN

W EE L —PTRENMEadE., XTMMedBEud2RE R 0u8F - PlHEZ
SRS MR X E AEEE ﬁ]ﬁﬁi‘&“%fm' s fp et i, XBEiLA—
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etk T ARA R, Wl ARA EIRESE MR, @IS T, AMRE DL
ZEAHEN AT AN AP A RS AL FUHAR A S S h 8], LA A 2 5
APRE 9 pR A, A WO Dl R RN ARE . Bl FUE .

role 1 t()

def=

consta, b, s:agent, kas,kbs, kis:symmetric key
intruder knowledge= {a,b, s, kis}

camposition

session(a,b, s, kas, Kos)
/\session(a,b, 3, kas, kbs)
/\session(a, i, s,kas, kis)
/\session(i,b, s, kis, kbs)

End role

15 PN g5 I 1 1 ) A 3 g e J2 A € ek B2 119 52 451 4 o (] B, 2 BE A PSR AL 1T pR B

ervirorment ()

7.2.5 KIGB#R

{88 Hl HLPSL /& 8 T 3 Uk Up i il — 266 5, b anaX A Ph il i 3% 2 — 2o,
17 environment ) Z {ij — & 2 I — B B AR BeACHS , 6] 7 4nF .

goal

secrecy of k
authenticatim_m na

end goal
X H secrecy_of k K/ $ ik HAnE k UK {E B2 — T LenfE B (R & A
#1315 B k) ,authentication_on na %/~ na rfCEMNE B & — M EMWERIEE B, m k Al
na 1955 B 25 SCHSE 2 PSS A2 5, 73X A4~ H A 2 500k 33X A el 1) HL AR
X S AEE DL JLA H s
e secrecy_of: Jul % 4iE e & 1%E,
* authentication on: 55 UEZCHE 19 ] A ukE P4 G A ub) ,
* weak_authentication_on: 551k ZCHE 19 o] A GEME (55 AL . AF [E L) .
XN H bR T T B AL EE LU 4 Flb
o secret(E.id,S): MU FE SWE 42 THE EJFHX M ERGH RN —AZEN
id X A~ id F A8 H brE S HTE] .
e witness(A.B.id.E): X & — 15 ®WikEEGEX A AFI A NBEETHE E.X
A UK 44 o — AR id L JF XA id B AE H bR S HTE
* request(B,A,id,E): iXZ&— ik &M .15 X0 BAB] BHISEWE rkH AW
fra 8 E. XA BB a4 A — DAER id, H XA id ¥ 7E  Hs e L HIF.
* wrequest(B,A,id,E): iX~Hl Request JS{BL, H AT & — 455 J& P . H A 56 Uk 5L
Wi
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T HAR2E ]

mE HbrE LHPAFLEIE AN authentication _on na B AP AL B R FH 7 28 UL L, na R
id 1] witness I request 1§ B3P WL S X G A2 S B 0 5, W0 A 5 b 45 7
| witness(A,B.na,Na)fll request(B, A.na.,Na), SChpkri IR B EFERZ N a — =1
(#4277 witness(A,B.na. Na) A2 A SCPr RS SRS THGEE (A R
77 Be oo JHHABAR BOFHL 7 Na, Z ) 5% k245 17 BoiX B B A | request(B,A,na,Na),
AR5 R A A AR — B B R U 2 1E B H AR authentication_on na A7~ 1]
TEM . X B EE A witness(AL,B,na,Na) fll request(B,A,na,Na) & B H BT,

Hbr e PR I U0 weak authentication on na [ H by B L iX B 256 0 (19 & —
55 @A WL 2 A T 5k 5O B A A A p il B R witness X N Y N i 2
wrequest |l A f& request,

T K2 secret, AR H AR P AFALE I W secrecy of sec 119 B F5n i BH , X B 256 UF 1 in] 12
M osec O NEH B AEEIE A | secret(K,sec, { A, B}, 10 35 B & il B 20 Az 305~
Wi # 1 b ERAE 7 XA KW, 5805 XA K S RPURA AL | T3 82480 SR A5 %
e WA, — B B AP &0 L 25 UE W] H AR secrecy_of sec AANTTEE

R 25 R T AR R X SR S R

7.3 HLPSL Ju/alf@dr

7.3.1 Andrew Secure PRC 11X

T A-B R ik £ om XA B o 7
A—>B: A. {Na}_Kab
B—>A:{Na+1.Nb} Kab
A—>B:{Nb+1} Kab

B—=>A.:{Klab. N1b} Kab

oS A 7-2 s .

A B

A.{Na} Kab ={ A[fB% %AFIEKabiN (= ENa

{Na+1.Nb} Kab .
— Bl A% £ FKab il ##{5 ENbFINa+1

{Nb+1} Kab

— ARB% £ HKab I E A {5 ENb+]

{Klab.NIb} Kab . N
N B A% = KabIl RIS ENIbFIK 1ab

K 7-2  Andrew Secure PRC P32 H A

X AN PR R VE 238 {5 AU 1 IGIE , 3R )5 B a7 — B 1 236 % 4 Klab, H T —
Al JN1b WE I E )G 22 n9a@ {5 P L T A 1) Klab #1 N1b &2 H B P41,
X ANPRL ) HLPSL ik F .
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role alice (A, B: agent,Kab: symmetric key,Succ: hash func,SND, RCV: channel (dy))

played by A

def=

local State: nat,Na,No: text,Klab: symetric key,Nlb: text

const alice bab klab, alice bab na, bdb alice nb: protocol id

init State:=0

transition

0. State= 0/\RCV (start) = |> State':=2/\Na':=new() /\SND(A. {Na'} Kab)

2. State=2/\RCV({Succ (Na) .Ib'} Kab) = | > State':=4/\3ND ({Succ (Nb") } Kab)/\witness (&,B,bcb alice nb,No
")

4.State=4/\RCV({Klab' .Nlb'} Kab)= |>State':=6/\request (A,B,alice bcb klab,Klab') /\request (A,B,alice
bdb na,Na)

end role

LR R alice WM @R AEPM P EIE A BPIRGESZE R L 3 BT 20 1) 1
(]2 , transition HHAE™ State %5 0.2.4.6 P2 X200 T 77 B (A |- 4 EE X 26 2
h S R AR ], O R

f£ HLPSL " %A 5 UMk X B LL Suce 5 24 19— AW 5 7 iR B AU . X B If
AKX A TTIEN AR SEBUEAT 2 o] IR BN AT S — s 55 0] LA R S de ) S 1)
flx)=x+1 K%L,

iX B[] witness(A, B, bob alice nb.Nb" fil request(B.,A.bob alice nb.,Nb) #H X} i .
witness(A,B,bob _alice nb.Nb)F/~n A £ A #5& T Nb 45 B.request(B,A.bob_alice
nb,Nb) % /8 B 23K Nb #5202 A Ak .

Def=F 4 &0 71 s& 75 B A8 71 L local AU Ja #8722 7 , const fU R & &, iX B 1) bob_alice_
nb % J& protocol _id 1) % &, fE IR & 1 & i FE environment H 5 B, {E goal H fdi 1],
authentication on ID(prUTDCU] id) FZ R Hr. A ELE environment H S B o 1) H
oL DL B A B n] DL L init J5 R340 2 22 ol i fk

transition | A1 A %P 40 2 e e B, X B B e p i 55 0 20 HAK W] . 0. State=0/\
RCV(start) = |>State': = 2/\Na': =new() /\SNDC(A. {Na'} _Kab) . “0.” %/~ K711
G5 = | >7£ i1 State=0/\RCV (start) j& fill & &1« 2 B 455 2 RE state=0 H il i
132 8 RCV FEWE) — start f7 B R ARSI, =>4 State'; = 2/\Na'; =new
()/\SNDC(A. {Na'} Kab)#/r~ state [JR| A state'T{H B H 2,3 H H] new()%_&cﬁi—*ﬂﬁﬂm
KOS Na EIA Na', [7] i3 i A 264538 SND &%k — & fm B fm BN 22 Al {Na')_Kab. &
Bt 1% 05 B S Kab I (19 Na', iR 035 A, LE%?']LE%LL’%%@IDH%I’I@H BB
SO R VA .

role bab (A, B: agent,Kab: symmetric key,Succ: hash funec, SND, RCV: channel (dy) )

played by B B i

T

local State: nat,No,Na,Nlb: text,Klab: symetric key

init State:=1 B
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transition

1.State=1/\RCV(A.{Na'}_Kab)= | > State':=3/\No":=new () /\SND({Succ (Na"') .Nb"'} Kab)/\witness (B,A,alice
bdb na,Na')

3.State= 3/\RCV ({Succ (Nb) } _Kab)= | > State':= 5/\Nlb":= new () /\Klab":= new () /\ SND ({Klab'.Nlb'} Kab)/\
witness (B,A,alice bdb klab,Klab') /\request (B,A,bcb_alice nb,Nb)/\secret (Klab', klab, {A,B})/\ secret (Nlb
',nlb, {A,B})

end role

UL 13X Be g X bob i 68 B2 119 w3k, BIE B iR S 2 7 X B 2 45 2
secret(Klab', klab. { A, B}) % s Klab X A HF1 B A&, A H A ACE LR %, [FAE X B
request(B, A,bob_alice_nb,Nb) X} if & [ [l witness(A,B,bob_alice_nb,Nb") .request
nA 7T RBPUIE L wrerequest, & B2 55 A UE L 2 75 K 5 i

role session (A, B: agent,Kab: symmetric key,Succ: hash func)
def=

local SAB, RAB,SBA, RBA: chanrel (dy)

camposition

alice(d, B, Kab, Succ, SAB, REB)/\ bdb(d, B, Kab, Succ, SBA, RBA)
end role

B MBI FE session, B alice Hl bob Y2 if i FE s filfk JE R MR R 1T X > 2 il o
= &ﬁEﬁ%?&ﬁ%ﬁﬁé%ﬁﬁwwn

t()

role

def=

const alice bab klab, alice bdb na, bab alice nb, nlb, klab: protocol id,a, b: agent, kab, kai, kib:
symmetric key,succ: hash func

intruder knowledge= {a, b, kai, kib, succ}

canposition

session (a,b, kab, succ) /\session (a,b, kab, succ) /\ session(a, i, kai, succ) /\ session (i, b, kib, succ)

ernd role

U 2 d e 2 1 663 i environment 1955 B B AR I TR CHI AR & 7690 16 IR &
MRV AN 2SS &MU 2 T 2 uh B0 SE Ak PR B BRERAE X
fae e s, BN s E A ad R,

goal

secrecy of nlb, klab

authentication on bab alice nb

authentication on alice bdb na

authentication on alice bab klab

end goal

HARBCE M7 1 5 A H AR, 2 X A4~ P i B 5L 260\ O b A0 /2 19 255 Fb i b,
klab W12 %% "] . bob_alice_nb.alice_bob_na.alice_bob_klab ¥ Zil Rg % i Pr 245 119 H. 5
PESF . ANSRGX 28 H bR AE Z Ja ik il A A6 2 1 B2 AE SR PR Bl) UNSAFE 1% &, JF
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7.3.2

envirorment ()

i aX ] £ sk environment S 4L, R BT A LT,

chap 1

HAEWH B R G BGE A, X AE X Bt A BRI 1, B T DS IR AR AT A 2 X 2%
PP G S AT AE T 1]

chap PrSE—FhH HIAIAUE PR, T 1 A-B 7R 15 R a8 ixX A~ Uil i 7

1. A—=B: A
2. B—>=A: Nb
A—=
B—>=A. H(k(A,B),Na)

s W

Lrprs

B: it 55 4% .

A ) i
k(A,B): A Y5 Byt zZa4],
Na. & F S A= B REHLEL .
Nb: & 5 S A= B ) BEALEL .
1. AEREN

K}B: NﬂaH(k(AaB)a(Nﬂ#Nb#A))

il X MS-CHAP Ppisl 538 25 7 i AR 55 2 18 TR £f3 €6, 8 £ B

1) 2 7 b CER s A #)

role chap Init (A,B: agent,
Kab: symmetric key,
H: hash func,
Snd, Rcv: channel (dy))

played by A
&

local State: nat,

Na, No: text

const sec kabl: protocol id
init State:=0

2) M55 4w CUMCAY WD)

role chap Resp (B,A: agent,
Kab: symmetric key,
H: hash func,
Snd, Rcv: channel (dy))
played by B

« 124 -
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e

local State : nat,

Na, No: text

const sec kabZ: protocol id
init State:=0

3) M2l B L

role session (A,B: agent, /M EE
Kab: symmetric key, / /% R 5% 4
H: hash func) /MG 7 PR
i

local SR, SB, RA, RB: channel (dy)
camposition

chap Init(d, B, Kab, H, SA, RA)

/\ chap Resp(B, A, Kab, H, SB, RB)
2. BN
1) % i

(1) state=0 /\ Rov(start) = |>
State':=1 /\ Snd(d)

(2) State=1 /\ Rov(b') = |>

State':=2 /\ Na':=new() /\ Snd(Na'.H(Kab.Na'.Nb'.R))

/\ witness(A,B,na,Na'")
/\ secret (Kab, sec kabl, {A,B})

(3) state=2 /\ Rov(H(Kab.Na)) = |>
State':=3 /\ request (&,B,nb,Nb)

2) W55 %%

(1) state=0 /\ Rocv(@') = |>
State':=1 /\ Nb':=new() /\ Snd(b')
/\ witness (B,A,nb,Nb")

(2) state=1 /\ Rov(Ma'.H(Kab.Na'.Nb.R)) = |>

State':=2 /\ Snd(H(Kab.Na"))

/\ request (B,A,na,Na")
/\ secret (Kab, sec kabZ, {A,B})

3. WEHEMIE
role 1 t()
i

const a, b: agent,
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kab, kai, koi: symmetric key,
h: hash func,
na, nb: protocol id
B i & MR ={a, b, h, kai, Koi ,kab}
canposition
session (a,b,kab,h) /\
session (a,1,kai,h) /\
session (b,1,koi,h)

4. 22 BHF

(1) =225 sec_kabl. sec_kab2. sec kab [{# %5 4.

(2) 2 s i 55 4 BEHLEL nb A5 HIE .

(3) Hie 55 i X 25 1 i B AL 2K na 19 50 0IE .

5. RWER

AVISPA T.H 5 uk a5 R El 7-3 s . N OFMC, ATSE 75§t 28 s 5 19 5256 25 S A n]
PIE . chap IAE PR A 2 4 0 .

7.3.3 HLPSL A IS

1. X'T&E
MR — AR — . s R = ARSI A —E R —4 XIERE. W
PAE ] — e 5| X A B M I8 A6 X Bk RBUX AN, LT 2 —2i5 T
Ji 0]
* fE RCV i 8 P 22 WC— A8 BE , HRF X I E L — 22 v, IR 40X A4 728 5 0
X'l L
o GARAE SND i iE Ak — A IHI M A L6 XTiE X,
o P[RR QRS AR — A W M 2 Y BE TR e AL IR A i O (R AR
X'fIE
o QSR A Ry AR AL T T AL O — T Ml ik 2 AR , G e A ) 4G A B B el A
A By Bt AR R Z R 25 i AR ) XA,
2. witness # request
M fdH witness ¥, request(wrequest) B}, 25 =PSB0 24 J& — 1~ protocol _id ZE B 1) bx
RAT AT A i 02 R P g s B Ll R O environment O, EATTHIE K witness Hl
request i WZ K R A —&E, LB AP T,
3. secrecy
IR AR TR — el PE X MEZ A T ny ff = AR el E e ng . m H 2 A 5H
A 2Z 6] 1 A% 3l AR A N A A Sy M BB 5 AN A

Et[
i

secret (T, t, {A,B,C})
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CEMC_:

SOFMC
$Version of 2006/02/13
SIMVRRY
UNSAFE
[DETATLS
ATTACK FOUND
PROTOCOL
D:\NPLAB\ tamp\ 130570765157676751.if
GCAL
secrecy of sec kabl
BACKEND
CEM_
CCMMENTS
STATTSTICS
parseTime: 0.00s
searchTime: 0.0ls
visitedNodes: 1 nodes
depth: 1 plies
ATTACK TRACE,
i-> (a,3): start
(a,3)—>1: a
i-> (a,3): x238
(a,3)—>1: Na(2) .h(kab.Na(2) .x238.a)
i-> (1,17): kab
i-> (1,17): kab
%Reached State:
%
Ssecret (kab, sec kabl,set 61)
Foontains (a,set 61)
Foontains (b, set 61)
Tstate chap Init (b,i, koi, h, 0, dumy nonoce, dummy
nonoe, set 77,9)
sstate chap Init (a, i, kai, h, 0, drmmy nonce, dummy
nonoe, set 74, 6)
Tstate chap Init(a,b, kab,h,Z,Na(2),x238,set 61, 3)
Tstate chap Resp (b, a, kab, h, 0, dumy nonoce, dummy
nonoe, set 69, 3)
Switness (a,b,na,Na(2))

ATSE:
SUMMARY
UNSARE
[ETATLS
ATTACK FOUND
TYPED MOLEL
PROTOCOL
D:\NFLAB\ temp', 130570766808871194.1if
GOAL
Secrecy attack on (kab)
BACKEND
CL- AtSe
STATTSTICS
RAnalysed: 7 states
Reachable: 7 states
Translation: 0.01 seconds
Camoutation: 0.00 seconds
ATTACK TRACE
1-> (a,3): start
(a,3)—->1i:ra
i—> (a,3): Nb(2)
(@,3)—>1: n2(Na) .{kab.nZ(Na) .Nb(2) .a} h
& Secret (kab,set 61);
witness (a,b,na,nZ(Na)); Add a to set 6l;
& Add b to set 6l;

B 7-3  chap Ml & 2SR

t s 1t H A H AR R 47, /£ HLPSL 19 H #5 B 5 B — 4> secrecy_oft K18 .
FEANE B X R A, Wiz R R e, OIS U5 K b 1T R B K 2, OF BOR e 2k
FEAPML M i o WCRAE R T BB —ffy o A PR A R % 7S W BE e i M &
i, Rz E RS A EZ AR A EN ST A AsEr s, il
ARBAE— KW P T XA AR 24 At 2 A8 HA 25 38 v D5 288 Bl — > ol S i A G, T
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L ACFRATS SR A 3 A Al AR I S A AQ B 22 8] A g5 R I, 3 A ]t Jc v 2 Ok L H X IR AN
e EE P, O B AN IETCE Y — AR A UE B 2 e g R I Y R . an 2R
AP fEsg UpEnfass 5 — 0% 02 Ue—1 A e AgE Rk A A8 2408
i) secret(T.t, {(UDANFEILAE A B2 4 0HE U L. Za¥ T1EEss U ki ik,

“ nEne

" ”{L 55 B B 6l a0 SND(A. B. Na'),

O E R 2SR I 4 pREE A I, B0 secret(Kab,kab. {B})
_“ﬁﬁ%%%%aEﬁTﬂT%ﬁﬂumBum—ﬂABNaLuﬁwﬁﬁﬁ@ﬂ
{IBLE

5. ZBIUEE

a7 S i (R AT o - R (1 P = T R B I R 87
(environment) , 76 B f 89 2240~ 2 0h 4 56 1] 4 1 o 21 Rl A €8 25 0l o 10 7 25 b A 60 Hp ai
H S5 A — 3k B SERE A €2, 61 A0 alice Bl bob , AURS T Al >k 1T HEAZ X FF .

role
def=
const a,b: agent

t()

camposition
session(a,b, ..

/\ session(a, i, ...)

end role

role session (A,B: agent, ...)
def=

camposition

alice (B, ...) /\ bdb(B..)
end role

rolealice(A: agent, ...)
played by A def=

end role
role bab (B: agent, ...)
played by B def=

ernd role

FEA 3PS TR a.bFl i, EXMWIKESW P a B I alice, RZH
alicel Fl alice2, 7E5 — X ZihH b i 1 bob, £ XK i P AR EIH T bob,
HLPSL {0 %1% 78 5, iX LA R 3 alicel Hl alice2 A A Ja &0 28 & 9 20 37 &l A<, 3F H & —
AR MRS L, A A I o] DUE N — S 5E 4%

Bid A — a8 anF .
canposition

session (a,b, kab)

/\ session(a,b, kab)
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MA TR i, 33 2 A TR 2508, 76 5] RE 09 & 5 BL AT Al 55 4% 22 8], G 312 X J& X
Andrew secureRPC MY G AT#E . o HIL %58 kab & 195 &, {5 BEAS
BEAN TGS, BRI EE

B->A: {Klab, Nlb} Kab
R ) e SRS
camposition

session (al, b, kabl)
/\session(a2,b, kab?2)

R GR B KB . B DL 0 S92 B A A 5 Gl 7 5 A BT A2 B9 20 A
7.3.4 HLPSL X##=
HLPSL H Ry FWE 7-1 s,
& 7-1 HLPSL FHIXEF

w8 I ® B
B AH 2 B2 SND (ABC.XY.Z)
F S 4 7T 2 43 85 IF
! 75 275 B T35 (L 31 r
; 1245 1 6 R Eiztf
% HRHERR)
- 7E init 433 1 1L 7 3675 init %=1
= AR HE X'=1
= IS R R MR AR LT NS %=1
< /NF X< 2
/\ % 55 ¥=2/\Y=3
A I 16 £ 5, 1R B Alice(..) /\ Bob(..)
A BEANTRAR—ES ;éiﬁmﬂﬁ}
—> A — A B KR LS R 5 — A Eﬂf;f“}
=|=> i e RCV (X)= [ > SND(Y)
() 7 L 2 {a,b}
(O i 85 282 % SND({X}_K)
O R A B, 7 ) R R B P
[] 5l F 1 init =[]
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7 5 il %3 N Bl
sccept ARBL, S — 1A EERN . 5 — 1M | acospt
LIRS u s State=5/\Ruth= 1
agent X B E P 25 7Y
bool A /R AH Z PR e Y
channel (dy) BIEHEHE LA, HAEJ HA Dolev-Yao o]
composition brEIRa A i
cons MG EPRMITE L'=cons (X, L)
def= =L RN R S
end role R WA ALK
function B[] pR B A S 25 A
hash BRI 2R 1Y [R] S 7]
i ARER F )
in TR EEELESTIIER D in (X, L)
init EWRAEER R init State=0
inv WEH: AT AHBEFH inv (Ka)
intruder_knowledge | 7 Bl AR 3 HIiH intruder knowledge= {a,Kai}
list FREHAES R ER
local = B Jay w8 B AR local State: nat
message TELRNFEENE
nat H AR B PE 2L /Y
not 2 AF not (in (X, L))
owns TEREAN: —TAAHAE —-TZE,H N
HEXANAETUERX R
played_by EARME. HRkEEAHEDEAMAE played by A
public_key NG EE A &R
request JFH 5 K i 55 A IE request (&, B, na, Na)
secret FH >R A6 ) B 5 secret (Key, B) /\secret (Key, B)
set T ¥ {8 9 85 2 0 08 2 7 R
symmetric_key L H AR A
text FAT R RUE 25 A
text(fresh) Fifi 111 B B4 28 AY
transition b B ¥ B o I o
witness JFH 3 K i) A SIE witness (B, A, na,Na)
wrequest FH 2R K I 55 1A GIE wrequest (A, B,na, Na)

¢« 130 -



IR A ZREIRITES
A1 B
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Al HArfedb st Bl & G A EA 0 S0 . B BB AL T &l . %4k H Al A
i DMVPN R H A T2 M iy il s i K .

ZA L e A BB — B ASA Py kES . ol T A BRI ZE SN R TRB X G
ASA Bl KBS AE RACHR, ¢ 4 Mo 7 o) A ik B 5B0 HTTP 45485 FTP S5 o, RN . XA
ASA Bij K8 FUF 45 43 SRS X i 8B 0 Y BB 1 A A ping M

BEAR AL T2 3 i A 3 2 AR VR & B T AE 1 YRR ) & o Lk e v A A B
iln],

AR 25 1 R BA BT AN A-1 o,

Webfli 55 %3

FTPHRSS

/

Internet

B A-1 it ZE A

PE R E Ik T H L 5T TP ik 19 70 Bc | 29 i P oA 208 5 L 49 B 3% 32 077 5 ] 5
Il Internet A N3P M 25 S5 5 AAE LR ER AR A R iF 72 B PC Z 7 i AT 4] 52 45 b s JH #KA
i .
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A2 SRR

S ARk R 2% (1 R BCABTAN A A-2 B,

i

7 |
AAA Server |
VPN Client outside I INS10¢
|
15.45.45.1/24 :
con| - VEANL
L00:10.1.1.1/24 "¢0/0 e0/1”

10.25.25.5/24 VLAN2
é--&t}‘fﬁfz @ L00:10.2.2.2/24
A2:15-15.1724 €072, " Q c0/0.

eﬂfUB
10.35.35.5/24 10.25.25.2/24

VLAN3
DMZ : :

10/0 10.35.35.3/24

| Lo0:10.3.3.3/24
A A-2 it ZEATh

A P 25 R R SR

(1) M Inside X HE F3ia] DMZ X 1P ik ANVEEE 30 . 4338 (22 i) R AR N A fig 15 [0
DMZ X,

(2) DMZ X Hl Inside X 4552 00 100, EHEWEAH H.U5[A] .

(3) DMZ [X 19 Al 55 2% BE 0 B3, F BB 14 1 DNS 35 2K 8 % 3 Outside X, B 1 2hAS BE 7 0]
Outside [X .

(4) DMZ XA Telnet At 55 #%(10. 35. 35. 3) JHTTP Hit 55 %5 (10. 35. 35. 4:8001) ,POP3
1 SMTP flz 55 #% (10. 35. 35. 5) \DNS Alg 55 %5 (10. 35. 35. 6) 75 Z1il: Outside X 19 ) #4715
7] 5 330 0 filz 55 45 19 2 X B ik o Outside 322 19 M ik

(5) Outside BITS 1. e0/1 Fil e0/2 e— G232 . 75 Z A Redundant.,

(6) R1 A LLifi i Telnet 3[R E] R3,R3 fEA HLIAIIE.

(7) f£ R1 #l R3 L ECHE GETVPN,R3 i 4 8 % B Mt 55 4% (key server) , R1 1 8 4 A
51 (group member) .

(8) 7 ASA Bt Easy VPN.f# 15 VPN Client BE#E 15 ] &L 75 P 75,
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