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B s NI T 2 gedt 5 RS AN, ARRK Flask 3 REANELNMY) Python .
(AT ol ARV SR T SR

“"‘I‘T"ZFJ%”

fGltn, WA Reportlab AN—L8fkR, KHPEETHT M FH) PDF A pidsdfs o Al
Python 1.

XA AR A — e R R, HE4 Rl R A6 E| Python £12 5 (PyPDH .

(EYRFIERNK A — RN, AR 2 MEKORAFAE . Ay dg A R ER 7
TR, SREaiomis SEURMIREE =,

b= RO TR S 2P HAr— Mm@ ik, wRMH
—&BEH T 3A TR, {H PDF A plids R e HIXA TRERFFENRA, LA
FAMEH — R R T 2R, s EEtlrx—MEE.

IR R HER BT A @A ] e AE T H 1955 — R, A2 b G I Rl R 2
ALK

NHEE WREAMARS KA EZAE RN, St A,

1.3 FHRFZ 54

AR A IR SS A A FIThRERI N, win] R 2 AR E B, &
PNAMHATEIS SRR . BAINFEEA B —NHAASTIraE, el 1-2
I vy BN U
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= e \ = T
@ R i

=
T Ul B
k“xw B
T

AR

\ s
i) At K
-£:: Rkh BT
- %
; BoREE jic
s T

K12 PRS- miksg

K rh B AR 2, (HADEMAR., ERAERN T, PEEH R
AR AT W FATOLFFE 7 — B e, HmEAFE] 7 MHALAM:

(1) BT UL: —aismikss, FSRARL Web UI 5, <5 HAE MRS K4
A2H

(2) “PDF #k” M55: — M EHEFRIEEIIARS, @45 € A E R edE sl
AT SRS B R, PDF

() Ak: —ATRYE T AW SR ARGy, XMIRSA B S EdEE.

@) AF: — DL =T IRS A B IARS, EECIKEAEE . SO I &
RIE HLFHIR A

(5) WiT: HEWITIE S, FH4ERL PDF.

6) AF: FEHPER, B E IR P A2 E.

(7) SEAE: — AT OAuth2 SRR [F] S BRIE RIS, B MRS #T AT £E
G R A AR S A BT S BGIE

XL SS, I EE WA AR S, R AN AR R R A [R] ) Th e

A“ﬁ$%ﬂA@#ﬂE%HﬂPmu&ﬁLhJ@Hmwﬂu%hmﬁﬁmﬁﬁ

AR -

H T REAMAIRSSERE N AL ER B R EdRE4E, ArDAARR Zh O dis e,
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FHANE 5 oo k& =0 ISONYH N AN Gan HH 254k . Al A8 AR FE A = #P Be AL oA E A
1] XML 8 YAML #$3X, #/aidict HTTP i sRAME Nt 71450 .
“TTUL” ARSHLEAE, BV FERRAERUI M. HstTU1E - arsmiE
BE, “TTUT” RS S m] BEZTR S HIHTMLANISON; i S {# F & T JavaScript
[R5 o L E B AR e s P AE R T, E 2 0] DU IEISON.
BR 7 IXAMEERR UL TS, AR S 2 v vt 1Y Web N HHZ2AMEH HTTP i3t
1728 B IR S5 H Rk
XA, WikEeRETRE RS & BRI T, XHEZEAG H — I 5E8E s

IR SR — AR, Cilit® LRI RAHIRE—WA TR HEE. ©
2 LR ¥ —Friraqatt, iS5 R FadfE

e EA R 2 HTTP 8% JSON, K AR LI E— T UDP kA # — it %L
PRI SS -

(BAEARFIRGIT, FrE RS #2EH HTTP Bl % 5 Web N, #55 AN
A= B ISON(UT 15 TERSM) -

14 #HEFZHEL

EINMAR 5 IR B R L AR IR B 5 2, (B H AL
o EAIBAIIITE

o ALHEH/NFJIH

o T REANE LI

R AR A

141 SBERRXER

H5G, BRI BIRS %, B, #E “Tis” sl —4
seRIH . RER - RETHTTP API Ui SCRS, 53 & 1) B\ s AR AR A
iF S AR

HIR, XERE N 1)t L AR SR B il B, dRSAT R it
SHRATHIZCE, W uE R R Tz AEr, HRMAR ke, EEXEA%
M

AR SIS = 1R P AR, MRS ZmE, X3l T
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“ER—HAST RN REAE AR

H—HR5TE N B Robert Martin & X, — RN ZRA M HBERR . #A)
Wi, BEPRMIZEMER R, X REFNTIEE. ERIRSSZH, AR AN %
REERMAE L.

142 =/gynH

B A A PR VI R IRE. Bl AN “PDF $#/&” ThgER,
BIEEACRS RS ARG R, ERA, ANIESH S, MERMN A
AL D BE AT RE Gl iF) B, RO T B B S R AT T B R mAE . B AT,
e AR, REAREENFN L MAKBKRSAEEES.

(ESERE NI, /N H B REda b U 4 SR BB ZA o I gm e T 5 BAEZE,
A TRTE S R RUIRSS APT BJEA B3 PO A ORI —F, RJaiRE e TSt
RS 5 BAESL

— AN IRAE BRI R LS 72 Firefox [ [P AAAETIIRSS, @it —Lesiis, M
YHTY Python+MySQL SEIL I BIIE T Go & 5 IS, 228 P EER G /e dh T
[¥) SQLite & . R BAMRE RS TEm, (HHTEATCRAFE DI REAE X R
Uf ¥ HTTP APL B& S E M5, REZAL /N A R# T %

143 ¥ RFEE

wa, RN PR AR TERS FATY . B REE IR Z %
WOTINE, 1M PDF AT GTEFAEE 2 CPU. IXHMR AL AN & AR 5530 2 31 B 5
K CPU k%548 L.

T AR R HFE AR SS, U158 40 Redis Bk Memcache [ PAFEL
PEEERATAC B RPN ERE B 2 A HE /D CPU. B2 NIFRIAR S48 LR
HiE

B2, WIS R T

o [HBAWIISIHF REFA WIS, AERAETEAR AR . v F3 47 € ORAN

W, il Ee XA 25185 o HTTP APL.

o JHRAWE RN IR T BOEHEIT, F MRS R oG B SR SE L

o TR MV, FIErXEEHTERAMR RG], iy RAGH

RS SR R TR N AR e T e R B E 2 )i, AT, FRATFHEE
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AR, ESCET, BRsS AR 2ok — L) el

1.5 HARSSEYERPE

WIETATIR, HWMRSHENMHAIRZ @A, HeFHAELTTREN.
THAE AR SRS, R T B AT 32 B ] @l

o AIEHHRSY

o HXMIMEALH

o iR =

o AR AR

o ik

I THPRFVEAH 121 L ] 3

1.5.1 ASEWKFS

IR SR R A — A lE:  EUMrIESaT R ? 2R — IR, BIAA
nf ety FAEH SR MRS A4 . 1 W1 PDF AR IR S5 21 B S A . {HE,
ACFRMVS5IZ 4RI, CEVRUTE BN Anfrr e th IE RS SR i, VRAACHSAR AT RE &%
EATERT

AW, Bt A BERETE TR TSI BR IR S5 m] RE bL F A HLAA N
P N . AR IEIR AT EZ R, A Seke MR R -

EF 27 EZR,

AR B SOOAFRE R, IRIFARSAER — AN e e g e R
RIE AT HERTH I, T PARE — s aCACHS I 70 B — B IR S5 o EEIE PR AR SS o8 &
R — MU EE R 5 — L,

Fan, GnARAREE R ERE MRS, B MRS B 2 e 5 — A
HAEA, ARATEe 2R LR N, XA S5 A% EET 5 T

152 EZHIMERE

PR oS AN I, 58 A ) L2 BN A8 2 e TR A, RIEAR
WARFFIREL, P AR N HEET, WAEAR IR Z Fim kS5 GO A
FRSERRI N, IRJE IR [F 45 R
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A TR 4K, TEBIMNER AN E MRS AT =, TR TRE
]
o WIRMTMMEBARGIER, “HiT UL sk “PDF & ik,
A AER?
o “TT UL” HssimsRIAh AT 2 RIZD it 2 52 1) ?
o IHFURTEZMAN WL [F] 2
PATTEA — AR I RIEOR A A XL, XA EELAES 5 Fhidie.

153 EERRIIFEINS =

F—A A ERRIEITAER 2, A RIRIRS 75 B T HARIAR S, EARLS
M, ARAZILEEARE. A, ZHNAETHT N EWREMNA?

FHRBIR T V2 A

o EMTEFTAEHEEERMENIHF ID, 8iE FARSEA FALI ID FHE N
SRR 1 SR A0 R R AT 2

o —HHIFISIMBIRSGH, R EEEMW “HIRmE” F5RurEH 5 B2
FIHAMR SR T, X AR RS EEE T2

o L[ AbFEELHRMISR 2

DAL E e AR R ) ), AR BV 2 AN FI TR AR EA T

B R TRS LB, — AR KPR R Aol T ERIFIR S T2 5 49 F)
R RAIEE L.

154 FREMEER

F— B AR D Re S DG B 2 MRS I . WRANBE R S eSS, 1 H
DU B AR 55 2 TRl B AR S 7 30, R IERITR 2 BRI

VR Z T IR S BE S 5 AR I A AR S — i 2 BB IR 2 A 75 B — IRIE B
MELZAIRS? XA UAR A RET S T RIS N % & AR SS ?

R I AT AT 1 APT BT Bh TS e in) @3, A3 5 DR R4 X
AN ]

155 Mz

B, WOREEREAT i 3w AT AR E AN, DHE R ZNAIR 2 AR —FER
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WS, A onfe HBGEREREA se R0 E . AR SE RN 7RA
A BEAE) FARSE L — Mk Sl se B ARSI

Eiaife, BAEAVr2 TARHEIEE A 2 AN AN, B TR
g BT B, fr X T B 1RSI AR AR X T,
ARG A S RIS

o PRS- RAR ML T HF T B35, 3F T LMK T RS RALZEH 8
BT 1AL,

LSS MRS BRI -

o b FLREN IR AR 55 AT BE - SR Bt iR

o (MRS ZIBIHIMNZEAC TN T 4

o AR BRI 55 BRI o

o I ANMIHbA: ANFIRARS L AR AEIL 2

AT HRB I PTA IX LR A H A DL TG ENTE RN LN, £58
RN R 2 e, ENKEE, iR H v ik, HHxAa4ET
(FAAIS R T 1 .

1.6 {#EH Python STMHFARFE

Python »&—| [f#&r )2 HIBE S -

YRR RE VA AIIE, Python P] FHRAEIR Z A FRBPINHAER, MWHRHITIRSS
s ESSITRBL ASA, BI9E0E 1 H P 52 BRSSO B Rl RN H

fRYE Philip Guo £ 2014 “F & ARESE E i+ H ALY (Association for Computing
Machinery) ¥t _E[#)—Ifff5C, Python 7E3EE TS KT AR CLEd Java, AN
F A ENR P RIAITIIE S -

X —EALE AT 2 dnitk . Python BLZEAI%1 TIOBE & 5| (http://www.tiobe.
com/tiobe-index/) [T 144, 1 Web RS MITIZMEIA G K, FABK C XFEH
i 5 IR RA 2 Web N HIFER

RPARIXAR L2 % Python pA215 2 . W RIIERZ—AN'g A 45249 Python
F &R &, TR RKPAEH A — KT Expert Python Programming, Second
Edition, *)5 3] 5 M Python 423X 6.

YT K EHEVE Python TIREENE, ANE& 1% Web k55 . Python FHEHAT LS,

11



Python AR E F &

(EARSR BB MIR ST BB T I, V2 Kaal#bREf .

A4S A AR TR 1478 Python Tk 55101 5%, 45 T 728 5 R 9R
FER—LERZI WA, BJ5 5456 K Python 14 BER —LL4H 7.

AT 5 N

e WSGI frifE

e greenlet Al gevent FRbk

e Twisted fll Tornado FRbt

e asyncio fik

o ifETERE
1.6.1 WSGI f5r#

Al LURJ7{E L Python €1A1IZE1T Web M, 1X & Python W 5| KZ % Web H &

2 B s H: M 542 L (Common Gateway Interface, CGI)IFJE &, Python Web #1:[X 4t
N MR, B8 WSGI (Web Server Gateway Interface, Web &5 a5 M%) A
T WSGI, w8 5{#HiZRS Python N K #F HTTP &K .

{5 XM adEgmbaiy, BIndd uwsgl 8 mod wsgi 28 WSGI 4 &, H Apache 5k
nginx SEARAEAR ST AR HATIH .

MR R 75 EAL AR NG K IFIR [A] JSON M), Python fEAREZEHEL S 1 AT Sl

{558 Python Ak, HFEEAF| 10 /740K, Bna)a— MR [0 RSS2 A s
[ ThEE e 4 RS . R 2.

import json

import time

def application(environ, start response):
headers = [('Content-type', 'application/json'")]
start response ('200 OK', headers)

return [bytes(json.dumps ({'time': time.time () }), 'utf8')]

H M WSGI ML, EUSN— AN AR, Python Web 1 [X ] V2 KH] 1€
TF R Eid gn S Al HAE WSGI N 2 BTale Ja DI aetE A mfF, 76 Web SR 58
DZNEINOE AP

—1E Web HEZZ, 11 Bottle(http:/bottlepy.org), iise* | IRIEIZIMERI . H)F,



F1E HBREMRS

1R ZAEZEHR AT E WSGI P M EH.

i WSGI sk In e A RS . ST RAMENGR, #iaiiH B
1] application BREL—IK, SERECR A1, DAZIK [A]I N IX B RF , BEKIE FH application
PRI, EM NSRS UF 2 BT, #R2sPHZE.

$F TIPS T 95 IIROIRSS, MDA R 75 A B A 28 SR R N, )1
Ui, IXIFRIIN FHAAFE, AT RIS 2 /T, &P s P ZE

F HTTP API K, XFER AR BA TR XA NG T Web
ERFIIN). HE, UUREN A RIS Z AN E SR 2 R A2

WSGI k5588 eiFiatT — M geddit, RKIFRRSZ N EK. EIRATTEIETT LT
NAE; — HEMRMFER, BUEMIRSFRZER RmARSG M NAMC TS, F—MaK
i e 23 RHIE R 7 4]

T R JER A HAB R R, @& Twisted 8% Tornado 4 WSGI HEZE, DL
JavaScript 2735/ Node.js # AR, BUNENTE S L,

F4ms Twisted N, AIEH [EREREFAKE AN TAE. B, a4z
S ANFER IR .. 2RO S5 1 R A B (Rl AT AR BTN R
EK. 2R, XIAEULN A & PR AR, RR2 N — AR 2 3R
HK, ERIRAERITF R, RefEiE R T U

£ WSGI FrifEP A —AME 7 TR R s, BRI AR T 245,
(HER 2 BEIA IR . #EIX AT BEFE WSGI it

[FI,  WIRARIIERE S RS R WSGL FRHERT “— MR R —ANRFE” PR, B4
{7 FH R DA 2R A i IR 5 T5 AR A2 T REY

A I — AN RES KARTHEZD I Web N, iXEise greenlet, F—10EExT idkAT
fiRE

1.6.2 greenlet #0 gevent $&1R

SRR — AR, LEHARAE IR 2 I R PATI_E N SR FAT AR 77 5
MRS SEES, SRR EE IR EPIT LG R —
N E T TESIRES, B2 m# TR .. AEP R ERTE K S REAE,
W PP EAT AT . X, ARSI OB AR TIKE . 2%, SRR R
PRECE S T R BB T . I UT L SRR R — A8 “UIH#”

greenlet 11 H (https://github.com/python-greenlet/greenlet) &A% Stackless i H f4 i
PFERPEL, 22— MREAI) CPython SCHL.

greenlet & 7y TSI INERFE, B oK A] Python PRIZEN. 7EIXYSpRZELH, w1




Python AR E F 4k

RN T — R, BURHZERIBELS: 73— R VIl S e plir,  FevrE
HIZRISRE 1 e 2ok gm S 720 N

14

N2 greenlet SCRYH M-

from greenlet import greenlet

def testl{x, v):
7z = gr2.switch (x+y)
prank (z)

def test2(u) :
print (u)
grl.switch(42)

grl = greenlet (testl)
grZ2 = greenlet (test2)
grl.switch("hello", " world")

FHIHR A greenlet B HUMN— MR 73—~

RESET WSGI ARG, WARIRZAAEE ] greenlet, FRATTAIHESZZA
FHAVENR, ZEE— MR EZEE R VO iR, R EMN—ANMER T3] 7
A,
AiE, M—A greenlet V35— TRERAM TR, X&FEEREIEL,
MECAERMR . XA E gevent KB BT T .

gevent(http://www.gevent.org/) I H #4 2 /£ greenlet ] I 2, B R H &M 77 A
greenletZ [R] H 3V, EilAHABVFZ T)EE-

gevent 2t | socket BERIITMERRAS, =5 socket H1 ISR HER G, =fEH
greenlet F 2 FEKE AT, H2H 1 monkey patch ThFe, 7] HzIH gevent hik
A1) socket K AFRUEE socket, H 7B IE — 4T A MR rTLEAR R b5 dE [R5 AR
AR BRRAER 2P socket:

from gevent import monkey; monkey.patch all ()

def application(environ, start response) :
headers = [('Content-type', 'application/json'")]
start response('200 OK', headers)
# ...do something with sockets here...

return result



F1E HBEREMRS

IR S BT 12 AT . ME gevent 1IEW TAE, raRENRIEAHTES
gevent £p ] . KEAX e n] gEA 4k 2 fH ZE sl I ERREE A5 L WX
YA CIEST R, Jigad 7 L gevent #b T HIARHEZER—LET)8E, XFRIMGICH:
HH o

AT RZEE I FERREIE R TAE. M H, 5 gevent Ft& REFHIIN H 2 #bric Sk
B, WR—NFEARES gevent Bl G, F#HXIEH SERENESBR RSk,

fan, 7 Mozilla, iXFHK$ & Firefox Sync k55 -

1.6.3 Twisted #1 Torado &=k

RGN I REREEN R BRI HIR S IR EE, 23 GEWSGIFRHE, 1mif#
H 1 Wl Tornado(http://www.tornadoweb.org/) 5Y, Twisted(https://twistedmatrix.com/trac/) [
SRS

Twisted D FEZF . EARIRMIRS:, FERS A EIRAIC—L,
AR

import time
import json
from twisted.web import server, resource

from twisted.internet import reactor, endpoints

class Simple (resource.Resource) :
isLeaf = True
def render GET{(5elf, reguest):
request.responseHeaders.addRawHeader ( b"content-type"™,
b"application/json")

return bytes(json.dumps ({'time': time.time()}), "utf8')

site = server.Site(Simple())
endpoint = endpoints.TCP4ServerEndpoint (reactor, 8080)
endpoint.listen(site)

reactor.run ()

HIR Twisted & MEF NS RAOMESR, EEHERE HTTP WS, K
A HEEE! T 41 R et
o WIUfEM I Resource FSIRAMIZEALELI 1R SCRFI T2 KR LIRSS
IR R AT TR APT R YL, B3N TR Z AR .

15
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o HTREAFILN, Twisted {CHLA]BEIR MEFE AT
o YRHER TRZIThRE, OB AN, 1RAZ ¥t AR ——ARhg <
ARFIR L
o (RAMEIEFAIMNA Twisted N H, FRZE R Twisted 57 5E B TCIMAEAY
TormadoZ& T-ZUARIAR A, (AR ELUBAS H I . EF — N EZHE RIS H R4,
R AT ge A B HE 5 i on. TornadotB S [RIAREAY, FrllifilHEREECK.
(X NSRS SS J145 Bl Python 3 W 5| AR HET 22 DhEE KRR AN 2R

1.6.4 asyncio &R

4 Guido van Rossum H-4G 1+ Python 3 HHESINF 2 ThRERS, #1:XH— 2 AAA,
VAR« AL 5 \dm s v FH S-S B — 2k, AME Tomado BY, Twisted ASFE SN,
A E . XL NFEFEAE SR gevent IR TT Fo

{H Guido 1%+ 7 WaEIAR, HAE Tulip I H (1Z30 H 52 3 Twisted ¥ )8 R)IFAT521K,
i Jr, asyncio FEHM Tulip T H g4, FH¥ESINE] Python Hi.

HIFHEK, £ Python FSCHL B WAL, MAERH gevent 177 A2 AR
FHM. Python 0T R A GRGRS [ asyncio, PUHEHLSH async M await JCHE TRy
F& Python & 5 S P2 (coroutine), {#H 18 Python 3.5+ 1) 20 N AR B Tk
JEHEUURE, 1 HARRELFP R

o WA R AL AR F AL P PATEY e, B 12 4% a4l /£ Python ¥
I IANAL VA B Ao fTT4E WAL

[F R E VTR L ) R L BIAE Node.js Al Twisted(Python )M b . (HiE LA F
7., Python 1R il b 1 S in) .

Bk 1 WME5L, Python 3 JEAE asyncio BLH 5| A—FE 58 M Thae A BIAE P RADE 5+
N HL, VEE ]2 [ hitps:/docs.python.org/3/library/asyncio.html..

Python I E PR Lua iIXFFHIRIATE S —FRAEE TUVMERNAH, IEE 555
HEZR IR NIXEEThRE. R Python 3.5+HiAS S HFILTIRE o

KeepSafe [ aiohttp(http://aiohttp.readthedocs.io)ii /& 12—, HFE ) ATHHET
HAEHRERT i 22 e P IR 55

from aiohttp import web

import time

async def handle (request) :



F1E HBREMRS

return web.]json response({'time': time.time() })

1E name =% main =

app = web.Application ()
app.router.add get('/', handle)
web.run app (app)

FEIXA IR R, SEE 7 SRR R T [FIA  H se il 7 3. A8 P 1 —
PE7NAE async KT, async KB HKTR H handle FREETMER .

XA Python W RN 00 EAERHPITT 0. XBA 57— MEH aiopg
11451+, K H asyncio [1] PostgreSQL JE I H A%

import asyncio

import aiopg
dsn = 'dbname=aiopg user=aliopg password=passwd host=127.0.0.1"

async def go() :
pool = awalt alopg.create pool (dsn)
async with pool.acquire() as conn:
async with conn.cursor () as cur:
awalt cur.execute ("SELECT 1")
et = 1]
async for row in cur:
ret.append (row)

assert ret == [(1,)]

loop = asyncio.get event loop ()

loop.run until complete (go())

WL ANIN/D & asyne A await BTZE, 1EFRAT SQL A HIANIR [A] 45 2R (1) R EUE EEkHE
T [R5 BR L

{HE:TPython 31 P HEAE AN FEIL AL T P4AE T B, T SRIR{# Fasynciozki# tlaiohttp
PIHEZR, ERLIERE T L i ThRe Hh 3 R R 2 1 22 S 8T 3K

AR T2 AR P, A4 FF 25— 228 7 A & A PRk P 1 TAE,
UL H ZEFAEE A

ARARPIIR S AP B IR E A TR, W n] &R (HAESES AR, BF
{3 2 A FIZPHE 28 rl ge LU A FH e P HE SR 2 . 1A 1562 H ATEGARIAE 7
BAAES RS, W asyncio 4748 R4 H HE [m) k!
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Python 1R 2 [FPHESE n] HRA IR SS5, Wl Bottle. Pyramid with Cornice.
Flask %5,

Flask &2 44T —B&A ], dE w3, f2igiedE, L&A1+ 4 Python
Web 1E2R, ARM ALEHEAT AP PO PTA =6, X2 F A PTA M MR S4Y
RADERIE F3Ei F-E238 Python, AEZR 49 T B4 ) 2 3% dyif K 44—k
.

0 AP T—AMBAIRT 46180 FFIER., (23X —h PiE A2 1% F Flask HEZE,

1.6.5 E514RE

A — 4R T PR SIS BIA R DT B MED .. Bt AR,
Python [F3d & B2 E TR PERE -

5K, A NELFIIE Python EE Java A1 Go i, HHUTHEEE - IER 2 EE,
IR S50 H 2 — EEE AR, BRI o I AR SRR B HAt AR 55 1 9 28 ] .
Postgres 55 a4 i 2o Pl [A] SQL B i) 25 R (R vt gtma My, HAr e 2 (R [A] 5 %),
5AEEE, A TRIRS S, NIREEPEAAEE |

1R, AENMHRPUEIT RS TE S EER,

fEPythonft X 77, [FS4E S MER— MG 117482 GIL(Global Interpreter Lock)
b FWMERE, RIAZEFEN HABE S H 23R

GIL FAFEEGE T, EnlfR{F CPython A AFLAE &2y, WAFAET
Ruby EHAME S A1 2 HATIE, gl BB 2l &R e CPython S

Larry Hasting iE /£ #F % — /> % 24 Gilectomy(https://github.com/larryhastings/

o gilectomy)#9 Z.GIL CPython* B . € #9RKIK B AR B — /M AGILE I, fefk
SR A2 N 693 4T LA B CPython R 7). {23325 KF et Ak, E2%ETF
CPython#y. JRIZZEANAE , FEiETAE| “REAE" 9AR—RBA M, A
i+, JEGIL CPythond$3E A &3] 7.

Xk S s B 7 HIEER—#HZT R ZAWZIN, GIL el T 0 F80K
1) Z G FH 6 1T Pl = D 2 [ R SR

SR, IS GIL MM R E 2 F miy, B UE, o2 7 —STIEREB D F
Beas i) GIL 4+ZF, 1Xilk Python [P REAE—SL4TU8A T A KI5
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3

e, BMEZOHBAMER GIL, T Python & — [ IWFRMEMNIRINERES, the
JE S IR LR R PR e R .

ARG A RE a8 W 70k PR ESURO R, AT 73— 1 Python 211 dis 2B, Tl
FIzsBl, MR — AN R E S E R BR E R AN D T 29 DIITR S BREFPH:

G

IE

>>> def myfunc (data) :
for value in data:

yield value + 1

>>> import dis

2oy dis . dis{imyiunc)

2 0 SETUP LOOP 23 flex 26)
3 LOAD FAST 0 (data)
6 GET ITER
=5 7 FOR. TTER 13 i 23)
10 STORE FAST 1 (value)
3 13 TOAD FAST 1 (value)
16 LOAD CONST T §i)

19 BINARY ADD
20 YIELD VALUE

21 POP TOP
22 JUMP ABSOLUTE 7
>> 25 POP BLOCK
>> 26 LOAD CONST 0 (None)

29 RETURN VALUE

FEFSIENNE S 'S BRI RR A RO D A2 Rl Rl 25 SR i R B2 AT
A TR IR Python BT .

—MITEE CTRSTRE, BUERTEW Cython(http:/cython.org/) )i 5 AT
&, WAL —0 B AN Y, HXSFERIEERR.

T MR AT IR TT g, ANER] PyPy fiERERS (http://pypy.org/) Kiz AT M -

PyPy Sl T T (Just-In-Time)2 125, MHamiFasfEiziT i B4/ CPU A ML
et B He Python FrB. JIT HISRMEREHATHT, SEHHAS AT E 4k LA Rl it

SR PyPy k. CPython #if 5 JLA Python fiAS, (HARKRIZEAEF=3REEHREAE, T
HERMERERA . TATH—1 Mozilla I H 7 EHUEHAT, PyPy IARFEF LTS Go
FRASIIRE R —HEDL, DRI ERAT TZE A8 B 24 Python.

19
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27 f# PyPy 5 CPython 49 <[] Z AL, PyPy Speed Center M sh(http://speed.pypy.
org/)7e ] Bk =] 69 48 4£ 3 I

WRARHIFERFAER 1 C ¥R, WIFFEETX PyPy EHmie, X2 M@, g
HABT RN A4E IR R 2ELEYRE,  IXJCHLPRRAL.

A, WERIRA — A bsHE A 2 ik 55, WHRATRER] B S PyPy fifEkeds it L
fE, FrbliX=Em .

X RZE0M H M=, Python S AR RGEHIAF AR KGR AT iR B A )t
KON S PR BE PR D2 — A e BIMSESRAE— MR, SRSS Tk B U vHRAE
A ZGHR BT, Eims “YEREcsA” At

1.7 FENMDE

A8 LB 7 4T Web 1 F TR BT RT R ik, RIS, PN
TR, YR B — A R R B

AR AR BT , S5 FBORE ICARGH . BT W, R
R RIS T SRR BRI L, (H B MR GE |t
i WL

S ANIE A, Python BEAJSRANS Web I HIRAEIES 2 —, hIRdS RS
IR 2. T Python 44k 7 AR A AIMERAVEL, (E3LIb SRt 22 FE

AEFRAAT NS RBBHELR, (ERTIIRSET, Ko Flask HEAE.

T AN Flask HESE, EDREURZATAMEE, BRTAS S L.

S5, Python fAMBBIE, 7EHERE R RN R TR FE. (Hi
TR AL SN, TIN5 R A A R



w2
Flask #E2Z=

Flask 52010 E 245, A | Werkzeug WSGI T 8 (http://werkzeug.pocoo.
orgVFIHA ZFh T H A th 25t); H o Werkzeug WSGI T B8 At WSGI M5
HTTP i5RAC HBEE 1 ZEhii

Werkzeug {ELjEE/Z HIAH ST Paste. Pylons i H (http:/pylonsproject.org) &>
IRAZAEE 73— Web HESE Pyramid W H), 1£—ERERE FHEM T Paste MIVFZ AT

FmixseI H 5 Bottle(http://bottlepy.org/) LA e Hoph — R AT H —d2, Hp |
Python WHEZRRES RS

FraiIX eI HA — N 3L E HAR: A Python F#HIX#RfLfEI T H, #HEINHAAE
PR AL i Web M .

AL, ARiE “HHELE (microframework)” 7] Ge> A=A — iRk EHAERE R
BEFETV DI . IR T, ¥eeaE v H—EE P KREmH . “4”
AU & Mg IXEEFERE R E MR, RPN T K3 . VA% H
CRT ALY, FHEH B S E AR E.

o MIERAE “BARA” A&, CHaRFEE2 A%, REEEMM, €
A2 5RI4REG IR B AL A4 AN

KPS — ARG R A IFES SQL HiEsZ BN, B, wEun
Django [1] “WEHIh” SAEZLRHE THIE Web MARERNTAAMS, BIFEHXY
Xt GBI E A v 455 TR 6T 52 0% B B EFTAE 22 (Object-Relational Mapper, ORM). 1X/MiE
BH AR TS ORM 'BEE

W HABAE Django " # FHHA ORM HEZE(UN SQLAIchemy), LA FHARELHELE 1) K
sesn KIhee, HIFHAK S . KA Django HIEAREL &2 It — 528 TAE RS, IXFF
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H RN G Be T E T i a5 ThRe .

YENH—BAES, FlaskiEZEHAROLEEIEZZ B E. Flask AR ER 7
BT, UMELLSNT R @I R SC L & A ThRE . BY, W1 SRAE{EFlask H {8 FH
SQLAIchemy , Jf IE#fi Hi{# HI SQL 2= ih M1 4H 55, R n] B 75 L 42 1 H s in i
Flask-SQLAIchemy )8/ . WARARAE XX AN AR SQLAIchemy 11775,
LA PAER I —AY, BEW BT RIXE R TR,

IR, KR AARTEETR. TEHHER, BEWREREZEHRRLIE,
FE A RN AR, B2 T A RERE, EABA.

PN R #T | ARZE AR ORRER A Flask BEFRMMTA, DARAEERIRS
R/ EEE A A

AR i 01 3

o [HHIMEANRASY) Python

e Flask UfrfAabEEiE =K

e Flask [N & Fr:

o — Ml EL

0 AT G T LR Flask MEBIRSFIE —0. A, FoNEHE

5|1 T Flask B LAY, EMEMIRGH, XA EIFOR B4 MY fo
AR X FR. Flask &K XASAR G487, — 819719 http:/flask.pocoo.org/docs
74 Flask ) P 48, '€ Z AT M 569 REFAN A Flask 69X E4L T GitHub,
ik fE hitps:/github.com/pallets/flask, # A RIFa934LA XA, HBEZ T ML
IAERIERT, BAKALKIZ R AARZ R,

2.1 i%&$FE Python hRZ

TEIRAATH Flask 71, 4SlRlE— @, Flask 88 X FF 2 MA ) Python, HS4 M
ZAE R R A ?

Al —FRFE, Python 3 O4&f 1L A NMELIEEN#E . 5 Python 3 AFEAHIEK
HFRCEBRFEN 7. FRIAFEWEIAEFRRIINA, SN ERER Python 3 AT
7]

F Tk S A EWRE B NI TSI . firbL, ARVEDH B
Ot, iEFEERN HEH Python 2, ik —M HEH Python 3 A2 RIATHY. FREZ RIS
H PyPy.
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EFXHE K H Python 3 iX M Al@, Flask G EE R I A % MRS . =
PAFER) Flask SCRABHARTE L, #rI H MiZ 4618 A Python 3. 2 http:/flask.pocoo.org/
docs/latest/python3/#python3-support.

HT- Flask J-¥CA £ Python 3 RAE(TERAIVIES ek, Bk, MNMAR SR
A]HELE Python 2 A1 Python 3 F#(n[iz1T. fEHEFEIIEN T, B 2 n]{#HiE 1 Six
I TH, 1EACRRERIN SCFFPISRRCAR .

USRS R A PR i1l 4 14 254 FH Python 2, A4 38 % @i f# H Python 3. 2020 4F
J&, Python2 J4AFISZSCFF. Z I hitps://pythonclock.org/

o AR A KA 69 Python 3.5 F&E KA s 5 T A B, EANERI
Python 3.x b4 M iZ 68 E w247, AR, HAAR LA A EHFPython 3 3%,
Ft 4% T virtualenv(https:/virtualenv.pypa.io). A~ &9 B A =X AL AEAT 4
3

2.2 Flask in{a&b38iEk

Flask HEZEK N 42 flask.app B L[] Flask 28, 1817 Flask NI, Hsog
BATIXAN R 52, E i oT b EEAE N WSGL iR, 2R 570 K 4h IEHRITI AL EEAES,
B SR R 3

WSGI #LE 2 LT Web IR 454w Python 5 F Z 18] 4942 0 X AL R 2 —
B At R EAE NGER, LB, #do Flask #94EZ f ¥ Kok B #4649+
Flask 5421t | B H(route) /7725, 12 7VA A BEMREL. — P REWEEMmE, Ble
A L (view), FEBHEM 2 Werkzeug MG HH RSt . XD KRG HERH—MENT
FROU 5| ZEARVLACAE NG SRAAEE];  FH ISR TR BN
T2 ME RE SERET) Flask W H -

from flask import Flask, jsonify
app = Flask( name )
Qapp.route('/api')

def my microservice () :

return jsonify({'Hello': 'World!'})

23
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24

T name == % gain >

app.run()

Vilrl/api I, MNAHZIREI—A~ JISON B, WSy A HAAEAERAT, N H2sR[E]
404 £iR,

i name  eiX MNP AR, {7 — 50T Python B, A&
~ name  2MAMEN main . Flask FﬁL’PEg%ﬁM)ﬁ—Aiﬁﬁ’J H &0 5% 2% (logger),
HAERE S F BRI TAE U845 . Flask BF FZ 010 B R#AE A TR 7
(B a5 N TR R AH R RO IE B SO AR B 3%, AR I H S0 e 57 25 S0 H K (static)

FIFEAR H 3% (templates) [ ER AT &
£ shell FIBATIX MR, Flask <izs{THA BN Web k5%, FHE 5000 ¥ [
IR SUREING =

$ python flask basic.py
* Running on http://127.0.0.1:5000/ (Press CTRL+C to quit)

UEH curl a4 Viinl/api B, <32 NE1AR) ISON WA ERRTE Bk, X
275 1 jsonifyORRE ZEREITURE Python - SIS HRL SR JSON WAL,  FHER
JINIE&E 24 1) Content-Type 7H B3k

APBKXKEEA curl 44, Linux K macOS AR T X/ 44 54N
https://curl.haxx.se/.

S curl -v http://127.0.0.1:5000/api
TEYing 127.0.0.1. ..

*»

HTTP/1.0 200 OK

Content-Type: application/json
Content-Length: 24

Server: Werkzeug/0.11.11 Python/3.5.2
Date: Thu, 22 Dec 2016 13:54:41 GMT

“~ A A AN A A A

"Hello": "World!"
}

jsonify )RR — M N 5, FERGREHE S 2 A
Y% Web HEZES 20— request X L& RIS H, {H Flask 52 A, &
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[l At T — 25 request A2 &, X NEEFR M2 HT Y request XF 4. Flask & A
[¥) HTTP 5 KTk WSGI MAEE 7,  JEAI XA 7 MBI R

X B RS S i BE: S LB, (SR Al 554 B i LA 115
KEINE, SR LEATHE .. PR FEMRIRN &P iz il N, itk
R FEWE Flask FRyIMCRITT, —UJARIR fa] 5.

EHAMME A, P HIEFAFHAFHIXA request 2 &

BEBANMEANGTHER P, T F request £45E—4), MmEZEAZ 244, Flask
1R —FP AR A “AI LT 9|, & @iz,

& FORESIN—2E print J572, EdITHIREREEIRERLE T4

from flask import Flask, jsonify, request
app = Flask( name )

Qapp.route ('/api')
def my microservice () :
print (request)
print (request.environ)
raesponse = jJsonifty({"Helleo': '"World!'})
print (response)
print (response.data)
return response
ek

name === ¥ aegYy  RE

print (app.url map)
app-run ()

BATEUR IS, SRJEAEHAD shell FHAT curl a5 AOETER, BLEER IR Z T
ga%\! Q“Fﬁﬁﬁ:

$ python flask details.py

Map ([<Rule '/api' (GET, OPTIONS, HEAD) -> my microservice>,
<Rule '/static/<filename>' (GET, OPTIONS, HEAD) -> static>])

* Running on http://127.0.0.1:5000/ (Press CTRL+C to quit)

<Request 'http://127.0.0.1:5000/api' [GET]>

{'wsgi.url scheme': 'http', 'HTTP ACCEPT': '*/*',

25
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'wsgi.run once': False, 'PATH INFO': '/api', 'SCRIPT NAME': '',

'wsgi.version': (1, 0), 'SERVER SOFTWARE': 'Werkzeug/0.11.11"',

'"REMOTE ADDR': '127.0.0.1°',

'wsgi.input': < io.BufferedReader name=5>,

'SERVER NAME': '127.0.0.1', 'CONTENT LENGTH': '',

'werkzeug.request': <Request 'http://127.0.0.1:5000/api' [GET]>,

'SERVER PORT': '5000', 'HTTP USER AGENT': Veurlf7.51.0%,

'wsgi.multiprocess': False, 'REQUEST METHOD': 'GET',

'SERVER PROTOCOL' : *HTTP/1..17,; 'REMOTE PORT': 22135,

'wsgi.multithread': False, 'werkzeug.server.shutdown': <function
WSGIRequestHandler.make environ.<locals>.shutdown server at
0x1034e12f0>,

'"HTTP HOST': 127 .0.0._1:5000"; 'QUERY STRING': '',

'wsgi.errors': < io.TextIOWrapper name='<stderr>' mode='w'
encoding='UTF-8'>, 'CONTENT TYPE': ''}

<Response 24 bytes [200 OK]>

b'{n "Hello": "World!"n}n'

127.0.0.1 - - [22/Dec/2016 15:07:01] "GET /api HTTP/1.1" 200

PMHREREXIKERY X2 THA:

o IRFAULHC: Flask iz |” Map K.

o iFK: Flask F— Mgk A Gz K.

o Mupy: —MNMR[FIZREFImIENIT R, 5 MR,

221 FEHEILAC

R VLHC & A4 app.url map ', ‘& /& Werkzeug ' Map 2511 — N2, 1Z284F H
IEMZRIR KA E # @app route &N REZ S SHENREKILEL. PREILEC R 210
71 route i FH LIERIESEL,  KAIWREOR B ULHCE P om I iE K o

TRINTEL T, A REE {452 GET. OPTIONS Al HEAD J7%MF A .. tnieE
W — BV S, AER 7 ASSCRR HTTP J77vk, IR55#s 2R [A] 405 Method Not
Allowed M)V, FREE Allow Ml N Sk R [ H B S HTTP 5755113 -

S curl -v -XDELETE localhost:5000/api

* Connected to localhost (127.0.0.1) port 5000 (#0)
> DELETE /api/person/1 HTTP/1.1

> Host: localhost:5000

> User-Agent: curl/7.51.0
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> Accept: */*

*

HTTP 1.0, assume close after body
HTTP/1.0 405 METHOD NOT ALLOWED
Content-Type: text/html

Allow: GET, OPTIONS, HEAD
Content-Length: 178

Server: Werkzeug/0.11.11 Python/3.5.2
Date: Thu, 22 Dec 2016 21:35:01 GMT

A AN AN AN A A A

<!DOCTYPE HTMIL. PUBLIC "-//W3C//DTD HTML. 3.2 Final//EN">

<title>405 Method Not Allowed</title>

<hl1>Method Not Allowed</hl>

<p>The method is not allowed for the requested URL.</p> *
Curl http done: called premature == 0

Closing connection 0

WIRESCFFRFE R HTITP 777k, AR 45 B S T4 N methods Z%, WI'F
7R

Qapp.route('/api', methods=['POST', 'DELETE', 'GET'])
def my microservice() :

return jsonify{{"Hello': "World!"'})

XL ERIEE, T HRAES AT LI, OPTIONS F= HEAD 7 &4k
[& XA AnE| A 3&- AL . T8 2,84 LR E provide automatic options
#) False M ds B 3XAY4T A . 2 E 242 OPTIONS #r AL F Au N B 5 S0H Bk B,
EAMOE R BEA 2 Blde, EAIRISIRIEF TR(CORS) IR, &R s
4o Access-Control-Allow-*44 74 &; 3% .

1. TEFNEEHAES

% H R SRR 7 — MR 2 R AR =

A iH$ <VARIABLE NAME>THARMEM AR E . K& —MRAER bR IR T
(Bottle tAE{FH), & FOVHEHABIRMER SRR AP A .

B, e BRECIKAL P K% 2s /person/ NI FITA 1 SKIf (N /& person 1) HE—ID),
A] {5 H/person/<person id>TE .

Y Flask AR BRI, & URL FRUE, BEBHAEANZEUERSS person id:

@app.route ('/api/person/<person id>")

27
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def person(person_id}:

response = Jsonify({'Hello': person id})

return re Sponse

$ curl localhost:5000/api/person/3

{

}

i

"Helloil - I|'3'"

4ok % 38 d IRELRE) —/~ URL, 34 S 2580 45 2 AL 25 Sk 7 €2 1% 3
FA3EE . JE Werkzeug 6938 B A3, R IXAFRGIE X ANHLIN) 48 49

(1) AR ZMERE, KL EREZAIEFAZHE AN, BAHRMNAZ TR
HFER, fm—Fm AN EREZRI B HEIIR) .

(2) HAFEF G LGN, Frvd s ASRHRRE Fi 3K,

() K&, FEEFARERHEA.

X 342 Werkzeug 698LI0], E b, AE R RTIEHANHEAF, 12 Flask XA
R XA X, WRARTEIF XA, AifmE, LaERHER S 6N
B, $K /5 %% Python F A\IX 84583k 090 185 540 ) 69ALE . — 5425050 2,
5-sbeAt A 7 B 038 AR L ) P ARG, T AP BT R ARSI B2
ARERF.

B HOE AL AR AL e as, PR E R R e R . i, W wE R
&, A4 A]{# F <int: VARIABLE NAME>. Xt T person 75, W] {# FH /person/
<int:person i1d>.

ARG KULAC — R, (EFRaSTIOIRTe A, BRARIEA HAt RS B REDLACAHTA]

#6412, 5 Flask 23R [F] 404 £5i%-

N B LA B0 string (RN L gy, F5 Rk Unicode 745 ). int. float. path. any

A1 vuid.

path e g2RL T BN RS, (HEFERHL . AR RT IENZRIER[].*2.

any Feids nVrH &2 MME. el TR, @HERAMERH. veid #FdsH T VLR
UUID FfFH o

G 3 € XA E R A g . B, HFEGHT ID 5H P A0LEER, 7]
A —MEARE WA, KGR IR sl P 4

Ak, RFEEGE— 4K H BaseConverter ZERIN] . & 75 BN pRN T4
to_python()F to_url()/77%. HIERHE R AR B FH 20/ Python X %, Ja 7 NIFAT I
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[ E(url forOFE] 1 to url(), F—&uER)).

from flask import Flask, jsonify, request

from werkzeug.routing import BaseConverter, ValidationError

CUSERS = V1M VigEsk, T2V “Erepaty
 IBS = J{vall: ad for 1d, wval in USERS.items() }

class RegisteredUser (BaseConverter) :
def to python(self, value):
1f value 1in USERS:
return USERS[value]

raise ValidationError ()

def to url (self; value):

return IDS[value]

app = Flask( name )

app.url map.converters|['registered'] = RegisteredUser

Qapp.route ("/api/person/<registered:name>")
def person (name) :
response = Jsonify({'Hello hey': name})

return response

11 name = B

app-run ()

HEHRACI, 2 H ValidationError 451%. B U 282\ NTE K 51X Mg A
ULFC
TEZIFAIUR, K trsehs TR

S curl localhost:5000/api/person/1

{
"Hello hey": "Tarek"

$ curl localhost:5000/api/person/2

{
"Hello hey": "Freya"

29
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$ curl localhost:5000/api/person/3

<!'DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<title>404 Not Found</title>

<h1>Not Found</hl>

<p> The requested URL was not found on the server. If you entered
the URL manually please check your spelling and try again.</p>

AL EIER, AFIH RSB ). AERSENHY, EEAEL 2K
M fas . RONERISRgEERET, XU B AR i .

o ety mRAE KR A RBibERIFHSAR L, e HAE R EIARERPT.

2. url_for e&%4

Flask [ H 24 HIH G — MR url forQRRE. e — 1K, ek
[5]—/ FHLSEH) URL.
AT A& Hi T S A i —M 1

>>> from flask converter import app
>>> from flask import url for
>>> with app.test request context():

print (url for('person', name='Tarek'))

/api/person/1

L AME R “iRE-RAA-TEP” #B 3R (Read-Eval-Print Loop, REPL)#9 & & X 2R
3. O H4E1E4T Python [ #UTAZ 7R B F).

A BAERRR R — S URL, T HiX4e URL B THAT B T3 XA
MR A M. R FRERREATE R url_for BURT, 177 EA#gmADIX Lodi %

222 igK

TERERES, Flask & — MR 2RSS E A, FHE A Werkzeug [
Ja kB FFEF local(http:/werkzeug.pocoo.org/docs/latest/local/). IX/NBFFEF I LAE T
5 Python H'[1Y) threading.local(https://docs.python.org/3/library/threading html#thread-
local-data)2R1LL, ‘EIRFEN AR LG — M TERIHAIIASE.
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Haih i, FEALEITRUT IR 2R RTER AR, Al ARIEIXASN RAE AT 2RAE B A2 ME
—M. EZLAENET, EASKEIEMFEA HAhLRFE.

WIFTHTIA, Flask {8 A& AR WSGI MEEEHE R A RXTH o 1XX B g request
KR, &I 7 H/HT mixin 2K, Ao A= R ETE R k.

ZTMXT WSGI H3aa9 2 %%, 1515 WSGIPEP(Python Environment
Proposal), JL https://www.python.org/dev/peps/pep-0333/#environ-variables.

i L EAE, AT BT AR, ML R AT request X 51 J& MK A AN (introspect)
R NIIEK - Flask FenlfE e siXafor TAE. i, 24 Flask &A% A T Authorization
TERKE, SH3ETE.

£ ™, &P imem ke as &% HTTP Basic Auth, F4mi5 A base64 21\, Flask
fa i3 Basic MIATZE, SEAT#AT, FFFEA requestauthorization J&ME11) username #M
password B .

from flask import Flask, request

app = Flask( name )

@app.route ("/")
def auth() :
print ("The raw Authorization header")
print (request.environ["HTTP AUTHORIZATION"])
print ("Flask's Authorization header")
print (request.authorization)

mm

return

app. i)

$ curl http://localhost:5000/ -u tarek:password

$ bin/python flask auth.py

* Running on http://127.0.0.1:5000/ (Press CTRL+C to quit)
The raw Authorization header

Basic dGFyZWs6cGFzc3dvemQ=

Flask's Authorization header

{"username': 'tarek', 'password': 'password'}

127.0:0-1 —— [26/Decf2016 11:33:04] "GET / HITTP/1.1% 200 -
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XFERAT AR HIAE request X R SEIFEHF S Sk R4
HoAt & WHIFRICER (A cookies SCAFF)#R AlIEIT HAR BRG],  WIGSET
IS4,

2.2.3 Mok

FHIHZ] T jsonify(VPRIZL, e FHAR 3% [B] PR A S S B g — 1 Hiel LK 52

MEARAEE, WX 5 — > n] B RE WSGIL MFEF . Flask X Hi#
iTHEEE, ‘B 5 WSGI 1Y) environ &, Web ARS528 215U start response PRZEL

4 Flask i URL BRGIERE— ALK, &AL K REIR [A]— AT 208 environ
A start_response ZEL 1 A FHXT G .

AR AR 222, B A 21¢ F) WSGI environ F-K 38 ] response *f £ A,
WSGI environ CAEMEAT A request & %, {2% R E, X AL EIN 7., B4
BREWRREAN, T 2E request X %, F 25 response K490,

LIk [HEASE AT RIS, Flask 22230 RIS IR [FHE SR response
XA
o str: HIESHIMILAL UTF-8 I 7F7H:, JERIYE HTTP mafifA.
e bytes/bytesarray: FIfEum A%k,
e (response,status,headers)st2H: response F] Ll & response X Zak iRZEA 2
—, status /& integer RAUNME, ELEEWMNAPIREN, headers 28 &
M [ Sk FRT BB
o (response, status)Jtél: SET—FMEHIL, HEAFEE RNk
e (response, headers)st4H: SHITHMIGHELL, RESESMANERN kK.
HABES M2t —1 75
RZEAEO T, A EMARSE, EEEHNER jsonifyOrRi%. (HUnRELEH
FH sk A AR SR B N2, RA IR Zy MG — R gL, 384 sl 2 F5 e 2|
response 221,
PA R —NiR A YAML A& 0 25 051 - yamlify() R ER [Fl—-(response, status,
headers)JtZH, Flask RfHEFLHLRL G IE [ response X4 :

from flask import Flask
import yaml # requires PyYAML

app = Flask( name )
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def vyvamlify(data, status=200, headers=None) :
_headers = {'Content-Type': 'application/x-yaml'}
1f headers is not None:
_headers.update (headers)

return yaml.safe dump{data), status, headers

@app.route('/api')
def my microservice():
return yamlify(['Hello', 'YAML', 'World!'])

0 name — % maenm 2=

app-run ()

Flask AbFE1ERA 30 Al 28580 R L

(D) B s NI, % BT 8% @app.route() 2% 15 1) iR BUEM A, FRAFAE
app.url map 7.

) WRIEH A ST, R KB EEFE L.

() £ NMEAEL MR /EBIIPAT LT3, G)E request XT R .

(4) R [B]— NG N N 211 response X .

X 4 NPT 78 Flask fEN H FrREERT—V]. N — 4 4%A Flask T
HRMNERE, KR SIE R MATL A C .

2.3 Flask B =4

b TVEAMRRE T Flask Wl AbBE K, IXLLRENT-ERH LT Flask L& 205 T .
Flask it 517 [ RZAEFEHBIFREFR . X— TS0 N EEZREF:

e Session ¥&R: T cookie 1IEHE .

o £/5{E(Globals): 7EiEK L i EdE.

e {55(Signals): AIEFIEHEEAF.

o IEANREIMH: ASINTIEE.

o 1RifR(Template): FEEIL T CAKINZ.

o MCE(Configuring): 7EACE CAFHURE R BhIEITHAT 704

e Blueprint: {#H PR RIZHZULHD,

o FRIRACIRAMERA : ALFEN FH R R

L
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23.1 Session &

5 request Xf % 240L, Flask 6% | Session X%, ‘CIEENR T A ZME—T.

Session M Gt — PNRULTFHAIXT R, Flask K HFFFIMLEL cookie, FFR %I
B S TR I EEE S 2] JISON A 2R, SRS Flask ] zlib xf 3
R4, 2 base64 AT .

SRR T A, itsdangerous JE (https:/pythonhosted.org/itsdangerous/) X} H: PN 2513
T84, ZBANERAENMBEEAE XK secret key. %448 H HMAC(https:/en.
wikipedia.org/wiki/Hash-based message authentication code)fll SHA1 &yt

B (SRR P AN 280) nT Al DR AN HIE 25 EH 1025 P im AN e LU 7E cookie H
PR . 1 EIX B AR AR B AN .

Flask S0VF H € X 24 592, (HX1E cookie AFfitEdiz 11375, 18 HMAC+SHA1
D22 [ .

SR, AR SS AR [Fl HTML, AR ZMKHE cookie, K104 cookie % HH T
Web JI'ias. (HIEE & PR S22 MEA R, A BTNt 8 kS5 45 im
P—#or TAE. flan, R RRRUTNE, #BFRZHAT L3R TRk
PSR, AR Session HIX GRS BRAFAENR S5 45 vm Al $2 ey AL FIH L .

232 2£BH

WIATHTAR, Flask $#2fit—FhEfg /AR E L], ZXAPHLEIfRUEIX L4 fR) AR s 1T
FELRAEANE R LR SO RME— ). XML FHAE request A1 session -, A HiAth
H € XA A

flask.g Xt REEFEERME, 7T E Lma T EtEm{E.

£ Flask H{¥F@app.before_request ZEifiasdEifi— NIk, ERMGKREID K
IPLERT, NSRS T72

FH before request A% B 4 FfH 2 Flask [1)—NRIFRS . @i iX MR, B
KT P E A RS ¢ ST H I AREEE .

WHATR, S mdt T HTTP AR B Seubhy, 2232 0EH username &l
guser J&MEH.

from flask import Flask, jsonify, g, request

app = Flask( name )
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@app.before request
def authenticate():

1f request.authorization:

g.user = request.authorization['username"']
else:
g-user = 'Anonymous'

@app.route('/api')

def my microservice():

return Jjsonify({'Hello': g.user})
if name == "' main '
app-run ()

XEE, %P i 2K /api MRS, authenticate() PR ARYE P LG K LK E

g.USET

S curl http://127.0.0.1:5000/api

{
"Hello": "Anonymous"

}
$ curl http://127.0.0.1:5000/api --user tarek:pass

{
"Hello": "tarek"

}

i ARSI EEE, i B ERER E TER LR, w8 flask.g oK
SCH

233 ==

Flask ££% | Blinker JZ (https://pythonhosted.org/blinker/). ‘& & —MEH(E S 1),
AT T8 — A PR

Fi1F2 dlinker.signal S5, BN —ME—Fr%. Flask 7F 0.12 JiRAH
AR NN SEH] . Flask fEALFRIG RIS, SERFENZIMAGES. AIZ%
http://flask pocoo.org/docs/latest/api/#core-signals-list T 5 554122

MR E S, IS S connect 77V, JANIS A 1155 1) send J75ET,
SRR S . send JITAF RN ESN S LIRS G SN SR UL R EHE

35
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£ ™I, ¥ finished PREGFME request finished {55 I, X/ pRECKZIE
response X % :

from flask import Flask, Jjsonify, g, request finished

from flask.signals import signals availlable

1f not signals availlable:
raise RuntimeError ("pip install blinker")
app = Flask( name )
def finished(sender, response, **extra):
print ("About to send a Response')

print (response)
request finished.connect (finished)

Qapp.route('/api')

def my microservice () :

refturn jJsenify{{"Hello"z *World'})
1f name == ' main ':
app.run ()

R, %3 Blinker A T FHE S, 223 Flask Y, FHAKHAE BN

Flask H—L8{5-5 ) SCHLAE IR 5 i 2 K AL, 19 0 M RE SR8 BAs AR I i & A 1Y)
55 . {H7E Flask it R {55, —EHBIES HFEMNMEGKREAM, THRd®R
Hates

BN, 2R RAEHEBESN ARG, <k got request exception 155 .
Sentry(https://sentry.io) ] Python %/ dii(Raven) A X ME S, 4 H A AFE ki
ST o

0 AR LE . FH A5 FH SR A A — 2 ) SR, RIS PRARA RS (R A1, TR
ASEIE B B 52 RAE L.

Flan, e — AR PDF R KIRS, X MRS R NSS4,
A A ATl report ready (55, WA ITIEEMBIXAS$H4F L

Blinker SEEL A ) — N E BT, EJHATE CyEMHR REE, AN I8
FFRBAT, FHHENE signalsend 7772 E2&FBHATH. Frbk, WHRMHIFGERK
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255, WAELAHEIERE, FrEE Sl R ISFESFENR KER ), S et
JHELE0
WSS 5 TAER A SRR R, w28 FE A8 7% W1 RabbitMQ(https:/www.
rabbitmq.com)) A T E, 1EARESHEBASER, H— MRS RS RACEL S

2.34 I EFHE1EF

Flask §" L2 HAZ TR L1 Python T H , “ZHfaoifit—/ UL flask something J5
A BB, EFR AT, 44 7730~ flask.ext.something..

PRI H L UEA g —LedE N, 1 W, http:/flask.pocoo.org/docs/latest/extensiondev
PR, B al/bh, IXLEHENFTR]/E T Python Tl H 1) R 4FSL#k. Flask 75—
Fa OB AR, VE hitp:/flask pocoo.org/extensions/. 4534k — L&A ML,
WAZE B EX MR ¥ RGBT ER &, BT Flask R3]
PIAENN A, 50 K 2 sl 1R 2K

F—FY e Flask FINLGZEH WSGI Hialff. WSGI Hialff2&—Fi & WSGI
MR, XMl B0 WSGT R FH AU SRS

TR REEyE | X-Forwarded-For YH 23k, il Flask W LA EH A4 T A]
ARELGEW nginx) Ja. EMAAEF, N ZEGEGRBOLHE 1P bk, 10714 225
RN REIERZ T, XM EMERAAME . R remote addr J& 1R [F1 [ & HL ) TP,
MmAER P im I H L 1P,

from flask import Flask, jsonify, request

import json

class XFFMiddleware (object) :
def 1Gnit (self, app; real 1p="10.1.1.1"):
self.app = app
self.real ip = real 1p
def call (self, environ, start response) :
1if 'HTTP X FORWARDED FOR' not in environ:
values = "%s, 10.3.4.5, 127.0.0.1'" % self.real 1ip
enviran['HTTP_X;FORWARDED_FOR'] = values

return self.app(environ, start response)

app = Flask( name )
app.wsgl app = XFFMiddleware (app.wsgl app)
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Qapp.route("/api')
def my microservice () :
1f "X-Forwarded-For" in request.headers:
s = [1p-SErip{) for 1@ an
request.headers|['X-Forwarded-For'] .split(',")]

ip = 1ips[0]
else:
1p = request.remote addr

return jsonify({'Hello': 1ip})

i name — ¥ ‘main ¥z

app.-run ()

o AR, suab4E A app.wsgi app KRFTE WSGI KA. 4eajFrid, & Flask ¥,
L xF R A& WSGL A A,

ER VT WSGI environ FHEHUE BN ERZECH MR . (HURAE WSGI Hi[q]
et N, 2SE0TR TIERAIER R

WSGI WM E, 15N IR [F] S IE M SR N 2501, 2 DA SRS IS AN Bk
VE IS EGR start_response PREL. BHRAZ, M B pRECA 2 il O0X AN A2
B Rk, ATER MBS N EE R,  WAZid F— S a] i B

—MRUFHE T2, B N Y SRR, 2R20YE S22k Content-Length [1{EL
PRIt 75 B N R O R B3k, IRV B iE s, S ESLIE.

Fr R 2 WSGT st B A@Ee —, HSCEina1R 2 Hith bR,

SRAEVRAT I R T REAE HoA WSGI HESE L tgkiz T, &N LEfFH WSGI
AR RN . 'S — Flask ¥ & EAEASHHER A R, BN FE AT {E Flask 3
AT H.

235 15y

iZ[A] JSON Bt YAML #&3 PSR ER T, X2RAEA Ut 78R K
W RS A B LA E e B BdE . (BT IL T, FEAIE SR SR
P4——F4n HTML Vi PDF 35 Email,

ANACFE A, Flask 2K 1 Jinja Fb 51 Z(http:/jinja.pocoo.org). Flask JfA Jinja
FEZEH RN HTML SCRS. 807 U0 render template [FJBITFFERF, RIAIH Jinja F2
ARFAR N IV A A e A

AN, Jinja AMYAHRAE B HTML BHARIE AR SR, & ] G A 3T 30K
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IpEEE

filln, GRS AR, (B RIFRAEZE T 1) email ELRA AR A
e S, HEAEFE Jinja.

N A AR ] 1

Date: {{date}}

From: {{from}}

Subject: {{subject}}

Toz {itol}

Content-Type: text/plain

Hello {{name}},
We have received your payment!
Below 1s the list of items we will deliver for lunch:

{$ for item in items %}- {{item['name']}} ({{item['price']}} Euros)

{$ endfor %}

Thank you for your business!

Tarek's Burger

Jinja F RURHE Sk Aric R e 4 B A & . s 0] LR AT L%
JinjalEAR] 2R 78 .

AT LEARRR B 3208 ] Python 1) if A1 for fCRGER, {H/H{% for x in'y % }...{%
endfor %} #1{% if x %} ...{% endif %} KHric

LA R 1Y) Python JAIAAE FH email A4 A pf— A5 % HA XL RFC 822 JH S, wldd
SMTP K AKIEE

from datetime import datetime
from jinja2 import Template

from email.utils i1mport format datetime

def render email (**data) :
with open('email template.eml') as f:

template = Template (f.read())
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return template.render (**data)

data = {'date': format datetime (datetime.now()),

'to': 'bobCexample.com',

'from': 'tarek@ziade.org',

'subject': "Your Tarek's Burger order™;

'name': 'Bob',

"items': [{"'name': ?'Cheeseburger!; "price': 4.5},
{'name': '"Fries!, 'pricge': 2.}
{'name': 'Root Beer', 'price': 3.}]}

print (render email (**data))

render email EREEH Template 28, ‘EHRYEZ € 7754 IR N 25

o Jinja FIRK, QRS k. [2h T REAZHTRIEERN, B2k

NGB, o REZLMRS T Zm— L H5EARAN X6 TAE, Jinja 352 —ASF
w45, mE Flask 42847 €. 74 http://jinja.pocoo.org/docs &4 Jinja &)
AEAY) T LA,

236 ES

N, FTREA—SIsfTik, FlanEeRENEZEER, SERET 4
e,
Flask 1# -5 Django RMAMACEEFEHLG. Flask X RE 51 Config MR, X
RGN EAE, £/Rs0 Flask MAKN, nlEEE € X EXT SR H
1, WI7E prod settings.py SCHFHE L —A Config 2, I FHIR:

FH I

class Config:
DEBUG = False
SQLURI = 'postgres://tarek:xxxQ@localhost/db'

YRI5, 1F app X% H, i#id app.config.from object JNZKE:

>>> from flask import Flask

>>> app = Flask( name )

>>> app.config.from object ('prod settings.Config')

>>> print (app.config)

<Config {'SESSION COOKIE HTTPONLY': True, 'LOGGER NAME': ' main ‘',
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'"APPLICATION ROOT': None, 'MAX CONTENT LENGTH': None,
'PRESERVE CONTEXT ON EXCEPTION': None,

'LOGGER HANDLER POLICY': 'always',

'SESSION COOKIE DOMAIN': None, 'SECRET KEY': None,
'"EXPLAIN TEMPLATE LOADING': False,

'TRAP BAD REQUEST ERRORS': False,
'SESSION REFRESH EACH REQUEST': True,
'TEMPLATES AUTO RELOAD': None,

'"JSONIFY PRETTYPRINT REGULAR': True,

'SESSION COOKIE PATH': None,

'SQLURI': 'postgres://tarek:xxx@localhost/db',
'"JSON SORT KEYS': True, 'PROPAGATE EXCEPTIONS': None,
'JSON AS ASCIT': True, 'PREFEBRED URL SCHEME': 'http’,
"RESTING z False, TIRAP HITP EXCERTIONS' : Ealse,
'SERVER NAME': None, 'USE X SENDFILE': False,
"SESSION COCKIE NAME': 'session', 'DEBUG': False,

'JSONIFY MIMETYPE': 'application/json',
'PERMANENT SESSION LIFETIME': datetime.timedelta(31),
'SESSION COOKIE SECURE': False,

'SEND FILE MAX AGE DEFAULT': datetime.timedelta (0, 43200)}>

AL, ] Python FRHUFE VAL B SCASAFER R AT
B, BR T ERREA RIS, AR AT s ARG B R S I EE R 2R

. IXH, FEEF

FRIIHEAT,  IX e B AR 5 F AN AR KR IX A EAE

HRET, A KA E B E S SRS IS
HIR, WA HARHBA 51 57 B ES AL E S, R 24w Python X5, X%

OER S5\ ]
Pic B SR B R X

f5iltn, f£ Python FiHi4MiI%E Puppet b, 2= LbENE R TFERST

1T Python J8id app.config RAFECEE B, R YAML AR SCAR S
1 Fhon 2 HAth ZE 10T 2R 15 ] 5.
INI #% 302 Python +H:[X Fha i UM . XEFRIMPRAEZE L —A INT @t a5,

i BAEF @A .
H1RZ Flask 3

FET] N INT XA in#kic B 15 S, (B4 FHARHEZE 1) ConfigParser

SRR, RUFIE, (P INT OO RS INT SO A AR 7
I FH B/ Ny L AR Rl AR A

konfighii H (https://github.com/mozilla-services/konfig) /& ConfigParser [ [{]/NEf%5 )7,
HE H e —Lefa RS AY,  Q R AYAIAT /R AL
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fE Flask H{$ H konfig 1R & .

$ more settings.ini

[flask]
DEBUG = 0
SQLURI = postgres://tarek:xxx@localhost/db

$ python

>>> from konfig import Config

>>> from flask import Flask

>>> ¢ = Config('settings.ini')

>>> app = Flask( name )

>>> app.config.update (c.get map('flask'))
>>> app-configl'SQLURT"]
'postgres://tarek:xxx@localhost/db

2.3.7 Blueprint

YIRS EE 2N RN, sE&SH RKERSEMR AR A S
BN TTH. BHMASDN S —MEEPRE, AR R — MRS
eSS T, EfRSAEAN], DME Flask geydAtE .

@ltn, RIS EE - AEE SR E, EH- N AEEE
ARH, A AEHSFMANZ H. nfFHCLT 3 AMEHokEH N -

e app.py: & Flask M app X%, FEXREBNNH.

o employees.py: #&{it5 g AR LA

o teams.py: Feft5HIPAMHKHIA L.

XFE, JERAMBIATHEN B8, S8 e TERARE.

Blueprint S 534t [ iXM24, CHRME—MIOT, MBI ARARR S H. 7]
A5 Flask MHXTRILUT Blueprint X%, NG HERAZWLE. ENHPIYILEN
LR, {8H app.register_blueprint KIEMHEAT], IXFEFLLRIE | Blueprint HHiE I FTH
PR RS S ) — 5847

NTHIA2 JiE 2 Blueprint [ —Ff ] S 7 3

from flask import Blueprint, jsonify

teams = Blueprint ('teams', __name )

. DENS = [TTarek'; 'Bob']
OB = ["Brl1r]
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_TEAMS = {1: DEVS, 2: OPS}

@teams.route (' /teams"')
det get. ald ()
return jsonify( TEAMS)

@teams.route ('/teams/<int:team id>")
def get team(team 1id):
return jsonify( TEAMS[team 1id])

F R app.py) F A XN A5, FIH] app.register blueprint(teams) K 73 i 1X />
Blueprint.

Y BARAMN AP EH —MERHREES, SR MNHF 2R AN EH
WA, Blueprint HUHI 4R A H5.

i, Flask-Restless(https://flask-restless.readthedocs.io)f EFRAL T 6ZE . 2. B
HrAHIER SRR TH, B SQLAIchemy IR, FHXFHREMERIA B —)~ Blueprint,
XFEREE shilid REST AP AFF T B % .

512K H Flask-Restless Y A%(Person sz SQLAlchemy F#7Y):

blueprint = manager.create apli blueprint (Person, methods=['GET’',

YEOSTE 1)
app.reglster blueprint (blueprint)

jam

238 SHIZAMIEFNEIK

YN IR, B geiE 2w B e B, . AEIR A HTML [ Web
M, iR 404 51 50x EiR, 8 STEERFE HTML Ui, Xt Flask 4
RPA M TAE T (EAER IR ST, TR B0 2 = IR [Rl25 25 P Y N 2
IE2& H i R EEFE P I F AL .

Flask ) 55— AN E B4R, ' OVFE R A B A MEARIHAA SIS AT EHRTT Flask
B RS, 24 LR (debug mode)iz{TiNt, o iidgs .

1. BEXGERUIEIEF

YA EE R, Flask 3R 500 $ERAE SAEAEAE B GE TS 5 IRER
05K). IR BN HE IR Z R RBMMT A, M2 AT s i a R A ) FH - s
ERZEE R

ERIART 500 FH R0 W — e B HTML 53 ] BA RO SRR :
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$ curl http://localhost:5000/api
<!DOCTYPE HTMIL. PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">
<title>500 Internal Server Error</title>

chl>Tnterngl Server Errord/hls

<p>The server encountered an internal error and was unable to complete your
request. Either the server 1s overloaded or there i1s an error in the

application.</p>

{8 FH JSON SCIRGAR G5 I, — ™ R AFSL B i PRIk [P 25 725 1 i 4 ) S CBL R A TR S
YR AE JSON #8o TRST HITH D8 2 R R0 SR A 4 A LA AT o

Flask $2fit T —Y5pR %, 1HRW H & EHEARFET - 1 5 /& @app.errorhandler %%
s, ‘B ITIEH NS @app.route FHL. ANTHIXANEEIRASR R BB ERE R BRI b, 1
AR ft—A~ APL A M.

Mo FH @app.errorhandler Ki%EH:—MeREL, 4 Flask 1R[F] 500 Ak 55280 M (H
PUEFAIS R R, X REuR A JSON #8201 -

from flask import Flask, jsonify
app = Flask( name )

@app.errorhandler (500)
def erro:_handling(errmr}:

rétirn Jeonify{{ "Exroxr"' s skr{error) }, 500)

@Qapp.route('/api')
def my microservice () :

raise TypeError ("Some Exception")

app.-run ()

AeACIS Pl AP %, Flask #2f HX MR LA .

PRI, GRMHIARAE T HTTP 404 AUHA® 4xxy 50x $i%, Flask HKARIR [EIBRIAY
HTML #% U o

R BEET SRR daoe F1 50x JR[F] ISON #5307 E0K bR Bt 2 A
S

{f abortmapping UL, FIHE|IFrEHERIIZIR. £ AR B, £
app.register error handler ¥ error handling /777 EM B A 4= . app.register error
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handler [0 5 @app.errorhandler Z/ffigs 2340 -

from flask import Flask, jsonify, abort

from werkzeug.exceptions import HTTPException, default exceptilons

def JsonApp (app) :
def error_handling(errar):

1f isinstance (error, HTTPException) :

result = { "code': &tror.code, "description':
error.description, 'message': str (error)}

else:

description = abort.mapping[500] .description

result = {Ycode': 500; '"description': description;

'message': str(error)}

resp = Jsonify(result)
resp.status ceode = resultl‘cede’]

return resp

for code in default exceptions.keys():

app.reglster error handler (code, error handling)
return app
app = JsonApp (Flask( name ))

@app.route('/api')
def my microservice () :

raise TypeError ("Some Exception")

i name = % main 2=

app.-run ()

JsonApp PREEEE—A™ Flask NS5, 6 ATA T BER A 4oox FIT 50x 55157, W
B HE SRR .

2. FER
Flask M A run 7748 —1> debug &0, HHESERRAENX stV

app .- run (debug=True)
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AU — MR . WEIRRGSSEEETE IR, R iREx Rt S
A L

web-debugger HIHZE I & VRS JETV A B IR AR R, B S HT IR T
FHATAEMT Python U,

Flask £ 22 SO VFAC & 26 — 7 ik#s . #1141, JetBrains//PyCharm(https://www.jetbrains.
com/pycharm);& /Mt X%} PythonfJEl IDE, #&4t 1 s K el i iiikgs, wE mn]
HFlask—#2iz1T .

i

FRRAERE, RARAE PIN A 467194546 (el 2-1 FiF); {2iEAEX
RAFRARPSTRAD, BB RAAEZEIRE, 2015 5, BE#H AL Flask %X
BZNIZT Patreon LIRS FEAFAEE, TEAL IS T PFRAEA!
4541 - Bandit(https://wiki.openstack.org/wiki/Security/Projects/Bandit)
AESRIFARSeAE ) T 18 X AFITAY Flask M A, AdalribAd i ARiE3RHF

€& () localhost:5000/ap ¢ S B~ Q Rechercher E 4 » =

Console Locked

The console is locked and needs to be unlocked
by entering the PIN. You can find the PIN
printed out on the standard output of your
shell that runs the server.

PIN: |848-809-938| Confirm Pin

BEl2-1 24k PIN 54 geVs =5l &

Y ERER RS, Ad HEE pdb ALY 3 pdb.set_trace()tH & —FPAEE 1)

ﬁ?ﬁu
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24 WARFZMANES

RITAIT28 1 Flask B9 TAETT MK ER 70 P B (AR S 5 TR P X R ) o

A — AR NS e eI H TP, BRI SEife Flask WA .
I HANLE, BT 51553 FH 5AE Flask #58, 8 H app.run()>KiziTARS -

498, BRI RE AT, SUE MRS ra S 2R . BT
KA EANS, SIS EE—™ Python &H, XFEieEl HMMENEEH T A
(11 pip A Setuptools)ZZHE . .

— Mg 7e F Blueprint ZHZR RS, & Blueprint 85— M5,

w5, HT Flask $#2—NEHIE1T 25 (runner) K &4k app B, MIXS app L&
el AR EFEE FLASK APP MAR= ki i, BHHn] MRS HERXT run()
JTEWI R . ERHIXANEITARN, Alfa e —LegsMbam, 5 anfc &M s T E I
FEHLA A 55

GitHub_ A — /N NA A EE I Ik 550 H (https://github.com/Runnerly/microservice) .
‘B MEMFlaskTH, KRB — MRS N e 1 REAAE AR, &
THIEIRSS -

TRA] 23 IFE1TE, REBHE.

X AN E 14 A flakon(https://github.com/Runnerly/flakon). flakon & —/ME ) 49

o B A2, IR INI S A=BKIA JSON 47 4, kBt B A= 52 4% Flask A2 A .
flakon 4% A AHB€124), B 6RAEAR YRR, HRFETHRZMIR
%-. flakon FFAFZ3RH]4Y, JoR—ERARRRFELR, RTHEMARE F
Mk, REHTFLBIROELA, IALARET XA RAA .

3R microservice I H fE 4261 & DU R 454
o setup.py: Distutil [0, FRLEAFN AT
e Makefile: & FIKMEMIZITINH IMES
o seftings.ini: INT F&ZCHIN FHERIARC E AT
e requirements.txt: &7 pip A& =N H 4RI .
e myservices/: HIEMNHAL.

® init__.py.

e app.py: app ik, BLEMNHAL.

o views/: DL Blueprint ZHZ 1K

® Init__.py.
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e home.py: home blueprint, ALFHARHH 5.
o tests: GWEFHEMNANH.
® init__.py.
e test home.py: home blueprint F4R AN
LELL A A, app.py A4EIE flakon [ create app BT 77145244k — Flask
MW, FEH—SE, WM Blueprint 4113

import os
from flakon import create app

from myservice.views import blueprints

_HERE = os.path.dirname( file )
SETTINGS = os.path.join( HERE, '..', 'settings.ini')

app = create app(blueprints=blueprints, settings= SETTINGS)

home.py #L 1% H flakon 1] JsonBlueprint 25, SZHL | B — 15 f 2= 7 =0
LA EIR Bl HST RN, 2 B jsonify()BRET—L14 Bottle HEZLHFE:

from flakon import JsonBlueprint

home = JsonBlueprint ('home', ___name )

@home.route('/")
def index():

"UUHome view.

This view will return an empty JSON mapping.

T I ar

return {}
n[iEd Flask WEMm1T LH, FHE4, KisiT Lie] -

$ FLASK APP=myservice flask run

* Serving Flask app "myservice"

* Running on http://127.0.0.1:5000/ (Press CTRL+C to quit)

MIRFETFLG, W BRSNS A JISON FLE, 75 EA/E microservice/views H1
ISR, J1E microservice/tests s AT NI
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25 ZFENEG

AFEVER Flask tE4E, LA AT e @ik S .

AREE ST,
e Flask i WSGI WM %5 —ANa) B i R W ATLH],  Fo ¥ F 5@ ) Python
RAERGmE N

e Flask 7 9 &, HeizfT{Et Python3 .

o Flasktl &Sl N B4iE: Blueprint. £F1{H. 55 BARTIZE., fHixib
HFE P AE A A

e microservice T H &> Flask ‘B2, APHERImGIRG. X R MBI
S INTAEVBCE, PRSI L JSON A& =GR [l ..

8 3 BRI R TR W R gmiY . AN S SR

49






# )=

RIETRES: mb5. MAF1E 4

TN OB A0 H # 32 BIMELLBE S ) bug BIFTES; 9THRR bug, 7 EHRFEE
NI (R A1 44 o

A —FPLEGm A [F]E 2 5 A ) 7 72: i TDD(Test-Driven Development, il 5X
ST K), F/H TDD BAHAERgelem I E iE, HaglkFIAEREE. JHFAE
FAEE —~ bug, BN TR, JETNRR AT EPEE, Eirithser TAE.
FRBNFAT AW T —ANThie, MRSl Sr B HR R A A

2 5 MR FER, (BT, X2 — el BRI sIETT . 42,
DAl et S ZSNNAI R A FERERE 45, alE M= 4 T HisiT
flad G . R bt ) T AR A S IR S R K & RS L EZS A,
] 3-1 .

THE #1 PROGRAMMER EXCUSE
FOR LEGITIMATELY SLACKING OFF:

1ITESTS ARE RONNINGY

HEY! GET BACK
T0 UDRK]

K 3-1 MFSrEH G
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KHALKR, BAATI—E7ER 8 TDD MThak. (Hidh 4, Hid &1 TDD 14
kb, SEZ BT FC 1R A3 HZ51R: TDD MR e /D, Ti&E ¥ & . /R {E http://biblio.
gdinwiddie.com/biblio/StudiesOf TestDrivenDevelopment U1 [fi] |75 3|2 T F BHIE %2
WAL

I’ 5 A2 — M MAFAEEEREE 775 &tn APL 2553 ? ALz
SRt S —#E? HBNT AR A AR, MR s E BERIE. AFETC
B, MR 1 TSR AR AT

R e SRR AME AR FERT, (E ORI AR IR AT H SB35 BT A
FHEE RIS, BUNMARBIBAITEE TAERS, IX2ARRIEE —nh. N & WA g a2
FCEM? W ATedsins shae? AW veit i), AftAXFEdit?

—Eita)fE, BRAEZHER N, SNRAE 2— D10 H B SRS S A ST
S KA G RGHAENAZ, KIS AT~ B4 Ja AR 1. A —Le 5k
AR LA @, flhn, AP HRE BRI E 9l AE A —E 5, HXEL
B DRI AR & ] AR .

T35, LRIREGm SN SRS EFEDE 7 20671, B 1 wedN): 1
i H s SN, 5308, NSRS 5, EEEEN T, KT HE
i I RE S B S NAE IR SRS

feflt | —HinflfE Python HémE AR —MMEIR ARG, ARZRKESHeAEEH
Flask FAJ it 55, A WIREL 2 S AN SO T B nl R, FRA-aRanfal FH Em e
2 AR 55 R SN R B AR Al

XL N S A ER D

o SAPIMNAZEAIR £

o fHifH WebTest MRS

o [ pytest fl Tox

o TR

o FRELEEM

3.1 HFflhERpHES

MAAA R Z PR, G HIRATERTE R RN, 2R #]u,
LR DhRe ARy, AR E 5 ] geAAERAS FIZR A R,

FEIUIR S odEk, mRREIATZ I 5 MASE H s T 028

o RGN (unit test): TEFREIE T, WRISEREUZITISE FEANHAEE —F]
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o Tjgeli(functional test): MTIARSSH B MA, FRUERUIRSS AT A EE —
B, HHHBMEIERAS, KIREeIER TIE.

o Sl (integration test): IS UEHIAR S WAl 5 & T A I 28I T 56 1) o

o fizillik(load test): FEEHRSSITERE

o UiiH|Iiilli(end-to-end test): F¥mE Il iXIHIEEN RS

TN IR LN 2

3.1.1 BTl

TSN 200 H A i i (5 5000, Python FRAEZEMT T 1 4w 5 B el lfr &
PINZE . AE— LT Flask IR H o, 85 AR S0 R (— L iR ORISR AT AL BT
M

IRIMAE Python IH 1, “47 2 (separation)” ME&&AEH M. XEFRNEAE
AU T HARE 5 B3 ez O S 2380, ARMES T, XEMESHR SR
[PI5E CAASEHL

£ Python 77, B =il e EMCE Sl i — 1 2Rl e R0 gL, R8s
BOUESS Foe AT —3. 29— Re07 R — B A & H Python BUAREZEE
fIEF, XN VERAS T2 R ) .

SHEECABBL T, — AN IR @ AR F SR SEERR B . Mocking REMACE FHAR
WA S — B, F2feeErimA, rAERERT L, FHAEm ARG 2 (B
1T 4. {H Mocking 1% BA G, FVRES AR SLIE B0 RARPIAT A,
A FE A A B TN R TAE, AJCiRE T HSON R TAE. R A R

Olre, ST H PRI, Horp—SBERTRESI AT N, AU R 4 X L
HTAT NREAT 58T o

Rlte, —MFRISCEGE, XT3 AR 51 PR il {3 AT 5 -

o /O HAE: RN =I5 IR E Bt (Socket. CAFSHBATIRAA, TR JC %
FEMRAIA T S T IX EE GE YR

o CPUEB&KERE: MRS HENAE KRN .

o BEINMFEITA: JAREGRSEITRIET AN CREI (b, — M4
Bz, BICEE AR H AN TRk AR H 1Bk A]) .

N THIX N ZE{H A requests JZ (http://docs.python-requests.org), 1#id Bugzilla [] REST

API K7 1] bug 413K:

import requests

53
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class MyBugzilla:
def a1nit (self, account, server =

'https://bugzilla.mozilla.org') :

self.account = account
self.server = server
self.session = requests.Session|()

def bug link(self, bug 1id):

return '%$s/show bug.cgi?id=%s' % (self.server, bug id)

def get new bugs(self) :

call = self.server + "/rest/bug’

params = {'assigned to': self.account,
'status¥: "NEWY,
"lamat "z 10]
Ly
res = self.session.get(call, params=params) .json()

except requests.exceptions.ConnectionkError:
# oh well
s = {Tbagasts 11}

def add link(bug):
bug['link'] = self.bug link (bug)

return bug

for bug in res|['bugs']:

yvield add link (bug)

XN SRR bug link() 72 A — A E1H A Bugzilla k5545 1)
get new_bugs()J7i%. PATINAR, Z17 Bugzilla IkR5545id TR A% vk, VRATEH
PLXANRE R IR AE E 2 P JSON #dlg, XN ar TAE.

THEE F A request mock(http:/requests-mock.readthedocs.io)SZEH | 4L, XA
JE AT A2 1T 2y 2 RS 25 18 FH

import unittest

from unittest import mock

import requests

from requests.exceptions import ConnectionError

import requests mock
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from bugzilla import MyBugzilla

class TestBugzilla(unittest.TestCase) :
def test bug id(self):
zilla = MyBugzilla('tarek@mozilla.com', server =
='http://example.com')
link = Zilla.bug link(23)
self.assertEqual (1ink, 'http://example.com/show bug.cgi?id=23")

@requests mock.mock ()

def test gel new bugs(sell, mocker) :
# mocking the requests call and send back two bugs
bugs — [4"1d': 1184528%; {'id': 118B4324}]
mocker.get (requests mock.ANY, json={'bugs': bugs})

zilla = MyBugzilla('tarek@mozilla.com',
server ='http://example.com"')
bugs = list(zilla.get new bugs())
self.assertEqual (bugs[0] ['1link"'],
'http://example.com/show bug.cgi?id=1184528")

@mock.patch.object (requests.Session, 'get',
side effect=ConnectionError ('No network'))
def test network error (self, niocked):
# faking a connection error in request if the web is down
zi1lla = MyBugzilla('tarek@mozilla.com',

server="http://example.com"')

bugs = list(zilla.get new bugs())
self.assertEqual (len (bugs), 0)

g i name = % matm Tz

unittest.main ()

LI E K, B 2EFX IR, S TAFE6E, AR LS4
5t Z AR AR E—NK. Fl4e, 2R Bugzilla B 1% T #7149 REST API
Ay, ER B LR GG IR BZAAREAT, XA RA BATARIEITEG API AT 23T
AR K, ARG ED I fe i LK,
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o6

test network error() /7225 MK, 18 {E ] Python 1) mock b | 34T 21,
A fid R VG SR BEFE S ok B 7o AR o X NI DRt IS BE L X2 I WA T A

B GIRASR AN 7 2 n] 10 KSR 70 A s AT i A T k.

I H KA S I, XS E R 2 . B, HRSAsIR A
—MERASIERAIT JISON body I, £xkKAEHA?

A, BB I AR BEAR ) AT R g S . ERIARSS IR, B
TCMAA R A 20, T H A3 100% 1795 el o5 2RO MHAR, ES1TrARs
1T A AR AT R LU IR AT RE1S AV SR, IRFE BEORESE T4, s &4 Z .

BT e s /i i — St Dhae it

3.1.2 Ihgelhk

ARSI H FIThREMRASE . i K 1% hetp 1R W= hep WS, FEE MR 5 &
Aifr] API #1738 H.,

XANE R EZ, AT RE S I, MBI B R IERA = X
WiER, BRESKEN L) IR BEMRCGRIN S % 4) 5
TR FEE ST PR B2 DDAl

o IOUEN AT AAIHAEE —E il

o TR HFAT ACHIEE BAF KA

ENASEY, FFaE BATHE WS ey 5, (Hl AR R RS T 61
— AN BISL, SRR IE X AN S S N TR

XFhE T, WAMEHNSE, JF BN W2 Esmaa ), (R4 T s
FH 285 J 240 [R) (4 7 SR -Tel o7 R 0, (RIS o (EAS, ATHARSARAUUN FH Hh A 1)
AT IY 28 F

Flask "5 —") FlaskClient 25, FI>RMJEEER, R EFEM app XTI test client()
TP SRBUZ R 5L

N T AT TR RS — AN, B 2560 & 25 /api/ R 2K I [F] TSON body:

import unittest
import json

from flask basic import app as tested app

class TestApp(unittest.TestCase) :
def test help(self):

# creating a FlaskClient instance to interact with the app
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app = tested app.test client()

# calling /api/ endpoint
hello = app.get('/api'")

# asserting the body
body = json.loads (str(hello.data, 'utf8'))
self.assertEqual (body['Hello'], 'World!")

Wi name — % jmainm 2=

unittest.main ()

FlaskClient ZEX 554 http ZHAIEA — N5k, THASIREIRNITR, JRJFIXLEXT
o] LA O R a5 AR AT a0k . 76 BB, FRAUE . getQ /72K IRAF M BT R

{E Flask KHH—~ testing Fr&, AR ER L 2IMaHF, (HA R 1A
1RERIA T AN A EIR EME. teangil APT GREF—2, ZERRIEIR AT Sxx
B doox FHRFE LA JSON %3,

(E T, i /apy 2 A — AN, B SR TSON R EIE, IREE iR
2 P AL test_raise()HIREXIERA 500 15 5.

test_proper 4040 7 VEN — MAFAERIERATEEAT 1 AHIARI RS

import unittest
import json
from flask error import app as tested app

404 = ('"The requested URL was not found on the server.
'If you entered the URL manually please check your '
'spelling and try again.')

class TestApp (unittest.TestCase) :
def setUp(self):
# creating a client to interact with the app

self.app = tested app.test client ()

def test raise(self):
# this won't raise a Python exception but return a 500
hello = self.app.get('/api')
body = json.loads(str(hello.data, 'utf8'))
self.assertEqual (body['code'], 500)
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def test proper 404 (self):
# calling a non existing endpoint

hello = self.app.get ('/dwdwggwdwgd"')

# yeah it's not there
self.assertEqual (hello.status code, 404)

# but we still get a nice JSON body

body = json.loads(str (hello.data, 'utf8'))
self.assertEqual (body["'code'], 404)
self.assertEqual (body[ 'message'], '404: Not Found')
self.assertEqual (body|['description'], 404)

g name = % gpaiy Vi

unittest.main ()

WebTest(http://webtest.pythonpaste.org) 7] %+-4X, FlaskClient, '©4%4E & % § /& 49
ik, AEMEANBE.

3.1.3 &k

B ICIAAN D REMI 3= B AEAN TR FH oAt o 28 TRUR AR OL R IRARAS, AN HAth
U N P AR S, IEREHEE . T EFZ BB =R AR EIHR
R, DASGAEMA RN, fif, L SRES AR T

S G AN AT Dhaeila, sedeh A BESsiE s gl . filin,
R ARSS Redis 8% RabbitMQ A2 H, (EiZ TR, XU = HARS Mok
IEFHLE A

SE RGO 2 S | AT R AN A Erh ) . A e R Se R G
MRS, A e R ER AR A = A L IR % TAE.

TSR E TR E B g, ARSI A TS E I AR P~ A
R A2 RIER o e S ] EURAS AN AT 9t AR 55

(BACE HCMRRFIEENRR, XTI EN AT RN, ERRRRZ LR,

—RRIE, SRR AR SS T A BAR] Blm i & A a3 T . (HU RS E AR A
7y, WA — LT TRMNERE AR, X5 R Rk T S il .

A H A EREUER TR RS SRR, B0, fFH curl AR —LE4)
HRSF AR T .
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Aict, IR Python HARSHAHMIR, FAEIBIT HBIRIEN 5. Ak,
et Python BIAGEFARORIAFIMISS . SR —RIELFIIT 2, AR SR
BPSIE, SERTIR.

B2 pNIR G ek T 2R A AT, BATERMKE, 288 A LGRS
%, W THE —/\~HEEnR, BLAeE AR Flask & F _EiE4T, XfeEH 3
FI B P 4TR? 1E )5 WebTest o] i i XA, IAHG G943,

3.1.4  SaFs

TR H B2 T RRAEE 11 52 FIRGS ST,  HAARRM g, mAZd
Bt T4

X ARSHIMER SR, BFE — M RSO %R 1, HERE IR
TR e e AT ERE, AW 7 BE SCEEASR SR K

T LR E 0 VIR Z N LR MR SRR T RERR,  (HEDARI I THHE LK
R € IR 5B E R 2 I SE 1, i DA 2 HH R D9 R e B s 28 1 2 L

55 DA AT [A) 2 471 ) 8t

o RSB IEBIXANMHLAS LR, ARSI —ANLBIRE T2 DR ?

e 9 10. 100 8% 1000 NFFARIERES, Pt a2 2 A ? ARG FEALEIX 4

LRI ?

o NTMRFAEZIEIN, RESFERITE N CPU?

o HEmEI AMIFIIRSIINZA LTI 2

o YIRS HABARSS T, BefEHIEREARS ? b I — MEEN

FF A HRAT I 2 H.?

o TEARFRIIENT, MFae—IKizsfTZKR?

o LA —IXfEHIEHEE, WFEBIEREIEHR TIE?

T EIRFIM AR B AR, WERREZ THE, NEREENGT LREIER
WETHMAABRRAT AL TR,

AT AT DI, A TR EE SRR 5 . Boom(https://github.com/
tarekziade/boom) &1~ Python 4w’5 ) T E., ‘Y5 Apache Bench 524, 1] H AR
(ANIOpTI=E

£ I, Boom #1145/ api/vi . P Flask Web kS5 #31a1T— 1N 542 10 #01
FER, BT 100 MR, BFHERE(Requests Per Second, RPS)7& 286 1~

$ boom http://127.0.0.1:5000/api -c 100 -d 10 -g

o9
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———————— BeESilg s

Suteagsial calls 2866

Total time 1601771 5
Average 0.3327 8
Fastest 02038 S
Slowest 0.4782 s
Amplitude 0.2744 s
Standard deviation 0.035476
RPS 286

BST Pretty good
———————— Statuys pgodes —=————=—

Code 200 28606 times.

RPS: Request Per Second
BSI: Boom Speed Index

AL MRS REFIARRAE L, BFOVENHRET-HE TR, WAKHT
BT 140, GniRARI Flask NARETE nginx ikSS48fam, mE—MNHAZA4
S, R RE B A AR TRAE N ERER .

{EIX AN/ NI rT A R AR I A @R, R A U IEAE AT T Socket iEFEI . 25
R SS p vt e %, Al i W Boom I LE, 1RA Zuiee xR &,

IFREREAXT LM NN AN, 53— w2 TREE
Molotov(https://github.com/tarekziade/molotov). RA]{# FiZ T H4%5 > Python PREL,
FHIXAN R ECR A RIS F RS0 AR 55 R .«

N, I Molotov IRV MRS A LislT, R EREERRER — S rl BERY
Yy 5

import json

from molotov import scenario

@scenario (5)

async def scenario one(session):
res = await session.get ('http://localhost:5000/api') .json ()
assert res['Hello'] == '"World!"'

@scenario (30)

async def scenario two(session) :



£3IF RUMUERA: wmE. WiXNEE

somedata = json.dumps ({'OK': 1})
res = await session.post('http://localhost:5000/api’,
data=somedata)

assert res.status_code == 20

XA T EAR TR AL — Lo = dabr, (HIEAEREHE, FOviatT il N eg iz -
uig CPU fFEZE . I, anSialAs & giFe R R 2505, ResemmiliTE4s .

YPAT ARG, BRI EIR S aimdS N —LefE Sl . 1F Flask 225, wI{ER1E
U1 Flask Profiler(https:/github.com/muatik/flask-profiler) [')/N T H., ‘&) FHRIWERME
KAE | ZAKHE], R MR EER BRI TR Gy, 1] 3-2 s

w38 1T StatsD(https:/github.com/etsy/statsd) & & £ 1+ m45 4%, FH1EH 84
Graphite(http://graphite.readthedocs.io) 4 & AR L A . % 6 FHHKIREZ)

PN
I 55
4_ Flask Profiler
Dashboard created a few seconds ago 24 hours | 7days 30days
Method distribution Request count by time
3500 3
3000 -
2500 S
2000
1500
1000
m =
Q T T 1
B cET B POST 2017-01-09 I 2017-01-10 : 20170111 I 2017-01-12 I 2017.01-13  2017-01-14  2017-01-15
B
|
IF avg max min
method name count elapsed elapsed elapsed
/api 2770 0.000205  0.002254  0.000097
(GET] /api 453 0.000259 0.009212 0.000098

% 3-2 Flask Profiler

WMAREEPATER S ERNENNRL, TR — 2 Se, Kbt &
25 M. —/N ik T 2 locust.io(http:/docs.locust.io/).

3.1.5 uimZElumilli

i 2 MR 2 FH P LA RIS BN RS S G AR 2RI

61
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F AT N, EEAHFER UL KA RS

WRYE T gm 5 N AN FZERY, — MR HTTP 27 v Al Be A 2 AR — 1N H
SR . Biln, alRAS IEEAC EH RS R) AT AALER 702 — B & HTML ML
Web M A, HTML K ULTE B4 /e £ % 7 o 58 B, R 5 224 1 40 Selenium
(http://docs.seleniumhq.org/) 1) T E KA A8 . ‘& n] H A EX Y2, KR S
i KBS CSS A JavaScript A4, FFIERfHITE GRS DU .

JavaScript HEZR/ER Fimse it 2 T/E RN . —te 58 2R 1 RS imyE 4y
fd, HAMIRS IR dE, AN EAs APT Ki{E DOM(Document Object
Model), FHFREUTIEPRA R HTML i . XPMEN T, 2ilid$a e URL 15K ARG 2%
I, AR [ 25 2R B RIS T #74S JavaScript MCAFAIEIEAL L.

o WATH BB MAT BT ABHHAEE, LRESTMAAAEL, TA
V%] Selenium Testing Tools Cookbook.

TSGR EL A
o IhaeiA S Eign S A EENK, B AEMRA Ll — app H 5 HATH,
AR Sy HuAE Flask Th4m’S ThAEMNA .

o HLTMZTNREMNRM RIgAh 7, (EAENR BT,

o EERNAZLT ThEEMK, (HAE ST RAMMET IS TR,

o HEIMNAA BT TR S, CAESE N —Peuikl.

o iy Rl iR EL R S & A B Y UT g 7

e s 2 5 AR AR, A7 B kAN i B o K 2 I EARHE 101 H s B 7 = e (H
2, FHRPATE S, #N RS TR T EENRR) . FRIEESURILE, HARRN K
# A —ASErREZ AN H IR

Hﬂﬂlﬁyﬁﬂfirﬁ E?ﬁ‘i@’%‘ﬂ?%ﬁ{] unittest 4, JH:EH@EH %:rtll:ﬁi Python ﬁﬁﬂ%%—'ﬁﬁ
TR e 2T {E FH pytest, ZEMIEREZ FASINEE BRI ThRE).

N E T Dhaedili) WebTest.

3.2 {fH WebTest

WebTest(http://webtest.readthedocs.io) EATAERKCHS 7] |, ‘E7& Tan Bicking (-
7% Paste I H 9w 5 1. & 2% T WebOb(http:/docs.webob.org) i H , WebOb #2{L1TjEE
FALLT Flask /1) Request £l Response Z5({HAFHEZY).

55 FlaskTest —#f, WebTest tH3 1%+ WSGI A, F2ET1XF0 5 24T
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T H.. WebTest 7E 54675 HZALLT FlaskTest, WiAbH! JSON W AT EASMER), 1 H.
WebTest ib geTai v Hiifd FHAF WSGI W H

ANlic A Flask fHH], n]22%% flask-webtest £ (https:/flask-webtest.readthedocs.io/), 74
f& BITT 848 Flask JRA= TH—FEEAHE:

import unittest
from flask basic 1mport app as tested app
from flask webtest import TestApp

class TestMyApp (unittest.TestCase) :
gk Esgt. belpisel i) 2
# creating a client to interact with the app

app = TestApp (tested app)

# calling /api/ endpoint
hello = app.get('/api')

# asserting the body
self.assertEqual (hello.json['Hello'], 'World!')

g b i name ==Y ‘maitn ¢

unittest.main ()

Z AP BT AR AL T Thagmat, (HEAERGIRSTE R SRS %S, AEA
HiL ) WSGI W H

WebTest I |~ WSGIProxy?2 [ (https://pypi.python.org/pypi/ WSGIProxy?2), XN
APRERT Python S AT F %45l SEF HTTP M) HTTP 15K

HFEAE environ PRET%E HTTP SERVER Z5&, RIn]#2kAHE: 2 B ZhEEM]
RS e RS

import unittest
import os

class TestMyApp (unittest.TestCase) :

def setUp (self):
# 1f HTPP SERVER 1s set, we use 1t as an endpoilnt
http Server = os.envirmn.get{'HTTP_SER?ER'}
1f http server 1s not None:
from webtest import TestApp
sell.app = TestApp(htip server)
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else:
# fallbacks to the wsgli app
from flask basic import app
from flask webtest import TestApp
self.app = TestApp (app)

def test help(5elf) :
# calling /api/ endpoint
hello = self.app.get('/api')

# asserting the body
self.assertEqual (hello.json['Hello'], 'World!")

Ff name ==: % pain Vi

unittest.main ()

W% B HTTP SERVER=http:/myservice/$ AT &S5 — NIRRT, B A E <R
7] myservice.

XA Ny R R Thee e AR A BGIN,  TiALERENNR. Z Az
X A LB R, WA RS AN FH SCEI# T3 B A B I E S0 Ul
ENRSSBES IER T/E, NI HIEFEH, RNRTFEBS—MEm.

3.3 {EH pytest #1 Tox

WA 1E5 1L S 1 i A #R% F unittest. TestCase 231 unittest. main() KIz 1T
I H KT, SUS ISR FA s

RNENEIAZEIT AT H TN, Python 3.2 [ unittest 15| A T & I
Thfe, BEIhRE THRELS E A IR, R/FiE1T7el1. 7E Nose 1 pytest 55101 H 1
CAFFHRITIRERA 1 IXMEAE T unittest FnifEfZE .

FHABITa AN NI, RERREE TestCase K45 MK, M S5E
MERIBAT AR AL o

pytest 1 H7E Python #:IXIAEHHAT. HHENE Y R, KEKEER T ERME
R TR, EllRiEtr st tomas Be KNI gl DOH G ikl 1
XA E L HAIS T A s . 510 & 1 AR S

BHEDHYEHE, H pip L lRAEZ T ESE, RERIRAEm AT AT
L[ pytest a2 1o NI, pytest A2z T LA test kSR
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$ pytest test *

test session starts

platform darwin -- Python 3.5.2, pytest-3.0.5, py-1.4.32, pluggy-0.4.0

rootdir: /Users/tarek/Dev/github.com/microbook/code, inifile:

collected 7 items

test app.py -
test _app webtest.py .
test bugzilla.py ...

test error.py .-

7 passed in 0.55 seconds

{Ehttp://plugincompat.herokuapp.comy T [ GeFk Ellpytest i ri7 [ N EY . pytest-cov
Hlpytest-flake8 /&M /1~MT I o Bl — M Hlcoverage T E.(https://coverage readthedocs.io)
K TR H A 555, 5~z {TFlake8(https://gitlab.com/pycqa/flake8)linter - ff
RACISIEIEPEPS FrifE, 1 HAFERMEHTI A

RN RG], e SR ORI

S pytest -—cov=flask basic --flake8 test *

test session starts

platform darwin -- Python 3.5.2, pytest-3.0.5, py-1.4.32, pluggy-0.4.0
rootdir: /Users/tarek/Dev/github.com/microbook/code, inifile:
plugins: flake8-0.8.1, cov-2.4.0

collected 11 items

test app.py F.

test app webtest.py F.

test bugzilla.py F...

---------- coverage: platform darwin, python 3.5.2-final-0 --=-========
Name Stmts Miss Cover

flask basic.py 6 1 83%
FATILURES
FLAKE8-check

test _app.py:18:1: E305 expected 2 blank lines after class or function
definition, found 1
test app.py:21:1: W391 blank line at end of file

FLAKE8-check
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test _app webtest.py:29:1: W39l blank line at end of file
FLAKE8-check

test bugzilla.py:26:80: E501 line too long (80 > 79 characters)

test bugzilla.py:28:80: E501 line too long (82 > 79 characters)

test bugzilla.py:40:1: W391 blank line at end of file

3 failed, 7 passed, 0 skipped in 2.19 seconds

Tox(http://tox.readthedocs.io)/& 7 — ™5 pytest 25 &5 H I T H. .

MRFTELAEZA Python WA LisiTUiH, B3 R AR IS ES#) Python 2
1 Python 3 MAS_L#B] TAE, Tox & HBhEIEMNT 1B KIS TR .

I 2 2% Tox (£ H pip install tox 77%), AJEAEIH FEIE— tox.ini Bt & A,

e UFEREAE Python 2.7 A1 Python 3.5 LizfTHiH. Tox &fEixirrmiH 2—4

Python £, fEGIIEHX A > setup.py XX, 5 Tox MIME—ERAEHES tox.ini Al
setup.py BAE—E,

tox.ini BB TR a21T, 21T E N Python A KHAT

[tox]

envlist = py27,py35

[testenv]

deps = pytest
pytest—-cov
pytest—-flake8

commands = pytest —--cov=flask basic —--flake8 test *

LA H tox fr AT Tox B, XFFEEA Python RiAs, #&GIEEAh 7 AL,
SR JE T E BRI, &5 AEMNA T pytest iz47M.

YA B EPUSATINAR, —MEROTEREH tox -e BT IS, Fl40, tox
-¢ py35 {XAE Python 3.5 I35 N I&AT pytest.

HI(E R FFESCRF— Python fiiAds, RZECZIEMHHLE X 1 Fra Ko, {4 Tox
R ORI H 15 228 2 24 AT Python M.

SRZHEFEE XA T A

o % 9 T F At iEAolTaT IR S, HHER Tox Aetifh T H—A2 T AT
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34 FEREBBXHE

2, CZNA T EPNTIRS TS AR, BT 2N SO N A —A i

TGN BT R B R, B8 S I R E MiZFIE A KRS H 11—,
L.

o it ik

o ZHJTI

o Uiz AT A

o AT APLHWILL, A FIEEEEA R, 5%

Sphinx T_H LR Python - X frAR#E, F-T-24 Python %5 XA

IR N ARG R 53T, Sphinx AU —FEACEE SO . /85 Sphinx 1Y% W51
eI H A E — docs Hx, HRABCOHEANE, RJFEH Sphinx Far17 LA
KA, ABSOEEH —Fm ARG 0 HTML #2380

f§/H Sphinx A=) HTML %t 25 R se BRI S RS M, §as Mkl B
AT E, HPEERgI . — T JavaScript F/MEZR G| LU SAITIEE

WAfEH  reStructured Text(http://docutils.sourceforge net/rst.html)i& 5 Kdm's LAY A
7, XA Python fHXH—A~EHIIAREFRCTE S . 1eST 22— el B A A,
EEAIERAMERIERFA, BAMCETARE. 558, SCREREE. Sphinx NN 1 —
BeyRE, JRE OB TR RS T T {E A reST, @i i/j14 http://www.sphinx-doc.org/en/
latest/rest.html 7] 7 ] WA 2 5 SCRY o

Markdown(https://daringfireball.net/projects/markdown/) 2 5 —#F AAT T F FE 4L

o RegAriciE 2. B4 2, T Sphinx R#i —2 reST F A&, #iT
recommonmark L R 4885 £ #F Markdown. [24FH 8.2, 4w R EK
Markdown, reST 4L/XH AKX 7.

GEhNY sphinx-quickstart a2 ESH Sphinx 5, ‘E4=fE indexast XA AL
VRRDAY, X RSCRRIA AT SRS AN SR sphinx-build #2614 SR .

BN, EAR HTML R, AlAE tox.ini XXAFFHESII— docs HEAF =, b T H
H BRSO, &N iXFE:

[Tox]
envlist = py35,docs
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[testenv:docs]

basepython=python

deps =
-rrequirements.txt
sphinx

commands=

sphinx-build -W -b html docs/source docs/build

IRJFIEAT tox -e docs HLEEAE RS T o

JEIE A DRSNS B —BOoCARrh, SR EE SCARBLETFRIC: B4 code-block $54
HLREE Sphinx T E /ARG T fEHTML 7, Sphinx }# ] Pygments(http:/pygments.org/)
USRI/ AP

Flask Application

Below 1s the first example of a **Flask** app in the Flask official doc:
. code-block:: python

from flask import Flask
app = Flask( name )

@app.route ("/")
def bellol) -
return "Helle Worldl™

1.5 name == N  gpagy. e

app.run ()

That snippet is a fully working app!

(H— B RS, A EISInrAS B b 2 o it iy, —Fh ik
e MIEAE B B A B

AL, AI{EH] docstring fEIRACAS RS . ZRak PR [ 9mE 8y, S8J5 13 H Autodoc
Sphinx & (http://www.sphinx-doc.org/en/latest/ext/autodoc.html), IXNFER] PG LAY
FHEHL docstring, AT A SR .

LA 7 Python A& W1 4] SCRS A6 Fo bR 2 119, AT 1 In] T T https://docs.python.org/
3/library/index.html. F 77, autofunctionfg 42> Mmyservice/views/home.py it [I]index
PRIl docstring KA O
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**myservice** includes one view that's linked to the root path:

autofunction :: myservice.views.home.lndex

NSRyEYLR HTML T, B 3-3 fis:
APIS

myservice includes one view that’s linked to the root path:

myservice.views.home.index()
Home view.

This view will return an empty JSON mapping.

©2017, joe. | Powered by Sphinx 1.5.1 & Alabaster 0.7.9 | Page source

/] 3-3  JhEY docstring A2 A HTML S0

Fi— A iEme g literalinclude T84, ‘ERVFRIAIME, HRFLETUK &=

RS IFEST . RS2 A Python i, IX AN AR 24 A0 7 DA
PREE L TAE.

N —M#H Sphinx 4s 5 7 H S 58 87~

Myservice

**myservice** is a simple JSON Flask application that uses **Flakon**.

The application 1s created with :func: flakon.create app :

literalinclude:: ../../myservice/app.py

The :tile; sebtings.ani file whieh a5 passed to sfunc: ¢reate app
contains options for running the Flask app, like the DEBUG flag:

literal includes:: ../ .. myservice/ssttings.ini

:language: 1ini
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Blueprint are imported from :mod: myservice.views and one

Blueprint and view example was provided in :file: ‘myservice/views/home.py’

literalinclude:: ../../myservice/views/home.py

:name: home.py

:emphasize—-lines: 13

Views can return simple mappings (as highlighted in the example above),

in that case, they will be converted into a JSON response.

TASTES R HTML, W 3-4 fik:

Myservice
myservice is a simple JSON Flask application that uses Flakon.

The application is created with flakon.create_app():

import os
from flakon import create_app
from myservice.views import blueprints

_HERE = os.path.dirname(__file__)
_SETTINGS = os.path.join{_HERE, 'settings.ini')

app = create_app(blueprints=blueprints, settings=_SETTINGS)

The settings. ini file which is passed to create_app() contains options for running
the Flask app, like the DEBUG flag:

[flask]
DEBUG = true

Blueprint are imported from myservice. views and one Blueprint and view example
was provided in myservice/views/home. py:

from flask import Blueprint
home = Blueprint('home', _ name_ )

@home. route(*/")
def index():
"utome view.

This view will return an empty JSON mapping.

VE BN R

return {}

Views can return simple mappings (as highlighted in the example above), in tha case
thev will be converted into a JSON response.

@2017, joe. | Powered by Sphinx 1.5.1 & Alabaster 0.7.9 | Page source

A ) ==

K 3-4  FhEEACHSA: Bl HTML SCRY
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4R, {EH Autodoc I literalinclude ANSAEE RS AT Sk &5 #4
SRS RIS 2 R MET, 167 B 2 TAE.
R, AR m] B s 52 B o )R i L B A S 2R

ZRFFE S

FEF 4 ZAEAN-B4ofTH Swagger #= sphinx-swagger 4 /& Ak % HTTP API
Y5 XA,

AT TN E R

e Sphinx s& /"R S I H SEITE K T A

o KRR, SibdEr SR SE N T (.
o fURSEiARRY, WIH] Tox HEEHIMN.

o WIFALIMASFRIAAD, 4EP AR ER )

3.5 ¥FESER

I H KAEDCERT, Tox R] HEHAAT FHIMIEE—2F: fE&M Python fikeds FigqT
A, uEMEAE R 3R, AL A PEPS 2K, MEH, &%

(HUR BRI F S T I AR, SFESA/DI RIS, JUH 40 H 2SR
LRI

FFELEEE Rl (Continue Integration) 2241 AJ ffHAIX A n) @, BRI H KA SRR, CI14&
PR IXEE T AR,

KT H HEIZE R —/NET DVCS (Distributed Version Control System, 4347 2 A%
Hill RE)PFEEACIS &, Bl Git 8¢ Mercurial. FHRA NEACTESHEAACIS EARSS 28 )5
RIS i 55 4 v ik & — > CL

R JAE— RS L TAE, mHEHATTE4:r 5 A ARS8, ST
RIS RS 2847 GitHub(http://github.com). GitLab(http://gitlab.com)fll BitBucket(https://bitb
ucketorg/). WHREAHIH, A1k tedidr, HIR4HEAcTgE, HAchgen il HAm
MR G ONIH srehfis. 0 H AR, XU kS aaabiRat 7 s
KT AT F s T A

fltn, #£ GitHub b, WIERAE reST MHHFEZI— N5, FTERANGERE
U, WA, ANEild mddedd, Bigemmn H 45303 &% —1> PR(Pull Request).
WEIMHSANHRERE, —H5EK, MWERESK LA PR L.

VFZ R H i HIX ek 55018 — MR 2 sk M E 54X . Mozilla 7E Rust
H EAEH T GitHub, ZJCsEn, XABTWRGIHZ0wk#E S 513K,

"
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351 Travis-Cl

GitHub Rl H#Z5—% CI £/, — 1M HERERITH Cl 2 Travis-Cl(https:/travi
s-ciorg/), JHEIH Al 2%ia1T7'e . —HIHA Travis-CI IKF, o] £ 15 & 7L _EEoE
FIAE GitHub I H .

Travis-CI {K#fi T .travis.yml YAML UM, 23R ERAMSERRE X T, &
FHIAR 1 20 H A AR 7 B A

XA YAML XS A env 5, FSRIATIER matrix. matrix /& —H N

G, BHRIH KAEDSERR, a7 HE T

matrix 7] 5 Tox EAHULAD, 8T tox -e RIS HWERF N IAEFIZIT. XFE, 4R

BERIE AT H T SR 1 — MR E R

language: python
python: 3.3

env:

— TOX ENV=py27/

— TOX ENV=py35

— TOX ENV=docs

— TOX ENV=flake8
insSEatl:

— pip install tox
seript:

- tox —e STOX ENV

Travis-CI £1 7555 Python 1l H — TAERFZ—VI, FrLARTAE install 3573 H pip i
L% Tox, R IRBIME.

o tox-travis £ —/NA AR E , ©F BT Tox R E4k Travis . ©1=AE69)
R —ANIRSA M 2R, @MLT tox.ini 44T .

WRA RAERMI, FHEE YAML #7458, H21817 bash 5% ERA
553247 Linux Debian, /53 7] BH/E YAML A4 before-install 31778 apt-get i %o

Travis 1 FF B RPN (Z7% https://docs.travis-ci.com/user/database-setup/), Ul
AR ESE . WIIXT services M HHATRCE, BRI H #RERFARIRS -

AR ARSS 8 PosgtreSQL MySQL S LA i FIEE R, EA TR B4
. WRBCHTEM, AT ERgm PERE I ERE BB TE. SfEH Travis-CIH,
Travis X A (https://docs.travis-ci.com/) e — MR UL FE BT I H 77 .
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Travis 7T /& Linux /X32_E k& #4132, 4684 FRIL X 3F macOS X. %92,
£ IS F 4F Windows.

3.5.2 ReadTheDocs

STravisfEH 778, 55—l HEEEGitHubf UL ZE _ I HRSS ZRTD(ReadTheDocs,
https://docs. readthedocs.10).

AT EAERM P TS, e siae R B SR IFFEE O . R ECE
RTD, H'A] M Sphinx HtmlIDir 83 A%, k952 HEHREIHKITE.

XFFE Travis £/, RTD it YAML SCH#ATRCE. — B SORHERateE, W
A JEIT https:/<yourprojectname>.readthedocs.io 1TV 1]

RID &t hRA SRR DR, R ARG TIHRAN IR G M. ZDhges46 Git
Wnass ARTERE MR R AT, IR RETR— 1 ZEAR

S5RAThEE—F, WRFTEMNMHZEES RS XF, RID 24t EFR{L18n)

SCFFo

3.5.3 Coveralls

Y CI f#1 /] Travis-CI, fXH5E{$ ] GitHub 5§ Bitbucket i, 57— ANAJHEAEARRDE L
(1) kS5 #& Coveralls, XRS5 REBIE SR Web UL B8 25 %

—BAE Coveralls K5 SN FACSE, @ AN TERUGTRR Tox ERERIA
http://coveralls.io, E[IT] B %M Travis-CI fif & X% http://coveralls.io )i H o

T [testenv]EREFERL T X tox.ini SCAFIMZERL, FAHAE R:

[testenv]
passenv = TRAVIS TRAVIS JOB ID TRAVIS BRANCH
deps = pytest

pytest—cov

coveralls

-rrequirements. txt

commands =.

pytest —-—cov-config .coveragerc —--cov myservice myservice/tests

- coveralls

pytest i 5E )5 » coveralls-python f4(7E PyPI H144 A Coveralls)H 1181 coveralls
i 2 K IEZS coveralls.io.
VER T AT SR R 18 Makefiles 1—FF, IXNATSE 2T, £
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AHIZAT Tox B 2=BH IE Tox LM BRAE R E —ANEL & B B0E 2 BRI coveralls.yml
A, BINAEARHLZEAT Coveralls 222K, 24 M Travis-CI iz4T Coveralls 5}, FfA

EHUX N E, X EEGHM GitHub 1525 HAth A 55 1) Token [JEE 77 .

EM Travis {£H] Coveralls, #EIHIL passenv fLid 2 AL R Hhi=H2)

&17.

I H A Travis-CI _b T R it d i, MO R fim% Coveralls REFS

PSR AT me 3R SRR N TR R AR AR AL, Wil 3-5 Fs.

e e s e e
SEARCH:
m CHANGED SOURCE CHANGED COVERAGE CHANGED
Y
myservice/views/home. py 13 4 3 1 1.0
myservice/tests/test home.py 7 4 4 0 1.0
© 100.0 myserviceiviews/_lnk_.py 4 2 2 0 10
myservice/_init__py 1 1 1 0 1.0
m_y%g_n.r_itle{te_s.Lg.-_‘l__in_iL_l_.lp}.' 0 0 0 0 0.0
myservice/app.py 9 6 6 0 1.0
SHOW 10 j ENTRIES Showing 1 to 6 of & entries +«— PREVIOUS NEXT

I’ 3-5 Coveralls T[]

AR 2 AR S5 T HELE GitHub B}, Travis-CI I+, Coveralls H & HA1— M7
— BRI H ISINARSS, SUFEIRH ) README H S FXS M IARE, IXFFE

ARG EERE, #IX N B —HR R A& 2R RS RS .
whn, EAREZES I README.rst X4

milicroservice

This project is a template for building microservices with Flask.

. image::

https://coveralls.io/repos/github/tarekziade/microservice/badge.

svg?branch=master

ztarget:

https://coveralls.io/github/tarekziade/microservice?branch=master
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. image:: https://travis—ci.org/tarekziade/microservice.svg?branch=master

:target: https://travis-ci.org/tarekziade/microservice

. lmage::
https://readthedocs.org/projects/microservice/badge/?version=latest

:target: https://microservice.readthedocs.io

{£ GitHub [(JIH B L, IR SRR BRBOR WA 3-6 iR,

EE README.rst

microservice

This project is a template for building microservices with Flask.

94% | build failing

K 3-6 README W [fj

3.6 ZFENSG

REE ARSI F& MR . Dl 2xFmE 1R E, m
WebTest &2 — MEWIFHTI T E. pytest Bt & Tox 1] B 52 atiiz Tl

e Jr AR A2, S I H AFAE GitHub L, n] G A @ AN R R L R G
X B Travis-Clo 1XAF, A RKER IR AIECE Travis f¥H, W Coveralls. i&A]
H B R, 285 &A1 £l ReadTheDocs .

o H IR TR YR Ao 5o e —#2H), GitHub LA — MRS B A T
Travis-CI. RTD#=coveralls.io, 1 El & # fEhttps:/github.com/Runnerly/microservice.

!

HE O T A Flask T H G SERIRREE T A IAANS SOk, PRmliEid
XL R BT ANRETRARSS 7B H . N FR T AR M R B
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iitRunnerly

1 Trh$E R, EMEEE T RIS IN RIS, B B RRIT M — 5L 1 A
A DRe M BARRRATHG, R HR D A S RS . AT RIS — Rt B
TF— M ETHE TR AP R B IESS . BN A WL, DL A R
Y frrisast, 2R EMER .

ARENGR AN T IrE L TR DhEE I B N R S X AR, SRS RE WA
REN 7 B RIRS s B Ja i A — TR iR

AR ANLLT 3 N FEEER

o J48 Runnerly N FH IR Pl

o UN{APKf Runnerly #4588 — B4R N A

o BRI FH WAy I Rl s AR 55

HINFESE PR, RELERAR N H BT 2R AL, PR id At B A I 18] O HE
BiiRAE. HEARTEESNHPIE - MWARCEH 7 —Bita), FEREIH—LIEfhHF
TN IIZRER .

4.1 Runnerly Fi

Runnerly £ AAPEIER, 2MtHPEEHRBENH. HAZLE App Store 8L
# Play Store %', FAEHARN HELH P KATBERE -

AL, XA SR LLEAT. Al GitHub b ) Runnerly 2H 2 (https:/github.
com/Runnerly) KA A1 ) & AN F A

Runnerly $2fit—4> Web Ui, F P —IREUEEE B H SIS SD . SE3EAIZ%
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TRl X — M N =0 ], PR E AR S ) i gs A RE B niX 1N W H - Runnerly
W RIEF P iEshi H Sk

VM 2 Runnerly 19 FH P, 7 22K B S RIK P OCEK 21 Strava _L (https://www.strava.
com). JUET 2 FHAREROAuth2(https:/oauth.net/2/) 1] .

o OAuth2 A7/ TXAFe4 % AR A P 49— i7 B o0, KM E =7 A
7RG, EAIERIRGA by, 0 LAARRIEE, Strava H—A%
49 APL &4, EANVART A X AT Xoki7 e, JLX4% https:/strava.github.io/

ap1/v3/.

P45, Runnerly £ M Strava RV S, HAFANEGEE . XANHFERE
e T ZEERCTAE, NS RZEHP & HRE . WRIRI & EES Strava —jiZ
TAE, M2 EthEeS Runnerly —#2 TAE

— B @R T M Strava FREREUAN S, N XK (Dashboard) L5t 2 & ixifx 10
RIWEAECS, P IER{# H] Runnerly FUEAMEFE: SE3%. IZRrtRiIA A kS -

HLAE T AR B P SRR N O Runnerly FRAE:

] P

FAR N i 20 E R “ P P il (user story) 7. P G R SR F P 56
AT AT BGsh, 8% 20 H A shiN oS 190k .
XA B AR+ TR, R RRR I R E TG Oy, Al Bt .
FH P AR I S 2R IR SRR . — ML P T et — 1
RS -
X} Runnerly Kid, AT H P 8L S
o TEN—-HF, IKEeTAHMFEREIEK, S i — oA sERz
KGR o
o EA—/1HF, FAlEIEEAN Runnerly #2314 A5 B 53 Strava K
KEKo
o TEA—NXKEHF, ATFELCGREE Blfil 10 IRFIEAER,
o TERN—/ANKBAF, HAIRNINE SESINRESE. HAH P B al S Tr1%

®hit PEREXNTEIHME R
o EN—MEMAS, W@ PRSI H RS, Hrbfd 1 3n =60
CTP



£ 4EF &It Runnerly

o EN—AKEHF, WAEFRITHESINMEANZIRIIIZTR], FFEGR
tH FPERNIZGHE. HA, YRR R H 5 AR TS B B3 .

P EEE, il LAl . AFERERIIY, EATE:

o NMNHAFTEE—ANEMILE, KA PAEINEIESEE, HoaiRAH P HE TN
HSFE R AL o

o I HH T EAF FHERE T P AT S Bk

o JyM Strava PHIEEHE, FEAH T HEREPIRAF Strava HP 2, &EN42HE
W HKAF Strava [PIARSS -

o [R I HUPVESN, EAERIEE T IRFZEZEINIZRTTK.

o IZxitXlE— e H MAAEIIR, DMEAES EREIRTRER S
Zite GIE—NIZRtR], FEHPP—EEE, W Mal. AREM{EE
% o

o HREERT il AEE FEAE TS E R, Wl X

A7 EREEMER, Bl TR 1o NIRRT S A Zmhd .

4.2 Bkt

AT 48 M\ AR i Runnerly F 2 BRI N 2 . W R EFAHh 7 > ', BIAE
https://github.com/Runnerly/monolith & & 52 #4 Ch .

(ER RN I, 3l 13T 2 MVC(Model-View-Controller, 1 E]-FR Y-
AR ERAES R 3 AN

o fRAY: HIREHEIE.

o ME: fEiE LR (Web TiTH . PDF U045 et

o ITHIRE: MR BHHAEIIRE.

AR, SQLAlchemy FI{EIEAL S, {EAE Flask 1, #HEIANZ 45 122 Bk
W, IXSEFN Flask H R E — PN RUOF R IR [F1 0 B T PR 2L IXANBRERT 7R EN
5, el bR R . A CAnT R 78 00 B AR i A

Django Hil H 51X MEAFE A MVT (Model-View-Template, 5 89-44 -0 5 3
K2 Python [ A] i FARES; AR — MM G128, B 2145 78 EE A pls e e v
& PR PG .

Filan, 7t JSON #LEH, json.dumpsOFf2Bitk. {FH Jinja /&% HTML B}, %
PO &8I render template() BRI EA FH 1) HTML FAi .

(BTG T, Wt — AN R 8 R
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421 1&E

f£3ET SQLAIchemy 1] Flask WY, FRALEISIOREAR, X PMREHHR 10
PERR o

Runnerly H [0 E R ALHE -

e FP(User): 5 MHIPINER, SR EIE.

o HI(Run): FUBTEFNYIZR, B M Strava KB TAE L, PLAIIZRiHkH

o HEFF(Race): AP EIMIIZERRIK, HEHM. A EMIER.

o itXl(Plan): lZxitkl, AR EERMEDTRBNMAIER.

ffi Fflask sqlalchemy(http://flask-sqlalchemy.pocoo.org/)iX M f&, nlFiModel 1EH
K, KIGERMEIEER. N2 fEHSQLAIchemy i iE X User# 1175 2::

from flask sglalchemy import SQLAlchemy
db = SQLAlchemy ()

class User (db.Model) :
_ tablengme = “uaser™
id = db.Column (db.Integer, primary key=True, autolncrement=True)
emall = db.Column (db.Unicode (128), nullable=False)
firstname = db.Column (db.Unicode (128))
lastname = db.Column (db.Unicode (128))
password = db.Column (db.Unicode (128))
strava token = db.Column(db.String(128))
age = db.Column (db.Integer)
weight = db.Column (db.Numeric(4, 1))
max hr = db.Column (db.Integer)
rest hr = db.Column (db.Integer)

voZmax = db.Column (db.Numeric (4, 2))

flask_sqlalchemy <K%} SQLAlchemy T i FHIBEHERK, FFEMEFAH—A~
HIRFESTEN R, HRERIER,

422 MESER

M RFECERE RIS, 2R, flask sqlalchemy 27 R SO @ 50 4
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SRR FHZ 7680 Flask M, 7E/users X MWAALEIT, &l 1 E30E K
ACTL LS

from flask i1mport Flask, render template
app = Flask( name )

Qapp.route ("/users')

def users|() :

users = db.session.query (User)
return render template("users.html"”, users=users)
L & name == ' main ':

db.init app (app)
db.create all (app=app)
app.-run ()

i db.session.query() 7 il}, SBREIEE, HAEM User Rk 2145
AR User MR, IXEEXT R L2h Jinja #& U users.html, HZATELLE HTML
DUTH] o

fE A, Jinja FSRAER HTML TH, BaHER, B R:

<html>
<body>
<hl>User List</hl>
<l >
{%$ for user 1in users: %}
o i
{{user.firstname}} {{user.lastname}}
<A1
{%$ endfor %}
</l >
</body>
</html>

R ELE L Y TCRAZ 3, n] {8 WTForms(http://wtforms.readthedocs.io) NEF™
PR A R B . WTForms/& —/M# i Python K& R IFA . HTML RHNE, &
Do NIFERP AR, JHE A g ge s

Flask-WTF (https:/flask-wtf.readthedocs.io/) 1 H ¥ & AFlaskF 2% | WTForms, F¥s
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n Y HAh—25 R EE T RE, i {3 F CSRF(Cross-Site Request Forgery) 2 h#,
RIGoRR L4

B P5F/E, CSRF AWt Z &5 = 7 sh 5 ik i ) £ 54 269 &
¥ %7 EiEmiRE CSRF &4 B M B I3t p | At & 2k,

TNHIBIEECA User RSZHL 1 —ANRE, ARA] WH 1 % FlaskForm [Y)2&E A4V

from flask wtf import FlaskForm
import wtforms as f

from wtforms.validators import DataRequired

class UserForm(FlaskForm) :

email = f.StringField('email', validators=[DataRequired()])

firstname = f.StringField('firstname')
lastname = f.StringField('lastname')
password = f.PasswordField('password')

age = f.IntegerField('age')
weight = f.FloatField('weight')
max hr = f.IntegerField{'max_hr'}

rest hr = f.IntegerField('rest hr')

voZmax = f.FloatField('voZ2max')
display = ['email?; 'firstname’; 'lastname'; ?password”;
'age', 'weight', 'max hr', 'rest hr', 'voZmax’']

RIS display RE2—MFENE. Ef— M ERBRTERINEFIIR, HiR
EVEGR BT, X HNE . 6ok, A H WTForms HAAA AR 7 BN User
BAEERA)ER .. T WTForms 1B 1 5¢# 3CR I, hitp://wtforms.readthedocs.io/
en/latest/fields.html.

— B ek, InTEMEF{ER UserForm AR HT): 25— 12 GET i
K ERKE, B AP IRSCR R, £ POST 5K 2 i & F A M.
SE

@app.raute('/create_user', meEChods=["6GET", "RO5ST"])
der @regte usaeEd) .
form = UserForm()
1if request.method == 'POST':
1f form.validate on submit () :

new user = User()
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form.populate obj (new user)
db.session.add(new_user}
db.session.commit ()

return redirect('/users')

retien render template ("Create asef.html', Torm=00im)

UserForm 28 & —NHRES POST iR HIEERI A1, DA — X g
FRPAALEL User X RITTHE. WHRERFH)—LEEETLRL, RN SF R R
{t field.errors #&H, LCMER: N R R H P EaaiX ez,

create userhtml FEHER AR 1) 7By 3%, WTForm 11 5 HE SR A 1& [ HTML

PRES:
<html>
<body>
<form action="" method="POST">
{{ form.hidden tag() }}
s M
{$ for field in form.display %}
<dt>{{ form[field].label }}</dt>
<dd>{{ form[field] () }}</dd>
{$ 1if form[field] .errors %}
{$ for e in form[field] .errors %} <p>{{ e }}1</p> {% endfor %}
{% endif %}
{% endfor %}
</dl>
<p->
<input type=submit value="Publish">
</form>
</body>
</html>

form.hidden tag() /7 iA2E A A IS 7B, B4 CSRF 2 b

—HRHRIEH TAE, #inl DR 2 Hure v H P E R B B X AR K.

#£ Runnerly H1, XTAMIIZRC AT DIEE, T 175 EZEE X M R A Al
RHL, BRP R 2B, BTfErE R BEFH R M, FFrl{EH Jinja H11) %
KB, KEbnr TAEREX BT SQLAIchemy A% 5 XM I form K.

4% Awtforms alchemy(https://wtforms-alchemy.readthedocs.io) [P H , {# H
'© A2 T SQLAIchemy B Y H B4 R FEARRY . AHXTT-5 2 BT F8h 1 ¥ UserForm,
A wtforms_alchemy K 6/ & [F#F R =i 8152, F oM — 12 RERKHIE M
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84

SQLAlchemy17:

from wtforms alchemy import ModelForm

class UserForm (ModelForm) :
class Meta:

model = User

(HAESZ e, B SR HAERY, —HREMFETERXMEmS ML, AN
witforms alchemy H45, KB ERKBURIZEDIEFE L — MERTTER

g — N IES NI 1 RN HERMS A

o [ SQLAIchemy BI%E | #dh AR (FAY).

o G MALEIFIRE, B EEIEEAS B HLEIAIER).

R BRI AR TT ST, IEHMIEE1S:

o [FEMES: HkweiifeZz Strava WP IED), LLAAERH B

o BHRIIEFNFRAN: 1EH &S, FFRGIH R g2t d s .

423 BEEE

Al feih) Strava, & BACUOEERE—/MEDPATACEY, M Strava FREUITH HZPTE D)
HEN N2 Runnerly 2088 . A RGBT N H ARG S, A EiEd -l
RIEZE o IXPIDIREAR 2 Flask N —8R7, il SQLAIchemy FALRTE AL

(HSHABH PiERAR, efi2EE1E%, FEAHTTP 15 RN NG E 2
AT IZAT

WAL & 5.1 cron f£55, —ME Python Web N A iziTEHE MG S5 1
MAT T B2 EH Celery(http://docs.celeryproject.org). ‘& A& MEM LR ATl
TAERI A AR TAESSBAS o

A, — N4 NTE BARER R T ST E M M Celery 2[RI [ f& 1870 B . 511,
RN A8 L Celeryiz T HLeAE 55, WSEH SR PRI —MHE . Celery242iHiX
MHBARH, FHFTRES-

HEARE A L RAEFIAEMETH BIF R R IE Bk S. CeleryTl H R H#ES
Redis(http://redis.i0) « RabbitMQ(http://www.rabbitmq.com) . Amazon SQS(https://aws.
amazon.com/sqs/) i H . ‘&L APython N PR | — 245, VME N g8 1R & R
IETH BAPATIESS -

HATAESS 35 g AR N R FE(worker), Celery#2fit [ Celery 25K JE50'E . #EFlask
M, Al background py B SLFIAL— A Celery M B, 2R J5 1 H @celery.task
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Rifigs Khrids 81555
M54 A stravalib(http://pythonhosted.org/stravalib), /¥ Runnerly %534 Strava
AR P M Strava HTEX P75 5 -

from celery import Celery
from stravalib import Client

from monolith.database import db, User, Run

BACKEND = BROKER = 'redis://localhost:6379"
celery = Celery( name , backend=BACKEND, broker=BROKER)
_APE = Nons

def activity2run(user, activity):
""""Used by fetch runs to convert a strava run into a DB entry.
run = Run ()
run.runner = user
run.strava id = activity.id
run.name = activity.name
run.distance = activity.distance
run.elapsed time = activity.elapsed time.total seconds ()
run.average speed = activity.average speed
run.average heartrate = activity.average heartrate
run.total elevation gain = activity.total elevation gain
run.start date = activity.start date

return run

@celery.task
dai tetieh &Ll Funs() :
global APP
# lazy anik
1if APP 1s None:
from monolith.app import app
db.1nit app (app)
_APP = app
else:

gpp = APE

runs fetched = {}
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with app.app context() :
g = db.session.query (User)

tor user in g:

1f user.strava token is None:

continue

runs_fetched[user.id] = fetch runs(user)

return runs_fetched

def fetch runs (user):

client = Client (access token=user.strava token)

runs = 0

for activity in client.get activities (limit=10):

if activity.type != 'Run':
continue
q = db.session.query (Run) .filter (Run.strava 1d == activity.id)

run = g.first()
1E i s Nanos

db.session.add (activity2run (activity)

runs += 1

db.session.commit ()

return runs

EiZBT, FEESESERFANAE Srava I, B HRIT10KE5 s S
ARunnerly .

XAMEEE — N EEM Redis AT S5 E i E TAER Celery M. BUELE
HEALEE L E&IE T T — Redis 5245, {8 pip-install 52 %%% | Celery Fl Redis
ﬁ‘]ﬂﬁf“ Pyﬂlon fiJ5, #in] LA celery -A background worker A7 Kz TiXMEBL .

XN EB— M Celery BRFEAR S 2%, Bifetch all runsORREEM A— 0] H
PSS, I ARedisHIH B0

SRJ5, 1 Flask M, A ARFER backgmund py FaBk, PR 5 E A F e

PIEREL . I3 — 2R future XS, e Redis SKIHFZHFE ) Celery

HUFERIBATIZA R AL

from flask import Flask, jsonify

app = Flask( name )
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Qapp.route ('/fetch')

der teteh runs ():
from monolith.background import fetch all runs
res = ftetch all runs.delay()
res.wait ()

return jsonify(res.result)

EHIAERAT S e, RIS X /fetch MRS RHES CRUE 4 24 ESHAT. 4
SR, {f Runnerly 1, FATEH “KHEAE" (fire-and-forget) ) 7 ZCRPATIES, 1M
HAE A wait) 7715,  BRUASEERE P A SR i 1] .

ERFE N, BT Celery k5542 HH Flask W HiEid Redis 1&87H 2R AR,
R RN E - — Mk . HEBIRGER, FOYRRE Redis k552541 Celery N
B ARG o (B THITE SRS S M B AR E R — MY
Perr, B2 — i it

BT /R G PR EE LGN 7y — A i, 55 T 2 A AP AT . i RT s
H Celery 1€ #1F-5%(Periodic Task, W, http://docs.celeryproject.org/en/latest/userguide/
periodic-tasks. htm)FFER e SRR, A LE Flask N &R/ MR —IR1HE55

XAMEDL T, Flask M 2K -5 fidUx B MESS AR 7 2, RIS 25 55 .

1. Strava £ h&

(E i R A Strava N & FIXMERLET, A —DNSRREE 7, AR H P 3REL
Strava [, FPREEAFEELIRERIH PR

X Al J#E I OAuth?2 dance K 5E . EIXPMAES, H <4 H 5€ M) 2| Strava Y
Runnerly#AL; 78 f5 XA 5 7€ [7) 2lRunnerly, 7 _FOAuth? code. 5 Pl IX~code 4%
PR T RATF- 2 R

Stravalib FE$2fit | —LLB)FHRER K H B 52 X/ dance. 15 /2 authorization url()
7k, R A N 5EEE R URL. ¥iX4~ URL 2325 H ', BIAfH4E OAuth2 dance.

app.config['STRAVA CLIENT ID'] = 'runnerly-strava-id'
app.config['STRAVA CLIENT SECRET'] = 'runnerly-strava-secret'

der get. strava. auth prl():
gclaant = Glienk ()
client 1d = app.config['STRAVA CLIENT ID']
redirect = 'http://127.0.0.1:5000/strava auth'
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url = client.authorization url (client id=client id,
redirect uri=redirect)

teturn arl

XM, redirect AR & A2 N HAREUR R /5 Strava H5E [A] Y URL. XM,
CaelaTEAH N FH ik . get strava auth url)/77A4ERK 1 IR [A1%5 Runnerly A
PIaERz .

— H H P Strava M4 Runnerly #24L, /strava-auth #5213 3] code.
W ERTH— 2. ENEE—EAN, TRRAEHF, 45 Strava KILiH
3K . Strava EI Client 57—~ exchange code for token() /772K 5EMUIX N HAT N,

A 2 R OR A 2R T Fd =

@app.route ('/strava auth')

@login required

def strava auth():
code = request.args.get('code')
client: = Client {)
xc = client.exchange code for token
access token = xc(client id=app.config['STRAVA CLIENT ID'],
client secret=app.config['STRAVA CLIENT SECRET'], code=code)
current user.strava token = access token
db.session.add(current_user}
db.session.commit ()

return redirect ('/")

X MBI, @login required Al current user 7 S SuEARA I —E 9, LT
— T,

424 BRIiEFnEi

BAT AR H Cafi 5 T o

B e T e IS NN RS : 25 P R BB 30Uk 773\, Runnerly 75 Z2HE 2 HI£5%
IR, BOVCGREE S SaFre P i8R, KRB FHEZ2RE. Fll, Age
HH P mig HARH P RE R

F16T H AT H AR TT 58, R SEE — ] B 1) R A B 4 56 1UE (https://en. wikipedia.org/
wiki/Basic access authentication)firt,. f# X MEI, M/ idid Authorization 173Kk
KRIEFIME R . NLEARE, RERFEHEH SSL, AAfEHERS M EIERE
AR . 2qidId SSL Vyin] sk, TGRSR HOINE (BLFE URL HH#ERAE R 7AF ),

88



£ 4E &It Runnerly

R HAR A 2 4

BRSNS, S el AR 2GS i RANER R A DO A S, ks
RAFAE DB RS R PR . WERARSS A 32 B 2 2By, HAXA T ekt
e I G P Rl XTSI ubEd s, RTEAER PSRN, e Rt
TR AR, SRJE 5 IRAEREE % o I A A R

A4y il i NN At 35 5. IRSIKBIFRESL AN LA =2, A
FiriiEit AR P A — AN E O, KEHSEBREAA LA G T R).
% 7 Ry EAP B @Y k.

werkzeug beflt | — LB F O iEN R e A, HA generate_password_hash() Al
check password hash()nJ£E 3| User 5.

TRINTE O T, werkzeug {# H PBKDF2(https://en.wikipedia.org/wiki/PBKDF2) Fll
SHA-1 BiL5ERG A, EAEHEMERE A —ME, X2 —Fptbiiz2n 7.

N ES N B ANSGIE 2K g User 28:

from werkzeug.security import generate password hash,

check password hash

class User (db.Model) :

__tablename = 'user'
¥ . E1T EHe Eolimns. .oc-
def 1dnit  (self, ¥aigs; ¥'kw):
super (User, self). 1init (*args, **kw)

self. authenticated = False

def set password(self, password):

self.password = generate password hash (password)

@property
def 1s authenticated(self):

return self._authenticated

def authenticate(self, password):
checked = check password hash(self.password, password)
self. authenticated = checked

return Self._authenticated
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FEEHE G EsE I, mI{ER] User #2284 1) set password() /7 12K MG 7 FIAF
it hd . SUE LT, n]{#H authenticate() 72Kk HEEME ArE -

4 VX LS, Flask-Login(https:/flask-login.readthedocs.io/) 4 fEHE it | &3k
iR AR BRI PR —, 28 Emn] PSSO F i TAE 77 2

Flask-Login 2 8L P AN ek 20, F T 78 2417 i session 1 % & A J7:  login user() £l
logout user(). iHlogin user() /7iEl}, S{Esession T RfEH FID, FHFER P imi e —
~cookie. MAHZICAFIXANHF, AR MREKRPEH, BERHPEH.

JHEFHIXAMILG,  F5EAE N R sh A1) — > LoginManager 451 .

PSS AR AL, I LoginManager:

from flask login import LoginManager, login user, logout user

@app-.route('/login', methods=['GET', 'POST'])
def login() :
form = LoginForm ()

1if form.validate on submit () :

email, password = form.data['email'], form.data['password']
g = db.session.query(User) .filter(User.email == email)
user = q.first ()

if user is not None and user.authenticate (password) :
login user(user)
return redirect (/")

return render_template{'login.html', form=form)

@app.route ("/logout™)
def logout () :
logout user()

return redirect ('/")

login manager = LogilinManager ()

login manager.init app (app)

@login manager.user loader
def load user (user 1id):
user = User.query.get (user 1id)
if user is not None:
user. authenticated = True

return user
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4 Flask-Login 7 %& 44 U 28 47 fifi (1) FH] /7 ID %% 6 gl Y 7 SE B IS, 300 4 156 P ¢
@login manager.user loaderZ il /772

B 407 56 Uk TAF 2= 75 login AW P 18 18 8 F user.authenticate() K 5€ 1%, A J5 14 H
login user(user) K fZMsession 1) FH {56 UEE B

s a —HEE 2 RS E BRI Ui . BFilan, RERE, 2 AREVin]
P EREN . [T @Ilogin required ZEIHHIALEE, SIEZAEFIR A ARG KR
vila), FFiR[E] 401 Unauthorized ik

@login required 75 2 HAE @app.route() I Z )5 :

@app.route('/Dreate_user', methods=["'GET"', 'POST'])
@login required
der «cfeate user{) :

¥ nn code

LIRS, @login required AR SHTH PG RN, FF i S 5ALE.

IR, XA AR FEA AL E T R AR« B PRACFEAEFlask-LoginIil H Y ,
{H 7] £ Flask-Login _|= A FAth 47 f& in LA Ab ¥ (1 Flask-Principal ,  https:/pythonhosted.
org/Flask-Principal/).

Ak, BLEAFS Runnerly )37 5 K00 s/ KA . Runnerly B A ) —AMEF
& AR E R BB AT Ui R N AR, TEE A - Reevsial B S HIE R .

£ User #5784 E¥8IN is_admin FIAAZRARIRSE, BIAT @ S5@login required Z¥UUT
BEige KA A IX MR

def admin required(func) :
@functools.wraps (func)
def admin required(*args, **kw):
admin = current user.1s authenticated and current user.is admiln

1f not admin:

return app.login manager.unauthorized ()
return func(*args, **kw)

return admin required

FIRE, @it A Flask-Login 7ERF_F F3CB B current user A58, FTHAT K
HARIGIE . I, IR AV S CIOEEE, (Hp s T
P
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425 BEZHLCE

IAER AR B HEAES, WA — MRS Bir. W5 3 Bk, MizfE
H TDD kit —1),

KR AR R EIEE LR — DM B By LI, 75 PostgreSQL
MySQL fk55#r—#2i#E. £ | SQLAlchemy #1R, £ HH T AN, wJfE
H SQLite3 1E AR

FREIXA N, O T NS A E:

o flask_sqlalchemy F1 SQLAIchemy: JHASCHifAY,

e Flask-WTF #1 WTForms: HRKSCHIFR .

e Celery #1Redis: HIRSZHLG & ACFEFRE FATEIESS .

o Flask-Login: FREFE S IR ub A=A .

&l 4-1 s 1 RIR T

—/NHFIFE TR, ¥ Flask WA, Redis ARG 2540 Celery S22 &7 —itg,
EEAER MRS b, IRl Web %2511 Apache B nginx) RACFRIE R . K
ERHEAEE— b, BE N EERS A L.

AR 55 23 n] AE R Flask JHAEAN Celery 32, DAACHRE ZiER A FFE L H .

Redis
é—. i:l‘ Flask R 8
R e —————
— ]
IR A ENFS RHR-FAF
Ce'ery / E@éf?—i‘i’i']
S — I
—— Strava Fif%

a

Kl4-1 Bkt

4 ETRIERE 77 S8 R T RS54 RIS, B 5T EE RS A ININE 2 MRS 4
JEONEE AN Redis fREEANING JB AR 5547 -

WAEVE, [N, ININE % Redis F1 PostgreSQL 2451 . Ui 75 EAEIEFE
T A EZ N, RDyn]ae R 20 EE e i) 2 i Sl fd FH 43 Fr oGig
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HANF TR, R IR AT E TR ELES, 4o Amazon SQS F=
Amazon RDS. % 11 =358 XA E4.

4.3 HAHEE

{2 € Runnerly IOAEAE A RIS, (HOAHE K= BEESIN 1 #thge, 12
2 i, FFHEREERAERES K.

55— ELHDOT )R] A A ik 4l B Al IR) Strava ) e B H BT 1R,
XEATS5 S T KR RSS2 TR, AT P R P AR T

AR, FHENIRE S SRS A RIS RS A L oRIE T X TEH Celery #
Redis RN IR, IZANE W, AR ARSS &+ 15 4RSS R AT

(HUNRIXHA, 2 ANFEMLRY 2 Celery BRFERR L5 N Flask N AHPAIEKIZTT .
FrLAMESE J5 G ERRERS, [RS8 1A Flask WH . XWERRE, FHXIZSNH,
#R 7 2 SHT Celery BRFE, LB E L REHE I,

XEFFEWE, BANIAEAEXNMUHKMN Strava F2EEEE IR & L, 23
Flask WA AKHL. RUEER A T Bootstrap, ABAMIFLE Celery HRFENRSS
e LHREE !

WKH 2 5 7 — AN “ A4 Celery BRFEECY) 75 260 5 7F Flask NP ? 7 £
HHA% 'S Runnerly I, IXMEOHEFILS, HIREAR, FHRIFNEISEA.

Celery 5N HAC HAEF . Strava BRFERR 2.

e RHY Strava &h#

o IR

51{#H Flask M PSGEAR, Celery BRFER] e 525, HEHEZESE
YEEAC H o

il Celery BRFEFE — MRNL IR S A2 0 B N FH i FE 5 BB 2 — P ——3RA
FRZ2 AN Strava 55 . S oTRIERS IR, RIEMOs T S35, KRR S
A% . IXKE, B Celery IHFERE &3 T H—RAYRMESS .

SER TR TAERS, BoRMIdecrhindile: XLk e B mEdaE, &
il — N B ARSS S EAE E R ) HTTP AP K H ?

BRer 2 e 77 SUE ke B, (HR G| N 7 H AR &, T 5 #]H Flask
N Strava ARSSAHR G IRGS ILE IR E, FICEEEE T P ETZ R 2 520
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WRE—NHNE, EEARRS AT TENTRIER, Bl bR ERK
R, WEREITH S, IS EEIR R, {R¥F HTTP AP LA

Strava A1l ¥ ik 55 AE Celery BRFE, FrUAATE LN H AT HTTP APL. '&1/]
M Redis FREZREUESS, REMEHBEER 7 E8dRE RS S HAZ B, BATPRIZAE
7 AEHE AR 55 (Data Service).

4.4 HiRRSS

K 4-2 iR 7 HEE R N AR #)E5T Strava AlkS5 M Redis 5 EUES,
HE5EIERS A E.

Redis {2
Flask ¥ B FIEARSS Strava
IR
N—

K42 sEEERIMNHRHSIE

BB ARG — NS T SR EEER) HTTP APL. 3dEEQ-5FrE F P Al b 5L
Y. PCRETAAFRM A, SCHL T HIML FH P FHm

WIERARAIE 22 5NN FENFH P H— 3RS, SAZIRE.

AiEd Redis fRERALIE Celery HUFET ZM—E5 5., HlU Strava AR HTE T
Strava 24,

IRJa, XTRE RS, 8t Redis SKAIETAE BEIFASLRR, BUONEE & rEdE
=R R WR— P E R H B30 IR, B4 B R a2 LER S kS B

8 AR S5 B
AR ARG AL 7R 2B API:
o X1 Strava k35—~ POST API Hkas e Ei&20.
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o X TikFik%S, FHE:
o —/NGET APIK3REXH P ID %1%,
o —/> GET API KAR#ELS & ID A1 H 43RBT B 51 3R
UPRAT WL, HTTPAPL JE5H /NM—aRATHE R RO AN D= REHDE
HIME SAEZ RS 2 LR, (HIRATIE R 7 LR gD AT R B =
A TR FH Open API 2.0 FRifEsl s AR S .

4.5 {#HH Open APl 2.0

Open API 2.0 FyE—FR N Swagger(https://www.openapis.org/)—e K H JSON
A YAML #% 30 faf SiR1E 5, ‘EFHFrA HTTPAPI S nid I, DARAR AR
IR . ERGE MR Ssas AR TSON SCH.

Swagger 5 XML Web/Ji 7511 5L [WSDL(https://en.wikipedia.org/wiki/Web Services
Description Language)it] HintH[F], {HE2=HELE, HEW.

NTAIE 1 Open APL ik ) AF s i R, e X 1 ME—[)/api/users_ids A
M, JFCFHEH GET J7idkakBA P ID %1%

swagger: "2.0"
into:
title: Runnerly Data Service
description: returns info about Runnerly
license:
name: APLvZ
url: https://www.apache.org/licenses/LICENSE-2.0.html
version: 0.1.0
basePath: /api
paths:
/user ids:
get:
operationId: getUserlds
description: Returns a list of ids
produces :
- application/json
responses:
*2007:

description: List of Ids
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schema:
type: array
items:

type: integer

TEFL) Open API 2.0 176 W, http:/swagger.io/specification/. ‘& AEH 41, /M4H 1 Ul
AR APL BT B I S FH O ER 2R
schema 3 77 4 i 119 25 45 28 Y 3% 7 JSON #5 3X Hi 7 (http://json-schema.org/latest/
json-schema-core.html). _F{515E S 1 /get ids¥ TR [Al— M EEFIER .
FIERUAS Ui B R L APT BOVF 2 T — Bl nisg R Mzl & iiE Rk, L
W 711 content-type %5
i Swagger fi#iid HTTP AID A, BEfRfL—LyB/E I Ab.
e TZ Open API 2.0 % FimaefEH API FHIA(E EIF e —Ea HR TIE. 4l
QIR S R D REMIA,  BRISE 28 e 55 L8R
o CIRME—SIBFIRMIbNE API ST,
o kS5 anAEARAE IS UL KA A 1 SR .
2k Web HESCEL 2 5 Swagger U Ui BHZR AR S5 B T AT 92 EHAN /O s
. 151, Connexion(https:/github.com/zalando/connexion)#i A Flask 2 fit | IX4EET/j5E .
NANEH Swagger #)%2 HTTP API i, A PFr EAERIR:
o JASUELEH JEAT (specification-first): SGEIE Swagger MUFEUEHA L, IR fEAEAL
it b A3 ARG A S BRI M H . 1X /2 Connexion 5 /5 1R N .
o HRHUIIAR 15 B (specification-extracted): 5 FHA UL KA 1Y Swagger AU 15 HH SCA4
BN, —8 T B imd S B SO 7 £ (doestring) R A AUE .
B NINERIR KA E: BT Swagger RS EHEREN 1 M AHRIT A, Blt—E
B SIS BE . B ANITEANME, B, s E A5 Swagger I EURA H .
W HLIEL S — AN 7RSI Flask WA, Connexion SEHEZE SRR 2 IR LRIt —
LR ar B AR . RS @S U BR%L, Connexion BLEEAZAN 1 Flask
N.H. Connexion {¥H operationld “BRAFHT BRELSHAEINT VOGS
AT AN F 285, Swagger AL S SLIANT (517 Python PR SE%E
FRAE), W —MET ARG, F—ErRAL. &7 — 1 B3,
SRR EE AR 1, K& $K Python PR%L. 1XH#F, GET/api/users ids [)SCZEH
s EALT apiusers ids.get() .
flakon( W, 55 2 & ) 45 th 55 — Fh 7 3% . X NI H A AN RF B 1 Blueprint ——
SwaggerBlueprint, EANTTEALERFS AN IIPythoneR L, A SR A XS 1) R
(VAR
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XN H € X Blueprint /£ | Swagger FUA& A, FH44E— 15 @api.route ZAE
[F)@api.operation Tffigs. IX/MREMfi#{HH operationld ZAFR(M A2 HEASEL,
it Blueprint 7] & FCHIRE A EIAN IERf 2 HHIE RS .

BN SwaggerBlueprint, FF5ZHH getUserlds #4F -

from flakon import SwaggerBlueprint
apli = SwaggerBlueprint ('swagger', spec='api.yml")

@api.operation('getUserlds')
def get user 1ids():
# .. do the work ..

HLA 441X Bt Python HSEHU RSB S EIA B S, HA T EIBEL Swagger HIRIAS
Wi

bR 7 BT BRI S, HoE kS5 AP R 5 73 1] 2 W Runnerly €37 (https://github.
com/Runnerly).

4.6 H#H—SHkRn

BIHATALE, FATCK S SSRGS 73 NN Ao ok, w8l
ARSI T &5 T HITPAPL A, LIMESFEMNHASH.

T8 APL SUVFAINEEETES, RIGESS — N e iR —— I 2R Th gk .

REgeE RGP IES), XANTIResiaI izt M PG — A2k
X, ENHBAT S NGRS H, LB ARG AP S .

VERR—ANERE, NHEIFHRREEdE, XMW RE Tk IZRIRS K fi—
A~ APL, 3XA™ APLIR Rl BT BN FIZRIFAS A € 1R 4584,  1E40 Strava APT 1R [H]
PIESIANEE . E Flask N AHBERFEA 1EE#ep% Runnerly BTSSR, ZRTTHRI AT FEAK
Fi4FA7] Runnerly FH 7 BOTEOL N TAF——E#CESRIRYR 25 € SHCR A e — MRt kil

(B2, BN TR, NS GENEH . . NI&EEmRE 2 CPU
BRI ? RN N BT KRS, AN S ? 2T serK
AR RIZ TS ?

0 FERIFNH IR S0T, AR )58 b Y &L ] 6 AU
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[FE, FEFETNEE ] BEE RN [a] U — ML IR SS, BN ZERSIR AT S
Runnerly %48 56 007 .

4 4-3 &7 1 Runnerly FZ8wcit, SE PO MRS AN 55 11 5, 3]
K& BT N, FEIRR SR — BRI —1 JavaScript M
FHREER—V]

¢

Flask v FB

Redis 18

S
B
HHEE

Kl 4-3 Runnerly Byt

4.7 BENDE

Runnerly M. 2 — MR Web M, B S8R EMNFimARSTAE B &) L1NE
ARG AT RS — P FAR N

REJER | WAL BRAAZETR 70 BUMIRSS, LA Celery 55 T AL A ] & 451
o B e BAEAL Celery 15515 B HEAEAR TR UIRSS -

BATEIHE T Swagger, ‘€& — M BE XikS 2 A1) API i) R 47 TH.

P AR N Iz R SRR, ROV &, FEM4ER RS A sl e
W IFIT HIEFAL

WIRIR SRR, XM AR RE ARG N eR it 7 T
A9 J&& Runnerly [FJVF 2170



£ 4E i&Zit Runnerly

SR, N CARRFEEZ L2 N NH. B 4-3 FEMEERER T ae 2 N1
gsi. B, Ji— Redis HHLEA? 86F, fEAMEREY, WREIERS A Stava
AR S5 2 A I8 R B, 1% EATR?

IMAZEA )RR 2R X 28 BERREATAE FIRE A )@ L ), TR e KR . 4
BE—NE NIRRT, AT EATE RS R, P A rT g s a2

AL [l A AE SR 5 T it
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SHBRERE

fE_bE—Far, 5 HARR FH Runnerly #7732 MRS, RSN 17 AR5 2 [6]
[PIZEAZ H

P DU AR, N R N AN SE BRI S R P A SE R 1
*. MTHRERERIEREEE, W Rfih & 128 N 2452 BB

A1, Celery BUFRIELE)G & 5e iR 7T, #id Redis ISP HIAEZ A2

WLLESL S, WREFRPMR P RHHBIRE R B, SHPEE—ASEIIZRT
Rt , SERARZNGTRI—EE R, FNER SR IFEIE— R HD
R

£ Runnerly FIAKRRAS, AJREA E 2 MRS H, — MRS IS4k
ARSI — RIS 8IS 7P TH B R R T iA R A 0B, X5 =mT
A RFH 1 AR S5 TR AH B A

(EAEOL T, BRI BRI N 28 5 A R S T R P el P AT B, IX AT
BN H2 @i, BB NTHRIPR A A R

USIN T B 22 IS, AR — N AN T B AR RUIR ST IS, el
FE—/ ST IR S AT ?

RERA T4

o — MRS UFILARIZE T GRM 7 — 1 IS, FERMR R EEE 2L

o —MIRSSUHT RS, W S H AN AR 58S .

o X TAMLEMKEIIIMNRS, —EeR MR EATRIEIAR,
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5.1 RTAR

AT 285, 1A 55 18] 1 [F) 52 ELd e RESTful HTTP API K 5€ /%, API /£ ] JSON
F% 3K

XA H AT WLATE, RN HTTP Fi JSON /& ehnite. Wik Web IRSSSCHL T
L ISON [ HTTP APL, A AfEEgmiziE 5 N A& #ae i R E .

F—77H, EE RESTIul &M FHFAR—MNESKR, W —Ma . T
&[] POST 5 PUT M SR sk i,  ELIEM_E A JCEU# &M 7 i A~ i) @l

—EET HAE HTTP 523 | RPC(Remote Procedure Call, tfEid A2 1AH)APL, iX
FTEANET RESTAPL, ££ RPC JiiAH, ERRITN, 178205 URL H—3557
£ REST 77i%H, BER2RIE, 1738 HTTP JiiA#TE Yo

AL B EIRAEEH, FHAR™RIEE— M. A BEE RS, RSIAT
HNZe 31, I RSO,

AP ZR# REST # A ik RPC 7 X\, {2 1245757 4%; A4, /£ PUT
Fn POST #9518 _E 48 A R 214018) .

LRSS S H ARSI TAE B, RIEMFESZ ISON i B, HFEEMAR
ZHIE &IE HTTP 5K A O S/ FE EAE S SN AT,

R, REZEAER—/HTTP% 7 ¥ii. Pythonfs — N & Mhttp.clientFEk, {H
requests /% (https://docs.python-requests.org) 3 5 & I APL, 11 HAE AN B D) RE 2 ibR
I TR 244 .

requests EF K] HTTP 173K /2 4% Session HESFIEEM), R E Mt 26
—> Session MR, MEREGHAMARSZC H T2 HH Session X R .

BRICAMEEISN, Session X R AL A fRAF B IS0 Uk {5 B A & —LE BN TG SR L 15
B, RS B M AR T AR KT 0. £ Mo, Session X544 A6 &
1EHIT) Authorization #1 Content-Type k15 E.:

from requests import Session

s = Session|()
s.headers['Content-Type'] = 'application/json'
s.auth = 'tarek', 'password'

# doing some calls, auth and headers are all set!

s.get ("http://localhost:5000/api'") . json ()



£5F SHMERSZZE

s.get ("http://localhost:5000/api2") .json()

(E— S HANRSS S B Flask A, B FUMAERZ AR EH]

5.1.1 7£ Flask iz FHH{E FH Session

Flask 1] Application X} 547> extensions WO 5, IX/ ML OC Z F A 5L H
TH, flunEiss. XN Ee, EREFE Session MR, AJEIE—MEREL H
KAE app.extensions B TG — N GALAT, SRJFUSIT—™ Session X :

from requests import Session

def setup connector (app, name='default', *¥*options):
if not hasattr (app, 'extensions'):

app.extensions = {}

if 'connectors' not in app.extensions:
app.extensions|['connectors'] = {}

session = Session /()

1f Yauth' in options:
session.auth = options['auth']

headers = options.get ('headers', {})

1f 'Content-Type' not in headers:
headers|['Content-Type'] = 'application/json'

session.headers.update (headers)

app.extensions|['connectors'] [name] = session

return session

def get connector (app, name='default'):

return app.extensions|['connectors'] [name]

EAAG|H, setup connector()RRIECRFGIE —> Session MR, RS EAFBAENH
4 L i, GZE Y Session ERIAKG Content-Type k{5 2 1% B % application/json, X
PG S 2525 T JSON A% xRk %5 R IEEHE 1.

—HEEEM, BInEE get connector()EREEAME H{HH Session. 7£ i,
Flask W, FH(GZATHE 5001 i 1)Re [F] A7 Hiif AR 55 (G247 7 5000 3 1) K2 HEAR S N2
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from flask import Flask, jsonify

app = Flask( name )

setup connector (app)

Qapp.route('/api', methods=['GET', 'POST'])
def my microservice () :
with get connector (app) as conn:
sub result = conn.get('http://localhost:5000/api') .json/()
return jsonify({'result': sub result, 'Hello': "World!'})
i)

15 name — & At

app - run (port=5001)

K — ANk 55 BRI AL R 25 FAR AR S -

$ curl http://127.0.0.1:5001/api

{
"Hello": "World!",
"result": {
"Hello": "World!",
"result": "OR"
}
}

XA ] B S B S FrA TR FH ERR Mg o AEL 20 SR8 B IR 55 & AR B IR B EE 30
WEARE, S=REHA?

ERNTEOL R, W NIRRT, FICPRIAEETIESK: H[IRHAMIRSE, XIEAZE
PIAT N XFEOL R, timeout IR A H . WRAGIEGEKRNERH S, SRS
A ARBEMIT [RIERS, ‘B2l —> ReadTimeout.

£ MR, i SaESREEE A R 2 75, G R A

from requests.exceptions import ReadTimeout

Qapp.route ('/api', methods=['GET', 'POST'])
def my microservice () :
with get connector (app) as conn:
trys
result =

conn.get ("http://localhost:5000/api’, timeout=2.0) .json ()
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except ReadTimeout:
result = {}

return: Jsonity({"resnlt": result, "Hello®: "HWorld!'})

29K, DI AR, B ABUR T ARG EH . XA AR U2 1 IX
A, SRJFIREAEER. WA RN, fEIHER. ToRMRE L,
G IR BN ARSS 2 [RS8 B, Al b AL TG .

B AR AR RN R0 ERTSERTIT, BSOS SHRATIE VI . 1
REHATZREER, HEH ConnectionError, 75 EHHEX MR T A0 F

from requests.exceptions import ReadTimeout, ConnectionError

Qapp.route('/api', methods=['GET', 'POST'])
def my microservice () :
with get connector (app) as conn:
Exys
result = conn.get('http://localhost:5000/api’,
timeout=2.) .json()
except (ReadTimeout, ConnectionError) :
result = {}

return Jsonify({'resalt": result, "Helle': "Woerld!"})

GEZAF BN S E R — N RIFSCE, — P HEHTIJT G2 Session HURHEEN 3 E
FERAZEL, XA TR E e R MG SR I BN S5 T .

At requests FEFRME 7 —FhikE H B UERIERC Ay 7%, X145 FHL, AlAE
fEnERcas € X Session KR MATN. RIREREIE—ANER KRR, (HAE L
retries %0, W€ GRS AEBA RN, 25EE D RERTFK.

7] 2] setup_connector() eI %L . It HIERCAY, # Al ERTE TG K P ERAZSIN timeout
M retries %4

from requests.adapters import HTTPAdapter

class HTTPTimeoutAdapter (HTTPAdapter) :
def dmE (self, *args, **kw):
self.timeout = kw.pop('timeout', 30.)

super (). 1init (*args, **kw)

def send(self, request, **kw):

timeout = kw.get ('timeout')
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1f timeoult is None:
kw['timeout'] = self.timeout

return super () .send(request, **kw)

def setup connector (app, name='default', **options):
1if not hasattr (app, 'extensions'):

app.extensions = {}

if 'connectors' not in app.extensions:
app.extensions|['connectors'] = {}

session = Session /()

if "auth' 1in options:

session.auth = options['auth']

headers = options.get ('headers', {})
1f 'Content-Type' not in headers:
headers|['Content-Type'] = 'application/json'

session.headers.update (headers)

retries = options.get ('retries', 3)

timeout = options.get ('timeout', 30)

adapter = HTTPTimeoutAdapter (max retries=retries, timeout=timeout)
session.mount ("http://', adapter)

app.extensions|['connectors'] [name] = session

return session

RER A HTTP AR55 K& i — MK, session.mount(host, adapter) R £50H P i SR AF
Fl HTTPTimeoutAdapter. IXF{EH T, 1 session H:ALTIHAN “hitp:/” W EHLE AL
HN—MEE TR

5T mountORREL, W2 AET session 4T NPT MRIERENARSS 1S 2 4
TIREE . B, HFEEEE L e PREI AT SRR, AIEE RS bR e
Hlbﬂﬁﬁﬁﬁ—‘ﬁ“%ﬁﬁﬂ:

adapter2 = HTTPTimeoutAdapter (max retries=1, timeout=l.)

session.mount ("http://myspecial.service', adapter?2)

FHA VXM, HIEKT) Session X RAEFEN L, AEEd 5
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fib HTTP ARS5H4T2C Hoo
512 &t

Requests JEJJZEH urllib3 &, KR HFrFENLEE —MER, HAEIEK
FHL, =8 HERAA RERE.
g uhid, WERARIIARSS P A HAh 22 IR FSs AN A FHLCH IX L8 il 5532 422 )[R TA 5
requests JZE 51 5TALFR A
Flask /& —MFIHESE, WRM R AR ITIN X ZEAMTN), requests FERJE
b IEEE K28, BINSMNREH— DM E— P UT. Requests JEE R EFXTEEANZHE
FALIRIF— R
(B H Z 26421817 Flask WH, FFEIRZIFRIER:, R Rz fil %y Hih
WS HEREE. REEANHENAITH LRI FE P IEREET WA RS, Xtk
BURHME
HTTPTimeoutAdapter 25 A] HRIZHIIERAAIIE K. X4 7K H HTTPAdapter,
il HTTPAdapter £ | urllib3 RS2
ERERRELT, nlf%E N A2
e pool connection: FffixE AJ [F]I T 2/ &EFz.
e pool maxsize: HfiEERAM R IEEEE .
o max retries: AfiERFIERE I E I IKEL
e pool block: *pool maxsizeFIik PRI, Bfi € & 15 PHFE1%E 1% . W15 & NFalse,
RUEERE s 7, Haald — Mg, EASTmBERah, . R EE
NTrue, ERG A SEETIERE . XTHEAM— D EVEEE =, X
NSEEER A
Blan, WERMNMAE— T2 LR Web kS a5 L, GERCasBef A 25 MK
EFZ:

adapter = HTTPTimeoutAdapter (max retries=retries,

timeout=timeout, pool connections=25)

PeE RS ERERI U T X R 2 20AE, (H 2 AR AEBEIR 2 B2 XK. Wil 5 &
[P A Hh 28 FE ML, Flask B O 55 4 28 72 #1 BE 3k B flask.g( 2= Ja 1))« flask.request B},
flask.responsefft A<, FTUAATREAIEZ R 2 4 in) il (HALBEE 222 T K07 IRl I,
T EEEME LR EM A,

IPEAILE flask.g PAAMPAEAPIRES, R Z A Request 251, XFP At 2&n]
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1T TERBISTEARLIELZ SN, bl EREFRERIh—A 218,

X E R PIRSEATTSCRT, 25 A fF A& LR R 8w g @, ASHRR
W7o HMERE M A REAE LN, mZeNTNEBITRAEIFT I K21
BFE. X, FNHEESHIT A Request £3i%; IXMNEEIEE RN AR B B —
ERE, FEXHR AT ISR B

Frylfb 2RI HEZRRIIR IR ZR, e A TR 5| & 8 2 388077 S T30
XM OGN E L, ol EE R iE W Gevent HR&0 0 T HTFAI1L.

ANEIRPIE AL, R B RZRFE N FH BE I N, K RE IR S X A PR«

A—Ariaetem N ARG PIERE:  #frfEH HTTP &247k.

5.1.3 HTTP &%k

FE HTTP PridH, U EAEHLGER T R0 P im: eal By vl () D i A ik
o] DURBEAAE T B 2. EFRAT IR S5, nIAERTE R i3 API ¥ si(U GET A1 HEAD)
TR AT-

5% ] B RIS B A A S 3R [B] — AN ETag k. ETag MMER AT, Dk
HAAE P i BESRIE IR IR ARG B En LE— I TaEL — MEERRE 58
— g, RS A PUE PRI N . (BRI e A A N 2 A ME— 1

5 Web Y0 as—FF, 2% P b B U & S LE B, &P imatidE—A
A B ATERAF, WA 20 ETags {E1FN value, URL {E4 key.

2GR HTERE, 2 i Al AR, PR AR R ISL{E S If-Modified-Since
i —A> ETag {H. WIRARSS 2SR IE] 304 WeN, RBREWNIEA RAESEE, 250
RS 2 BT AR L 15 B

IXAPHLHI A AR T AR S5 A I N T] o NS BRI, AT S Z IR [A]—A
T 304 WM. HHT 304 WM N, ArAM A5 EdE =R/,

A — 1B & Request =& ¥ FH 110 H MY fi CacheControl(http://cachecontrol.
readthedocs.io), ‘&% SN | 2247 DIRE

ST R E T, R4 HTTPTimeoutAdapter 155 request. adapters.
HTTPAdapter % #/% cachecontrol.CacheControl Adapter 5t i LABIEZAT | -

IR, IR EWRE TR RS M iz SN & 1& /Y) ETag SRSCIZATFAT N

H T2 R TEARE R, e HRS EER, RIS F R EIHEE
1 FH AR TT F o

N2 2E R HIEARICRAE S, HEEIRSCEEREE .. Mold, Flask M AE
FH RIS SN R B ETag {6, F-5H PR3 17 ¢, ETag HAZHZTLLRE
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DI ) (CAZ AP A AL, A E B EUE 1 7B

get user() /772 _USERS “FHLIR [A|FH 24K, IR 518 resp.set etag ¥ & ETag {H.
LR RN, %4k [f-None-Match k58, A5 —MricH 2B 12em
FEOHATHLES GnRAHIE], WU [A] 304 0

import time

from flask import Flask, jsonify, request, Response, abort
app = Flask( name )

def _timeZetag{stamp=NDne):
1f stamp is None:
stamp = time.time ()

return str(int (stamp * 1000))
_OSERS = {"1': {"name": "Tarek', "modified': timeZetag() }]}

@app.route ('/api/user/<user id>', methods=['POST'])
def change_user(user_id):
user = request.json

# setting a new timestamp

user['modified'] = time2Zetag()
_ USERS [user 1d] = user
resp = Jsonify (user)

resp.set etag(user['modified'])

return resp

@app.route ('/api/user/<user id>")
def get user (user id):
1f user 1d not in USERS:
return abort (404)
user = USERS[user id]

# returning 304 if If-None—-Match matches
1f user['modified'] 1in request.if none match:

return Response (status=304)

resp = Jsonify (user)
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# setting the ETag
resp.set etag(user['modified'])
return resp

lan name —== % HEIN

app.-run ()

MR e — N H P HAT POST #:ER), change userOMEI& % B —NHTHNE
bR B8 PRI E P imaiad, BHATH P EM, HPRIR(LHTT) ETag {EH 2
1531 304 M ;

S curl http://127.0.0.1:5000/api/user/1

{
"modified": "1486894514360" 7

"name" : "Tarek"

$ curl -H "Content-Type: application/json" -X POST -d
'{"name" :"Tarek","age":40}' http://127.0.0.1:5000/api/user/1

{
"age": 40,
"modified": "1486894532705",
"name": "Tarek"

}

$ curl http://127.0.0.1:5000/api/user/1

{
"age": 40,
"modified": "1486894532705",
"name" : "Tarek"

}

S curl -v -H 'If-None-Match: 1486894532705

http://127.0.0.1:5000/api/user/1
< HTTP/1.0 304 NOT MODIFIED

KB R R — BB, WTREVAIE R i81T, BRIAIX BAKSEARSS 45 I Bl R AF
fi ETag (6, HHZPIRSSaN, ZRORIN AR 2% AIE A0 ntpdate AR
SR ARIE IR 5525 ) Bl R
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MR RIE R —=2P N E A —sL4Ek, N SEWEE S . &AM
H, XEALAR A, B K. — N80T RE R ER G E A
MM 7FE, AR RIEECE B P AL 355 e B .

— R E G R EE N ETag {H, X2 AU IRAE S,
HASFAATA I TRIEK R . (H I RRE A A I R AR, 77 O RN SR 5 B
B MRSS AR, X RE R EOR A SRR . (A AEERETE T IR E
WGy, X —MREUR Rl 304 Me SRR T FR .

AUTHER], FERA CILER HTTP 272 AR T R, HURE P ime K
=R EEEK, lEAHER AN

IR Bl — L m I, A2 MHEERBENTE, PR TN,

514 BUOHEURES

HIR JSON AHEHIUK, HAFLEEHIEHITZEN, TTKEAEX. frAAE
#leim TS H. 2 T, BUEREE Python ¥ BUNIAR —FF.

(EMKIEE, /] JSON #KIE HTTP ifRAIm S 2 in— ey S a5, M
Python X % 21| JSON £5 4254 1 e AL sy S th 2480 CPU HHH

I AR e Bl kg, IR, FRIPA R

1. GZIP [£43

B b A%, i e A GZIP K46, XFEmrddE s gair
/INo U Apache BX nginx (1] Web AR 55%8 5 AR H S REAEARSRIT FEARRN, IR TR I g
s 1 ££ Python ZZ AT I K45

filtn, *+FEid Flask NFZE 5000 3 H Fr=A RN, R AR~ 1] ngink
fic B A] 2R application/json FAE(ATHE B 3E4T 46 -

hitp
gzlp on;
gzip types application/json;
gzip proxied any;

gzlp vary on;

server {
listen 80;
server name localhost;

location / {
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proxy pass http://localhost:5000;

}

M, illfE— M Accept-Encoding: gzip SK5 B HTTP ii53K, JTIHRK
L2571 localhost:8080 1) nginx Ak%5#%, ARFE2HAEE T localhost:5000 [P H, i
KIEFa1ER o

S curl http://localhost:8080/api -H "Accept-Encoding: gzip"

<some binary output>

£ Python 1, request ] response F3fi#IE gzip FmbSFg UM, By LA IR
55 1 FH LA A 55 EF s ANTRELH oI AN ] 83 fif s 2SdE 2= 48 hn— 2 CPU 144, {H Python
i) gzip FEHUKHTIAE zlib, zlib FIRESTHEE IR RAAES ).

>>> import requests

>>> requests.get('http://localhost:8080/api', headers=
{ 'Accept-Encoding':

'gzip'}) .json()

{'Hello': '"World!', u'result': 'OK'}

LSRR ARG A s,  PIEH] gzip BEHJFRE > Content-Encoding k:

>>> import gzip, json, requests

>>> data = {'Hello': '"World!', 'result': 'OK'}

>>> data = bytes(json.dumps (data), 'utf8')

>>> data = gzip.compress (data)

>>> headers = {'Content-Encoding': 'gzip'}

>>> requests.post('http://localhost:8080/api’,
headers=headers,
data=data)

<Response [200]>

SR, IXFMEOL T, KF(E Flask M F RIS E46 N %, BRIELE nginx HHEH] Lua
SCHL T AR bR, 50T EAE Python RAGH AR . 5—Fh515 2 F mode deflate
fri )2 H. SetInputFilter it B IR/E Apache 5545 EIFATHAEIE -

/INgE—TF, {8 Apache Fll nginx RJRA M B GZIP E4a; i ¥ & BTk

F b, Python 2 Pt BEM 3k At WIARAMEH Apache 403 GZIP 46, WIAT mURKMI,
FELE Python {URE g H At 77 SCEL A4 A SR IR .
B98N HTTP 35 2R/ A # GRS, #8% T GZIP K4i(1) ISON 1%k
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B, A RIS R R B L. XA A AN T AR R B E,  REIR S
EE . HEMKRE, XREARIECRIFA RS,

2. ZiEEIRRR

WRAIARSS T 2R EH AR, B ARG IRTTER, ERTR
ATEERGS GZIP R4 E M ge Foa b M 2g 7 5, ANdEH BT RIFdER S5tm
HEfH R

AR V2 A A ) 3R (T . Protocol Buffers(protobuf)fll MessagePack .

Protocol Buffers(https://developers.google.com/protocol-buffers) % 3K i ot i pli S fp
FEAEHRE, 2R R iR A B S R 5 .

H T AT A R ER AL — PR O E, R B2 s Eis 5
(Domain Specific Language), Kt in—L TiE=.

ISk H protobuf SCAY:

package tutorial;

message Person {
required string name = 1;
required int32 id = 2;

optional string email = 3;

enum PhoneType {
MOBILE = 0;
HOME = 1;

WORK = 2;

message PhoneNumber {
required string number = 1;
optional PhoneType type = 2 [default = HOME];

repeated PhoneNumber phones = 4;

message AddressBook {

repeated Person people = 1;
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X FFAME Python BizUIEHE, FEELIEEH. BRI R NETE S —M
RAFscEk, (EEMIRS S, WROZLH 1 Swagger i€ X, XFMEIUR]BER R 2R,

MessagePack(http://msgpack.org/) /& 7 — At U ki TR, HFEEE A
— AN EREUILRE A i S 4 A

XA LA JISON HA 730 K iE S A S . msgpack Python (8
il pip install msgpack-python 7% 22 Heft |5 JISON LU ISR

>>> import msgpack

>>> data = {"this": "is", "some": "data", 1: 2}
>>> msgpack.dumps (data)
b'x83x01x02xadthisxa?isxadsomexaddata’

>>> msgpack. loads (msgpack.dumps (data))

{1: 2, b'this': b'is', b'some': b'data'}

AT, HRFIE, FHSBREEHRA ], REEARAFF| BRATR
ok, BEZRIFREEAN, IREFERZGETHPIA,

{RBH ., MessagePack Ll protobuf HEEJH.. {HEF—/NRZ4asE4R, FEeedefitmEn
FE 4 bR M ER T 2030 . ZDEUHEAL T, 8 JSON n] gebb —itiil e s Pk 5114k

(EHE4E 7T, TiiT MessagePack BEIAE] 10%-~20% 1 EZALLHI, {H# JSON HAE
1R 2 745 5 (X E ORGSR E L), GZIP & E I iikd%.

£ Mo, —A> 87KB e K JISON R ZIRZ AR/, E¥4H MessagePack 75
AT AR, RJE FH GZIP X i AL s 12 3E T 1 4

>>> import json, msgpack
>>> with open('data.’json') as f:
data = f.read()

>>> python data = json.loads (data)

>>> len(json.dumps (python data))

88983

>>> len (msgpack.dumps (python data))

60874

>>> len(gzip.compress (bytes (json.dumps (data), 'utf8')))
5925

>>> len(gzip.compress (msgpack.dumps (data)))
5892
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{1 i MessagePack Jik /> | fid &, (Hild ¥y 7720, GZIP#E{ 3| L ISON A
MessagePacki& =/ 15 fi%.

RBHE, A EHMERE S, anif Web AR 2SANCEE R L4610 /8, 1FH GZIP 4
el D TaR & /MR EAETT 2. £E Python H{# H gzip.uncompress() Kt L 46 AEH 24 5 -

I, XTE R MessagePack 1472 JSON [n) /@ |, kil =0 5 B4R, Xt Python
W L. B, WS ZIER) Python BT B EL key, JSON i 3L H k- 1F
i, {H MessagePack 2545 il (- 2

>>> import msgpack, json

>>> json.loads (json.dumps ({1: 2}))

§*1': 2}

>>> msgpack. loads (msgpack.dumps ({1: 2}))
{1: 2}

7 HIRE R, AN TVEERFAER] 8:  7E JISON 1 MessagePack 1, DateTime X
FRIFAREER AL, FFEEE AR R .

], ERIRSHE, JSON Zix) ZHMIbrE, M SR H AR
PI—AINilkise: ReefE 5 key, 7550 HEAZRAUHATHI/MEF .

f& Python ¥, IRAE PR IR G521 B A 8 B a 4544, ELAS L e 9403 BRABIAT,
Z M) "2354% ) TSON T 4% & &4 2.

515 [EITE%E

PRIE [N — N AT R R TR RN

e Requests FER[{FEy HTTP % i il FHHAMARSS . ‘4t 7 AL PN A ET R 1)
DIge, A —NIERIL.

o AMHABARSSI, (EHZAFEIREMARSSHITERE, 1XEREIN Flask /& MFA
AHESE . (B 2 EAE FAESER . AU Gevent [FFRTT 5

o LI HTTP ZA7 ke B R B 1H Kt 14 T

o GZIP [h4re M/ VR AN M A RO, B TFisRE.

o HHHIPMSE MG I JISON BT %, HATREIFALH .

MR R R
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5.2 RHEAHA

EMIRSZE A, IR AN N PP TIHFEIAE R 2 IR 5, 72D
FH AR AR B LA A £

e FH S 25 FH A AR IR 55 P SR 1 2R AR el B R AR (R B, S EANT HTTP i
K- NI FERITEOL T, FTERR—EETAE.

{H M [E]—A™ Python #HFE ERAMATA HIGERA |70 ol 58 WIRHFE el E JE KK
A7 WA RIS X Ay e fe 64555 We ?

WA RIE— ME ARG o — MR RO, X R r] iR 55 56
EAERHRL: G2ttt SRS .

954 BN T UAEH Celery M —MilUllss, ‘ERES RN Redis 8¢ RabbitMQ
PvE BARELHATUME. AN, FE—HEVHEIA Redis PAFIHET, Celery ERFE
2>PHFERAS

A — M EEATERSS A2 HH B, 1 HERFEA 2 FHZERA A .

521 £S5

Celery HRFE{H FH X MR AE push-pull PAFY, ARFEHH BHEERIRF e %], HAh
i R SRR EAT VPR HAT — 1 8E. S MESHE AR R, Wk 5-1 Fior.

ARSS

AN

T [ o]

®

®
®
O

J N\

v B

& 5-1 push-pull A%
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XEEENEE, KIEEEMIFRETEERET 7. F— DT HIERE
K318 F—2%H B

£ BPAT R FIP TS, IXFNE H AT B T e R, ST R,

Ak, — B RIEE ORIATHE BAam2IfGHEF, gralibiEin RabbitMQ H7H B4R
HHE B TR A, 5 2, BMETAIREELZ, tWASERINFIFRAEFATHEE.

522 E=BAF

S BAIIREAR A E F AR . AAIXHRACT, SHRREE H BRI BAS T
BHEARRAZ, RRERFEIT R EEIEE. FE5AE BN, IRFERT M
SAFI G S, SR JE AR B VLS 3 B T I e .

ERATIRIRS ', X EWE T DA RS RAE, el eE B L, 2R
Ja SREAS I BA ] i B4R

Celery AL IFFIHB TR, ANdXTFEREE, BITFEMEHS L
H, DL 52

AR%
(D
@
@
@®
& b
I\ S
g
iz i
& 52 RS

TSI 0 B, iE B2 n]# F RabbitMQ vHEAXEE, ‘E85 Celery LA
HoA e —#S pp[E A

22K RabbitMQ fCHE, 1 M F#X T http:/www.rabbitmg.com/download.html F
45 RabbitMQ Q& — TCP xs5#y, ENTRE RIS, Ffdid RPC AN HEM
AT 71 KBV B RS54 « A Celery —iff ] R 21X KRG RAL) —/ NEb - ThRE.
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RabbitMQ=E3 | &2 v S A S MY (Advanced Message Queuing Protocol, AMQP).
IXANLIAE S PEGR U BA 7] 2 Whttp:/www.amqp.org/, ‘& reHATILN Z N KA BT A
1 2R

AMQP &5 LA MES:

o PAFIRFFEHEMFENGE, HEMH B REEFFEAN

o RN, MAAMERHE BARNINE RS,

o HBTERRE L UWHPRHH BT Heds ik H RIS o

WTERRAS, TR E AN ACHAs, IXFE RabbitMQ 232N E, I BE T
HI\F, BRSSP TS . R aERE, fEAZ0E AHEH S8 H 2 AR i
FrIBAF L.

B E T DNEREE, —MEZREFRIEE, A MEZIIGRIHE R

FRHRGEFRNNH BT bAR%S raceid, X H race s&[l @ HTZR, id &TnaElIME—FR
o ZRlth, XH)IZRIE BT EFRSS training.id.

il %% RabbitMQ, A] 1§ f] rabbitmqadmin w447 G5 TG 0 2 (K BAS 24

S rabbitmgadmin declare exchange name=incoming type=topic

exchange declared

$ rabbitmgadmin declare queue name=race
queue declared

$ rabbitmgadmin declare queue name=training
queue declared

S rabbitmgadmin declare binding source="incoming"
destination type="queue"
destination="race" routing key="race.*"

binding declared

$ rabbitmgadmin declare binding source="incoming"
destination type="queue"
destination="training" routing key="training.*"

binding declared

FEXMEE T, Y BEWE RIEL RabbitMQ, WIHRFEBILL race 3k, WHESE
W HEIE S race PAAI; WA DA training. -3k,  WI#E#HEIZ% S training PAF).
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n[{# ] Pika(https://pika.readthedocs.io)fEf W5 RabbitMQ #4748 H, X&—
Python RPC % F'%ii, SEIL 741X Rabbit DIREMIFTH RPC #2.,

i# it Pika 7R TR S AR 24447 L1428 rabbitmgadmin 3L, o] 3RI
TR AT GRS, TREMBEPH L, AERLETRI TR, 1EA
rabbitmqgadmin & 2327 &% B 49HAE 7 ik

N AASE 7R WAl 7] RabbitMQ AR A Hgs KA SRIH B e — 257 race.34,
—2k /& training.12:

from pika import BlockingConnection, BasicProperties

# assuming there’ s a working local RabbitMQ server with a working
guest/guest account
def message (topic, message) :
connection = BlockingConnection ()
try:
channel = connection.channel ()
props = BasicProperties (content type='text/plain’',
delivery mode=1)
channel .basic publish('incoming', topic, message, props)
finally:
connection.close ()
# sending a message about race 34

message ('race.34"'", 'We have some results!'")

# training 12

message ('training.12', "It's time to do your long run")

XL RPC i 2228 ZR S 3l in—2508 B . Ff e 387H B ER
E%EﬁﬂEﬂHT:ﬁﬁﬂﬁ:

import pika

def on message (channel, method frame, header frame, body):
race 1d = method frame.routing key.split('.") [-1]
print ('Race #%s: %$s' % (race id, body))

channel.basic ack(delivery tag=method frame.delivery tag)

print ("Race NEWS!")
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connection = pika.BlockingConnection ()
channel = connection.channel ()
channel.basiq_consume(Gn_message, queue="race')
Exry:

channel.start_consuming{)
except KeyboardInterrupt:

channel.stop consuming ()

connection.close ()

JE&, Pika 2x[n) RabbitMQ iR [F]—/NETVHEM ACK, XFE— B EFER I e/,
a2 A SR FE R B .
DL AR R i 25 R R -

$ bin/python pika worker.py
Race NEWS!

Race #34: b'We have some results!'

AMQPHE T ZFhAc i B R, 2 UL lhttp://www.rabbitmgq.com/getstarted.
html A% 24 R, #Ef4 FHPythonflPikaSEL ) .

BRSSP RO RG], B RANE I FISEHRE B Flask W HA[{#H
pika.BlockingConnection K6!/ZE >3 RabbitMQ ][RI %4, A IEId S AKIEH R
1 — pika-pool(https://github.com/bninja/pika-pool) I H =28 | fai B fid s, @it e
AN E T RabbitMQ 342, 2qilid RPC KIATH BN, AFR ERRR A L el TRz .

H—JHL, NTHEHESEE, ERRETHITERMAERILES T

Pika AIHHR A FHAEAC RS, XN HZSA Flask N AZR—N3FE, UCEH
BNl — AL XATDIREXT — e PHEAREE F) @R, {HJ2X) Flask MAH, N7
BT — MR Pika 2 P in AT . X R EZ, 2 Flask Y2
—™ request B, HAE R4S A BE W PHIE,

LLF A Pika & i A1 RabbitMQ #ATAZH., FATAEMI T — MHALI] Python
NiF, UL Flask ARSI S0 EFEE, SAFHATEZS HTTP A XF53Em T
H—AHI, AHERE IR BRI B AEARFEFI TR T iE SR e
217, A Igery i ] SR

import pika
import requests

from requests.exceptions import ReadTimeout, ConnectionError

FLASK ENDPOINT = 'http://localhost:5000/event’
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def on message (channel, method frame, header frame, body):
message = {'delivery tag': method frame.delivery tag,
'message': body}
Erys
res = requests.post (FLASK ENDPOINT, json=message,
timeout=1.)

except (ReadTimeout, ConnectionkError) :

print ('Failed to connect to %s.' % FLASK ENDPOINT)
# need to implement a retry here

return

if res.status code =— 200:
print ("Message forwarded to Flask')

channel .basic ack(delivery tag=method frame.delilivery tag)

connection = pika.BlockingConnection ()
channel = connection.channel ()
channel.basic_consume(Dn_message, queue="race')
try:

channel.start_consuming{)
except KeyboardInterrupt:

channel.stop consuming ()

connection.close ()

HERIERIASIS, IXAMEIASAE Flask 34T HTTP 14H .

o A —/> RabbiltMQ &1 7T 4574 E.4fi%4 HTTP 5% 5., {2do R0 Add 25
HagRAD, FXAFERBE R TRET £ 287, AT EfaHfieg
A, XAMEL T # %, /5 RabbitMQ M 23R4 %, HTTP 3ii% .

£E Flask H, /event ¥ a] DA — N2 HLAE A,

from flask import Flask, jsonify, request
app = Flask( name )

@app.route ('/event', methods=['POST'])

def event received():
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message = request.json|['message']

# do something...

return Jsonify({ *status": "OK'})
1if mwame == "' main ":
app.run()

523 XEWmATHEEN

Al —/ME IR R TR FETHE, FRARACH R Bk A, 34
H RN AR PEATE B2 B AR

A B B ROR R Z AN ERRERY, Al & ARAT R .

X AP S A I FH A B R g Skatt, SCIN4ERE IR AETImHE B RAE — 13
Has A2 SN FIRR . ANFIZ bR #eds 34— fanout 2874,

AL ET, B0 2 fanout AZ#4% IH) PASRAISCEIAE FIFHE S

IS pubsub 1530, AIARVETR ZLRVH B % T E RS -

524 AMQP gy RPC

AMQP HSCHL | — M G SR/ BAR R, IXEWGE 7] 8 RabbitMQ B #: HT TP
JSON M, BEfEHATIRSRIAZ .,

XA AR R G| ARG E T, AiE AR BT ., FLESE,
Nameko(http://nameko.readthedocs.io)FtA# FHIX 7 KA AR S -

{EXF b2 THTTPHIRESTERPC A, & T AMQPIIRPC 5 AL A _EAL 3t
AT, BRAET R e EEEEE, WHXNEEFEER A S A TFAPL 1%
FEEL— APIR] LR 55 DRIF (AT T -

525 RTELE

AT ERT RPN IRE

o BEARARS AT —ELHIMESS IS, AN PR RN i S
TR NI AR, WU I PHZEIFK

o Celery e T)m GHEFENIU 75,

o kS5 ZIHIIE{EHA B BIR ARSI

o IEH/ R IEARSSAH MU T7i5
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o IEAIE W RabbitMQ HIVH BACHERIE — M2 & MFEMF RS, ik
HE AT HL
o Pika A IR WHMAFTAH EALIE,

5.3 MRS IRIRZE

3 FEGER, 9SS SIS RIDIREINAR,  SORAI kiR
B A AR -

AR B AR — N FVERIERIFRE A, BB — 2P,
ot TSRS Celery HRFEAIHAth P72

531 HHREIZER

WERAREF request FEPATHTAE A EEH —125T Request HEA KZ i1
), I AR L ERERCRs, MO TAERURSE 2588

requests-mock 11 H (https:/requests-mock.readthedocs.i0) S | —NERAC A, X A4NiE
PC A REAE M A DA 251 H

AREFIHAA T — Flask M7, A —4 HTTP ¥ AU il /api S22
K55 o

X A~ N A8 A setup_connector() bR A 74 & 1) 15 K <= 1h, SR J5 £ AL & A A8
get connector() BRI EUIRAN 21

R MR, Jeiliid requests mock. Adapter() 3k B it 2% <25, 4R Jm 18 H
session.mount()}% requests mock i it g FEA R 215 .

import json

import unittest

from flask application import app, get connector
from flask webtest import TestApp

import requests mock

class TestAPI (unittest.TestCase) :
def setUp(self):
self.app = TestApp (app)
# mocking the request calls
session = get connector (app)

self.adapter = requests mock.Adapter ()
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session.mount ("http://', self.adapter)

def test api(self):
mocked value = json.dumps ({"'some': 'data'}l)
self.adapter.register uri ('GET', 'http://127.0.0.1:5000
/api', text=mocked value)
res = self.app.get('/api')

self.assertEqual (res.json['result']['some'], 'data')

&AL A At 7 F Ty S BE /s X T il 35 (http://127.0.0.1:5000/api)
w8 register uri SKFTIEMEN. . EECASSTERUX MR, A E AR (A
—AMEHME.

{E test_apiQMTT, Fez Ui mIN AR, 7 28 MBIk 5 I 2 hh R 52
fILf1) ISON #i i .

requests-mock {F [ [E M| FEIAZVLAC request, Fir LLX & —AMEMRR A HE 4 FH i
FACas, BEiEGIs AT IR P I 288400 ]

R I At Al 55 (e . 75 2 e R B TAE HARMEAES . IX R I 77 B0 oAt ik
F A4, AT DA T AN R L SE APT BAT AR, A BBt R 25
BX T

i AL BEHS B i R i Dh el 7B 25 3, (HARSS L e BRI ISR £
AR AE LS HA AR S BB E A T, £ IR SSHEAT B

532 BRI

SN St Aok eSO SR, e B LY [0 P

Seb R ERE N Kk il B AL, FARAE N ZiR Bl B E TS
D)o

S E FE RS N AT RN ROES E A N, & F ] Pika B ATE
B LM —FE

1. &3 Celery

WA Celery BRI MR, @700 B 21 e R — AN ESE) Redis Ak
%28 AIBIAHIEATRAT T & _LiZ4T Redis k5548 H2 Travis-CI i r]iE17—1 . LA,
AFETFEINBZ TAERBEIAZE., Flask fAFEH-5 Redis —#t TAF, HSZHWBH TS &K%
rgily

(S — P SRR AT ENNAIZAT Celery BRE, MIX—UIR 2N T HUEMN
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BRI T iEAPESHE . Celery &t | —> pytest MR fixture, PlIEfT— M
NLZRRE, FFEMNREE RN O HE

PUFEH Redis FE4RAMNR, 7TH fixture BCE Celery. 2 — LR Celery {155
P H KT, B tasks.py X1

TFHEZAEAN R — T FEEFRNIFRAEE— Celery =21, {HfFH
@shared task ZIHgs KIRICEREE celery 155

from celery import shared task

import unittest

@shared task(bind=True, name='echo')
def echo (app, msqg) :

return msg

XTSI | — Y echo ) Celery 1155, F R R7FRFH . ABCHE pytest KAF
H'e, T2Es2 celery config Al celery includes [ fixture:

import pytest

@pytest.fixture (scope="'session'")
def celery config():

return {

‘broker prl': “redis://localhost:6379%,
'result backend': 'redis://localhost:6379'

@pytest.fixture (scope='session')
def celery includes():

return ['myproject.tests.tasks']

celery config FREH AL 15 G Celery HRFEFT 1 TS24, celery includes {5
NEGR A PGIR . EAE, HAE Celery 5513 M 28 HHA M echo 1155
XHL, AR echo 155, A —PHRRER A L SCH A -

from celery.execute import send task

class TestCelery(unittest.TestCase) :
@pytest.fixture (autouse=True)
def 1nit worker(self, celery worker):

seli.worker = celery worker
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def test. apa (self):
async result = send task('echo', ['yeah'], {})

self.assertEqual (asyhc result.gst(), *yeah')

XHER, FAMFH send taskRARAALZ AT REALFSHAME—AFK, 1T
AIVEMAE Celery ACEE b AT S5 ER AT FHIX AN BRECKIZLT .

XSS AT 44, FEETE RS i ORME— 1 S BR

PR R, 2 — MRS A NIRFRIBAT — MES ), A ASRAES 1M
SN ZIRFERAS

TE NSRBI, echo B EMA IR S HiE1T, REEHELEAA
N F NS, BRI send task(Q KAl AESs BN EARIEE Redis 47

>>> import celery

>>> redis = 'redis://localhost:6379'

>>> app = Celery(_ name , backend=redis, broker=redis)
>>> £ = app.send task('echo', ['meh'])

>>> f£.get()

'I'Inehl

[B] BRI,  an R, 7 —2% Celery HRFE, 1EHAPRSCIN 1 4F 55 It i M.
H_ERAMESEE — D8, LR PR BN N A R send task()ifi
£55-

HELIXF I, Celery fixture 2137 HI MW AU HRFE

w)E, MHAASFEDZHSERF Celery BRFEIR [IZ5 5, FrUIAE AP ARG, 5%
XHMAH FERFE A TR A

2. IRNEMFSER

R ARMdE A Pika Fl RabbitMQ #E1TVH EALE, Pika FES HEFH socket FRERAIAR
Fran S H., IR USRI, RO 1 EAE 2 b PREFEE 2 WAl AIE AT -

% Celery —F£, A NINRIZ T — M4 RabbitMQ AR5 2%(Travis-CI tH44E 7 ix />
Tigg, n]Z U, https://docs.travis-ci.com/user/database-setup/) .

X}, RIETH B —F 17, A0 —N A M Rabbit BAZI 45 #23H Bt
ATEIE

YT LN RabbitMQ W B SR EFERT, ani2imid HTTP i A RIS
FATIE AMQP-to-HTTP HIMFHEH BTt —4F), I faj gl 3 oA S FatA 7k,

B B 2 N AR AT A I PRAMK I AR IR ST . (H2, RERELT A RINHEA
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BEz4TEAN T, *HEM Redis 5] RabbitMQ [KI3H B IR S5 28 KRR EAS 2 17 J.

5.4 ZFE/EG

RENG T —MRF LB FERE RS, SRS R SN T
— AR W@ I A Y Celery BRAZEE B =417 RabbitMQ 4 BAE R, SHAMIRS F8
HiAZ H
T AU A I 55 (1E HAS 75 A AR, I H IR 55 o

WAL HEA N IRSAEEE H, AL 2R AR, RMERERAE TH4, Zbug
RAEAE— R S s e .

XFMFO T, BB H ERGORIREERE TH ARG #B. 5 6 TRt
HH A er A AR S5 R ERER EA TG 31
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R, Sl FROAS RN ARSS . {H 2 B SCIE ER A A] R
i SR HATTEOUE — R MEIAR. Flin, B8RSR =AMk, T
MRS SO S = AMRIR ST, AR R BRI N H TA, PATT R TR
e ERER ] 55 KRB RS TMA S HAS R

Python M. FHAE R H AR BhER &, (HAEAFARSS 48 2 AW 15 B2
AR, =giy, AlEE AP H SRR A S A

PR TR T B R Gt BEIROUERER B MR IS AR % . X
W RS, Bl ZmE RS IR Gk S A 100%BNAF? MU
FEET I Z INER? RIS APL B | K2 RS 4%, BESBRRER IS4 LA
P/ FH 2 WIERE ML 2 X R RE=AE 1 S ?

ONFFEEM Al EX B F R, R EE U RIAR S 0 2 —FL,  BEIMI TS R SR
T EEERR.

AT FE LR PR R

o HPMLHE

o VEEETHIR

EARFGRG, VPR B S I E e 1 — EBAAR.

6.1 S BE

Python & 7 logging {1, ‘& AEHF H B AR 2t BRI T, A Arbrvti s
kit HE XM syslog. TCPE{UDPEHL Y-
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Flask N HH 2 fek H E50H ) SMTP k5545 . 76 M, 2 email errors &7
BREH T, email errors ZEIRAR K IE Ml FEEIXMEEZSSFH telnet
SIHIEE SMTP Ak 55 45 KA IXEBAE . W XA~ H B e &, st n] gefE 18 H
logger.exception() R LI il 25 — A 7

import logging
from logging.handlers import SMTPHandler

host = "smtp.example.com", 25
handler = SMTPHandler (mailhost=host, fromaddr="tarek@ziade.org",
toaddrs=["tarek@ziade.org"],

subject="Service Exception")

logger = logging.getLogger ('theapp')
logger.setLevel (logging.INFO)
logger.addHandler (handler)

def email_errors{func}:
def _email_errors{*args, *kkw) :
Ery:
return func(*args; **kw)
except Exception:
logger.exception('A problem has occured')
raise

return emall errors

@email errors
def function that raises():

print (1 dont exist)

function that raises()
R EmpAAEEEIE R R, SleeiR B —3 a5 e B R RS B A i

Pythont) B & @ F A 5% A EeA 32 %5, JMhttps://docs.python.org/3/library/
logging.handlers.html.

FEFFRARSS I, R H S5 B b el B S50 e &3d&En, (BUmieing, £
AR RGT, M TLET .




F£6E BE RS

A IR RS B — Mo, HEE RIS ] gefE— /M =4 B T4
HENRHER—EWE KX LT HEEMM. [, R0 A K=, A2k
% FTE AR S5 el nT RERZISAAFE /) SMTP AR Z2s VI B, RSN T K
vy N G AT e VAT

Rlit, ARG T LTINS RE S, BlUnH 288/ N8 RN
FrAMIRS R H &, FRR A n A H - S

H AT O — L R Gt ge s AbFE Python W AR HE . KB RGen]#2I HTTP
8¢ UDP VMY % EHIEFEEE, FEE D N ISR 4

Python #1:[X 75— & 441 T H.NY Sentry(https:/sentry.io/), ‘& A& & 1% H
&, IR ALESEM IR P AR R B E S Sentry BELERRSS A 1) @iy 45 M AN 56 &
tHiz. G FmSEHE T H IR T 2 TAERRE, 1B AT ) .

{H Sentry HiETHr RN, JAGEEEAHHE. WREAIERRZIMIHE, Bl
15 71 fhEk o

A MR TT 5 Graylog(http:/graylog.org). ‘B NEHHENH, 24T
Elasticsearch [ 58 K% 28 5| 25 (H & LRAFAE Elasticsearch 1), /8 MongoDB(https:/www.
mongodb.com/)17-fifi V. FH £ .

Graylog >C#F H € X H S T H A & e % =W 5L JISON #%30), BRIt 257
FTHE. EEE—THNERNHIWES, HalEREESHEAMBEERSEG fluentd)—
T1E.

6.1.1 ixz& Graylog

Graylog i 55 #4521~ Java M H], ‘E{fH MongoDB 1 AEHEE, FULEIRIE
H ERAF1E Elasticsearch 1. Graylog #51R 22 M LAt BANE TR 2030, e
1T, ATEL TN TR,

PRI LRIAC B 2. — N5 I Elasticsearch SEHEAIZS T~ Graylog 75 13,
AN AR —> MongoDB 51451 . B 2245 B A] 2515 Graylog 224 3 A (http:/docs.graylog.
org/en/latest/pages/architecture.html).

{8 F Docker(https://docs.docker.com) 552 — AR Graylog H7730, A K
‘© R I, http://docs.graylog.org/en/latest/pages/installation/docker.html

0 # 10 =BT F Docker £ EIR S, 284132 F215 4T Docker 4id%
BT 69 I AR iR,

5 Sentry Z8{lL, Graylog f&— M RNLAE SCFNIH, XN AERAARPFEE
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1. IRYEDH FZREM AR, B 5% H 174597 Graylog A R BE & — 77T o
Biltn, R EIEAT— G RS F L (Service-Level Agreement, SLA)MENMEINH,
NiA)iz4T—A> Elasticsearch SR A ZE —T/MES, FTES|HEEE.

(EXARLeA A KE HERIH, sHEEHMEESIIEARERE AR RH
GO T, BAT4EP Graylog Fithnl BE & M T &

A =EAAFE R Docker %1% . docker-compose(Gl it —/ M H st ez 1T AYL 2 24>
docker B35 1) T E) Al /b 115 B RN AR SS W 5 Graylog 42 H..

NEAHIEAT Graylog IR55, 77 EffifR %25 Docker(W.3E 10 ), SRS T
] Docker compose fitt & (K H Graylog V. 44):

version: '2"
services:
some—-mongo :
image: "mongo:3"

some—-elasticsearch:

image: "elasticsearch:2"
command: "elasticsearch -Des.cluster.name='graylog'"
graylog:

image: graylog2/server:2.1.1-1

environment:
GRAYLOG PASSWORD SECRET: somepasswordpepper
GRAYLOG ROOT PASSWORD SHAZ:

8c6976e5b5410415bde908bd4deel5dfble/a9c873fcdbb8ag8lfef2ab448a918

GRAYLOG WEB ENDPOINT URI: http://127.0.0.1:9000/api

links:
— Some-mongo :mongo
- some-elasticsearch:elasticsearch

ports:
= "9000:-9000"

— 12201 fudp:12201 /[udp™

B iXA SR L SCE 44 docker-compose.yml {R47, Z JEEAE B H R Hig T
docker-compose up, 1XF¥ Docker it £H7H MongoDB. Elasticsearch il Graylog %1%
I EN

— HIz1T, FLEeEN 2T hitp:/localhost:9000 K& Graylog {X &%, h)G
{5 admin {FE N A4 AVERLD R E -
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f# 187 System | Inputs A2 I—> UDP #ii A, LAME Graylog #2W AR S 1)

=k

FTARY )

ML, R 12012 88— GELF UDP A\, Wi 6-1 fros.

Launch new GELF UDP input

Title

micraservices ingsl
|

Global

Node

Se3d8890 / 2f1036260a8a j

Bind address

0.0.0.0

12207

Receive Buffer Size (optional)

262144

Override source (optional)

Decompressed size limit (optional)

E38B608

= -

Kl 6-1 fdsH A GELF UDP #ii A\

— EUBTHI Nt 4E, Graylog RS UDP il 12201, SR JEHE&IFHEdE.
docker-compose.yml XA A | Graylog 854% 11X N 1, FTPA Flask M A Al d
AR IEEHE

ISR AE T N 5 Show Received Messages, HLEE/SEIEL S | Ira AR H
SR, i 6-2 fir.
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Search result Histcgram e iy chemhisoard -

LT

b~ thiead same

K62 QEPraENEERINHERER

WE! DRI E M RPA BRI HE, MRA1E Graylog (GRA EAEL
BEEN.

6.1.2 [ Graylog %% H&

MM Python [7] Graylog %i% H &, R]f#H Graypy(https:/github.com/severb/graypy)-
‘B4 Python H Y Graylog ¥ & H 4% =U(GELF, 1. http://docs.graylog.org/en/
latest/pages/gelf.html).

Graypy PN UDP KiZHE, B, WRFEA T2 ATIREH S e RIXE]
Graylog, A4 n[iid AMQP &iXHE.

o X BT, 148 UDP L&+ E28F . 125 TCP R[E, 1¢ /8 UDP
BT EF— RSB, BAEAN, wRihe) B ERRTEEE S RE,
AR 4 2 F RabbitMQ #9192 B 7T 4.

N Graypy, 520k AE R H S 88 F il e 1R AT 25

handler = graypy.GELFHandler ('localhost', 12201)
logger = logging.getLogger ('theapp'")
logger.setLevel (logging. INFO)

logger .addHandler (handler)

graypy.GELFHandler 25822 H E#4 48 UDP 713%, R/ R4 GELF UDP #ii\.
Emppl, AR AR 12201 mH.
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Ki% UDP H#EARIEANKATRE S| iR, HHEHEAL, BIAASEHAN B4
52HL T UDP EidE4R

¥ Graypy FER%E Flask N, W EHZ7E app.logger LN INACEESS . HAJ{ERS
X Flask RN (oA b e o R M2 1 EACTTE KRN, 78 O M R AL AR
FHEBNCE AT .

import logging

import graypy

import Jjson

from flask import Flask, jsonify

from werkzeug.exceptions import HTTPException, default exceptions
app = Flask( name )

def erro:_handling(errmr]:
if isinstance (error, HTTPException) :
result = { "code': error.code, 'description':

error.description}

else:
description = default exceptions[500].description
result = {'code': 500, 'description': description}

app.logger.exception(str(error), extra=result)

result|['message'] = str(error)
resp = Jsonify(result)
resp.status code = result['code']

return resp

for code in default exceptions.keys():

app.register error handler (code, error handling)

Qapp.route ("/api', methods=["'GET', '"POST'])
def my microservice () :
app.logger.info ("Logged into Graylog")
resp = Jjsonify{{ "result's YOK', ‘Hello'zs "Worldl'})
# this will also be logged
ralse Exception ('BAHM')

return resp
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if name = L=

handler = graypy.GELFHandler ('localhost', 12201)
app - logger.addHandler (handler)

app.-run ()

i /api I, M2 Graylog AOAf L HE, LIRS EREWN R . & 6-3
FerR 1 XA R RIS B

Search result X
Found 1 messages in <91 ms, searched in 1 index, : i b
S e 3 20170222 12:35:58 R4S TareksdlacBook-Air-2 loca
Add count to dashbaard » T e e
[ SRE Jiupy ] More aions = E ??2469bﬂ-f8fh-1 1 EE'E&33'U2423C1 2{}5[]4 Permalink Ca P 1D Shiow Etiwnun{f]ns Messages » Test aEaini STTEAMm »
Recelved by faeilicy
Fields Decorators wipd on ¥ 9e3d BB f 6FEDE35efI55 thoapp =
Stored in index file
Default Al Mone | Fliter fields graylog 0 FE YT . Y A
g wr full_reccag
I':ILIE".} hack {mo oo ] q b2
¥ file
"graypyexc.py’ o
P ] function G e P
T level
] gy oY 23 12 18
L line w
L MEessage
Wa
) pid
function
» process_name _=mail srrors i
b B source
lewed
b | thread_name 3 a -
i gar B ' et = =1l F ’ line
51 flekds of current page or zli felds =
1E e
Highlight resulcs
message
A probles Q
pid
b BTl g =

K 6-3 AR ETE S

FH 1 4278 TSON Wil g 3% MR

6.1.3 Hn¥ EB=xE

Graypy ¢hfpokHEUIN—eoda 7B, Hili:

o LFENLASHNE

o PIDGHFE ID). HFEAIZLFEA

o HHATIMHIIREH

Graylog H S Us It H B EHLAAAEN source FEO)MIHAth —Le 7B,

T amARS, FERMNEZ LT U BEUMESBHERHE. Fll, HFHE
Eﬁ*"‘ﬁﬁ)ﬁ SUEP R — RSN, AP 2RRE .

XAME Bl 5 A LR 5511 app.session 1. AJ{# A logging Filter 25, & ¥

P& i%4S Graylog [N H& RS,
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from flask import session

import logging

class InfoFilter (logging.Filter) :
def filter(self, record):
record.username = session.get ('username', 'Anonymous')

return True

app.logger.addFilter (InfoFilter())

ISINIXANIL VRS G, 2Kf username FELANINE] R Graylog 26H -

IRREAE 2 1A B T HER IE A R A B E R L SUE B, #N 1% & I%E E] Graylog
. REW, BEREER, EEETRINE ZHIERN 28 —Samast. mRHE
BERZAMT, MRS, TRA—MERESEZZHENELT.

AITAIA4R T RS @it UDP PN R A HE K IE R — MET RS
F., —BEfHiEHE, XMEFIRS NIREEE RS R TIEE

tREATE HE, EIRPFRIRS TSN 2365 A H—EA B X MERA AT
Y-

A7, BeRFSLIIEN AR SS 25 ERE, FRELEIRE P — & RSS2 ME R
FFEA.

Graylog 4L i 2 —MEE A Graylog, € &a—RLFM L, Jw)atkd
&, 1)L hitps://www.graylog.org/enterprise/feature/archiving.

6.2 tHEEIRtF

GRS S TN, SRS —2 Linux KATHRESEHR A
FZ “PAFRT” (out-of-memory killer, oomkiller) K T5 i3 I HFE

DA R IR R ] g = 38U L 2 A7

o WIRFSFAAENTAMR, BN SHERENK, ARIGKIER . Python 1) C
PR ETSICHERT KRG H, SR EFERRGRE R N AF

o ISIE(FEAHANAFN L. B, HAEIEEN N 1 ESTE LR G
PR3- —FrAEST LA BRI

o MRS HINFA T —IRGSEINEIRZ1EK, BUCHEAESSN KAz 771,

Be PR ER PN A7 FH BRI TRl P AR, FFAEF P 32 B S20A R 1 fffIX 28 [n] J A2 1R =
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o

FEAF IS8R 100%1) CPU M ST . RE R CPU fFH Z 2
RESM, HURRSEERN, SEHERIPRE, RS RICIEE N .

iJE, UWNRFNE MRS AR LT O, R ERT 1RSSR 2 [R)AS 2 1T AR 52 o

(ERRAET H 3 N A= R8T, nl s S B I o3 i, Sl ilg — A
Ty 72 i 55 e A2 DR ) A — B (] P Bk 52 22 /D 11 ), BAARTE T 8ok A CPU
AN RIRIIT F7 1%

6.2.1 ZE%Giskr

BT Linux P RSG0EGTE CPU, WAFARIE ARG R B, RN R4
HEEXEEE, EHRE TAEEENT. W op K17 LTREERE A IZIT
RIRERE, JHARYE A 78 CPU HE

Python 11 psutil(https:/pythonhosted.org/psutil) i H ;& — 5S4, FIHERE
PAgmAE 7 RERBUX LA B,

Zier graypy B, AlRE—NNER, ¥ RSTerRFEIK1E% Graylog.

CL 7RG, asyncio TEMVISREFDTT CPU fH B 4 HE &K 1%45 Graylog:

import psutil
import asyncio
import signal
import graypy
import logging

import json

loop = asyncio.get event loop ()
logger = logging.getLogger ('sysmetrics')
ded exitbf):

loop.stop ()

def probe():
info = {'cpu percent': psutil.cpu percent (i1nterval=None) }
logger.info (json.dumps (info))

loop.call later(l., _probe)

loop.add signal handler (signal.SIGINT, exit)
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loop.add signal handler(signal.SIGTERM, exit)
handler = graypy.GELFHandler ('localhost', 12201)
logger.addHandler (handler)

logger.setLevel (logging. INFO)

logp.call late¥(l., _probe)

EXry:
loop.run forever ()
Finallyrs

loop.close ()

PASFIPERE T AEARSS % Lis AT BCIA,  BiREERER CPU MfE HTE L.

System-metrics(https://github.com/tarekziade/system-metrics/) 1l H 1) JHIA 5 H I A
F] (HaAIN T NAE A2 E 2. WHRAEH pip install 74, A4 rEEL— N

T IASKARI 25

— H A2 1T, #EELE Graylog Web V. H Wﬁ']@—‘/\@%“*@d“?ﬁﬁﬁﬁ’&ﬁﬁ('JIL
http://docs.graylog.org/en/latest/pages/dashboards.html). LR GGE—NEHRk, H T4 E
&L N ARIEEHR . PILE Graylog [1] stream HEEER, ‘©LRAEEIENTITHE

JNAE CPU fFHZMEIE 70%I KIXHBLE, Pl —> stream, ZRJ5{#H] stream #i
NWSRULEE psutil BHIAKRIZT] cpu percent FEX, WK 6-4 FTs.

search sireams Dashboards Sources System ~ 2 In 0/ OutD msSgs Help - Administrator -

Rules of Stream »udp»

1. Load a message to test rules
Recent Message Message ID

Select an Input from the lIst below and click "Load Message” 10 lcad the most recent message from this Input

Select an input j

2. Manage stream rules

Please load a message to check if itwould match against these rules and therefore be routed into this stream,

@ A message must match all of the following rules

A Mmessage MmuUst match at least one of the rollowing rules

il [ cpu_percent must be greater than 70

%] 6-4 stream FENI)

I, AJE P stream W)ER, IREASIN—2% email Bk, {8 HAE KM —ER
B8] 5 itk 2 o
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140

6.2.2 {XHBF5ER

X —LeiR S S, RerS RS i — etk RETRtr 2 IRA .

{50 New Relic 18I 3523¢ Flask PIHRH)—LLi FIRERER Jinja2 FIECHE R F )14
BE, LAM= AR Rt ml g T 2 1A FH A IS

(HA R EARS RS E T H, R e TE 2B, IBATEIET M.
AR ESIE RS . FlW, £ Python WERI T & CEER T, FAEnT
FHEZ T

— P B e T U T e TR B = 1) PR

RRIE T, @timeit 2E1Has U EE fast stuff)F! some slow stuff()PAN BRI ZLH
PATITR], SRIEERMERE R 2s Graylog KIE— R BELEHIKITE E.:

import functools

import logging

import graypy

import json

import time

import random

from collections import defaultdict, deque

from flask import Flask, jsonify, g

app = Flask( name )

class Encoder (json.JSONEncoder) :
def default (self, obj):
base = super (Encoder, self) .default
# specific encoder for the timed functions
if isinstance (obj, deque):
calls = list (obj)
return { "“num calls": lem{cglls), "min'; man({calls),
‘max’ : maxicalls), “wvalues': gcalls}

return base (ob7j)

def timeit (func) :
@functools.wraps (func)
def tameit (¥args, *%kw):
start = time.time ()

Ery:
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return func (*args, **kw)
Finally:
1E “eimers" nok an gz
g.timers = defaultdict (functools.partial (deque,
maxlen=5))
g.timers[func. name ].append(time.time() - start)

return timeit

@timeit
delf tast stufl():
time.sleep(.001)

@timeit
def some slow stuff():

time.sleep (random.randint (1, 100) / 100.)

def set view metrics(view func):
@functools.wraps (view func)
def set view metrics(*args, **kw):
try:
return view_func(*args, *kkw)
finally:
app.logger.info(json.dumps (dict (g.timers), cls=Encoder))

return seb view metrics

def set app metrics (app) :
for endpoint, func 1n app.view functions.items () :

app.view functions|[endpoint] = set view metrics (func)

Qapp.route('/api', methods=['GET', 'POST'])
def my microservice () :
some slow stuff ()
for i in range(12):
fast stuff()
regp = J8oniEy{{ *resaltt: TORY, 'Hellse': "Worldl'})
tast stuff()

return resp
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if name == ' main ':
handler = graypy.GELFHandler ('localhost', 12201)
app.logger.addHandler (handler)
app.logger.setlLevel (logging.INFO)
set app metrics (app)

app-run ()

XS E TG, BLEETE Graylog HHBEREF RN, & 6-5 Fr.

Search result -
Found 91 messages n 153 ms, ssarched in 1 indsx. 2017-02-27 D9:39-54.311 Taress-M o Eook-Alr- 2. ko ca
Add count 1o dashbodrd - ' T | !
i, hisia e = b1810a80-fcd0-11e6-8a93-0242ac120004 Permalnk  Copy!D  Showsurrounding messages = Test against stream =
Recaive d by facility
Fields Decorators MUCOSEVICES fogs an ¢ Sedd8RI0 / 2F1035260  _ main @ -
= F tuff_m
Dafault AN Mone | Filter to d 0001463 BF00TSERISRIE a
i o fast_stuff m
" 3771 @
disi [ L
— faciiity Fast_stuwff_num_call
5 L+
Fasr_soull
Fase stulf values
Generate ¢ 000143718 @ -
k118 [ ik}
Q val
3 file @
full_message
[ *mome s lo [ [LEGELT S a
fa U [0.533570% 1} "f P "
fas f 05 LELH 1[0, L8432
TIU57LIEODedE, Jay 2111
fasc_souff_num
Function
q
elds of curren X
B Highlig t II e

& 6-5 IEEFRANEFRIRHS

6.2.3 Web BREE454R

i Ja — NS H EPESINRTErRS HTTP G KA NAHSC . AI7E Flask M
FH N &R e I s — BRI INX L f5hr, (HE T2 Web IRST28 00 S, XFEn]
P/ DIPEH,  FREX SRR A A LI B Flask A=A N2

fan, R nginx BEEECREFRASCH:, mIRATEEEREEAR S ITE L. Graylog 5 —
M 11 (https:/marketplace.graylog.org) KA FH N A (content pack) X HiE 1T €. nginx
N &6 (https://github.com/Graylog2/graylog-contentpack-nginx) 8e i AT nginx 117 H &
MeHEHE, FPRHEIEEE] Graylog.

XA WAEBRL & MERARAGERL, ©FIH nginx [FJEE /7, {1 syslog >k &% UDP

Hi.
FHIXAECE, SREHRE — A UHMERE R, Bl
o ~F-I5Nm BN [A]

o TEorPrHIIEREE
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o CHEHIILE

o I AAIE R i

o CIRZSHEAI W) AN

S e REE TN HBTE A RSt Tehr, Pra XL H EAR o] TR sSeir Gk, H
KEREFEZ IS IR R ARG, WE 6-6 Fs.

&

g

—_— 7
A

b |

O
o

O .

ol &

Kl 6-6 FREXEIG P IEERAERITER

6.3 ZAE/IEG

ARENA T WATAERMARS T Web M IMNE T . E3HgE 7 i E
Graylog K& FE# H ZIHEHA RN H 5 Refer.

Graylogs f#H] Elasticsearch KAFEITAEHE, X EFHRAL L AR D)ge, &
TAREIR AR E R AIERgEIMIREH, e, st iEiEsn. HE
E Graylog N & 247415 RE. — B | KREHIE, 1E81T7A4Ed Elasticsearch ZE ) TAE
SR,

N —2febn, FETHFTIRSE HliskEH InfluxDatahttps:/www.influxdata.com/) )
InfluxDB(HFR) & PE A B =M B M. HXIFAEREAMEIRGT HEMFH.

WMRIRTE BRI R, A — TR RIFBhTaHh s X T H: ff
FH Sentry KACH %, fFH InfluxDB SKERERERE. Toielif], HERNHA Web Ik
ayilct UDP A= pk 1 HEMTERR, A MN— NS5 —A T RS,

o7 BERGIVEMARS K 5 — AN EET H: (/37 APL, Heft— S iU T &,
DL R 3B G SR B A

143






w [ =
B RE

BIHATNIE, B 7 B BEAIRA, RSSIRsE BN A7 1. 1 HTTP
TERARR MR FIZE R (HIXFERTS A SEA IR kA, AR R

o TLRNEWEIEATE RIS (S EIL);

o BLHIIERT VG RE KEIFERAEZ)

ian, KEBEOLT, #A S SRV — B 44 IR S5V >R 2 MH B E 2 i EiE 1

TEHAR Web M, B iniSub K EEEx1m, —BHP S, FmER
M2=E5 N Cookie, A H7ERHE HITEKRH .

ERT RS 28, IRMEREAT XN TR, FAMIRS A e 7, JoikAE
FH Web AT S5k, FEKFH—F77 50k B R vraldb ik S5 1Rl iR A .

OAuth2 U (https://oauth.net/2/) A] FEGUIR 55 b R IEHWES N B 43 B AUEAN AL,
A FHREGUE A P AR S Sy e AR 2E OAuth2 [1—Se456H:,  FF52 S Wal 30 uEi
AR5 HI B, IX MRS P R OR3P Ik 55 1R AZ HL .

ORAP IS5 S A R R & PIVEAE H . B, 2R —AN% P um s
Wit —ANmss, TRIXMT S EYGEE, R 2 EHEGER bug gk, #FE ZEAGN
EMTAFHZART RS, IR, X T3EH ™ HE [ DDoS(Distributed Denial of Service)
Weidy, BAIZTRENTINT, (HAE—NER Web NG KIS RZIR A Z 1, Ry
ARG 52 H W I TR

wJa, EAEEARRE N B RIP RIS, tEh RS, BiEfr HTTP
HE N mAERAARIREM . REfRERHYIZE— SRR R, HER
frfeT i FRE A R SR BT 7E 1) 22 4 ]

DL A& A 27k ni 1) 3

e OAuth? FHXHEA;
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o TESZERAEET 48 (token) (K] B {3 BEAIE A Wife] TAE(I;

o fI4ax&IWT #nihE, PLLUWIATE TokenDealer Ak %S H H & KRR TUIR S ;
o A=l Web N P kg,

o —EU{RITUARST DI B ESLER

7.1 OAuth2 1/}

OAuth? J&—/N 3 KHIIbRE, HRRIT Web M, LA NS H 2[4
8 5 HAth Web N 2 RIFAE H.. (HEDARH TF2 2440 RFC £, B DURMEEERR .

OAuth?2 [PJ#ZCoJBAESE s — O IRSS D S5 UETS SR (1 B3 DIARIS AR
T RIE T LU AR, RIS el AL oiHe . — BIRAERIEN MRS 1
TR, FH P B SS T A X e pH ke ) B3 5

5 4 FEEFE XM M T Strava kS . 7EIEIT Strava (S SRR S5
FUIHBUR G, RAERFRIIRS A A 1 —RER K Strava APL. X Fi%
BT R AT AU VT 7] (Authorization Code Grant, ACG), X &8 i IR T2,
W A=E OAuth, BUNEH A S bk S s =J7 N . Strava 41K
— BT AR L APT 3RBUCHS, A 162 Strava Celery HRFE/E BRI FI &R &
fFHE.

el 7-1 w, BN P AN B TS L, N APEUT RN Strava IR
%, SHA RN ERQ, 2gEE RS Strava i)kS, SR Strava RG-SR T M
1] Strava API [IRR®@), —H5ER, NS HTTP [B1HRESRAEAUNY, HEHiEE
CLH P S 43 K iJi 1] Strava APIG).

@ o p

—ENA

K7-1 HPS5NHAE

ST A& H A B P AR IR SS (8] A B, 0 —MRBEER, FRANE it
UEFZAL(Client Credentials Grant, CCG), AR5 A A][a] S uE ik 55 iR 96 E, @it
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BAIE G 2R G — RV IR S B /2 R

¥ 240K/ 9., 1557 OAuth2 Authorization Framework 4.4 7 P 3%i£ 9 CCG
7 % (https://tools.ietf.org/html/rfc6 749#section-4.4).

XFh I ARBOT AR T AL, (EARSS ISR P AR, 21 Web UTTHT . 383
AR A R 77 MBI 138

XTI T Rk S IS, X AR RS R A A R S S A SR uE A
B WIS T OAuth? PR ITIRSAE N S S0 uE MRS, FHEREEIR S5 [H] 2
A EH Y, SRR —ANTRCD RG L IR T R, A KORIE R IR &R
IS A AN TS OAuth? PRI 24T S SeE, — IS,

CCG MAAFEHRA MBI, FIAE AT H P s ™ R ks 2 1]
IAZH.. BRI TAPRE R, TTARYE T SORAR BA AN RS AT R 2R

WIS =77 UBREE P 1 S ) R AR 55 AtRii =R, Rl isim = BeaX S Bk
NRFIX N5t NIRRT T4 CCG .

o S R R KA B 6 H MEERR S, MRS = kg kit A2, AR
% AuthO(https:/auth0.com/)#t 2 —AN 8 GG A kfifk 5K, S TATHIRS
WA, EREET ER4IPTR APL

SIS IS UEGAIR ST, BT R T A B S UE I SR B . A R B 1R
R T, WAESR OAuth? FHIHAM N A TR S .

7.2 BTSSRI

AITRE], AARAEEMHPZE5RER T, JRSEEDT N 53— RS, nlf#
F CCG Vi

CCG W E MRS v G P A2 S SRR 5 5 UE, FF319— N2, 28
J& A XA 2 S HAh AR S22 HL.

SHERT 2R, EUEBYT R E BIEAS 2V, it H P E k5
REGRA BIRRHRA2 R, BEa 107 st IR % .

AR RS B, X S S IR PO FE R A . .

o HPAXEIDUWESE LT AHK);

o PRIEJLl, famMAEFERIITH AEAE (L. BASE);

o [N[RIEK, FE/~ YAl &AT;
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o HHAINFIAJER, FEANREZACHT Al A 2L

R M LENE, FERERIRSBIVERT . “ITRAL” EE IR S1 Re et 2
R AS A TR AN BRI, I A B G AR S5 (R 24 77 v 2 T2 RIS 7 =X,
— AN R BT FH A ) AN [ R AUIR 55 -

OAuth2 JyH A RS H JTWT Frifk.

o E X OAuth? RiR4|-2RKAEH IWT 474, 12 IWT ARfEede ik 27
OAuth? ¢4 K.

721 JWT R

RFC 7519 $#iiR[#] TSON Web Token(JWT) 24 (1138 FHFRifE .
XH, SRR K TR E, & A SRR
o header: LA XLHENNEE, W FIWIRFR0G A B

o payload: FRMLSCIREIE;

® signature: IRULSHMIBLRAEE, HTRELEEE.
JWT A hE{H base64 gmht, Frlln] HEE R TR .

X BN As T TWT 2

eyJhbGciOiJIUzZIINiIsInR5cCI6IkpXVCJI9
eyJ1lc2VyIljoidGFyZWsifQ

OeMWz 6ahNs f-TKg8LONANMnNFHNtReb0x3NMsOeY 64WA

o AFGARR T, LRSI AME R AT EAT T, M /RGN 2 2
T8,

;ﬂgﬁﬁﬁlﬁﬂhﬁﬂfﬁ$fﬁﬁm%:

>>> import base64
>>> def decode (data) :
# adding extra = for padding if needed
pad = len(data) % 4
if pad > 0:
data += '=' * (4 — pad)
return base64.urlsafe bo6ddecode (data)
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>>> decode ('eydhbGci10i1JIUzI1INi1iIsInR5cCI6IkpXVCJ9')

b {"alg” :"HE2536™, "eyp" s " JJNT" }*

>>> decode ("eydlc2VyljoidGEFyZWsifQ")

b'{"user":"tarek™}"?

>>> decode ('OeMWzbahNsf-TKg8LONANMnFHNtReb0x3NMs0eYO64WA')
b'9\xe3\x16\xcf\xab\xalo6\xc7\xfelL\xa8<-
\x03]4\xc9\xc5\x1c\xdbQy\xbdl\xdc\xd3, \xd1\xe6:\xel"

5% 1 signature {7345, IWT 2P EE—HE(2 TSON U cheader %85 typ
Hlalg 8. typ HFIRIXAE IWT 2, alg SN RAE FWIEFIIG A5 50025
NI header 5758 FH (1IRG Ay 5S40 HS256, ‘B4X% HMAC-SHA256 5i%:

{"typ'": "JWT"’ '"algl'l': "H8256"}

payload & F LM EENE, FAFEAE RFC 7519 RIEFHN IWT FH,
RFC & X T 2l Re & TIE A BRIER, FRO9TENT 7 B 44 PR (Registered Claim
Names). LA Fedf—#fs:
o iss: SERMNIRAE, APPSR LLTK. B2 TEERERFENL
Y I P m n] X AN B P =R/ well-known/jwks.json JKIR1G AEH.
exp: FERIMANTIR], FHRTEFN2 RTINS 25K
nbt: AAFTIE, FRE RN Z JI2 B2 LR .
aud: FE32AK, FHRE FIER LRI
iat: A& R ARATINTIA], R R4 AN AT -
NI payload fil-FHEAE F E I user id 14, VAMATLEARIERA 5 24 /N
RIS TR —HAERL, A RREE A 24 /i

{
"iss": "https://tokendealer.example.com",

"aud": "runnerly.io",

"1al™: 1488796717,

"nbl ": 14888831717,

exp": 1488969517,

"user 1d": 1234

m

}

FE4E A R BN G THT,  IX L header Pt B $2 AL T H KR R 5

MRIEIR S5 i, A R A= A7) (7] (Time-To-Live) i §EfkGH, HATEEKFITCIR .
BN, FERS 2B, £RGH ktd S e AR A, s R 8]
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K—, 7, WRSERMGINTIERE, AR Ak — L 2 4
JIWT 2 fa— #8772 signature, '©/EL7 header M payload 13544 {H. H
TRAMGHENFILAIREZ . FURETEH, FYRETAHARHN.
T4 UfAI £ Python H{EFH TWT 4f#.

722 PyJWT

{t Python 1, EAERGAIER] TWT AR, PyJWT(https:/pyjwt.readthedocs.io/)/E &
fit T JERA TR

—BHAER] pip %3 T PyJWT (LA M eryptography), #tEER] encode() /7721 decode()
TIERGIEL T

THfEH HMAC-SHA256 HAGIE—4 IWT 8, IRRRIHEE . AEERE
I AR PR SR AL A% EHIRIE signature:

>>> import jwt

2> def oreate bokenialg="H5J250"', Secret="seorel', “datsd):

return jwt.encode (data, secret, algorithm=alqg)

>3 def redd tokedn (token; segret="secret', algs=["HS236"]):

return jwt.decode (token, secret)

»>>% "‘boken = credle token(some="datd" ; inthe="token')

>>> print (token)

b'eyJ0eXA101JKVIQiLCIhbGci01iJIUzIIN1J9.eydpbnRoZSI6InRvazZvVuliwic29t
ZST6ImRh

dGE1£fQ.oKmFaNV-C2wHb WaMAfIGDgBPnOCyOzVi-JWvh-6bRQ'

>>> read = read token (token)

>>> print (read)

{'inthe': 'token', 'some': 'data'}

o R7R: create token()F iE1EA ik ASAA jwtdecode(), F-ik AT #ATRAE
JIEA Fk R ENEA N, R —AMRIFHF B, THEEEAMEIRR S5
1 &9 e Fik; “Ti719 https:/auth0.com/blog/critical-vulnerabilities-in-json-
web-token-libraries/ 7 f1¥ 1.

PATICARRGIS,  hRs LS AE AR S 40 A% Ui
GNRAEFREM AR — I, PyTWT KRS A= B EOR AT 722 Bilhn, W Raeflt

150



FTE KPR F

exp TEHAE O, PyIWT R,

HRA RS BT, RS HRHATE AR 22 AT R HAR
AkSEERZ, CRR IR, A RS A TR R US4, IR EESL .
X E BN, W2 e O IX A Z IR ST DO Oy — Tk -

im AT HZ R F R T B RIEe A — 58 . WRBEEE AMRFEA RS I
EEH, BN MRIERGREZE

AP RIFRTT R H A SHARAHA B AR TR . R A F L ALK
BB, WNEEA BRI A AHRIIAZE A K B KA

498, WRBEEE R, SIS IRISIE L RS, A RGTHKIR
B

(ERZHEAEOL N, AR A S O I b i AR 52 BB Al gett. H
T BBk 2 Rt ME— A FRAHIIMTT, WAE T4 S IR UE IR S IS 2
GATENE, AR R EUR I R 55 3B AL T R i 7 ) R B KA

NHSEE - M a A EXARE

7.23 ETIEHR X.509 H5EiE

X.509 FrifE(https://en.wikipedia.org/wiki/X.509)F T-{#4" Web M.F. HAMEH SSL
[yt ;5T HTTPS SRARMEAR S FRLE S Web RS 8% LA —4 X509 b5, FFHUET
RS Ml T A i K

IXEEIEFS H CA(Certificate Authority) iR, 5 Wasd ] H— AN BasuE i L i,
W ZR NI e SCRF) CA SREGIETS o

CA R = A PR SAGAE SR A A HUETS, PRMK T EFUERIXE:; CA
NAZIAL A HUES R A A .

R N BB ] M shell B HAE 4IRS, FrLAURAN E = S xS F— e,
ARG & IEERK. WRIESH PN RHEE/ERN CA MKk, Flin Lets
Encrypt(https:/letsencrypt.org/), ALAUETEATER .

o BR: A TFRNOBIRS, R AHAFTANBHRMT 98—, AR
BLPERBHTIAT . Rit, wEMRESEZRE =0T, REZEAS
ZFWIRS, BRAHRI—/~ 451549 CA. Let’s Encrypt 3F %47 A fn BL%&, 3.
eI B B AR Web 0944, i@idy &, REH A Ta9L T A ¢ kKD
IR %

A=A A EEARUES, REa TS TWT S84 .
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7t shell H', TJ{HH] openssl 2 REIEIEYS, FEMUETHIEEAHFFAEHXT .

PR o RAEA AT macOSTRAE 2 45, F E-Abrew 4 openssl, [ #openssl
HmacOSHIRT .

S openssl req -x509 -newkey rsa:4096 -keyout key.pem -out cert.pem -days

365
Generating a 4096 bit RSA private key

writing new private key to 'key.pem'
Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields, but you can leave some blank

For some fields, there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:FR

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) I[1:

Organization Name (e.g., company) [Internet Widgits Pty Ltd] :Runnerly

Organizational Unit Name (eg, section) []:
Common Name (e.g. server FQDN or YOUR name) []:Tarek

Email Address []:tarek@ziade.org
S openssl x509 -pubkey -noout -in cert.pem > pubkey.pem

S openssl rsa -in key.pem -out privkey.pem
Enter pass phrase for key.pem:
writing RSA key

X =AM R 4 S
® ccrt.pem AL IR
o pubkey.pem AL MUEHHEEU A HH;
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o key.pem IFE 7 RSA FAH, INERY;
o privkey.pem CHEE RSA #0EH, AEINEHI.

o RSA X & Rivest. Shamir #= Adleman, X% =AM #0945 . RSA & Hik
H A E R A 4096 NF T, FFHOAA R 2.

F L, FATAI{# A pubkey.pem 1 privkey.pem 7E PyJWT JEIAS -t 745 44 FISG1E 4>
W24, BeUEd 3 F RSASSA-PKCS1-vl 5 25458 SHA-512 M7 v

import jwt

with open ('pubkey.pem') as f:
PUBKEY = f.read()

with open('privkey.pem') as f:

PRIVKEY = f.read()

def eredte bokam(*>data) :

return jwt.encode (data, PRIVKEY, algorithm='RS512")

def read token(token):
return jwt.decode (token, PUBKEY)

token = create token(some='data', inthe='"token'")

print (token)

read = read token (token)

print (read)
R GICHTZRL, B2 R

b'eyJ0eXAiOiJKV1IQiLCIhbGciOiJSUzUxXxM1J9.eyJzb211T1joiZGF0YSIsImludGhl
I1j0idGO9rZwW4ifQ.VHKP2yOldCUrS5YAOCZsGXF_mesMJNNYcnBHe4mFiPpBDCbMhrI8
h10vrl1BaCiN8rVEMcUXQ4Gc7183w6ga3spyEzONg3-Sv-eld4rPbTgbbmPErrnWPRIH
ShQMHsMebVO1I910VNmMVI3DIEMV4AriqR1uJMIFYuy A7fB2r8IqeHBfrsEPWmvw2 tI
Z3V3dJGU4ZBkn8zdzgfbou LHc28 dyC32kR2EcInsRV3zRffEjx60cjzmNNFgBOKYZ
HunO0ITzBqdhOIiRxPF4rgYG3oBKJXP3u2uyfBifNy3Bz4bMPJ8iRRmQleciyFdzDkm7
J4SAyz5T0TKHSPOZA-9x6dgacQ9w JAtmE1H7u8 ES 2TxmvbBLgsXIzghAhG1lO0CL79
UeSKeXMTjc8DOQrIbWmaRCIbPYy9Adl IJOxqul4UnCoUhUQ6PZwD6CEuUaZT jKdPvglin
_—ulTjrw/e339WCIQZS5DFCzMe2F0TY-kI52-AaNEORaAO80SCWW3E7u-NcStbD019Md
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X3bxNOFANVL62BUDQxind7TFF7YFX3zTXTul5Pex2F64YvnhGl1CDk337htROt8B9VH
8CIUWo 2ujkair8zCdd9sfIdssOGFDnawlIX2NPGd4vZ1dpwODwHBaXw0gP8zzcRAsuZ
TrfNMZeJTH6gB-KMc5UKf26nAc'’

{'some': 'data', 'inthe': 'token'}

ERE, TEONREMERISIELL 700 A R0%dE, WREED LI, o “%
THEHR IWT SEoR” Z— N1k,

BATE a5 2] T WAk IWT 2R, IAEESCH B e Uk ik 55, Bf
TokenDealer .

724 TokenDealer #ifR %

P Sy B IR S5 T 28— P2 S CCG s i—Yl. X1 CCG i, MAHM
e 2R AR S 2GR, NERIEFREANS M. 2RIARINE 1 K.
XS R R ME— AT R AL 2 IR DS s XS HAREEIRIE 2 R AR S5 PR L
He MRS ME—RIERAFAITT 25 ID A HR T .
— B RSSIRENE| SR, WAl AR AL SEE, B mT 7 i) RG4S AR S
LI R R — AR SS T, ATEAHLEL A TokenDealer #HATYGUE. HIRIEFEH —
MOTR, R — AR, (AR TWT 223880 CPU 4, XA RAER
B SATER S BN, RGARS (EESAT CPU BER TAE, FlNImEE SR T
VEBLTR A SOK CPU ARS8, X SHghin—LeaiAs,
UFE, A PRI R k.
NSRRI — V), XAl T 226 3 1~ APL:
e GET/.well-known/jwks.json: X/~ API #2fltA%H, {#H] JSON Web Key %%
i, X REC 7517 (https:/tools.ietf org/html/rfc7517)$5R, 4 HAh MK
FREEIGUES N, SAXA APL

o POST/oauth/token: iX> APIIEEZ57E K FEiEIR A2 OAuth RFC FHfEEH] T
/oauth HTZY, M5, ¥SHN/oauth RIZERA— ) 72 K H IARAE

o POST/verify token: iX/> AP iR [A14-AT RE, Wiles 72 4 AR, NI [A] 400
FiiRo

{5 FH https:/github.com/Runnerly/microservice RS IS & 22, ATEIEE—>
k5 181 51 Flask blueprint, LA SEHL 7 iX =4~ APL

T HEEER— API, B[l POST/oauth/token.
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523 POST/oauth/token

St CCG #fit, AfHEAREIIRS K% POST 13K, body H4 & LA R 7B URL
S

o client id: —/MFRTHY, FKME—RIRIGERE

o client secret: HIREEIERE F % H. EMiZZ& MBI, HAET

i I FEMHE auth ARkRSS L.

o grant type: FXACEAY, Wi/E client credentials.

HEASEI, FRATRE T ik

o 7t Python MU {RAF | HAIZR.

o client id &I -

o Z4HH binascii.hexlify(os.urandom(16))4E %

S BE T o R R S VAR, MRS SEIE— 2 EIFR A

import time

from flask import request, current app, abort, jsonify
from werkzeug.exceptions import HTTPException

from flakon import JsonBlueprint

from flakon.util import error handling

import jwt

home = JsonBlueprint ('home', __name )

def 400 (desc):
exc = HTTPException ()
exc.code = 400
exc.description = desc

return errar_handling(exc)
_ SECRETS = {'strava': 'f0fdeblf1584fd5431c4250b2e859457"}

def is authorized app{client 1d, client secret):

return compare digest ( SECRETS.get (client 1d), client secret)

@home.route ('/oauth/token', methods=['POST'])
def create token():
key = current app.config['priv key']

Ery:
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data = request.form
1f data.get("grant type™) != 'elient credentials’:
return 400 ('Wrong grant type')

client 1d = data.get('client 1id')
c¢lient secret = data.gel('client secret")

aud = data.get ('audience', ''")

1f not i1s authorized app(client id, client secret):

return abort (401)
now = int(time.time ())

token = { 'iss': 'https://tokendealer.example.com',
'aud': aud,
'iat": now,

‘expT: now + 3600 * 24}

token = jwt.encode (token, key, algorithm='RS512"'")
return {‘access token': token.decode('utf8')}

except Exception as e:

return 400 (str(e))

create_token()fR B FHALEH, RAEHBEN HBCET priv key Fo

compare digest()H&F THLERA/NEL, VAR LR QB P snt)if F3E, B

o 3 Ea—R =i AN client secret 69—/ANFA4F. 12 REF R T=—=34F4F.
SAG T4 6T X e T SLBRBAR A —FR T 7 k&, BB AT N 5 e94E
AT A RGBT 04T, M EiE B R 4.

AR ) blueprint HL2IRA TFRZRI A, Hp—X) key FHRSITHRS, X
AR T oA AL TWT 2R, WAL 75 25 S0k r AR 95 o

o =] f£ https://github.com/Runnerly/tokendealer F %3] TokenDealer /%R 449 7
RARED, oA o AR B AP ANILE R AofT L.

iR 55 AT SRt S 2E i ARSC I E 2 DRE. Blan, EEEHEMEES), FtRIRSS
A RNRVFAER—ME B AR BEH—MRFE A H, RBUXLEARSS R L
2L
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it TR T4 B S BAIE R GG, A TSR SRR TR e R, 244

TR r] BAT R SRS, AN 24107 Runnerly SRR S, O W84 1.

ER 7-2 v, YNtk EdiE i 55 e ZEAf nl A TWT 2> REA PR il Xk 2w i) 5 1) «

®E
Flask R F8
! L3
ll Strava
EHRRSE ﬂl
o 22
= TokenDealer
BB E

Or O~

AR 55

~

Cookie 15]a]

ﬁ JWT i /8]

AR5

72 A TWT 2 Wk BR HI xS 2w 17 v

KR IIWT R R as: RS FEE—PNTWT AR, X L8R 4% n] 385314 F TokenDealer
KIGUEA R . B i Flask M 75 25 DU P S 40 M TokenDealer 3 EX 2 BB & B TR

XMHER)

WA C A5 7 CCG | TokenDealer k%5, /- @BARSWAIEH E

7.25 {EF TokenDealer

{£ Runnerly ', k552 Strava BURENEREG e — N LT S I ER 451

To I AR RSB AR S KA I A A S, dniE] 7-3 R

XN I S PrI0AIE, wEE R4 4 B ERSE R

(1) TokenDealer 4 Strava ERFELRAF client id Fl client secret XJ, #RXJ54)5-45 Strava

BRI H K FED.

(2) Strava HAFE{#H] client id A1 client secret [7] TokenDealer 15 K22,
(3) Strava HRFE{EREIK ) Data Service /&% 15 KIS # T G
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(:)‘ FEEAR 5 Fﬁ_ i::
Or

Strava

client_secret

TokenDealer

O-r

YN FA$A

Or

client_secret
client_id

B 7-3 i BRI S IR ARk SRS N 2 i 5h

(4) H k558t H TokenDealer AKIGIESRE, BEHAT—/ N4 TWT 4k

SRR, 0 A3 W E S S uE AR S5 e B UL T AR il
o XN Strava RS FT R &5

Z 5, W55 AT RRRAE TR B SR N8 2 (RN 2 —GREL, B BT3RET) 4
A 1), EVERBARIRS N, WS RETE S 3k E B .

TSR, EH T requests FEGRBIHFAE —ANEITLE localhost:5000
- f#) TokenDealer, & —Mz4T#E localhost: 5001 - [ZEHRE R S5):

import requests

server = 'http://localhost:5000"
secret = 'fO0fdeblf1584£d5431c4250b2e859457"

data = [ ("elient ad", “straval'),
('client_secret', secret),
('audience', 'runnerly.io'),

{("grant. bype', "elient credentaials*)])

der get. Loken|) :

headers = {'Content-Type': 'application/x-www—form-urlencoded'}

url = server + '"/oauth/token'
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resp = requests.post(url, data=data, headers=headers)

return resp.json{}['access_token']

o 7%, /oauth/token £ 69 2 A E 5 4EMmAE JISON, X2 —/AFREALEIL.

R H Data Service I, get token() FREGREL >, 2 W 7E Authorization
LAZ B

_TOKEN = None

def get auth header (new=False):
global TOKEN
if TOKEN 1s None or new:

_ TOKEN = get token()

return "Bearer ' + _ TOKEN

_dataservice = 'http://localhost:5001"

def call service (endpoint, token):

# not using session etc, to simplify the reading :)

return requests.get ( dataservice + '/' + endpoint,

headers={ "'Authorization': token})

def call data service (endpoint) :
token = get auth header()
resp = call service(endpoint, token)

if resp.status code =— 401:

# the token might be revoked, let's try with a fresh one
token = get auth header (new=True)

resp = call service(endpoint, token)

return resp

WS A H Data Service 52 401 M5, call data service()BREUE: 2SR — N
2R
“29.401 W RE W B RTEERTA TR S5 FOK B ZhAE R b
X FEN ARSI S ieuk. AI{E GitHub {CASZER] Runnerly T H H13£ 3]
BT IWT S50k 5888, IR HAE 9 S AR A
TR AR Web Ik5HI T — AN EEE Tk Web MHIPT K.

159



160

Python /AR E F %k

7.3 Web R By XIS

R HTTP S s [ HAM N AT, 8B HE serdi 2 5. 849 HTTP & ib#f
GRS TR AE T SR
(EAESCH S, (Sl E R 2 anit. R AHE ARG R 230 IR A
M55, HWHEEMAT AMNAZEIR Bl —A™ dxx WS, FE 2% P i i SRR 4a v iRl . %
THEEFH ROIERPEEE R B NAZ U R o AR EAMT NN 245X ]
OWASP(Open Web Application Security Project, i Web M HZ Wi H,
https://www.owasp.org)s& —MUF TR, FHIT 7T ERYT Web M HZ2 A RIT N
[Fif25E . E4 N ModSecurity T H A1) Web N FHESLSRAE—2H RN,  DLEBEG G 7
Wikt o
R TR S N, AR AR BN _E 2R P #R T ge 52 B e . {HAN AT B
N, Kisr #2G A ERGEE HTML P22 B AT APL 5 P $T%CE, X
Wi/ T IERER TG .
AT BUAIZEIET ISON IR AR AR
FEULZ AT, Se/rdl—eam i WA B
o SQLFEN: HEhEFEAERTRKIEIRLG SQL E). WIRARSS A H LT K
NAECE T 2ZH)KAERK SQL &Tifl, RJReEEEE FE LT BEEE IEK .
f£ Python 7', WIHRAFH SQLAlchemy & o H JRaG1ER], KL 20,
AR LG SQL, ERIREE A=A IEMHIN 1 515 . e R4S
Mg
o EUARBIAR(XSS): XA R KAAE R R HIML (1) Web DU E. T &
F— ) @ Pt s e Ty N HIML F B, LUSER AR LE &L
v EPATIERE
o HEuhiEk{AIE(XSRF/CSRF): X A A F A HoAth o s i A e R B Al
% . BLAY) CSRF Miahy s AEAE AckS POST 1EKET, Filan, — I -%ebmsa P
W — MR, W% P s BT CAFER R UE &GS POST 53K
HAMR Z X #fimdE PHP 248, FNREZWaeikEIRZ PHP MA, ik
oy, XU RIE e P RN . EWASHE A & (Local File Inclusion,
LFD) . 2 44 (Remote File Inclusion, RFI)ELz FE (L 4T (Remote Code
Execution, RCE) &% WG 7730 I v N BS54 SO, X e
SHRYAR ST AT — E R E . B8, X R A AE Python M A, {HARFT B FIHY
Python HEZ4AT N E HIRF B REE S iX Lt
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TS RS, R F A R R Ry 3. STl R A
RIERCRIE KRG8, LT A SR AR A R AL BRI 2 i 1 SR T = BEE 45 1Rk 9%
(Denial of Service, DoS). 7% FimA B &K DgeH H o E#iGKE— APLE, 2AmzlA&
SPAN SR ERXAN R, WRE I A MR RFAT I, X SRR i B 2
A e BRI

B ARMEEAR ST A IR R PIVR SR 2 o, ZERIP I R MRS HE, IEH 1R
KAEEE
AT A MR AAT N EAR WAF, ‘R AR 28X Ak S5 TR LR 215 K25 i

A IR — AN WAF, 25| FARIRET 28 i 4o feT 52 P A i

WAF. Fif, xAF JSON #94%iR 5k, 12/ 144 ModSecurity #9525
&) WAF A& NARAET

AT Flask (RS I E TN WAF, (EAURFTE AL S, SHIVRET
. — AT HOMRTT R S Web %43

OpenResty-Lua #0 nginx

OpenResty(http://openresty.org/en/)s& — Wk | Lua(http://www.lua.org/)fif B 45 1]
nginx 7} K #v, Lua 7] FRImE Web k55 a4

Lua & XFFNESRMENEMMAETES, B0 DEERIRN B =R . 218
SRt —BED R, HEANERNFPIIEE. FEHEIE Lua A% S P EFER

£ Python & # R, Lua dE% Python tt,, —HIAEIEAEYL, JI/NS LRI H
UGS IIA . ERREL KU MRRAE PRI

i 42 %& 1 Lua(http:/www.lua.org/start html) , 5f 7] /¥ FHi Lua Read Eval Print
Loop(REPL)KZwfE, ‘& 5PythonJ#lE A e E—HF:

!

$ lua

Ima 5.1.5 Copyright (C) 1994-2012 IL.ua.org, PUC-Rio
> io.write("Hello world\n")

Hello world

> mytable = {}

> mytable["user"] = "tarek"

> = mytable["user"]

tarek

> = string.upper (mytable['"user"])

TAREK
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o Z3X % Luaid3, 7159 http://www.lua.org/docs.html T ## £ % 48113 &;.

Lua @HAE MBS IR, SHRAmPERIN AT e SHMAFARD, HFHD
VRIS FEARRAE A . JX 2 7E OpenResty HEF Lua (3. AR T
TEFEE nginx BRSNS 75 ZERFIIASAT nginx —EE4wiF, VRA]{EH Lua IS FE Web k55
v, JR5 HFEA OpenResty — il &

M nginx Fic & HifE FHHELE Lua fCRSES, OpenResty 1§ 11) LualIT(http:/luajit.org/)
PRI Atz T EA], JFA K nginx ACREAS . — PR RERLAERT USRI,  HEdk
[0~ Lua rJREEL C B C+HEEPR(IFZ 15 http:/luajit.org/performance html).

£ nginx FESINRE FEFEFEAE nginx F 72217, FEHARS#HIEI K=
FERERI, ARSFAFRITHBMRAD, X ERBATELER WAF.

OpenResty /£ 4 Docker 8215 F1—4%E Linux AL, A /EARHIGRPE, FHRHNZ

i5 2% http://openresty.org/en/installation.html. 7 macOS _I, n]{# ] Brew F1 brew install
A
A

openresty fif
— H OpenResty %2524, Fi3515 openresty fii%, 114 nginx —#£ & NN E
55 -
T, nginx A BRACHENT Flask MR, 128 FHIE4T4E 5000 S - L

daemon off;
worker processes 1;
pid openresty.pid;
error log /dev/stdout info;
events {
wcrker_connecti@ns 1024;
}
http {
include mime.types;
default type application/octet-stream;
sendfile on;
keepalive timeout 65;
access log /dev/stdout;
server {
listen 8888 ;
server name localhost;
location / {

proxy pass http://localhost:5000;



FTE KPR F

proxy set header Host Shost;

proxy set header X-Real-IP Sremote addr;

proxy set header X-Forwarded-For Sproxy add x forwarded for;

HeAC & AT 5 openresty Ay AT R2E, RifEm 1 8888 izt MAT SRR
HE), EMEIAIENR, RJa1E45181T1E 5000 ¥ ) Flask M.

S openresty -c resty.conf

2017/07/14 12:10:12 [notice] 49704#524185:

method
2017/07/14
2017/07/14

(clang-800.

2017/07/14
2017/07/14
2017/07/14
1042560
2017/07/14
2017/07/14

12:10:
12:10:

0.38)

12:10:
12:10:
12:10:

12:10:

12
12

12

12

12

12

12:10:12
7168:92233720368547775807

2017/07/14 12:10:12 [notice]
2017/07/14 12:10:12 [notice] 49704#524185: start worker process 49705

VR, JURCE W ATAEEE nginx AkSSAs ], FUOIEECA £ REA Lua BIA.
XHji7e OpenResty HIAFAL: B2 MMlAI nginx FC5, FHETIAAECE .

[notice]

[notice]

[notice]
[notice]

[notice]

[notice]

[notice]

49704#524185:
49704#524185:

49704#524185:
49704#524185:

49704#524185:

49704#524185:
49704#524185:

49704#524185:

using the "kqueue" event

openresty/1.11.2.3
built by clang 8.0.0

OS: Darwin 16.6.0
hw.ncpu: 4

net.inet. tcp. sendspace:

kern.ipc.somaxconn: 2048

getrlimit (RLIMIT NOFILE) :

start worker processes

o AT 69X Ffe & 7T 7£ https://github.com/Runnerly/waf %3],

HIFREERS, PTEARNZEAH Lua, BIAMHIRD T

e access_by lua_block: 7EAERGIANHT, XTREME NG RESRHILD, X&n]
£ WAF Aty i) AU 77 .

e content by lua block: f# ] Lua A=

TR B U NG R TIE Z R
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1. RWEMF LIRS

R RBFE R RS AAE — BN R N2 TE R ¥R, 7618 21 PRI 368 2258
15K
HRPRATRGE T Web HR55d A [Fl—m A2 H P IR AL IR R G R, HERRIE X
BB TR 288TE K. T VR 20 KA A BAAR ST 48, PR 4S A BIE Y.
HABVNIRE.

P BR A AE R BORSE . N I R AT RA 3 — A PR 2

OpenResty 7 —™M# A Lua 9w 5 18 5K PR 51| & lua-resty-limit-traffic(https:/github.com/
openresty/lua-resty-limit-traffic), 7J7E acces by lua block #57M%H -

XAT)fefEH Lua Shared Diet, iX7&[F—MEREPN T nginx TARZFAUEEKIA
MU o A A SRS T R IR R E R 200 A

B BASNRST Sl w3 E—A nginx, PTvAg RIRFEL A AHAN
Web R4 E. Hb, RO E—MIBS3E AT SR ZI 1 HGHE, 3t
SRR B RERT# B — 5.

TSN T lua shared dict € XA access by lua block #i7 KEyHd R R . &
w, AT H R o A

hitp |

lua shared dict my limit req store 100m;

server {
access by lua block {
Ioedl ‘1imit req = reguire "resty.limit.req"
local 1im, err = limit reqg.new("my limit req store",200, 100)
local key = ngx.var.binary remote addr
local delay, err = lim:incoming(key, true)
if not delay then
if err == "rejected" then
return ngx.exit (503)
end
end
if delay >= 0.001 then
ngx.sleep(delay)
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end

}

PEOXY PASS ..

}
}

access by lua block 730l k% Lua K%L, HA A H] OpenResty A [1—LEAR
EAPREL. B, ngx.var ZfFHUITH nginx ZBEIIFR, ngx.exit() & ] B % iR
S SR R B . AR, T R PR A 28— R 2= [B] 503 0.

RERCHIGE R BN AR S 20T, FEAD my limit req store 7-HALZE resty limit.req PRZY,
SN e B & 2 P il bl Y] binary remote addr {H1# A incoming() &%

incoming () B £CHH 3 A 3L = 7 BUS RN I AR AP R B R ST IA
B R{ERHE R —NEZEE, Flan, S 300 D HAIFKRNFELAFK.

NP ERY R, mecoming()ERELSIE A —ANMER(E. Lua 2R IXANMEREA
1) ngx sleep( PRAHERR G K . AR IR AEEORIA BB (E 200 I, ZEIRN 0, 1ifs
% PR R EUE 200~300 YO 2 AT GEIR, Rt ARSS 25 A HLBUH Ira ek Y
ERFITEK .

XAPUHER B AER @R, IRk 2R .. WE FIRtE2 — T
V%, LIRSS R BIAARRITE I AR 5 A

folln, SR — LB R R AR5 E T 4G AR T BT VA RIS SCRFEIE 100 MK, AT
BB R R]; 1k nginx FE4415K, S HLE Flask Tk S Ak LEHER R H SRUONALEE
TEAEPATICE LI CPU THHEZELT

Rr: APk e AR R 692 A2 Mt k. 4R nginx RSB ARKY
12 FRIEE &, MAER G K1Z 85005 K TRiafzdit, TN, J5FFPR4$| A
AL P om(IRFEIR -2y &, X2, nf2#htid 5 £ X-Forwarded-For 49
FAZ &P,

lua-resty-waf(https://github.com/pOprOck5/lua-resty-waf) il H BE 525 lua-resty-limit-
traffic [FJFF 2 ITIEE, (HEEML | 3 20897, IEFE1E ModSecurity AN SCH:, Kk, £
A d H ModSecurity A5 FTESL T, AI{EH OWASP i H H AR SO

2. Hftr OpenResty TgE

OpenResty i #VF% Lua A, T#SBSHE nginx. AEETFARA L Z (6 A
S QEE e
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WS [%]1% hitp://openresty.org/en/components.htm] FJZHAFULEA T, RIHE]—LAT
MTH, XETEM nginx 5EARE. ZAFIRGAHFHTICH B/ —PMubE ] H
FHIX %A OpenResty 244, M4k https://opm.openresty.org/.

WSAE Flask Htik &1 RTTH % FH OpenResty, Rl HARFEH 5, AlLE/REEA
KAE Flask W HF R CESFE L OpenResty H111) Lua A0S . XFHET H BIA RN AEZ
H 3 OpenResty 1, M2+ H Web A% a5 7E 1 H Flask W AT & 5e Al — 22551

fFlan, anRAEH Redis 8 Memcache k9545 KZA7 GET %15, R %M Lua i H]
‘BT, wshn ek # B — A v U 22 A7 RUAS o sreache-nginx-module(https://github.com/
openresty/srcache-nginx-module) gt & —NSLHL | _BidThge T H, BT 7 2&4F,
DA/D T B 4 Flask AT GET .

MEE— AT T Web N HBE KBEBHEINE, OpenResty &M K1) nginx
7, FTRTRIER S WAF KO TIRSS, ekt —py kg Erges. &
SE b, WRVRA 4G OpenResty MRS, L2865 Lua, BRI R 28T 5.

AR E R ARG SO E AT IR A E R R AR S5

7.4 RIS

0 7 E MR WAF . B R ANINRE R R G Thee +a A H, (HA
REBES R AT BEMI L. — BARME AT, WUnl ReE 2 &Mty VRIS

2N A EAER T, (HAESCB P AT . A DL R I IEEA R I

o (EANTRIRANE RERAE N FHANEIETT, ARNOZEH HHPEAEEA T

o MNATERSGE EHATIFTE BRAEERIN 20 O HYGHAE PRI

NHEEF WA A R A TS S

741 WiISEANREE

FNRNERT S AR, XEWEEAATE SN AN, ANVIZE
HIUTEAIEK

filhn, nHE—A AP LR A BRI B —17, SLFREHR S nirA
i 3 XA X2 BTSN S 0 SO AN AL S A

A HME RN B, WERA— Flask SAHMEARERHHEL JISON
B, NEREAEHEEREARE, SSOZREAE NG R &AM EE, m
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AR E HE SRR ER & . i, {4 Swagger & &R NI HIXANE X
R AE NI AR S T

{518 H £ H JSON A& 2, (BB ITI, Ee 75— 2/ AL,
EHE BRI AbEAR E 1 .

ERE HIHAT &8 Python iHAJIY, — i A] B i Tl A8 Al 95 45 o AR A
(Server-Side Template Injection). 2016 4, FEFET Jinja2 B Uber Mk RN 1 iX
FE—MNMENTRT: IeTFRAEPAT IR Z AT 28Rk 1 Raas 2L

AELSEAT FEHX AN -

from flask import Flask, request, render template string
app = Flask( name )
SECRET = 'oh nol'

_ TEMPLATE = o
Hello %s

Welcome to my API!

class Extra(object) :
def Jnit (self, datd):
self.data = data

Qapp.route ('/")

def my microservice () :
user 1d = request.args.get('user id', 'Anynomous')
tmpl = TEMPLATE % user id

return render template string(tmpl, extra=Extra('something'))

T FH B8R %s 7EA5AR_ 34T TR sA AR B, IXAMILEE N 24 T — AN EK
Wi, FORNE RVFEGEEFLE Jinja BIAPATRTEANRI.
£, user id WEKAE T ZEUEH, EMNEHF 4R & SECRET:

http://localhost:5000/?user_ id={{extra. class . 1init . globals
__["SECRET"]}}

167



Python R & F %k

PRI, 4 WA P 3 5 - TAS R AR R B . R EPHE AR P AMS RS,
A f§H] Jinja Y0 &, 15275 http://jinja.pocoo.org/docs/latest/sandbox/. Xt 1ELEPEAL 1%
R, W @R KON B R iR . B, anSREAERR H g nT i R
%, EififREU  class B MERAGEFEHM.

AT, HTESHFRE, RAEIEACE Python Y&, IRAEZRICE — P&, 5L
VD EA B A REATE T BUBTHRCASIEIA o B 22 ) T2 S R I PG AN SZAS AR A G,
FHAEEAR A BRI TR A HER -

T RAEFEABGE T & SQL i A) . WKL SQL A k)& H 5 4G SQL &
FIAER, RN AR FRAE SQL ENIWT T

fE MR, —AMERHT ID RN E RS ERIfRIER select By A HHENESM SQL
i5h), Wl insert 1B7). XFE, BB RAEZMEERANEHEERS 4%

import pymysqgl
connection = pymysqgl.connect (host="localhost', db='book')

def get user (user id):
query = 'select * from user where id = %s'
with connection.cursor() as cursor:
cursor.execute (query % user 1id)
result = cursor.fetchone ()

return result

extra query = """\
insert into user(id, firstname, lastname, password)

values (999, 'pnwd', 'vup', 'somehashedpassword')

# this call will get the user, but also add a new user!

get user (™1'; 35" 'S extra gquery)

IR LG SQL BHMSEUENE 5, #tnlBhibiX/NMgR. 7£ PyMySQL 1, iE
A ZHORAE 1A A e RE i A 7]t -
def get user(user id):
query = 'select * from user where id = %s'

with connection.cursor() as cursor:

cursor.execute (query, (user 1id,))
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result = cursor.fetchone ()

rteturn rasult

AR TRFEEAXANTIRE. Bk, HREEMEIRLG SQL I IEmH{E XL
THEM % T .

T B E [l A AR RN e — s WA IR, B A B 24 e M 2
—ANWERTLUE, I IER) URL (N EE Rk, vt — il Kl

@app.route('/login')

def login() :
from url = request.args.get('from url', '/')
# do some authentication

return redirect(from_url}

XA R 3 B M BINEAT U, 8 IR X R 2 B B . 1
redirectQI, 8 url for()RREGEEE %2 FFT R B 773G, url for()pRIECREAE N FH 43k
A — MR

AN FREEEMBE =77, FHABRMEH url forQOM redirectOrREL ', ENTR]EERF
2 FIERIAE T .

—MRRTT RESE P NH R E RN =T B RIEAE A, BRITE
(AT B I I B Bl =7 P 58 BT B E [P XA H 4 R T A

fiH] after requestQFs 1 A58 LA LARIRTTSE, 24 Flask AIRMANI, 21 XA
PR RN ZRIR E] 302, IRATARYEZS 18 1344 Al 1 A1 Fokps Al & e

from flask i1mport make response

from urllib.parse import urlparse

# domain:port

SAFE DOMAINS = ['github.com:443"', 'ziade.org:443']

Capp.after request
def check redirect (response):
1f response.status code != 302:
return response
url = urlparse (response.location)

nebloc = arl . netloe

1if url.scheme == 'http' and not netloc.endswith(':80"):
netlos 3= Fagat
1f url.scheme == 'https' and not netloc.endswith(':443"):
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netloe 4= Y2443 "

if netloc not in SAFE DOMAINS:
# not using abort () here or it'll break the hook
return make_respanse('Forbidden', 403)

return re Sponse

B MTAENKESE, MZIGZAR EATNRTREXT R GE AR NTLET 8 -

742 [RENMNABEE

RfERAE LR N E O MrSR Y, AATERASERRNAMARIT A, Wik
IZH RN A B AR E RS S

W RAR S5 BT S HANGIAR S5 AT A L, N IX SR BT S I0AE, 32
SRZE S/ NI . #0522, ISR MRSS IE [ ARG S A e BOR H, Et
AREPATAEST POST A, FFRR#I R 2.

AI7E JWT A8 _Lse SO (Ui 5) R FRGIE RG], 7E4hEH permissions B,
scope # FUSIIAHI S B flan, 25 POST igR{EH 1 R G TR, HbRRUIRS
EIE{EEZA B

XS — NN 5 1A GitHub K P AR 8% Android TFHUBFR IS A I $ o
2NN P B VEAINE 5, AT [ R 4aiX ey [ AU FR .

IR BB H A ARG RS, I ATLE RG T ANEF A% IO KSR, PR 55
MRS AZHR) IP A H, HXMIEERNEE FBORFAMELENH. £
AWS(Amazon Web Services) =8, AFFEACE Linux P kg, HFEEAE AWS il
& T U7 A R RPA]

5511 ZEANPET Db = B ARSI A FR

bR TN, RERTRE, SR AT A AR AR BIR AR N 32 BIPR . L Linux
[¥) root BTN HA R E R, URKERZENBN, 24 TRSEE R,

filan, WRNAHIEARARSE, A NEASGBEEEFRE 17, XE TS
Wk B iRt TN E RGN ST .

X G root U n] CLECAEUACHE (IRl R KZ 58 R EIs 1T e UAL
(Virtual Machines, VM), {HEME R —AMIREEIEHFE, WIRAX TR, ik
ARZ RN . IR — P Hah 4] 7 VM, AT geit— 4= 258,

JBAE AT PSRRI AT SR A A ) el

o Web k&5 HFEM HIE root FH BT,
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o M Web RSHATHAMZAZN EAEFEH, RERRIXFHL.

XN, 140 nginx 1) Web k5525 FIERNT N2 www-data F AT
HKICATHRE, X PRI X SRR R Gt L HAT R SRR N =4 FHAE
Flask A% I, /REAESS 9 HE T, IESLEGE(E Linux RG2S RIF s TRk S 1.

W28 2], AFAA] Python 7EiAH] os.system(). subprocess #l multiprocessing
I5f, AR AT R S E R G EIHATARTORIA A . X T@id A R G0 A LT
HEPFaliEIS FTP 328 =7 Ak 554 (1) i R 28 A ERAR i Bt o B R TEAE Y 22 4 1)
&, A—MOTER s AR, B2 H Bandit linter.

7.4.3 {EH Bandit linter

OpenStack Ft[X (https://www.openstack.org/) 815 | —NEH i F H % 41/ linter,
PRy Bandit, FoK %2R A A % 4 1 AU (https://wiki.openstack.org/wiki/Security/
Projects/Bandit).

1Z T BAEH] ast BEEDTA0S, 5 Flake8 SHA linter 38Mbl. Bandit /£ H4T
1 A2 2

— A H pip install bandit fiz4%35¢ 7', HIR[ig{T Bandit a7 234 Python {UA
R

RPN & =% A EE. 55— MR YAML p2 oS
EATR, MHE R — 205 7 2 E0E A B

import subprocess
from sglalchemy import create engine
from sglalchemy.orm import sessionmaker

import yaml
def read file(filename) :
with open (filename) as f:

data = yaml.load(f.read())

def run command (cmd) :

return subprocess.check call (cmd, shell=True)

db = create engine('sglite:///somedatabase')

Session = sessionmaker (bind=db)

def get user (uid):
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session = Session/()

query = "select * from user where id='%s'" % uid

return session.execute (query)
EIXBHIA _HI21T Bandit FAGII R =ANa) @,  FEAEHF R X Lk fn] 2.

$ bandit bandit example.py
Run started:2017-03-20 08:47:06.872002

Test results:
>> Issue: [B404:blacklist] Consider possible security implications
associated with subprocess module.
Severity: Low Confidence: High
Location: bandit example.py:1
1 import subprocess
2 from sqglalchemy import create engine
3 from sqlalchemy.orm import sessionmaker
>> Issue: [B506:yaml load] Use of unsafe yaml load. Allows instantiation
of arbitrary objects. Consider yaml.safe load().
Severity: Medium Confidence: High

Location: bandit example.py:9

bandit example.py

8 with open(filename) as f:
9 data = yaml.load(f.read())
10

>> Issue: [B602:subprocess popen with shell equals true] subprocess

with shell=True identified, security issue.
Severity: High Confidence: High
Location: bandit example.py:13
12 def run command (cmd) :
13 return subprocess.check call (cmd, shell=True)
14

>> Issue: [B608:hardcoded sql expressions] Possible SQL injection



FTE R Ik F

vector through string-based query construction.
Severity: Medium Confidence: Low

Location: bandit example.py:23

22 session = Session()
23 query = "select * from user where id='%s'" % uid
24 return session.execute (query)

Files skipped (0):

AKFAEH ) Bandit fiiASE 1.4.0. B85 64 N, WREe)EE kG,
WISy RAEE T S, B BRI H TR RS B S, SRR

filtn, eI FIZ1T Flask B, — N2 R A= T 2 4 )
R R H e st R LLU R R

$ bandit flask app.py

Test results:
>> Issue: [B20l:flask debug true] A Flask app appears to be run with
debug=True, which exposes the Werkzeug debugger and allows the execution
of arbitrary code.

Severity: High Confidence: Medium

Location: flask app.py:15

14 if name = ' ‘mE3in "

15 app . run (debug=True)

AR LA, KT ARRE, BEETRMAR, RERERHE. —
L 1) S B AN X IR A 722 14

NHERACE ST S i ZHCRIER,  LARBS R m] @ LA AN 34 tests/ H K B
RIS

[bandi t]

skips: B201

exclude: tests

FE34E B RFK A F 12 coveralls 2F T BT iRAn—A Bandit AH. 4=% 3 &
Frid, X —itiE KT 255 AR AR %ET .
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15 ZFE/NEG

AFERUHIMAT A TR RN A SR ] OAuth2 Al JWT L RHRH TS 1L
ST SAEAIZAL . 42 W AE PR R 8 X H ARl 55 AT 930, R @I XX

SRR o
(EF A PAVRT, REQRHAATE ARG, GRS BN RS
AR

bR 1T R L7 KRN, Web NAHESR M E 7 1EAE APT _EadbA7 S aleii FH I 4 7
V2, IX BRI Lua wfRiE 5 W im, ek 3 15e )7 HE I OpenResty SEHRPT K.

L AE Web Ik55#5(1M3F Flask W H)5ER 2541, OpenResty BNRUIRSHEIET
U773\

wa, ZRMNERIEEZENHRS T, EEih RIFMmIEsCE, HEi iR
548 NI H PRI BEHATE BN AMES . BN Bandit () T A Atz L
RS ITEA %4, e R RH R RIEE LR, Fi, 2B HIELR
PR EFIEITE

AREEARPE I — N2 2 P il S5k A B, 55 8 T HiX D
IrNEE, XA RNR ST 245, FHE s ielist & iy JavaScript M {# A Runnerly
IVAGER




‘—

2

O

3 |

=

BIHATRIE, K TR T kSS, b et B IR I
ZEAHITHA AR N BRI P A, b2 P e ) a8 HIRAN 1 R4

HIAR Web SRR T2 'S JavaScript(JS). —48 JS HESL— EHIR L 5E BT

CRER_ B4 Model-View-Controller, MVCO) &4, 1% R SiAEN W asiziT 4k

F RS B A (Document Object Model, DOM). DOM 2 11l 5% 28 M 1) 45 F A4 2 30
.

Web H A RTEC MRS dsimia gy —V), A i MRS a3 E YR, RE7E
# P imiE gV JRELEIA Web N B SO &) v i —#f 43, mA S IE Ak
Franit T e R X AMOEBE R, T b, IR T HEEE R PR
IXANEEAR B KA /2 Gmail N, 2004 £F 72406 A2 5 o A0k 1) 6 0K o

Ej Facebook [1'] ReactIS(https://facebook.github.io/react/)ZALUH) T B2t | &2 API,
EES | HRAEE DOM, [N Y —ZEHER, A% in Web HUE 4% Flask b
FH— 718

ARk, BRE—RAMSHI— N IS A, TRiRMEREZEHIE—1.
AngularJS(https://angularjs.org/) ¥ e i s DeR, (HIEER, LFTF2H kS CFEAR
Ad S E React]S SRSEE N A K47 UL

XFh G A RIS . B REWERZAFTKAESAE JTavaScript AN HAFES R
g, —dRRPE, U Service Worker(https:/developermo zilla.org/en/docs/Web/API/
Service Worker API)x& Web & H IE AN AR s RO EA T EAR o K& 7E
q 51T IS . —AN¥ IS T HEIRE Al BE XA FFPE AR H K

REGEMTHL B UL M RE R HARER 77 N—1~ IS HEZRITRE 2 7 — M A KK
XEWRE, PNHBERMARS EMEFERITTE0 DR E T34 IS HESL.
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X} Runnerly K5, #H ReactIS f— /NSRS (Dashboard), 2R a4 %
fE—NEH Flask MHY, ZNHRBRES RGHRT . b, KRN
U S5k 52 H .

AEEEFE =7

o fHiH] React]S Mt — MUK EL—React]S &/ Hlz

e Al Hf ReactJS #k A Flask V. H

o SIS uEANFIAL

T i H React]S, FEA T 145 AL, VRADK B AN E Flask H44E Web UL,
D& K = 3 2 L E

8.1 #3# ReactJS {{3K#

ReactIS HEAZSEHL DOM #i%, kA SHAFHLHIAARbERAL. I Reactss i
UL REREEETIENZE, MIUHAIRISTEHN, Reacts 51 %21 EA1.
AR, 24 DOM B, (RO R4 . IREI RS
8777, React F A FTEMILAR TAE.
A f# A JavaScript 8 JSX KL React H1AYZE, W F—"1 T,

8.1.1 JSXiFi&

JSX B4 FE(https://facebook.github.io/jsx/)%5 IS Wil | XML %8, 4IEGE DL
i, %0 React]S 1) T E2{FH AT, React]S #:DCBHHET N9%'S React]S M 1B
(EWIBA W

Mo, <script>® & div &, div BA=EIMEAER div ) XML & XNE
SR ISX. SRJ5, ReactDOM.render()FRELE DOM i div AL &,

<!DOCTYPE html>
<html>
<head lang="en">
<meta charset="UTF-8">
</head>
<body>
<div id="content"></div>
<script src="/static/react/react.min.js"></script>

<script src="/static/react—-dom.min.js"></script>



<script src="/static/babel/browser.min.js"></script>

<seript type="text/babel™>
var div =
<div>
Hello World
</div>
ReactDOM. render (div, document.getElementById('content'))
</script>
</body>
</html>

TP~ React]S HEUZIK% React &AT 58497 - browser.min.js MAf7& babel &7
R385y, E L AHEN W AHBEUT A ISX IS ATHZINE . babel ¥ JSX BRI H L
IS, IXNEAHRFR N 1 (transpilation) .

o babel(https://babeljs.io/) 2 — /45525, 540 T He945F B AR, 483
ARAF ISX 484 %, JS. R EZH M AR AATITA text/babel, BFT1EH €

KT React]S, FR T ISX WIFEiEYE, HAth—UI# s % WL JavaScript 155 . 14
2 React]S WK, FEOIEFSIEY: Web TN IS F(ATRER ISX, tHATREAD).
43T React]S KO iE—2HAH

8.1.2 React ZHH&

—

React]S & T IXAFIAEL: VU A o3 AN FE A4, AETES% 0L T Y &350 73 i R A X
o 4,

fian, nRABREIREIBESIRAIR, PIAE Run 28, MIMZE T4 e RIER S —
HIES); Runs 28BS SNHI3E, AR Run ZEK9E 4ebE—T.

BN EREIL React.createClassO) PR EUK G, &I & 3SR 7 VA R BLGT .
createClassO R EVE G, 18L& props SRERATFH T B HEAE NI ik

NMEHE—NHTR) JavaSeript 3O E X Run 28, A Run 251 render() R R [A]—
<div>Fr%s:

var Run = React.createClass( {
render: function() {
return (

<div>{this.props.title} ({this.props.type})</div>
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=
}
i R

var Runs = React.createClass( {
render: function() |

var runNodes = this.props.data.map (function (run) {
return (
<Run
title= {run.title}
type= {run.type}
/>
) ;
| E

return (
<div>
{ runNodes }
</div>
)5
}
b )i

Run ZB4E div iR [A][){H 2 {this.props.title} ({this.props.type}), IHILV5 A Run 241
props JE&MTERIEG,

Gl EERun S| i 2 3H 78 props B 4H ——1X A A= fERuns 2 [FJrender() /7 72:7'. runNodes
AP e AL & BT Bl Y Runs props.data 41) .

X e B fa — P —SL451 4k Runs 28, DL il React 8 props.data 41| KVE G
HPTE B o

7t Runnerly MR, XA AT ARG A TE SR 51 4E . FATRI B 75—
™ React 25, f#H AJAX(Asynchronous JavaScript And XML)## = H1 XmlHttpRequest 25
K B HUINEGX A F13R

iXse MMl loadRunsFromServer() /7 v2: & A I TE I 1S 45 Fprops HL I URL A
GETiEK, MRS 23k BUEdE 5, 185318 FH setState() /7 V24 1% & props.data[l'){H .

var RunsBox = React.createClass( {
loadRunsFromServer: function () {
var xhr = new XMLHttpRequest() ;

xhr.open('get', this.props.url, true);



xhr.onload = function () {
var data = JSON.parse (xhr.responseText) ;
this.setState( { data: data } );

} DBand{this)

xhr.send() ;

by

getInitialState: function() {

return {data: []} ;

b

componentDidMount: function() {

this.loadRunsFromServer () ;

by

render: function() {
return (
<div>
<h2>Runs</h2>
<Runs data= {this.state.data} />

</div>
) ;

}

a8

// this will expose RunsBox globally

window.RunsBox = RunsBox;

IR (state) ARl K React AT APHEHE K EH DOM. HELLFH] render() /7
2, Z S EREE Runs [FI<div> B Runs SEFIFIEEAS Run SEFK IR PAZRER T 24
fLidic

Hfit & loadRunsFromServer() /772, RunsBox 33, | componentDidMount() 572, 24
] RunsBoxZE 1) S5, ¢ HAE B ReactH FHE R I BR )5 » 2518 FH componentDidMount()
Jiitie i), getlnitialState() 752 7E SN SR, F—AN T8 data k)i fbprops
SEAF o

BRI R TR B %, (H—H5E, DhReRER K, BN FRRA
T B ETEA R AR AT, React 23 FH s A1) 77 UAER b8 S HAh & 70
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AN —NIRASstate), KAV, React BZHEHHLAE DOM, H
4L DOM. — H 4L DOM &4 781k,, React Bk D B KAk w3t B FH T HE45. DOM.

AT B HETONIENARETE ISX ABSHE AT PRAF N ISX Aibk, Jfaid LR 77 fE
HTML A

< IDOCTYPE himl>
<html>
<head lang="en">
<meta charset="UTF-8">
<title>Runnerly Dashboard</title>
</head>
<body>
<div class="container">
<hl>Runnerly Dashboard</hl>
<br>
<div id="runs"></div>
</div>
<script src="/static/react/react.js"></script>
<script src="/static/react/react-dom.js"></script>
<script src="/static/babel/browser.min.js"></script>
<script src="/static/runs.jsx" type="text/babel"></script>
<script type="text/babel">
ReactDOM. render (
<window.RunsBox url="/api/runs.json" />,
document .getElementById('runs')
) 7
</script>
</body>
</html>

%5158 FH /api/runs.json KATEE4L RunsBox 25, — HHEMN#EEEE, React 21
FHIX/~ URL, FHAERERRIMPESINIAIR, XAPIERPMLL Runs 1 Run 7-f1

EEIX BAE A window.RunsBox [fidF RunsBox, iX;z[A°A babel 45iFEgsASE
runsjsx T AHEREE. P Afta Mk ER window FEEIEAREAE
<script> [ L Z 1 R A

TEN E s Hh B P — I FERE L. S FRATHE 3R ISX 3, F—1K LA
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KN4 React]S 89N %, FRIENIZITITA T o, 2THE S 13 L.,
=T 8126 49 2AZ(JL hitps://facebook.github.io/react/tutorial/tutorial. html). 1% ZF2
Je7 7 React Aol TR EMHER P RE—BXRFET MELELEFXE
HF—F.

MAECEH | HERT React 1 Ul BIZEATF, £ FRHTUARHHER A Flask.

8.2 ReactJS 5 Flask

P53 React WIS, 185 {6 H Node js(https:/nodejs.org/en/) K g5 A & asimf Chg .
Ko —E S T HMERES RN TASER S .
JRETNE, React M 5E2 A5 Flask —i2izqT. A Jinja2 {E4% HTML Tjf;
55 JavaScript XL, ARG ISX S E NERS SR ML IR S . AT,
QrrATIA, FI{EA React (1) IS #aUIIAATRG SRR HA SCAF— &2 MUFE Flask
S HFE .
¥4 Flask M 44 4 dashboard, R MU a1 EL H SE58 46
® Ssctup.py
e dashboard/
®  init .py
e apppy
e templates/

e index.html
e static/

® runs.jsx

app.py M — N EARN Flask WA, & SCHRME— HTML A

from flask import Flask, render template,
app = Flask( name )
Qapp.route('/")

def index():

return render template('index.html')
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app.run()

%18 Flask ACFRERSSCAEREE, static/ H ST A SO #R(E/static URL K.

index.html Bt 5 _E—" R FBARL, AR E T Flask 1274

PL & M Flask 1247 ReactIS MR —1]. SR1M, #% ReactdS KATHRUAE Flask
EAS S E IR AE4E I H MR . EFEE G 20RE R IS . shak,
JavaScript SURA R Z AR T H, TN,

8.2.1 {EMH bower. npm F1 babel

FIHarNIE, Flask NAERERAS JavaScript XA R-A9%EE ReactUI. R1f, WIS #t
XA, ‘B React FIHA JavaScript /2 1 58 U 7 A& HAE N — 0l S B —
— % #H Python AN E AT Hr. Ak, nIERSH%4E JavaScript )& AR
npm(https:/www.npmjs.com/).npm J#Hi Node.js K% % . £ macOS |-, {# H brew install
node; 7, 1M Nodejs F Ui (https:/nodejs.org/en/) P4 RGAH .

‘Z%¢ Nodejs M npm J&, KW M TEMSATHEH npm 72

S npm -v

3D

NFE Flask TiH & # JavaScript #<HiiIn, FHEH bower(https:/bower.io/). ‘T re
Web W ER T H, FH npm W I IS WK T B —i% pip XJ Python
BT AR o

£ npm K% %E bower:

S npm install -g bower

fFifH-g HFREMRELERGN npm P 2325 bower. IR ZEAERLTY, #MARE]—
HTIP) bower 21T LE .
‘4% bower J&, HEA Flask {XREMNH IR H Riz217238 B2 nit 72, W T .

$ bower init
? name dashboard
? description A ReactJS based Dashboard for Runnerly

? authors Tarek Ziade <tarek@ziade.org>

name: 'dashboard',



authors: |

'"Tarek Ziade <tarek(@ziade.org>'
1,
description: 'A ReactJS based Dashboard for Runnerly',
main: '',
license: 'MIT',
homepage: '',
ignore: [

vk f kT

'node modules',
'"bower components',
"test',

'"tests'

? Looks good? Yes

BIZ AR, X284 N bowerjson TIACE VA, bower B KHrHX
JavaScript .
HH T FRA A8 AE Flask W AR [A] JavaScript SCAR(AE AR A 4# A nginx), 14 2455

A HRIALE #F bower. Ak, AI#] bowerre U, W1
{"directory": "dashboard/static"}

WAE, IRIZ1T bower &4 K2 %% React Al jQuery, 2 H AALFIXHANE,
HARAFRIERAS H 3

S bower install --save jquery react

jquery#3.2.1 dashboard/static/jquery
react#15.4.2 dashboard/static/react

AL 2 s R A7 2] bowerjson U, HH eI HIN, ZALH 2 dEF
PIEREAKAS ) T . 518 H pip install 72> H ZI3E AT requirements. txt SCAFFITE AL,

W T A npm 22358 ISX HEPRAK TS UMY babel #1838, LLA React TiE
il (preset), 4N K H7s:

S npm init

S npm install -save-dev babel-cli babel-preset-react
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DL Ean KAz R AT H R, H61# S bowerjson FHLAT) package.json
SCAF, BE4P, node modules/bin/ H 3 75 babel #r4.

SRJGE, BT T2, WG ISX SCHFFEH s — RS E IS S, FFLA
dashboard.js A7 %4 :

$ node modules/.bin/babel dashboard/static/*.jsx >
dashboard/static/dashboard. js

—HIZ17 babel #7<, Flask Bt i AMER ISX 3CfF, MifEMALT IS ST | IS
WA ] React K. MJE, MIATRELLER T InshSFE R

Iy, XEWRE ISX U &R ST T 2 v WL, Rk, AR
EA ] window A2 & [

LA ReactDOM.render() /7 72538 FH (WL ETAL 15 B I<script b2 H) 2 21 & & 1)
zrender.jsx A FHT.

ReactDOM. render (
<RunsBox url="/api/runs.json" />,

document .getElementById ('runs')
) ;

R4 0L 2 3k, LLHifR babel A A% dashboard.js I, BERFHYE A dashboard.js
PR FE——IX A& K 4 babel 1% BRI AL B LE A . IX WA {R RunBox A1 HARAEfA]
PR AR BB IS JURAETEA L HIHUE X

o TR H A — b X R A ZE AR SR B AR Hi . 38 42 RequireJS(http:/www.
requirejs.org/) 4 T EARAE T A A6 7 X R A A FR, A, AV
Flask 154 B350 MR EAREH K2 IS XM, GAe945 AL ZLER%T.

BMG, B2 index.html W1 F ffs:

<1l DOCTYPE html>=
<html>
<head lang="en">
<meta charset="UTF-8">
<title>Runnerly Dashboard</title>
</head>
<body>
<div class="container">
<hl1>Runnerly Dashboard</hl>
<br>
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i

<disy 1" runs"></div>
</div>
<script src="/static/react/react.js"></script>
<script src="/static/react/react-dom.js"></script>
<script src="/static/dashboard.js"></script>
</body>
</html>

X, BAIE2EE React [ AL T[F— Flask M H/api/runs.json i i |1
JSON % ¥z .

[F]—384 T ) ATJAX G RAZSH W, (HA2, R S5 & T HASRI RS,
R i EE RINHB U 55 2w AN 25 - i

N AT AT SIS T 1]

8.22 HEiERFEHLE

VPR P umilid ATAX KT EUE R EAR AR 22 . tRAL T A %
P 8 WUEAAT— B IS A, Zlyr i AE TIREIEA, Birl g% e IFasE
s

i, R P IERET, B 3 s {5 H [F]JE 5 ES (Same-Origin Policy), Hff
RIGSR KRR 14 T .

R 1A, X RR IR HARN R R 7. BN, SRR ft—ey
S, Rl gEFHANELE At SR T BRI EAT, AN SRVPANSZ PR A5 R R e
T B o

SR, WA —Eeen HAth s A L Z BRI R s, e, AIERRSS L E — Ll
NISR FeFHAt = 44 15 1) TR

XA FTiE s PR )R L 5 (Cross-Origin Resource Sharing, {&#K CORS). 4"
PRIARSS & i% ATAX RIS, 278N Origin Sk, ARATAIMIHSE SO T CFRAUEA 115
&K,

WERAFESNFRT, CORS WBCESR 55 a8 [F1EL 5 SR VFIY A4 51 3R HTH B3k

A — AN TIASTAILE], 0 NE 2% ] v 5 &% OPTIONS J7iERIEK, KA &M
TH KA AR -

FE2 P o, FFAN TG B AR i IX LEA L] o 0] T 28 AR A 17 SR ) ELAR T

-

R o

185



Python /AR E F %

186

(BEERRSS 280, T ELAfR 5 e S OPTIONS 53R, FfuhiE O imikkeis 42 15 ]

ViU WS R ATFIY, AIFBBRCFERA VTG . ST, 35T —AMAdEhl 7%
PRI R, IRRZIRRER A4

ft Flask ', {#H flakon 1Y) crossdomain()Z1fi#s, HLEELS API i il CORS 3¢

¢, THIN Flask N, /api/runs.json Ui fo BEAR AT 44 15 H -

from flask import Flask, jsonify

from flakon import crossdomain
app = Flask( name )
Qapp.route ("/api/runs.json')

@crossdomain ()

der runsyg):

ranl = {YEr1kElets ‘Endurance®, "bLypats "raining’ }
run2 = {'title': "10K de chalon', "type': "race'}
 dadts = [rand, a2

return jsonify( data)

1 name == %  JHain

app - run (port=5002)

BEINH, REET curl KA&i% GET 5K, #EEE DRSS 2eiminin T Access-

Control-Allow-Origin:* =k:

$ curl -v http://localhost:5002/api/runs.json

*

Trying localhost. ..

* TCP_NODELAY set

* Connected to localhost (127.0.0.1) port 5002 (#0)
GET /api/runs.json HTTP/1.1

Host: localhost:5002

User-Agent: curl/7.51.0

Accept: */*

* V V V V V

HTTP 1.0, assume close after body
HTTP/1.0 200 OK

Content-Type: application/json
Access-Control-Allow-Origin: *

Content-Length: 122

A A A A



< Server: Werkzeug/0.12.1 Python/3.5.2
< Date: Tue, 04 Apr 2017 07:39:48 GMT

<
[
{
"title": "Endurance",
"type": "training"
},
{
"title": "10K de chalon",
"type": "race"
}
]
* Curl http done: called premature == 0

* Closing connection 0

X 7Z crossdomain() & ffias ERAVF R AT 4, (BAR ] oEE M im s I ELARRLEER R,
R ENIRGE VR EE A . R EHEAE, R RirfsemigkI7i%. flakon e
{£ blueprint 2% 7! % & CORS.

EIXHE, RAad—MRacae e 1. i, Biseikss IS NA R Flask M IEAT
{£ localhost:5000 -, HB-Z2 n] s FH LA B J7 R PR §l 17 2K 444 -

@app.route ('/api/runs.json')
@crossdomain (origins=["'http://localhost:5000"])

defl runs{):

A&k H http:/localhost:5000 [1JiFK, kS im AR [FIEHE .
R, EimaseiR A 403 MM SRIELLK H A S G =K. HT CORS #MYL
FEA e AL ] SR [RIFEPIRASES, R SeBl B ATk

FZRNEME CORS, MDN LA R45ey %k, JL4E4% hitps:/developer.
mozilla.org/en-US/docs/Web/HTTP/Access control CORS.

XA T W EERR S 5B CORS Sk R riEssaE A, X4 IS MAHTE

A H.
NS IS M 52 B TiEE, IEFRESIN S IIE ST
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8.3 BMIEIMESI{MN

React{ Y R TR LU P B, BBV M ek 55, CASGAER P31 15 )
Strava A PR o

B R v S ut R PR FHACGR B, AW WIvrER MBI .

YT P A P e R

VEA =5 P, BgEMERER, Rd bR “BR7 483, R0 FH4E4ER,
BRI T 53] Strava, iEHRIZ PRI IFTEINART R, 2RE, Strava F3K
FTEEEIERE, RE AR LIRALE, e, 18 M R GIEE R AR E.

un_EFTA, Flask A5 Strava —i2iza{T OAuth2 Dance K54 . N5 Strava KBk,
5 BUR 7 n] 2 i (access  token){7-fifi 2] Runnerly 1 FE R A, PUMERE T RIREE D
PP

BERNAT, TR — Nt AT EMOCREE SEAEIRS &, e
BHR F R

8.3.1 LHHuERFZXZE

84 |mAL, —PNVOHIRS & 2T e A A 8 B TG O T G

W

DataService (B8 k55 )18 FHEGE R IR 238, Celery BRFE SR FHIX MRS
T SRR R AR T2 (i FH B — Flask N HAPKE EE @R, 181 JISON APL, AMY 4
ZLH PR B HTML F1JS %, RS T HABRIARS -

XN TTERFAE R, ANTREZE B U] S EREL AN DataService 2 [A] [ 2822 ..
AR, BT React]S W, AT 24 DataService FSHNAK 2 N A m (S Hod T P
&

(EHIXFEIUE, WU m TR B — ML, BIEEAMIR SN OOGE— I,

RERRTFHEAFRETZ S, HiFEE— TR . R
e ALY, A4 T EIRE) DataService fENIEIEMBEHMHFAERE. XEKE
DataService 75 A4 T APL. J#IT HTTP AFFEIEE R KGR, T iEe
BEfE, #A]EERNA APL.

SR, W AT USR] gelbeik | 2dE E4ht, Blaela s, &mite s
JF CRUD = API.




$8F Z# G5 EH

(i

f5ltn, 7£ DataService A P I A[{#H POST APL, R FHFEGH P Strava 2
RAAERFEE NN, FR[E—LeH P ID. X5 BIRDEAR, IR RFERYHF
A1 DataService <[] P CEE

XRS5 DataService B & m REFACE T HAZEME. HiE23MEL Runnerly 1)
MAE, HREBRFEFAN—TOE, M N OE 7 28 e 1, (B P A
R PARSS BT 2 AR, Hm)ilil, DEREAREERMRZ, {H DataService Miz{R
P AFE BT E .

fRAE L A B, B AN DataService 1 AP W XS K o

DU 7 8otRE, FHEZ S Strava $14T OAuth2 Dance.

8.3.2 3FXEY Strava $h#

Strava $2fit | BLAY) “ =25 OAuth2(three-legged OAuth2)” 5L stravalib
(https://github.com/hozn/stravalib).

Feks P g M2 Strava, AE AT AL —ER#X ¥ Strava [ AR,
A0 L 7 BX AR A

AL e, WREMF T Y Strava K FRAF 3PS BAT DT AR . RTE Flask
STETEMIXEEE, FAEERI], IRERHRFEAT I {E 1% 4 DataService, LA
{& Celery 1] Strava HRFZ{H FHIX N4 .

s 4 TATIR, LU NEREAER 1 x4 H ) URL:

from stravalib.client import Client
def get strava url():
client = €lient {)
cid = app.config['STRAVA CLIENT ID']
redirect = app.config['STRAVA REDIRECT']
url = client.authorization url (client 1i1d=cid,
redirect uri=redirect)

retyurn url

Z RS FH Runnerly NI client id(7E Strava API [F¥C B TURAERK), LAROAINEE
e XEE ML, SR EIR [FIE R ZE F P
T A N HAE SR LA, B URL AR 254507

from flask import session

Qapp.route('/")
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def index() :
strava url = get strava url()
user = session.get ('user')
return render template('index.html', strava url=strava url,

user=user)

session 17fif user I, B % user Ao/, 5 MK, MAS{# A Strava URL KfER
Eoxae R, W FR:

i% 1if not ugser %)

<a href="{{strava url}}">Login via Strava</a>
{% else %}

Hi {{user}}!

<a href="/logout">Logout</a>

{%$ endif %}

P iy SR sy, 29 E g M3 Strava; RPN, 2V strava_redirect
7 X sk
AL SEILAN R Firass -

@app.raute('/strava_redirect')
def strava login():
code = request.args.get('code')
client = Client ()
cid = app.config['STRAVA CLIENT ID']
csecret = app.config['STRAVA CLIENT SECRET']
access token = client.exchange code for token(client id=cid,
client secret=csecret, code=code)

athlete = client.get athlete()

email = athlete.email
session['user'] = email
session|['token'] = access token

send user to dataservice(email, access token)

return redirect('/")

stravalib J% ['] Client 25 I code # a% 15 1] 2> K& 3f {8 17 7£ session 1, 2R J5 ¥ H
get athlete() /7VAIREN—# H P B

i), send user to dataservice(email, access token) /72 51k 55 DataService ¢ H.,
HRIRAF 1 email A7, BLI2ERZET TWT #9710 77 2.



$8F Z# G5 EH

(i

BT COESE 7 FZPNAdE, KEAFRNAEERS TokenDealer 22 H 4. i
PRI —A e £ N B M\ TokenDealer 3REUA 14, 3F €K1/ M) DataService .
S ESAIE R fe — BB 20 #E ReactdS fRHgHr, W —,

8.3.3 JavaScript BHIE1E

HCREN S Strava $A4T OAuth2 Dance I, 23E session THRAFHEE, X
b PSR DGR B R SE3RIE R

SR, 4 React]S 1811 1# A DataService k55K e P BTGB, 7554
(= Al

AR FH RN 7 1R iz a8

o [FHILEN] session (55, JHITAEREL Web W H AR RS IR Ui 1A o

o NENMRAHFPER A IWT 2, KHARMF, EU5 A HAGARSEEH .

BT Rt 8, BT Z25 B0 P AL RS 1] DataService. '3
7123 FF DataService. K — VIRt DRI GRS, EWEB DN H A KRG
P, [EIRLE UI fRiEEA

JREE, ZTER R EE TG A M E LT OGRS, (XA TRE, H
RGO, S BRI HPE NS RAN LR D ERE RS 2575 FE S 1.

55 T ANEEAR S BT T REEAURE . ACEEA T, Web UT Hg k2 ik 1%
Pl —o 5, KWEWER ) b MIAACEERA S SETEFS . G TWT 2 hiig
fEH1E Strava WL H R, Client N A 75 2 EET L0 UE S 47

PR T Rl ey s iR . MEARERERH P HERS, E%E
SCRELN FHAE FH H H S TWT 4Rk H DataService AZKEH F 40 -

Nz 4 FEPTiR, DataService f# ] BAF API # A KR [0l i 25 51 % : GET
/runs/<user 1d>/<year>/<month>.

AR EEARAT | (e-mail, user ID)yuZH, 0% L API ACHEALE T LAE GET
/api/runs/<year>/<month>. ZAf5, M il Strava F%j5, RHE session HAFAAT)
AT P R HFHREE, CGRELREFREIA ' ID.

RIS H Frs:

@app.route ('/api/runs/<int:year>/<int:month>"')
def runs(year, month):
if 'user' not in session:
abort (401)

uid = email to uid(session|'user'])
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endpoint = '/runs/%d/%d/%d' % (uid, year, month)
resp = call data service (endpoint)

return jsonify(resp.json())

call data service()BREUF H TWT 4 h§1Jj17] DataService i/H &, email to uid()pR%EL
Wt H - BBAE S A0 O BRI Y ID.

e, NIRRT, EAERES xhr B _EAEHIZI withCredentials,
PMERAS ATAX V5in]is, [FE% H Cookie A1EH 58 Ek -

var xhr = new XMLHttpRequest();
xhr.open('get', URL, true);
xhr.withCredentials = true;
xhr.onload = function() {

var data = JSON.parse (xhr.responseText) ;
} .bind(this);

xhr.send () ;

84 ZAFE/NH

AREA B UK React]S UT H2%3 Flask WHH(IXEED) . React]S i@z reEd
WA FBARA B UT a2 IR 1 IS BU3AT,  5IN T 4408 ISX g,

AREILA B U E T npm. bower 11 babel [ T HEEREH IS {aimm, PLA
AT 2 ISX A

{RAL N FHAE H Strava “ =288 OAuth2” 1Y) API KKEEH P, Ff A\ Strava k%5 H
AU TRATI T — N BrHRE, BOCERELMN M DataService F0 5, T 212
W ROE B AR S DataService J-47fifio A5, Strava Celery BRFESAFH1Z 48, KR
PNV 5

BJa, NMEDCGREL R “LCEREL” RS 2R RIS I 1], IX AT
T &N TR, %P0 R S R — RSSA 13808,  [RINHSE A B — (1) S 3R e A
FZBGAAE o

&l 8-1 & 2ets), BE{PERELN .
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K181 HAHy

{RELT 5EBAISAZ T Runnerly ZHZH:  https:/github.com/runnerly/dashboard.

MAECAHT 6 MAFE Flask MR . 1EA—ANF

K&, N

RE M E Pk

FR & I Runnerly 8 F 7]

—/ANE S MR, B —H K& T PIFE T i k5 -
R T i Python MAVHEL TAEHEER S, 25 9 2R A 01416 Python k%S
UL el R PRAS LU AR e — N E T HisiT el 1.
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=
TR F13Z1T Runnerly

=4 Python ZiAEiE 5 7 20 2D 90 AL —UORATN, Al RACRD T ke
#3 Kiz{T Python N HTI. 5T Python Wi H WIFT . KA AR —VI#F
BNTE. A HIERARE, FNIHAE UK F README X, HRIE
AT 2258 I R

BRI BAEH 1T 24T 8 TERKKAA—LiL/& Debian 6L, Red Hat Linux
RATHRIY] RPM A FEL, 1542 Windows 1] MSI 860, &&#Z¢, X485 H 4[] Python
PR IAE Python Z3EA2F R site-packages H k. WA CiEST R, S
BFEFTEE .

)5, Python MHTEAZS RGuEH TIRZ . 1998 4, Distutils 4 INEIFRHEZEH,
N Python Tl H {RAEFEASHF, nlGIERE LRI 7 KA. MIREHE, X A ymil i iF
Z# L H, gecludt Python H ¥ HL. KA K

A ER AR T AE AR S5 A FH 8 1) Python FTEL T A

F— N RTFTR A EE WL b e VLR H S & TAE. 2ttt Thoikss
IR, ZACEIR Z nlahiltt. AR Emikes LTI/, J@EidfEH TDD siHAR
FEAUTVECGE 3 BEARE), KEEUFHL T nlm S s Ab 3

{2, WRBPAT L e iilhs, FTEEMRSA L, EBEMRS
A TR & T, MAh, W T BRI B e RS BT RS, XA —
MR SAERE B,

BalH— . WA R LSRR SR, R TR ?

X EREWRABEANAH, WS aus T 2Bk . 76 Runnerly 1, E4TH 6
AANFIY shell SRIZAT AR SS, IXANN Zxe H & N R EERRKIE AT N FH AR A 20 £l
fOE P
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AR A U T T E T REMNE S EEa T ra ks . Waisd—4% it
R, AT — e slisir ira ks
BIG i TRIH ,  PAR ST R A MR T A

9.1 T8I HEHE

A4, Python 7EFTRLTTHI O 2. AM19m'S 7 K&E Python 145
713 (Python Enhancement Proposal, PEP), X%t PEP HI>Kii# Python Wi H %85, K
A3 K o

Distutils {7 —2E6HRFE, XS AN HBONE SR SRR s/ O E L
AR 2 AN 3k R AT T 3 Frf 59w E X —VI7E 20 tHh22 90 F-AXRTZ244,
(H4E TGS 1 BONERZ DGR, O RIBNRR AN SGHIXANE, M HDistutils
T4 FEPythonf K ZE I H 2R 1. FESR TAEMARSFEHEATE, W
SCons(http://scons.org/).

H TR Z W £ 4t5 T Distutils, FHEGE TREFEHAESH. MLBE3I— 181
FTRRGH S, BT Distutils Z2FRERER—E07, Frilsl A fE 3 i 8 eltiR
Ao Ui EAERTIHRCAR 2 [A13E1T . U0 Setuptools Al Virtualen [55 H fEAREPEZ M)
i, —etE M H 25| A Python.

RI{EAEA R, WKIRAEFRBIX AR B FRYEIR, 1 HARXMERR 21X — V12 WA 5 Ak
. BN, pyvenv fn4 G # ¥ INZE] Python, Jf5>K7E Python 3.6 1 X F4[% I, {H Python
PR BTSRRI, AE R T T2 RS Virtualen T H AAEMR .

B A P [ A L AE Al e LA R AN E3P i) T B, RO EAT & AT 5 B L
Python ¥i. #FZ, FEFERIHEFE) L H A BeRAM, e =J70H KRR E R,

FIT A A A A2 SR e 28 = 5 T8 T HEE 0 H B EAR/E  PyPA(https:/www.
pypa.io)Xil H #1773 2H..

S TR T H, PyPA Ml #il PEP 177 Ut EbniE, FEF R S 1IN,
i 2| https://www.pypa.io/en/latest/roadmap/. F| 2017 4=, XU+ BAAFEHEEK,
TAFEZ A S hiE, (HInBERA FARINGE, TRk

FEH UG SO %A I TR AT, TEGHA e L LR IRE -

911 —EEX

MIA TS FT L Python 10 H (T RERS, X —2eARE R e R A2%, ST e bl
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i [R)7E AR, FL27E Python BN EAN TE AR o
A7 g A4 72 Python £+ Python 51 H . Python A Python W] . & XUl F:
e Python fI(Python package)/&fl & Python B H M . AR NE, Etibh
i 44 2[RI —HB 43
e Python 1 H (Python project) "] L5 Z MM HAW YR, RIRERAMIIZARIT. H
Flask 4 Z2 I REM AR &5 Bl /& Python T H .
e Python W (Python application) & — > RJJ#HILH 7 £2 H HR Y Python i
H. PO URAm2ATHIAEL Web k5545
e Iy)5, Python J&(Python library) e —#045 & 2R [ Python T H , ‘EHEALRFE D)
RefitHAth Python WU H M, {HIEH HZEMH 1 #20.
N AN ZE 2Z Ta] X Rl g Ak, BRI — S8l el N 1 45 At H 205
[ Python 1, HIHefR It —Ear 24T THR AT IR, 1oh, A —EH tA]
REAZ RN FH o
NIRRT N A ZEHATIEWIX 7. FERARTTHME— X A2, M
Se B 2 HE AN T S AR
MAECZLE X T Python . TiH. MAME, FHAAUWEHTEIH .

912 18

T4 Python HIHI, %A= FHAIH:

o sctup.py: —MFFIREEER, HRIKRIRET—1),

e requirements.txt: — /N34, A BT HGBI

 MANIFEST.in: —/MEARCH:, FT5 H BEEAEE AR T B S
B R REAN B T

1. setup.py 14

setup.py AT EHES Python W HAZ HF—VUNE R . AT setupQ7ikm}, &
AR — T PEP 314 #& W e Xt i oBdE B & I H R o,
TR e TBERIRAE R ) Python M83H, R gl 1A setupQHEFT AR E

ASREF RS TY R R 2T H FIfEE Rl EfE setup.py F9w'E 5-F &M KRR
5. ARHEAFIFIE- S Python WiAS, “el23AE BRI e A

{HIEIT 21T Python AAHKSEEIN H 1SS B IR . (RS S RAET
RISz 1T4E H b5 ) Python fifias Lo WHRAELERUAR S ST B L IX R, EYE
BE AT BEM G (AN E] Python MAEEH,
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i

PEP 390(2009):2 % —k¥uF-1¢ A setup.py £ mUEIES) =K. PEP426. PEP
508 F= PEP 518 A MR A&X AN E A 693 29K, 1242 2017 5, RAURRIZH X35
TESUEAE T B, TTheEZARRKEEFPAAZMER T HAEE T fe I
ARG T E., FFVA setup.py XL 355 — A TA].

GIEE setup.py AFHT I E WA 1RA2: 1E setup.py AN anif g H &
PIP 1) T HRZRIET setup.py KIZBUCHIE, EHHMTARFERINEINET, Erlae
FeP F AEE 1R

ME— 1] FRAE setup.py X B F AR Setuptools, KIAREE LA
Pl 22& 00 H [ NERC %235 | Setuptools.

R ANBEEEERR WA HootdE. BRREE A A, URL FEH
I H RPe] TR, (EXNHIAT H K, X5 R R .

TCEHE FBOBIT setupOMSEUHAT I E . AL ERAuEIEILE, ALE%F.

UL 2 ik 55 0 H A% s/ NS 2

name: ‘B4, RPN FREAR.

version: T H AT, FTERTE PEP 440 & X

url: TH K URL, AILGZIH PR ER T .

description: f#IRTHH ) —A] ik,

long description: — )™ reStructuredText %=1 S .

author A1 author email: {F& BZHZR 0k 44 FTHEAE o

license: 1 H A H VFAI{5 E(MIT. Apache2. GPL %),

classifiers: M[EEFIFRA LTI 72538, FTEFFE PEP 301 & X«
keywords: i8I0 H ARZE—N501 H &4 3| Python £1.2 5| (PyPDI 1R H
packages: 1 H L& [11)H.41| 3k ——@ i Setuptools [] find packages() /772 R] H 5]
HAIZSH

install requires: KHINHIF(— > Setuptools ZE).

entry points: Setuptools #4147, WHEH| S EIA(—™ Setuptools & 10).
include package data: —/MFril, itk JEEZHIEAE Python (.

zip_safe: — iR, ‘EFHLL Setuptools ¥4 3 H 245N ZIP AF, & HbRHE(R]
PATI eggs)-

PR EIX AR TNT] setup.py SCAFRHI:

from setuptools import setup, find packages

with open('README.rst') as f:
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LONG DESC = f.read()

setup (name="MyProject’,
version="'1.0.0",
url="http://example.com’,
description='This 1s a cool microservice based on strava.',
long description=LONG DESC,
author="'Tarek', author email='tarek@ziade.orqg’,

license="MIT',

classifiers=]|
'Development Status :: 3 = Alpha',
'License :: OSI Approved :: MIT License',
'Programming Language :: Python :: 2°',
'Programming Language :: Python :: 3'],
keywords=["'flask', 'microservice', 'strava'l],

packages=find packages (),
include package data=True,
z1p safe=False,

entry points="""

[console scripts]

mycli = mypackage.mymodule:myfunc

mmirm
r

install requires=['stravalib'])

)

long_description Z4{(ill i )\ README.rst SCPHREL, BEBH R ER AL —K
HE reStructured Text £ =0 7475

o restructured text-lint 1 B (https://github.com/twolfson/restructuredtext-lint) & =] 7]
F A5 reStructuredText X AF 4975 540 25

iR s B A — bR K2 ERES<A3IRA S REANT. F
1, GitHub & FHAEACRS R B & 01T, i A2 E— > WHERRY reStructured Text JwiH 4%,
FEVFEARAEN AT Z0. PyPI #£30 H B 0 SCHRF 3R

license 7Bt H HAE N, REAATRER A BT FHEIVF r] 77 2CRI AT . 1545 F Apache
Public Licence Version 2(APL v2), Hnli B, (EAfER T, — MEANE T BT
{5 B FLICENCE U 1% Ssetup.py SCHFBUHE —iEL.

classifiers Z 1 5 & K 7] Ge s MK 0l . T % {F FH & B hitps:/pypi.python.org/
pypi?%3Aaction=list_classifiersf) 7 XTI H AT 02K AN GAEH I = 8 WL
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IR g e S REFPython[FRCA S Z% . license(Fllicense Z £ # & 1 H &R FF—30, LAMNIE
AN H BGEAE R RRES

PO H & AT 3] Python [1£12 5| (Python Package Index, PyPI) I, JCEET &1l
H AR 5. Blin, ez — Flask ks, MWA# A Flask #11 microservice 1F
NIRRT,

o Trove 5% 25—/ MLE AT 69 7UEE, 7T B k5 PyPl X A, #]4w, zc.buildout
T H24% | Framework :: Buildout :: Recipe 7% 25k & 4% 6L,

entry points H#i7EFMNT INT (7475, B3 X Setuptools A 5L, — HKEI
H Z4E1E Python ', BERIIE NI . & WL O SRALE S G A . 5%
DUSINERES, BAE Python FARRERFTAENT H R L3edn HATHIA, FEEE A O S
PRIEFER . IX S —FPEA 0 H B8 dr 21728 B 7L (Command-Line Interface, CLDITJEF /7
Vo LERBIH, HIH 2355, PIAE shell P ER4EH mycli #7417 . Python ] Distutils
HAMUIThEE, {H Setuptools (A5 54T, [FIN'E Ve E R E KA.

B¢, install requires 41 H T KR, IXANFRES B HADIH, 72500
Hr e, & PIP I H SHBIeA . WX seri 5 R AfE PyPI b, PIP &4k
B IIR f5 24

— B A setup.py XM, ZHAM—MNMF AR AH B .

(B 2208 virtualen, WISRAEELS setup.py [ HZHBEITIXEA S, E46)E—
HeHZ, HA 1 bin HRXEE—ANEEE Python fRfEas. SAERTEAAH shell.

S virtualen .
S source bin/activate
(thedir) $§

X, iz1T pip install -e AT AE A gt NI H o X8I 52 setup
MR AR, H I i T . i BE )& g, A ERAETH 1Y Python
Pk FiE T TAE, ‘AN site-packages H 565523 Python [ ASHE 220447 & .

{5 install 722324 45 DLRIAHIT) site-packages H 3, ARSI
ARASFEMATAR] L 22 BE IRRAS

PIP il HIAAE R MyProject.egg-info H 3, HA & cEdE. /£ M, PIP 1£
PKG-INFO A RUCEIERTEN] 1.1 iiAs

S more MyProject.egg-info/PKG-INFO
Metadata-Version: 1.1
Name: MyProject
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Version: 1.0.0

Summary: This is a cool project.
Home-page: http://example.com
Author: Tarek

Author-email: tarek(@ziade.org
License: MIT

Description: MyProject

I am the **]long** description.
Keywords: flask,microservice,strava

Platform: UNKNOWN

Classifier: Development Status :: 3 - Alpha
Classifier: License :: OSI Approved :: MIT License
Classifier: Programming Language :: Python :: 2
Classifier: Programming Language :: Python :: 3

XA TCEAR SRR T , 38 kit Hopth ap 21000 H v 3 PyPL | A&
J5 R RS20
i (EPyPI(https:/pypi.python.org/pypi) £ $K, PIPYAH SH A WKHIIN, Jf2
& FI| A Hhsite-packages H & o EMfifr— VIS ST, BITIXAN 22N 7%
WA T ZIRATTIE install requires 8. ‘&5 57 —F 4 1300 H WKFERI0T) 7 VEATAE
R, Rl requirements.txt 3, TR EEZ AT

2. requirement.txt 34

PIP #t: X VB EL ) — MRt F FH requirements.txt A, &4 H I H 1 A #5001,
I HE Y BBV R 23 n] g i I . 15275 https://pip.readthedocs.io/en/stable/

reference/pip mstall/#requirements-file-format.

NS —

arrow
python-dateutil
pytz

reqiests

51%

stravalib

unitkts

AEIXT ZRINZCNT, RN AT B2 i S ot nl7AE0m H HH SRS T RES

201



202

Python AR & F %

1] requirements A, FFI0VFFH A pip install -r thefile.txt 72 K255 HoP R 16

fitan, AL —A> dev-requirements.txt A, HAPEEHABrERESN TR, 5L
# > prod-requirements.txt 3, HAREE BT ERRKI, Z& Ve H 4k
T TR E FIX EE requirements AFEER

{Ef5 FH requirements A2 HEIN—AN8T 8, B setup.py XA install requires
HoHEEES.

NRPAZHT A8, —E KB XA HATX 73, — K% Python FEIR MK E
B, 73— H2k% Python W LGS B..

1 JIE 11 setup.py 3 1 7 {5 H install requires , (E F K 3 & 1 N A H {65 F PIP
requirement 3 . #A)1E UL, Python N H & A2 ¥ Fsetup.py 3 A+ Finstall_requires >k
TE SR o

(HIX SRS 2B N 77 B — MR s, 1 o8 Hrequirements SCA 222 {4
I, tWEMRENTERBMIH, B2k 2 FHrequirements AR UFAL .

AT AR, RN AN 2 TR DO A ik, FRATAAR 22 T AR A
7] J7 2 d#i8 Python I H {KAOC & 1M £ M EAR S E k.

NEERAEIX AL E RSB, AL X 5 —L T H, §8 A 3/)[F25 setup.py A requirements
&L

pip-tools(https://github.com/jazzband/pip-tools) Ft /& H: 1 2 —, ‘Eifid pip-complie
CLI A" requirements.txt SCAAECHAN L4, WiF:

S pip install pip-tools

S pip-compile

#

# This file is autogenerated by pip-compile

# To update, run:

#

# pip-compile --output-file requirements.txt setup.py
#

arrow==0.10.0 # via stravalib

python-dateutil==2.6.0 # wvia arrow

pytz==2017.2 # via stravalib
requests=2.13.0 # via stravalib
six==1.10.0 # via python-dateutil, stravalib

stravalib==0.6.6

anits=0.7 # via stravalib
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B RAE T S SN E R, XFORANEE (version pinning), &
AR A Hh 223 [ R AS TS 1)

A BRI, B U AE R AT I H A E A OB . XK PRic SRR TE K AT
Iy =4S FH AT

WAL pip-tools, PIP A 1"WE MY freeze, 7 KA Python HV 22211
A AR ISIR . N2

S pip freeze

cffi=—1.9.1
click==6.6

cryptography=1.7.2
dominate==2.3.1

flake8==3.2.1
Flask==0.11.1

HEE MR, E— (1 A @ oA I H A AR R E S E T AR It
[} PIP 2 Hu 5B ANBE [R] s 2 )™ requirements 28, ik SEp 2.

iR ) R ) s T BT V2 A R AR B E AU A E setup.py SCHA-H, REBIE RIIE
requirements. XU . iZJTVERLEPIP RN BB . HEN, FaldtsE
FERE, iz Tpip install -r requirements. txtfig 2 KMIHTICAS . PIPWG 2%/ P 28 T A 4K
FRICAVCECRRCAS, 475 250, nfErequirements A HHEEEA T,

B2, NAERPNIH R setup.py S E UGS, REAH — AN EIGFE, 3]
MR setup.py A AR requirements SO KIEEG S, FFH requirements A4 E
RIS

15 H a0 5 32 MANIFESTin.

3. MANIFEST.in 32f4&

BIERYEIGEE —EHI A, Setuptools GG AR, Edl LA setup.py
A, A HAh BB ELE tar SHE . HIHFAEE W PIP requirements 1Y) 3014«

XA IRy RIRAS T, 75 Z58I MANTFES Tin S0, e CEAS
IS 3R

Z B TR AL, BT glob, 12 % htips:/docs.python.org/3/distutils/
commandref himl#creating-a-source-distribution-the-sdist-command. 7£1Z X/ FaE —>
BN H R (BFE glob #i30), HFRa2 G2 S EZEILECIN.
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MK H Runnerly:

include requirements.txt

include README.rst

include LICENSE

recursive—include myservice *.1inil

reciursive—include docs *.rst *.phg *.s8vVg Y.¢55 *.html conft.py

prune docs/build/*

docs/ H 3% Sphinx A& =TSR, 1L a) B0 4 R BAEIRARE 7 WA, {4
R SRS, £EASHE docs/build/AE B IAE AT S #R S IE B

—H | MANIFEST.in XX, fERMIHE, B SCHERNEINE > KA
VER A distutils 1) check-manifest #7-2 Kk 2 SCAFIEANG 20k

A5 2R I SRR S5 T H AL BL R S

o sectup.py: HRWE L F.

e¢ README.ust: long description ZE{ 1) %

¢ MANIFEST.in: MANIFEST ##i.

e requirements.txt: A install requires k[ PIP requirements 3 {f.

e docs/: Sphinx 1%,

e package/: RS IUALIFIEL.

2k, KATTHMGEREARE KB O80T, Y0 KRR E g5 IH
PSR WREE CY R, BTt — A i K .

ENF IR U B R AR, Se/r AR AT IR S5 A

9.1.3 hZ$=Hl

Python ], L HEAGEGIHATRE AR version T-Et Al e 7. HT
RN H G S H AR, XM E BRSO — AN R, AR A A 2
FrA TR

BT RRRRAARS, 2GR fa B RE WA TRRASHE P AN LA, TR Bt 4
HHTE—MRAZG S — N EIH.

BB PR S T HI, il RAmT 2017 421 A 1 H, AR5 H
& 20170101 {HUNRFFEFL T 70 3T % AT, BUE W . Flhn, R 2
ANFIHTHED, A AFFURI RTRENAS 1 & A —N 58T, RS 2 [FI28, {8 H I
VERRAS SR RRAS 1 B AR R L R LERR A 2 BT

AL AN 3G B R AR H & IR i, (B4 B B SRR A B4 S ) e

204
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i

ILHIRZ KT beta. alpha. release candidate. dev versions SEhAS 77 20T )@l H-
RE ] BeA B — MRAPR I B UK AT A o

fihn, = Python R — P ERARRS, AFH X fnid KA —MEIER, 1XFE
A DX BEAE IR A AN R AT AT REAT 298 40 3.6.0rc1 3.6.01c2 55

T PIANRATGEFE X IR SS > A IX AR s 1C 7 208 A /NSO . H
HHR VAN NTFIRAE FHARBOEAERT, WCAFRICIREH 1.

B UNE NI H AT R AFRERAS, KAEER ] gefa H, ERAmFriEH -
B ERATER . Ak, MTEERAAm, SHAAmMELRAgEEEH R, FAK
BLIR R, AR IR AR

o K% HAEX T, PIP MUFHEB A IE, CRAETHRMS. 2R AR E
AME AR dIRAFER, B RAF 247,

PEP 386 £l 440 [M%m'5iE N Python #EX$ZH —AMRARA. BEIRAE HARHER
MAJOR.MINOR[.PATCH] T &, X& Mt EET ZKRHAMITSE, KT pre-Hl post-
A E KR o

Semantic Versioning(SemVer, http:/semver.org/)& fE X JH LT 71— M nitE, % Python
ANV Z B R e . R SemVer, RZEAMEH pre-release Fricd, HiEEL
PEP440 1 PIP 345 23 ERFFHEA . B, 7E SemVer /1, 3.6.0rc2 £¥E4tK 3.6.0-1c2.

5 PEP 440 AN[E, SemVer ZRAZ{ME=RAS . 0, 1.0 iz 1.0.0.

REFERR Ko B A AFRIC A 5, K SemVer Hle M F =

NN CHER R EH RS PG, #iEH T Python, 35 SemVer 7>
PRI :

e 90

e (.0al

e (.0a2

e (0.0bl

e (.0rcl

e (00

e 1.0

ST TR S5 I B (AT Python T H ), MASSHIA 0.1.0 FFf . IXFEEMTHE U EH 2
Al —MRETH , AMRUESCHR A JE A« LR R 05 AT, "TASKTE i MINOR
A5

—H RN, 5 WARIE R AR 1.0.0, SR/GIFUGENE L AL .
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e MAJOR &7ENYHT APL 5 AW JE AN 1 5 Uiy i3 4

e MINOR Z1EHMHTTIREIEATIAIA APT i,

e PATCH R7EZE bug INiHE.

YA B, BRZ T R T 0.xx RS EE T . RS IRZ mEA
HAETIHS, S MAJOR WA 52K — N KEF

o 1.0.0 BRAGE 7 R TF A & T H0, A 2R H—NEELABA, B
sb, BEAFOAAFEE R, FA0xx RAIE) 1.0.0.

ST, APL 2T 2B ThRe Az, HAhJT &3 I S AN R

SRS, (RS APT A HTTP API AFAEIX il o A5AT 4 TH] B8 Bk 5530 H Hh )%
ANSEHL, AEARSRAE FHAHEI HTTP APL.  BLE2E GHEIX i fh AP iRAS

XPFR APL P RRCAER AT I AR IR AL, (H—PAIERAE setup.py(fRiL)
F, —ANKAGE Swagger FITE RS, BUHTES HTTP APL USRS . IXPIANRR
A AR R A

WAE, CaMEUTABERAS, FiERAIE,

914 XK

FRARIIH , Python 1) Distutils ZE AL | sdist A2

Distutils 13— & 51#y4 Al iHid python setup.py <COMMAND> /7 2K H . fEWH
e H 5% N i21T python setup.py sdist fr2=4 B — L5 10 H PEACHS R RS SO

£ F51H, % Runnerly [1] tokendealer i1 H i F sdist A72>:

S python setup.py sdist

running sdist

[---]

creating runnerly-tokendealer-0.1.0

creating runnerly-tokendealer-0.1.0/runnerly tokendealer.egg-info
creating runnerly-tokendealer-0.1.0/tokendealer

creating runnerly-tokendealer-0.1.0/tokendealer/tests
creating runnerly-tokendealer-0.1.0/tokendealer/views

copying files to runnerly-tokendealer-0.1.0...

copying README.rst -> runnerly-tokendealer-0.1.0

[...]

copying tﬂkendealer/tests/__init__,py -> runnerlytokendealer-
0.1.0/tokendealer/tests
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copying tﬂkendealer/tests/test_pome.py -> runnerlytokendealer-
0.1.0/tokendealer/tests

copying tokendealer/views/ init .py -> runnerlytokendealer-
0.1.0/tokendealer/views

copying tokendealer/views/home.py -> runnerlytokendealer-
0.1.0/tokendealer/views

Writing runnerly-tokendealer-0.1.0/setup.cfg

creating dist

Creating tar archive

removing 'runnerly-tokendealer-0.1.0' (and everything under it)

sdist 174 M setup.py Al MANIFEST.in SCHHSEUE B, SR A S A7
HRY S, £E dist H e adss R

S 1s dist/
runnerly-tokendealer-0.1.0.tar.gz

ERE AR A ST AR . A5 ] ELRAE ] PIP oKcde, 2%
an T

$ pip install dist/runnerly-tokendealer-0.1.0.tar.gz
Processing ./dist/runnerly-tokendealer-0.1.0.tar.gz
Requirement already satisfied (use --upgrade to upgrade) :
runnerlytokendealer==
0:1:0 §sus]

Successfully built runnerly-tokendealer

MEA T ERIERY RN, JEEAACEEY | WRFESRE, BRRAF0

E?’Ei&‘f%ﬂﬁﬁ%%—ﬁ X EWE B RSt 2 Mmiddy, (HIXMIg 54 L
— T R TGRS, NER T B iR R G it 73 & . Disutils 1R

EZ bdlst_xxx AT i R, (HIX a2 A4 1. BTk ~AE PEP427
7E X Wheel #% 3. Wheel #&3e—AN ZIP X, &S 2 Hbr R T 1A X,
ANERAE N B IS T i 2

WRMHEEA C ¥R, HAaRkA Wheel 77 KWIRA aakt. BV ZIREFREH sdist
HER; ) PIP REfan i, AfEsiTEfar<.

PN Wheel IR, T 2%3% wheel TNH, 2RJ51HA] bdist wheel a2 (I An
HEAE dist H A — AR )

S pip install wheel
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S python setup.py bdist wheel --universal

$ 1s dist/

runnerly-tokendealer-0.1.0.tar.gz

runnerly tokendealer-0.1.0-py2.py3-none-any.whl

VR BIEE I bdist wheel IS 1 -universal FriH.

IR T H 345 Python 2 11 3, iZbniR SR a2 A BT IUEA RS A AT B R [R] IS 72
MRS, ZRERNATFEGINPIRM 2 B 3 FEHY. WHBHIZARR, 5
214 runnerly tokendealer-0.1.0-py2.py3-none-any.whl A4, TNz AAmE HREgeHE
Python 3 |

WA CH R, bdist wheel FMEIE, AREEIE—FEFRERT KM, %7
KRB E OBy e MBI T, XHFLAF ) none #ZHACFE 4o

R C T ARG ERIFFE RGE L, SIEFErERMELRMEN . mEEH
B, iR RATENT BRI RS E TR, U BAR R G A M FEEN AR A
I o AT —ANBEFE AT A MAIREAT IR S TAER) 3k hil A e R AR MER . eI H 228 H
WIFTE Y EEREFSIERITEA R, 18, £5—MURSEIRMER C ¥ &,
FTLAERIS 7 kB A2 1 .

JAf sdist Al Wheel 73 /% e (358 . 1641 PIP [1) 2038 4n 25 1% % wheel, 1 H £ %
T EE sdist RATELEEPR. Ha)ifil, sdist KAEATHERIARZAdst, sUHTF3h

— HARS SO & aigs, B B a4 & el

915 @k

HRFFIEmH K, #5500 H &7 2 PyPI(https:/pypi.python.org/pypi. )& 1B I Sk -
H5RZMREFEETES—HE, LHERSWRRIIFFER KA, ARG T
4 H pip install <project>m2H}, PIP 29 Wi PyPl 2 5| &4k H & 5 A71E, LA

e AEEFENT KA.

NIFIAFRARAE setup.py SCAFFAEH AR, T2 €M 2] PyPl EMERE AT 77

KA. REGIENG RIS FEN, Frelanfascg SH, B ER—1.

NN B GRS, ATZa 10 H IS IN A LTS - Runnerly N8 runnerly
TEIHITA -

EELH L, AT A B TR bR,
Python 5 —MEA R ThRE, AVFCIETNAE AW runnerly), 28542 1N H i
2L ETNZR runnerly 2T .
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HARA, AN, SMEFS AN rumerly ZFRFSH], X205 04H
F[FE—hmid N RPCHE 1. AT IE FRAEEE TP pkeutil ﬁi;%ﬁaﬁﬁﬁrﬁam

NERZIhRE, REEASANTHE P OIEREMTR HR, EEE init  py £
BT TN, IR AFRERTS

from pkgutil import extend path
__path = extend path( path , name )

25M5lF-, 7E Runnerly 1, WRIA TR EH Rl —2FR=S M RMTE0HH, 1N
HAFET R4 . tokendealer RJAE T [H X FF:

e runnerly

e  init .py:f7 extend path H
e tokendealer/
o SLprCHY
dataservice A% T HIIXHF:

e runnerly

e  init .py: .7 extend path ifiH]
e dataservice/
o SUFRLHY
P HK AT runnerly TRZRAL, 4 PIP 2235 EAI 1N, tokendealer 11 dataservice
2 S5 E A [FITT H 3% (site-packages/runnerly) 7 .
AP R MR ST BRI 2%, i DhReEAE i 2 KAAL, HREA
kbs Fah, WREEVFZEEMSEHNE, ZEEERA .
Bk, FAMBREEANT0H BB AL, R BHFRAE PyPI H#f& n] Y
PEALEPYPL | R A, 75 % A 1% U1 [ (https:/pypi.python.org/pypi?%3 Aaction=
register form) PR BRI — N0 R, Wl 9-1 Fhos.

Manual user registration

This form allows "traditional” registration (using a password). Users who want to register with their OpenlD (e.g. Google
or Launchpad account) should follow one of the links to the right.

You can use your PyP| account to log into other services supporting OpenlD. You need to first log into PyP| before
logging into other services (doing it the other way is prone to phishing attacks). To log in, simply type pypi.python.org
into the field asking for an OpenlD. Your OpeniD is https://pypi.python.org/id/; you can also use this ID directly to log in.

Username:
Password:
Confirm:

Email Address:

PGP Key ID (optional): (This identifies a PGP or GPG key)
Register

’o-1 EM—"1#HP
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— B T HPAMEW, §ielEF HREE D EUEE B 1 pypirc X4, 15
X
[pyp1i]

username = <username>

password = <password>

FIXE PyPl R513CHE, SHZFEE —ME S AR S RUERTHE Bk,

Python Distutils M EA&dr4, FRAE PyPl _LiEMEHIUH, {H Twine(https:/
github.com/pypa/twine) 5 IfH, F 7 SIS IF—LL,

— H 2% Twine({# B pip install twine 7<), #t o] {#H LA a5 2 Ky E AL .

$ twine register dist/runnerly-tokendealer-0.1.0.tar.gz

Z W R A R e S B AE PyPl G — N2k H
—E.;n:ﬁjzs SR IR e & A% o S0

S twine upload dist/*

XFE, TR Z EA% 3] PyPL, https:/pypi.python.org/pypi/<project>f > HTML
F 1. AfEH pip install <project> iy AT %%

UAE, CauEmmT e MuRS, AIFREMERE, B TR fEFE—
IEEHIE T EA.

9.2 EfTAIBHMARS

A {§ FH N EL 1Y Flask Web k5548 KIZ1TIIR S5 - I %I AIZ 1T Flask W N 75 %
WE AN E, MR ETR A Flask N HRIHREL,

#£ NI Runnerly M55, dataservice Tl 55157 T . H i) runnerly.dataservice
frdrr, mIH LT a4 MR H 3%1217 dataservice.

$ FLASK APP=runnerly/dataservice/app.py bin/flask run

* Serving Flask app "runnerly.dataservice.app"

* Running on http://127.0.0.1:5000/ (Press CTRL+C to quit)
127.0.0.1 - - [01/May/2017 10:18:37] "GET / HTTP/1.1" 200 -

{fH Flask sy ATi TN HRIREHITTE, (HIRG R e ErEI 245, R
i e IR Z ZHCKIZ AT IS, Bl NI AR &
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T N2 A argparse FiiB(https://docs.python.org/3/library/argparse. html) 1] 4
HOoMizirds, SR MRS SIS

I TARRIE T 4%, K5 T argparse AT AT IIASIZAT Flask M 'E%&
X —ZF--config-file, 1Z X IFE & IBITARSS s ) — VIR & .

import argparse
import sys
import signal

from .app 1mport create app

def quit(signal, frame):
print ("Byel!l")
# add any cleanup code here

sys.exit (0)

def main(args=sys.argv[l:]):
parser = argparse.ArgumentParser ( description='Runnerly
Dataservice')
parser.add argument ('-—-config-file', help="'Config file',
type=str, default=None)

args = parser.parse args (args=args)

app = create app(args.config file)

host = app.config.get('host', '0.0.0.0"')
port = app.config.get ('port', 5000)

debug = app.config.get ('DEBUG', False)
signal.signal (signal.SIGINT, quit)
signal.signal (signal.SIGTERM, quit)
app.run (debug=debug, host=host, port=port)

§la5 name maln g

main ()

ZITIFFRAR KRI) RAE M o M ZBIAS RS & A, 755581 entry points &
B HARIHZE setup FEMIREL, WFFs:

from setuptools import setup, find packages

from runnerly.dataservice import version

setup (name="'runnerly-data',
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version= version ,

packages=find packages (),
include package data=True,
zlp safe=False,

entry points="""

[console scripts]

runnerly—-dataservice = runnerly.dataservice.run:maln

mar '")

Wit iS58, nle)d—4 runnerly-dataservice 5| G IHIA, FH-¥ H AR RIRTHIN
main() PREL |

$ runnerly-dataservice --help

usage: runnerly-dataservice [-h] [--config-file CONFIG_EILE]

Runnerly Dataservice

optional arguments:
-h, =--help show this help message and exit
--config-file CONFIG _FILE
Config file

$ runnerly-dataservice

* Running on http://127.0.0.1:5001/ (Press CTRL+C to quit)
* Restarting with stat

* Debugger is active!

* Debugger pin code: 216-834-670

BERTAE PIP HHfEH] 1 - 2% DMEEI R FEfT I H . WIRAER—> Python
XA RS ESHAFEZSE,  wiaelE R —H A & B s s el .
RA]ENESHT) virtualen, SRJ5 H-e 7F requirements.txt SO EERERENMT A H 3%,
requirements.txt S FZE A1 H A IR S -
PIP AJ AR Git URL, HAEMET e BEACHEE, A& A U AR
H ARG R 78,
#ilhr, R T requirements.txt SXCAFFE AP~ GitHub 13 -

-e git+https://github.com/Runnerly/tokendealer.git#egg=runnerly-
tokendealer

-e git+https://github.com/Runnerly/data-service.git$egg=
runnerly-data
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IXHt, iz4T pip install -r requirements.txt a7 2K NI H TafE R sce Hag, RE1E
H R N8N, XEWRE ] BRAE sro/ H T3 I8

e, RRAEIBAT RS I & 2 AL ER A a1 121 & AR, X S AR s in 2
virtualen [¥J bin H 3.

BT RS MBI i Je — 3 e R B B bash & [ HRIsfT R MZ | & A
BN EH N AARE X EFH IR . N8 48 e s FH AR S T A8 5Kk 78 At
#EAE.

9.3 HIFEH

552 AN, FET Flask 1N FHIEH £ — N REREAE i T

BRI, B WG AE A TR A A 3\((prefork mode). JEIRA AT it
FE@RNIRRE)REIN kST 2%, St — 12T LR MENE
Y. BT UAZ TCP ER 78l Unix BT . AR InfikSaAAE R —a1HEL
s Ty, nfEH Unix B85 FVENEET SXURASHE R, ADAATREMZE 5,
FEEE TCP Bzt 8 @ #E W nginx FIRTIRAR S5 A RERTE RIS, WLAE
&f#H Unix BE#59817 Flask M.

Foik Unix if5& TCP, 35— MERBEEZ A, Sl el HERIoF
¥, 2 TWRSEREREIR NG R, Z2HARGERT AP BT, X API ERSGE
A B . XTI BECE B SRR 2 (a1 SRgEAT g f, m HAEH 2L

NTE Flask W R 128520 7] {# FH uWSGI(http://uwsgi-docs.readthedocs.io). 18I
X processes ZEURTIREZ N AR, SRS Flask M.

uWSGI LRREFH], AZANSH. EEEAEE TCP B{EM B ikl
W45 Flask NAHFRBEARSS KL, 1F ngink HTTP AR% 8% 51247 B kB m
uWSGI ZAE T 5. uWSGI 75T E R, [R5 nginx B HTTP AT
b, siEESZ%amH A,

SR, uWSGI e —1M& 111217 Web M T . NHE—DH K, HAthk
FE(IN Redis S T E S5 MRS ER—H BT, XNFEMH — RS

— U AR E F 28 5 R A2 Circus(http://circus.readthedocs.io), ‘& FlIaf AR
RFHRE, BMEAZE— WSGI MH], B e —IERTHTHEEM, #a)ih
i, Circus RJiz{TH ZNUEFER) Flask M, ] & B HAR L.

Circus s&—1> Python M. H, FrLARIT pip install circus i 2 K% . — H2Z235E
i, REIRFIRZ i MANBIEA ar2 /& circusd A circusctl, HIFE & — NS
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B, R TR E A

Circus {8 L INT #&UBCE S, TR A IR E 0 4 H Ee AT a2
HAER 08 € FENHEE =

Circus tHEEHEERE Y, B XA LRERFHEEHEN. £RS LA
EBIETHT, SEH— NIRRT (File Descriptor, FD). FD s&fe H K in] Ak
IO HIR(LLUNERETRI RGN M — P EFRIRE B AR R AT A SRR R
WL L], H Circus JE B ATA IR ] L Z A A I ERE T

THIZBITHAG S, NN serverpy BB Flask N HIZAT 5 MNMEFE, —NgfT
Redis Ak 55 anitFE

[watcher:web]

cmd = chaussette —--fd $ (circus.sockets.web) server.application

use sockets = True

numprocesses = D

[watcher:redis]
cmd = /usr/local/bin/redis—-server
use_sackets = False

numprocesses = 1

[ socket:web]
host = 0.0.0.0
port = 8000

socket:web #IA K E TCP ERFHIFEN MGG, watcher:web Hi7iEd
$(circus.sockets.web) L EH 1T . 2 Circus 2170, SfEHERTI SCHRIA T

(ERE A&
7 H circusd A2 ATIBATIZMHIAR:

$ circusd myconfig.ini

A48 WSGIJWebllk 55 2532 BHEATHF € AR AT I, (2R ZHURSS 48 HF
AATHXEESEL, EANISTES E FHUMIR DZ8E — S ERE T

Chaussette(http://chaussette.readthedocs.io/) F] iEA/KIHIL — FD RiziT A K%
%1 WSGI Web fIR%5 2% . $44T pip install chaussette #5425, #LAIEAT &FHE i Flask [
1, IXYERN AT hitp ://chaussette.readthedocs.io/en/latest/#backends U1 [ [1) 4717 B .

XHRA TR S » {3 Circus EMRAE AJIHEL circusd i 245 REAMIRSS G4 — M EE
A AL TR I)




£ 9E FTEMMIEIT Runnerly

ME—[X A&, WREH A AREsE A ZE Chaussette 51| &, T Lx HibTH
R, DM SR R RIZ AT .

NPT, SHfER--fd EIE SRS, mainQR R EA Chaussette 1
make server()PR%EL:

from chaussette.server import make server

def main(args=sys.argv[l:]):
parser = argparse.ArgumentParser ( description="'Runnerly
Dataservice')
parser.add argument('--fd', type=int, default=None)
parser.add argument ('-—-config-file', help='Config file',
type=str, default=None)
args = parser.parse args(args=args)
app = create app(args.config file)
host = app.config.get('host", '0.0.0.0")
port = app.config.get ('port', 5000)
debug = app.config.get ('DEBUG', False)
signal.signal (signal.SIGINT, quit)
signal.signal (signal.SIGTERM, quit)

def runner() :
if args.fd is not None:
# use chaussette
httpd = make server (app, host="'fd://%d' % args.fd)
httpd.serve forever ()
else:

app.run (debug=debug, host=host, port=port)

1f not debug:
runner ()
else:
from werkzeug.serving import run with reloader

run_with_reloader{runner)
K5, fF circus.ini AP THECE -

[watcher:web]

cmd = runnerly-dataservice —-—-fd $ (circus.sockets.web)

use sockets = True
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numprocesses = 5

[ socket:web]
Host = 4.0.0.9
port = 8000

A7 XL, WRFERL —MPEMIRS, BT HEREKEAHK Flask
P S In—)> pdb.set_trace()ifi H -

— BRI INZ AR, sl circusetl (£ 1EMARSS, ARJGLE S —A> shell
FohisiTe, XFegiaes FHIRERER 1.

o circus L3R AEAF stdout e stderr A E X @ 3| B EX 69T fe, AR F S
i % e R 712, 48x13 & 7T /& htips:/circus.readthedocs.io/en/latest/
for-ops/configuration/4% 2.

94 ZAFENEG

RENGBUFFTRL KATF T KBRS . H AT Python $1/84)7 75 Ed H — L6t
i T H, 7t Python Al PyPA AN FEIAT, IXFEHUKHRFEEETE .

(HREA THrdER) rTEER. T 2O RIRSS#ATI T B2 dE, sicais
T

BT IMHTRESRZIE, XSWINEEERE. FlAER—IHEF i
1T E R AR SRR B

T8 U0 PIP I AR A AIE U0 Circus ) TR =BG H, gedhEiiaiTH
MR TAE, {HENEIXEEEAE— virtualenv 1, 075 54E RG T 203E — e 7.

EMSEFIZAT A R A — AN RS, R PERVE RS T ge e = I
ERSE, BONHADH %R ESIERR T

71z in) 1 e e T SRR P e M S TR kR . X2 T —3
TN, BT #E Docker Wiz T kS5 .




g10=

Hrn LR35

Al —H, FATEREAEE EVERE R s ir A RIS . Bk, MAEZER
FirE W R e E e 2 8 2 E R4t L.

X FMEGEAE I G TR AT 1. BRI B4R (virtualenv)iz 1T Python M
FHIN, 23 R e e B ph H . (B AEH 7 8dRE 25, IBATFE
(EHRAE R R LIS ATHARERAE R AEH SQLite SUF). XFHLL Python [, RG] RERR
TR LS AR -

RGR L RAT HZ M. EHESHE T, WMRAFTEEARIRA N
5 ETAE, XFHEASA . SR, R — S E DTk R B E A 22 5 N
H, B AOHE R G LR LV 28, X 1 5 oaikE 1B E.

R, AR EWLVM)ZEI TR —MF TR EEZTFER, W2RAmHE R
GF5OACE A ez T, e 1@t VMWare 5, VirtualBox 25 T BAZ{t 7 a2 BT
PNl XEENLE S BRIz ITE, WTENEEE. REE— 1w, BalfE
RZHAN-G L RINEITHEAIER -

SR, HAP—ETHIEATELE, ENnafiriekdeste, mHaSmZ RN
fFH1 CPU, [FIIRAELT VO WARKY . 1RXEM Rz T el], Bty RE
GVANGRLFIRE R

Docker ‘K —Edn. Ea& MHEREMLTE, T 2013 58— K5, 1
JEARRAE AT . AN, 5 VMWare 5}, VirtualBox AN[E], Docker BEAEA: P~ H PLE
AR TV

s, NGRS (mage) MUY 1 E/REAIT &, S& T HERIER
HE S

AENGA 4 Docker, FMERE AT & Kz 1725 T Flask FITUIR % - 28 J5 7148 Docker
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ESRGTH—ETR. RENTHER

10.1 4a] & Docker?

Docker(https://www.docker.com/))Ii H j& —MN&Eas 6, B RN HIBITENR SN
55, Docker #HIA Linux £2A(UT cgroups, https://en.wikipedia.org/wiki/Cgroups) i
fit—2H S T H, RIS —RIIEFSTHHE. HT Linux Kemel 200254,
HAE Windows A1 macOS I, Docker 7 %5 Linux JEFUNLAE B A AIET .

{ENDockert 1 /7, R FREFRERHIZTHEE, Dockerilftilid SLinux N
L HRFTERIEEE TIE. LTI ChR “Bi8” 88 11T A4 ELinux N % _Hiza1T
—HHFET R B BRGEFEa TLinux AT R —UI 508 B, aHes
EHLHHEE R GA L Ubuntu K ATh, 7RI fEDocker 2 # 11217 5N Ubuntuhfit 4% .

Rg 72 Windows _EA4#F] Docker & 7] 4649, {2 Flask AR FHEL L 1Z31E 15
Linux 3T BSD )&% L — RFF| &I HA T Lo TIRIX: A —in4r
-2 JE 1440 Debian %9 Linux X ATh_E.

IR CAESE 6 Firfi el Docker JMLE T Graylog SEfil, ARy EHEREE
“Docker T4

IR AR 22 2E Docker, 1] 151 hitps://www.docker.com/get-docker H1] Get Docker
ware FEIXAR Docker X THE ., IBITMZRASRKITHCELEH 1. £ Linux E%d%
Docker 7218 JRAH—F AJ 8ELE Linux & 17 Hr_3E] Docker A A4EL

%7 T macOSKiit, Docker{# H MM KIZ 1T Linux NAZ . oA i T HyperKit
(https://github.com/moby/hyperkit) 7-F| Fbhyve(— MBSD Hypervisor). HidEIN Kz
1T DockerZHE N —L4HH4, (HERNERLR, gbis T g L. A£EnEERS L,
Hypervisor IEAR15 ¥ L.

7f Windows _I", Docker {# F{ Windows N & [I') Hyper-V HiR(AJBEF L H8'E, 4
). JEHEAEar 21T DSIM kB3I, Wi

$ DISM /Online/Enable-Feature/All/FeatureName:Microsoft-Hyper-v

RN, AI{ER2ATHIEAT docker 2. A=A {HH] version 4 RKIGUE
& T 2 A i)

S docker version

Client:
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Version: 17.03.1-ce

API version: 1.27

Go version: gol.’l.5

Git commit: c6d412e

Built: Tue Mar 28 00:40:02 2017
OS/Arch: darwin/amdé64

Server:

Version: 17.03.1-ee

API version: 1.27 (minimum version 1.12)
Go version: gol.7:5

Git commit: c6d4l12e

Built: Fri Mar 24 00:00:50 2017
OS/Arch: linux/amdé64

Experimental: true

Docker %% HH Docker Al 5525 A1 Docker 2 P imZH k. A 72 S FE AT Y 51
%, EFHmATERW Docker).

A5 23H2fit HTTP API, n]f# AL Unix B4% 58 /&/var/run/docker.sock) 2k,
{5 FHIMZE AT 7] o

Wi, Docker %/ At SIS/ TEHABNLAS L) Docker SFHPHAEAZ 1L

Docker 4447 T B FF 3% 2 Docker RO LIRTFT . 25E 2% 5
RFARVE Docker, A 440 docker-py(https:/github.com/docker/docker-py) 49
Python A i51# ] Python MAEfTE . ©4£H requests % Docker 5 371t
AZPATHTTP A

‘Z4% Docker J5, K Hhreu TAE.

10.2 Docker &4t

f Docker FIZ T A sl AT — R 2 Rk, XS Ba—H i, ¥
K5 R RE PRS-

A H] Docker Kz T8 —H#A%, (HAESCEH, FATEEH EIE1T 6% M Linux
KAThR . {HALIHL, Docker L8l [ i T58% Linux P FE I —1V.

HAGATA Linux KATHESE LSRR E (base image), f#HFEABEE AT 7E Docker
B AT X BB R AT e A AR — - S 8 07 S22 — > Dockerfile( WL 30
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https://docs.docker.com/engine/reference/builder/). {EIX/NCAEH, B e AL 1)
HERHBIR, RSN At ar 2
N & Dockerfile 11— Na] L7431

FROM ubuntu

RUN apt-get update && apt-get install -y python
CMD ["bash"]

Dockerfile & —MME & — RINESHICAIN - BTG FRFTRIE, R
AT

RIS =22

o FROM: Fi&[alEAHHIEERIEUE .

e RUN: fEfiiRGeSece)n, AT eirae

e CMD: *q Docker AT AIIZEIT AT 2«

££ Dockerfile X AFFTAER] H 7 {# A Docker 11 build fl run 542, FLEEEIE iz
17815 . EEREMES(0.

$ docker build -t runnerly/python .
Sending build context to Docker daemon 6.656 kB
Step 1/3 : FROM ubuntu
-—-=> Oef2e08ed3fa
Step 2/3 : RUN apt-get update && apt-get install -y python
-—-=> Using cache
-=-=> 48aba722c81c
Step 3/3 : CMD bash
-=-=> Using cache
-—-=> 78e9a6f£d9295
Successfully built 78e9a6£d9295
S docker run -it --rm runnerly/python
root@ebdbb644edbl: /# python
Python 2.7.12 (default, Nov 19 2016, 06:48:10)
[GCC 5.4.0 20160609] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

DL EARRS B B -t IR BRI — M5, B, BEEIT L
runnerly/python #7355, 430 H BWHZA LA E RIS bR — MG, IXFHSE T 455
Gad, I ENTREMRR AT

Docker SIS EMN BN, B Dockerfile FHEKTEL. FEAMEN
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Dockerfile [FJRTHE T, WRFXKIZIT build M4, BAePuEm@EsG. iz
L FEONFE s G ERE S . HTIXANEE, %S Dockerfile f)— 0%
X BATHIF, A K 20 LA E S AR ) I E S Hi T

Docker FJ—MNE KRR S AT AEH —EILZE .. RAMEHEZEE
Docker Hub(https:/hub.docker.com)Z T Docker &%, &t PyPI 2T Python 4K {441,

£ 45, Docker M Docker Hub A $ HUAEAiliH{% ubuntu. Docker Hub H 1%
PSeAFAE RSB AR

filtn, ERE)JFE— MR Python 1A%/ Linux &4TH, B 2|'E 77 Docker Hub [1]
Python & T FkiZE( ), htps://hub.docker.com / /python/).

JE U python:version [F)Ei{43% T Debian, X T-{F{f] Python MWiH , #i&AEIIEC A,

J£T Alpine Linux(Z I, http://gliderlabs.viewdocs.io/docker-alpine/)[1') Python #5{%
JEHIAT, 2IE1T Python Fi/MER . EATHIHANE G/ M -FU L, XEWREXT T8
£ Docker I T H WA E, AlPudiih FEAMARES R

NTE Alpine 1iz4T Python 3.6, R BIE U Dockerfile 44

FROM python:3.6-alpine
CMD ["python3.6"]

M EE F12171X S Dockerfile J& , 22 )3 /] Python 3.6 172 5.2 shell(F5 E- s IN-it Z80)
4k Python N HAMKI RS IR, BATERITRIFES, A4 Alpine F
FIE SRR . Alpine A —HB S T HNFPIASE, HANXET A 1
I H A

XF 15T Flask BIGIRSS M ARG, 35T Debian U858 A2 B B0+ . IXAE
FoVE R SR IFESNE, HELEFRRE. eoh, — B MBS, il ATAl
SH, BUCAZFER N E0A R0,

B T/EFTAZRT 6 Docker Hub 44145, FIvAEizE, FHolEFTI209A
AR R OB, ARRALRAT, T A ETEERBY R, 5B —/NFEAA
Linux 4715 7T 4875 F 4T LR #2240 T .

10.3 7£ Docker Hi=E%1T Flask

NTE Docker Hiz1T Flask, nJ#H%LA Python 5i1% -
BEROR, mliEnt PIP K236 H S HAKH I, 10 PIP L% 34 4E Python %
(B It H {8 FH requirements.txt SCAF R E CHGI, FHAEH] setup.py X261 H,
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A3 AT ik Docker f# ] pip #2451 H 65514 .
A IR A8 4 ——COPY w21 3 —AN H 45 #9#2 1l & Docker 14
1, RUN 1L 1T 4T PIP:

FROM python:3.6

COPY . /app

RUN pip install -r /app/requirements.txt
RUN pip install /app/

EXPOSE 5000

CMD runnerly-tokendealer

X B RRZE 3.6 2= M\ Docker Hub 3KEX 8T Python 3.6 4514

COPY 2 HEMER# IR H %608 app H, HHHETHROFHIFENEER
fill B FH A, COPY @M — 1NEET &, X480 HFROMEMEMN#E S 1L Docker
PIRAFRZ, FECF — IR N NIX—2P 45

FLREGX AL, Al g% dockerignore S, A ABLLTE AL Docker ZHEH) H 3%
19 &

XS Dockerfile:

$ docker build -t runnerly/tokendealer .
Sending build context to Docker daemon 148.5 MB
Step 1/6 : FROM python:3.6
-—=> 21289%e3715bd
Step 2/6 : COPY . /app
-==> 0lcebcdadlc
Removing intermediate container 36£f0d493f5478
Step 3/6 : RUN pip install -r /app/requirements.txt
-==> Running in 90200690f£834
Collecting pyjwt (from -r /app/requirements.txt (line 1))

[...]
Successfully built d2444a66978d

PIP &35, e XA A)/app/ H X I FHIGE TR &R H o =4 pip fn &[] —
NHEE, ESERIFEIT setup.py-

{t TokenDealer Til H 7, H2c3E W I, £FRIIAE R4 N runnerly-tokendealer
A, HACRAFH virtualenv, 1XA&F ARG CHRAREMES, FrelM#H] virtwalenv 7
524 FrLL, ¥ runnerly-tokendealer il 4~ 5 Python R] AT XA %45 E—iC, HLn]/E
AT EREEHEA.
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XAl CMD 54 BEf£48 M runnerly-tokendealer( R4 T A4S BB 1T AT 2)

)i, EXPOSE f841EZ2574E TCP ¥ 5000 i (B[ Flask S W W ) 1) e A%
NG

FEE, AimO)E, b EAEE TG I R g 1, 7 gl H e 218
FEHLo

i -p TR BCE NI L. M, S48 5000 S COH RS FHLAH
%] 5555 ¥l

$ docker run -p 5555:5000 -t runnerly/tokendealer

FE— N EERIIGeNEE, FEFERTRE —1FH S/ R3] Flask N HY
iz1T Web IR5545 .
T—Na iz B4

10.4 SZTEA)¥—OpenResty. Circus FA Flask

{8 Docker BH& KA TMARS I, A PIFRHRIERAL S — Web %545

F— P RIg AT H Web RS #8, 1 H1ZAH Flask W . ZAE7ESST ) Docker
REETIEIT Web RS 25(11 OpenResty), FE#iFRICHE R Flask &85,

PRI, 4N nginx H ) —LEIGaRARHE(UNZE 7 FIRBIRUEE T Tua IR T KES),
A4 IR A — A ae P RS IrE WA — NG IR E HE .

K 10-1 H1, Docker ZA#ssLHl |56 —MRng, ‘EFRIKIE1T Web AR5 2541 Flask
k55, FHEH Circus RS SIAIREAL ™ nginx HEAZAIE T Flask H4%:

E—

tcp 8080

. NGINxX—=22 o Fiask ﬁ

-
watch Aﬁh
|

Circus

1 10-1 Docker #4352 1 28 —Fhoemg
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AT CL N PR e B N A

(1) Pak. gwmiFEfZ3E OpenResty;

(2) WhIN— nginx i & 4

(3) Nk, ‘%% Circus 5 Chaussette;

(4) ¥ Circus Bt B 3CPFKIZAT nginx Al Flask M .

10.4.1 OpenResty
J&fithh Python ‘B51% ] {1 ] Debian ) apt 2 FEEEERS, (HASE MUY Debian 432 -

AELE OpenResty(— ML lua AHALY 2N nginx KATH). AL, 4wi%¥ OpenResty
PR RS K G PRI R AR T H2.

{t Dockerfile 1, E5CH{R Debian 50157 9%1% OpenResty 77 221 W AFEL.
A FFR2 5 R aaIR, Ra=hF i —:

RUN apt-get -y update && \
apt-get -y install libreadline-dev libncurses5-dev && \
apt-get -y install libpcre3-dev libssl-dev perl make

VER LA EARISH 3 4an A 3— RUN $54K0/b Dockerfile H1 {1364 %=
XFFREN D SR A B R IR/

T % OpenResty 5% If4miE. Python JEMEEZ & cURL, 45& tar
tRbk, S TE M URL i OpenResty Y 4HE:

UL N ) configure Al make 72K H OpenResty A4, il i3 O 7.

RUN curl =-sSL https://openresty.org/download/openresty-
1.11.2_3 tar.gz \
| tar -xz && \
cd openresty-1.11.2.3 && \
./configure -j2 && \
make -j2 && \

make install

MiETERE, 2% OpenResty #2255 {F/ust/local/openresty 1. AJ¥SHT—~ ENV 5
4, LS PATH A5 EAL45 nginx ATHUT SO

ENV PATH "/usr/local/openresty/bin:/usr/local/openresty/nginx/
sbin:SPATH"

{FH OpenResty ARG —FF2 &> nginx BLECIF, JHHERIES) Web
AR5
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N XA R R, nginx K A& %45 8080 i L1 (1A i KA CHE ] 5000 i 1l
K 10-1 fFT7R):

worker processes 4;
error_log /logs/nginx-error.log;

daemon off;

events {

worker_connections 1024

BEtp |
server {

listen 8080;

location / {

proxy pass http://localhost:5000;
proxy set header Host Shost;
proxy set header X-Real-IP Sremote addr;

}

£ error log B2 # H/logs/ H k. X2 HEER 2T I H 3,
T HLOENE RUN f84k6)81Z H 3%, Hidid VOLUME f82 KasindEa i

RUN mkdir /logs
VOLUME /logs

XFERL AR ogs H k42018 EHIAK H 5% . Fiatrit, WA asylomif) o6
A, BEXHKIRELE
o J7 3% 7K HF Docker 893X & LA 5 KA, 7 e/ TRMEE &
Yo R RE T HATA RAATAH A6 RS, iz R0 25 34E A it
HI|RBZIMqE F P,

X e NN nginx ACE A, mliE nginx [1)-c GeIi Hf{E -

$ nginx -c nginx.conf

nginx i217)5, 2B Circus ££ 5000 ¥ s W fE AN TCP i%E#%, HH nginx H 5
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WS 8080 ¥ii [ o

104.2 Circus

WK HE 9 %1 Circus M1 Chaussette it &, Circus SLEELE 5000 ¥ 1402 — &
7, TAEAE T Flask 342, REHERXNERE T LEA0ER:. Circus bREMITERA
a FHIZAT A ngink FEFE.

NIER LT Circus (EVHFRE PRI RAT A, H5%%E Circus A1 Chaussette,
gnr:

RUN pip install circus chaussette
NI Circus LB S E—F P Ac ERAER 1415 nginx FYERSMER )

[watcher:web]

cmd = runnerly-tokendealer --fd $(circus.sockets.web)
use_sockets = True
numprocesses = 5

copy_env = True

[socket:web]
host = 0.0.0.0
port = 5000

[watcher:nginx]cmd = nginx -c /app/nginx.confnumprocesses = lcopy env

=True

X HEAFH copy env #5718, T4& Circus LA RATENHFZERRE VT M A A AR &2 .
T Dockerfile 4% & | PATH %=, R E copy env J&, FACE A r] BiE1HA
nginx M, M/ T Zt8 BT

G INI A, laEfE ] circusd fr &K INE e

it IR A1EE, 5% Dockerfile LA R FR:

FROM python:3.6

# OpenResty installation

RUN apt-get -y update && \
apt-get -y install libreadline-dev libncursesb5-dev && \
apt-get -y install libpcre3-dev libssl-dev perl make
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RUN curl -sSL https://openresty.org/download/openresty-
1.11.2.3 . 8% %
| tar -xz && \
cd openresty-1.11.2.3 && \
./configure -j2 && \
make -j2 && \
make install
ENV PATH "/usr/local/openresty/bin:/usr/local/openresty/nginx/
sbin:SPATH"

# config files

COPY docker/circus.ini /app/circus.ini
COPY docker/nginx.conf /app/nginx.conf
COPY docker/settings.ini /app/settings.ini
COPY docker/pubkey.pem /app/pubkey.pem
COPY docker/privkey.pem /app/privkey.pem

# copying the whole app directory
COPY . /app

# pip installs

RUN pip install circus chaussette

RUN pip install -r /app/requirements.txt
RUN pip install /app/

# logs directory
RUN mkdir /logs

VOLUME /logs

# exposing Nginx's socket

EXPOSE 8080

# command that runs when the container is executed

CMD circusd /app/circus.ini

o & 44 Dockerfile =43 SSH B4R N 2| A B P A HIEE A, {23 22 4L
., BEEAERE P, HiZHFARINEGEHAERI|REP.

227



228

Python AR & F %

€ Dockerfile XA T Uk S0 H/docker FH ™, nJ{EFH L N ikt

S

17T

S docker build -t runnerly/tokendealer -f docker/Dockerfile .
S docker run --rm --v /tmp/logs:/logs -p 8080:8080 --name tokendealer =it

runnerly/tokendealer

£ I, Bilogs H:a A M/ mp/logs HxH, TRHEMSHE AR,

Docker i & -1 EIMREFARIEEFH Cul+-C {5 1EB RS0, & IEE 58 %45 Circus
CMEE 1B —V). fEZ9miziT Docker A a8ht, IXMMETURAH. WRAEHA,
AL H Ctl+C 53T R ARSI, Docker BAvIBAEIEIT, RaTaZfFH docker 2% 11
SRFHNZILEE

—-rm IR AER AT IEIPRE PR, --name 175145 Docker 28545 & Docker M5
[PIME— 24 FK

XA Dockerfile 7~ IR Z 15l %, i, WRBMNEZFINTE Circus 28
H, w6 T Circus SFHEFEN Circus UI(ELFE Web Flan 217 Frfd F I &2 7
/NI

SR AT TFHAl— LB AT IR0 75 B Zh0 Flask HEFEELE), FIARIS 1T EIE
Docker [1J-e FeIUREXT W I AR AL N

o T i5 4T 49 % % Dockerfile 3./ JU https:/github.com/Runnerly/tokendealer/tree/

master/docker.

R AR A2 B

10.5 EF Docker HIE}ZE

ERIBITMIRS G, BiFRELENZEZ E. BTN A SNEETSEE
ML EFIARRIERE A 7R, RN P imBe e B T AR . BN AR
—ANAJTFI DNS B 1P, F2Fp A EERERIA RS L. #raifid, REEHLA M
FHLB BRI, A T SRSEREFHITENAER 7, AT FHL
A _FIBESRTIIRS, BleeSFEN B _ERAERSF RIS A H.

A, BN ESEITAER—TE EAN— i, EDNEEATEXE EILA
I —F R AL DNS kK2 B EsETT = Flan, R Docker H A #F NN
Frs (B s 7 k55, 4 iz H PR il 9 GE M localhost 1711

NI SCIIX M5, Dockerdefit 1 HI P H & XINZ8ThRE, CAE sLvraliE A




F10E F=EURS

FERLINZS , FGAASNINE N o W1 RAT F -—-nameik TS /T4 25, A4 Dockers=#}#EDNS
%ﬁ%ﬁ@,ﬁﬁﬁﬁﬁﬂﬂﬁﬁ%$wﬂﬁmc
T THE A network dy2 KA — N4 N runnerly 12

S docker network create =-driver=bridge runnerly

4a08e29d305b17£875a7d98053b77ea95503£620d4£f580df03d83c6cdl1011fb67

2B fm, A FH--net I IEIX MG HIa T84S . M IHI{HEH] tokendealer 1N
RRKIBIT B A

S docker run --rm --net=runnerly --name=tokendealer -v /tmp/logs:/logs -p
5555:8080 =it runnerly/tokendealer

2017-05-18 19:42:46 circus[5] [INFO] Starting master on pid 5
2017-05-18 19:42:46 circus[5] [INFO] sockets started

2017-05-18 19:42:46 circus[b] [INFO] Arbiter now waiting for commands
2017-05-18 19:42:46 circus[b] [INFO] nginx started

2017-05-18 19:42:46 circus[5] [INFO] web started

WNRAER—MZE T, HFEFERSEGAMARBICRIEIT S NS4, A £
Res i HA R4 tokendealer HIEEEE — A

S docker run --rm --net=runnerly --name=tokendealer2 -v /tmp/logs:/logs -p
8082:8080 -it runnerly/tokendealer ping tokendealer

PING tokendealer (172.20.0.2): 56 data bytes

64 bytes from 172.20.0.2: icmp seqg=0 ttl=64 time=0.474 ms

64 bytes from 172.20.0.2: icmp seg=l ttl=64 time=0.177 ms

64 bytes from 172.20.0.2: icmp seqg=2 ttl=64 time=0.218 ms

i i

TR, AR FE EEH Docker WM& — MFE— B R G — A F
TR . RA] B E R — M2 i In#Ei a sy, UM shell iEERI 28R .

o Dockerif 7 H . W £ % #& , JU https://docs.docker.com/engine/userguide/
networking/.

B 2 N B A BEIsIT — MRS, 7 IR B s (S B #R 4 IEH
L=

HNiEfLECE , Docker 5 — 5N Docker Compose 1 mZk T H, BAETF 17
.
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10.5.1 Docker Compose

EE—FH LSBT 215880, AINELR AR UL R e BT, "RETH
EHATIRK A2

W ERANEE P E X2 N ERMAECE, Docker Compose(https:/docs.
docker.com/compose/) & X it 1 _EiRis T Z N4 1 TAE.

{£ macOS 1 Windows |43 Docker I}, CATSE 224 [ IXAN LR - X Linux
RATHCR YL, 77 B BUHA TR HAB| 245 . B2 BN HASY:, FlHEE PIP K
N2 35 (2 I, https://docs.docker.com/compose/install/) -

KX AR R R RS )5, TG E 149 docker-compose.yml ] YAML %3\
(e, SRIGAEHAT) services B %1 H T Docker 258%.

o Compose Bt E XA R L LR, LIFEX LSS EN(ENH FEE.
EIAKAF E T Makefile I RIXEFEATEEGPFIA 4. EA URL 71
B i1 https://docs.docker.com/compose/compose-file/.

N, XA AT Rumnerly IR NMUARS S, B X TS : Hrf
microservice <=L HUANHE Dockerfile, 73— redis 1# FH K H Docker Hub 1] Redis 514

version: '2'
networks:
runnerly:
services:
microservice:
networks:
— runnerly
build:
context: .
dockerfile: docker/Dockerfile
ports:
- "8080:8080"
volumes:
- /tmp/logs:/logs
redis:
image: "redis:alpine"
networks: .

— runnerly

Compose I 7E networks 35573 B1 2 [N 2% , PRI A6 3502 A A BT AN T-ah 1] N 4% .
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Al fiEH]

up AR AN TIX PR

S docker-compose up

Starting tokendealer microservice 1

Starting tokendealer redis 1

Attaching to tokendealer microservice 1, tokendealer redis 1

[...]

redis 1 | 1:M 19 May 20:04:07.842 * DB loaded from disk: 0.000
seconds
redis 1 | 1:M 19 May 20:04:07.842 * The server is now ready to

accept connections on port 6379

microservice 1 | 2017-05-19 20:04:08 circus[5] [INFO] Starting master on

pid 5

microservice 1 | 2017-05-19 20:04:08 circus[5] [INFO] sockets started
microservice 1 | 2017-05-19 20:04:08 circus[5] [INFO] Arbiter now waiting

for commands
microservice 1 | 2017-05-19 20:04:08 circus[5] [INFO] nginx started
microservice 1 | 2017-05-19 20:04:08 circus[5] [INFO] web started

B IRFAT IR An2 i) 2612 microservice 5514
MR AT AR SR — N R TAERRI, {8 Docker Compose & 3E ¥ & & 1),
EEEEITMIRS I ATA AT

{5 4n,

PAF ] Postgres £, nJiHEIT Postgres %1% (https:/hub.docker.com/ /

postgres/), {E Docker Compose A4 A H LRI AR S

HERPAA eI R B, miFasste—U—E 2 EEEIRE. AT, WHATE,
iz Docker & e A E G RIEXME R SE. INRAER AT IaTEOEE, WIEIRE AL
Y B s ppEs3Ts AL U R4 L

KBGO T, EEFAET, BdRFERS AT TEH kS L. Fikt

RS RIS B ESCA 2 KE S RN 1 — S AR o

P H Ay

AiE, KESHUNALE Docker HiaiTMH, WHAERAFENL LHEZNE

2% LA eEf1RE .
MEE T Y ARG, 18 a7 R ARG 2 A2 DA S HE
56 11 BT I THUZ T R — B2 2 Bl 2 FPk £

1052 §

AT

= B FNNea{L B Ir
HETF A E— NI E A WL 2 AR Bk R S B R %S«
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% Docker %85, ®MEAT Docker SFHF AR FEHLER AT AEP)HE SR 52 PR 2%
fF MsiTEEHENARE. 38, WRAR—FY LESITR—AEHFEN 26, A
T B R SLHIE AR AR ERE IR, PMEXENT.

AT R BB —HESEMOVER, OfF —LSRRE AR TR,

Dockerfi — />N B IR PR Aswarm R = (https://docs.docker.com/engine/swarm/) .
XA —HA2 NEDGIRZINFFE, SOV SR RS B E R8T

WEERE, TERE M A USRI S o k. B,
nginx B¢, HAProxy # [ E A a3 diras, 1EOAND, AR ARIER K BISERE .

4 Docker Z< S e it T HORACHEZS aS FUEERERT, BHEMNEARE . i
A8, WHEARE FN I E A, JHuite)E shfCHA RS2 a8 E sk
o flan, IFRE “MRSS AN R ORUE 01 B 25 Be MR 21 A 2SI A AL R .

1% Ul Consul(https://www.consul.io/)E% Etcd(https://coreos.com/eted/) [ T H. 7] H K &
RS AL ZRCE, B Docker BLE /Y swarm Bzl n] 5iXeE T A H .,

WEERT 7 — N HZYIE M (Provision). A& “WIUa” FafE2s € & oy
PR IFIAR J5 CX MR R TR AR RS, Al AR AR

@ian, —AfaiEpglaaAe T A n] DLEENE LA AR E H € X Python AR

(1) @it #5+ Docker Compose A, BEHUHIAR 1 Firds Sel i & S0

Q) =) LB TR

() FRrA LB 3BT

4) FRAE BN F I AT RS T 75 1 — VI e B e e

(5) R WL LS Docker ¥ A2 H, HEsET 1548

(6) IERATA 5 LR (ping) MR S5 B RoET S AH ELIEE

—HEEABEE SRS, WR —EEMHLURE 1, $irlH B s TER s Eedil.

ANid, {E Python AT SER BT E TAEA EEREM, H—2ELHTH, U
Ansible(https://www.ansible.com/) &Y, Salt(https://docs.saltstack.com), HE{LXT DevOps A Uf
RIS, ] RERE AVE S AL

Kubermnetes(https:/kubemetes.io/)ze 1 — N LT H, AR REFEN LEHEEHE. 5
Ansible B{ Salt A°[F], Kubemetes HKHER S, HEARME—IRELLEITHIEN

B0, Kubemetes Rl Fiiz) B API 5 ENIRZH, XERE —HE X T M
BB I BRI E £ AWS. Digital Ocean. OpenStack &5z i . ZA1M,
X5 AN R X A S I H A H 2

W, MRCANHERFZ) 7, B TRERRRETER T —=) "L,
LIZME R MBS — AR IR AR . BV 2 MW LR AR R,




F10F AHHEURS

i B E L&A B, —Sn) ERMEEEAE TR, LaiTss
PostgreSQL ¢ MySQL ¥ {H'H, Mn =] HIEFARS L EATEEE Redis SLf5 5
T o

—LFPAEE 2N ) RIRERE RS, (IR, A TSR R R 5530 &
FIZ R L BFONIRES R E ARG TR,

A, FPFRN ] REbRAE— RV TENNE TEREHEFTENINA, B
PRI E . Al RIEA EH B . 8 T HE i IR S AT i ] LB T

5 11 TR B UMAE R AWS SKAEE A

B2, BRI T EAG THEAE . W BT E RS2, 4 Kubemnetes
AR RN—MIET5 7 FR A SIATIR Z 23R, & n] ER2 %34t Linux & AT R 21 Ubuntu)
o IXANTH A ET Docker S5 ATHE M

WMREFE TFEST R, Baem TEER, B —PEFE—Tx] HoaRft s
U= =

10.6 FF/IE

AR EE R E F Docker KA GRS AR WA 2T Docker B{E AT E -

Docker SIRIGZFERIIEAR, (EHT4 = O R, —E Eid s E 2
1 AANH AT BELEAT T i[RI R S, IR TEArI A He A BN A MR R A S E 2R

SRR IR IEITIRS, WA B TR, ARETLAE4HMERH,
ARG ENTHE R M TR AR NP EIRZ A%, SEEnEi T kS HE
EAta Ty, UL e TAE.

AEERIXAN ) B (1 B 77 SR P it F-ahil s, ANE/ELER Bshik. Azhfk
e lF ), B SRARE A e IEAEATH M TR, ST RIR RS i &S .

XFER T, =) RS S T ERAE RS /1, ERESTHE T HE
e, H, KPS AWS(Amazon Web Services). 25 11 FEHE/RUIATE AWS
& EERRS . 428, AT HEFEMMRMER AWS—EFRZT T E—A
o, AR — MU AEFEE IR SS LR E kS

233






11 =

£ AWS FIE

ERAE/RA Google B Amazon — 75 Eia T T L i AR S 4, & WL A EdE
CVE PR IR KZ 1AL

=) TR AR —Fh b B AT AN e B A A B R 7 . Amazon Web
Services(AWS)FIH At &= Ak &S BELEI/RH Web 56l & & F RN, M HIX = ARS
RHFESIEIR Z 3 DIRE .

filhn, AWS F¥HIhEE 2 —& Amazon Lambda. 4RI EME KA —LL 3 E
[}, Lambda RJfifi&— Python fHIA. il Lambda, 043815 B RE 4 AN E cron
JObGERT55), AN EMLEIH M. AWS 115775 VM 1 BEiPATIIA, iR
R B AT I ] S LR AT

6 Docker St N ZE, IXFIIREIENAR | N EE 7730 FFhe gAY
RKEIR &M Fl, AR — RS REREIEE, AU RZ R ERIEE
RSB IR S VRIS e ARG R I AR Eat s, mHRKZHIEN T,
‘B HIE T H R SR .

WALELLT, A E QPR ORTEEEA R, (HIN 745548, M H RS
F 5 =R AR — R

o B RAEBEARIRE P RSP BTG s A #,EH7 1], 12 Amazon 3 Google 49 ¥ B
RFBEFI(—FFRZ LA, ENARZGTER, 40 EC2RS

R 5| (Service Level Agreement)PRIEA/NHE[X 5% 1V 99.95% & 1L % & 4T A

B, HZAURTEEEH SR, FhRL, EFEATHIEEF 5HX99.999%.

=T i f& 2% I £ https://cloudharmony.com/status-1year-for-aws &8 37 = )~ 7 49.1E

wIEATETE], g, & TR EAEATP BTRAR Sititk, R F—T A,
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ARENGTERA T S

o RZE AWS L1 —LLThgE;

o £ AWS L&A — Flask M.

A HirA e AN A, FOVXSIe R T, HaiR e g R,
SKFE IR T fiRAE AWS _Ea] BB IR 55 .

THFEHER AWS IhEE.

11.1 AWS 5%

P Lhifh Web it 55(Amazon Web Services, E[l AWS)45-T- 2006 4, #-5-M Amazon
Elastic Compute Cloud(Amazon EC2)H45, HAWT . WAL, AWS °&fF | LEUK
%o ARAGHEITHIRST, ROGEFaEHE AR ST @ H A R AR S, Wil 11-1 s,

+ -
Route 53
@ 4
ELB AutoScaling
SNS CloudFront EC2 Lambda
i~ * .
S3 ESB RDS  Elastic Cache Glacier

e a 0

M 11-1  EF AR S

AT AWS AR TTHIE 11-1 s 4 N FEEARSA:

o B&HR: FKACIEKRE E MBI ERIA B HIARSS . W DNS RS SRS .
o HIT: FKPITARLSMINRSS, W EC2 5t Lambda.

o THiE: HIRAHMEEIRG. Z47. WMEdRZE. K A7HIR% 50 CDN.

o HEM®: HXAEEM. HAFERRS.

IS — N RFHAREE T ER, 2RSS 75T SV SRR E A L —).
AN AR
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o Yo F A 42 Amazon RSB F X AS, wH A EANIRSIR T &
https://aws.amazon.com/<service name> .

11.2 B&H: Route53. ELB #1 AutoScaling

Route53(https://aws.amazon.com/route53/)f5 FH T DNS 55251 TCP & I 53, IX/&
Amazon [1'] DNS Al%5. UWi{E BIND(http:/www.isc.org/downloads/bind/) T[] —#4F, ]
{£ Route53 H17%E X DNS 2% H , il B EIX AR SRE K H 3h#k i 2k E AWS g5 L,
X LR 55 AT Re AR N FH B A

DNS e i MR . EidmErT ], R PR HiER. WRAE AWS
MEMRSS, REHEET A Route53, B R HE A A F] 1) DNS #2485, migFAE
H174bF DNS.

Route53 1] 5 ELB(Elastic Load Balancing, % 114321 https://aws.amazon.com/
elasticloadbalancing/)# JIWME, ELB {EN—AMddyfiigs, nlHREGAE ARG R %
B2 aim. B, WRE AR GRS TEEE 240 VMBS, ELB n]H TR
1%, ELB @I #FEMERIRIENA L], HIPRAMERERT SRR,

e — AR B AR S5 /& AutoScaling(https://aws.amazon.com/autoscaling/) . 1% it
F AT R A F SNl Blhn, R —AN SUG BB, AutoScaling 254%
it—> ELB Health Check S, X5 A B ILAFLE R VM, FHRE3I—15811 VM.

EILIX =PRSS, PNIRSS W E SR RIS H RS, N —TPRE o ArREe il 55 n] H
TET Y.

11.3 #117: EC2 #1 Lambda

AWS [FJ#% 0o 42 EC2(https://aws.amazon.com/ec2/), P ‘82 ENL. Amazon {F
Hl Xen hypervisor(https://www.xenproject.org/) K iz 17 kZ WAL, 1 H AMI (Amazon
Machine Images) KA T %25 o

AWS PR AMI F R ] k¥, frtrl R — D IE AMI KREIE E 2
AMI. AMI #1 Docker SEMAIZEZML. — B Amazon # il GiEFE AML, AT EZ5)
—NSEf|. JBBhjE, PlEE SSH #E I G TAE

(EfTIHEAR Ry VM G RIBIFEIEE —> AMI SRIRFLHIIRES . XADhgera
HZ AT, EFaERSTay, RV EEEE AT A
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EC2 =248, & AN [F] & 41 (hitps:/aws.amazon.com/ec2/instance-types/) . T2+ M3 A
M4 RHIPTHTEABER. T RIUFHREEOR, [ TAENBUARIGAERT, 2sig9sse
o SR 2t e .

C3 M C4 RFIEH T CPU FERIMN H (52 Pl >(FF 32 /> Xeon CPU), X1 Al R4
FRANF PR E AR Z 7] CFF 1952GB).

IR, B ZWAFN CPU EMESLHIE Got. X T Python TRy, RIA N
FHSe| a8 dm e, A 2.xxx B m3.xxx AREFHIERE. (HEFEE R
t2.nano A t2.micro, EATAHKIEITINS, (HAEE G LS T BRIl 2R
iill o VRFREIEPEIIR S 28 K/ NIRRT E R AN H 5 FH 3R

[RID948 H Docker 85K ERE RS, FTUAATREZT— M eME Y Linux &178.
ME— 5 ZORTE N 21— AE121T Docker 24511 AML,

£ AWS 1, WEEZE Docker a7 AueffH EC2 Container Service(ECS)
(https://aws.amazon.com/ecs). ECS &t IHE S Kubernetes #HL, R 1R 44 AL pl HiAth
AWS k55 . ECS f#H] H Cff) Linux AMI >Kiz1T Docker 4%, {HFLAECE ECS Kiz
ITHAL AMI. #lt1, CoreOS(https://coreos.com/)r& /> T EH Kiz{T Docker Z#%H)
Linux fiiAS. WHRAFH CoreOS, FIASHBIELE AWS H1,

i Jr, Lambda(https:/aws.amazon.com/lambda/) & —>1) A Kfit & Lambda pRZELT)
A% . Lambda X% "] A Node.js. Java. C#. Python 2.7(8% Python 3.6)4m’5 ) — XA
5, AlEEEE MRS A A HRm ) ZIP ) REE . W AEH Python,
ZIP A e B B s AT R AU A MO ) virtualenv

Lambda P& A& Celery BFE, BINFNEIE AWS FR Bl el A
Lambda [JIFAME T AT ESE > 724 /PIFIZATHY Celery RS (XM S A
] Wi M BA S FR T ) JETVH B0, {8 H] Lambda ] BE[F{INRAS . [HE HI—IX,
{5 Lambda SMRE R HHUEE AWS IRkRS5H.

N TR R TT F

11.4 7F{#. EBS. S3. RDS. ElasticCache #n
CloudFront

gliE EC2 s2filif, ‘BEa5 —1EiZ 4 EBS(Elastic Block Stores, https:/aws.
amazon.com/ebs/) —[F TAE. EBS & NEiill 7S, EC2 L4 = HIE
Gt QN8 EC2 L}, nIEIE— N8 EBS, A5 ELE SSD(EIAMRD)IE
& HDD(fR4ehEf) FigqT'e, H W E ERwWIsa R/ MIHEAl —Z5 . fFEET 5
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TR PE

S3(Simple Storage Service, https://aws.amazon.com/s3/) & MAERSS, EAEHLE
fififf(bucket) KRH R LT . I HKUE, RN RA L EIR I AR 0] LA
M TE-H (key-value) 71, (B2 LA FEMEIRE . FEIEdREE LR, S3 N RKSUHHE
gt R AL T/ —Y). S3 1EH H T & 30, BIONE IMFEREIA O 2 ME—
113 URL. @it fc & CloudFront Rl ¥ S3 HE 5.

S3 SR I — N R A e AT AR S S S SR AN ] A7 fe o 5120,
URAE G R HARZD U5 ) isF, A A Glacier(https://aws.amazon.com/glacier/){F
Jati. —MEHEEETE ST M Python NN S3 dEH A S, 1ERARS H & H
S3 VE EEE fa st AR W

ElasticCache(https://aws.amazon.com/elasticache/) & —NMEATF S, TRALPAFP G Im—
—Redis 11 Memcached. ElasticCache /| Redis )57 i FIE il Tge, Ff V2 Redis
TREER. K KEHERRATAE Redis ', A[EEFEIS NTFEA &, Redis 14 H AL
ALREEEE 7 U 21T 1SR IR =) Redis A&

RDS(Relational Database Service, https://aws.amazon.com/rds/) e — 1N RS,
] 2 MEERFEAE NG, JCHEREE FH MySQL A1 PostgreSQL .

o AWS A —/A~fE 4 523 (http://calculator.s3.amazonaws.com/index. html) F) £ 4%
AR T AR

i1 H RDS 1A e B AT E8E B3R E R KAE T, AWS geE 3T MR, X
AL TS AT T, taeit B ARt m mT P EAI AT 5EME. AWS filifE RDS
Je sl 1 PostgreSQL, iXilk RDS ARfGER 52, Xt NMTIERAE AWS _FFE
M APIEREREZ —.

BRI A — N Ja0m 2 AWS %4 ) Amazon Aurora(https:/aws.amazon.
com/rds/aurora/details/), ‘©-5 AWS 4f5E, SCHL T MySQL 5.x, {HECHIE MySQL 1# &
R (Amazon FEHRHEERESRTT 5 £5).

i Jii » CloudFront(https://aws.amazon.com/cloudfront/) /& Amazon ['] Content Delivery
Network(CDN, W& KM, P lAREEKE, fFH CDN & ERES SO
f£777%. Amazon &=ZRAF AT, PR P umtiEKES H B S RSS2, RESAHIE
SRIGZEIR . CDN A FRAFHAIAR. CSS Fl IS SCffF—ME— T B E R M R A . 1R
ks R & E R bEss U, BRI EZA EC2 SLpift,
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114.1 HE: SES. SQS #1 SNS

SHFATEHEFR, AWS #2400 F =4 F2ARS

o fHFFEE{FIRSS(SES): — Email [t5%.

o [RIFARAFIARSH(SQS): — N5 RabbitMQ ZLUKIBAA .

o (HHLEAIRGF(SNS): —NRAT/AT [ RGAFHEL B F RSt

1. fERHPEERRSS

WS ARG L5 F P OE M A DAB PR A s 2 D AR 2 A P A .
SRS FH A 55 2 A5 FH A SMTP k55 R RIEMME , RA SRR 2 TAEIF IEWICE R 4,
7 Be Tt S MR RS IR S5 A A i Rl I B A

BeAh, BIMERECE IR, (HE KIEARSS AR M IP FERES IR S5 ae ) B A4 5 TP H (A
N B RIEFAEH — A58 TP Ba bk & IEBIR M), ARABR 1A
MR ERAIER IP 4, RETTNE. BFETIS S bR B <& E A /) TP

T A ORI 2 A T B poRb 2 RMER), B TR =77 IRSS R AR E R
M FEE—RERRS AT E A = L, R,

M LA R Z RS =TT kSs, AWS A TR ELHEF AR 55 (SES, https:/aws.amazon.
comv/ses/)o FH SES KM H 7 E4F A SES ) SMTP £ BRI 7], ‘& thigfit—~ API, A
R SMTP, FDy5#T —S Kb, Aks% n] {8 A SMTP.

2. EEPAFIARSS

SQS(https://aws.amazon.com/sqs/)HJEE & RabbitMQ )14, X KZEUFR 5K
AR Ay A

Al G FZEINA . S NSE H (First-In-First-Out, FIFO)BEF42YE B I A2 A VH
B, FHRMBAI TR R 2IFHE B R BEE—IR . S B ORF HERFE KB ST
EATHEE G, #EMFEH Celery 1 Redis Frffitl—F#f. XANPAFIRIFFAEEEH B LR 2
20 000 %%

5 MR GREERAY S FIFO AHEL,  (EABEIRUETH SR . ‘&t FIFO BAAI|EE
B, FRACEEE B PRt 5 55120 000).

FAEAE SQS HITH B2 EHI3) AWS =2/ AZ FRSZH R FE1.

AWS #%[X I (Region) A1 [X 15+ ¥ A] F [X (Availability Zone, AZ)KZHZH.

XIAR ST, DABRRBAEAIfR . AZ RAKIEIR S R, nl4E AWS F1[1
[m— A E I H 20 AZ Scfil,  DMEAE Rl— XIS AN E 1) AZ 5241,
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RN —2H B EFR A& 256KB, FirPARILE FIFO BASI {7t SGB £, 1EAREERA
5474 30GB £ . #r)ihiul, BREERINEAE FIERIFR )

3. e ERIBAIARSS

HE T EF &GRS & SNS(https://aws.amazon.con/sns/), ‘E et NHE R
API.

e RAGAT I APL, A RIREEM A it shiE. KA a] L& Amazon k55
AR, T TR —A SQS BAFI. —A™ Lambda EREETA HTTP % i, QI
TR -

FHARAEIR APL, A FIRABENE A IEH R ZFMER T, SNS BT 5H =
77 API(U Google Cloud Messaging, GCM)#ATA8 HARHLATFHL, sl 5515 (SMS) &
ENATHE

SQS #1 SNS kB I H G —#E, PABKAE XERERTHE RS, 11 RabbitMQ.
(B 75 Z R A e AT D RE 2 15 R VR 75 22

TR BT TG R IR ) AWS Ak

1.42 #FBWEEFERZ: CloudFormation #1 ECS

%10 =i, A2 MAES EYIIEIEIEMEE Docker B4MI 74, &M
Kubernetes _E ] FR7E AWS & H T 1317 152451

AWS IR H CRIAR SRR E A a O S H SERF; S PR EC2 Container
Service-ECS(https://aws.amazon.com/ecs), 1 Fl — /" FK A CloudFormation(https://aws.
amazon.com/cloudformation/) ' Al 55K & HE HAth ARk 55 .

CloudFormation FCVFilt JSON AR E4F Amazon HIEITHIAESLH], FAE
AWS FEFHRE—T], WHESLGIEI A8 R,

ECS HASZ —MUERES, W EHTIE SRR, FISEIEERFR T4k, JFE
{Eifid CloudFormation FiE [4EHF. 121T Docker SFHPEFE M) AMI & ~iXAN H 1l
A%, 40 CoreOS.

{5 ECS HIJTEZ AT, RFREHHE JUTKER R, gialfE) L8N v4% & Docker
BRCIEMNEITERF. ECS 12l 6 R IR0t — IR EirdE, JFRIMR 2 DhE,
4nde T CPU BN A IR ORI R — OB B2«

S 7T R EIRESN, H ECS HEMAHEH Task definition 4XZfj. Task
definition & S S TEREAE M AR, FA Docker BHEUIANEAT LK — LSt R AT
AT A
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115 7 AWS LEZEE N

AITHATEH 7 F 21 AWS kS, TR EHIRS

TR AWS Wfe] TAE, &4F 1 e 185 EC2 93, AE1EH L ik
%o ARTHIARMWMIEE CoreOS L, fEHHIETT Docker 4r, RJE/M4AfEH ECS
B A SGERE, SRS E ] RouteS3 KA RS IAERE, XSRS T-F—%
% TFo

BB AWS K

1151 Bl AWS KE

7E Amazon #E 15— & 1E hitps://aws.amazon.com GZE— MK . FERA
{EHREERTAGEN, EREAEF T, nl{FRHEASTHR (basic plan) % 54—k 55

GBI RS 2 2 AL AWS T .

— B 5ERGEM, M EER R AWS #FiillG. B —1FEREMNG LARERA T
[P EL A US East(N. Virginia)Hi[X . b 35 Jé WA AR E AR E 1 9% 15 1 X .

% U {F Billing {Zl & il E %%, T https:/console.aws.amazon.
com/billing/home#/, EUMGEHFHIFNIXH . 7F Preferences 11 Receive Billing Alerts
SIEME, Wi 1122 s,

.*ﬂ Services ~ Resource Groups 3 / ZIADE ~ Giobal v  Support ~
Dashooard Preferences @
Bills
Gost Explarer Receive PDF Invoice By Email
Turn on this featurs to receive a PDF version of your inveoice by email. Invoices are generally available
Budgets within the first three days of the month.
Reports
Cost Allocation Receive Billing Alerts
Tags Turn on this featurs to monitor your AWS usage charges and recurring fees automatically, making it
Payment Methods easier to track and manage your spending on AWS. You can set up biling alerts to receive email
notifications when your charges reach a specified threshold. Once enabled, this preference cannot be
Payment History disabled. Manage Billing Alerts or try the new budgets feature!
Consnlidated
Billing Receive Billing Reports
| Preferences Turm on this feature to receive ongoing reports of your AWS charges once or more daily. AWS delivers
' Credit these reporis to the Amazon S3 bucket that you specify where indicated below. For consolidaied
ocls billing customers, AYWS generates reports only for paying accounts. Linked accounts cannot sign up
Tax Settings for billing reports.
DevPay Save to 53 Bucket: Verify

% 11-2 % Receive Billing Alerts & 1%EHE

—H5ER, $1H CloudWatch(https:/console.aws.amazon.com/cloudwatch/home) [ £ ,
PR Alarms | Billing )2 — S . BRERFRH — 8 1, nl B8
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AR S5 FUETE BRI A 2R . EAEPT E 0.01 SEoaiE v i o PR Ao 2R R AT,

BRI B VR Pk, Wl 11-3 Fiaw.

Create Alarm

Billing Alarm

You can create a billing alarm to receive e-mail alerts when your AWE charges excead a threshaold
you choose. Simply:

1. Enter a spending threshold

2. Provide an email address

3. Gheck your Inbox for a confirmation emall and click the link provided

When my total AWS charges for the month
exceed: g 0.01 USD

Reminder: for each address vou add, you will receive an emai from AWS with the subject "AWS
Notification - Subscription Confirmation. Click the link provided in the massage to confirm that
AWS may deliver alerts to that address.

Additional settings

Provide additional configuration for your alarm.

Treat missing data as: | missing 0

Cancel

K113 Al — s

(AT Al n I e /2 B A Services KT I RS . BT H— &

A ARG HITHIAR .

s EC2, 2 HE [A) #I57 T https://console.aws.amazon.com/ec2/v2/home [ EC2

e, AR ], ik 114 Fos.

T Services ~  Resource Groups ~ %

AWS services

v Racently visited services

> Al services

Build a solution

Get siarted with simpls wizards and autornated workdows,

@ Launch a vinua @ Bulld & web &pD E Host & static website
machire With Elastic Baanstalk .

With 53, Clhud=mont,

With EC2 ~6 minutes Rowte 53
-1 minue -5 minutas
e Connectan loT équ Siart a development Fegister a4 doman
device ~p ¢ Proect %) \with Route 53
With AWS IaT With Coda&ter ~3 minutas
See miore
Learn to build See ll

Chio ~ Support ~

Helpful tips

ﬁ Manage your costs
(et real-time billing slarts basad on vou

usage budgets, Start now

@ﬁm Create an organization
Use AWS Organizations for policy-basg

management of multinlz AYWS accounty

Exclore AWS

Mew Product Announcements

View the latest ennouncements from the AWS Sun

Francisco. Leam more,

Migrate from Oracle to Amazon Aurcra

Learn hew to migrate from Oracle to Amazon Aurg

downtime. View project.

Introducing Amazon Kinesis Analytics

K 11-4  BIEE— AN
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1152 (&

CoreOS 7 EC2 LEp&E

H.1f; Launch Instance Wi %4, EFE—1~ AMI Kz T VM, WK 11-5 Fos.

ﬁi Services v Resource Groups v % [\ ZIADE~ N.Virginia + Support v
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4, Add Storage 5. Add Tags 6. Configura Security Group 7. Review
- - I -
Step 1: Choose an Amazon Machine Image (AMI) Csps S o

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your
instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMis.

Quick Start 1to500f 640 AMIS > |
C, CoreQS x

My AMIs

11 results for "Core0S" on AWS Marketplace

\veSawsmarketplace !
S Partner software pre-configured to run on AWS

AWS Marketplace

| Community AMIs A Core0S-alpha-420.1.0-hvm - ami-0006dd68

&
!

CoreQS alpha 420.1.0 (HVM) 84-bit
¥ QOperating system -
Root device typa: ebs Virtuadization type: hvm
Amazon Linux

Cent OS b A Core0S-alpha-509.1.0 - ami-00158768
B it © b CoreOS alpha 509.1.0 (PV)
Fedora 6 L. 64-bit
Gentoo _,:f Root device type: ebs Virtualization type: paravirtual
OpenSUSE - |
= s A A Core0S-alpha-1339.0.0-hvm - ami-00598116

& 11-5 & AMI SRIZTEH 1 VM

£ Community AMIs %22 CoreOS 52451, 241 i nl H 1) CoreOS AMI.

X A PFr AMI: ParavirtualPV) A1 Hardware Virtual MachineHVM). X452 Xen
EHREFFT RIS . PV 2R, HVM 25 . RYE Linux
ANFIIAATHG, FREeSRA) VM Al BEJCVALE PV R T

MR R, EVRPEFEF A PV AMI. AJEHE T HIEFE
tl.micro, i%&F¥ Review And Launch &7 54k%4E. & )5 By Launch %4

A VM B, 206 S ZRAREIE —N#r1 SSH 283X .  GnRAB Y7 [ iX > VM,
XK. MIZZAFE VM ARG Y, BT e — 28R, R Tk
N WERAG— . pem XXM, PRRFEENINE ssh HxHr, WK 11-6 Fizs.

o BR: T2EZRIM, B TLE%)E, Amazon FAMHE,

— BSEBSATHEER, Bl B e EC2 2] & 18R (rIH i 2 i) Instances 32 H
KEE).
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Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

Create a new key pair
Key pair name
runnerly|

Download Key Pair

Q You have to download the private key file (*.pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file
again after it's created.

Cancel Launcn instances

K 11-6  AbFEEEEANT

] /£ status checks #I|HEH VM IR AWS #58 VM 246 %% 1Lt a], — H 34,
BLEEA] SSH R#:AE VM. IX 7 ZAE A E A B .pem Al VM 122 DNS ik,

CoreOS FIERAH A& core, —HIERE, WHHIEIT Docker a8 s 22—V &5t
2. HREEH'E. 2 CoreOS FFEHEHIT, nJH] update engine client fiy2 5&fil| R4t
BEATHHr, SRJ5 1% A sudo reboot H )5 VM. U R HIFIEIA -

$ ssh -i ~/.ssh/runnerly.pem

core(ec2-34-224-101-250.compute-1.amazonaws .com

CoreOS (alpha)

core@ip-172-31-24-180 ~ $

core@ip-172-31-24-180 ~ $ update engine client -update

[0530/083245:INFO:updatg_gngine_;lient.cc(245)] Initiating update
check and

install.

[0530/083245: INFO:update _engine client.cc(250)] Waiting for update to

complete.

LAST CHECKED TIME=1496132682

PROGRESS=0.000000

CURRENT OP=UPDATE STATUS UPDATED NEED REBOOT
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NEW _VERSION=0.0.0.0
NEW _SIZE=282041956
core@ip-172-31-24-180 ~ $ sudo reboot

Connection to ec2-34-224-101-250.compute-1.amazonaws.com closed by

remote

host.

Connection to ec2-34-224-101-250.compute-1.amazonaws.com closed.

VM B3Ja, 1RRASEIEHTRCAS K] Docker. 2R354 M —~ busybox Docker 45 #

[Fl5 hello, W1 Fs:

$ ssh -i ~/.ssh/runnerly.pem
core@ec2-34-224-101-250.compute-1.amazonaws.com

Last login: Tue May 30 08:24:26 UTC 2017 from 91.161.42.131 on pts/0
Container Linux by CoreOS alpha (1423.0.0)

core@ip-172-31-24-180 ~ $

docker -v Docker version 17.05.0-ce, build 89658be
core@ip=-172-31-24-180 ~ $ docker run busybox /bin/echo hello
Unable to find image 'busybox:latest' locally

latest: Pulling from library/busybox

lcaed46121479: Pull complete

Digest:
sha256:c79345819a6882c31b41bc771d9a94£fc52872fa651b36771fbe0c8461d7eeb58
Status: Downloaded newer image for busybox:latest hello
core@ip-172-31-24-180 ~ $

WA T, B4 5% Docker AEESAT LA TAE 1. R Docker

Hub [1'] docker-flask 5515117 Web W

core@ip-172-31-24-180 ~ $

docker run -d -p 80:80 pObailey/docker-flask
Unable to find image 'pObailey/docker-flask:latest' locally
latest:

Pulling from pObailey/docker-flask
bf5d46315322: Pull complete

9f13e0ac480c: Pull complete

e8988b5b3097: Pull complete

40af181810e7: Pull complete

e6f/c7/ebc03e: Pull complete

ef4a9cl1b628c: Pull complete
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d4792c0323df: Pull complete

6ed446al3dca: Pull complete

886152aa6422: Pull complete

b0613c27cO0ab: Pull complete

Digest:
sha?256:1daed864d5814b602092b44958d7ee6aa9f915c6ce5£4d662d7305e46846353b
Status: Downloaded newer image for pObailey/docker-flask:latest
345632b94f02527¢c972672ad42147443£8d905d5£9cd735c48c35ef£fd978e971

ATEOL T, AWS ROy SSH JiinFT Hum 1 22, V5w 80, FEFTH EC2
P 5 1) Instances #138, iy Sl @i i) 2 2 H A RE N launch-wizard-xx), Ul
K 11-7 Fros.

Edit inbound rules pod
Type (i Protocol (i Port Range (i Source (i
HTTR Custom 3 0.0.0.00 Q
HTTE Custom = ) S
S5H r Custom 0.0.0.0/0 Q

Add Rule

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that
depends on that rule to be dropped for a very brief period of ime untll the new rule can be created.

K 11-7  V5ialEm I 80
Pye o iz A, X B4R mbound rules(fE AR AZS N HTTP.
SOALZNFT R 80, ARJERILEN A b Ad A /A 3 DNS SKijj W] Flask 37 .
Xt AWS 1217 Docker HE T E e TAE, RARMEEIZEA. PUHON
e, mR)E—HIBIREE LR, XS B AutoScaling A1 ELB Ak &53HE1TE HL,
= 2% 1 H CloudFormation RJJEIL & XK B 2P ATIX LD . (HAE{# FH Docker
I, ECS J&ff AWS S HB0E AR g BB e .

11.6 {EMH ECS #}&

AT/ 48id, ECS 7157 E3hiHE Docker 5514, Fi5 & S T 2 1 HAB AR S

XMIZs T, AFRERITEE EC2 526, ECS R H K AMI, X/ AMI %]
HRAE EC2 _Lig4T Docker A28 BEIR{% CoreOS, H—4" Docker “FH##FE, (HNT
JLERCE DA S S & F4 S AWS JERH AR TR

ECS SERFEE H 2N iR A k.
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e FElastic Load Balancer(¥£ EC2 &1): HkKza52 4 &ifK
e Task definition: HKHfEMI™ Docker Bil% 75 2508, Basl EHLZ R MIZ,

FE MBI 1
e Service: {§i[H Task definition AEXzN EC2 Scl )6, FHAEH 1217 Docker

e Cluster: &% Service. %)™ Task definition A1 ELB.

WD aa2 w3 e ECS LB R RRE S, BT EI R eliralduss. Fla,
B/t 2 A ELB.

Fiaffe, BT S, BIZEFITaIE. &R & _LJin ECS i3S,
R Bonm . THERIG, A Get Started 241217 7] F

1% Deploy a sample application onto an Amazon ECS Cluster 126301, ZAJG4F%E, U
& 11-8 7.

W TN S . e ae Tt ks A mmmsmam LIV fNamdbmsimar Lhae _— = e -
s X1 Ta B artor with Yaab=Wia n-|’k P INITAINOr ssornviro t [ &
Ir\_l'n_-l. rif__- Ll L] VWYWILL A cli ) e A k.‘{s .'.x_._I]LR- el VIS | )

Select options to configure

Get started by running a sample app with EC2 Container Servica (ECS), setting up a private image rapository with EC2 Container Registry (ECR),
or both,

Iwantto « Deploy a sample application onto an Amazon ECS Cluster

Amaron ECS will s&t up an aultn g gre
BCirate couslar Mmanagemeant

Store container images securely with Amazon ECR
Create and Manage a new Drvale mage I1-;|!.'.|:|r_..' and use tha Docker CLI 1o push and P

8 manageada 1h .._jl'.--'.f-r: idantity and Accasas
Marssgemienl,

Kl 11-8 &+ Deploy a sample application onto an Amazon ECS Cluster 1l

HEAEN R Create a task definition XT1FEHE, AIEH A & TS A TIZAT S
s, Wk 11-9 FiR.

E1ERE T AHIFIR Flask NMA, 52 iiE(E EC2 LR HAER], FrLART#E Task
definition [1'] Container ZZH. FH2L481% % . Docker 5% 7 27T Docker Hub 5 AWS
H &1 Docker 4G .

fEIXANREH, WA E A Docker Aas M ENL RS M m DB KR . HilBislT

I 123 . 1X B4 in 1 80, XA UEH I Docker Fif5% A ¥ 1, Docker
42 Flask W .
1511 2P & Configure service & 1, WK 11-10 A,

2438
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Create a task definition

An Amazon ECS task definition is a blueprint or recipe for containers. You can modify parameters in the task defj

particular application (for example, to provide more CPU resources or change the port mappings). Learn more

Task definition name* @ flask [ ]
Container name*  flask i ]
Image*  pObailey/docker-flask O

Custom imaga format; [registry-url}/inamespace}(imags|:[tag]

Memory Limits (MB)* Hardlimit « | 300 o

© Add Soft limit

Port mappings

[au ‘ 80 tcp ~

© Add port mapping

K119 & X ES5BHIER:

Configure service

Create a name for your service and set the dasired number of tasks 1o start with. A service auto-recovers any stopped tasks to
maintain the desired number that you specify here. Later, you can update your service to deploy a new image or change the running
number of tasks. Learn more

Service name* runnerty (1]
Desired numberof 3 (i ]
tasks"

Application Load Balancer

Create an Application Load Balancer and configure your service to run behind it. Learn more

Container name : | flask:80:tcp v |
container port :
protocol

Application Load 80
Balancer listener port

Application Load HTTP -
Balancer listener
protocol Outside of the first-run wizard, you can select a certificate io use HTTPS.
Health check path i ]

K 11-10 Configure service 7 Il
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A 128 AR S5 s IN

=MES, MRAESRRETIEIT =10, 51 Docker BH4HEIT—

o £ Application Load Balancer X3, FHZ AIAE AR . &a, TEAE

—EERE, XEFE
7R o

BB SEHISRAY, —esem| DL A FH ) SSH #5814, 4k 11-11

Security group

By default, your instan

you're running.

Configure cluster

Your Amazon ECS tasks run on container instances (Amazon EC2 instances that are running the ECS container agent). Configure
the instance type, instance quantity, and other details of the container instances to launch into your cluster

Cluster name®  default (1)

EC2 instance type* t2.micro « O
Number of Instances* 3 0
Key pair [ runnerly v\ O

to allow access from known IP addresses only. ECS automatically opens up port 80 to facilitate access to the application or service

Allowed ingress source(s)*  Anywhere *- O

Container instance |IAM role

The Amazon ECS container agent makes calls to the Amazon ECS AP| actions on your behalf, so container instances that run the
agent require the ecsinstanceRole IAM policy and role for the service to know that the agent belongs to you. If you do not have the
ecsinstanceRole already, we can create one for you.

You will not be able to SSH into your EC2 instances without a key palr. You ¢an create a
new kay pair in the EC2 console (.

ces are accessible from any IP address. We recommend that you update the below security group ingress rule

K 11-11 BoE—MER

Wik )a—= )5, ECS MSeiEiT R, REVEMAS. —BARESIYE,
KB 3 view service 124, ‘EERTA FAE T FAR AT fid R4S . Service L] .

GEAE AL

UL AR BB ARG FEERET R, Wi 11-12 fis. H

ECS [f]-3 58 B AIHERE rIBERS 0 T

e )7 Task definition Fiz1T Docker %5

o VEIIAMERE, HA=A EC2 S,

o TEERRFHUSIN RS, £ EC2 545 A Task definition % Docker 45

o HItZHIBIEN ELB SEHL 54T .

WM E EC2 %45, Vil M) Load Balancing | Load Balancers 5., 145 Z|
BRI 1) ECS-first-run-alb ELB LB /~7EARSS ECS 5 T .

ELB §— 127

-] DNS 44, XAEr @SN es i m Flask WH. URL BERE

http://<ELB name>.<region>.elb.amazonaws.com.
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A4 ELB URL BRI M4 |-

Clusters » cefaul

Details

Cluster
Btatus

Task Dafinition

Service Role

Task

»  Bervica runnery

Service : runnerly

default
ACTIVE

Tlask:1

Decirad count 3
Pending count @

Running count 3

ecaServiceRole

Tasks Events Deploymants Auto Sealing

Task status: | Running ) Stopped
\ L

J8f6E770-f99d-46b8-9553-1e525D, ..

Task Definition

Delate

Load Balancing

Target Group Name Container Name: Container Port
sampla-webapp-target-group flask BC
Deployment Options
Minimum healthy percent 100 €

Maximum percent 200 ¢

Task Placement
Strategy Mo strategies

Constraint Mo constraints

[#]
<

1-3 » Pagesiza 50 =

Group Last status Desired status

seniceEunnesly RUNMING AUNKING

el RLATNINY] Fiad

11.7 Routeb3

Route53 ] KA A A4 . WHRAE https://console.aws.amazon.com/route53 |
7] RouteS3 RS H4xH]4, B.if hosted zones SH, TJZ5IAAVNIN—18111] Hosted

Kl 11-12  SEEEE R AT

Zone, X e iGN ELB A4 .

fERBER ARG R H 38T AR S5 Pt A3k A4 , AR 4 AT fa] SR A2 g [F] 3] AWS

] DNS. H.i7 Create Hosted Zone, ZAJG¥sImE4s, W& 11-13 s

Create Hosted Zone

A hosted zone is a container that holds information about how you want to
route fraffic for a domain, such as example.com, and its subdomains.

Domain Name:

Comment:

Type: | Public Hosted Zone %

runnerly.org

A public hosted zone determines how traffic is routed
on the Internet.

& 11-13 a4z
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6% 5, PJ{E Create Record Set i+~ A AN IR . il x D aEn4%, If
HAE Alias Target HINET HI— NS AT HIY M52, WK 11-14 s,

Create Record Set

Name: runnery.org.

Type: A = |Pvd address =
Alilas: ©OYes  No

Alias Target:

You can also type 53 website endpoints
- CloudFromt distri

- Clastic Deanstalt a | _ .
- ELB load balenc EL B Application load balancers

- 53 website endp ECS-first-run-alb-1566641166.us-east-1.elb.am
- Resource record — | B Classic load balancers
Leamn More

runnerly-1681925161.us-easi-1.elb.amazonaws

ClouagFront gistnbutions

Mo Targets Available

Routing Policy No Targets Available

Route 53 responds Flastin Rranstalk anvirnnmeanits
More

Evaluate Target Health: Yes @No

Create

i 11-14 Create Record Set i ]

AT TE [ G ELB S as i I EAES IR, IR eI 44 Al
ELB.

TERGAX — A B R R ) ECS 5 L. AT FIE A IGINE £ % H,
BINEEAN 184 F N — > C R RITR 55«

Route53 {E£FKHA DNS ks as, 04 HAh —LG@8RII5E, WHERG AT, ©nf
& FERZART) ELB A ARG . WHSERZRIK, Route53 H3N% CloudWatch K&I%
B, WA ELB, IriaRetdE K25 — MEHEK ELB L.
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11.8 FF/NMDE

e N H IE BB MRS BIFRE, = BN AR X FE S .

Google. Amazon A HAh KR =N B #RSCRAREE T E B Docker B AR4EAE. FIT
LL, RN H A2 Docker (611, MIZREIRA ZHAEIXES 25 |08 . REA A UWE AWS
hiEE, AWS f H S HRE # Docker B4 MIRS(ECS), 1 H 5 HAD AWS AR5 &K%
58

—HHEIH AWS k55, Bl kX e — MM EFE KIS Al RAARAMUE
KIS N, & &3R5/ VA, HHATi247T 3 AEdE G, BBk,

T—=KagiAts, BEMEBRSTZEAR.
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BT R4

5 HERIIEFE Python fAKS, EEFELL T HANTHIER:

o N HIIEBIFIRIERSR?

o MNHEHIEREGH?

X B — MR FHRid 1R CentOS B, #:F RA WA EZIRIX MR IE
CentOS 5 Red Hat Enterprise Linux(RHEL)AEH #21ir, (HEEER 1k 8. F2 AEM
RHEL H465:7= A FRABN, w2t 3] CentOS . HIRZFH CentOS HFH, 5l
XA Linux KATREER AT, A —Hig KR EEH T A k.

SRIM, A FHCentOSE WA A BEEI H _E A% FH B Python AR (TE R Gt %%¢ | HE
NPython S HITEILERSN . T H, Ms4EfEE, Xl £ MRS, FAk
A HPythontt X X FFIIRAS . [KlML, —eH % &4 18 AE1R KB [R] PN 45 H Python 2.6,
TCiEAE H BT Python By AFE .

— e FOANE LT R EARIEFSE Python 3, B35 8 4E Python 2. SL2F5 L,
X H AR S— U RAE 2017 B8 — P HFIRARSS IUH , —UI#E Python 3 H1 R H .

HAE, XN REFEFEH Python [HRRASHIE R C2VH R 1o ARnl s F o8 Python 3,
HoRe L 2 1) Docker A #H IAEA Linux &ATHR L.

WE 10 Frd, Docker AT NZE AN bt . (HEAh BTt ] GE Rk
ANEBEZFA, HU CoreOS 1] rkt(https://coreos.com/rkt/). TLIRWHA], AT A2l
BHRET R ARG, BRHEARSHAER—XZ OCI(Open Container
Initiative) FZHZR T H AR OCL HIFTA KA S A= RS Dr xR IKE) .

BT FIRJRE, EFesHT Python 3 A1 Docker KA MRS — N4 HIMETE . B
K, Dockerfile FiEVE RGeS OCI HA W W NEZAER ikt

Rltk, GnfR Python 3.6 S RE A B AL R BVFFE, A4 3t FH R4k S HT
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3 PARAE T — MRS ENT— W RAB N ER, EARMRS EAERHARTAR
FREAE R AN Python M AS 230 0] /@1

ARA5EHF Flask, BINIXMMHERSE THIEMIRSS, HAT ZMBENES RS, H
M Python 3.5 H45, &1 asyncio J% (https://docs.python.org/3/library/asyncio.html) ") Web
HEZE DL S async A1 await S558T Y I 1F RN B B2 ) 2 16 T

RATREE LSS, HA— 28 Flask BONEBSZVGRIHELL, X2 FAEAHE
VO ARG LR ERERIMAET 1, 1 P RN DT a8z e P gmie T 3.

RECRA 4] Python 3.5+H ) B gmis 2 R TAERY, HARZE A vl R E 2
AR S5 TH) Web HEZE.

12.1 EKB[BAERLES

EHEF Python [ P20 TAE, & ok A (iterator) A1 A Al AR
(generator) 1) TAEJREE, ‘E11:E Python S R 1IALA

Python H[FEACARE SN 1 I%AXAS B (Tterator protocol) )2 . IXANFRMAINSIR T
TN 7

o iter (): RPIFIEFNEARAS. EHIRM self.

e next(): R[FIF—MEH, BHEMH Stoplteration()F -

T Fibonacei 2 41| SEE N — NS

class Fibo:
def 1nit (self, max=10):
self.a, self.b = 0, 1
self.max = max

self _ coank = 0

def 1iter (self):

return seltf

def next (self):
try:
return self.a
finally:
if self.count == self.max:

raise Stoplteration ()

self.a; self.b = s5elf.b; self.a + self.b
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self.count += 1

IEAAS T EHAMEATER, 0 FR:

>>> for number in Fibo (10) :
print (number)

oo SO 5 N % N . B - O TR o ER

13
=1
34

FEIEACES B Python i, Python VNN /AERNES, FH5| A yield KEET, 24
PREUER] yield A return I, SBEEH AR RS . EPATEFEHIE R yield e
i, PREIEIR A yield {HIFE{1EAT

def fibo (max=10) :
a, Bb=10; 1

cpt = 0

while cpt < max:
yield a
a; b=b; a4+ b
cpt = 1

XFE AT kA s 5 HANIE & P R RIFE A LA A E P FIRZE R 2 XA ) o
MFEIFEFFRER yield AFFR[FME, EREFRI— MEIFE MRIERAER

HE 5 R B HA T IHEAE N7 ) 5 OB & P e 2kl . — B & IXAE 1 RE
71, BURRAEFHSEAEIEES, HE AR E R T

BIT send() /712K & yield WA, sinlRWCHAH TRE I ME. i pfl -+,
terminal )RR EAL — /N, SEHL 7 =ANE4: echo. exit # eval:

def terminal () :
while True:

msg = yield # msg gets the value sent via a send() call
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1t msg — Texitl:

print{"Byal™)

break
elif msg.startswith('echo'):

print (msg.split("echo ", 1)[1])
elif msg.startswith('eval'):

print(eval (msg.split{"eval"'; 1) [1]1))
SHMCIXANERES IS, HURER] send() V2K LTS -

>>> t = terminal ()

>>> t.next () # call to initialise the generator - similar to send (None)

>>> t.send("echo hey")

hey

S>> tosend(Meval 1-+17)
2

>>> & gend (Mexdit"™)

Bye!

Traceback (most recent call last):
File "<stdin>", line 1, in <module>

StopIlteration

=, fEEBGHTH Python 3 1, IXEBAAEH ) tnext) TR 2200 next()ak t. next  ()s
A 17 _Emasiniras, Python A4 i as SR T W EIFEF -

Xt yield (5 — M B2 yield from, ‘& RUFEECEH B — MERKES

KRS NI, — A RGERE A PN A B R AR Rl (yield) E :

def genl () :

for 1 a3n. L1, 2, 3]z
yield i

def genZ () :
ot 4. a9n. Tabee! s

vield a

def gen() :

for val in genl () :
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yield val
for val in gen2 () :

yield val
Al g — yield from i FH A& 4 _E AT gen() BT for 1

def gen() :
yield from genl ()
yield from gen2 ()

NN genQERIBI T, EAERAS TR 76 SRR IR [

»> last (geni() )
[1, 2, 3p Ta', *bB', TEv]

i HAR 2 M FRE R SR e T e S R P gRfE i — AT AR . e 01T
T RERIZ AR BN R BT RIS EE R - B yield 1A 7S RECE 5T I
iEHAm R AR E L=

A T XERHE, Python fESCRFIRA R PYmfE LR, &2k, EHRAREAAL
A S PR B R A 1 B IR P

122 WRERF

N WA T 709w AL, Python 3.5 5| A\ await Al async JCHET- LA K coroutine
A, await P JLFSE0 T yield from, His MW — 0 EFEF IR 7 — DM EFERF -

await 5 yield from X FET, AEE(FH await TR — 1 ES -

async F}EE T-BEARMICEREL. for JEHAEL with B, (FHSAN—NEEFERES. ik
fHHX N REL B3 coroutine ZRAITIXT G, AL AT

USHNE| Python HIJEAE coroutine ZRAYHUE — N E N PRIV Alas, (HATA LR
PR AR AR R — DA . SRR T T AR 3T .

NHEAEH asyncio FESKIZAT main(REL, EIHATIRHZ AN EIFER

import asyncio

async def compute() :
Eor 1. an. range{s):
print ('compute %d' % 1)

awalt asyncio.sleep(.1)

259



Python AR % F %

async def compute?Z () :
for 1. an. range{s):
print ('computeZ2 %d' % 1)

awalt asyncio.sleep(.2)

async def main() :

awalt asyncio.gather (compute (), computeZ2())

loop = asyncio.get event loop ()
loop.run until complete (main())

loop.close ()

EIFERERE, BR V{#EH async Al await S8 Y, ‘& 5@ FH04T 1 Python 4%
WAL, X EMRAE AR . SRR, VrEFE ik S A
e PR AR TAE, FrCA AT 2 iieE i, BRie T KA AR .

& asyncio.sleep(ye —MIMEFEF, FrCMER] await ST KIHHE.

WMRBITIXMER, BEE|LL M-

$ python async.py
compute 0

compute2 0
compute 1
compute2 1
compute 2
compute 3
compute2 2
compute 4
compute2 3
compute2 4

%4148 aysncio JE .

12.3 asyncio BE

asyncio(https://docs.python.org/3/library/asyncio.html) % #x #] % N Tulip » &
Guido(Python FJ{EE)H]—/M2L56. asyncio $HftH KA &I T HAH A DA P 1Y)
I ARl A
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XA FE ) H BT Python 15 5 11 asyne A await DL FIFER .

asyncio JE [N R Y5 T Twisted, $THETH17 Twisted fFHAT PN IR oy EHE
TIXLEEEMIN ], TG AR A TCPYAFMEEE4n HTTP), SRJ5 %] (]
W77 2REAFR o K o

(B NFAEWFEIER G, R RSP T ARG 7. #8IE await i H
KA AT R T e 5 . ERPATTIEIE asyncio WMMAMERZERAE H T FIFER,
{H asyncio Jg¥IFFAE A E Beit, 1 HFRE— 55 TAEA RefdH -

SR, B E BN E S HEIA APL, LA A B W RIS e AT R R A R 2K
HAEAEEEAE RGN VO #l2s(I devpoll. epoll A1 kqueue) 45 i€ VO HAFXT M.
PIPAT BREGE M B R

filhn, HEEELE socket FEEAFEIR TG, il —MCEREERE RS {HiX
FRETCRTHE T BIUEFISEE b Blan, EE R A S EIRER B SERUR 43T,
AR A8 H asyncio BE—> VO H4F, ‘EAEFFIET B &R ik, HiEFEERF A
FH IR R R EHAT -

XFE, WA AR BT 2 A EARE B EIAER, BT SACHHIT. XM
AW ZAAET, —PRELRENN A KiET LT ERER, XLy R
AN REFEZEN], WATFENLIEZ MG AN E 2.

2 B MRS, SRR T

async def my view(request) :
query = awalt process request (request)
data = awalt some database.query (query)
response = awalt build response (data)

return re Sponse

XA EFE P AR MEARER, FHHIEAIETT G, B fraE— P e i,
I EBEANETE K.

WMPIXAMRSAEH Flask M, FELAVRLRETTRET, AN HNERE R A%
5 E—AMER 2 BERE Flask NAACEE . BOEAANHFRIGERIBIAZRSS, RS 24r
R 3R AR A

EPFEOL T, FEAMERBAT SR . (HIEAROEE R & R A AT
HEJT, (H1S PSS VO HAEMMIRS . NS AR AR RN, A
H CPU R Z 51E .

IR —EAR S A CPU BEERTS, asyncio 1M NREL, BEESFMEIRZ A1
I PR R B R T AR R ARG
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262

NI/ T asyncio - H SRR SS TIHELE .

12.4 aiohttp {EZE

aiohttp(http://aiohttp.readthedocs.io/) &%t T+ asyncio FIATHESE, "EAE asyncio 1)
BRI I

5 Flask B4, ‘EHM4E—ERS R —DEEH, B A 5 & 20T N AL T BR
k.

asyncio [ H G SEAE Application X R A, ‘BB gwiE TAE. 1E4
RS R, PG Flask AFE L3 TR L.

NP, RN AP ap N, PMEREF apiQiR[F] ISON Hi s

from aiohttp import web

async def api (request):

return web.json_response({'SDme': "data'})
app = web.Application ()
app.router.add get('/api', api)
web.run app (app)

aiohttp HE4LH — W EN Web iR%52s, AR run app() 7Kz tTiX MHIA,
B, IR T Flask, A4 AKIARITE T HCALE A1 2R im A s Sk Bt 2]
M L.

XAMELFR T TNEE1E Flask B0 HS BIFE P A — S GUREeE, 51 an el
8 FH (A T ey A R AR BT R AR 55 (B 1 58 ST R AR R o

12.5 Sanic

Sanic(http://sanic.readthedocs.io/) /& 73— MBI H , ‘B AFH PR FEIFE R 2R S
LT Flask [{4A5 .

Sanic 1% H uvloop(https://github.com/MagicStack/uvloop){F AFHAF i3 . uvloop »&—
MEEH libuv, FfHH Cython SEHL | asyncio JEM ML . R ZERSSH, XX A
WA RIE, (HiE D3] — M E SR RS — E R T, AR,
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an A A Sanic EERIHEINIF]F, ‘€5 Flask JEHAH{L:

from sanic import Sanic, response

app = Sanic( name )

@Qapp.route ("/api™)
async def api (request):

return response.json({'some': 'data'})

app.run()

AR, BAELLZF Flask )5 & . VR&AE Sanic 14K 2] ) LFFrA Al il Flask A%
DN, 44140 Blueprint.

Sanic A5 HIMEFE, HU#EZ2HTTPMethodView) 4w S ML EIKIBE ST . IX N
RE—Aim s, FE0A(GET. POST Al PATCH Z5)%t W T e f— 5

XA FEZE R AL rh (Al RAZ i SR Bl B

E MR, R RECR [A 78, HELE 2 H SR FL 4 Y JSON:

from sanic import Sanic

from sanic.response import json
app = Sanic( name )

@app.middleware ('response')
async def convert (request, response):
1f isinstance (response, dict):
return json (response)

return response
Qapp.route ("/api")

async def api (request):

return {'some!!: 'data'}

app.run()

A ARGAAR 5 GR [B] TSON W, AR AIZAN /N [l R o gefa] A AR B ARED
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126 ST MRS

DI R AR SRR e B P O S A

Fan, GnARASARSS AL —MEKRE, [HAZRPN, AR EH HTTP S s
KA PHIESEAF IS,  BE A REM R 3R A

R UA I H SR EAIARE S, RAXFHEMRESEBr. K2
RESCRER D R H AR Bt — 1.

Wi &R, AR S 695 A7 BT Rk 4. £ PyPl £, T3 %E
aio =X, asyncio. X /> wiki R @ (https://github.com/python/asyncio/wiki/ThirdParty)
H% —/MEFEA I HT

NS e SRR S A S -

e aiohttp.Client: nJHIKE i requests L.

e aiopg: %t Psycopg 1] PostgreSQL Kz,

e aiobotocore: AWS & Fiii—2 5 R BE# & FH- 3 boto3 ‘B /I H H.

e aioredis: Redis %/ ¥iij.

e aiomysql: MySQL % ¥, Z&T- PyMySQL 4% .

FARABIELEE AT, asynciofRfE— AT E executor), R FHSRIEMAT L5 F2
BOH AR AT R .. XN REE DN EER, JKZEEHconcurrent B H1 [
ThreadPoolExecutorikProcessPoolExecutor2 .

Mo AR AE ] requests JE:

import asyncio
from concurrent.futures import ThreadPoolExecutor

import requests

# blocking code
def fetch(url) :

return requests.get (url) .text

URLS = | "hittp s/ fziade..org?, "hHitps/ fpython.org®, *https/f/mozilla.org" ]

# coroutine
async def example (loop) :
executor = ThreadPoolExecutor (max workers=3)

tasks = []
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for url in URLS:
tasks.append(loop.run_in_executor{executar, fetech, uarl))

completed, pending = await asyncio.wait (tasks)

for task in completed:

print (task.result ())

loop = asyncio.get event loop ()
loop.run until complete (example (loop) )

loop.close ()

RG] run_ in executor()#F 2R [F]—™ Future X%, ‘& I RAE U7 i B [A]
W . Future X R MMBATIRES, FHRMt— N7 g5 o] R R

Python 3 A A FutureX, EAI1ZX R A &M £7]. asyncio.Future 2 —4>
W AAEASZTHBIRTIER K, @ concurrent. futures Future & — /|~ /&
ThreadPoolExecutor 2% ProcessPoolExecutor P1& f 69 3%, A 084, MIF
Srun_in_executor()—#L TAE a9 KAL G BHALK, FFAELE R B LRPA S,
A Future*T %7 Frab & 4 RAE.

asyncio.waitQ) BRI ELREE T Future MR TEAE, PRIIX B 1) example() PR 1F
FIT Future 2 [FIFTRHZE . wait()BRE AT RGN [R], FrLUR[Al— Mo, B8 E5e
1] Future ASTEFAT 1) Future.  QERANR @ BN IS [R], R PRI SERF(FRIEFE socket
EVEE T 4 iy s AT o

R B RE, (HIXMIEN T, Bra S AN FH 2E sR 3 BdE # s A2
A FPHIEI . Bl oo P HIE Y, JEHANDE VO HARAN

XAV, WA —> CPU ZHER KA, M AEMAIHFRETEAER M,
FIXFESEERF BT rT R CPU #%0y,  FEIERR S -

12.7 FE/pE

AFEPHRUNATAE Python HEH S PHFERM S HARST. & Flask /2 MRFEN
FEZE, (H53PYmFEnT gECAEH Python 4w'S VO BEEM MRS T —3Far.

F&T Python 3.5 K mhA KR AR ORI , XA XM OTIRIRA R
5177

ARG, RJE M Flask Vb —AMESR, nlReeER R N2
PRI TR
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