SO DR IE 5OR i D P L R AR AL 80k

SERE VST S5 sl Bl et

m¢§%% i

(CentOS 7.4 & RHEL 7.4 )
il IR ST MR

£ & BIhFE

= ...: lllll .
22 . ] "mEE :l ) !. i
[ ] | | . L | . .. .
B m=s . —_ R
| . N -N E
™ . H = = .. [ | .l-l |
N » o = H = B =
Hen mom === JHEEHE="B e
Ed H EN H En= 1 || M- B
= NN | IR K " HEns - 0N . i
. = o AREKFAMA S
EEsEsl=m - WO
.I :,=:;; ... llllllllll




R SFBEREVHRAHUEST SR B B0 Bk

Linux

RIERRS 3K

(CentOS 7.4 & RHEL 7.4 )

F &/ BINE

RIERF Rt

4t ¢



N &F@E T

A4 E ZR R E M EZOR M R RENEEZM, LB AT Z W H B CentOS 7. 4 IR 55 4%
AP, 5643k RHEL 7.4 R55 8%, R M E % MOR S & iR, DU 9 20k, 5 IR N . & 18 R o /v
ATHHA Linux BIEERFZREMNERFHBTE. APFPAFQHTE: £ 50K Linux IR554 6% FH®
Linux 14 \Shell 5 Vim Zi#8 4% . P AA B3 300 R G MEE & F 3 . DHCP IR 55 45 BC & . DNS IR 55 #% Iic
B &30 R SE,Samba IR 55 4R BC &  Apache IR 545 BCE .FTP R AR BCE (i T ER(F IR 55 A% BC & L BC & B
K SRS, KRR IAGIE AR LSS5 LERMANANE., FABEHR
8 S A b 1 FH S8 L B UK R SRR A B SE ISR B R — R SIS SRS — .

AFAE R AR R @R EA A AR Ll RV AR L MG REEHL L KR ARE
b B HA AL L B 5 LB — R B, B {E A Linux REEHMAMEERARWAFAERS.

APHAMAFTEXFHRUEBGARE . THREEFRHE.
AR E.EMHR. EWNEHRBIE: 010-62782989 13701121933

EHER 4 B (CIP) ¥ 1

Linux BEZ4% 5529 : CentOS 7.4 & RHEL 7.4 /BE/NF 4. —Jb50. ik H it .2019
(B F BT E YT S RS E A
ISBN 978-7-302-52877-7

[. QL . ©&- . OLinuxBERZGE —&HFFEK —#HM . OTP316. 85

o[ AR A B 450 CIP B8R 4% 52 (2019) 2 083033 &5

RIERE: KW
HEIt: EHEMR
RER: X F
REES: K

H AR & 1T 184 K5 it
i fit . http://www. tup. com. cn, http://www. wgbook. com
b fE: LR EEREZEZNKE A B HpB %% : 100084
# 2 #l. 010-62770175 P . 010-62786544
KRES5IEERS: 010-62776969 . c-service@ tup. tsinghua. edu. cn
RER: 010-62772015, zhiliang(@ tup. tsinghua. edu. cn
HRETH ;. http,//www. tup. com. cn,010-62770175-4278
: THHEKFEER)
. 4 EHT e
. 185mm X 260mm Ep % . 20.5
: 2019 4 7 A% 1 RR
: 59.00 JG

i

an | SO P I bk

. 496 T 5
: 2019 4E 7 A1 WEP R

Al & H BN 3
3
5 &

T
oo
-1

. 082024-01



1. B =

(Linux #1E R 55— HE 2015 £ 1 AE KA TR B4 E 4 40t , 76 it B
Bl EED 5 IR, L EEH EA B FE N, XA 32 7 — 20 813, 55 52 AR A T 9007 i i 2
WL R ZE

U T PR ERAE RS RAS 4% i Red Hat Enterprise Linux 5. 4/CentOS 5. 4 F} %% 5
CentOS 7. 4,3F H5E 4 H % Red Hat Enterprise Linux 7. 4, B&TFER G UA 51 8 B 4 )
B RIBRI N ZE 8 N T firewall, nmcli, systemctl, SELinux %5 #H 5¢ P 2% 5 % B & 6
AT HLYHEIRIER . EFEHERERE.

2. KB4

(1) A= E A w R R BN R EH

A 45 52 B ZZ PR o PR FE SOKG i IR L = 2RFE “ Linux W25 HAE R G M BCE H b1
TR T E A BT AR SE YA 2 58 e S an PRAE Rl b b 35 T 2805 ) MfE 4
WE. noh#EPEESHBN PPT BRIF B FHER . F 00 in Lk IR, 1,%
PEARME B BOM T AT 45 R L ) R AR R SE A RS N A AR T AE T SRS o BT IR
EERBEM G F. B RS E IR E R M A A http://www. icourses. cn/coursestatic/
course_2843. html,

(2) SR T A lb SEPR R PR + B ORI BL ™ 2 22 M B SE SR SE—

TR R IR, R L SR B R Vi T 3, a2 R, A5 A 5 B 52 IR IR
TESEW AN R, B 3w H 56 5% 74 FHR BRI B 52 YIS DR A AT
B B 0] DABE R ST TR E 192 ) 5908

3. BEEMNEEZHFRIR

(1) 4EE AR SR A E R I B 52U 2R G H —4865) 30 29~

(2) #FRF B TFHE FRITR T HES B R R EET TSR
JIlFE-F 5%

(3) 7% % Mk 55 4 1 e & S0

(1) RFEXBILEZR RE A LE BB EER(EERE.,

il



B Linux BHERSS5LI(CentOS 7.4 &RHEL 7.4)

4. XTHZE

AP HMNREMEEEENEE%. s B2 KE, i R AR RS
EHEEWM. T AR XEREAMS S TABWRS . A4 & K TAE7E M 4 #
FRMEERE L HBTRAIREWNHELCANNEENLREE ., A2 LA
R —IK S S5THE,

PTG EH G 15 ) g REREH KR . Windows & Linux(EUIfHE) : 189934741,

th A
2019 4 3 f



13 BEENNE Linux JRREE c-orvoorrrr et e e e e 1
1.1 1Ai¥ Linux H‘E{/E%gﬁ_ ........................................................................ 1
1.1.2 }ﬂﬁ? [Linux ﬁ;%%*@ ............................................................... 2
1.1.3 IJ\L'»:!. [.inux ﬁ’]ﬂﬁ?{i .................................................................. 3

R R T S st 0 T 4
1.1.5 CentOS 7 ILI’JEE#%E'E ............................................................ 5

1.2 ﬁmVMEUMﬁ CentOS 7 5
1.2.1 #lﬂﬂ% VM E{l*ﬂ ............................................................ 5
1.2.2 “ZXIFCE CentOS 7 h\_ﬂg FRAGRL v T

1.3 ®HH root %ﬂ,&%fﬂ ..................................................................... 16
T.d  fH ] RP M et e e e e e et e s e e 18
1.5 ﬁﬂ:‘[ yum f}‘k{tl:ﬁfﬂF ........................................................................ 19
1.6 systemd FIIRAL TEFR coerer e e s D)
1.7 Jilmg;[] Shell seeereerreeeersmenneeeiiiaeaisatiaanaisassesaatssseassassassassstsassssssssanaasssss 21
1.8 TS B LB +ovvvvvmeee men e ieesee et e e et et e e et e e e e et e e aen e e 23
1.8.1 KBEIFIEBFBAHALA THEIRE 23

1. 8.2 m%fﬂlﬁ ........................................................................ 23
1.8.3 ﬁmg%iﬁga%@gﬁ ......................................................... 25
1.8.4 B MR ECE SCHFECE RILE  cooveeere e 27
1.8.5 {Em@%ﬁ_ﬁgﬂﬁmgﬁ ......................................................... 28
1.8.6 {EEJ:H nmeceli ﬁ%@ﬂ%]ﬁjgﬁ ...................................................... 31

[ S R EECETT TR PRPPRTY 35
1,10 THSESK: Linux R GEEAFLE - -ooveemerrmr e e 36
1.11 =2, &3 CentOS ?%1/5%%!"_ ............................................................ 37
%zﬁ {EFH',H%"FHEI@Linuxﬁ’% ..................................................................... 39
2.1 Linux A2 FE R eevrere e e e 390
2.1.1 Tﬁzlz LLinux Hﬂ/%ﬁ}:]#%)ﬁ. ......................................................... 39
2.1.2 Ja BTl 10

2.2 ARSI H SRS - 10
2.2.1 BGAE WIS H AT A ooverrre ettt e 40
2.2.2  ERGAE IRV SCIETE AT A evverereern e et 41



B Linux BHEZRS S5 (CentOS 7.4 &RHEL 7.4)

2.2.3 gjlgﬁ_{éﬂij H fK:‘F‘»r»’f/E:'cHII S R TR T PP PPRPPRPPRT 44
2.2.4 Eht ﬁ:{é}:ﬁ cp HH? . 15
2.2.5  BRGAE IR AVE TG AT D e rre e e e et e e 47

2.3 BMGHI I RBG[EEIEAAL v revrever vt reeerntt ettt ittt e e e e e 55
I L ) B = L2 s S 56
Ry ) 2 g e e PP 10
2.6 Z]:_,:]ﬂi .......................................................................................... 64
2.7 Iﬁ Hij’c @UZH [.inux %j{ﬁ'ﬁé\ ......................................................... 66
2.8 5Cill. Linux & JZHHH T R R P PR PP PPRPRRD 66
FEI3E Shell 5 VImMZREEEE - --vvrrrrmmm e e 69
T I Y] 69
3.1.1 Shell HEFR secverrermrtiiiiiiiiiiiiiiiiiitiii ittt ittt st s recans 69
3.1.2 Shell ﬁjﬁ/}ﬁ% ..................................................................... 71
3.1.3 _Llimujzl{l‘-.ft ........................................................................ 75
3.1.4 i—lﬁ/‘\/?ﬁf""nifﬁﬁ—'ﬁ%lﬁ ......................................................... 76
3.1.5 Shell J]£|]7I~; ........................................................................... 80

3.2 Vim gﬁiﬁﬁg .................................................................................... 89
3.2.1 Vimﬂ@ﬁﬁ]—'ﬁi@fﬂ ............................................................... 89
3.2.2 Vim fl{]T‘f/Eﬁ:T:‘C .................................................................. 83

3. 2.3 VI AT 2 vev e oottt e e e e e e 84

3.3 le;‘gdiﬂéi .......................................................................................... 86
3.4 Tﬁlz]j?,?c ....................................................................................... 87
T H AL 5 — . Shell e woreerrerrr o e 87

T H LS ., VIm ZiEE g -ov v oo e e 87

3.5 j“*U” ............................................................................................. 88
|y N T 88
SEU . Vim GadB g5 MU ] ceeveeere e e 89
FAE FARFAE T - v e e 91
4.1 FRAFEF PV FTRITZHTE ~-covvevevneen oo e e e e e e e e e et e e e e 01
4.2 TR FH PV P SO FIIZERE SO <o vve oo ere oo eeemnneeemeeeseee s aee e e et e 09
4.2.1 HFRH P WP j[ﬁ: ............................................................... 092
4.2.2 }Eﬁ?féﬂﬁiﬁ: ..................................................................... 04

4.3 L T T e e e e e e e e e e e 05
4.3.1 Zﬁi%HJF ........................................................................... 05
4.3.2 &EMFN&FH’% ............................................................... 06
4.3.3 HEFH P P e e e e e e 08

4.4 %;ﬂ@gﬂﬁ .................................................................................... 100



A4, 1 ZEIPVLEIETE FI cen e e eem e one eee e s et e et et e e e e 100
A4, 2 HLHBETRIIIT T cooeeerevnnmeeee e eee e et et e et e e e 100

4.5 [HH su iS5 sudo 2 cererrerrerr e e 101
4.5, 1 fHHH SU AITZS  ser e e e e e e e e 101
4.5.2 A sudo AT cvrererer e e e 102
4.6.1 3% system-config-users T.H sorerereemeeeninieniiiiiiiiiiecneeeees 1005
4.6.2 AHFHHH P B T A e e e e e e e e e e 106

4.7 1im*’%éﬂqﬁgu\l&ﬁ%}mﬁ'ﬁé\ ............................................................... 107
4.8 Aialb SRS R — k5 S A 110
TR 2.5 - PP 110
Ll S L 2 o1 112
BSE NHBEGIHBEE IR - v 113
S.1 TR ZREGE cw- v e e e e e e e e e e e e 113
5. 101 DATH S ZR LS -oeveevem e mee mem e e et et e e 113
5.1.2 FRAF Linux SCHE RGN E GeLER o vervrrmeererrnrinninine e, 114
5.1.4  Linux CAFEAIPR T FH ceevee e e 117

5.2 AFHHRE ST e 122
5.2.1 MR PR T H ceeee e 122
5.2.2 Linux FIAYEL RATD  ceeeeenenetetae it s e et e e 131
A T U V4 Y (T LT 135

5.3 AEFFRREILFDEGL --vvvvrvvnrvrerreore e aeneaaenn e et e e aee e e e 139
5.3, 1 BEAKBCHUE T I EETE G HE A oo ee e 14

5. 3.2 SETMGRETE TSR <o oevvemvme e mrm e een et e et e e e 140

T 35 % . o 146
5.5 TFI [ STk eeeeeeeeeennnananenaeant et ae s een e see eea e aaesen e e 147
T H SZ R — . AR B e e e e e e e 147

1 e S Vg T 148
THSE RS, LVUM BT L oo et e e e e 48

T HSE R, AR T e 148

5.6 SCll: CAHFRGEFIRE LA B cee e 149
FEOE DHCP BRESEBIE  ----rcvrvrrrrrr e e e e e 152
T 3 0) = (01 2 2 S 1592
6.1.1 DHCP RS R AT o cve e rrr e e i et e e e e 152
6.1.2 DHCP RS T AE B cov e e e 153



B Linux BHEZRS S5 (CentOS 7.4 &RHEL 7.4)

6.2 FHGHTE DHCP IR cocvrereereore e e s e e e 155
6.2.1 ZEEDHCP RS  ---cvrrrrrrrrrr e e e 155
6.2.2 BEE DHCP EHIE SCE  coevervrrere i 155

6.3 PCE DHCP RS G FHZE ] woveeme e e 160

R < N - | T R TEETTRPPRTT LY 164

6.5  THH S S v e e e e e e e e e et e e e 165

6.6 j:‘d” DHCP Hﬁ%%ﬁﬂﬂﬁ ............................................................... 167

FETE DNSHREBEBIE -vrvrrrrrrrrrrrrr et e e e 169

7.1 TATH DINS RS e vee e emern e e e e e e e e e 169
7.1, 1 DNS R e e e e e 169
7.1.2 DNS B HFLTL e 170
7.1.3 DNS BRZ ZS[A]ZEFE  vvvvvvenennnnnnnnsnnsnssnn st aanaan e e 170

7.2 AZHE DINS RS v vreer e e e e e 171

7.3 FJE BIND LB SU E  cveveerrr e e e e e e 172
7.3.1 AR TR B U cvevrerr e e 172
7.3.2 AATH TP B U v e e 174

7.4 BCE T DNS RS ZE T H] wevvremme e eme e e et e e e e 176
T.4.1 R IRIE T TSR ceermrme e e e e 176
T4, 2 T BT TR -oevvmee e re e e e et e e e e e e 176

7.5  TC B DINS 28 FT U  vovvoneeeeeeoneans et annaen ettt ettt e te it tsaateataaaaa et ae e 180

7.6  fdH T EHIE DINS wrerre e e e e e e e e e e e e 181

R < - | R E R T P RLLETTRTY 183

7.8 Imﬁiﬂi .................................................................................... 184

7.9 SZUI: DNS RS Al B covvrrmrr e mr e e e e e e e 185

FESE MENLHBRERGEIRZL v i e e 189

8.1 NFS EAC I «ee e et i e e e 189
8. 1.1 NFS RS HE IR -cvcecer e e e 189
8. 1.2 NES T AE R ee e e i e e e e e e e e e e e 190
8. 1.3 INFS ZH Al -vvvvreeeereramnn i i s s s e 190

8.2 42ME PAEHFIE F NFS R4S 2E  cooereereareaneaeeire i ers see aee aee e e 191

8.3 TS NFS JIRSS -+vcevvrerenvnsnennnane st aet e aet s tet s eet et e sen e aee e e 199

8.4 Tt NFS RS 0 SCAFAFBUALBR -ocevveemmemmeermmrime e 194

8.5 Evgpﬁﬁ”ﬁ%ﬁ NFS j{ﬁ:%gﬁ ............................................................ 194

8.6  HERE NES HIEE «wveereerrerrrrrerreareareaneaneansaneaesaaeiaeaeeseeineiaeaeennennsaneenens 196

8.7 B 2 0 e e e e e e e e s e 198



=
8.8 TJIHZIESE -orvevvrovrrrreererroretr et et et s ot e sna et e ae e s se e e eee e
8.9 SZilll: NFS IR BREFTE +evvveverrrerenstenrronatitiet ittt ste e e e seneneen
% 0 E Samba HE%%EEE ........................................................................
9.1 Samba fg‘ﬁﬂ .................................................................................
0.2 T E Samba fIRZG «r-vrererrrenrrrmeere e et et et e e e e e
9.2.1 ZIITJABh Samba IR 5%
9.2.2 T H# Samba M55 arBCE B TAEFLRE  covoeerreommrr e,
9.2.3 FEEE XM smb. conf
9.2.4 Samba R B9 H & ST FINE AL SO <-eeermmmemmmeme e
0.3 user IRE BESTISTRAT c-evrevrrrmermmrrremoenmes et et e e e e e
0.4 TEE Samba B T B ceeereneeeeeteateatt ittt s e e e e s e e
- T B L T P RELTRTE
T 1l = 0 G LR LT PP
9.7 5Zi)ll: Samba RS BEMUTL B oo ovvvrrvrmmermmr e ern e et e e e
% 10 =E= Apache HE%% BEEE  vvvvrrrrrrrrrrr et s e e s e s
10. 1 FAIH Web JIRZS  wevvrrerermmre e e ee e e ee et e et e e e e e e e e
10.2 223 B 512 1E Apache RS - -reerrmremmm e
10. 2.1 223 Apache FHIEIRM oovvmvmmmmm e
10.2.2  JEB KHE AT B SELinux HATE  wweereeerereeerereersneennnnnen
10.2.3 MK httpd RS BT ZEBE R T vvvrvemrmrireeee e,
103 KiRL Apache RS BEMIBERE M ooeeeeemms oo
10. 4 HHVEE Apache REF o T wvereeremmemmm e e
10,5  FLAl TS B TEE I covereverresrmsarnantiittitttiiniie sttt ittt re s tatatasssae rensannas
10. 6 BL BRIl GEAJL covvvvvremrnrermreenecneemeentnt et aeaat s e e ee e re e n e e e
10.6.1 FCEZET IP HhEAYREALEANL  -ooeeeemmermme e
10. 6.2 [BoEE T4 (K REIL GEHL <o vor v emrmrmmme e e remre e e e
10. 6.3 FF 0w H 5 WL EPLATECE - oomvmemem e e
10,7 FCE R FT By TAGE s-vr v errere e e e e s e e s e
10' 8 %__}:’@ .......................................................................................
O I Uil = T L T LT L P
10. 10 52 : Apache JREFZEHGMHIE v oroeerrermremmnomremseesree et e e e e,
B 112 FTP JRRSETIE - vvvvrroeerernnrrnaeeeeeiae et eee eee et eeneee see i aaneesas
11.1 FATH FTP RS  crevocrecreenseenttrettittmiitietiiiterettaiotestetietosataasssassosssnnes
11.1.1 FTP .T.’f/IEJJ_%':}E ..................................................................
11.1.2 BT creerereeorenrenettonatiiiitiiiiiientiittiiotiettoettesicsissessanans

222
222
222
223
224



B Linux BHEZRS 5L (CentOS 7.4 &RHEL 7.4)

11.
11.
11.
11.
11.
11.
11.
11.

_— L N2

o oo =31 o Wn

F12EF

12.

12.
12.
12.
12.
12.
12.
12.

1

—_— LI 2

oo =1 o Wn

FI13E

13.

13.

13.
13.

1

Tk RS E vsftpd RS oooveeerer e
IAAEL vsftpd [T B S - vvevrmeremee s e e e
BB EE L P FTP S0 ceveeere e e e e
B B A R 1 3 B0 FTP RS BRG] v vevemmmemvneomeemne e e eanee
BEE vsftp BRI B ooe e e
2 [
T S [ T T T L L P

R R A L P
Tﬁ?%%ﬂ]gﬁ:ﬂﬁ%‘r{/ﬁﬁﬂ ............................................................
12. 1.1 @%EM&FH&%M& ............................................................
12.1.2 %?HE{&F%%ﬁggﬂﬁi .........................................................
12.1.3  HLFHBIE AL R T FR < ovoeeeevmmome eemre e ee et e ee e e e
12.1.5 EHISFF':F'% ........................................................................
Bl Postlix B HIL IR 25 Ba  crevevvre o e e e e
fit & Dovecot Hﬁ%ﬁjf ..................................................................
FL 52 8 R B PR 55 B8 F IR oo e ee oo
{gEJ:H C-yrus—SASL j\*ﬂ SIMTP TAGIE -wrvvr v erreee e et aes
%H{&T .......................................................................................
Iﬁ[;l‘l*?i ....................................................................................

Eﬂﬁﬂﬁk%—lﬁ&fﬂﬂﬁ%% ............................................................
Bﬁﬂ(%ﬁﬁ .................................................................................
13. 1.1 FATHIT KEE v oemmeereeenmmn s eeeaee et e eeeeet et e e e e ee een e
13.1.2 iptable& _lﬁ firewalld ecererrrrrrmme e e e
Bl B iptables BI AKCHHE o eeeeeeomeeee e e e
13. 2.1 ﬁﬂxﬁﬁ] iptable& .........................................................
13.2.2 FEE iptables HLIU «occeeveerm i
(5 FH firewalld R4S <o veveemmmeeereemsonnoon cmmeaee e eeeseeie eae e ee e eeneen e
AUE NAT PSS BE creerecerorenrenntionciiotenettisseisstensssssenaseonstessonssesessasses
13.4.1 S NAT 2% Hin il 5% 4 )

13.4.2 NAT ZEGZEW]  coeveeveem e e
T I AV L L -
13.5.1 1&}3@Hﬁ%%§miﬁ ...............................................................
13.5.2 LR A IFIL S RGEF squid JRF5 o oreeeeeemee e
13.5.3 B H squid Hﬁ%%ﬁ ............................................................

[y |

[y |

272
274
280
283
284
284

286
286
287
287
287
287



13.6
13.7
13.8

squid Fl NAT BV SEEE S W coveereererere e 306

%Hﬁ ....................................................................................... 311
:[Iﬁlzl‘_?if}_?'i .................................................................................... 313
13.8.1 B R—: BLESEH iptables P K wovverrrrererernnnennes 313
13.8.2 BHER . BESEH squid AR &R ~ooommrmrrrmeeeeens 314
SEU s Linux B RS BT e veeerenernne e senseneeces e e e e s e an e e 315



& 1=

fi5 9, Linex )ik 55 4%

Linux Z B AR KEEBE YT EHIEME Z %, Internet B IE R E K E
H#HAF Linux X RERABH—RaT—k, BHEFAGFEMEBERGRNL
et Linux £ 21 28 ARG EEINT. AFEEZNL Linux 2408 %
K5 R FARE,

« T Linux £ %8 £ R AR Linux % %894 5,
o * T CentOS 7 #94£ & & K 5 3% mx 0 .

o T AT ZE CentOS 7 55,
o FHAATERE Linux F H M % Fodo 470 X Linux B %3R35,

1.1 A Linux B ERS

1.1.1 A8 Linux Wittt 54 4

1. Linux R&HH 2

Linux ZR G0 — TR ML UNIX B#AE RS Linux 502 UNIX R g
AL ER LI ERNREE T A8 Tux B Z2/NRE, il 1-1 s,
UNIX #4E &4 2 1969 4E i K. Thompson F1 D. M. Richie 7 3£ [H Dl /R 52 56
EHE—1TEAERS . h TER&RGFmEE W&, RS AT FE L
23 Z N L FERE S L4 UNIX #8804 32 48 U0 T AW pd it

1990 4F .55 = N Linus Torvalds 2 T #2211 7119 Minix &40 )5 . 46 3F F0190 40
H— PS5 Minix REEENIRVEZRS ., 1991 48 10 A 5 H ., Linus Torvalds 1E# /R °F
HEEARAREN -5 FTP kRS 4 AN T — P HE , X ER Linux REMEEA ., Linus
Torvalds 10 T 55—~ Linux B NZ A 0. 02 k. TEs M6 B}, Linus Torvalds 1% 24 #i 7
T TR ERSENETIRM, A Linux R RAIFERE ZERZEH PR, R4
T EAZCHIREZE 15 Linux 48 2 A 51 0] DL 2252 2 i A 19 2R 88 . iX AR AR HIE T Linux R 4¢
N R K 55 %E ., Internet 2% EES Linux RGEWEE o E A BB A 152/
J¥ B IMAE] Linux REMERE 1799,




B Linux BHEZRS S5 (CentOS 7.4 &RHEL 7.4)

bt 75 4 A2 /N 19 B KRS58 B 0 8 4E &R 4 ZE R A BE . Linux JF & A A iR 3,
Linux B & FW K — N AN ERIERS . 1992 4E 3 A . 1. 0 AW HE R ES Linux
B IE AR A: . XFEELE Linux BT MM E L +50)7 12, g8 7% 75 B W 45 4K
LA K X-Window # A . BFE. Linux &5 F 0+ A LA HEEE. i - IBM, Intel,
AMD , Dell,Oracle,Sybase 55 EH FrHI Z M 09 K 1 ZFF. i@z 23 K, B i
HERGZ—,

2. Linux B RR Y (o) &5

Linux 2% T Copyleft (o RRAO B84 #5847 & 1, H 5 Copyleft &5 Copyright
CHRAL BT A ) A XT3 1 8 24 FR . B 2 GNU In H §l 2 iy 8 H 2 35 9% 0] 3iE ( General Public
License,GPL), GNU T H /& i Richard Stallman F 1984 4E42 i i M & 7 T A i & 5
&2 (FSP)IF#EH GNU iR H W EH & — 1% 2 A f .5 UNIX ZERUE D) §E E 5 K1
PERSG . UME R A TS ARt — Dot HRERRTGMEAR RS, EMirE
=M, mE 1-2 s,

Bl 1-1  Linux BI%5 &2 /M 3G K 1-2 GNUMfRERMAS

GPL 2/ B R FEE 2 KM H TR0 P BSGE 35 . i FHE B i 34 F7 0 B
1 3 [ ok ol 24 4 HF IR AR S 844 (Open Source Software) |, KZH GNU #2 ¥ il i
i 2 E 0 B AR B GPL AR EAT Ae] A ER A AU & B RO A . AT T AR
A RS ABBCRE B & AR B i AR PRACAS L I HLRE AN I B n 2% i S5 R AT LA
2 A AR IEACES . R B E B B 8 6T AR R S 4 L GPL E b B = B & A6 3
Af L. Copyleflt 84 i 2H B AE 5 2 B AL . 24 o B0 ) 850 Ish o 5580w DA o A b A BH 0 B Ji [
iF >R BOFA N2 XF 5 L [R) B P A FH B HL.O A 5 17 1 el

GNU ZINLFE R T AMANGE A% T, €4 GNU's Not UNIX 85 4 5
& X W TFREEER— ALK EEEI AT A LGS S, B kA AR
NERE g g L E A AR,

B2 Linux BERGIEN — TR Hi T BRERS . EHERRBR R,
1.1.2 IEf Linux A &2 &

Linux — 4% 3 N EEH S . HE (Kernel) 47 2 f# B2 (Shell s HA #2VE R 55) . 52
ATE,

1. A%

W RGN DR, R T F2 7 FLVE WL 3 AT LS i S OB )F . T
ZERIE BT SR RAE R G R A W DI RE L AN R A% A [R) A8 L B AN IR 2R 48 5 T RE 25 AR 5L

ST



218 a5 LnoxBEsE |

Linux A MEREEFEH CEFTHEES, AW S5WAMEXHEARESHILHES
Assembly %5 . Linux W K HBEALI S5 H 2B I A7 655 1 .CPU Mt 2 &
RGBS BN MR LR R g 5. RS, Linux BT
VAR ED 8 H A AE /usr/sre HR Al it ] P A/ B .

2. MYBEE

Shell &R P St T H A ST EREN —MRE O . B0 P &
A4 I BB BER A NZ L AT,
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(1) WIFE 1-28 FF R » F 402 (14 A o » B 4T FF 2587 A 4 985 £ 4T FF 120 3 o iy A

VI a2 .

SR (F) Shift+Ctri+N

Hillk(P)

FIE(A) Ctri+A
(W 1FRHF(K)

Eﬁﬁﬁﬁﬁﬁm

EMES(B

Bl 1-28 T A
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[yangyun@serverl ~ 1$ cat /etc/centos- release
CentOS Linux release 7.5.1804 (Core)

(2) TEL vmH Hg A reboot; sk HFH H A FAMWEINIEHO . ZFE“ER"mS. 55
Linux 24 FHLFF B S HMES .32 F e AN gmEF . A 1-29 s,

Cent0S Linux (3.18.8-862.el17.x86_64) 7 (Core)
Cent0S Linux (B-rescue-19f8734beclb4dBcBfbb5B8cd94a555aa) 7 (Core)

Use the T and | keys to change the selection.
Press ‘e’ to edit the selected item, or ‘¢’ for a command prompt.

A 1-29 Linux 24 105| SFH

(3) 1F linux16 Z2HGXATH RGN —2 %, 88 )58 Il rd. break Z %0, 4% Ctrl +X 4H
G KiziTBYMGIM BRI 1-30 s,

o

insmod part_msdos
insmod ext?
set root="hdB, msdosl’
if [ x$feature_platform_search_hint = xy 1; then
search —-mo-floppy --fs-uuid --set=root --hint-bios=hdB,msdosl --hin~
t-efi=hdB,msdosl —-hint-bareretal=ahciB,msdosl —-hint="hdB,msdosl’ BebB3dldc-2~
e3e-419b-89b8-bdbfa9d845f9
else
search ——mo-floppy ——-fs—uuid --set=root HefA3di14c-?elde-419b-89b8-bdbf~
a9d845f9
fi
linuxle ~#vmlinuz-3.18.H8-862.el?7.x86_64 root=UUID=e5faf238-465c—-4aaB-al8>
eb-17b89beddccbd ro crashkernel=auto rhgb quiet LANG=zh_CN.UTF-8 [rd.break_
initrdlb ~sinitramfs-3.18.8-862.el?.x86_b4. img

Press Ctrl-x to start, Ctrl-c for a command prompt or Escape to
discard edits and return to the menu. Pressing Tab lists
possible completions.

Kl 1-30 PR B A 4 48 S T

(1) K% 30s Ja ., EAB RGN Z S REBKX, KRB ALL T2,

mount — o remount, rw /sysroot
chroot /sysroot

17
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(5) A ATHATRCR WA 1-31 Fras . (FEEH A passwd J5 . 5l A % 05 FLEG DA 28 05 2 A
B,

4.1261541 sd B:B:8:8: [sdal Assuming drive cache: write through

Generating srunsinitramfs/rdsosreport.txt”

Entering emergency mode. Exit the shell to continue.

Type " journalctl” to view system logs.

You might want to save “/runsinitramfs-/rdsosreport.txt” to a USB stick or -boot
alfter mounting them and attach it to a bug report.

switch_root:#|mount -0 remount,rw ~sysroot
switch_root:- #|chroot ~/suysroot

< h L.--I i ."tﬂ‘ ]'I._‘I < "'_'|_-_h1

BB BN yoor m B B B

BN EEN

I I I B R & 1 1 B

passud® B F B R R BE EEEEENENERENRBN
ch-4 .28 [Ttouch ~/.autorelabel

sh-4 .28 | exit

exit

switch_root:- # reboot

K 1-31 ®HE Linux 24 1) root &5 i 5

(6) #AESEE . )R A% . BB 1-32 Py i Fom . B o R 5 7 81 SR U5 AR P
% root %% newcentos. B A] L& 3¢ Linux 245 T .

A7k ?

B 1-32 HiE“R7) 17

& AT EBRELY EwHT, —FEBEH root TN A PAEFE Linux 2%,

£ R

1.4 f#H RPM

£ RPMCZLWE B0 8 Bl e ) 0 A1 Z A0, ZEAEAE Linux & 487 22 % B » 2 HE K BUTEAY
ML, BAE Linux RGP LB Z— e % WXE FE Tt B ) F45 .M B K2
BUW R 55 8 7 AU SR L PRACHS 5 20z 4 N B A A7 9 13 AU IF i D970 22 19 30010 MO % &%
Rt B2 e — AN R 5 AR ) s 4R N G B R & B AR = R H RE B B RORA I O
117 HLAE 22 %6 T 9 ) 2l 55 18 e e o 2255 18 3 A R e | B A9 ORI G & L BT AT EAT R 5
T VR AR TS B AR AR A e xR AR AR O

18
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RPM Lk I 2 A7 i ek B6 [m] i 1% 31 9 . RPM A £ 4% Windows % 4% v v 458 ) 1 Ak . 2
BN G — M RAE SO RS SRS B IFEEE A s e r ki oC & . H Ay RPM L E £
AN ARFAR] EHE BB EARBAELIERSG . £ 1-1 2—8% H1 RPM 4444

x1-1 EEHMRPMBHAHEEGS

- S (2 w2
B3 B A 2 4 2K rpm -ivh filename. rpm
T+ R A 1 w42 X rpm -uvh filename. rpm
HIE M A SR 2R rpm -e filename, rpm
2B R E R A a2 #g rpm -qpi filename. rpm
B B A SO B a2 R K rpm -qpl filename. rpm
2510 3O/ B T W4~ RPM By 4 kg X rpm -qf filename

1.5 {8 yum k)4

SR RPM RESE 3 Bl F P £ 300 4 7F AR 5 19 MO 5C &% L H W) i 2 2202 2E N B F C oK i
B AT L8 R B AT HE S B R P AR OB O R L FE XA AR O A R 2 R AR R
1. yum BAFG MR T 8t — 2P BER B 22 28 e B R A2 2% BT i i O R

CentOS Jos & A B AT AT TE] yum 55 45 N AR5 20 B 3 B8 35 9 A8 e 1 [ A,
BN RIE TG ES Tk Cheader) . FRRF X LE A7 B 70 ) 10 3 U1 AH SR PR 9 ¥ .51 3%
X B6 B e EAE 5 AT BT E B AL B R R 25 8% (repository) o & F i A 4K % %6 1) 75 oK i, &
P E L2 E S ) 2% I yum IR S5 g8 RO 2 AR R T 205 S5 3K R 5 8 v ) R
HEHE S5 AL RPM X088 JE E A7 R A4 RO A EE B, B RERS — T TR Z W AA
W m B T . B RARNE 1-33 Frs, FILAY yum a2 WK 1-2 R,

AR EHRY K -
/path/repodata/ 1| 3 x

SERREFE %
FTP/HTTP# 1]

E 1-33 yum FRHKRE
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x1-2 ERH yom G<

i A M
yum repolist all 5 B A B B
yum list all 5 i B A R
yum info # ¥ f1 2 Fx ERERHFAFR
yum install 24 £ 2 FR LR
yum reinstall # {4 1 4 K LIRS CL )
yum update B {4 £ 24 FR F+ A1
yum remove 3 {441 4 Fi B
yum clean all HRITE CESET
yum check-update 6 A W B BT Y B
yum grouplist BERERAPCARLENRG A
yum groupinstall {41 4 LR e EMR M
yum groupremove {1 41 74 L QLR
yum groupinfo ¥ {4 41 EiMIEENRFRARFER

1.6 systemd #JEG AL RERE

Linux #1E R G WL #2233 FE 19, BN BIOS FF 4 . 2R )5 3#F A Boot Loader . H 1%
RGN¥ R WAL 5 R sh vl aa kb FE . WIER AL EFRME A Linux RS —
MR ETFETN Linux REFHLH A TAE. AP RESEN TIERSE., 200§
CentOS7 R C & H I T AR MW I Ik 2 #2 ik 5 System V init, 1E 7K H 285 1Y
systemd IR ALHFEMR S5 . systemd FIERILH RS K T I 2R ahPLH], VLS G2 T
BRI TE,

CentOS 7 RGLIEFE systemd FI IR LEBRMFS C L2 TR EF L. HILWESR T i
TER) X AL . Linux REGAER st 23T K616 T 0F , o an 20 R 5 M58
B X R & RS S X EER A LEER T — 1B IC(Unit) . systemd H HFr 4
PRACE T System V init iz 17 2% 51 A HE S, X W 3 9 XTI 56 R A e /E H N3k 1-3 o,

%z 1-3 systemd 5 System V init I3 X REZ UK IER

System V init iz 172 H systemd H #5424 #f fE H
0 runlevelQ. target, poweroff. target FHL
1 runlevell, target,rescue. target L PR EC
2 runlevel2, target,multi-user. target SR T 3
3 runlevel3. target, multi-user. target Z M P S0 S
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Zek
System V init iz 7% 5 systemd H #3523 Ff "z H
4 runlevel4, target,multi-user. target FR T 3
5 runlevel5. target,graphical. target Z H P EE F |
6 runlevel6. target.reboot. target 5
emergency emergency. target 'E 2 Shell

MREER RGBT ERERAZH P EERIE7E S T HEN In ar 282
P B s SCF #3523 /ete/ systemd/system/ H 5% .

[root@serverl ~ 1# 1n —sf /lib/systand/system/milti- user.target /etc/systamd/

1F CentOS 6 &4 1 {di ] service.chkconfig ZF a2 R E M A GRS . 1E CentOS 7 &
e M systemet] a2k B IR S . 3£ 14 F13€ 1-5 & CentOS 6 &4 System V init
M2 CentOS 7 ZE 7 systemcetl fp 2 WX W JFEm TP 2LwHEIEN].

R 1-4 systemctl EERENED ER . FLL . ER . EBFRSETAGS

System V init 474 (CentOS 6 £ 4) | systemctl 74 (CentOS 7 & 41) YE H
service foo start systemctl start foo. service Ja h R %5
service foo restart systemctl restart foo. service | EJg RS
service foo stop systemctl stop foo. service =1k R %
service foo reload systemctl reload foo. service ORI AC B R (A2 RS
service foo status systemctl status foo. service EEBERFRE

T 15 systemctl RERSANNED AR EFFRIN TREEIRSEETAGS

Srstem VR | systemed f14 (Cent0S 7 £50) e

chkconfig foo on systemctl enable foo. service HHLH 305 oh

chkconfig foo off systemctl disable foo. service FHLA B 38 3

chkconfig foo systemctl is-enabled foo. service EERFERFEESNFIE SE 3
chkconfig -list systemctl list-unit-files —-type=service | BH & THH T R F WG s 5FEHFR

1.7 )33l Shell

FAE R GU RO D RE L JR 45 ) T S LR LB R DL S A RO T A
HAZ A ILZ R i Shell WS T4 FH# M AE R Zo% 0 42 17 (Kernel) [8] ) —
TN, &R Linux Kf7EA4T . BRRAC 24 7 FEMEIEiE D {H2 Shell 1)
IHZ—Fh AR % 0 8 R py Az,
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Linux 11y Shell X #F8 Ay 247 . EX 2478 DA H P i A6 4 B E R G PAT
LR BAERER .

1. A Linux R& & E O

WAL CentOS 7 $8:4E F GBI KJH 19 &= EDE F i 19 GNOME 2(3#% KDE $##:4E 75 2.
ZAEE ] Shell Thiig, SR AR AE Windows FIRFEITH — e 247 8H H . — & P al DLk
BN HRT > RG TR > Rin7an 2 R AT H K dm i 1 (ol B o 520, s E A
s AT a4 AR 1-34 Froas, G059 & SC R 40, X W 1 iy A & Applications— System
Tools—=Terminal, M T " Je 302 A AR & HL A 5 B0 B8] A A 45 19 )5 1 A - B i5d B

el E Application Installer
EAN -
=1 Boxes
Bt =
TA B s
HEH
e EEr
RETA f’g i
&% B suuns
ZIM
RiEHE
AE i’
=
TR
Bl 1-34  FTH“%um”
PATLL Ea 2 )5 s 3T IR 7 an 2478 10 763X B n] DUfd ] CentOS 7 SZHF ) iF A a5 21
82

2. {EH Shell B =&
BRZE . SEHPaSITIRATU S S SR GEEH PS8 " 5SS E,

[vangyun@serverl ~ 1$ —H P sS4 R
[yangyun@serverl ~ ]$ su root U 3] root kS

Password:

[root@serverl~ [# AT ITRAM AR 75458
3. RHEASR

1E 28 3 g A A2 shutdown -P now, B0 B 4 E A LI 4 O FF kB L™ ik
i, af LB H R4,

4. BIREFR
MR ERES RN T e ey s2 i GE A #4735 £ 8 root . 7EE 1-35 B “Not

R



g18 a5 LnoxBsE |

listed?” ¢ . J5 I g A root H /7 24 B % 8% BR LA root B 438 Sk 50HL.

El 1-35 EFEHP &R

5. BERSZRER
LRI )E E 2 VM B9t I RE AT R IR a5 0y . — BT 2 n) 37 B AE 2) R G0
WIIRARZS . J3Ab X T EE S S W n] DL AT PR AR 5 Oy, DUE e 22 n] DI 52 2158 = 18 A

1.8  HBCHE W LM ZE

Linux FHLE 5/ s HAfl £ LT 8 (E. 5 e BT IEM A MRS, 2% A Eim
HALIE EHLE P Huhk . T RO A5 L BRIA 56 \DNS IR 55 284,
1.8.1 REHEZETZATEERSE

Mo SR AR PR S O LR R B A S TR A 1-36
FFF 775 .

B SE RS AT A A 2R b T Bk A 0 /N E AR i 1-37 B

i -9
S RE BXE -
R
BHEE
& VPNEEH b
@ TFlEREEHEA b
& root 1
X a o
en Fril9:19 | &% () O
A 1-36 EEALLTEERS E 1-37 FLALFEERE
& LR E A EA FERA A — i K 0,
7 A

1.8.2 ZEXHAZ
CentOS 7 ¥, 3 #E X1 W4
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* AR (Static), “#AE” EN A WA A EI A, 2 R G AR 30 1 N/ ete/
hostname Bz #I IR LAY FHL2 .
o BRASHY(Transient) . “BEA" % HL4 J& 75 3 5055 17 I I 14 43 12 069 6 BL 4% » o 49 %
H, 5 an, @ o DHCP 8¢ DNS iR % #5537 BE 19 . 40 localhost,
o RIEM(Pretty), “RiE"ENA R UTFS #Ui A i EHLE . LUBRA LG H P .
5 Z AN RAAE , CentOS 7 H FHL 24 BC E A 7 /ete/hostname, 7] LA 7E B & CHFH H
EEMEN2A,

1. {#H nmtui B FH &

[roct@server] ~ ]# nmtui

7EE 1-38 FIE 1-39 T T B .
MzE BB T

FRIE > HE > FAHTE >

A 1-38 BC®E hostname A 1-39 B FHPLA N serverl

i FH NetworkManager Y nmtui 3% FE M T &8 W4 )5 (/ete/hostname ) . A&
i Hl hostnamectl, 2 8 5% #] ik hostnamectl HIBE # S F A4 E L BEN. HFEER
hostnamed fIlz % .

[root@serverl ~ ]# systamctl restart systemd- hostnamed

2. {# F hostnamect] & X F %
(1) &EFFHA.

[roct@server]l ~ |# hostnamect] status
Static hostname: serverl
Icon name: camouter— vim

(2) B E BT I L4 .

[root@serverl ~ ]# hostnamect]l set— hostname my.amile.com

ST



(3) BH&EF FEVL4A.

[root@serverl ~ |# hostnamect] status

Static hostname: my.amile.com

g18 a5 LnoxBsE |

3. {# A NetworkManager B3 € 1T7# 0 nmcli ¥ F %A
nmeli °] A&k /ete/hostname F Y ER A VL4

/IER WA

[root@serverl ~ 1# rmcli general hostname

my.=mile.can

a-% |

[root@serverl ~ ]# mmcli general hostname serverl
[root@serverl ~ ]# mmcli general hostname

Serverl

//HE & hostnamed IR %5 il hostnamectl HIEFH S LA L2 #H BN
[root@server]l ~ ]# systamctl restart systamd- hostnamed

1.8.3 [EREGZXEAEMLE

A A0l fE Linux R 48 FECE MR 55 {2 78 b 2Z A 260 Se PRk

HIL2Z 18] 68 % i i Ml 388 . 40 2R ) 28 AN 38 , B3 IR 45 %6 & 45 - IR 80 . P e
JCIE NG A D5 [m) + i LA o BE B 0 265 5 B D I 265 1) 3 % 2 27 2 35 Linux Jli

55 ZRI— P EEAR A

(1) a] DLep s s by 28 br & FT T 25 e B i, — 20 20 58 i N 28 {5 B A 1)
gl g, Bk fRmE 1-40~F 1-43 s .

Q L

S

T WiFi
P OETF
@ #&
% B
Q #=%

| EiEiES

[EEACE

EiEiE - 1000 Mb/s

VPN

Mot set up

e EWA 2:47

= -9

& B B v

%M

HiiEE

& VPN E=x[EF b

® FEVBSLHER b

- root 3
% & O

& 1-40 HRE“FLIXEIRH

© EmsETE Network Proxy o
P TEKS
Rl
< #£3
1/4
Bl 1-41 ZEHEITH "L RMBEEEF R LN RERHETRE

o]
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PERIE T 1000 Mb/s !

IPva HEHE 192,168.111.128
IPv6 il feB80::159¢:4b20:d9c3:949d
TR Y 00:0C:29:A4:81:BF

DNS 192.168.111.1

[ BEMEE(A)
(v AR AT (0)

B 1-42  TPv4 B9 X481 M4 B B 1E B

B
IPv4 Method (O B3h (DHCP) O L4 HhEERE
@ Fzh () Disable
Addresses
Huhk + piEes EIES
192,168,101 || 24 192,168.,10, 254 w
o
= -+ I
|| 192.168.10.1
Separate IP addresses with commas
- . .
hE FFlTEns Rl Metric
| o

A 1-43 FsEE IPvd FfFE
(2) WESEME . B N 7 F ke v, F B & R A 2 & 1-44 Fros g FL . 1 W 4% 0E
PERZ B T H AR s tn S R e A RS F T I L.

g ARERECRM "R T A"Z Mk — R, A RRERR X EGMERRE
AR,

S Tw <
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Q wWH P4 - o x
T Wi-Fi

REREE +
2 BT

1000 Mb/s Xi ‘ L ‘

@ #& o
% B VPN +
Q #=% Not set up
| XFES
© EBBBTHEE Network Proxy * ‘ i ‘

A 1-44 P ECE R

Bk AGELREMNL, BAMCentOS7 . BERBECLZ2ETF T
#. £ Linux AR FPRREFBBRA>“RHETAL L E">“RE%E" &
e T A ABRTANFRERERG, &@RERFE,

1.8.4 BT WA E G EWNEK

MR TP i ECE 2R IEEM GRS B2 ST DIAHEEFMAT$E. /£ Linux &40
v, — DIER A S BRI ot E B P 245 Al 55 1 T A JHL S 0 2 7 4 48 I R i & ST

£ CentOS 5,CentOS 6 ¥, MR BCE XAFRIATZR Y eth, 55 1 3K KN etho, 2 2 3R M R
7 ethl, HoAth DL 253, M 7E CentOS 7 H, M= Be & SCAF AT ZE W L) ifefg HH4G .0 E Nk
ARRIEE A R T MR BCE S 24 5L B0 ifefg-ens33,

BEA — AN ifcfg-ens33 MM K3 & K HE BV IFHLA R 30, - H 1P ik 7
WL RO R B AT E AT .

(1) YJ# 3] /etc/sysconfig/network-scripts H 5% % (FFiE M-k 19 i & S0 .

(2) [ Vim e g5 1B e W< 3O ifefg-ens33. 325 A T W e & S B F IR B H .
T8 6 & B 2 A — R R i 52 & 8 ] ifconfig 84 AATHHIAE A MR 1Y
BRI 24 K

o &R, TYPE=Ethernet;

o Hihksr RS . BOOTPROTO= static;

e WMRKZ4FK: NAME=ens33;

s E&GEDT: ONBOOT=yes;

e IP Hiht: TPADDR=192. 168. 10. 1;

« M. NETMASK=255. 255. 255. 0;

o MKl GATEWAY=192. 168. 10. 1;

o DNS #ihit. DNSI=192. 168. 10. 1,
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(3) H 5 2% il 55 000 3 g 24 2 75 % 0
AN |l o= S O B B e T E 1 L e o= 0 R S N b N 1K S

[root@serverl ~ ]# od /etc/sysconfig/network— scripts/
[root@server]l network— scripts]# ifconfig
[root@server] network- scripts]# vim ifcfg— ens33
OXY METHOD= none

BROWSER ONLY=no

BOOTPROTO= none

DEFROUTE= yes

TPV4 FATIURE FATAT=no

IPVEINIT= yes

TPV6 AUTOCONF= yes

TPV6 DEFROUTE= yes

TPV6 FATIURE FATAT=no

IPVe ADTR GFN MOCE= stable- privacy

NAME—= ens33

UUTD= 63celdflb— ac?1- 4ebc- alld—- eldcf0etbla
CEVICE= ens33

ONBOOT=no

TPADTR=192.168.10.1

PREF= 24

GATEWNAY= 192.168.10.254

[NS1=192.168.10.1

() PATERMRRGEHHSTEIEFHL PASARRAE R AJFE T ping 452 il
ML HE 3%E . T /E Linux REH ping s A2 AL 1L HRTEF LT Cul+C
HE A IRITH R AT,

[root@server]l network- scripts]# systemctl restart network
[root@server]l network- scripts]# ping 192.168.10.1

PING 192.168.10.1 (192.168.10.1) 56(84) bytes of data.

64 bytes fram 192.168.10.1: iamp seq=1 ttl= 64 time=0.095 ms
64 bytes fram 192.168.10.1: iamp seq=2 ttl=64 time=0.048 ms

fFRBRE X HEATRNERAINEZR MRS, mMK CentOS 7 A G, W
2R % @A NetworkManager IR & B K, T AR E N A i & LB E RN %
T B ORH,

1.8.5 EHAEFEFAEAEE ML

iz FH PRI 3 v e 5 P9 245 0 P8 (o T B 19— b o 4% i 3 7 5K
(1) 1. 8. 4 /NT 2 i FHT R0 245 T 5 S I 8 0 445 IR 95 3 — /N5 8 nmui i 4 2F FiE 5 K
%, MAWTaS,

> w <
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[root@serverl network— scripts]# od
[roct@server]l ~ ]# rmtui

(2) W7RanfE 1-45 Fr s 1 P BC & 5 100, 30 48 g 4R % 157 5 0T 4% Enter ## 2 84
“Hf E R AL

(3) Gl 1-46 Fras , 3k 22 45 45 19 R 24 B L 6E AT Tab 82 U0 8 21 “ 4 38 7 $% #1 , 3% Enter

<3 N >
<R&E ... >
<M Ex =

1 HETERE T [

18 15 3% 15 1N

<R [F >

Bl 1-45 BE#E“%mi8 % 7R U % Enter 88 8 B35 “Wf & & Bl 1-46 3 2 45 18 0O MK 24 #R

(4) WA 1-47 Frzs 3B R 28 TPva [ C & e i« F 357,

BB = EIEEE
(g =allens33 (00:0C:

- AR N

= IPv4 BB
= IPve B E
[ | BzhiEE
[X| ¥FAFR PR

i > ME >

P/l 1-47  SER% TPva (9 REE 7 X MOR“F 3

g ABPHAGRESE I IP ik 4 192, 168, 10. 1, @ & F 3% T — A%

# 192.168. 10. 20 &% 192. 168.10. 30, LT AX KM, 2 AT F R @R FSE
T E BE.

(5) BRAESE P B R"f . Bon{E B EHE . an &l 1-48 Fros . 7E MR 55 4 LAY M 2% I &
A ETIES TP Hihk 192, 168.10. 1/24 F{FE . B #E AR E . & 1-49 iR,

(6) B iR [a] " H [0 3] nmtui BB 80 G008 . 88 HERE 2. )8 FHRA 1
R ens33,BITA " x "SR g H L W& 1-50 FE 1-51 FiR.

STw



F1-48 {FREEE

1-49 B “HE "R H AR AL B

B 1-50 ®PFERHEE L B 1-51 JRH&EE
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(7) 2. 7F Linux 24P BB LRI R T,

[root@serverl ~ 1# ifconfig

ens33: flags—= 4163< UP, BROADCAST, RINNING, MULTTCAST> mtu 1500
inet 192.168.10.1 netmmask 255.255.255.0 broadcast 192.168.10.255
inet6 fe80::159¢c:4b20:d9%3:949%d prefixlen 64 scopeid (:20< 1ink>
ether 00:0c:29:a4:81:bf thquetelen 1000 (Ethemet)
RX packets 324 bytes 33482 (32.6 KiB)
RX errors 0 dropped 0 overnuns 0 frame 0
TX packets 382 bytes 44619 (43.5 KiB)

TX errors 0 dropped 0 overnuns 0 carrier 0 collisions O

lo: flags= 73< UP, LOOPRACK, RUNNING> mtu 63536
inet 127.0.0.1 netmask 235.0.0.0

virbr(: flags= 4099< UP, BROADCAST, MULTICAST> mtu 1500
inet 192.168.122.1 netmask 255.255.255.0 broadcast 192.168.122.255

1.8.6 {EA nmcli § 28 B MNEK

NetworkManager /&5 BEANIEFE W 25 I B SFH bR i & MM 28 32 10, — NI 4% 4%

Hal P A ERERE AR DA AR E AR

1. FAGS
% 1-6 & nmcli 152 & HIE X X IIEE .

% 1-6 nmcli i THIE AR RINEE

wH w2 b2)] fig
nmcli connection show N =R
nmcli connection show --active A EERRSE
nmcli connection show "ens33" W7~ M 4% i HE i B
nmcli device status BRi&ERE
nmcli device show ens33 N e E
nmecli connection add help HEW
nmcli connection reload oA AL &
nmcli connection down test2 ZHtes2 WEE., EE,—TMKFATLUAEZ1EE
nmcli connection up test2 Ja H test2 B AC &
nmecli device disconnect ens33 2 ens33 M
nmcli device connect ens33 Ja FH ens33 M

>[a | <
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2. SIEBHEERE
(1) A& FEERE default,IP HihlkiE i DHCP A 3h#EHL.

[roct@server] ~ |# mcli ocomection show

ens33 63celdfl- ac?l- 4ebc— al0d- 6ldcfleabbla ethermet ens33

virbr() 3p57/fldl- 4ab?- 450f— 8488 cbf%S0clefd bridge viror(
[roct@sarver]l ~ ]# rmcli connection add oon- name defanlt type Ethermet ifrname ens33

iE % default(78eaf8e3-cab8-4aa8-b125-d89878417660) &2 W I &= .
(2) M bR+ .

[roct@serverl ~ |# nmcli connection delete default

i I s % 35 default(78eaf8e3-cab8-4aa8-b125-d89878417660),
(3) BB EENE test2 I8 EFA TP Hohk . A B 3hiE$E,

[roct@server]l ~ |# mcli oonnection add oo name test2 ipvd arethod memual ifrname
ens33 autooonect no type BEthemet ipW.addresses 192.168.10.100/24 gwd 192.168.10.1

%1% test2(b0458803-999f-418d-b6ef-6e066ddab378) E BN AN .
(4) ZHERMIE .

* con-name: T8 EEZA T A FFHREK.

* ipv4. method: 487 3R B IP Hb ik 19 77 2.

 ifname: f§E M R &L . W E A E T AFEEH M.

* autoconnect: f5E =T HIIE B,

* ipv4, addresses: {8 IPv4 Hihlk .

e gwd: fEEMK,

3. & F /etc/sysconfig/network-scripts/ H 3%

PRSI T .

[root@server]l ~ ]# 1s /etc/sysconfig/network— scripts/ifcfg- *
Jetc/sysconfig/network— scripts/ifcfg— ens33
Jetc/sysconfig/network— scripts/ifcfg- test?2
/etc/sysconfig/network— scripts/ifcfg- lo

Z H— 31 /ete/sysconfig/network-scripts/ifcfg-test2 . i B Fs I ERAVE 8 2 A %L,

4. BH test2 EERE
PRS0 F .

[root@serverl ~ 1# nmcli connection up test?2

FERZE BN EGE (D-Bus 16 3§42 4/ org/ freedesktop/ NetworkManager/ ActiveConnection/9) ,
ETFREREZFER, w2 F.

>[= | <



5. BARERAEX
B m .

FAHY 1P ik & 8, 1% q BB R,

6. B EREE
(1) &k test2 HHBNR BN,

(2) & DNS & 192. 168. 10. 1,

(3) %hn DNS A 114, 114, 114. 114,

(4) Kt =/,
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IPV4 FATIURE FATAI~ no

IPVEINIT= yes

IPV6 AITOOONF= yes

IPV6 DEFROUTE= yes

IPV6 FATLURE FATAI=no

IPVe ADTR GFEN MOCE~ stable- privacy
NAME= test?2

UUID= TblaeB02- 1kb7- 41a3— 92ad- 5al587eb36/f
DEVICE= ens33

ONBOOT= yes

NS1=192.168.10.1
INSZ=114.114.114.114

nf PLFE R BN E AR,
(5) Mg DNS,

[root@serverl ~ 1# mmcli connection modify test?2 — ipvd.dns 114.114.114.114

(6) &2k TP Hbht FIZRIA M K .

[root@server]l ~ 1# mmcli connection modify test? ipvd.addresses 192.168.10.200/
24 gwd 192.168.10.254

(7) i nl PAEs iz 4~ 1P,

[roct@server]l ~ ]# rmmcli comnection modify test? + ipvd.addresses 192.168.10.250/24
[roct@server]l ~ |# mmcli comection show "test2"

7. nmcli 65 & F0/ete/sysconfig/network-scripts/ifcfg- * LRI X M X &
nmcli #4721/ etc/sysconfig/network-scripts/ifcfg- * AR XT R & R WFER 1-7 Fros.,

% 1-7 nmecli 5 £ F0/ete/sysconfig/network-scripts/ifcfg- * 3L BT M X &

nmcli oF % /ete/sysconfig/network-scripts/ifcfg- * L4
ipvd, method manual BOOTPROTO=none
ipv4. method auto BOOTPROTO=dhcp
ipvd. addresses 192, 0. 2. 1/24 L];E[;?}l;:;fz 0.2.1
gwd 192.0. 2., 254 GATEWAY=192.0. 2. 254
ipv4. dns 8. 8. 8. 8 DNS0=8. 8. 8. 8
ipvd. dns-search example. com DOMAIN=example. com
1pv4. 1ignore-auto-dns true PEERDNS=no
connection. autoconnect yes ONBOOT = yes
connection. id eth0 NAME=eth0
connection. interface-name eth0 DEVICE=eth0
802-3-ethernet. mac-address ... HWADDR=...
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— ., HEZ#@
1. GNU 19 X2 o
2. Linux —#&f 3 T~F &5 9.

3. jc{fFE%HHm%%ﬁimﬂéﬁﬂaﬁ @?ﬁzmﬁﬁ’* Ha&%

4, — B REXF R — B B SO, BB SO F H R L SCH 24 DA
Hif .

5. SCAFJE DNS % P H T 48 € 22 40 i RS DNS R 55 2 19 TP bk,

6. POSIX & 45 , B EZ 0 5N AP Z e, X EmEEE
S5 T TR 2 (IEEE) if & 6 19— T bR

7. HSHIAY Linux % W R H a4 A 5 P~ I

8. Linux By WA 43 M Al WA

9. %% Linux I/ VTR E M0 X, 40 7 2
10. Linux BRIARI ARG E P61 K 5 &

S vi % =3 ]
1. Linux 552 BT R L& 4 ( )RR,

A. Richard Petersen B. Linus Torvalds

C. Rob Pick D. Linux Sarwar
2. FIIRGLRE A BRI R )6

A. Windows XP B. UNIX C. Linux D. Windows 2008
3. FFETA 2 Linux HFF 5 1) 2 ( ) o

A. ZAL5% B. HH C. WML D. JFtE
4. Linux B MRAR 2. 3. 20 2( ) [ RRAS

A, AEE B. FE C. H =BT D. %= WEIT
5. Linux Z2 3% 2 rp iy 8 8 43 X T H & ( ) o

A. PQmagic B. FDISK C. FIPS D. Disk Druid
6. Linux FYMR 77 X FR Ge 28 Y n] L) 13 B Al ( ) o

A. FATI6 B. FAT32 C. extd D. NTFS
7. REHIKE IR Server 4 Hij IE 7E Wi T 19 S 11 1Y) A5 2 S ( )

A. ifconfig B. netlst C. iptables D. netstat
8. FriALas 45 F TP Hihk 1 il S5 1Y SO 72 ) 6

A. /etc/hosts B. /etc/host

C. /etc/host. equiv D. /etc/hdinit

9. Linux REGfeft 7 — M E NS, H5HmBEM K ERA LT, 80T 2R ER i
HAE , LAVE 1 7 B 28 10 A A28 BT [R)RR, 35 AN F 1 A9 A & H gk o 2 % B

. ( )

A. ping B. ifconfig C. traceroute D. netstat
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=, #FERK
5K nmeli ag 28I ERM FEE B, ILER 1-8,

F1-8 #FEWHLTIHIEE

WO a2 oy HE

NS

o B A 15 3 B E BOR S

nmecli connection show "ens33"

nmcli device status

nmcli device show ens33

HRE B

HOHT M ACE

nmcli connection down test?2

nmcli connection up test2

2 M ens33 M

nmcli device connect ens33

1.
2.

, B &

faj i Linux W& R,
i HBIPLE % Linux RGN, A A Z Rt HEMH e TRBAIERS, A Lk

CentOS 7 R HEAGOCHL?

3.
1
5.
6
7

1.10

1.

i iR RPM 5 yum {4 FERIEH .

4. 3 Linux R G007 W0 5L XA WP 2L 7

Linux Z 48 370 3128 BUA B 4t 7

. B0 root H A INAn] fif P
. CentOS 7 &Gk H T systemd fE M) ta b #E 72, B 4 tnfe & F K IR 55 19 32 17

WH 55K« Linux RS0 %5 SR AC B

W F L 550

{805 I A3 33 — 4R RS L HL

2.

ME®=

B e 8% T Windows 7/8 #:AE RS . iziT B ML #E £ 40 X A5 & an & 1-52 Fir
N BRI IN 2 HE CentOS 7, FFARUE R K19 Windows 7/8 415 Al fdi F .

3. mMBaH
ME 1-52 Fn] J L, 6 82948 300GB,. 508 C.D.E =44 X, XFF I Zeed &, i

STwI<
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EIRE T EE E & EMEUEE RS C 8o D &0 F H E 809 0F & 25 8] ok 4 %

[Linux,

T EZHEN Linux B1ERS . T BT KA. anE 1-53 Ar e,

[T 3= F 4 X (C:100GB)

F 43X (D:100GB)

F 7 X (E:100GB)

&l 1-52 Linux ZEE&EX

BE &K/ R 100GB A X R an F .

* /boot 73 X K/ R 600MB;
e /swap 5T X K/NA 4GB;

o /X K/ A 10GB;

« Jusr X K/NH 8GB;

* /home 77X K/NA 8GB;
 /var 77 [X K/ A 8GB;

e /tmp 73X K/ 6GB;

« TiLE4 55GB AN#ATIrIX .

4, FERBRZ
TE W A B 2% DL JLAS [n)
(1) Gnfef 47 XU 3h 2256 2

(2) X FER) R A2 b H Z R ?
(3) 23 ARG, 0 E £ 2 fnfa] 4b 3 1y 2

/(PR H x)
/tmp /home /var /boot  /usr
/ us&rl/ / user}.‘\f’ws.eﬂ

&l 1-53 Linux ## £ 53 [X #f %]

(D) F—PTRENEMAFEZDZR? A A7

5. —1W

MR B T H R e BB N 7 R 00 H 5E B M A

.11 SZilll. 423 CentOS 1 & 5

T2 " A 2 Windows Al 55 % 0 55 18 32 9 B L AR S (19 B, R 48 T Linux & 48
e R 55 for G0  F) B2 € 1, A Rl R GE 3 CentOS 7T #E RS, HFE X RE Z L& B IR 55

. TORINE,

(1) f£18 FHL 23 VM Workstation,

(2) %% CentOS 7 [EHUHL Serverl , FHHATMZE AL H . 8 Z HEZE [ Internet,

(3) HEH Serverl & %Y,

(4) FEFEA A — CentOS 7 #:/E 248 Clientl, X}1Z F 4o 47 25 7K [ 2% i &
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(5) XFF Serverl Ml Client] ., Fl| FI A [a] i WA 4% 7% £ 77 2L 2 &5 308 LY 2 38 P . D
T i HE ML A [R5 3% B 7 I AN TR .

& ¥ & http://www. icourses. cn/coursestatic/course_2843. html 7 ¥l 3 5 3
. BREHFRTREFREMSTFIHRGMXAR,
RE SN



£ 2E

1o %6 Y Limex oy 2

EXABEX LB EXT,. 2% Lnnux 94 REA2450KEREMN
AAGBME e XA B FZAFHE BEF. £ Linux &K FHmAP. T
AEIBBAHRE AP AR ERZMEAGLITF XA E2ATRAE, FAE
7 A8 Linux 742426, AFWH Linux % e b3 5 2 N4

* Linux 24t % afemd e,
. o XH R FEGL,

« RGATEEASL,

« HBRFTERGARELIT RAMTA,

2.1 Linux my 2240

2R Linux a2 X T B Linux MERIER G RIEFE VHER,
2.1.1 T7T## Linux < HH =

£ Linux REF a2 X KNG . fEar 2478 T LU Tab #k A EHJ
N5 an % s B AT DL H o A a2 AT L5k SR 5% Tab .

&2 Tab B, 402K F g8 2 4% | — 4> Fgg A 47 A1 DG B 19 B 5 sl SO
W B a7 ; R I A Lo A 80 Z2 IR 24 5 . Rk A M E
75, 4% — F Tab 8455 ) Br A AT ECA) 2 Cn 228D U Pk .
filan, FE Ay 2 P2 R S I i A mou. SR IG 3% Tab ¥, 248 B s #h &% a5 %2 4 mount, IR TE
PRI R A mo SR J5HE Tab 8, IR — 75 s Bk #% Tab 8, RGH Bos i A
Ll mo 3k iam 4

7350 s B H ] I‘”kﬁ N OGhREE A] DL A 8 2P T o 0 P s A AT DL AT

WARELE D AT LR AMPITZ R < af MEH -5k b <. #ln: “cd /51s”.

W H — < a2 A7 0] DLl RORH “\ 7, A5 5 0] LK — D 8K i a2 0 i 2 17 R A
WaemRar S M. T . Shell Bl B RIBEREF =" . B IEER A — 1K I B ﬂf

[=]
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Uk SEAE B AT B A A 1 IS B R4
2.1.2 BFEEITER

— AR R B MM B & I R — 2 HREiE AT — MR s ar 4. TR a4
AREGEHRT s — M A RE AT HAIRAE , de itk vl SR G R P 72 )5 6 17 77 3, DURE TR il 5 8%
P ol A REHE AT HAb 82/ . Z Ry UM lafr, RMEZHIT a2 E R E—
A& S AR L 0 find -name httpd. conf&.”

2.2 AGREM I H I a2

M E FEEA S RIS T &R IRER L.
2.2.1 #HEGEFERAMNEEFEEXGS

1. EH pwd %
pwd 2 H TR/ AP YA prab i B %, WRH P AMEBC Y5 frab iy B 3, 8
ﬁiﬁﬂ:jliu @JQD

[root@serverl etc]# pwd
Jetc

2, FH cd @&
dar P HREAR P HZFH#HTUHR, HPEEFRER. S0 THP KB R
(% Ht)ME)EP JiZ H 5k — M LA /home JF1R , Je R P 24 . iX A4~ H Sk st 2 P B0 45 8 5% H 5k
(root PP H &K /root) . MR A AU 8] HoAh iy B &, s ol LAEEH od a4, J5 BB
MBI H®4. Han.

[root@server] etcl# od /AEEHFMNBERAP SR TR R

[root@serverl ~ 14 ed dirl /EEHFMNERZ YR ER T dirl +HF
[root@serverl dirl]# od ~ /A ERMEERAP R THEE X APBHEEFR)
[root@server] ~ |#cd .. /A B RMUBEYETE FHLE F
[
[
[

root@serverl /]#od /EBRMVEBZEHPEFEATIERF
root@serverl ~ J#cd ..fetc /MAHFRUEBEZYMERMILEHRZETH etc FHF
root@serverl etcl# ad /dirl/sdbdirl /R4 RN H R /dirl/siedirl HRETF

| A Linux 24 . A 7KL S E FZ; A KREAEWE FZTHXLE F; A
N O~TRAAPUAARTBZ(EBFE), Bldm.root A F AL B F 2 /root, M)
W RBETAKY cdd A MY Tcd ~7. ¥ B EERINAPLPHER L,

3. FHIs&S
Is Ap 2 RS sk B R 145 8. &2 skl .

1s B (B F o0



g2 FEAEAMLuxES |}

s 5 4 095 S BOE AT .

o -a: WoRFTA SCIE AR LLE. ISk AY U SO

* A WoRARE B X T ITA BT H R KOO B BB AR B AR TR

o -c: FESCIFRE U TE]HE

o -C: I BRET,

o -d: WRZSECE H W H B HAFRIMA Bon P& 3tr, S km—
AL LR E B AR R

-1 PIRASIE L s SR iR 404 2 .

i ARSI R SR T RS

il n .

root@serverl ~ ]# 1s WG ELIEER NP VAR

root@serverl ~ 1#1s —a /A HAIELLC IR B B2 5 SC 1 75 N B BB SO

root@serverl ~ 1#1s -t //HK BB SC{ B TS 18 Bt ] % 6 51 M SO A

root@serverl ~ J#1s -F /> SIH YA HR PRI CHFR RHER, LI/ARBRERRNEHFA U
* ERFTAR NPT LeERRR AT SERE x /

[root@serverl ~ 1#1s =1 /A 2507 H % T A TR A & 30K/ B vehs [a] Bz 4495

[root@serverl ~ 1#1s -1g //BaAHICHREEN TIEHL

[root@serverl ~ 1#1ls -R  //Ba B3R FUARHEKFA F B R XA

[
[
[
[

2.2.2 ASZERAMNEIHEGS

1. EA cat /6 &
cat ip 2 FE M FER B/ XHRAERZE® 2N XMHFEHFR—1 ., a4 i

cat [Z¥] X4

cat ag & M H HZSEEET 0 |,

* -b: X AETRAESITIRETS.

o -n: X HAEPHIEATIRETS .

W cat 2 EF LHHNE. (HE cat g2 N EAGRE /1 s, ZAFH
o — B SR 2 T B more o8 less FF Hihag 2, WIRTE cat tp 2R A B E S,
M cat 2 AR HER A CE 8 FARELA 25

Bl E A /soft/filel STIFHNEMFESH

[root@serverl ~ 1# cat /soft/filel

FIH cat a2 0] L& IR 2 A3, Hlan, 38 filel 1 file2 XN A & IF R file3, H
file2 CFRY N ZSAE filel SRS PN 2R, W a4k

[roct@server]l ~ 1# cat file2 filel> file3
JINE e UHFFE LS HITE RSB S fussXHPEARNE
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[root@server]l ~ |# cat £ile2 filel> > file3

J/INR Fi1e3 CHFETE a2 I PUIT 4 B8 fi1e2 1 filel XN AR M B £i1e3 304
PRAENEWNEE

2. 1 more ¥

FEfE ] cat 52 B Q0 2R SO KA P R E B SO 5 — 3B 43 - X i Al DL more
Ay A — 0L — Ll o3 B R SCHF I N 2 . more a2l T 0 B BoR XA A . RE 16
GRS 0T DU AT Ae] 2 %80 3% 70 5K #4047 more a7 2 & F XN & . AT more an 2 J5 . #F A
more AR ,F% Enter 8 0] UL [a] F 23— 17 ;%% Space 0] DL [a] FF3h— v ; ¥ o ] DB H

more ﬁ?ﬂ"%o liﬁﬁ%ﬁglﬁ{i:j‘?

more i 2 W H S LW T .

* -num: X H Y num & —PECF HRTE E 5 0 8 B R RS TR
o +num: F8EMNCAFRIE num TG BN .

1 n

[root@serverl ~ J#more filel /A TR FREE filel XHHIANE
[roct@serverl ~ J#cat filel | mre /AR A AEF filel THHARE

more ff 2 AW HEEE T IHHA LRSS NEN SRR, RS 4
A EE 2 H Shell B B I EES B s filel XHFMAE., X TEENASES 1 =Zh A
4,

3. FH less ip &

less A % 7& more A7 2 LR . I more a7 2 M D) AETR K. more ap 2 H g T 80t ,
1M less g2 0] LA . B8 20 IAT. e 2 A 8T, AT less i 2 )5 . F A less Ak
1% Enter $# 0] LAIa] F 83— 173 ¥ Space $# [ LLn] M3 — 0 ;4% b # 0] Ul a] F A3 —
R DL AR AT S A A BB T q BEPT LR Y less %

less i 2 M0 SCHFFAE— D CAR U AT PR E IR . B3 PRMTH#/, B A ZEE& RN E
B AT, less a5 2 S TESCA S AT s A 4R, B R B - MR B E BoR.
IR Bk S A IR B PR AE T RTS8/, FR4% Enter #ERP AT,

less a2 M H %5 more ZEAME, T2 HlEH, AR ZHE2C TR T
httpd IR 55 . & MIT L% httpd IRSS . &3 httpd RS AETRW T .

& Jo RAE O A I E BRI AT S Wik, 0 T A% A% B W4 yum B

X AREEL A yum B X, XA AERE TR, m BB FH T,
IR G @ik A yum %R SR AR IR LR, R B

STa <
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(1) H:2% 1SO 236514 .

[root@serverl ~ |#mkdir /iso
[root@server]l ~ 1# mount /dev/odram /iso

(2) FIYEH TZ2M yam XA B A H B yum A BZER)
Se B /ete/ yum. repos. d/ H 3k N B A X . B985 4 B/ etc/yum. repos. d/dvd. repo
A

[root@serverl ~ ]# od /etc/yum. repos.d/
[root@server] yum.repos.d]# m * . %

[root@serverl yum.repos.d]# vim /etc/yum. repos.d/dvd. repo
BRI T,

# /etc/yam.repos.d/dvd.repo
# or for ONLY the media repo, do this:

# yum — — disablerepo=\ # - — enablerepo=c6—media [cammand]
[cwd]

name= dvd

baseurl= file:///iso

gpgcheck=0
enabled=1

(3) i yum 54 % %% htepd B4,

[root@server] yum.repos.d]# od

[root@serverl ~ ]# yum clean all /1% B i S IE bR B A
[roct@serverl ~ ]# yun install httpd -y

(4) f#HH less #i2,

//VA5 T B httped.conf LHHHNE
[root@serverl ~ [# less /ete/httpd/conf/httpd.conf

4. (£ head 8 &
head 52 T s ST L343 BOATE 0 F R B R SRR 10 ITH . a4 i
aRr ol

head [ZH1 X4

head iy 2 1 H IS EEman .

* -n num: W/RTEE XFAHT num 17.

* -c num: /8 FEE X AIAET num ~FAF .
{5 4n .

>[a <
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[root@server] ~ J#head —n 20 /etc/httpd/oont/hittpd.oonf //'B. 7~ htted.conf XA BIRT 2047

5. [ tail ;p &
tail Ap 2 T W XK REH 77 BAER FRHERXHNRE 10 1ITHE. Zms
LA .
B8 X4

tail a5 4 M SR E

* -n num: W48 E XK E num 17,

* -c num: WB/RFEEXAFHRE num FAF.

* +num: M\% num 7746 B8 € SN2 .
1) 4

[root@server] ~ J# tail —n 20 /etc/httpd/oonf/httpd.anf //B 7~ httped.conf IR E 2047

tail Al 2> 5 5% K1 D RE & AT DARFZE R F — SO P 2, S S0 A R fol B Ak SO
I, iz B RE A 0 A H S eI i) A 2 4% XOR “tail -f SCIFE2R 7.

[root@rhel7- 1 ~ 1# tail - £ /var/log/messages
May 2 21:28:24 localhost dous- daemon: dous([815]: [systam] Activating via
systand: service name= 'net.reactivated.Fprint' unit= "fiprintd.service'

May 2 21:28:24 localhost systand: Started Fingerprint Authentication Daamon.
May 2 21:28:28 localhost su: (to root) yangyun on pts/0
May 2 21:28:54 localhost jourmal: No devices in use, exit

2.2.3 RAGERBEXRREXSS

1. {# A mkdir 6%
mkdir (f 2 H FRIE— 1T HR., ZaSHisEhl.,

mkdir [Z¥] H® A

H 5% 24 01 DL AH X B4  ln n] DLA 468 X6 (R 42
mkdir 452 -p ZEFR /R ED E H F0, R H FAFFLE N R e) 8% H 3% iz H
EMACH K,
i)

[root@serverl ~ J#mkdir dirl /AEYSETH F T AR dirl FHF
[root@serverl ~ J#mkdir - p dir2/subdir2
JAEMSRTE #8 dicc HF PO E subdir2 FHF. MR dire B FAELE, N [F et a1 2

ola <



2% FAEAM Lnux S .

2. FH rmdir 5%
rmdir 472 H FMBEZ= H3 ., Za2iEE R .

mdir (B BH® %A

H %4 ﬂf LA AR T B4 ] DL 48 3 A . (B P IN BR 19 B SR g = B R
rmdir #72 1-p ZEE /R TE M B B S — M BR 5 B 3B B & A HAth B
¥ J 3
Bl n .

[root@serverl ~ 14 ondir dirl //PE 250 Bk F B dirl &= 7 H®

[root@serverl ~ J# mudir - p dir2/subdir2

//MBE 24 /T B R dire/suedire F B3R, MR sudire H F AR dire B XX HAL B %, 0 —&
B M B

2.2.4 FAZEM cpw<

1. cp B STHEAFZE
cp i FEHT XM B R EH, Zan S WiEER .

e B8] B3XHF BisXH

cp wi A M E S EEEm T,

o —a: JRATRERE TR AUPR 55 & PR+ IR IR 7 DA .

o f: R BEFRCHEH RAFE MR ENE# T ERBIES JF EARERARSHF .
o -i: MR EHAR e B RAFE RN A E S A 1.

« R: BHEH B PEEHEZEFHERTHE,

2. A cp L HISEHI

ZHl(cp X MELRIEFEEN AR S MHEIITXMEL A AR R4 JCHE
~a,-p WL AR SR ERIEF K., FHMETH. A ﬁ’J% ¥ A root, A 1 B iy R — %
5 (fE3X B /] bobby iX/~5) , 2k I EFFHITE B S 9225, F WS Pl E %] .

[ 2-1] JH root ¥ % B % F Y. bashre Z#|#]/tmp F .3 F 4 H bashre,

[root@serverl ~ 1§ gp ~ /.bashre /tmp/bashre

[root@serverl ~ [# cp =1 ~ /.bashrc /tmp/bashre

cp: overwrite '/tmp/bashre'> n A E &, v A EE

//EZMPIK,H T /oo T ESEAFTE bashee 1,00 F - 1 380 f5 ) 76 8 55 A £ W) 8] {F & 2 &
BE . PTLAE T nal#® vy AT ZI#IA

[ 2-2] 7Z#HRE/ tmp.HH/var/log/wtmp & §l ]/ tmp H WMWL& M.
[root@serverl ~ |# od /tmp

[root@serverl tmp)# cp /var/log/whmp . //RHE B2 8] 4 H &, &EH“ A EEIC
[root@serverl tmp]# 1s - 1 /var/log/whrp whp
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— rw— rw— r—— 1 root utmp 96384 Sep 24 11:54/var/log/wirmp
— rw— r—— r—— 1 root root 96384 Sep 24 14:06 wtmp

/AER LA RER I EARIEM S Z e FL T SRR REREE MRS E. XRIMBRER
MR e E PSR A —R T, BIER

TR 40 SR AR AR ZERE ST B A7 R e AR — i 5 i ok 1208 A9 WE 2 ml LU b-a, AR B

[root@server] tmpl# cp - a /ver/log/wtup wip 2
[root@serverl tmpl# 1s - 1 /var/log/wtrp whmp 2

— rw— Tw— r—— 1 root utmp 96384 Sep 24 11:54/var/log/wtmp
— rw— rw— r—— 1 root utmp 96384 Sep 24 11:54 wrp 2

cp MIIEEIRZ . M TRATHE & S k47 — L8P80 & Hl, By Dt 2 5% % H 35X 148 2
—%@Hﬂ%%ﬁﬂ%ﬁ%ﬁﬁﬁ%&ﬁﬁﬁ%ﬁmmmﬁmmt@%wﬁﬁﬂﬂMﬁﬁ
A HO ., L AET A& F . ocp MR SCHES B 1 SO RLRR 2 AR . B B ST
WA EEE S 2R SBRIEEAR S,

2 K i B 2-2 H TR root B B PR AR O R i SO A B S R A RO R
root FIr i . T HA XA, B 7E 217 25 0 09 I fise o 5t 26 75 245 0 1 35 19 45 9K AL BR S
4 o 151 an %5 55 SO (/ete/shadow) DA Fe — S g B SCHF . sE A BE B HE DL cp 2R & 1 . 1 44 250 22 i
f--a of-p S5 @ P

g I Y Y ESE P TSV S P Y E O T S TS WS
B HATABRXHIA ZE); TN, A AGE K4 AR 469 S BEATIE 7.
T B

(5] 2-3] % fil/etc/XAHFE FHANAES/tmp B,

[root@serverl tmp]# cp fete /amp

p:amitting directory'/etc! /AR B RN BE B A B b - e T

[root@server] tmpl# cp - r /etc /amp

/8RB YR : b - ok TR LI § H 5 E RS B A AURR AT §8 & B ek A8, B DL AT LA
M op-a fetc fap i % L EHEREZHHHELT

[ 2-4) # ~ /. bashre W /tmp/bashre #r . 5t & §l i 2k .

[root@server] tmp]# ¢p —=u ~ /.bashre /tmp/bashre
/-uIRFEREE R XS REXHBEERENASEH U E#HEHAT S0 "M TEYH

BE. R4 F1£ M bobby 145 T # ¥ & % /var/log/wtmp X4 2] /tmp T @, 5F £ 2 4
bobby wtmp "&?
A

[batby@serverl ~ 1$ cp - a /var/log/whmp /tmp/badby whp
[foddoy@serverl ~ 15 1s - 1 /fvar/log/whrp /tmp/bokby winp

ST &<
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2.2.5 AGERAXHFREERS

1. FH mvGéd
mv a2 FEHAT A H F Bk 4. Za2iiaERl.

m (B8] WX E R BisSCFEE xR

mv 4 % B S Bukmn k.

o i AR HAR SO R RAFAERT L 3878 2 B B AR SCF el E SR

o I g HrCfF el B SRR BAFAE . 3w B s U H SR A RIR .
Bl n .

/M EHTE R T B testa X B3N B juse/B £ F 30 B AL
[root@serverl ~ [#mv testa fusr/

/¥ fusr/testa X BB BIR B F T, B EHIXHE N
[root@server]l ~ |#mv /usr/testa /tt

2. FH rmGg
rm ﬁ“’%‘ i%mﬂ:j{ﬁ:ﬁ | ] :?éﬁ"‘]iﬁ'”% o '\Lﬁﬁﬁ‘%\ﬁ{]iﬁﬂi% :

m [ XHFABHERA

rm i 4 108 2 50K 90 F

o ie MR SCHE R SRR R

o oy MRS PR Ek R AR R

o R MG H R B HE TR MERT H .
fil

//MBR Z R B 3T 89T SO AEA I BR 7 B 5% 0 B S
[root@server]l ~ |#mkdir /dirl;od /dirl

[root@serverl dirl]# touch aa.txt bb.txt; mkdir subdirll;11
[root@serverl dirl]# m *

J//FAT B X080 H ¥ T A F B % suodirll, & H T B A CHMF H % 3 B H P #iA
[roct@server] dir]# m— iR subdirll

3. touch %
touch a5 2 H T & 7 O el o ey ec B 1, a2 i h .

touch [B¥] XM HB N HEHFLZ

touch 2 M HSEEET I T .
e -d yyyymmdd.: 8 3CFRIFF s AZ R BTE 2 A yyyy 4F mm H dd H.
o —a: FAE SO A AF RS (8] 2 SR 2 A A fe]
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¢ BT SO 8 PR T 24 )
i 4n .

[roct@serverl ~ 4 touch aa //M R 24 A1 B R T HEE aa X, aa T4 B9 77 BUHHE WA (8]
MR TR R, WNRATETE aa 3CHF T a2 3O
[root@server] ~ [# touch — d 20180808 aa /% aa L4 HIFF B AN & My A (8] e A 20184F 8 A 8 H

4. (EH diff 5%
diff HU?HZJ:FI“KHWJAJ‘C{#W%‘!‘W]TH i IT njln{ﬁj‘j

diff B BEXH BirXH

diff a2 % S BEETMN F .

~a: KGR B SCOF S AE SCA SO AR B

-b: ZMEZ=E R E A,

* -B. ZMEZ=friE AT AIE

-q: AE 2 A FE L AHRE B ARE R .

-1: Z W R/ AR

G0 Caa  bb.aa. txt.bb. txt X{FLE root ZZ H & F{EH Vim 2 5j & 7 &) .

[root@server]l ~ |# diff aa.txt bb.txt /I aa.txt SO Ho.txt ST A A [R]

5. Inwmé
n A H @RS Z RS E LR, ZaSiEER:

In ¥ BEXHsE® #EL

n 452 1 H S 8-s 1T 87 A5 58 CBREE D » AN INZ S 200 & 7 19 #3320 B Bl 42
W’“ii*Zlﬂfl’]?ﬁH?é?'ﬁ PR — R FR O R EEAE ; 5 — R RR AT S R
(1) FEEERE . OIS SO 25 48 1a) 19 2 68 8 1 9 ] — R A7 6 2= 18] L % 9 > SOk v 19 4E
fo] — A SO R AT IE RS 2 B 5y — A 30 . BERTRLH In a2 A T fl 2 808 37 .
FIH NS EBEZXHRETF aa SCHREMN .

[root@server]l ~ ]#11 aa

—1w—r—r— 1 root root O lﬂ 31 15:06 aa
[root@server]l ~ |# cat aa
this is aa

i E a2 AT S5 R nT PAE ) aa SCHFRYEERE RO 1, XN %5 R “this is aa”.
FFH In 452 87 aa XM EERE bb,

[roctlserverl ~ |#1n aa kb



2% FAHAEAM Lnux S .

FaR a2 7= T bb B X Bl aa SUAFEE G THERERE G A .

[root@serverl ~ ]# 11 aa bb

~mwr—r—- 2rootrootll 1H 3115:44 aa
~mwr—r—- 2rootrootll 1H 3115:44bb
[root@server]l ~ |# cat bb

this is aa

AT LA Hiaa Al bb B9 K/NFI 249 MR) . TR VEAIGS 0958 2 3L JBUK aa SCI i BE
B 10 0 e B 225 (] LA aa SCFHS 6 5 T 82 S aa I bb AORE 645 56 T 2 3 He B 4%
2 A aa FI bb BN SCHE R 5 160 S BF LA aa A bb 196682 50ER7E J 2,

WA L A0SR AE B aa 5% bb AR SCPERO IS L 53 80— SCPE B P 2 B2 AR AL
SR 52 G A SO ORI B— ) R e T 2% S B 4525 1) 9 4 160 56 3R L 1% B 4k 25
6 AR 2 R« 57 S — 1 SO B ) R 2 2 A A L2 R B B B W D — A

\%¢ PA A S e, Rt A R SR,
% AP

(2) fFopEde, XFhEEm PR M IEEE, B4 — SO 1m B b — A Sk Sk 4 .
52K ML T Windows R HHRHE T . FFSeEM In s e S H#T
BIEEEHR — F aa XMFWEE.

[root@serverl ~ 1#11 aa
—mw—r—1r—— lrootrootll 1H 3115:44 aa

i aa SCHFRIFT 5588 co, BIRE MR &EF aa Al ce U R BEIELUN L.

[roct@serverl ~ #1n — s aa cc
[roct@server]l ~ |# 11 aa cc

~rw-r—r— lrootroot 11 1H 3115:44 aa
Irearwcrwx 1 root root 2 1 H 3116:02 cc-> aa

Al PAFE ) co SXCHF AR ) aa SCHFBY— AT S HE4E . 48 MIAF 6 aa SCHE N 25 19 AR e A 3%
2 [H B SCHFATIR A aa — D30 co SCHER AL ZTR M T aa XA TIC - BT LA aa SR Y 5E
AN 1,

TEFIH cat ff 2 EF cc SR ER, KB ce X2 — T FF S8R 30 SR #E cc X
Pc R S22 3R B aa X ARG KF aa SUIFI AR R K .

BEAH AR M BR T co SO X aa ST JGAT AT 52 ) 5 (H AN SR B 1T aa SO R4 cc SCHFER
R B aa R Z AL,

\%¢ TS IHRE ZREI KT,
i% Ag
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6. {#H gzip ¥ gunzip <%
ozip iy 2 T X SCHF 347 R 45 . A 9 e 4 SC - DL, gz” 45 B2 5 1l gunzip #n 2 & X LA
“CeZ R TR RS, XA IR .

gzip - v X1 4
gunzip - v X4
H,-v Z 8GRI R R W 80 48 SO Fs 46 L ol i s i i 45 5.

{5 40 (7E root K HFE F)

[root@serverl ~ |# od

[root@serverl ~ [# gzip = v initial- setup- ks.cfg

initial- setip- ks.cfg: 53.4% —— replaced with initial- setup- ks.cfg.gz
[root@serverl ~ |# qunzip - v initial- setup- ks.cfg.gz

initial- setp- ks.cfg.gz: 53.4% —— replaced with initial- setup— ks.cfg

7. FEH tar <

tar 7= T ST M ar 247 T. B tar ap 2 0] DAIE— R 57009 SCHEIF RS 31— 4 KRS
T DLAE RS 2 SO DA 2 8 . Srckii, tar i 2 FEH TR A AL, tar fr 22
Linux R E &M THEZ —, Za 2 miEiE N

tar (B8] AR U E

tar a2 MW S HEmN T,

o —c: MR,

o v FIHIEAY R TEAE AR .

o f: FEEMEXAFR,

o —r: R XHE MBI R X RE.

o —z. VL gzip #& 2 s 45 ol i s 4n SCF

o -j: VL bzip2 % 2 46 ol s 46 SO .

o d: OB S ST HE S

o -x: RITREESCE.

{5 4n ($2 A touch ap 2 7E* /7 B 5% F & Il 30 .

[root@serverl ~ [#tar - ovf yy.taraatt /Y ATEH R T aa fl c£ XA AR yy-tar
[root@serverl ~ 1# tar - xvf yy.tar //MN yy.tar #4 & SCHF PR B B0

/A EATE R TH aa Ml te XHF PR HEL N yy.tar.gz

[root@serverl ~ [# tar - czvf yy.tar.gz aa tt

[root@server]l ~ 1§ tar - xzvf yy.tar.gz /¥ yy.tar.gz SCAF fi 46 Ik 2 5 HE
[root@serverl ~ ]# tar - czvf etc.tar.gz /etc /AR fetc B AT 0 E 45
[root@server]l ~ |#mkdir /root/etc

/AT LS B 48 A 3448 8 % R 3 /root/etc

[root@serverl ~ ]# tar xzvf etc.tar.gz - C /root/etc

> ] <
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8. FH rpm&H<

rpm A2 EE T X RPM 30 #4788, RPM #4402 Linux 9% # & 1T R4
N Z AR Z —., S rpm 2% RPM AT BB 2 LH 2
AR IR N .

mm [Z8] BEaEA

rpm A2 W) SR,

~qa: FXif) R G LR T A AL

-q: AR EMNTITEERETRERLE.

-qi: AW RGEFCLEERBMFENIHAEREE.

-ql: BRSO LR a5 0 S 3k,

—qf . 20 R G045 SO T T 1 3R

-qp: i) RPM 344 SCF A 45 B Ll 5 T 78 R % 38 A0 2Z W T i Bk 2
ORI

-1 T4 E 1 RPM 34,

v: BABIEYNEER.

-h: DA # 7 BRI,

-e: MMBRC LR RPM 4L,

-U. AHAEER RPM B AL A W RRAS 20 H 25 115 5 40 22 286 19 3R 1R 2 19 Rz
S A RRIE T TS . AR Y ET R GO R LR E W B W R

o -F. BRI

i) 4n .

[roct@server] ~ ]# rom - qa|more /1B RGE LR TA TR

[root@server] ~ 1# ran — q selirwe- policy /EHRFERELH T selinx policy

[roct@server]l ~ |# mn -l selinm-policy  /AMRFZELENTH LN FHRER

[roct@server] ~ J# ym -ql selinm-policy /ARG C LR K0 B Ira & 63051 &
[roct@server] ~ 14 rn - gf /etc/passwd //2 ] passwd ST BT & B #HF

[roct@server] ~ |# od /iso/Packeges

/PR, " Bt E ML R NIEHE R

[root@serverl Packages]# rpm — ivh httpd- 2.4.6- 80.el7.centos.x86 64.rpm

[root@server] Packages]# ram — Uvh httpd- 2.4.6- 80.el7.centos.x86_64.17m /A E A
[root@server] Packages]# rpm - e httpd- 2.4.6- 80.el7.centos.x86_64 //HIZ hteed 301462

g TR L Ry L. rpm, R AE R 4 rpm -e httpd-2. 4. 6-80. el7.
centos. x86_64-nodeps, W & = R¥&F R,

9. {& F whereis i &
whereis 7% 2K F a2 0 0] AT CHF T EE AL B . 22 IR .
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vhereis [Z¥(] WS 4 FF

whereis a7 2 W& HZSEkma

o -b. HAW SO,

« -m: A& nERHLHE B F W
o -s: HAERBFEI .

1) 4n .

/AR AT rom B
[root@serverl ~ [# whereis rpm

ram: /bin/mmm /etc/ram /usr/1ib/mom /usr/include/mom /usr/share/man/men8/ran. 8.gz

10. {& F whatis i &

whatis 7 & H TR BAR 2 90 . & MFEASRE ¥ #9468 370 mp il b — 47 1) B9 97 43 4 5
P8, # B P R TR X R R BRI RE . iZan S IR IE N

whatis i & 2 i
il an .

[root@server]l ~ |# whatis 1s
1s (1) - 1list directory contents

11. (€M find § %

find sy H T 3CHFAER, BEMIIREARR MoK, a2 RiiE N

find [i&]1 MCEFRERK]

find Ap 2 LA R AKX FEA/ LI JLR A,
* -name filename: £ K15 E 24 TR .
 -user username: £r f&J& T 45 & H 19 30
* -group grpname: %)@ 748 & 4H 1 3.
* -print: W/RERG R .

o -size n: AR KN n A9, —H A 512B, FFE“+n"TREHRK/PDKF n A
XA 555 —n" TR AR KN TF 0 B S /T 5 ne” BoaREAR KN 0 DNFA

1 S
o -inum n: BIREI|I T E SR B,

« -type: BARIGERBMCMIF, XHFREA . bORBE ) ccCFATBE L) (d(H

3O pCEIE ) T S 88 3P G @ 30 .

o —atime n: A4k n KATHE VTR A0 SCH . “+n” LoniEad n KETHE DT A ) S —n”

TN A M o KA T R] B S0,

e -mtime n: KT atime. [H G2 1 2 S0/ R A $E 2Om i [E]
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~ctime n: LT atime ., [H A 19 & SCIF RG] A #2028 19 e [a]

* -perm mode: £ %5 45 € AR VEBC 19 3 - w20 DL\ § 198 2045 H U7 [ ALRR
* -newer file: # K M 48 E SCHBT 19 SCF » BV i i 12 e it ] 2 30 7 3580

* -exec command {} \;: XfVCECHE E &1 S HAT command 54> .

e -ok command {} \;: 5 exec #[F ., {HAT command 42 B35 K H P A,

1) 4

JAEZHTE R T EREE S I URBEX B R

[roct@serverl ~ J#find ~type £ -exec 1z -1 {} \;

//HE /1ogs B F 2 FRAE BT 6] 2 5 K DAAT 89 3858 SO/ I M BR . B ARIE /1ogs B RAFLE
[root@serverl ~ [#find /logs ~-type f -mtime5 -exec mm {} \;

/E fetc/H F T & IO 2 LU .conf” 55 B #Y S

[root@server]l ~ [#find /etc -name "* .conf”

//AE 2T H® T ERAR A 755 1358 S04 I 8o

[roct@server]l ~ ]#find ~type £ -pamm755 -exec 1ls {} \:

g BT find A4 ERTIBFPHHEXEZTR.EBAE E H NiBF

12. locate

locate fif % 7 Linux R HEER XM ar 4. #AALE Windows R R —F ., 40
RAORG T A SO AL B s W2 5, T LU B R g ok

fan, mARIRE — K T X8 G0 SR, HEZ2MRE T a8, 1l DL A locate
-blockchain & i@ i FH &5 ( * )4 PR E iR K £ 4% blockchain use cases, 40 .

locate — i * blockchain * use * cases *

13. {8 grep %

grep a2 T AL AP T8 E F AT B AT L2 miEE N

2
’4>

H

grep (¥ EEA RN FRH & XHF 4

grep a2 BH S EEman |,
o -v. FHATCEAIAT .
-c: XFPCHCIATIT %K.
H x4l & DEEe R =0 iy Uk 44
~h 3 A DT ECARR F A SO A Y R
-n: VLT HI% RBAHXT 9475 B,
i XPILEER A X KNG,
fE grep i 2 FRVRARITHH G . FAS"RARITHESE. WRZEERFRF P
SR s Ry I D R RS SV RS e O

> [s | <
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{5 4n -

/AESCAF passwd P E AT FAFH root BFT, MR F|, B8 4T L ZTHIE & 24T

[root@serverl ~ ]# grep - 2 root /etc/passwd
//1E passwd X PR HEE root X 4N FRHBT
[root@server]l ~ ]# grep ™roots " /etc/passwd

bt

& grep A= find %489 £ 5 £ T . grep & M5 XA P 4% % b & &4 0947, M find
o AR R R T AR A 48 A3 & R A A A A
HE /N

14. dd &5 &
dd i 4 T35 B4 8 R/ IR 801 R0t Bk &2 ) SO sl S0Pk L iz 2 TR I AR U0 -

d Z5]

dd ap 42 W EZ W H A A — a4, B R ik P i 48 2 K/ RS20
BEHEEH XA, YRMEEE, B0 UEE R S B P ER P IE. Linux
ARG — %M /dev/zero W& SO XA SCHEAS 2 05 R B A7t 25 1], (B 20 m] DL 0
T 95 o B s R AT LLE B AE R dd a2 B9 5 A SCEE R A il — 48 R/Nsy e
dd &2 S8 R HAE Nk 2-1 Fow .,

x2-1 ddGSHSHREIER

ZH t H ZH t H
if i A B 30 4 TR bs 18- 52 > Sl N
of i B S0 2 TR count R e e DR

B an ., vl LA dd 654 M /dev/zero T £ SCAHF R HU 2 4~ K/ R 560MB 19 &g . R 5
PR A filel B9 CHE, FEBRMR T 3X > an 2 )5 . DU 51 RE Bl 20 22 4T 2 R/ SO T (i
A A 3 s AR A /D

[root@serverl ~ 1# dd if=/dew/zero of=filel comt=2 bs=5M
ICERT 240 MEA

IEFET 2085 H

1174405120 37 (1.26B) B & il ,1.12128s,1.008/s

dd 4 1Y D) et 26 AR 52 M) SO X 4 ) 8. 40 2R R AR 4 O 3K e a H iY O't B A
W iso A8 N B R SCF . AE Windows R G875 245 B T58 =5 B F A e 3] (HAE Linux &
o] LLEARAE ) dd a2 ok i DG 8B R SCHF K B AR —4al 37 RIEE HI Y iso B2 iR

[root@server] ~ ]# dd if= /dev/cdram of=RHEL- server- 7.0- x86 64.is0
731136+ 0 records in

731136+ 0 records out

3743416320 bytes (3.7GB) copied, 370.758s, 10.1MB/s

o[ e <
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2' 3 ung%{%ﬁﬁ %éﬁ1§d§\§éﬁ%

ZEBEBERMGL BN AZENEMHE BHITERANIZEN WS,

1. {EF dmesg 6§ &

dmesg Ay 4 H 20| 4 FIY B A FR KR IRIER RS F %, dmesg in 2B /R R G2
Wi B IBRE R G RA S WP KN DA R Al R B, il an .

[root@serverl ~ 1# dnesg|more

& FAaran AR ELLETEL CPU NG RMFFE4EE, 285 25
4 FHER. R AP EARBRREEF . TALEZRGERBHEH dmesg ¥4 F A,
AE SN

2. {EH free ip &
free a2 FE R B/ R NAE R AN AR K/ B FAE O . 6 4

[roct@server] ~ |# free

total used free shared buff/cache awvailable
Me=m: 18652684 894144 107128 14076 664012 714160
Swap: 4194300 0 4194300

3. FH date &
date 2 0] DL K2 F R 40 M A ng B B3Rt &] , 4] 4o .

[root@serverl ~ |# date
20164 01 A 22 H E®F 15:13:26 ST

date Ay 2> i n] DL SR 5 & 24 A7 19 B 3 Fn s e, 1) 40 .

[roct@serverl ~ |# date —d 08/08/2018
20184E 08 H 08 H B #{— 00:00:00 cST

g RA root AP A TVAKRE 246 B A0t ,

3 =
i E =

4. EFHcal %

cal an 2 T R E Ak EM B .ol LI S8, b E A M HEFEFRR
HE - 1NZHnRRED FEHMTER A 1~9999; A AL Z 8 cal 452 s XS 155 A
i H M, ilan .

cl& )<
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[roct@server]l ~ |# cal 7 2019

+ A 2019
EI —
1
7 8
14 15
21 22
28 29

5. M clock %8 &

2
9
16

23
30

H 2w |l

24

M
4

11
18
25

il
5

5
&

19
26

o Ot

20
21

clock g2 F T WA HLAYRE(F 3515 B BRIt (a] . 40 .

[roct@server]l ~ |# clock
20184E 05 H 02 H B = 158} 164 01 #

2.4

IR R B

Sy v/

— 0.253886 seconds

PEFRAE M Ay 2 B X R AT AR BRI E a2 .

1. EFH ps g
ps i FEHTEBREMNHR ., Zm2>HiEER.

ps [Z%1]

ps fif

A 109% IS BTN T

o -a: WP Y ET A 2 0 AR GRS HAR T D

o —tn: WIRE n PRI SR,

1] 4n

-
L

[root@serverl ~ |#ps —an
PFID SCPU
0.0
0.0
0.0
0.0
0.0
0.0

JSEE.
root

root

2459
2460
2461
2462
2463
2895

SMEM VSZ

0.2
0.2
0.2
0.2
0.2
0.9

1956
2260
3420
3428
2028

ed/2 1180

RSS
348
348
348
348
348

tty2 Sst+
tty3 Sst+
tty4 Sst+
ttyS Sst
tty6 Ss+

ttyl Ss

~u: bR HEFR P 2 R i E SRR R .
-we FaAT R A EEGE HTP a AT
-1 FERAIE W .

-x: AR AR I 28 ) R AR
-e: WRFTA R,

START TIME COMMAND

09:00 0:00 /sbin/mingetty tty?2
09:00 0:00 /sbin/mingetty tty3
09:00 0:00 /sbin/mingetty tty4
09:00 0:00 /sbin/mingetty tty5
09:00 0:00 /sbin/mingetty tty6
09:09 0:00 bash
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psAblFEiE L FTHFASA—RMEAN A TER BN EGHAEE,
& N s — TP IBMB(ALAGE) 2. RV AL  #BID ST E2HE LA
RN R AGEAFEMAASEAZT(REZ KB ;& AMEZ A EE(E42 KB);
BANFATEHER L AL KRS H B SR N ; £ R4 A CPU 89 8 ) ;

A bR S REF,

2. pidof %%
pidof ax % M T &) E A48 E M 55 H 2 1 PID {5, 1B %Ll .

pidof (B8] IRF AR

AR 1D 5 (PID) 2 ME—n9, Witk n] L@ i PID kXK AR e, 4 an,

af LR FH DL R a2 ok & A HL I sshd AR & #2719 PID,

[roct@1 RHEL7- 1 ~ ]# pidof sshd
1161

3. EFH kil 65 %
A G HBREBITR AL Ctrl +C A E# KL B )G & 35 JC = X fh 7 e &
1k iR DU kill A4 Ta) R A ks R b S LIGARIE ., filan .

[root@server] dirl |# kill -1

1) SIGHUP 2) SIGINT 3) SIGQUIT 4) SIGIIL

5) SIGIRAP 6) SIGABRT 7) SIGBUS 8) SIGFTE

9) SIGKILL 10) SIGUSRL ~ 11) SIGSEGV 12) STIGUSR2

13) SIGPIEE 14) SIGAIRM  15) SIGTFRM 16) SIGCHLD

17) STGOONT 18) SIGSTOP  19) SIGTSTP 20) SIGITIN

21) SIGTTOU 22) STGURG 23) SIGXCEU 24) SIGXFST

05) SIGVTAIRM ~ 26) SIGPROF ~ 27) SIGHINCH ~ 28) SIGIO

29) SIGEWR 30) SIGSYS 31) SIGRIMIN ~ 32) SIGRIMING 1

FiRar 4 T Bor kill 4 e L s SR 2E. B0 E S A — B X . 4

i SIGKILL fg 5 /{EH 9.

kill #y4 A) i EAER -

Kill [B¥] #E 1 #E2 ..

SRR -s — ARG SRR,

il n .

[root@serverl ~ |#ps

FID TTY

TIME QD

1448 pts/1 00:00:00 bash
2394 pts/1 00:00:00 ps

[root@serverl ~ 1# kill - s SIGKILL 1448 G} & ki1l - 9 1448) //45 K bash #F 2 I ¢ P £ Ui

STe <
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4. {#H killall %
killall fiy 4> H F 2% 18 548 7€ 25 TR AR 55 Fie X i i) 4 SR R 8 . iz A 2 i s =00 .

killall [Z4(] HEAK]

W E RV B LA RS Y 24 2 AR U R A P PR AR AR 55, an R A S L X
SO PR 23 U BORR 0T, I IS BT DA T killall a4 S 4k 4 55 0 5 A ik 45 2 1 ol A 1 e B R
NI LA httpd k55 #2057 Rk 45 R H 2t # . T RHEL 7 RERINE A L3 heepd ik
SR R I R it R0 e A O A g i 25 SR B0 AL SF 22 o) T A C N 2 5 PR SC R

[root@RHEL7- 1 ~ 1# pidof httpd
13561 13580 13579 13578 13577 13576

[root@RHEL7- 1 ~ 1# killall - 9 httpd
[ToOt@RHEL7- 1 ~ 1# pidof httpd

[root@RHEL7- 1 ~ J#

R ERGEBSPRATAGLSIEAIZHIEET ., TR T Curl+C 44

(EFREPIE TR — AN sl) XA Lz, R,

3 RALGALEABAAHABMLESZR LM BEZE. PRI ELEHA0 MmN, T
BEHATHEALHERRR M E—A & F5 . AH475BHN R %S & RIMAT,

5. {£H nice &

Linux &4 WM FHEREA LI g., M ps 17454 0] LA -1 . PRI 1 NI,
PRI Z#FE LRI EH . B R M IRIERG S B IHE M, XS R a5 M NTEA K,
NT {5 7] DL F P S el NT (B 8wy . A e ik, — Mg P HEB ik NI{H. R A 8R4
Al DA/ NIH ., NIE#SZ G, &% PRI, (E5E%0m m#E R g0 e ia 17 . BOA B R F2 1Y
NI{EH 0, nice ap2 ML AIT .

nice -n BF4 /AR B IR e FEz TR F

Horpon o8 NUE L IEfEAUER NTER N, {5185 NI E W/
Bl n .

[root@serverl ~ [#nice ——2ps -1

6. {# F renice i £
renice A & e R 5 HEFE A9 R S ok 2R SRR AL B B iz an A T .

H.n MM NIE.
1 4

> [wm | <



2% FAHAEAM Lnux S

[root@serverl ~ [#ps -1

F S UID PID PPID C FRI NI AR SZ WCHAN  TTY TIME QD
0 S 0 3324 3322 0 80 0 - 27115 wait pts/0 00:00:00 bkash
4 R 0 4063 3324 0 80 0 — 27032 — pts/0  00:00:00 ps

[root@server]l ~ ]# renice - 6 3324

7. ER top L
il ps aF 2 AN A s top a2 1l LLSE I W3 SRR IR . top B4 B & 5s Rl — Ik . ]
UL “top -d 20”7 f#15 top BE4 B 20s WlET—IK . top HEHMITTHAEW T .

top - 19:47:03 up 10:50, 3 users, load average: 0.10, 0.07, 0.02

Tasks: 90 total,]l mmning, 89 slesping, 0 stooped, (0 zanbie

Cou(s): 1.0% us, 3.1% sy, 0.0% ni, 95.8% id, 0.0% wa, 0.0% hi, 1.0% =i
Mem: 126212k total, 124520k used, 1692k free, 10116k buffers
Swap:257032k total, 257%k used, 23123k free, 34312k cached

FID USER FR NI VIRT RES SHR S 3CPU SMEM TIME+  COMVRND

2946 root 14 -1 396812 12m 3504 1.3 9.8 14:25.46 X

3067 root 25 10 39/44 14m 9172 1.0 11.8 10:58.34 rhn- amplet—gui
2449 root 16 6l>6 3328 1460 0.3 3.6 0:20.26 hald

308c root 15 23412 7576 6252 0.3 6.0 0:18.88 mixer appletZ
1446 root 16 8728 2508 204 0.3 2.0 0:10.04 sshd

2435 root 16 2908 948 756 0.3 0.8 0:00.06 top

1 root 16 2004 560 480 0.0 0.4 0:02.01 init

o O O O O
e M 2 o 2o 2 W

top AR AT 5 ATHIEF X,

B 14T IEFBITHETT. BR R YA E] REC & IEF =17 E] &R 584 [ H
PR

24T FRGITHE WoR YT Ry R SR BE IR 0 A R AL IE TR s AT i A R R
Ok O Y AN O O

% 317 CPU Siitfr. WA R R HRE EuGE NTE R 2 R A6
H CPU A 41t

FAfT: IS, BREAFEE. CHRAF . ZERNAA LN % X1 N7

555 47 W K M XG4T, E8 sy K S B H 2 #5r X .25 I/ 38
3 X i R 2% vh X R
7E top % N q#al LB H L h #al LB /R top FROFEBIE B

8. {#H bg.jobs.fg in <
bg a4 H TiE# R 5 G217 .60 .

[root@serverl ~ [#bg find

jobs T FEFAR G EITHHRE, Flun.

o[ e | <
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[root@server]l ~ |# find / - name asa &
[1] 2469
[
[

1]+ Running find / — nane aaa &

fg an 2 I TIE NG G247 i A I8 2 6 & . 040 .

9, at

IR EAEFFERELZETT Linux 52, 0 PLE at IsINELEA)p, 5ER at IR EAEGS
AT H BN [E] R G a2 R R A8 D at=> X FEEE AT Ll A7E T 48 2 1B RLE A TR a2,

%] 40 .

[root@rhel7-1 ~ J# at 4:08 BM Sat
at> echo 'hello'

at> CIRL+D

job 1 at Sat May 5 16:08:00 2018

X ESTES S FA 4.08 1317 echo hello 2 J7

2.5 EnGi{di Ak Hs A4

Br T B ny e b b e S WA s HF .

1. M clear /&
clear A4 FH T 15 B& 5249 2w B 7 1 N 25

2. {#EH uname 5%
uname . 2 H TR /R RZSGEE . Hl0.

-

root@server]l ~ |# uname - a
Linx Server 3.6.9%5.EL #1 Wed Jan 5 19:22:18 EST 2005 1686 1686 1386 GNU/Iimx

3. FFH man %
man #5235 H a2 004 B 3, #)an .

[roctlserver]l ~ |#man 1s

LAY man a2 E LR JLEAT

 NAME; ﬁﬁ%ﬁ’ﬂﬂ?o

o SYNOPSIS: 2572, 7 5Lt B a2 19 48 FH 77 % .

« DESCRIPTION: i 404 a2 A9 4 H , an & Fh 2 Bk i 7E H .
« SEE ALSO; %I n] REZ & A/ 1 HAb M i F M 55 H

> e <



¥2E

e AUTHOR.COPYRIGHT: fE& MM ZE(=Z A,

4. {& A shutdown #5 &
shutdown x4 H T1E+8 E BB S R 48 a2 WiEE:H -

shutdown [Z4(] BFE] EEHEEE]

shutdown #F & % MBS EEEm a0+,
r: REXMHFEHEDN.
* -h: XA FRGE.
“HiE] A PUE LR JLAE R,
* now: Fes/iN 4[],
e hh.mm: F§8E4 %At ., Hi,hh £/x /N0, mm Fs4058 .
e +m: X magehlla.
f an .

[root@server]l ~ ]# shutdown — h now e ALEX:

5. A halt 5%

ERERAN Lnux &% |

halt ay % RSB IR RS Hizar & A A B IR 7 Z AN TRHAH IR .

6. 1 A reboot 5 <
reboot g4 H T HE #r g 31 &4 . 41 24+ “shutdown -r now”,

7. 1 H poweroff ff &

poweroff a2 F 7 BI&E 1k &40 . FF AT H IR . A4 24 T “shutdown -h now”,

8. alias i &
alias (2 H F RIS WA %4 . Za S iEik R

alias &3 ="wSir"
) 4n .

[root@serverl ~ ]# alias httpd= "vim /etc/httpd/conf/httpd.conf™
//5E X hittpd 4> "vim /etc/httpd/conf /mttpd.conf"H 51 4

alias Ap 2 A AT 2 800F B 90 R G 2L E LA 44

9. {# A unalias 7%
unalias #72 H T HBUE 924 w2 X, ) an.

[root@serverl ~ ]# unalias httpd

10. f£F history 5 <

history a2 H F R /s H P it AT 2. o] DL 8 09 D w8 a5 2 BOM 3 5 A7 &
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HISTSIZE A%, HEELSHiN“ 7, 8 0] LLE Bz 47 history H @R 447, #lan.
[roct@server] ~ |# 11239

RRFERIBATH 1239 PP La 2.

11. {FH wget 5%
wget a2 T 76 2 vm B 200 45 S0 L iZam 2 g ks =

woet (250 ] T # it

% 2-2 iR N wget R SIS B LI R ZHAITEH .
22 weet GSHBSHEURSHMIER

21 B H SR B H

-b Ja & F#B o | Wrmgkf

-P FEEEE HF* -p | FETUE N FTA IR, S E R S
-t e K2 AL -t | BHATE

2 waet fr 2 F £ testfile. zip SCHF B 03X A~ SCHE 1 52 B BR A2 M http:// www.
smile. net/testfile. zip ., W AT 1% Ay 2 U B 3% W i {52 7 0] I sl A BE B IE D5 R

[root@serverl ~ |# wget http://www.amile.net/testfile.zip

Rk wget a2 i H F £ http://www. smile. net/ 3k A 09 Fir & o1 i 8088 UL &
X FTREFESBNRAE YA e N —1% 0 http://www. smile. net/fJ H F i,

ITZBAEN a2 N wget -r -p http://www. smile, net/,

[root@serverl ~ |# wget — r —p http://www.amile.net/

12. {EFH who 5%
who fin 2 H T&EE LA S A FILWH P Limfs B iz a2 isEw 8.

who [Z 40 ]

X =/ Taj B AR A] DLP S R AT A IR TR B SR ARHLAY P n% 24 FR DL B AAT] 1E 7 H S
&G B ., % 2-3 iR APUT who ap 2 G 45 5 .

K23 PITwhomTHER

BRIP4 2 ovm W Bk B R GL Y B [E]
root :O 2018_05'02 23:5? (:O)
root pts/0 2018-05-03 17:34 (:0)




g2% EAFAN LS [

13. B last i &
last (2 H TEF A RGNS FiC 5% 22 IEERK R .
last [B40]

i last g & ] IEAF AP E FiC5Rk., B, M TXLEE S A &P R
RAFER G T HILBRE TR A 5 X A AT EH Y. T A ZE R L 2 ar 2 09 f th {5
BiAB R 2R ESEEAR.

[root@serverl~ 1# last

root pts/0 :0 ThuMay 317:34 still logged in
root pts/0 :0 ThuMay 317:29-17:31 (00:01)
root pts/1 :0 Thu May 3 00:29 still logged in
roct pts/0 :0 Thu May 3 00:24 —17:27 (17:02)
root pts/0 :0 Thu May 3 00:03 - 00:03  (00:00)
root pts/0 :0 Wed May 2 23:58 —23:59  (00:00)
root :0 :0 Wed May 2 23:57 still logged in

reboot systamboot 3.10.0-693.el7.x WedMay 2 23:54 -19:30 (19:36)

14. {# H sosreport i &
sosreport ﬁﬁ%ﬁﬁ?ﬂi%%%ﬁﬂ%&%#ﬂﬁ%ﬁﬁm@ﬁéﬁiﬁ e'iﬁﬁﬁ’%\ ﬁ’]lﬁ‘{ﬂ:‘%ftjﬂ :

sSosreport

3 Linux F ¢ H BB Ty 2K R F0R SCIF N 51 I K 28 B0 468 4 22 g fi X > o 2 oK
o] BRI EE R as AT RS IR 55 BC B AR S, DA Tk BOR 335 A D3 fE % J 75 i 2R — 2L /)N ]
ol MBI EBATTRESE A T AL LE B O R . AR A R S B R AR T AR 4 Y BRI A
SO VA B B 5 05 o o H AR S BORSCFRF N A BT,

[root@serverl ~ ]# sosreport

sosreport (version 3.4)

This cammand will collect diagnostic and configuration information fram

this Red Hat Enterprise Limx system and installed applications.

An archive containing the collected information will be generated in
/var/tmp/sos.JwpS X and may be provided to a Red Hat supgport

representative.

Any information provided to Red Hat will be treated in accordance with

the published sugport policies at:

https://access.redhat . can/suoport/

The generated archive may contain data considered sensitive and its

content should be reviewed by the originating organizaticn before being
passed to any third party.

No changes will be made to systam configuration.

Press ENTER to continue, or CTRL- C to quit. M AL#E Enter S IANEF B
Please enter your first initial and last name [rhel7- 1]: WAL Fnter BEEHIA L5 S

STwI<
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Please enter the case id that you are generating this report for []:AL#E Enter S IA FWE S
Setting up plugins ...
Finning plugins. Please wait ...
Rmning 96/96: yum...

Your sosreport has been generated and saved in:

/var /tmp/sosreport— rhel 7- 1- 20180503193341 . tar .x=

The checksum is: Zof296a2349%e85d305c57£75£084fd0

Please send this file to your sugport representative.

15. £ echo 5%
echo a4 H T 76 L im iy H 747 & ol R 32 BUS 1918 . iZ e 2 B g R

echo [FAFE | AR ]

{5 4n 4B 48 2 FA4F 5 long. com Hij i B L im bR 6 2 R

[roct@server] ~ ]# echo long.cam

Zm 2t mbea FRRU T FER.

long.can

N $ AR a0 IR BUE & SHELL 8918 . K Hodm i 25 4 .

[roct@server] ~ 1# echo $ SHELL
/bin/bash

16. {F FH uptime i5 &
uptime HH T & H RN ARG B LS inEE R

uptime

uptime #721RA M. B0 LS /R Y07 RG] R G2 i 17 )] S 2 b 5o DL R OF
o EEGEE . FHRBRERSNERSE AR Imin,5min, 15min A #7400 5 CF TN
M5 B3 s s gk # iy  REAERIE S 1, EErmHEp AE T 5,

[root@RHEL7- 1 ~ ]# yptime
20:24:04 qp 4:28, 3 users, load average: 0.00, 0.01, 0.05

2.6 Zr2)d

— . HEZ@
1. 7€ Linux &4 T ap 2 KNG, a2 AT, o] LIdE i =R R

>[e | <




g2 FEAEAMNLuxES |}

FEARR

2. WNREAE— a2 A7 B A RIPIT 2 Fan 2. nl DAAd Ko bR .

3. WrH—"a 24T, o DA A LUK — R KA 2 AT R IE W R A
Al EEE . $AT S, Shell B 35 B R 1278 17 JERRNIETERA — KA,

4, BRI LG & KT, RAEZERIT a2 FE R E—1 75,

( ) fir A fie ok A 8 75 0 TESTFILE & 4 NFE4F 11T,
A. grep 7777 TESTFILE

B. grep .... ' TESTFILE

C. grep '“‘?‘?‘?'?fp TESTFILE
D.

(

A.

grep ™....$ "' TESTFILE
2. ) a4 K .78 /home L HF H & NI LR 4 .
[s -a /home B. Is -R /home C. Is -1 /home D. Is -d /home
3. WAREIC T Is ap 2 Wy . v LR H VARG B .
A. ?ls B. help Is C. man Is D. getls
1. BERGE ST ITAH#H R W22 ( ) 6
A. ps all B. ps aix C. ps auf D. ps aux

5. Linux A Z40E&F/ XM, WREAELEADER L E MR IkE&FR SR Z4
MFEERa2 2 ( ) .

A. cat B. more C. less D. head
6. ( Va4 Al LT SR AE S H SR FiRA 2 KA,
A. df B. du/ C. du . D. df .
7. BN EALE /etc/my. conf CAFJE T2 (package) » A] LLHHAT ( R
A. rpm -q /etc/my. conf B. rpm -requires /etc/my. conf
C. rpm -qf /etc/my. conf D. rpm -q | grep /etc/my. conf
8. TN AR P IR i . ( RO b i A IO K ) W v A
A. priority B. nice C. top D. setpri
9. ( YA Al LA 1. txt 26l A 2. txt,
A. cp fl. txt | 2. txt B. cat fl. txt | f2. txt
C. cat fl. txt > {2, txt D. copy fl. txt | 2. txt
10, & H( Y4 Al LI Linux 19)8 3115 B. .
A. mesg -d B. dmesg
C. cat /etc/mesg D. cat /var/mesg
8] By R

1. more Hl less #y 2 A o] IX 51| 2
2. Linux 240 F X0 8% 0y 4 R 2 4 7
3. TEM F F#E— Linux 89N #4583 F 3 A FH 7 A WP et 7
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2.7 WiHSZ3: [ Linux ARG 4

1. MEM
i S VI T 37 14— A UL R

2. MEXZIIIBWARNE
(1) #42 Linux &35 2 1 7.
(2) & Linux #1EH 5.

3. HEE=
HEA -G8 ERT Lnnx BEREN FIL.FHFHE SR BT EAN TCP/IP 23K,

RE NS iM of M 28 2 /W ) P el i FE 19 F AL, — & Linux RS 4%, BB FE it FTP, Telnet Fl
SSH ##%.

4, f—1#
RGN B 52 S T I 5 szl K Ao 2 RUE

2.8 SZill: Linux & H 2

1. KB EARE
(1) %48 Linux %X ar LT .
(2) #% Linux #IEHES.

2. LiJIEAEE

(1) —BE8%EY LinnxBIERGEHN V. FHE LB S FEAN TCP/IP 2% . 4t
% 3 1k X 2% 7 42 J5 3 ) il s R 1 L

(2) — £ Linux % %5 . BEWS 2L FTP, Telnet F1 SSH % %

3. LillZ3]

(1) XFMHE #EGS

o RENITHEPLFIH root H P& R R G0, i AN FAFHE S FH
o H pwd mr 2 &H YHI{ERNH %,

o M 1s 430k H & T #ysCHF1 H %

o FH-a $E30 3 it H T 0045 Bk SO 7E B R SO RTE SR
o [ man i & FH s a2 19 H F 11

o TE4HTHF AN H R test,

o FIH 1s ap 25 H SO AT E S 8fIA test H SR AR .

« A test B3R FH pwd a2 & F 41 T/E H K.

o FIH touch fp4 7€ 2415 B 580 & — ¥ 192 3XAF newfile,

o FIH cp 2 Bl R A /ete/profile B4 ATHF T,

o B HIX profile B —~ 8 X4 profile. bak 1E N &1 .



g% FEAEAMNLuxES |}

F L A2 DAARAE ZUF 2580 H ST 0 B A7 SCF . 8 B BB A SO 9 S 3 R ) 8t i

6] AN A

* J less a2 41 Bt #x F/ SCAF profile NEE JE B2 less ap 2 WM& A Fan 4. 0140 b,
P q FFHXF then KIEEFHATE K.

o H grep ap & 7E profile X R T then #1785 LI AVEE R HLEL,

o Y5 3CHF profile B — 1P S HEHE Insprofile Fil— A~ H5 5% Inhprofile,

o DI R8  profile. Insprofile #l Inhprofile A {FE B . FELE 3 130
AN .

o M Bx SCH profile, KA 2 i 7~ X4 Insprofile 1 Inhprofile B £ {5 &, , H 3 A
Inhprofile 85 E1 A 1k .

o JH less tn 2 & F M4 Insprofile WNA . BB AT L4 5E.

o H less a2 & FH XM Inhprofile WA . HHAMT AL E.

o MHFESCHF Insprofile. 78 477 H5® F oy SCH3 R B8] FZEHE.

o M tar an 2B H % test {741,

« M gzip an 2 EAT WAL AT 46 .

o JEICHF test. tar. gz EL4 A backup. tar. gz.

o WR2E5H R NSRRI R A E a2 .

o U4 backup. tar. gz #ohE| test HE .

o R H R RSO E RO RIS B ) .

o A test Hx, /R H f{EF'ﬁ’:JjC‘FFﬂ:—&o

. -TE:S‘CFF test, tar, gz ﬁﬁ@,o

o MW HAETHF RSO HE IR, Z ] test HRA testbak H FAE N &1 .

o &k root P ACH E B FRITA 2N newlile 1 3.

o MB% test F H K WA A 3CH.

* FIM rmdir 4542 MR 2= F H 5K test.

o [F FEHRCAH rm a5 4 MR H R test FIH T Frf 3¢,

(2) ZRGfREHEKmL

« FIH date a4 7~ 2G04 1 B 6], 8 240 ZR 42 19 25 i s ]

o BRNAPERBREMHPRE.

o FIH free a5 % W AF I A .

« FIH df 454 W 3 G0 1 88 5 7 X R i AR .

 WRNMATHRX P& T HEWMEE LG,

(3) HAFE RS

o [ ps a2 & H MG HE,

& W7 P R R

e R T A P iR,

= TEJG B I18AT cat %

e B FHPE cat,

& RNALHFE cat,
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= BIREFHRE cat . FHEBRE BRI,
o ffi ] top a2 A FH M= Gl FE .
& H top #5437 iR XY Ry R
e HB/RHFP user01 PERE CRIH] u ),
e M k #EAR T E R 5 i R
o HERMKE S,
& AT 2 cat,
e 1% Curl +Z HE R cat,
& fi A jobs i % . &EHE .
& T A bg, 8 cat VI35 5 AT .
e Fg A fg. 48 cat PIH B[ 5 AT
e 1% Ctrl+C HE RS WHFE cat,
o find a2 M.
& 1 /var/lib H 3 N & & H T & & games ] P WA SCF.
& 1E/var H3E F &R HFA & & root P WA X,
& 2k H A & A root.bin Fll student H P A9 T A XA K A& s,
= AR/ usr/bin H % F A KNS 10000008 #9314 I I AS 2R .
e AR/ tmp HE FJR T student {9 i A7 8 38 SC A 5 3 28 32 1948 240t (8] 24 120 min
DR TR ECE R N (=T ST
&5 X T2 B 1Y bk S -ok 158 T Bx .
(4) rpm BRI E B
o B RGIERLH T M4 squid,
o MRV LH MFE Linux ZROCH %3 squid AL
o HTZ NI W 22 5 1 BB,
o BMHEB R,
o BRI BT
(5) tar a2 A9 H
A4 EWEMESAEE AN EA I EAEES HEE FHfAEA N ENERE. ZRS
FE W A LI & i ik, IRAE 2 Fah & D BUL D i B2 0 X, /tmp B & 0] LLFFE AN A
ik 241 DX 20 S ml DR ORI sk 8% 30X 4~ H %
e 7£/home HFH ,H find 454 E AL X T A & & student B9 30 SR 508 H 45 .
o R7F/etc HE FRX/FS]/tmp HE T .
o FIH A SR R
o fHH] gzip M4 SOy,

4, LilwEF
i B3R 58 IR A .



B 3E
Shell 5 VimZi Ht 4%

Shell 2 L #F A F#A® AR @, Linux ¥ %% A 65 % 2 X Shell 2
bash, A% £ &A% Shell 9 defo Vim 3 B 694 A

y « T % Shell ¢ 3% X 3 &t A= Shell ¢ 44 FFiL 42,
« FLMEAELTGfEIE,

o FIEEW KX XMEA Tk,

o FoMER Vim % E.

3.1 Shell

Shell BRI P 5#AERGEAZZEINZED GEFBEMN A S5 R250 -2 MEN 755
Ge Z [E] AT S H AR .

3.1.1 Shell #E A&

1. Shell g9 {iL
Shell 7€ Linux &4t B AW HEZRHAL . Linux R4 AH R WME 3-1 Fras.,

2. Shell B9 Th&E
Shell fxEEZ M INHER AT 2 B N X 2= X |3k, Shell & — a2 R B . Linux
A4 0 BT A ] $UAT SO ER AT DAAE A Shell a5 2 2k 047, B ol $UF7 ST — F 26,
% 3-1 .
£31 AHTXEHSE

% g 9
Linux # 4 F7 10 /bin, /sbin H# T

N &4 H TR E R R — 2w a2 i BEREFMIETE Shell HHE
LHBRRF 7 B AE /usr/bin, /usr/sbin, /usr/local/bin % B FF
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ZEFR
x5 1
il ak=35 2 F P 2 P 22t 4 13 A R RT S0 S0 I AT AR A Shell a2 47
Shell &l 4~ H Shell it 5 4w 5 B9 At Ak 2 34

Kl 3-1 Linux RS 45 M4

HHPRAZT — T2 )5 Shell HAHAIMEZR AN EmL, WRENEWL . B
Shell P90 i i TR 1 H: g B R 28 40 T BE R T 9 % 58 4 PR B AT 5 5 2 A i 4> 1l 5 H 742
v 90 P A BB b A R 2 TR R A AT ERR LR R R G T R IR S AC 4 M
AT, TEERIZ AL B RSO,

(1) P4 T a4 #842 , Shell 5L H P 45 0 BR AR A8 38 25 3R B WA A7 5
T30 AR R A B .

(2) P A S a4 142 Shell L7548 PATH Frdg & 19 g2 PR ikt 17 £
AR BN A NAF s AR BN E B REER .

B 3-2 #iiA T Shell $447 5 2 i BEAY 1 72 .

4k, Shell i A5 LA~ —L6T8E,

 Shell 5T,

« BN,

o HIA/FHEERNSEIHE,

3. Shell I EEREK
% 3-2 5 T JLFR & W9 Shell fii4s .,



3% shel5vimkESE P

DA WNTias

L2225 Shell

=M ANNEMS? ‘
AR 4 B9 R

Bk A ’fﬂ:%ifﬂjé‘:ﬁcu IZIII?
M B SCAF I8 N AR T

' /
N Y 2R G S RE I

K 3-2  Shell 047 fir & B it 72

% 3-2 Shell AR A
hit ZiN i HH

bash &2 KL% Linux £ 5 89 B i\ Shell, bash 5 bsh 541 5%, 3 H#E bsh
Y EERE L3S mAIEsE TR Z 51 . bash 41 & T 1R £ C Shell #1 Korn Shell 1Y
th s . bash HIR R i Msd KA defE 8 O, [7] 65 XOCH R A -89 FH & A1

Korn Shell(ksh) ] Dave Korn fT 5 . B & UNIX R4t b b5 Shell. 7 7h, 7E
Korn Shell(ksh) Linux B3E TFTAH —1%[1H Linux 2445 #) Korn Shell B9 B k4, Bl Public
Domain. Korn Shell(pdksh)

tesh J& C. Shell 9" B, tesh 5 csh E2mEHE HERE T E XM PR
B 7 B B HT AR, H B KR & R a7 48 D7 & W %8 5

Bourne Again Shell
(bash. bsh 3" &)

tesh(esh ¥ &)

3.1.2 Shell BT Z

Shell XFFEAFABREMZE G, Shell /AT E LT U0HIE 5], ._._,
A REEA SN A ERH I T URE ., 74421788 Shell A SO fif
H $ name ML X 5| HZE & name H91H.

. EEREXTS A
f£ Shell 77, 22 B9 W AEAG K40 T

name= string

Horf name B &%, EMEDZ string; “="2WMEFS . TREAEDFFL T E L
3k 50 B AL T4 7

0o FEAR i 44 (name) BN S F 47 (U0 $ name) 5| FHZZ 5 1 1H . 51 H 945 28 58 2 H 5457 &
string G $ name, Mt WA AT EE .,

TEE X AF i I, 47 string WAL % 2 4% ) /AT AR AT 4, W string 6 201 'string " (8 #
"string") BIE L BB (O 5| 58 HFE Rk, W55 A i, mas| S mAn PL,

ST
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NS — 5 CHEE T Shell 22 & 1961 1.

T S BRI A [, AT DAAE H T T A P AR T

2. Shell TERERAHE

H5RFEITES TR & —F, Shell Z2 & A HME MEMEFE . Shell 22/ 508 /&
e mEE,

(1) JR #8722 & 146 I YE BAAN PR ) 78 Hoam 217 B £ 119 Shell 5% Shell JIAS XA,

(2) 2572 & AE E B35 A Shell #72 KCH A F#EFE

(3) Al Uff ] export W E @S R TRIEE AR ZTRE,

gy 1~ Shell 22 #5AF H1 800 41 7




3% shel5vimkESE P

$ bash

//B7N {1 shell ) PID

Secho $5

2709

/T varl B M export 74, T LATE T shell E LA
$ echo $ varl

//HTF var2 ff il export fr4 BT LATEF shell B AH A
$ echo $ var2

mix

/AR E shell, I BR 28 & F{H

$ exit

Secho $§

2670

$ echo $ varl

Limix

$ echo $ var2

$

3. R IETLE

HIE 218 H Shell 2 L HIR #1181 Shell 28+, Shell F #5574 2 0 78 2 3% 1% 12
M EF Lmkl Rk HP 2%, ARG EEeREw,. 0 lm P E
ﬁﬁnﬁaﬂﬂstmu¢amm%ﬁ£%0

%33 Shell FHHFRTE

78 (L
EDITOR,FCEDIT bash fc fir4> i B\ 4 48 2%
HISTFILE F T F2 A P 52 w4 19 S0
HISTSIZE P 5 i 4 51 2 1 K/

HOME HHETH P R H P B %

OLDPWD B —~ TAE B %

PATH bash 4% ] $447 3014 1 1 R i 2

PS1 44T ) — BRI R

PS2 i 24T 1) AR

PWD HHr TAEE x

SECONDS X B Shell FF 1R J5 BT £ 5 19 #0 %
AFZEHE ) Shell I EE AR A AR A E 75, 76 bash 1, &% B B A 5 ] set fiy
IR I N

ﬁj Qﬂ , iﬁ%ﬂqp ﬁ{] EE IEI -?Cﬂg ;’IhUHIEijDhn s ﬂ_[ I/_‘)]J:H L_‘J. Fﬁ% o
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$ set HME= /hame/jcohn

AIET S E b 3] set a2 . 0 LB s W P YR F A R E T HMIEE.,. T
AT 7R .

$ set
BASH ENV= /root/.bashrc

PAH= /usr/local /sbin: /usr/local /bin: /usr/sbin: /usr/bin: /sbin: /bin: /usr/bin/X11
Psl= "[\u@\h \WJ\S *

PSZ2="> '

SHELI= /bin/bash

] LFE R H A% E PATH i E R -
PIH= /usr/local /shin: /usr/local /bin: /usr/shin: /usr/bin: /shin: /bin: /usr/bin/xX11

PATH @36 7 4~ B 3, bash & X 86 B S5 K U8 2 1 P A a2 19 a] Sty
A
TE IR BT AR F N B S A7 3R 5| I ER B A2 1 i {8, 47 4

#od S HME

B H #U 3B H M FEE %,
Wigeh PATH 2880t , ik — 842 /tmp N3] PATH 28, W i% 8 H .

# PATH= /tp:$ PATH

et FERAFIRA PATH B4 0 HA EdEAT TR N, Shell 78 #0474 4 i, £ e & 4R X
~HZE.

TN R ORI E N RGEFONE, 0] LA ] unset ap 4. @140, T a2 T
BRTE S AR EH I E I BRIAWIE SORE.

# unset IANG

4. TEHREEEXH

Shell AEAKHE T 2400 E . P AT Z 8RB 35 #8834 #3548 & 17
F T E Gl AR E S P TAESREE Wi & n] L',‘J\T’E‘;?c:l‘l’]ﬂﬂﬁ A 30 & 48K 58 B
W VEE AR, —Fh R RGN E S 5 —F 2D NS & S,

(1) RGP TAEREE R E S

D & FHEEEE . /ete/profile,

@ BB FEIHBT R E S/ : /ete/bashre,

>l <



g£3% shel5vimkEs R

(2) P& NS®E I E A
O FFRALEE M. $ HOME/. bash_profile,
@ EEFEFFTERE S $ HOME/. bashre,

Eﬂ” RA AT 8 LT A £ profile STEE # by it 2 4 A P 3 85 BHE,
e % iz 47 Shell B A A JG .3k &0 B3 profile.,
i B
F4: 0 P 3RS SO 6 e P X A R P R IR B s SRR P A
G, HPnUBMBECWH P RIRIRE X R ESERE SRR E PN FEik
B, wlun.
O H P ALK A € X EZ R E $ HOME/. bash_profile 1.,
@ ML A 2 XS & E $ HOME/. bashre W, DL{#E F 78 55 % & 5 MR T
Shell B} A4 %% .

3.1.3 IENFRIESK

1. grep B &

TE5 2 ENA L grep i 2. grep i S HIRE XA X HFERANE . EMAF
J7 T “global regular expression print”, f87E 45 grep B XA M AECIEN FIAX”, B
DA 38 1) B8 5l B, ] DA A 0K o A5 R D B AS [R] A9 SCAR B 0. A e 8 58 1 40 b
PHeIE M ZRIRL, grep a2 3T EIH A 7G5 48 € AU ) SCAST T, filan .

$ grep 'match string'file

B AAS 2 S R B & A F AR AT,

2. EMREKXFHF
Linux & X 7 —H I IE W 2 35 B ZGR B PLH] . Linux FREFE AL & 7 X 1E W 3 5k
2 Y SZHF . S 2 7 A X P
R 1Y 2 Shell R FRHOA R G A R EN R B EANTEH Shell A S 1%
B HMET . Shell f 475K 4 F1E ) 2 38 S0 AR ALY, S 1 1E 86 R G U 323k =0, P
WA T R PR 2 [E) Y X )

g W FE R Rk X AR A T — 4ok F A, BT A A 89 E N A ik X AR R
SRk,
i B

T ) 38 35 38 52 7% 1T 4 B e ik p A DG OS24 ) 5 DG AT B — A 48 Y T
Shell RIS (7)., BHASZEHRE SR TN KL MEEFH, M4 T Shell 92 2
(%), PRSI BB Shell f9— B, HUE FI“M LR T “1 7, %7 IC B2 R 76 48 52 51 3 19 11
A

% 3-4 B T IE W Fe ik R AR R T IR AT
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34 ENREXPVERXCERFEF

A 3 UL B A Ui i
UL RE BN R A
[list] VT fie 4 5 3 3% v i) oo — AN 4
[ range ] VT FiC 45 %€ 70 Bl P B — > F A
("] VT B 45 & =4 £ 548 2 10l o LA ) — A F4F

2 3-5 F T 5 1E ) e ik 2R 2T S 5 447 1C & (o 1 AR
#x35 SENREXEALCEFFHESERANER

7 A W 1= G Cl L A
* PCACHT — T F A F I EZ K \{n.\} PCECHT — T F/A 2D » K
\{z\} VCECHT— 1 F4F n K \{n,m\} VT BCHT — 4~ F4F n~m K

72 3-6 B i T IE I 3k 2 B A9 4 ) AT
F3-6 EMNRZXFTANEHFEH

12 il 7 w9 12 il = 45 i A
" HAEAT 3k VU BC IE ) 3235 =X \ 5| R IR 47
$ HAEAT AR UL EC 1E W 5% 15 =X

P2 AT R R AR I AT R BB AT B SR ST A7 # i B AR
FERRFAURENAC . WRZERIRFFIR T AT » 7 2 AL i i b sORAT.

)40 .

help //VE B AL % help BYAT

\.S //VC FE BB 2N F 45 R A S AT

~LS /LB R 3D FE/ T

AT0- 91\ {3\ } [0~ 9] /CEELA 3N EFEF L BER - ERFFZHFHT
M\ ([A-Z] [A-Z]\) * $ /L R E BN KEFE8MT

3.1.4 AN/ SHBHEERNSEIE

1. EE M

FIT V8 2 (0] S A1 3R 0 09 b o g A S 11 L A o i i 1 A o R D% i 11 17T B B
AT HE € L LLEE 5E W) 43 0 Fai AT € ] i HH EE € [n) A IR EE € W) . @ H IS &0 B 5 € [0 3] —
A, AE Shell A, Z L E E W), FEAKRFETE E M FF LI, B) Shell 2R Em2THA K
HE M) AT R E R W B E v, 3R 3-7 F T A E E [ AT .

e B B TR L PR AT a2 Z AT a2 R RRR )Y 2 H B AT Can 2R SC A 7E . T B
s Hig = % X G E R e SR g B ) . a2 58 U, a7 2 iR B Jr &5 0F
fify b G AT A2 SO & a2 A6 ST I I AN HIE & i % o O 2 g E )

S TRT<



3% shel5vimRESE P

®37 EEOH
i 5E 0] 7F 1 HH
LM AEEN. MARERFAZEGFH.BHAKZSHGSHLUSENIE X fEams
< T EMASCHR IR, RENMK.UYEH -1 AEZXHL i A 28060
A, e 2 A A R TE— B 7 7E B ST A B, 58 BB F i A TR € [a] i P[] 52
LTHmHEERN, MBEEMEWATEMNEETH., MBEERMFH PR —14a0
e S EENB PP MAREBRERRE L., ERZHEH T AT LA H X F
hee., Bl MEEN LSS BEE  ERE LAGBTE DA, B LS EEE T
— AN T S B SO R 88 28 SR T R X AN S0
2>k 2> SEPR AR 1R HLAE ]
& > ] Bt S5 B S S G [m) AR VR L GE )
I T & JLAS {8 FH 3 0] 19 65 F .

(1) #5 Is a5 <A R /tmp B 5% 89—~ A7 R /0 B X dir X

$ls-1 /tp>dir

(2) #5 Is a5 A A /tmp H g B9 — A~ 8 LLE IR 77 U7 T8 S a0 B X P dir 3C

e,

1s -1 /tp >>dir

(3) ¥4 passwd XN EVER we 452 15 A

$ we< Jetc/passwd

(4) Fip

74 myprogram &R (5 B PRAFTE S AT H* F Y err_file X,

$ myprogram 2> err_file

(5) B5454 myprogram [ HHAG B TRE BRAE7E 24 AT H 3 F Y output_file XA,

$ myprogram & output _file

(6) ¥rap 2 1s B RlE BARAFE S/ H & M err_file XA

$ls-12erxr file

E|

e ==
i E =

A FEA T AEEEEE A2 err file I/ PHRIHFAELERFTE,

iy AT (6 R 4 MR TR Y 2 A0 8 AT SO R A7 A, R SO R AP AE i R
BRI 2 AR 24 5 10 SC P 2 Q00— 25 3OO s W SR SO B 507 A o % A R R ) 22 3 B

> <
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HARHHESES A< i a5 R . XA ERE T AR HEE W2 — 4 E 17 78 19 SO
i 2o/ BHE R A S AEH P E A EIRBIZAT s E R T .
bash i A /% tH 3 5€ [a] o] DL o 56 F T 1 8 0 52 B O AN A7 E R SO

$ set - o nocladber

XA eI A T 6T 24 A a2 R e da A/ R T L ) i AR AR R Rl gE
7 AE 119 SO
(7) /dev/null, ZEEH—THBHEEEFMM find 8 grep Fan L LK MEIRFEE .

$ grep delegate /etc/* 2> /dev/mull

FT A grep an 2 & L ZEM/etc B3R FHrA X F RS F4TH delegate 19 Fr
A17. BT RSP AR F AT %% . grep i 2 R GEIT H AL XA .. R = 0
N— KRHECRER RF R R, BB EREEN IS EE.TUERRE F HG3H
FH 0 % H

2. B

2 Linux a5 % BA o I8P B — 5an 2 a8 a2 br A Fai A v 32200 — > SOk ol 20
A2 PAT 5 77 A 19 45 SR80 S o i o R i e R 2R R — S an 2 AR A iz A A 1 B AR .
Je — At A A A8 o A o A S 1 2 A A BT

Shell #efitEH G A" | " X m Sl FaEAe — B BN — P EBEZL, EEEAHR.

W2 LMW2 2] .2 n

HIHL PR —Fa S EEN BT B oo WRE M ERN N — Ko
LHEIA . BT IR P Ay SR I ZE B Y BT Y . RO A T 2R R B ) /Y

FIEALHARE T Linax REFEXHFHITEER. HEFEART /O BE
o) B A E [ BRI B A R AR B2 SOPE B L E R — BRI A A o
H 5 B A SO T E R R R A e S 00— R O b o g A RH o
ENE PR AR IR G L

filhn, J Az 7ar 2 who R HMEC LG RHAARG.

$ who > tapfile

a4 1 45 R E A P R R — AT BE P T S (R B FRAT R X g
B R AT AR e B SRR
WAEIZAT P HE a4 .

$we - 1< tnpfile

Zan A Eg i lE A SO AT RS R R E SRR TP NS
Al LB DL E IS A ARk .
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$who|we -1

EB LTS5 R A R BRI B 22 T 1 A A (REZR 1) R Sl who) 8 b o B IR0 i 32 3 A
a2 (FEA B R we -D PR UERI AL . BRTE 72 who B9 % A 2 s i SC R R ml DL E
B4 we 77,

I T P25 LA 487 38 1 45 7

(1) PAEAS RGBT 1 00 B BR Jete B RSO E #3513,

$1s-RL /etc | more

(2) J3 BE R SCARSCAF/ ete/ passwd BRI
$ cat/etc/passwd | more

(3) GEit SCAR LA/ ete/passwd BITTEL . FEURF 1T 2L
$ cat /etc/passwd | we

(4) &EFRZFBAAE john H K Z .

$ cat /etc/passwd | grep jon

(5) BFRRG AR LK T apache FAFAL,

$ rm - qa | grep spache

(6) /R XA A 17

$ tail +15myfile | head -3

BT AR han 2 1A e th . AR B MR DR A R OR EE 1)L IR AR E A
AR S L i R B s, EIE PR ERMA L B, BT EH T MR
S g RS )Y, 2R EELE Linux PREME®E D, JuEa g -BEREF.ENA Sl
S A T TE AR R RS B A C bR S . XA R e v o B E G DR B . B n

$ who| grep ttyp| wc -1

who #4046 H 25 JL B grep Av 2 AL B, 17 grep A2 WS 33 (EFHO A A& F
PR “ttyp” AT . XSRS EEE RG2S we. iz 2 I RE RS0 4 n9 17 5L
X BE AT HC S W25 P i A BOHH X6

Linux R4 — i KL R 27 X o7 00 — LR ar 2B EE B ER
ZeH DD REE SR a2 o IR LEAR v Y IR 55 FE e AN AN — 2L 8 N T Y B oo B AT AR A
TEE T8 TP s e
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3.1.5 Shell Bz

Shell &—~IhfgiE R4 F . Wl DUFE SCHF A7 — R i an 2 X AR
Shell AL Shell #2 )7, 8 5 < A2 45 MU AR 7 ) A AL LSS & R 215 2 — 4~ Th g ok R
A2 .5 . Shell AT A58 AL PESCA S RY 19 B8 . 1 T Linux R 489 59 BT A B & S
AR AESCAHY BT LA Shell AN S fEE B Linux RGP &% T ERIEH,

1. XA E
Shell A 2 DAAT A B AL, 76 BT A (1 B4 25 43 1% WL — AT — AT R AT . AR il 2
TR EEA R a4 . Shell 287 AR 5 HliE 4] .

o R H T XA SR AT iR B L 7R VE BT I RGN B AT S # 7 SRR TE AT I A
(9 it g Shell kA 22 %% 47 47 i B .

o 7% 1E Shell A a] DL BAL ] 7E 32 B 7 =0 T Rews i @ 4.

» Shell 24t Shell ZFFEAFMFHEMZE. Shell B AT EL TR0 E A, i@
iof WRAE ) 58 B B U I O DARAE . 76 a7 2 17 5% Shell JAIA SCH {8 $ name
19125 28 7 name I1{H.

o WMAREEH . FEN - FREES NG S.

7€ 3-8 BN T Shell A F 7 Ui #2458 il 1) P9 B a2

38 Shell PATHREZEINHNESGS

fir £ i) o]
text expr 2% [expr] FF il i — 4~ R A 5 expr (B E B
if expr then command-table fi T LR X5
if expr then command-table else command-table fi TS B 5 3 451
case...case FiF 322 o S 451
for...do...done T LB for BLF I
while...do...done P T 52 31 4 BUE 3
until...do...done FI T 52 3 B AP 2R
Break FH T Bk 8 ¥ 55 1
Continue T HEB T 15 T — e 7 3

2. A EISHIT

I 7 a] PLAd F AT An] SCAS 4 45 %5 46 48 Shell A SCH, 0 Vim, gedit 55
Shell Xt Shell JEZ< SCA 3 T LR FH LA T 3 fhr =G,

(1) ¥ X2 AE R Shell a2 19250, HiREMHHES .

$ bash script file

[T B IEAS SO B AT ST A BRI 5 RE {58 A s b ik 7 3K



3% shel5vimpESE P

(2) el A ST 9 U ) ALBR B30 mT 304 T o DA T2 S ml DUAE AT b i . R
(LR

$ died + X script file
$ PATH= $ PATH:$ FWD

$ script file

(3) BHAT— A SCEEE, Shell 58724 — 4T Shell (B —~FHEF) U7 30 il
. B, A S a2 B E A G 1LE B 4 A Shell(BPAC#F82) . A T A S Rd
AR e {H A% % B 7 Shell, R FE a5 2 S a5 mme. "a5 4. B .

$ ./script file

“O7r A I DD RE S TE 4 AT Shell AT A ST A A L A 2 P — A F Shell ST
A S A A,

3. smWEFE— Shell HIEXEF

[root@serverl ~ J#mkdir scripts; od scripts

[root@serverl scripts]# vim sh0l.sh

# !/bin/bash

# Program:

# This program shows "Hello World!™ in your screen.

# History:

# 2012/08/23 Bdoby First release

PATH= /bin:/sbin: /usr/bin: /usr/sbin: /usr/local /bin: fusr/local /sbhin:~ /bin
esgoort PATH

echo — e "Hello World! \a \n"

esxzit O

TEX A/ H B A RS W A E B 5 H R~ /scripts XA H F AL PLH T
BH, FHEoHr—F iR,

(1) 55 —4T7 £ 1/bin/bash £ & 45X A {H 19 Shell 24 Fr .

Kl R Ay 72 bash, PR L AZITEE DL “ £ 1 /bin/bash” 3k B & X 4~ XA N B 15 2 16 H
bash M. A HXDFEIFHOZ 170 8RB 98 N 2% bash 19 4H 3¢ PR 55l B S/ (— Mk
ik B & 5% Shell B9~ /. bashre) .3 Hiz4T bash KR Fiar 2 aE¥ =17, HRZ
TEOL B AR A B X — 17 B A% P ARl BB 2 ok 247 . B 8 & 46 ] fig o i 1 W7 i%
P2 b 7 2 AT 4 Shell k217

(2) ¥ AR .

FERANA BR T8 170" # 17 Z RS W Shell B2 4h, Hibry # #E“TER".
T DA b T AR 25 b 5 AT DA R R 150 I 3 R e i B A A

B, —ZZRRAAZBAG AL S Ak RAGZE FHEBELEZA . ELB8H M
YIRFF XREAHTRAREFGOEAT 5HK,
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(3) FEHFE AR,

WS VLESE - SEENHETEIREG.PATH 5 LANG (U0 H 5 % H A 261
R EY T REER., Wik, W A] kX A4S F2 5 7E 33 17 0 n] DL T — 2 A0 B i
B T AN 65 28 X6} [ 4

(4) FERBIFERIT.

FEX A7, EERR 3 8 & echo AR—17 .

(5) BF7 B GE L IMEED .

— N A EIT RIS E . AT St XN ERER . Wl LA exit X4~ 2 2k
bR W O H M — D EUE S R 8. EX 4 exit 0, 4CFRE H AT H Inl
fB—1 0 G RGE T LLREIT XN EA)S . EEH AT echo $ 20 a5 5] 0 W{E., FIH
exit n(n = F)INHEL T VL A & LR E B ibxX T2 7 2815 3 in & fe

ZREFRETSERMT .

[root@server] scripts]# sh shOl.sh
Hello World !

N2 W B 1) — 75, AW 7 iX & echo Ml F-e 3BT Y R A,
AN AP LA “chmod a+x sh01. sh; . /sh0l. sh” ¥ iz17X 4,

3.2 Vim Jassds

ZFrE, u%fﬁ“ﬁﬁrﬁmfm&r muﬂnﬁ%m ﬂﬂﬂlﬂ% Eﬂz B Bk
R Z SCARERAE T B P al DOR 38 A © 1975 220 H 47 8 i, 3 2 HoAth
W ITAREN, Vim AR —NHEMFE P, B AR Word ot WPS T
FERT LU 4 h% oL B VR S5 Hoph @ M kAT dn k. B R — A SO 4 i R
J¥. Vim 22w X ARES . CERAXE . HAme.

3.2.1 VimpBEzh5iRH
TERZGRAN G A Vim FUAE 2 4558 (el @t ) i SCF A a3 A Vim, 10,

$ vim myfile
$ vim

AR HE A Vim, i A7 3CHE 2 . nl LA Vim, iE 3- SFJf,er
2B TR A Q" q!”  wq” " x"(FEESS) B ESB H Vim, Hf,“ . wq”
1 xR A RR L T q"%ﬂﬂc e AR e A B, Vim 2 EE&T?{#F.
”’A"A‘L’&%S& LI A] DA w” i 2R S IR A g AR L sl wq” e x 7 am
?.L_Hh MRS E T T EZERH q! "2, Iﬁ*ﬂﬁ’%HK{%Tﬁc{iﬂﬁHi‘%
1B Vim, #]40.
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root@serverl:/iso/Packages - 8 X

THE(F) SRAR(E) TE(V) WE(S) £R(T) FBH(H)
|

VIM - Vi IMproved

M3 7.4.1099
i3 A Bram Moolenaar %
i# 2 # <bugzilladredhat. com>
Vim £ 7T 8 B & & B FF R HE AL E0 &0 1

A Vim mEf A~
%i . :help register<Enter> L F L8

%A :q<Enters
A :help<Enters> @ <Fl=
%#i/. :help version7<Enter>

B4 |
wif, ot e
=it

W B
F1EE

1&

0,0-1 g
| Bl [root@serverl:~] I root@serverlfiso/Packages 1/4

& 3-3 Vim i35

W / 1RFF

:w filename /IR FRISCHR filename

swgy! //BRFE TR 1R

swy! filename //Vh filename A XAF 2 A7 IR H
:q! /IARAFIFR

:x /MRTF IR 1, T BB AN syt A [

3.2.2 Vim B IT{E#EK

Vim i 3 FhEA TR . HEEEL i\ ABREL e S, ZIEIZMH P MFEE,
K HPRAS DI T ok S8 TAERE A0 % #e . ) HO2 > 0 vk 9 R A8, — B R 98 34 5k i 1)
Vim, 5L 2945 B H L WARE .

A Vim Z 5. B AN EGEAENA, #FAHBHRENAE Vim 5774 8 a2 5 A A
B A A AR A2 T X A B R R R G R 2 R R RE

it A g U MR W — T e, Y P RoR VRS ITTMITE YA 1~
5 RN IZATAZEAT . BJa — AT 2 WREAT 8RS 0E7E e 3 1 SO 44 S HOARE . 2k
J=“[ New File |”, M R SCIFf& — B @ 10 SOk W Rk i A Vim 347 X2 5 SR B FE
RGP A WAE B A b W %SO g N IF BOEPRE RS — A7 19 | AL RS AT R
HZ SO SO 28 AT BOMF AT 5

TEgBE X M AmAmL LB 2 a T H a4 o Bl % o B4 r i #
fr 2 s AT DL A AR, 7Edf AT P B A SRl A7 E B Vi SAE SRS
RAFEX P B RTERR L. 7E XA AP R AR ), BB HagSH5ELT,
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:/strl/,/str2/w file | ¥ M strl FFIH 3] str2 5 RN ES A file
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:s /the/THE/g

AR IEE 1 7305 10 fr 119 the Bl THE, W55 A .
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2. REGEAPM Shell W TE P L

3. P BRGNS FEUS ) Shell id® T e — B

4. bash IR F &2 A . .

5. Shell 78 A H A E f1E T nILMa\jb 5

6. ] LLWEE H AT bash 3EE F 19T A 25 .

7. BB EESR =
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2. ft42EER? 4 2BEH? F4a2mPBEHR?

3. Shell 7% & 4 WP 4 Fp 7 eﬁa\ﬁu_&nﬂm.ﬁ-&?

4, Wik BH P B TAEREE?

5. T IEMFERKXWE ) RN EBELETHE . MALL M4
Scd

S cd fete
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Scd

XFE, /ete HF FHFTA X R SAAFTE T H R T data X,
5 ] IAE data SCPF A 2 #8006 2 28 1F 0 Fr A 17 19 R ) e ak 5

(1) PAPFk.

(2) Ly 4R,

(3) hm AL, ULdGHE.

(1) Vhe.galf 1k,

(5) % o, EJFMIRE u.

(6) f3F o, —1TFRHZEZE u.
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1. MBI

T8CSE YINFTTE 3 3 4R A 0L F P,

2. MELINBHRERE
(1) 248 Shell #5548 B8 V5 A/ H B E 8 4 5
(2) BAG& Shell P EITH .

3. MEBE=
(1) WRERHAERTE 1+2+34+-4+100 E. X EF RS RIF?
mARBELEH P AT A —12F G EEF B 124 B ER S A B £ R 1k % an e
% 5 P e 7
(2) B E— A, 24 H/root/batchusers, WA GE R £ 4o 6 22 A4 B F P, 3F H X 26 ]
PR P28 — 105 P Ao R0 3. RIS 2 T3 2K,
o MHAZ R —NZ8 S EGR RS P 29 R0 .
o WREARMESE. WA RN X4 815 B “ Usage: /root/batchusers” . 28 J5 1B th
HaR [B1 A5 17 9 1E.
o MR PRME—ADANTFAED 2 A N Z 25 R {R B “input file not found” . #&
J& 1B 3R ] AH N A
o BIEMH] P& 57 Shell & /bin/false.
o MIATZE N P EBRIAE 123456,

4, —1

FR A5 T H 52 S A AT I 5 a9 52l K A s 2 R
1. MWEMIN

S TR B e D=
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AR I H S SR AT I 5 a9 S, R A S 2 RO

3.9

palll

2l — . Shell B9{E

1.

LINENERAET

gk > ffi FH] Shell 1145 39 ) g

2,

Ll 2 3

(1) #F & #h5F I HE
o JH date ap & FH R4 L RTHINTE] . fEH A da J5 .3% Tab & .1l Shell B 31455 a5 2 1Y

S o

H mkdir a2 @ &2#H 1 H %X, BEEAS —1F m, R)5H% Tab #., @1 T mJF
s a4 K2, Shell ""‘*&nm%ﬁ W2l igar 2 B A n,

PEM A —1FHF k. ¥ Tab # ., ik Shell ) H DL mk H=L T A a4 .

IR P ER mkdir (52 . FELE T EZZH AJLDTFHEABEHH E mkdir X454,
SR J5 T AT B B % Tab # .1 Shell 3h5FF F 9452 .

wiEi AZQHEN H R4 ,.#% Enter # AT 2

Z R ILA a2 I Tab AT,

(2) a2 Hl 2 e
TN alias fip ma . wos HRTE & Lﬁ%ﬁﬁ’]nn?ﬂ}];ﬁuz

B2 s R 1s -1, PLRAS = s O3 3
o4 1s AR a2 Bl IA R B AR
fifi 10 24 1s o 57 H b i ST &
TEfH 2 LA A RBTER T RGW 1s 52 R Sai B Xh a3 3%.
i) B 581 44
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(3) it 5 5E ]

o W Is a4 WoR 40 RS,

o i FH& I EE W L JE Is A 7E Lo b SR 19 24 /0 H S5 SO 3 36 EE ) B S0
list H7,

s R list PHRNE, FEEINERPTSZH —1 30 list, KK B 0, X 15
Shell B T — 1% XM . R FEHE1T Is ti %,

o MK EER L s AL i LB Rr S 87 H P a3 2 E ) B
F list . XRFEHE BT > =>HITHEE M.

o AE M list BN E ., ] LVE B > = 3547 51 22 In] 2 18 857 00 S P9 28 B e S 19
ARE EBEH P AT list SXHAE B A SO R/ X5

(4) % A 5E ]

o fof AN T E ) 0 b AR B SO List F mail ep A AR AT

o BEFEBM . FEBWBNGHE P HASES N list XHFETHRE.

(5) HiA

o FIHAE1E M grep g4 76 I & 7 19 X list PEIRF AT list,

o FIHEER we a7 2 THE X list HB9AT B0 SRR B RN 45 5

(6) £ F FIE P Shell 25t

 H echo ip & EF I IE T PATH M{H.

« WENETHE PATH ME . ESATHZMA S mLEREET L.

e H echo i EFH LA F PATH W1{H.

o HECHTE FIIR AR Lk .

3. Ll F
T BOR S IS AR A

Ll . Vim RiIEFZHE H

I RNEHNRAZE
53 4559 B C BIF2E ) Vim (053 A7 8 SCAS A BUA SCPF 1T IF Dbins 3 &
NS e T 2

2. LillZ3]
(1) 76 Vim F 45—~ abe. ¢ B )7 TP #7957 558 217, BIFEAKWTF .

[student@server]l student]$ od abe
[student@server]l abc]$ vim abe.c
main ()
{

int i,sure O;

for (i=0;i<=100;i+ +)

{

Sur= sumt 1;

}
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MG FR Linux TRAPOREL ST,
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Brgg i, PR PR R P8 B0 AR . P P e a] DUE SR B R S B B4k
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E I T AER S () n P 19 TE B 5% . Shell fAS UL K FJE 4k 19 30 55 e B 55 . 4 44 P AR
REA A RS A2 THHL T AR,

Linux 24t FAYH P P 40 R AP . @ H P K - FE 20 P ik P
(root) ., Fil M PEZRSG T e T8 8 T/, Haeviml e A ol &
ARBRRAT R ST, K P oy 58 21 5K P, B AT 55 2 0 A
FUOHEEA RGE AT B, BB Pk P X 2 48 B 46 X6 00 458 i AL BE 9% %)
A G MAT —UIRAE . N4 VE A 25 IR 25 5 X 2 48 i i A0 IR .

L, B R 46 2o — A P A T o 0 32 76 R 0 7 K P 22 AP 38 57— 353 P ik
P AE P AT TR B DA Ik P B S R G

7 Linux RGP T HEEMANERMAE P TAEMITME, =4 THROBE S, Hit
EHRAHERSEMHPAPMEZEES HHABARN T REEHE LR P ST AHSENE
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FP 0 E R RO HRE)  HABZH B iz B s A fF (hr el iiF) . &R 4-1 50t T 5 H
JARTE RE A SC HY — S8 B AR

41 S5RPMABFHEXIHELRHSE

M P4 MR PR, TURFE HFHABRNYFEMR . X3 RKNE
Y T 5 UE R P 5 6 i R 2R 50 ik A

M P #R1iR (UID) P N DRl &2 AT

MPEHF MAPRrMRBRAER  WREAPFPEZRERRAREN B

% % Shell F P % 5% f5 BN FH Y Shell 2 F , BIA 8 /bin/bash

HEf BEAHMREEN P BT R —1HE

HAEAR IR (GID) FH SR 7 4 B 10 B An R4

FGH P UID R 1~999 ;3838 H P 19 UID ] DATE ) 8 s iy 45 P 52 45 58 L ISR AN38 2 . H
F i UID ZRIAM 1000 H IR Y 465 . 76 Linux REGEH . 818 H P K- 5 R et 28 8 —4~ 5
HIP Rl 44 B9 L8 iz RE2 P 09 E 4R . EmE A RF R GID #ROA L2 1000 HHi6 4% =

4.2 B

Vg F P e ST AL S

FH P P05 R BE (S S840 A7 70 I P T 0 S A 20 B S o
4.2.1 HEFBEHRRMKRXHE

1. /ete/passwd X 1§
E2& TAE: HrEH P bobby.userl.user2 )} userl Fl user2 Jl A %] bobby #f4H . (J5If
BA WD

root@serverl ~ 1# useradd badoy
root@server] ~ ]# useradd userl

root@serverl ~ 1§ usermmod - G badby userl

[
[
[root@server]l ~ [# useradd user2
[
[

root@serverl ~ 1§ usemmod - G babby user2

f£ Linux G, Frd) & my JH - ik P 5 HAR 2GR B CE IS BR AN 4 1E / ete/ passwd it B
XA, H Vim gda 4 (o & cat /etc/passwd) F]H passwd . AER T .

root:x:0:0:root: /root : /bin/bash

bin=x:1:

1:bin:/bin:/sbin/nologin

daemon:x:2:2:daaemon: /sbin:/sbin/nologin
user] :x:1002:1002: : /hare/user] : /bin/bash

AR AR A P R P R SERE, o LU B — A H P 2 root, SR AR
PRAETR P, R K P Y Shell 9/sbin/nologin ACR EA M G FAR ., &5 TR RAAE

STe <



$4F RPNAERE

PRG3R 2 1) 558 K P ouserl
passwd XMW —ATH 7B R 7 8BTS EW T .

P4 :in%% 04 :um:cm:H P iR 5 B - F B & S BS &R shell)

passwd CF & F BB N 4-2 FR  Hrp /DB B 28 2 0] LA 28 19 (B AT 75 fif
FH* 7 AT 5 7ok /R L F B

Fd4-2 passwd XHFZFERIRP

E o

P4 F P K5 2 R P st BT 4 A L P 44

18 A APA4S B TFLEEFE AECEAMMAZFERFOSL MAFEE x RERZF
B, HIER & MR FFTE shadow X

UID P 5 ME— R 5 P B R iR

GID P B I RA H 5  x BF XML group XFHHY GID

AP#AGE | MEMNXTHP22 APEESFHAERGFR

FHF APBEEEZ: AP RIEREARINE #

fiir 2> f B 2% F P B4 9 Shell, 83A %7 /bin/bash

2. /etc/shadow 34

i T BT P X/ ete/ passwd SCUE A BEBURLRR . 9 T 4458 2 e i 22 4tk . P 285
% 2 5 1 10 A HAFTE / ete/shadow L, /ete/shadow X B XT root H P ] i3, B i K
KiEm T 2809 % 4, shadow XA B AU T (cat /ete/shadow) :

root:$ 65 POxz M3s5 Ra/Akwd3/n/mtDg ) PNWA0G66/5RZg jhoel zT2F00cuf2i M.
AVWRIYoez]10hGE /KBHEaah .cHSULteOQ ) ZRE. : 17654:0:99999: 71 1 :

bin: * :16925:0:99999:7:::

daemon: ¥ :16925:0:99999:7:::

bobby: 11:17656:0:99999:7: ::

userl:!1:17656:0:99999:7:::

shadow X RFRFE INE Z E 042 S O4 M — &G 8, 81 H P i1E B
1E shadow X 5 H—47. FF H "0k A 9 -3, &0 & Lk 4-3 s,

* 4-3 shadow X H=FEi% A

F B Wi B
1 P& x4
2 MERBHPOA," * "RREEFHP VNN RREKEEY
3 M 1970 4E 1 A 1 HE S P BOE — K 0 2 88 80 K3
4 M 1970 5 1 H 1 HEEBIH P AT LLEE sl % 659 19 K8, B & O 4 17 176 1
5 M 1970 42 1 A 1 HilE B P 070 55 ok 25 65 09 K80, BN K O 4 7716
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SE3R
7 B W
6 04t BIET JLRIREH P ER 04
7 EECSOR )Pl N Ik &3
8 OB AM M EAE B GHEY B8, N 1970 4£ 1 A 1 H 2 255 B X B0
9 R, AT IREY &

3. /ete/login. defs 3Z {4

A7 Pk P 2 AR HE Jete/login. defs SCHFRIBC B B P K P g R Be gk, R A0 B
AR RO BN A B SCEF BN R (cat /ete/login, defs) ;

MATL DIR /var/spool/mail

MATL FTIE .mail
PASS MAX DAYS 99999
PASS MIN DAYS 0
PASS MIN IEN 5
PASS WARN AGE 7

UID MIN 1000
UID MBX 60000
GID MIN 1000
GID MBX 60000

//F P lR%E H 3%

/ /M P B B R A AR B

/T PR B A AR B

/ /T P RS ) B /MR

/ /M 35 5 ot B i 2 A A R A

//F useradd fiy 4 B B K P BsF H 3 7= A 9 B/ uiD{E
//F useradd fy 4 B B K P B B 307 A i B K uID i
//F groupadd fiy 4N 2 4H FE 6 B 3 7= 4 B B/ cip (A
//H groupadd fir & BN E A BT B 3 = £ B K G A

USERDEL QMD /ust/sbin/userdel local //HIRE SE X H 55 4 76 M BR FH P B 34T, LA B

(REATE HOME  yes

4.2.2 IEfRARHE

2P B3 A b AT ER AR 55
/7B P K P R O R P B E R

ZHRE K P (S BAFIAE /ete/group XMF A, R THRFE MM EE (HRFE D2 HRFE
H 53 35) W A7 TAE / ete/ gshadow U

1. /ete/group X 14

group XL F /ete H . FAABUH P A K P AE B 1% 3009 S AT 0] P &R
A PLBER ., BANEBEK P AE group U S AT R H SRR 4 AL, B AT & B
AW T (] cat /ete/group) :

ALK ABDOS — B2 =507 :cID:4H B L7 51 %

group LA AT .

root:x:0:

bin:x:1:

daemon:x:2:

bokby:x:1001 :userl, user?
user] :x:1002:
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gazm ApnAgE [}

Al PIFE H sroot 19 GID A 0. & A HABH K 5 . group XM AR RFRPUWRAE L
NP P g TR — AR W &R G 2Z B L " s ba . fE/ete/group XAFH P 9 £ 4
HHAEZHPEAR R, RA PR AR A S8 ZHPERR R, 6 H
F7 bobby ) & 244 Bf & bobby, {H /etc/group L1 H #f bobby 1 s 7 5 F I & A H P
bobby. H A H I userl Fl user?2,

2. /ete/gshadow 3§

Jete/gshadow X FAERCAHBE R IME 104 HE M AFEE L XM RA root HF
ATAEEL, BRI P 7E gshadow XA s —4T7 IR L bah 4 A8, B—ATh &
10 4 25

B2 PR N e AR O 4 QAL ) B A Bl 51 2H B A B 51 R

gshadow XA B A0 F (ff A cat /ete/gshadow) :

rootz::

bin:::

balkboy: 1z suserl ,,user?

userl:!::

4.3 EHHH )W

FI P I P 8 B 38 T P VBRI O A RN dE S ] P K P SR A

4.3.1 FERF
TE R G a7 a] DU{d FH useradd 5% adduser A%, useradd A5 & & =02 -

useradd [ﬁﬁ] < usemame>

useradd #F 2 AR 21T, I0F 4-4 T~ .

3 4-4  useradd #5 £ 1 11 1% BA

® I LT
-c comment AP REBRER R
-d home_dir fHEMPREHRZR
-e expire_date S/ H 8] 08 YYYY-MM-DD

WEKP SN ADREHP KA EEN. WRR o, k8562 B2 A
WmARR—1, P S ERA RS

-g Initial_group H P e FHBFEARAAHRERFFREE GID
-G group-list P g BB 8 A BE 5 35 . 2 A BF 22 8] 2 5 40 @

-f Inactive_days
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gk
® I W
-m HHPEEHFZEAFE N EEE
-M AEQEMPEAFR
-n AZ AP IEM P RN AR
-p passwd fin g% 0 4
r @2 UID /MF 500 IAH EH R REKRS
-s shell 16 %€ F P 9% 3 Shell, 3R ik % /bin/bash
-u UID 6 € H P ) UID, B A0 ME—/Y . H KT 499

[ 4-1] FrEMH P user3. UID A 1010.48 & H & 9 FAH 4 4 groupl (groupl ZH [
FRIRAT A 1010), HH P iy 3 H 5% 5 /home/user3 ., HH P 1 Shell A /bin/bash, H P 19 % 5~
123456, W P Ak AL B,

[root@serverl ~ ]# groupadd - g 1010 groupl

[root@serverl ~ ]# useradd —u 1010 - g 1000~ d /hare/user3 - s /bin/bash - p 123456 - £ - 1 user3
[root@server]l ~ ]# tail - 1 /etc/passwd

user3:x:1010:1000: : /hare/user3: /bin/bash

mSH P B S AFE B ATEPAT useradd a2 0 . ARG SR iZH P E &7 75

[root@serverl ~ |# useradd user3
useradd: user userl exists

4.3.2 EERRKRAOSL

1. passwd fip &
f8 8 B P H P K P 004 5 2 92 passwd, R PRl A CRUHABH P E 104,
M dEH P REE v A E 14, passwd ap 2 A0 an | .

passwd [T ] [usermnare]

passwd A2 [ H R ANE 4-5 FiR .

F4-5 passwd s THE HiEM

iR 1 o B
-1 BiE (5 D F P ik P
-u 1 2> it
d BHAPOLSKRENZ, XSRREOLHEKFA AR, RREOLSHKF, TEERR
gt . i 1229 %5 B I A] LA
-f 538 P T OB R AUE B0 4




g4z ApnAEE [}

ek
i o B
-n 18 O 4 1 B A7 16
-x a8 02 KB K A7 16 B
-w 114> 22 3| 1 1i] $2 A & 45 79 KKK
i mEcSuR SIEEZOPN Sl I
-S 2P 04 /RS E R

[ 4-2) B 24587 5 4 root, W R T A B A4 243 3 8 root I PR B C 19 H 4 F
root J &L userl F P A 104,

/froct I EM AT K04 M passwd iy & 7% Enter 5 B A
[root@server]l ~ [# passwd

//root P B userl I P HO 0 4
[root@serverl ~ |# passwd userl

B Rl T P BB A B L passwd A 2 2 8 Sl RE SR 114 A I8 IE#
WA UAER . T root P M P E DA AREMEFEHOS, BT RELZS.H
PR FEAL R RCF IR IR AT S AH S E R NS HO S REN 200 8 NFAT,

IR E R EAS  RA SR AR EN . B REd FHREE —EETF M
BR)” SR AT PIRR AL B TS RE  — PR T kR T R A R A AR TR B RS R S R
7 — MR R BN ESR I E N, LA P@sswo2d, A2 & KNG F 8 B0 RF kAT
S ERFAHS .

2. chage <
FAE P P O al L chage fin 4 528, chage iy & 1 H HIE I a0 3% 4-6 Frs .

F 4-6 chage <THIE FiEM

i 1 w W 1w I i i
-1 51 P O 4 R R & BUE -1 mECSUR IIEESP NI I
-m I8 E 0 4 B 17 16 0 -E JH P P 203846 B 69 H 31
-M 8 02 B K A7 15 1 -d WE D4 E—REsn H B
-W 1422 3 3 1ij 42 5 & 5 B KL

[5] 4-3) % E user]l HP B DA IEM N 6 K. KOS N 60 X, 114 %]
w5 RGO 4, RETSHEAEFSERMEE.

[root@serverl ~ J#chage -m 6 ~M 60 - W 5 userl
[root@serverl ~ ]# chage - 1 userl
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H5 3T — R % 548 B TR) : 2018 5- 4
% 15 3k HH B[] : 2018 7- 3
% 15 5 B4 st (] : AR

M 2 it 2 Bt ] : AR

R U i A 2 G 2 (] AR BB ARG B /) KB 6

A UK 7 9 B 2 (] AR BB ARG B K R B : 60

7 % 15 0 B 2 A 4 A R B : 5

4.3.3 #PFHAPKH

1. &3 AR KR
usermod Ay 4 F & P g g vk, HiE SRR .

usermod [ET ] P 4

A SC R & 9 L Linux R 40 g —YIER 2 SO . I 7E &R G0 6 22 P 5k 2 48 el i
B R P RS BARAEAE ete/ passwd ST L AT DL B FH SCAS 4 8 28 o & pig G
W P25 H Wl DI usermod i 2B E L £ EE a1 UID, A4/
P REM P A BRIAN A EmFE, usermod i 2 T HIS R AAEH IR 4-7 iR,

R 47 usermod FSTHHSHRIER

Z W £ H

- HERPEPHEERE

-d -m ZH-m 5SSE-dEH . TEFEEH WK B FH A HCIHREREEB L %
-e i 7 1 2 3B ], A5 =008 YYYY-MM-DD

8 A fi & P A

-G BEY A

-L BiEMF BAIEHERRS

-U YA AR ERRA

-s 75 B BRI 28 g

-u & A P 8 UID

(1) SekF—TFPAHFP userl FELIAGE B

[root@serverl ~ 1# id userl
uid= 1002 (userl) gid= 1002 (userl) 2H =1002 (userl), 1001 (bddoy)

(2) RIE¥H P user] IMAF] root P AT . XFEY A F AN 2 root H 4
1) FHE M A A &2 B 5,
[root@serverl ~ 1# usermod - G root userl

[roctlserverl ~ |# id userl
uid= 1002 (userl) gice 1002 (userl) ZH = 1002 (userl), 0 (root)

> [e | <
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(3) HH XX -u ZEE user]l W UID S, Btz 4. 81460 LI H-¢ &
B P EARH 1D, JH-G SEBERH AP B4 1D,

[root@server]l ~ 1# usermod —u 8888 userl
[roctlserverl ~ |# id userl
uide 8888 (userl) gid= 1002 (userl) ZH = 1002 (userl), O (root)

(4) Bt P user]l W) 3 H 5% R /var/userl .8 )3 351 Shell 224 4 /bin/tesh, 58 il J5 K &
ek As, nTRAH O N #ERAE.

[root@server]l ~ 1# usermod - d /var/userl - s /bin/tcsh userl

[root@serverl ~ [# tail - 3 /etc/passwd

userl:x:8888:1002: : /var/userl: /bin/tcsh
user?:x:1003:1003: : /hame/user?: /bin/bash

user3:x:1010:1000: : /hame/user3: /bin/bash

[root@server]l ~ 1# usermod - d /hame/userl - s /bin/bash userl

2. ZAMBERPKP

A 0T EIE R EE FH— A P AR e . ZHH P K P Al DL passwd 5% usermod i
A5 PR  h n] DL B 3B P/ ete/ passwd By /etc/shadow U R SEHE .

15 4n . 7 A AR &2 user3 WK AT LAE DA E 3 Ry k528K,

(1) {#i ] passwd Ay 2>

//MEH passd T 225 we3k P, FIH tail a2 , 7T LU B4 8iUE A I P 25 A 11T 12 hm b
[root@serverl ~ |# passwd — 1 user3

//BE R P user3 ) % 9

passwd: $&1F B2

[roct@serverl ~ # tail -1 /etc/shadow

user3:123456:17656:0:99999:7: 1 :

//FIH passwd iy 4 1 — u 26T A% BRI P 8l € , BT A FH user3 K P
[root@serverl ~ [# passwd - u user3

(2) f# ] usermod 42>

/5 userl K P

[root@server]l ~ ]# usermod - L userl
/B userl ik P Y Bl SE
[root@server]l ~ ]# usemod - U userl

(3) ELHAE MO P P e & S

n ks /ete/passwd XA 8L /ete/shadow LA H 5 F userl K F7 119 passwd $5§ 1 58 —
FERT I B —A o« 7GR BIZE K P H . 7T Z R I S Z I BRE A « Rp AT,

AR HORER (FF PR OB SR RS, 0T LUK H S 31 Shell 1528 4/ bin/ false 552 /dev/null.,

3. MEBARKRA
T B — K . a] DL E 24 A8 M B/ ete/ passwd Hl/etc/shadow T4 A 2 M B 9 FH P

> [e | <
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FIe X B 94T - 8% H userdel #r 2 M BR . userdel a2 A& = -
userdel [-r] fIP 4

WRAM-r £, userdel tF X STERGET A S K P A X8 XA H (] 4n/ete/
passwd. /etc/shadow . /etc/group) ¥ FH P 1915 B 2 M B .

Q2R n-r 2T, 000 N B P e Y (R e LK P 3R H SR DL SCH T 9 BT SRR B SR
2 TR B de :b&l‘e!lﬂ%FHF'ﬁFﬁ e-mail, [d) I 3 % /var/spool/mail H & F 19 H 7 3C 44
] 4

4.4 ¥R RE

21 T T 35 S T A B K A A RS IR P S %
4.4.1 HIPAHBEKR

GV AR R PR A B ar 2> 5008 450k P 0 a2 AH 00, B & A ol DL a2
groupadd #{# addgroup.
) 4an B 2 — A AR H A FRN testgroup, AT LA M a4 .

[root@serverl ~ ]# groupadd testgroup
FBR — 4 0] LA groupdel 4>, 51 40 M Bx W €1 22 1Y) testgroup 4. A] P F a4

[root@serverl ~ [# groupdel testgroup

o BRSO A0 SN B A AR R 5 P A R D00 A R A e N B
&k B Y a2 /& groupmod, HAg 2 & U0 F .

groumod  [BET ] 4H 44

# UL groupmod iy B AN 4-8 Frs.,
#* 4-8 EWH groupmod 65 £ % I
i B i i i i
-g gid AT GID AL gid -0 5 il 2 32 B RO ZH Y GID M B E Y545
-n group-name | B4 BEAY 4 FRBCH group-name

4.4.2 AHABERIMAR

{E Red Hat Linux Fd FH AT R0 Z 5019 useradd 45282 H P &) . 2 & 61 28—~ Hl
P 6 24 BB PR FAHRE, H— 1 AHBEP e & 241 P o, 75 2248 R s 4
B, TEM R A 8 M Bx H P &SR] gpasswd A%, gpasswd An 2 I #E H .
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gpasswd [BET] [F ] [H]

HA root HIP MIZHAE ] 53 A REE (d HIGX >4 2, A 2 BN 3R 4-9 R,

+ 4-9 gpasswd fF £ IEIN

iR 1 w pri A i A
-a A mMAAH T BUIH 4 #9265
-d 8 FH P A A ) B -A 5 4R IR B B

5 i , 23 userl FH PPN testgroup ZH . 345 IR userl R HL G, o] DLHAT FAar 4.

[root@serverl ~ J# groupadd testgroup
[root@serverl ~ ]# gpasswd - a userl testgroup
[root@serverl ~ ]# gpasswd — A userl testgroup

4.5 {EH sumA>5 sudo i 2

BT A S B M AR /0 B 22 4 R , I Ho oA T s SR D ASCRR [ 3R S 0GR 55 R
W TR AE ] root HHE R KA F HEELEHEPTLEEEN Z2E MR
O s AZEH] root WA LM AFNE. WA —BPIT THIRM@GL . 1] HES HIETE RS
W, R Linux RGN T ZEHHIE B ITFZ R a2 RS HHE#E root HHL G L {H
e X A LE P S B T 3 2 AR A A AT S O R R SRR E I TARAE 55

4.5.1 EFRAsum?

su Al 2> 1T LU SR U0 40 P B 40y 0 75 5K A A5 S Hi T P AN B HVE SRR B0 R I b 1)
e B HAL T P L He in A root 45 BE G Y14 3 508

[root@serverl ~ 1# id

uid= 0 (root) gid= 0(root) 2 = 0 (roct) Fﬁﬁ=wmfhﬁd_u:mm1fhﬁd_r:m1szﬁd_
t:s0- s0:c0.c1023

[root@serverl ~ |# useradd - G testgroup test

[roct@serverl ~ |# su - test

[test@server] ~ 15 id

uid= 8889 (test) gid= 8889 (test) ZH = 8889 (test), 1011 (testgroup) Pﬁﬁ=mﬂcnfj_rﬁi_u:
unconfined r:iunconfined t:s0-s50:c0.c1023

MW EH —EXKR, FH su g 2 5P AZEA DS (=)  XEKRE TS
Y 2 9 L BRSPS AR 4 5 B 1 8 B O 0 P i A AR R i A AR B IR IR AR S
o ZL AR VI P B Oy B B8 X A0 5 (—)

73 5b s M root & HL 51 V) 2 5@ P I O A T 2 A% R 0k 19 . 1fi DA S F P P A
root B M G HAATEMNEIE T, XWE-TLENEEKNE,

> o | <
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[test@serverl ~ 15 su root

Password:

[rooct@server] test]# su - test

E—WEx: H 5H 605:22:57 CST 2018pts/0
[testl@server]l ~ ]S exit

logout
[root@serverl test]#

4.5.2 {EF sudo fp &

BA% X AR su a4 e 8 E P n] L SE U1 3] root 4 BE 5 B 5y 2 5€ B AH R
lLl’JT’VE {H X K 22 87 root B HL L EAS NI K T REGEM B E KRB R, XIFAZ
WEEMHTE,
H sudo A 2B 57 € a2 1 AT AR WK 25 45 7 P X0 BE o] O Uk 3% 38 FH P 6E 8 58 B RF
FE 1 TAE A a] DRt 8% root B GBS, FRATZE M EE 2 S A E sudo k55 . LA 3
Jo 22 6 1 & A P R . sudo AR 55 A9 BC B TR 0] AR ) B ——FE DR Uk 8 ] P 58
WA R, TAERI AT T .S ] gE /D Hi W - 20 2 9 ALRR .
sudo A4 HT45 88 FH PR S MR 52 BUFAS root B GUA RESE AL 55 iR =N -

sudo (B W4 AR

sudo R % A al FHSE VL B AR N FI/EH an € 4-10 pros .,
Fx4-10 sudo REHFHRABSHURBNAER

Z H B H
-h 5 H B R B
-1 1) 24/ P oAl BT A4
-u i P &8 UID {8 LLFE SE B P B (AT i 4
-k B2 F A A AR, T IRAT sudo B 75 B H K #4175 59 58
-b 1E 5 6 ATHE E a4
-p B A [A) 2 RS A 3R N 1

sudo i 2 B A VL NI EE

. BE%JH%FH??*EEM%%

o M P PATH R — KA

. @Eﬁj‘[ﬁ:(/etc/sudoers)ftﬁfﬂé%qﬂﬁ’*JFHF'%IE\*Rﬂﬁ—ﬁjim%ﬁﬁ;

o BEHSMIE Smin N GRIMED o2 FiE P PR 56 Ik %5 05

AR R AHLO B Rl B SO 2 BRI E, W AT DA sudo A A R AERY visudo i
Aokt E PR . 33X Sk A 7E B B P BCRR B 2R 1 2 A4 P R B B sudoers Bid B 3C
4 38 Tl PO BE & SO A B S EGH TR R A R A S B R AT R A

g 2 A root & X N A4 T A4E A visudo 4% sudo IR E 49 L B A,
T B

S Tie <
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fii F visudo #iF 2 A B sudo 72 119 Iﬂﬂﬁﬁiﬁtﬂ‘fﬁﬂ SVET S Vim wE s HBI M7
e — 2 (AT visudo J5 . B Hm A A5 2 : set number” 5 & “: set nu”, 1] DL X} i & S I
5 AR S 5¢ R IS FEARITE X FARFFIFIR . 7E sudo 4 19 I & SCF b 3% B8R
PR ZOKE 28 93 1T (KD T FIRE MG B % 1 8 E A RS A nl ek i & ST 2 .

WERTLMER ARFEHA EN=- (LLERNS G aTtTad o) E

[root@server]l ~ 1# visud

90 # #

91 # # Allow root to run any camands anywhere
92 root ALl~ (ALL) ALL

93 test All~= (ALL) ALL

Ei g eI E e R A7 R (3% Esc 8,5 A" :wq” . 7% Enter #) , 5K 5 V) . & 1§
EREEH P S0 i el DL sudo -1 a2 EFE A AT GAS T (R a2 9. 56
iEW%'L%%ﬁFHF'FI‘-J%ﬁ LA SE root FHE G M OGFIZEAERIET ).

[roct@serverl ~ |# su -test

F—%%F%:H 5H 605:27:06 CST 2018pts/0 I
[test@server]l ~ [Ssudo -1

[sudo] test B F 5 : AL HIN test A FHIE 5

ILAE 225s b 21ss ROBRIASRH -

visiblepw, always set hame, match group by gid, env reset,
emr_keq:: "OOLORS DISFLAY HOSTNAME HISTSIZE KDEDIR I_S_CIIE[P.S",
env_keept = "MATL PS1 PS2 QIDIR USFRNAME IANG IC ADDRESS IC CTYPE",

env keept="IC COLIATE IC IDENTTFICATTION IC MFASUREMENT IC MESSAGES",
env keept="IC MNETARY IC NAME IC NUMERIC IC PAPER IC TEIFPHONE",
env_keept="IC TIME IC AIL IANGUAGE LINGUAS XKB CHARSET XAUTHORITY",
secure path= /sbin\ :/bin\ : /usr/sbin\ : /usr/bin

FH P test A] PLAE rhel7-1 Fiz47 0L Fan2.
(ALL) ALL

fER—REEH 2B EANGERF root EH G MK H T (/root) F I SCHAF B Y. H
&= R E 1 AT 1 a2 ﬁljﬁﬁﬂﬂ | sudo a2 LT LA T

[test@server]l ~]5 1s /root

1s: LHEFTH B F /root: AR A B

[test@serverl ~ 15 sud 1ls /root

560 file anaconda-ks.cfg initial- setup-ks.cfg 243t P X FR
aa etc.tar.gz wordoress.zip Btk BWHR T#H H£M

HREZEINE P ARFRDGEEH WA B RE T IA a2 0 i s A7 1L
XA AT G 1 SCHE A PR BT 7 ) EIJRHI““*' H T BRI ALL 28U A A G
i 1. P HORE IR T ad P BAR ) a2 LU 2 TAE® K. X2 3 7 L ERRR 27,
R T FZ AL EA P HBEEH root BHL AW B Iy TR E a2 Vi — @ Z & th iz &

> [ | <
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()26 3% AR B R e &R A k. AT RLSE M ] whereis 64 3% H Ay 2 B XF B 19 {2 77 1%
12 R JE BSOS 93 47 i H P ALRR 2 80U st . 1 i 4 B AT

[test@server]l ~ |5 exit
logout
[root@server]l ~ |# whereis cat
cat: /usr/bin/cat /usr/share/man/manl/cat.l.gz /usr/share/man/manlp/cat.lp.gz
[root@server]l ~ # visud
D0 # #
91 # # Allow root to nmn any camands anywhere
92 root ALl= (ALL) ALL

93 test ALL~ (ALL) /usr/bin/cat

TEdR B U R HOOR BB Ar iR, Y Afs e a8 P A= EFEFED
SR I RG-S B AR . X I FEEE ] sudo a2 w0t AT LU 3t &5 F XA T

[root@server]l ~ 1# su - test

F—®EF: H 5H 605:58:08 CST 2018pts/0 |
[test@serverl ~ ]S cat /etc/shadow

cat: /etc/shadow: FLFR A 8%

[test@serverl ~ ]S sudo cat /etc/shadow

root:5 65 COUDHrgvVs rgwr . H. 4yWINWBfeeQKDf . vUscfiCAYDWucOrzqj 80C1 fTwvX3gFgmdvt87s
YulQuivh M 4GhosbcfOalW31paAl : 17e56:0:99999:7: 22
bin: * :16925:0:99999:7:::

daamon: * :16925:0:99999:7:::

adm: * :16925:0:99999:7:::

1p: * :16925:0:99999:7:::

sync: ¥ :16925:0:99999:7:::

shutdown: * :16925:0:99999:7:::

A KRFERE K EAEFRIIAT sudo 2 G ESERIGIE — FES, BRXNDHEDHE
FEMHTE FH P %S H R R T sudo Ay 2 #FE iy A — U8 5 H S $E R B 1Y , X s
af LA I NOPASSWD Z 5. {15 FH F 04T sudo #5255 E %S Ik,

[test@server] ~ ]S exit

logout

[root@serverl ~ 1§ whereis poweroff

poweroff: fusr/sbin/powercoff /usr/share/man/man8/poweroff.8.gz
[rooct@server]l ~ # visud

90 ##
91 # # Allow root to nun any camands anywhere

93 test ALL~=NOPASSWD: /usr/sbin/powercff

U] i B @ P Ja BT a2 L AN B K R A T, X R R B R ARl
WMITEZ T,

ST <
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[root@server]l ~ |# su — test

E—WEF:H 5H 6 06:08:20 CST 2018pts/0 |-

[test@serverl ~ |5 poweroff

User root 1s logged in on seatO.

Please retry operation after closing inhibitors and logging out other users.
Altematively, ignore inhibitors and users with 'systamctl poweroff —1i'.
[test@serverl ~ 15 sudo poweroff

4.6 5 M P& PREE LU P A BT

AOAEDE R P B S R RA TR T 2 LR system-config-users T.H.,

4.6.1 %3 system-config-users T H
(1) Kot & /|23 system-config-users,
[root@serverl ~ 1# rpm - qa| grep system- config- users

TN LA T system-config-users,
(2) WS BA L% MHAT DL R $AE .

, e BB EEERA, AR SRR, N TAAEEA A% AT yum
N X ARTEERES yum R X, IHFAEBERIOMLA yum 44 F
W g e aTEY . BE@ASA yum % SR ARIE BT R B,

A 9 de TR AE 4 R A M yum &R R XA, e 4e dvd. repo, 3 W iZ A PT
fE B F8HEM repo LK LRG0 )6 BMRIR, VAL yum B A Z AT,

D H# 180 36514,

J/AEBNEESF] /isoHETF

[root@serverl~ ]# mkdir /iso

[rootl serverl~ |# mount /dev/ocdram /iso
mount: /dev/sr0 B R 8 UL HEF X ER

@ FEH F&E¥1) yum P,
[root@serverl~ ]# vim /etc/yun. repos.d/dvd. repo
dvd. repo LFRIN AN T (s A HER) .

¥ /etc/yum.repos.d/dvd. repo

# or for ONLY the media repo, do this:

# yun —— disablerepo=\ ¥ —— enablerepo=c6—media [cammand]
[dvd]

name= dvd

#5570 E B A IR SUF R RR 3/

> s | <
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baseurl= file:///iso

gpgcheck= 0
enabled=1

@ HH yum i 2 & FH system-config-users L H{E E .. WE 4-1 Fras .

[root@serverl~ ]# yun info system- config- users

[ root@rhel7-1 "] # L yum info system config-users}
2 03+ - langpacks, product- 1d, search- disabled- repos, subscription- manager
This system is not registered with an entitlement server, You can use subscripti

on- manager to register,

EEMSER
;A :| szsterrr cunfig- Users |
i : noarc
&+ 11.3.5
h : 2. el?
: 339 k
: dvd

: A graphical interface for administering users and groups
: http: //fedorahosted. org/system- config- users
: GPLvz+
system- config-users 1s a graphical utility for administrating
: users and groups. It depends on the libuser library.

B 4-1 fFH yum a2 &EF system-config-users ¥ AF L5 B

BES IEGAFEEN

S

@ fEH yum a4 %% system-config-users,

[root@serverl ~ ]# yun clean all /IR AR B R EAF
[root@serverl ~ ]# yun install system- config-users -y

IEH R SE R  Ba MR R 1R B2

C %3
system— config— users.noarch 0:1.3.5-2.el7

1 o9 10 2 %%

system— config— users— docs.nocarch 0:1.0.9- 6.el7

56 |

IR 5e ez R i LI M rpm 5 2 B — KT &) rpm -qa | grep

system-config-users,

[root@serverl etcl# rpm —ga | grep system config- users
systam- config— users— 1.3.5- 2.el/.noarch

systam- config— users— docs- 1.0.9- 6.el/.noarch

4.6.2 [FRHHARPEEE

[root@serverl etcl# rpm —ga | grep system config- users

fifi H fir %2 system-config-users = FTH WA 4-2 Fronpg“H P& PR 1T,
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B E®a: - o x

JCH(F) Z858(E) HBI(H)

i) | a BIFILIERE(A)

AF(s) £8%(o)
:FHJ‘-'?% B Dy FHAB 48 B% shel FHR

yangyun 1000 yangyun  yang yun /bin/bash /home/yangyun
1001 /bin/bash /home/bobby

userz 1003 user? /bin/bash fhomefuser2

user3 1010 yangyun /bin/bash /home/user3

userl 8888 userl /bin/bash fvarfuserl

test 8689 test /bin/bash /home/test

Kl 4-2 “HPEHE"E D

fefi FH < FH P 48 BRER 7 AT LA {68 b 95 P sl 2H B L g e FH P slO4E B R 0 M B P sl
BEOMABGR AR FRE. BUEFRm B R R, EA B3R, AR, system-
config A2 HAb v I . KZE 0T Lk 35 2830 H

4.7 AEATE G 8 P a4

e 48 H a2 ] DLAE R BB AL A ot ik P AT AR08 B

1. vipw f5 &

vipw A4 T B X H Pk P S0/ ete/ passwd 4T 4 55, 86 FH 09 BRA 4a 58 7 2 vi.
TEXT / et/ passwd U AT 4 B8 IR B 30 B8 12 SO . 4 8 45 O e 0% SO R AT i L DR AIE
T X —8E ., vipw ap 2 TEINEE 3R T “vi /ete/passwd”’ a2, (B2 L B vi 4y
LW ES, ot T .

[root@serverl ~ 14 vipw

2. vigr i &

vigr a7 2 H T B A X H B S/ ete/group #FiT74 %8 . 76 H vigr 45 2 X /ete/group X
HEAT % 5 BEKE B 3B 1% OUE L de R 45 R S X 1% SO AT R, PR UE T SO — 2k, vigr
2 FEDRE FAFE R T vi /ete/group”an S MHZ L EHBMH vi an 2 B X 2., AT .

[root@serverl ~ |# vigr

3. pwek 5%
pweck a4 HF I8 UE H P IR P SCHAIESR B 52 8. % ar 2 K /ete/passwd SCHF
1/ ete/shadow XA BAT P B A AEZ T IES . w2 F.

[root@serverl ~ 1# pwck

> o7 | <
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4. grpck &7 &
grpck a5 2 H F I UEH B SRS B 5C Bk, a2 K /ete/group ST Fil/ete/
gshadow XIFRATH FE MK X AE R R IES . 28R F .

[root@serverl ~ ]# grpck

. id e
nn?m:]:ﬁfh —/ANH PR UID # GID L EH P ey £, fEaS i A id 2
i‘%i’i Enter # B 2 R4S AP IDEE ., 24X F.

id pEI] H P4
)40, 7R userl H A AY UID.GID {5 B RS HI a0 F .

[root@serverl ~ 1# id userl
uid= 86888 (userl) gid= 1002 (userl) #H = 1002 (userl), 0 (root) , 1011 (testgroup)

6. finger.chfn.chsh ff %

fdi /] finger s 20 IEAEFH P MHREE . BFEH P IE B X530 Shell. HHF 4 H
HE I SFAECTE /ete/passwd XHFFRJICREE . B H G MHALH P &0l LI finger Ay 4
KT . BHIEMH finger tn 2 A LLEF HATH A EE . finger ar 2R B L4140 F (7

AR

finger &M ] F P 4

[roct@serverl ~ 1# yun install finger -y
[root@server]l ~ ]# finger

Iogin Name Tty Idle Iogin Time Office Office Phone
root root ttyl 4 Sep 1 14:22

root root pts/0 Sep 1 14:39

finger 4% A 2E T i BH N8 4-11 Fraw
#& 4-11 finger 5 < % F #93% 1 A i AR

e T A
By LKA SR B R P S B X BRI R

_ % A AP P 1 4% 25 30 K P2 B9 T B , 0O I Ik % T, R P TT LA — A P B 1 4% 3k 25 0% T
o P B,

-s D EFEHHFER
P A ER plan(plan {7 B &M £ B X T #. plan 55 3X4)

M P B ] LLE R chin 1 chsh 4y 2 BB 2K finger 52 BN A% . chin 54 0] LIB
g PRI A ke I A IR S B IES . chsh a2 RGO P 09 J3 35 Shell, H P 7E
M chfn HI chsh ag 2 &8 AWK P {5 B o S8t n i A%, 0.



zazs pphagE |}

[root@server]l ~ |# su —userl
[userl@Serverl ~ )# chfn

Changing finger information for userl.
Password:

Name [oneuser] :oneuser

Office []: network

Office Phone []: 66773007

Home Phone []: 66778888

Finger infommation changed.

HI P Al DL E #55 A chsh a5 2 ol fdi F-s 501 2K 45 & B ek 19 )3 3 Shell, #) 40, H P
userl 838 H & 1Y )8 31 Shell M bash B~ tesh. B8] LI H LI F R Fh .

[userl@Server ~ ]$ chsh
Changing shell for userl.
Password:

New shell [/bin/bash]: /bin/tcsh
Shell changed.

(%

[userl@Server ~ |5 chsh - s /bin/tesh
Changing shell for userl.

7. whoami ff &

whoami 54 M T B /R ¥MaiH P 24 FF . whoami 5454 “id ~un”/E HAHF] .

[userl@Server ~ 1S whoami
Userl

[userl@serverl ~ ]S exit
logout

8. newgrp Mm%

newgrp i TR P Y AT A BN 45 2 ) AR, XTI I EA R 04 1 4H Bk
P A AR A ] LU AdE R newgrp a7 2 o2 FAHBE S BNZARE. WARARILE T
S HABARE R P R EZ A AR 0 A L] LUK AR S e B RZ AR, MHSEEn R .

[root@serverl ~ 1# id /7878 B R P E gid
uid= 0 (root) gide0(root) groups=0(root),1(bin),2 (dasmon),3(sys), 4 (adm),
6 (disk), 10 (wheel)

[root@serverl ~ 1# newgrp groupl /AAE PR E AR

[root@server]l ~ 1# id

uid= 0(root) gide 500 (groupl) groups= 0(root), 1 (bin), 2 (daemon) , 3 (sys) , 4 (adm) ,

6 (disk), 10 (whe=l)

[root@serverl ~ ]# newgrp //mewgrp R S AIE E A B AP R F A
[root@serverl ~ |# id

uid= 0(root) gid= 0(root) groups=0(root),l(bin),Z (daemon), 3(sys) .4 (adm) ,

o (disk), 10 (whesl)

> [0 ] <
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1 groups 4 Al AF 45 & P i fF . )0 .

[root@serverl ~ ]# whoami

root
[root@server]l ~ ]# groups
root groupl

4.8 Ak 5 n H—Iik 5 5 B Ss )

1. /7R
B s 2 k5 BRI R 4-12 PR i infal 4R 7
F®4-12 KSHIE

I = 24 Fi e T FRFIREREA =R AR E o 4
myuserl st user mygroupl Al L) Password
myuser2 2nd user mygroupl Al L) Password
myuser3 3rd user JCHAb 2 FF Aw] LA password
2. BRI R

fif Py FE xR g ACES an

# 5o Ab 2 K 5 A O JB PR i B 4

[root@serverl ~ [# groupadd mygroupl

[root@serverl ~ ]# useradd - G mygroupl - ¢ "1st user” myuserl
[root@serverl ~ [# useradd - G mygroupl - ¢ "2nd user" myuser?
[root@server]l ~ ]# useradd - ¢ "3rd user" - s /sbin/nologin myuser3

# FRAL PR K 5 9 O 440 5C R 1 9 B

[root@serverl ~ [# echo "password” | passwd —- stdin myuserl
[root@serverl ~ [# echo "password" | passwd —- stdin myuser2
[root@serverl ~ ]# echo "password" | passwd —- stdin myuser3

myuserl 5 myuser2 #f L HF R BBH REZHFAR—EHFLE . ARE LT
He|E, FH . .myuser3 £ R THEFRZRLA7WIKS , B E &4 A /sbin/nologin
o5 REREXHZBRITHRAEERKF T .

4.9 2]
— . HZEZ@

1. Linux ##/E R4 72 MIRERZE . EAWZ TP FE G R RGE . EH RS

> [0 ] <




gazm ApnAgE [

2. Linux 24 F B H I 5 43 0 9 F i

3. root I UID H 3@ H P g UID af u&ﬁj@%m‘m MafeE. wmE
AfE5E ) UID 3RAM IR Y 45 5 .

4. FE Linux RGcH A& H P Wk 1 B 2 80 28—~ 5 H P R 4 B iz H B =
P 1 . EOEA RN GID At VAR GE TR

5. — M PP Al LLE 22 A dEREr B, Hrh AR P (FA
A AR HAWHBE ZH P 1Y (PRifELH D) .

6. 7 Linux R4 . AT & mg H P k- B - AH 56 {5 B G5 R A0 Y0 7 il B
A,

7. BT AP X ete/passwd 3XAFIA PR, o T3 98: R 2 21E, H P
283 N 22 )5 1 11 A B AT LE XA,

8. ZHHEM P {5 BAF AL AL, X TAHREMENGFEE (WO S AR
o1 55 WAF TCAE SCAFA

— kR

1. At P &S {5 B 1 B & ( ).

A. Jetc B. /var C. /dev D. /boot

2. QI M/ ID & 200, 4 ID & 1000, Hl 7 & H 3 4 /home/user01 [ 1E #f ar <
= ( )
A. useradd -u:200 -g:1000 -h:/home/user01 user0Ol
B. useradd -u=200 -g=1000 -d=/home/user01 user01
C. useradd -u 200 -g 1000 -d /home/user01 user0l
D. useradd -u 200 -g 1000 -h /home/user01 user0O1
3. P ExARG A ITHEA( )H ¥,
A. /home B. /root 1y ¥ H ¥
C. /usr D. HFPFAHCMZH %
1, T T shadow HEA W ARG H, /ete/passwd Hl/ete/shadow P~ 34 19 AR 1F 5
1) 72 ( )

A. -rw-r——- R B. -rwr-r— ., -r-r-r—-
C. -rw-r-r— , -r——-- D, -rw-r-rw- , -r———-r-—-
5. A LM B — > FH P 3% [5] i B A P /9 35 H SR S 802 ( )6
A. rmuser -r B. deluser -r C. userdel -r D. usermgr -r

6. F G PN IZCK Y 2L 4 A il 2 ) 6
A. 18 root HSE TG A H P
B. iﬁﬁ telnet Iz 55 K 4 it i 2 5 40 4k 4
C. ZH Rk = ¥ . 7R B AR B
D. i|E&.‘I‘:§$H/”J— 7. BIVAH B iz FH P i
7. TE/etc/group F A — 14T students:: 600; 23,14, w5, £ /R~A ( ) H P/ #£ student

A. 34 B. 4 4~ C. 54 D. ANHIE

111
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8. FANAT LA RAG I P lisa B{R B ar 2 52 ( ).

A. finger lisa B. grep lisa /etc/passwd
C. find lisa /etc/passwd D. who lisa
‘1_“_, b
4.10 BH9R: EHEH PRI
1. MEMRM

T8CSE VI3 459 3 4R A L A

2. MEXINBHNERE

(1) FAZE Linux H P B9J7 AR .

(2) FHEAE Linux R G Az M BR H P 5 P A i o7 i,
(3) B P P S I R A T

3. mMBE=

HEAAEIR OB T auES MITTE. B ANTIENEAR. TFELERS L
AR ANBEAFRKS  BHBETTAH P RAE— 1A B II-HPEAE A CWT/ER
3. I B EARHE TAE P B X &30 1T A H P 7E MR 55 2 b i m] 23 [a) 3t 47 FR o

4. f—1
AR % T 5 A0 AT I0 H iy S2 il K A s 2 RO

STwT<



£ 5E
AT # G e 5 4% B

YA Linux 24 ME& TR ,F3 Lnnx I 24 AETELZTE XS
2, AFEITENL Linux IHREaPEEETENMENSE,

e

e Linux Ty &I 245 T H,
e Linux Té9% RAID #= LVM 84 5 52 %,
o FEHLTRE

b o Linux X 2 %% MAe AR B,

5.1 T XHRSE

A & ‘?fc{%Tﬂl = IE?CFF
5.1.1 ANIBEXHZRS

P TERE A i 2 P PAT I 2L 5 A VIZEL B B r 5
Hll FEAE AR RS SO R G R TE T . SR R G AE H & & ) 8 2, DUGRUE P IE %
AT R, Linux RE TR TR SCHRG i ® WA SCHERGEN T,

o Ext3: X2 —XHEXMHRG. BB TR G 75 o VLGRSO R w k£ K FFRE
Ao Z8HImA - SRR, SR Y08 & 25 5K, ir i 19 & & ]t & 7R
K. HWAREEH A 2Z ARIERRASER., ESEBEIMEENTINS AIED
A0 BRI IC SR ok . METE & A 5 = UG 68 B 9958 BR 2 s P Wi 3 7 L R E =
ik iria .

e Extd. X2 Ext3 Wit A . /% RHEL 6 24 A9\ SO P R 45 & 21
g2 Eik IEB(IEB=1073741824GB), Hfgt A LR L T H F. %40, Ext4
ARG RE St 43 B block B iR K3 & T2 SRR,

¢ XFS: X ﬂ%ﬁ%MH*i#¥%T¢HM@MB?$%&%&#%@%%,
TS & A BN E VLG JEH B 5, B AT DL b Pk 52 AT BE B R ER 9 S, i B




B Linux BHEZRS% 5L (CentOS 7.4 &RHEL 7.4)

9k K H e R AL S AR i S A AE i B . O BB i KAl S 77 i 45 i
M 18EB, X JLTi 2 T A =K .

CentOS 7 R — L KR L st 2 H 17 XFS fE R 0 R 48, XFS S0 R 48 0]
T HEE ik 18EB I A & .

HWEEETERANEIELEKRLZ T JHIL Linux R4 A — 14 A super block
“HE MR, Linux AR SCH N A HIES A X 08 85 ] 8L, i 2 7E B g ok
HEDNXMHREMGER . HAMEEFRAEN XHFRNERE AR i, B EREESIE
HRMHAXHFAENERNSS AREBSZHEE, Linux HE2IEENCANRSE
PEICSRAE inode H . 1 H B SO 5 FH— A0 37 19 inode A& . i F MBI KNI 128 F
.o HEmIEEREL TER.

o Z XXMM ALPR (read . write . execute) ;

o LRI TR E S PTEH (owner group) ;

o %I KN (size)

o Z3CAFRY ) & Bk P BB BT E] (ctime) ;

o 2R B R — RV A [E] Catime)

o 2SO A B ] (mtime)

o AR AR (SUID, SGID,SBIT) ;

o ZOCHFRY B AR H bk (point)

1M S 1 52 B 25 MR A 7E block B CR /Al PLJE 1KBL2KB 1 4KB) ., —* inode [
RN K/MUA 128B(Ext3) il 5&—1> block WTEFE 4B, 4 3XAFHY inode # %5 W /5 , Linux &
B4 B 34 IE HH— 4 block Ht . % [T 14 inode AFFEIC 57 Hifth block B {5 & . 3 FEE &4
block YN 3] — K, SR IEH P A B XHARE T, X THM NS
block B, F g’ b & WAE I (L 4KB ) block K/ Rl #4715 0 .

T 1. SUFR/NAIKB) ABAKSR 25 15 F— 1> block, it 2 T 7E HbiR 7% 3KB.

TG0 2. TR K (BKB) , BB 4 4 i I A block(5KB—4KB J5 % F A9 1KB t2 5 ] —
A block) .

HTEWRGEAELRELBRF=ET RN RS AT HEH P EEREE A SCH
AHEXOCIKREME S, Linux RZF G ERDH P #EFEME T —9 VFS(Virtual
File System. i 1 SC{4F R 40) 382 1 . X FE P 52 B b 7E 84 SO i 3 02 48— X X A4 i 481 3¢
HRGEHATEET . B 5-1 fronh VESH 2R 2’ ., MEFn] W, 52Pr SO R4 7
VES Tl T A Ry X HEH A E B F RSB X R il —FEr.
th 55k A DRl & A 2 AR S R AP AT B R ERAE T (el ) cp a2 2k &
X

5.1.2 IEf# Linnx XG4 ZSEWBEF4EHM

& Linux R4, B3R VFAARES RS BT ATEVISEE 2 0 17 30 . Linux
FGih — U) &R SC M, BR SR OF B FT A 38 19 BB 2 SO R 4 3Lz dnfar 4R B e AT W FE
Windows #4E R G0 B E AR 3] — A SOF B e B MR A SCF B 78 W 3545 IX (R i X
HEDE . AREFHAZ DX FHEEKEF, A RB XA, B2 Linux &4 T IF

> (e | <



g5 wéurghmase |

T T T T T T T T T ]
| I
| F P R | Siilakili]
R B
s
Z G R
BRI RY(VES)

I

'

RGP

MN i \ hE

|
|
|
|
|
|
|
|
I
|
: Ext3 Ext4 XFS | NTFS | Dos FS| minix
|
|
I
|
|
|
I
I
|
|

I I
I |
| R 5 42 I - {2
I I
I I

A 5-1 VFSHLEHRERE

AFFTE C.D.E.F F#4F, Linux REH 00—V STHEGZR AR ()7 B SR H 6 19, FF 3 B S0 &
43¢ 2 AL FRE (FHS) SR FIRHE 25 #8 k A7 i Se ik A R GE X T % W H R &, % 5h, Linux &
ey SCHERTE R4 TR X KNS 1, 6l 40, root, rOOt, Root ., rooT ¥ E AR i H
%, 0F B2 A8 & AT (). Linux 24 19 SCETEAE LSS K 5-2 Fis

fRE X/

LR

froot /bin /boot /dev Jetc /home /var /lib Jusr /media /tmp

LIC R

/root/Desktop  /root/Media fusr/bin  /usr/lib
Bl 5-2 Linux R4 0 XAEFAELS

fE Linux R E0 P i WA B 548 5K LB % B i 77 N 45 0 2 5-1 B
£51 Linx REFREANARERURAMEHERRE

H % 2 F5 R 8 B SO
/ Linux JCFRY B EZ R H %
/boot LT SO —— % T PLKk 8 DL S i 7 G B SO 5%
/dev LA B TE A7 UE T it 54 O

}Ihn;1::



B Linux BHEZRS% S5 (CentOS 7.4 &RHEL 7.4)

gk
H 5% 24 %5 I B SO N2
/etc fic & SO
/home P Z H %
/bin Binary B4R 5 7 BUH P B ATE 4T F W Is.cp % ; th A0 & H At Shell, &1 bash Fl cs %
/1ib FFHLET FH 2 4% o8 B0PE , LA S/ bin 5 /sbin T 1 B9 A 4 22 U8 F ) pR 4K
/sbin FILEBEPRENGS
/media T HRR & E
/opt R = B A
/root AEEMAMKEHFR
/srv — 6 ] 2% il 55 19 B SO E &
/tmp o] A ¥ 0] {85 F A < SL 27l B B %
/ proc B REG, Bl iN RGN R IR & 4R A5
/usr/local P Bfr &3
/usr/sbin Linux R4t JF LA A28 B K84 a4 A
/usr/share 1% B 5 U B S, AT B S U
/var FEFREF A S, M H &
/lostt+found | 3RS KA IR B — 8 E R AR B BEX B

5.1.3 EfEAITIREFSHEITHREZ

(1) #aX7igte. MR E X)) H RS RPN X2 50 H K24 PR .90, /home/ dmtsai/ basher,
(2) FAXT 42, X T HR BN X225 2, B .. /home/dmtsai 5¥../../home/
dmtsai/ %,

x,
X TF R RAS/ " kB T A A8 R 69 5 ok
% B

FRXT AR 2 DS B BT A B A2 B AR X A Bk R oR i . 25K, B BT E/home X 4~ H 5%
ML InSRARESE A /var/log XA~ H R, AT LUE 2GS WE? A LLFMF T,

D ed /var/log (4%t #4E)

@ cd ../var/log (FHXT #E42)

K8 HAEG7E /home B FTLAERIF F—ZE . HZE . ABEIHA /var/log H &, FAlFE
P FEIR 19 H % .

o 7 ACERGEIW B R W LIEHC. /RN,



g5 wéurghmassz |

e Y MEEL—EHFE WAL /7T,
CURCCH RS RBEEN.EF AW od..of. /command Z MRS F£ AT
EICE L —-ZE5HAE B Z0 TAEIRE,

5.1.4 Linux X 4# R &8

1. 32443030 15 B BR ik

X RBERG R AR B EARLS . 2 —HFEEWNES ., XM i SO 2 ok
IR, Linux B0 SCH BRI S 255 AT AT B AT A~ Z.0~9 . . ER
SR, SHABRERG ML, Linux A Y 24 7ML, 1l 2 U0 SR Y 28 FR FZ S0
1 Fh 2 A B AN L, ] 40 sample. txt A] GE& — 1517 XA . 1l sample. exe tH4 0] G
BXAH B2 UAEHY B4, Linux 5 — P82 XA R 2 KNS, #hm,
sample. txt.Sample. txt.SAMPLE. txt.samplE. txt £ Linux & 4t T1C % A [ 19 j[ﬁ: AHAE
DOS Fil Windows V&5 #H 24 R — 3. 7€ Linux &G, RS2 LY. " H IR T iz
A R B S T B 1s -a AR 2 A RE

7E Linux F AR — 4> 30 ol B SEAR AL 5 07 A AR , 33 88375 [a] A PR P %€ 1 RE 177 7] H1 40
fr 7 1F) 33X 46 3 H 5%

i BOE AR AT LA AR 3 Fhs ] J7 2CPR i 5 RIAXER . R AavFH P A 2 il faif—
AFSeds e P AP P Ui R RGP AR P UL R e, P R 8 1 ] —
5 E MO H SR DR E, — sl H SR TR A L .S RATAROR . S8 32—~
Pt s R G2 H SR T SO A A 32 S BALRR 3 FF 7T DL SR SO e & 28 78 SCF 2 A
BB . SO BT A 38 nT DR 53X 26 R PR Bl 28 AT fof i AR 4 € RO ACRR . SR R B2 AT
PR, A5 (bRl 2R, SCPF o al 58 A PATALUR , Rt E R — 1 )7 — FE T,

3R P 2R RERE DT[] — A~ B el 3. A& JHP A AR P . A&
SR E S P SO R A RE SR 4 T i AE T P A At il B B R G P B BT U 4L 2 A
At FH P 8 S5 TR ARR

BT H PR RGO A XA A E B B EES MPATACR . 55— & PR 7
Vilnl A C W SCHFRER BV R A E AR . 55 AR 3% i 7 28 U7 18] Hrp— A4S J P 18 ST F 1Y
BUBR . 55 = ACPR 4% Wl HoAt Bir A P 7 18] — 4~ FH P B9 ST O ARR L 3X 3 EAUFR K3 FH P A
[F 2T CRP e A5 3 P Al R At T PO 1932 5 S AT BCRR L B B T — M4 9 b 28 B 19 AL
PR .

AL Is -1 8038 1 a2 s SCAF R IR 40M5 B P B AR . A& a0 B R .

[root@serverl ~ 1# 11

total 84

drwsr— xr— % 2 root root 409 Ang 9 15:03 Desktop

-mw—r-—-r— 1 root root 1421 Aug 9 14:15 anaconda— ks.cfg
-mw—r——r— 1 root root 830 Ay 9 14:09 firstboot.1186639760.25
—-mw—1r——r— 1 root root 45092 Aug 9 14:15 install.log
-mw—r——r— 1 root root 6107 Aag 9 14:15 install.log.syslog
drwxr— xr— x 2 root root 409% Sep 1 13:54 welmin

> T | <
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fE b i Won g5 B WS AT R B — AT IS — D FE A — R X 4 SO 2 Y, —
BEUE A d.-.1.b.c.s.p. HEEH LT,
o d: BRE—NTHZFTE ext XMHRGET HFWE R SCE,
- FN LR A 1 S
l: FTmiZ X2 — DA S8 U, s B Efs 5 — A4 3.
b.c: 43l R Rz SO R IX B i & ol HA 1 A1 BBl 45 2 RR IR 2 U ) S
s p: 0 FE R X B SO 5 R B AR G i B A5 A AR e R AR D LA
I T T 40 4 28 A PR i b 25 ik B RURR 19 7 %

2. —HRALER

fE 1 ap 2 M BR 45 R 22— R R — AT 2~ 10 DFAF R SKF T AR . X
O MNP 3NN —H L 3 N FRERRFTAEENR, FE 3 N FEMFRRSFAER—
1 H P BIALRR » A7 38 3 AN A 2 HAb T P AR

(1) 9 M FAF I X

* FAF 2.3.4 TR XN A FEBBR A B FE R A uCuser) AR .

s FRS6.TRREZXHITAEEREHAMAN R ORR., B, it XHHAEERT
user ZHEEIZAHBEPAH 6 Ml . EB/RX 6 M A EA LIS ENPR, @A g
(group) AR ,

* FAF 8.9.10 FToRiZ M T A I JE AR LA AR , B PR A oCother) BIAURR .

(2) 9 74T BB PR 2

o r(read, BEHO . XT3 7 BA BEHCSCIF A B9 BRR ; X B 5% ki . B W%

HIALPR .
o w(write, 5 A): XXM, A BSRCCHERERARR X B F kv, B A #l
b JF2 3h H 5% N ST ALRR

» x(execute,JUAT) . XIS T , BHA BT STHFRIBR 6 B sk, A # A B SERIRR ,

& PR R A TR

i’ R

I~ T 2% 451 156 B A ] S i AR

* brwxr—r—: ZXRZBRE SO RA HEBRAE.S 50T AR, HAth
B A E AR

o —rw-rw-r-x: SO S, SO TR B S RIAE P SC B S AR T
HoAth FH P AR A S BURIAT B BLRR .

o drwx—x—x: ZXMFEERXMF . BRI AEREAG RS 53 A B ZMAR, HAh ]~
REIE Az H 5% A Jo ik e BUTE fa 2504 .

o lrwxrwxrwx: %3 BAF 588 3CF . ST A 3[RV 4 R P HH A FH P X6 i SO
H#EA 5 MIMAT AR .

BAMPESHEARAC K E B %, 8% LE/home HE F,iX 23 HF M IARR KA



g5 wé4rghuase |

W X-———-- . PUUT mkdir 754 Fr a0 209 H 5 HERARR A rwxr-xr-x, P A] DUAR 38 75 2218 2
HRER ,

Ak L BRI R BBR 7 ] umask a2 B 24, L 3E & 7 51 H20 AT umask 777 a4 848
& PRl T A WIALRR BRI 22 )5 8 7 19 SCF ) B 5%, AR AR AZ B 000, DA ZEHE, 3 # root
S FEBE umask Ay 2 WEUE N 022,027 F1 077,338 FH P 0] 2 2% H 002, 3X #F B 7= A 19 BRIA
BRI A1 755.750.700,775, A RALPR 1Y B F R 8 8 5 T 2 TE A1

H P& R G, P 35 gk 2 3 sh$UT rmask 4522k B 5E SC . B SE I ERIARSR .

3. FHRNR

XS HRRERA R RAE ., i TRRAR S A — e fe a0, B P R
2R AR JE X R BR L b e e 4 i B E TR L R EAR . E BB RS

(1) s @ S(SUID,Set UID)

AL AT 1) SO B X S AP (8 RE 75 B R AL . 5 1 B, L4 SUID AUPR i SC i R % & 4%
B A X AR . DL SUID BE | root S HIAH . KHE KRBWMWAERSETH AR/ MEHBE
it A

(2) s 8% S(SGID, Set GID)

BB AR SCHE B AR S SUTD M IR R a6 ek A3 & 4 0l P 41 3% e sk ml
VAT EAEBCEAH P AT RE I R G R

(3) T sl T(Sticky)

/tmp Fl/var/tmp H EHEETA H P8 0 A7 B, Bl &AL H P 5 90 A 52 8 BUR 2 A
ZH . W B FEE Bl SO

K4 SUID,SGID, Sticky & H x B &R R R BT AR N B2 KNS Z 0. R
I i g AT AR Fil SUTD . SGID, Sticky , WA R £ /R FAF /NG .

— rwsr— sr—t 1 root root 4096 6 A 23 08: 17 conf
2R S P AT BB WAL PBR /R A7 2 K5 .

— TwSr— Sr—T 1 root root 4096 6 H 23 08: 17 conf

4. XHFNREMW

TESCF 2 S r I R G0 2 A 3h i B AR, 40 SR 26 BRIA A PR T8 15 1 2 75 22, v] LA chmod
A2 AAE PO BR o 38 A A PR AS e st a] DU P R O SOk RN AR AR . B R Bk R

chmod 5 % I #5 L2 .

chmod 3BT SCH4F

(1) LA R kB BAUR
B Rk BRI (0 V5 A W) HEAT O 0l A 4,21 BB R R /A K T
AL R AR A 0, 28 e FHE T 5T B9 AR A by i, 38 5-2 Fros iy & LA s ye iy 6] 5 .

> 19 | <
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xS52 DBFRTEEBEUNRBGF

J& fh FL R e BT WFRRE
FWXIWXI-X (421) (421) (401) 775
WXI-XI-X (421) (401) (401) 755
rW-rw-r-- (420) (420) (400) 664
rw-r--1-- (420) (400) (400) 644

1 4n . R SO/ yy /Hile T2 B APR T30 A & A B 6 52 ORI S A AR g He At AL 2
A EERLRR , BZB AR A rw-rw-r—, THZA PR 18 FRn ik 8 664, A ] DL AT T
nn 4 *ﬁﬁ*ﬂﬁﬁ

root@serverl ~ J#mkdir /yy

root@serverl ~ ]#od Jyy

root@serverl yyl# touch file

root@serverl yy]# cdmod 664 file

[root@server] yy]# 11

SHE o

~mwr—r—.lroot root 010 H 321:43 file

[
[
[
[

(2) A3 RN B P ) ARR

fii FIACPR 1 SCF TR kB RG] A4 R Rk Ko AR R H A
* u: B user. B/RTA A,

e g. Bl group,. FRJBA.

s o: Bl others, F/n HABH

e a; Blall.®/R UL E3FAF.,

PRAERCPRAE ) T 1 3 P AH & Ronik,

e r. B read, 32 HL,

e w: B} write.'5 A,

e x: Bl execute, N1T,

PRVERF 3G L R LA 2R,

o o ISINFEMERR .

o —: WEFEFAR .

o = W45 e AUPR I BOHE IR ok AR .

DL SRR B P SO AR s 481 v A A FIR 52 iy 2 LR

[root@server] yy]# chmod u= rw,g=1w,0=r [yy/file

&2k H SRR A& 2 S ALRR AH R L &R 2 chmod 474 . (HAS 6 19 & , 2 fd H i i
T x "R FTon H P RT A SO

il an , ZIRIEE R/ yy BRI TR & o A ANBR el B A Wiz
I A2 .
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[root@serverl yy]# chmod &= xw /yy/ *
%)
[root@serverl yy]# chmod 666 /yy/ *

A H & HAh 7 B 5%, W 270 f# -R (Recursive) Z 80k [F i1 B A SCF T
H SR AR .

I chmod 4y 2 b ] RUAE Bl SCA-ro R R ALBR

B an , i & /yy/file 3XAFHY SUTD AFR 19 778 -

[root@serverl yy]# dmod ut s /yy/file
[root@serverl yyl# 11

BEHE o

—TwWSrw-1w— . 1 root root 010 4 3 21:43 file

KRR RCBR A, 0T L SR B Feon . SUID.SGID Hl Sticky #CBR 451 4.2 F1 1. {8
chmod A2 15 & SCHACPR B, ] DL A 55 38 A PR 19 205 /i mmon b — 7 805 2k T R R R AR .
) 4an .

[root@serverl yy]# chmod 6664 /yy/file

[root@serverl yyl# 11/yy
EH&E o

— TWSIWSr-— . 1 root root 010 B 3 21:43 file

5. XM BESRBARK
EREMCCF R A & ] LI A chown 74, chown ag &&= U0 T .

chown I F P AR U1

H P A 2 n] U2 24 ARl n] DUE UID 5% GID. 224~ 3O 2Z 18] 25 4% o0 B
il b, Z A8/ yy/file XU PN A 1B O test TP a5 240 T

[root@serverl yy]# chown test /yy/file
[root@serverl yyl# 11
Bit 2

— I'wW— ITWSr—— 1 test root 22 11- 27 11:42 file

chown #5271 DL [RI BHE 2 SCAF g ir s & F @ i, . 7o Be
40 6/ yy/file ST T A Z F R HEB K test H P . ax 20 F .

[root@serverl yy]# chown test:test /yy/file

MR BB R A. T LUMEH R a4,

> T | <
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[root@serverl yy]# chown :test /yy/file

WO Ja 2 ] LA AT cherp #5% .

[root@serverl yy]# charp test /yy/file

5.2 EPusEE

£ Linux RGEHRN, b H — PR EHITHER X, a] PR A Disk Druid, RAID
FLVM 2 #1700 K. BRI ZAM, 7E Linux 24t P8 fdisk, cfdisk, parted 5543 X T.
H o AR LR E W wE 38 A SN

5.2.1 FHRAMEEIEITA

& BTt A S ERAL R, 2 RN LR RAMA, &GN E
o TRAEAE BEZIREBEACHENGEEF LTS,
HE SN

1. fdisk

fdisk #Z %53 X T. BHAE DOS, Windows il Linux F&A AN LN FHFEF . 1F Linux 25t
i, fdisk 2T BN a4, W [disk X8 & 17 0 X . 0] PLFE {disk 472 J5 i B 4% 2=
Gr KB RE SEVE S8, lan, X 58 3k SCST A £ 347 7 X $54E .

[root@serverl ~ [# fdisk /dev/sdb
Command (m for help) :

7t Command $& /5 J5 M AFHRN A 2 KR G T EERIE. A m 2 25 0 rf )
np 7 j-?. -3 Fﬁ‘k]\ ﬁj‘J% fdlSk Apg < l_'Ijﬁ &EUJHBG

#+z 5-3 fdisk iy £ ix T K H Ih gk

il 4 1% T o) e fiF & 16 T Jj HE
a VAR BE £ 5 B IX q AR E Y, B fdisk 74
d b B e £ 57 X t By X 2R
l 5 BT A SRR 0 IX 2R A u IE: 3R TN B g NN L R A
m 5t B A A W NS AR X3R4 5ER H
n B8 B o IX X 51| i R 2 1k
P B B B X 3R

T B T 9 22 2 70, FATT R B 45 0 XA, TR 1 3 0 o XS ), i g 2 HI 3

>l | <
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(1) 2R3 X

(2) M B& o % 43 IX.
F7E/dev/sda Fi#EAT4r X, d@ i JLASSE ) AT .
@O =17 fdisk,

@ BEFBENTITXRBER .

© i H] d #Bx X
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(3) Zx>)¥rig w81 IX

Bl w2 o XA Z2 R0 16 00 X D B 1 Primary/Extended/ Logical # £ 77 X #Y 878 45 2R
#AKAHE . B SEHs/ dev/sda 230 B B8 3 R 7 X B #E B S8 5 K OB

@ 1z17 fdisk F MR 21X .

[root@serverl ~ 1§ fdisk /dev/sda

Cammand (m for help) : d

Partition mmber (1-5): 4

Camand (m for help): d
Partition mmber (1-4): 3

Cameand (m for help): d
Partition mmber (1-4): 2

Camand (m for help): d

Selected partition 1
T RS UE T — A X E I RS 3 3% BUX A 1 84 X 1T I PR

@ St —A~ Primary 43X, H¥§ €N 4 543X,

Command (m for help): n

Command action /AR RIS, AR &8 /R extended/primary 73 X
e extended
p primary partition (1- 4)

p /¥ Primary 77 X

Partition mmber (1-4): 4 /MLER 45

First cylinder (1- 5005, default 1): J/HEEFR T Enter i

Using default value 1 / /A6 T T A 5 P B A

last cylinder or + size or + sizeM or + sizeK (1- 5005, default 5005): + 512M

#IXETREEER, Partition & T H nl B 2 MBS (cylinder) (HA [F & A8 K/DEAHE,
AL A 51" iE R G B it B R B R EE siaB IR RS B A AT BB IE M S T s1vB. W
EFR XN MANTXERMN : OEEMARES FEXZEACIHE#RE /2 XN O
+XMERFMAT KB KRN AERFEHACIFREES . Hp +5 MEXLFTERN, X HEF

Cameand (m for help) : p
Disk /dev/sda: 41.1 @B, 41174138880 bytes
255 heads, 63 sectors/track, 5005 cylinders

Units =cylinders of 16060 * 3512 = 8225280 bytes

Device Boot Start End Blocks Id System
/dev/sdad 1 63 506016 83 ILinux
+ R RA 4%, 135 RERA

@ ARzt — 41 X, XK B3 Extended 47X,

ST <
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Units =cylinders of 16065 * 512 = 8225280 bytes

Device Boot Start End Blocks Id Systam
/dev/sdal o4 5005 39696615 5  Extended
/dev/sdad 1 63 506016 83 Limx
/dev/sdad o4 313 2008093+ 83 Limx

FIXFERFET ca8 X HH FREEZESX TS XEMN 55K
Camend (m for help): g
#iX AU — 14 T LR T g BT

(4) 43 X321 2k
HKBARM ARG E R 8 — KA 1GB i X3 B iz XK {5 8 . /7 i
it /dev/sda A PR wE S, H ] DI 0 #

[root@server] ~ 1# fdisk /dev/sda

Command (m for help): n

First cylinder (2495- 2610, default 2495): //HEEFE T Enter 8

Using default value 2495

Iast cylinder or + size or + sizeM or + sizeK (249%5- 2610, default 2610): //E [ Enter §
Using default value 2610

Camand (m for help) : p

Disk /dev/sda: 21.4 @B, 21474836480 bytes

255 heads, 63 sectors/track, 2610 cylinders
Units =cylinders of 16065 * 512 = 8225280 bytes

Device Boot Start End Blocks Id Systeam

/dev/sdal  * 1 13 104391 83 Linux

/dexr/sda’? 14 274 2096482+ 83 Linux

/dev/sda3 275 535 2096482+ 82 Linux swap/Solaris
/dev/sdad 536 2610 16667437+ 5 Extended
/dev/sdab 536 1579 8385898+ 83 Linux

/dev/sdab 1580 2232 5245191 83 Linux

/dev/sda’7 2233 2363 1052226 83 Linux

/dev/sda8 2364 2494 1052226 83 Linux

/dexr/sdad 2495 2610 931738+ 83 Limx

Command (m for help): w
[root@serverl ~ ]# partprdbe /AERIEE X R

E«I AL BT ERAAEAREGL AR, WEFRBAE BREGA K,
R E B AT partprobe 4,

e ==
i E =

2. mkfs

X5, F =20 TAESE 2 & X RS, LT Windows Y& UAL6F &%, £F
B 3553 X 8 SO R GE 2 vh e X B A i A TR L T e B SO R G 2
WA X E R A B, 85 XF R G a2 2 mkfs, KT .

STw <
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nkfs [ZH1 XHFRSRE

mkfs i %% HBSEGEDN T,

o —t: FEEEQBMN M RG LKA,

o —c: BV XMRGHIE AR,

o -1 file: ML file s SR H I %, file SCIF— M2 H BE S IR B AG & FR Y 2 AR 19

o -V HiHE T X REMIFENE R

Bl bn 7€ /dev/sdbl | #E N ext3 KRB SO R G0, & 7 WK & 1 B R IF BoR Al E
B,

[root@server] ~ (#mkfs -t ext3 -V - ¢ /dev/adbl

3. fsck
fsck & FEZH FRAE ARG M IESMME . X Linux @ &H#HT1EE ., fsck a2 &
S /(1

fsck BRI XK RS

fsck 4 H M SEEEm W F

o t: HEXMFRGRTE TR/ ete/Istab P E A E XK Kernel A 5 B 3, WA T 3
I,

o -s: — P —PHIPAT fsck a2 FHHEITE A

o -A: Xf/etc/fstab CHFH T A T R4 KT R A

o -C: W/RTEMR AR,

o -d: FH fsck 41 debug 454,

o -P. fEFRIIHA-A EIN; . 2> fsck A — 1T .

o -a: WMRKAESLIER. W ANEE.

o -r: WMARKEAREIR MR ESER,

B 4n K A 43 IX /dev/sdbl FEBABER R AHERVWANEE, ;LS EIFW .

[root@serverl ~ |# fack — a /dew/sdbl
fsck 1.35 (26— Feb— 2004)
Jdev/sdbl: clean, 11/26104 files, 8966,/104388 blocks

4. df
df fr 2 KA F RG2S B 5 FHER . T AR Zar 2k kB S S 1T
& /25 A, HETiA A 202 s B0 0] LR Z 6 2 3018 X RS i HE R A & .
df ap 2R F -

df [Z¥pEm ]
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fap 21 WS HEGETIF .,
ﬂ=ﬂm%ﬁi#%%mmﬁ@mﬁﬁAM%M$Wi#%%4wmmiﬁ%%o
k. Lk FA AR,

e i BRI AEGR,

-t: s & 48 e S B SO R e 4 =S el G O

-x s B AN B — 48 0 R SO R G0 A S ) ARG A (5 e ETAH B

-T: BoR X RGEAH,

15 4n . 5 Hy & SO R Gy o S O .

[root@server]l ~ |#df

Filesystem  1K-blocks  Used Ivailable  Use®  Mounted cn
/dev/sda3 5842664 2550216 2995648 463 /
/dev/sdal 93307 8564 79926 10% /oot
none 63104 0 63104 0% /dev/shm

F & SO R GE R 11 s S O

[roctlserverl ~ |#df —ia

Filesystem Inodes TUs=d IFre= TUse% Mounted on

/dev/sda3 743360 130021 613339 18% /

none 0 0 0 - /proc

usbfs 0 0 0 - /proc/bus/usb
/dev/sdal 24096 34 24062 1% /boot

none 15776 1 15775 1% /dev/shm

nfsd 0 0 0 - /proc/fs/nfsd

P S RGN EY

[root@serverl ~ |#df -T

Filesystem Type 1K-blocks Used Available Uses Mounted on
J/dev/sda3 ext3 5842664 2550216 2995648 46% /
Jdev/sdal ext3 93307 8564 79926 10% /oot
none tpfs £3104 0 63104 0% /devr/shm
5. du

u i T R A BB B EHEL., Za B R e afEE R NG - T HESE
Hﬁ:ﬁtﬁﬂﬁiﬁzﬁiﬁiﬁﬁﬁ B, duan @WHEWT

dn BEET] ame—- ]

u iy 2 S EEET A E

* -s: XRAS name ZHCH 45 o T RBE S B8K

o —a: BHE/REEHRPE XU TFHFEP & CH S IR

o -b. LLFEAT N B H) Y #E B2 8 AR & (Advanced Server 4. 0 FERIALL KB 4
AL,

> | <

e
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« -k: DA 10248 Sy 8750 H g 4% =S 8] i H S O

* -c: EGIHEME PRI (RERIANE) .

o -l ST SOUE R/ AR R SO E TR

o x: BRidEAR SRS B H R AT ST

@i hn, LA B 0t e A SCPE R H S g S B) R AL, Ak

[root@server]l ~ |#da —ab

6. mount 5 umount

(1) mount

TERERE N I U RG22 G AT EOH @ W S R G HRBN RS E AR X
A FRFR A HER . SO R G P HE AR B 1 H SRR A H S (mount point) . Linux % 48 4 $2 4t
T /mnt fl/media DL TFER S, —MBN S HEREANIZE—1TZFHR. &0 H R R
K W SO K B R e bee . 8 E KOG & 2B/ media/cdrom (8 /mnt/ cdrom) H, H X i 1
A5 A 44 8 /dev/edrom.,

MHFRGEMHBETDERSG | B AshHEER . W D Fah . FIhFER R
4t HE B A 4 & mount, XA B IEAE AT

mount 72 M H WS EEEm I

-t fEEEHEN RGN AR,

v WSRO ARE SO 2R SO R G, n] DA HH izt 1 D) s B s HE 2

~w: IS XSRS

o —a. H#H /etc/fstab X ICFEIIIXE,

B REGEA N ext3 YL 43X /dev/sda2 F:2 B /media/sda2 H 3 F . o] LLf#E FH L

NN TTRC

[root@serverl ~ J#mount -t ext3 /dev/sda2 /media/sda2

HBOLRF/media/cdrom H R (ZH FIRATEC R L TR Folan 4.
[root@serverl ~ J#mount - t 1309660 /dev/cdram /media/cdram

{1 A a4t nT L SE OGS HE L.

[root@server]l ~ |#mount /desvr/odram /media/odran

il % .4 B mount /dev/cdrom ¢4 HE KL HL G, £/ media B F T LA
g cdrom T B 3£, 124 R A+ B 09 8 3K % %) & AL, B B /media B 3£ T A cdrecorder
s & THAX®MARZ cdrom F Bk, #AREAEKI /media/cdrecorder B X T,

o T ] <
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(2) umount
S FR Gl DL FEE A n] DL 2R . EIE SO R AN 4 J& umount., umount fif 2 1Y
k.

mont WA HH A

{5 an , EIEOEEE AT DLAE R a0 ka4
[root@serverl ~ ]# umount /dev/cdram /media/cdran
i

[root@serverl ~ 1# unount /dev/odram

i

[roct@server]l ~ 1# unount /media/cdran

E’T BB R A B R IR B A

e ==
I E =

7. XEGERENBHEH

R E ST BRI HL A S HE B R Ge . a] DLl i 9 48/ ete/fstab SCHF RS2, fE
[ete/fstab FHNH T 5| G REMNTHEFHER XM RGE . UL XHFRGEHRBNEH S, &
GAET| i R 2L ete/fstab SCPF  FFAR P52 SCIF 1 BB S BOEE BN X RS L
& —A> fstab UAFRI N ZE,

[root@serverl ~ |# cat /etc/fstab
# This file is edited by fstab- sync — see 'man fstab- sync' for details

IAPET~ / / ext3 defaults 11
TABETL~ /boot /oot ext3 defaults 12
none /dev/pts devpts gid= 5,mode= 620 00
none Jdesz/shm tmpfs  defaults 00
none Jproc proc defaults 00
none /sys sysfs  defaults 00
IABFT~ SWAP- sda? swap SWep defaults 00
Jdev/sdb?2 /media/sdo? ext3 ™, grpquota, usrquota 00
Jdev/hdc /media/cdran  auto pamconsole, exec, noauto,managed 0 0
Jdesw/£d0 /media/floopy  auto pamconsole, exec, noauto,managed 0 0

Jete/fstab XM B —ITIVER 1 XHRE . BT XAF 6 5 ,iX 6 FIMHNEW T .

YHUZ
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fs spec fs file fs vistype fs mntops fs freq fs passno

DL EARERBARS L,

o f{s_spec: $FEHEH I & /.

o fs_file: XMFRGEMHEE AL,

o fs_vistype: X RGEM,

* fs_mntops: FEEGETN 1L # 45 mount a4 I HL g Aol 2% . & e T 2 (6] A2 5 BR OF .

* fs_freq: M dump FEJFIRE X RGER BT EFN 0 RRAEDH 1 Rmsh.

* fs_passno: Hi fsck &7 g 5| 5 0 2 5K 2 f 8 RS & O iE o] AR 0.1.2,

) 4n o n SR SE B AR OF AL B 30K SO R G 2R B R viat 1943 1X /dev/sdb3 #: 2K 3]/ media/
sdb3 HE I, T ZAE /ete/Istab XA H I N —47. EH BN ILE./dev/sdb3 FhiE
HzhHEH T .

Jdev/s3 /media/sdb3 viat defaults 0 O

5.2.2 Linux A AJE RAID

RAID(Redundant Array of Inexpensive Disks, Jf 37 # £ TC4& 5 H T % 2 1~ BEh 19
INEU R B AR B A% A T B — SRR RS, LU R AR R R RE PN A B DI RE . RAID 1] 43 3K RAID
FIEE RATD., %K RATD J& 38 o 4k /4 50 B0 2 B il £ 704310 6 RATD — 23l i RATD 2k 5%
B RAID (9, %X RAID [g & i 58, 8 H Eb 8 R 06 L X /N b e DA 2 ok — B e 4 8 4
ff RAID fE4 G 7 i BA — e u e (AAETEE T b3 K,

RAID fE A S HREMNFE RS . 455 THORE) Z M H . RAID 995 RAID
SRR B ME. CERET 6 . /52 0.1.2.3.4.5, HigEasHE 0.1.3.5
X 4 ~H ),

RAID 0 2 Z A& H R — T KRMW#EE. ARAFICHR. R IFT 1O, 8 s,
RAID 0 AR R XA, A7 BEE I HORE 250308 450 122 8 10 S ZOR #4847 43 B, ] I RE 53X 26 %%
P E AN AT . BT RAID 0 A ICRIIEE . A2 — 4> #E & Coy 3D 15 358, W B A 79 2K
i #05 JC A

RAID 1 488 45 B4 5 o i 58 4843 A0 8] 9 B 4. B oM B, 44T — ®% 49 4 5t b PRl s
i 7] LA B8 a9 B s KA . N2 = RGP A5 RE J1 o X Bcls AR AT R 23 B )m
HirtERm . Bl RAID 1 AR & TG el B insg T R ny o] S . H Bk G 2 iF
A HRAL, R 50%,

RAID 3 FERUEHE 9 3 A RAID 0. RAID 1 A[E,RAID 3 PL—/NH8 £ 77 508 19 &7
R IG A B ) 2y BEAF i T H AWM & . 18 RAID 0 —FELLIEAT I 07 Xk A7 8 HE
B R A RAID 0 B, A0 SRAE £ (DO 0K . B0 IR B S 4B n] . RAID #20 R 4¢
SRERRENEIERBAERSTEERE R, A, R RE &I IR,
BRI, MM R SR AP RIERARARARERNZT 2. H 2

> [ | <
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MR R TRKAERS N n— 1 HEEREG, FRD .

RAID 5 [a] [ 51 o 14 i £ 5 a0 - 2 40 15 50 K0 77 i AE B 5 b 9 &8 A i 8 b e vp 3
HERE A . RAID 5 52 DUEE B9 AR 3 A2 ok ORIk 2 4E 2 2 1Y B B A 52 DL B B 4% R A7 TR
R R AP - € R S VA I oy < O U 0 O+ = A 11 I T L 71 87 N
AT DAAR $8 FLAd B 6 b AR e A ok FE B i R Bdis . MR AR n—1,

Red Hat Enterprise Linux 7. 4 $#24 7 XT 4t RAID ¥ R £ FF. 7F Linux &%+, 0] LA
fi | mdadm T B &8 fI9# RAID %% .

1. SLIER RAID Bt Fn &

it VMware BEHUAHLAY“ 9 B 7—“ 5 N7 —“ 8 & 7—“ SCST #f £ 745 2 U5 I — P SCST £
. . ERHPITEIE SR T —8 M &/ dev/sda, Jr L i) 88 & 52 /dev/sdb, £l &
WY R X R Y o XX a4 B4 X, BARE RZRInF .

s FNEHIT X K/NHN 1024MBL 43 X2 id A {d(Linux raid autodetect) ,

« FIH 4 KA RAID 5.

o 1 X E N & G & (spare disk) « X~ 85 % 25 19 R /N5 HoAth RAID Fr 75 3 [X

—F K.
o Bk RAID 5 2 B4 #]/mnt/raid HE T,

2. Bl 4 PMREESKX
i fdisk #5281 & 4 G5 X /dev/sdb5 . /dev/sdb6 ., /dev/sdb7./dev/sdb8. 3 1%

B X2/ id A fd(Linux raid autodetect), 73Xt FE M50 T .

[root@localhost ~ # fdisk /dev/sdb
The mumber of cylinders for this disk is set to 26l0.
There is nothing wrong with that, but this is larger than 1024,
and could in certain sehps cause problems with:
1) softtware that nmns at oot time (e.g., old versions of LIIO)
2) booting and partitioning software fram other OSs

(e.g., DOS FDISK, 0S/2 FDISK)

Camand (m for help) : n AR & X
Command action
e extended
p primary partition(1- 4)
e # A B RE A A K 2R R e (extended), BT B 4 X
Partition mmber (1-4): 1  #¥ BAHXHAKX5H 1, B4 X H /dev/sdol
First cylinder (1- 2610, default 1): IR R 1
Using default value 1
Iast cylinder or + size or +sizeM or + sizeK (- 2610, default 2610): +124M # A KA 108

Comand (m for help) : n FmAE SZEUMESX M TRZHESX, FTUEKSRE S5
Cammand action
1 logical (5 or over)

o[ <
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P primary partition (1-4)
1 P F R 1R RAUEY B XEE S X
First cylinder (1- 1246, default 1): FRIGHEAE R 1,3% Enter SEXERIA(H
Using defanlt value 1
5 — B X /dev/sds, BB N 10248
last cylinder or + size or +sizeM or + sizeK (1- 1246, default 124¢) : + 1024M
Cameand (m for help): n R BIE 1B K E BB X B /dev/sdb6
Command action
1 Jlogical (5 or over)
p primary partition (1-4)
1 R 1 BERFHRUEY BAAXNE -1~ EE AKX
First cylinder (126- 1246, default 126): IR LA 126,#% Enter BEEUER A (H
Using default value 126
last cylinder or + size or +sizeM or + sizeK (126- 1246, default 1246) : + 1024M
# R KRR BT SE 3~ 5 BB R 7 X /dev/sdoT, /dev/sdb8, /dev/sdod, A 8w B 2 it 72

Cammand (m for help) : t $EMOE R X 4 X 2R id
Partition mmber (1-9): 5 # M dev/sdbs M) X 25 A ig
Hex code (type L to list codes): fd $ M XA idh £d

Changed system type of partition 5 to fd (Linux raid autodstect)

RN 3~ 5B BN X /dev/sdo6- 9B 4 X 2R id A fd, T A #E
Camand (m for help) : p #3043 L h e W 4 4 X

Disk /dev/sdb: 21.4 GB, 21474836480 bytes

255 heads, 63 sectors/track, 2610 cylinders
Units =cylinders of 16065 * 512 = 8225280 bytes

Device Boot Start End Blocks Id System

/dev/sdbl 1 1246 10008463+ 5 Fxtended

Jdexr/sdb5 1 125 100399%  fd Linux raid autodetect
Jdexr/sdb6 126 250 1004031  fd Limux raid autodetect
/dev/sdbT 251 375 1004031  fd Linx raid autodetect
Jdexr/sdb8 376 500 1004031 = fd Limux raid autodetect
/dexr/sdb9 501 625 1004031  fd Linux raid autodetect
Camrand (m for help) : w R

The partition table has been altered!
Calling 1octl () to re— read partition table.

WARNING: Re— reading the partition table failed with error 16: B £ 5% ¥ IR 1T .
The kernel still uses the old table.

The new table will be used at the next reboot.

Syncing disks.

[root@localhost ~ 1# partprabe  NEJH RS, 58 w5 X AR 4

STw <



3. {# H mdadm f]Z RAID
BT m R .

FiR a4 e RAID 444 R/ dev/md0, 25k 5.8 H 4 A~ & #57 RAID, %5 & —
N . BT AR A, g e TR R B SR 4 X SR B SO 44 T DL ARG A 91
/dev/sdb; W] LIJERERE E A4 X, Bl 4n/dev/sdbl Z 26, AN, i 65 8 SO 4 1 S Kb 7
2T —raid-devices 5--spare-devices I, W H . /dev/sdb{5,6,7,8,9} & —Fp
a5 . o /dev/sdb9 A2 H .

4. BEESH RAID 5 WEEKER
R A R (1

_134
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5. XL 5=FEEFEH RAID
AT .

[root@localhost ~ [#mkfs -t extd /dew/md0
# /dev/md0 E R 3% B Wi Ak

[root@localhost ~ |#mkdir /mnt/raid

[root@localhost ~ [#mount  /dew/md0  /mt/raid

[root@localhost ~ 1#df

XHERG K- B e H Al A 2 s A

/dev/sdaZ 2030768 477232 1448712 25% /
/dev/sda8 1019208 LTI2 873828 105 /var
/dev/sda’l 1019208 34724 931876 4% [
/dev/sda6 508079 2563724 2254816 4% Jjusr
/dev/sdadb 8123168 449792 7254084 6% /hcme
/dev/sdal 101086 11424 84443 125 /oot
tmpfs 517572 0 217572 0% /dexr/shm
/dev/scd0 2948686 2948686 0 100% /media/RHEL 5.4 1386 IVD
/denr/md0 2964376 70024 2743768 3R /imnt/raid
5.2.3 LVM

L.VM(Logical Volume Manager, # & &4 Bl g0 i 0 HHAE IBM AIX &4 . B/ T E4E
FH R B 285 3 B 8 DX B B B 53 DX /N I HoAT LAk 22940 DX el ) BRAE 384 Oy — > 3%
BEOHS T — 12868 k. XA AT L RE R XA R 225 R IE

Fan . A — 108 /dev/hda X537 T 3 1~ F 437X A /dev/hdal ./dev/hda2,/dev/hda3, 4
X N FE 3 S 52 /oot / Hl /home, BRILZ H)  ib A — s B2 B A X 7. FEHER R4
P38 2, 2R /home 43 XS HIAGE T B 2007 125809 T 2 76 AR 43 19 25 (8] o 31—
oKL HFF] /home T LI HAE hda3 B AE B BX 50 X E . 808 83X 4B K4
HF 7 HEHE S E RIS TE/home T O B BERE R BEFE BN X T HE R A . X PR T LD
AL M IR % T /dev/hda3, I H W SR J5 1 19 57 X 25 7 /0 T hda3 B g A G955 5
TR RO A B R R HERCRR B, A LVM AT DLAR G M fi 2R GX A ) R
LVM IFARE T AT LIS B R BEEZHBEH S T 128 0 KO MmE & /DN, Wil
/dev/hda3 T E—1 LVM Z3 5 X, i /dev/rootvg/1v3 AP 4 1v3 28 3 B UK, X FE
SRR T IS ERIFBENFE, HRAHEERECREN LVM XX H.0F H R ZE 3 B 45K
(1 4 28 % N ) IR S R R

1. LVM B E A&

(1) PV(Physical Volume, ¥ ¥ )

VIFEALT LVM R )E, il LR BV 8 ] L2 & rp iy o X,

(2) VG(Volume Group.$#4)

VG i LIE WO B e i 2 PV 2 B PV VA, M EHAPEDE
WG PV ESHE L Z )5 ] LB A PV B354

> [z | <
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(3) LV(Logical Volume.# &)

LV M5 TR XK /dev/hdaX, ZEERIAEGHZ E.E&H IR 7B = 8 A] P
AT &8N ERE 2R EE VRSN R4/ N=EE, RETHEZNEEE]
Vg T Rl—1E4H melLls T AR Z1E4H.

(4) PE(Physical Extent, %7 3 [X 1))

) 2R X 3l 1y B v orT T S Y S /N4 B oG L 4 3 DK SRR RN T AR s S PR A L AR
HAL PG R E . W3 IO /N — B E R AN RE BT Bk, [R5 4H Y B A A B G 1Y )
XK/ PRE—-FH, Y24 PVAR 1 VG E,LVM &1EfFA PV F#ZELE 1 sh
fE B84 PV V) — By 25 8], X — R A = Bl 5L PR O PE. % 2 4MB,

(5) LE(Logical Extent.% 35 [X i} )

FHE X R B ST T 0 BE Y s/ ME AR LG, 2 8B IR KON EGR T 4R G T A
AT P XON, LE (R0 PE (FFRGER 8 1 1.,

(6) VGDA(Volume Group Descriptor Area. %5 2H 3 i X 35)

VGDA e THANYHET N THAZYHER G WHENEEH GHTHEHE
& NG0B G i B IX ) 3 BE SR A R B B A A XU 7E 8/ pyereate Ay 2 B L)
G B,

LVM #4738 58 36 (19 B HE R, B @0 ¥ 2 pv—vg—lv, Wit 2k, §etl @& — 1 YHE
OWf D — A~ FRAE B 7 X el — T B 8D AR R B X B K F I A 3 — 1S 4H
(LY T—1TZ2R EPRES . BEXNRESZ EW 00X (R EMaX, i E2E
&) e it v ZEER LR 8] DUR e — 80 0 KR FE AR B R 3
b TR XA BRG] e sh B, B, o] DL — A~ K97 1 59 3 K Ok 1
ORI F . IR S T — K R S BB £ B, R AN 2 T A
PV, SRJ5JEH A i R 2L PV HF 7 — S . 3K L3 IR 45X 88 PV Y & w2 — D H 0 &
B WHUE VG, B, VIELX B s ts VG, VIR pg /MRS s /E LV,

g /boot B34 K R T % LVM, B % GRUB # LILO 3| %4 /& 5 & 4 i%
5 LVM.,

29 ==
i E :Et

2. YEE EAMBEENET

B RGEF I T — B &/ dev/sdb, I LLTE/dev/sdb |- 6 & & & ] 1 4% ¥y B
& EHMERENE Y., GEEEVLARS P RFTHEIn—H 0 4 /dev/sdb.)

P FR AT DL RN AR S L ] DI AR X P, INfER A T
Yy PG W AR A8 5 b 8 3 AT o] 43 X5 A feff FH B 4% 43 IX a2 5 W B L DU =5 S % B 4
T XIFEEIZS X A LVM 288, H2ER 1D o 0x8e,

(1) #3 LVM KB X

FIH fdisk 54 7£ /dev/sdb F# LVM BB X BBFUENT .

[root@server] ~ 1# fdisk /dev/sdb
/MER n Fan Sl ES X
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Cormmeand (m for help): n
Camand action
e extended
p primary partition (1-4)
p / /8 3 5 X
Partition mumber (1-4): 1
First cylinder (1-130, default 1):
Using default value 1
Iast cylinder or + size or + sizeM or + sizeK (1- 30, default 30): + 100M
/AR S KRR
Cameand (m for help) : p
Disk /dev/sdb: 1073 MB, 1073741824 bytes
255 heads, 63 sectors/track, 130 cylinders
Units =cylinders of 16065 * 512 = 8225280 bytes
Device Boot Start End Blocks Id System

Jdesy/adbl 1 13 104391 83 ILamx
Jdev/sdb? 31 ol 240975 83 ILimmx
JMEH cp S B X AR

Camand (m for help): €t

Partition mumber (1-4): 1

Hex code (type L to list codes): 8e  //i B X KAl Al
Changed system type of partition 1 to 8e (Limmx ILVM)

/MER whig SRR 2 X B B, OFB Y fdisk A4

Cormmand (m for help): w

A RIFE Y 7 i) 2 LVM K# 1943 X /dev/sdb3 Hil/dev/sdbd .

(2) B Y&

FIH pvereate a2 ] PIAEC 8 B4 70 X EE LY H G, Y36 5 8 8 7 78 Py PELAE
3ol 8 By X E L P DA B 0 8 SCR O &R G b BRI W 48 0 X B8 SUIF I 2 PR

//fEEF prcreate fir 2 A B 1) # 5
[root@server]l ~ [# pvcreate /dev/sdol

Fhysical volume "/dev/sdbl" successfully created
//f#  pedisplay fir 4 7~ 48 %€ 9 B4 1) J8
[root@serverl ~ [# pvdisplay /dev/sdbl

{5 FH R FE 09 7 B 8857 /dev/sdb3 Fil/dev/sdb4 .

(3) @ Ed

TEQ Y ES . vecreate tn 2 @BV EH, EHRE XM /dev BR T 5%
HFE A EHRER ZEHT WA ZRIESE G R T EZE R EHH FR_EEMEH
vgcreate g 2 H AT RANT G EHN ., AP LAE 2N YHE WL HE - 1Y g,

/ME vgcreate fif & Bl B H vg0
[root@serverl ~ [# vgcreate vg0 /dev/sdbl
Volume group "wgl" successfully created

/MEM vodisplay i @ EE vg0 {7 B
[rooct@serverl ~ ]# vgdisplay vg0

> <
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Hrp,vg0 MEBZV W EHAIRK., XEM PE B HEAR AMB, 2 7% 23K, 7] LA
{di -1 %55 H 2 — B E LG AR Tk PE (8. 8 RFE ) 77 8 2 vgl Hl ve?2,

(4) B FEE

B HE 0 LI#E H lvereate in S EE A WEH Fadt v B E, PRER S
N FHRAEEHMHFZP 2 3R vereate i 2 B 2 B ER Q&1 .

/ME vcreate iy 21 B B A
[root@serverl ~ ]# lvcreate =L 2(M —n 1v0 vg0
Iogical volure "1v0" created

/M 1vdisplay 4 B8 B E A 0 1915 B
[root@serverl ~ [# lvdisplay /dev/vg0/1v0

Horp,-L kI ] T ix B RGN -n I {48 2 & 85 1 24 PS4 19 24 K

3. LVM BEEHNEE

(1) 58 hn3r iy 45 2 & 4

MBHFEA IR 5 [ 40 BC 45 2 fr 4, vl DL 45 36 4038 n ) 30 4 09 7 25 2k 15 I &
HEZSHE, HEFEWE., FRG2 59 /dev/sdb2 245 LVM 2681, 1fif H 2640k PV,

[root@serverl ~ [# vgextend vg0 /dev/sdo2
Volure group "vgO" successfully extended

(2) ZEREHEENNSHE

I ARG 2 [ A BB L E R B, ] LRI lvextend a5 4 845 41 v 19 25 1A 25 (8] 43 fiC 3]
ZEBREUT REZBRENE R, HEBEBEMNE W R KK, 7] LU lvreduce fiy 2 il 2>
EHE R A,

/MER Wvextend iF 23 INERE R &
[root@serverl ~ |# Ivextend - L + 1M /dev/vg0/1v0
Rounding up size to full physical extent 12.00 MB
Extending logical volure 1v0 to 32.00 MB
Logical volure 1wl successfully resized
/MEH lvreduce fif 2BV 2R B A B
[root@serverl ~ ]# lvreduce - L - 1M /dev/vg0/1v0
Founding up size to full physical extent 8.00 MB
WARNING: Reducing active logical volure to 24.00 MB
THIS MAY DESTROY YOUR DATA (filesystem etc.)
Do you really want to reduce 1Iv0 [y/n]: y
Reducing logical volure 1v0 to 24.00 MB
Iogical volure 1vl successfully resized

(3) WBrZ G EH Wy B8 U B85 J5 0y >k 2847 M Bs)
JMEH Ivremove fiy 2 M B 12 18 &
[root@serverl ~ ]# lvremove /dev/vg0/1v0

Do you really want to remove active logical volume "1v0" [y/n]: y
ILogical volurme "1v0" successfully removed

STw<
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//M# F voremove fiy 4> i B % 4H

[root@serverl ~ ]# vgremove vg0
Volure group "vgO" successfully removed
/ME prenove fir 2 1 B 9 2 46
[root@server]l ~ [# pvremove /dev/sdbl
Labels on physical volure "/dev/sdbl" successfully wiped

4. YL EHMBEBEENKRE
(1) Y5 R

[root@serverl ~ ]# pvscan
BV /dev/sdod Ve wvg2 1vm2 [624.00 MB / 624.00 MB free]
BV /dev/sdo3 VGwvgl 1wvmZ [100.00 MB / 88.00 MB free]
BV /dev/sdbl VG vgd lvm2 [232.00 MB / 232.00 MB free]
BV /dev/sdo?2 VG vg0 1wvm2 [184.00 MB / 184.00 MB free]
Total: 4 [1.11 GB] / inuse: 4 [1.11 B] / in no Viz: 0 [0]

(2) GHWRE

[root@serverl ~ ]# vgscan
Feading all physical volumes. This may take a while...
Found volure group "vg2" using metadata type lvm2
Found volure group "vgl" using metadata type lvm2
Found volure group "vg0" using metadata type lvm2

(3) ZHREN A

[root@serverl ~ ]# lvscan
ACTTVE '/dev/vgl/1v3' [12.00 MB] inherit
ACTTVE '/dev/vg0/1v0" [24.00 MB] inherit

5.3 EPRELEEACH

Linux 2 — P2 H P WEAE RS, o8 T b7 b5 A P st B o G 22 i i 8525 8], ] LA
i 1 1 B B (disk quota) DHREBR &l FH P AN B X 4 & S M . 7E Linux &4 nl LU
i T ZR 5N BORI G 255k DBk FIR il FH P 1 2E 0T i 8% 2= ] 445

o FRGIH P AR RG] S5 Gnode) 245 FR§I P FI2H 7T DLBY 2 1Y SO 80

o PRI PR 2H /9 i B3R X L (block) J2& 45 FR & P M2 ml DLGE o i B 45 i .

W RGN G RLEC AR AR AT DL R 4 PR

(1) J& 3 R 58 1 W £ e 81 (quota) THHE

(2) B 2wt 2% I 3 S A

(3) 5% E P A B i o 45 I 7

(4) Ja oh g 3% R & T fE

STw <
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5.3.1

1.

E|

= ==
i =

2.

fE&Z % 53 (CentOS 7.4 & RHEL 7.4)

MERBIZENIITSES

AXEZYNHWHEEK

HKS . 5 4 6 T.019 K S 4> 5 & myquotal, myquota2 , myquota3 ., myquotad Fl
myquota5,5 /> FH F 1Y % 5% &R 2 password, H X 5 4~ H 7B J& 19 9 &4 B 20 &0 &
myquotagrp, HAF Ik -5 & 1 ) f H B A A .

A5 i g B PR AAE . 5 1 P ERRE 8 HUS 300MB 1y % & 18 H 4 (hard) , U2
AT ER& ., tesh, HEA R L 250MB., 517 DUE .

HHWRS . h TR B mdA HALH P A7 B BR # myquotagrp X MEFAH R Z
IYEEMEH 1GB A&, Wt 2. I8 myquotal . myquota2 Fl myquota3 & H T
280MB 11 245 1t . IR 4 HoAl ¥ 1 H] F fie 2 HBE A ] 160MB(1000MB — 280MB X 3) 1y
WEEL A . XU A S A R 38 i 2 7= AR ROR .

B FRAF B g PR . A 2284 & e 0L soft FREMEZ 5 BB ILREWE A 14 K9 5a R
i 1] .

A P 84 /home o 50 52 Ik 55 4 K, 5F B XA & 402 extd,

{8 A B A 22 7w £2 B & SC)I| P 35 RO ER 3R

Hl K S B, A 5 IS B I A ] RIAS ) 8 3R B

[root@serverl ~ 1# vim addacoount.sh
# ! /bin/bash
# {5 FT D A4S >fe s T S 56 W 43 G 0 BT T RO 3R

groupadd myquotagrp
for username in myquotal myquotaZ myquotas myquotad myquotad

do

useradd -g myquotagrp S username
echo "password"|passwd —- stdin S username

done

[root@serverl ~ |# sh addaccount.sh

5.3.2

1.

5K it R4 £ L &
B RG I BLEN

(D) X RGEAF
LA R ECR, DA S RGN SR, R & T B S A B B
Bl B 2 4% T R J2 28 3 X R BRI S . Aot i T RESRE EC B OUE X A SO R S

K17

AL B L SE R A — 1 /home J& 5 & M 37 A9 SCHF RS0 X W EAE A df e

> a0 | <
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[root@server] ~ [#df -h /hane

XHRGE #FR CH "H BHs HEA

/dev/sda3 7.5 3MB 71.5B 1% /hare  //Bf5E EHLH) /hare ST T AY
[root@serverl ~ ]#mount | grep hame

/devv/sda3 on /hare type ext4 (rw, relatime, seclabel,data= ordered)

M ETH B R F . X 5 E WL/ home B 5 52 h 57 19 SO R GE . B a] DL 4 R
/dev/hda3. AR FRGLHY/ home AZM 7 1 3CAF F G0, BB 4 Al GE 5 2 51 X AR H 5% (/) #4771
W At ABYWAERE R R EWEZECH ., AT VFAT XA RS H A ZFF Linux #
FAC % 2 e . B DL Z ) mount 45 4 £ i) — F/home B U &R 48 & 4, 2R 2 ext2
/ext3/extd/xfs, W 32 5 3% He 40

(2) G2 H R A A A YO L A il 3t w5 i %0, I8 2 ] LLGE LA R 59 07 00k F 3 A
Xof 1 % O A0 ) S K

[root@server] ~ ]#mount - o remount, usrquota, grpquota /hame
[root@serverl ~ [# mount | grep hane

J/dev/sda3 on /hare type ext4d (rw, relatime, seclabel, quota, usrquota, grpquota,
data= ordered)

//E FBRTE T vsrquota fl grpquota, E B E %

(3) HIHER.
FEHHM I FIREHFEEH RGNS L FRGS AR &S,

[root@serverl ~ 1#vim /etc/fstab

Jdev/sda3 /hare ext4 defaults,usrquota,grpquota 1 2

/AR IR R AB VI H R, EATE TR AF B E cefalt FE NN EFNS3
[rooct@server]l ~ [#umount /hame

[root@serverl ~ [# mount | grep hare

[root@server]l ~ J#mount -a

[root@serverl ~ # mount | grep hare

/dev/sda3 on /hare type ext4 (rw, relatime, seclabel, quota, usrquota, grpquota,
data= ordered)

RS B 5E / ete/fstab 5 . 55 ZWK — &, & KRR W U RAEE, AN
XA A IR B R & OCE S 2L O . S Vim REBEL H Y Vim 2
AT A RS .

2. BMEBERAMIZXIH

H AR B T BN X RETEBIEHE FE WA N XS B
L, A X SRR ISR E R RGN &R ZE B %, AR E R X EEHE K-S
(ol BF4D PR e L ERE S & . A Q@@ ® X AEw EE, o] DI
quotacheck 2> $ 4 S AF 22 58 H 2 37 W £ e 50 1 i 5% S0

HIZAT quotacheck A4 I o R G0 23 #HLO IR I A A9 10 5% S0 BT DL 23 77 AR — BB R (R B
5. R e A ] A AE (o FH g 2 BE & g, m] DL s i) 35 8 $01T quotacheck 4 2 Y AH K
SAE(-mfD) . 5 I BAT B4 5 0T LUEE DL A 36 10 D) RE .

STwI<
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F R E AR T RT E R A CHERMN RS

[root@server]l ~ |# quotacheck - avug — mf

quotacheck: Scanning /dev/sda5 [/hame] quotacheck: Cannot stat old user quota file: A I H F
quotacheck: Cannot stat old group quota file: BAIRA S B x

quotacheck: Cannot stat old user quota file: %A B4~ 4% H #

quotacheck: Cannot stat old group quota file: ‘A HE B F

A RIS RS, HAE A FF ] 530

[root@server]l ~ ]#11 -d /hane/a*

—W—————— 1 root root 7168 02- 25 20:26 /hare/aquota.group

B S 1 Toot root 7168 02- 25 20:26 /hame/aquota.user  #1i03% X/ E 28T

SR SRR SR T . T T 2 IR P S f R T A S A
#H O EE SCE IR SR8 SO SO IF iz oS & — EJ 2 3 X & O X /home X A
ARG AATEAE R L IRAEW S R S M &, T LS R A & B A S, R DL E
V[ aquota. user,aquota. group, it/ quotacheck #5 % . N E T3 %48 .

3. MERHNE . <XASRFEERE

FEGwE B E X2 R M E R B 1. 8 sh ) AR 5, A
quotaon A4« WA Z K . 8k quotaoff Ay 4>,

(1) quotaon: J& Bl £ BL & /Y e 55 .

[root@serverl ~ # quotaon [~ avug]
[root@serverl ~ 1# quotaon [-wvug] [/mount point]

quotaon fif 2 &I 5 SR AWK .

o —a: W4/ etc/mtab WIS RGE R E R I A LR EL B &, A IN-a, W5 1 80 7
FN R E IR X R B

o -v: WRE SRR .

o —u. FXHE HE B sh i & Bl % (aquota. user)

o -g. ¥ XTBEAH J5 sh 4 &0 % Caquota. group) .

# BT &3 3 user/group 19 7% £ BC A, BT LAGE A T 1 B i 1% B AT

[root@serverl ~ [# quotaon - auvg
Jdev/sda3 [/hare]: group quotas turmed on
J/dev/sda3 [/hare]: user quotas turned on

quotaon -auvg i X JLF RS — KBS RGN A FE, HATFTREHEI RS
I R Gi /ete/re. d/re. sysinit X PHI LIRS 2 B3l F ik ixdg 2. B HZE X IR 5E
@il AT — K BRAT , R RERANTE 2 A AT IS 3 W £ B A

(2) quotaoff: & A ff £ B &1 19 Ak %5

TEFAT e A IR RAE T A Z G iZ IR 55

(3) edquota: S /BEAHM PR {E S T PR A E] .

O Hik A myquotal 1 PR %5 & B AR B Bos a0k .

> a2 | <
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[root@serverl ~ [# edquota - u myquotal

Disk quotas for user myquotal (uid 500) :

Filesystem blocks soft hard inodes soft hard
/dev/sdad o4 0 0 8 0 0

@ *4 soft/hard A 0 i, ¥R ARG AR B, KIEFRATHTER T Z135E 102 blocks
1 soft/hard. £ T inode W ANE LT P,

Disk quotas for user myquotal (uid 1001) :
Filesystem blocks  soft hard 1inocdes soft hard

/dev/sda3 28 250000 300000 7 0 0
& £ edquota 9B T+ P, H—ITRERF ITANMNFERALTAT,FREZHT]
=0 s
7

@ HoAth 5 AP € mT DLEAT g A 150 % 19 52 1

# K myquotal #Y PR il 6 &2 %l 45 HoAl 4 kS

[root@serverl ~ [# edquota - p myquotal - u mycuota2
[root@serverl ~ ]# edgquota - p myquotal - u myquota3
[root@serverl ~ ]# edquota - p myquotal - u myquotad
[root@serverl ~ 1§ edquota - p myquotal - u myquotaS

@ S PACRT 2 B R 4 T 75 PR 0

[root @serverl ~ |# edquota - g myquotagrp
Disk quotas for group myquotagrp (gid 1001) :
Filesystem blocks  soft hard inodes soft hard

Jdev/sdas3 140 S00000 1000000 35 0 0
© ¥ Fa PR B[R Rk 14 K,

# 9 PR [8] oK S 7R BE7E SO 14 K

[root@serverl ~ |# edquota -t

Grace pericd before enforcing soft limits for users:
Time units may be: days, hours, mimites, or seconds
Filesystem Block grace periocd Tnode grace period
/dev/sda3 l4days Tdays

4. repquota a5 < $t 3T 3 7 Gt B R B R
PRS0 F

# 21 1) A 3R B R BT 8 A B R 2 T A A R 1 1
[root@serverl ~ 1# repquota - auvs

*%% Report for user quotas on device /dev/sda3
Block grace time: 14days; Inode grace time: Tdays

STwIL



5. i 5 &8
(1) FIH myquotal 19 5468 — 4~ 270MB B9 K 3O FF g4 3%,

HFARBRMEEFOE.

> [ | <



(2) FA) 85— KX, ik B A | 300MB,

I, myquotal A] IR IR ACPRE B9 SCH R G T, WR AL PR, & 5 58 R A ] 2 5 2%, 9k
JE B UL RN %,




B Linux BHEZRS% 5L (CentOS 7.4 &RHEL 7.4)

5.4 2]

— . HEZ®
1. X &R S (File System) ;& #E & A F e w8 0 — A X8, #2/E R GEH SO R Ge
A
2. ext XIFZHSAE 1992 £ 4 HSEM PR N I T TTE X Linux B 1E R 40
&%, Linux 240 H MRS
3. SEOC R T H AR SO RS .
4. Linux By 3CH R G2 K HBrE =Y Zit e s i ER R .
5. BRIAPIALRR AT H A B, R H R R, H2 AT & AL«
BE W i A I ARR L TR G 2 J5 82 57 i S el B 5% i AL BIR A 78 R .
6. 1E Linux REL LM, o] DLk H . Al FhHT X, B
W24, 7E Linux RGH R A . . FHXTHE,
7. RAID(Redundant Array of Inexpensive Disks) I/ 3 & Ff & TR 24
/NELTE £ 9K B 4% 5 OF R — 1 . UL = 17 i P fig Fn i i, RAID 0] 43 K
Al AR RATD 8 i 34 52 R 2 e biff 4
8. LVM(Logical Volume Manager) ] H L 4 FR /& W 7E IBM ATX &
4 &, EMEEEMNZ R A 3 15 4% 4y DX K/ FF Hoal LUk 2443 X a3 4 3 0 9%
e Fefli .
9. n] Lt Al S B i) FH P R0 2H B o i 4 s B e 4
. EES

1. 5% Kernel 7 3F viat 47X, ( YIEEAVE 245 /dev/hdal (— > Windows 43 X)) 1
#|/win Hx,
A. mount -t windows /win /dev/hdal
B. mount -fs=msdos/dev/hdal /win
C. mount -s win /dev/hdal /win
D. mount -t vfat /dev/hdal /win
2. %F/etc/fstab [ 1E 0 A J2 ( )6
A. BIIRG)R . MRS A ™4t
B. HTEHXHREGFEER
C. T EamA0, 58S ] LI Tab 8% 4 — 1> X
D. {RFFHEVE(R B
3. Al Linux EA 441 H 52 ( ),

A. /bin B. /tmp C. /lib D. /root
4, X E P AR R H KL ( ) 72 BRI 7 R ARR .

A, rwxr-xr-x B. rw-rwxrw- C. rwxrw-rw- D. rwxrwxrw-
5. W% Ya5 H # & /home/sea/china, B4 china 4 H 55 & ( ),

A. /home/sea B. /home/ C. / D. /sea
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6. 4G A M userl Fl user? [FlJ& T users 2H. 7E userl PP H E FA — 4 filel .
A 644 FIRPR A0SR user2 FHE L userl FH P H® F Y filel X R A ( YRR .

A. 744 B. 664 C. 646 D. 746
7. TE— 1853 X B BT S R G0 iz A )ANZ

A. fdisk B. makefs C. mkfs D. format
8. H s -al w230 it T Y SCA 53R Hordr ( ) SR AT B S

A, -rw—-—- 2 hel -s  users 56  Sep 09 11:05 hello

B. -rw--——-- 2 hel -s  users 56  Sep 09 11:05 goodbey

C. drwx—-- 1 hel users 1024  Sep 10 08:10 zhang
D. lrwx—-- 1 hel users 2024 Sep 12 08:12 cheng
9. Linux X REGEM B 458972 — BB iR, SO AR ¥ HAE 43 177 591 28 b i 76 46 5
W H . A — SRS SO 2R A ( yH &S,

A. /bin B. /etc C. /dev D. lib
10, 405 umask 1% B H 022, ER1A 196 & 1 S RBUBR A ( ) .

A, —w—w- B. -rwxr-xr-x C. rxrx— D, rw-r—r—-
=, mEM

. RAID £ R FZ 2N T iRt A&7

RAID 0 1 RAID 5 M/~ 8 %2 42

LT LVM i K E W 2GR EEH 7

. LVM X8 55 Y 5 M4 S8R ] 5 [ 57
. LVM (1P B8 & s fli F Lk ?

] A VM (5 ) B 0

5.5 Ji HSZ%

MBEER—: XHNREIE

1. Y F MM
CSE VI FTIE 3 3 4R A 0L P

2. MEXJIBMERARE

(1) %4 F H chmod K chgrp 55 Ay 4 592 Bl Linux 3C{F AR & LAY
7k

(2) ZE{2 0GB PR % ST %

3. mMEBE=

RN FEA 60 A T mHE 5 AR TAE . B ANTAERNEAR, FHEAEMRS & LA
BN NBEAR K-S AEHEBIBIWH P RE - 1T4HP . B HPEA BC M TAEH X,
IF H 75 Z AR T AR5 45 858 T TAVEAS P 76 Ik 55 4 b 18 n] 2 [l A7 FR ]

1A P userl . i 3% B userl X /dev/sdbl 43 X B9 #% #3 FR %0 . #5 userl Xf blocks [

o 0 7 - I Gt T

> a7 | <
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soft %8 A 5000.hard % B A 10000 ;%] inodes [ soft % & 7 5000, hard % & & 10000,

4. H—
FRF 3T H S S A AT 35 H B S A 5 T ROR

MEXRZ:. XHREEFIE

1. MEMRIA
O IR I 3 4 05 UL & A

2. MEXKYIBHAAR
(1) #4& Linux FXFRGEM R R SEEMN T,
(2) ERXHFRGW AR I,

3. mMBE=

AW Linux RS s ogrt T — BB 4% /dev/sdb, 3G 8 ] fdisk 45 2 3 8 /dev/sdbl
Fr X Hl/dev/sdb2 B X 7EY B0 X o i@ % 55 70 [X /dev/sdb5 . 3 F mkfs #5477
BN viat Fl ext3 RS . SRIEH Isck am 2K A X AN SCF R 4e . e Jm JE X R4S S0 &
SR E 27| RS vl

4. H—
FR 30 H S SRR AT 350 H B9 S A S ST ROR

MESER=. LVM B85 51858

1. MEWIH
S IR 148 4805 00 & P00

2. MEZINHHOEARASE
(1) RO E LVM 45 X Rk,
(2) %42 LVM #8R EE LA Tk,

3. mMEE=

FAVNTE Linux RS g i 7 — 868 4 /dev/sdb. Z 3K Linux £ 404 X 68 B 3h i
MpE R, m ] {disk 75 2 ¥ @ /dev/sdbl ., /dev/sdb2./dev/sdb3 Hl/dev/sdbd H
LVM K8, FFEX 4 Mo X EO @Y E  EHNERE; B2 REH .

4. H—1M

AR 01 H 52 s A R AT I B ) S2 I K A 2E S BUER

MBEZERN: HEHEEE

1. W FE W5
S VN HTE 30 = 4E 5 0 F A0

2. MEXZINEHHOERE
8 Linux RGP HH RAID £ AR HL#E & 45 1985 B 7 i .

STw <




3.

g5 wéurghmase |

MEE=

SN A TR EERIE WL T 4 HE-—) ZK A SCSI A &L, ZoRT7EX 4 B 3 | A
# RAID 5 3. DL SC IR 23 25 48

4,

T —

ARG T H S SR A AT I0 H A SSRGS T ROR

5.6

1.

(1)
(2)
(3)

2.

Fell - SCAE Zr B8 MG 2 B

ZINEHNERAE
22 Linux FREEEHM .
i RGN HER S EE N T
4 W 5 PR A0 5 SO A PR A B O k.

Ll IR ER

7E B AP AH D 2 4E R e g i 5 3 s =S e b, HH fdisk a2 B 2 A X, 43 X 270 45 31
A fat32 Ml Linux; B mkfs 452 7E 43 56 i viat il ext3 X R G0 KI5 H fsck 472
BB XN RGBS R EH R RS L.

3.

Ll 23

(1) fEH fdisk ap 2 #1788 £ 50 X,

DI root FH PV B R B RGEFAF I T f A fdisk Ay 4  JEE ST 50 XA 0 4315 25 S0
YERNZE. B0 {disk /dev/sda,

FH a4 m F) A al B a2 .

MIAT@%S p.- BREAMITKE.

WA TS n Q282 B,

AT n, fEY R4 X BRI H 41X

AT s Lk @2 s .

i ACHT o X R 46 B X5, 3% Enter 8 {8 H BRIAE.,

il A BT o1 DX R

B FH a4 n B2 50 — 280 XK S A RS EE TS T
Bi AT p, B XK, BFHO LG WX,

A T2 1 BRI 14 KRR LS.

WA T4t ESXWIEHE,

A BB XERSEACS ,  H fat32 & b, Linux & 83,

AT p. AHFRESR.

A TS w.BIwESAMETXFE R (disk HEHBIRS.

(2) H mkis Q& R5.

TE b A M R0 A1) 22 1 4 X BB ext3 SCIF RS viat U R SE.
(3) H fsck fir U R 4e .

(4) HBAEHB RS .
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o FIH mkdir 454 .76 /mnt H 3 F &7 # 3 5 mountpoint] F1 mountpoint?2,

* FIH mount 52 ¥ EEHEBR RS LK.

o U RO ER ext3 /0 X FHE F]/mnt/mountpoint]l |-,

o 2 FARFE &R viat 47 X FEFH F|/mnt/mountpoint2 [,

* FIH mount x| M HHB KRG Ly X, &FHEHE SR,

« FIH umount #iy4 HIZL L mm#Y A~ 7 1X

* A mount #54 & FH HEHZE M.

o HakE R G0 3CE/ ete/ Istab, 38 T P AN 0 XA G SCHE A

s EHRIRGE . BB EHAIRE LXK AR EZERI.

(5) DRSS U &,

o B —3KE R AR F B B FEE B/ media/cdrom HE T,

o HEFEICRPRSCHIERIIE,

o HIFEILH.

« FIMS FiRHERI AL 5EM U MRS HZ,

(6) i & BL i .

« Jazh Vi %ig/etc/fstab XIF,

* N/etc/fstab XA HY home 43 X @S I P HT2H 1) i 438 Pic &

. FH quotacheck 11 g ﬁfJE aquota. user »ﬁl aquota, group B‘Cﬁ:

o I user01 i B W4 #% AC %0 2 g

* ¥ blocks 1 soft % & & 5000, hard ¥ & 10000; ¥f inodes 1 soft & & K 5000,
hard & & A 10000. 468 5¢ UG RAFFFR i .

s HFREIIRG.

* M quotaon -4 J5 FH#% % fic % 2 e

o UIHBIH P user0l,. & F A C 1Y Bk £ B # 5 Ad FHAS O .

o A W KU g i o w5 TE A R PR R A AR PR R g SR P EB R T KR —
I 4% e 4 1) fig 2 7 R AR H

(7) BCE SRR .

e EHI P FHF FOIEH G test. A test H #B B 2 0 filel .

o PIKAR R SCHE R B SRR R P 54,

o XSO filel 1B ACPR 5 A FH P aT DUGH i SO AT 5 8R4k .

s BHAEWHLG R,

o HUH R4 H P 6 S s BUR R & /i B 45 R

« MEFIEL X filel BEENIR, i A & ol 2B, /TS | nl $4T7 ; HoAh P F BT J& 4
P BA BT AR , It B e R A F/ B E SR .

o MEFIEX TS filel BIBLR 8 Br A 2 e e Bt SO, HoAAE o] I P &R
BIR . ER/KAGR.

o AHABH BRI ERR . EFRELS R,

« MFE|EREHR,AF test FIFIR.

o A HMH P IS Xk H SR n] B AR,



g5 wéurghmase |

(8) PBAEFT A # .

o #F H ¥ test S H A SR @ H P A .

« JEH R test LH T M BT A S T 1 3 BUR bin, BT & 4 e il daemon, & F X &
R,

o MHBEHF test B H Ty,

4. LilHFH

Fig BLOR 58 i T2 AR

151



£ 6=
DHCP ik 55 i BC 1

DHCPBREZBAFTAYMEREE., ATKFaME Linux B4 F 4
T DHCP R4 Z ¢ & |

o T DHCP M489 T4F g 2
o e 4 EIE Linux F DHCP IR A B & B & .

e M4 ¥ IE Linux F DHCP & Py de & .

6.1 T fi# DHCP JIR%%

DHCP(Dynamic Host Configuration Protocol, Zfj 2% & #L ¢ & P i) &
—FpiE Ak EAL 1P Hohk 4> B2 B A9 TCP/1P Fr 3, 20 ad iRk 55 75 S
B 2% LA B TP Mk B A AR OC S A5 8L DA/ 8 B TP Hb bk e

6.1.1 DHCP REZ &N

fEfi I TCP/IP Upil MM 2% |, B — S it S VL ER I A M —fY TP Hohk. {5 ] TP ik K%
H 7 P S R 22 5 B BT AEm9 EVLAI -, a0k A TP Huhk i 70 e 5 5 S5 LN — 1
T W F 3 3 I3 — A4 F WA I , 20 2l AR 2% 3+ LAY TP Hb ik, 20K 39 hn R 28 8 2 1 i fa e .
iif DHCP iR %5 vl L% DHCP IR % 25 9 19 1P Hb ik 2098 2 v 9 TP b ik 2 25 Hb 43 Bic 45 J55 351 )
Y L AT R T 25 B G ) T A

TEfE ) DHCP MR 55 77 BC 1P Huhbmf, Mg =0/ — 5 k54 &3 T DHCP k4, H
fth 2248 DHCP LjHErY % ;7 HL b b 701 % & il if DHCP 38545 1P Hbht . % 7 PLTE A AR 55 &%
TR —A> TP Hhbif . anfRas A 1P dbhb 3 A w48 . 7 Bcds 2 810 i% 1P shk B 30 %
FIOHLEE L 8RS B R a4~ TP bk B A OC eI 45 % P L. B 6-1 & —A~SZFF DHCP IR % 119

R A



#g6% DHCPlRZHEE |

5

[P hE £l 1

[

& 6-1 % $F DHCP R&E M- BEE

6.1.2 DHCP R T {EJHIE

1. DHCP ERBEXESFIP UtFHZ

DHCP B P H X3S IP Wbk, T E2L S I 4 Bt 5 DHCP 55 a2 B & .
nE 6-2 FimnR.

DHCPHE %%
[P 41k L i 5K w7
DHCP —
Z L
[Pt bk FH FH 2 It ﬂ
g [Pl FH FH 6 1% %ﬂ T
[P b 41-FH B A

& 6-2 DHCP T{Eid#

(1) 1P F &k
IP fH H &R th g Fk A TP % PR (IP Discover) ., M &A LI F M T E = —Ffp i, B S 3
IP b ht A H K
o X PSS — KL DHCP % P i 19 5 4 8 30, Wk 2 B 4 — K M DHCP iR %5 #4815
>k TCP/IP B & i .
* % DHCP % J" 5 By #H A9 TP skt 2 %% DHCP IR 55 g5 Wi nl, 3 2 42 i 45 Hfth DHCP
2 P sl S i DHCP 25 7 v 21587 B 35 8 19 TP bt #H 29 ik
o DHCP % P i [ C B R i 55 T fLH i9 TP sk L 37 BB SR — 3 i 1P Hhk i,
o &P N E E TP Mk 77 208 W1 fd ] DHCP J7 2.

FERH TP KRB A 2 b JDHCP % F 3w &t TCP/IP Bt &35 K i . DHCP % F ¥ fi ]
0.0.0.0 E AT K IP Hihk,255. 255. 255. 255 YE MRS 228 1P Hbhk . 5K /5 UL UDP 19 77 =X
7E 67 5% 68 ¥ I ) #K tH — 4> DHCPDISCOVER {5 .. %5 B & A DHCP % /2 i M £ i
MAC b hE F13+ 5 HLY NetBIOS £ F8. 4% — 4~ DHCPDISCOVER {5 & & %t % )5,
DHCP & P v t4 S5 15 1s PYRF (] . an 2R 76 e BH (8] & A DHCP ik 55 45 XF it A i i 7 . DHCP
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Jllr
CIT
e
-
i

&PV BRSS9 B LSS 13 AR RIS 16 AR EE E & % — X DHCPDISCOVER {1
1558 %A 153 DHCP Ik 55 #5191 & . DHCP % 7 v 58 25 76 DL JS & f@ Smin J7# — X DHCP
KIAE R HAEE - RE NIk

(2) TP Hbhb L H $2 41

249 28 (g AT o] — 4~ DHCP IR %5 #: 7E Y 3] DHCP & F % ) DHCPDISCOVER 15 B
& BT A ik A, % DHCP IRk 55 45 e o $2 L == I 1y 1P Hhhk . 51 i DHCP fik
55 2 ny 1P uhik 3t A FE L B — 1% A ALY TP Mbaik . SR 5 R H T #E i0 7 sCHR ik 44 DHCP
&P, (R EEA K Z TP Mokl iF A 25 DHCP & 5 35 2 B« 31X 4~ 1P Hb hb 25 87 ik b 557
K, DL 141 BE 25 HoAh DHCP % P, $2 5 255 B2 DHCP IR 5 &8 195 — DL, B
5T 1P Mok, 7 A% AR 9 A4 Ak m B2 1 DHCP IR 55 #5119 1P Hhk

(3) TP HbhtFH e E

i DHCP % P ¥ B 56 — 4>t DHCP ik 55 g2 At 0y b2 245 25 - s LA #6 19 Jr =Xk ik
—/~ DHCP &R 15 BA ML T A ) DHCP R4 #%. 7€ DHCP i5:R{5 B P& B k8 m
DHCP it 55 #53& ol (1) TP okt ,

(4) TP Hb kA8 H 6 A

— B9 DHCP IR % %5 #We ®) DHCP & 7 i i DHCP iR J5 . 56 2 4% ¥ 13X
A 1P it priR A AR W L #5190 77 20k % — > DHCPACK {5 E.45 DHCP % )™ ¥
% DHCP & P um fE 320K DHCP #iA5 B 5 858 i 7 3K15 1P Huht iy % it #2

2. DHCP ZE P E7 IP it 4

HUAG 1P Hbht 29 )5 . DHCP 2 7 AL 25 5 10 58 #H 2 , 75 D) >4 H 24 3 1 L A g 0 1]
I 1P Mkt , $% 88 RFC BRARLE , BF 24 FH A i fa] s o #2919 50 %6 Fn 87, 5 % I, 28 7 AL gt b
Mk DHCPREQUEST {5 B 41, [n) DHCP iR 55 #% i K B fl 2y, 76 55 fl 29 i . DHCP
% PALER DL S k3% 0 77 2 & 2% DHCPREQUEST {5 84 . AN E#1T) #% .

HxSEMT .

(1) 4 DHCP % /7' 3w 19 TP Hbhb 5 s ] 3k 2 FHHA A9 50 %0 i, B 88 25 1)) DHCP AR 55 4%
K ik —1 B DHCPREQUEST ; 37 IR 55 #i 76 42 U 3% A5 B 5 IF A 1l 48 46 1235 oK 1 3 i
i f# 2x % 3% —4> DHCPACK {5 B, X4 DHCP & P 2% 0 (s B it S E R i —
ANFE A FE BA 5 an SRS Bz iR 55 a0 el 52, 5 P LAk SR B A 19 TP Hihk . R A 24 A #H B A
A 50%.,

(2) W R AE L % 50 %0 B R 68 502D B 8 . W& P HLKE 72 S ar A B3 /9 87, 5 %0 B F IR
5o H AL TP bt ny DHCP ik 55 #2 8K &= . A0 SR K g 6 R sl 2l , W0 = 38 JF 4 1P Hb bt #H ]

(3) Wik DHCP & P HLE B shit . e 2= B LR LA 09 1P sk AL . 4o
R R AR BE LT, & P LK 2B R BA 09 TP kb FHLA P 3 o i BROA R OG G 2R B &R 2
HALH M ARB . Z PPN AR TS5 EREA 1P Hak # H e A E 7 [
(A AL B ks HBA 1 1P Hahl . R KRAESBIAM LK R LI F P PLNEA R A S
C BB AR MM .0 DHCP & P HLKg 2k & TCP/IP M4 jfe, )5 .DHCP & F
PUKE B8 Smin 22— K E B 468 —%¢ 19 1P Mok fLH S 2

> s

Pl A



#g6% DHCPlRZHEE |

6.2 I 5AELE DHCP k55

AN EENY DHCP RS ML BESBIHENE.
6.2.1 =3 DHCP k%
(1) KRG EHC %3 T DHCP #2844,

[root@serverl ~ 1# rpm - ca| grep dhcp
(2) IR RGEEA L DHCP A2, ol AAE ] yum a5 2 %25 Fr i 4.,

& e REBEZIRRN ,FELARSGME, N TRAAEEN RLE AT yam B
N O HAREZEmBHE yum BRXH, R BEA AR yum B, HF AL 1.6, 1
o N

[root@serverl ~ ]# yum info dhcp
[root@serverl ~ ]# yun clean all /15 B R TR IE PR R A

[root@serverl ~ ]# yun install dhcp -y

B E T AEH rpm a5 % B —KAITE ). B) rpm -qa | grep dhep. 255
mer.

[root@serverl isol# rpm —-qa | grep dhop
dhcp- 1ibs— 4.2.5- 68.el7.centos.1.x860 64

dhcp-4.2.5- 68.el/.centos.1.x86 &4
dhcp- cammon— 4.2.5- 68.el7.cantos.1.x86 64

6.2.2 BE DHCP BB X4

1. EAXR DHCP RSB HEERE

(1) gafE 0 E S /ete/dhep/dhepd. conf. 8 & 1P 4E 1 (35 € — 1~k £~ 1P Hhht
LD .

(2) # 57 FH 29 50408 e S

(3) FHT A A E SO o8 5 B 3 3 dhepd AR 55 £ i & A= 34

2. DHCP T{EiRTg

DHCP TAEFLFE i &l 6-3 iR,

D % kit ) #%1m DHCP IR % 25 5135 1P Hihk .

@ DHCP ik % #5235 K |5 & F B & X dhepd. conf, JEiR g% 7 3w ) MAC Hihk
BEHEEDANE P s T EE TP Mk,

@ RN FE P m i E T EE R IP okl WK i TP Hiht & 3% 25 % 7 i s Q0 2R A 150 L [
FE 1 TP Hhk , WDKE HhE it b i TP Hbhb %2 3% 25 % 5 v .

o [es | <
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- — B
dhcpd.conf
- O | DHCPRE 2 3
. §
N N e

& 6-3 DHCP T{Ei#2

@ & P yme ] DHCP Rk % % 010 5 . % P w26 7 DHCP kR %5 2% 916 . &5 9F DHCP i 55
mESMH T By 1P Huhk,
@ DHCP iR % %A1 LA F B A A B FE

3. Ffid & X % dhepd. conf

(1) & R3] ok 30 32 e & S0

#h A T BC B S (/ete/dhep/dhepd. conl) B A AL A0 55 51 45, 1T HF 2 1, & B0 B i i
2 H¥see /usr/share/doc/dhcp * /dhepd. conf. example” ., FATLAEEG] ST R )5 % 3 i &
At

(2) dhepd. conf & SCF Y 2H B HE 4

e parameters(Z%0

* declarations (7 BH)

e option(FET)

(3) dhepd. conf = f & SO 1Y 4 /A HE 22

dhepd. conf A% 45 0 B R HE B B . 4 I 28 7T L 3 2 M ol 91 06 % 9
DHCP I 55 #2224 5 Ja &0 B B8 H ph A B0 0 2R R - i o OO Ja i A 2 G R A4
1P F B A 5

dhcpd. conf XFRIAE AN T .

R E
SHHIED; tZREN
R AL E
=
S8R ; + RER £ R
}

dhep JEASHC & XA S T 50 Z 80 75 B DL R ke 30 19 F 2 5 o VB 43 vl AT
R & IR #7983k, H—ATHAGRE, LI 7 S50 K55 I ETBR b

] LA B G B SO o i R AR R P ER 1 LB R A B A R L s T 2 R T
L )& T 7 BRI I

4. FRSEH A
S FEH TR ERS & P ) shAE el & 2 BT R80T %5, He anist & 1P sk A
2R AR A i AT A TP HbhEZE L 3R 6-1 PR .
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#2e6% DHcPHRZHREE |

dhepd (RFEFEEXGFEANERSHURIER

Z K

e H

ddns-update-style [ 2571 |

5E X DNS AR %30 & 3 H ) 28 8, KR A1 35 none(A L FFahE
) interim(B 3 T BL ) 5 ad-hoc CRFR B # 5 =0)

[allow | ignore] client-updates RVF/ B P U R DNS g 5%
default-lease-time 600 BRI 8 B B[], B D
max-lease-time 7200 T KR B B[], B R AP

option domain-name-servers 192. 168.10. 1 | % ¥ DNS i % 52 #is 41

option domain-name "domain. org" £ X DNS I 44

range 192, 168, 10, 10 192. 168, 10. 100 E X HTFoECR TP Hihk i
option subnet-mask 255. 255. 255. 0 SE % P S Y 3 S

option routers 192. 168. 10. 254 SE S P g ) R 5 Hb b
broadcase-address 192, 168. 10. 255 E X i B T 4 H ik

ntp-server 192, 168, 10. 1

FE L P g Y 9 5% 15 1] Al 55 4% (NTP)

nis-servers 192. 168, 10. 1

FE SCZ P i 19 NIS 38R 55 45 A #b 41k

Hardware 00:0¢:29.03.34.02

fEEMRZEORERAS MAC Hi it

server-name mydhep. smile. com

[\l DHCP % F % idi 1 DHCP ik 538 ) £ WL 4

fixed-address 192. 168. 10. 105

B F A 2 B TP M bk 2y B 45 45 € £ 4L

time-offset[ {i # iz 2 |

18 %€ 7 7 ¥ 5 RGP JE I6 B 8] B J B8 22

5. FHEHNA

7 B — R 48 2 TP AE IR, 2 SO % P S 5 BCAY TP M hk i 55

A B A U0
A

TS,
}

WA AT,
subnet M 485 netmask T ML {...}

TEH . € AE B, 48 7€ 7 M,

subnet

E|

T ==
i E :Et

192.166.10.0 netmask 255.2556.255.0 ({

Mz 5Lmh DHCP RFE0ME ) —ARLEFHEF,

157



 Linux #{E R 55 53l (CentOS 7.4 &RHEL 7.4)
YEH : ¥8Eh7 1P M a5/l .
51 n

6. FRHIET/ B

VETHIE ] K AL B DHCP % P v 9 nf 28 2840, 0 28 L% P o 1 DNS HbhE | BRA O
. PRI N ER LA option KEEFE IR,

LI AT

R

YEH . R P umds E BRA M oE
i n

YEH . &8 &P i) 1 Mg,
1 n

YEH : H& P imds & DNS IR 5 b ik,
51 n




#g6% DHCPlRZHEE |

7. 1P it 48 E

f£ DHCP "1y TP Hbhk 485 H T 25 % 7 b 40 BC (81 2 TP kb . b 4n il 55 & 7 22 4 ] 8]
1P Hhs 41k gt o] LAE TP Mo ik 45 %€ . 3@ 5 MAC #uhik 5 TP Hbhk (79 6 5 56 F S 48 52 19 4 B Hb h:
LA B [ 5 1) TP Mk,

AL E I T EH 5 host 7 B HI hardware ., fixed-address Z%{ .

host £HL44 {...}

YEH . T 7E AR B bk
il n .

host camputerl

g 1% M 8 % $5 B subnet & A& A

T B
hardware 2% 75U i {4 #f

YERT: & L2832 TR AU RIBE F s hik . & 285 A LK M Cethernet) , Mk 2 MAC ik,
) 4n .

hardware ethemet 3a:b5:0d:32:65:12

fixedaddress TP HbihE

YEH]: & L DHCP % ' im 48 £ 19 1P Hiik
11 4

fixed- address 192.168.10.105

g J& & 7R A A A A T host BB F

29 ==
i E =

8. HAHEEXH

29808 2 SO TR AT — RPN A A B Hph &% P i) 004 . MAC #ik 4
BCE| A TP Haht . DL K 1P Hhb 094 208 45 A 55 B . 34 08 % SO 2 T 4 48 19 ASCIT 4%
T OCA SO . B Y A L 29 AR AR s L BB 2 e SR 45 R as g i #2910 5% .

DHCP Wi 2% 4f J5 . #2950 88 2 XA dhepd. leases f&4~28 304,

M DHCP IR EH 1758 ] LA cat in 4 &/ HAEIE FE XN ET .

o T ] <
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cat /var/lib/dhcpd/dhcpd.leases

6.3 AcHE DHCP 55 723 i Hl &5

BUAE 58 B — 1~ 1] B 1Y 1 FH 52 41

1. RHIFXK

HERAFARTA 60 G3FFIL, Z AL TP HbhE 2R |,

(1) DHCP filz 55 4 1 DNS ik 55 45 9 Hb ik &R 52 192, 168, 10, 1/24, %L 1P Huhk Bk 192.
168. 10. 1~192. 168. 10. 254, F M J& 255. 255. 255. 0, M KA 192. 168. 10. 254,

(2) 192.168.10.1~192. 168. 10. 30 X B Hhhk 2 IR 55 %5 11 [ 7€ # Ak .

(3) % P ] DLAE a9 Hi ik B2 2 192, 168. 10, 31 ~192. 168. 10. 200,10 192, 168. 10.
105,192, 168. 10. 107 MR Mk, Horfr 192,168, 10. 105 ff ¥ 45 Client2,

(4) % P Client] BN A 1 HABZ P ovw ok A 1R By X HC & TP SFHbhk{R B, .

2. MRINEFERE
Linux Ak 55 %% M1 2 5 i g9 Mo ik B2 MAC 15 B N3k 6-2 Frs (a] LUfgE R VM 19 5d B& £ AR R
MR EN Linux & P ) .

F6-2 Linx REF[AMEFimpybit & MACF 8

FHLAFR BIERSG IP Hbht MAC Hbht
DHCP iz % 4% : Serverl CentOS 7 192. 168.10. 1 00:0c:29:a4:81:bf
Linux %& F % : Clientl CentOS 7 ERSIEI3: 00:0c:29:6b:0c:bd
Linux %& F' % : Client2 RHEL 7 f B4 bk 00:0c:29:89:13:e5

2 BT ENLE S CentOS 7. 4,1 %% RHEL 7. 4,56/ 75 2L &R % A host only (VMnet1) ,
1 GERIRS &% .2 GIERZE P . 2R 3 5 2% CentOS 7 WA AL,

3. REB[IHAE

() Ef R/ EN R E . RN E T ZH 192, 168.10. 0/24 MEFHH B K. AR
1Ei1Z s Hp 48 E — A4 1P Hbhk b, 35 8 192, 168. 10. 31 ~192. 168. 10. 200, {HZE J= 4% 192.
168. 10. 105 F1 192. 168. 10. 107 , HAth 43 Bic 45 2 7 v i FH

(2) FEARGEAE & 2 1P Hbht . 58 E 7E subnet F B 7 2 host F A, B 19 2 E i K
Client2 ¥ & [# & 1 1P Hiht . F-7E host 7 BIF A TP Huhk Al MAC Hbhk 46 & 19 56 70 DL B 3
&€ 1P Motk . 2B E XIFHNEWE .

ddns- uypdate- style none;

log- facility local7;

subnet 192.168.10.0 netmask 255.255.255.0 {
range 192,168.10.31 192.168.10.104;
range 192,168.10.106 192.168.10.106;
range 192,168.10.108 192.168.10.200;



#g6% DHCPlRZHEE |

cption damain- name— servers 192.168.10.1;
gption darain— name "myDHCP.smile.can";
cption routers 192.168.10.254;

option broadcast— address 192.168.10.255;

default— lease— time 600;
max— lease— time 7200;

}

host Client2{

fixed- address 192.168.10.105;
}

(3) PcE 58 i WARAF SCF N R R th )3 dhepd IR 5 IR EIFVLA BNE 30

[root@serverl ~ ]# systemctl restart dhcpd
[root@serverl ~ ]# systemct]l enable dhcpd
Created symlink fram /etc/systemd/system/milti — user. target. wants/dhcpd. service to /fusr/lib/systemd/

4o R Bz DHCP % %, T vA4# Fl dhepd 4 #7448, — R B S A MM R B
E
T B O BE XA PA,
s A FRFAEBEREM Bl A 55,
o FEHIMST WA F MR A,
@ FMIP A Fe FAG T M RER — M,
@ A ABEE IP i,
@ B E 5842 P, e e RHEL 6 A F 89 A b, Bie B AR A 42/
etc/dhcpd. conf ¥ ,42 52 £ RHEL 6 & vA L K P 2p 4% & &£ /etc/dhcep/dhepd.
conf ¥,

4. X P Clientl Lt ##47ik

B 7 B 5 X 2% v N %A 25 H IR) L H A SR AR 02 VMware 12 s H A 2R RUR A, [
AP Y Windows & F' ¥ i BEZFRAN 192, 168. 79. 0 Mg i — A~ Huhik, 5 311 #i49 1) B
PrAETY . X RS O 8k 55 2 M VMnet8 Fil VMnetl 9§ DHCP IR % 3hfige. o F.
(A5 H R 55 45 F1 2 7 HLEY R 4% 0% £ 88 5 VMnetl )

(1) £ VMware E 8% H i £ 4487~ B N 4% g 5 45 7 am 2, 7791 1 400 ) 4% 4 3
XA AE , £ VMnetl o VMnet8, A% 5 “fifi ] A< # DHCP g 55 4% 1P #bht 75 B2 25 18
L7 ET . 4N 6-4 s

(2) PL root P By & 54~ Clientl i Linux 8 VL. & F A AN ERZENTER.
ISR A BR AR & FR B4R OEH i W A7 A e E AR R A E 6-5 R
T I A R B OCH] BT I A o i 43 " i S 0 I 4% 1E A

> [ | <
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Q EHRERES X
B 2B NPER FNES DHCP T
vneto  FiEER EEE -

{RER, - S — | 192.168.111.0

NAT #85F  NAT &5

ORI E)... | | BIRRIER(0)

VMnet (582
O SRR USRI BiE BTk B)

i (S S
@ NAT B (SEIAZEN P 4DV NAT E(S)...
O RENE e AR MBI )
BN EREE SR

SRR R WWvare [HEIHESS Vet
(] A OroP RS P AR I O) DHeP BEE)...

TP (I): | 152 .168 .227 . 0 FfedFEaS(M): | 255 .255 .255 . 0

TEELZER) H#E BLCH EZFE(A) AEED

& 6-4  “RE AP0 4% Ga 4B 4% X TR AE

(3) ifl__l‘ﬁl 6_5 EF'r]{]“’ﬁ‘ﬁiﬁﬁ”ﬁlﬁiﬂkﬁmﬁﬁ%“ﬁjmﬁJi{” _’Feaﬁgﬁ—l—-%n*uiﬁ
BT a4 AT IR M8 X R AE L A 6-6 TR

al  um A4 _ .«
SHAM 12 : 02 O TING] B EiE=
S \ +
v @ REENTHEE
il B4 - 1000 Mb/s E
P EEES —
' B Bxd
Lu AR VPN +
FiE | e—
;Eﬁﬁ 4 Hy Not set up
& VPN XM »
3 = FH
On 3 )
. Network Proxy = | 3%
® FuBEEWER » (& =il u
& root b
—~ B BE >
o B EREe >
El 6-5 WEALZLER Bl 6-6  “R 87T i HE

(4) i E 6-6 PRI E bR, 76538 1 0 “F 47X f 3B & 1Pva, 8 1TPv4
Method &I it & A A 3 (DHCP) ™, & Jo Ba i 1 761 . tn & 6-7 Fif 7s
(5) {EF 6-8 H Ak LA "R I e e A “ A LRI RE BRIk B FT R T T A 47

TIHE .

> 162 | <



#g6% DHCPlRZHEE |

A%k

IPv4 Method ® B5h (DHCP) O 1A EERE
O F&h O Disable

DNS =h) m:

Separate [P addresses with commas

- oo L

Mt e A Metric
o
L] RxHZF£s AR % RitEZ(0)
6-7 #H" B3 (DHCP) "% M
w wE [ - a x

B EminEE

REERE \ \ +
@ IERMEIIHEE

B - 1000 Mbls % - E

P RS

s FRAL VPN +

A
H
it
z
4]
£

It
B
it

»
£
e
[

Metwork Proxy

o WE >

B FEARR >

Bl 6-8 HEFETRMT AT I M

(6) K 6-8 PA“HH7E bR, B & 6-9 Fraa % 17, 2 8 Clientl B Ih3REL T
DHCP AR % %5 bk i 7 9 — 4~ ik

5. fEZE A% Client2 #1705
A #E DL root FH P By & %4 4 Client2 ¥ Linux I8 ML, ¥ 76 % F 4 Clientl | #F 47 M
Bk %S Client AZZEEL IP Mol . 5 925 N 6-10 Ffs .

6. Windows & P IHEL &

(1) Windows % J7 ¥ i B FL T 58, 78 TCP/IP Ppil @ P vpik & 3 sh 3R B ge sk o] LA,
(2) £ Windows g2 #2 /55T 1 . FIH ipconfig 452 B 1P Muhilk 5 FF 5 B 28 B 1P M bk,
o &N TP Hutik . ipconfig /release;

> [T1es | <
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§EIRTERT 1000 Mbfs

Pva it [192.168.10, 33 |

IPv6 1t feB0::81fa:4226:9c74:d0d8

Wit 00:0C:29:6B:0C:B4

BRAREER [ 192,168,10,254
DNS [192.168.10.1 |

L) BEhEE(A)
(v ¥ EAhA Pl A (O)

Remoaove Cannection Profile

E 6-9 DHCP & F i i Dh 3K B IP bk % {5 &

[ L4 Network _ x
Wired
Connected - 1000 Mb/s m

IPv4 Address [192.168.10.105 |
IPv6 Address fe80::4552:1294:af20:24c6

@4 Network proxy

Hardware Address[[00:0C:79:03:34:02 |
Default Route 192.168.10.254
DNS 192.168.10.1

L | | AddProfile.. I @

B 6-10 7 i Client2 5L Ih 3R EL IP #bht

o HHrHIF IP Hulik. ipconfig /renew,
7. RS ES Serverl i EFHAEIBE X &

[root@serverl ~ ]# cat /var/lib/dhcpd/dhcpd. leases

6.4

:iﬂ%ﬁ

o

— . HE@

1. DHCP TAEd s . . . 4 PR 3.

2. W% DHCP % Fum Joik k753 TP bt 8% A s A WhtEFEE—TMERA
C g b ik

> [T1ea | <



#g6% DHCPlRZHEE |

3. 7£ Windows ¥ T . fd ] fr A Al LAAE A 1P Mk fic &, {8 1 fiir 4> 7]
LR TP Mo ik L £ 4 ] LAZEH TP btk
1. DHCP & — >4k £ L 1P # bt 0 fic & # 19 TCP/IP Fr E B 10, 95 3C £ 7R &
A FRA .
5. UE M imEFEI TN T DL b, s B i A, X e &k
—ME B 45 IR R {5 B IR 5% 45 .
6. 4 FH T 0 3k 3 49 3 s re] i F, 2 7 v G0 2R e Fi— U3 oK IRE B B #H

oSBT
7. BCE Linux & F s 248 2 M R Bl & S0 BOOTPROTO Tk & 4

— L EERA
1. /£ TCP/IP .  HEPSGERR#AAT TP Mk B 3170 By
A. ARP B. NFS C. DHCP D. DDNS
2. DHCP MA XM BNRAFTEC  HOHF P,
A. /etc/dhcep B. /var/log/dhcpd
C. /var/log/dhcp D. /var/lib/dhcp
3. BLES5E DHCP R4 #x.i217C  Dan< nl LUS 3 DHCP iRR5 .
A. service dhepd start B. /etc/rc. d/init. d/dhepd start
C. start dhepd D. dhcpd on
=, ZBE

R — DHCP g %5 2% » 3 4% B8 1 Y 2K 47 i 5

(1) 24 192.168.203.0/24 &~ — TP YE 8, 78 192. 168. 203. 60~192. 168. 203.
200 JLFEl A Y 1P Mkt 3 2577 Be 25 & L .

(2) Ri%F M DNS IR 5 2519 1P #ihlk & 192, 168. 0. 9, B K&K 192. 168. 203. 254, FIlF{E
154 jnrp. edu. en B X EE S HIE E L B P HLEH .

6.5 WiHER

1. Y F M
(el IR E S ET e I TPk =g

2. mBE=

(1) FA TR 8 — & DHCP IR 55 5 K fif b TP hbht 2 25 53 B /9 7] 8, 225K g 6 3 B
IP Hbdik DL J% 56 \DNS 25 HoAth 9 4% J& M {5 5, IR isF 225k DHCP IR 55 %% 5 DNS, Web, Samba
Iz %5 %% 40 BE [ € TP Hiuht . %8 "I ZE 3R Fh ANl 6-11 i,

1Mk DHCP AR5 #x 1P #uhk A 192, 168. 1. 2, DNS 55 ax 138 44 4 dns. jnrp. cn. IP M
HEA 192, 168. 1. 3; Web IR 55 %% 1P Mkt 192, 168, 1. 10; Samba IR 55 &5 1P itk &y 192, 168.
1. 55 Mk A 192, 168, 1. 254 ; HuhE 5 B A 192. 168, 1. 3~192. 168. 1. 150, #E %5 A 255.
255. 255. 0,
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=
22 8 P gog

Client i+1 Client i1 Client n

A

Web Samba DNS
192.168.1.10 192.168.1.5 dns.jnrp.cn

! ! 192.168.1.3

Switch

 DHCP: 192.168.1.2
DNS: dns.jnrp.cn.192.168.1.3

Client_1 Client_2 Client_i ] Web: 192.168.1.10 [ \\\
Samba: 192.168.1.5 3
GateWay: 192.168.1.254
_IP Pool: 192.168.1.3/24~192.168.1.150/24 | %
DHCP-Server
192.168.1.2

& 6-11 DHCP iR 4 2545 2 ™ &% 37 $b

(2) fid'® DHCP ¥ % AE 18, .

ol A ER T DHCP Rl 55 &5 . 28 0% >R FH S0 FH 38 25 0 64 192, 168. 1. 0/24
W B TP Mok, PER AR MBEMYT K R R&EHEME 2 . WA 1 IP it 2 J ki 2 M
PR TR U N AT A TP Hb bt B FR AT ) LA R R G AE FH 38058 R i TP Mk Y
H 1.7 DHCP ik 55 4% b @ o 09 /8 H 3. 8 192, 168. 8. 0/24 W B9 & M 2% Hb 4ik /19

RN
o A M AN AN A 6-12 Fras (2 RE UL I R 19 AN [ ) 45 2 357 200

At MRS E - MR

F 1% : RHEL 7-2

IPHiLfiE1 (VMnetl) : 192.168.1.254/24
IPHii41k2 (VMnet8) : 192.168.8.254/24

BIEAR% . RHEL7

14 . DHCPZ i

EE*IL% . Clientl]

IPHiHE (VMnetl) . E#h3EEY
M{EZY: . RHEL 7

fafh . DHCPHE %28
¥4 . RHEL 7-1
IPHiHE (VMnet]) . 192.168.1.1/24
VERIEET . 192.168.1.10~192.168.1.254
{EFEfK2 . 192.168.8.10~192.168.8.254
#1E#RS:: RHEL7

fiifh . DHCPZ i

FH14 . Client2

[PHiyE (VMnet8) . HEHIEEL
MA{EZ % . RHEL 7

B 6-12 M Bl 2 AF R0 2% 3 4h



#g6% DHCPlRZHEE |

(3) fig & DHCP 4k,
AN B HTAEAE RS TR, 40 504 192, 168. 1..0/24 F1 192, 168. 3. 0/24 , B 7E 75 B {8 Jf] —
£ DHCP R % %5 HX B AT M % P WL B TP Hudik . 3% 28 509 M 48 S Fh an el 6-13 i .

) fitt . DHCPfJR %58
iﬁ%fﬂ&iﬁ]ﬁm 192.168.3.254/24  192.168.1.254/24 EPLE : REEL 7-1
IPHEAE (VMnet8) : ZHAIEEL 1 168.1. IPHE A (VMnet]) : 192.168.1.1/24

MYE&Y: . RHEL 7 #{E#&Y: . RHEL 7

A MRARSS AR ~ AN R~ DHCPHgR{CHE Al 55 a3
+§14 : RHEL 7-2

[PHEHET (VMnetl) . 192.168.1.254/24

IPHEHE2 (VMnet8) . 192.168.3.254/24

B{EARYE: RHEL 7

K 6-13 e E 4k AU R 2% 30 3

3. RERZ®E

FE L& A B 28 DL LA [R) A

(1) DHCP #4461 W 2L 2 00 75 1 7 WP L 2 A 35 11 2

(2) DHCP Az % #% 0935 A SO anfa] 4845 2

(3) hnfarist B A7 84 Hiht 7 47 host 75 BH (1% B B A o] ZK 7
(4) HAE B E R A

(5) B B A 2k 4 P2 i 2 W 2 ] 3 7

4. —1M
AR 4 0 H S SR AT I H rg S R A e 2 R

6.6 9:i)ll. DHCP RSG5 23 i

1. LB ERNE
38 Linux F DHCP IR % #5 & DHCP o 440 3 19 2225 F e & 7 .

2. Kil&%>]

(1) DHCP Az %5 %= 11 Bic &

Al ®E DHCP % &5, F M A W% P LRt DHCP k% . BiESHn .
o TP HbhikBE: 192.168.11.101~192.168. 11. 200;

o F¥ERS. 255. 255, 255.0;

]Sk . 192, 168, 11. 254 ;

W4 R4 %% : 192,168, 0. 1;

+ i & B 24 K« jnrp. edu. cn;

RIANHAAR . 1K,

> 7 | <



B Linux BHEZRS 5L (CentOS 7.4 &RHEL 7.4)

« mRKMAFM: 3 K.

(2) DHCP w44 3 it fig &

ACE DHCP Ik 55 &5 Fnrp 4e4CHE . 6 7 A P19 DHCP ik 55 &% g 9% R i 24 1 W A HlF
W BIEft DHCP IlR55. N M A AP HLABECH N4 2300 E, o/ B W #Y E L4 B
28 Z 50 k.

o TP HbhkEL: 192.168.10.101~192. 168. 10. 200;

o TS . 255, 255, 255,03

o RICHIHE: 192. 168, 10. 254 ;

o IHRSEE: 192.168.0.5;

o MR mlx. com;

o FINFHAEM . 1 X;

« mMARKMAFHM. 3 X,

3. ZlRSE
i B 5K 58 L IR 4 .



£ T7TE
DINS ik 55 a5 BC .

DNSHREZZBAFTRLRERESE, AxF@HMRE Lnnx BEFE T
DNS R4 Z 0B g .

o T DNS IR %69 T4 R,
o o FZEI Linux T DNSIRFZ B E .

o 4 EI Linux FTDNSE e E .

7.1 i\ DNS k5%

DNS(Domain Name Service .3 44 ik 55 ) /& Internet/Intranet T i &l BIEH EE 1Y
— IR 55 . & PRI T R 2% 15 1) el 44 R TP Sk pY AH B A R,

7.1.1 DNS #EiR

£ TCP/IP Mg .5 & F VLA — 1M — 1 TP Huhk . 45 & FHl A
i n b —6 FHL R IER, AR E S — & FOLA TP Mihl i@ it 1P g3

(] P — P R A R T 52, ) DLl o i B %2 5 2 19 EHL 2 i HE TP H ik i

T M5 IR, X PL B2 TP s hE &y S 2, HSC, AE X R g oy = TR AT Y
ME S F R B Boph i O LA R e N SRR . RO R T A AR L A AL R TP
Hohk 2 [ HEST T MRS S RS . A AT LA FE 0L 44 (6] 43 1 i ok TP Hbdik 82 57 D) 2% 3% 4% .

FHL4 5 1P Huhk 2 6] i e 56 2 78 /N ) 2% v 24 ] hosts SCF K 5E 1L 5 2K, Bl M
PRI K TR A RIAHEA R Z K, DL — > n[ {45 . 0] B € L an £ 7 BRI 2,
InterNIC il 5€ T — &/ A WA RS DNS 1953 E A F W77 %, 25 DNS HI P42t 1P btk 2
WE R, o] DL DNS iz 55 s A 09 50408 127 32 4k fir 75 00 25080 L 52 il sk 44 F0 1P M ik 9 #H 5 5%
i, DNSHEARHBCE] ZMH T Internet .,

AL DNS RGO 7= DNS IR a4, E2 R ZEE 2 IR G ARG ITREN, B8 iEE
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Intranet #l1 Internet B9 H 7 #2345 3 DNS R 55 . 437 DNS 24 55045 I+ 4 B DNS & F i
FEHL2AM AR . DNS k% a5 877 7603 F V02 FAHRL TP bk 09 2040 .
DNS fiz 55 g0 in k3 25,

1. = DNS Hk 552§ (Master 5§ Primary)

F DNS iR 55 ax T o e3P P 55 B0 3k 22 IR 5515 B, . B MBS B G 40 o 19 A Hb i 23 5C
M EAR B 230 (XS0 & 3 %Ik 55 4 BAA B B — 38 43 30 45 0 1Y S5 A 16 15
B, BCE FEEURS AT E —BEMEE X, 64 B & S (/ete/named. conf) | IE [a] 35§
19 DX SO ) 38 Y XS L e 28 AF 00 4R AL SC A (/var/named/named. ca) Fil 8] 25 SC {4

(/var/named/named. local) .

2. HiBh DNS Ak %585 (Slave = Secondary)

B DNS Ik %5 # H T5r4H & DNS IR sy & 2k, X X2 N FE RS b7
Ky, HAE A AR S A RSB IR S ah . XMEBRHR A X R R”. £
DNS il 5 &5 A — A 85 B a2 B 2 W . vl DA B 0] 2 X iZ B & i3 oK . Bl
B DNS R 55 45 A 75 224 iAo X SC R B R al DA 35 R 55 a1 20 X 304, BT H 20
e B BCE SO = A SRR SO T LA T

3. S IEZTF DNS AR % 2% (Caching-only DNS Server)

P B L ZE A7 DNS IR 55 a5 2 A L 4% g% P UL R E T3k 42 5% 4 . &l 0 AR 1
fth DNS I 55 #% 745 3515 5 BAFE B S 227, A& P LA s B4R AR IR %5 . M
AT DNS Ik 5 g A 2 BUS M 1 IR 55 45, B E R A BT A 5 B A 2 MG R .

7.1.2 DNS &z

Fi2 B8 DNS ## 2% X3 1 28 7Y, DNS 1% X 35§ 43 4 1F ] 48 2% X 3l R iz ] 48 2% X 38, 1F [a] 4%
ZEDNSIRE M FEDfe. THRIE T E VLM DNS 4 (4) @A B AH N /9 TP Hbhk ; 2 7
18RRI TTE VLA TP Hb bk % 87 & 9 DNS 2 F7 (38 45) .

1. IEEZEIA

1E [a] 20 9A) gk AR $E 0 22 18 R B X R 1P bk, HA R 7R 24 DNS & P ALl a] P
7= DNS iR 55 4%) [ & % DNS IR 55 a8 & & 5 K 5 . iR & ik DNS Ik 55 88 808 E P i A
554 1) 37 2K 6T Y B L ) 2B A )R SR AR R 4G ) — 5 DNS RS &5 . DAL S HE . 2 4R 3
55 25 )3 SR T 9 BCHE M 0k . IR RS — & DNS IR 55 %8 ot A T 19 50E . U5 A1 DNS
B PPLE RN,

2. RE&Eif
J 16 A 0] 5 1 8] 2590 1F 4 A B, B 2 R TP bk A ik O R 19 388 424

7.1.3 DNSIE&ZFTEEH

EWA RS T B G ITRIMIRS h— RIS F RS E B Ak, #lan,
FTE VL) FQDN(Full Qualified Domain Name) & computer. jnrp. cn, HEA 11 4 4 jnrp.
cns 1 — G TR VL FQDN & www. computer. jnrp. cn, H: B 1§ 44 5 computer. jnrp. cn,
WMARARRY . AP mEZMFH oM T AN, FQDN Ha Al i & 51 2 B 5 A VLY



g£7% onshrsEERE [

FHLZ K A4,
DNS 1,44 25 Bl 19 B 45/ 7-1 frs .,

frig

O JWOWMOT

jnrp.cn.

OO

————

mail WWW ftp news

computer,jnrp.cn

T

Ext])

&l 7-1 DNS 345 =5 [8] B9 51 J2 45 14

B~ DNS 3844 75 [ 25t an 7] — PR H R, B IR G5 A 3k w1 M . AR BRAL T T3, B4
FE AR 3T T 4 2 T 2% Jak L 5 A T % 3k S DA — 25 Rl 43 A AR [R) s R R o th T
S, 38 i ] DL AL AT DL R A T, BB RS ) L. FE Internet A3 R
InterNIC £ 5 B H Y , 44 19 Ak 55 W)l DNS RS2 8

7.2 ‘&% DNS IR55

Linux FZ2i% DNS 55 #5i8 % {# F BIND(Berkeley Internet Name Domain) 2 J3 3¢ 52
Im sﬁq_ﬁjﬁﬁ% namedn

1. &% BIND #1446

(1) BIND %R 44 1 4t

BIND J&— 3 LB DNS ik 55 #5 19 H IR 65 4/ . BIND JR A 2 3% B DARPA % Bh i 58
{H o B K 22 (Berkeley) 7% 09— N 58 A BREL . 80 ZAE IR0 R RS . E & MO HE A B 48
)19 DNS iz 55 ax 8K AF . H AT Internet F 48 K201 DNS il 55 #w 2 H BIND K28,

BIND £ T 4% 4 W55 9 RURR BT B9 10 B, BIND BE4% 32 1746 24 Aif K 2500 1E &
V522 . Hur.BIND #4 fH Internet #4864 2= (Internet Software Consortium, ISC)
X AR S R 1 5 K RI4E .

(2) %% BIND # {441

@ #FH yum 454 %% BIND filR55 . OCEFR yum HEHHRIEEFESHRImAMHCHE.
MAREEFEERMN E.afIFEH ARG AWM yam 20 &0, ZMHEE RS A4 ) yum I8 L
R HIVEA L yum ZREIE X, W 2. 2. 2 /DT IIH RN E D)

[root@server]l ~ ]# yum clean all /1 E BRI B R EAT
[root@serverl ~~ |# yum install bind bind- chroot -y

}rWsz
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Q@ LHSEEHREN . APE TN,

[root@serverl ~~ ]# ram - qa| grep bind
bind- chroot- 9.9.4- 6l.el/.x86 &4
bind- 1ibs— 9.9.4- 6l.el7.x86 &4
keybinder3- 0.3.0- 1.el7.x86 o4

bind- license- 9.9.4- 6l.el/.nocarch
rpchind- 0.2.0- 44.el7.x86 o4
bind-utils- 9.9.4-6l.el7.x86 64
bind- 9.9.4- 6l.el7.x86 &4

bind- libs— lite- 9.9.4- 6l.el7.x86 &4

J8Zh DNS R %
B3 DNS RS J5 % DNS IRESIMA VLA B s .

[root@serverl ~ ]# systemctl start named
[root@serverl ~ ]# systamctl enable named

7.3 32 BIND it B U

— W19 DNS B & SCF 5 o 4 Jmy Bl B SO | 3 BC B SO FE S o) g By DX 38R B SCf.
M 9 43 2% B B SR BE & T ik

7.3.1 ANR2BEBREXH
2 il B AT/ etc BT,

[root@serverl ~ |# cat /etc/named.conf

gpotions {

listen- on port 53 { 127.0.0.1; }; //4% € BIND fii U A ons 2 )35 K B9 A ML o L ht
B i O

listen— on-v6 port 53 { ::1; }; /PR T 1Pve

directory "/var/named"; /A8 E X 38 e B S0 B AE B AR

dump- file "/var/named/data/cache dump.db";
statistics- file "/var/named/data/named stats.txt";
memstatistics- file "/var/named/data/named mem stats.txt";
allow- query { localhost; }; /8 & B mﬂﬁvﬁjﬁimﬁFﬂﬁ
recursion yes;
dnssec— enable yes;
dnssec- validation yes; /B4 no AT LA Z B SELinux B 52 T
dnssec— lookaside auto;

¥
JMLTFAATIE s RS I H ES %

logging {
channel default debug {

>l m | <

I



g7% onshrssEERE [

file "data/named.nm";
severity dynamic;

zone "." IN { /ATFHRERRSBVWEERFR , —RAGENR
Type hint;
file "named.ca";

}:

include "/etc/named.zones"; /A8 E F B U, — EREELIRE N BN
include "/etc/named.root. key";

options ML E & T2 RN E, ¥ BT a2 L T,

e directory: HFH48E named SFHFHFEM TAE B 3. & X 4 1F 2 [0 38 2 67 Hr ¢
DNS 4R il 45 &5 Ho ik 31 & SO (named. ca) N iCFE 2 B B 5548 2 19 B & .

* allow-query{}5 allow-query{localhost; } DJGEAH[F] . 3 #b, ik n] DAf#E H bk DT e 455
ke FE M EML, BG40, any A] DT EC R A /) TP bk, none A UT BC AT fa] TP Hb k.
localhost PG g A< Hb =LA I #9 Fr 5 TP M ik, localnets PG BC [A) A< Hb 5= HILAH 7% 1 ) 4%
T ETA EHL. B, AL R 127, 0.0, 1 B 192, 168. 1. 0/24 W Bt i 3 L4 i) i%
DNS fiiz 55 @& » W iy % 9 -

allow— query {127.0.0.1;192.168.1.0/24};

e listen-on: X named SFIPHFE WV IP Mo bt Flim 1, & ARIE E . BIA W DNS
AR5 4R A TP Hbhik i 53 Sim i, YRS B EEAZHM K./ 24 1P Hhk i,
AGE AL B a2 e E T E Wy TP bk, X F R — -k nd IR 5 4 R ik
B, W, A E R E DNS RS 2 WM 192, 168, 1. 2 3x 4> TP Hb Ak, v 114 FH A o 19
5353 =, WAL B a2

listen- on port 5353 { 192.168.1.2;};

« forwarders{}: H1 T X DNS ¥ L. HiXE T ka5, A 64 500 FI{E 28 47
R4k B Y B 44 A ), v i 45 2 19 DNS 5% & g% ok 52 R BT TO4E 3 2R 1R
forward FH T48 %€ ¥ & J7 30 AUAE forwarders ¥ KW RA NS AR, HHEH
“forward first | only ;7. forward first A EKIA T =, DNS IR 55 #5265 H 7 19 1 44 A
)35 2K o h% 2 4 forwarders 1 8 W ¥% & f - 1 5 % 45 oK 56 B3R 2 ) g Ar T4E . &5 48
S 1 55 A # DG 58 I A g JC M) 52, I PR i DNS i 55 4% A B ok 56 m 38 24 19 7 A,
B A “forward only ;7. 0| DNS AR 55 #5408 F P 10 38k 2 A f) 38 K 5 45 s K am
46 76 W 5% e A 0k 58 L 4 0 By sl e e 7, DNS il 55 % H Bt A 23 15035 X H 47
WA AT, Blan, b X R DNS iR 55 4% 4 61. 128, 192, 68 H1 61. 128, 128. 68, % %
B HBCE O DNS IR 55 S 95 e W BC B a2 08

> [ | <



 Linux #4E ® % 552l (CentOS 7.4 &RHEL 7.4)
7.3.2 NEBFEEXH

F i E ST /et H3E T, 1K named. ricl1912. zones & i 2 4 )5 B & XAk 45 € 1Y
F B E S A& /ete/named. zones,

1. Zone X i = BH
(1) F=3k 44 A 55 2% 19 2 19) £ By X 3887 B A% =X (BEAS SCH4E A named. localhost)

(2) W3R 44 iz 55 i 9 1 1) A Ar DX s P B A 300

Sz [i) i Ay DX 3, 1) A B AR 2 S E A TR K2 file AP 48 2 B3 19 SCFE A TA) L 59 4b ik 2 X g,
A FEAR, HERFENT 2.y, 2 KB FEHL, W e @A a0 X I 4 PR I BN 2. v, 2. in-
addr. arpa, (S [a]f# A1 X3 FE A< SO 4 named. loopback.,)

> [T1a | <



g7% onshrssEEE [

2. R X8 3 % /var/named/named. ca

/var/named/named. ca f&— B B E 19 3CHF % XL E T Internet (19 10 2% 38, 24 Al
% w24 M . R Z SO AT PLiE DNS iR % #5848 248 DNS il % %5 . 91 ii 46 DNS 19 2%
PPIX ., 4 DNS Rk 55 #4% B %5 7 v AL 280 35K I, W 2R 7E Cache H 3RS BIAH N 19 B dis L k25
i T AR R 55 AR AT B KAL) . /var/named/ named. ca S FZE A WME 7-2 Frw.

root@RHEL7-1:~ - O x
File Edit View Search Terminal Help
<<>> DiG 9.9.4-RedHat-9.9.4-38.el7 3.2 <<>> +bufsize=1200 +norec @a.root-servers.net
(2 servers found)
: global options: +cmd
: Got answer:
; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17380
; Tlags: qr aa; QUERY: 1, ANSWER: 13, AUTHORITY: ©, ADDITIONAL: 27
: OPT PSEUDOSECTION:
EDNS: version: @, flags:; udp: 1472
; QUESTION SECTION:
. IN NS
; ANSWER SECTION:
518408 1IN NS a.root-servers.net.
518468 IN NS b.root-servers.net.
518408 1IN NS c.root-servers.net.
518468 1IN NS d.root-servers.net.
518468 IN NS e.root-servers.net.
518400 1IN NS f.root-servers.net.
5184688 IN NS g.root-servers.net.
518408 1IN NS h.root-servers.net.
518408 1IN NS i.root-servers.net.
518408 IN NS j.root-servers.net.
518408 IN NS k.root-servers.net.
518408 1IN NS l.root-servers.net.
5184688 IN NS m.root-servers.net.
: ADDITIONAL SECTION:
h.root-servers.net. 3c00eee IN A 198.41.0.4
a.root-servers.net. 3o00080 IN AAAA 2001:503:ba3e::2:30
n.root-servers.net. 3600088 IN A 192.228.79.201
b.root-servers.net. Jcopeea IN AAARA 2001:500:84::b
c.root-servers.net. 3600000 IN A 192.33.4.12
1,1 Tap
K 7-2 named. ca 34§
-y bk »” - w ‘-u"l -
. D 7 F 6 T8 A BT,
- = w '\- - - -
\? @ EWGmiTHPENRLBREEAL.2MNAZNSHF A BT RITE,
1 — & " . i 9 — -
i BA #7%.518400 IN NS a. root-servers. net. "854~ 32 . “. " & 744 ;518400 2

HBEB;IN Z R RICFEHMEEA, &7 Internet £ A ;NS Z F R FTEA ; “a,
root-servers. net. "&£ EHLIK G ,

#7“a. root-servers. net. 3600000 IN A 198.41.0. 47894 X% . A W RITER
A TIETAARBEZ IP i, B P, a root-servers. net. & A% ; 3600000
ABERARTRICKEAR ; mG A g2 1P ik,

Q A trei a5 L@amAaAARAME.

T named. ca XS E SHEEHERIR S 25 19728161 & 4 284k, By DL 8 iU i M [ PR 5Bk
2845 B A0 (InterNIC) 19 FTP IR 55 % F &8 08 B9 A, & # o hk A ftp.//ftp. internic.
net/domain/ ., X4 A named. root,

7.3.3 Z1F DNS I RELRBHEE

DA I 24 MR 55 v i B AR 1A B8R L AN T 2 X 4 S0 L il B 4F/ete/named. conf FETTLL T, —
MLELAE B DNS &R 2 22 APl 24 IR 55 %% . EE W Z A ST LL N I %,

,ﬂ 175
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* forward only: #§BHX NIk 5% %% & 2 A7 1 44 R 55 % .

» forwarders: XJEH A& dns 15K 2|45 € 55 7% .

XA s 1] LAY 28 A7 3 24 IR 55 4 2R B2l 1 — MR 2R A7 48 44 il 55 s R 2 ISP i K
Sl A =

7.4 PACE T DNS Ml 55 75 %151

AW 45 A BAR S 4 24 26 4% DNS. £ DNS. Hi B DNS 2 & fh DNS IR 45 %5 11 il &

7.4.1 RHIAREREK

SRR MBI — 4 DNS IR 55 252K 71 3% long. com MR 4 @ T/E. DNS R % 25119
FQDN # dns. long. com,IP Hitik & 192. 168. 10. 1., ZR A LI F Ik 4% I IF Jz [a) 358 44 % B AR 55 .

dns. long. com 192. 168, 10. 1

mail. long. com MX 0 5 192. 168. 10, 2

slave. long. com < > 192. 168, 10, 3

www. long. com 192.168. 10. 4

ftp. long. com 192. 168, 10, 20

71 9h . www. long. com X & 3 24 & web. long. com.,
7.4.2 BLEITIE

Ae g T B 45 4 R B & SCPF L R B E SO AR S fm) DX SR A SCAF Y B &

1. %4i%E 2 F/HE & X% /etc/named. conf

/etc/named. conf X1 7E/etc HE . 8 options &I 19 i W 1P 127, 0. 0. 1 2L K,
any, ! dnssec-validation yes B4 & no, & 701 & #) M Bt allow-query J5 Ifl 1Y localhost ™ K,
any, fE include if§/n] FP 45 %€ F 0. & XAF 9 named. zones, EEEHICAZEL T

[root@server]l ~ 1# vim /etc/named.conf

listen- on port 53 { any; };
listen—on—vé port 53 { ::1; };
directory " fvar /named";
dnp- file " /var /named/data/cache dump.db";
statistics- file "/var/named/data/named stats.txt";
memstatistics- file "/var/named/data/named mem stats.txt";
allow- query{ any; };
recursion yes;
dnssec— enable yes;
dnssec- validation no;
dnssec— lookaside auto;

include "/etc/named.zones"; / /W0 0 B B
include "/etc/named.root. key™;

ST <



2. B & F B E X 14 named. zones
i FH vim /etc/named. zones #E WML FHE .

BXE, @@y BERERA AT, 4% named. zones X4, A4 ¥ named. conf
BRATEOAS, ERAZRZ—FH? wR—K )5 R P24 REeg AL X,




3. &2 BIND B9 X i35 i & 3 44

(1) f# long. com. zone 1F [A] [X 5 SC {4

long. com. zone 1E [A] X 3§, 3C {4 fii F/var/named H 5% T, 4 4% 48 J5 . 0] 56 45 B A SO
named. localhost & i #] long. com. zone T, F-Xf long. com. zone FA T4 BN . Bk T .

(2) B2 1. 10. 168. 192. zone S [) X 1 3 {4
1. 10. 168. 192. zone Jz [n] X 38§ SC 437 T/ var/named H 5 F . H 2558 77 . 0] 5665 FE A8 S
named. loopback & #| 5] 1. 10. 168. 192. zone, FX] 1. 10. 168. 192. zone iR EL ., g B ek 0 F .

> 178 I



g7% onshrssEEE [

3 IN PIR slave.long.cam.
4 IN PIR www . long. cam.
20 IN PTR ftp. long.can.

4. BB NERIT

[root@serverl ~ |# firewall-and --pemmanent --add- service=dns
SUCCOEeSS

[root@server]l ~ |# firewall-and -- reload

5. E#ED DNS fkRS5 . IMAFHLE B

[root@serverl ~ |§# systamctl restart named
[root@serverl ~ [# systemctl enable named

6. K

v R

(1) FBE 2 FR—EE 5 /etc/named. conf CHFHIEE M L4 —3. ABH
+& named. zones,

(2) 1E ) XS AR —EZE 5 /ete/named. zones A H 1Y zone [X 3 75 B P 45 &€
1) 45— 2

(3) 1E B[] X3l A4 09 B A 0 S AT &R T =k 5 L /ij I A 22 B A = 8%, & ) 2 3 2 DNS
iz 55 AR IEH TAE.

(4) BB—"THBATH SOA FIFRiLxEK., ZicEmM&Lu T .

@ 1IN SCA origin. contact. (

1997022700 ; serial
28800 ; refresh
14400 ; retry
3600000 ; expiry
86400 ; minimim

)

F I AN E .

o @RI EACHT 40 long. com. zone XX/ H Y @4 long. com.,

o IN E/R MR,

* SOA FRBEIRICRIER,

* origin RN IZW ) F LA M55 A0 FQDN, HI*. "85 B RoR X 2 4a X0k 2 Fr. 6,

b

long. com. zone X AFH Y origin A “dns. long. com. ”,
* contact F/NiZI M E B G H TR AL, B SR IER E-mail Hhk g 22 @, ff @72
F¢.7 . N, long. com. zone A1 contact A *mail. long. com. ",
e serial AL CAIFWI AT . 2808 2 5l Bl Bk 24 ik 55 4% 1 = 42 iR 55 48 2E A7 st 1a] [R] 25

o[ | <
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() o B URAG BROCRCHE e SO J5 &R L B 3 iz y 95 . 298 B yyyymmddnn, BR4E | A |
HIE MM AT . F#onm— B Z P JLIRIEN.

o refresh A B BT[] (8] PR, % Bl DNS AR 55 % AR 45 b s (] 18] B J&] 09 P4 Hb kS A 3 DNS
M 55 %% 1 7 0 5 2 75 BAC2E L an SR el s DU ST B BO0E P SO

» retry HE M E]E P, ) DNS Ik 55 &5 % A e 98 M = DNS Ik 55 &% 58 2038 &
SCAE B L AE s SO EE R (] 8] B S T B =2

* expiry J it BImFE] . Qn R AH B DNS iz 55 85 76t € LI ElE P N A e 5 £
DNS iz %5 #5588 77 — 5 DNS i 55 #5 BUS K 2 . W% %8 Bl DNS ik 55 &5 B 09 £ 88 1 S
B% A R JC R AN - A 9A) 3 oK

* minimum &7 fe /N [H] ] .

(5) TTL Mfe/Nefla] ] fg . B2 s, X T A Rl 48 2 7 16 J8 1 09 31 IR0 5%, BOIA L

minimum M{E A 1 KB 86400s, 1D Fm—K .,
(6) 17“@ IN NS dns. long. com. "5 B 1% 380 19 388 24 AR 55 4% » /D% E L —1>,
(7) 47%@ IN MX 10 mail. long. com. ” H T %€ LR A2 e g% . Hodr 10 TR 58900, %1

N AT S ) R
(8) ERIFIT“www IN A 192, 168. 10. 4”772 — R ¥ EHLEIRICHE., £n EHAFIP
Hi 1 4 X5 B 06 FR

(9) 117“web IN CNAME www. long. com. 7”& X 12 5 2 % IR 1iC 3, & 7/~ “web. long.
com. " &“www. long. com. ") 5 45 .

(10) 2K F47“2 IN PTR mail. long. com. " 25 £t & IR ic 5%, &8 IP Hht 5 FHL4 R
IR 2, HAg ,PTR {F HAH XT84 ., an“2” F 7~ 2. 10, 168, 192, in-addr. arpa, & #& 7~ IP
HihkoA 192, 168.10. 2,

7.5 Mt DNS %% )i

DNS % 7 i ) B B 3E 5 T B8 B A b B %% DNS IR 55 #5119 1P Hihk o 192, 168. 10. 1.
#% M DNS IR 2519 1P Hihk & 192, 168. 10. 2, DNS B P im ik BT .

1. B2 E Windows & R ix
FTH“Internet P ARAS 4 (TCP/IP) " J& X EHE . 78 a0 A 7-3 Fras 19 X 15 4 Hhod A 1 1
il Hl DNS iz 55 409 1P Hbhk B |

2. BLE Linux & P if
£ Linux 24P n] LA B2/ ete/resolv. conf XA #1154 B DNS & ' i,

[root@client]l ~ ]# vim /etc/resolv.conf
nameserver 192.168.10.1
nameserver 192.168.10.2
search long.cam

H i, nameserver $5 B4k 24 IR 55 2 119 1P Hbhk . 0 DLi% B 21~ DNS IR 55 %% . £5 18) 5 3% B
A S R W0 AT 24 R AT . R M5 — > DNS IR 55 25 %A W N B A4 ) R A9 DNS



g7% onshrssEEE [

oot pSES SO g el
WI |
| BB v

© BahFEis IF k0
@ #FEATmEAY IF Ht ).

IF i (I 192 168 .10 . 1
FhER W) 255 955 255  Q
BfiAfed=E ) |I

BEhFiT Dis BRE=ht )
| @ R T A 09 fRS-SHE @)

Bk s RREEC): 192 188 .10 . 1
=H s REERR): 192 188 .10 . 9|
R ERsEEE L) SR W, ..
| GaE || EE |

Bl 7-3 Windows &4 H DNS & F i Y L &

Mz 55 i S R A4 R DT iR o search FI T4 B A24 48 & J , =4 2 30 30 8044 5 A1 E VL4
iF K2 B sh B i search 45 %€ 1938044 .
fE Linux 489340 0] LUE T RG0C0 IE DNS, FHCH AR 2 2 RN 4 TR TR

7.6 8 H 1T_HA DNS

BIND #0142t 17 3 4~ DNS filjif, T. B.: nslookup.dig il host, H. 7 dig 1 host f&£p
247 T.5 .1 nslookup a2 BE ] A ey S A7t n] DI A B, Tl ER P i
Client1(192. 168. 10. 20) #4700, G 2 42144 UE 5 RHEL 7-1 R 55 #1918 15 1% 18 .

1. nslookup #5 % (#£ Clientl b)
M EARNEWT .

[root@Client]l ~ ]# vim /etc/resolv.conf
nameserver 192.168.10.1
nameserver 192.166.10.2
search long.cam
[root@Clientl ~ ]#nslockp  //i& 4T nslookup fif &
> sarver
Default server: 192.168.10.1
Address: 192.168.10.1# 53
> www. long.com //1E 5] 25 1] , 2 1) 30 45 www. long..cam T X 7 A4 1P #b hiE
Server: 192.168.10.1
Address: 192.168.10.1# 53

Name: www.long.cam

Address: 192.168.10.4

>192.168.10.2 / /R 1 253 25 ih) TP Hb bk 192.168.1.2 T Xt A4 38 44
Server: 192.168.10.1

Address: 192.168.10.1# 53



2. digf&h &
dig(domain information groper) & —"1~ R B2 17 77 2G93k 42 2530 T 5, % H T Mk

MRS BARBUER R SR . flin, @it dig S E B www. long. com M5 &, .




g7% onshrssEEE [

3. host ip &

host #7 2 F K #E17 i B =ML {5 B2 10, 7EZRIATE 5L F L host H7E EHL4 1 1P Hb
e Z Bl SE T e, B — 2% WY host a4 19d FH 7 .

//1E 18] 2 i) AL HE

[root@Client] ~ ]# host dns.long.cam

//R 1) 25 i) TP Hb bk X A9 38 4

[root@Client]l ~ ]# host 192.168.10.3
/ERAAREMHERICRER, -t SHE LA s M, QRE, A, PTR 7
[root@Clientl ~ ]# host -t NS long.com

/A A long.can 3 7 B

[root@Client]l ~ J#host -1 long.cam

/AN 518 E W EVLERIC AR R TR R B

[root@Client]l ~ ]# host - a web.long.com

4. DNS R FREEE R E REIR

(D) BEE A5, EXMIENR T .217 nslookup i A a2 R TTE >,

(2) FEHIAFIEA /MRS 7 X R E LR,

(3) /etc/resolv. conf U4 H 4k 44 Al 55 g5 d) 1P Hbhk AN E8f . FEX F s &L F » nslookup
MmN S PR AT.

(4) o] 3% Mb ik i B0OUE 2 A R, R AE nslookup Ay 2 A H B Ay 2 $E /R 1

(5) 7£/etc/named. conf LA H ) zone X k55 B g LI L 44 5 /var/named H# T
1) X R B 1 S 4 A — 3K

7.7 2]

— EHF=m
1. 7£ Internet TR ML Z 8] B3 H H 1P Huhk 47 30k . BT 75 208 P 324 i) =014
g nt TP sbhik  FRATHE X BEFR A

2. DNS 4t 7 —4 i 24 T 52
3. DNS T g3 4 rp R iyl 2H 2R i 2 .
1. Fon EOL SR IR, 7 24 1 IR IE 5K
5. 5y AT DL kA DNS 585 61 22 09 2 B E s  mA~ T B
6. DNS fiiz 55 i) £ i B A
7. DNS 55 #7074 4 2% . \
8. —MAE DNS HE%%#ZIEH%%@H?ET 2 if)
| IEFER
1. 7€ Linux 758, G852 B 24 A ) BE 1) 4 14 A5 B J2 ( ) o
A. apache B. dhcpd C. BIND D. SQUID
2. www. 163, com 7& Internet #7 FEHLHY ( ) o
A. P2 B. %4 C. 324 D. 1P Hbk

> [ | <
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E. FQDN

3. 7 DNS [R5 #s b & XA A BRFEIFIC R E R
B. 1P #bhk 3] 24 5 1) e 5

A. BEHEE
C. 23 1P Hbhb 1 w5

4, £ Linux DNS 24t 7, MR Il 55 &5 3 7~ S0 & (

A. /etc/named. ca B.

C. /var/named/named. local D.
5. DNS 5 #HE K45 &2 ( ).

A. A B. PTR C.
6. DNS 55 B3 =2 C ),

A. TCP 53 B. UDP 54 C.
7. Al LA DNS AR 55 45 09 TAE 1R &0 19 1 2 &

A. dig B. host C.
8. A LLJE Bl DNS IR 45 1 fy & S ( ) o

A. systemctl start named B.

C. service dns start D.
9. F& %€ W44 Mk 55 s O B 1 SCAF R ( )6

A. /etc/hosts B.

C. /etc/resolv. cont D.

7.8 WiHSEH

1. B F M
(8CSE VI FTIE 3 4R A 0L F L,

2. MEZLINIIBEHERNE
(1) E¥& Linux 247 F DNS IR 55 25 19 BC & .
(2) %4k Linux FHiBI DNS 5% %3 19 fid &

3 IﬁEjbE

%( );’}

— 2R 55 A R
)

/var/named/named. ca

/etc/named. local

CNAME D. NS
TCP 54 D. UDP 53
) o
nslookup D. named-checkzone

systemct] restart named

/etc/init. d/dns start

/ete/networks

/. profile

HENA - EE R (192, 168. 1. 0/24) &b E 7-4 i, Z el P E LA H

A 0T, 51T A B o 3 4% R AT T IR L RIS B T 7

FEL7 ) Internet B Y G . iZ AR

B4 HiE T84 jnrplinux. com, 2\ & 75 2 Internet [ {19 H 7 il 3 88 44 U7 A1 23 &l /9 N 1, A

AEA S DNS #1987 20 51 AN RE T [R]

FORMEARM N 2 — 5 DNS Ik 55 4 . o9 Ry 30 A7 1934 5300 32 1 1k 44 % i ik 55 . DNS

2 55 %5 B B jnrplinux. com ¢ 19 388 24 % 1 . DNS iR 55 #% 1Y 38 44 A dns. jnrplinux. com, IP Hf
fk 9 192,168, 1.2, §iiBh DNS IR 55 &5 19 1P b hik oy 192, 168. 1. 3, [a] if b b 20 g 2 7 £ 1L
Internet [ EHL A I A #F . 25K 53 5 68 By LA F 3045 . W 55 8B Cew. jnrplinux. com:
192.168. 1. 11), 4 & #P (xs. jnrplinux. 192, 168. 1. 12) . 2 #H#P (51, jnrplinux. com;
192.168.1.13) \OA %#%i (oa. jnrplinux. com: 192.168.1.13),

COITl 2

> e | <



g7% onshrssEEE [

5 . jnrplinux.com P 28 BT

DNS it 55 #E LEPHER OA#5: HEE
dns.jnrplinux.com cw.jnrplinux.com jljnrplinux.com  oa.jnrplinux.com xs.jnrplinux.com
192.168.1.11 192.168.1.13 192.168.1.13 192.168.1.12

E 7-4 DNS iR % 2545 28 ™ 45 40 §b

4, H—1M
FR P8I B 52 A A R4 I 5 i S2 )1, K A 2 S ROR

7.9  9%i)ll. DNS RSG5 23

1. [NEHEAR
#JE Linux 32 DNS. 4B DNS 4% % %5 DNS R % w00 e & 586l 7 .

2. LlIREE

F VMware EWHLF B3 3 5 Linux M5 % 1P Huhk 50 504 192, 168. 203. 1.192. 168.
203.2 F1192.168.203.3, IHHZRKI 3 GRS 42 L% T DNS R 5 Fr XF W 59 3k 48 62 (2
1% chroot),

3. LillZ>)

(1) e & F 32 ik 55

O© BLE %2 Rlc & 3/ etc/named. conf,

i options I H i UT TP 127. 0. 0. 1 2% any . 4B 7015 218 N Bt allow-query J& Ml
localhost BUAE any. TE view BEI FE B 45 %€ £ 2¢ DNS & F ¥m 19I5 1P Hb bk 6 7 145 &
#2 3¢ DNS Eﬁiﬁﬁ’] H ﬁi IP # k75 /7 4 any, E”‘Tf%ﬁiiﬁﬂ%if*% named. zones,

@ H R F B E U named. zones,

named. zones X {41 T /var/named/chroot/etc H3F F. 7% named. rfc1912. zones &
il hy 4 Je e B SO P e e Y T e B P

it B 3 3 4 IR 45 25k 5O T X3 smile. com (M A T 4%+ W) i 670 52 368 02 14 J2 i) 2 Hk
[X 3,

{E /var/named/chroot/etc/named. zones T UM LL F N %A .

zone "smile.com™ {
type master;
file "gmile.can.zone";



@ 7E/var/named/chroot/var/named H 5 F 8] # smile. com. zone 1F [7] X 38 3C 4, %
PN EMT .

@ 7E/var/named/chroot/var/named 8 & X3 CF 192, 168. 203. zone . WEW T .




g7% onshrssEEE [

© R shI 2 Ik 55 4% .

© Ml 24 il 55 s o FF 10 5O I 21 19 280905 .

(2) BC B 9% A7 504 R 55 A%

7€ TP #bht 7 192. 168. 203. 2 9 Linux RS0 b Be B 2% 77 2 R IR 55 25 .
@D 7£/etc/named. conf F 1Y option X I E NN N2 .

forwarders {192.168.0.9; };
forward only;

@ a3 named AR % .

@ Mk e &

(3) Bc B %0 Bk 24 IR 55 4

7E 1P H k4 192, 168, 203. 3 @Y Linux 4t [ AL & smile. com X Fl 203, 168. 192. in-
addr. arpa [X 38 1 4 B 30 24 il 55 4 .

@D 7E 192.168. 203. 1(F DNS [R5 %) I & £ id & 3.

[root@RHELG ~ |# vim /var/named/chroot/etc/named. zones
zone "long.camn" IN {

type master;

file "smile.can";

also— notify { 192.166.203.3;};
¥
zone "203.168.192.in- addr.arpa™ IN {

type master;

file "192.168.203.zone";

also- notify { 192.166.203.3;};
};

zone TN also-notify { HiEy DNS IP Hohl; | .58 F 764/ options H @ B, a] DL fd H]
notify yes,iX # H 2 ik 55 &% H 7 DNS ik 55 W) % 36 notify {8 , 5 Bl Ak 55 &5 W] 2 37 B 5 39 X
o SCA R

@ 7 192.168. 203. 34l BY DNS IR %5 #%) F %23 bind #4441,

@ 7E 192.168. 203. 3 I it & 2 J5 it & 14 .

{F /var/named/chroot/etc H ¥ FIE options &I T g i r IP 127. 0. 0. 1 2 % any.
T2 M B allow-query J5 M 1Y) localhost B, any. TE view &I & 2 “ 458 & £ 38 DNS
2P S PR TP itk 7 R 48 € 2 22 DNS 22 P 3 9 H An TP #ik 35 Bl 74 any , [R5 € F
Me B SC A named. zones, BAKECE 2 UL 3 DNS IR 54 AL & .

@ 7E 192.168.203. 3 F %% DNS JIlz 55 4w 19 = BC & SCOF B LA T K B

[TOOt@RAFL ~ |4 vim /var/nemed/chroot /etc/named. zcnes
zone "smile.can™ IN {

type slave;

file "slaves/amile.com.zone";

masters{ 192.168.203.1;};

> g7 | <
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zone "203.168.192.in— addr.arpa" IN {
type slave;

file "slaves/192.168.203.zona";
masters{ 192.168.203.3;};
}:

BATIR I —EZ U, 5 W E 3Rk 55 KT

Wt i file "slaves/ X3 S22 FK " 1962 & X B 11 slaves {7 & & /var/named/
chroot/var/named/slaves,

© HEH 5 3 named AR5 .

© A 7E/var/named/chroot/var/named H3E FE®& B3 2E WK T smile. com. zone Fll
192. 168. 203. zone X,

4. L=
T BOR 58 UL R A

> [aes | <



% 8=
W 25 SCAF & e Mk 55

HREFZTHAMNWREZG I EZE AZ— . AF L2048 %K UNIX 2 %219
EMEREFTY FiE— RN E2 % (NFS) RS,

e

* NFSR 89K AR,

. * NFSIR#EMEE 5AK,
* NFS&EFmBLHE,
 NFS #HEH%,

8.1 NFS &7 s pf

W 28 3L & 58 (Network File System, NFS) J& {8 A [5] i 3+ 55 4L 22 18] 58 38 1o [ 2% 4 17 3C
PFICE ) — AP S5 I, 2 128 UNIX REEAT R 45 .

8.1.1 NFS AR & #E A

fE Windows FHL2Z 8] A] DL it 26 52 3047 Je ok SE A7 i am 72 E 4L B
AL IAE Linux R4 @ NFS SRR DI 6E. NFS &5 2 f SUN
AT 1984 A& ok H B Bt Z LA RO R #ERE R G Z [E) A)
DA e 3 =50, 1 NFS fd HERIEE 77, MR PRIG 3 7 K2
1) Linux Al UNIX &40z 32 FF. 1 Hib #% IETECE Pr 5B R T #24H)
#1%E 5 RFC1904 .RFC1813 il RFC3010 fifk .

NFS Mg 2 B A L P LA

(1) #% A H P U5 ] 9 B0 o] LLAFCAE — & e EHLONFES iR 55 #8) IF L 58 i 2, i H
f AR FE ML/ P A RUE i NFS iz 55 95 ) A gt =01 E A9 38 52 3 05, X R BE o] DL 42 = 5 R
(91 23, 15 48 % 7 g S M B 455 1% 25 (] L AR A X SR IR R T R A

(2) &P ilala 2 VLA SO R ) A =L A SRR — R 2B R,

(3) 2 EHL B SO r Py B B R AR AR AL A S 2 U5 R A2 1L

(4) A] LA AR P& AN R U7 RARR .
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8.1.2 NFS T{EEIE

NFS IR %5 22 TZE L/ RS 280, NFS IR 5 o5 2 3 ik b So ik (s B 330
5L T NFS % 5 v 205 A o SCF 500, B nl Do s i PR B A S RE T
1A~ H RS0 SR I5 18 U5 18] A Hb SO — #2171 NFS il 55 48 A 19 5t SC k.

40, 7 Linux EHL A A —4> B &3/ source iZ XA M4 Linux E4L B
P TR sIE . al DB (L) ok, X FE B EVLH A P Al LE A:/source $E %k
FIAPLAY FEAHEE H R (F a0/ mnt/nfs/source) H1. Z J5 B EHLH ) H - 58 77 LLJi R/ mnt/
nfs/source FHYSCAFT . MSEFR BB EHLPRH P Ui Z A EHLP AR,

NFS % P Fil NFS iz 55 #3388 o i 72 13 #2 8 JH (Remote Procedure Call, RPC) Pp i 55 31 %%
e . REHFAIFBMFSZE — LA TFHFRFRE, BE P FV09 a9 R 2 U5 ] g #2 5
Pt 2 7 EHLAAZ G TR AR 55 4% & 25— AN15 2K, R 2 7 o 72 4 PH 28 I 55 157 Ik 55 4% 0 2% .
iz 55 BB 2 7 385 K 2Z 05 AR BRI R 8 25 SRR 101 45 7% P o . NFS ik 45 2% ) B ® g
A LIk e #2 FH P 5 a] SRR A= Y Cexport) s 2 P FE LG W] Ak 55 4% = 1 B SR L B RO HE &
(mount) 8¢ 7 A .

8.1.3 NFS 4A#%

Linux FANFSIRE FEHRUT 6 AR, HPb . BARIE 3 M EOFHN, 5
3N RAERY .

1. rpc. nfsd

rpe. nfsd SFPHEFE M 3 FAE H sk =2 HI W R 2 & P v 2 & B &8 5 EULALRR . 7 51 Ab
fﬂ NFSlﬁ—kU

2. rpc. mounted

rpc. mounted <P FRE MY EAE LS B NFS B X R G, 25 % 1 i I A1) 1 38
rpc. nfsd Bk EVUE A G NFS EVEREE R S Z AT, B2 2R E& % P i AR (R
PE /etc/exports KX HE P im IR FR) . @i iX— K 2Z 5 & F i A 0] LLUIUF] 3 37 3] NEFS A
5 i EBRIR

3. rpcbind

rpcbind (19 = ST G AT 0w B TAE. 4% P v 2% 32918 RPC iRk 55 7 42 15 1Y
Mz 55 Can NFS Ik 55 ) B s rpebind 234 BT & 211 5 Ak 55 %5 57 1 v -5 B 41 25 26 7 e, DATTIT 48 28
v A DLAA o8 1% 5 0] AR 45 i oK iR 45 . 76 RHEL 6. 4 7 rpebind BRIAE Z 2 HE & 1E %
ISEIR

g % % rpcbind X A F RPC. 42 € #F NFS L4 R L2 L R TV 8, 4k
rpchind X A Z47 . NFSE P#t L EFHRM NFS RS EPELFHE F.,

¥ ==
pa o =

4. rpc. locked
rpc. stated SFP TR AR R R AN P AR R AL BLE K Z . A4 2481 ST ?

> [1e0 | <
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N 9 BESR NFS SO AT LALE AR 22 59 P 8] 4 2 R 2 & v [R) s P — 4> SCF g A7 Al i
1 B — 2], B . rpe. locked g AT DL Bl fiff £ 33X /> E 8,

S. rpc. stated

rpe. stated SFAPH R T AL FL %K P 5 IR 55 4% 2Z 8]0 SO 8 E R i e SR i — B
(5 rpe. locked %) . 4 HE 24 7 v R H — > S0P & SRR rpe. stated A
LA FH A A6 i 22 3 5 il &2

6. rpc. quotad
rpc. quotad PP HEFRFEMLE T NFS FIECH E PRy Z M A 1, AE % P i 2 & o
NFS X B AT B #E 47 b 2R HR 2 52 e %t FR 1 .

8.2 ‘&%, )FHUE Il NFS IRSS 73

L NFS IR % . B e 2% NFS IkR5 A M. 7E CentOS 7, ZEBINTE S F . NFS
k%5 285 A A &2 BRI H .

MEAHERBEZRET NFSIRFS .M ERETHIN T R2RELELET NFS THE
o SRV R R R N A A

1. MEZEMNEH

XFF CentOS 7 3Kk, Z i/ H NFS IR % 5 . AN 2T EMANEM B H T .

(1) rpcbind

NFS I 55 % 1E &z 17 . g2 s B RPC iz 55 /9 55 B 800 3 141 B T4 i aX 4 TAE Sk
f& /M rpcbind i 57 A,

(2) nis-utils

nfs-utils L Z 2 rpc. nfsd Al rpc. mounted X P~ 57§71 3 F2 5 Hfth #H ¢ SR L AT 3¢
B EM X NFS IR FEEH.

2. &3 NFS k%

HITELH NFS k55 Zhi L a2 R R 2B LR T NFS AHXHRAA.

[root@serverl ~ ]# rpm - ga| grep nfs- utils
[root@serverl ~ ]# rpm - qa| grep rpcbind

IR RS0 A 23 NFS 544, 7] LIS yum Ay 222 355 BT 35 3k 1h 40
(1) ] yum a5 % %% NFS IlR% .,
[root@serverl ~ ]# yum clean all JIEER TR

[root@serverl ~ ]# yun install rpchind -y
[root@serverl ~ ]# yun install nfs-utils -y

(2) i B e 2 5 ] DUEH rpm 5 4 B — R EFT 21

[root@serverl ~ ]# rpm — ga| grep nfs
libnfsidmap— 0.25- 19.el7.x86 64

> o | <
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nfs—utils- 1.3.0-0.54.el7.x86 o4

[root@serverl ~ 1# rpm — ca| grep 1pe
libtirpc- 0.2.4- 0.10.el7.x86 &4

smlrpc— c- 1.32.5- 1905.5vnZ245] .el7.x86 64
rpcoind- 0.2.0-44.el7.x86 64
zmlrpe- c- client— 1.32.5- 1905.5vn2451 .el7.x86 4

3. Bz NFS k%
2 — F NFS &N RBF 2B EFET. a2 W F .

[root@serverl ~ |# rpcinfo - p

WREAFS nfs Al mounted ¥EIH, W% H NFS & Fizfr. w2 RBaie., HHLLT 4@
Sl Lg 3,

[root@serverl ~ |# systamctl start rpdoind

[root@serverl ~ ]# systemctl start nfs

[root@serverl ~ ]# systemctl start nfs- server

[root@serverl ~ [# systemctl enable nfs- server

Created symlink fram /etc/systemd/systam/milti- user.target .wants/nfs- server.service to fusr/lib/systand/

system/nfs- server.service.

[root@serverl ~ |# systamct]l ensble rpcbind

8.3 HcE NFS RS

NFS 55 W BC & . F 2B 2 QI Z I 4P/ etc/exports 0. XA CHE LT k54 L
A WE JL A~ &8 51 5 M 2% E A H A TS L AL 5, DL R 3 = iy 00 UJ R A AP 2 55

1. FEERNEBYBR

£ VMware JEHWHLFIBIMH Linux 2%.. —51E N NFS IR% %5 . WL~ Serverl.
LR GF TP Hudk, e an 192, 168. 10, 1; — G ER8 NFS % P, EHL4 8 Clientd , [7]FF #1 %) 47
IP Hohk, el 192, 168. 10. 20, BLE NFS Ik 55 4% . (8115 % F AL Client B DA %0 NFS iz 5% %+
FFE H R FRIAZ . nfs MRS S P vm ) TP Huhk o] DIRRHE 3= 8-1 kX & .

F81 nfs [REFMEFRKREAHBRERZT AR IP o bt

F ¥l & BERS IP #f I £ 34 332 7 =X
nfs LR R % 45 : Serverl CentOS 7 192. 168. 10. 1 VMnetl
Linux & F % ; Clientl CentOS 7 192. 168. 10. 20 VMnetl

2. exports 3 FRIFE L

PRAE K TG B N % W] %% %€ / ete/exports XA CF . Ho2E Linux KITEWHAS Fohie
it /ete/exports X CHo Al Red Hat Enterprise Linux 7 $E& ) . WS TH EZFKANTH S F 3
B &,

> [1e2 | <
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[root@serverl ~ [#mkdir /tmpl

[root@serverl ~ [# vim /etc/exports
Jtmpl 192.168.10.20/24 (ro) Tocsiberst (o) * (ro,sync)

#HLEHF BE—& EHL #UBR )] GG EX B CHAts ML (7T A B AT ) ]

. O/tmp H A £ FL 3ARRNG ZMIIK, QEHB@ANEF O ER
N OmAH, BREAHRE-AR, WAL T"5F BNt 5 2EE
ol ke, Q#f FRM—ITATERE,

TR B /ete/exports AT BArHIFE ECS 7 . B FE S P BT 4
HIZHFEMILZE TP ke 6= 0040, HAeMIEIE FEA T 2=, #lan, L
N 14 R A8 91 5 43 ) e s AN R L S

/hare Client (rw)

/hare Client  (xw)

fELL EE—47% . & P i Client X /home H 3 B GBS ARFE ; 28 A7 & P i
Client Xt /home H & B BAG EBPR GX /& R G0 % P A & P v I ERIAED . 101 BR Client 2Z 40
1 HoAth & P v Xt /home H 5% BLA BEEURTE ARBR .

3. EHULAHM
BB T IARTE R — T Epy 2 B kA B 3R X A B Sl KUK R AN [R] A
PR AL 25 AR i AL,

FHL AR E EEZA LT ILM .

(1) A DLfs FH 52 3 /Y TP bbb ol 35 W) B, 1l 4o 192, 168, 0. 3,192, 168. 0. 0/24 1 192,
168. 0. 0/255. 255. 255. 0 & n] L% .

(2) A LI LA TR XA T2 FREAE/ ete/hosts PN ol & fd H] DNS, H 22 58 # 4k 3l
AT (G G2 0] AR E] TP Huhb) o AR 2 EMLZA R IB 4B Al DA S F5 38 BCAT 1] an ™ = 7 sl ™ 7”7
Bl i %

4. FERA M

PR 77 1 CGBE /D E S N Z 80 & WS 8O A LR JLFP,

e rw: B read-write, /R~ 0] 132/ 5 AR ,

* ro: Bl read-only., R HIZAR,

» sync: HIEFRILHAZHNFSEZF,

* async: BB TAFAT  MEAEEES AL,

* no_root_squash: &35 NFS ML ZEHFZFHH . WHRZE root. I 4% X4~
HEZRH R . B EA root AR, XN EE“WMALZER” . AEVUEH.

* root_squash: FEE % NFS EHLEE = H @9 P 2R 2 roots IR 43X A4~ H P AL
B 4 R 48 W BE % P B R UID 5 GID 3l % #8278 i nobody (nfsnobody) iX 4~ &
a0 W5 1 By

> e | <
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 all_squash: A& 53 NFS 1 H P 5 0y aoifer, & 19 B 0y &0 2 8% 46 B EE 24 H P L B
nobody(nfsnobody) .

* anonuid: anon s£48 anonymous(fE 257 ) . A & T Ri&E squash $F2EN W E 24 H P Y
UID ¥ % {8 il % 4 nobody (nfsnobody) . fH & ] LA A 17#% & X4~ UID {6, %K. X
A~ UID b ZVEAFAE TR/ ete/ passwd HH,

* anongid: [A anonuid, 2, Group ID LR] L T .

8.4 1 i NFS 55 it e A BURL PR

T NFS IRES A G HAEGSH P SO U GE, I8 A 24 & 5 vm i A B, JR 55 28 12 40 fa]
HAH P WE? EZ2A L JL IR E,

1. root R

AR E P w2 Ll root 7 275 NFSIRF 4 ZR . X TEE T MWL IE, RS &5 F
& P ame i E 4 P . FRLL sroot K P HEE5 R AR 55 25 b 04 FE 24 TR .

2. NFSIRER LFEZRHEKS
% P ARG P HIZH (UTID . GID) K710 NFS i 45 g5 % R, an S NFS IR & 2% | & Xt
N P 25 FVE . gt o) 5 %0 g 6] 44 1A 68 AL

3. NFSIRE 2R LEAEPIRKS
NS NFS MRS %5 F3A R P im kS, i 2 5 am 2 BE U5 ] BE 24 W IR,

8.5 fE% )tk NFS Uk &5¢

Linux FAZM MM a2iT TR N TER  EE CHE . NFS ks Bt
1. it ® NFS X i

AC'E NFS & F o — M A 3Rk .

(1) &% nfs-utils B4,

(2) R ETi I IR

shownount — e NES IR &5 %5 IP

(3) HfiE FEE N,

mkdir /mnt/nfstest
(‘1) ﬁmﬁ%%ﬁ NFS:!-[:T o

mount — t nfs NFS R & #% IP:/gongxiang /mt/nfstest

> e | <
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(5) BB fstab U A S NFS dLE ik A FE %L

vim Jetc/fstab

2. EENFS RS HRER
£ CentOS 7 F A NFS kR4 %5 b 193 Z 580548 H 1945 2 4 showmount, B 195 5 &

Favy/[1 1 N

[root@serverl ~ 1# shownount [- adehv] [ServerName]

SR T,
« -a: EAEMRSG A LG HRATAEZE P mER . Bkt “host: dir”,
o -d: HiE/m#E P mEHMmEmHEHXGFER.
W IR SS A BT A R H R R
ftﬂﬂ IMH AR S 2519 1P bk & 192, 168, 10. 1, in R & FiZ kR % #5 I 19 NFS L= %%
P AT LRAT DL R a4

[root@serverl ~ ]# systamctl restart nfs- server
[root@serverl ~ 1# shownount - e 192.168.10.1
Exgport list for 192.168.10.1:

/ol (everyone)

3. EEPHME NFS REELE=HH
7E CentOS 7 Hlm#k NFS IR 55 2% F oIt 2= H R 454 mount Gt =2 AR 0] LU 2%
fth SCF 2 4819 mount) ,

[root@Clientl~ J#mount -t nfs RS/ BHA it HHERE EHBER

Fean, Z i 192, 168. 0. 3 X 5 % %5 L1/ sharel B 3, W& EZAR K IATEL T #4E .
(1) BIEAHH 5.
HAERE P w4 35, kg NFS IR 45 F s b H %

[root@Client]l ~ ]#mkdir Amt/nfs

(2) In# AR 55 4% H %
FLd AR R B9 mount f52 I #EL .

[root@Clientl~ J#mount -t nfs 192.168.10.1: /tmpl /mnt/nfs
BE., R BILT ARG L, iR def] 4k 227

[root@server]l~ ]# showrnount 192.168.10.1 - e
clnt create: REC: Port magper failure — Unable to receive: ermo 113 (No route to host)

> [T1es | <
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AR RS B R 2 NFS IR & B e KI3ETLE T B P55 9 NFS R4 2. & F NFS 4&
A THF %% . BP{E T34 T NFS4 IR B RTHA P M. F Tl e by K2 A,
BRBKEGSe T,

[root@serverl ~ [# systemctl stop firewalld

4. HENFS REEHHELZBF
FLHIZ W A N NFS 2 H 5, W4T P,

[root@Client~ ]# unount /mt/nfs

5. & P im B shE B sh#E 3 NFS

CentOS 7 F B A sh N 2% 3C 4k R G B 2 78/ ete/Istab F1 58 L, NFS U RSt X 4% A
o INZL .

(1) 4w%g fstab

M AR Gifm 25 4T I /ete/fstab FE B MLLF —1T76 %,

192.168.10.1: /tmpl /mnt/nfs nfs default 0 0

(2) fHEAERN
AT L F a4 JE BN fstab SO E XS R 5

[root@Client ~ |#mount — a

8.6 HlEB& NFS fihi

5 HAh R 28 ik 55 —FF 3247 NFS B9+ S VLR AR Al GE i B A, =5 NFS e 55 ok IE#
TAERS T ZARIE NFS AHC R R R TE Bk £40E H gk r 5. NFS K C/S 45ty If i i
W9 28 38 {75 o DA okl T LORE 3 WL i i B s X o D 3 A 2% V& i IR 55 A

1. P&

Xof T ) 2 i B 32 B A S T I 1) R DL TR

(1) 2% JCik % i

fifi H ping i 2> M o 268 J2& 75 % 3 . A0 SR oy 30 5 L 08 R A 1 B AR K L A 3R ML 5 ) 4% i
B o F TR B K

(2) JCEmr EVL2A

X T % F I 5, JC ik BT IR 55 28 19 = WL 44 T BE & F EUdE H mount a2 FEEET K W, FF
HAR S5 &5 a0 2R Lt &% P w19 VL4 . fE A7 I & 0 A A &t BLAS iR . Fr LU W5 & 75
/etc/hosts SCHF A Es IAH B2 /1 FE LI % .
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2. B

% P AE Vi) NFS AR % &5 05 24 H mount 454, N R F & W4 R 05 B DL R
cE =

(1) AR 55 75 0 B K 33k 7] A8

AR H UL N RE R .

[root@server]l~ ]# shownount 192.168.10.1 - e
cInt create: REC: Port magper failure — Unable to receive: ermo 113 (No route to host)

i R JT R A B ks e R
[root@serverl ~ 1# systemctl stop firewalld

(2) M55 #s oM 7 . v 1Bt 3 25 e, RPC I

NFS Ik 55 #ix € 28 ML, a3 H RPC S B F2 (portmap) B CH] . B A sh ik 5% 4%
(1) portmap F&J¥ . W IEiZ R 1% .

(3) MR % A8 JCma N . 2 )7 R M.

mount fF 4> & 35 15 2K B3k NFS ik 55 2% v 1 w5 i 72, {552 NFS M SCsF 3 #2 iy A 1
W BARMR O BT R SS d i E P A TEAAN A

(4) FE 45 1)5(7]

& P A B &5 NFS IR 55 2% 3 2 S0 g ALRR .

(5) A IRV

AT mount A5 2 B P AR i AIK . AT B A root By aiZERGEHM W 1 A 0] LLiE 1T
mount 72, WELZ W B A root P M A G HM N 0 A GEW AT NFS 22235 HIZEFRAE .

3. IR%=%

(1) NFS fil 55 #EF2 R &

J9 T NFS 45 % 1E % TAE. B BB ARIERTA HIL A NFS IR % #H8 h HF RIRAE
& /] rpcinfo 452 7 LI#&EFH RPC AN B . 280 F .

rpcinfo -p FHLAE P dE

Bk NFS IR 55 %) - {8 ] rpcinfo a5 2 A NFS tHCHFR MR 315 MR .

IR NFS MG HFFHEA B30 # H service a2 )8 3 NFS IR % . B X 4 H rpcinfo 7
A A7, BB NFS R4 TAEIE# .

(2) 7 M NFS IR 5

AR NFS R 55 1E & G AH 2 2R %A #17 RPC B9 EM . & 5 i KSR A BE 1E % 17 7]
NFS BB, A LR B A NFS IR % E @37 HEM . rpeinfo iy 2 68 05 $2 1L 4G I 1) € , 4
g r .

pcinfo -u FHLZEK IPHE

> o7 | <
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fir i 7E NFS IR 55 %% b7 L8 rpe. nfsd 2 &M 7] DIEHLL a4

[root@serverl ~ ]# rpeinfo —u 192.168.8.188 nfs
rpcinfo:RPC: Program not registered
Program 100003 is not available

Hh Bz 7R . W rpe. nfsd #ERE B0 M W T 2 AR RPC LS5 31 NFS i 55 i
(RRE

[root@serverl ~ ]# systemctl start rpchind
[root@serverl ~ |# systamctl restart nfs

PATEM VLS B IR A H rpeinfo #y 2 #E47 60

[root@serverl ~ ]# rpcinfo —u 192.168.8.188 nfs
[root@serverl ~ ]# rpcinfo —u 192.168.8.188 mount

R —YNEHR 2 A B NFS AHOCHERR Y v2.v3 DA va A Y 2 i 58 B2 . NFS iR 55 &
A LLIE®E TAE,

(3) A& 352 H 5 H i

% P i 0 SR I U AR 55 g i 3L H SR L] DLB SRR 55 A EATBC B SRR A . i PR
/etc/exports XAF R ENZHR . FHHE P imHAMHMBIR, @HEEL . #HH showmount
A RE S A I NFS il 55 45 iy =2 B SRy i O

[root@server]l ~ ]# shownount - e 192.168.8.188

4. WEIZHH—RT B

(1) Ka#r NFS & il NFS IR 55 o5 2Z 8] 0 {5 2 & IE# .
(2) Kot NFS [R5 28 DHIBT KES = 1% %M,

(3) ¥i#r NFS R % %5 A9 NFS R$ 2/ IEH 21T,

(4) BRuE NFS IR 55 %519/ ete/exports CAF I E L & T IEHf .
(5) K& P i NFS XM R GRS = ® IEH

(6) I&HIE/etc/fstab 3C{4H nY Bl B 2 & IE 4 .

8.7 2]l

— . EHZ#

1. Linux A1 Windows 22 [8] 0] L] i@ i AT SO LS UNIX/Linux B 1ER 52
[b1] 3 1 HEAT SO,

2. NFS )9 3L & FK & s 34 R A2 .

3. RPC Wy 302 Frid AR . RPC fix FZ 1 IhRE L & 1c % &

A~ NFS Dy g B X w59 3 1, & TAE7E B 2 i 1
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4. Linux N9 NFS IR% FEH 6 FR5r 4, Hrf ~. . 2 NFS
W 1 .

5. SFPUERR 00 F A R R R T RS A R P e A H A B R VL AURR,

FAbH NFS i3k .

6. Mt rpe. nfsd F1 rpe. mounted X Y573 i #2 5 HA AH ¢ SCRY  PAT 3¢
£

7. £ CentOS 7 & F NFS g5 s LAyt =3 A a2 8 VE IR
X B .

8. CentOS 7 T A S ME L R G A1k g LI,

v = 3 1]

1. NFS TAE® 2 H mount fg 2 E & NFS IkR& &8 B — A4 HFWE . DLF
( ) & M 55 4 S A 75 1Y
A. rpcbind W7 JE 3l
B. NFS fii 55 2750 = 5l
C. L= H FWWINTE /ete/exports XAFH
D. DL 2R
2. ;EE‘ZJJD?E'Z NFS iR % @5 svr. jnrp. edu. cn [ /home/nfs 3L = H FE F| A YL 1Y/ home2 H
. 1 EH Ay A 2 )6
A. mount -t nfs svr. jnrp. edu. cn:/home/nfs /home?2
B. mount -t -s nfs svr. jnrp. edu. cn. /home/nfs /home2
C. nfsmount svr. jnrp. edu. cn:/home/nfs /home?2
D. nfsmount -s svr. jnrp. edu. cn /home/nfs /home?2
3. C DA K NFS ffi ff £ 5% U5 HoMb RG]
A. share B. mount C. export D. exportfs
4. LI'F NFS R2GEC T H P 1D B E o 79 3 38 2 )
A. k5 4 B root HI P BOMEHIZE F I A —FF
B. root # ML £] nfsnobody H
C. root ALt 2] nfsnobody H F?
D. BIATE M F sanonuid A5 B %6
5. RiZAEA 10 & Linux Servers.ZH ] NFS £ Linux Servers 2 [8] 322 {4, | {] i%
16 AL S 2 )
A. /etc/exports B. /etc/crontab
C. /etc/named. conf D. /etc/smb. conf
6. #F NFS [R5 4% 192.168.12. 1 Pt =HRERM@mL2EC ),
A. show -e 192, 168.12. 1
B. show //192.168.12.1
C. showmount -e 192.168.12. 1
D. showmount -1 192, 168, 12. 1
7. P NFS IR %5 4% 192, 168. 12. 1 By 2 H 3% /tmp B A #1 H 5% /mnt/shere H1 1 45
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SRC ).
A. mount 192, 168, 12. 1/tmp /mnt/shere
B. mount -t nfs 192, 168. 12. 1/tmp /mnt/shere
C. mount -t nfs 192, 168. 12. 1:/tmp /mnt/shere
D. mount -t nfs //192, 168, 12, 1/tmp /mnt/shere

8.8 i HEH
1. WFH M
8 S B 33 3 4k AU F A
2. GIHE®

AN EESAE — R, 544 8 xs. mq. en, B2 FhFD a0 E 8-1 wlia
fiox. WA —f Linux B9 3 % % J1 Ik 55 %% Share Server, (£ 4
ShareServer. xs. mq. cn, PLZE{E Share Server IR 5 a5 FHC B NFS IR %5 a5
A ETE AN TA EHPLE ] LLiJja) Share Server iR 55 #5119 /share 2L Z H F N &, H
ARFEFPILER L ZF R AZE, R, L3P China £ IRK RS S 3 A 3 #: 28 Share
Server [#]/share H 3¢ H1 ) %45 F] China3 [#)/sharel H3E T .

Xs.mg.cn

Share Server China
NFS NFS-Client
shareserver.xs.gm.cn

Kl 8-1 #E# Samba Iz 55 #% B 7 (9 B 4% 44 b

3. RERF

7 WA A I 8 2% LR JLAS [R)

(1) hostname 1EHI B4 7 HAB A T VL6528 00 7 20 A WFLE 2 B 2L 2 1 i A= 2 s 7
(2) Mo &I B SR T A 408 BCAT 2

(3) [E2 55k anfa i 2 YEH 247

(4) TEMA R T 45 HA PR 7S SR 7447

(5) showmount 5 mount @ 2 FEAT A& N7 AT B FHE 52 T2 6E?
(6) dnfersc ¥l NFS L2 H i) A 7 AT H & el 528 B sh 2 2

> 200 | <



gz Muexuzshs I

4, W—
FR P8I0 B 52 A R A7 I 5 iy S2 )l LK A e S ROR

8.9 FiJll. NFS JIRSS 2eiid &

1. [YIEHNEAE

(1) E4& Linux REZ B R IFEILZ R G 50 J5 k.
(2) %8 NFS k5% &5 % 7 b 9 %4 5 ECE T k.
(3) %x>) NFS k% arnyZ 3 A& a3 5,

2. Rl
(1) £ VMware JEIPLF B IIME Linux &40, —G1E R NFS RS 45 A B 25
IP Hihik 7y 192. 168. 203. 1;— G E8 NFS 2 5 i, A 4] 7 45 Hi 9 TP Hudik o 192, 168. 203. 2,
BB — 5 NFS RS &5 . (5% P HLa] A Y NFS Ik % %5 9 /home/ftp H® F A (HA
CIRVE TS
* NFS filx 55 #x W B &
e Kl NFS Frif i 2 B &g . R EA LR, WAH yom 47 %% .
e B I & S/ ete/exports, B AN R 47 .

/hame/ftp 192.168.203.2( ro)

e BB E SR AR R
= Jash NFS IiR% .
et NFS RSG5 4MRE . FEREREFREI.

* NFS &/ ¥ i Bc & .

& ¥ NFS Iz 55 45 (192. 168. 203. 1) E #y/home/ftp H 3¢ % % FI A< 3t i+ 5 AL 192.
168.203. 2 f)/home/test H3E T .

& I showmount A4 .78 NFS IR 55 &% b i th 2% P om g L2 H 5%,

e FEEC I A AT LRI AT 1s 554 2 3 4E/home/test H . L PREREM A 192, 168.
203. 1 ik % %5 I /home/ftp H X FIIHNZ,

e HIFILE H 5K,

« W& NFS RSB 745 3 M5 FrY AR,

e Kl NFS k%5 9 A ks sk 2.

& W E rpebind Fl NFS RS E R Gz 4| 3 M5 T AR,

(2) A—Fm M 488 4 computer. inrp. cn. M AA M 5 FHL Clientl Fl Serverl, B
BAE Server]l [HCE NFS RS 25 . (AR EL AN 09T A FHL5IR] NFS lk % #5119 /home H 3%, [A
if .1k FHL Client] 7F 5 IR R 4t )3 sl i H: 2% Serverl [1)/home H 5 #| Clientl 19/homel H
B

Bt B Serverl NFS IR 5% #x .

o HiiH/etc/exports KAF BN F AT,

> a0 | <
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/hare * .camputer.jnrp.cn( ro)

o PRAFCIFR

* JA3h NFS % .

« BC#E NFS % /i Clientl .

o HALEH N /homel .

o B MR55 %% Serverl )/ home H R F| Client]l #9/homel HE I,
o &k /etc/fstab XM 1R RGBT X REGEHBRIES.

3. ZilwR=F

Fie B R 58 IR .

> a2 | <



£ 95
Sanba It 55 @5 AC .

#) A Samba IR 7T v £ I, Linux % % #= Microsoft 2 3] ) Windows % %4
ZRMFTREFE, KFEITRANY Linux 24P Samba JRFZ B ¥ e & , v 5= 8L L
AT PP L F

» Samba &/~ Z Bt B L A4F,
o e Samba X AP £ F 49X E

* Linux #= Windows ¥ #& 3t &,

9.1 Samba Fjgr

Samba f&—E il Linux & 4t g 1% i Hl Microsoft M 2% i {5 Pp i 19 4k Ok ]
PEVE BT Linux R 400 THSEHLAE 59047 Windows R A MG EEMLIAETT Vi BEpTy
S SATENEEE . Samba ] — 413 F TCP/IP iy SMB B4 i¥ . i i ¥ % E'E '
IS R ATEIHL , iX H P P RESE LT NFS il Ipd(Linux A5 #E T ER IR '
5 dw) . PRI ERAE R G B FE Windows, Linux Il OS/2, Samba filz
5% 1F Linux fl Windows R4 L7 55 0 A H

FI NFS i 55 A [F 952 . NFS IR %5 H T Linux 4822 [H) 19 XS5 il Samba A LLSE
B Linux &4 28] & Linux Fl Windows £ 4t Z [8] i) S MFTER 3L =, SMB i fd Linux
RGEM T FEHLAE Windows 9 E 48 & F R MR — & Windows 541,

1. SMB i

SMB(Server Message Block)ifi {5 i 7] UL & 1E &3k [ 352504 Fn$7 Ep AL a8 — Fb 5
W, BRI R R TE 1987 4E i 2 W I . T Z ZEAE A Microsoft W 45 1938 {5 5 1. 1M
Samba N2 SMB il # 8] UNIX 24 F{EH . ifiid NetBIOS over TCP/IP i ] Samba
AEGES REME YL ERFRE . LSS RAMITEV Lt ERwE, RAEBEN T80
T3 0 LT T AR AS Pk & TCP/IP, SMB 275 2% B f w2 K /NS 43 (1 5 2 19 B
I ,SMB {# T NetBIOS B FHFRFH: 11 APL, B 48 B —DIFcER PR, ity B,
X 15BN R 4% KEAH 65 e BIZ R i & E L ##E T 120 4~ pREL,
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2. Samba 4

Samba J& FI2K SZ B SMB PR3 —Fh 84 . 38R IE ) Andew Tridgell A& . & —£E
ik UNIX RS HEM% N ] Microsoft W45 {5 BRI 3K . BT UNIX REmblste S
PUT Windows R4 M E N ILZHE P . Samba 2 J& T GNU Public License(GPL) i 5% 14,
DR o ) DL i e B sl FH . 4 W28 UNIX R4, Linux 2G0T LLZ T X E A,

Samba iz T & MG & 5P HEF2 nmbd F1 smbd, B i1 /& Samba W # L, 1E
Samba AR %5 %% )8 S 245 1k iz AT WA R FF421247 . nmbd MWt 137 F1 138 UDP ¥ [ . smbd W5 Wy
139 TCP ¥ . nmbd SF 4 #F 8 4 HAb 1+ 55 ULl LW YE Linux AR 35 2% » smbd 5F 37 72 75
SMB ik 55 15 2K Fl 3k B X B AT T AL B8, I H o8 9 ] sl = i IR AT P i . ZE TR SR U5 A)
FTEPHLEY , smbd 22 4T ER A5 B A7 6l 2 4T EP BAF] v 5 735 2K U5 18] — A~ SO/, smbd 8 %5 38
RXEFINZ, EIREFA#E ., smbd il nmbd {# 0 iid B {5 8B & 5 AR AF 17E/ ete/
samba/smb. conf {4+,

3. Samba B I &E

HHJ.Samba B FZ2IEean F .

(1) 14t Windows KUK 19 SC 4 F T EP L AL 52, Windows 9x, Windows 2000/2003 .
Windows XP.,Windows 2003 F#:/E & 4 vl LLA|H Samba - Z Linux 55 HABEAE 248 1
TR AR A R AL E Windows Ay IRIE A X 5.

(2) f#HT NetBIOS £ 5. T£ Windows MZ& 2k T Ge8g FIH I _E 5505, RIAHfE A 2 p9 %
IR ReH B AT A & A EPLER E B W B3 A B 0E R . i s X e fE R
I o HAth T HLER A4S 2 19 IRk 55 45 PR A 0 YE IR 55 2% . Samba 0] DU RCHD 58 X TR D) g, 76 85
A ) 2 11 Bf B, Samba 34 1] LAVE S WINS il 55 #5458 H .

(3) 2t SMB % Ije. FIH Samba #2141 SMBClient # /% 0] DL 7E Linux 1% {# H
FTP —#:1ji[a Windows 1 %% i .

(4) et —ap 247 T B R HZ T 2] A PR $ S FF Windows B 5 L6 BT HE

(5) ZHF SWAT(Samba Web Administration Tool) 1 SSL(Secure Socket Layer),

9.2 Mt Samba JIR 55

9.2.1 ZIEFH B30 Samba Ak 5

(1) BINAEZHE Samba k55 Z Hij - 81 rpm -qa | grep samba 2 f5 M R 452 B %4 | Samba
A AL SRS AR TS L E S B4 Samba 3. (yun EEHBEUTHIS 4 BN E.)

[root@serverl~ ]# rpm - qa | grep samba
[root@serverl ~ ]# yum clean all /1B A5 PR R AT

[root@serverl~ ]# yum install samba -y

(2) i B E R e 2 5 ] DAEH rpm 15 4 B — R EFT A

[root@serverl ~ [# rpm - ca | grep samba
samba— camon-— tools—4.7.1- 6.el/.x6c &4

> Ta0a | <



9% sambafREHERE [

samba— camon- 4.7.1- 6.el/.noarch
samba- client— libs—4.7.1- 6.el7.x86 &4
samba- libs- 4.7.1- 6.e17.x86 64

samba— camon— libs-4.7.1- 6.el7.x86 &4
samba— 4.7.1- 6.e17.x86 64

(3) Bah 5151k Samba IR 5% i B VLB .

[root@serverl ~ |# systanctl start snb
[root@serverl ~ |# systamct]l enable snb

Created symlink fram /etc/systemd/systam/milti-— user.target.wants/amb.service
to /usr/lib/systand/system/smb. service.
[root@serverl ~ ]# systamct]l restart anb

[root@serverl ~ ]# systemctl stop arb
[root@serverl ~ ]# systemctl start amb

g £ Linux B4 . & A BB XA G . — % Bt i3 & B R4 . it R4 & # An &
5. B S A, 1K BE A 69 B B A T oL Ak

5+ =
T =

9.2.2 Tf# Samba [RESFZEENTERIE

fE Samba I 55 % 3 58 B Jm . FF AN 2 B 3% mT DLAE ) Windows 5¢ Linux B9 % 7 % 177 7]
Samba IR 55 &% . 0 LN R 55w EAT I E . 5 UF Samba IR 55 R WELE B SR 3= Ok 25K
Vg AT VT IA) o AR 8 2 8 A e I, e An s ot 3 52 S P 2 Y TR BR A A R B DT [R] A
bR 55 LR i

1. EZAR Samba R FF/HIEERE

FEAR Y Samba AR % a5 A0S R IFE FEZ 0 AU FIL 5K

(1) 4w%8 B & SCHF smb. conf f8E T EILER H R I AL E H R B L ZRIR,
(2) 1€ smb. conf CFH 45 € H & X2 FRRILE RS .

(3) WEILZHRPAH R FGAIR,

(4) FHT INE AL & SO o8 5 B 3 3 SMB ik 55, 4 B B AR 2L

(5) KA PF A5, R B SELinux A 2iF.

2. Samba B T/ER 2

Samba i) TAERFRUE 9-1 FiR.

O & P imig K iin] Samba IR 55 #¢ b 1% Share dEEEH 3,

@ Samba il 55 g W ETE K J5 » 2 £ i) T BC & SCHF smb. conf, HEH LT T Share H
LRI E T XA % N EF K P i m A PRI .

@ Samba % &5 28 A R VT IAE B # 7E B & S0 . B 3B SCHFE R 22 PR B 1 AR G 2

WH .
@ 0 2R E P Y A2 17 )AL PR 35 W fe VR B P S AT DT ]

> o | <



B Linux BHEZRS 5L (CentOS 7.4 &RHEL 7.4)

- e E
) 2 (smb.conf)
@ L]
ST 8 I
% P Samballf 5% 42 W | &

E 9-1 Samba B T 1E i #2

- E g & X 4 smb. conf

Samba [ g B SCF— M 8L 7E /ete/samba H E . 0 & S 44 4 smb. conf,

1. Samba lRFREFPHISBUKIEH
FH 1l a5 2 & F smb. conf XX/ JEME . IF-{# F vim /etc/samba/smb. conf #y 2 2 FH L4
WIFA A% i 9-2 iR,

9.2.3

rooti@serverl:fetc/samba - o »
THE(F) miE(E) EE(V) 1BE(s) #E(T #HB(H)

| root@serverl samba)] # 11 fetc/samba

= HE 20
- MW-r--r--. 1 root root 20 48 13 23:34 lmhosts

- MW-r--r--. 1 root root 706 48 13 23:34
smb. conf, example

L rw-r--r--. 1 root root 11327 48 13 23:34
| root@serverl samba] # Jj

& 9-2 #F smb. conf B B X4

CentOS 7 1 smb. conf Bt & X2 LB M. RAG 36 17A A . AT FIFHEH T i id &
A I /ete/samba/smb. conf. example, Samba JF %& ZH % B I GE A JG] . X smb. conf
BT T B A, SRHAEEERE, R 91 BFA T FECE XS B UL AN R

W,
%791 Samba REEFHHNSHUKEIER
Z 23 1E i
workgroup = MYGROUP T AYEZH 24 #% . b 4 workgroup= SmileGroup
serve.r st:'ing = Samba Server 4 S2HER 28 Yy i F B SMB fg A2
Version Y v
o ) ENXHEXHNFRVYES AR, S8 om FiRk
log file = /var/log/samba/log. % m -
max log size = 50 E XHE XN R KA R A 50KB
[ global ]
security = user e UER) 0, F 4 B, LW security=user
share i ENEMBUEO S, KB AFE.BELeHERE
FWFRiF EPREN oS EA TR, AT
e 2 4o bk R BRIA TR
<erver 6 F b 57 A AR E LSS RSk U7 E LR AR O 4 (4
oA BRI )

> 206 | <



9% sambaREHERE [

Ze3k
Z M £ H
domain {1 FH 4 I 25 2T B I 56 iE
passdb backend = tdbsam EXHPREEHAER,IEE 3
smbpasswd f#FHl smbpasswd it 2 ARG H P& E Samba IR 5%
B I T
[global] Absam ] 2 %5098 FE SO 3 A pdbedit iy 4 2 37 Samba AR
% T FF I
Idapsam # T LDAP g 5 # 17K P 5k
load printers = yes i% & 7€ Samba R )3 ShEE H L ZITEHLIR &
cups options = raw T ERHL A 18 1
HEZH
homee] comment = Home Directories iR 17 B
browseable = no HBEXEFEERABAEN LLBE" P AT I
writable = yes SE X/ A IATE A#AE. 5 read only #i
[ printers ] FTERHL I =S5

AT FIREE,E B & smb. conf, — ¥ & I ARZ, 77 VLKL B A &1 4
ﬁﬁ R ERE XA, BT,
[root@server]l ~ |# od /etc/sarba

[root@server]l sambal# 1s
[root@server]l sanbal# cp amb.conf amb.conf.bak

 HERZFHEX

Share Definitions 13 & Xf 4 O 252 H SEHATED AL, a0 2R A8 22 % A 3k 52 9% I, 7 2 X
Share Definitions #3437 #4770 & . Share Definitions ZFEEHN AT &2 . IX B 215G,

JekE— ML e HR B

(1) wEILZESH

R AT 0B B R eETENPL 3 & A R 19 3t =2 () 28 J P 37 [R]
. HILEZ AT DL 55 B R4 A

A REIEFE R AL T

HEE A

(2) FLEE TP T

W) 2% rr A7 AR & AP AR R IR, o 7 5 PR, A DO A & AR R DLJT P A
A ME LR RN AR R4

20N T
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cament= 517 B

(3) HZE e
L2 T IR Y IR 57 B2 B4 ] LI #E ) path 2Bl AT & A0 . 55 L IEHH 45 22 .
A E .

(4) wE BTN
5 E SR N SR E IR AT BE 4 U5 R) . i) DL L public SEEL,

Ak .
public = yes # R E A 5l
public =no # 25 1| BE 4 i ()

-
jan|
o
B
&

[5]9-1] samba k55 %A 1~ H KA /share, BT 2 &K 1% H A 32
Z 4K public, ZER . N . RF HIE RIFEA VIR, EWOT .

[public]
cament =public
path = /share
browseable = yes
read only = yes
public = yes

(5) &R~

R I ST IR AT A AR, W E Ui R P L BT LU valid users F Bk AT
X .

0N F

valid users = fl 7 &
valid users =@4H &

[] 9-2) Samba M55 25 T 1 /share/tech H ®# A7 T 2 8 £ AR EE . 2 053 AR H
o T FZ g5, 5 AREH A tech, £HRIK S A manger, IXHUIT .

[tech]
camrent= tech
path= /share/tech
valid users= @tech,manger

(6) WE H¥HHIE
= H R RFEH P S EAE R AT 0] BLif i read only ik
G T

STw<



g9% sambafREHERE [

read only = yes # HiE
read only =no HEE

(7) &EIE T
TR ML hE S k.
Mk .

hosts allow =192.168.10. server.abc.can

# L) RIS FE R AR B 192.168.10.0 8% server.abc.cam 1 0] Samba IR 55 58 % 1R
hosts deny =192.168.2.

$ U FRBERAALHGFFEA 192.168.2.0 P& A ML 7] 24 7T Samba IR 28 %W 1B

[5] 9-3] Samba AR% #5/A3 H 5 /public A7 & 19 I 225088 , AR IE B 3% 4, (X
U 192, 168.10. 0 ML EHLU5A] . FF H R i L2 -5 A, wElF.

[Public]
cament=public
path= /public
public= yes
read only= yes
hosts allow =192.168.10.

(8) wEHH XN

mARLZHF R FH P #ATESEAE. o] LM writable 58 write list B > 5 BLif 17
W

writable #2001 F .

writable = yes #HiEE
writable =no # HE

write list #5040 F .

write list =i R &
write list =@H &

g [homes | A4z F B F, 2T H P £ B ;[ printers | R 7 F TP M,
T B
9.2.4 Samba RSB BH EXHFMZRETH

1. Samba RSB EXH
H&E XX T Samba EH EE, EFEE Z F imiji Al Samba IR % & 1915 B, DL &
Samba IR % #x 155 1R #2815 5.5 . Samba IR 5 nJ UL i 43 0 B &5 55 B D 2 7 ¥ 17 7] 1R

o Tae ] <
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5 e 4E P S5 ] L,
1F /etc/samba/smb. conf X4 H1,log file H i H Samba HEMFEL W T .

log file = /var/log/samba/log.%m

Samba filz 55 19 H & X4 BRINAF AE /var/log/samba/H1 . it Samba 23 8 81> & %
Samba R % 25 T E WL B @2 H & . [ Is -a /var/log/samba g4 0] L& F H &
) TR SO

% S ok R 28 5 [0] Samba IR A5 . 2 AN P om A H &, B, Linux
B n] DR PR =X 2o Sk A/ H P U5 RS B0 R AR 55 2 a2 AT 6 B . 53 4h . 2 Samba fik
% TAES &6t thn] LLiE o /var/log/samba/ T 19 H & #4707 .

2. Samba Ak 55 % 59 34

Samba IR % % A A L EF IR G . % F ¥ /i 0] Samba IR 55 4 . 75 2= #8358 H P 24 F13% 09 oF
T BT, ik &4 5 A 0] LI 5, Samba R4 A T2 E P 541Uk D168 B F 7 44 il
W {5 B AT L 7E/etc/samba/smbpasswd T, 7E & P dw U5 AL K P AR A B R OB S
smbpasswd 7 1915 B AT X . S AH 7] . - H Samba ik 55 5 HiAth %2 218 & 21F . % F i
5 Samba Iz 55 w5 12 A HE L .

AR Une] 437 Samba K5 WE? B 5, Samba S5 H AREH & V., T E L # . Linux |7
ARG T . Pl R D40 yy B9 Samba K5 I Linux 5 48 ab 75 §2 Aif 47
fE— 1T RAH yy ZREMK S,

Samba H U IS 19652~ smbpasswd, g 2 A& A1 F

smiopasswd —a i P 4

[ 9-41 7t Samba iz 55 #¢ & Il Samba K5 reading.
(1) #57 Linux 245 reading.,

[root@serverl ~ [# useradd reading
[root@serverl ~ [# passwd reading

(2) W reading H F' Y Samba K%,
[root@server]l ~ |# anbpasswd - a reading

Z . Samba S A M5EEE . WEAETR I Samba W5 I 5y A 52 P IR ED G B RS
B (Failed to modify password entry for user amy) . W ZH A Linux RGAHMH P BEA
reading XM P, 7E Linux REGE @M —18nl LT,

& Sl B EEZ AR S Samba KT Z AT, — 2 B2 L — /A5 Samba K5 [ &
=0 s seas
R’ =

S T ] <



g9& sambaEHERE [

23k b ) e B IR Samba 3 S0 LA DLE ] reading S50 T .

9.3 user k55 %% LBl R

7t CentOS 7 RGLH . Samba it 55 #2 57 B 9 2Z P H 2 AER K Cuser) . X APIA
WE R AT LR AR G E A %65 B2 54 a9 P U5 ) L 2 52 06, 1 536 ik oo 2 o AR R 22

(5] 9-51 2Rl G280, A TAE & E 50 T3 2o &2 v AH R 3R 1T Y H 5%, ZK
W 5 B H 19 B FILAE Samba IR 55 #% 1) /companydata/sales/ H & FE T E M, DEHE A

oYL JF Hoaz H s K v s & &l o T,

1 K 53 #r: {£/companydata/sales/ H & W 77 J3UCA 5 B #7810 B 228048 . O T 0% ik HAth 35
T EEREHEANE BN THEB 2 BB E T security X BN user 2% A . XFEHKBHT
Samba % 25 19 S 58 UE ML H . SR J5 7F L 5 H & /companydata/sales F % B valid users 5
B EdE S e R TR U X2 H %,

(1) gar 3L JH 5, I H T & r s e

[root@server]l ~ #mkdir /campanydata
[roct@server]l ~ |#mkdir /campanydata/sales
[root@serverl ~ J# touch /campenydata/sales/test share.tar

(2) B INEE B P A FF A AR B /1) Samba k5
@ i} groupadd 52 N sales 2H . 8K J5 4T useradd #y2 Fl passwd #y2 K IS I
ﬁﬁﬁ I ﬁ'@l‘lﬁ%&ﬁﬁﬂ o ﬁtﬁbiﬂﬁ?ﬂﬂ—‘ I~ test_userl = , A& T sales :Ezﬂ,{}&{iﬂ 'EU:HQ

[root@serverl ~ ]# groupadd sales #EEV HE A sales

[roct@serverl ~ 1# useradd - g sales salel # P salel, TN N3] sales 4
[roct@serverl ~ 1# useradd - g sales sale2 # P sale2, IS N3] sales 4
[root@serverl ~ 1# useradd test userl # A 5

[root@server] ~ ]# passwd salel #+IEH P salel Y
[root@serverl ~ 1# passwd sale2 + B sale2 B
[root@serverl ~ ]# passwd test userl #IEH P test userl Y

@ BT A R B R 51 S InAH B 1Y) Samba K5,

[root@serverl ~ ]# arbpasswd - a salel
[root@serverl ~ ]# arbpasswd - a sale2

(3) B Samba Tl & 3CfF /ete/samba/smb. conf,

[glabal]
workgroup =Workgroup
server string =File Server
security = user 1B user &Y B, A BRIAE
passdb backend = tdbsam

printing = cups

STa <
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printcap name = cups
load printers = yes

Cups gptions = raw

[sales] I EILEHRNILE LR sales
cament= sales
path= /campanydata/sales # BLE L B R4 0T R
writable = yes
browseable = yes
valid users = @sales #E LTI PN sales 4

(4) WEILFEHRBARRGIR.

[root@serverl ~ |#chmod 777 /campanydata/sales — R
[root@serverl ~ J# chown salel:sales /oampenydata/sales -R
[root@serverl ~ J# chown sale2:sales /ompenydata/sales -R

& -RAKXZFZPRNG, — T2 mtE, FEFEBRRIINEF I HRRG AL
g = M, 4% 7 & chown.chmod & 4,
1 ] N

(5) = HFER context {H . 5 F 2 H] SELinux,
[root@serverl ~ ]# chcon - t samba share t /conpanydata/sales -R
%y

[root@serverl ~ ]# getenforce
Enforcing
[root@serverl ~ ]# setenforce Permissive

(6) LG kI iAT . i:X — P AREE,

[root@serverl ~ |# systamctl start firewalld
[root@serverl ~ 1§ firewall- and —- permanent —- add- service= samba

success
[roct@server]l ~ 1# firewall- and —— reload e EA e
success

[root@serverl ~ 1# firewall- and —- list-all

public (active)

target: default

iamp- block— inversion: no

interfaces: ens33

sources:

services: ssh dhcpve- client samba /1B A BB K Bk B FU i IR %5
ports:

protocols:

ST<
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masquerade: no
forward- ports:

source— ports:
iam- blocks:
rich rules:

(7) B M#E Samba it 5 .
[root@serverl ~ |# systemctl restart snb
B

[root@serverl ~ ]# systemctl reload snb

(8) M,
—Z1F Windows 7 Hf| & IR B85 247 ; — 2 A H Linux & 7 i,

O Samba MR %2 £ F K X 2 4 & F 4 Samba & P 3% 8, 3 B K 3 A
& A Y%A A Samba 3 F AR, B & P 315 7 3k F TR B, 5 £ 69 AR RERGX 7 A
R AR P R A&

Q & & H L PR FE LR E AR,

9.4 itH Samba & )i

1. Windows & Fif 1/ o) Samba =

X 1% Samba 3t SR 45 A2 7 F 7E Windows R4 Lk RFH A Linux L L0
Windows REE AT U5 A B, H A IR H 7 L& &2 —FERY . BT % Samba 5 iz 55 36 & £F
Linux &4 I, 3 i3 Windows % 4t 1] Samba IR 55 . Samba F£ = IR 55 #5 fil Windows
& s 1P kb vl DL 3E 6 9-2 i E .

#*x 9-2 Samba X Z R 553 Windows F P in{E ARBIERSG LI K 1P it

F Wl 4 BIER G IP #b #iF
Samba 4L FE iR 55 4% : Serverl CentOS 7 192.168. 10.1
Windows & F ¥ . Win7-1 Windows 7 192. 168. 10. 30

(D) RUPGEBE I G718 47" a5 2 . (] UNC #42 B4 47 Vil 6 n\\192. 168.
10. 1. FTH*“Windows 24" X iEHE . 401 9-3 Frzn . fii A salel 8% sale2 B HU% /5, & 5% J5 A
LLIE & 5[] .

iR—ik . 4 Windows 7 & F 3% AL A test_user Al P Ao F AL E F o B L2 H L2

(2) ML Z8 3K 3 % 17 7] Samba R 55 s L2 B SR, BGE T HF* 3089 H i B b . KK
PEFES T H " —“ W5 [ 28 3K By a7 2 L 78 IR 5T I 268 3K zh 4 7 X G AE A ik 4 Z 3K 3h 4% L 3F A

o [aa ] <
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T . )

A REED
B\ CHOTRIEET): 102.168.10.1

salel ]

e

IE= 702
0 =s+w swESESRESTE,

w= || mE |

—

& 9-3 “Windows %4 "X iHHE

tech L2 H F Ay HbhE . an\\192. 168. 1. 30\ sales, BL{5“5¢ B "F& 50 . 7645 T 2K 19 % 06 HE o & A
Al LIyiIn] sales 25 H 5K Y Samba K5 F1%# 65,

(3) FHRITIH TR AT E ™ b Bk sl s Z 02 35 H 5Kk sales . X80 ] IR J7 (B -5 7] 1 .

2. Linux & P iif o) Samba =

Samba Al 45 F2 MR E ] LLSE B Linux RG22 M) SO =, 5 &AL H iR E 9-3
Fe 2B Samba IR 552 FrAE F AL (B Samba L Z AR 5 45) A1 Linux & 7 w6 H A9 1P b hk
SR G TE % g % 3¢ Samba IR 45 Fll S SCOF 22 55 19 B F 42 Ceifs-utils)

*9-3 Samba HERFHM Linx FRIRFBEEAMNRERS UK 1P Hiht

F Ml & BAE R & IP Hbht
Samba L F )k 5 4% . Serverl CentOS 7 #{E &£ 5 192. 168. 10.1
Linux & F %5 : Clientl CentOS 7 #E R G 192. 168. 10. 20

(1) 1£ clientl %% samba-client Fl cifs-utils

[root@client]l ~ ]#mkdir /iso

[rooctlclient] ~ |#mount /dew/cdram /iso

mount: /dev/sr0 is write— protected, mounting read- only
[root@client]l ~ [#vim /etc/yum.repos.d/dvd.repo
[root@client] ~ ]# yum install samba-client -y
[root@client] ~ ]# yum install cifs-utils -y

(2) Linux % F i f# FH smbelient 42177 7] iR 55 2%
@D smbclient A LI H H s EVLILZH F9F . smbelient i 24801 F .

sbclient —L B4R Pk sk FHLE - v B FH P L 2 FiS

YA F CentOS 7-1(192.168. 10. 1) FHLAYILE H FH FL it , $E -5 A %65, X B af DA
ARG EN N B Enter . X R REZE R . REHS RRE2Z ] P LLE R 93t
ZHFRYE,

> [a | <
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[root@clientl~ |# ambclient - L 192.168.10.1

& i ] Samba k5 2 F Samba R 55 avim L E W H F. 0l Dn F-U 2%, J5 iR -
“FH P4 %ER”, R4 B HA sale2 K-S CHE SR 123456) 4 A FLFR M) %5 A7 [7]

sales ML H 5%,

[root@clientl ~ J# smbclient - L 192.168.10.1 - U sale2%12345678

g RF A 4% A smbelient ) %65 25 B TAE 2 R —H ), X BREIR S BiXE
#4917 o] 45 B AP i 2

= ==
T =

@ A n] LIfd ] smbelient 4y 247 3527 [m) 485 2K ) WG 30 52 ply w5 k)
smbclient 4y 27 3L 5 A X ay 245 A0 F .

ambclient //B ¥R 1Hbbb sk FHLA ALEER -v AP AEE
FHI 2T e AL B A G A2 S50 s F B ENaS),

[root@client] ~ [# ambclient //192.168.10.1/sales - U sale2%12345678
Try "help" to get a list of possible camands.

amb: \>1s

D 0 Mon Jul 16 21:14:52 2018
. D 0 Mon Jul 16 18:38:40 2018
test share.tar A 0 Mon Jul 16 18:39:03 2018

9754624 blocks of size 1024. 9647416 blocks available

amb: \>mkdir testdir /T —A B R ST I
amb: \>1s
D 0 Mon Jul 16 21:15:13 2018
D 0 Mon Jul 16 18:38:40 2018
test share.tar A 0 Mon Jul 16 18:39:03 2018
testdir D 0 Mon Jul 16 21:15:13 2018

9754624 blocks of size 1024. 9647416 blocks available
amb: \>exit
[root@clientl ~ 1#

%3 b »smbcelient & 5% Samba R % 2% )5, 0] LA{# H help 5 30 ir L FFO a2 .
(3) Linux & P i fd H mount ap 2 H: L= H F
mount AF & FHEEILE H AR .

mount - t cifs //H s PHIHEER EHLE AL E B F AR HHA -o M4

NI Agar 2 25 B A3 192, 168, 10. 1 FHL E WL H 3% sales #]/mnt/sambadata H
% scifs & Samba FTfd ) SC & 458

SkzwiZZ
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[root@clientl ~ J#mkdir - p /mnt/sambadata

[root@client]l ~ J#mount -t cifs //192.168.10.1/sales /mnt/sanbadata/ - o
usemame= salel

Password for salel@//192.168.10.1/sales: ##¥%%%%%

//A A salel W) samoa F P %S, AR RGEH F %G

[rootlclient] ~ |# od /mt/sanmbadata

[root@client] sambadatal# 1s

testdir test share.tar

9.5 %)l

— . BHZT&

1. Samba fiix 55 P fig 5 K, {8 H P, e S 2 FR A2 o

2. SMB &1 & . ol LI H #3247 T TCP/IP b l] TCP i i H

3. Samba iz %5 72 1 # ~aHEF2 41 BN, 43 ) 2 Zil o

4. Samba Mg 55 1 2 40 45 \ N i (AN 2K R
A5,

5. Samba HYHC B A4 — Ml i 7E Hxr, FECE 4N o

6. Samba IR 55 #v A . . \ Gl 5 Fpz .
PRI ] 2 .

N vi % £ 3]

1. J Samba £ T H 3, H 27 Windows M 448 & F H FH A B &, N % 1E/ ete/
Samba/smb. conf F/EFE X B A REIEHH TAE? ( )

A. AllowWindowsClients= yes B. Hidden=no

C. Browseable=yes D. Ll L&A
2. BEHISkHIZ Samba-3. 0. 33-3. 7. el5. 1386. rpm A 2 5 ( ),

A. rpm -D Samba-3. 0. 33-3. 7. el5 B. rpm -1 Samba-3. 0, 33-3. 7. el5

C. rpm -e Samba-3. 0. 33-3. 7. el5 D. rpm -d Samba-3. 0, 33-3. 7. el5
3. fuiF 198.168.0.0/24 VjlA] Samba R 5 M2 =ZC ),

A. hosts enable = 198, 168, 0. B. hosts allow = 198, 168. 0.

C. hosts accept = 198, 168. 0, D. hosts accept = 198, 168, 0, 0/24
4. JG3) Samba R 55 . W60 35 4T 1Y)t ) 1 455 2 7 A2 ) o

A. nmbd B. Imbd C. mmbd D. smbd

5. B A E i AY R 55 4 28 B AR ( ) A] DL H] P 7 S5 A ) 28 45 AF & 40 22 8] A7 S0

RGILE,

A. FTP B. Samba C. DHCP D. Squid
6. Samba it 55 % 6% SCAF 2 ( ) o

A. smb. conf B. Samba. conf C. smbpasswd D. smbclient
7. FIHIC )i 4 ] LA Samba 19 B B S 21705 2 00

A. smbclient B. smbpasswd C. testparm D. smbmount

> 16 | <



g9& sambafisHERE [

AT PGE S E S H ( ) R FE 15 R] Samba LR 5 w5 1051k FHLA .

A. allow hosts B. valid hosts C. allow D. publics
9. Samba [ F HC B S A AL FE ( ) o
A. global 2% B. directory shares %47
C. printers shares #47 D. applications shares #p47
. B &

1. fajid Samba IR 55 %5 19 i FH A%
2. Tk Samba B TAERFE.
3. MiARFEAR Samba IRE B EREN 4 ~FELIK,

9.6 JuH3EHR

1. YF M
B80S VI FT3E 459 35 4R A5 0L F P

). GIEYSE

HNE) A system, develop, productdesign F1 test 4 4~/ S NI AN PLEEAE RS H
Windows 7/8, /D8I KN 5K W Linux #/F R 40, IR 55 8 R-AE R G R CentOS 7, 7 £ it
—EZB#VIE CentOS 7 Z EWEEXHIZEFTE, BTHPEA A C ML L, develop
HEA test AL MEEEE, T A FHF'(E‘.?ﬁlﬁfﬁﬁﬁﬁ)ﬁ‘—*’f*ﬂiﬁ-ﬁcﬁfﬁﬂ@wﬁﬁﬁﬁﬁﬂF
CELFE BE 24 FH PO B8 — A7 il i SO SO e . 283 an i 9-4 firas

Samballli %5 &5 ] 2 N-1 N
Samba%¥ 7 Ui

Bl 9-4 Samba IR 55 a5 & 2 N 4% 4 $b

3. mMEMEXAR

(1) system AH: HAEMITA Samba 25 [B] 1 FLRE ,

(2) B AA M. F/NHPAE A S ML BR T /NHK R K system 4 A AR L
S HAbH P AR AT 5 R (AL 4531 3R NS .

(3) BkEHE. AP (u$EE L PO #SEA AR A BA S AR BIR .,

(4) develop H 5 test HIWILE 25 [H] . develop H 5 test H Z AN FH P A BE T [A]

> 27 | <
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(5) ANdtimatas el . iERTA P el LR . 5 A i EE .

4. RERBFE

100 A A I 825 LR JLAS )

(1) ] mkdir a4 #7352 H 5, ml LUR i 5 2 404 B 52

(2) chown.chmod,setfacl 3X #6454 W{a] A" BE 24 25 N H 2

(3) ZHMk ;T P Ik P Samba MK 7 45 119 8 7 i B R B AR Y 7

(4) useradd ﬁ’]%%ﬁ_]ﬁ n-g.-G.-d.-s.-M & X5l 24

(5) FLFR 700 F1 755 Y& L&A A7 HARAH AR T = 5 R ] L2 WL SO R
PR 53 A

(6) {FEEA R PG R A PR I ZEL

5. —1M
AR 8 01 H S S A e AT I 5 59 21 kG o S R

9.7 S&ill: Samba Mz 55 %% A fC &L

1. Z[BHWERAE
(1) %48 Samba Ik 55 &+ 119 %2 % B0 & 51K,
(2) ZEHFH Samba it 55 LB SCAF AL RAUR i & .

2. LilZ3)
(1) Samba ERIAH P B 1Y B &
* 2% Samba BAFIF HIE 3 SMB Iikd5 . LT B 452 %€ Samba 2 7EIEH TAE.

gmbclient — L localhost — N

o FIH useradd #5440 karl.joe .mary Fl jen 3t 4 NH P HEIF AL TN E RN,
X 26 P AL RE 9838 1 Samba RS ViR AR S5 4% . A T A EAILE shadow AT A
i X B8] 1 Shell Wi 15 %€ 4/ sbin/nologin,

o FIH smbpasswd a4~ Fik 4 P P IN Samba 17 7] 265

* FIH chmod 1 chown iy & #4174 Mo SCHA 5 B 5% AL PR @ 4 1915 € .

o FIH karl F1 mary FH J77E % 7 ¥ 5 5% Samba IR 2% . 3 EF A& 30 WA RE .

(2) H B &AL R I'T’*JEEE

Fik 4 VP RIER— DT TAEHF B E— AL B RAAET T O X 5T 2
B4 A H P a2 R — *”"‘*?EEP BV —THEAXEHPARGFHESANAS.FHEE
Samba IR % & kI = H R,

o FIH groupadd s 2@ n—1> GID & 30000 [4 legal ZH . 3F HAd FH usermod #52 % I
I 4 AP #2462,

o B3 —H¥/home/depts/legal, X} T X~ H i ERIR, #15 legal 4+ iy H 7
] DAAEX A~ B S asin B SCPF L SR HA B A AT LA, € SGID Kk fi 47, fet
f’f%ﬁﬁﬁ?'iii*’i‘ H i a7 19 SR A legal 4H AR . 1 H A+ HAh 19 A A BE

> 8 | <



9% sambafiEHERE [

) 5% 32 P S H S

* 7t /etc/samba/smb. conf F & —1~ 24 F“[ legal |”f) Samba L5, H A legal 2+ 1)
H P A G 17 7] 12 M =2

* FIH chmod Ml chown iy 2 #4177 Hs SCAF 5 H 5% AR g A 1Y% %€ . IF B iR 7E
“[legal |” " A7 T8 10 B 2 XA IR A 0600,

o HHTE o SMB i 55 217,

3. LilHwEF

i B R 58 UL VI .

> (29 | <
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#] A Apache R # TA EZH A Linux 24 E Web b &, AT 20
22 Apache IR & 098 E 7 %, VA R E ML AU 35 Pl 42 8] 5 09 I F ik,

Apache B,

Apache RF 8% K5 B 3.
 Apache IR %69 £ 82 & X,
o ZAF Apache RF B 9B &
« BREAP FHRIE,

10.1 AN Web IR 5%

T Re s S Ik EE (5 5 55 Z AR B i B B EhE Web iFH
M) 238 2 WWW (World Wide Web) B B2 2 5~ Internet F P e = WK 11
Pila =, — IR B n AR 0= G A A 48 KBB4 Internet Uit 7 #B A2 H
WWW 3 %5 7= A= 11 .

WWW iz 55 2 i g i FH 2 e 2Z 8] #H 538 {5 ) — T R . 7™ 4% Hb ik,
WWW fliz 55 9l id — RS EAE R O B PR L XML A8 0, X —fiik
BAE T 5 M55 AT S BT A 0 24T . IS T B A P ORI IR 55 AL . A X A
42 11 A Bt 1 Al 55 SE LA 4 Y AN SR Ik — FR ) 0] PRAT M $RAE L X Se PR AR Ik 3 T R B 1R
MRS RS Mg S . WWW il 55 BE o] b4 F L o n] [/ H Al WWW IR 55 — e e
H 92 B 2 0 R T RE

1. Web A 5 & 47

WWW J& Internet E#) Z WP —MEEIRSHEA., WWW R ZEZE P /RS54
Z5F9 B AF & 7 WWW BE I8, I 0 B % 7 v BCPF A9 35 5K 3B BT 5 195 B8 58 5038 o 1) G
iR P,

Web I 55 @ & vl LL2r R M. #8285 Web IR 55 Mzh& Web IR 55 .




£10% Apache BEEERE [

2. HITP

HTTP(HyperText Transfer Protocol.# SCAZ i 130 n] LIH4S F 2 HE B M pg— &
B BED 43 . Apache  TIS iR 55 #8 2 HTTP thil 9 IR 5 28 ¥m 3K 14 . Internet Explorer
Firefox WJ& HTTP BM M2 7 S 5144

(1) & P il Web iR 55 #% 14 i 72

— & T Web WA ZEZ S 3 B BL. 7E% 1 3 Fl Web Iz 55 & 18] & 37 4% 4% fii
FHIR N A G % 4%

@ Web % & HTTP 4y 4 16 IR 55 &% & th Web 33K (— 2] GET 4y 4 2K
W& [0 — A~ o i . {HAL A POST 454,

@ Mk 55 g2 B Web 511935 K I 80 & 36— 25 370 % 7 o FLIR 55 4% 22 (8] 42 37 7%
., F10-1 B i sr i ko gl

@ Web R% ta &4 % P im e ds SCRS . 25 Web IR 55 %5 2 4% B BT % oK 09 SCRS , st &8 i
KIS E 1L 45 Web W A% . & XU AAFLE  WIR 55 8% 25 A0k — S AH I 19 45 152 42 78 SO
25 % P i

@ Web 3 %8 a8 32 B SCHS 5 30K B BT on e Be s b . B 10-2 B 4% B AH OG
A s B A

@ s il Bl @ 25 S PSR A 2 3
D k& ® -

) )

1% B
Web /i 5 5 S A gpﬁ@ﬁf&fﬁ*ﬁ 2
B @ <l
Sl s %Fiﬁ .
B 10-1 Web 7 10 5 A 5 5 2 6] 7 34 B 102 Web % /2 b F R 25 58 2 1 i 13 5O0R F4 46

© HE 7 v 5E e ST IT 5 R 55 ax S . 1B 10-3 Brs 9 kM i s A

@ 25 58 5 7 P O 5 P
-
% ® N

E IRl i 55 4
& 10-3 Web % F iy AR 55 5 2 18] 3¢ A1 %

(2) s

HTTP iF K 1% 2K A o H 2 80, fF‘%fﬁﬂfﬁ”ﬂEE%”‘ Web Az 55 % 18 H 73 7b— >3 1 (HE
i 8080), XALAEILR — &R % LiziT £ & Web IR 5 2%, 5 6 IR 55 5 W W A ] 09 3 1
HREFE. M mHRE80 MRS 4. A FEKANZE . MUATES Wi 05, i 5mn
[ — ™ AR 55 %% 2 8080 ¥ 11, AR A ¥ 11 S st AN RE A ME . B Vi IM) 7 At AE R T

http: //www.ami 1e. cam: 8080/

> [ | <
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%4 Apache £ 1995 FF AL G142, € 2 B B ofmii4Te) HTTP R &
& NCSA HTTP 1.3 #9458 15 7 & 8 » B 2 2% — A 1540 8 (a patchy) "R % % .
NERY RmERS B EH Mk FAQ P9 a2 . ““Apache’ BEALFRA AT LA S
4 Apache(FPHuiE) B EM P F R A — A 2, KPR 4o, AN IA & A 69 1F

¥ K A B 6w

EE IR 24, 0] LLF] http://www. netcraft, com 28 F Apache I8 1911 345 %0 &
A n] DLAE 33X A I ol A ) A o s (s T a9 R 55 i O

10.2 ‘&2% . 5gh5 Ik Apache IR55

10.2.1 =3 Apache tHEXEH

[
[
[
[root@serverl ~ ]# yun clean all /1% B i S IE BR B A
[
[
[

root@serverl ~ ]# yun install httpd -y

root@serverl ~ ]# yum install firefox -y / /% % ) 55 4%

root@serverl ~ 1# rpm - qa| grep httpd / /K 2 B 4 R R A LT
g — LT Jfirefox BN 228 . E2REBH LML,
T =

10.2.2 ibtBr NIEEHITH X E SELinux 24 22 3F

o 2 ¥ B &, Red Hat Enterprise Linux 7 2k ] T SELinux X # 4 5% ) % £ X, 7E
BRI HORCE . FA SSH R4 1T LLBIE. 1% Apache A% . 6% KU 3 352 5
bR EZ AN EATA L,

(1) fd H 7 K s a2 TlAT htep RS

[roct@server]l ~ 1# firewall- and —— list-all
[root@server]l ~ |# firewall- and —- penmanent —- add- service= http

sucoess

[root@serverl ~ 1# firewall- and —- reload
success

[rooct@server]l ~ |# firewall- and —- list-all
public (active)

target: default
iamp- block— inversion: no
interfaces: ens33

SOUTCEsS.

>l | <
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(2) B HAEIY SELinux {8 . J5 7] LL#R Enforcing.,Permissive 5% 1.0,

10.2.3 Uik httpd RE B ELEM I
T 5¢ Apache IR 285 . )8 o & . IR & H VLA 3 n# Apache IR 5 .

WARFBINWE 10-4 FrR g w5 B W ER Apache Ik 55 48 © LR W), ol LITE
Applications S H 3 )E ol firefox, R /5 7E ML hE A2 % A http://127. 0, 0. 1,13 2 & W3
LR,

Apache HTTP Server Test Page powered by CentOS - Mozilla Firefox - 0 X
|/ Apache HTTP Server Tes... x | +
¢ ©®127.001 e » | =

Tes mg

10-4 Apache R&E 252 fT1IEH
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{1k VEHT R 35 B Apache iR 55 1965 240 F

[root@serverl ~ [# systemctl stop httpd
[root@serverl ~ [# systemctl start httpd
[root@serverl ~ ]# systemctl restart httpd

10.3 A Apache k55 23 i Ac & SO

7£ Linux 24P B RS, st BB eIk 55 nBd & 3/ hetpd IRF B P EE N E
A R AE A B AN 10-1 fTos,

®10-1 Linx REFHNEEXGHRTFHRAE

A B S Y 24 FR F B HC & SO 448 FR F i B
Ik %5 B & /etc/httpd e H & /var/log/httpd/access_log
W /etc/httpd/conf/httpd. conf iR HE /var/log/httpd/error_log
o b g B % /var/www/html

Apache IR 55 %8 19 3= i & SCAF & httpd. conf, % 3CH4 38 & A7 i 7E /ete/httpd/conf H 3%
Fo XHFERKRER. HELRZEEBRANS. AW/ 5 0m e 15545 sE
] Ak H 2 o) B

httpd. conf XA X 70 KNG AEZ SO LS # 7 AT RIERTT . BT HERMNZE
1150 i 55 A HAM R AT A R R 52 R a3 4 48 2 . 482 X HEERLT Shell B4 4 A
HTML #rid. #82WMiFEN RES A S8E”. {F HTML tricfyif g F .

< Directory/>

Options FollowSymlinks
Al lowOverride None

< /Directory>
fE httpd IR 55 By B9 ERCE SO PAFAE 3 MERBINME R . BERTHEE  £REE . X
BC¥ . 76 heepd iz 55 F Fe 32 0l & SCPF O B T 2 800 & 10-2 Bios.
£102 EEhupd REBFHEEANSUURBEHR

% 1 H 75 % 4 H I
ServerRoot IR % B * Directory 0 3 R H 57 B9 ALER
Server Admin =g AN Listen WY TP it 546 05
User ia 17 ik 75 B9 F P DirectoryIndex NI
Group B AT HR 55 B9 H P A ErrorLog i H &0
ServerName g 3t AR 55 4% B 35 4% CustomLog Viln) B 7 30
DocumentRoot SCHAR B 3 (M3 24l B 51 Timeout 9 5L i B B ], BRIA R 300s

STa <
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M 10-2 H Al . DocumentRoot Z U T & L sl B0 408 1 {7 A7 B 42 . S H0 B
SE AR a5k BOUE A7 L B/ var/www/html B 5% 95 1 24 5y R 5k 3 00 /O A 4% FF & index.
html, & A L je) /var/www/html H 5 A —43C4F B # 3 htepd R 2P A E 0L
W, %A 2 5 B AE 2 (REASHL EI)

[root@serverl ~ # echo "Welcane To MyWeb" > /var/www/html/index.html
[root@serverl ~ |# firefax http://127.0.0.1

BN EREHARE LA TR A 10-5 ik,

Mozilla Firefox — o x

Test Page fort.. % J http://127.0.0.1/ % \ + .

¢ ®|127.001 || »

Welcome To MyWeb

K 10-5 BHHRHEARECDZAENE

R EAERHFE R BB mASE I EIAR @I — T2 SELinux 47 9

R, T AR A 4T 1B 4T “setenforce 07 G B X, . F a0 MR R 7 vk 9E 4K 4 ) ik

B R 1047 FREB., AT EEEV EF 347,517 “setenforce 1744k B 3] 47 45
KRE,

10.4 “HHLIX Y Apache Ik 55 %43 5251

1. ZEXHERBE RT3 45

(6] 10-1] 2T O &, Wk ) SCRS AR B SR FE 72/ var/ www/html o, 40 B AR B LR A7
DX 3 SCAY AR H 2B 2 /home/www . FF H B B 0 SCHR B 2R myweb. html, B 4 i 40 ]
FRAEVE 7

(1) 43

SRR B SRR O EE IR E, kUL, Ml BN AR R SO H P
FEECNEIE T L B& 17905 Fs 22 86 248 Al Ak A AR B A 93 R #R A X B4R . 1l 3T I o s
JT 3 75 1) T B A A Pl B 0T CE ) . DY SO 4% 52 i DirectoryIndex Bk E X
1. EKIANTE MR . Apache B EKIAH 7 4% F8 8 index. html, 248Kt ] DIAR 38 52 PR 4 0 2E 17
i

(2) fRTT %

D 7E Serverl BB SCHY PR FE 1Y H F 4/home/ www , 8 & B 51 X4 myweb. html,

[root@server]l ~ J#mkdir /hane/www
[root@server] ~ ]# echo "The Web's DocumentRoot Test " > /hame/www/myweb . html

@ 7 Serverl [ FTH httpd R4 F2 7 19 3 B B SO B 58 119 47 T 58 S0l B0 s P A7
421280 DocumentRoot &2} /home/www , [a] B iR T B 55 124 17 H T € X H F AR

> [ | <
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112 ¥ Directory J5 M 19 # 72 tH & 2 & /home/www. ¥ 55 164 T 0 A & B 2t K
DirectoryIndex myweb. html index. html, & X BA5EEE R FFFE .,

[root@serverl ~ # vim /etc/httpd/conf/httpd.conf

119 DocumentRoot "/hame/www™

120

121 #

122 # Relax access to content within /var/www.
123 #

124 < Directory "/have/wew'™>

125 Al lowOverride None

126 # Allow open access:

127 Require all granted

128 < /Directory>

163 < IfModule dir module>

164 DirectoryIndex index.html myweb.html
165 < /IfModule>

@ ikP7 k5T httpd IR % - TR httpd IR 5.

[root@server] ~ 1§ firewall- and —- penmanent —- add- service= http
[root@serverl ~ [# firewall- and —- reload

[root@serverl ~ 1# firewall- and —- list-all

[root@serverl ~ ]# systemctl restart httpd

@ 7F Client]l il (Serverl F1 Client] #2&H VMnetl #3% UL & AH 0] LA E) . 40
F 10-6 FroK .,

403 Forbidden - Mozilla Firefox - o x
J 403 Forbidden x +
4- @ | 192.168.10. L/index.html ol o =
Forbidden

You don't have permission to access findex.html
on this server.

Bl 10-6 7F 2 7 v i 3k 2k

Q) MEHERE., M AFR T httpd IREBRIF AT W ? L, DG EMYS N E
ol A ESFZEH P AEA ER A B httpd IREBERF B AT Wi, Hoh. 7E=1k
Pila) http://192. 168. 10. 1/myweb. html Tt [f i}, 2= 5K & B8 71 [ % 7~ “Forbidden, You

?2261
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don’t have permission to access /index. html on this server. 7, XZM A RHEGEFIWE? 2
%72 SELinux Wy, #0727 IR % ¥ i1z 1T setenforce 0, & SELinux X “ 15”7

[root@serverl ~ ]# getenforce
Enforcing
[roct@serverl ~ |# setenforce 0
[root@serverl ~ ]# getenforce
Permissive
BTHA ARG - F—RMNEAGER W 10-7T rw, EXAFRT B 625
& W44, SELinux # A § 2 €%, 5% AL AU B A 0 R A A4 IR

## 78 SELinux # 4% , M EN T —F E% F setenforce 0,

Mozilla Firefox = o X

J http://192.1... lf/index.html % '_\+

(' | (0| 192.168.10.1/index.html v »

The Web's DocumentRoot Test

B 10-7  FEZ P a5 2h

2. ARAN ANETEG

PRAEVF Z Wl () 40 www. 163, com) #B SR VFH P A A &Y 35 51 25 8], 1 H P A DAAR %8
SyHAEM A K FE S M. Apache Af DLSZELH P A9 N E T, & 5 v 76 W UG &% 3 4
N FETH URL Hihk k&= — % h .

ht@:ffﬁﬁ /[~ usermame

Horp  “~username” & FIHH Linux 2419 Apache RS 25 K LMY, E & Linux &4t
15 H P 4 GZH P 2 ZTHE Linux RETAEE) .

[ 10-2] 1 TP Mkt 192. 168, 10. 1 [ Apache IR 55 %5 . 8 R G long P i E A
ANFEn=sE, zH P BIZ H &8/ home/long, 1~ A 5% [8] Fr /£ 1Y H 524 public_html,

LA TRME .

(1) BN P H AR A H AR ] P B 35 BOR AT i ACRR .

[root@serverl ~ ]# useradd long

[root@serverl ~ ]# passwd long
[root@serverl ~ ]# cmod 705 /hame/long

(2) BIEAFRHPNANFE =B H .

[root@serverl ~ J#mkdir /hame/long/public html

> Tar | <



B Linux BHEZRS S5 (CentOS 7.4 &RHEL 7.4)

(3) A A F S BRI E 1,

[root@serverl ~ J#cd  /hare/long/public html
[root@server]l public html]# echo "this is long's web.™>> index.html

(4) 7€ httpd IR 5 B)IF P EINERAHF RS AH P ERIIGE. Mk, T EZ BN E/ etc/
httpd/conf. d/ userdir. conf XA SRIGTESS 17 1719 UserDir disabled ZEmimm FH5 (#),#
nik httpd AR 55 FE P JT R A A P 32 D) 68 ; [5] i EHE 2 24 1789 UserDir public_html Z£§Hi
I H5 () 235 (UserDir Z 8038 71 Wb B8 72 P KX H &P a9 - FF H &4 F5, Bl public_
html H3) ., Bk 555 AR H (FE Vim ek B e B Y . set nu”. B/R1T5).

[root@serverl ~ 1# vim /etc/httpd/conf.d/userdir.conf

17 # UserDir disabled

24 UserDir public html

(5) SELinux B & N RVF ik P75 A5 AT httpd AR5, TG httpd AR5 .

[

[root@server]l ~ |# firewall- and —- penmanent —- add- service= http
[root@serverl ~ |# firewall- and —- reload

[roct@server]l ~ 1# firewall- and —— list- allt

[

(6) fEZ& P im0 U 25 P i A http://192. 168. 10. 1/ ~long, & B 4~ A 35 8] 117 7] &%
HAInE 10-8 fsn .

Maozilla Firefox = o b4

http://1..1/~long/ * | http://1..1/~long/ * | +

€) ©|192.168.10.1- long/ el » =

this is long's web.

B 10-8  H P~ AN Z 6] g9 15 [A] 2 2R
B, wRiEHFATHabRAEEPHMNRK, EEX L2 R? R—RKHFAEERA.

[roct@serverl ~ 1# setenforce 1
[roct@serverl ~ ]# setsebool - P httpd ensble hamedirs=on

3. BB R

Z Web uli i F HR VAN HAL B g A mulia al IEHEMIH R E8], E#E 7 E
— L F Apache IR% %5 E H R ZAMUH R, EAETE Apache IR sy £ H P, {BFE
Vildl Web ¥ I P ER.ESMHTEEHRPTH FEXZ2—HFN., BT ELE XA —
I ERE-S b LNV RN I EP Syl £ VB

?228?
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T84 B LB AR AT DL A B v B A [R5 [ ACBR . PR AR % 3 A T AN 8 P 3T AS [A]
HxRWAANFBRMGEO . 75, BA B EW B k2 i/ A 0] Ui ] g 0L B 5%, BR it
Z AN HA T FORE DG U [R] I RE #0L H 5K

1£ Apache it % a5 19 0 & M httpd. conf H, i@ 1 Alias 5821 B EWL H 5%,

[5] 10-3) 7& IP #bhk & 192, 168. 10. 1 1 Apache 5 a5 Gl # 24 K /test/ W HE L B
KB X R AP 3 pR A A2/ virdir/ L AE 2 i P

(1) gy HE %/ virdir/,

[root@server]l ~ J#mkdir -p /virdir/
(2) G &2 E4E & 1B E 030

[rooct@serverl ~ |# od fAvirdir/
[root@serverl virdir]# echo "This is Virtual Directory sample.™>> index.html

(3) BRGNS ROACBR , {5 HoAth P B B FHRAT AR .
[root@serverl virdir]# chmod 705 index.html

B A

[root@serverl ~ ]# chmod 705 /virdir -R

(4) &M /etc/httpd/conf/httpd. conf SC4F . 48N F 1 pE 4] .

Alias /test "/virdir"

< Directory "/virdir™-
AllowOverride None
Require all granted

< /Directory>

(5) SELinux & & N fLVF . ib P57 A AT httpd AR5 . FE )3 httpd kR % .

[rooct@serverl ~ ]# setenforce 0

[root@server] ~ 1§ firewall- and —- penmanent —- add- service= http
[root@serverl ~ [# firewall- and —- reload

[root@serverl ~ 1# firewall- and —- list- allt

[root@serverl ~ ]# systemctl restart httpd

(6) fE% F i Client] B9 % % #i A htep://192. 168. 10. 1/test J5 ., & F 1 B L BH %
15 )R an & 10-9 Fis .,

Mozilla Firefox - 0 x

Y, hitp://192.168.10.1/test/ X k+

(€ ) ® | 192.168.10.1/test/ ¢l » =

This is Virtual Directory sample,

Kl 10-9  /test fE 48 H A5 A BOCR
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10.5 HAthH AL E

1. RERIZE

AC B SO P9 AR H 1% & (ServerRoot) FEt HI2E 5 B Apache Y HCE S A & ST
HESXHFMfFRBE R IFHIZE R 2D HER PR A, 2R T ey Boi & o 34
Xf B A2 R AR AR T XA AR . BN O T AR #4228 /ete/httpd, n] LURR 4E 5 22 2
B,

[ 10-4) &R H XA/ usr/local/httpd,

ServerRoot "/usr/local /httpd”

2. BREE

Timeout FEH TR KX BAE R B E . BOAM B E B 27 (o), R E
it BRE T IE) S, 25 P oam Al SR o vk 45 B R S5 4% W3- AT 2R Ab 2, BRIARTIE A 120s, AT LA
RIEAETET LUK,

[5] 10-5] i EEETEF[E A 300s,

Timeout 300

3. BRHEZELRE

&P BRI RS 2 www IR 55 28 i £ 0 & P g R AT D
TV IR B 75 17 114 i R RSB 39 A2 2 7 i 37 422 B PR 7

(1) A B 5 BRR ol 2

DF I3 B R E R M 33X R 1 BE IR) , I i A S it 2 42 4k 25 5 N D 18] 1 fe] 2 22 BR ) 7 [R] 2
i B ANFEZ TN 48 1 I 3k S — S /N B I L D ] 0N D)Xl 55 % T iz e
BEW A B2, AS ok T SR 3 5 1) FH P 28 SR £, — I [R) B SR AR A, — BRE e AE — B0(E L AR T
RE S BUIR 55 g . 1f7 HLBR 2 T P G oy o 4] ey B BB AR I SE R Y Il L e A B A
(19 AR 55 a5 B A4 5 7 A S HE ., mf DU A2 [A) — I 20 68 T 45 2 b0 9 8 o o (H 2 L B 1 3% TR A
JEA PR, a0 2R 58 B R B DDoS (U s HE 45 iR 55 o) A5 8% T e 5 BUIR 55 2% 1o 280 e
e, AR R A PR Y 25 A8 B A N 2R o AR S L O e A i DA BRI 2 P o o 4 AU
EHEALED.

(2) SR P v i 1 BOPR 1) .

e Bie B SCFH , MaxClients 5 Bz 108 7] — B 220 P9 35 K09 25 7 i 177 1] 250 KON BU(EL
& 256, XFF /R Rk G E a5 H] T . W E KRR w ] DR 3 S5 PR s S AT B B

[ 10-6] % &% 7 v i B2 50 500,

< IfModule prefork.c>

StartServers 8
MinSpareServers 2
MaxSpareServers 20

> [T230 | <
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MastRequestSPerChi 1d 4000
< /IfModule>

g MaxClients S ¥ H I &9 30 £ T4 R 1k — K, 35 £ & iX 2 89 MaxClients 52 &,
4~ £ <TiModule prefork. c=><7/Tf{Module > X M5 % % P+ &5,

= ==
i =,

4. 17 EEE Ga b {4 b fk

M P Sy ) IR 55 A A AR A DR IR L IR 55 A5 SR A BT R R AR BN 0 R R A K
P FF H F AL & & #5710 E-mail #hk, DUE T 0 B a0 5% .

IR T 2 EE PR E-mail k. o] DIf#EH ServerAdmin FEOR I & .

(5] 10-7) &% M5 AY E-mail it & root@smile, com,

ServerAdmin root@ smile.com

5. ®EEHP AR

ServerName FEEX TR s A MmO S, HURH B S W B4y, WR &AM
DNS £ %, ol LI A TP ihik, 488, ol LAEAE AT 5 &8 T % A TP Mtk , 3 o n] L 5€ hl 3 5E fa)
TAE.
(5] 10-8] % & Ik 55w E AL FR S i 15

ServerName www.exanple ..com: 80

IE #4# ) ServerName FHRIZEMF B T LR IP b5, £ B3R

&
@ %% BF W R & 8 I “Could not reliably determine the server’s fully qualified

domain name,using 127.0. 0. 1 for ServerName” #4532 4% &,

6. MIGmEHIZE

1 M35 AN [ A A A U I P s DX R SE b DX T SR FH Y IR D 2 B A AN ]
QSR BRI 55 4 e 114 D) O 24 A R S 1) D T i A — 30, A 2 T BORLAS Y o B . X A [
N B FH B B 35 AN [R) i 8 B2 — FE 1Y X i R S M B RS . A0 SR AR IE B 8 s ) 0 1Y
P TU0h 20 fef ) I A 1) 4 B

httpd. conf F{# | AddDefaultCharset 7Bt K% B IR 55 27 B IA RIS . ZEBRATE AT
Mz %5 25 ek UTFE-8. M F i 4a % — 2 GB 2312, E 258§l #x & GB 18030, H ik
ol T W3R Ao 24 075 22 AR i P 00 S B ) 4 B ok R . B AR 5 X S8 SO i SR ) 2R S — BUR
il PLIE & WK,

[ 10-9) #EMRS &R INGSH GB 2312,

> o | <
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AddDefanltCharset @B 2312

&~ F 2 kol iz AE A IR AR 5 AL, W) T VL de AddDefaultCharset F B 89 i 8 3

@ B R AT 2 S AR R0 YE B ) A 5 4T TP R 80 % 8 A

2R GAFHAFTAE, T E2EZORSRE RFRBAEH R
AddDefaultCharset 5K &1 % % .

7. BRIEZEE

H R E R AR 4 DA B R BB, 7607 ) 5~ R 3 i i ol 5 5 OE By
ViR AU ETIR & Web R4S 25 BLAEASBH R F AR TS E . i 284 Wl t 2 X
SO R ME S B SRR SO R . R R I Y A N B L T BB 8 T B A B RO R
T AN A2 o 3% A 0 gl A o 1 B Il L35 48 192, 168. 0. 100 F9 2 72 35 7] R AN B 3% P9 10 S0
X [ A] P << Directory = <Z/Directory > %5 #x K X B . X J& — XT 25 4% 15 1) . 75 2 4 Hh
M. 7TEENEET A options. AllowOverride., Limit 2538 4, T T80 2 Fn 7] £ 40 40 6 19 .
KSR 10-3 FimR.

3 10-3  Apache B & if 1942 #i%& N

7 ) 45 ] 328 T3 W R
Options B ERE B R PR S AR
AllowOverride B 0 e {5 75 ) 4% 1 3C 4% . htaccess
Order B Apache BRINFI 5 I ALPR & Allow F1 Deny i /) (¥ b 38 I
Allow WH fRFViA Apache IRF 2 FEHL. AT LR FHLA AT LUE TP Hbht
Deny BB 5] Apache lRF 4B EHL . 7T LR ENLA AT LR TP bt

(1) R HEFEONE .

< Directory/>
Options FollowSymlinks
Al lowCverride None

< /Directory>

® O

PLEACAS R (E] Y 2 FTi Bl an F
@D Options F B 2k 2 X B 08 WP e85, J5 1 1Y FollowSymLinks $§ 4 # 7x n] LA TE
ZHF P A 54888, Options i LR BERZ e, & WIhFEINFE 104 iR,
% 10-4 Options % I g9 BUE

w1 T B 1 I

ARFEFNE. LU B H R F A Directorylndex 2 ¥ 45 € 19 M 51 3 {4
i, 25 H X PR EHXE R

Multiviews RIFHNEDER 2 ERE

Y2azz

Indexes




$£10% Apache BEBERE [

SL 3%
] 3 T BU{H il ik

All ZFFER Multiviews LIAM PR A £, IR EH Options 54 , BIA A All
ExecCGI RFFEZ HF T #47 CGI &
FollowSysmLinks "] LATEZ B R 8 A5 aEE, LLys R HoAth B
Includes i IR %5 2% ha i SSIR a5 EAR
IncludesNoExec S R 55 25 b 8 SSTCAR %5 #8402 £ R H AR IE $1FT CGT A
SymLinksIfOwnerMatch | H® X5 B & JE TRl — M P B ZFefF 5 88

AllowOverride ] T % B . htaccess X {9 138 A 2K B, None # 7/~ 2 [k {d Hl

. htaccess,

TAE R+ HR—"5 /&£ Options A PR RIH EARAGEL, o F
g FER X EAANAF T, AALAESEZ P Options AV BRMAF T A EEZVAATH
33 &  Options 38 489 AL,

(2) CHH R BN CE

< Directory "/var/www/html">
Options Indexes FollowSymlinks
AllowOverride None
Order allow, deny
Allow fram all

< /Directory>

©e e

DL EARES A A Iy S 3 AT Ui an F .

@O AllowOverride Fir{d F 11 48 2 25 1 AL A {5 A GE .

@ EEBRAWYTFABRE S5 Allow Hl Deny Bk it b BRI ¥

@ Allow FE IR EMWLLE P im ] LIim ik 55 % . 5 2Z X0 Deny 57 Bz ) FH >k R
il W 26 2 P v AN BE T [B] R 55 4%

Allow #= Deny F R 694032 k7 €2, 5 2 3# @ T BN E S A7,
& (1) Order allow.deny
& TN 2 THRIAEATEENAE P %5, L Allow FHE#E Deny F K Z a7 #& It

A, 4R BLIE B Allow FH X KB Deny F 8, U Deny F Bk £ £ 20, 430 2 5
Deny F B 4% & Allow F&,

(2) Order deny,allow

ETHFAEANTAFAZEP#mE, B Deny FE A Allow F B Z 97 4% &
B, Jw R EA Allow 58 X K& Deny F8, M Allow FER&L A2, L2
W Allow FE 2% % Deny F&.

ol <



i ZE B Allow il Deny 7 Bt 2 .
(51 10-10]  F A& amii GERiFaied) .

[ 10-11) 354 TP #hl % 192. 168. 100. 100 FI3K B. bad. com 31 % P gy, H
b & 7 3 &R AT DA OE F R

[ 10-12) AL AF 192, 168. 0. 0/24 W Bt 9 & F w15 ], {H H & 192, 168. 0. 100 A fHE

AT U R R 4 2% B i AE L 3E 6 BRCR TEA PES  F
[#] 10-13) FE T www. test. com [ EHL . s iFHABFTA Al Apache Al % %% .

[ 10-14] H A2F 10.0.0.0/8 MELHY EWLT IR 55 25 .
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10.6  JAdE R P

BN FEWRAE—F Web IR %5 L0 Ly 2440 S 18 TP Hb ik | 368 44 5% i 11 5 2 i A [5]
(1) Web 35 & . X7 Rl A KA 3h & 108 , X FE AT LRI B 2 5 1002 8 A

10.6.1 BEEET IP #itsyEIEN

BT 1P Huhkny i 0 EVLAY L & T B AR 55 4% L9872 24 1P Huht . SR )5 lid & Apache, f8
22 Wk 8 7€ TE AN [RI Y TP Hbchk | L 7RIk 55 4% b AS R AY 1P Hhb 5 o] DL 24N [R] i R 35

[51 10-15) 1B % Apache IR55 %524 192.168.10. 1 A1 192. 168. 10. 2 P~ 1P Huhk ($2
il 7E MR 55 i h BC B X A TP Hbhb) o BT 2R F A 9 1> TP b ht 43 0 6 22 9 4~ 22 T TP Hb bt
19 AU AL, Z2oR AR R L AL N 1Y 3 B AR, BCA SR A EB A F, BB 2D IR
mr.

(D RRERE AP >“RE T B> 5 "> mS> . B &7 .57
W 10-10 Fras i M 487 X 3G HE .

Q W EE - & X
B EKEnEsS
AR \ +

© IBAHEITHRE

B - 1000 Mo/ El || =
P LD —
= FRAL it f
o HE Not set up
=5y

Network Proxy = | 1%
(e =i —

o iwE >

B FHES >

E 10-10  “RIZ87 % iE HE

(2) B B 10-10 gy i 587 Bl Aw » 7E 58 19 R 27X i HE R By TPv4 L, FTJF AN 10-11 FiF
NIRRT LSS = TP Mk,

(3) Bk R FH 74, R B 10-10 B 7 B9 51 . o S “ G A 7 #5347 F 7 4%
B, A i B TP Mk A %K

g AP REE, LAAIAIP R E LT EE, RE T RE R
ping 4 M X T FiXE R,
T =

> [ | <
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IPv4 Method O E3h (DHCP) O AR F1iheERs
(® F3h (U Disable
Addresses
ik F PFER FES
192,168,10,1 295,255,255,0 192,168,10, 254 E
192.168.10.2 | [24] m
(X
"
192.168,10.1
Separate P addresses with commas
i 2 -

& 10-11 B 5 = 1P Hht
(4) 53 B/ var/www/ipl Fl/var/www/ip2 B4~ 3 H 3 FERIA ST

[root@serverl~ J# mkdir /var/www/ipl /var/www/ip2
[root@serverl ~ ]# echo "this is 192.168.10.1's web.™> /var/www/ipl/index.html
[roct@serverl ~ ]# echo "this is 192.168.10.2's web."™> /var/www/ip2/index.html

(5) #hn/ete/httpd/conf. d/vhost. conf X4, ZXHHAREMWT .

FIEET TP HilEA 192.168.10.1 B EE L FE HL
< Virtualhost 192.168.10.1>

DocurentRoot /var/www/ipl
< /NVirtualhost>

FIRERET ek N 192.168.10.2 9 HE L FEHL
< Virtualhost 192.168.10.2>

DocurentRoot /var/www/ip?2
< /Nirtualhost>

(6) SELinux B& N “ 1" ik B K5 TBAT httpd IR 55 . ES httpd IR 5 .

(7) FEZ P 5 % g5 T af LLF F http://192. 168, 10. 1 F1 http://192. 168. 10. 2 4
P 3l ) 0 ORGP 10-12 Frms

FHAFB T htepd MRS FE P BN E o7 F 8 HA T b 1 E o SO A fF AR
B H& P RRA R A R hetpd Ak 55 B2 )7 93N E 0L . A=K U7 A http://192. 168.
10. 1/index. html B [f B, 3% 2R % BE 01 [ 5 78 “Forbidden, You don’t have permission to
access /index. html on this server. ”,iX &8 2 H A FECE CHF B A X & H BRI EL, @&
ey T /ete/httpd/conf/httpd. conf HFES A &P~ Mk B FACPR ) A &5 (R E /var/

> 236 | <



B 10-12 WA ) B0 3R A T 1

www H AR AT LA, i & 78 R iC A3 =S httpd fik%5) .

10.6.2 BEETHAZMEMUEN

T 34 1 R AU E DL ARG BE B AU 55 #e A — 1> TP ik R AT, BrA i 40 2 L3 =2 [R] —
A TP 2% R 8L AL (8] 38 2 3 4 A7 X 77

BT A R A T L. DNS iR 55 4w P R 7 22 A AL BT IS % 4 T AT AR AT 2
E.J_‘/I\' 1P ik, ﬁjﬁn :

[ 10-16) 1B % Apache IlR% #% 1P Huhik A 192, 168. 10, 1, FEAHL DNS ik % 2% 1%

> T | <
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1P Hbhb XF 5 (3% 44 43 91 A wwwl. long. com Fll www?2. long. com. BT 241 &8 3 T i 24 19
L ENL, ZR AR A B EVXT R EHRAR. AP AFER AR, &P R
mr.

(1) e/ var/www/smile Fl/var/www/long P13 H & M BIA SCH

[roct@server]l ~ J#mkdir Aar/www/wawl /var/wew/ w2
[root@serverl ~ |# echo "wwwl.long.cam s web.™> /var/www/wwwl/index.html
[root@server] ~ ]# echo "www2.long.com s web.™> /var/www/www2/index . html

(2) 2P httpd. conf SCMF. WINEFARANE T -

< Directory "/var/ww'™>
AllowOverride None
Require all granted
< /Directory>

(3) B8/ etc/httpd/conf. d/vhost. conf XfF, ZCHFHIAEW T AEE KBRS

<Virtualhost 192.168.10.1>
DocurentRoot /var/www/wwwl
ServerName wwwl.long.can
< /Nirtualhost>

<Virtualhost 192.168.10.1>
DocumentRoot /var/www,/waw?
ServerName www?2.long.can
< /Virtualhost>

(1) SELinux &8 N“ 0”1l B k5547 httpd IR . BJE httpd AR5 Fl named AR 55 .

[

[root@serverl ~ ]# firewall- and —- permanent —- add- service=http
[root@server]l ~ 1# firewall- and —- reload
[
[

root@serverl ~ 1# systemctl restart httpd
root@serverl ~ |# systemctl restart named

(5) TE& P Client]l i, ZEHG4% DNS kRS 25 @ M IE88 8017 45 Client] 14 & 1E 5
] DNS R % %5 bt (€ /ete/resolv. conf Fix E) .

[root@client] ~ ]# vim /etc/resolv.conf
[root@client]l ~ [# firefox wwwl.long.cam
[root@client] ~ ]# firefox www2.long.can

g kA 6B E b DNS 8 EAMEE 5 L, — 7 BHIE long. com K&
3 ALEG EA AT, B Bk RS . KA B AR T

29 ==
i E =

STw<
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[root@serverl ~ |# vim /var/named/long.cam.zone
5 TTL 1D
@ 1IN SOA dns.long.com. mail.long.com. (

0 ; serial
1D ; refresh
1H ; retry
1w ; expire
3H) ; minimm

@ IN NS dns.long.cam.

@ W MX 10 mail.long.cam.

dns IN A 192.168.10.1

wwwl IN A 192.168.10.1

WWW2 IN A 192.168.10.1

BE. 470X F51E,4& Client] £ A% E /etc/hosts A (M FTARF), T &R %
DNS JR %23 7

192.168.10.1 wwwl.long.cam
192.168.10.1 wwwZ.long.cam

10.6.3 ETFTmwmAOSHEMEVNHEER

3350 1150 1 400 L OO LR 55 28— TP Mok BV AT A4 0 1 J00 2 WL 36 5
— A~ TP it . & 40 L2 )i o A ] 1 1S AT X A . A B 2 T i S R UL L
¥ Bic B A 75 B A Listen 15/8] 15 B FT W T 19 3 11

[ 10-17) 1% Apache IR 2500 1P #4192, 168. 10. 1., M5 E A 2 T 8088 i
8089 W/~ A [ g 115 19 K UL =ML - B R OAS [R) 19 K $80 FE HL AT 02 19 3 B SEAS [R] . BRI ST 19
HWAR, WACESTRWME .

(1) 43 9B/ var/www/8088 Hl/var/www/8089 Wi~ H & FIEIA 14,

[root@server]l ~ |# mkdir /var/www/8088 /var/www/8089
[root@server] ~ ]# echo "8088 port's web."™> /var/www/8088/index.html
[root@server] ~ ]# echo ™8089 port's web."™> /var/www/8089/index.html

(2) f&l/etec/httpd/conf/httpd. conf X4, EZ X BEHAEWDT .

Listen 8088

Listen 8089

< Directory "/var/www">
Al lowOverride None
Require all granted

< /Directory>

o [me ] <
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(3) &Pk /etc/httpd/coni. d/vhost. conf X, ZXCHWAREN FOESIRENAE)

<Virtualhost 192.168.10.1:8088>
DocurentRoot /var,/www,/8088
< /Nirtualhost>

< Virtualhost 192.168.10.1:8089>
DocurentRoot /var,/www,/8089
< /Nirtualhost>

(4) KM B k3% A S SELinux, EJG httpd IR 55 2R G E & F o Clientl B,
AR 10-13 PR, Wos ik %

Problem loading page - Mozilla Firefox - O %

fﬁ Problem loading page u\_+
@@Ilaz.lﬁa.lﬂ.l;soaa | @ |lQ search 8 & & ©

Unable to connect

Firefox can't establish a connection to the serverat 192.168.10.1:8088.

* The site could be temporarily unavailable or too busy. Try again in a few moments.

* If you are unable to load any pages, check your computer's network connection.

* |f your computer or network is protected by a firewall or proxy, make sure that Firefox is permitted to access the
Web.

B 10-13 AR 192. 168. 10. 1:8088 A g 4

(5) AbFEHRE . X2 E P ks 2] 8088 I 8089 i I i A A J& T Apache IR 55 [
T BN IR EAEA UL heepd AR 552 920 WU 1 . Bt ARG K55 4B 48 Apache ARk
S X P A~ 1, 0] PAfE ] firewall-ecmd 45 4 7K A 38 075 22 19 ¥ 11 3] public X 3, Ff &

J& B7 K S
[root@serverl ~ 1# firewall- and —- list-all
public (active)
services: ssh dhogove— client samba dns http
ports:

[root@serverl ~ ]# firewall- and —- penmanent —- zone=public -- add- port= 8088/tcp
SUCOesSS

[root@serverl ~ ]# firewall- and —- penmanent —- zone=public -- add- port= 8089/tcp
[root@serverl ~ |# firewall- and —- penmanent —- zone=public -- add- port= 8088/tcp
[roct@server]l ~ |# firewall- and —— reload

[root@serverl ~ 1# firewall- and —- list-all

public (active)

services: ssh dhopove— client samba dns http
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ports: 8089/tcp 8088/tcp

(6) FFIRAE Client] L, g5 P 10-14 Pros .,

Mozilla Firefox - O X Mozilla Firefox - 0O X
|/ hitp://192.168.10.1:8088/ % | + /| http://192.168.10.1:8089/ x | +
| € ) ®[192.168.10.1:8088 | ¢ | » = (- ®|192.168.10.1:8089 | & | » =
8088 port's web. 8089 port's web.

Kl 10-14 AR vw O R 4 3= LAY I I 45 2R

o= w3 & A (Applications)”—* % M (Sundry)”—“F K ¥ (Firewall) ” 4~ 4,
ﬁ A KERERT 2, TUAFELAMBEE B K3, @i f E public KX 49 port(35
7).,

10.7 ACEH ) S ik

1. . htaccess 3 4 B2 $ll 77 BX

4. htaccess XAFWE? faj B Hb U3, B 2 — 0> U7 A0 4% ) SO L R IE B AH N H 5% 19 1
) 5k . Aok 4 BRECGA ) B B R A S BUH I H 5% T 9. htaccess ST & 47 U5 7] 445
1. 3X = H A AllowOverride Y it & 4 .

Al lowOverride none

B EZME T . htaccess XAF . ZWTFTHEWE? RE ¥ none A AuthConfig,

< Directory/>
Options FollowSymlinks
AllowOverride AuthConfig
< /Directory>

BAE SE 0] LAE TS AT Um0 B % F Al 2 — 1. htaccess X T . HTETF B,
SCHFFTA —A. 7 U X R — A B S GO 24 mT LUK H A iy SO 2 AT R R &
{E httpd. conf F#HITEBEFATLL T ),

7370 7E httpd. conf BIAH L H 5# 1y AllowOverride & 2 H T # 1l htaccess W 0 14 i
T, K 2805 2 % % 10-5,

= 10-5 AllowOverride $§ S FTE AMIES A

a2l O 4 B
AuthConfi AuthDBMGroupFile, AuthDBMUSserFile, AuthGroupFile, AuthName, | #FfTiAE . FZA L % 4
. AuthType, AuthUserFile, Require B A 3 A




B Linux BHEZRS 5L (CentOS 7.4 &RHEL 7.4)

ZE3R
il CIN:E s 1t} i

FileInfo DefaultType; ErrorDocument, ForceType, LanguagePriority, o i A Ak 3 5K A

SetHandler,SetInputFilter. SetOutputFilter XIE4

AddDescription,Ac?ch{)n,AddIcc:-nByEnching,Defaultlt:(}n., p il B 5 5] 2 2 6
Indexes AddIconByType,DirectoryIndex, ReadmeName FancyIndexing, YN

HeaderName, IndexIgnore, IndexOptions A

H AT i

Limit Allow, Deny,Order ;Eg U7 R 5
All A e 4 4 AL EFTA RS
None HEIEFERHREES 2% F AL B, htaccess 3CIF

R EH ' clinuxer B Web H 3 (public_htmD) F#raE T —~. htaccess X 1% X4
276 %f 1842 71 /home/clinuxer/public_html/. htaccess, H.3Z Apache IR & s - A2 H 1 HL
KA MR B 3 N IR & . htaccess 301,

/ .htaccess

/hare/ htaccess

/hare/clinmer/ . htaccess
/hare/clinmer/fpublic html/.htaccess

MR XN EZE P A —. htaccess X, H 41 /home/clinuxer/. htaccess, | Apache Ff A
2> 4212 /home/ clinuxer/public_html/. htaccess, Ifii f&/home/clinuxer/. htaccess,

2. AR SHINE

Apache F1 9 HI P 5y A GIE Al AT DA SR B B A7 B il 7 77 =8 sl 3 A =077 s 7 O
2, Ho S 5 ) 2 BBt 2 i . htaccess 2RiEAT .,

(1) BEH 25 F1 %

1 /usr/local/httpd/bin H 3% F A —> htpasswd 7] #4475 3¢ . &t & ) 8. htaccess
SCAE By GE T %S0 . BrEkss T .

[TOCt@RHEL7- 1 ~ ]# htpasswd [-bcD] [-mdps] FWXH{EF ARPH

ZHBHIM T,

o -b: HHLALE A B ZEM . htpasswd AR AP EH, A FEEHGS
i AR ULy 6, B A R IR & 4

o —c. P& (create) B — 1S 1.

* -D: MER—"1H .

e -m: FJ] MD5 4% i .

o -d: kM CRYPT 4w hn 4% , i /& i 19 7 =

o -p: KM EN, o2 RAE, B A #EEMSH .

> o | <
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-s: R SHA &% n % .
[) 10-18] B2 —H F. htaccess S AUER H 7 yyl,

[root@RHEL7- 1 ~ 1# htpasswd — ¢ —mb .htpasswd yyl P@sswird

fE 2470 H & A —4. htpasswd X FFEI—PH P yyl 8658 P@ssword.
(2) SEp

(6] 10-19) & — B H R/ hetest”, 1k P 22555 A P 22 RIS A GE V5 7]
O B@d—FHH P smile, B iZH AL N4

[Toot@RHEL7- 1 ~ 1#mkdir Avirdir/test

[root@RHEL7- 1 ~ 1# echo "Require valid users's web.™ /virdir/test/index.html
[root@RHEL7- 1 ~ 1# od /virdir/test

[root@RHEL7- 1 test]# /usr/bin/htpasswd - ¢ /usr/local/.htpasswd smile

ZEEERWMAZHA P ®EWEIF A, I E 2 78 “Adding password for user
smile”

N RAAEAE. htpasswd SCUEH I ICHAt H P W B 24 LA T a5 2 (R 280,
[root@RHEL7- 1 test]# /usr/bin/htpasswd /usr/local/.htpasswd user2

@ E httpd. conf fCﬁ:EF' Lﬁ%lﬁ: ] ,?cfmfFEF:FH htaccess iﬁj[:IH:JF' -.%’ ﬁﬁ)\iEn
MARZEW N ORNERTFERS BI8ESCHEH . FRED .

Alias /httest "/virdir/test"
< Directory "/virdir/test">
Options Tndexes MiltiViews FollowSynilinks  # #2143 H &

AllowOverride PuthConfig # )8 FH P & i GiE

Order deny,allow

Allow fram all ¥ SR FTE H P Uil

AuthNeme Test Zone # 5 SR INUE 2 FR , 5 J5 T A9 .htpasswd 304 A — 2
< /Directory>

MEER T Apache W) e & A hetpd. conf, WAZE JF Apache A4 2 #r fic & A 2L,
i L 4T systemct] restart httpd Ag 2 E TR I E .
@ TF/virdir/test H 3 F#ra—1. htaccess X/, NEW T .

[TOot@RHEL7- 1 test]# od Avirdir/test

[root@RHEL7- 1 test]# touch .htaccess # B & .htaccess L4
[TOOt@RHEL7- 1 test]#vim .htaccess # 438 htacoess I MA LU TFTASE
AuthNeme "Test Zone"

PuthType Basic

AuthUserFile /usr/local/.htpasswd # $5 BA A7 U3 A5 1) B9 25 05 S0 45

require valid- user HIEH R B EBE XM A RESHP,
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g o R htpasswd & Bk 6 4 & %42 7, M & #% £ AuthUserFile ¥ 45 % %
— LAy IR,
T =
@ TEZ P im0 YE 4%, B0 A http://192. 168, 10. 1/httest, W 10-15 F& 10-16 Fr
No T Apache IR% 2% LT MALRZ PR A0 H 0, gt 2 BOAUE S 10, 5 A §i A E 8 19 H P
2 RUES A RefT I .

Authentication Required x

L;J,r-” : http://192.168.10.1 is requesting your username and password. The site says: “Test Zone” R - d X

; . . . x ..II
User Name: ) http://192.168.10.1/httest/ ‘~_+

Password: | esess

€ ) ® | 192.168.10. Uhttest/ el » =

Cancel oK Require valid users’s web.

K 10-15 S A M P 2 MBS A GETTF K 10-16 EWAMP 2 MNEGRE
RE % 17 17 3Z PR N 2

10.8 &i>)d

—, HEZ#&
1. Web JIiz 55 #5509 B U2 X AR T A PR
2. HTTP i K 19 BN I 1 A& o
3. & Linux V- & T &SR A G R M h) 2 12 il
. LL & 4 AR A AR i B SO — N F R 4 S R 44
4. Red Hat Enterprise Linux 7 Kk H] T SELinux X 14 58 (1) 27 485 3, 78 20\ 19 il B
N, H A Az 55 ] LLaE it
5. TEmATERGHE I BA A a7 JF Linux o 2% W 8 % 1,
N vk =3 ]
1. /LA FBEE Red Hat Linux /g 310 B 35 3 httpd AR 195 4 & ( ) o
A. service B. ntsysv C. useradd D. startx
2. 7£ Red Hat Linux 1 F T.%& %% Apache R 55 2abit, BRIA RS Web 24 5 19 H 57 A ( ).
A. /etc/httpd B. /var/www/html C. /etc/home D. /home/httpd
3. XFF Apache IR 55 &% . $2 1 Y 1 A2 A9 B0 P 2 ( )6
A. root B. apached C. httpd D. nobody
4. R EHER S 1 Web RS FEC ).
A. Apache B. 1IS C. SunONE D. NCSA
5. Apache iR &5 2009 TAE 7 A2 ).
A. 1netd B. xinetd C. standby D. standalone
6. FH P9 3 U7 R H 5 H htepd. conf ST Z50( VIGE
A. UserDir B. Directory C. public_html D. DocumentRoot




£10% Apache BEERE [}

7. W Apache I 55 fr i, — RS i 55 19 vim 11 20 € Fl] R G ( ) ¥ 11 E

A. 10000 B. 23 C. 80 D. 53
8. FAZ Apache 2T FEHLA 1T ] 42 5l 18 4 1 72 ( )
A. allow B. deny C. order D. all
9. R E Y MRS anr=Em RN, B 7E N YW 2% 1 BE 51 1Y E-mail Hiudk 02 ( ) .
A. Servername B. ServerAdmin C. ServerRoot D. DocumentRoot
10. 7 Apache iR 55 a5 L5 H P 2 0905 R4, A G P 3869 S a2 42 ( ) o
A. smbpasswd B. htpasswd C. passwd D. password
i
10.9 D H 95K
1. W F W5

T8CSE VINFTTE 3 3 4R 0L F P

2. ML=

{2 an R S Bt 2 A Y I 2% 7 B B L 22 A Y 3 44 8 www. king. com, 22 HE
T3 8 B FOm @ A N IR 55, A NS S A 2 e T A R
R MR EN A 10-17 Fos .

‘ Internet

<

Webfk 55 a3 0 B2 AL AT .
(D) ETREMHE X

(2) B=T°IP:
192.168.1.2
...... 192.168.1.3
L] 1 (3) E T4

WWW.Mmix.com

HAR S5 (KBRS Webflz 55 25 www.king.com
Bl 10-17 Web iR %45 #5825 BC & M 45 # Fb

22T SR B AL O S N DR S5 L RS LA I RE

(1) Mo Scf FAESERE SF BV A 3 & 4 . URL A http://www. king. com/~ H " 4 .

(2) 7€ Web IR &5 45 H # 7 — 44 A private [ FE L H 5, H X R 09 9 B #% 12 )&/ data
/private. F-HC B Web R i XHiz LB 58 P AE . B 235 kingma F P i),

(3) £ Web IR 5 #5 s & 7. — >4 A private 19 B 1 B 3, H XN 19 9 B #&% 42 2/ dirl
/test, I B & Web IR 55 &5 AL 0142k H M 2% jnrp. net B F1 192. 168. 1. 0/24 R B & 7 HLJj
%k L H 5%

(4) ] 192.168. 1.2 F1 192, 168. 1. 3 B~ IP Hht , G &2 T IP bk B EHL. H
d1 TP Hbhik A 192, 168, 1. 2 B HE L MR R 9 3 H %R /var/www/ip2, IP Hihik 4 192. 168.

o s | <
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1. 3 B JE L EVLX W 39 F H 5k A /var/www/ip3.

(5) BEET www. mlx. com Hl www. king. com B/~ 2 (19 5 #L F=HL, B 44 H www.
mlx. com [ R L F PN ¥ & B 5f A /var/www/mlx, 3§ 25 57 www. king. com I i 1 3 #1
X ) F B Sk N/ var/ www/king

3. RERZE

T W75 P800 s S8 2% LR JLAS ] 8t

(1) ff HEILE F A 24

(2) HF AW EPLA L BT S A
(3) Gnfel i3 F P 09 B Ak 2

4. W—f
R HE T H 25K K A0 N 25K I B 58 B M A — 3

10.10 sZill. Apache 5523 MMic &

1. SLYIBERRAE
(1) %42 Apache IR eIl B 5 W H 7.
(2) BT Apache R4 87 358 Web &5 3T = HURH P AGE #9355 7] 458 i

2. LillZR3]

(1) 25 Web g 55 &=, [ & — 28 /mytest B H . IFE UL FigE.
D % # Apache 2 H 5% #/etc/httpd,

@ wHEHWAFNH test. html,

@ ¥ B AR E] A 240s,

@ K EZ P imE A 500,

O KBS G E-mail #1k4 root@smile. com,

© HE#LE F XN E PR B % 4 /linux/apache,

@ ¥ B R B AL AP 192, 168,10, 0/24 MR % 1 im0 A

A3 A Web Il 55 %5 FIEE L H 5% .

(2) FECH H P T security H R EMLL FiXHE .

O XtiZ H % |\ HH P AESh§EE .

@ YA user]l Hl user2 M5 5[],

@ W Apache BRI\ W WT Y o 11,65 H5 B 8080,

@ ¥ 11F Apache AR 3509 H P FZH 13 B 4 nobody .,

© Z& - {d B S0 % D) RE .

(3) BV B FEML, FH ML FixE,

@O g7 IP Hihk 4 192, 168. 0. 1 By HEFRLFTHL 1,5 0 19 SCRY H 5% 4/ usr/local/ www/ webl ,
@ L FFkK B . smile. com. 31 % F 3 0] DL B LML 1,

@ 7 IP Hihik A 192,168, 0. 2 WY HERL AL 2,6 B 1 SRS H 584/ usr/ local / www/ web?2 ,
@ Lk A. long. com. 31 % F S5 7] FEAL FEHL 2.

3. Ll F
T BER 58 R IR

> a6 | <



F11=
FIP Jllx 55w BC P

FTP(File Transfer Protocol) /& SCAF 4 #r #0845 5 , '€ & Internet 3 4%
B MRS HeeZ — , #1H FTP R ETA ZI X0 EH R FTRE M X
L AERR S, AFHEANL Linux F vsftpd RS- B 092 % B F R A& B 5 k.

« FTP MR&8 ¥,
vsftpd R - HE 49 AL &,
Ao B ARAEX G T FTP RF 5.
BeEA TEMM P FTP R4 5.

1.1 N FTP RS

LI HTTP A EERI WWW R 55 D) 6 5 48 58 K R X T 301 15 6 A 35 g
Mg AR . —FR T T XAHE5 Y FTP iR 55 Bz i 2k . B
FTP IRk % 3t 2 X E i IR 55 . FTP 19 £ #5J& File Transfer Protocol,
B 4% KB S R R S A B I I R R Y S A B T S M R v A AR

11.1.1 FTP T{E[F1E

FTP KK T SC-AR 5 1 &2 2% vk . B Re 08 4 SO 3 2k [ 28 I\ — 5 TH 5 AL A% 3% 3] 75 Ak
— B EN LA Z IRV MEERGE R RE . LigE PCURS & KB L2 10S,
Linux, Windows f£4E &2 45, L ZE X7 # Z F ri FTP, 5t 0] DA J7 8 | o 5 oo 17 SO 1%
%, FTP IRy Bk THE SR 11-1 s .

(1) % 7 g ] Bl 55 o A B 3215 oK . [ % P I R 40 sh A HB 3T HF— A~ K F 1024 #395 1
SR 45 2 EE (LA 1031 5311,

(2) % FTP k55 #s7Evm 1 21 il 32035 K, WIS 722 7 3w 1031 I H IR 95 A5 19 21 ¥
Nz E R —4 FTP & iEH.

(3) YTWEAAFEIENR FTP & P imf s AT HF—4 KT 1024 #9% 1 CHAn 1032
) 3% 22 3 MR 55 %8 19 20 3 1, FRAE P > o 1 2 B AT 508E i i dm . M BUE A e e )s  iX



B Linux BHERS S5 (CentOS 7.4 &RHEL 7.4)

FTP % Ui FTP 255 &3 i

3111031 B 1121
B Ui A28 T R K

ﬁ

Ui 111031 Ui 21
—
RUTT RN %

G H 1031 JFUREESIATIER: a0 21

e 3

hgl 1032 JREETREEE  uh ZUT

B 11 1032 i1 20
Bl hmoe . BRI

sk, P

i

FTP % F i FTP Az 55 as i
B 11-1 FTP R%E 8 T2

Q

P 122 B 3 oM .
(4) BFTPE il T 5 FTP R 5 s nE N, & P b sh 28 4 e 19 3w 1108 3 30
BT .

11.1.2 BELZAR

FTP k% AT WWW, B 5 2R G R B M55 4 LR J5 82847 S0 r9 4% i 33X %
RZA IR THM RS SR+ AE, TEEZH A Ui giied: T . 8 —
A FEE 9 FH P 44 anonymous 5 55 A PR 4 45 BEOG WE (— M FH FH P B AE 1E & a5 Bl ) ) L ik
{ o] FH P #0 n] LAAR J7 15 Hb M 3 26 il 45 8% b 5 24K .

11.2 2% . adh5#k vsftpd iRk 55

1. ¥£& FTP IR B a1 MK IR T

3 H &M RHEL 7. 4 F1 Windows 7 BJiT8E HLEE K J7 2 #B 1% A host only(VMnetl) , —
GENRE#. —GENE P wMEH . HEVUE Windows 7, ITHE VLR ERBNE 11-1
it s (R DI VM 4 58 BE R B 2236 75 22 19 Linux % 7 3D .

F11-1 Linx fRE[AMEFFHHEEESR

F Pl 24 BERSG 1P Hbihik 8 5 HAth
DHCP g% #%: Serverl CentOS 7 192. 168.10.1 FTP g % 4% . JE #LPL . i £ VMnetl

> Toag | <



gz rFrPRsERE [

SE3R

¥ Pl 2 FR PER S IP Hbht 8 S HoAh
Linux & ' ¥%i : Clientl CentOS 7 192. 168. 10. 20 FTP %& i B #A L L 2% £ VMnetl

Windows Z& F i . Win7-1 Windows 7 192. 168. 10. 30 FTP & P B HIPL . EHE VMnetl

2. &I vsftpd AR5

root@serverl ~ 1# rpm - q vsftpd
root@serverl ~ |#mkdir /iso

[
[
[root@server]l ~ [#mount /dev/cdram /iso

[root@serverl ~ ]# yun clean all /IR B R R AT
[

[

[

root@server] ~ ]# yun install vsftpd -y
root@serverl ~ 1# yun install ftp -y / /IR B 23 fop B
root@serverl ~ 1# rpm - ga| grep vsftpd Wik 3R g e

3. vsftpd (RFZ BRI KRER ERZGRBHAEIL

TR 5E vsltpd IRF5J5 . F— 8t 2R 3h T . vsftpd Mk Al DL LA 37 77 =X sl # 3 oy X R
5fi. 7 Red Hat Enterprise Linux 7 #7, BA LA 57 77 8 3 .

TEM T R A O & . 76 AR P2 3R 58 P ol % 78 RHCSA \RHCE, RHCA A IE % it A1 —
FE EE G E I R 55 R 0 A B LIS shIv e, DL ORUE IR 55 4% 7E B S J MKAR B 8 AE 1R A1
&4 R 55

BT iR 3 vsftpd IR 55 Bl R G0 5 30 T CRT ks i SELinux ] LU AT 1 a4

[root@serverl ~ ]# systemctl restart vsfitpd

[root@serverl ~ 1§ systeanctl ensble vsftpd

[root@serverl ~ ]# firewall- and —- permanent —- add- service= ftp
[roct@server]l ~ |# firewall- and —— reload

[root@serverl ~ ]# setsebool - P ftpd full access=on

11.3  iANIH vsftpd M9 1C & SO

vsftpd MYHCE F 2t DL F LA SOk 58 ml

1. FEMEXH

vsftpd iR 55 2 17 19 B B S0 (Vete/vsftpd/vsftpd. conl) W2 B EEIAF] 127 17 . {H H
FRZESHEHFLEEM T HS (H) , NMBECERGE R ZHFEALEETFREGR LI
TR ZWEE, ] AEH grep a2 @ -v 280, Wl RGE M EA QST H S (5 WSHT
R &4 B A 0 RS B L AR W i 38 5 09 2 800738 o fa B8 M A7 5 Il SR 4 A9 3 G B
A O T AR o iy ERCE SR

[roct@serverl ~ |#mv fetc/vsftpd/vsfipd.conf /etc/vsftpd/rsfitpd.conf.bak
[roct@serverl ~ J#grep —v "# " /etc/vaftpd/vsftpd.conf ek > /ete/vsftpd/veftpd.conf

ST



B Linux BHEZRS S5 (CentOS 7.4 &RHEL 7.4)

[root@serverl ~ |# cat /etc/vsftpd/vsftpd.conf - n

1 anonymous enable= YES
local enable=YES

write enable=YES

local umask= (022
dirmessage enable= YES
xferlog enable= YES
connect fram port 20=YES
xferlog std format=YES
listen=NO

listen ipve=YES

W om =] & = W D

5 F &

pam service name= vsftpd
user]_ist_enable= YES
tcp_wra;pers= YES

= O

2 11-2 132 T vsftpd RS R F il & KT E WS RAER . 765 2809 521
O E R EE SR, UL B R F DGR IFE IR

= 11-2

vsftpd R FEF E RSB URIER

Z B

B H

listen= YES|NO]

JE 1 LA A7z A7 B9 05 5 W iR 55

listen_address=1IP #Bht

B E R T AY TP M hk

listen_port=21

i & FTP Ak 5% /9 1 Vr v O

download_enable=[ YES|NO]

=m W T O

userlist_enable=[ YES|NO]
userlist deny=[ YES|NO]

WE PRI R B AE

max_clients=10

B K% P Y 1% 2550, 0 9 A BR 1l

max_per_ip=0

[7] — TP #b 1k #) B KE R0 9 A BR

anonymous_enable=[ YES|NO]

= B 24 P U A

anon_upload_enable=[ YES|NO]

BB RFES M P EAE3XF

anon_umask=022

B 2 M P EAE S0 R umask fH

anon_root=/var/ftp

EAHFPH FTP B H#

anon_mkdir_write_enable=[ YES|NO]

rEAFEAM P EEEF

anon_other_write_enable=[ YES|NO]

RHEITHEZ - P HAMS AR (635 5 a5 2 0 BR 55 8 1F
BLFR)

anon_max_rate=0

2 PR e K AG Hi 3 2R (B/s) .0 9 A PRl

local_enable=[YES|NO]

’H AP &R FTP

local umask=022

A P B AE SO B umask B

> a0 | <
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g3k
Z X B H
local_root=/var/ftp A PR FTP #8 H %
chroot_local_user=[YES|NO] ¥ P AR S 7 FTP B %, Ui &2
local_max_rate=0 A P B K A% i B R (B/s) , 0 R ASFR

2. /ete/pam. d/vsftpd
vsftpd 1) Pluggable Authentication Modules(PAM) it B SC {4, F=F H K nsk vsftpd AR
55 a1 FH P AIE

3. /ete/vsftpd/ftpusers
Fr A AL T e SR P A GE VT IR] vsitpd ARSS . 9K, 8 T 24 W, X 30 A 2R
INE 214345 T root,bin fl daemon %5 R4k 5,

4. /etc/vsftpd/user_list

XA A A FE R P A Al e g R 415 R] vsftpd AR 55 19 . AT g2 R iF Uiy . X 3
FEHL T vsftpd B9 T 00 B X/ ete/vsltpd/vsftpd. conf /Y userlist deny ZE 2K B H
YESCGEUAED 18 /& NO,

o Y4 userlist_deny=NO B}, L F I ERFRIHP U5 FTP k% 45,

* Y userlist_deny=YES i}, X /2 ER I R4 SCHE3 £ R g P Jia] FTP Al 55 45 .

5. /var/ftp X {3k
vsitpd AR 5 1 U . ERE —4 pub THZ ., ZEBAEE F. A1 H X
R N . A root A SRR,

11.4 ACEEZH) FTP SEH41

1. vsftpd BIIAIERR K

vsftpd SR H P L 3 FhAGER 8 R3] FTP RS %5 I

o [ERZAIBAE . X B AT AR L AT ] AR AT DA JG 20 %% A% 36k i T 42
B FTP %45,

o AHH PN XZE#ET Linux REAH 890K P %5 0545 ST AER B AT
B 24 R S 2 4, 1 B B R AR Ry 81, (B2, W R w BA B 1T Ik P M5
Bk ] DLz i G P b & Sk FTP I 55 4% . AT 58 2 5 118 & Mk 55 4

o EWHPE, XEX 3 MR PmL e —FIER L, ERE N FTP k5 $h
a7 FH P BHE SO R U S R AT 1A B E ik P R B, il e Ik PR BUTE
IR 55 a4 R T br O RAGFAERN AU FTP IR 55 R 4 A e H . Xk, B4 R
B T PR B G B SRR 55 A T A RCREAR T 6 D858 R RTSE i)

2. EZRAREFRNSHIRA
7 11-3 Z 2% 1 A L) B 24 ] P IR0 AR Z 20 LA B AE
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F11-3 AUEEZARARNNRSBEUARIER

Z . H
anonymous_enable=YES oA BE 24 V5 [A] AL
anon_umask= 022 B2 M P EAZ B umask B
anon_upload_enable= YES FVFE 2 P A% S
anon_mkdir_write_enable=YES RIFE 2 H PR H %
anon_other_write_enable= YES ARVFE A MBS B R 2 RS0 B B %

3. BREEZARPERFIP RE|/EH

(1] #&—6 FTP R4, RvFEA R EEM RSO EA PR E R E
N /var/ftp,

(D) Fr s, 4 /ete/vsftpd/vsftpd. conf,

[root@serverl ~ [# touch /var/ftp/pub/sample.tar
[root@serverl ~ [# vim /etc/vsftpd/vsfitpd.conf

(2) FTEXFJRmE ML 4 fTTAEGERAIRNR — AN EH S, &0 EZ 10,5
PreRERAEH EHEHD .

anocnymous_enable= YES /IR EE 4 P &%

anon_root= /var/ftp /EBEARAP R B RN e/t

anon upload enable=YES /I E A P B AR SO

anon mkdir write ensble= YES o iWag: g Dakill: S eSS
& anon_other write _enable=YES £ =~ A FE & A F Mk 4.,
7RI

(3) i SELinux, ik Py K807 ftp IR . HE 5 vsftpd AR 5 .

7 Windows 7 & P im0 W IR P ES TR A ftp://192. 168. 10. 1,4TJF pub H 3% . Fr g —
AT SR RS T L 11-2 Bk,
XA ARG WE? TRk REE A AR A 38 .

ST <
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F ST
I | » intermet » 192168130 » pub 20 ]

P  4eR(E) BEE(V) 1R #8H)

@ £ FTP BES e i a Baiss,

550 Create directory operation failed.

Al 11-2  #k FTP Bk 55 #% 192. 168. 1. 30 &5
(1) & EAHRGERR S A Z A ftp, & X pub B SR HALH P 5 19AR .

[root@serverl ~ # 11 - 1d /var/ftp/pub

drwxr— xr- x. 2 root root 6 Mar 23 2017 fvar/ftp/pub  //H AL P A 5 AR
[root@serverl ~ 1# chown ftp /var/ftp/pib /R AEERNEAR P fp
[root@serverl ~ ]# chmod ot w /var/ftp/pub /T HAh P 5 AR
[root@serverl ~ 1# 11 - 1d /var/ftp/pb

drvr- xr-x. 2 fip oot 6 Mar 23 2017 far/fip/pb /BB SCHFHFIE HERNELZ AP fpo

[root@serverl ~ ]# systemctl restart vsfipd

(5) 7 Windows 7 & P #- XM i, 7 pub H & & RE®E & 37 S0k .

& o B A Linux EliK, & 55 % ftp 04, &8 7 24N ftp, 54 B 42
==\) i Enter £ F 7T,
7N

FBY  BERZEZEFAARARIHZERR EEBELRA PFPIAA SRR T T, FH
o5 AEIHMALN tp. ERBERPAASREMG B RET ., H, 2H
HEZ B K¥F= SELinux 491X & ,

g R BLIE LA PR E I HFHEE, AR E H P RE X )48 2

11.5 FCEAHEL AN H L FTP IRSS 23 551

1. FTP RSB EEK
NEINEPIES — & FTP IR 25 M Web IR% 25 . FTP IRS 2 FEH T4E497 2 58 19 ™
o N2 ALEE BRSO BN E R CEHM L SE, ARIBA M) AT TS . B E A

> 283 | <
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1 FH T team1 Fl team?2 M5 AT E L, 2K IF team] Fl team?2 K55 5% FTP ik 55
A AREE A RS B XA IK S IR B R § 8 /web/www/html, A GE#F A iZ H
s VLA AT B %

2. |WKSH

FTP k% 5 Fl Web Il 55 25 H — S LA 2 0l 2% >k 89 7 i - X FE (8 1 X I 3 1 47
ey . N TR M, B, W E M A R VEA L P iR R AR R BE A PSR, KR,
ff ] chroot W HE¥F team] Hl team?2 Fi%E 7£/web/www/html H 5% F. 05 35 M 5 SC 4.
WA 75 B A MR,

3. BARAAR
(1) B4 Mk NN FTP K-S teaml | team?2 Fl userl 328 |F A4S #i & 55 R |5 8 H
E

[root@serverl ~ ]# useradd - s /sbin/nologin teaml
[root@serverl ~ |# useradd - s /sbin/nologin team?
[root@serverl ~ ]# useradd - s /sbin/nologin userl
[root@serverl ~ |# passwd teaml
[root@serverl ~ |# passwd team2
[root@serverl ~ |# passwd userl

(2) BCE vsftpd. conf FACE A IFFMOAHM B . (55 AR & SCIFRS 7B —E 2540, 18
AIETIE AN M ZE M. S A AT 1103 W Y BCCE SO R A B SR w0 IR A R AR 2 )1 R) B AR
w2 0H .)

[root@serverl ~ |# vim /etc/vsfipd/vsfipd.conf

anonymous _enable= NO 2R E S PR

local enable=YES VA L PR

local root= /web/www/html # B A P BIAR B R4 /web/ww/html
chroot local user=NO # PR A A P o R BROAE, TT LA R
chroot list enable= YES # WS chroot T 6E

chroot list file= /etc/vsfipd/chroot list # i B 81U P fER B R 51 R CF

allow writesble chroob=YES

chroot_local user=NO A& %A% H . Bf 40 X RAAEAT chroot % & . W FTP
& BR B FEAERMBBERY, B, RE B A chroot, — & ¥ #r allow _writeable _
i 7R chroot=YESi#&4& , AH2%7 B A vsftpd B R ERBRT 22 E, R A P K
MEATHEZAERXRT.MNZAPHEIABZARAERLAERR, wRiEFTLANL
A B AL, %t 2 4% “500 OOPS: vsftpd: refusing to run with writable root
inside chroot().”,
FAG X AR, T UL B 44 chmod a-w /web/www/html X8 F £ B &
BRI, Z& B ZTHBRMIFE 26, K62 /web/www/html, Rit, X 4
R EBANT, £H — kb2 T k& vsltpd 89 82 B X AF F 38 m allow
writeable chroot=YES 1 ,

STE <
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chroot Z3E#ISM 7] £ Rk ZE L AR PP ABISMG R P, FTORER T B
g JAAIA P&, TR ERFE B & eh4) 5h 5 &, A % 3L chroot 7 4k, £ IL4E B
5 = RAATHEAEZAG k.
B R ARINEZ AN A PSR P AHREAREEBRZRFA, FFI L
AP AW.5 &R P 2 R$ (GX T 2 A chroot_local_user=YES),

chroot local user= YES

chroot list enable= YES

chroot list file= /etc/vsfippd/chroot list

allow writeable chroot=YES

B AT EARINENGRA P LA AT A GERE X, FIAA
B PR, 5 &R F B b (X2 A chroot_local user=NQ), A7 %4 .4
WAL — A

chroot local user=NO

chroot list enable=YES

chroot list file= /etc/vsfipd/chroot list

allow writeable chroot=YES

(3) &7 /ete/vsftpd/chroot list X @M team1 Al team?2 K5 |

[root@serverl ~ J#vim  /etc/vsftpd/chroot list
teaml
tean?

(4) B Ak EERAT AN SELinux 0iF., TE FTP IR% .

BXE. WwRi&XF setenforce 1, 4 &5 4T setsebool -P ftpd_full access=on, VA4 T
PRIE B F 69 Ew BN Fo M h S RAE,
(5) B HALRR .

root@serverl ~ J#mkdir /web/www/html - p
root@serverl ~ 1§ touch test.sample

[

[

[root@serverl ~ 1# 11 -=d /web/www/html

[root@serverl ~ ]# chmod — R ot w /web/www/html /HABF P LI A
[root@serverl ~ 1# 11 - d /web/www/html

(6) 1 Linux %& P ¥m client]l P43 FTP T H ., 8K 54

[root@client] ~ ]1#mount /dev/odram /iso
[root@client]l ~ ]# yun clean all

5—_ 255 —_Z
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[root@client] ~ ]# yun install ftp -y

@ f#HH team]l Fl team2 HI P AGEF e H . HEEE T XA B HFES/”, K
5252 /web/www/html 3CH4F 2,

[root@clientl ~ ]# fip 192.168.10.1

Connected to 192.168.10.1 (192.168.10.1).

220 (vsFTRd 3.0.2)

Name (192.168.10.1:root): teaml / /88 7€ F P WA
331 Please specify the password.

Password:

230 Login successful..

Remote system type 1s UNIX.

Using binary mode to transfer files.

fop> pud

257 "/ /1R /7 HSE IR /web /v /i, B B SCAF A BE AT 0GR
fip> mkdir testtesml

257 "/testteaml" created

fp> 1s

227 Entering Passive Mode (192,1€8,10,1,46,226) .

150 Here cares the directory listing.

-wWwr—1r—— 10 0 0 Jul 21 01:25 test.sanple
drwsxr— xr— X 21001 1001 6 Jul 21 01:48 testteaml
226 Directory send CK.

ftp> od /ete

550 Failed to change directory. /I FFE M H R

fir> exit
221 Goodbye.

@ f#H userl H P RE A %4 B 5% . v LI /ete/ passwd U F 8B F- H 5%,

[root@client] ~ ]# figp 192.168.10.1

Connected to 192.168.10.1 (192.168.10.1).

220 (vsFTRd 3.0.2)

Nare (192.168.10.1:roct): userl //AFEAMH PR B B8
331 Please specify the password.

Password:

230 Login successful.

Ramote systaem type 1s UNIX.

Using binary mode to transfer files.

frp> pad

257 " /web/wini /hitm1 "

fp>mkdir testuserl

257 " fweb/www/html /testuserl" created

ftp> ed Jete /B B B fetc H

250 Directory successfully changed.

ftp> get passwd //BEN T 2 B S passwd B /root, W LB R AR

local: passwd ramote: passwd

2277 Entering Passive Mode (192,168,10,1,80,179) .

150 Opening BINARY mode data connection for passwd (2203 bytes) .
226 Transfer carplete.

2203 bytes received in 9%- 05 secs (24477.78 Koytes/sec)

STw <
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fto> od /web/www/himl

250 Directory successful ly changed.

ftp> 1s

2277 Entering Passive Mode (192,168,10,1,182,144).
150 Here cares the directory listing.

— W T——I—— 10 0 0 Jul 21 01:25 test.sample
drwsar— xr— x 2 1001 1001 o Jul 21 01:48 testteaml
drwsor— xr— x 2 1003 1003 o Jul 21 01:50 testuserl

226 Directory send CK.

11.6 & HE vsftp JEDIK S

FTP IR amiER TAEHAE L BT ERRIRS A HiE . S MR A i &, Wik
FTP AR 55 a5 H AT BRI 0 B FH P . W0l aT DS P B 42 375 [R) . T I SR K P ol 2 8
A P S pL g (A AESEPRERAE S, An SR SRk P U5 RL FTP H P AE 3 A ik 55 45 B 58
P2 MEBPAEL T . 2RSS ERENEE . FTP kRS FUREEASL. WA A
Al GEf AR IR S A TAE R BAE . PP LAL AT FTP IR 55 &5 9% 4, vl LU F R U0 7 50 iE
77 2 A 2R 1 #0105 e 5 A iR 45 A Y SEAR K S, & i (R 400K S5 ] FTP Ik
35 it o

FoR . B P user2 . user3 5 FTP IR% %%, 150 4 H R0 /var/{ftp/vuser. H 7
Haifa & S A eiF B B 181k .

T vsftp UK S ECE FZA UL FIJLD 2SR,

1. SIERBPEIERE
(1) BIE P 3O S
H S AR AF R SO 5 0 A5 1 SCAS SO AR NN F

E#KS 1
®ig
E#kS 2
®ig

i Vim 4ad5 a5 857 P SO vuser. txt, B8 LK 5 user?2 Fl user3 . W1 F i/ o

[root@server] ~ [#mkdir fvftp
[root@serverl ~ [# vim /vftp/vuser.txt
User?2

12345678

User 3

12345678

(2) A W dE
R RIS B0 AR X EEH A B E ., & EM#H db_load iF 4 4
A db B 2 S

> 257 | <
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[root@serverl ~ ]#do load - T -t hash - £ /vftp/vuser.txt /vitp/vuser.dd
[root@serverl ~ 1§ 1s fvEtp
vuser.db vuser.txt

(3) 1B EHE FE SO 915 ) AL PR
B SCF R AR R B K S A (G B, o T Bk dEE: P %8, a] DB Bz ST 1)
Vi IR ALFR

[root@serverl ~ [# chmod 700 /fvftp/vuser.do
[root@serverl ~ [# 11 fvftp

2. BLE PAM X 1§

T AR 55 #i RE 98 151 B8 2 SO 3R P S AT B Bk, W IR R G PAM R
Ht, PAM(Plugable Authentication Module) A A] $fi #& A JEAR B . A 06 5 3 22 5% i AR Jy L il
B B S E B BC B SO P B % R Y i IAIE D 2. PAM BB IC SR 42 R/ ete/ pam.
d.iZ H 5 N ORAF 3 KSR SC R e & SR I LUIR 55 24 Fram 44

N B vsitp XL PAM g 8 U/ etc/pam. d/vsftpd, $ BIABCE fE ™ # 7 23 1E
B B hnAH B 7 B, B e AU I

[root@serverl ~ ]# vim /etc/pam.d/vsfipd

# PAM- 1.0

# session optional pam keyinit.so foroe revoke

# auth required pam listfile.so item=user sense=deny
# file= /etc/vsfgpd/ftpusers onerr= succeed

# auth required pam shells.so

auth required pem userdb.so db= /vftp/vuser

accont required pam userdb.so db= /vftp/vuser

3. BIEEIAK P XN R S5 H P
PR N F

root@serverl ~ J#useradd -d /var/ftp/vuser wvuser
root@serverl ~ 1§ chown vuser.vuser /var/ftp/vuser
root@serverl ~ 14 dmod 555 fvar/ftp/vuser

root@serverl ~ 1# 1s - 1d /fvar/ftp/vuser

dr- xr- xr- x. 6 vuser vuser 127 Jul 21 14:28 /var/ftp/vuser

CAZECES

[
[
[
[

DL EARES TR S 4 P S & AT D RE U an 1

@D H useradd a2 BN G W P vuser, 7 H. /home H 745 %E H /var/ftp F Y vuser,

@ AF W vuser HEMWFTE H P A 1% & K vaser H 7 .vuser 4.,

@ MK s RS R, IR SR/ var/ftp/vuser B 3% AH H I % A i 7]
ZH FBAPR TG E N vaser B G R A R H AL H P AH 3 misz 5 AT AR .

@ [ Is A4 4 F vuser HRMFAIEE . T RAEKD T H IR B,

ST <
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it

4. &8 /ete/vsftpd/vsftpd. conf
HRBEMPZED T,

anonymous enable=NO

ancn upload enable=NO

ancn mkdir write enable=NO
ancn other write enable=NO
local enable=YES

chroot local user=YES
allow writeable chroot=YES
write enable=NO

quest enable=YES

guest usermame= vuser

11 stern=YES

pam service name= vsftpd

==
=

VL EACES 5 W e S & AT Dhae i B F

gz rFrPRsERE [

e

e 6

@ 7 PRIUEAR 55 % 19 22 4 AT EE 24 D5 R) . LA HoAth B 24 A OGB
@ IS WS IR 55 4 19 RGEIK S L BT LU 0T R A b Ik 5 19 3285

© BUEMK IR H %,
@ KM H PR RR
© JF g IR S D7 D fE

© 1 B RE LN S X5 0 1 R G858 vuaser,

@ &E FTP R% a5 M is47,

Al B vsftp ) PAM 3k vsftpd,

5. BB MNEHER vsftpd fR 5

5B Bl KBS AT il SELinux i . E kS vsftpd IR .

6. 7£ Clientl _E i

i FH R LK 5 user2 ,user3 %5 5% FTP it 55w I+ 4710t . 2 & B 0L 58 5% ml 2l . FF
W FTP Ik 55 4% H %15 B

Connected to 192.168.10.1 (192.168.10.1).

220 (vsFTRd 3.0.2)

Name (192.168.10.1:roct) : user?2

331 Please specify the password.
Password:

230 Login successful..

Ramote system type 1s UNIX.

Using binary mode to transfer files.

> o | <
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ftp> 1s /AT LA RN B R 17 R
227 Entering Passive Mode (192,16€8,10,1,31,79).
150 Here cares the directory listing.

—rmwx—-rwx 10 0 0 Jul 21 05:40 test.sample
226 Directory send OK.

fto>od Jete LN A ENE
ftp> mkdir testuserl /XREER AES A
250 Permission denied.

ftp> quit

221 Goodbye.

& B4 A X AWA PR Bl PR X R . e A S
B BAFRALABNE.

e 7~
7. ¥ FERER i vsitp W EEDIERXEBEE
(1) EohiiAE
Port enable= YES /3% IR E SR
Connect. fram port 20=YES /738 E ST R I BHR B E R e P BA R 200 O M
Ftp date port=%portmmbers  //b — #4152 H F N0 80,1209 7T 48 5 B4 A% S o O
(2) #shi (i &

connect fram port 20=NO

PASV enable= YES /37 Ja B B K
PASV min port= $numbers /7 B B X B A 3
PASV max port= $mumbers /A s I & S O

11.7 2]

—, H=Z#&
1. FTP Ik 55 st/ 55 . FTP 1939 SC 22 :
2. FTP M55 @i H— AL m P 4 111 5 A% AN B 14 7 8 5 g LR AT A FH P
#B AT LAR 5 {8 Hl DX 2 I 55 A b T 2R
3. FTP M55 A Mikh TAERA Fil
1. FTP ap % mkg X n
L IRFER
1. ftp ax 2 ( ) ZET UL 48 il A B T E L
A. connect B. close C. cdup D. open
2. FTP IR 55 IR ZC ),
A. 21 B. 23 C. 25 D. 53

?260?
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3. M Internet | 3k15 B9 fix & 28 FH 1Y 42 ( ),

A. WWW B. Telnet C. FTP D. DNS
4. — W FEZ A3 AT PLHIC PRTigo

A. mget B. get C. put D. mput
5. AR FTP P HIZEAMIRZC ),

A. real B. anonymous C. guest D. users
6. B vsftpd. conf AY( YAl PLSEE vsftpd AR5 70 37 J5 3

A. listen=YES B. listen=NO

C. boot=standalone D. #listen=YES

7. PIMALTEC O ScfFrpaTiE B AR P iR FTP IR 55 4%
A. vsftpd/ftpusers B. vsftpd/user_list C. ftpd/ftpusers D. ftpd/ userlist

. 18] B

Rk FTP 19 TAERIE,
faj it FTP IR % ottt .,
1]

1.
2.
3. Wk E MK FTP $&1f.

11.8 I H %

1. W F 50
S YIRS 3 4E 05 00 F 00 .

2. BB =

HEoW Mg E A 11-3 sz AR R — 5 FTP IS 48 . 8 R 3 i
AN AL IR %, A S TBTT VR ETTTA OA RE UL 7 BUE & 0y, R e
X FTP k55 avix B EZRS A EICR HE RIEE P im S FRtE. a2 e s
] FTP 3 s,

FTPAR S5 as OAFRL 1 2 N-1 N

FTP%
B 11-3 FTP R4 2803 2 5 0 B I 4 3 4

3. RERZE
1E X0 75 A0 4 isf B8 2% LR JLAS ) A

> 261 | <



B Linux BHEZRSS5LI(CentOS 7.4 &RHEL 7.4)

(1) fnfa]fdi i service vsftpd status Ay 2 fE A vsftp ML AR

(2) FTP AURFN A R GEALRA ] AR 7 ey A7 % & 7

(3) A AR B st &5 AR ?

(4) wnfe i Bk A H x5 B 7

(5) Wfarks FTP M P 8 7E Homs 3 H e

(6) user_list fl ftpusers XA H P 2313, o2 — 4~ H 7[5 B 7E T " A4 ST
L AR AT S R B 7

4. W—
MR HE T H 225K K AR N 25K I B 58 B M AR — 8

11.9 Szill. FTP JIRSS 2210 &

1. LB ERE
(1) %48 Linux F vsftpd MR35 25 19 2215 7 =
(2) %48 vsftpd IR 4RI & FhECE .

2. FiIIAEE
{£ VMware EIPLF JF 31— & Linux IR 5 #atE M vsitpd AR5 5  IEIZ 2GR s i H P

userl Fl user?.

3. Ll

(1) #iPR ARG L T vsltpd AL,

(2) WHEEAKSHA L A8 8RR .

(3) FIH/ete/vsftpd. ftpusers XAF, 1 B ZE 1E A5 Hb userl H P& 5% FTP IR % %% .

(1) WEARHH P user2 7E5 5% FTP kS5 A dir H R BR#2R 15 B welcome.

(5) 1% B8 B A A P B A E FE X H Sk

(6) W HATE/ ete/vsftpd. user list XI5 E R A HL H P userl Fl user2 a] DL ij7 7]
FTP i 55 @ HoAt P #R A AT 2L

(7) BCEFE T FEVLRUTR Gl LB LA UigEe.

« fE48 192.168.6.0/24 Vilal,

« X8 smile. com HI 192. 168. 2. 0/24 PR FEALA it 32 B0ORN 55 K A% i 3 R BR 71

o 07 HAh 3= ML AU R BR i 2 B 1P Mok B BRI 1. e KRS A 20KB/ s,

(8) ] PAM S TR P ) FTP Ik 55 w4 I BC & .

o GBI 04 FE SO,

o HWJERLH P IrEE B PAM BB SC/ete/pam. d/vsftpd,

o B vsitpd. conf X4,

* HED) vsftpd 55 .

o 5t

4, LIRS
e B R 58 LIRS .

> 22 | <
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HL -~ B 7 Mk 55 v BC L

TGRS ALEM LRI KRB AR ZORFZ—, P T
gl TR R G E LR A P Y45 8 A, AR B 5 LB T e AR R R 5 69 TR
5 BARAMERFE. AFWHANMLE T Linux F & 8 sendmail ¥f 4 IR 5 5 89
fic i A T Web @ 4 Open Webmail ¥4Ik 5 & 69 Rix 7 %,

o W -FuRMIR F-09 TAEJREE,
o * sendmail A= POP3 wf{F iR %25 69 Be &,

o W FURFR G E A K,

12.1 Vg -FofEIR 55 T1EDA B

1 M4 (Electronic Mail s E-mail) IR % & Internet i E At EHREEZNRS Z—.
12.1.1 B FHR 4 AR S8

S AE PRI E R, B ANDAAH — M — A B BE R bt . H R Hb
hE A% 2 user@server. com, H 3 Fr M, 5 —# 5 USER G H P HE4E K -5, %) T [7]
—ANHR R W R 55 AR R U, X KSR ME — 5 @ 2 MR AT S = E
server. com J& H 7 {5 48 19 BB 28 42 el 55 a 845 FH DAAR IR H R E A2 ¥ . Linux MR 74 Rk 5%
v ) R4 7 22 8] 38 F 2 L T/var/spool/mail H 5% 193X

12.1.2 HEFHEHRSGRIAR

Linux &G H TR R0 48 3 A : MUA(Mail User Agent. HE{£FEH FACED |
MTA (Mail Transfer Agent, Hp{4 45325 ACHD #1 MDA (Mail Dilivery Agent, H {438 €3 |

1. MUA

MUA 2H T ZEME P mfE . E2H P 58 T R 0. 32 7 58 i
1 A 6 PR B R R S 3255 TAE. Bay FR e H PR A T Windows F 5
1 Outlook,Foxmail Fl13£F Linux °F 5/ mail.elm.pine,Evolution 5%,
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2. MTA
MTA J&HL 7 HB 1 3 40 14 Ak 55 i i B2 Y, 2 22 A SEMB A 1 A7 6 Fd% 2 . s I MTA
B A A H T Windows F 5 1) Exchange F12E T Linux “F & ) sendmail.gmail 5 postfix 5.

3. MDA
MDA £ Bt #r A LDA (Local Dilivery Agent. A< 3% & CHE) ., MTA fE R % i3 2 0f
1A RS T TE B9 R A4 R 55 % - MDA W) £7 57 48 WE 4 422 BR B2 W3 m P 22 1508 B HEFE

4. MUA .MTA #1 MDA & T1E

Ak, S MUA 75 {5 (B 40 elm. pine 8¢ mail) i, 57 F 7 ¢ 1815 1% 45
sendmail ¥, Postfix XF 1Y MTA /7., 05815 /2 25 245 Jm 3 X g A Hb = ALY . IR 4 MTA
R Mkl Eaknl DI E XM E R ARG R KSR RGN P 1,84 MTA 27 2
N RE R e BRI h L 5 e FE W AR AR 55 4% B ST AR I AR HEE . MTA F2 ik 2070 i 8 Ab 3 Uk 3%
M3 44 Bsf 7= A 1 1) A, O L fig 1al & A5 AR R S . Bl , 5 Bp 4 5 A S Mokl sl s AR
fAAERE, MTA )7 2 0] K5 A FE. MTA 878 350l 24 AL E 45 P fg 9% 5 {8 Hb 1]
AR 255 HAB R P L BP0k 45 5E {5 . MDA 9/ =2 248 MTA I8 i e k5 B 4%
1% I A R 1Y HR A

12.1.3 BFEErEHE TR

5 S 47 5 3 3 A7 A S AL T S A A T B AR B 4% 5 Ml ik CRIVAR R s ik ),
35 7 W 55 e AC WB A A% B W T e 55 A o WP T B 55 A B HE R 1 2 200 N R IR AE R A
Bl 12-1 FiR .

kR o] S

B 12-1 TR R R B

UL — 3 W A7F 0 4% 3 L 7 6], P 12-2 2 A e ik i A S 72

MUA —=| MTA |———=| MTA |——— = MTA — = MDA —— & [

I

EA 1] A %] A%
B 12-2 BT R R A5 Sy ot 72

(1) WBFH P AEZ P UL MUA 5 HRF, 3058 5 i i #2845 A b MTA |9 2%
X,

(2) MTA Bka—ER ) &% — W% WX g isF A5, MTA A 4 #5424 i 32 05 & b
hk L DNS Az 55 25 9 MX CHB A A2 #e 25 05 J7 10 %) % B IR 428 b bk 1% 388 22 358 43 . DA T R 5 4
IR 4 4% 3% 30 WE— 4~ H An L.

(3) HArEML W MTA SR 2F LS AR 35 lB 2F bk A 69 F P 22 358 43 0 B P 1% iR
8 I8 MDA K HB 4% 2 2% H P B9 HRFE

> Toea | <



g2 arFmuRssaEE I

(4) MR g 32 WS ml LA & 9 MU A B4 55 RS A BT e 17 AR S B 2
EAFAH LAY AL HE

12.1.4 S5HBEFoEHEXEIHIX
w5 B ER AR 2L UL SMTP.POP3 fil IMAP4,

1. SMTP(Simple Mail Transfer Protocol)

SMTP Ry faj 5 i 4% % B 80, i B IR TAEAE TCP 19 25 ¥w 1. SMTP J& T% F L/
Mk 55 gt B, B2 — 2 H T i IR et 3] B /Y H 4% 26 0E A5 g 0, i B ok g HAE 1 R i Ty
A, SMTP J& T TCP/IP PpilliE, ERH BB G AL E L LS P % E ARSI~ -1~ HM
Hi, @3 SMTP Fir 48 %€ 19 ik 55 a4 8 v LAE B 0B 42 % 3 B e 4 N i Al 55 4 1

2. POP3(Post Office Protocol 3)

POP3 BRI 565 3 AN RAS i B BN TAEAE TCP /9 110 3w H ., POP3 [AFE )&
TEPIL/ RS a8, B RN EEFEE N AR VLERE S| Internet WY HE /4 ik 55 25 1 H 2 H
T oA ML . B & Internet HLF R A5 — DB L ilbrifE. POP3 fiF MR 55 &% L 38
MR 12 A7 i B A e = ALED B © 89351 L, [0 B 8 A7 76 B4 Ak 55 45 L A9 ER 14 . &9 POP3
S AR T R 19 AR 55 5 2 POP3 iR 55 4% .

3. IMAP4(Internet Message Access Protocol 4)

IMAP4 Bl Internet {5 B V7P 4 AR iz P CERIN TAEFE TCP /9 143 ¥ 1,
IMAPA 72 H T A M Az 55 a L U7 7] 8 5 BE A 59 B X0, B & — % L/ AR 55 a5 BE 3 1.
FH P i 7 R 2 ehy Al 55 i 0 53 122 SO DR A7 - TP ol LG S 90 W54 12 s 2 O R GE R AR 32 1 3K
AR P mT DL A iz 55 4 b B a0 el S e R A M B AR R 2R AR 1 Y Fr e
51573 8

& R POP3 #= IMAP4 48 A T 48 22 o, o 4 69 32, {2 = K AL b2 A PF

RE ., AP F R ST IMAPY & 2445 B YRR 4 B . @ POP3 1) 2

T 5 KEARAERFBL. AR AEEHE.AANERLSE I TREM PG
tHHEME,

12. 1.5  HP144 4

BT T UER T S AN MR % 26 B R . S0B3R4 AR 45 22 7 B2 0k 2 AR 14 LA S L 2 MR 4 R 42
(1 E 1 Hi ik 3 W7 9% IR 1 2 % % 3 AR BRA AR L SR 5 T4 B AT R R) A 3 A L D 1 Ak By
WA DL Al

1. 7 i BB 2 12

Y MR A4 Rz 55 w5 6 00 2] R A4 & 1 A< Hb MR 48 B . 0 yun @ smile. com & % £ long @ smile.
com , Ab P 77 i LB TA] B8 . & HHEBF IR 1R A 148 2 R AE

2. Bk
gt 2 45 BEOR IR 55 A 1] HoA IR 55 o A% 33 R 1F 19— FRIEoK . — 5 55 ar A B R F R A

> 265 | <
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M2E . — R AN IR — 2 R R R MR . A R AR S P e R S g 1) AR A 1
MR, 5 & R A AR .

— 5 MR 55 a5 A DLz AL B B A B . B A I R B R BE A R B 209 H P & 1 R
AR KA B S P BBR i 5 — AN P R4 S — A AR P i R A X — AT
RFR R =4k, R T B L 16 E 56 T UL A 4k BR f4F ) 24 2 48, ) FR S OPEN
RELAYFRCH46) 5 = 48" M P p b7 2 228 by P 4k R gEC ] . X BT E
TRILAHE S,

(1) F4k

FH P8 o R 55 o K5 IR 44 1% i 3 4 2 )

(2) OPEN RELAY

ANz PR 4 2 22 A rp 4k L B G B6E 79 P nT R 38 HR 4k R .

(3) 55 =J7 gk

H ARk 55 25 9228 1) OPEN RELAY A2 MWK P om HAZER . L P sE AL it
k55 4% BUE T B 3D PR F 2] C 8, XMFEMRS 4 B EHE IR FZFRKEET A B
AR 55 af CR R ) L MR BEAS AR 55 4% B Fr e P 3258 i AN 2 2 & B 301, X it &
T =Jrvh g, G R am R E AR A0 IR 55 AR A0k WR A4 X R G ik BH AR Y, FL an i R 3K
A AT XA T OPEN RELAY B4 HEE L AR BRI HE P G IR R 4t A&

4 R % H T OPEN RELAY, AR A o450 A iZ 40 25 px, 01 i8 i 384 )5 4 T A &

& Yk E R AR P EA RS A, RS RiE, FR2AEN L

e " FAREXHATH.GUNIRHFZARRELLZ AR, 4 RAENFNEZRLXA P AR

EUR B L AR AR T R B, RS BRIEZA P ETERAGERFPE. A
R A,

12.2 it Postfix & B 55 2%

£ CentOS 5, CentOS 6 L K i 2 F ] 19 Linux & 40 ¥, BOAfH 19 % 1 IR %5 2 i
Sendmail IR 55 FEFRAEA . M CentOS 7 RHEFTE LB H N Postfix RS ¥, HET
Sendmail Az %5 F2 ¥, Postlix R 5P/ TIRZ A LERBCE DT i HAEREME  F LM
RN K N i

AN SR A N T L2 Postfix IR 55 % . Br T 5 L3 H TAE R AN, A TFZ I BRI
E AR L RAEBA R E - PWIEN. — 1% Postlix IRF A @M EZOQZTLT
YR

(1) fEc & 4 DNS,

(2) Bl H Postfix IR FEF.

(3) Bt & Dovecot IR % F2IF

(4) B E T WR A FR GEm 8 R P

(5) Ja zh Postfix IR 55 %% .

(6) i R R 4
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1. & %£ bind 1 postfix AR %

root@serverl ~ 1# rpm - q postfix
root@serverl ~ ]#mkdir /iso

[
[
[root@server]l ~ ]#mount /dev/odrom /iso
[root@serverl ~ ]# yum clean all
[
[

root@serverl ~ 1# yun install bind postfix -y

root@serverl ~ J# rpm - ¢a| grep postfix
postfix-2.10.1- 6.el7.x86 &4

2. FitHER DNS.SMTP k%
FTH SELinux A X140 /R {H . 76 7 k5 it DNS,.SMTP R4 . ®EG RS . HixE I

HLE S AR5

3. Postfix RFEF TH EXH
Postfix IR 4 #2 ¥ Tt & 304 (/ete/postlix/main. DA 679 T AR E, EEMEE
ZHInFE 12-1 iR,

g2 armuRssEE i

/I BB B RE T

/ /K6 2 B 20 A R A L)

F 12-1 Postfix RFEFETHREXBHPINEESH

Z K B H Z M fE H
myhostname R JR R GE ) E VL4 mydestination ] B2 R4 Y B2 B 4
mydomain R J5) F Gt 1Y 3L 44 mynetworks BB A e 2 WP 2L 3 HL RS R AF
myorigin MA LR i BB F i) J28 4 25 F5 relay_domains B AT e 2 WA 2L 0 35, ) B AF
inet_interfaces EA Sy S e g

7£ Postfix AR & #2700 Flc & XA . S E2am 5 b,

(D) 5 1 AMBEBURATES 76 177E L — 1% 4 myhostname B84, HI K R 77 iz 55 4% 19 &
Plaafr. HEICHE

myhostname=mail.long.can

ZHRHERME.

(2) 5 2 AR 83 11 X —"1% N mydomain 1728 & . H K A5 A7 B4 168 1) 25 FK
Ja A A X A R, SR,

ST <
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mydomain= long.cam

(3) %5 3 AMEBUETESR 99 17 FH HI I A mydomain 28 &, FH & € SC& th B A4 m 3, 14
A wm I hF AL Rt R H AGE . LLRME T HIF5 — 1B

myorigin= S mydamain

(4) %5 4 A ETES 116 7 E XMW r b bl . 7] LLFE & F0d IR % 25 Bi 2L 1P Hb
hE Xt SRR AR IR IR &5 T DL S B all R EFTA TP Mok #PEEH2 4 B T iRk IR %5 .

il’Et_:i_I'[terfa{ES: all

(5) %5 5 AMBECRTESS 164 17 3€ SO B2 WOl 28 i 5 L 25 sl el 44 91 3% . X B n) D) 42
G 1 E A9 myhostname 1 mydomain 78 w5 (40 2R A A8 08 A8 & .t n] DL 328 FH 28 &
FED .

mydestinatiorn= $ myhostname, S mydamain, localhost

4. NEZMBEREE

H P52 2% BN —ADheg . B8 S B 2S PN —1 25, Flun. 5
P AR—1M5328 BSR4 BBER 522 A Pk, a2 —14%H
B INEEWE? 55—, root P IR WCE IR iR A K& 45 root I P 8945 144 . 0251 A root HI P &
S, B BRI E T E B TIEE . A P A B R B4 Rl 55 1 A L 22 R S 4 R
I TRE KA AR 25 W 55 38T T 0915 1 H A W55 309 A A 2 Wes] A ER 1T 09 AW Gk s

MR EEHN A EIEE, BT EAE etc H N &7 XY aliases; 2R )5 4a 5 SCH A
LG HAERX T,

alias: recipient[, recipient, ...]

Horf,alias A WRA: AR A 9 P 24 Call44) . 1 recipient J& SEPRIZEWCZIEA W P . |
197 38 3= LA 81 ok 150 BH P 301 44 e i T
[ 12-11 5 userl k5% B 5|4~ zhangsan, A user2 K5 B E 4 A lisi, FEWT,

[rootlserverl ~ |# vim /etc/aliases
/785N AT -

zhangsan: userl

lisi: user?

(51 12-2  fEis W28 20 19 B B 52 AE AR HE Linux R G &P A — 4~ 555 19 B 1 B 14 i
P BRAE 25 W 2% A i A R G Ak — B AR R 9 2 R R R . m) RLsE T P 5 4 AL AR
ROBRPE 2 R IDRESE L, T T .

[root@serverl ~ 1# vim /etc/aliases
network group: netl,netZ, net3,net4

ST <



g2 arFmuRssEE [

X EE I T 45 network _group K iEAE L] LLZ5 M 25 2H /) netl . net2 . net3 Fl netd #f
Kk T —FRAE A
i Jq - e B i aliases XX e - B E{di FH newaliases #y 2 4= i aliases. db Z048 1 301

[root@serverl ~ 1# newaliases

5. ® A Access 3 1F1% & B 4 H 4k

Access CAFH TG HE A P 4 (RELAY) FUERA: iy o H & B, 0] DLFI ] Access 3C 2
I 1) MR 26 2 7= sy m] DL A P ok 474 i 45 4 A 5 & MR Ak . 450) 4 PR ] 252 A 3k 7 2 P s 4 468 5 e TR
{F Al T LB ) 5 A R B i 2 7 i ] DLFRE R BB . Access SUIFI R4 23 LA R IE A AP
k. HAEXWF.

X & Kb B 5

R AT S RIIELFAR — . B ITEHEEN M EN AL, i
o w5t R0 Ak B T XA SR B AT T BT 4

Access X F R —1TER EA — XTI —Fp b B 77 XL 0] IR P8 IR 4 75 22 A7 — 34
MAHE ., KE TR RG] vim 452 & F BN access XAF.

PROIAI X B R 8 ok A A Hh i & P w2 3R 8 E-mail R 55 &% 0 & BE R 38 3 2 2k
Access XA, Al L% B E-mail iR 55 25 X BB 44 09 % & 47 R (B 2 B 5 4 ] postmap &
VBT access. db ZUIE E

[ 12-3]  F2i4 192.168. 0. 0/24 M ELAI long. com H M & MR AR 4% 1 35 clm.,
long. com, & Bx 192. 168. 2. 100 LAFMA 192, 168. 2. 0/24 MBI T A FHL.

[root@serverl ~ ]# vim /etc/postfix/access

192.168.0 OK
.long.cam K
clm.long.cam REJECT
192.168.2.100 K
192.168.2 K

AT EAE /ete/postfix/main. of PEGIMEL T N %A

amtpd client restrictions =check client access hash:/etc/postfix/access

g R A 38 o iX — 4715 9] 35 ) 69 i JE ML) (access) A A L,

T B
i J5 8 FH postmap 25 BT Y access. db HE &

[root@server] postfix]# postmap hash:/etc/postfix/access
[root@server] postfix]# 1s - 1 /etc/postfix/access *

> o | <



B Linux BHEZRS S5 (CentOS 7.4 &RHEL 7.4)

— 1w r——1r—— . 1 root root 20986 Bug 4 18:53 /etc/postfix/acosss
— 1w r——1r—— . 1 root root 12288 RBig 4 18:55 /etc/postfix/acoess.do

6. EEMBERE
(1) B R4 8 K /N PR i
ik / ete/ postfix/main. cf Bt 8 SO, BR# A& BB K /e KA SMBLSR G AL R N2

message size limit= 5000000

(2) 3 i i 43 1c % PR i FH P R 46 =5 1)
O fFH“df -hT"&FHFEH FHREE . WHE 12-3 TR,

root@serverl:~ . 0O %
JCHF(F) dREE(E) ETE(V) BE(S) £Hm(T) #HE(B) HEI(H)

| root@serverl ~|# df -hT

R =&l % BA UH 2R EZES
/dev/sdaz extd 9.16 102M 8,56 2% [

devtmpfs devtmpfs 472M 0 472M 0% /dev

tmpfs tmpfs 428M 0 488M 0% /dev/shm
tmpfs tmpfs 428M  15M 473M 4% Jrun

tmpfs tmpfs 428M 0 423M 0% /sys/fs/cgroup
/dev/sda5 extd 7.36 3.26 3.76 47% fusr
dev/sda3 extd 7.86 333M 7.16G 5% /home
/dev/sdal extd 283M 124M 141M  47% /boot
dev/sda7 extq 922M 2.6M 856M 1% /tmp
dev/sdat extd 7,36 228M 6,66 4% jvar

tmpfs tmpts 98M 36K  98M 1% /run/user/0
/dev/sro iso9660 4.2G 4,26 0 100% /iso

[ root@servert 7 # |

K 12-3 EHBREMHRERFR

@ {FH Vim gifa 2B/ ete/ Istab X U0 12-4 FR (— E fRILE/ var £ B0 (1943 X)),

root{@serverl:~ - O x

HF(F) GmiR(E) TFE(V) BHR(S) Hwm(T) #RE(B) FWHBI(H)

jetc/fstab
Created by anaconda on Thu Oct 4 02:02:22 2018

= = = =

it Accessible filesystems, by reference, are maintained under ' /dev/disk'
it See man pages fstab(%5), findfs(8), mount(8) and/or blkid(£) for more info
it

UUID=34a6885- 5b24- 4748- acb0- f40eel 71dfd4 / ext4 defaults 11
UUID=A%a46bf3- bbdl - 4092- 301 b- e369c866389b /boot ext4 defaults 12
/dev/sda3 /home ext4 defaults, usrquota, grpquota 12
#tUUID=cded5258- 0c9c- 403d- bede- 20457 f7b5605 /home extd defaults, usrquota, gr
pquota 12

UUID=dc9746a- 29d9- 401 e- 2d26- aldfl 3c2cacl /tmp  ext4 defaults
UUID=cfa0s027- d74b- 433¢C- 9674- 6b50e8646839 jusr extd defaults
UUID=710addd2- ec2a- 4244- 99d6- b2eedb23bfes /var  extd defaults
UUID=226T5d3b- 922 - 4eee- aaal - 46e74ed4cebSe swap  swap defaults
11,31

I_I_b_.:.-—kl—-tl—-
%DNNN

& 12-4 /etc/fstab {4

TESS 1 RS X e 4% 58 17 7 40 X a9 [a) &8, X AR PR E T i 5219 1F & i
7. MNE 12-3 nfLLFEH . /var CE B o3 1,
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g2 mrmuRssSEE [

@ T sdab 70 KAKA N extd T E AT —ERRE . WR A ZBAEARRIFILH LI
g leam i &, nl LA I an T~ w77 sCF s A S AC i S Ff, e E KA IS F
5.3. 2 /NI RN E,

[root@server] ~ J#mount - o remount,usrquota, grpquota /var

[root@serverl ~ ]# mount | grep var

J/dev/sdat on /var type ext4d (rw,relatime, seclabel,quota, usrquota, grpquota,
date= ordered)

#H R 1E T usrquota, grpquota, B BN E 4

usrquota N PP HIECET Z 80, erpquota WAHMWBECE 8., HAAFH BN . \EHRBINITHE
ML EE RGBT S B U R4

[root@serverl ~ ]# mount

J/dev/sda3 on /hare type ext4 (rw, relatime, seclabel, quota, usrquota, grpquota,
data= ordered)

/dev/sdal on /boot type ext4 (rw, relatime, seclabel,data= ordered)

/dev/sda’l on /tmp type extd (mw,relatime, seclabel ,data= ordered)

/dev/sda6 on /var type ext4 (xw,relatime,seclabel,quota,usrquota,grpquota,
data= ordered)

[root@server] ~ ]# quotaon - p /var
group quota on /var (/dev/sda6) is off
user quota on /var (/dev/sda6) is off

S A Ak T sk ek & 2 HBR W S 2 g nt aEa iR,
[root@serverl ~ ]# quotacheck - avug —mf
H T2 |3 3 user/group B quota, Fr LA ] 1 p &2 B nf ,

[root@serverl ~ [# quotaon - auvg
[root@serverl ~ |# quotaon - p /var
group quota on /var (/dev/sda6) is on
user quota on /var (/dev/sda6) is on

g Jo B4R 2 xfs, Bk B 30 B Ak 4 B S 48 . usrquota.grpquota, & & b
F 8 TF B quota 898 . FL4E 5 A T @ 6 7% B A% 4 Be 53R AE Bp °T

=+ ==
T =

@ BEBEALACH . N o ORI ZE G E TR A0 Y 150 A PR 1 L edquota a2 #EAT #E B
e 755 ) B B e A I

edqota -u i P 44

e
(%

> T | <



B Linux BHERS S5 (CentOS 7.4 &RHEL 7.4)

edquota -g H %

5 H 7 bob B B w4 43 i %0 PR & , 4T edquota Ay 2, FTH H P BC % 45 585 SC 4. 0 F FT o
(userl H P —EBAFEM Linux REH ).

[root@serverl ~ 1# edgquota —u userl

Disk quotas for user userl (uid 1012):

Filesystem blocks soft hard inodes soft hard
/dev/sda6 0 0 0 1 0 0

RESE BRS80S Lk 12-2 FTw,
*12-2 HABRMSE
) A i &

Filesystem ARG A FR

blocks | FH /7 X wif {5 A B9 BR &0 CRE A =5 6] , B2 KB

blocks soft Al LU A B KR s 8] . AT AR — B sk 1 P o B BR ] /9 AL E

AY LA P A R A S ] ) A 0 e K E . A BRI BE R G AN P A

h
ard | e g s

inodes FH P Y4758 A9 inode 7 S B (LD

inodes soft A] DA A B KSR, AT LATE — Bt 3 o B ] F AL

hard ] LA A ST B0 28 X i K AR, 3R B T IR S, A P SR A BE A S SO

B G A 7S ) a0 SR BB ) L T B AB BN R soft, hard {8, 1M A 2 2 L blocks Al
inodes {8 . iR 4% Y Ay B A 6E HRES RIER A S A EX P FBRIE.

g o soft X F hard AEEH 0. W k=& A FRSF .
T B

1% BERE g 3% 7S 8] 1 i PR 1 1 & O 100MB,

[root@serverl ~ 1# edgquota —u userl

Disk quotas for user bcb (uid 1013):

Filesystam blocks soft hard inodes soft hard
/devr/sdaé 0 0 100000 1 0 0

12.3 B Dovecot IR55FEF

{E Postfix IR % #% server] AT A & DLJG - Mail Server 3 7] PA5E % E-mail 1% Hf {4
Kk TAE. (HRMBEEMF POP3 il IMAP #hisl3 WS liE 74 . 38 75 2 % %% Dovecot 31441 . i3t
Hin Tk,

>l | <



g128 BFH4eRsERE [

1. =23 Dovecot R EEFHGEGR
(1) %% POP3 Hl IMAP,

[root@serverl ~ ]# yun install dovecot -y
[root@serverl ~ ]# rpm - ¢a | grep dovecot
dovecot—- 2.2.10- 8.el7.x86 &4

(2) B zh POP3 k% . R POP3 1 IMAP X4 TCP 311 110 Fl 143,

[root@serverl ~ ]# systamctl restart dovecot

[root@serverl ~ ]# systamct]l enable dovecot

[root@serverl ~ [# firewall- and —- permanent —- add- port=110/tcp
[root@server]l ~ [# firewall- and —- permanent —- add- port=25/tcp
[root@serverl ~ [# firewall- and —- permanent —- add- port=143/tcp
[roct@server]l ~ |# firewall- and —- reload

(3) M,
i [ netstat £y 2 MR & A FF2 POPS3 (19 110 35 0 F1 IMAP |19 143 35 10 /CBF .

[root@serverl ~ ]# netstat - an|grep :110

top 0 0 0.0.0.0:110 0.0.0.0: * T.ISTEN
topb 0 0 :::110 R LISTEN
[root@serverl ~ ]# netstat - an|grep :143

top 0 0 0.0.0.0:143 0.0.0.0: * TL.ISTEN
tepb 0 0 :::143 AR I.TSTEN

MR 110 A1 143 s 0 H B LW FEsm POP3 DL IMAP IREE&nIIEH TAET.

2. FLE &#3E Dovecot fRFIEFF
(1) E Dovecot Hﬁ%ﬁl]’ﬁﬁﬂi@lﬂﬁj{{#*ﬂ:ﬁ:fﬂﬂ I*‘{E',}Ej[ o _ﬁﬁlﬁ%% 24 ’/f:ITE Dovecot Hﬁ%
T LRI B R B B A imap . pop3 Al Imtp, ANER AT L, BRIA G R X Ee il ,

[root@serverl ~ |# vim /etc/dovecot/dovecot.conf
protocols = imap pop3 lmip

(2) 1E ERCE SIS 48 4TI E ARVFE 1 M Bk . d st /2 150 il AAE 3 B BR i) H A ok
A TRAMER P A REM B R RS ARAR vy NERREf T . B S 800 -

login trusted networks =0.0.0.0/0

B MBS I 192, 168, 10.0/24.,

AFHK—ZZRER, &N A& TELNET 42 8 25 5 3% vk of 4 5F 2t 30
g VAT &5 1% .

T =
T B — FRR [ATH] Plaintext authentication disallowed on nomrsecure (SSL/TLS) connections.

> | <

B
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3. BB BT S L B2

7E Dovecot 4 T F B 1 T 0 8 SC 1 F o S — /N B 42 o FH T4 5 46 g 301 1 W6 14 7 7
IR 45 B2 A M TR 008 . XA BE A2 BRI B 28 58 SUIF P B % B B SC I TR S 24 47 T
5 (2 ) M B T

[root@server]l ~ ]# vim /etc/dovecot/oonf.d/10-mail.conf
mail locatior=mbox:~ /mail:TNBOX= /var/mail/%u

4, SIE AP . ENFEMENER
LB EE userl Fil user2 A, B)&H 5 G . @ 7 A0 0 P AR A BR A4 1 B 5% GX 2 b
FHFHL.EMAES HE )., .46 Dovecot RS FEIF I B 3L &35 T .

root@serverl ~ 1# useradd userl
root@serverl ~ 1# useradd user2
root@server] ~ 1§ passwd userl
root@server] ~ 1§ passwd user2
root@serverl ~ J#mkdir - p /hane/userl/mail/.imep/INBOX

[
[
[
[
[
[root@server] ~ J#mkdir -p . imep/INBCOKX

12.4  FCE A 52 B R m AR 55 %% 31k

Postfix H - HE{F Il 55 4% Al DNS il 55 a4 i Mo bk 2 192, 168. 10. 1. F H] Telnet iy % 5€ Wl
R4 bk 24 user3 @ long. com Y FH P [a] MR {4 M 41k 4 userd @ long. com B H] 7 & 26 8 K
“The first mail: user3 TO userd” I HE/4:, [F B ] telnet a5 2> M 1P Hihk A 192. 168. 10. 1
) POP3 flie 55 a S WO 1 1B

1. ES 5

4 Postlix Ik 55 #wd& 58 MZ 5, BEZSSRORIE AR 55 4% 7Y 1 H 68 1] . — b PR A 250 iy il
T2 telnet a2 BB SRS 4519 25 ¥ L FR WA AR 14 LA B X Postfix Al 45 85 it
i,

fE 32 Z A/, B S5 Z i R Telnet 19 Ik 55 4% ¥ B4 A1 2% P i B © & 2 % (O S AE
serverl il clientl %%, J5 A FE——4rid) . A T b5 R 19 15 & 52 m AR RS2, 2 306
THRALK E B0 iR AR

2. T£ Serverl _E % 3& DNS.Postfix.Dovecot #1 Telnet 3£ /3
(1) Z%é DNS.Postfix.Dovecot il Telnet,

root@serverl ~ |#mkdir /iso
root@serverl ~ ]#mount /dev/cdram /iso
root@serverl ~ 1# yun clean all /1B T bR E A

[
[
[
[root@serverl ~ [# yun install bind postfix dovecot telnet- server telnet -y

ST <
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(2) ¥TJF SELinux A XM /R . 7E B k85 H HF i DNS.SMTP iz 5% .

[root@server] ~ 1§ setsebool - P allow postfix local write mail spool on
[root@serverl ~ |# firewall- and —- penmanent —- add- service=dns
[root@serverl ~ |# firewall- and —- penmanent —- add- service= autp

[

[

(3) B zh POP3 k5% ., BB HF 5t POP3 Fl IMAP Xf R TCP ¥ 110 F1 143,

root@serverl ~ 1# firewall- and —- permanent —- add- port=110/tcp
root@server] ~ 1# firewall- and —- permanent —- add- port=25/tcp
root@server] ~ ]# firewall- and —- pernmanent —- add- port=143/tcp
root@serverl ~ 1§ firewall- and —- reload

[
[
[
[
3. 7£ Serverl FECE DNS k%5 .18 8 MX ZiRid R

Bt B DNS RS 28 & B MX BiRidsx., BEAEESHFEMNT.,

(1) i DNS RS 00 F 0 & SCHF . 5 long. com 3 11 X 45§ 75 B Coptions #7144

Mg, 3% & A EC & B n ),

[root@serverl ~ 1# vim /etc/named.conf
zone "long.camn" IN {

type master;

file "long.camn.zone"; };

zone "10.168.192.in—- addr.arpa™ IN {

type master;

file "1.10.168.192 . zcne";
};
# include "/etc/named.zones";

FERES include i) . 018 2 B0 . A 94 BI1E named. conf BB ABRA0 7 9, o 3
2 B4 named. conf fll named. zones & . H—.

(2) 4w’ long. com X3 1E [a] fiF By 48 e ST .

[root@serverl ~ ]# vim /var/named/long.cam. zone

S TTL 1D

@ IN SCA long.cam. root.long.com. (
2013120800 ; serial
1D ; refresh
1H ; retry
1w ; epire
3H) ; Iminimm

@ IN NS dns.long.cam.

@ m MX 10 mail.long.cam.

ST <



(3) %% long. com [X 3811 fz [a] i #r B8 2 S

(4) FH 1 a2 1S 3 DNS Ak 55 .46 Bid & AR

4. 7£ Serverl Lt & BB ARk 5538
e lic B/ ete/ postfix/main. cf . AL B Dovecot IRESFEFGEW 12.3 ).
(1) P 'E /etc/postfix/main. cf

(2) fid'H dovecot. conf

> 276 I
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(3) B & W AG SRR, il H

[root@serverl ~ 1# vim /etc/dovecot/oonf.d/10- mail.conf
mail location =mbox:~ /mail:INBOX= /var/mail/%u
[root@server]l ~ |# useradd user3

[root@serverl ~ ]# useradd userd

[root@serverl ~ |# passwd user3

[root@serverl ~ |# passwd userd

[root@server]l ~ J#mkdir - p /hame/user3/mail/. imep/INBOX
[root@serverl ~ J#mkdir - p /hame/userd/mail/. imep/INBOX

(4) J3 oh & Fh AR 55 . B0 BBy Ak bk

5. 7£ Clientl L {# F Telnet % iX B 5

f# ] Telnet A& £ B (FE Clientl 2 7 vmillia , #£% DNS AR 55 #1912 & A 192, 168, 10. 1),

(1) 7€ Client]l EJi DNS BE&HIE®H . X —4F CHE,

[root@client] ~ ]# vim /etc/resolv.conf
nameserver 192.168.10.1

[root@clientl ~ ]# nslockup

> 32t type—=MX

> long.cam

Server: 192.168.10.1

Address: 192.168.10.1# 53

long.can mail exchanger = 10 mail.long.cam.

>exit

(2) 7€ Client] PRI %% Telnet Ar s #1441,

[root@Clientl ~ ]# rm - ca| grep telnet

[root@CLientl ~ 1# yum install telnet- server -y //%2 % Telnet IR 55 2% B4
[root@Client] ~ ]# yum install telnet -y /1% 3% Telnet 2 P Ui 8K 44
[root@Clientl ~ ]# rpm - ga| grep telnet /7K B A A A R A L)

telnet— server— 0.17- 64.el?.x86_64
telnet— 0.17- &4.el7.x86 &4

(3) 7E Client]l & F7 ¥l it .

[roct@Client] ~ |4 telnet 192.168.10.1 25 //F|H telnet Aix 2 HEBEHF 4 AR 55 25 09 25 ¥ O
Trying 192.168.10.1...

o[ | <
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Connected to 192.168.10.1.
Escape character is '*]'.
220 mail.long.com ESMIP Postfix
helo long.cam //FIF helo i 4> ] Bf 44 IR 55 2% R B & 3 , 1 B A 2 hello
2530 mail.long.cam
mail from:"test"< user3@ long.cam> /A BAR AR LA B R AR AN ik o H {5 AR
/1A test, BAG AHiLhE A clientl@smile.com

250 2.1.0 Ck

ropt tosuserd@ long.can /M ropt to fig 2 A WA A B HE 44 Hb ik

250 2.1.5 0k

data /fata RARBERIFEEFHALE ., BHAT atatg

/e SRR U—D BT "SRG
354 End data with < CR> < LF>» .<(CR> < LF>
The first mail: user3 TO userd IMEHERE
. /BN ERGBHARE., THAAERIERA" ",
250 2.0.0 Ok: queued as 45CEFZOF

quit /AR H telnet 54
221 2.0.0 Bye
Connection closed by foreign host.

KE —-ECLFEER . BYWm AL E. WL S BN —DECF 0, 20VH X T
1 T AW AR 55 2SR R R A HEIRY, Fmgiw Wad el i 4GS DL R AH 5 & S, an
2 12-3 fin .

= 12-3 HRFEEI R4 ES

O E W B [al iz 4% n B
220 N SMTP IR % 2% 77 i 12 L AR 55 500 Fn SMTP il ik 46 iR , BE AT S
250 Fn A 42 48 E 56 52, [ V7 1 501 R L S BT R B EE R
354 A LTt i AR 1 2 IR LS. 78R 502 KRR X FrizdE 2

6. FF telnet iy & H BB F R4

[Toot@Clientl ~ ]# telnet 192.168.10.1 110 //F| i telnet fif 4 i $E MR 14 AR % #% 1104m O
Trying 192.168.10.1...

Connected to 192.168.10.1.

Escape character is "*]'.

+ K Dovecot ready.

user userd //F)H user g S5 A P B H P £ 8 userd

+ K

pass 12345678 //FI FH pass 525 A userd ik P 555 0 12345678

+ K Logoged in.

list /A list 23R8 usera K P BB A4S D & BB 47 5

+ K 1 messages

1291

retr 1 /A retrap 2 WHIR G458 LG E R, FEST B EE R
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+ K 291 octets

Returm- Path: <user3@long.cam>

X— Original- To: user4@long.coam

Delivered- To: userd@long.can

Received: fram long.com (unknown [192.168.10.20])

by mail.long.can (Postfix) with SMIP id EF4ADCSF

for <userdl@long.can> ; Sat, 4 Aug 2018 22:33:23 + 0800 (CST)

The first mail: user3 TO userd

quit /ABH telnet A4
+ OK Logging out.

Connection closed by foreign host.

telnet fg 2 A5 L F a4 Hag S X L E g DhRE IR BN T .

o stat AF A S E XTI A4, POP3 iS5 #F 22 W) b — > 1F #f [ I Wi o A — A
AT R B, LAY +()K”ﬂ+%d‘£§%r’¢]’?‘ﬁﬂ"—-:%—“’“*%HBFF%( H 5 A A
fERR/h .. +OK 4 1603,

o list (g2 MSEEIESE LGN listln]., n B— P8, T MR 76 0E 58 10 44
S TR AW S list an 2RSSR % 5 . B8 — B3 5 H—17
W 73 o T I 0 2805 A IR 2 1) 9 T T 1 RS DR BB i DN

o uidl AN widl[ n]. Za 25 list ap 2 HE AL B widl 454 8o #E A Y
A B list ap &2 g 3 HAK

o retr i EEWIRF P REEN - Fa L . ENEHEEFHRAPNAE . EXIE S
BLz 4T 48K retr n.n ﬁﬂiﬁfﬁlﬁiﬁ%’ Zm 2T IR RS #R N E AR B KV H
o AL KA A HE - A M hE | & R TR] L R R SR L XS B RR ARk, B
PEAEHR R Sk Z 5 W {5 B A R WR 4 1 3

o dele 74 & H M B8 E W HBF (G B L dele n a4 B ZA R4 L BRFRIC. A
TEPAT quit a2 25 B A S EIEMBR) .

* top AP NZELHIM: top n m. HA n RHEEF GRS s m 2 E 5L MR IE SCHIAT
B 2R =0, 0] 3 H B A Sk 4

* noop w2 K G . POP3 ik 55 3R [m]— 4> /R 5 4F 16 8 19 0 i “ + OK™,

o quit i & H 5 . telnet Wi 5 IRE 19 ZE L. Rgck ATEIIRE .

7. F P #3{4 B % /var/spool/mail

Al DLFE B Al 55 &% Serverl L i#ATH P HR I EF . IR BRI 5 8 C &7 IEH T
Y€ . Postlix 7E /var/spool/mail H & 7 R &4~ F P 43 5l 8 57 580k i) S 7 A s 4 H P
(1 R A X e SCF A A P 2 = AR E . B an . B4 FH P user3 @ long. com ¥ 3C {4 &

users .

[root@serverl ~ |# 1s /var/spool/mail
user3 userd root

> [ | <
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8. HBFEAZI

R4 Az 55 2% BE B AN e L s a5 S H P $R 4E E-mail 09 & 25 MR 55 T, H 40 52 432 0l 2 iR
{F 19 R 55 i 1 B0 T IR0 80, sl 3 DRI A JHG At T DR S SB0HIR A JE 22 4= 3155 B 9 Hb L 1l &2 3% ) SMTP
Mz 55 4 OB A DRAF MR FF , 3 3 MR vT RE 22 2R B . AN R MERR AN I8 35 7 3 X FF i 17 100 i B0
Fif L Postfix %FHTEEFFE’\?U%ﬁﬁ’ Y6 e 26 A B WIAE A4 i H IR 55 2% 2 B P8 — Bt a] 2
B AKX SR . 3@ 3T mailq A2 0] DL A& R BA B A Y 2R

[root@server] ~ [#mailg

an SR g A BA B o KR A EB A IR A TSR A WA 55 AR R W IR E A Y E N T
AR A R 55 4w

12.5 1§ Cyrus-SASL 2B SMTP iAilF

T8 2 A Hi 35 P 19 AN 5] FH P 3 2 A4S M 3 55 e F2 3 FH P o 282 52 B0 A
A5 B SR MR A Al 55 4% IR MR AF 0 % e Thfie . oh 1 3k B il 4 i 55 2 B8R
) 5 B AR A 0 v i el RN BE 45 b RT#%EHJI&FFH’JEHWJ&{T%E
wECH P A2 S 23 F 2R, SMTP A kL | i i Cryus SASL
AL AT R IE .

i) an . B — - HefE S B SMTP A UE i iz 55 2% , BB 17 AR 55 5% F1 DNS fli 55 a5 /9 1P Hbhk
J& 192, 168. 10. 1,% F ¥ client]l B9 TP Hiht /& 192, 168. 10. 20, & 4¢ H F7' /& user3 Hl userd,
DNS IR am B &N 12.4 W MHEAE, BAEARELSRIE,

1. wEEINIERE X G
(1) ZHFFIF D cyrus-sasl B AF

[root@server]l ~ ]# yun install cyrus-sasl -y
[root@serverl ~ 1# systanctl restart saslauthd

(2) &F GEFE 5 B FN R 5 /Y 5 4% 56k U7 =X

[roct@serverl ~ |# saslauthd - v /AR LB IUE A
saslauthd 2.1.26

authentication mechanisms: getpwent kerberosd pam rimap shadow 1dap httpform
[roct@mail ~ ]#vim /etc/sysconfig/saslauthd /B F L IAIEHLFIE LN shadow

MECH= shadow /7 14T AR EX P RS RAUET X, pem Y shadow, 45 8 F P AGE

[root@serverl ~ |#ps aux | grep saslauthd //EE saslathd B BB B &iEa1T
root 5253 0.0 0.0 112664 972 pts/0 St 16:15 0:00 grep — aolar=autto saslatid

//IFIE SELinux ft15 saslauthd #2 7 3£ B /etc/shadow SCA4

[root@serverl ~ 1# setsebool - P allow saslauthd read shadow on

[root@server] ~ ]#taat:mlu.ﬂd uuser3 -p "12345%68' //Mik saslathd BIAIED)fE

0:CK "Success." //ZE78 saslauthd A9 A UE T BE © & AE H

STw<



g2 wrmuRssaEsE i
(3) 4% smtpd. conf X4, f#i Cyrus-SASL 3245 SMTP tAiF

[root@serverl ~ |# vim /etc/sasl2/amtpd.conf

pwcheck method: saslauthd

mech list: plain login

log level: 3 /B log YLK

saslauthd path:/nun/saslauthd/mx //8 B 2P F e cyrus- sasl K H 42

2. 4R%8 main. cf X & . {F Postfix X SMTP AiF
(1) BRIAEM T W Postfix AR SMTP AEHLE . ZEil Postfix J§ H SMTP 1AiE,
L AANFE main, of XN FECE AT

[root@serverl ~ ]# vim /etc/postfix/main.cf

amtpd sasl auth enable = yes //IA A sasLAE R sureiAiE

amtpd sasl seority ootions =ncenaymous /AR FRABEZ SRR
broken sasl auth clients =yes /AR R AEAR R e A GE PRI N oF4.x)
amtpd recipient restrictions =permit sasl authenticated, reject unauth

destination //EIAIE B P 2% Fu i, B AIE Y ) 45 6 4

i Ja — )1 B 3 TR Nk ik AR 0, oA aE i T SASL DA UE 9 P Ie) A & ik R
4 FE 4 A 1 BN R BRI I S
(2) HErE A Postfix IR 55 . 4 B B SO A% (B kK 3 11 . SELinux i B[] 12,4 35)

[root@serverl ~ ]# postfix check
[root@server]l ~ ]# postfix reload
[root@serverl ~ ]# systanctl restart saslauthd
[root@serverl ~ ]# systemctl ensble saslauthd

3. X Pim clientl £k T iE & S50

[root@clientl ~ ]# telnet mail.long.cam 25
Trying 192.168.10.1...

Connected to mail.long.caom.

Escape character is '*]"'.

helo long.can

220 mail.long.com ESMTP Postfix

290 mail.long.cam

mail fram:user3@long.cam

200 2.1.0 Ok

rcpt to:68433059@qy.cam

554 5.7.1 < 68433059@qy.can> : Relay access denied  //A<IAIE A LL3E 45 17 0] , & 1% 2k

4. FHFLmMK Postfix B9 SMTP AIE (fiE B iz 2 E i)
(1) f T H R 89 H P B O e 77 2O = B 3007 3 Br LA e E5d@ i printd a5 2115
H FH P 22 0 B0 1) R L 24 BT

> [ | <
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[root@serverl ~ [# printf ™user3" | openssl baseé4

dXN1CiE= //H P 4 user3 Y] Base6d 4w
[root@serverl ~ ]# printf "12345678" | cpenssl base64
MITz /TS 12345678 1Y) Base64 4y il

(2) FAF 2 EOE I & A5

[root@clientl ~ 1# telnet 192.168.10.1 25
Trying 192.168.10.1...

Connected to 192.168.10.1.
Escape character is '""]"'.

220 mail .long.com ESMIP Postfix
ehlo localhost
250-mail.long.cam

250~ PIPELINING

250~ STZE 10240000

250~ VREY

250~ ETRN

250~ AUTH PIAIN LOGIN

250~ AUTH= PLATN LOGIN

250~ ENHANCEDSTATUSCODES

250~ 8BITMIME

250 DEN

/%5 TN % P v b b

auth login
334 VAN1anShiboWwUe

DNLcjM=
334 UGFzc3dvarnDo

MITZNDUZNzg=
235 2.7.0 Authentication sucoessful

mail fram:user3@long.can

250 2.1.0 Ok

rcpt to:68433059@y.cam

250 2.1.5 0k

data

3594 End data with < (R> < LF> < (R> <ILF>
This a test mail!

250 2.0.0 Ok: queued as SDIF9911

quit
221 2.0.0 By=
Connection closed by foreign host.

5. £RXFiniE BIMEXHF

/// B I i # AT e AR & SR
//F P 44 1) Base64 4 i
//%5 A user3 il P2 24 Xt i B9 Base64 4R 15

//F BT B) Baseod G i
/AE T B0 IAIE

/723t B NE ik 2l

MRS w s FHOGENLE R . & P w5 28 FHIAIE Z #F. L Outlook 2010 2 . 7€
B 12-5 5 D — BBk R B 1L IR S5 2 (SMTP) Z R B0 3iF 7 5635 . & W) . A G 1) H At R
43807 FH P K 26 MR A4 o i H BB 28 A 18 P9 1 At FH P A i A

ST <
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FATEERS 2 CGINTHERIGIE ©)
@ R SEHb RS = EEE TR V)
O SxiER L)

AAEa: |

ERE): |

01T R)
[ TR 2 EmGUE (SPA) @)

O RESMFANF A E T iEmb AR 22 (1)

B 12-5 7% 5 ¥ J3 A AIE 32 FF

12.6 2]

—, HZ=&

1. H T B4 Hb HE A% 2 & user@RHELSG, com, — #5280 B TR 3 354 41 1%

%1 E Vo 2 AT SR PR AT L5 3 B a2

2. Linux RETHE T HEF RS 3 AT -

il

3. W A5 L7 R AH O A Fi

4. SMTP TAETE TCP Wril | i BRI\ 55 11 K

¥igg 11,

= iEEE

1. HRAE T EROF FRBNFE LI SOEC ).
A. SMTP B. IMAP4 C. POP3

.POP3 FIA TAETE TCP i )

D. MIME

2. FIH Access SC4 5 B R4 o 4% 75 B 4% 40 access. db B¥E . E0d FHan 2 ( ).

A. postmap B. m4 C. access

. FRFE T Postfix il 55 i M AF i 4k i) ST =2 ( ) .
B. postfix. cf

L

A. main. cf

C. postfix. conf

D. macro

D. access. db

D. POP

D. ##

D. Sendmail

4. WA i AR B AR IR A i 72 IR 55 4% » T LA SMTP Wrf BUEHIC ).
A. FTP B. TCP C. uucCp
5. TR FR G i H B 43 19 2 )6
A, PR B. QB 55 #% C. f&hm Qs
6. Linux FA] H ) MTA IR 55 s 52 ( ).
A. Postfix B. Qmail C. Imap
7. Postfix I MTA #1444 ( ),
A. sendmail B. postfix C. gmail

8. Postfix Ay 3 fic B U & ( ),

D. exchange

> Toss | &
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A. postfix. cf B. main. cf C. access D. local-host-name
9. Access B EFMUTRERIRIEAC .

A. OK B. REJECT C. DISCARD D. RELAY
10, BRI IR A4 51 24 EE % SCA 2 ).

A. /etc/names B. /etc/aliases

C. /etc/postfix/aliases D. /etc/hosts
=, Bir&

. T A B R R 8 i A B

. 1] 3 HL - R A A% ik R

. BT HERS S HTTP . FTP . NFS %582 7 18 IR 55 #5 2 de K9 X B ST 47
. TR RS MUA MTA MDA 3 # IR %5 ff1 € 09 1138 5> 9 2 A 47

. e & ik Dovecot w55 18 )7 PR il FL i &m0 EVLE R 2

o] e SCH P a5 FE DL R R ST B ARy dnde] O B A A R A

12.7 W H 9%

1. W F 50
LIRS 3 4EmS 00 F 0

2. MEXJIHWAERNE
o BEZRSE LA POP3 MR/ AR 55 %8 1 &4 S HCH .
RE AR SE A SMTP HRFAR 55 dr i Z K S B E .

o HEAAZRAAT B AR 55w 1 0 2

3. mMERT=S5ES

TR SN TFEMERA CREREIR SR T ARSI 2 £ HiF T 54 long.
com, Z RV AER G T A HE 4 bk % username@long. com #& =X, G T n] L i ) Y5 &% ok
A BT P b A WO B

155 B MR AR 55 45 09 1P M bk A 192, 168, 1. 2, 1 44 25 mail. long. com, 1§ f4 &
POP3 Hl SMTP IR 55 @ » 4 Jay 55 00 o i) FH P 42 43k B 7 1 124 IR 55 5 B 4 2 B8 & 3% 3] Internet
F . @ ) Internet | A9 P L BEFE BB A4 A& 2 A b 9 &8 FH P B BEFE 5 .

4, H—1W
AR 4 T H AR AT S KA S S RO

12.8  S2ill. HL-F-Hs AR 55 28 1 i

1. [IYIBEHEARAE
(1) %42 Sendmail IRE AW EZR S E .
(2) %147 Postfixl &4 AlE 58,

0 " " I W T

?2842
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2. LlIREE
F VMware [EfIHLF B3N 3 & Linux k& en. — 5160 DNS IR % 2% . — 6 1E ~ Postfix

MR %5 %% . — G VE M 2% P PL. DNS Ik % 25 0 51 Hr 19388 4 long. com. Postfix Ik 55 #% &
long. com 38 19 M4 Al 55 %5 .

3. Lil&3
BB IR 45 #5119 TP #bhl & 192, 168. 0. 3.1 44 & mail. smile. com. if ¥ 8 POP3 Fl

SMTP k% %%, 2 Rk 0 o ity FF P 42 44 | 7 MR 44 AR 55 5 iR 1 2 ik & 26 3 Internet |, [A] B
Internet FAA P WEEIE IR Z RSN HAEFTHH P OmE T, BHEMBEN R KA 7S
100MB. Wt % BB 9 B K25 |0 20MB. 3532 £ 5 7 % W 14 o R .

4. Ll F
Tl BOR 58 R IR

> 285 | <



F13=
NE B P K 5 S5 AR BRI 55 9y

Br K32 —FdERT T2 ME 2T A, A KETARIP L LA
BRI, FAMSERER, FERBEXENZRERIFEFTERE, K
¥ & .5 /48 iptables #= squid £ B K& a9 de F .

S

FELRY

= 3]

p s BFRIGEM SRR ERE,
o . 1ptables By KI3Gag Bt & ,
o firewalld 5 X3&569 82 & .
 NAT.

e squid KERFHWELE .,
o FARIZE LA,

13.1 B KGR

B K5 A S48 — R B9 & i . WAV & AR S B R I, D B 1k KU A A
& G, NATTAE B3 22 81 Bl FH A 50 M 00 1l A Bt o 35X By 477 440 SR04 sl R ™ By K i ™

13.1.1 AIBRBH NG

i I ) R 25 B K s B T AT CKE R S B AR Y R BR S AR
W25 550 M 45 Z el B R ) — B B R 48 . B K Sl DL 4l P S ) 16
M 5 Internet Z [8] 5l 2 5 HAth #1355 4 2% 18] T AH bg =5 L PR &) 9 2% 597, DLt
GrAF PR B I 28 1Y 22 4

B K b am F B LR LA FF AL

(D LB, 7ER 28R, By KOs 2 T 28 19 3= 4. A 5B K&
PN B0 ) 2% 2 (] ME — [ 38 38 I, AT AT L4 T A RCHE R A Al P ER Y R 4% 4

(2) Ko &3kt . B ke 3 AR 19 2 68 2 o Of I 285 i i 1 & Mk A T 2 B K8 R
W& A BIE LA HEWS AT A

(3) HEREREEYE, By K AL T W 2530 2, B 2 o 1 I 45 A ME — 3@ 18, I 221 2 4

ﬁ
el

< W) 2%
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A= 1% 5 B DL HAS E X T M 28 22 2 2 R 22

B K 5 1 53 07 ik Z2 R 20 ARG B X EF B KBS KRBT DL = R 26, o il
o 387 N FACER” AR S FL I, JC i By K s I E 2 458 K YERE 2 456 8% , IR G5 IS 2
FEIX 3 Fp 50 (1) e fith EHEATIIREY RN .

13.1.2 iptables 5 firewalld

X Linux iR 55 4% 10 5 . K H netfilter/iptables 245 214 I8 2 40 . HEWE 17 29 4K Wi AS , FF
Al DL IR 5 K ) 28 A0 ik JE FE I D B s iptables 2 B AR Y By K S g B T R

7 CentOS 7 & 4t /1, firewalld Py ‘K 5% BUAC T iptables By K 3%, B SE 1, iptables 5
firewalld #AS & B AE B K 38 B AITHER B2 HI oK 2 By K 3 o m& ) B KO 8 34 T2 5L, ol 3%
v BN R M5 . iptables ik 55 /2 0BG B 4 19 Py K 55 SR WG 2 A% )2 1T Y netfilter [
25 it YE AR R AL B L T firewalld i 55 D012 48 B0 B 4 19 By 2K Ji 5 W& 22 i A B 2 10 Y nitables {2
G UEHEZR SR AL FE . W) ih i, HATTE Linux RETHIEFAEZ I KEER TR, &7 #
EAEN B Linux REETHIB ARG P AR EEEZ5H PN -8 E% 7., A
SRIX e T B G5 AR EATTHE B i AR mg i e &R o2 —3un) .

13.2 JACH iptables i K ki

13.2.1 %3 ./33 iptables

1. & iptables EBFEERTE . ZALZTENFEH yum ff TR 3%
M RHEL 7 J4f .iptables E & A2 BN BT A E M T . EE & # firewalld r &
€. WA ENE iptables,if— & % %% iptables-services {4, & W Jo i f# H iptables,

[root@serverl ~ ]# yum clean all /1% SR B R BT
[root@serverl ~ ]# yum install iptables iptables- services -y

2. iptables lRZRIBEN 2L . BEF B EESE B D
AMRE T L firewalld AR %5 2258 319 . 7 o i3 1E firewalld Al 5 /5 /-3 3l iptables.,

[

[root@serverl ~ ]# systemctl status iptables
[root@serverl ~ ]# systemctl stop firewalld
[root@serverl ~ |# systamct]l start iptables
[

13.2.2 @B E iptables ¥ M

1. & iptables 1 M|
27 iptables #LW Y ap 2 A& 2040 F .

iptables [-tRB]-L#ERA

> [287 | <
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[ 13-1] & F nat X ATA BRI AL,

[root@serverl ~ |# iptables -t nat - L
Chain PREROUTING (policy ACCEPT)
target prot opt source destination

Chain POSTROUTING (pclicy ACOCEPT)
target prot opt source destination

Chain OUTPUT (Policy ACCEPT)
target prot oot source destination

[6] 13-2] #F filter &% FORWARD %% 540 .

[root@server ~ |# iptables — L. FORWARD

Chain FOFWARD (policy ACCEPT)

target prot opt source destination

FEJFCT all —— anywhere anywhere refject— with 1amp- host— prohibited

2. I A BR . % B AR )
[5] 13-3) 4 filter Y INPUT &5 45 0 — 25 F0 00, =000 S~ 46 468 Fr A i FH ICMP Bip i
AR,

[root@serverl ~ ]# iptables - F INFUT //57538 b et §E
[root@serverl ~ [# iptables — A INFUT - p iamp - j [ROP

& F/ AN 5 %

[roct@server ~ |# iptables — L INFUT

Chain INPUT (policy ACCEPT)

target prot ot source destination

CROP lam — anywhere anywhere

[ 13-4 & filter 11 INPUT 45 I — A0, #1800 4 s 1715 (8] TCP #3880
1203 AL 1o .

[root@serverl ~ [# iptables — A INFUT - p tcp —-dport 80 - j ACCEPT
& F/ AN 5 &

[root@server ~ |# iptables - L INPUT

Chain TNPUT (policy ACCEPT)

target prot gpt source destination
CROP ilamp — anywhere anywhere
ACCEPT top — anywhere anywhere top dpt:htip

[ 13-5) 7 filter i INPUT 81958 — 0 Hi 48 A — S8 #0000, K000 4 A 23 5
[a] TCP PR 53 v 119 B4 4238 o

[root@serverl ~ 1# iptables — I INFUT 2 - p tcp —— dport 53 —§ DROP
& F M5 FE
[roct@serverl ~ 1# iptables — L INPUT

ST <
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target prot opt source destination

CROP lap -—-—  anywhere anywhere

CROP tcp ——  anywhere anywhere top dpt:damain
ACCEPT tcp —— anywhere anywhere top dpt:htip

[ 13-6) 7F filter & INPUT %% (55 — 2 B0 F7 48 A — S8 K000, 38 00 A 7o i U5 1P
HihbJ® T 172.16.0.0/16 M B (9 &0 42 18 i

[root@serverl ~ ]# iptables - I INFUT - s 172.16.0.0/16 - § ACCEPT
& H AN F =

[root@serverl ~ ]# iptables - L INFUT

Chain INPUT (policy ACCEPT)

target prot got source destination

ACCEPT all — 172.16.0.0/16 anywhere

DROP iamp ——  anywhere anywhere

CROP top —-—  anywhere anywhere top dpt:damain
ACCEPT top —-—  anywhere anywhere top dpt:htip

[ 13-7] MFR filter Ferp INPUT #5955 — 2500 .

[root@serverl ~ ]# iptables — D INFUT - p iamp - j OROP
cxow=ps WIS

[root@serverl ~ ]# iptables — L INPUT

Chain INPUT (policy DROP)

target prot oot source destination

ACCEPT all —— 172.16.0.0/16 anywhere

CROP lap -——  anywhere anywhere

CROP tcp — anywhere anywhere tep dpt:damain
RACCEPT tcp — anywhere anywhere tcp dpt:htip

45 AN A i, ] R R B AR AT R AR ERAE L A0 R R
{di l--line -n Z % & FH AN 4CHS .

[root@serverl ~ ]# iptables — L INFUT —- line -n
Chain INPUT (policy DROP)

mm target prot opt source destination

1 ACCEPT all — 172.16.0.0/1e 0.0.0.0/0

2 DROP tep —  0.0.0.0/0 0.0.0.0/0 top dpt:53
3 ACCEPT tcp ——  0.0.0.0/0 0.0.0.0/0 top dpt:=80

LA {6 FH AL DU A AT A A ) B

[root@serverl ~ 1# iptables — D INPUT 2

e =wsWIETIES

[root@serverl ~ ]# iptables — L INFUT —- line - n
Chain INPUT (policy DROP)

> o | <
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mm target prot opt source destination
1 AXCEPT all —— 172.16.0.0/16 0.0.0.0/0
2 ACEFT tgp ——  0.0.0.0/0 0.0.0.0/0 top dpt:80

[5] 13-8) 5 B% filter v INPUT 5519 it A L0 .

[root@serverl ~ # iptables - F INFUT

& A/ M ] 5=

[root@server ~ |# iptables — L INFUT

Chain INPUT (policy DROP)

target prot opt source destination

13.3  f# H firewalld I 55

CentOS 7 RGP EWN T 2P kha® 8T H, He firewalld (Dynamic Firewall
Manager of Linux Systems, Linux Z 4t i 3/ 25 Bi K 5 4 B 85 ) IR 55 72 BRIA 19 By K 8 Bd B 7
T H,EH#AET CLIGE2 AT A ) MEF GUICEIE H P 5 7 #4837 =X,

FHAL TAR GE M B X i BRAC E T H firewalld SCFRFIE B ARIF A T X3 (zone) (11
&, TR, KL 2 firewalld FSCHER T JLERT KIERIEE S CRIEE D . 7 A LUR 38
A 7= 5 5 A TR T R 53 1 TR IR 2R - DA ITI S B By K 55 SR & 2 B i PR D4 . 3 4o, AR A —
5 ICA N B R AR EAE SN 2 MR T AT LA ], %W ORI, X = F T e R
= B 07 A HED % RE A BN ZE MME)T AR A X & DA IR E W0 R Bh
KEE R MEEEI . AEZ P i Ui ) BT A AR 55 s TE I A 2 AL SR U5 ) SO 3R 52 R 55 ZE e T4
FOVF IR, DART . FRATT T EEA0 5T Bl i B Bl K R R DU 17T B e O T A X B
AR RS R VLA sh U #e T 0 K32 T+ 7T By A8 5 ms i 1 R, firewalld H & L
1 X 35,24 X (BRIA A public) LA e AR B #9 5R B& A8 I a0 5% 13-1 Fis .,

#F 13-1 firewalld f18 F 89 X 15 22 #R B SR BE 40

X i BRI TR W& A )
trusted VA B 5 R B

FHEMAMNRE.FFIESHEAORKEMAR; MWK E S ssh,mdns,ipp-client,amba-client
5 dhcpv6-client A& 55 #H 3, W 2 iF i &
internal %[l F home X 15

EAE AR LR, BRAES W H A9 B BOH K MR i & 5 ssh.ipp-client 5 dhcpv6-client
AR 55 #R 5 , W 2 i i &

EHERMARNRE,BRESHEATREMER ;MR GFE S ssh.dhcpvé-client iR 5 3, Il ft
VL&

external | HI T AR . AREAE R B W45 89T BT AR 2 5 5L 3 . 2 BB 552 40 0 o 9% 1 o 4%
ATEFEREX TR, XA RLATF U7, 7T LU BR E gt A A &%, (U2 250

home

work

public

dmz

R TR
block A fa] 8 W A N 4% 3% 4 &P 8% IPv4 Y icmp-host-prohibited {5 B 1 IPv6 A icmp6-adm-
o prohibited {5 & Fr$6 4
drop AT o] 2 W50 %) D0 465 B4 L R 0 5 3 R AR R & (U &Gk 2 0 ) 45 5% B

yzgoz
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1. FRHAREETR

A T A R — B AR T AE 7 =L firewall-emd & firewalld B k5% ficd & 4 B T
By CLIGE AT A MDA . ERNSE— AR DL K& X7 e Aok it 19, (B 3232 1Y 2
CentOS 7 R Gi 3L 78 7o 2 IS EA S . BAERR T BB Tab # A sh#b 55 2 804 5
HZHh AT LU Tab SR MR 13-2 FRIARK KBS

#Fz 13-2 firewall-emd s SR {EANSHURIEA

Z . H
—get-default-zone BRI B X484 R
—set-default-zone= < [X 38, 4 #k > BB BRI DX, i K A A2
—get-zones 5.7 T A 1K 48
getservices R B e i S R 45

--get-active-zones

275 24 Hi IE 78 £ A B DX 35 R R 24 95

—-add-source=

B IR G TP 51 R A 3 5 1] 48 5 1Y) X 48

——Tremove-source =—

AR A It TP 35 P I B T 10 2S48 E X

--add-interface= <k 4 #f >

B IR H 2 R R B A IR ) A 48 E X

--change-interface=< K Z # >

e FEA W R 5 X7 K EK

--list-all

PR Y ET XA N RECES BRI O O LIRS FE R

--list-all-zones

BATA KA M RECESHCTR w O LR 515 B

—-add-service=<JR % % >

CE B X AV IR 55 I

-—add-port=< 0 5 /PhH il >

B BRI DO A e DR U

--remove-service= <R & 24 >

s B BRI DO B AV IR IR 55 1 i &

--remove-port= <y 05 /Pl =

BE B X A A % DR R

--reload 1B K &AW T B R ] Sy BP A A, I 1 TR 2 AT RO G B A )
--panic-on H )3 i @R A =
—-panic-off 5 PA N @R A =

5 Linux Z 8¢ HoAb A9 B A 8% SRmg B B T 2 —F¢ . [ firewalld fic & 1Y By 2k 5% 9 05 2K

INRIETT I (Runtime) BE , AR YA A2, 1 HE R R MW ER SRR, R E L

BRI — EAAE . W B2 KA (Permanent) B2, T . H 72 firewall-cmd 5 4

1E 5 U B By K 85 S WG B R I —permanent 25, X B T B 1Y By K 3 R W& 8 n] UK A %%, {8

% KAEBEXAE - T ANENE S A EFHEREN AR A AEREERZEA
AE A AR, WA AR LA & R g L B AR, W B F B AT firewall-emd —reload 74>,

P RRSCIRERAR R B, (H 2 2 B KK — € ZE A 4l & & 1 H 19 /2 Runtime 2 34 /&
Permanent #230, QISR 0, g5 2 L0050 & 1 B s 5 mg .t nl 58 JC ik ik 3 i
W RCR

(1) &F firewalld Az 55 4wy B fe A% X 3% .

> oo | <
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[root@serverl ~ |# systamctl stop iptables
[root@serverl ~ ]# systemctl start firewalld
[root@serverl ~ |# firewall- and —- get- default- zone

public
(2) £ ens33 M RTE firewalld AR 55 5 p9 [X g,

[root@serverl ~ 1§ firewall- and —- get- zone—- of- interface= ens33
public

(3) 8 firewalld iR 55 ens33 W= 1 BRIA X I B 2N external . FHF1E R G E )G 5 AR,
S 2R YRS K AR R i X 34 AR

[root@serverl ~ ]# firewall- and —- penmanent —- zone= external -- change- interface= ens33

SUCCESS

[root@serverl ~ ]# firewall- and —- get- zone—- of- interface= ens33

external

[root@serverl ~ ]# firewall- and —- penmmanent —- get- zone- of- interface= ens33
no Zone

(4) 8 firewalld AR 55 19 24 57 20A X 18 % B 4 public,

[root@serverl ~ ]# firewall- and —- set- default- zone=public

success
[root@serverl ~ |# firewall- and —- get- default-
public

(5) Jazh/ kM firewalld B K55 AR 55 19 B 200K 508 =X . BH B — U1 19 2% 7% 45 (24 i 75 458

Mk % # g EAD .
[root@server]l ~ [# firewall- and —- panic-an
SUC0ESS
[root@serverl ~ |# firewall- and —- panic- off
SUCC2SS

(6) £rif) public X2 70iFiEK SSH Fl1 Https PR 19 i & .

[root@serverl ~ |# firewall- and —- zone=public —- query- service= ssh
yes
[root@serverl ~ |# firewall- and —- zone=public —- query- service= https

no

(7) 18 firewalld IR 55 g K Https P & % B A K A e . 35 5 BRAE R,

[root@serverl ~ ]# firewall- and —- zone=public —- add- service=https
SUCC253S

[root@serverl ~ ]# firewall- and —- permanent —- zone=public —- add- service=https

STE<
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success
[roct@server]l ~ |# firewall- and —— reload

SLCCESS

(8) 1B firewalld IR 55 T iE K HTTP PR 09 & 1 & K ATE4e  IF 37 BIAE 2L

[root@serverl ~ ]# firewall- and —- permenent —- zcne=public - ramove- service=http
SUCCO=eSS
[root@serverl ~ ]# firewall- and —- reload

SLUCCESS

(9) $BFE firewalld R4S Hiin) 8088 Fil 8089 ¥ I [y i 7 5 W& % B N A 34 . (H AL PR 4 1
R

[root@serverl ~ [# firewall- and —- zone=public —- add- port= 8088- 8089/tcp
SUCOESS

[root@serverl ~ [# firewall- and —- zone=public -- list- ports

8088— 8089/tcp

firewalld = A S0 AT LA I 58 4400 350, 5 3 40 119 By J i 3 W G &, T LLBE X &R Gt il
% I S PR HE A B AR L S5 E 205 BT EA B AR IR ACE . B RAE T A
P 77 2K S R I o A 2 e 1 Y

2. EFHEREETIAR

firewall-config f& firewalld PF kGl B & ¥ T H1y GUICEIE H P Fm) A, JLFA]
ULSEBR A LAan 2 AT R PAT I HRAE . Z AT sk b, BIAE 3238 1A L5 Linux a5 4 A
th Al DLl i B R 2 F B E CentOS 7 H A By KO3 3R 0

TE 2 im i A fp 2 firewall-config 8 & MK X £ £¢ Applications— Sundry— Firewall 5
A AT E 13-1 Frn e 1, AT i Iaen k.,

D ¥k Fiz i (Runtime) £ 2 5% 7 A (Permanent) £ 2% 19 it & .

@ Al &SRNGS X I,

Q@ HHH RGNS IIE.

@ Y] IEAE A A X 5.

© B H Y Fij 7 1 A DX g il 5%

© 7B H Y Fij 7 3k H XC  d

@ H g ol &M SNAT R E i B3O R .

I Vi 5 e TR

@ KR ICMP IR 5% 19 i it

0 & 3 By K iR HL

@ EHMRE.

@ #Eer XS MR 55 . & 2k T A N AR 55 A Y 2 R AE, W 3RoR RiF 5 ZH
i

@ firewall-config T. B TR,

> o3 | <
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Firewall Configuration “

File Options View Help

Configuration: @
_, Zones

Aﬁ@ialld za defines the level of trust for network connections, interfaces and source addresses bound to the zone. The

zone combines services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zone can be
bound to interfaces and source idd@ses. @ @ @ @
Zo
- < | sorvce: | Cop sl bot ConmuiadiCHE e Bl it
block
dmz Here you can define which services are trusted in the zone, Trusted services are accessible from
all hosts and networks that can reach the machine from connections, interfaces and sources bound
drop to this zone,
external ' Service
h .
ome ' amanda-client
internal 1M bacula
public  (4) [IM bacula-client
trusted r"l dhep @
work 1 dhcpvb
# dhcpvb-client
M dns
O fep
Connected. @3 Default Zone: public Lockdown: disabled Panic Mode: disabled|

& 13-1 Firewall Configuration & 0

FE4# A firewall-config T B8 & 7 by K35 R Z )5, LA 347 = R # A,
) RAREABAKAE ARG, TEEAD T RIS
i I=A
(1) 545 4 a0 X 3k P iR hetp IR 55 19 3 % B 8 e iF (HACBE M ag A= 2. HARRE N
 13-2 TR,

File Options View Help

v Active Bindings

Connections
ens33 (ens33)
Zone: extemal A firewalld zone defines the level of trust for network connections, interfaces and source addresses
virbr0 (virbr0) bound to the zone. The zone combines services, ports, protocols, masquerading, port/packet forwarding,
Default Zone: public icmp filters and rich rules. The zone can be bound to interfaces and source addresses.

Sources dmz

Here you can define which services are trusted in the zone. Trusted

drop services are accessible from all hosts and networks that can reach the
external machine from connections, interfaces and sources bound to this zone.
home Service
internal =
poote | e

— P
work ttps

] imap

() imaps

O iep

] ipp-client
] ipsec

[ iscsi-target
[} kadmin

Change Zone

Connection to firewalld established.
Default Zone: public Log Denied: off Panic Mede: disabled Automatic Helpers: system (on) Lockdown: disabled

E 13-2 AATIE K hetp AR5 B i &

> [20a | &
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(2) AN — 25 By 2K 5 5 g R, 4 AT U7 18] 8088 ~ 8089 ¥ 1 (TCP #380) AY it
L IR R E KA AR LA R A E R G B K RIS AR A H R . ER A 13-3
It 7 1 5 1 B SE e Z 0 B W E AR Options L& Reload Firewalld 454 . iF AL & /Y
B K 33t 3 W& 37 B AE 2L (L] 13-4) . X 5 e 24T AT —reload ZERUR —FE.

Port and Protocol

Please enter a port and protocol.

8088-8089

13-3  HtATi1R) 8088 ~8089 ¥ O i i &

Change Zones of Connections...

Change Default Zone
ani

Zor Change Log Denied

e level of trust for network connections, interfaces and source addresses
virl Configure A ic Helper Assigment ne combines services, ports, protocols, masquerading, port/packet forwarding,

Del The zone can be bound to interfaces and source addresses.
it (] Panic Mode L
nte

0 ki | =)

Runtime To Permanent Add additional ports or port ranges, which need to be accessible for all
| | hosts or networks that can connect to the machine.

external

Port Protocol
h
ome 8088-8089 tcp
internal
trusted
work

= Edit ‘ ‘ Remove ‘
Change Zone + E @ % ‘

IConnection to firewalld established.
Zone: public Denied: off Panic Mode: disabled Automatic : m {on) Lockdown: disabled

B 13-4 1B E B Bh k55 5 g A7 B A= %%
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13.4  [AcHE NAT RS 5%

13.4.1 SCI0 NAT(MZ& btk aEH)

1. iptables SSI NAT
iptables Bl A 5&FIFH NAT FREAE 528 NAT T RE 45 P9 W Mk 5 40 R kb 1k 3647 55 4, 58
NN IE (S . NAT £3Z8FLLF 3 Fh#RAE.

o SNAT: Si7ZEXE A IR ik, Bl A8 2 08 21 358 b ik 5 46 25098 61 19 7S Hb () 4% 3
hik . e P 25 P ES EHLRE 8 55 9 28 A1 BRI AR .

 DNAT. BUEZIEHEM H b aE, B AW BB )G . 2/ 28R 0 B 19 1
hE#EAT B E R AL R B AR AR ML, 50 AR 55 48 Ak T 2% P BB, B oK 3
PSRN SR 152K, 25 3 BRI 3 2 LK 5 [R) 22 2 1) B 48 2 19 0L E L AN 3 0L
BE 9% 1F H 17 1) I 2% P9 3R i =L

« MASQUERADE: MASQUERADE {EH 5 SNAT 56 4 —F . el 728 B0 % 42 19 5 4
HE, R TC RS B 42, MASQUERADE #8% [ zh 28 4% 0] JH 19 1P Hb hE, T A
% SNAT I TP Hiht B A E 0. LS INE B A5 fE . 2 0R R 3 A 5h
W 1 M ik AS S 8] 2 M kb, i 2 ISP B HL 4 B 1Y . 4 MASQUERADE ¥ 4 3F %
i,

2. BLE SNAT

SNAT fyUyRe 2 # TR 1P bbb 55 sl R ES B Ie @iy 1P Hihk ., & M2 N &
PLoR =07 3. 5 7] Internet P 320 5875 22 3] SNAT I EE . 8 A< Ho 9 TP M hik B 4
ANWEE S TP Mk,

SNAT HEEMTE NAT £ POSTROUTING 44,3 H HE &R FE DS 15
LB SNAT SEAT M hk 548, IR 233 A 32 22 10 HoAth i A 1) B0 40 30 2 A 3 58 it ik 37 e T
YE i FLaxX #p 07 A S 0 HH F X A~ 3200 oAb g 1. SNAT fif £ T —to-source ., A 2 iy
HR,

iptables - t nat — A FOSTROUTING — s IPL (A Mtk ) -0 M4E# 0 -5 ST —- to- source IR2

At 15 TP M AAA T8 bk ) #4542 i TP Hbhl 1P2.

3. BLE DNAT

DNAT GEf% 5¢ B H 1 % 2% b 5% e i D) e, a3, sl 2 =S Bds A H Y 1P Huhk,
DNAT ZdEH LM, B, ik Web i 55 4% 76 /4% 3 &6, H 588 JT A4 R bk % F Al 7E
Internet [ f# A& L TP Mk, B BECW W HAL P2 Bk S HEE @GN R4 . 1]
LAfdE ] DNAT. B k38 19 80 s 1 32 R UE 61 )5 i ok A% 0 5048 109 B ny sk B85 B 5% & 4

N ER I 24 11 Web IR 45 &5 .
DNAT T2 7% NAT %9 PREROUTING #% & , it H 25 N —to-destination, iy 2 &
a1

Y2gﬁz



g3 EEpAESRERSSE |

iptables -t nat — A PREROUTING -d IPL -1 M 484 0 -p Hr Y ——dport %i 0 -5 DNAT
-- to- destination IF2

Hr,IP1 A NAT Mz 55 4% 09 2 ™ # 41k, TP2 ] Webff 5
517 i 79 ) Web 19 TP Huhik 3 —

DNAT 1) FE I HE 2 iptables GEWE F WL #M S EJ
35 SR B s 6, IR 5% 2= R N H il 55 4% . A~

4
PRS2 T 119 7 17 4 R BE AR T A 5 R IR0 TR 55 23k pRAL
178 A7 —FE . A 13-5 iR . S
4. MASQUERADE K 13-5 DNAT [

MASQUERADE F1 SNAT fE i #H 5] , th, 2 &
L 5 1 b B 4t A $R AR (BB R A X AN EREE 1 o B 2 TP Mk i i 1 . A T E A --to-source
TR 1P bt . WSR2k 2k 5 7 XA Internet, 1fif & A X2 # S 1P #b
kAR 4 21 fd H MASQUERADE,

(5] 13-9] AFRIHMEER 230 GiFFHL. ME A 192, 168. 10. 0/24. FH il A —Hk T
EHLL L ppp0 # A Internet, A & 5 v &R i i 122 EHLUT R BB , X ), 75 2 7E 4R
S EHLHATERE B 192, 168. 0. 0/24 (AL A ppp0 A2 W AL,

[root@serverl ~ ]# iptables -t nat — A FOSTROUTING - o ppp0
- s 192.168.0.0/24 - § MASQUERALE

g MASQUERADE 2 45 % 49 it JE L0 , & 2 T E M — A B 2 5] 5 — A4
o 6

5. ERRER

(1) 2 S i 152 R

i F . iptables Pk 5 09 e B AR & B [a) (19 . 5 40 . By K B A AE INPUT #% 5215 £ L7 )
Google ¥l &5, X I, &R BUHE AL GE 98 IE % & £ & Google IR 45 2%, (H 2, 24 IR 55 25 19 8] 1 £ 48
A, B BA BCE RV R R, WZBE Bl S A5 LB B EGES R, B
UL, e # iptables B 75 22 B0 B HY ol A B FLI  aX TEBES K THRCE M E 222 1 . SCPr b, 3%
PR 5 HE 8 ] 1 i FRAE

42 IR BRI AL P B RR R AR I, X iE R A state AT KT , Netfilter 8 #5 AR 95 1R
A R A A 1 G MK, 183 o A A R R X o B L G R P AR A B AR R AE .
PR &% S FF TCP A1 UDP i@ {7 . 58 i T B i 58 #e

I IR E R S SR RCR A N TN E T A Y L 4 0 [E 2R
DU AS P 40 A7 e v 0 ) G Ay OB A UMb 46 48 iptables B9 AL BRI (], 248K, & B IR B TR
ZHEHEZHNAT.

ERREAELNT 4 MR IR,
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« NEW. AHZ 5 & E 5 a.

« INVALID: JC&CHEE AL . ] an 35 348 % 35 A 52 38 1) B 0 .

« ESTABLISHED: B £ % 3 00 5UE 1.

« RELATED. 5 2 &% i 8HE A i Zds 60 . 1 an . 8 57 7% 52 )5 2% 1 20E 12 ok

HO6F 77 3R [a] f e i B AL, (RSO RS AT 2 L T AR iptables B9 B R AE .

(2) iptables #E # RS L &

B B iptables [y & # R A LT -m, F 45 & state S, pETi--state J RIS, W0 F
FIT 7

-m state —— state< IR >

R iFE S iE W EIE A, UL K B & % B s A2 AH ¢ 19 BoiE B ok, ) a] DL
-m I, F 1 B ESTABLISHED 1 RELATED ARAMEEM . 10 F Fras .,

[root@serverl ~ |# iptables — I INPUT —m state —- state
ESTAELISHED, RELATED -3j ACCEPT

13.4.2 NAT ZEE&5 X4

1. A IRES

A LA Fh AN 13-6 Fras . IR ENLEE A 192, 168. 10, 0/24 M Bz TP #uhk , 7 H fff
H Linux FHUAE A AR 55 s % £ 5 8 L 20 1 1 bk S [ 2 Hbohk 202, 112, 113, 112, B 2% 2
i FESR,

A . NATHRSS 5§ (Internet Ji 5¢) Jz B K 45
HENLE . server2
HEZ Y. CentOS 7.4

PAIFES I (1 TP S - @
192.168.10.20/24 £ AInternetf)

IPEf 3]
202.112.113.112/24

/// — ff_.*/

It . SeiFInternetifj[MFYWebfR 55 45 -

ﬁ—tg]ﬁ.g serverl FOEL : Internet | 'Y Webf 55 dr K Bi K b
[PHH] . 192.168.10.1/24 LI':?M%: client2
W2 . 192.168.10.20 HA{EZYE . CentOS 7.4

[PHiHE . 202.112.113.113/24

BIFRG: CentOS 7.4 2% . 202.112.113.113

& 13-6 4k 4% 4R $h

(1) BCE SNAT. PRUEA M P §88 IE % Ui F] Internet,

(2) FCE DNAT, fRUESN ] g8 15 5 U5 17 P Y Web il 55 % .

Linux il 55 %8 1% 7 3 945 B Q038 13-3 Bt s (] LUGE HAH 3¢ v B 17 AR He ok 22 46 75 22 1Y
Linux 2 F i) .

> [Toes | <
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F* 13-3 Linx RE|[AME A wmpy ik 2

F Hl & BIER S [P Hb 1 i @,
A M Al 55 %% . Serverl CentOS 7 | 192. 168. 10. 1(VMnetl) Web I % 2% .iptables Bi ‘K 5%
IP1:192. 168. 10. 20( VMnet1)
K HE 2 S 7 intables .SNAT .DNAT
B K 3+ Server CentOS T 1ps 902 112, 113, 112(VMnetg) | PrablessS
A5 Linux Z F 4. Client2 | CentOS 7 | 202.112.113. 113(VMnet8) Web . firewalld
2. BARAER

1) FeE SNAT il ik

(1) & &M Fh 5

@O HWHEE 13-6 FI1FE 13-3 Bt & Serverl ,Server?2 Ml Client2 [ 1P Hbl . 7 R #E65  W) 56 25
A E. Server2 BN K, R ITHEILA MG EE T —EETEE.

@ TE Serverl [ .MM 5 Server2 Fl Client2 1% i 74,

[root@serverl ~ [# ping 192.168.10.20 /1
[root@serverl ~ 1# ping 202.112.113.112 /il
[root@serverl ~ [# ping 202.112.113.113 /AN A

@ TE Server2 iR 5 Serverl Hl Client2 1% @ . #2809 .
@ £ Client2 &5 Serverl Hl Server2 11+ i@ $4

5 Serverl & AiH Y,

(2) 1 Server?2 I fc & Py k¥ SNAT

s}

[root@clientl ~ 1# cat /proc/sys/net/ipvd/ip forward
1 //BATT IR e AR R AR 1

root@server? ~ |[#mount /dew/cdram  /iso

target prot opt source destination
SNAT all — 192.168.10.0/24 anywhere to:202.112.113.112

(3) EAMM Client2 I B AL 1) Web

[root@client? ~ ]#mount /dev/ocdrom /iso
[root@client? ~ ]# yum clean all
[root@client? ~ ]# yun install httpd -y
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[root@client? ~ ]# firewall- and —- penmanent —- add- service= http

[root@client? ~ ]# firewall- and —— reload

[root@client? ~ 1# firewall- and - list-all

[root@client? ~ ]# systemctl restart httpd

[root@client? ~ ]# netstat — an |grep :80 //EFR 80w O & & i
[root@client? ~ ]# firefax 127.0.0.1

(4) FEN M Serverl i SNAT fit & & 75 s 2

[roct@serverl ~ 1# ping 202.112.113.113
[root@server]l ~ |# firefoax 202.112.113.113

@éﬁ%:@ H GE 17 7] 21| &1 ] i BRI Rty
%ﬁﬁ: Client2 b #7 /var/log/httpd/access_log F /& H 6L & IR HE 192, 168. 10. 1,
er ? A% 202,112,113, 112 59

2) Bt ® DNAT i3
(1) 7£ Server]l FHCE N Web P K 4

[root@server]l ~ 1#mount /desr/odram /iso
[root@serverl ~ ]# yun clean all
[root@serverl ~ |# yum install httpd -y
[root@serverl ~ ]# systemctl restart httpd
[roct@serverl ~ ]# systemctl enable httpd
[root@serverl ~ ]# systemctl stop firewalld
[root@serverl ~ ]# systanctl start iptables
[root@serverl ~ ]# systemctl ensble iptables
[root@serverl ~ ]# systemctl status iptables

[root@serverl ~ |# iptables - F

[root@serverl ~ |# iptables -

[root@serverl ~ ]# systamct]l enasble iptables

[root@serverl ~ ]# systemct]l enasble iptables

[root@serverl ~ ]# iptables — A INPUT - p tcp —— dport 80 - § ACCEPT
[root@serverl ~ 1# iptables —-A INPUT - i 1o —§ ACCEPT  //f i /i [a] [B] 25 #b, 41
[root@server] ~ 14 iptables - A INPUT - m state - state ESTAELISHED, RELATED

~ § ACCEPT
[root@serverl ~ ]# iptables - A INPUT - § REJECT /A U 18] B 4 4
[root@serverl ~ ]# vim /var/wwww/html /indes.html /MBS BRI R 3 P 25 AL 4K
[

root@serverl ~ ]# iptables - I INPUT - p iamp - j AOCEPT  //ifi A R4 ping fr & 4% H

[root@serverl ~ ]# iptables -
Chain INPUT (policy ACCEPT)

target prot opt source destination
ACCEPT iap ——  anywhere anywhere
ACCEPT tcp ——  anywhere anywhere tep dpt:http
ACCEPT all —-  anywhere anywhere
all —— anywhere anywhere state RELATED, ESTABLTSHED
ACCEPT all —--  anywhere anywhere state RELATED, ESTABLISHED
FEJECT all —-—- anywhere anywhere reject— with 1amo- port— unreachable

STw <
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[root@serverl ~ 1# service iptables save

[root@serverl ~ ]# cat /etc/sysconfig/iptables - n

# Generated by iptables— save v1.4.21 on Sun Jul 29 09:03:05 2018
* filter

:INFUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [1:146]

—A INPUT - p iamp — ] ACCEPT

—A INPUT - p top —m top — dport 80 — j ACCEPT

—A INFUT - i lo — j ACCEPT

— A TNHUT —m state —— state RELATED, ESTABL.ISHED

— A INPUT —m state —— state RELATED, ESTABLISHED — j ACCEPT
—A INFUT - j REJECT — reject— with iamp- port— unreachable
CaMIT

13 # Campleted on Sun Jul 29 09:03:05 2018

Ww o -] 3 o W M

5 R S

(2) 1EBF ks Server2 it 'E DNAT

[root@clientl ~ ]# iptables - t nat — A PREROUTING - d 202.112.113.112 - p tcp —- dport 80 - j DNAT —- to-
destination 192.168.10.1:80

(3) 7E5MM Client2 |

[root@client? ~ [# ping 192.168.10.1
[root@client? ~ |# firefox 202.112.113.112

13.5 BB ACHRIR 55 25

fCHEAR 55 %% (Proxy Server) 5[] T N M 5 Internet I8, &l 1Y Internet 1Jj 0] & —
AR R P HL S IR S5 AR 450 . P RIS B & P s R A0 Y 45 A& H 3 0K S I
www Il 55 %5 18 7 i B 3 K I 32 AR D2 i B . 0 Proxy Ab T & P ML Rk 55 #% Z 6], X Tk
5 an AUt . Proxy &% P AL, Proxy $2 35 =K , Ik 55 4% W Kz ; X T 2 P HLK 35, Proxy & Ik 5%
. EEXE P PLAER RS & DR RMBIER A E P YL, ©0A1E - =) 28 52 4 35
AR AR 55 1 .

13.5.1 KIERFZ[IZHEIA

1. RERSHFRE

B P S AR 00 Y 4% R 5B 58 N Proxy IR 55 4% 5 . BT A 3 T W8 4% D7 [R) Internet ¥l 55011
TOREA S BRI S BB EPL, 2 Sk ik =AU 55 4% AU IR 55 27 3 W2 & P v 19 17
KUIG i ACHR AR 55 #iw 1a) B 19 AL & HAE R O H B9 LR (0] A9 ol | A7 07 A 21 ARk 55
am AORE 25, 2R 5 A R ACHE IR 55 20 85 & 7 S im SR O B e R AR & P i . BRI AR A 1Bl 13-7
PR

@O HE P A X Web il 55 o dm 4 th i K I, E 5K 2 i e Ak B U AR 55 4=

STw<
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Awiito e

S
]

Web/lz 55 s

% mB
B 13-7 AUERIR 55 4% T4 e 2

@ QAR S5 a3 B P i A BIEKRE SR A BT = EAAA & 5 i A Frils Z i 5dE .

© M FRACHEAR 55 45 A & P vm A BT sR i Z0HE . ¥ M Web ik 55 88 #2281 K .

@ Web il 55 £ i 5 1 oK 19 Z08E

© UHR % 28 IR 55 88 3R B 5 IR TF 2 A ML 877, L& DUR Al i A .

©® fCHHAR 5 #5101 & P i A 5 & Web IR 55 25 105U .

@ & Fim B iR Web ik 55 45, AR 55 #% & G K .

TR HR AR 55 w5 A PR A7 0 5 . BN E S A7 1E Web AR 55 %% i AH 5 Bl

© A HEAR 55 &% B4 0l N 2 0 i 45 5L, 1A 75 22 15 25 AR 55 48 8 47 28 080, DA T 3K 3 75 29 [
2R FE T R A H .

2. RERSHNER
(1) $& =7 n) s
(2) FH P iR PR .
(3) ZEHEEREE.

13.5.2 Z%x .53 . FLESHEAEZRED squid k55

Xt F Web H P 2K 5 . squid J& — 4> i P B8 19 Q38 92 17 AR 55 25 . nl AU R P 38 I ) B
Internet (L & & P ALY U7 A 4y 2R, squid AU SZFF HTTP i, i8 2 £F FTP,
gopher ,SSL Hl WAIS 5P, Fl— M A 22 77 A4 A R 5 squid F—A> By L JE A B4k
(1) 1/0O SK 3 14 FE 2 Sk AL BT A 19 & P i K

[root@server? ~ 1# rpn — ca | grep squid
[root@server? ~ |#mount /dev/odram /iso

[root@server? ~ 1§ yun clean all /T R A
[root@server? ~ ]# yum install squid -y

[root@server? ~ ]# systemctl start squid /IR 8l squid R 5
[root@server? ~ ]# systemctl ensble squid //AFHL A 3 B 35 3

> a2 | <



g3 EEpAESRERSSE ||

13.5.3 @2 & squid fR & =8

squid iR 55 1Y 3 AL B A4 J2 / ete/squid/squid. conf. H P A LUARHE A C 09 52 Fr A 60 43 24
FH L Y 3 T,

1. JLAF HBEIn

5Z Arbc B i iR 55 2 e KECEER, squid AR5 18 19 B B SO B i AE /ete HE T
— MNUIRFS Al HaEF, £ 13-4 & —2% M squid IR BT ECE S B AEH .

x134 EANsquid REEFRESERIEA

Z B - H
http_port 3128 W T B 3 15
cache_mem 64M N AE 2B wh X ik /D
cache_dir ufs /var/spool/squid 2000 16 256 R 5% 2% o XA K/
cache_effective_user squid WEEZFHNEMHP
cache_effective_group squid KEZFNAEMHIP4A
dns_nameservers [ 1P #b it | — AN B E L R AR 55 4% BIA A DNS bk
cache_access_log /var/log/squid/access. log Vi 8] B 35 S0 R A7 B8 12
cache_log /var/log/squid/cache. log Z17 B BT
visible_hostname www. smile. com W E squid IR 5 4% B9 24 R

2. BEiFEEH IR

squid fCBEAR 55 #5 /& Web & P HLY5 Web AR 55 % 2 18] 09 47 . & 52 B 7 1) 42 i . B 22 Wl
— B E PP LLyiTR] Web AR5 25 L R Anda 5 m] . squid AR 55 % i i 4G A oA 5 B0
BILAIE 35 o) 2 1 3 3 (ACL) R 2 B A/ AR & P UL T M. ACL B E 6 & 5 11
EHLRIR N F . [ acl @2 0T LLE L ACL, %Ay 2 3 0 rh B @ FR 2%, FH P af D
] http_access 254 X e Hl Th i, ] LI T 28 acl Ap2 3T, 403 1P Mok | 4% 45 .
i [a] A1 H B3R AT acl a2 € LR Gk #H RGEA .,

(1) acl

acl a2 AU T

acl FIRBMR FIREE -1 JIRE

Hr B RAFH T X 40 squid /9 &A 17 8146 #i 31 3- , AT 0] 99 4> 15 [7) 4% 1) ) 22 A fig FH AH
FF R A . —HBRUL. R T F X 250 R0 RS i SCIR A 19 5 3R 24 FK

I RAEFRI T LAl 9 squid IRAN A2, B0, o] LR TP Hohk | EHL4 (B84 . B 2
FImHE] 55, ACL 338 R i B an 3% 13-5 Fis .,
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F 13-5 ACL % RER X %A

ACL ¥ R A i ]
src ip-address/netmask % F % iR 1P Hb bk 0 R RS
src addrl-addr4/netmask % P v R 1P #ihk 7
dst ip-address/netmask % P i H br TP Hb k05 P HE S
myip ip-address/netmask A E T 1P Hbhk
srcdomain domain IR 30 24 C& P LT & /Y 380
dstdomain domain H #9384 (Internet 1Y IR 5 2% Fir J& #9380
srcdom_regex expression Xf & P A9 URL f801E W T fip 32 35 5C
dstdom_regex expression Xt H ) URL i 1 W DT g 5% 35 5

5 sERTE . A . acl aclname time [ day-abbrevs] [hl:ml1-h2.m2].
Hf day-abbrevs 7] LA 4 : S(Sunday) .M( Monday) ., T(Tuesday) .

time W (Wednesday) ,H(Thursday) .F(Friday) . A(Saturday)
EE: hl:ml —ZE &k h2:m2 4

port I8 E BN O, 0 acl SSL_ports port 443

Proto 18 5% BT {8 FH #4938 {5 #0, 0 acl allowprotolist proto HTTP

url_regex W E URL 0| UC Bg ik 5K

urlpath_regex: URL-path BE W2 U O P44 B9 URL B DT =54 =0

B2 ACL X E SRR LIAF squid. conf L7,
(2) http _access

i E Ve R4 S Ui R R S R TTRE K . AR E .
http access [allow|deny] T )42 1 1] 3% 1Y 24 FF

squid IR 55 #5176 € X T Ui il 21 £ J5 . = B 38 http_access #EI0 A9 # 0] 5737 ol 2E (|
B — € S 09 2 7 S 15 [R) 350K .
(5] 13-10) 648 T 5 1% P w15 K

acl all src 0.0.0.0/0.0.0.0
http access deny all

[ 13-11) 2511 192.168.1.0/24 MEMZE P HLERM

acl client] src 192.168.1.0/255.255.255.0
http access deny clientl

[ 13-12) 28 1F H P 538 44 8 www. playboy. com [ [ 3

acl baddamain dstdamain www.playiooy.can
http access deny baddamain
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(5] 13-13) Z% 1} 192, 168. 1. 0/24 W& H P A2 )& — 2 )& 101 9:00—18:00 X,

acl clientl src 192.168.1.0/255.255.255.0
acl badtime time MTWHE 9:00- 18:00
http access deny client] badtime

[ 13-14) ZE1EHH P F 2k« . mp3., * . exe, * . zip Ml %, rar SRy 3CAF

acl badfile urlpath regex -i \.p3$ \.exe$ \.zip$ \.rar$
http access deny badfile

[5] 13-15] BFillc www. whitehouse. gov ¥} 5, ,

acl badsite dstdamin - i www.whitehouse.gov
http access deny badsite

Hip -1 #BaRZWE KNG FREBIAE M T squid 2R KANhNE R,
[5] 13-16] Bl A 1% sex 1 URL 42,

[5] 13-17) 2% Fi/5R] 22.23.25.53.110.,119 33X %6 1E 5 35 1 .

acl dangerous port port 22 23 25 53 110 119
http access deny dangerous port

A0SR AN i WP 6 g 11 ELAT f 6 M L ] DR BUCSE D fR 53 9 7 8 w2 R e VR I 2 2 )

%ﬂ\ﬁ’] squid. conf &% T FHIE 45 0 ACL. R FUS I T,

acl safe portl port 80 # http

acl safe port2 port 21 ¥ ftp

acl safe port3 port 443 563 # https, snews
acl safe port4 port 70 # gopher

acl safe portS5 port 210 # wais

acl safe port6é port 1025~ 65535 # unregi stered ports
acl safe port7 port 280 # httpo- mgmt
acl safe port8 port 488 # gss— htip

acl safe port9 port 591 # filemaker

acl safe portl0 port 777 #muiltiling http
acl safe portll port 210 ¥ waisp

http access deny !safe portl
http access deny !safe port2

http access deny !safe portll
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http_access deny !safe_portl F/n{E 46 i f W AE safe_ports Z| £ F i vm 11, XX E
FRENZ 2GR TH#H PR, Hpe "SRR U .

g B T squid S 4 FEI B ik BUiF 9 45 5] 51 E 49, VA& 22 3 50 & AN 3 19 45 4
7 R EE TR,

13.6 squid F1 NAT Mk 52k 5 i H

FIH squid F1 NAT Dhen] DISZ B3 B ACEE, S QR B B 2K P im R A AT 2 A
H AR 55 #5 WIAFTE - 2 5 i AN 7 2278 00 W0 45 ol At i 25 P o TAE AU Efel i B, LR 2
¥ ERIA M S B A Linux AR5 4519 1P Hoht BU Al (P9 ) TP Hbhik) , 35 BHAC B ARk 55 % B 7Y o7
2% 13-6,

1. EHIEK

(1) % P e i B QB R 55 2% Mok A O 045 0 T BE 88 U7 [A] BRI 11 Web IR 55 %% .

(2) % P i A B B QB AR 55 &% M bk A1 1 5K B8 9% 15 7] B EE M [ ) Web iR 55 2% . BJ
7 W ACHE

(3) fRHENR 55 w3V AC BACHAR 55 . WA N 2GB: i 4% fy SCSI ff 4%, A7/ 200GB; % &
10GB %5 [8] Ay 68 £ 58 17 B KB A % P am &R vl DL

2. EPEERERERSSNBRAR

(1) 0 38 W 25 34 55 il

ARSI 3 & Linux ERIPLA .1 5 2 squid {8 B 55 &5 (Server2) . &N K (IP1
192.168. 10. 20/24 ., %32 VMnetl;1P2 & 202. 112, 113. 112/24,7% 3 VMnet8) ; 1 5 & &%
Linux #£:/E &2 419 squid % F' ¥ (Serverl , IP 2 192, 168. 10. 1/24, %2 VMnet) ;10 H 1 &
EHECM 1 Web IR5 a5 . th %3G T Linux(IP & 202,112,113, 113,3%# VMnet8) .

T8 A T 2 A N R 1Y M 4% 3% 33 7 202 VMnetl 4 /& VMnet8, &K< 1P Hhk{5 & nf

DLHAT K A,
D £ Serverl L (fi /] ifconfig % & IP Miht 55 B . ER SRR, Wl DL A H A
T

[roct@serverl ~ ]# ifconfig ens33 192.168.10.1 netmask 255.255.255.0
[root@serverl ~ 1# route add default gw 192.168.10.20 /ME—EERE

@ 1E Client2 (AR BCE MG, BCGE 8 M 5 B E AR HLIY TP Hudib) .

root@client? ~ 1# ifconfig ens33 202.112.113.113 netmask 255.255.255.0

[

[root@client? ~ |#mount /dev/odram /iso Wic- % v
[root@client? ~ ]# yun clean all

[root@client? ~ ]# yum install htppd -y // % Web

[

root@client? ~ ]# systemctl start httpd
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[root@client? ~ ]# systemctl ensble httpd
[root@client? ~ 1§ systemctl start firewalld
[root@client? ~ [# firewall- and —- permanent —- add- service=http

/AL BT K ST heted AR 55
[root@client? ~ ]# firewall- and —- reload
@ TF Server2 {CHRAR 55 &5 {5 1k firewalld, J§ JH iptables,
root@client]l ~ ]# hostnamect] set- hostname server? /B F A server2

root@server? ~ 1# iptables - F / /T8 B B ok 155 B4 52 e

(2) {E Server2 %% B E squid Al 55 CFyj i 2 % %¢)

[root@server? ~ [# vim /etc/squid/aquid.conf

acl localnet src 192.0.0.0/8

http access allow localnet

#5E X 192.0.0.0 W44 A localnet, fLiF i [A] localnet, H-fil #k 6 44

http access deny all
+ IR B ETF KA 108, H FH fvar/spool/squid,— K T H % 161, 9 F H F 2561
cache dir ufs /var/spool/squid 10240 16 256

http port 3128
visible hostname server2

[root@server? ~ # systamctl start squid
[root@server? ~ ]# systamctl enable squid

(3) 7E Linux %& P ¥ Serverl | {34 H# % & J& 75 i 1)

@ {TH Firefox W ¥ a% . Fo EACHEAR 55 5. 7RIS &5 dc T Ale SR S SR80 MR IR i 3%
Edit(4i %) —>Perferences (H 1) —Advanced ({5 2)—=Network (M 4% ) —Settings (1% & ) fiy
%>, 3T Connection Settings Xf 35 £ , £ H Manual proxy configuration (3 i & {CHD) , %
R 55 e M hk 520 192. 168, 10. 20, 3%k H % 4 3128, 4A &l 13-8 fr. & 58 UG #idi OK
F AR i

@ 7EW Y5 28 bk A PR A http://202. 112, 113. 113, 8K J5 #% Enter # . i BLATAE 13-9
NIRRT

& £ 4k R “iptables -F7 37 4 7 B By X 35 60 ¥ v B 2 479 K, B0 2 ok 5L d
A 13-10 #9452 5% @ .

i’ R
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Test Page for the Apache.. X 3x Preferences %\ +

‘('. L) Firefox | about:preferences#radvanced C | |Q Search

Connection Settings

Configure Proxies to Access the Internet
() No proxy

() Auto-detect proxy settings for this network

() Use system proxy settings

@® Manual proxy configuration:
xy: || 192.168.10.20

'¥| Use this proxy server for all protocols
SSL Proxy:| 192.168.10.20

FTP Proxy:| 192.168.10.20

SOCKS Host:| 192.168.10.20

SOCKS v4 @ SOCKS v5
No Proxy for:

localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24

e e D e e e e B e

Help

&l 13-8 #F Firefox P ELE L HE AR & 2%

Apache HTTP Server Test Page powered by CentO5 - Mozilla Firefox = g
Apache HTTP Server Tes... ® _~_+
€ http://202.112.113.113 - | » |[a x re & A =
™~ -
— y -
- A S __d et e
This page is used to test the proper operation of the Apache HTTP server
after it has been installed. If you can read this page it means that this site
is working properly. This server is powered by CentOS.

A 13-9 ALThi %

(4) 7E Linux R % #5im Server?2 & F H E 0

[root@server? ~ |# vim /var/log/squid/access.log
232869125, 160 519.168.10.1 TCP MISS/403 4379 @&ET http://202.112.113.113/
— HIER DIRECT/202.112.113.113 text/html

3. BRImAEERERERESEFNBRAR
(1) £ Server2 FHC®E squid iR 5.
@® B2 squid. conf BEHE L K http_port 3128 B U F A AIFEHEBrnk % il & .

?:maz
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Problem loading page - Mozilla Firefox - O b

/ﬂ Problem loading page !\# Preferences x| +
@}@ 202.112.113.112 | @ |[Q search hEa & A

® Unable to connect

Firefox can't establish a connection to the server at 202.112.113.112.

» The site could be temporarily unavailable or too busy. Try again in a few moments.

* If you are unable to load any pages, check your computer's network connection.

 If your computer or network is protected by|a firewall or proxy, make sure that Firefox is permitted to access the
Web.

Tr':,-' A g an

Kl 13-10 ANEEIE# &

[roct@server? ~ |# vim /etc/squid/squid.conf
http port 192.168.10.20:3128 transparent
[root@server? ~ |# systemctl restart squid

@ P& iptables Y52 M, FE 45 N iptables KU, F% U5 o) 2% Hb kil & 192. 168. 10. 0, TCP
¥y 112k 80 HY VT ] B4 4 1n] 3128 ¥ I,

[root@server? ~ [# systemctl stop firewalld

[root@server? ~ |# systamctl restart iptables

[root@server? ~ |# iptables - F

[root@server? ~ [# iptables -t nat - I PREROUTING - s 192.168.10.0/24 - p tcp
—--dport 80 -j —- to- ports 3128

(2) 7F Linux & P ¥ Serverl A€ B % & =& 3,

@ FTH Firefox W% 25, Bt 0 AR 45 25 . 7 H Connection Settings X 3§ #E . 3% ' No
proxy (AU BT , B ACHE ik 55 4 I BTG =5

@ BEHE Serverl MM &N 192, 168. 10. 20, (MR M K47 2 F2F add B H del.)

[roct@serverl ~ 1# route add default gw 192.168.10.20 /ME—EERE

@ TF Serverl P Y &5 Hb kA= i A http://202. 112. 113. 113, 2R J5 % Enter 8, i 7< ]

AL,
(3) 7€ Web R % #aig Client2 F&F H E 0.

[root@Client2 ~ ]# vim /var/log/httpd/access log
202.112.113.112 - - [28/Jul/2018:23:17:15 + 0800] "GET /favicon.ico HITP/1.1" 404

209 "-" "Mozilla/5.0 (X11; Linux x86 64; rv:52.0) Gecko/20100101 Firefox/52.0"

g CentOS 7 49 Web JR % % B & L4 2 /var/log/httpd/access_log.CentOS 6
g Web JRE 2 8 B & X4 2 /var/log/httpd/access. log,

= ==
i =
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4, REIREMBEBRATE
RN 2 P EZ 5] N M Serverl [ Web iR 55 &5 . 0] DA{dE H e [m) {CHE
(1) 7F Serverl %% HTTP IR%FF)E o7, Fib P ks o,

root@serverl ~ 1§ yum install httpd -y

root@server] ~ 1# systemctl start firewalld

root@serverl ~ 1# firewall- and —- pemmanent —- add- service=http
root@server] ~ ]# firewall- and —- reload

[
[
[
[
[root@serverl ~ 1§ systemctl start httpd
[root@serverl ~ ]# systanctl enable httpd

(2) 7€ Server2 FHECE R MACEE, (F B AT 3 A& E X —1 localnet W&, H M 2% 1D &
202.0. 0. 0, J5 1 701412 W B 75 0], HoAts ) B 3B 46 75 10] )

[root@server? ~ [# vim /etc/squid/aquid.conf

acl localnet src 202.0.0.0/8

http access allow localnet

http access deny all

http port 202.112.113.112:80 vhost

cache peer 192.168.10.1 parent 80 0 originserver weight= 5 max conre= 30

[root@server? ~ [# systanctl restart squid

(3) 7EAMM Client2 Ea#EATIA ., () Y8 %5 AR EE AR 55 %5 1% A No proxy.)
[root@client? ~ ]# firefox 202.112.113.112

5. IMEBRANBRAR(UAREBRREL B

(1) Wn2Rpn ki &AL 2 HBE 13-11 Frs iy 48 e F- 1,
i RTJT S 1 Server2 i BB K., H[IRWn] LI H stop 15 1k &8P b7 ks,

(2) acl BN FTHEBEAXN  ATGES B0 13-11 s 09 55 1 A1,
77 R . {F Server? I W Hc B SCF 88 hn sl /& ol an 15 ] .

> [0 <
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ERROR: The requested URL could not be retrieved - Mozilla Firefox - 0 x

ﬁRRGR: The requested U... u\# Preferences x | +
@)Gﬂmzlu.nluz | @ ||Q search 2N =T

ERROR
The requested URL could not be retrieved

The following error was encountered while trying to retrieve the URL: hitp://202.112.113.112/
Access Denied.
Access control configuration prevents your request from being allowed at this time. Please contact your service provider if you feel this is incorrect.

Your cache administrator is root.

Generated Maon, 30 jul 2018 12:01:45 GMT by 192.168.10.20 {squid/3.5.20)

A 13-11 AEE#HKEER

[root@server? ~ 1# vim /etc/squid/squid.conf
acl localnet src 202.0.0.0/8

http access allow localnet

http access deny all

FR3EREFEZNRP LA, F S MEAMUEARLY THRGERARY ]
\"' R E TR AR RNRLEER, ATEEEINRE Y, TAETRAKE
B g, EHR AR,

13.7 412)d

— HEZ#
1. ] DL A b &R R 38 5 Internet 22 (8] w35 5 Ho At #h 35 R 2% (6] 5 A4H B =5
B il IR 26 5375 o LA I R AR .
2. B KREEREAT LS 3 26, 40 0l 02 . Gl .
3. J& Linux #Z O — 8 AW, EREAE T — RN A9 E” (table) , FA~F
GESan H . B S eE ] LUl — SRl Bk Hul., 3EPR I, Netfilter 2
) 75 22 2 B 1Y 25 4 » 1T B 2 1254
4. FCBARE AL, Netfilter 241 3 FhEIE AL TR D) BE . . Fil
5. Netfilter €11 T 3 ~F (table) : M o
6. ﬁfﬂﬁﬂ?lﬂ*ﬁiﬂﬂ%ﬁaﬂﬂﬁiﬁﬁzﬁﬂ’ﬁﬁ . M
7. J& Netfilter BRIANMI R B H xR MT I ENEE . EATLT W%%ﬁf‘
. Al o
8. Mg k54 s NAT 1 & F bt i FIAE 2 FH ik i) ZI8]
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9. fCHEAR 55 %% (Proxy Server) %R T M5 PIMF 4L, W Y Internet i [n] &
— > Bl 7Y 11 75,
L EES
1. 7€ Linux 2. 6 I AZH . 3248 TCP/IP 4113 38 1) 5E i 3R A4 F1 A ( ) o
A. rarp B. route C. iptables D. filter
2. 7F Linux BEYE &G, 0] DLiA i iptables Ay 2 A fic B N A% 8 1 B k% . 2 76 i
B A %N iptables 454 : #iptables -t nat -A PREROUTING -p tep -s 0/0 -d 61. 129.
3. 88 —dport 80 -] DNAT —to -destination 192. 168. 0. 18. H:AE H 2 ( ) .
A, ¥XE 192,168, 0. 18 1 80 ¥ H 5 7] % & B AR 11 61. 129. 3. 88 FHL LI
B. R XF 61.129. 3. 88 119 80 ¥ I #Y 7 [0) % A& B 4 [ 192. 168. 0. 18 FEHL L
C. % 192.168.0. 18 B9 80 ¥ H BLES R Py R 1Y 61. 129. 3. 88 [ 80 Hij
D. ZE1EX} 61.129. 3. 88 9 80 ¥ I A9 V5[]
3. FH( ) Bl B PRI AE squid WA E SCH P I E S B G 1Y E-mail #bhk,

A. cache_effective user B. cache _mem

C. cache_effective group D. cache mgr
4. John T+ 74t i JRy 5 9 82 37 7 K 3% . By IE Internet H S A /BN, fe Z IR4K . 1E
B K S b At A i A 5 38 5% SOCKS 2 1, i H At A8 22 42 {1t 25 =/ s J P AN 59 JL A4S
Internet iR 55 FPRIL . John #1913 72 ( ) o
A. 1 squid RHLIR 55 &% B. NAT
C. IP ¥k D. TP fh%
5. KT IP @ SR EC ).
A, ER TSN TR
B. ERIIGERAR NAT KRG, il 1P Mok 2 5ME 1P Mk
C. BR&—1 AT IP Hbhk iy # fe
D. EE 1T EEANMI] Internet 1 T B
6. A J&T iptables #AERY & ( ).
A. ACCEPT B. DROP m REJECT
C. LOG D. KILL
7. R EREHICE G TP #iht 199. 88. 77. 66 [ ping fir 2 . 1] 111 iptables iy 2> & ( ),
A. iptables -a INPUT -s 199, 88. 77. 66 -p icmp -) DROP
B. iptables -A INPUT -s 199. 88.77. 66 -p icmp -] DROP
C. iptables -A input -s 199, 88, 77. 66 -p icmp -j drop
D. iptables -A input -S 199, 88. 77. 66 -P icmp -] DROP
8. WNSRARZR;IE 199. 88. 77. 0/24 W& ] TCP 434 7% #2300 1 21, iptables B9G22 RC ),
A. iptables -A FORWARD -s 199. 88.77.0/24 -p tcp —dport 21 -} REJECT
B. iptables -A FORWARD -s 199. 88. 77.0/24 -p tcp -dport 21 -} REJECT
C. iptables -a forward -s 199, 88. 77. 0/24 -p tcp —dport 21 -j reject
D. iptables -A FORWARD -s 199, 88.77.0/24 -p tcp -dport 21 - DROP

> Tan | <
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=, mE#
. 1] A B K hE MR o 2 R AE
. Tl R AU R 55 A 09 TAE R B
£ CentOS 7 #G:H siptables IR %5 =& E &8 firewalld AR 55 1K BUAG 2
fiiT R B 5% 4 g L H DROP F REJECT (A R 2 4k .
Gnfer 48 iptables IR 55 9 INPUT # 0 4% 2R A 5 W% % # & DROP?
. EFEGR T — B KBRS Mg LI L £ 45 iptables IR 4 AT LAZE VR H 192, 168. 10. 0/24
X B ) i 1 15 (Rl ASHLAY sshd AR 95 (22 35 1) 2
7. Tk firewalld X 3% 594 H
8. el 7E firewalld P IEERIAM XI5 & A dmz?
9. ik firewalld H LA K A (Permanent) 85 =X g B 19 By <k 45 9 W& £ 001) 7 B A= %% 2
10. f#H SNAT £ARM H A 47

13.8 Wi H 9z

13.8.1 INHIZEZR—: BLESEIE iptables [ AIGH

1. YEH R
T8CSE YINFTIE 3 3 4R A 0L F P

2. mIEES=

B an 3 2y w] 75 2 Internet 2 A, i1 ISP 43 Ec 1P bbb 202, 112, 113.  -F§ '
112, K H iptables fE A NAT g 55 anfe AR 2% . HEEK ] 192,168, 1.0/24 Of=
Huhk , ANERR A 202, 112, 113. 112 Hbht, A8 £ & 2 7 22 0 & By K 5% 2)
RE , EOR N ERANAENE 17 W] Web . DNS & Mail 3 &5l 55 % ; N #E Web IR 55 %5 192. 168. 1. 2 i
o S AR Ty SO AR R R AR 55 . BB FRFhan i 13-12 frR.

oy O e W N

b K b /NAT

)

= & _. =
DNS fli 2% %8 E-mail [E5552  Web %55
& 13-12 B2'E netfilter/iptables P 2% #1 Fb

A

> (a3 | <
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3. RER®

72 UL A AR I 825 DL LA [m)

(1) A BB E R i TP k2 dnde] 5 8 W - 19 BRIA R 5% 2
(2) A fn] 235 B BR A AL ] 2

(3) tnfardElgakiE4s TCP.UDP [ 4t st 117

(4) Unfel B iflc ping a4 7 W0fe] B dc #6415 2.2

(5) Unfal f5 FH SNAT 5288 P9 35 ) B3 9 7 4 faf 52 B 355 B 4§ B 2
(6) 7E% i Anfa] % & DNS g 55 #5 ik 2

(7) RIR firewalld 5 iptables 1A JH{# H 77 .

(8) iptables H1H-A FI-1 P4~ SHCA ] X 507 25 5115 BH .

4. f—1
FRE 0T H 32 S R AT I 5 09 S K A e S RO

13.8.2 IMEELRZ. BEBE S5 &I squid RIEAR 5
1. MBI
S VI RS 1 — 2R W0 B 0 5
2. MBS =

mE 13-13 frzs . A ‘I squid FEACBEAR 55 4% (P I TP M hk A 192, 168. 1. 1) . /A & i H
IP #ihE B R 192.168. 1. 0/24 . FH H A2 H 8080 /E A ym 11, W HWE KW .

(1) % 7 S 76 BB AR BRIR 45 2 b 1k Al 1 (45 B0 T BE S U5 ) BB 1Y Web R 55 2% .

(2) % P i A e B B A PR AR 55 2 Mk Al 1 5 BE 4% 05 7] T HE R ) Web iR 55 2%, B

7 W ACHE
(3) Mic & e ] £ Q2 I 90
squid {CHE g 548 |
Internet
AN . 218.29.30.31/24
A4 . 192.168.1.1/24
www.163.com
218.29.30.29/24
192.168.1.100/24
B 13-13 AR HE AR 55 /9 8L &Y N7 20 4%
3. W —#%

AR5 T H 225K K B A & . 5€ i HE
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13.9 Sl . Linux B kRS0 A &

1. BYIHHERE

(1) 42 iptables By A H5 i fc & .
(2) & NAT 19523 7 ik,

(3) %48 squid {CHE R 55 27 1 Bl B
(4) 387 WIACH ) 5L BT

2. EilIREE

(1) M afEFM A RFM B, F™ A MEH LS 192, 168, 1. 0/24, W &R
hostA, hostA f ethO Hl ethl PA~F2 1 ,ethO R I ALTP Hihk o 192, 168. 1. 1,ethl %
AN 45, TP Hichk 47 10. 0. 0. 11, F M B R 48 k> 192, 168. 10. 0/24, M &4 hostB.
hostB A ethO Hl ethl PINR 454 [, ethO &4 7 M B, IP Hihik & 192, 168. 10. 1, ethl % 4%
SRR 45 TP Mokt ok 10. 0.0, 101, hostA F1 hostB #4 5, F W C. k2% Hbht f& 10. 0. 0. 0/24 , i
i B S % T 3] hostC. 8R )5 18 1 hostC % 3% Internet. hostC [ A &P M 258 3% 11 R etho, IP
Hihk A 10.0.0.1,

(2) 7F hostA.hostB il hostC & & %3 U Linux &4, 3 HTE hostC | i% & squid
{UHE IR 55 4%

3. L&)

(1) PCE B e

£ hostA (hostB Fll hostC |- it & #% i &% . i 7’ A 17/ B 2 [ G849 T AHE 5 . [7] i 7
B A FIFR B A3 HLALBE A F hostC AHELIEAF .

(2) BCE Pk

£ hostA ' iptables Bt B P K & SZEL a0 #{ o) .

© s i &R AL AR IE hostA W% i T fE .

@ WA KRA T A N EEE fLE

@ RFTM A N FEPL N E R E R B TCP BiEHEA T AL

@ HAarTrM A MR P ILEZ TN A A% P PL 22 %5 TCP w2 2 aif
M A SR EPLRT M A AR FENLHETT SSH 3% .

© 2 E M A S FEL ping A AR EVL BB EZEIE TR A 7hEY ICMP £33 A
M AL

(3) BC&E NAT

HOHT AL E hostA Hl hostB | 14 [#& iy F00U R B K s #0055 H TP PA6 T RE . #F hostA L
TR A R TP H ik 34T O . 2P NAT ™ A Y EPLEESS 17 7] F1 30 /) 2% .

(4) Me'E squid Az % BHATC R

TF hostC i BB KESALN L JER B FR A F17 M B F 9% P HLA A Internet ¥ H R
80 MY & HE A2, T 5E ] 3| hostC /9 squid 9% H , 55 35 B EE

4, LilwEF
e B R 58 U R4 .
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