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B ) R A 2 A By S

6.3.1 BRI

Lo 2 fF BHR CEA R AT AL MOk 2 AR e M 4. M BEERE MU
JG KK TFAE T ANATTHY AT HAR B 248 B )l 7 — A~ 7l 5258 I AN AT 58 9 m) 2L, 2200
ﬁﬁﬂ ARG EERENE DL 2T, PDCA 2 FHER BB IZRSEELE

(R AT %%@ﬂAAE%W%ﬁ\f%%ﬁau&@ﬁﬁoigmﬁ
Mﬂ%mgﬁﬁ B i R A S a8 T o 2 W Kk AR

6.3.2 BIHISHR

1. REFRDH

D fHRBEEEE:

AR RGBT IS B2 4, B8 R LU T L.

() {52 46 F P 8o 15 5008 52 5 50R 5

(2) WEfF A

(3) NG HE,

2) i B e

{7 B %2 2 0 5 SO oy B 4 TP AR R DG B 1 62 A B OCBEAR B VR A

TR R . G GA7N B AR O R B X — BB T BE RS 1A Al U R M Y S
W EHE R LIRSS A EN EAS RN FENEE R AR KT B
PR RGE MR WA B IE W AR FHALILA RGP F A REMZ RSN,

2. BIEREE 5 AR

1) PR IALRS:
KEARHTACEEN CHEGEMIIZE . FHWEASKEENEZE2LTREZ P,
B EAfEFHA M ESEONEE B EIEE; BN REESENERER £k,
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2) A A

K AIMEH IS ZARGRBHP R ES6G BSOS BTl RE N R #AE
RirFHEART R LK M 5 o5 R 5 e i 18 15 o 72 hos 5 5 B 55 .

6.3.3 PDCA L

1. %I

1 Bla% 4

FE IR B 5 B R AT P EME B2 2P i CIA $E k.

(D) BARESH. HTFTRAEENESERS ., HP SR H P XA 6E 2. DL
RN NE B SR IR R B AR B B b, W5 AR UE H AL %5 % L B DL R 558 e b i
17 B AT s A . OF HAR RSO 7 /% 42, B 1k SQL i A .

BOE AR B RO R AR R S T %, AL & B EME HERE., hT
MR E R RG T 2R B W ZE N b B, 3 i AT e T 2 S IR R B R S T B A o
JE a1, AT RE T 3R G NN RS AR S SRR S . R R OO AR N % Y Oy =X 2 i
i FH N 25 B3k A DES(Data Encryption Standard , 8(3g & trE) Bk, 2 Ml HE
AN ARk L A A PR L HL N o R Lh R L B 98 AR L s s 2 W OK .

B PR £ 4 A DRk T2 B O A R P ) B SR S IE A S S B R TR B R i
) A ) I ARG A R L AT SRR SRR B Ik SQL A M . OCHEIMEHRE E D A VB
U SR A A SFEOR — s K I —E B R S e,

(2) EfEHEEZE., AP SREGETWSEEGEIRD TSR EEEZNTARE,
e AP R T RE S A AR AT RAE R T ARG SR AL M L 5 S0 i & 4 iy {5 58
18 i o o S0 B 38 {7 BRI H 52 B 1k B DA TE B e .

R P8 5 BUiE % 4 B A H SSL v iR 1) & 4l {5 {738 . SSL il M 4558 {5
P {22 A R BOHE 52 B P B — b 2 A L, 38 R U 8 A PR R Y o 2 2 A 6 AR R 8 SR AT
% LTEME W5 (5 18 BT R B e i PRIE S BHLE . (5 B0 50 3 0 0] 5 o i 2 B 0Kk
SR L3l L H O R RS A E L B IAE B R TR .

3) B SWE . XA FEF B Z2EAR0 T HE. G & A 5 R 1S AR
PARIR L&l & (i BRI R BT M. X B EEEE T R EdEE. U
7 S0 AT B R R

2) NGUE B

R AH DG — B R X A G AT B JF RS i BRI E BRAT L RIE N X Dy T &
4 ARG N B B B IAE .

3) BB A

DT VE G0 ) R R B O SR 5 A RO R A 1 L B s HE A N AR RN /N [n) B £ IE R
IEE B T, B 55 E WA A L8 T DL F IR R BOR SR AT R

1) By Wy

SN By K AR ARSI R G By 1k — BB RE Y R GE B I8 ST R BN AR I AL B
Ao i B R G e i . R B K i BEL LR AT RE A B S R R A £ A T R S A T E S AR BT
AIREAB AT N, PR R R I
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5) FlN A

FT—ASAAT R FEEON 20 56 L Y JEOR A B, AR R O S8 R AT A O Y I S kb R T
BOAN 23 3% 32 G 1tk B 52 ) ) B ORI R 58 A & 4 A & T R A 2k .

il ™ AR AR B & A A TG . — S TN B R R | &R Sl B o AR R
AR DR EIRE A A R TR AL BEEIT ; RS R G E D AR, H I
P20 B PR R R R L Bk R G A A R L OB O A ik BE A L 0T S E 1 AE OC
{7 BT |47 A B, F 3 ) 81, I SR fig ok,

2. s
X B A ki B BARE B R SE R,
D&

(D) BFEFEFEDS. - MR ES ABEEN M AR5 T AT ME. SAREXN
B 5 B AT in & . RO 2R QAT % . P F B CE R B A W R U
HFEETHEHAN . REAHEEAMEGLS, BT ESEH. FRESHEATEGHA %
HEAT B S A1 Y 14 30 30 D) 45 o 3

(2) WfE%EAE. Wkssat 5 H Pt a5 | et fr 2i& @ kE SSL & 4718 . A %
PTG ARG H P 5 RE #0785

(3) B & M SWE . BREES AR ER, 05 A — 2 & 0 58IEE. 4
00 250485 I 2 30 SRR 03 A S DU A 5 0 BCHRE P R v A BN . 2 R A IR KR R e AT
3 B30 B R

2) NREH

H N NRAENRGEE O i W HaE A7 5500, — i Ok H RE 8 IR AR AR L 55—
h?ﬁmﬂﬁ:_ﬁﬁﬁ.ﬂﬁ FEHR I 28] X g A7 W . BEORH ™ Mg B sF MUAE 5 X8 L5

SRS, AT IR AT — SR B ﬁ%ﬂ;dﬁkﬁiﬁtﬂ&-u.H—.%ﬁi%ﬂtfﬁ“%\e

3) B {24

LT RE A T AR ER T E 0 2 Gutl ¢ 47 4G A 30 5t A9 ARG A FE A /0N i B 1 HE BR O 45
o Bl AR KB T b BR kBt AL N RN R TR RO H AR

4) By ik

W A1) B RS AR T L B B Lk R AR AT A (R I R ST AT
RESFHAKGE RS,
3. BE

X — B B AR R — B B SERG AR A LR B R, PP AL /N AL 2 O iR R
F AT R A IR R ot R AL B E AT, )R SR R X B Y [ R AT
3¢ AR [] — A~ (] AR 5 M0 B, 0y B2 | A T 5 A SRR A2 k% A I B AR R AT
Prishie 5500k, 25 & B ) 8 18 3% it 2 38 i 2l i T BA L 3 3R e a4 7 e o ARSI L DA 3R R
T RE A7 7F 1Y A HIRs i) L B R o ok 467 46 By < 1) Jst B, (R 7R E A7 i B3 AN BB ST R G 1Y IE %
L1 R it S W) L B2R 3R S AN T4 ] Y 4 K

X A R A A R AR E S rh i W K R AR TR,
AT SO 5AE, H P Al RE S e, I 45 H P A IR & B e did 2 . 5 AhE AR n 2% % 41
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M 2E AL 4 VAT RES B R MM L 2 BB A IR, X M n] BER A 7] e 7E 5
Frid 72 b A Bl s

4. 1T3h

X — i B 2 B X T — B B S B I R AT A R, SRR BE AR BN AR 1R PDCA
T 3

B 2 A 0] B0, E PO (R ol R P S — A R X AR 0 ok AR S e, JE
St R A 1 A £ AT A A 1) B A IE IR 3 . RSA Bk 2 dE X R M AR 3%, & 3 T 08
B BUA R, BRI e, kA A S RHMmE - EEE XA % FH
I L % P A A SRR AT % . (i T AR B TR B9 S = 5 ALAE . A % R U 2 P
B UE IR 55 A% B 0 L2y 5 IR 55 % v X 2% 7 i 94 55 Gk 0 52 FH P B O ey AL B N 2 s el ME B R
25 M 55 o 5 IR 55 3 A S % 46 IE . 9 b AR X PRE I B9 5 A 7 fE T S ACH .
AN ETA—TFHEE D ORI ZTDORTTEANR 5,

6.4 /b 454

R R AR L B AR O B DR R4 (R B e R EEACIREL . S AMTIHE M A4S B
AR R E OO RE MR G, R eI 2N EEMy AT
XA E EREA AR .

R BEEA 3 MR PR VEH GEFEMR. W HW8ELEELE e, EE LA
5 A AR S R L ] AR ASE I 52 AR | B I B R L B R AR B R IR RR L CA AR R R
3o SRR N B A EUAR T A B SR 4 L BEAE PR L 3 R A .

FEZ2FEN -TaERENSR . CElh MR AN TR, B0MEERE LM
ZR IR ERAT — T R B I T A AU o AN SRR A4 £ AR AR T %2 4 7 i 1Y) HE FROR B X
i A AR AR Y 2 P Bk FBOR AN RERFEEA AL X R B E S RAFAEN ., AT E
FOSH B E ARG A T Z T AP R A BEARE A M LR . BZR
B A P L AU A L 4 R A R G N IR A5 SR 7 IR T R THE S A L K
RV NIE PO N EPS b7y

D!

fraff Ry

(I EPsE = BLiL L

fij ik PDCA %1,

i R E AR R A,

= W N =



AEZSBR:

o TimAsBRMME,

s THAFHEIANAET LY EAMETE.,

AR R ARG R GTAANENET AT RIERNER RS AR MBR e A
BB ELEmA T mRkFRBRETE.

7.1 CZEREWTLIL

7.1.1 FEBREXRZEMEHR

I AR XA BT g AR A B R . A A R R () AT AR B (COURREA 3O 3R
FCRSTE 3 COURREE S0 , L33 TR 2 e s (%) . N R M 2 &5k, & H %
AT LA A %o 0 5% LB X FR I 48 AN ] 5 s 3 280k

e bR R AR LR AT IR 0, R 2 W ERBZ S E I T2 FH R KA
6] A REWE A, A8 I T TR B A R 22 L LA ol B R A A A AR L A i § R
AT Y ORISR E M . ) A A L N 1 ARt 2 Bl 22 4R L BT AT DAAR 3R 15
SN R IE R A BT s S S TR N R

W2 MEILWT R,

(1) DES(Data Encryption Standard , 84 058 br i) . X FRE 2, B de e, & s
KEHENZE.

(2) 3DES(Triple DES,3 & DES) ; #3t T DES B3 #R 8 i . 0 — S84 H 3 4 AR Rl iy
VAT 3 W R,

(3) RC2 #l RC4: RFRE . A8 KB A0 Kb B 47 in %% Lt DES .

(4) IDEA (International Data Encryption Algorithm, B PRECE NS B %) . R 128 {&
WAt EE R K e,

(5) AES(Advanced Encryption Standard, S M)« & TR E S, Z T 10
BRI PR Y00 S TE AES B9 — S22 Rijndael 55

(6) RSA: 1 RSA vl % W, & — 4~ 3528 4 285 5 00 o L 55 40 B 0 L 5 20 n 4% 19 SC A
Bepy Bt =TT AR Y R AR R R

(7) DSA(Digital Signature Algorithm, 0 F &2 T & —MirEM DSSCHFE A
PRI, PR R U AN B I % ik

(8) BLOWFISH: il HAE K %40, K RT3k 448 i iz T B AR,

(9) MD5: ™4 At A 5% 58k, HRB 2 1 23 k. MDS LA 512 {3 71 2H o Ak ¥ %
AWGEE . B — @ Xkl 16 A~ 32 L o, &0 7 — R B 5 57200 5
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4 4> 32 A7 70 H2H A K 0X 4 A4S 32 067 o0 2H AR R 28 i — > 128 (i8I,

(10) PKCS(The Public-Key Cryptography Standards) . #&H 3£ E RSA &% 2/ Al
R LA AEAK A 5 19— H 2 BB S hn o b L5 R 15 Wil e SR GIE TR R SR R A
PRAUE B N U ST S A BUCEAR B AR 205 T — RS DL

(11) SSF33,SSF28.SCB2(SM1) . [/ % % % J) i) B Wi A~ 22 T i g HI 39 0 7E A A R
PRI R v, BR X 6 e a/F ol A, HoA i 48 AT AR A

(12) HAh5F % . ElGamal.Diffie- Hellman ., 81 B 5 #h 26 5 7% ECC %%,

TN TR B GO 7-1 Fios.

K71 MEHEORERI

7 e R 5 BHEERE ) 7S
55 (weak) 02" DES, MD5
f£55 (tradition) 02 RC4, SHA-1
FEHE (baseline) 02%) 3DES
#5 M (standard) 02'%) AES-128, SHA-256
B (high) o(2») AES-192, SHA-384
B & Cultra) o2s") AES-256, SHA-512

7.1.2 XMMERE

X 5 v O o P A R R B B R R R TR RN B D BRI
SCCR IR EAR) TN 25 %5 B — R 2k R ik N 8 S iR AL S 0 A28 pl 5 4 1 0 % S R ik
o WA 5 W B 5 SO A AR S D SO DU Sl R o s FH ek ) %5 BH RO ) Bk 1) 3 Bk )
W SCHE AT ft % A Rl K A AT A S, X AR A RS R 1 &k
17 A5 e FH 3 A4 285 B0 508 5 7 236 R0k 2 33 0 B SR 2 T S SE 0 ATURIE o

XEFRAN 2 B R R AT PR RN N E SR M E S E S, ARZA R
5y XU T F R (9 25 4 . %2 S PR A BIR UE . e &b . B %8 B P B o (R S 0 2% 5 1
e T P H il N AN R A M B L K S (AR e IR R BT A ) B R B 2 LA R
WK CEAS A H R T, RN B ST TE A XA R A B A B, R
OB B A, (AR S, RIS MRS ) ZHHMSHMETEAE
DES.3DES,AES fil IDEA %, £ EHEZR#ERBSH AES C1E b Ftr ERUL DES,

X PR B R G R TN R B N D AR R R U T A
By R w5 BB R AT AT Y s 5 N R L e PO T S R A s e . B
AT 0 B R 5 B A 28 Y T R UE % B A R Ve . R BRI 8 R A e K Y ] B 7 4
(53 R R FRAE S S 2 AN B B . TER P RFR 2 AR MF LR W BRI R G A R
{ELBL X T R o 24, 24 ] P BEAR K LA A AR T A L B B A 40 G AR AR SR T R I R, X R
WHEND P RE RN AT ES .

7.1.3 FEXNHEMBEE
AR X #0238 Bk N RSB B 2 (public key algorithm) . FEXTFRINE B HE 2
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ANRME 52 A VCBL Y — X% 40, RIS AN ALER . 70 G FH E X iom %85 B30 v n 58 SO kst L R i
FHVCTLE (1 — X6 253 FRVEA L A R 56 0wt B SC 4 hn 25 A 35 2 2 . I 2% BH SR R A AN %
fifk 2 5% SCR (O FH AL A BB 5 il 10 B & 5 IV &) 8 A5 o A 4. A s O Ot 3
FOAEME—HEH R A

A S%oF BRI R A A R . R R AR O R R R AR O A BE AR I AR L
FAT T Wb A S B A B EA L AR JE A R ICLE B s BE R 8 D S s W AR i IR i &
wEHHACHRAAREMESE L. BACRHIESHRMEREEL I EFE M EERFZ
Bl W5 T 4 A O R CBENLAE R AR R EGE A O MR . i FIEX R L
HA T %A R EE AR g b i Ecis ng . Tz R 6 R X AR N % 5k &
RSA FE#2E H H K pn )R i 9 DSA L& ECC.DH F#H%.

T2 S TR AR BRI FE L et . TTRUE L ECC Bk b /8 158
THEL /N A BB B ARG S )/ G SR BRI, X A ECC fE T4 (7% 4 1C KRR
I S Tz R . SR . R T AR R BRI A B S A L (A L R M e 7 1 3E
PEANGER L BT LUFE XS AR 5L o 5 R AR NN 4% Bk 5 A0 L BRI S X AR ) X R B i 1 4 4
HEAT 2 A% 4

F72 ERNHMEBEBEEZLSMEIL

TR B ] FHKE /L EHKELL

/MIPS & RSA DSA ECC RSA/ECC
10* 512 106 5:1
10® 768 132 6:1
10" 1024 160 711
102 2048 210 1011
1078 21 000 600 3511

. IMIPS 452 1MIPS ML 8% — 4 A AL BE A BCHE B, I P 89 10 000MIPS 4 , B 7R 4 B  BE 24 10 000MIPS
By CPU &2 1 44 RE TR, .

7.1.4 AAHFEMZEHE X

AN A TR R IE R M SR AT EAHER AR RE AL
B A PR S, 3k N 4 U A ECHE R TG EE R R 0, RO R e AR G, R IR & e ()
FEAS T 300 4 00 %8 T ik A B 75 B AH 6] A9 BN 28 4 SOF B R L E B UM R A RE L IE AR . AR,
EXRME LR D NFERACMELEA D, WATE RS, PR B SR m— &, i
LA B R B S R AR SC, AREE R R A FEEHRE M RN EEES
FEO A2 R G B EEME T2 R TR Y% E, il w B A B
JET R Gz B AR ST AL R GE b i 1A In o AR B R R R T kL Ak,
Bifi 5 TH 53 0L 22 e M BE B0 AN W B v . S AT 30000 8 i 1 P 48 R TE 7R B i I R, TR TSR PLI 25 v
N Z A A E N FR A RSA 2 W) & B i) MD5 552 #1 i 35 B E 2865 1 Ja dE 3 A
A] 335 % bR e SHS(Secure Hash Standard , % 283 b5 ifE) 55,
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7.2 A iR

% A PR LU R o g ZE A Y 1 B A o, HL Y 2 AE M A8 R BT P AR 4 2 R i e iR
5o WAL M AL i H AR e A RE B AMK IR L R E MR k. KRN
B A R NG WES % A B A A O IO AT S A Z A A E A SR A
(] 52 2 3l TC 5 B0 BICHL Al 5 A B 2 9 TA 2 25 A 2 i1 T R B AR TR IAE S5

TS A I RN 2 2V B AT B AR O R 25 2 2 10 % 4 FF P it Sl
(Z3: NN 3 R

7.2.1 ZEEEEWHIN

B E (Secure Socket Layer, SSL) #FXZEH Netscape 23 8 3 TH 0 — Fh IFBCER
EARE T —Fh e B TR F UMY (B 40 HTTP, Telnet NNTP 3% FIP #1 TCP/IP) 2 [Al 42 i 5
2 e ZHPLH . B REAR ST CTCP/IP) Izl i —Fh & 2 Bl . % H A T %4
FAR . B TCP/IP & B S LB n 5 | Ik 55 25 UGIIE LT B 58 86 7 DL R mT 8 14 22 7 HLIAGEE

SSL HZH M . — 272 SSL i # )2 H FHEARNEE EEWI; B — 220yt
B, B SSL 4 Furisl, B nT LAk R 55 % #1120 7 AR 14 i 1 008 2 i e 7 4 B i R I 5
FH. BT A QRS IR SR T Ik S5 A TGS & E R

SSL WS i 78 I AR Py kA7 8008 22 e Z i 22 e SSL #1648 TR E R LA XE 4L
PER W E . 7F SSL B FF A . R T DES.MDS %5 hin 2% 4 A S 52 B BL %5 P Fn 803 52 %
PEL IR M X, 509 BUF b B BOAIE . 8RR T Rk {5 BAR f 2 & Oy i AT AR
B[] st e, P 3 0 2 0 5 Bk R AL K, B I e A TR AR AL R R R A R
NIFEAN S 2R A OCHK .

SSL s ) B b 4 W > R 2 e (] 64 38 {5 R B Pk AT REPE . R 7 RSO R B
AHEETRGEMHT, SSL R B 7k £5 A1 & 7248 F i 52 45 B4 . 9817 B0 bR iR
BT R B R A F O IE B BT B AT AR R LG A R R e A A L B R
flu P 8 24 AR .

SSL il g 1 3 Fhbrife ik % . BME B AR % (7 B8 MmN IE . SSL Pril 4 iy
3 Fbr ek 55 Ik 7-3 Fon .

F7-3 SSLhUURELE 3 MERERS

7R F FEHER E H
f5 BR% & B 1k 53 Wi
{7 B e fi BN IES 15 B 1k B 3R
R[] 56 i X. 509 57 1k 35K B

1. EERE
i {5 A TT S A MR AR A AR BR B % . X AR R n o B A TR A
IR R P, A SSL PR R R T RO L RE B A AR L EEE T AR AL
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F, REFPATHETROT

(1) 72— BELEE Xt BB 4 e 45 F 0 1 A6 1 B SCfS B E AT N 4%

(2) FHEO 28 T 35 80 % i b AL A 7 I 2%

(3) HH O BYFRA % B0 B LR 7 %

(4) FHFEYLEHE BT .

SSL % FHLAT SSL IR 55 A% 2Z ] 1 i A7 ol 55, 3% 4 A AE AR 370k 72 o 3t S i) 25 B A 5 0 ke
Frma . X FE BT LABE 1k B 2L P E 1 i R Sniffer T HETIEH BT,

2. EEREEMH

SSL R FE AL 2 36 22 FHB00) bR B4l S L1 B T B IR 5%

3. MWEAiE

F LS MRS 38 BARB] L BT FR IR S AT % 8 455, 7 SSL R P &c & A
IR IRS

7.2.2 FHEWEZR2MHIL

L4 2% 4> ('Transport  Layer Security. TLS) 3 i¥ & Internet T. & 4F 3 1T 55 2H (Internet
Engineering Task Force , IETF)E X i — M 9 #r i . & H L & Netscape I #& H 19 SSL
3.0 MMM YE R AL 22 b 2 SSL 3.0 PR R A . TEAR S )2 b, TLS PRTE IR AN H i S5
PRIAVEE ST T — k% 43l 32 (3 E B A U0E 7 BB B MBUR A& tE . 3T H &5
J2 22 A VRGBS AT b B ARER IE FE W AT TLS PRl 9 75 19 & J& . 78 TLS P il AN
SSL 3. 0 s Z 18] 47 7 3 . & 19 22501 (£ 222 BT LR M E L ANRD L B L TLS 1.0
PSR SSL 3. 0 PhSCRAE E R AF .

TLS BMYHPEH : TLS i25# (TLS Record) M A1 TLS #2F (TLS Handshake)
B, BARMZ A TLS gk B A2 F 238471 5 9 4% b sl (i TCP) B,

TLS kMR ED, B -EPHERRA S KE MidMNESFFE,
TLS 0 R P SCREAR 2 50 K B diE 2 B 30 T b B8 R 46 85008 L8 FH MAC i % DL B A 5
SHAR S O R WCR R EOIE EAT R RS R R E A R BTG R RS E % L.

TLS ic sk SR A i 3% He %2 v BAT A SEAC R4

(D) A, X RN LABOR N (DES RC4 55>, X #1002 BT 7= Az 16 % 51 %¢ 4 4 i
BB R — 1, B A2 T 5 — D UM R F SO UrEg . TLS i St pp s ] LUA hn %
i,

(2) W, FEMEHOFEMEIHEHN MAC #i7FEEBELE, £21H5 )k
(SHA MD5 49+ MAC i35, TLS i HLFE B A MAC AITE AL T thRESR AR . (A — i
HEEH T R =L B 5 — R OE 7R I st UG S Th T2 & 240

TLS {2 Furill i 3 ¥ e ml, fe i Ik 55 4% 5 % P BLE L 2L e B UA% S A Bz i
LS — A O 3 A 2 TR A EGHE L B R I Sk . TLS 4B Fh iR
T RAALUT 3 MEAREE,

(1) AT LA HE 0 B A 2 =2 5 A 38 W B AOR A E XS Ty iy By . A E R AT ik iy, {2
2O E-DEEETT,
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(2) IS SRy Ui A e AR, X B R A P R I R XE LIRS B, Ak, £
i AR 1 3% AN RE AR AT N L B 2 1 A i e v ) 1 T o R RE .

(3) WriE R AT SEAY . AT 200 38 15 Jy B A R I AT X o 35 N BE A B R P .

TLS fyfe KA HGNTE T TLS 25 3 0 M . & )2 Bhisa] L& B 5 i 72 TLS
P B, BRI, TLS FRifEIf A BUE N F2 7 W fal 4 TLS 34 M e g
1 TLS 48 F Phi LA K ffa] e F% 38 B 09 DA GE TE 45 B9t 78 AR 25 P 80 9 35 1 3 0 32 it 1 ok
Hi| oy .

7.2.3 IPSec 1Y

[PSec HGE IETF F 1998 4F 11 A 245 19 1P & 2 hnife, L H RN 1Pv4 M1 IPv6 $2
it BB BARAERE ) m A TR R % 4,

IPSec B AZE— ML ESH T HTF IP )2 EMEHIEZ e - REXKFR
258 AL F5 U5 E 42 3k ( Authentication Header, AH) #p 1%, # %€ % 4 2 fi7 ( Encapsulating
Security Payload, ESP)#pi | B 47 /) %5 £ 32 # (Internet Key Exchange., IKE) #3131 F T ¥
UL KN i — BBk 5F . 1PSec WRIERAE 1 U5 [A] 45 1) L TG % 42 50 88 M L HIHE R A ) L 3
fr AL P AT R AL S5 2 2 IR 55 L 9RA T i T TCP/IP IR R H B ok B9 % 2

IPSec PRCHLE T ARfa) 22X 55 2 22 [B) e 48 42 4 Bl W L T M A Ac i . | B2
PEAE T U )45 ] B0 DRI IE EE N 2 S K 2 RS

IPSec BRI BA I F LA .

(1) & — 07 AL B8 2, I 7T AR 48 2098 2 69 U8 1P Hichk | o SOF 9 AT
(2) X N FH AR Py 52 42 0% B L W FH A2 e Jo 2 AT fo ] 3%

(3) $2HE 3 B B iy S UEHLH] .

(4) X & 17 5 LA B 1k 2504 60 78 W 2% 1% i v 4 U

(5) it FI %) B 8 o AR 0. 7 2 i e R P AR R e e 4k

(6) Bl B TP KH iy — 4% .

AH PR R A7 B A AT | 4 0 = 8 1 B A b i BOE A — A AR AR B 2 A
4 a ROk AR AR — WA R B 09 3 — T i By, O HLA BN A A o R b B bk
FOd . AH URCR] DLAIE B B0 R 15 kb | £ R 0 58 B 1 DL K Bl 1k AR ] B0 AR 6 AS I

ESP W8 R kA7 B0 A 85 sl0A Ik, (8 A 4 X 8508 G b A R0 (f 45 SURR Y TP B
BB 47 %% A& Sniffer 34 09 X 2% s Wr 1 (&8 T8 5 15 B FHEUFE S . ESP BhidlBR T
HA AH thill 09 Fr A ZhBEZ A . 8 T e 45 5 5 S 408 A9 BIL 235 1% LA K oh B04iE O 42 42k A BR A L
B,

4 IR (Security Association, SA) PHE YT 78 85 B A~ 45 5 2 18] /Y 42 4258 17 i) i
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LR A X BT EEEFT T E X, I ISAKMP (M2 £ 5% A BB IOEXT
VPN % P} R 55 45 40 o] 22 57 OCHE M AE 48, (i A ISAKMP, X7 7T LB 7 % A W6 ol fn 45 5%
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15 B P 5E » WAAIE J7 3 L n 25 07 3 L B A 25 60 L 5 BRI B9 B L OF e i B RE Y & 4 B 4
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TE—ASE 3 IPSec #9775 v TPSec T B 14 1E B 1 58 4 4R 5 22 4 05 W 1Y) 1E 4 i 22 5 Id
B EER kR T ECE 1PSec SR M . 33X Fl 5 3 78 KA 43 A7 20 09 45 v 47 78 0RAIK
Gy R SRS L T — 5 R R IR T RE R B0 1R Y BHLZE A R 19 e R L i H R
A~ 42 4 T W ) o) R R D Y L R TT BB S TE R ] A & A D, S R AE B R
e JR E 0 B N 2 42 TR WG Y 22 R A DT 6 R 3 i (R0 {5 RO R K R B, D62

AL A TR TR GE R TR GE M BN GG UE A Rl 1PSec HEWE

IPSec 9 M 1 % 4 %M £ 48 I (Security Policy Database, SPD) M PL4ES . 7 SPD
AR BERE LT BRI R R AE S ERFERE, DL REIE S SRR, X T E AR
BT 1P Hedk i B4 #0 A0 204G 3R SPD,ﬂﬂﬁ_fﬁEE’J}L{j—_umo

f—A~ SPD & Hok i, BT REE X T FR LA fT R E5 3 R H., Hp, E5
TR A IEX AL HE AT AN s SEad TR A — AR L FHE 2 RS R TEE X — A~
CifE AR HEAT T AR AL, W 258 X Ah i YA 0 & 4 S L ) I EESR X E AR L
W T 4RSS, wBsew LT W AT MAY SPD & H e &f5 - E— & SA, &R
FREH TR .

W R G I B SR [PSec VPN MICH EZH MY, RART RPN ARG, A4
AE 4 fE5E A 19 22 A L] A BE T N £ PN 3 1 B A 58 R B AR W] 8 55 i AR A

IPSec MYEEARLAE L TH P RELLZ KK BRI E A C WL 2N, Xk, 3t
SO 3 {5 {5 PT RAb 2Z  Ohy Hoi B R — G S AR A s T X At A D0 T A AR e L oA B
WA R E 2R 2540011 AT FE — A R 25 % 4 OC Ll TPSec 8 W, X 76 HoA
Hb R4 ) I AR I OG Y F  TEDE A RY BT A A . 48 R B DES n#% ., JF F HMAC-
MD5 #EATEE; 5 4h, MIEFE 7 M & 45— IR IR %5 %5 BT A Telnet 03 H 3DES 47
hnas, @ HMAC-SHA #7500 3E; X THEMBEN . 24859 P IREBWREH
Web 38 {5 £ . W H IDEA 3 2 Hon % 225K, [W i) FH HMAC-RIPEMD #E47 %41 .

W 24 Wi o 5 EWER 40t TIPSec TN A EHE BN A R 2 AT B R AEH W R,
At A 10 28 530 B30 %k 1 O 28 75 SR S ] TP Sec 5 W vh A 22 b 55 90 1) 92 42 5 J3 T Ik 4% ﬁé
H 1PSec T P4 i 25 H e 7> 5% By 7 JLAp 9 28 105
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X EAE AT N . IPSec 4 ESP B iSGH f X TP A 3F 77 50 %5 S (R 3 B85 0 FA %5 1 .

(2) BAEH ., 1PSec FHEHA N B4~ 1P A0 B — A B0 7 46 A R i % 49 O B 3038
() 26 7 ANEE IO R = . R B A 4 A ] 5 05 L 0 2 i A G 2 A T T LA LR s A5 A
G P R T
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BOAGHEERTFRZI A EERFREZEETFEER AR FE#H 0 RGEA
AE 1 I 5 .

(4) R AXgdds . 1PSec 454 X PAE AN 3L 5285 80 L 2 UG b a] A ek .
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WO, Horb il AH $2 {3 U5 b 46 5 A0 B0 52 A MR 58 (RO O E B B A4 s i ESP B
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Ab RSB T TKE PRS2 BT 5 21 56 19 [ 2h %5 858 i pL .
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7.3.1 VT EYLM 4 ik 5 LA

W 48 2 4 S A6 I 4% 3R G i B BRI ROHE R G b g B 2 B ORISR sl B R R
(147 5L ERL 17T 8 2 W O B A iR L R SRR L W SR IR s AT L R IR 5 AN T,

T D 4 I v I P S el AR T A3 R P R . X (B s R X S
WA R, it ALK HRREL G HRTREREA SN MR T EMN; T
NN AT RERAE A A T RER M B E T M RGE W IR AR . TRk . 4
XF R 2 4 4 1) B il 2 2 A R LR

(D) NAHMTERIR, WEERL L2 E A Y SR E2RR, HPEZe2 R AR, H
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s

(2) NAHREEYE . X251 I 46 i T i 0 55 ok B 80CF 1 de sk A B AL e 48
METX -2, WEAEXTLIS AL PR, —Ff2ESd . B &M A R
WG B AR et 5 —F B s Y, & R TR N 45 0E R T AR RS T
Rl (o7 O VR LIRS E EHLE R R . X PR X 2 nl X3 5 AL ) 4% 1 R R fE o
I T O B A

(3) MM TS, MR ATRER T2 AR L. 5
T » 33 6 g 1) 1k o 14 4R 2 2R B AT Mo s Y BT R E A 8 28 B Y 2R R IO R4 R
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7.3.2 MEREKEE
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Bic A A B8 F I B AR P VB T L (U o) 328 Wl O GE ) 2% %2 4 B dE O AL O R 22—,
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T EBRBR . MR P AU P A nT DL (R e B 5 |7 B S S0 A1 H I8, T DL
T80 F P AT S0 6 S0 B st IR A RE S AT MRS R AE . TTLUR SR DA MIAL R P 42 W DL R
JLZE.
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3) Bz ER
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il 2 P X AR 55 a% B0 Il . 8 Ui ] A BR A &CH 5 T LAk B P A Al 52 T AR S ) sf L
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5) P28 R 55 i 42 4 45 il

B £ SR VFAE IR 55 AR 4 i 6 BT — RAVERAE . P @ 4R 6 5 AT DA 2 A SR e
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fE ARV PSR PR, SRIE P O AR 55 2% 0 B0 F 7 AH B AGHIE

8) Bij K 4k 4% il

X B By KO SO IR M TR L, — B EOR A Z R M ik
W AT M2, 7 VPN HAR o, 3245 B R 285 & FH I 4%, T T 3 A 0 288 ka2 FH I 4%

Bl K 5l VE R P E AR T 2 TCP/IP R4 4i2 . ik 22y TCP/1P % v, A L&
A S ) B e e nT RE AR A RE R X EATRIAE RS . B kS A TR B2 ) e R4 i 1
T o7 FH 72 {0 P 7 S R b 45 4 S A/ 199 Pl A o 1

i H G E I VR B A A I CR R RO 3 Internet (2 FH D, 1 BR &1 47
JE NN e & A e o 4 L e e e O B R T P S 0 M R (= < e ) < P S s 24 T N .
FE AL VEIE 3 B KBS 19 TCP/IP 084 my 3 #2 — R AR Ryt s

e O A A B kB A L B AR R BH ZE BT B TCP/IP Ui . MR X EA
7 B 5E 4 5 P R R I ) A 00 SR o I % A O X A P IR 4% R T R Y IR 88 TCP/1P, X
ol i K 438 7o VF W9 2% 8 B 0 R AT DLE 3k AAS AT DLGE S 4R B .

TR A OLF o B oK i ) ) B AR AT — T 1] A3l LT I A A A e, 4% 45 3
W ] e T IS A8 ok FLZE Fr s s 1 . HA X B5% 18 R0 0 38 45 A 58 52 M X455 I 1
Vi i), 3l 7 ke i 1) BE AR AR L 2 R P L B TRD R SCOGE PR R I [ R R R R R
Pl Bl R I IR 25 5 A 0 — T o 1, B O BV R A R L i A LT R

3. RN R EE

5 BANE 69 B B =AY A BB SO DA s dl s BRI B L S e st .
% I R IR TR A B N i ik B NG SN 3 R, BE RN Y B Y R A A
S (R ) RE A B A - it 25 1Y) B G R e P B B s P R BE SRR A 2
SN Y B R IR S e B B S A 2 ) AL S B AR B R . R P WTAR A 4415 DL 1F
e BN % Uy =

AR ML 2R ARZ — . — I RS A E AT LA 1k R B AU P
EL T WA AR, B AN R E AR R

4. MEREEERMG

FE W 28 %2 4 vh B TR AR AR R R 22 A L s I 26 1) A A A G R R
Xt 8 A X 2% & Rl SEiE AT R R B T A 1 A PE R

W 25 1) 22 4 A PR AT AL S . 1 E A A TSR O A e R R E AR G M 25 4R AR
FHRLFZ FON B3 AHIL S 8 BRI BE 5 ol o 90 &4 % 0 1) 4 97 Tl 5 0 0 S 1 il 5

7.4 RSB RAE

7.4.1 BERGZRSE
1. REBIERSG

BAE ARG RN HRAF R R EEFED ., BEERELEW LIRS NE T BER
R MERGZSBEFERARENLE2MNELEL, BARENEL2BEAFRENE L,
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VE R 2 Ge 1 v di FE Bl B 43 B34 R 5, B 4 In) LA e o SR G i v 22 G,

& 1AF R Bt (secure operating system) $§ 19 J2& BE X I 45 B 09 B0 48 5 98 PR 42 11658 24 10
AP 9 AT RO R A S A D RE M IRE R G . B I LB AE RS T . 2 PR A
Al BE B A A7 B ) B 2 mE T A AT BB M 48 R G000 & 41k, AW BEA W R EE B
AR E e, H. ZE2RERELEMEERE L LM,

WL 2R R G RIE RO S0 — R R MR GEIT IR BT I 5E 00 % B B R G 2 4
PR it Iy =, o — Mg BTl AR R G, L 1T 4 P ootk s g o iy &2 4
s, BEBIERBEI ZE NG 78 IE A ] 2 57— AR 0 2 K 1 A8 R ) %2 42

VEVFI

XHEAT R G0 % A 0 Ul 2 AT LR Ly

(D PIERERGN FBLARBEMINEBCRERNFELR . ERFIHRILARFER RS
H AL P A 58 B

(2) DIRERG W FEL ST FI RGN EFE ST HPWESEH, EHRIE

LRGSR T aF TRV RS AT HE.

(3) PR g AR I AR .

D URERG N TR.ERTFEIEEGFEREN LS, 5 MBHE R R AR50
SW

BERGMEZEEXNHTHEILASEMEEREN LA E R XEZENE W, B, K
R E A THRAE R G M RGN R L 2R BIHRE R TE A& 2R,
Tolk F B AN XA — 3590 AT TR R G dl 2 A B Y AH 4 X2 BURE R 4
(9, A PLEEA SE W KA THIRE . A R GE M 1T b 200 de DL 1 AH B o 1) 220K

(1) WP aef I G AD R E RS .

(2) AP AREIHEAE RS

BERGEZL2N EELAWRWT.

(D wRiRFRGEH A I AT B %0 .

(2) HCHE R Ge % A A mg X Y P ny 38 AR HE 47 U ) & 1, B 1k 1P X TS0 % B JE 25 05
] (57 B B A 36

) WERGIzITEEN,

(4) RIERS A B 22t .

MF PV BEORIRAE R G PR it A B Z IR S5 A JL .

(1) fEERT,

(2) SCHFHRA .

(3) —MEAKAYA 73 ] (general object access control) ,

(4) JHP %5 .

MERERGH U0 HA R 24 Fid 4 DRSS R EFE . WARZRIERS
SETE Y. AT DL, RIS R R G0 — Al 1 A2 808 100 4 44 R0 A0 14 5 e M HIL T - B 8 FH O
[ed] ik P 2 UGB R R BB RS, TR RS ST 9 A &

(1) kernelized design( PN AL ETT) .

(2) security kernel (2N .,

f

ilF
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(3) reference monitor (JEIEN AT .

(4) trusted computing base (TCB.RI {518 3)

(5) virtualization (g 14k .

(6) layered design(47JZ21%11) .

BT W AR P P2 IR 55 i M P R BT T RE R & B/ AT R IRIER S . W1/
BAERGH 4 D EEEMWT .

(1) AR, AR ST —H 73 AR — S0 AT 52 8RS B, 17 HL 3 26 KL
I BE B HE S A Te SO SRR AL B i R R E R M 2T K.

(2) AL, I A I Ty T2 8 4 3 T o] 2 B0 2R S8 O L 25 1 | 5 4 M ) R S5 2
R AL RS Y — Fh IR

(3) Beit, BTSRRI R G4 e W S Th B8 L R e 2 dnfel 4 i 19 L B e

D fFE, M REMFEEET W m: — w2, BEERSEUE 7 LilEE
R LTE A DIRE: 55— MR AR UE . BV ERAE R G0 SE 8oy A E R e eI
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e CEOR A P 424 P 22 S0l %% B CEOR F P SR A ME — B9 7 7 Rk b Fr i ) ) . AT fa] AR
A LA FEH B LA 3 135 6 . DOS. Windows 3. x & Windows 95 CRFE TAE4 )5 = )
#bE T D A LRAE RS

C 41k CLM C2 9., Cl i e HE % 2B P (discretionary security protection)
F G R — 5 09 % A R CIn R {1 A 3 9l ke W SR A B LD . P TE
AT EILRGER LA, B AEN CL BB 0. AFREEH A N R
Vi SR 1 S 15 ) VR T AL . UNIX R 48 Novell 3. x 308 & MUA . Windows NT # & T
Cl 9GR A EVIRER S . C2 al ik T 2405 nl Bhdg (FH P AUBR 0D Y 1 s 45k . B
k25 BRI P P HE 2 % 507 (o) B 28 SO PR pY AL BR L i e im A 1 B (A e S ). REfE
BF C2 iy WWHRAE R G UNIX.Novell 3. x s &5 LA . Windows NT.
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B HAZRY 1, YRR - Z 2P R TEA R SN U R B AR SR gy P
iEREA X AR A — D RURARAE A P AR A — VTR . Bl SCE AR AT EIL R
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AE il 5 2% 0ty 388 1 P A AT s A 0 B M 4% B e L 1 HL X — SR FH R SR R & = R I A X

AREGE PPN RESESH. LN (verity design) « B T — 4~ =48 1Y
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A U5 ) 95 i 45 B2 0 A AR 98 PR e VE N I A X K iy D AL S KN A TR R
Fugrh E A U5 R e E B D e B AT N AT I H A 6 i 4 A el 2R 5[]
B, SR U P4 R A 2 07 ) 5 o AT ) s R R R — S 2, 5 O ) 4 A AR S AR
FH Evim R,
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X G H HIR AP R 0 0 A0 & — S BOULAS B B A7 A BT Chn s, 28 B TR L R BT O
[T O S S B~ o= (B L i N o W 2 0 1 i I = X R ) o TR A RS & =
ﬁ}%ﬁ:?ﬂlﬁm PR R R B X R AT aE AR T M55 . R SO

2 [E) K B TR Eem g H TR R A = ], BOHAb ARG I BRI, OB
Jﬁi‘E"J ] R ), A A U, B AR E SRR A P R . BRI SRR
] SK 5 M SR IUCBURAR B, . XA B Wk o 0 o . X ) A S A A AL
PR 09 75 A7 # A RE A BT (9 anw ) =i H A T o R A il AR . RE A BN T e
JUHNE 55 . AE R 5 A & Bt B ()RR AT I ik B8 98 K B Al ) B RN B Fe T T sk i Bl T L R
55 R B SR B 2 B8R o T LA ZEHE . X R R BRI GG . TEAET AT L4
VE F GoAE FuVF X 58 I8 119 7 ) 22 i 6 20 7 SE T R R B AR R .

TeKAERAENA AR EERG VIR LA ZRER . il FRIERSEHITTE 2K
A B A DRl 2 R A . O Tk sREIBCE B U RS A R B AR )2
Az B R N AE R S T ) 2% B B e T KU ) R A AU S
R U7 ) AT R R AR . TR B 2 D R B A . TR AR R S A i A s
MERE R R RIGIN 1. & A5 #3AE R G AT 7 K0 A B 2 B A i U7 ] 06 20 28 3 46 A

A AR A 2 N 53 RE AR LA BB S TR TR LE AR A — AL . 200 2 RE A O
U A N R BT AR LS 3h L 9F H_Kﬁﬁﬁmﬁfﬁfﬁ(f*ﬁﬁ‘ RPN DRE ¥ N e AL i)

P R R P U B R GENEERGEEMEE, ML PR Xt
ek AR N AL Sedn S a8 gk Bt 1. U&t;i’f?jﬁ@ﬂ%ﬁﬂfsﬁﬂmﬁD%Iﬁﬁrﬂl
i AR AT, P Ay B R AT T 1 8 15 PR b PR 8 B LLwa O P B Gk i R0 # it
XEEHEEN  ZRPNER.

TSR AE R G, P E A — M — B8 ) [ Windows NT #AER G HY
Ctrl+ Alt + Del #, 3X /> M — i) 8 7 5 55 v & 4 3 B 5 (Secure Attention Sequence,
SAS) PRiFRK—FrlFilE ., XM EFNER EAESE eIt 8sk. EH
A5 R girh , 5L LMK NRE BRETE RS R sh VR i . a2, MU HEETE R %
4 S il AR A1 64 A AT Ae] i R s 1T Z A kAT .

AL TR W R 5 SR O R A W S H R IS R BT A A

S B R B EAER . B W ER I H EAAN AU LI Bl A
%ﬁiMXM$#

5 d7 T H AR A 5 5% I & Y i 2 4 TR TR Y RE ) . BRARRE R =R TR BT R AR YRR
SERERE I H R, eI H AR REZMEBWE I o0, THEIAT B T8 ol Sr s 5 R R
Fo AMZKIEAEEE TR RS AN, — BAEHN Rl 2 ES., KB
AFEARIET HEMAIETH B IALET (Message Authentication Code, MAC) , Fsh i i A {2
ST HOE A A E .

7.4.2 HEERGLE

1. HIEEZEHEIE

AR ERE — T LB 3B . — 3B R BRI e — e ) IR s 7 — 3
e BUUE R PR AR 52 (DBMS) , o F P Ko FHFR e $2 L8 dE 1 n) . 9 B3 X 8 Ig b A 4 90 55
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ZHMoge. MFIHTAINEHSSDTITEG ZHNH.GRERTHHEIEEERZARHAE
v AL RS B R A (HR B R R A BRI E R E MM BB EE 2 E 2B E
Mo BT B A S R AR IR S A2 BIAR 22 5 1 i 2 4 M o A 3 0 F i b fE B BT I B
AR EIR S ISP ARASENBEERENEZE AL, ZRERTNUEARGH
ERRES XEMTEEFEEFREREMNE 2, Hik. b @& AR &F B4R
H SR BT | 4 il M [ By 5 o AR T ) b AR B AL PR G 60 1 RO R R G A ]
R E e,

1) e FE 42 4 1Y o 2

e E ARG R R G AL —FE R E g e . B E % 2 rEE M
FEEREL T L) m,

(D) PRy EURE BB % 7. KEZ 80 2000 B BN & 110 o 08 #R 4 A7 7
R B P b 3 SRR P R ORARAT — S AR IR T TR VBT L R T AW
. BEIEIR S L E R A BURW e B @5 5] ok DL I SRR S EE , Hoeg
A LAY S 02 AU T AR BRI B R S X S i AR R R L LAB 15 g A
HAb AR RO, SR R RS AL AT 8RR A7 A — 28 4 K B TR AN BR A AR 70, AT
5 A5 S 5 A AT 2 g ol PR 08 5 R 4

(2) BOHE PR (W] 22 48 8 3 OGO HL B8 X R W b TG ¥ AR 4

HAEENHEFESFAMEEREN RS EE R E ML, W Oracle, Sybase, SQL
Server B & R G A H R A RS . FH P KD A S TAE R 80 5 AU e A1 50408 X 4 09 17
AR N B A CIE e B ) e o B BAS AR e ot & Gl IR A2 A SQL) L v (] 4| 9 25 3
W AN T AR 540 EO IR EE M &Z T H, IF 2 DBA # 42 H T/EREHXLE JM R
i, BE L ATIRAA Y A& SR EA SRR M EEUL R, g0 E
20 B R A R R R NAE 2 EEHIRTT,

(3) P28 FHRAT R G810 %2 20N AF & BB 0 B0 P2 ik 55 # 40 A ke

ZeL I\ N R ERMBARIEREN L /T T A AN HERFOM LS T .
Fo9 b BTE A RE PR R SR AT AR 22 0 B R ] 30 AR TR TR S e 2] 2 A, X e OC R AR
JERRRALEL ¥ TCP W0 18 T 70 %0 1 8 U7 10 45 ) 09 15 B0 F - AR T N BB RE 8% FH 43 by
T H ] % B3 B8R b S8 /e R 2PLH . 20 Oracle 7. 3 1 Oracle 8 ffi F ¥ 9
M2 1521 F1 1526, 2808048 PE RS0 ATF BN S FERINE 1. 23X B FRPE XK

O R LU e
(4) D BRI 22 e T 1) AS S J A 5080 P ) 22 4, A el Py 300 958 4 2 498 R0 G Al ] {5 4 4
E

BOHE B AR B A SR PR S AR RO BIL AR R A R 2 IR . BN, R A R R
P B A A BT AT B AR SO P A B RME s 57—~ R R 2 IRIER S LA
{2 T AR o RO AR AR R GAUPR W B IRAT — 8 AR R R P R Y R A o
FEEDAT . i3 SO A7 it aod 72 AR 4R At — U AT AT R Ge i < 194 1 11 HLRE U In] T A 119 % e e IR
G0 Rk A~ B V2 IR 55 A 340 () G IR 95 A 57 8 15 A QA - K35 R0 RE 8 X 4 A dR L 4 1Y
G A T U

(50 FH P X B30 P2 1) AN [ A2 2 ) 488 A0 0 80 T o iy o 580 vl T R Y
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TOA /N AE AR R JLF ik i . IR — BB IE R EH AR, DRIETE R R R
J7 o B R S B B R A B . 24 2 P [R] e O E AT A B L U RT BE S R

B B SERE

2) HCHE P T i ) 4 4k

JUJE: 18 BRK EOHE P PN A7 s B0 (R 438 SR AR UK 9 15 80 m B B2 AL 1 1] Cn 32 B0
A FZ AT A Cansgm 5 A8 e S L IR B #RE T 6 B0 FE 0 BOE A v T R b B
W, A, FLEIE F b 55 5 B8 05 [n) B0 e i, 4 B2 AU S BB TE 3 15 BB ) B IR 55
A o A1 TA A X6 B4 T 1) 22 A 0 B 1 SR SR I . PR Sk 3 R R IR O S R A R S TR H P
B 1 AR AL, B A2 {7 S B 4 7 B, B 2 R T (R S A B R TR AR R A R A R A IR 55
o H T HEE g PR 5

Xof Eh b 2 4 0 ROV B AZ AL K BOAT LA Ay M DL R LR,

(1) HRM  TENRILIBEIR . B 2R 0 3R M0 =5 8 B G0 HUE KK A KK S 33
V) B 12453 T, 2 i R 1 R R R R

(2) TR B e o B R S B BIE £ O . TR B R R R R TT RE S ECR GL N R
() 2 4= BILTHRI A9 2R %, AT BB 3 Bk v U ) 5508 ol R S 46 SR IR IR 55 .

(3) NRHyRGR, HAE A RS0 R 500 B P8R A S R R G809 A F
fiH.

(D) EBRMRLEEZE WSS . BAUH P el A HAR , & 5 BERfFE A

(5) FEE., SNEETT LA FRE ], A S0 E RO R E A B IR S L A3
WG B ARG W H BEEM ek k= hwEm.

(6) ¥R AT, SR A T BT I EE A B (5 B AT RE 2 B AUH P OR
SR B)E AW R PR A AR X EE 7 e R T oo .

(7) RE FRUEE, BASERT NN —BBRIFIC, 55 E M & T OB ss % m
- B A B JS B T4 AT 0t s A9 35 AT DA Bk B SR A AL A RS LS
it B B V1 1 2 A B B BOEGE Y B Y

8) [FRMIEE® P — ilts,

(9) P AT I B 3 ek HE 8 15 B AN I 7 [R] 19 £ .

(10) X5 B AE IE 5 8 B, 6 45 0% PR 800 — B0k 4R 15 A8 S L S B .

(1) Hxd 7 W B, R /R I R B2 AUH P MOAS [R] 32 38 aF A7 Mo .

(12) HOF I 0 A B0 1 ) B S R

(13) %83 DBMS HE HiR TS,

(14) HAlb, i &fEaE THREFRESBRRASEN ERE TERES BZFEESHP R
G R N O N A S LD e A

3) BEFENE2THE

TR X 0 T 1) 22 4 A o 04 20 SR AT 2080 P i o DAl 2 X B S e TR . B i 4
LAy MBS 2P BRI A & RAETE A SR N R R R, e AR
YA AERRAE B INAA B A KN Al 2 R R RE N SE . BURM BB R e RIEE RN
AT AT EE T SRR Y N A S A B B N RE . W BIEE RSN — R
LR PR HL R R T 0 SR i T M 0 45 % RSO i ST R A B e T
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K75 BEENREHER
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s PR A P BOE TR R A, BEGE T 5 THB BR 1o 1 FR i X RE A9 %K
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oM B . B AMAIBE AR A S R, WNEBREREMITFEILE R E WA ES . S8R F
A1 DBMS J3 512 SO FIFR 7 B2 AR 40 5080 P 9 2 3 1 0 201 5 10 1 o B840 SR R AT A 1
LA By R 3 s 48 A . B T N 0 o6 B M AL AR A R L R L i B0 S R PR

@ TLEMSERE, BRIGEE T E M I i MM AE . DBMS %66 85 B 1 P & i
A RS R IR RETE S A RS IR B 5 At 2 IE B AT, DBMS H 3 By 4 5 5 E b A
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o TR, T kS A B AT AE B A R R .

o UFMIRES] . ARPECE PR S e B B

o B H R, AR B R AR O 30 SR SO A S SR R 4 1B AN B 2l A Y SC
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QO AT, e L TT AT R A 6 BN R Y BT A ) R T k. LA TS B
TG & K A A A A S0 ) ANZn (] 52 A5 L DL B A A RO R R s e L B TR
(T i A B X SR S BB L R 2R .

@ i dEdl . DBMS 675 At i WE L B di vl DL n) L WP SRR AR b i n] . H B AT LU
FRLWIT L RiC St i RN KM TR, DBMS WAt — A A BGE L o2 i B B
BRI — A~ 38 T L2435 i ) 85k A7 B e o, 03 o R A 4 I

© M FIAE. DBMS BE™ & 3t 47 FH P B 4 U0 FAE . DBMS A] fE 25K 1 P 4 A 0
A T E] 5 LR A
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(2) FAREMZ2T K.

R T PR E RN L 2 F W T E DR SRR R A — s T AR R A
RS,

O N IERGE N Z 2T K,

7 g B 1k X DBMS F1H - #2 7 B B 2,

7 8GR AP AT i A v i BCE A AR B

7 GE G B L T P ) Bl R e e

7 BE A UE AR PR 05k L X AR g F T HE A BE R
I HE E B0 M EA TR 1/ 0 #R4E

@ X B A B AR G 2K
RO e ) %2 2T = DA LE 178 AT SRR DBMS, ZoRIF .

A TE i Y G 1 2N BE . BE IE B b E AT MLE B4R A .

AE P2 3t IE il 1 28 40 A2 i {RL TE i L PAUAT A SCPF

AE PR EH R 1) %2 A 5 50 B Pk, RERAR W 23w I (01 4 DA 2 4R BB e, sl M At 7K 55 36 G
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FH P RE A #4177 1) 580 T2 o B3 ASC A 5080 A0 — Je 1Y 080 - AN 2 R B 26 IR 55 O A A
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JF AR, AR ER A, XA A3 A BB ACH POk, KOS AT RE R E
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IR . FRAFTRMO RO T ENEREREL2FHEL. Y -
PEA RG24 R G O AT E . BRI TAEL R F .

@O FH PRI REPLE IR H S A O m & 40— IR AL B 45 SR AL 26 4A BUR TR &
LEMBG,

@ Fu % 2 R RN REVLE R B AL A

© H PR IREPLECR A C MBS — B R RS R - R R R R R L 25
B,
@ B PR 2 B B RG AR X A R R A5 IR, 2 IR e 6 P B By 2B
PBE 5 QS O A L D045k P A — 2B R .

DL b4 AT A2 E A LR B0 20~30 ¥R . 40 B 45 v ]2 4 0F A L D00 BOHE T A 4R
B 53X P By A P B T b B XA O PR A SR

(2) B . 8B P T RE i 5 55 B 7 50 007 00, 0 ) 35 I0E B | 7E 0 1F 2 B
T T, Xt R I Rl B A A i e i R R R N B L B LN B e A i A i R B
P . G FECE s R s B TER 7.1,

(3) R IFE s . B E & G018 570 7766 R B OCER P 55 BOE RS BOAAT S . el {7
IEFME R E RGN L EEMEENE, R EEREM LI T RE, —&im
5 BRI RGP AR S R AR 2 — M B R, (AR - e R ) o
TR, B o A S SRR AR S e i R X D FE A R E B Y e e

FAH P L HE S R P AR AT BB AR RSB 2 L T A L ORI R H Al T A
it O L BT DL PR T T B0 P SO ke B BB B el 45 .. B L A O T B P v A
it 1) T TR VEAT DN b B DA A RO A 1 B R

o E g AR £ BE AT LUAK PR s . B nl DARE PR s . B n & mT LA R e A i
% WAT LR FHIE NN . JFE A % 7 X B R F S /9 2, & IR 5 EAE N — 3
F AR — A EE R SR SO — AN e R R AT N . SO R G S BT R T AR A A8 B G R
YL NN g R L T LLSE AT C S0 L A0 TT DL BE AT o BN L 56 T L AHE
JLEMATING . BT EME S, G0 8 Y E A SO AT ., s S E YR
Frfith o (G 2D 5 B00808 P SCAF 2 TRD I — 4> 8 725 8 il 22 55 5 I 10 040 P2 6 85 25 s 15 %

ROk € 1K N

S G MR IS AR BIEE W RET KA F N ZERMEE &, —REEEN
B LR R T A O B0 P P B R PR AL L 5K RN R B R ML KR E R E
Yt R UL IE A FIR A Y . FUE G O R B A B AT AR A R Y A R T 5K R B E R
G — A E AL PR B ET I S LR G T 2 — ] 3 0 U O BE R . AR
A 2 R () L T BRSO A T AR R e B ) B, B A BT VE TR AL ST . BR T TR AR A E AN
1 i 3o 2 v R AT U () 4% 1 N 2 Ak B 22 Ab B R A7 fi TE BCHE T PN 04 B0 i AT % Ak
S E OO RO STRAE L€/ SE PR e W= Sk [ o i i U

() BOHE PR A I 4 ) . 5O T 2 46 T LA Ao/ 508 PR A T B3 RN A 4 o 1 I AR 1% FE
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EISVIDESY o

AT P T RSN RN T ST O A BN B BB R A A i
FHP BEATTEME S 2532 P o e — > 1% R 82 T Hous [l AR R AR G2 9 A AR . SR i i
FATEM M4 . 5 112 B8 T DLAE e R R . e R S A AT () P AR A BE AR
P 50 HE R

¥ HEANECHE Y 4 Ak T LRGSR P A X R AN TR P A
J L RS T R GEH R .

7.5 WM H & A

7.5.1 Web &%

Bl E Web 2.0 F5 32 R 2% Tl 1S5 — 52 400007 24 T 3K IR 7= 5 B TE /L L 3 F Web AR5 Y T EK
PO SO A vz o ) Al TE AR R A A S B R 2 R N TSR IRTE T Web -5 1. Web
b 55 G A L G R TR AT R ZOCHE RN B R Web Z 2R, BE
) FH sl 4 2 G0 0 B il B0 Web IR 55 F2 07 (19 SQL T A T il 5515 3] Web IR 55 &5 (1 45 6l 2
P, 2 0 2L 4 1 W 2, o D) 7 ol B PN A S L B A R DU A R R A A A L
15 3l 1 (] 385 A2 B4 Xt (i 45 ke 8 22 ) FH P DG I FH )2 9 &2 4 ) B, X6F Web i FH %%
A G TE FE RE  HR .

S UL Web B R 42 4 [ R LB 90 J AU BR A 4R

1. SQL FAKEH

SQL £ A (SQL injection) Wil MiFRFE A KT 224 T HEBFNEEEEZWEZ 2
M. FMEZ . 2EmANFHFRZPEASQL 84 TERITARNRF Y2 T A,
R 2 o 7 A2 48 4 80 & o BUE FE Ik 55 38 1R A =R B SQL F8 -4 iz 17, B otk &cdin
£ E2R 27 NG AN 8

A NAHR SQL A T & HEF A Microsoft SQL Server i 2 . {H H 22 3 141k 4b
PR SQL 454 1 848 7 Rk 55 4% - &5 7T B 32 3 s Fh T 35 19 0

s .

(1) % PR Web 1 R 048 22 09 MR AR L 45 0 R P 42 R (0 RE 8% 1 2 3 T AR 1 i
IR AR o DA T iz K PR JBE b ke 2 3 A\ Mt o) SR I ) i

(2) K frdm A B8R 2 0 B A BT 9 5869 BOHE w2, ™ A% BR A2 ey 2R R, ) dn gl
regexp fLiEFT— L PURC A HE , 5% F () strconv £ X 5455 £ F4 4 nft H fib 56 A 285 A0 1) 2504 3F
1750

(3) XFPEABRE FE AR C N\ << 08 % ) AT R AL TR B O AT 4 S
e .

(4) Xf Fr A iy A i i), OO B R i S 8k & i 0. 2 B0tk iy i )
ZE0M A 25 P S A B9 78 B A B SQL i A) v, B 22 482 PF 4 SQL i ), 1 o fiff
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nu'|

Database/SQI. B [ /) £5 1f] BFA £ Prepare O fll Query (), B #& Exec(query string, args ...
interface{}).,

(5) TEN FH & A Z 52 1A &l 9 SQLL ARG I T B 98 4786 00 5 L K isf 48 % 8 & 30
1 SQL F A . B AR 253X 75 1w i) JFIE T8, 4] n sqlmap\SQLmn]a &,

(6) JES RS ATEN HH SQL #5152 2 B IR (- Be A TLBCSE  JEAUAS LY SQL i
) % B MR, LB 1k Gk R X S R iR 15 B kAT SQL TEA.

2. BRI E

B 3 f A (Cross-Site Seripting, XSSO) X 42— Fp o ub 0 FH #8209 % 2 %, 2
A AW — B, B AVF SR P AR A M r b H Al P 7 W R oL 2 A7 B 5
W, XMW QST T HTML DL H ) i ATE S .

XSS Mg i i 5 48 1 Sl kA FH B 00 TE & BT TR G s S e Oy A EIR S
ACAS 20 0 0T s P 0 2 T ST o o T T A R DR Y, ik ST R R T e R
JavaScript, (H 3R A8 AT AU 45 Java, VBScript. ActiveX . Flash ¥ £ 2@ HTML, I
i R Bt 3 T REAS B & AR (AT — 244 RV U 25 251 1 Cookie 4§
e Ea

BB I BT .

(1) IR IR AT . RS XSS Yl 9 7 B2 — 28 P Brf2 i I 28 b7 i g

(2) i HTTP k#5E R, # H 'w. Header (). Set ( " Content-Type"," text/
javascript™) ' 5 AT PALEW Y 28 8 M JavaScript fURS, M A 2L HTML it .

3. EENH LR

MIME 7 T B (AT DL R AR iR SO 2 80, 4. png SO MIME & image/png.. php
AR MIME 22 text/plain, 53 8 FF BN ARKIGE . [ O BAL SCHF R Oy 14 4.l F
2 MIME SEHA € — 4> SO 281,

YT RS AN

(1) F P Sk . & Pt A JavaScript K00 78 SCPF B AL BRSSO IEAT S0k

(2) M5 vm A, M 55 4% g BAS — AR 22 4 0 SO 1R B9 MIME 2880 SOy R4 . L 2
AL LRSI S b o A i A GRS,

4. AL iE

AT 1) 9 1 SCAT LA 4 A AT B ) e 15 B DT R IR IR T 2, P AT A 7 [)
I 1 i 1) 2 A PRS- 2 P A4S TP 2 T8) ) A 5 0] 5 i B A 1 1) 35 T i 00 2 A PR S5 89 PR
AN 2Z 6] i A 0]

BB I BT .

(1) ACFAUBR M . M P 5 %8 DAGE Cookie H 3R BCS i FH P id, 3F HAEHRAT I SQL
A OIS 1T P id VR AR ). BT Cookie 2 0NEE 1Y . BT LA o5 35 0 15 48 o50n 25
= H

/e e

O BEYEAERNTESES CSSHIRE,FTLLE R N XSS,
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(2) M EAPR YT, 78B4 00 Y hn 48 2 /5 i 17 APR 96 E B AT, — > 35 a8 A A PR #
B, 3% PR o AR R vt N AR R A 0k IR AT A R PR TR R AY L T AN S B S M e TR
i £ AR ] DR D R R

7.5.2 HFHE=RE

it A AR P 17 2 o e - R AR S — Rl AR O OB M M. YT B R P B 2R
MAE2EMEE 7 KRB 8 F P Pl 7R b i S h N AR F R ER
M E A E FREANZEHAE B BiE P a8 2 Al B E 8 K AR R A
B2 4 UL B v IR 1A X 7R G5 22 4 M 17 S i R O R o

WL IR PFTE R A M E A2 5 N — G B E s 2 5 — S P E AL, e FHR el
W 28 b B AT — 22 404 1 51 B R % A0 AT T B 03K A B B e 4, O R N A 1 S
AL G MR AR GEAH L L L 1 W 5 R AT AY45 R I AR L T S EAME R E AR, B
TR A A B 11 42 4 P S DA IR AR 28 38 19 10 4% 3R 40 1 &2 2 M R0 BN I 1 S L 3 B I B A
K R BB

IR A B 1) 22 4 1 4 B AR AIE MR 440 S 45 0 06 4 A 97 BRI R o, ) et 422 o 35t 0 20T RE 1 22
ZMRE R AR EEE R MBI R AR R R R R AR B Y i if
AT Flp P E s, EEMNPRERE R S/MIME PGP #il PEM,

1. S/MIME

S/MIME(Secure/Multipurpose Internet Mail Extension) H RSA Ti& & Fl W #H &
RSA Hd 4 420 6] fr il € . i A X509 b i #EROAIEZS # . X AR R B T Microsoft
Hl Netscape ¢ K2 B8R 2 6l (9 3 F5 . OF K RS 2] IETF &k, S/MIME £ i /) 7 fig
mr.
(1) B, MEBEANENMERN.
(2) B4R, ZREEX BT E A I AL N5, X B 28 2 #8 i 1 Base64
Gt A EIEE A A S/MIME ) #UE 4 e,

(3) EHRASAHM, KiEEXNEES A H R A% % 0 Base64 4 At , H2 & B il 7%
A S/MIME, 4 7] DL 32 B2 (B AREIRIES A .

(4) R MEREEG . IR 0B T DL 2 L 55 4 RN B 45 4 ok 0 B dE ET DL n
%, S/MIME Ff fiff FH 69 % 3 % ¥ SHA. MD5, DSS, RSA | Diffie-Hellman, RC2 #1
DES %,

2. PGP

£ FE A Phil Zimmermann $2£ H ) PGP(Pretty Good Privacy) & —MIESH M £ 5% .4
T AN EWE T, B4 # % 1 (IDEA, CAST, 3DES) , 24 JF % # (Diffie-Hellman, RSA |
DSS) , [ HE#) 7 ik (SHA \MD5) Fl—A-FEPLE A AL SR ik . AT DA PGP iR fF O %5, LA Bl
AR B2 A G L o RE X R4 I b 8o 2 4 O O T LA AR R R R R R, Bk
FH P AT L 4 3 DM R DL st B9 AGE AR, 35 56 3 AN 5 AT ] O 25 1 308 R AL 4 .

PGP M s 2 T8 RSA A FA% 05 R Gy Jy (8 #0414 55 %5 175 72 4 1 o o B2 45 &l O, JF
H 7 #0572 2 AV S ) AR BALH EA7 2 ab i) ise it Bt PGP B LT S i A7 9 A 83 m
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TR A TR

AL PGP #2145 5 A oyie. S0 PR YE RS E-Mail A BrIhg. ik 7-7

7R o
=77 PGPHIELThEE
b)) fit HFRMEE i i3}
Fi MD5 5t SHA X8 B 83 3F Al & 12 & 0951 I
250 RSA 5 DSS.MD5 & SHA -
IDEA. CAST. 3DES. Diffi REEFE-RE2EEN AeREMAU
R b . ' @ RSﬁ: ; | IDEA.CAST = 3DES /i i & , 3¢ 4 Ik & 1 24
eliman 4L Diffie-hellman 5% RSA %2 i %4
I 45 Zlp fEF ZIP 4074 B . LUE T 7245 s §
e e . i} Xf E-Mail B F 42t & B, B in B A
E-Mail 454 | Radix6d X Radix64 A5 # i ASCII 545
Bt hE N BRI B E R PGP LT B EH
1) %51

S S BRIl R i i R

(1) REHFRHEL M,

(2) H SHA = MD5 7=

A~ 128 AL EAIE H.

(3) M &% # RSA 3¢ DSS VAR H &4 .
(4) ¥ M| TH 2 Z R4 s &k,
(5) BWCE G BB B iR A7 R e OF 2 R 8 AR 1 H,
(6) X M iHHEBIHE . 5 H #17 L B VIBIESE A .

2) REE
F 128 i %40 IDEA 53k (AT JH CAST-128 3% 3DES) .64 i CFB #i=4, #1111 &

HeE ., ZWEEP - RKPECEH . B AT,

(1) REH=AMHE MM 128 L2k % 5.

(2) HEIEEY . IDEA.CAST-128 5% 3DES %2 Z JE45 )5 69 Mm% .

(3) P4 & 1548 .48 RSA 8 Diffie-Hellman fi# 83 8N % iz &5 %48 .

(4) Bl E M 4iEEH. T IDEA CAST-128 8% 3DES ## % It 47 153 M,

PGP TT LL[a] i S AR B PR R I . & R S &4 5 % 0y i AL S FAEAE IR B

MR S 6 44 R 5 8L 55 = 7 Ok I, JC UG G {5 XUy i i i 2= iR

3) JE4E
JE 47 AT LA 4 38 {5 i ] FA7 6 2 18] i L 78 0N 28 Wi 45 . TT LSS s in B sk . PGP

K H PKZIP B,

4) E-Mail 32
PGP 7ER % Mol 2 N DO BB T L S h i) 25 S A0 22 4 i, B0 4 HE b 9 30 40 ol 438 8 £z

. FZ E-Mail &4t H RiF i ASCH CA ., itk PGP R ] Radix64 2248, 8 fi #3722
KT AT E Y ASCIL 45 8 .
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5) a1

E-Mail {14 B4 5 8 A BR & 0] A i3t S0KB, 2494 Bk F I i, PGP ¥4 H [ 3h
B, BTENAAEZ RTINS TEEHMES RES B H . e Rkt
PGP ¥ % Bt Ash EA RFERFIHE .

3. PEM

PEM(Privacy Enhanced Mail) 2 & E-Mail W FH#{t — 1 F XLE 20 Internet by ME &2
WHEZE.,. A Y Internet FriE SMTP(Simple Mail Transfer ProtocoD & & H . PEM 7]
7T lR 45 XL 400, PEM B EME %5 908 3 7 A T 12 038 I . o i R
SO TR TR S B . R S DA , 2 R FHA TF 9% i 1A

PEM i1 Fi& 4 4> RFC SCHFRUE  IF T 1993 4R &40 1 R R SUAS .

(1) RFC1421.Internet H1i5 PEM: 55 1 845, 14 800 % FHAGE 7 .

(2) RFC1422.Internet 1 PEM. %5 Il #8435 FiE B0y B 45 7,

(3) RFC1423.Internet 1 EY PEM: &5 [l 3853 85 85 B AL RNR 59045 .

(4) RFC1424 . Internet i PEM.: 45 IV &4 . S 4AIE 52 A8 2R %5 .

X RFC i B F 1ETF (9 PEM T {E 41 fi 37, i J5 & X J& T IAB (Internet
Architecture Board) . H 1985 4ETF i T.4F . i IAB B Privacy and Security Research Group
TR E TAE.

PEM ()% 4 D) R B A7 HL2 M B IR DA IE L7 B e 4 e AR AT 4K . PEM R S0 F—
U 55 0 e S R IR 55 o U ) o) Lol 5 A R L B B A S A P R — 3 L
(14 42 4[] 8L, 35 B [ PR (R ph iy A 7T HE 80 L 5 A 3 B A 3 R E T BRI ARSI L B 1k A
o At v (e K500 UL 4 IR 55

1) BWE S

PEM i W5 7-8 iR,

# 7-8 PEM B WMEZE

P/ 5 RN o B
KA — WS EEY, 278 EPI% RSA (R H HEKE L

Bins DES-CB
M8 fn SCBC SN, AN E— AR
B MD2 5 MD5 347 #51 . F % 3% % % 41 # RSA fn %,
1 RSA MD2 s MD
2 7R 4 SA B MD2SCMDS | o e
S5 CRBD DES-ECB { DES-EDE i D2 Mg LT 7 DES R 2 MDE, MDS 5%

DES-EDS(3DES) fin % , fi5 8 — 2%

£:1% %45 L DES-ECB & DES-EDE(3DES) In % , #1714 &
— ik

A AYIE A, A MD2 X EEE], R AN A
RSA X &S BT THE—REE

H%F E-Mail 57 F 42 44t 3% B o, 2 0% 34 8 7] Fl Radix64
A5 1l ASCIT F 4% £

R FHEN DES-ECB & DES-EDE

WU TS A RSA,MD?2

E-Mail 3754 Radix64 2F#a

PEM 24t 70 A RIS B g py 0, B ZiGtE. Al MD2 5 MDs —# . 85 {H
128 fit, DES-EDE J& ANSIX9. 17 @i fy 3DES i FIf R (% . #% . mE) . F5H N



a
[y
Al
W
H
T

138 1z,

56 % 21,
2) PEM i) %4
£ 7-9 Py MIC AiE B 528 (Message Integrity Code) , IK(Inter Change Key)
I e S B A Y AN B AR I Y A T FA A % 43 4, DEK (Data Encryption key) A — K ¥ &%
.
% 7-9 PEM PEM HEHA R

xR % B B AFHHER
BT 0% 1 $4R In 9% % 4 (DEK) HE XA EFR MIC R HE XA
FHF m 25 14 3 8 955 41 (TKD DEK DEK,MIC
BAT N AT I 5 A | 8 M %45 AT I 25 1) 3.4

3) PEM jH B % % ffE i 2
HEEEA 4 4 mE 7-1 Fiw,
WA S L

L

EEr

l

R e BRI |

X

B7-1 HERELE

(1) H B A8 48 p s U A% 5K, 38 I S 75 M A o B PR oK

() FAEHBTEEEMERNHEE.

(3) XH{H B (k) .,

(4) o H AR 5 o AT T ERAS A% 2 (AT 38D

PEM (Y878 4% 7 (canonical form) B8 B 3k 5 B35 81, Fr H A 9 %5 8057 Bt (content-
domain field), BT FH SMTP [y RFC 822 W #i Emtg =,

(D) IR 7 62 ASCIT 8 b B AT Ae] 745 2 B . BT A7 4 A F F7 39k 2 48 o ASCIT 4, B
A TR HETE 8 i )E 7 AL AL E k07,

(2) ASCII J< CR >< LF >F % H FRETIZ A,

3) M HITREKFE<CR><LF>TEN, K 1000 DF4F. KT UHAE M H<CR >
< LF>f@7F,

PEM ) 52 B P4 A1 45 1] B Xk 3120 A% =X 88 08 B T3 5 MIC, 5 ml X FR 3 24 IF
AR S B
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7.6 /b &

AR R R BT R, AL NOZ S E A T LR G A SR R e A
FIEW M, Wi E BRSNS - DI S REENRER U - RRIRE
ERPLE . ATETRA A TN % 2R HEE % A R0 A R JE R ER A
[Fi) 649 4§ BIL AT o DA v 395 Jom XA 5 25 ARG 0 30) F i  L R% Jo AI c o  ) nT AE R

b2 I

B B 5 5 0 285 5 AT R

fa R % P LY E L.

A B4 1 0 B A o A A 47

1) £ T o 00 R A WP A
ZERERFENE 2FRN A4
BEENE 2T ERE T A

Web ¥l 55 (%42 4= 15 i A7 VIR & 9
w1 A R

CcoOo =1 Oy Ul o= W o =



R 2 AL B 5 R A

% 8 :EE&- 1%4]3\ %i\

il

KEFEIBHR:
s THMEZELZAFHGAANMS,
s THELZAFMHELEAREE R ER I IR,

8.1 fRR &M

8.1.1 FERE2FHMEX

R ARG EE 2B WBHR R R 3w, S8 A AR HE BEHAARKE
FEHFE A - EhEENEARE S (AR ERRERE) FEN SRR,

IFEEEFHrREh T EIURES K EERMN ATSOMNEN RRARETFH. ©
T DL IR BE 7R 3 A7 TR % 580 1 ] 25 368 ™ 400 B S0 . TF L E 2 X R E SCRY
ANy 5E P AR L FEAS [8] B9 BILAE BB 5 v i R R BT RE A BT AR ] .

2007 4 6 H 14 HUF B L 2H AR B L 2T M0 I 0935 8 (GB/Z 20986—2007) )
(LT R LR IsEm D IERX M. (ZeTHrBaRtsm) hEEGRERS
FHE B AT 2 0 2% iy iz B R A D e fR B 2 RIS B2 T4t 7P
i AN T AP O N S B L SIB r HR  B CR A = e o  R L S S N v 1 2R
m VAR B AR O R 2o B H SRR B AR, (R 2T A AR ) by

HXHF B R 5t Ginformation system) DL F A5 B % 4 F 1 (information security incident) i HE
kAT T E L.

{5 B ARG T B AL S A G A R B2 1 1 4 | 10t (3 1 28 ) 44 G 43¢ IR — 5 119 1 FH
A R0 R 0 X 75 B R AT 2R 8 I T ARG A R R S TR AL RS

{5 BZ 2R T B RuE AR LL R ARE {4 A% B G b ol i B 19 )5 P, 3 (5 B R G ik

TG T sl A i b O B 0 TR L AR B A T A Bl v R Ak R A B e R
IRF P A A R A TAEN AR,

8.1.2 RREEZFEHMFE

R REEFHM RN ISZPOER A TS B E 2FHFN IR, Z2HE 8 ZeFHFY
SR SR — BT LR B K A LR ECE G KRR A IR A SR

AR EFH R BIEEITESFEFR LT HNERN KA FRF HFEL
EFEHRT TR EFEELEEFHP MAERTFEH NELEFEG FEETFESF FE
NHEZ2EMH &S KERFFMEMFER LTI 7 B A5
WHE T, K81 RFEELEFHEANKN -PMILEE,
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®81 EEREFHHFEILEE
FEEZEHFRAEDE X T E

HEHREFEE S (computer virus incidents)

#E i {4} (worms incidents)

Bk D244 (trojan horses incidents)

& ' ¥ 4% F 4% (botnets incidents)

1RG0l 27 $ 4 (blended attacks incidents)

P 11 P9 O B A S 34 (web browser plug-Ins incidents)
H fih A & F E {4 (other malware incidents)

HEBFFMNH

(malware incidents)

5 46 fif 55 T i 344 (denial of service attacks incidents)

Ja 1T i 4 (backdoor attacks incidents)

% W B i 35 4 (vulnerability attacks incidents)

W 4% 451 4% 97 Wy 25 F (network scan & eavesdropping incidents)
R £ 4 & 2544 (phishing incidents)

F 3K 3 4 (interference incidents)

Ho Al 9 45 T i 244 (other network attacks incidents)

P9 £ e o S5

(network attacks incidents)

{5 BB 244 (information alteration incidents)

{5 B8 B F 14 (information masquerading incidents)

& B4 {5 Bt &% H F (information leakage incidents)
(information destroy incidents) {5 B.%7 BLZH 14 (information interception incidents)

1§ B & % H{¥ (information loss incidents)

H {5 & B IR 2 4 (other Information destroy incidents)

BREHEMER TBEEANE R L e

HEAEZEEMH it BT S, T R B U A B AT B —
(information content security MBI ERNE B E TN
incidents) HARE WMAESHTHEELZ 2SS
HAtfE ENEZ 294
B {4 B BB (software and hardware faults)
15 i e S B 45 P 52 i B B ( periphery safeguarding facilities faults)
(facilities faults) LA R (man-made destroy accidents)
H 1% &1 1 i BE (other facilities faults)
KEEEF BREAR G HEELH R AR BGEL RSP FRHMNE
(disaster incidents) BHEEEN
HAtfE BT 2%

AREFALAE 6 M EASEER L EHF

(other incidents)

A5 T s o B A RO NS SR T R B A E AR RS
F AR X 5 KR B L e HAHOEM A2 .

1. BEEFEH

A FERT R ZE S ERNE A% FET 80 N2 208 FRF A5 205 B

Zedifr, AFRTPEEHAIMEERSE PN - BT A ERTEE RS PR AR
JP R AE R G R v e B e A SR E R R R W IER BT, AFEETFEAOE

IEGRIIR R R EEN e AN SR g NCUE BN ol TS S N e e Y SN
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LA S A ERF R 7 DTS TRFHRBO ST Bk,

(D) HRHURE & AR 38 & B A TR U & . 5O D 32 25 R AL B 5 i i
BRERE 2T, ITE IR ARG % B0 TR PR b A B — R LS 2 30
REFP AU, & AT AR TR AL S BE B B 208 2 it AL A IR RE A IR AT .

(2) Y BT 5 T A% BRI A, o2 Y 52 B O i i S BN R B E e
Ui AR R BRI AR R LLOL B RIE BOR GEBRBE Ll ad M 45 A 2 & DF S s A E Y .

(3) FrIF AR S F TS & EHE BRI AR SRR, S0 N Z AR L E'T
HWFHEOEE e, FEPASEFPEEMRERFRERFETHN -FAERF. R
EEE Gy N EARY S e R R R PSRN & DURPA EY S I o (R e

(O B M AR A A ES TR LRSS MmN FEELedF. &
F 1 2% e A W 4 1 52 B R A S b P i A9 — BE T SL . B AT RLGOR TR P AR M 45 e L EAT
E-S L E RS N LS N (R R o o

(5) REWEBRF RN & EHE LR E IR, 302 N 2 2R & Wk 2 e 2
Wi 13 B R R K e S R BOH R R AR A 2 MO R A R Al R SRR AR
7 FTREARA TH L R R OR SRR M SE S MR, RO W AT AW T LR

-FIHEERFSGSEROER G0 R IR MR TERARRE L RA DR

(6) PIBL P % T AURS S A 2 18 5 TR A 0E AL 15 I 0t P i AU B0 52 3 M T
AT e T B R B e E . RO G s AU R A8 R TE R L, R 28 R i
H A AT R E R R R E R s T A FERRF.

(1) Hfefy FRIFFHFEREARUSTAEUL 6 M TRZPNAFERTHEA.

[(EERFSEH2E0]

2016 4 4 A ,CNCERT B & 8, — A % % Ramnit ¢ M 1B TR ALK HEH EBE AL
600 At EME SFLEEMEE, — LR PiFRI M3 A TR FED L&, 79N
35 P& PC £ HUM R %4 M, Ramnit B & X 2 — A #2769 VBScript %5 & 95 &, 7T i
SR TG A XNEATHE. SR P R4S A Ramnit BEK B HTML R & & , £ & o
#H ActiveX =4, 0 P AR A THR 3] T EZAR M9 K3,

Ramnit £&2 £ P & TEMP L4 £ P H N — A & A svchost. exe #9 = 3F %) L4 5f
PAT K BN ActiveX #5440, £ B L0 A P ML K E X ED 5 Ramnit AKX 69— K L34
R % & — http.//fget-career. com, #&4# CNCERT ¥ | H 7L % #7, Chrome #= Firefox il
WERAPAREZHLEERDY T A EHMAN IE Z L E LA E ActiveX #4474
ERTOALAIHIPAT, A . U 22X EMRAGIERN LS, FXIEXNIEEN
PAEGRAEZBERMEME IEZ4XE(RENEXEATFT.HELL83) . 2T RA KRG
ActiveX =4,

ZFHLREAPP IERMEEEEH T L LRI (TEHREAP. X243, 4 TEAF
PAT R R AR ActiveX . ¥ B A PF ATHE LB, A FTAELHIFTRERA Y
ActiveX #M; REBB N ERAHIE RN EE; X223 F . F2+ENPiEid
ALEY, b FEEEENBEALMIE AR RAIRS SRR BILIRS S FREHRT
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Mabathd BdBEFIrklsdaera, nETAR,

2. MEWEHEMH

W 265 T4 ot T 0 S i e ek 1 24 s H Al B R T B, ) A IR R Y P T R R L PR S
Jp Bk B A FH 2 ) B R R B R R I B P E R R R SRR E BN E R RS "‘“i@ ]
i BT TR fE T (R B e .

o0 265 g oy =7 5 0 08 IR 55 oy A L) 1D MO T T TR T T L R A e e T
(R AN R ki L S o o T Y T O e i S i R~ - S RS S S DR VWD i U T
Frid .

(1) fhf R 55 Mol 30 4 24 M S 507 S sk I 08 B 5 ) Sy o9 F Be. DU TR FE TS
BRGER CPU AT J 1325 0] 5 4 4537 58 35 BEIR . A2 i {5 B R RIEH 217 8 B (R

gk L

@) FRNEEHFHRRARKGERE EERE O E B E AR EA F R A
BEE MR T (5 B RS LA Ed 19 5 B2 a3,

(3) s ) Mg o A S 95 B 4 248 iR 55 W0l AR AR T 0l S5 PR 2280 FURAR B R G &
R BE | P ISCER B R I R B SRR L X R SR S Sl B B R SR e P

(4) PG5 31410 3 W =R 4 2 48 ) R IR0 4 41 9 3503 W 1 AR IS B R G M 46 B . 3 11
M55 A A 119 e 55 P 2 A0k 1 = B R B E 2 d .

(5) o0 264 o S S 415 A1) T30 s 7 ) 3 5 BIL 0 24 5 A o T P itk i R A R T B
F NI T, BN AR TR T R AR IO P RAT IR S R A

(6) T PR S Al 3 B AR F- Bous W 28 AT 0 mloxh 7 7% i MR AT 2k 0 48 1% e 226 30k
Frimdl X LR HE RS IFEREFRENEEZ2F N,

(7) HoAth W 25 Mo AR R AR A REB G JTELL L 6 4> 732 v iy W 2 el i 1

2% i S 22611

2016 4 3 A, &8A 2/3 69 M 3E IR 5 £ 45 A 69 TR 65 0 2 T B OpenSSL M i 47 49 &
BRF—KFERA, X—RAALFEZEL TR, FERED EATEST FLLE s
%ﬂaé’i%%ﬁ&uﬁ’-ﬁu,ﬁ*fﬁﬁli&?iﬁkéﬁ%/\%’ G, RBATFEFREZ I

ERFHZ Ak HE R E. BT H B MR K. LER A OptanLLX, pRitd
AR B A L2 A AR K Z A, M 2014 F 450 IR F KR 45, OpenSSL PI’-EFH‘K}»%-
EXEERR, BAXAXRBRAGA AEERKX.F LHRMATFCild 2 SSLv2 #E T X
R AL AR KA B ORS S, — A @B AL TR, Qlﬁii&%hl,
ARRAG BT R INBF; B—F @, KRS HITFRKMFE AR A LA LHE, AR
AP R EES R AE &, SRR GEAT R T ARG B,

BORFHLIREBEEAA P L AR A AR RATRAR T ERAERT X
P R 5 A ik | R R A 8] 0 BN DB AR A B ROL R R R A A & 09 A A F R

3. EEMIAEN

R B ALl M AR F B ENFE R RRE T EBEE N BE it
P MR R EON R R E 2T, FEWNK A FE R RS I 5 BB E F 1??_
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au;

M A B e S A E AR MEAME R UIR TS 6 T2, & T RFHFRFL
e .

(D FRBEUF AR RERIEE B RS T IFE R Oy & i 5 8 i =
BUOME B E AT, B M TR F S EE B KET.

@) FRBEFAZHEIREMAGERZREAFEEMFHMER L34, flm
Mo B F R8N R B EeEt.

(3) fr Bl B 35 A2 38 DR DR A | A 1 i oG ol el B ¥ U 55 I R S BUR B R A P g &
B VBUR D ANRBARSRE B RE T RERME MR FEEL2EF.

D FEAST AR R L BB P AT RN A FBCEE Ea R IR A RRE TR
BimFHMEELEEEH,

&) REERPARBHRBME ANEERPEFREFHRIBELRRE TR
BERMTEOEELEHHT.

(6) HALMEBWA TR AWM AFIEL L 5 TR 2P A EEROR R,

(5 RBTEH20]

2016 F 2 A1 B A in B F@RT FFARELMBEEH R FAT AN 15 R BAFH,
A BT HET R - RRMAZEEZH P RREAKA N EZER L EAHaER
A PREAfEmst AT RS RTBE R, N THREFZEITAH.FELAZHE 200487
T, WRFHFERATHAETFRGBESHE, BT EHRAZT LA, ZZAKT 2015 F
10A14B£16 BASHAAMEZRSBHATRE”,LERAKAAF P HGEALEIK
S ERBEATT 9900 $ FoR T, REGE A AA 2050 TS AL HELE. L EXASHE
20.8%, 20590 FAMKT P, 2RI E G E2RKA A LT SHITEZTUCHR TR, L X
SHBEFITAEGINAEZNOERADAE LRI XFSRFTERRRESTATRESS
A,

“EEPAEZENEFTRLOZEAAAKREGR PEALS A AR P ARG EM T
WMHERWYA P LT  2RXERE ML, REBEEMSERAPHRRAZEITHOLE
F RAPEAMEREGRPFFEDBEA RS FTBME. BARS AP LEREMLER
RAE KT Ao F AR TARRA FAB MO N FIRS ES, AmiAF B &, B
M—BFEAREG A P RBEEEE . EFBEAPESARIBG T M,

FHIREE

b F LA XA L TREEGKS AP BEE - H AT R AR T E
R AR SF RIS AR P A, A E P RARE RIS H, FREI EFH A A G FHR
R AH ST B h 230 .

MPEREZEAZEZAMSRAF —ERFTFEL, RN — LIRS %4, 0
S TorErFRT - TRAR", R EFUANEZ-ARERRIGA P L5 55,
R LA AP — R R R R e A AR — R TR AR P e U L AR
W PAE R A BRI E R B A SR R AL T R A A
BERLBELM Y REAARA; BFRAG, AT LA, BI)RY LA
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FFHEARLRK  AATEFF L LK AFBATIGEBFRE, AG R m M =Bk,

4. GRNEREEH

FREAFLZEEAREEMAREMES i L% E R L2 S5 E MR i m
WEMZ 2D, FERENELZL2THFUE LT 4 072, & F 2R 05 300 T g,

(1) EREEFER ATBOEME R EZ 2T,

(2) P pE 2 IEAT I G PP IE T A EORE B B A R B AR DA Y AR
BZegE.

(3) HA B W E2WATHE S LT,

(4O HMfFERNHLE R,

[ERATRESHZG]

2015 F 4 A 28 BRI ER G REFZHMNMANLE N AFEXE, BRE.ZR
BREREPEAERHER R E 24 AA T RME. 7L, ER LG, %0 &Rk IR
FAM ,E4 S LBANHL, ZFHAMEAFIAHRIZIARMGERES. TRAEE
ATRBE: —AAGA#EFET . E2HREANSFELFnERBAGZE R,
T IR (B HFFERSRA L RE G A AR 0 kA I GALE A A, T Ak
AN ERBE; ZABRTFTF. AXLNE] . THTAM BE"RE  FH T4, WELIE
$FTRFHM . AL TPATHRERNS R LS LAY T AERBRERAES, RETH . FE
=,

5.8 FEEREEY

BE MR R THRERE A BRI B R ENSHNFERLEeF
7 LU R A O o FAE R R FBUA B el LB i 5 B R SR i  2m 5 8% 34,
T8 A T il A L A A B IR | b LR 8 A i 1A R L N D T R S AR Al 14 A 18 il W B
4T ETREFNFL T WT,

(1) A A SRR NS RGP 5 00 A R | OB 3 i B = 4K
B aa A7 30 05 A A AR AR AR T F B (R B 2 .

(2) HI P e Vit i P S 3 Fh T O B A B AR G0 1R W as AT BT A 1 S/l 15 it s B i s T
FEE B AT O Syl SR R 2R S S B R B e

(3) AH IR St AR AR w8 X (R e {5 L AR 5 1 i A A B P S S L
BB A 5 2 R s B A s ok TR AR AT LA R R AR TR AT 1S AR SR Gk
B E RO R R R IR R TR AL e,

(4) A 15 % VM i B A2 1 R BE B 3 7E LA b 3 128 22 v 9 18 8 15t e B T 5 30 Y
REZeE .

[ &iE M ESE 0]

2015 F 12 A 23 B, B 2 F#-H 2R M AWK (AT 140 ) K2 —F 65 T i
WA, B E AR ARE XA FS . I TEEAEAL A 2EA R W
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ﬂ"'r

PHANTZEHRMAF AR FEHABSEEINXA, TR GREZELEFTHFHG KRR
WEFIRTARNERER, ZEEAN SRR EERMG L EFRLTLHALE
EAWMREEAF e, FREA RS T AHRE,

ESET AWM AAR CEESE, & # £ %ﬁ%n%ﬁﬂm*ﬁﬁAdemm@y
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