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WATRE L — MG . E A BB TRRESEL.SHRENEE L0 3
1y b .

Fh s ME R BAE A E R BT B A 5 A 75T RS A i X
W 26 15 45 0] DL & i3 AL S BOHE A0 33X A PR 0 15 A PR RE BE 08 B i B AE 4 7o 14 a8 KT . i X
WNAFH CPU ZEoR S A ge Hi {1 .

T A B Ps 2 1Y Ak B 2 AH T A Y L XA A B Bk B LR RS R . (B AR
HEGE X SR Fr i Bidls e ? JFokTE IP Bal b & F — 2 F B, LAk 32 o (8 1E #f 40 2% 3%
LR .

2.1 IP % [y FiE4H

Por R 5ME MTU K, JekEHR MTU.

MTU(Maximum Transmission Unit) &M% FAZ LR KEHEA ., MTU BB B
5. #lan . Ethernet 76—l A XA BEWE A& 5 1500 ~F 77,11 16MB/s Token Ring HY HiL 7
) MTU A~ 17 914 577,

RFC791 #LE . MTU i K2 65 535 D510, e/ 68 517, 24 1P EHLE]— %=
KR TP BAE AR R EHE ALK T R 3R RG WAL MTU B35 . X i 3R g0 9l 159 8 £ s &
I Z A~ i (fragmentation) K & 1% . TR AR 0 /% o B2 vb L 0 2R TP 25408 A9 K K AS RE 3 1o
F 3k A A LR W Z 8] Y 5 ) B g el i U 23 460 40 B L i 45 2500 60 158 WA 38 o 3K 4>
[ 2%

o e Y IP Bl RA RS B A AT ET A R . EOT AR i H i vm Y 1P JZ K
58 I - He H Y= 5 40 v AR T 2% 0 AR A% e J= (TCP Al UDP);%:?EHB . B4 idn
Be A T RE S KT R (TREAS IE— K0 .

HIPBEGAE TR R B RENN — T dH BAACH IP J5# . X 50 R 5 %
P LA B N e A H B RS th B8 B Ayl . X AE Y EE AR aX B /B8 B A d
A AT RE &R WO B AR AR TP B b AY {5 B IR 241 % X S 83w 1 )

FIREAE AL AT LUy R AH U SR ke 50 00 Fr o IR TP JEAS B P A il i o A% i LA . ply B8
15 )z ok ST A M E AL (TCP A MEAYLED . SRR IRCERE.TCP £ H
REEA TCP e 3B A R EAEIEE BT — D 8HE R . b3 A 4%, [
I 1) 24 38 i

2.2 S iR

O3 AU H B0 AR S AL i B R g

AR R AR E A . R EE AR 4464 FT A XN IR 2= AH
20 F MR E G R, X EWRE I 02 4444 F7. Zor 982 X 4444

B—1NorREESFE - TMEEFERC IP BT, XA IP EA 2/ AT
20 F7,
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Li CP/IP LR NI

IP 53 R b LA 8 F A% . in— 8 e & 256 0 R  HAT— 1> A B
{XREZ AN 250 FH IR A — 4 F B AU AL & 248 F45 (248 /NTF 250 WY AT L9 8 #E R 1)
BEO. A8 FWMAETF - TRHEBEKIX.

2R R TP 4 B, TCP /9 Path MTU Discovery §L#I AT DL 34— 4> 55 00 (8 3 i o %%
5 7r F s

2.3 IP B aify

1P BPR 6 & B A A AR MAHSCH) TP B &P, tniE 2-1 Fras . X 2 1P s 60 10 48
oy s T — IP B i & 1fs 2

kA | MIE KR | 8fAR S 6 B KE(F T ED
(TOS)

6{iFRiA Nibnas | I3 WS

(L AAFAS WI(TTL) JivADISIN 1647 1 il f i

32(ViFIPHiz bk
3241 H (1P 41k
e

—~— TS ——

Kl 2-1

IP BiE P FEAE X WFE 2-1 Fin.,

£ 2-1
S 3z % Mok u W
v B9 FH DL B sz 80 g 1P kA . fr A 8 fid iz B0 60 19 1%
k4 ( Version) 1 AL LT AR TFE R A . KE 4 TCP/IP 7= & P AH
F 1Pv4
DL 32 B MBI KB TP BB . oA JLF A 1 1P &
5 WK JE (Header Length) ) ) 32 7 Sk BT 4 B b E., HAJLFEFA M A

HEE 20 F W R X TFEMNMEJLFE LS

5 FHAR Y . FHLF Internet | A9 B i 2% 8 it — 4~ 1F Jc 9L iRk
Hiz 55 25 B ( Type-of-Service Flags) 8 %, XD FEOEE A IE W bs & N R PR T DL SR XS 3K
P 0075 20 v U0 S 2%, i Lk H Al BRobE 0 S iy

S PE (Total Packet Length) 16 DL R R D B 4358 TP R KB, L3 B S A AR

P (Fragment Identifier) 16 | priREds . A8 By B 3R A0 B BLE IR iUSCR B A T AY

b7 (Fragmentation Flags) , 16 B AT A8 H B AEART 0 A0 L 2B g i L 3R IR T A e 4 i i
% B AS Lk B A e A

6 B XA R BRI i I TP B0 60 1 5 1 Y 1L 8 5 Y 19

i # (Fragmentation Offset) 13 o
KR




F25 IP W
ZE
T Bz 7 %% H % i B
H: FE Bt [E] ( Time-to-Live) 8 i BA B 60 A6 AN AT A2 3% I R 2 B A m] D28k i ik &R
i (Protocol Identifier) 8 v B AEAE TP a0 F 14K 0 5 2 il
B aP#E5S Fil (Header Checksum) 16 H S AE TP & 5P Y Fe 46 F
Ji TP #bhE (Source IP Address) 32 | FISRAEAF e #) K35 Z IR0 EALAY 32 A7/ TP Hhht
H 1 IP #b Bk ( Destination IP
e 32 | FISRRETE IR G Bk B 0 RS 32 B0 TP Mkt
Address)
1% TP H type-of service b5 & $#2 it T — Lo { S e 55 — #F .
RS T 1% R 5k A 3 358 10T B 6% 3 i Options 5 B g L, X 4L 35k i
PE I (options) Af A% | f135 source routing. timestamp F1 H fil — 26 5% 151 H@iﬁﬁi
RAH . XWRESSEIP 534 E B 20 95 i ME — 5t A
(XA~ 2 300 e m] )
IP BIRA M E AL 32 M558, MR A5 A
Padding ( 41 ) | AR
s | e o A B B 9 B 52 SR 0 (8
* | TP EIRE IR . EEEAT . S8 & -1 5% 40 TCP
;(data) ] AR
H e | UDP (B R T BRI TP B L — B

TGS LR FTP BAE L k0tr— F 1P B iy 4544

1. Version #1 Header Length

ol 2-2 #nE 2-3 Fras . a LLAE 3] 1P £08s A7 i > F Bt Version Hl Header Length,

Ele E:I'rt Eew En Ea:ntune E‘.ahr:e Etaﬁstics ﬂelp I
. A - )
2| =|@)| x || S| @4l 0|7 & @lal@ ¥ D|Ex B
Filter:l flﬂdd Expresszion. .. | Clear| Apply
Destination Info
25 10.94.2399 192.168. 2.2 192, lhE 3. Ced /
I | =

1194 bytes captured)
00:0b:46:99:6a:80, Dst: 00:6C:08:82:d42:19
Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr:

[ Frame 25 (1194 bytes on wire,
Ethernet II, Src:
B Internet Protocol,

Header length: 20 bytes
B Differentiated Services Field: Ox00 (DSCP Ox00: Default; ECN: Ox00)
0000 00.. = Differentiated Services Codepoint: Default (0Ox00)
ECH-Capable Transport (ECT): D
ECH=-CE: O
Total Length: 1180
Identificaton: Ox19ce ([6606)
E Flags: Ox04 {(Don't Fragment)
C... Reserved bit: Mot set
.. Don't fragment: Set
L0, More fragments: HNot set
Fragmen‘t offset: O
Time to liwe:s 127
Protocol : TCP (Ox06)
Header checksum: 0x5739 (correct)
Source: 192,168.2.2 (192.168.2.2)
Destination: 192.168.3.2 (192.168.3.2)

5
[
o

192.168.3.2 (192.168.3.2)

# Transmission Cortrol Protocol, Src Port: Ttp-data (20), Dst Port: 1365 {1365), 5eq: 1381, Ack
[E FTP Data
N ] -~
000 00 80 08 82 d2 19 00 Ob 46 59 sa 80 08 DD Eg 00 L e F.3 ..E.
010 04 9c 19 ce 40 00 7f 06 57 39 c0 a8 02 02 O as Y - T = I
020 03 02 00 14 05 55 el c1 f3 z7 05 98 Qa 88 50 18 e .
030 44 e Be 7e 0D 0D 64 72 FPF 2d P2 77 2d F2 77 2d Duwmu o dr w-rw—rw—
040 20 20 20 31 20 75 73 65 72 20 20 20 20 20 &7 72 1 use r ar
050 6F F5 70 20 20 20 20 20 20 20 20 20 20 20 30 20 oup 0 /

f&rsl-:-n (p.wersion), 1 byte | P: 101 D: 101 btz 0
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Ele E:I'rt Eew En Ea:ntune E‘.ahr:e Etaﬁstics ﬂelp I
. A - )
BE) x @S| @ a0 F & QA M) X &
FiIter:I ,l"l Add Bxpression ... | Clear ﬂppl',rl
Mo. . Destination Info
25 10.94.2399 192.168.2. 2 192.16E.3. 2 = /
R | -

[ Frame 25 (1194 bytes on wire,

1194 bytes captured)

Ethernet II,

Src: 00:0b:46:99:6a4:80, Dst: O0:6C:08:82:d2:19

B Internet Protocol, Src Addr: 192.1638.2.2 (192.168.2.2), Dst Addr:
Version: 4

192.168.3.2 (192.168.3.2)

E|D1ffer'erlt1 ated Services Field: Ox00 (DSCP Ox00: Default; ECN: OxQ0)
0000 00, Differentiated Services Codepoint: Defau1t {0=00)
camn s ECH-Capable Transport (ECT): D
....... ECH-CE: O
Total Length: 1180
Identificaton: Ox19ce ([6606)
E Flags: Ox04 {(Don't Fragment)

Version: 4

Header Length:

2. Differentiated

% Rk B Di

O... = Reserved bit: Not set
.1.. = Don't fragment: Set
.0. = More fragments: Hot set
Fragment offset: O
Time to liwe:s 127
Protocol : TCP (Ox06)
Header checksum: 0x5739 (correct)
Source: 192.168.2.2 (192.168.2.2)
Destination: 192.168.3.2 (192.168.3.2)
F Transmission Cortrol Protocol, Src Port: Ttp-data (20), Dst Port: 1365 {1365), 5eq: 1381, Ack
FTP Data
N ] =
000 00 o0 08 82 d2 19 00 Ob 46 59 sa 280 08 DD qg 00 L e F.q ..E.
010 04 9c 19 ce 40 00 7f 06 57 39 cO ag 02 02 o0 af Y - T = .
020 03 02 00 14 05 55 el cl 3 Zz7 OS5 98 Qa B8 30 18 e L
030 44 ef Be 7e 0D 0D 64 72 FPF 2d P2 77 2d F2 77 2d Duwme o dir w-rw—rw—
040 20 20 20 31 20 75 73 65 7F2 20 20 20 20 20 67 72 1 use r ar
050 6F F5 70 20 20 20 20 20 20 20 20 20 20 20 30 20 oup 0 /
header Length (p.hdr_len), 1 byte | P: 101 O 1071 ki 0
& 2-3

H {4 TCP/IP 7= 54 i Fi 1Pv4 .

IP B A/ R 20 45 WA 2-1 A 50, IP AT A 32 .

TJL,—% 4 F B4 5 5 EE 20 NF . R ET R A K E W
iH B2k i K E R 20 F .

20

Services Field

fferentiated Services Field. W& 2-4 s . E & A~ 1P £ ¥E 1 2 AL 4

PHE ST XA e e 1A H T REMS A B ATR N ARy L EALANES il e b oo 0y ik

X B,
Hﬁ'%n

AN FHAE R ml RLd

KB AR B K AR B S T At S A 0 Y R A Y

LR DEON FR .

JRAEZARE A 1Pva | IR A DR gial LU T, B 5 IE A & a2 2
eah A DY TP BPF R B s S XA A N R P B B A X

000. .. .. Routine L e AE SR LR 0 %%Efi%?ﬁqﬁﬂﬂeﬁﬁﬂ%ﬂﬁ%n
. 0. Delay JEIRZOK L0 & E . 1 A/ MER .
.0... Throughput G K .0 A E .1 i KA,

..... 0.. Reliability ﬂ%‘%%}k,o A SEAE .1 N SR,

00 Not Used

AfEH .



ﬂli E:Ht Eil Eu Ea:tum inalwi E:'r:ﬂcs ﬂilp I
BE x 3 R e 0|F & Qlala) #D|EEx B
Filter: fll‘dd E'IF“'!HE'“---I Clear "PP"FI

e —— e Alac LR LS E
I | -

|||||||

[ Frame 25 (1194 bytes on wire, 11%4 bytes captured)
E Ethernet II, Src: 00:0b:46:99:6a:80, Dst: Q0:60:08:82:d2:12
B Internet Protocol, Src Addr: 192,1638.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Version: 4
Header length: 20 bytes
B Ditterentiated Services Field: OxOd (DSCP Ox00: Detault; ECN: OxOO0
0000 00.. = Differentiated Services Codepoint: Default (0Ox00)
ECH-Capable Transport (ECT): D
ECH-CE: O
Total Length: 1180
Identificaton: Ox19ce ([6606)
E Flags: Ox04 {(Don't Fragment)
O... Reserved bit: Not set
.. Don't fragment: Set
L0, More fragments: Hot set
Fragment offset: O
Time to liwe:s 127
Protocol : TCP (O0x06)
Header checksum: 0x5739 (correct)
Source: 192,168.2.2 (192.168.2.2)
Destination: 192.168.3.2 (192.168.3.2)
F Transmission Cortrol Protocol, Src Port: Ttp-data (20), Dst Port: 1365 {1365), 5eq: 1381, Ack
FTP Data

[~ ]

5
[
o

-

o000 OO0 &0 08 82 d2 192 00 Ob 46 59 6a 20 02 00 45 Eg e eaanss F.j...Ei

010 ©Od 9c 19 ce 40 00 7f 06 57 39 cO ag 02 02 0 a S - U " =

020 03 02 00 14 05 55 21 c1 3 Zz7 05 98 Qa 88 50 18 e 1

030 44 ef 8e Fe OO0 O0 64 72 77 o2d 72 77 2d 72 77 2d D..~e o dr w-rw—rw—

040 20 20 20 31 20 25 73 68 72 20 20 20 20 20 &7 72 1 use r ar

0s0 BfF 75 A0 20 20 20 20 20 20 20 20 20 20 20 30 20 aup (4] !
hbﬂwﬂlid Services field (p.dsfield), 1 byte | P: 101 D: 101 M 0

&K 2-4

3. Total Length

UL AR AN TP B 09 /D G E A AEHE S 4 LF 5 3Ros . Wl 2-5 iR . T L&
#| Total Length: 1180, [ iy i E 2] E & F 77 A 4~ B AN AY 5 04 e X P EF & 1180
7S KR

XN FEMNEZEZHMNESFRFEIZOIZL L E : total packet length— (¥ =) header
length,

4. Identification

mE 2-6 & 2-7 s AR F B ME — AR IR BV E XN E —-hEdE. AN
ARG E A 16 M Fy5 HRIELZE RZEMBW RGN AZEIEA . @FE L% ik
LEBMEISMm 1,

MBIk — D EAE L R S X AN T B N A S I B RS Rorb, /R aX e gk gy
A& T R— 2R

& 2-6 FE 2-7 R ADEIE AT TS 4 5 b 6606 A1 6607. 78 & 2-7 A B AR AL Y
Identification FE W {H 2 &l 2-6 T RY(E N 1.

5. Flags

e 2-8 Frme XN FERGA 3. EfERANE LT .
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CP/IP iR N

Ele E:I'rt Eew En Ea:nt Lre E‘.ahrze Etaﬁstics ielp I
i Fal LIl Fr
@) B|E)| x |2 S @ a»|0F | R ¥D|EE X &
FiIter:I ,l"l Add BExprezzion. .. | Clear| Apply
Destination Info
942399 192.168. 2.2 192.166.3. 2 FTP-DATA FTP Data: 1140 bytes /
N | -

[ Frame 25 {1194 bytes on wire, 11%4 bytes captured)
E Ethernet II, Src: 00:0b:46:99:6a:80, Dst: 00:60:08:82:d2:12
B Internet Protocol, Src Addr: 192.1638.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Version: 4
Header length: 20 bytes
B Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: Ox00)

0000 00.. = Differentiated Services Codepoint: Default (Ox0D)
..0. = ECN-Capable Transport (ECT): D
.0 = ECN=CE: O

Tota

Identificat-on: Oxl19ce (6606)
E Flags: Ox04 {(Don't Fragment)

O... = Reserved bit: Not set
1.. = Don't fragment: Set
..0. = More fragments: Hot set

Fragment offset: 0

Time to liwe:s 127

Protocol ; TCP (Ox0&)

Header checksum: 0x5739 {correct)

Source: 192.168.2.2 (192.168.2.2)

Destination: 192.168.3.2 (192.168.3.2)
[ Transmission Cortrol Protocol, Src Port: Ttp-data (20), Dst Port: 1365 {1365), 5eq: 1381, Ack
FTP Data

] ]

-
010 19 ce 40 00 7f 06 57 39 0 ag8 02 02 0 as i@t Wa......
020 00 14 0% 55 el c1 3 27 0% 98 0a 88 50 18 ..... .. .'....P.
030 44 ed B8e 7Fe Q0 00 64 72 77 2d F2 77 2d 72 77 2d D~ o dr wW=priw=piy—
040 20 20 20 31 20 75 73 65 F2 20 20 20 20 20 &7 72 1l use r ar
050 &f 7S 70 20 20 20 20 20 20 20 20 20 20 20 30 20 oup 0
060 4f 63 74 20 32 33 20 20 32 30 30 33 20 46 51 78 Oct 23 2003 Fax /
I'I'u:-tal Length (p.len), 2 bytes I P: 101 O: 1071 ht: 0
& 2-5
File Bt  ‘Mew Go  Capture Analyze Statistics Help I
o ﬁ ] K p-—-g,
)| BE|E x| 8| X e »| 0T 2| QA ¥ HEX E
FiIter:I ,l"lﬁh:ld Expresszion. .. | Clear| Apply
Destination Info
942399 192.168. 2.2 192.168.3. 2 FTP-DATA FTP Data: 1140 bytes /

= | -

# Frame 25 (1194 bytes on wire, 11%4 bytes captured)
M Ethernet II, Src: 00:0b:46:99:6a4:830, Dst: O0:6C:08:82:d2:19
B Internet Protocol, Src Addr: 192,1638.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Version: 4
Header length: 20 bytes
B Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: Ox00)
0000 00.. = Differentiated Services Codepoint: Default {(0Ox0D)
R« ECH-Capable Transport (ECT): D
cenr awad = ECN=-CE: O
Total Length: 1180
Identification: Ox19ce (6606) |
E Flags: Ox04 {Don't Fragment)
O... Reserved bit: Not set
.. Don't fragment: Set
.0, More fragments: HNot set
Fragment offset: O
Time to liwves: 127
Protocol : TCP (O0x06)
Header checksum: 0x5739 (correct)
Source: 192,168.2.2 (192.168.2.2)
Destination: 192.168.3.2 (192.168.3.2)
[E Transmission Comtrol Protocol, Src Port: ftp-deta (20), Dst Port: 1365 (1365), Seq: 1381, Ack
FTP Data

| ]

-
010 04 9c F 40 00 7f 06 57 39 c0D a8 02 02 O a8 !@ = I
020 03 02 14 05 55 el c1 3 27 O5 98 0a 88 30 18  ..... .. .'....P.
030 44 e Be Fe 00D 00 64 72 FF 2d P2 F7 2d F2 77 24 D, .~ o dr W= =
040 20 20 20 31 20 75 73 65 F2 20 20 20 20 20 &7 F2 1l use r gr
080 &fF 75 A0 20 20 20 20 20 20 z0 20 20 20 20 30 20 aup 0
060 4f 63 74 20 32 33 20 20 32 30 30 33 20 46 51 78 Oct 23 2003 Fax /
'demifl-:atinn (ip.id), 2 bytes |F 101 O 101 btz 0

K 2-6




File Bt  ewm Go Analyze Statistics Help

A EEREEEEREEREE I GEESE

,l"l Add Exprezzion. .. | Clear| Apply

Ho. . Time
26 10.943138

Protocol Info
FTP-DATA FTP Data: 1260 bytes

Destination
192.16€8.3. 2

N | -

;

[ Frame 26 (1314 bytes on wire, 1314 bytes captured)
E Ethernet II, Src: 00:0b:46:99:6a:80, Dst: 00:60:08:82:d2:12
B Internet Protocol, Src Addr: 192,.1638.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Version: 4
Header length: 20 bytes
B Differentiated Services Field: Ox00 (DSCP O0x00: Default; ECN: Ox00)

0000 00.. = Differentiated Services Codepoint: Default (Ox0D)
..0. = ECN-Capable Transport (ECT): D
0 = ECN=CE: O

Total Length: 1300
Identitication: Ox19c
E Flags: Ox04 {(Don't Fragment)

O... = Reserved bit: Not set
1.. = Don't fragmenkt: Set
..0. = More fragments: Hot set

Fragment offset: 0

Time to live: 127

Protocol ; TCP (Ox0&)

Header checksum: Ox56c0 (correct)
Source: 192.168.2.2 (192.168.2.2)
Destination: 192.168.3.2 (192.168.3.2)

FTP Data

es0O7)

M Transmission Cortrol Protocol, Src Port: Ttp-data (20), Dst Port: 1365 {1365), Seq: 2521, Ack

] ]

010 05 14 40 00 7f 06 656 cD cO a8 02 02 0 a8 i@‘f

020 03 02 14 05 55 el c1 f7 b 05 98 0a 88 50 18 ..... oo wuennns P.
030 44 ef e3 90 00 00 20 20 20 20 67 72 6f 75 70 20 (WS SSEE group
040 20 20 20 3 32 32 35 30 34 36 39 20 46 65 52 20 62250 459 Feb
050 32 38 20 20 32 30 30 33 20 53 79 6d 61 6 74 @5 26 2003 Symante

060 63 41 e 74 69 56 68 72 75 ¥3 53 E5 F2 FE BS 72 cAntivir usServer

i

'demifl-:atinn (ip.d), 2 bytes :I P: 101 D: 101 btz 0

File Bt ew  Go Analyze Statistics Help

o) S|E) x (@8] R ¢[=]0[F 2| Qalal b X 8

,l"lﬁh:ld Expression .| Claar| Apply

Destination Info
192.166.3. 2 FTP-DATA FTP Data: 1140 bytes

R ] P

25 104,

7

Frame 25 (1194 bytes on wire, 1194 bytes captured)
E Ethernet II, Src: 00:0b:46:99:6a:80, Dst: OD:6C0:08:82:d2:19
B Internet Protocol, Src Addr: 192,168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.1468.3.2)
Version: 4
Header length: 20 bytes
B Differentiated Services Field: Ox00 (DSCP O0x00: Default; ECN: Ox00)

o000 00.. = Differentiated Services Codepoint: Default (Ox00D)
cas: 2:0. = ECN-Capable Transport (ECT): D
ceald = ECHN-CE: O

Total Length: 1180
Identificat-on: Ox1%ce (6606)

O... = Reserwved bit: Mot set
.1.. = Don't fragment: Set
J. = More fragments: HNot set

Fragment offset: O

Time to liwe: 127

Protocol : TCP {(Ox06&)

Header checksum: 0x5739 (correct)
Source: 192,168.2.2 (192.168.2.2)
Destination: 192.168.3.2 {192.153.3.2)

FTP Data

Don t Fragment)

E Transmission Control Protocol, Src Port: ftp-deta (200, Dst Port: 136% (1365), Seq: 1381, Ack

| ]

010 04 9c 19 ce Z¥ 00 7f 06 57 39 cO a8 02 02 cO a8 I T .

020 03 02 00 14 55 el c1 f3 27 OS5 98 Da B8 50 18 ..... 1 I
D30 44 ef B8e 7e QD QD 64 72 77 2d 72 77 2d 72 77 2d  D..~..odr o werw-rw-
040 20 20 20 31 20 75 73 65 7z 20 20 20 20 20 &7 72 1 use r ar

050 6f 75 70 20 20 20 20 20 20 z0 20 20 20 20 30 20 oup a
060 4f 63 74 20 32 33 20 20 32 30 30 33 20 46 51 78 Oct 23 2003 Fax

K

Flags (p.flags), 1 byte | P: 101 D: 101 Mt D

IP

11



12
E P/IP 1R N Hh

HAEisA .
T 1 HH

Reserved bit:

don’t fragment: -IP A E A L XA IP A2, A 1 B RR A

o #E .

more fragments: HRUEBHIRZEIE 2R A HAL A B, 1 W FRanH LA F4 .

6. Fragment Offset

E 2-9 R X P FEERBEEN, Y N R BIECES T *%1’3%ﬁ$fﬁ(MTU)
BN BEAR T S8 B R fragment #F174% 25 GX U R AL 22 2 94T B2 A Fr AN 6]
FH B P 2 D 1Y) o T I OO At R 3R i s ), B dE RIS B A AT BB R L BEE B AHT
I AN — 58 il A X4 %9 0 B B8R A0 i I, B DA X4 40 B i st g, B34 B A #2 7 ARl
{6 T 76 & 4H 1Y B Xt 5 A8 .

Ele E:I'rt Eew En Ea:tune f.aly'ze Etaﬁstics ielp |
BE x| @8] @ e »F & Q| DX g
M f’l Add Expression...| Clear ﬂpph_.rl

Mo, . Destination Infa

25 llﬂl 042399 192.168.2.2 192.16€E.3.

Frame 25 (1194 bytes on wire, 1194 bytes captured)
E Ethernet II, Src: 00:0b:46:99:6a:280, Dst: 00:6C:08:82:d2:19
B Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Version: 4
Header length: 20 bytes
B Differentiated Services Field: Ox00 (DSCP Ow00: Default; ECN: Ox00)
o000 00.. = Differentiated Services Codepoint: Default (Ox0D3)
..0. = ECN-Capable Transport (ECT): D
= ECHN=-CE: O
Total Length: 1180
Identificat-on: Ox19%ce (6606)
E Flags: Ox04 (Don't Fragment)

C... = Reserwved bit: Hot set
.1.. = Don't fragment: Set
..0. = More fragments: Hot set

Fragment offset: O

Time to live: 127

Protocol : TCP (Ox0&)

Header checksum: 0x5739 {(correct)
Source: 192,168,2.2 (192.168,2.2)
Destination: 192.168.3.2 (152.163.3.2)

E Transmission Control Protocol, Src Port: ftp-desta (200, Dst Port: 1365 (1365), Seq: 1381, Ack
FTP Data
N ] =
010 04 9c 19 ce ¢ 7f 06 &7 39 0D a8 02 D2 D a8 % = [

020 03 02 00 14 el c1 3 z7 05 88 Da 88 30 18 T 1

030 44 e8 Be 7e Q0 00 64 72 77 2d 72 77 2d 72 77 2d D. .~ o dr w-riw—rw-

040 20 20 20 31 20 75 73 65 72 20 20 20 20 20 &7 72 1l use r ar

0s0 &F 75 20 20 20 20 20 20 20 20 20 20 20 20 30 20 oup 0

060 4f 63 74 20 32 33 20 20 32 30 30 33 20 46 51 78 Qoct 23 2003 Fax /
"mgment offset (Jp.frag_ofiset), 2 bytes | P: 101 D: 101 M D

B 2-9

fragmentation offset i A 0. /R IR LT HH40 F .

Rl R A $eE F Be i e 915 7 B . B Y 3R G0 Hb v X 1 SF B2 FT total packet length #l
don’t fragment fp i —E{HH .

& 2-9 FE 2-8 1 flags TAE—EFH . AMER 40 00" FR/R iz v BEAA 4 iX 25

WA 1.

A

7. Time-to-Live

anE 2-10 Fros - AT Rl (T TL) L FE1F 2 M 25 U B 6 3] . B8 2 XN IR S EA
REREFEFZa A L& KBk &L, H[E A im =4 — A4 1P A, B fE
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F2E IP W

Time—tD-liVE%’—’Eﬁ&ﬁ.ﬁ AN 1~255 Z B WIME . B 4120450 Bl s 26— IR X M 50 2+
. WX AMETER]IA R A E 1) 2 48 Z Bl 2 0.2 0L 588 A A B A ] A 3% 0 8 57 2 =5

Ele E:I'rt Eew En Ea:ntune E‘.ahrze Etaﬁstics ielp I
o) 5B > [2[2] R[«[»] o7 2] Qala] PIHEX 8
m ! |ﬂdd Expression... | Clear| Apply
Destination Info F
=k e o | /
= T =

Frame 25 (1194 bytes on wire, 1194 bytes captured)
[H Ethernet II, Src: 00:0b:46:99:64:280, Dst: O0:6C:08:82:d2:19
B Internet Protocol, Src Addr: 192,.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Version: 4
Header length: 20 bytes
B Differentiated Services Field; Ox00 (DSCP 0x00: Default; ECN: Ox00)
o000 00.. = Differentiated Services Codepoint: Default {(Ox00)
vess -0, = ECN-Capable Transport (ECT): D
....... 0 = ECN=-CE: O
Total Length: 1180
Identificaton: Ox19ce [6&606)
E Flags: Ox04 {(Don't Fragment)
O... = Reserwved bit: Hot set
i Don't fragment: Set
0. More fragments: Hot set
Fragment offset Q

Protocol : TCF' (CI}(DE)

Header checksum: 0x573%9 (correct)

Source: 192,168,2.2 (192.168,2.2)

Destination: 192.168.3.2 (192.163.3.2)
H Transmission Cormtrol Protocol, Src Port: ftp-data (20), Dst Port: 1365 ({1365), Seq: 1381, Ack
FTP Data

] ]

-
010 04 Sc 15 ce 40 00 06 57 39 cD ag 02 02 0 a8 @ti Wi......
020 03 02 00 14 05 55 el c1 3 z7 O5 98 0a 88 30 18 S | P
030 44 el B8e 7Fe Q0 00 64 72 77 2d F2 77 2d 72 77 2d D. .~ AP wW=rw-rg—
040 20 20 20 31 20 75 73 65 F2 20 20 20 20 20 &7 72 1l use r ar
050 &f 7S 70 20 20 20 20 20 20 20 20 20 20 20 30 20 oup h]
060 4f 63 74 20 32 33 20 20 32 30 30 33 20 46 51 78 Oct 23 2003 Fax /

I'I'Irne to live (p £, 1 byte |F' 101 O: 101 Wt D
B 2-10

8. Protocol

XN FEH R AR P EECT A EEP I AZER ., 8 1 £/ ICMP.H N 2
£~ IGMP.{E R 6 /8 TCP.{E N 17 /8 UDP.
& 2-11 F¥E K 6.3~ TCP L.

9. Header Checksum

aE 2-12 Fros s HUAMEAE % TP & SRR 56 A, 45 b (8] 1% 45 B8 0% 56 10k & 30 19 N 25 318
55 AT BE RO PR R AR
e 58 A N, FH T 1P B S A . 1 AN N FH F 24 1P B dE £

10. Source Address
Qo 2-13 Frzs B BOZEIR A a9 IR A 6 3 Wl 2 T vm R A Y 32 A7 TP Hhk
11. Destination Address

WA 2-14 s AR B L n) iR 2 B a9t 1P #bhik
XA FE UL Y R 2 Ry S & B A aE o TR R U R X B R A B aY . B A Hb
19 TP Hb bk 0207 B P R4 IR Ha il B R A Em b .



CP/IP LR N #T

File Bt ‘dewm Go  Capture Pnalyze Statistics Help I

a)| 5([E)] x ﬁ;@a @ == =) ﬁ‘i @'Q@{l E;H_'] ®
M I |ﬂdd Expression ... | Clear| Apply

N | =
Frame 25 (1194 bytes on wire, 1194 bytes captured)
[H Ethernet II, Src: 00:0b:46:99:6a4:80, Dst: O0:6C:08:82:d2:19
B Internet Protocol, Src Addr: 192,168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Version: 4
Header length: 20 bytes
B Differentiated Services Field; Ox00 (DSCP 0x00: Default; ECN: Ox00)
o000 00.. = Differentiated Services Codepoint: Default {(Ox00)
..0, ECHN-Capable Transport (ECT): D
csns snal ECHN=-CE: O
Total Length: 1180
Identificaton: Ox19ce [6&606)
E Flags: Ox04 {(Don't Fragment)

Destination Info
25 10.942399 152.168.3. 2 FTP-DATA FTP Data: 1140 by‘te /

O... = Reserwved bit: Hot set
.1.. = Don't fragment: Set
0. = More fragments: Not set

Fragment offset: 0
Time to liwe: 127

Header checksum: 0x573%9 (correct)

Source: 192,168,2.2 (192.168,2.2)

Destination: 192.168.3.2 (192.163.3.2)
H Transmission Comtrol Protocol, Src Port: ftp-data (20), Dst Port: 1365 ({1365), Seq: 1381, Ack
FTP Data

] ]

-
010 04 Sc 15 ce 40 00 ?fﬁ 57 39 cD ag 02 02 0 a8 @iw;
020 03 02 00 14 05 55 el c1 3 Zz7 05 98 0a 88 30 18  ..... .. .'....P.
030 44 ed B8e 7e Q0 00 64 72 77 2d F2 77 2d 72 77 2d Do~ o dr wW=-prw=piy—
040 20 20 20 31 20 75 73 65 F2 20 20 20 20 20 &7 72 1l use r ar
050 &f 7S 70 20 20 20 20 20 20 20 20 20 20 20 30 20 oup 0
060 4f 63 74 20 32 33 20 20 32 30 30 33 20 46 51 78 Oct 23 2003 Fax !
F‘n:m:-cnl (ip.prota), 1 byte | P:101 D: 101 Wt D
K 2-11
File Bt  ‘ew Go  Capture Analyze Statistics Help I
: Fal T3] K -
g)| S|F)] x || S| Q@0 F 2| QQ|Q M) HE X B
FiIter:I ,l"lﬁh:ld Expresszion... | Clear| Apply
Destination Info
25 10.942399 192.168.3. 2 FTP-DATA FTP Data: 1140 bytes /

R ] P

Frame 25 (1194 bytes on wire, 1194 bytes captured)
E Ethernet II, Src: 00:0b:46:99:6a:80, Dst: OD:6C0:08:82:d2:19
B Internet Protocol, Src Addr: 192,168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.1468.3.2)
Version: 4
Header length: 20 bytes
B Differentiated Services Field: Ox00 (DSCP Ox00: Default; ECN: Ox00)

o000 00.. = Differentiated Services Codepoint: Default (Ox00D)
cass 2:0. = ECN-Capable Transport (ECT): D
seald = ECHN-CE: O

Total Length: 1180
Identification: Ox1%ce (6606)
B Flags: Ox04 {(Don't Fragment)

O... = Reserwved bit: Mot set
.1.. = Don't fragment: Set
0. = More fragments: HNot set

Fragment offset: O

Time to liwve: 127

Protocol : TCP {(Ox06&)

ecksum: Ox5739 {corfect) |

Source: 192,168.2.2 (192.168.2.2)

Destination: 192.168.3.2 (192.153.3.2)
E Transmission Conmtrol Protocol, Src Port: ftp-deta (200, Dst Port: 136% (1365%), Seq: 1381, Ack
FTP Data

N ] -

010 O4 9c 19 ce 40 00 7f Oa cD a8 02 02 =0 a8 vesol@a.. E ......

020 03 02 00 14 05 55 el cl £ 05 93 0a 88 50 18 ..... h.. . ....P.

030 44 e Be Fe 00D 00 64 72 FF 2d P2 F7 2d 72 77 24 Dy~ o dr w-prw—piy—

040 20 20 20 31 20 75 73 65 F2 20 20 20 20 20 &7 F2 1l use r gr

080 A&fF 75 A0 20 20 20 20 20 20 z0 20 20 20 20 30 20 aup 0

060 4f 63 74 20 32 33 20 20 32 30 30 33 20 46 51 78 Oct 23 2003 Fax /
Feader checksum (p.checksum), 2 bytes | P: 101 O: 101 M2 0O

K 2-12




Fobr =
2 5
File Bt ‘dewm Go  Capture Analyze Statistics Help I
: Fal ] PR
@) B|E)| x |2 S @ al»|0F | R ¥#D)|EE X &
FiIter:I flﬂdd Exprezzion. .. | Clear| Apply
Destination Info
25 10.942399 192.16€8.3. 2 FTP-DATA FTP Data: 1140 bytes /

= ; ] S

Frame 25 (1194 bytes on wire, 1194 bytes captured)
[H Ethernet II, Src: 00:0b:46:99:64:80, Dst: O0:6C:08:82:d2:19
B Internet Protocol, Src Addr: 192,168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Version: 4
Header length: 20 bytes
B Differentiated Services Field; Ox00 (DSCP 0x00: Default; ECN: Ox00)
o000 00.. = Differentiated Services Codepoint: Default {(Ox00)
..0, ECHN-Capable Transport (ECT): D
csns snal ECHN-CE: O
Total Length: 1180
Identificaton: Ox19ce [6&606)
E Flags: Ox04 (Don't Fragment)

O... = Reserwved bit: Hot set
.1.. = Don't fragment: Set
0. = More fragments: Not set

Fragment offset: O

Time to liwe:s 127

Protocal : TCP {(Ox06)

Header checksum: 0x573%9 (correct)

Destination: 192.168.3.2 (192.168.3.2)

FTP Data

Source: 192.168.2.2 (192.168.2.2) |

H Transmission Cormtrol Protocol, Src Port: ftp-data (20), Dst Port: 1365 (1365), Seq: 1381, Ack

] ]

-
010 04 9c 19 ce 40 00 7f 06 57 39 m 0 a8  ....@... WIRRPA..
020 03 02 00 14 05 55 el c1 3 =7 a 50 18 ..., .. .'....P.
030 44 ed B8e 7Fe Q0 00 64 72 77 2d F2 77 2d 72 77 2d D~ o dr wW=-priw=piy—
040 20 20 20 31 20 75 73 65 F2 20 20 20 20 20 &7 72 1l use r ar
050 &f 7S 70 20 20 20 20 20 20 20 20 20 20 20 30 20 oup 0
060 4f 63 74 20 32 33 20 20 32 30 30 33 20 46 51 78 Oct 23 2003 Fax !
ISnurce (p.src), 4 bytes | P:101 D: 101 Wt D
B 2-13
File Bt ‘Wewm Go  Capture Analyze Statistics Help I
2 Pl a= (&)
)| BB x |2|E| @0 F & RAQAQ| 1#D)HEX B
Filter:l flﬂdd Exprezzion... | Clear| Apply
Destination Info
25 10,942399 . 192.16E.3. 2 FTP-DATA FTP Data: 1140 bytes /

R ] P

Frame 25 (1194 bytes on wire, 1194 bytes captured)
H Ethernet II, Src: 00:0b:46:99:6a4:80, Dst: O0:6C:08:82:d2:19
B Internet Protocol, Src Addr: 192,168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Version: 4
Header length: 20 bytes
E Differentiated Services Field; Ox00 (DSCP O0x00: Default; ECN: Ox00)

o000 00.. = Differentiated Services Codepoint: Default {(Ox00)
vees ..0. = ECN-Capable Transport (ECT): D
a0 = ECHN-CE: O

Total Length: 1180
Identificaton: Ox19ce [6&606)

E Flags: Ox04 (Don't Fragment)
O... = Reserwved bit: Wot set
.1.. = Don't fragment: Set
..0. = More fragments: Hot set

Fragment offset: 0

Time to liwe:s 127

Protocol : TCP {Ox0&)

Header checksum: 0x5739 (correct)
Source: 192,16B8.2.2 (192.168.2.2)

EFTP Data

Destination: 192.168.3.2 (i9¢.18.3.2)
HE Transmission Cormtrol Protocol, Src Port: ftp-data (20), Dst Port: 1365 ({1365), Seq: 1381, Ack

[~ ]

K 2-14

-
010 04 9c 19 ce 40 00 7f 06 57 39 0 ag 02 02 EJEH aeaB.. WILLL.. T
020 oEJE 00 14 05 55 el cl 3 27 05 93 0a 88 30 18 M...u.. .. .P.
030 44 ef Be Fe 0D 00 64 72 FF 2d 72 77 2d 72 77 2d D, .~ o dF W= ria= rig—
040 20 20 20 31 20 75 73 65 72 20 20 20 20 20 &7 72 1 use r ar
080 A&F 75 20 20 20 20 20 20 20 z0 20 20 20 20 30 20 oup 0
060 4f 63 74 20 32 33 20 20 32 30 30 33 20 46 51 78 Oct 23 2003 Fax /
,:estinatl-:un (p.dst), 4 bytes | P:101 D; 101 Wt D

IP

15



gL 3I= TCP 1 UDP ¥

N AR P FH R 7E TP 4% A B 2 [l A% i 00 b AL S o LA A4~ — A
EH PR UDP) B AR IR S5 B AR5, HAh— 1 B E
Hl ML (TCP) . Bty 2 vl F2 /9 nl =81 a9 L fan ik 55 . KER 70 Internet Jif
A2 e #8465 H TCP, B 8 & i A BT S5 14 70 i 42 il e 55 ] DR 208 A & 22k

3.1 TCP hpiX

TCP /& HAJ Internet i i i 8 Z 09101 . 1P 7 Internet I %& 1% %X
6l , TCP 8 £ 7 1P £t 48 £ b 09 B0 /9 1 0 v 3 A TCP A& 4% Ik 55
Internet B EWE T AE .t AT RE TAEIS R L FE X A 4F-.

RFC 793 # % TCP fy Protocol ID & 6. M R G U E FriE T 1 &
Protocol 6 W&E /5 . Bl iz G E A N A Kk 3 TCP fEdE— 2L A5,

311 TCPEriREAIAR S5 K TCP (I €& 4514
TCP $2 4L 19 IR 55 K BT LA 4~ 5 % 40 56 i iR 55 15 2038 4% S AR 26 19

Ik %5 .
WEPE N — GBI LR RS — it BV, 57 2 TCP ZEJE M H fx
Rz M — ks, HREMMW S Il m i EiEcH, §
Je . kit AL B TCP P sty N R 76 0 & 1 B LT 4f i {5 i
WA WEAERG G IS 5 — iR ILE 89 A5 . IF B 45 0o . A2 e
AT R M RO E AT, BGOSR UL B H TCP WA 5 R
MAMEAE RS . A A H AT B AL (5 BT 4G . e 72 S 8 sh 3797
3% Vi AN A o ) HAE AR e BB 0 B — A 8 U AR B 8 X AR 18 FR R v
. FEM & THE L2 (8] 1E 7 o 08 FH A Rz FH #2 38 o (o v O 2 47 3 15 FER
WA, X4 k2 AR S B T 8 el (5 B B IR A T T L I E RS .
SEAT AR R B Ac#: T . & 3-1 J& TCP Rk & =K.
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Fg3E TCP T UDP ’rﬁ}a

6 [ 16401 Bl i 115 T
A
S =
M EEC R | SRR OO | BRaE(efir) 16477 %7 [1 A7) &
16{keBA 1661 %t l

e hii+padding

AT
K 3-1

1. iE%# O#0 B $ri% O (Source Port/Destination Port.16 {iI)

TEFRE— TCP 193k #8400 & I5 v 0 S/ 5 m s H 5 0 T & 7 I8 i 14 5z FH 325 72 Fn
Hogu g i R, ZERT I P e ihie ok 1P bk o] DIE — i 7E N 2% i€ — 5
FEHL: MEE S-S LA SR 2R AR R AT s AT, #R 0T AE W) 4% 1 Rk 55 A 42 H IR 57
1918 2K B3 1] [ 2 v i H At 25 P $ 14 AR 5% o 33 skl 3k o 11 5 0 DX o AN el 8 g R A2 . 1] G 2
-G8 Pmr N HEFER R RS &SR E WWW k55 g -Kat, B B Ym0 5 80 2k
B E R IR S 2 R E TR0 IR S WWW k55 o3 [E AHiZ L& 09 55 — N FH 72
Fem i 55 ae $ H FTP MR35 myig Kot U B fvm 05 21 RO ETRZWRF KN FTP,
X B AR G M AR E T FE 220 L FH [R] B 77 22 1E AT B A% S ik AL O BOE ARS = TIRIE .

2. F5SF#iLkS (Sequence Number/ Acknowledgement.32 i)

P55 fMfiIAN S 2 TCP W nl e A S, M —> TCP &M, Lk 77 El
& — AN FEAL B 00 U5 Ak 7 9 5 25 WO RO R N 1 TR 26 8] & 6 T L X B R 3% T A
IEET —1FWT . —BEEIFRERE. P SN SR EE S Lk T RS 548 .
RN AR 32 A7 3L DI 2% 4NE, i LB A 3 Bl 2 . 0~4 294 967 295, 24 4R
i B PRAES[EF] O,

3. HEMKE (4 £iD)

LS BN R R TCP Sk K/, Sk 5 Bl n] A8 K R 398 100 57 B o0 2% & 3 i 3X 4 - B
&) BsF ] DL Wiz TCP EdiE B o - in A7 B Fgs ol 7 &

4, FREG6 AD)

PR T BCER o AL 6 RS AL B U 1A B A S SR s i BH L A 45
Tife . RSN E Fma v .

5. BO16 i)

i Bel R o A TCP e CryE o A 2 ib vl LRI Z D BEE ¥ 17 . B RERT
TWHE O E O RS, ik k. 8l TCP i SCAY 3200 n] DABE H it 57 B ok ole 28 e i
Vi 6 B K/, @ RKR N 65 535 7,
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Li CP/IP iR N4

6. BIEFC16 i)

T AL )2 228580, RLI0 M LN TCP Brmy N A3 — R 5 16 1019 8580, IF 8%
EATTARIN . B 77 fR P 158 56 A A W 4% S 75 IR

7. E 2355t (Urgent Pointer.16 {iL)

HAEY URG PR 1 A AR . B2 & D IEmRE a, iy S5 Bh iy {E M
MFERELQHIEREG - TFTHFES., TCP N TIRESHCE . BIEN S HIZE LD,
A E IR X F R HAR R R - EM KN SR LK, BafErdgn—
BRI A L E b BRI B B L i Rk B X

8. &I+ padding( AT T K BF)

o T B T8 2 2 L AT LA 4 W BHE B i R RS R TR B W0 B O R R E itk
{H., X2 EEE,H N TCP Al REERE T M & BIE A BEE HAHZR KT HEIL. AT
B B ZE . BOR B A EHLE TS — ST A BRE cngZ X K/, Bln, — &5 iR
i — K 5 KK i Bl Bl 5 30 PC Mi%ﬁ_ﬁ% A PC &7 # 37 TCP % # 04 #f E © 1
PSR 19 e KRB RT

TCP B /N A 20 97, WS E X T — eI, 55w K/ m (& KR 60 &
), RFC 793 s i #asziin] LAk 32 23R T LA e T — A0t Haz e U H T
16 i, B 2 o751 ] padding FEZ#MFE 16 {if , padding F B2 H 0 A F B .

9. FIF (AT K /V)
F P 42 (0 1 B
312 TCP #1#E1% & J& 1

24 TCP % #3527 B8R L i it A ] G H B — &R 50 52 22 1015 0 o B o ) 258 3 28 L 803
EJe AR ACRINT %, TCP A — & 5 HL i o 44 1iE 248 4% Sy 2 38 1 8 E o] 58 19 L %2 &
1 AR SRR R G . P T A A

1. MSS(TR K XEKE)F MTU(R X EH 8 IT) K/

76 TCP ) & B at . 3l TR 7 B as # MSS., DL 72 1 B2 4% 5 19 B0 HE 19 K/ . MSS (B 1%
BN D EAY MTU KB 2 [E € /) TP 53 TCP &b B . H & an 2R ® 2% 1% o [a]
WA MTU E/NTH@ 505 38000 MTU B 43R e Lt b s 240 By . TCP 3%
F—~ Path MTU Discovery #1324 AS [7] 9 4% 79 1 5 A1 2 38 {7 B 80 59 43 B n] &t
HIV38 15 /1 5 Ak — 1> TP 3800 B0, 258 6 i) /N Sy i i 422 10 8038 %8 o 75 B /) MISS vh 1Y) i
/N MTU, XA EIRAR IP kA0 " in il F RO BN 1, DLRHER IEEE A5
Br S IP M E A i Bt RA T B IR A st & R b M 2R B 3 89 MTU H
VEE IR L, an 2R 2 ik v I 3] — A4~ ICMP 858 B AR 7 — D R Edig o KK IR 4
J 3 v A — BRI — SRR B L BB A S F 0 A F] 38 X O
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£ 3F TCP ¥ UDP fﬂ}a

2. #INWLE  FFSHLE | EEE L F

W TCP 198 B L 4F 5« 8 PR E B A% S 19 m 5 . TCP W3 3022 SR X A% Fay i £ 408 #B k47
A« AR EBR A B IE 3 34T TCP M il & e x5 — D BB AE T 32 (i %% 5 . Bk K 9]
5o B B AR BE DGR U5 7 8 18 04 0 24T g . TCP W DG 3 7 51 5 DL K N5
St B DA% 9 AT Sk o A — A% S 03I I R 25 b B B 1Y G 5 5 DA X 7 1 DA [ F AR 5 A
FEHX W R TCP 43 BEifiA . B IA 35 A 55 22 88 0h & 40 8 DA, nl DLC#E 1% 2 X 7 19
TCP 43 B . 76 TCP P 35 A B 32 0 DA e 2 WP 2 45 Bz . 1 238 0 & 26 T K — IR A 16 WP
— ANy B R RAT I Y BCERE IR s TCP Wi i B T 3 % FH ZE B L4 2 — 0 5 751506
AL SRR — I — A4 2 lim ] BRI BN X 2] X+ N /) N AN F A FF R i . 7
AN Be AR N-+X+ 1,08 JXT 77 F — R B G N+ X+ 1 50 B, X 0 9l 20 6 A 4 Uk LA 3
NI RCR . Kk ik —BER A, &8 — 4 (RTO) 3 AL 8 1 i 8% . 25 31 i 2% 65
) PRV A SR X O B A AT S o Rk I R 3 AN ACK JE ok &k B Br. 2R
MM<<N) 2> B e ALk vh g AR A X+MaB A &L X 7 M X+ M i EE X+M 5Bl
KA BT A 4y BE, TCP B A Fn 8 AL 2 R X B — 440 BEER A ME— B9 4 5 . 33X FF 24 X 7 i
BT EHEENERERS Xy BB ER R WNE S BN ELENEIEN S,

3. ZipERILHl

=4 e 2 g AN R B R B A0 Y L FH AR e R — LS . BB BB O — S R R B
HEAT & 5 .

4. BE OV EI

HTR—EFEMBCR . TCP TEZAF LE LT —A8 1. k25 I A 2 55 03] 80 I\ B & %
B R R B 2R XA E HRE XA HLE s E D PLE . BN 2 A Bl & #
— PR E DA I H A BT BEERAE R 0T DIE R — AR &%
2 XA YA A R T T . 3k e Y A 3 T (R BRI rwnd T ZE BT 1T cwnd H R
INE)— A~

EE 3-2 L T A AREH A B TE O AN, GFE LI AR TE DM A
AR b1 ool R BN PR E | BN S ¥ SR TN R R i NI O o = & e TSR N S
AIDAE S B 1 B 2 BREWORMIA B ATER Db B3 M4 a8 kil £ BT
HFrREIN EE DR A B 5 B 6 MIEB 7 B2E O E S PR E Ak — B, YB3
BN BERCG BE 8 S HE A O Ay o . X RE 47 11 e oA # e A i BT BRI . & 10 5423 9] i O
. WA DR T A&k PR WAL i f OB i 9 Be o (HR G B2 S BB 25 90 K i %K
P B s k& A A FE . R B 0 Z0AR HE H O BT RE 4 WA 8 b i B BE KN L i R
U E AL B O R/ B AR A BE TCP L3519 Window FEEH 48 % % 1 09 K/
LA XA R AT LA A C B E DR,

5. FEIRHLFI
24 0 1k i A ik — AR KR B DT RH ZE T B2 i 1Y 2% b XY BSE A L 4 WA 2 R ik
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COROO®OO @

g 7 s i

A - T
@@?@@@@@

C L RVAEIY-StS

51 BE3WERAIA

!
BBl

& 3-2

EH/NAE R T &K Tl A IR AR /IS B B AE B L 3K RE & B R 2 5 IR R SRR L O T AR
P A~ [a] 8, TCP ] Nagle 5355 o BR il % 325 v — W3 86 I 50 57 BP A% S £ 40 - 2 3K v A A% 35 7N
B B, 200 2 2 a6 1 B AR R Bl — > KB, XX AN R B i RSF 4223 MSS fH S . 88— & 7
IR M B . XA T kR 3R A B E B 9% i 4 Wi Y 2 i X BH ZE L B4R WO TR R WCER
P HTTE 25 22 v X, DT 38 5 — A KB & . [ 422 W0 78 5 3 24 B s B A 37 BV & 2%
INGXANEER iEREYOREE A —FZ X e A EMAEE . RHWE] T irf #9280
Br. 3XHF. B ORAYE 8l AE # .

FE. ZBUER 5 K4 500ms,

6. fhit1E iR /g
R T E B EHE T BT AR R R A B [a] g AT 2IE
7. FEER 5

M 2% ph X 25 ()0 I BRSO 23 2 0% — N R 0 BN . XS A A 1 45 A K e 45 1k A
ZEAL R X B, TCP il i 7 A& 3K i b B 8 — 4455 25 5 i o » 72 31X 1 5 i e B )5 L &
AN Y BRI R L S5 R R ok B AT A DR R A AR XA A T i B
1A 0, I8 2 4822 T 87 RO FF 22 € I 8%, AR AE 0, A&k ¥ i A] LATF IR A X 50908 1.

8. R¥FIETNER2F

T TCP 2 0 ] 3 352 0 PRI« 2 010 B3 3 1 7 U o 0 S A i s R 00 K i
(S50 B 28 K R s T BRI

9. HEHA

PHIEER I (ewnd) .HHEZE GBI CH S, EM AL L mEHEZEGF N F —IRixZhe
KRB R R . Kk A& 2k i O E AN E P T B2 i 79 nT FH 2% 47 25 18] (rwnd , 3218
wI) ., JIHRH%?H*‘?%H%EH% AT A S P ZEA S S HEERIERGE P EE
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$£33= TCP M UDP fﬂ}ﬁ

17, S EE RS0 E] 3 MR ACK B AT it A& A 1 31 28 L 3X i o A2 2K Vi 1 0 s /0 H
C Y A2 a8 5 VR R AR Wi 157 o LAAGE Acb BH 28 L Jhcak v ) 22 — S W i 28 o D n9 & 1, Bt 2 T
PHZE T 1K A3k 1T A 72 B T i B 2l o 9 32 W0 1 .

10. [EBEEhFNHEEF

T B0 52 1Y I 285 vy, O a0k s 422 W s 22 TR A7 AR 224 B Y e DR R B0 O B B, 25— DR
HE I 1] — > 1% 9 Bk % i 8 AR T L 2 BB A R AN B X BB L GX BB dE PR T kg e
i AT T A7 R IRA R 5 22 A7 i B0 £ 2 38 B0 7€ A9 fe KA EE R, Bir A 3102k 19 9
LB EF . X T TCP 3 i T R A SO E 57 B ol TCP I mf . i 51 % TCP #Y
1% J5 2 A ZE ke SR AL L TCP /b i SCHy &%

WERBREMBEIBTETEMN BN EZEEFANZTE.: —DHER D cwnd F1—
METR BN IR ssthresh,

12 B s B EE cwnd<Zssthresh Bf i FH . 3 ZE 6 50 B 3= F cwnd > ssthresh B f#i FH., 4
cwnd Fl ssthresh #HS5 W . 4 1% v G 7T DA FH A2 05 20 e al DL FH 3 28 ik £ .

RN A EN IR E cwnd 1 1H SCEL B ewnd=1MSS, it J5 B E]— i 1A , cwnd
AR G Kk 1 DRCEVAREE 2 D EEE 4 e

0 ZE 5kt e Bk BRI B — D A B cwnd B0 1/ cwnd, 512 8 3 19 45 208G N
LS ok L 33X 2 — R4 K (additive increase) ,

P ZE 6 e RE AR S S A 2 WA BB A [R] M 57 RS . AR SE B P X R SRR R
fE—E I,

15 J3 2 AN ZE ke TAE AR T -

(1) X —A2aE W iEE W IR4E cwnd A 1 4 SCBt . ssthresh 24 65 535 M7 .

(2) TCP Yz ik v K& ik 198G A BEHE 1L ewnd AW 7@ &5 % 1A K/, cwnd J& & %
3 e FH B e R i R o R RO AT R B L AR R Ak T RS B Y R 2%
A ZE A9 Ak s S RO R iR B ] 2R RNVA K

(3) Y40 %€ % A= i G I s g ) 8 52 8 W) ssthresh B 8% & S 2 157 8 0 K /h g — 2
(ewnd FIEWC T 3845 & H RN S/ ME B E D R 2 D RCCED . 2R 2 et 51 E T 40 2.
W ewnd #{ & 1 HRSCBLGX 2 =R 3 .

(4) Y387 B8 v Xt 75 50 A B L B3 A ewnd . A S0 B 7 B K T2 S IE AR ST 18 S
BE A ZE R, TR cwnd /NT EUZE T ssthresh., W 1F 75 #4718 )5 3 . & W 1F 7 35 47 30 28 36
. BG83 —HFFLE S| cwnd 55 F ssthresh BHE 1F SR F 5% AT ¥ 2 hk e . 12 )3 sh it
cwnd 2550 A0 P FE R G B L cwnd 5 MG fn -t my n v 3G m

N ETAERBENE T, B cwnd 2 32 MRk CEMMSAAEWME. TRKE
ssthresh & 16 P SCEL . 1fif ewnd A 1 N B, FERTZ] 0 &2k T — e B . FF 8 E FE it
Z) 1 W BB ACK R ewnd 3§08 2, #EH KX T 2 DR SCEC IFBUE R RT 21 2 $24K
FENTH ACK. T2 cwnd 3124 4. 80X #F . W8] F— 4> ACK B . cwnd BUHE NN 8. 50
X E] — 4 ACK.cwnd FLIEELIE N, XM HEOE INF % —HH#A1TH cwnd F T
ssthresh I A5 1k, PUIZ ) 20 2 F A H ZE 38 57, cwnd PAZRPE X8, X #h 7 & 7 — 1~ 1
R E A (AETEX A RTT sl 7 204 ACK) wownd I Z N 1 -4 SCEL.
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Li CP/IP tHhBUR NS

11, RIFEE

Y B —#FEf 34k 3 ML EMERE ACK.SEF T2 — M CBER T . XA
1% 25 2K B RCE B0 SC B 11 G i 5 55 A I e I e i i . XX R PR AL

313 TCPH#IEEL 4
E5E T TCP R, PR/ 1 FTP B TCP 104 L4,

1. Source port

TR ENHERFIHA 16 2 TCP ¥ %
WE 3-3 Fion, — it FTP 25 B Port 21 HE#EZ#w Hlar 4 BAL X BRI BE . FTP
Server 2 H a1 ¥] H Port 20 i b iZum L& 325 . MIE A 3P 5w R 20,

File Bt ‘Wewm Go  Capture Analyze Statistics Help I
¥ ra = % -
g (B x [@[2] R ¢[»] ©[F[2] QA@) #D[EK E
Filter:l ,l"l Add Bxpression ... | Clear ﬂpplyl
Ho. . Time Souroe Destination Protocol Info
S P BN F- 8] - Y I32. 160 . 5. FIF F .
20 10.937088 192.168.2.2 192.16E.3. fttp-data > 1365 [ACK
21 10,939313 192.168.2.2 192,168,.3.2 FTF-DATA FTP Data: 58 bytes £
N ] =

Frame 20 (60 bvtes on wire, 60 bytes captured)

@ Ethernet II, Src: 00:0b:46:99:6a:80, Dst: OD:6C:08:82:d2:19

M Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
B Transmission Control Protocol, Src Port: ftp-dazta (20), Dst Port: 1365 (1365), Seq: 1, Ack: 1

Destination port: 1365 (1365)
Sequence number: 1 (relative sequence nurwber)
Acknowl edgement number: 1 irelatiwve ack number)
Header length: 20 bytes
B Flags: 0=x0010 {ACK)
....... Congestion Window Reduced (CWR): Not set
ECHN-Echo: WNot set
Urgent: Not set
Acknow] edgment: Set
Push: Not set
Reset: Not set
Syn: Not set
Fin: Hot set
Window size: 17640
Checksum: Oxff88 (correct)
@ [SEQ ACK analysis]

[~ ]

000 OO0 60 08 82 d2 19 00 Ob 46 59 6a 80 08 00 45 Q0 SRS Sy F.j...E.
010 OO0 28 19 ca 40 00 7f 06 5b k1l cO a8 02 02 O ag N - TRV
020 03 02 05 55 el cl ed c3 05 98 Qa 88 50 10 ..A8.-U.. ......P.
030 44 e 1 & 00 00 OO0 OO OC CO OO0 OO0 Divecnan aano

=
= 0
non

=]
LI | I [ I I |

K

ISnun:e Port op.sncport), 2 bytes :| o101 D; 101 kD

& 3-3

2. Destination port

EREPVEENARS Eay i HEF R 16 7 TCP %5 11 5,
WA 3-4 B~ . 2 5 g fdi FH o 1 1365 FH ok 252 508 .

3. Sequence number

aniEl 3-5 Fr s il H fe E s BCE H Rl B EE P S fEEEE B %
T B T E AL S h BRI AR R A



File Bt ‘dewm Go  Capture Pnalyze Statistics Help I

,l"l Add Exprezzion. .. | Clear| Apply

SEREE R EEERE R R R ERE
EEEJ

Mo. . Time Source Destination Protocol Info
P I 2. ID0. 2. & T2 IB0. 5. & FIF F. .
20 10.937088 192.168.2.2 192.168.3.2 ftp-data » 1365 [ACH
21 10,939313 192.168.2.2 192,168,3.2 FTF-DATA FTP Data: 58 bvtes /
N ] =

aaa

Frame 20 (&0 bytes on wire, 60 bytes captured)
@ Ethernet II, Src: 00:0b:46:99:6a:80, Dst: 0OD:6C:08:82:d2:19
@ Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Bl Transmission Conmtrol Protocol, Src Port: ftp-deta (200, Dst Port: 1365 (1365%), Seq: 1, Ack: 1
Source port: ftp-data (20)
Destination port: 1365 ¢1365)
Seguence number: 1 {relative sequence numwber)
Acknowl edgement number: 1 irelatiwve ack number)
Header length: 20 bytes
B Flags: 0=D010 (ACK)

... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
Sd= i aan g Urgent: Not set

|l|l|1 = ow

Acknowl edgment: Set
cens Ouuw Push: Not set
R Reset: Mot set
. .0, Syn: Not set
cans wwal Fin: HNot set
Window size: 17640
Checksum: Oxff88 (correct)
F [SEQ ACK analysis]

= | -
000 00 o0 08 8Z d2 19 00 Ob 46 %9 6a 80 08 00 45 OO0 « wausnas FeJauuEa
010 00 28 19 ca 40 00 7f 06 &b bl oD a8 02 02 oD a8 S - TR
020 03 02 00 14 "FEH 21 c1 ed ¢3 05 98 0a 88 50 10 ....HE.. ...... P.
030 44 e8 £ 88 00 00 OO0 OO0 OO CO OD QO ESSa0 0o Sooc
,:estinatl-:un Part (tep.dstport), 2 bytes | 101 O: 101 Wt
& 3-4
File Bt  ‘Mew Go  Capture Analyze Statistics Help I
- Fal ] PR
EE x @8 Qe =0 F EQQQa ¥DHEX E
FiIter:I ,l"lﬁh:ld Expresszion... | Clear| Apply
Ho. . Time Souroe Destination Protocol Info
P BN F- 8] - P IF2. 160 . 5. 2 FIF F .
20 10.937088 192.168.2.2 192.16€.3.2 ftp-data » 1365 [ACH
21 10,939313 192.168.2.2 192,165.3. 2 FTF-DATA FTP Data: 58 bytes /
R | =

- a

Frame 20 (60 bytes on wire, &0 byvtes captured)
@ Ethernet II, Src: 00:0b:46:99:6a:80, Dst: 00:6C:08:82:d2:19
M Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Bl Transmission Control Protocol, Src Port: ftp-dzta (20), Dst Port: 1365 (1365%), Seq: 1, Ack: 1
Source port: ftp-data (20)
Destination port: 1365 (1365)
(relative sequence nuber) ... |
Acknowl edgement number: 1 (relative ack number)
Header length: 20 bytes
B Flags: 0x0010 {ACK)
Congestion Window Reduced (CWRE): Not set
ECN-Echo: Not set
Urgent: Not set
Acknowl edgment: Set
. Push: Not set
9000 oA s Reset: HNot set
P + Syn: Not set
vees «oa0 = Fin: Not set
Window size: 17640
Checksum: OxffE8 (correct)
B [SEQ/ACK analysis]

.
m mw n

DO
[ ]
non

| I

000 00 60 OF 82 dz 19 00 Ob 46 59 6a 80 08 00 45 00 . ...... F.3...E.
010 00 28 19 ce 40 0D 7f 06 S5b bkl cO a8 02 02 =0 a8  .(..@ .. [ ovun..
020 03 02 00 14 05 55 GWCTNE 05 9¢ 0a 88 50 10 .....USFEPN....P.
030 44 e8 £f 88 00 00D 00 OO QO CO 0O OO » P

K

ISequenu:e number (top.seq), 4 bytes | P: 101 D: 101 kt D

23
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CP/IP thBUR NI

TCP KM BN F W EIEN S EF I SEAMEE . BEIEAFEE R B S5 7f A £ 0T,
iZ i B BRSNS 5 A Sequence number FEE . elclede3 F ikl
7NN 3787 582915, — i & 1110 0001 1100 0001 1110 1101 1100 0011,

an SRR 7 i A VE AR W S N R R 1] B9 B ) g sl . U TCP H R 5 % 84~ 5 i A7
. P9 32 M58 P S Ak 2% —1 Je X 0 HH iR

4. Acknowledgment number

TE 18 T B B 800N P 5 8 &k T w8 S 1 A Dy IR % e RO A% e B B, A
K5 K O B9 R B S N 3k i R K /N AR Dy TRl L 3 i S D B X B Bl L iRl 3-6

FIr 718
File Bt  ‘dewm Go  Capture Analyze Statistics Help I
o Fal ] % o
a)| |B)] x |58 Q= =0 F & R/|IQUEA ¥ EEX B
FiIter:I ,I"I Add BExpreszion. .. [ Clear ﬂppl',rl
Ho. . Time Souroe Destination Protocol Info
P 19 Z2. 106 : 2: & I92: IB60. 5. 2 FIF F. :
. 937088 192 3.2 ftp-data » 1365 [ACK
21 10,939313 192,.168.2.2 192.168,3. 2 FTF-DATA FTP Data: 58 bytes £
= ] P

Frame 20 (&80 byvtes on wire, 60 bytes captured)
@ Ethernet II, Src: 00:0b:46:99:6a:80, Dst: 0OD:60:08:82:d2:19
@ Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
E Transmission Control Protocol, Src Port: ftp-data (20), Dst Port: 1365 (1365), Seq: 1, Ack: 1
Source port: ftp-data (20)
Destination port: 1365 (1365)

Seguence number: 1 (relative sequence numwber)
Acknow| edgement atiwve ack rumpery |
Header length: 20 bytes
B Flags: 0=x0010 {ACK)
O... .... = Congestion Window Reduced (CWR): Mot set
0.. .... = ECN-Echo: Not set
. ol = Urgent: Not set

..1 .... = Acknowledgment: Set
. O... = Push: Not set
. .0.. = Reset: Mot set
ceae 0. = Syn: Not set
....... 0 = Fin: Hot set
Window size: 17640
Checksum: OxFfEE8 (correct)
B [SEQ/ACK analysis]

[~ ]
000 00 60 OB Bz dz 10 00 Ob 46 59 Ga B0 OB 00 45 00 . ...... F.3...E.
010 00 28 19 ca 40 00 7f 06 5b Bl o0 ag 02 02 -0 a8 S Y - TR

020 03 02 00 14 05 55 el cl ed c3 MEEE s 0 10 ..., u.. .."AP.
030 44 e85 ff 88 00 00 OO0 OO OO CO OO0 OO Deisaasas sans

k

P«:kn-:-wledgernem number t:p ack), 4 bytes :| P: 101 O: 101 ht: 0

& 3-6

5. Header length
TR 20 DFA IR ITEAER S TP LA E L an & 3-7 Fris .
6. Flags

A 3-8 Frn - iX A FEALE DLR JLI,

« URG: XA ESGAR. HBIMRGEEN 1,378 B3840

« ACK. H 1B~ ifIAS (Acknowledgment number) A& . 0 0 B 28 ZHE B A
A1 F 1A B BN T 5 2%



File Bt ‘Mewm Go  Capture Analyze Statistics Help

/| 2dd Expression___| Clear| 2pply

SEREE R EEERE R RERE

Ho. . Time Souroe Destination Protocol Info
P RS- F- 8] - Y IF2. 1B0.5. 2 FIF F .
20 10.937088 192.168.2.2 192.16€.3.2 ttp-data » 1365 [ACH
21 10,939313 192.168.2.2 192.168,3. 2 FTF-DATA FTP Data: 58 bvtes /
M ' ~
Frame 20 (60 bvtes on wire, 60 bytes captured)
@ Ethernet II, Src: 00:0b:46:99:6a:80, Dst: OD:6C:08:82:d2:19
@E Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Bl Transmission Control Protocol, Src Port: ftp-data (20), Dst Port: 1365 (136%), Seqg: 1, Ack: 1
Source port: fttp-data (20)
Destination port: 1365 (1365)
Sequence number: 1 (relative sequence nurwber)
Acknowl edgement number: 1 irelative ack number)
B Flags: 0=x0010 {ACK)
0.. . = Congestion wWindow Reduced (CWRE): Mot set
O.. . = ECN-Echo: Not set
alde 2e.w = Urgent: Not set
.1 .... = Acknowledgment: Set
cee. O... = Push: Not set
case «0.. = Reset: Not set
vass e = Syn: Not set
ceans a0 = Fin: Hot set
Window size: 17640
Checksum: Oxff88 (correct)
F [SEQ ACK analysis]
N | -
000 00 60 08 8Z d2 19 00 Obh 46 69 6a 80 02 00 45 OO ¢ eiaaaa F.3...E.
010 00 28 19 ca 40 00 7Ff 06 G5b bl cO ag 02 02 oD af S Y - W
020 03 02 00 14 0% 55 el cl ed c3 OS5 98 0a B8 g 10 ..... .. woiess =-
030 44 eg ff 88 00 00 OO0 OO0 OO CO OO0 QO rS 880000 oooc
header Length cp hdr_len), 1 byte | P10t D; 101 kD
K 3-7
File Bt ‘dewm Go  Capture Analyze Staistics Help I
— T ] o =,
o) B[ x @S] B <[»] =7 2] QA[@] #DHEK &
FiIter:I flﬂdd Exprezzion. .. | Clear| Apply
Ho. . Time Souroe Destination Protocol Info
P 1T 100 2a & I32. IB0. 5. 2 FIF F :
20 10.937088 192.168.2.2 192.168.3.2 ftp-data » 1365 [ACH
21 10,939313 192.168.2.2 192.16E,3. 2 FTF-DATA FTP Data: 58 bvtes /
a / -
Frame 20 (&0 byvtes on wire, 60 bytes captured)
@ Ethernet II, Src: 00:0b:46:99:6a:80, Dst: 0OD:6C:08:82:d2:19
@ Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
Bl Transmission Conmtrol Protocol, Src Port: ftp-deta (200, Dst Port: 1365 (1365%), Seq: 1, Ack: 1
Source port: ftp-data (20)
Destination port: 1365 (1365)
Seguence number: 1 {relative sequence numwber)
Acknowl edgement number: 1 irelatiwve ack number)

Header length: 20 bytes

... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
Sd= i aan g Urgent: Not set

Acknowl edgment: Set
o Push: Not set
R Reset: Mot set
. .0, Syn: Not set
cans wwal Fin: HNot set
Window size: 17640
Checksum: Oxff88 (correct)
H [SEQ ACK analysis]

|l|l|1 "= wEow

gs : Ox0010

[~ : ]

000 OO0 60 08 8Z d2 19 OO0 Obh 46 59 6a 80 08 00 45 OO0 SRS Sy F.j...E.
010 OO0 28 19 ca 40 00 7f 06 5b k1l cO a8 02 02 O ag R - T
020 03 0200 1405 55 el cl ed c3 05 98 0a 88 50 Y ..... J.o cinnes . |
030 44 es ff 86 00 OO0 OO0 OO OO0 CO OO QO Divecnan aano

y

Flags tcp.flags). 1 byte | 101 D: 101 Wt D

25
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Li CP/IP LR ND TR

* Push.PUSH #Fra B%HE . 4 1 BHE K 092088 B 7E 320007 15 3] 5 8k vl B 42 05 3] 6 H
FRIY o 10 AN 0 55 31 97 o DX IF A 4% 3%

* RST: & 1 BymHeE, FomigREREE . H T2 A H AR 518 8000 f iR E %
U R A0 248 AR L 20 i oK . an R 23] RST BEALE LGl 5 A& 1 AR SeRs iR

e SYN: K 1 By, Fonig-R &, Y7

A F R ERER L SYN 728 1, 7E

EZR T SYN =1, ACK =05 3 Wi I i, SYN=1, ACK=1. EJH SYN #l
ACK %X 43 Connection Request 1 Connection Accepted,

* FIN: & 1 ByRHE, RONBERE  RU L LT EAEBRARIRELIET .

5. ABE 3-8 Flags FEFPEHF B T B b4, — A & cwr(congestion window
reduced) , 7 — A~ 52 ENC-Echo ,iIX MR E AL RFC 3168 P2 45, € £ X T Flags F&
H 8 4%, A T # 3 A ECN(Explicit Congestion Notification) 89 ¥ 3, 7 RFC 793 ¥ 0] & 3L
T Flags 5% 4 6 12,32 Ed@méy URG,ACK,PSH,RST,SYN,FIN,

7. Window size

I &K R gt b nl Ay 22 v IX 25 (8] i B0, DA77 320, WAl 3-9 Frw .

File Bt ‘Wew Go  Capture Analyze

Statistics Help

" Fal (Tl é%g Poa
o) =@ x @S] R[«[»] @7 & /[a]a PDHEX &
Filter:l ,l"l Add Bspression ... | Clear ﬂpplyl
Ho. . Time Souroe Destination Protocol Info
= P BEN-F- 8] - Y IF2. 1860 . 5. 2 FIF 4 .
20 10.9370E88 192.168.2.2 192.168.3.2 5 1365 [ACH
21 10,939313 192.168.2.2 192,.168,3. 2 FTF-DATA FTP Data: 58 bvtes £
N | =

Frame 20 (60 bvtes on wire, 60 bytes captured)
@ Ethernet II, Src: 00:0b:46:99:6a:80, Dst: OD:6C:08:82:d2:19
[E Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst
Bl Transmission Control Protocol, Src Port: ftp-deta (200, Dst
Source port: fttp-data (20)
Destination port: 1365 (1365)
Sequence number: 1 (relative sequence nurwber)
Acknowl edgement number: 1 irelatiwve ack number)
Header length: 20 bytes
B Flags: 0x0010 {ACK)

O... ... = Congestion Window Reduced (CwWR): Mot set
.0.. .... = ECN-Echo: Not set
«ale . = Urgent: Not set

.1 = Acknowledgment: Set

.. O... = Push: Not set
eese .. = Reset: Mot set
ess s:0e = Syn: Not set

« «..0 = Fin: Hot set

Checksum: Oxff88 (correct)
@ [SEQ ACK analysis]

Addr: 192.168.3.2 (192.168.3.2)
Port: 1365 (136%), Seqg: 1, Ack: 1

=

46 59 ga 80 08 00 45 QO
&b b1 cO ag 02 02 oD a8
ed c3 05 98 Da 88 50 10

000 OO0 B0 08 82 d2 19 00 Ob
010 OO0 28 19 cz 40 00 7f 06
Q020 03 02 00 14 05 55 el cl

030 ff 88 00 00 OO0 OO

o0 CO 00 00 A...

S
Lh
_—
L
- w I
S m
o I Y

M‘Ind-:-w size top.window_sizz), 2 bytes

TCP W Hl ) — A E =2 sl ik R AR K R ErEilZ X 2w, 8

AN RS G WX R EAL I Y 2 g FE 95 A R0 5 08 S

X R/ IMIE A5 55— 2R i BE W% 08 8 2 B 1T AN 5 B SF R A . Bedle g b X B9 RN TE B
A~ TCP A By H # 1 window F B, X #F AT DA % 2 3h 32 5 2 b XOIR SR B

- 2% i BT o 455 1k 38 B | i 1 i 2%



27
& 33 TCP # UDP

8. Checksum

T A7t TCP Fr BB 56 A1, A0 46 B &b A ARG 7. B8 A se 7F B 1Y & 48 n] L 3G ik
TCP F By N 28 51 RE 95 I 32 n] BE AY BB IR 4N &l 3-10 Fhraw .

File Bt ‘WJewm Go Capture  Pnalyze  Stalistics Help |
3 E"ﬁ Tl x - . -
)| S| x |8 @« 0|F & QQA DX B
Filtar: ,fl.ﬂld Expresszion... | Clear Appd'fl
MNo. . Time Souroe Destination Protocol Info
c P IS 2. IPAG. 2. & IT32. IBC. 5. 2 FIF F. :
20 10.937088 192.168.2.2 192.16E.3.2
21 10,939313 192.168.2.2 192,168.3. 2 FTF-DATA FTP Data: 58 bytes £

N ' -
Frame 20 (60 bytes on wire, 60 bytes captured)
@ Ethernet II, Src: 00:0b:46:99:6a:80, Dst: O0:6C:08:82:d2:19
@M Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
E Transmission Conmtrol Protocol, Src Port: ftp-data (20), Dst Port: 1365 (1365), 5eq: 1, Ack: 1

Source port: ftp-data (20)

Destination port: 1365 (1365)

Sequence number: 1 (relative sequence nuwber)

Acknowl edgement number: 1 irelative ack number)

Header length: 20 bytes

Bl Flags: 0=D010 (ACK)
0. ovn = Congestion Window Reduced (CWR): Mot set

ECN-Echo: Not set
Urgent: Mot set
Acknow] edgment: Set
Push: Not set

- o
[
mowouom

Cie s = &
I

. . Reset: Mot set
ceae 0. = Syn: Not set
....... 0 = Fin: Hot set

hhndnw size: 17640

= [SEQ;"&CK . aﬂ'|3.r51 =

aaaaaaa

000 00 60 08 82 dz 19 00 Ob 46 59 6a 80 08 00 45 00 . ...... F.3...E.
010 00 28 19 ce 40 00 7f 06 Sb bl cO a8 02 02 0 a8 .{..@uv [ceeunn.
020 03 02 00 14 05 55 el cl ed c3 05 98 Da 88 50 10 ..... Use wevnns P.
030 44 e8 00 00 OO0 00 00 CO 00 00 D.AA.... ....

Fhmksum tep.chesksum), 2 bytes :| P10t D: 101 MWD

K 3-10

I-I-tl

314 TCP = k“#BF”

TCP J2&— > 1 [a] 2 42 B B, Teie WF— J7 [l 5 — J7 A& 26 B 4G Z |y » A 20 90 S 76 U7 2
i) N7 — SRR

W H— %k TCP & . HES L F R =K ETF.

(1) iR GEFE RN ) K iE—A SYN 4 SCBHE & P F7 57 3% 82 1 IR 55 2% 19 v 11
UL B W16 75 ISNLiX 4~ SYN BEFR A 3C 1,

(2) MR%2% % M4 5 R &5 2a iR EG 5 19 SYN 4R SC By (R 0B 2O E R . [al it B A
JP 5B N BT ISN N 1 LIXTE RS SYN fiocBe ik . —4> SYN ¥ 5 H—1 75,

(3) & PN 7 5 i B IR S5 25 19 ISN A 1 DAKHAR 45 258 9 SYN i 3¢ 3 47 s A
(fle 3CEL 3D

e T L X I R — B EETE SIRAS L BB i B AT A — T 2 — A FIN(Z
HOMFS FHE A LR ER =K EF LT,

B—WHRTF . TLIFET 192, 168. 3. 2 F%4i 1364 [ FTP IR 55 %% 192. 168. 2. 2 #4 21 ¥
Nk — A EEIER, XNMRCEWTFS R 0, nE 3-11 Frs .
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Li CP/IP iR N4

File Edit '\-'Iew Go E::ptune Analyze Statistics Help I

SEFEE EEEEEERE R REEEERE

Fllterl fl Add BEcpreszion. .. | Clear ﬂpplyl

Time Source Destination Protocol Info -ﬁ-

5 0.000608  192.168.3.2 192. 166, 2. 2 TC 1364 > Ttp [SYN] Sed
4 0.001653 192.168.2.2 192.168,3. 2 TCF ftp » 1354 [SYN, ACK |/

= ] =
Frame 3 (62 bytes on wire, 62 bytes captur‘e&djm“ £|

[ Ethernet II, Src: 00:60:08:82:d2:19, Dst: 00:0k:46:99:6a:80
[ Internet Protocol, Src Addr: 192.168.3.2 (192.168.3.2), Dst Addr: 192.168.2.2 (192.168.2.2)
Bl Transmission Conmtrol Protocol, Src Port: 1364 (1364, Dst Port: ftp (21), Seq: 0, Ack: O, L
Source port: 1364 (1364)
Destination port: ftp (21)
Seguence number: 0 (relative sequence numwber)
Header length: 28 bytes
E Flags: Ox0002 {SYN)
Dene cnnn = Congestion Window Reduced {CWR): Mot set
.0.. .... = ECN-Echa: Not set
00 ... = Urgent: Not set
ceell veve = Acknowl edgment: Not set
.. O... = Push: Not set
. .. = Reset: Mot set

....... 0 = Fin: Not set
Window size: 16384
Checksum: Ox18da (correct)

E Options: (8 bytes) =

Maximum segment size: 1460 bytes

NOP /

N | =

o000 00 Ob 46 99 6a 20 00 &0 08 €2 42 19 02 00 45 OO T E. :I

010 00 30 50 bC 40 00 &0 06 23 c3 cO ag8 03 02 O as B N

020 02 02 05 54 00 15 05 6d 99 1a 00 0D Q0D OO0 70 M Y 1 I . |

030 40 0D 18 dz OO0 O0 02 04 05 k4 01 O01 04 OF B e iaens sassan
ISyn (tcp.flags swn), 1 byte | 101 D: 101 Wt D

B 3-11

EFE: MSSFHFEAFRRRILKEARATTCPEAS —#ZW R KB HKIBEHKE, S —~
HEE TR EEG R AR AR |4 MSS, MSS %IA{A A 536,40 RE A 4/ A %,
MSS if 2 K M 4F . MSSIHZ E A4z o Leg MTU KEREBE T8 IP 434 TCP 4
HKE  bde, — /v KM MSSAA T 1460 F %, MSS FEAUH I AEFEZE T,

B WIETF. FTP IRSS#H 21 ¥ 0 M % F 3 192, 168. 3. 2 B9 ¥i H 1364 8 ARK A /) %
BiER, X RSCBEMFS R 0 IAF5 HE 3-11 B & F im & L Wi CSCE P 5 41, ik
= 0+1=1.1K 3-12 7~ .

B=WIETF . B P im Ak ik— AT 5 B R SO IR 55 WA A ik 9 4R SCHEFT N . XK K
iKW AR SCH e 95 8 180N 5 A & 3-12 iR 55 &% ik 094 SCB P 5 + 1. Wt & 0+ 1.,
anE 3-13 R,

315 TCPZE#HREHRIZIE

Kb —PNEEGEST 4 REF”, X H TCP By K H] (half-close) & LAY . HF
A TCP #3522 4 0T 19 CEPECHE 76 95 > J7 18] b B8 [F) B A% 338 ) . R b 454> T 20 2050 B0 40t by 9F 47
K PAT 33 A SR At Y — T 58 N B BUR e A AT S5 R BE & 1% — A FIN 2R & 1k 33X A 7 1] 7%
., Y—iml®—4 FIN,ELAUEA N HZ S —wmE L& 1k TR W EdEfLik. &
ik FIN Gl 3 J2 N 2 647 5C P Y 25 2

3] —4~ FIN H &R EF X ﬁmr&ﬁﬁ%ﬁﬂ HF TCP i#E# 2 X T/,
A TCP #EHETEW R — 1~ FIN 5588 & 25 2088 . 1 X X5 F1) FH 2 5¢ P i i H 2k 158 2 T BE 19
REEIT RN P AFERDE TCP W HBR XM, TCP #EEMA ISR T,



Capture  Analyze Statistics Help

| S| Q| «||0|F &| R ¥ D)|HE X B

..frl Add Expression... | Clear

Source Destingtion Protocol Info

192.168.3.2 192,168, 2. 1364 » ftp [S¥YN] Sec
F . s . «da TN, ACK
192.188.3.2 2. 1364 » fttp [ACK] Sec

-~

Frame 4 (62 bytes on wire, 62 bhytes captured)
H Ethernet II, Src: 00:0b:46:99:6a:80, Dst: 00:60:08:82:d2:19
B Internet Protocal, Src Addr: 192.168.2.2 (192.168.2.2), Dst afddr: 192.168.3.2 (192.168.3.2)
B Transmission Control Protocol, Src Port: ftp (21), Dst Port: 1364 (1384), Seq: 0, Ack: 1, L
Source port: ftp (21)
Destination port: 1364 (1364)
Sequence number: O {relative sequence number)
Acknowl edgenent number: 1 (relatiwve ack number)
Header length: 28 hytes
Bl Flags: Ox0012 (S¥N, ACK)
Oees suns Congestion Window Reduced (CwR): HNot set
o R ECN-Echo: Mot set
T o Urgent: Not set
R Acknowl edgment: Set
Fush: Mot set
Feset: Mot set
A Syn: Set
ene «..0 = Fin: Not set
Window size: 17640
Checksum: Qx7082 (correct)
B Options: (8 bytes)
Ma<imum segment size: 1260 bytes
HOP

=

0000 00 60 08 82 d2 19 00 Ob g9 Ba 80 O8 QO
0010 00 30 19 a5 40 00 7f 06 ce o0 a8 02 Q2
0020 03 02 0D 15 05 54 el 97 fe 05 6d 99 1b
0030 44 eB 7O 82 OO0 OO 02 O4 ec 01 01 04 02

IFiIe: FTP 31 KB O0:01:39

Capture  Analyze Statistics Help

R\E| Q| «|=|0|F 2| QUQUES D)5 X ©

.."rl Add Expression... | Clear

Source Destingtion Protocol Info

192.168.3.2 192,168, 2.2 TCF 13864 » ftp [S¥YN] Sec
192.168.2.2 192.168.3.2 TCF ftp > 1354 [SYN, ACK
192.168.3.2 192.168.2.2 1364 > Ttp [ACK] Sed

B Frame 5 (54 bytes on wire, 54 bytes captured)
B Ethernet II, Src: Q0:80:08:82:d2:19, Dst: 00:0k:46:09:6a:80
B Internet Protocal, Src Addr: 192.168.3.2 (192.168.3.2), Dst aAddr: 192.168.2.2 (192.168.2.2)
= Transm ssion Control Protoco :
Source port: 1364 (1364)
Destination part: ttp (21)
Sequence number: 1 (relative sequence number)
Acknowl edgenent number: 1 (relatiwve ack number)
Header length: 20 hytes
E Flags: 0x0010 (ACK)
= Congestion Window Reduced {CwE): Not set
ECN=-Echo: Not set
Urgent: Not set
= Acknowledgment: Set
Push: Mot set
= Reset: Not set
I Syn: Not set
S o Fin: Not set
Window size: 17640
Checksum: Ox9c7e (correct)
E [SEQ MK analysis]

00 Ob 46 95 6a 80 00 &0 OF 62 d2 19 OF OO
ad 258 50 bl 40 OO 80 06 23 ca ol ad 03 02
e ERCE 54 OO0 15 O z 99 1b el 97 cé& B
44 eg 9c Fe 00

I'I'mnsmissiun Control Protocal itepl, 20 bytes :I P: 101 D: 101 M: D

K 3-13



30
L] CP/IP R NSD R

(1) BT M — 7 (B R%ES — FIN, 2% P o) BT =3 6 i 5 —JF
U FX A FINDBATHE B G . % — e B S 5 — i se gk ah 5 . He anda
A bye i JE BN S8 TCP & P i & 3% — > FIN, JH 3 36 A Z P i 5 IR 55 25 B BUR 15 2% .

(2) 2353277 (R 55 #5vm) WL B SC M) Jr K 3% ) FIN. TCP AR 55 2% 7] b FH #2 7 1& 2% — 4~ X
B RAT IR T & Bl —A ACKL H#1IA 5 HILEI B 5 1,81 SYN —#f . —4> FIN ¥ 4
H—1 5.

(3) M55 e FFl CH B iER . B TCP im &% % —1 FIN,

(4) 4% o3 AR 55 v & 26 09 FINL % P 5k 06200 % | — 0N . R A7 5 8 R
e P51,

T SR B B IR TCP ##Er B4 i Ik “48 7.

FEZ P om EA A quit SR FTP, WA 3-14 s .

Edit “Mew Go Capture  Analyze Statistics  Help

SIE IR Q& ¥ DX B

fl Add Expression... | Clear

o Source Protccol Info
" - e e W ke LT e W e e T L [y - Ll l.'.F h.l'\.\_l\.J — e
96 99.760537 192.168.3.2 192.168.2.2 FTF 1=]
97 99.761156 192.168.2.2 192.168.3.2 Response: 221 Goodby

98 99.76B8428 192.168.3.2 192,168, 2.2 1364 » fTtp [FIN, ACK| f

-

E Frame 396 (60 bvtes on wire, 60 bvtes captured)
B Ethernet II, Src: 00:60:08:82:d2:19, Dst: 00:0b:46:99:6a:80
B Internet Protocol, Src Addr: 192.168.3.2 (192.168.3.2), Dst Addr: 192.168.2.2 (192.168.2.2)
B Transmission Control Protocol, Src Port: 1364 (136473, Dst Port: ftp (21), Seqg: 186, Ack: 578,
Source port: 1364 (1364)
Destination port: ftp (21)
Sequence number: 1826 (relative sequence number)
[Mext sequence number: 192 (relative sequence number)]
Acknowl edgement number: 578 (relative ack number)
Header length: 20 bytes
B Flags: Ox=0018 (PSH, ACK)
= Congestion Window Reduced {CWR): Not set
.. = ECN-Echo: Mot set
«« = Urgent: HNot set
v+« = Acknowledgment: Set
.« = Push: Set
.. = Reset: Not set
. = 5yn: Not set
0 = Fin: Mot set
Window size: 17063
Checksum: 0xf403 {(correct)
H File Transfer Protocol (FTP)

=

0000 00 Ob 46 95 6a 80 00 o0 08 &2 d2 19 08 00 45 00
0010 OO0 2e 50 dS 40 OO0 30 06 23 Sc cO a8 03 02 cO a8
0020 02 02 05 54 00 15 05 6d 99 cd4 el 97 c4 dO 50 18
0030 42 aF f4 03 00 00 51 55 49 54 Od Oa

IFil: FTP 31 KB OD:01:39

B—-WEF . BrhmHEm D 1364 X FTP IR 2w 0 21 K% —1)F 5K 192 g9 FIN
73, W 3-15 Frs .,

9 RET . FTP R 55 d v H v 1 21 X% P 3w 19 v 1 1364 & 36— 58 592 1Y 1
NS ER ACK F5 8 1931924+ 1), tnE 3-16 Fhios .,

BEWETF . RS X EET —NF 58 592 B9 FIN #2 3C. 7T LLE 35X 4~ ) SCH9 )7
S ACK J5 f1 B — A SC—FF L an ¥l 3-17 Fros .

FBIURIEF . B w21 A& — D55 R 193 (A SC. B89 ACK J¥5 8 593
(592-+1) ., an [ 3-18 Firas.



Edit iz Go

Capture  Analyze Statistics

Healp

(]| x

RS @ €[

O F

O

Q@) e

&

..frl Add Expression...

Clear

Time

Source

Destingtion

Protocol

Info

T BLLIon
98 99./7864:28
99 99, 766941

100 99.767103

IT92,. 180, . 2
192.168.3. 2
192,168, 2. 2
192.168.2.2

I9c. [0, 0. &
192.168. 2. 2
192.168.3,2
192.168.3.2

FTr

RESPUTIZE . <ol 'SUUULU )y
1364 » ftp [FIN, AC
ftp = 1354 [ACK] Sec
ftp » 1384 [FIN, ACK |/

N

-~

Frame 98 (54 bvtes on wire, 54 bvtes captured)
B Ethernet II, Src: 00:80:08:82:d2:19, Dst: 00:0b:46:99:6a:80
E Internet Protocol, Src Addr: 192.168.3.2 (192.168.3.2), Dst Addr: 192.168.2.2 (192.168.2.2)

B Transmission Control Protocol, Src Port: 1364 (13640, Dst Port: ftp (21), Seq:

Source port;

1364 (1364)

Destination port: ttp (21}

Sequence number: 192
Acknowl edgement number: 592

Header length: 20 hytes
Bl Flags: Ox0011 (FIN, ACK)

Qesa saas
0
B
R

eace sael
Window size:

ECN-Echo: Mot set
Urgent: HNot set
Acknowl edgment: Set
Fush: Mot set
Feset: Mot set

Syn: Not set

17049

Checksum: Ox%bbe (correct)
B [SEQ/MCE analysis]

(relative sequence number)
(relative ack number)

Congestion Window Reduced (CwR): Not set

192, Ack: 592,

=

o000
0010
0020
0030

00 Ob 46 95
00 28 50 dz
02 02 05 54
42 99 9b be

ba 20 00 &80 OF
40 00 BO 06 23
00 15 05 &d 99
00 O

82 d2 19 08 00 45 00
gl ol a8 03 02 0 a8
ca el 97 c4 de 30

[rm {tep flags fin), 1 byte

Capture  Analyze

Statistics Help

@S| Q] a|»|=o|F &

Q@

DE X B

.."rl Add Expression...

Clear

Source

Destingtion

Protocol

Info

T RLLon
99.706d428
99.766941

i R )« e

1%2.168.3.2

IFZ. lot s ds 2
192.1e8. 2.2
192.168.3.2

Fir

FEoplse,: ol Gouoy
1364 » ftp [FIN, ACK

> 1354 [ACK] Sed

31

99.767103 152.168.2. 2 192.168.3.2 ftp » 1384 [FIN, ACK |/

-~

B Frame 99 (&0 bytes on wire, 60 bvtes captured)
B Ethernet II, Src: Q0:0b:46:99:6a4:80, Dst: 00:6C:08:82:d2:19
[ Internet Protocal, Src Addr: 192.168.2.2 (192.168.2.2), Dst afddr: 192.168.3.2 (192.168.3.2)
B Transmission Control Protocol, Src Port: ftp (21), Dst Port: 1364 (1364), Seq: 592, Ack: 193,
Source port: ftp (21)
Destination port: 1364 (1364)
Sequence number: 5922 (relative sequence number)
Acknowl edgement number: 193 (relative ack number)
Header length: 20 hytes
E Flags: 0x0010 (ACK)
= Congestion Window Reduced {CwR): Not set
ECN=-Echo: Not set
Urgent: Not set
= Acknowledgment: Set
Push: Mot set
= Reset: Not set
T Syn: Not set
S o Fin: Not set
Window size: 17440
Checksum: Ox%aze (correct)
E [SEQ MK analysis]

=

o000
0010
0020
0030

00 60 08 8Z d2 19 00 Ob 46 59 6a 80 08 0O
00 28 1c ad 40 O0 7f 06 58 o7 c0 a8 02 02 ¢
03 02 00 15 05 54 el 97 c4 oe 05 6d 99 db
44 29 9a 2e 00 00 OO0 OO OO0 QO OO OO

IFiIe: FTP 31 KB O0:01:39 :I F: 101 O: 101 bt D

K 3-16
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CP/IP LR N TR

S

dddyaad

File Edt  ‘ew Go  Capture  Analyze  Stafistics Help
: A ] '
2| =B x || 8] @] @] | 0|F 2| @|ala) #D|HEx S
Filter: / IMd Expreszion... | Clear ﬁpplrl
Ho. . Time Source Destination Protocal Info
= - B P TR Y e e B e e W o W R [ S ST S sy Sy L= F = - r1.|.r '|_r J-II, T
99 99,766941 192.168.2.2 102.168.3.2 TCF ftp » 1354 [ACK] Sec
99, 767103 192.168. 2.2 c N . tp > 1364 |FIN, ACE
101 99.767150 192.168.3.2 192.168.2. 2 TCF 1364 » ftp [ACK] Sec
= I P

Frame 100 (60 bytes on wire,
Ethernet II,
@M Internet Protocol,
B Transmission Cormtrol Protocol
Source port: ftp (21)

Sequence number: 592

Header length: 20 bytes
B Flags: 0x0011 (FIN, ACK)

Checksum: Ox9%a2d (correct)

Acknowl edgement number: 193

60 bytes captured)

Src: Q0:0b:46:99:6a:80, Dst: OD:6C:08:82:d2:19
Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)

, Src Port: ftp (Z1), Dst Port: 1364 (13643,

Destination port: 1364 (1364)
(relative sequence number)
(relative ack number)

e Rk
0.s «v.. = ECN-Echo:
ade sssws = Urgent: Not set
vesl 2. = Acknowl edgment: Set
. O... = Push: Not set
.0.. = Eeset: Not set
..0. = Sy¥n: Not set
vees 2221 = Fin: Set
Window size: 17449

= Congestion Window Reduced (CWR): Mot set
Mot set

Seq: 392, Ack: 1893,

N

99.767150

192.168.3. 2

152.168.2.2

| -
oo0 00 &0 08 82 d2 19 00 Ob 46 29 6a 80 08 OO0 45 OO0 . ...... F.37...E.
010 OO0 28 1c a5 40 00 7f 06 58 c6 cD a8 02 02 -0 aB [ - T
020 03 02 00 15 05 54 el 97 c4 ce 05 6d 99 db 50 11 ..... o c m. . P.
030 44 29 S9a 2c OO0 OO0 OO0 OO OO0 CO OO0 00 DY)emunn
IFII&: FTP 31 KB DD:D1:39 |F 101 D: 101 WD
K 3-17
File Edt  ‘ewm Go  Capture  Analyze  Stafistics Help
A ErE {as
2| S|E| x| 28| R «» 0 F & QA 1¥D|HE X E
Filter: / Iﬁdd Expression... | Clear ﬁpplrl
Ho. . Time Source Destination Protocal Info
- - B T = e e B e e B o B R F O AT TS Toal F A" 4 S LIRS) = LT &T¥s = 1
990 29,766941 192.168.2.2 192.168,3. 2 TCF ftp » 1354 [ACK] Sec
100 99, 767103 192.168.2.2 182.168.3. 2 TCF ftp » 1354 [FIN, ACkK

LACK | Sed

4 A aaa

‘..-i"

Frame 101 (54 bytes on wire,
Ethernet II,
M Internet Protocol,
B Transmission Cormtrol Protocol
Source port: 1364 (1364)
Destination port: ftp (21)
Sequence number: 193

Header length: 20 bytes
Bl Flags: 0xD010 (ACK)

ECN=-Echo:
Urgent: Mot

&
n mwn

1 s
mon

.0,

veer 2..0 = Fin:

Window size: 17049

Checksum: 0x9bbd (correct)
E [SEQ/ACK analysis)

Acknowl edgement number: 593

54 bytes captured)

Src: 00:60:08:82:d2:19, Dst: O0:0b:46:99:6a:80
Src Addr: 192.168.3.2 (192.168.3.2), Dst Addr: 192.168.2.2 (192.168.2.2)

., Src Port: 1364 (13643, Dst Port: ftp (213,

set

Acknowl edgment: Set
Push: Not set
Reset: Not set

Sy¥n: Not set

Not set

{relative sequence number)
(relative ack number)

Congestion Window Reduced (CWRE): Not set
Mot set

Seqg: 193, Ack: 593,

N

dd Al

Q00
010
020
030

00 Ob 46 98
00 28 50 dk
02 02 05 54
42 99 9b bec

6a 20 00 &b
40 00 80 06
00 15 05 &d
o0 o0

08 €2 d2 19 08 00
£3 &0 cO
99 ¢cbh el 97 c4 df 50 10

45 Q0
ag 03 02 0 aB

A E.

. I
I(PI@III #IIII'II
R I

IFII&.‘ FTP 31 KB DD:01:29

3-18




Fivas

5 3

316 TCP {&#&~

0 512 53 4

1. ZXiEFHENFISFTHEILAS

= = =N

=)

33
TCP # UDP 1#

aniEl 3-19 Fr7s . % Fim 192,168, 3. 2 & 3% TCP SYN 15K 4%, Sequence number B

Wt 3EHI S 91 068 698,

File Edt  ‘Wewm Go  Capture Analyze Statistics Help |
o) =lE] x [R[E] R[<[»] 27 2] QA PDEX &
Hhenl flﬁud Expreszion. .. | Clear ﬁpﬂrl
Mo. . Time Source Destination Protocol Info
2 0,000588 192.168.3.1 192,.168,3.2 ARF 192.168.3.1 15 at OC
3 0,000608 192.168.3. 2 192.16E6. 2. 2 TCFP 1364 > Ttp [S5YN] Sed
4 0.001653 192.168.2.2 152.168.3.2 TCF ftp » 1354 [5YN, ACK | /[
N I -

Frame 3 (62 bytes on wire, 62 bytes captured)

[H Ethernet II, Src: 00:60:08:82:d2:19, Dst: 00:0b:46:99:6a:80

E Internet Protocol, Src Addr: 192.168.3.2 (192.168.3.2), Dst Addr: 192.168.2.2

A Transmission Cormtrol Protocol, Src Port: 1364 (13643, Dst Port: ftp (21),
Source port: 1364 (1364)
Destination port: ftp (21)
Seguence number: 0O relative
Header length: 28 bytes

B Flags: Ox0002 (SYN)

SEJQUENCE MNUmoer

Ouer vue. = Congestion Window Eeduced (CwWR): HNot set
IGII s saw = ECH—EChD: HDt SE.t
0. ... = Urgent: Mot set

.0 ... = Acknowl edgment: Mot set
. O... = Push: Mot set
.0.. = Eeset: Not set
..1. = Syn: Set
0 = Fin: Not set
Window size: 16384
Checksum: Ox18da (correct)
Options: (8 bytes)

seq:

(192.168.2.2)
0, Ack: O, Len

N

000 OO0 Ob 46 9% 6a 80 00 60 OB 82 d2 10 08 00 45 00 Fog.. ... E.
010 00 30 50 bQ 40 00 80 06 23 3 cO a8 03 02 o0 a8  .OP.@... #.......
020 02 02 05 54 00 15mau 00 00 00 70 02  ...T..NGEPA....p
030 40 00 18 da 00 O0 Oz 04 05 E4 01 01 04 02 Beviarne snnens

ISaqu-ann:i number (tep.seq). 4 bytes

PR SRR 55 25 0% 192, 168, 2. 2 k% % TCP SYN + ACK, &1 A

3-20 Jfr 7~ . Sequence

number FE RN 0. X H W ZZHEE, SLPhRE A LLFE & F K65 009 1+ 7S 3 6l {E
el97c28e. h hl 1 E #i £ & 3784819342, Acknowledgement number FEZH{H K 1. 5L
PRy 7S BEHIE Y 056d991h ., 48 o -+ B £ 91 068 699, Xt Hij 1 #Y £ & 2 9 il A B I

ML Y Sequence number—+1,

mnE 3-21 o s & P 192, 168. 3. 2 &% ACK,Sequence number #Z5{H N 1., + /it
Hil{H 056d991b., & & F i & i5 %% — 1~ Y Sequence number {H + 1. Acknowledgement
number ZHE A 1., T /NHHIE N e197c28f, ¥ 1w EhH 3 784 819 343, XTIk % #%

Vg A 3% B AL IR DA . | — 1Y Sequence number {H N €197¢28e.



34

4 0,001653
5 0.001689

192.16B.2.2
152.168.3.2

152.16E.3.2
152.168.2. 2

Ttp » 1364
1364 » ftp [ACK] Sec|/f

TCF

File Edt  ‘ewm Go  Capture Pnalyze Statistics Help
Fia (T é&ﬁ; -
)| (B x |28 @« 0| F & QA ¥ DX E
Filter:l / |A:|d Expression... | Clear| Apply
Mo. Time Source Destination Protocol Info
3 0.000608 192.168.3.2 192.168.2.2 TCF 1364 » ftp [SYN] Sec

[SYN, ACEK

N

!-i"

Ethernet II,

Source port:

1
4 T

1 ...

. 0.,

..

S
I
Window size:

ttp (21)

er: O

Destination port: 1364 (1364)
Sequence num
Acknow] edgement number: 1
Header length: 28 hytes
El Flags: O=0012 (SYH, ACK)

Frame 4 (62 bytes on wire, 62 bytes captured)
Src: 00:0b:46:99:6a:80, Dst: OD:6C0:08:82:d2:19
@ Internet Protocol, Src Addr: 192,.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)

Bl Transmission Control Protocol, Src Port: ftp (Z1), Dst Port: 1364 (1364), Seq: 0, Ack: 1, Len

relative seguence number

(relative ack number)

= Congestion Window Reduced {CWR): Mot set
= ECHN=Echo: Mot set

Syn: Set

= Fin: Hot set

17640

Checksum: OxF0EZ2 (correct)
[E Options: (8 bytes)
[SEQ/ACK analysis)

Urgent: Not set
Acknowl edgment: Set
Push: Not set

Eeset: Not set

N

| -
oo0 00 &0 08 82 d2 19 00 Ob 46 29 6a 80 08 OO0 45 00 . ...... F.37...E.
010 00 30 19 abk 40 00 7f 06 &b ce cO a2 02 02 0 ag T R
020 03 02 00 15 05 54 SEEEN=NLE 05 6d 92 1b 70 12 ..... Tm.m « P
030 44 ef 7O 82 00 00 02 04 04 ec 01 01 04 02 DipPacisca anaans
ISaqu-ann::i number (tcp.seq). 4 bytes | P:101 D: 101 Wt D
Kl 3-20
File Bt  ‘ewm Go  Capture Analyze Statistics Help
¥l (T ] P
)| B|E] x @8 (@ 4|0 F & QA ¥D)|HEX &
Filter:l / |F~dd Expression... | Clear| Apply
Ho. . Time Souroe Destination Protocol Info
5> O,001689 192.168.3. 2 e - 1364 » Ttp [ACK] Se
B 0.002963 152.168.2.2 152.168.3.2 FTF Eesponse: 220 Serw-L
;7 D.153724 192.168.3.2 192.168,2.2 TCF 1364 » ftp [ACK] Sec /

N

f

Ethernet II,

Source port:

1
S e O G000
4 T
1 ...
I o .
A «
e lda
ssns snal
Window size:

1364 (1364)

Destination port: ftp (21)

Sequence num

Acknowl edgement number: 1

Header length: 20 hytes
B Flags: O0xC0010 {ACK)

er: 1

Frame & (54 bytes on wire, 54 bytes captured)
Src: 00:60:08:82:d2:19, Dst: 00:0b:46:99:6a:L0
E Internet Protocol, Src Addr: 192,.168.3.2 (192.168.3.2), Dst Addr: 192.168.2.2 (192.168.2.2)

B Transmission Control Protocal, Src Port: 1364 (13640, Dst Part: ftp (210, Seq: 1, Ack: 1, Len

ative seguence number
(relatiwve ack number)

= Congestion Window Reduced {(CWR): Mot set
= ECN=Echo: Mot set

17640

Checksum: Ox9cfe (correct)
E [SEQ/ACK analysis]

Urgent: Not set
Acknowl edgment: Set
Push: Not set
Eeset: Mot set
Sy¥n: Not set

= Fin: Not set

N

IERERTY]

o000 00 Ob 48 98
010 00 28 50 bl
020 02 02 05 54
030 44 el 9c Fe

6a 20 00 &0 OF B2 d2 19 08 OO0
ag 03 02 0 aB

00 15 el 97 c2 8f 50 10

40 00 80 06
o0 o0

23 ca cO

45 00

N T E.
|(P|@'-|. #.;n---v

.. T..CNPA. .. .P.
Dot

Faquﬁnca number top.seq). 4 bytes

:|F': 101 D: 101 Mt D

B 3-21
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& 3% TCP # UDP th

2. fRWHERAFISTEILS

&l 3-22 FF iR A% §ai L3 - Sequence number BY /Nl {E A elclede3 ., 5 4 i & £ h
3 787 582 915, Acknowledgement number FYJ | 7~ i# il {H & 05980a88., % # Sequence
number A 1., EK /RN KIXFIREWE - TF 5 R 1.4 I next sequence number 4 59,
Fon B — e FBONSE 59 DNFEN I A xR B LI 58 MY

File BEdit ‘Wlewm Go  Capture  Analyze Statistics  Help |
o Eﬁ' T é}g; A-—-g,
2)| S x |8 (@« 0 F & R/ARQQ| 12D)FH|X B
Hnenl flﬁud Expreszion... | Clear ﬁpﬂrl
Ho. Time Souroe Destination Protocol Info
20 10,937058 192.168.2.2 192.168.3.2 TCF ‘Ftp'—data -] 1355r [ACk
. 239313 192.168.2.2 192.16€6.3.2 FTP-DATA FTP Data: 58 bytes
22 10,940050 192.168.2.2 192.168,3.2 FTF-DATA FTP Data: 1260 bytes |/
= | e

Frame 21 (112 bytes on wire, 112 bytes capturec)
B Ethernet II, Src: 00:0b:46:99:6a:80, Dst: 00:6C:08:82:d2:19
@ Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
A Transmission Conmtrol Protocol, Src Port: ftp-data (20), Dst Port: 1365 (1365), 5eq: 1, Ack: 1
Source port: Ttp-data (20)
Destination port: 1365 (1365)

Seguence number: 1 relative segquence number
[Mext sequence number: 59 (relative sequence number)]
Acknowl edgement number: 1 (relative ack number)

Header length: 20 bytes
El Flags: O=0018 (PSH, ACK)
[ = Congestion Window Reduced {(CWR): Not set
. ECN-Echo: Mot set
Urgent: Not set
Acknow] edgment: Set
Push: Set
FEeset: Not set
S¥yn: Not set
Fin: Not set
Window size: 17640
Checksum: Oxcd94 (correct)
FTP Data

Sl
-
non

[=]
mwonon

[ Y - "
|

= ]

,ﬂ
020 03 02 00 14 06 55m55 08 Oa &8 50 18  ..... T -...P.
030 44 eB cd 94 00 00 64 72 77 od 72 77 2d 72 77 2d  D..... - - P
040 20 20 20 31 20 75 73 65 72 20 20 20 20 20 57 72 1 use r ar
050 6Ff 75 70 20 20 20 20 20 20 20 20 20 20 20 30 20  oup 0
060 4a 75 6c 20 32 33 20 31 36 3a 34 39 20 2e Od Qa Jul 23 1 6:49 .. 7

ISniqu-anu:i number (top.seq), 4 bytes | P: 101 D: 101 Mt D

& 3-22

Fl 3-23 W gk 2k A L B PE L X EUE B Sequence number B /N HEHI{E A elcledfd.
By b HIEC A 3 787 582 973 .9l Z I M AY Sequence number 24 58, F/n1& i I 58 1
F . 0] LIE FIX S EHE B Sequence number B {H 2 59,80 1 +58=59.% % - Next
Sequence number {H A 1319, 3/~ F — MM F B 1319 510 G 1% 5 X Ik A 3%
i 1260 P55 .

Fl 3-24 H, 4K 22 K 325 BUPE . Sequence number #Z HH & 1319. % 5 I© Next sequence
number {H4 1381, 3%/ F — &5 BN 1381 DT i 1% 5 . X I B A AE i1 62 4

& 3-25 H1 Acknowledgement number & 1381, F /R ILF] T 1380 ~F 1. XHAY 1381
BAE S Z 8 E Ay, iR 2R Uh L v DL B S 89 oS R RO D25 /T Y R L A5 B 4
e AR . XA I = BRSO 9 i A 58 +-1260+62+1=1381.TCP T;ﬁzfﬁf%ﬂﬂ AH
X B BOECE AT B0 IA L AT DA — A0 DA 5k 0 DA | 3 i B oA 2R



CP/IP iR N #T

File Bt ‘dew Go  Capture  Analyze Statistics Help

SEEEEEEREERE RN

..frl Add Expression... | Clear

Destingtion Info

22 10.940056 192.168.2.: 192.166.3. FTP-DATA FTP Data: 1260 bytes
23 10.940137 192.168. 2. 192.168.3. FTF-DATA FTP Data: 62 bytes
24 10, 940160 192.168.3. 192,166, 2, TCF 1365 » fTtp-data [ACk

N pE

E Frame 22 (1314 bytes on wire, 1314 bytes captured)
B Ethernet II, Src: 00:0b:46:99:68a:80, Dst: 00:6C:08:82:d2:19
@ Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
B Transmission Control Protocol, Src Port: ftp-deta (20), Dst Port: 1365 (1365), Seq: 59, Ack:
Source port: ftp-data (20}
Destination port: 1365 (1365)
. Seguence number: 59  (relative seguence numbery) |
[Mext sequence number: 1319 {relative sequence number)]
Acknowl edgement number: 1 irelatiwve ack number)
Header length: 20 bytes
E Flags: Ox0018 (PSH, ACK)
0... .... = Congestion Window Reduced (CWRE): Not set
«0ue vuee. = ECN-Echo: Mot set
ee0e vee. = Urgent: Not set
Acknowl edgment: Set
Push: Set
Reset: Not set
. .0, Syn: Mot set
cass sa.0 = Fin: Hot set
Window size: 17640
Checksum: Oxblée (correct)
i FTP Data

= ]

0020 03 02 00 14 05 55 m.rﬁ 0s 18 ..P.
0030 44 ef8 bl e 00 OD A4 72 77 Zd T2 2d D..n..dr w-ra-rw-
o040 20 20 31 75 73 6h 72 20 20 e 1 use r ar
o050 &f FO 20 20 20 20 20 20 20 20 oup ]
00RD 4d4a 75 6c 20 32 33 20 31 36 3a 34 Od Jul 23 1 6:d49 ...
0070 OQa 2d F2 77 2d 72 F7 2d 72 Fr 2d 20 « =Pl=a= = 1

Iﬁequenne number (top . zeq), 4 bytes :I Pz 101 O: 101 M D

Go  Capture  Analyze Statistics

x| @S| @ «[»|0F 2| QAR 12m)HEX B

.."rl Add Expression... | Clear

Source Destingtion Protocol Info

22 10.940056 192.168.2.2 192.168.3.2 FTF-DATA FTP Data: 1260 bytes
. 940137 192.168.2.2 192.168.3.2 FTP-DATA FTP Data: 62 bytes
10, 940160 192,168.3.2 192,168, 2.2 1365 » ftp-data [ACK

N =

H Frame 23 (116 bytes on wire, 116 bytes captured)
H Ethernet II, Src: 00:0b:46:99:68a:80, Dst: 00:6C:08:82:d2:19
@ Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
B Transmission Control Protocol, Src Ports: ftp-deta (200, Dst Port: 1365 (13650, Seq: 1319, Ack
Source port: ftp-data (20}
Destination port: 1365 (1365)
Sequence number: 1319 (relative sequence numberj |
[Mext sequence number: 1381 {relative sequence number)]
Acknowl edgement number: 1 irelatiwve ack number)
Header length: 20 bytes
B Flags: Ox0018 (PSH, ACK)
O0... .... = Congestion Window Reduced (CwR): HNot set
«Oue vue. = ECN-Echo: Mot set
..0. .... = Urgent: Not set
. ver. = Acknowledgment: Set
Push: Set
A000 oieG Reset: Not set
Ao00 ooes Syn: Mot set
sess el = Fin: Mot set
Window size: 17640
Checksum: Oxebé&2 (correct)
E FTF Data

=

D020 03 02 00 14 05 55 05 18 .. ..
0030 44 eB eb 68 00 00 20 20 67 72 6F 20 ..h..  group
0040 20 20 33 3€ 34 30 31 39 32 20 41 39 364019 2 Apr 9
DOs0 20 20 32 340 30 33 20 44 w9 Fé 58 2e 2003 D 1vx.Pro.
D060 76 35 2e 30 2e 33 2d 45 43 4c 69 7a  v5.0.3-E CLiPSE.z
0070 689 FO Od 0= o, .

Iﬁequenue number top seq), 4 bytas :I P: 101 D: 101 M: D

K 3-24
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F 3= TCPF UDP th

SRR EEEEEERE R G EEE

Firter:l .."rl 2dd Expression... | Clear

File Bt “Jdew Go  Capture  Analyze Statistics  Help

23 10.940137 192.168.2.2 192.168.3.2 FTF-DATA FTP Data: 62 bytes

o, . Time Diestination Protocol Infa
22 10.940056 192.168.2.2 192.165.3.2 FTF-DATA FTP Data: 1260 bytes
24 10.940160 192.168.3.2 192.168.2.2 1365 » ftp-data [ACH /

N

B Frame 24 (54 bvtes on wire, 54 bvtes captured)
B Ethernet II, Src: 00:80:08:82:d2:19, Dst: 00:0b:46:99:6a:80
M Internet F'r'I:l‘tI:In:l:l'|, Src Addr: 192.168.3.2 (192.163.3.2], Dst Addr: 192.168.2.2 (192.168.2.2)
B Transmission Control Protocol, Src Port: 1365 (1365), Dst Port: ftp-data (200, Seqg: 1, Ack: 1
Source port: 1365 (1365)
Destination port: ftp-data (20)
Sequence number: 1 (relative sequence number)
Acknowl| edgement number: 1381 relative ack numbery |
Header length: 20 bytes
B Flags: Ox0010 (ACK)
cee haaa Congestion Window Reduced {CWR): Not set
ECN=Echo: Mot set
Urgent: HNot set
Acknowl edgment: Set
Push: Mot set
Eeset: Not set
Syn: Not set
= Fin: Not set
Window size: 17640
Checksum: Oxfaz4 (correct)
[SEQ/ACK analysis]

=

0000 00 Ob 46 95 6a 80 00 60 OB &2 d2 19 08 00 45 00
0010 00 28 50 bs 40 00 80 06 23 ¢l o0 a8 03 02 O ab
0020 02 02 05 55 00 14 05 98 0Oa 88 FHE il -C 10
0030 44 es8 fa 24 00 00

[ﬁ:knuwledgemem number ttxp.ack), 4 bytes

3.2 UDP {i¥

PR (User Datagram Protocol. UDP) 3% J ok 37 0 86 75 AR i+ 5 4L 2 [H]
1% i B 1) ) 26 107 FH o A0 48 D 28 A1 25 0 2R G 7E N I A2 1 25 1/ IR 55 e 15 X 1) I 2% 7 FH
w2 UDP ¥rid. UDP UrX B F 1P Bl iy )=

Al 27 i TCP #hil, B — R B A% 2% 1 PR UEAL I b ol i 51 4% B 20k — i 3
B A — P55 ORRIEEUE 2358 AR E R CARKR T AR . UDP 5% A X A 0 AR
L. i BEVLZE A H UDP P30 4% 25 20408 /9 B 15, i T 0 30AS B AN B A5 A o] A6 I 5%
$E7R  FIT DA 38 7 HUE 08 Bl 1 I AN A B PE & 5 el 3 7 4, AL it & S B R 4 UDP
IR AR X B E R N H MG AL N ENFL T . ZREEENME &
e, FEI L AR UDP BFR R A 0] 58 1948 & il .

B2 BESK UDP J& —Fh A 0] 52 19 B 2% DL . A A E Al EWe? B4R TCP Uil i
AT &M e EE A0 BFE LR PUTI B & H R E B RS 8  JC 5E 8 B 52 3]
PR 20 . UDP i FHERR T 15 B ] 4538 HL 8 % 2 FHEF S5 D) RE 8 22 45 2 1 ok
56 1 B R B ARG T AT sk ] o 2 A5 3] 1 FRIE

XF UDP il 09 & 7 #L e /2 1980 4 & 45 i) RFC768., UDP i 7E = it N FH o & #%
HHEIEEH.

L A | SR 22 A R AT TP B3 (VolP) st 2 A fY UDP W . B AT F ol S 44
K5, 3 B8 N FH B I o SEPRYERE L T LAk T AR A5 B G ) P RACR (B vy ) T T )
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Li CP/IP LR N

) AEAE AT LAk

€ [ AT (i an 23 i D

X FE 2 UDP il TCP ¥ fh i i A i 22

Kb o AR A [) B A 55 AUET L PR A% i P ST R AE 45 e 19 IR 24 1 570 b % 4 B o S A4

UDP g SCayA% A an &l 3-26 Frs

B~ UDP 2 XA A a4y KA e X, il sk
AL 16 MR 5,16 2 B i 05 .16 {7 UDP K JF

CA AR g ) L 16 A7 450 56 A1, 1 T 23 J9t) >F i B X

7 SCHPE

16 s 05 |16 A HAY % OS5
16 1 & 16 {3 B B8 F
, B
6 > FEx
K 3-26

P54 11 (Source port) #1 H B9 ¥ I (Destination port) “FE & T 16 /i {9 UDP Ppil i H 5,
A~ HEFE A 2R,

UDP %5 TCP s —+E AR FH IR 55 1 5 b B0 1% 4 B 2 i S b
F B ¥ 152 65 BH B i oK 59 AR 45 2584 (B 59 v 14 Wi

i A Y R

- 7 FH AR e fe i 107 1223 2K

i HH Y

UDP 19 ¥g 154F DNS 53 . BOOTP 67(SERVER) /68(CLIENT) \TFTP 69 1 SNMP 161 %,
AR 04 P 29505 9 S 0 B0 8 47 P 90 0 S R PR Sk 1 R s
9 LA 2000 5 2 PR 28 0K B 0 W 03 . O £ 19 I I AR 0 3 1 85 1

FmiAE . WS Fid . E

o7 FH A A 25 PR Z08E 2 09 K A B S BEIKE] 8192 77

UDP Wi FH 32 =k H i A 35 A ok AR UE 2088 1 28 4, R 56 A8 S 78 B0 6 U il i R
AR TR AR RER Z R AT EHERTA . R AR AT L i R
g 55 = O Bkl 4R R S R R A2 B 5 IR L & 6 VR RO B RS B T R EDKE S 2
7 H e UDP Up ] LIAG I 25 4 . 78 UDP P i3 A 4 56 2 BE 52 ml 3£ 19, 20 52 6 H: 56 4]
Al LA RGP RE A T sE . X5 TCP BhSUE AR A . TCP ZR 20 H A #2560 Al

& 3-27 BEFRE I —4 UDP 43 B 75X AN E b a] DL E 3]

R E N BRI R R KRR 65 535 F 0. Al — 28508

-~ UDP 4 Yk E A .

Fie Eit  Mew Go Capure Anabyzs  Suaisties  Help
)| S|E) x |8 Qe »|0F 2| QUS| 105X O
Fitter: | /| #dd Expression...| ciear| 2pply |

IS R =y = LI LS —— e S A RS

192.168.2.3
192.168.2.2
192.1AR. 2.3

7 5.531467
8 5.536035
9 §.53R155

CJ AR EN

192.168.2.3
192, 1RF. 2. A

W =l == L L L=a) - 1T

Tt TN T @

TFTP

TETP & lenrw] ednement .

Read Request, File:
Data Pacxet, Block:

Rl

[~

ddda

-

@ Frame 7 (62 bytes on wire, 62 bytes captured)
& Ethernet II, Src: UG:EO:GE:BE:dE:lg, Dst: O0:08:74:16:da:4f
& Internet PrDtD:u1 Src Addr: 192.168.2.3 (192 16& 2.3), Dst ﬂddr 192.168.2.2 (192.168.2.2)

B8 User Datagram Frof ycol, Src
Source port: 1044 (1044)
Destination port: tftp (69)
Length: 28
Checksum: O0x5bb? (correct)

# Triwvial File Transfer Protocol

e

(ielely]
0010
0020
0030

(R0 14 00 45 00 1c 5
2e 74 FE 74 00 &e 65 74 Bl

iy OO 01

00 08 74 1 4a 4f 00 60 08 &2 d2 19 08 00 45 00
00 30 02 13 00 00 80 11 b3 54 cO a8 02 03 =0 a8
62 70 76 36
73 63 69 B9 0O

S I TR =
N Teeuras
.. PN . ipvé
txtonet ascii.

|Llser Datagram Protocal (udp), 8 bytas

ElF:IIIII:HM:I]

&

3-27




C HAPTUERA4

ARP 1) i E4E

4.1 ARP T {EJiRp

ARP il 7 5T 48 TP b hil T4 5 ol ) < 6 44 3t ik

ARP B X MEF B ZE: Kk —1D) #% . X1 #%us 7T — 1 EE
1 TP b hk , BEoR IEAE 4 FH X A4 TP Huhk (9 = HL e R g i B 44 bk . B A 3 A4
IP B9 F= AL AT W B 33X A4~ 7 4 Oy 3 0 o At 1) 15 2t 25 0T W 31D, 580 2% 25 105 v [z
15—~ ARP W N o 7 B 3K A e 7 AS -2 P 4% B e 1 4 . i & BB A 3K 45 R
AR HERBENL.

ARP fu B S5 BAEsE 205 XM 1P 02— FErY (02 ARP LA 1P
fl 2 5E ST /Y, ARP B9 1D 52 0806, 1 1P fifi F /9 2 0800, 4 & 4-1 F
&l 4-2 s, 0] DIE ) ARP 1 1P &2 B0 T 2RI ZE 1 L2 fE a6
ZH A A TYPE FE .38 B B2 PRy 2888, n] UF 8] ARP 2h 0x0806, 1P
# 0x0800 .

ARP U F LN FBL.HERHF HA 5 NF B2 R ARP A% 14 1))
AE . U v Y BE A4 bbb R v g TP Hohk . H AR A9 AE Ao bk, HARAY 1P ik F1—
MH BB FE XN H B R F B H R R Y ET ARP 2 — iRk
B X1 2R A9 — 1> e

YRS ik ARP IER I, B2 4 NS HhEMHCHF B Ry 3
AL B L 3 5 0 BE A bk A0 TP Hohk A $2 4 B AR iy 1P bk CE A B i i 6
R A FER , TP FERIERT N 0, BN ESREHERUFER
KR YFIEE T ARP &, R 57/ B b #& X - 1E oK L 18 ir 7 i &
MEEMTIIT R, — B FEALTUr 25X 3 & g K (7E ARP EF:K 19 1P #ihk 5 B
o 2D L AR B — A i B R SC I SO A TE SR AL, M R 4R SO AR M ik
1 TP Hb hb F1 A8 2 bk . b8 A0 3% I A& a8 RGN TP b bk 0 6 4 Hb b, 33X > 0 1
R SC 23 At H B 2 A 5 Bk R I Y AT a0 E — 1 ARP i) L 4Rz S BT 1Y
ARP i i 4R SCAS PRI ) #6 A ik 25 BLIE AR f 27 IR v 1 K 3



CP/IP thBUR NS TR

File Edt  ‘Wewm Go  Capture Pnalyze Statistics Help |

)| S[E] x [@8] R «[»] ©[F & @alal WhEX
M

/ |A:|d Expression... | Clear| Apply

Ho. . Time Souroe Destination Protocol Info
0.017232 10.61.19.177 Broadcast ARP Who has 10.61.19.17;
6 0.262043 10.61.19.177 Broadcast ARF Who has 10.61.19.177
F 0.280384 Q00:13:02:2a:fa:53 10.61.19.17°7 ARF 10.61.19.177 is at C|f
N ] =

Frame 5 (42 bytes on wire, 42 bytes captured)
B Ethernet II, Src: 00:13:02:97:4a:83, Dst: ff:ff:ff:ff:Fff:Ff

Destination: ff:ff:ff:Ff:Ff:ff (Broadcast)

Source: 00:13:02:97:4a:83 (10.61.19.177)

O=0B0B

B Address Resolution Protocol {(reguest/gratuitous ARP)

Hardware type: Ethernet {(0=0001)

Protocol tywpe: IP {Ox0800)

Hardware size: @

Protocal size: 4

Opcode: request (Ox00017)

Sender MAC address: 00:13:02:97:4a:83 (10.61.19.177)

Sender IP address: 10.61.19.177 (10.61.19.177)

Target MAC address: OQ:00:00:00 :00:00 (00 00 :00_00 :00 :007)

Target IP address: 10.61.19.177 (10.61.19.177)

A

000 ff ff ff ff ff ff 00 13 02 57 4a 83 m 00 01 ..vvuvss =N, .
010 ©OS 0D 06 04 00 01 O0 13 02 97 4a 83 0a 3d 13 bl ........ I N
020 00 0D OO0 OC 0D OO0 Da 3d 13 k1 o iuen = ..
hmmmwﬂ:wm :[P:aap:aant 0
K 4-1

File Bt  ‘ewm Go  Capture Analyze Statistics Help

B)| S|E x @3 R a0 FE KRR, 1#D) X B

Filter:l / |F~dd Expression... | Clear| Apply
Ho. . Time Souroe Destination Protocol Info

4 0.006454 10.61.19.1 10.61.19.177 DHCP A.C

E 0.017232 10.61.19.177 Broadcast ARF Who has 10.61.19.177

b 0.262043 10.61.19.177 Broadcast ARF Who has 10.61.19.177 | f
= | =

Frame 4 (342 bvtes on wire, 342 bytes captured)
B Ethernet II, Src: 00:0fF:f7:67:98:3Ff, Dst: 00:13:02:97 :4a:83

Destination: 00:13:02:97:4a:83 (10.61.13.177)

Source: 00:0f:F7:67:98:3F (10.61.19.1)

Ox0800

@ Internet Protocol, Src Addr: 10.61.19.1 {10.61.19.1), Dst Addr: 10.61.19.177 {10.61.19.177)
User Datagram Protocal, Src Port: bootps (67), Dst Port: bootpc (68)
Bootstrap Protocol

A ddd

000 00 13 02 97 4a 83 00 OFf 7 é7 98 3T 45 Q0 R . .g.'?!E.

010 01 48 1a c9 00 OO0 fFf 11 &4 BED Qa 3d 13 01 Da 34 eHeeevee dou=...=

020 13 b1 00 43 00 44 01 34 2f ¢7 02 01 06 00 98 52  ...C.D.4 /uvu... R

030 e0 4f O0 OC OO0 OO0 OO0 OO OO0 CO Oa 3d 13 bl 00 00  .O...... e Taaan

040 00 00 OO0 OC 0D OO0 00 13 02 S7 4a 83 00 00 00 00 .owou.... I P

050 00 0D OO0 OC 0D OO 00 00 OO0 CO 00 00 00 00 00 00 vevunrss sansenes /
hmMMwﬂ:Wm :[Paap:aant0
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F 4= ARP 1h

4.2 ARP #1550

ARP g SCH 9 DNF B R . A1 i S /IR T8 A b [ 28 8540 5 a9 % 38 0wk iy /Y
AR AR, 3 4-1 2 ARP R P B,

£ 41
S F WK L

Hardware Type 2 Fril ARP SCERAE M RS AU 9 X 2% |

Protocol Type 2 FiRHE M EE B IUE B
16 E P PRI A 0 4 bk ) KN DL LA, B R B

Hardware Address Length 1 P 2 i A 4 30 3 kAL AN 1], BT L ARP 0 v i HoAth 57 B 75
BXNTFE

Protocol Address Length 1 55 FIE i hE A K LT SR, TP b RE B 2 4

Message Type 2 FrRifixX 4~ ARP 692888 (U3 3R 7l ™ mg iz ™)

Source Hardware Address A AR bril & ik ARP #5019 3 AL A9 6 1 b bt

Source IP Address aJ AR Prifk ik ARP TR0 EHLAY TP ik

Destination Hardware Address aJ AR FrilmE . ARP )& (19 3= AL A9 6 £ b bk

Destination IP Address aJ AR PrifmE B ARP &/ EHLAY TP #ihk

R4 e B, T A L PR R 19 ARP i SCOR E A0 M ARP 1 SCH 5B
1. Hardware Type

P iR B TE R B9 BE A fh 2 A . DIX-Ethernet fHihlEZE R 2 1. 1IEEE 802. X Ethernet Y
bk A2 6, ARCnet By hEZEARI R 7, 40& 4-3 Fras .,

File Bt ‘dewm Go  Capture Analyze Statistics Help I

o) elA]x (@S] B «[+] 2[F 2] Q/QQ) HBEX O
M

,l"l Add BExprezzion... | Clear| Apply

Ho. . Time Sournoe Destination Protocol Info

1 O, 000000 2 Broadcast Who has 192.168.3.1%

2 0.000588 1582.168.3.1 1%2.168.3.2 ARF 152.168.3.1 15 at OC

3 0.000608 192,.168.3.2 192,168.2.2 TCF 1364 > fTtp [SYN] Sec| s
= ] P

Frame 1 (42 bytes on wire, 42 bytes captured)
[ Ethernet II, Src: 00:60:08:82:d2:19, Dst: ff:ff:ff:FF:Ff:FF
B Address Resolution Protocol (request)
Hardware type: Et
Protocal type: IP (0x0200)
Hardware size: @
Protocol size: 4
Opcode: request {(0x0001)
Sender MAC address: 00:60:08:82:d2:19 (192.168.3.2)
Sender IP address: 192,.168.3.2 (192.168.3.2)
Target MAC address: Q0:00:00:00:00:00 (00 :00:00_00:00:00)
Target IP address: 192.168.3.1 (192.168.3.1)

000 TF f ff ff Tf fFf 00 60 OB 62 d2 19 OB 06 OBl  .+...... T eeens -]
010 OB 00 06 04 00 01 00 60 OB €2 d2 19 cO a8 03 02  ....... s
020 00 0000 OC OO 00 c0 a8 O3 €1 eeeavnn o

'—i:rdm:rﬁ type (Emp.hwtypal, 2 bytes :| P:101 D: 101 Wt D
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CP/IP LR NS TR

2. Protocol Type

RRVE A EZE . RO ARP B35 9 B A 09 B0 B B 00 4% 1 R i LLE T
AL T 1P, mj%ﬁ.fLiiiHﬂ‘:fﬂIF%J%ﬁH}ZHHE?r?ﬁ 5 2 P e AE oG B A A s Rk . A
Protocol Type FFE A€ SCIX AN K d8 09 & JZ2 Bl an (& 4-4 Fhow

XfF Ethernet WM&, 1P A{E 2 T /S #EHIAY 0800 (X 5 T #EHI /Y 2048 EAHSFRY) .

File Bdt “Jdew Go  Capture  Analyze  Stalistics  Help

2l =B [RS8 B« 07 2] /@) #DHEX 8
EI ..-"IRI::I E-:pressinn...l Elearlﬁpﬂyl

Ma. Tirme Sounce Destination Protecal Infa

10. 192.168.3.2 Broadcast AR Who has 192.168.3.1%

2 0.000588 152.168.3.1 192.168.3.2 ARF 192.168.3.1 15 at OC

3 0.000608 192.168.3.2 192.168.2.2 TCF 1364 » ftp [SYN] Sec |z
[~ J -

Frame 1 (42 bytes on wire, 42 bytes captured)
Ethernet II, Src: 00:60:08:82:d2:19, Dst: T :ff:ff:f T :fF
B Address Resolution Protocol (reguest)
Hardware type: Ethernet {(Ox0001)
| Protocol type: IP (Ox0800
Hardware size: 6
Protocol size: 4
Opcode: reguest (Ox00017
Sender MAC address: 00:60:08:82:d2:19 (192.168.3.2)
Sender IP address: 192.168.3.2 (192.168.3.2)
Target MAC address: 00:00:00:00:00:00 (00 :00:00_00:00:00)
Target IP address: 192.168.3.1 (192.168.3.1)

0000 T fF T Tf £f ff 00 60 08 62 d2 19 08 06 00 01  ....... e reenn
0010 06 04 00 01 00 60 ORf &2 d2 19 0O a8 03 02 PN..... e
0020 00 00 00 OC 0D OO 0 a8 03 01 Cieeeies an

Protocal type (3rp proto typel, 2 bytes :l P01 D: 10T k0

3. Hardware Address Length

¥§ % Source fl Destination Hardware Address 5Bt i $2 4E 09 6 4 #b hE < B (DL 3R
RS UnE 4-5 s,

File EBdit “dew Go Capture Analyze  Stalistics  Help

)| S5|E) % [ 8| R« = 0 F ZQAQA| ¥DHX C
ﬂl ..-"Iﬂdd E-:pressinn...l Elearlﬂpﬂyl

Ma. Time Sounce De=stination Protocal Infa

10. 192.168.3.2 Broadcast T Who has 192.168.3.1%

2 0.000588 192.168.3.1 192.16E.3.2 ARF 192.168.3.1 15 at OC

3 0.000608 192.168.3.2 192.166.2.2 TCF 1364 » ftp [SYN] Sec Fi
[~ | e

JJJJJJJ

Frame 1 (42 bytes on wire, 42 bytes captured)
Ethernet II, Src: 00:60:08:82:d2:19, Dst: ff:ff:ff:ff:Ff:FF
B Address Resolution Protocol {reguest)
Hardware type: Ethernet (0x0001)
Protocol type: IP (0Ox0800)
Hardware si1zZe: b
Protocol size: 4
Opcode: request (0xD001)
Sender MAC address: 00:60:08:82:d2:19 ({192.168.3.2)
Sender IP address: 192.168.3.2 (192.168.3.2)
Target MAC address: 00:00:00:00:00:00 (00 :00:00_00:00:00)
Target IP address: 192.168.3.1 (192.168.3.1)

-------

oooo ff ffF £F fF fF £f 00 60 08 82 d2 19 OB 06 20 01 ....... .
0010 08 00 3§ 04 00 01 00 &0 O8f &2 d2 19 c0 aB 03 02 04 - fooo cacooooc
0020 00 00 00 OC 00 00 <0 a8 O3 01 e .

Hardware size (amp bhw._size), 1 byte |F 101 O: 101 b O
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4. Protocol Address Length

¥5 7€ Source Fll Destination Protocol Address B %3 2| 09 & =2 P b ik a9 1 BE (DL
TONEBAD o X IP SRy, X AME RS 4(32 7 /8=4 F7) L 4N 4-6 FT s,

File Bt ‘WJewm Go  Capture  Analyze Stafistics Help |
o Fa mrE % o
)| B(E)] x| S| @« »| 0| F & QA D)X E
FiIter:I flﬂdd Expresszion... | Clear| Apply
Souroe Destination Info

1 O, 000000 192.168.3. 2 Broadcast ARP Who has 192.168.3.1%

2 0.000588 152.168.3.1 192.168.3.2 ARF 152.168.3.1 15 at OC

3 0.000608 192.168.3. 2 192.16E.2. 2 TCF 1364 » Ttp [SYN] Sec |/
N ] =

Frame 1 (42 bytes on wire, 42 bytes captured)
[ Ethernet II, Src: 00:60:08:82:d2:19, Dst: ff:ff:fF:Ff:Ff:FF
B Address Resolution Protocol (regquest)

Hardware type: Ethernet (0x0001)

Protocol type: IP (Ox0QB00)

Hardware size: @

Opcode: request (0x00017

Sender MAC address: 00:60:08:82:d2:19 (192.168.3.2)
Sender IP address: 192,.168.3.2 (192.168.3.2)

Target MAC address: 00:00:00:00:00:00 (00 :00:00_00:00:00)
Target IP address: 192.168.3.1 (192.168.3.1)

000 FF ff ff ff 7F ff 00 60 OB 62 d2 19 08 06 00 01 .. ..... ——

010 OB 00 06 3F 00 01 00 60 OB E2 d2 19 cD as 03 02 B .
020 00 00 00 00 Q0 O0 <0 a3 QO3 C1  iaesaena aa
"n:-t-:-cnl size (arp.proto.size), 1 byte | P: 101 O: 101 MO
% 4-6

5. Message lype

v B S S Y S A

ARP A B S HF AR FEAERAE . 15K 53— U DU HE Bk AH OC B A% 85 4 b b . o) 107 B 2 B i
1K . [FAE . RARP 2 35737 oK A 17 22 4E 19 8% . X AT Inverse ARP J& —FFiY .

Message Type ZEARVFIULEA G0 3€ 4-2 fr/n . SEPRAY Message Type WNE 4-7 iR,

X 42

H OB JE A 2 i B
1 ARP ik
2 ARP 1 i
3 RARP ik
1 RARP 0 i
8 Inverse ARP iR
9 Inverse ARP Wi i

& 4-7 7 Opcode F Bk R Message Typhiii%%ﬂ 0x0001 , th L &2 1,3X
JE T ARP I R S, XA R i SCH 9 B AR MAC #ihER2 R 0,
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CP/IP VRN FF

File Bt  ‘Wewm Go  Capture Analyze Statistics Help
o ._/I- L Ll | J W
=R x [ R[«[»] 07 2] Qalal e DEX &
FiIter:I /| add Expresszion. .. | Clear| Apply
Mo. . Time Source Destination Protocol Info
1 O, QOO0 192.168.3.2 Broadcast s 192.168.3.1%
2 0.0005388 192.168.3.1 182.168.3.2 ARF 192.168.3.1 15 at o
3 0.000608 192.168.3.2 192,168, 2.2 TCF 1364 > fTtp [SYN] Sec| s
= ] =

Frame 1 (42 bytes on wire, 42 bytes captured)
@ Ethernet II, Src: Q0:60:08:82:d2:19, Dst: ff:ff:fF:ff:fF:FF
B Address Resolution Protocol (reguest)

Hardware type: Ethernet (Ox0001)

Protocal type: IP (Ox0B00)

Hardware size: &

Protocol size: 4

00:60:08:82:d2:19 (192.168.3.2)
192.168.3.2 (192.168.3.2)

00 :00:00:00:00:00 (00 :00:00_00:00:00)
192.168.3.1 (192.168.3.1)

Sender MACZ address:
Sender IP address:
Target MAC address:
Target IP address:

000 ff ff ff ff ff ff OO0 60 OB €2 d2 19 O8 06 00 O1
010 08 00 06 04 00 60 OB €2 d2 19 c0 a8 03 02
020 00 00 00 OC OO 00 cO a8 03 C1

iiiiiiii

hpc-:-di (amp.opoode), 2 bytes

6. Source Hardware Address

PRIUL IR X ARP ALY AL A BE 1 ik
"1~ ARP ’)C.Tﬁ%llﬁ_ AL 7 S A 57 Y A
Hardware Address FEz i B T iX 1> ARP £L 1) & 15 3
B E MR LR X
1 & 2 35 T2 0 N A9 1 4 19 B 4 ik L an &l 4-8 Firos

Z A7) D)2
P AL AT 31X A4~ B2 HY 1

FOR AU B 45 AU RE R Mk . 2R ARP 12

SR AL T L2 0
# K 1 8
SR A
A T 4

. Source

iH}J\‘i,HE/AI{Z%

XN FEAS

020 Q0 00 00 OC 00 OO0 <O aB 03 C1

File Edit ‘Wlew Go  Capture  Analyze Statistics  Help
; Fal Ll ] {ah
2)| S|B) x @S (@ e[0T & QAR 12 D)HEX B
FiIter:I flﬂdd Expresszion. .. | Clear| Apply
Destination Info
1 0. 000000 . 3.2 Broadcast Who has 192.168.3.1%
2 0.000588 192.168.3.1 192.168.3.2 ARF 152.168.3.1 1s at oc
3 0.000608 192.168.3.2 192,168, 2.2 TCF 1364 » fTtp [SYN] Sec |/
= ] =
Frame 1 (42 bytes on wire, 42 bytes captured)
[H Ethernet LI, Src: 00:60:08:82:d2:19, Dst: ff:ff:ff:ff:ff:ff
B Address Resolution Protocol (request)
Hardware type: Ethernet (0x0001)
Protocol type: IP (Ox0O200)
Hardware size: &
Protocol size: 4
Opcode: request (0Ox0001)
Sender IP address 192. 158 3. (192 168.3. 2)
Target MAC address: 00:00:00: ﬂG :00:00 (00 :00:00_00:00:00)
Target IP address: 192.168.3.1 (192.168.3.1)
ooo  ff £ +F ff £ +f 00 60 08 62 d2 19 08 06 00 01 ....... e aeesna
010 0B 00 06 04 00 01 'MEECEEENTFN-FEE -0 a8 03 02 ..., . ....H

ISnind-arha'lﬂd: address (arp.sro.hw_mac), & bytes
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7. Source IP Address

PRI & 259 ARP LR EHLAY 1P Huhk .

B~ ARP Z# &R & W0 . PR R A 33X 02 1 & oK 19 IR 1Y . Source TP Address
FEULHH T XA~ ARP i) &6 & 89 1P bk, IR X2 —NiER. P2 ZFBEE &1
JERIRIZIE R & TP fuhk ., 5% ARP 02— B 8 4 X A~ B & 1Y 02 2 % i
i 7 4 35 24 1Y) TP bk L an &l 4-9 B .

File Bt ‘Wew Go  Capture Analyze Statistics Help I

@) @) x @S| Qa0 F & QA D)X 8
m

/| 2dd Exprezsion___| Clear| Spply

Mo, . Time Sournoe Destination Protocol Info
0, QOOO00 192.168.3.2 Broadcast Who has 192.168.3.1%
2 0.000588 192.168.3.1 192.168.3.2 ARF 192.168.3.1 15 at OC
3 0.000608 192.168.3.2 192.168,2. 2 TCF 1364 > fTtp [SYN] Sec| s
= ] =

Frame 1 (42 bytes on wire, 42 bytes captured)
@ Ethernet II, Src: Q0:60:08:82:d2:19, Dst: ff:ff:fF:FfF:fF:FF
B Address Resolution Protocol (reguest)
Hardware type: Ethernet (Ox0001)
Protocal type: IP (Ox0B00)
Hardware size: &
Protocol size: 4
Opcode: request (0x0001)
Sender MAC address: 00:60:08:82:d2:19 (192.168.3.2)
sender IP address: 192.168.3.2 (192.16B8.3.2
Target MAC address: 00:00:00:00:00:00 (00 :00:00_00:00:00)
Target IP address: 192.168.3.1 (192.168.3.1)

010 OB 0D 06 04 Q0 01 OO0 60 OB 62 d2 19 EECIPENYE ....... T ....’ '

000 FF Ff Ff ff #Ff ff 00 60 0% 62 d2 19 08 06 00 01 .. ..... ——
Q20 00 00 Q0 O OO0 Q0 o a8 O3 C1 e eessa s

ISand-ir IP address (arp.sro.proto_ipwd), 4 bytes | P:101 D: 101 Wt D

& 4-9

8. Destination Hardware Address

PRz ARP A2y B 09 3o iy 88 {8 # ki > B iy 3] DLJE — A7 37 GE KRl D 53
YA 5 Mo hik Qo B D

Al 4-10 H Destination Hardware Address % 4 7~ #F il /4 00:00:00:00:00:00,iX i BH %
K EAHGE B 09H 2R g0 0y i 4k GRBA ARP 35K —~ 2 40 TP Hb ik X 7 i 88 44 Hb ki)

9. Destination IP address

PRl ARP #lk SCAY H 9w 9 1P Hihk , an & 4-11 B,

F . T ARP P RN FENE X LEH 82 PR LIE R —1F H ARP k3R
B E 1P EVLAY MAC Hbihk i 52 8 i 72

Al 4-12 s EHL 192, 168. 3. 2 Zik—1 ARP iH K request. X & — 1T %, &4k K
26 192,168, 3.1 1y MAC Huht ., ol LIFF] . &2t — ) #% sk 52 iy .

& 4-13 W78 T —4 ARP [N AL reply, B &5 19 H fr bk 2 192, 168, 3. 2, I # ht 2
192.168. 3.1, LAFEH ARP P41 1 192.168. 3. 1 By MAC #hhl, X#E.192. 168. 3. 2
FASE] T 192.168. 3.1 AYRE{F MAC Huhk,



CP/IP iR N

Capture  Analyze  Statistics Help

| B| @] «|»|0|F & Q|Q|Q

,I’l Add Expression. ..

Destination Pritocal

« QO00G00 192.168.3.2 Broadcast wWho has 192.168.3.1"
000588 192.168.3.1 192.16E6.3.2 192.168.3.1 is at OC
LO006E038 192.168.3.2 192.16E. 2.2 1364 > Ttp [SYN] Sec

H = =

@ Frame 1 (42 bytes on wire, 42 bytes captured)
M Ethernet II, Src: Q0:60:08:82:d2:12, Dst: Ff:ff:ffftff:ff
B Address Resolution Protocol (request)
Hardware type: Ethernet (0x0001)
Protocol type: IP (Ox0R00)
Hardware si1ze: é
Protocol size: 4
Opcode: reguest (0x<0001)
Sender MAC address: 00:60:08:82:d2:19 (192.168.3.2)
Sender IP address: 192.168.3.2 (192.168.3.2)
MAC address: 00 :00:00:00:00:00 (00 :00:00_00 :00:0
Target IP address: 192.168.3.1 (192.168.3.1)

Ff ff ff ff ff ff 00 60 OB 82 d2 19 08 06 00 O1
08 OO0 O 04 00 01 00 60 O8 82 d2 19 oD a8 03 02

cO a8 03 01

I'I'arg-et hAC addrezs (arp.dst hw_macz), & bytes

Capture  Analyze  Statistics Help

|3 Q|| o|F & Q|Q|a #¥D

,I'l Add Expression... | Clear

Destination Privtocal Info

« QOOG00 192.168.3.2 Broadcast wWho has 192.168.3.1"
. 000588 192.168.3.1 192.168.3.¢2 192.168.3.1 is at OC
- 000608 192.168.3.2 192.168. 2.2 1364 » ftp [SYN] Sec

H - =

H Frame 1 (42 bytes on wire, 42 bytes captured)
M Ethernet II, Src: Q0:60:08:82:d2:12, Dst: Ff:ff:ffoftff:ff
B Address Resolution Protocol (request)
Hardware type: Ethernet (0x0001)
Protocol type: IP (Ox0R00)
Hardware =s1ze: 6
Protocol size: 4
Opcode: reguest (0x0001)
Sender MAC address: 00:60:08:82:d2:19 (192.168.3.2)
Sender IP address: 192.168.3.2 (192.168.3.2)
Target MAC address: 00:00:00:00:00:00 (00 :00:00_00:00:00)

ress: 192.168.3.1 (192.166.3.1) |

0000 fF ff ff ff ff ff 00 60 0B 82 d2 19 08 06 00 O1
0010 ©8 OO 06 04 DO O1 00 60 08 82 d2 19 cO a8 03 02

0020 00 00 00 OC 00 OO

I'I'zrget IP address (arp dst proto_ipwd), 4 bytes iI P: 101 O: 101 k4 D

K 4-11

Ay C 0 1P H bk Al ARP 38745 9% 1P bk /9 MAC Hbhk . # FkFEH ARP
B — A HiE — FEE M XA ARP 1Y Gratuitous ARP(GARP) , Y4 EHLAE — kIR
3 1P Motk 2 A & /) TP HuhEfE b B AnHht % 3% ARP 352K, DA€ B S Y 1P Hb
heRESA AN RG] ARP g b W R X A TP #iak 2 4/ A A . 3X ff ARP iF K Fx
HTCH ARP.GARP. W&l 4-14 7.



Al x |8 @« 0T & Qalal ¥D

fl Add Expression. I Clear

“few  Go  Capture  Analyze  Statistics Halp

Destination Privtecal Info

- QOO000 192.168.3.= Broadcast as 192.168.3.1
000588 192.168.3.1 192.16E6.3.2 192.168.3.1 is at OC
0006808 192.168.3.2 192.16E. 2.2 1364 > ftp [SYN] Sec| s

I-d - -

@ Frame 1 (42 bytes on wire, 42 bytes captured)
A Ethernet II, Src: Q00:60:08:82:d2:19, Dst: ff:ff:fr:ff:f1:FF
= Address Resolution Protocol (request)
Hardware type: Ethernet (0x0001)
Protocol type: IP (Ox0B800)
Hardware size: 6
Protocol size: 4
Opcode: reguest (0x0001)
Sender MAC address: 00:60:08:82:d2:19 ({192.168.3.2)
Sender IP address: 192.168.3.2 (192.1A8.3.2)
Target MAC address: 00:00:00:00:00:00 (00 :00:00_00:00:00)
Target IP address: 192.168.3.1 (192.168.3.1)

0000 fF ff ff ff ff ff 00 60 O0F 82 d2 19 08 06 00 OL
o010 OB 0D 06 04 00 01 00D &0 O8 82 d2 19 O a8 03 02
Qo0 Q0 QO Q0 Of Q0 OO0 cQ ag 03 C1

I File: FTP 31 KB 0D:01:39

Capture  Analyze  Statistics Help

|| Q|| 0| F & QQE 18D H] X

,I’l Add Expression. I Clear

Source Destination Privtocal Info
122,.168.3.2 Broadcast ARF who has 192.168.3.1%

192.168.3.1 19£.1b6E.3.2 192.168.3.1 15 at O
192.168.3.2 192.16E. 2.2 1364 > ftp [SYN] Sec

-

@ Frame 2 (60 bytes on wire, 60 bytes captured)
M Ethernet II, Src: Q0:Cb:d46:99:6a:80, Dst: D0:6C:08:82:d2:19
= Address Resolution Protocol (reply)
Hardware type: Ethernet (0x0001)
Protocol type: IP (Ox0B800)
Hardware size: 6
Protocol size: 4
Opcode: reply (0x0002)
Sender MAC address: 00:0b:46:99:6a:80 (192.168.3.1)
Sender IP address: 192.168.3.1 (192.1A8.3.1)
Target MAC address: 00:60:08:82:d2:19 (192.168.3.2)
Target IP address: 192_.168.3.2 (192.168.3.2)

0000 OO0 60 OB 82 d2 19 00 Ob 46 59 6a 80 08 06 00 01
0010 ©O8 00 06 04 00 02 00 Ob 46 59 6a 80 cO ad 03 01
0020 00 B0 08 82 d2 19 c0 a8 03 0z Q0 00 00 00 00 00
o030 00 OO0 OO OC OO0 OO0 00 Q0 00 CO G0 00

I File: FTP 31 KB 0D:01:39

& 4-14 1, ARP 2 ARP iFK . X4~ ARP 49 (19 I 6 {4 # ik (MAC #hk) &2 & 3% F 61
1 MAC sbodk . B AR 4k (MAC k) {8 A9 2 ) #& ik (FF-FF-FF-FF-FF-FF) ; 1fif &
A E AR PR IE (P Huhik ) #B 2 0 & 2% FHLAY 1P Huhlk, FBH ALK 1P #hk 10. 61. 19. 2
ERANTEH.



s

CP/IP iR N4

i

File Bt ew Go  Capture  Analvze  Stalistics Help

@) B|E)| x |8 ([« |0|F & @/ o) 0)|HE X

Filter: flarp Add Bdpression... | Clear| Spply

MHo. . Time Source Destination Protogol Info

le 253.043607 10.61.19.2 Broadcast wWho has 10.61.19.27
253.773618 EBroadcast 1 =
254.775098 10.61.19,2 Broadcast Who has 1D.61.19.27
256.142984 10.61.19.2 Broadcast Who has 10.61.19.17

B Frame 18 (60 bytes on wire, 60 bytes captured)
Ethernet II, Src: 00:04:23:6f:05:10, Dst: ff:ff:ff:Ff:ff:ff
B Address Resolution Protocol (request/gratuitous ARP)
Hardware type: Ethernet (0x0001)
Protocol type: IP (OxO&00)
Hardware size: &
Protocol size: 4
COpcode: request (Ox0001)
Sender MAC address: 00 :04:23 :6F:05:10 (10.61.19.2)
Sender IP address: 10.61.19.2 {(10.61.19.2)
Target MAC address: 00:00:00:00:00:00 (00 :00:00_00:00:00)
Target IP address: 10.61.19.2 (10.61.19.2)

G000

Q010 ]

0020 ) - =2 00 00 OO0 CO GO OO0
030 oo 00 OC 0D 00 OO0 o0 oo

INdresﬁ Feasolution Protocol (arp), 28 bytes AR 0:20M:0



C HAPTER

LA

ICMP 1 ¥ 5=

ICMP A2 A% & 01 - A 58 Ok 2 26 1 FH A2 15 25030 , ICMP & B 3% il
PR, B WIE & &35 TE BT M 48 A b R i 45 .

T IP Ui —Fh A AT SE A B, To ik dE AT 258 0] . 1P 57 FE 80
M= FEVAEE R 5 — A FVL L AR — D58 0 — M . 7
& i <k F2 o L TP ESCHE 0 v BE BRI A 5 A IR ERLAS BE J2 2% o 33X R AR $iE 2k i ) 1 T B
FE JE b & 2K v 0 E R R .

L 4N, TG &0 S 56 AN G AE Y B I R LR R R 2R YL O — AR
K AT BE 25 H 30 ] 5 1) [0 850, e 2% T ) ) 2% A e 1 FH 2 e 25 6 T 38 4 02, X1
RMIFEAR LRI A ML H B T 30 5502 MR, ERAMERGEMER IP
AT IR T B M E G R EH H XN RMEBEHRH TG SHET
o ]

ICMP 2 76 46 I 3] 2 i A P F iR i 2 36 R MOTE B i, XS iR
. HAYHL A AT IK (TP Time-to-live (HN 0 55, BR T KX FiR1H B . ICMP AJ
UL 28 #0156 T W 2% 19 — MR A5 B, - 358 FH R 3R I ) 2% 19 — sE Ak, o an .
Y ping &7 5H ICMP 8 2R A6 M /9 4~ 15 £ 2Z [H] B A % 4% .

ICMP & —~1E XFaiHE B RES & —MiE B AR ML i Diae . &

PR ICMP JH B AR A FE R FERALAWA A C - 3

Gaifih”, MAGZTFE L ICMP HER . ESMNEEFERLE - FHEE. T
MEBEMAR A A ICMP 245 3CH . 2R JF 3 o 1P 2 ICMP 8 B & % 3|
5 i

BAR ICMP A LISkl &5 1P A9 22 W, fH N iz i & ICMP A2l TP #rid
AR, IP AR R F £ R K= A, R 0T 42 55 H b 9 4E ] 5 15
EVLAT e AR 22 )5 A Z W& X 260 B i A 25 & ik & iR vl ICMP B . A
A ICMP H B A B M 4% TAEIE# .

il AN B ping g2, g2 H ICMP /9 Echo Request #l1 Echo
Reply 1§ E . L7 ICMP A 244 T Error $£81%7H & .
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ICMP Echo Request(Reply) 2 3CZ5# an & 5-1 fin B FEIE R ACHS B30 A1 AR IR AT
FUF 55 5 M2 ICMP iy %eds . Hod2em b 8 A0 & 8 2. /&8 Fl s 16 fi2. X =4
F R 32 i, FEAR A ICMP e SCH B AZE 1Y L J5 ) 5 B 45 i iR P AN A /9 ICMP 28 24 A4
WA AN anE 5-2 Frs . iX & ICMP il & .

F A RS A2 58 A0
P IRFF P55 Ay RS 1 55 AN
B A FE 2R BT, HERF
¥l 5-1 ICMP Echo Request(Reply) 3R 3245 # & 5-2  ICMP i FH % =X

5.1 Echo Request fil Echo Reply #¥ i) {4 .

ICMP 424 T P21 73 2 Echo Request 1 Echo Reply . X >4 1A 18 B ALE — k& 7]
DL N 2% SR R R4 R A7 T/E. ICMP Echo Request ZrifijiH B2 P L% B H K
FEHLAIIEIAD , 3 1 ICMP Echo Reply £ 1] 14 B, 3 Wi 1

FE G 3 9 26 v 32 B0 AY FEAS i F 0 L {8 ping B2 5 ok M 3 16 38 4 L ping B9 T 0F JE 2B it
BB MRS Kk P EZ A ICMP Echo Request 15 B S8 J5 H 8 DUIE I FF 45 3] 1
#] ICMP Echo Reply 1H & X4~ #2 B £€ 2% 19 i 8]

& 5-3 RN 5-4 R A Ho 2% A AL Z ) — A fd] B AY ping. ] F-H 192, 168. 2. 3
1F ping £HL 192. 168. 2. 2, EAi12 8] i & 1% ICMP Echo request #il ICMP Echo Reply
56 1 - ELAR T A A2 79 0 A UL T AE OC TICMP A 1 43 .

File Edt ‘WJewm Go  Capture  Analyze Stafistics  Help |

SEEREEREEEERE R R RERIE

FiIter:I flﬂdd Expresszion. .. | Clear| Apply
Ho. . Time Source Destination Protocol Info

4 1. 2. . s 192.166.2. 2 cho {ping) request|

5 1.366585 192.168.2.2 192,.168.2.3 ICHP Echo (ping) reply F/
- l -~

Frame 4 (74 bytes on wire, 74 bytes captured)
@ Ethernet II, Src: 00:60:08:82:d2:19, Dst: OD:08:74:16:4a:4f
@ Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2 (192.168.2.2)
& Internet Control Message Protocol
Type: & (Echo (ping) request)
Code: O
Checksum: Ox4aSc (correct)
Identifier: OxD200
Sequence number: O0x0100
Data (32 bytes)

U0 UJ UG 749 1k 948 94T Ud bd  WE ce O 19 We WY 90 ud R T E.
010 00 3c 00 55 00 O0 80 01 kS 12 o0 a8 02 03 -0 a8 e e avaae sassssus
WEGEEVERER S 00 4a 5c 02 00 01 0O bl 62 b3 bd bS5 Bb M. ... ..ahcdefT
WEIZINNA7 68 69 62 6b 6c 6d 6e 6F FO 71 72 73 P4 75 76 gh1jklmn opgrstuw
WEWEN 7 61 62 63 64 65 66 &7 G wabcdefag hi

'ntarnﬂ Control Message Protocol (emp), 40 bytes :| P13 D:12M:0



E5% ICMP th

Ele E:I'rt Eew En Ea:tune f.aly'ze Etaﬁstics ielp I
g B x @3 @ «l»|0F & a|al 1D X B
M / | Add E-tpressit-n...l I:Iezrlﬂpply'l
Mo Time Source Diestination Protocal Info
4 1.366158 192, 153 2.3 192, IEE 2 2 ICFP Echo (p11g) reguest FE
5 1.366585 2.2 . /
N ' -

Frame & (74 bytes on wire, 74 bytes captured)
@ Ethernet II, Src: 00:08:74:16:4a:4f, Dst: 0D:60:08:82:d2:19
@ Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.3 (192.168.2.3)
B Internet Control Message Protocol
Type: O (Echo (ping) reply)
Code: O
Checksum: Ox525c (correct)
Identifier: O=0200
Sequence number: O0x0100
Data (32 bytes)

o000 00 60 0B 8Z d2 19 00 OB 74 16 4a 4f 08 00 45 OO S 0nao0onoc t+.3J0..E.
010 00 3c 65 Th OO0 00 80 01 4f 7D cO a8 02 02 O a8 c € n e Op.eenns
020 02 03 00 00 52 S5c O2 0D O1 CO 61 62 63 &4 55 66 RN . L.abedef
030 67 68 89 6z 6b 6c 6d 6e &f 7O F1 72 73 F4 75 Fé gh1]k'lrr1n oogrstuw
040 77 Bl 62 B3 B4 B BE B BE EY wabch‘Fg hi

IFII-&: same vwlan amp ping 1 1106 bytes 00:00:04 :| P12 D12 M:0

K 54

pingﬁr“,'ﬂ CMP i F 9 Hodpr—fp 12 =X, ICMP 38 77 76 Hofth i F oh . F i ok F

P~
<
v
LJ'
E
ll‘*
%

ﬁ’f\“ ICMP {I%J;_.\EIHBM:T -ASME— Y “7E B 28/ (Message Type) 5 52 57 M ¥ AY 35
SR, EHE MR REA AU AR M UEHER AR EHEZE RIS
FRFEFER T LA BE LA i Je 8 A agiE B 28 8, b o | T Y Ping . EHE W
ICMP Message Type {H Echo Reply & 0.Echo Request 5& 8, A& 5-3 F1 5-4 0] LLFH 3|,

7% 5-1 72 IPv4 % H 1Y Message Type.

* 5-1

TYPE H B i ib H B Rk & XK
0 Echo reply Query (reply) RFC 192
3 Destination Unreachable Error RFC 1122
4 Source Quench Error RFC 792
5 Redirect Error REFC 792
8 Echo Request Query (request) RFC 792
9 Router Advertisement Query (reply) RFC 1256
10 Router Solicitation Query (request) RFC 1256
11 Time Exceeded Error RFC 1122
12 Parameter Problem Error RFC 792
13 Timestamp Request Query (request) RFC 792
14 Timestamp Reply Query (reply) RFC 792
17 Address Mask Request Query (request) RFC 950
18 Address Mask Reply Query (reply) RFC 950

51
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M 5-1 A DLFH P LR E B 25/ (Message Type) « AEIEY Type X T AR BN FH . B
TAAEESN . ICMP 24 T Error 85 15R%7H B .

5.3 ICMP &%FE:m»Pr

AT ICMP & F B E AT .5 1 it i ICMP 43 )2 2 A8 F 719 a8, M IE] 5-5
HEF L SEPR | ICMP 2E 3 7E IP 2. AEF Al LIF 3] 1P 98 2% A 1~ Protocol
Type: ICMP FE, £ZHXA 1P FHHE w1 E—EhiE ICMP,

File Edit ‘Wew Go  Capture  Analyze Statistics  Help |

o) SB[ (@8] B <[] ©[F 2] QA EDHEXN O
M ,fl Add Expression___| Clear ﬁppl',rl

Ho. . Time Souroe Destination Protocol Info A
4 1.366158 192.168.2.3 192.166.2.2 Echa (ping) reguest r
S 1.36E585 192.168.2.2 192,168,2.3 ICKP Echo (ping) reply /
N ] =
O T T a7 OF cCT O WTT T T DF eI COpToT e, 3
M Ethernet II, Src: 00:60:08:82:d2:19, Dst: O0:08:74:16:da:4f
B Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2 (192.168.2.2)
Version: 4
Header length: 20 bytes
Differentiated Services Field: OxD0 (DSCP OxD0: Default; ECN: Ox00)
Total Length: &0
Identificat-an: Ox0059 (89)
Flags: Q=00
Fragment offset: 0
Time to liwe:s 128
Header checksum: 0xh512 {(correct)
Source: 192.168.2.3 (192.168.2.3)
Destination: 192.168,2.2 (192.168.2.2)
@ Internet Control Message Protocol [/

-~ rrer L

DU UU UG /4 1E 948 4T UJ bd U0 te Qe 12 U UU 95 Ol PR R T . E.
010 00 3c 00 52 Q0 0D 280 #F b5 12 0 a8 02 03 0 a8 AT - T
020 02 02 08 00 4a 5c 02 OO0 O1 €O 61 62 63 B4 55 66 JJ%. . o.abodef
030 &7 68 69 6a 6h 6c 6d 6e BFf 7O 71 72 73 F4 7S 76 gh1;|k'lrr1n onqrstuy
040 77 Bl B2 63 B4 65 BB BF BB EQ wabcdetg

-~ L

hm.:-cm (p proto), 1 byte Jr1zpiamo

& T ICMP g SCAY T 32 A2 AR —AF . 32 T2k X ICMP Eidls B b i B4 F BT N 4
1. Message Type F £ : 8 {i

MFE 5-1 Al %1, A R E 5-6 1524 Echo Request, fiIf L Message Type {42 8.

2. Message Code FE . 8 i

ﬁﬁﬁl}l‘:l_i ICMP B& T Echo request fl Echo Reply iH B 7M., ICMP 4 #2148 T Error 55 i%
HE, XA F Bt 2 R AR E ICMP 8% 1E B 725, t sk 2 /i m v 19 “ 7 5 7 45 15
(Minor L‘,Gdes)”g

A& 5-7 %A AR LLE 5-7 H Code=0., ZEE 5-2 3 H T % WH Code & X,

N AR Code=3. 2 Hl type=3 (Destination Unreachable) § 1% 18 &
B B X A4S 3 F#7n F 25~ Port Unreachable,



Capture  Analyze Statistics  Help

fofr = I

E5Z ICMP th

5O

RS Q| a|>|0|F &

Q@ ®

fl Add Expression...

Destination

Protocol

4 1.366158
5 1.366585

192.168.2.3
192.168.2.2

192.168.2.2
192.168.2.3

Echo (ping) request

ICKP Echo {ping) reply

I

Frame 4 (74 bytes on wire, 74 bytes captured)
Ethernet II, Src: 00:60:08:82:d2:19,
E Internet Protocol, Src Addr:
B Internet Control Message Protocol
L Type: 8 (Echo (ping) request
Code: O

Checksum: OxdaSc (correct)
Identifier: Ox0200

Sequence number : Ox0100

Data (32 bytes)

Oo /4 LE a4 91
3c 00 55 OO0 OO0
02 ¥ 00 4a Sc
68 69 6z 6b B¢
Bl 62 63 64 &5

ch aB 02 03 cC
Bl B2 63 B84 5
rl 72 73 74

Dst: OD:08:74:16:4a:4f
192,168.2.3 (192,.168.2.3), Dst Addr:

192.168.2.2 (192.168.2.2)

Oc 12 U5 g -

e.L. .

n JR ..abcdef
gh1jk1mn oogrstuw
wabcdefg hi

[Type (omp type), 1 byte

Eit  “Jdew Capture  Analyze Statistics  Help

;||=:13 D:13M: D

=@ x | @ |5

Sl

x 3

Q@ ®

fl Add Expression...

Destination

Protocol

4 1.366158
5 1.366585

192.168.2.3
192.168.2.2

192.168.2.2
192.168.2.3

Echo (ping) request

ICKP Echo {ping) reply

I

Frame 4 (74 bytes on wire, 74 bytes captured)
Ethernet II, Src: 00:60:08:82:d2:19,
E Internet Protocol, Src Addr:
B Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: O
Checksum: 0Ox4aSc (correct)
Identifier: Ox0200
Sequence number : Ox0100
Data (32 bytes)

Dst: OD:08:74:16:4a:4f
192,168.2.3 (192,.168.2.3), Dst Addr:

192.168.2.2 (192.168.2.2)

1t 4a o1
5% 00 Q0
MY 4a S5c
6z 6b 6C
63 64 65

ug 74
Jc OO
0z 08
68 69
6l 62

1Y We W o

ag 02 03 c
62 B3 B4 &

72 73 74

gh1jk1mn oogrstuw
wabcdefg hi

ICDde ficmp.code’), 1 byte

HAR ] &3R5

%’FT%HEE LR . Type FE KU

yill

-2 Xt 25, ICMP ’;‘EFEL@’#? AN G 2 U R TE B o

;||=:13 D:13M: D

-l ﬁdlq:@:rk_.ﬁ

A e R A Code F B A UL /N2

{H & — 25 B Type A~ BH 110 T%ﬂﬂ Codec

53
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x 52
Type Code 1] it H OB o2k

0 0 [m] g 1Y Lo Query(Reply)

ER T NEIBYN Error

0 [ 2% A W] ik Error

1 F Pl A Al ik Error

2 R A A ik Error

3 vig 1A A 3k Error

1 FE Y AR TR A Error

5 PRl e % 2R Error

6 H 19 25 A AR Error

3 7 H ) EPVLA AR Error

8 U5 = HLwE B S (E R AN D Error

9 H 11 P 2% gk 54 1) A% 1k Error

10 H 11 5 PL ok 5 il 2% 1k Error

11 T AR & 2580 TOS, N 28 A7) ik Error

12 T RS ZER TOS, FHLA AT IR Error

13 1 10 U L 38 (R s A A% R Error

14 5 PL A Error

15 0 s Sl | R X Error

1 0 5 i 4 5% A CRE A 3 4% ) Error

5 L 5E [1] Error

0 X [ 28 11 5E (1) Error

1 X HIL T AE 1] Error

2 X Bl 45 215 #8411 ) 2% 1 5 |o) Error

3 Xt Hi 45 25 78 A 5= HIL T E ) Error
8 0 [\ 17 i =R Query(Reply)
9 0 % H 2% Query(Reply)
10 0 % AR id oK Query(Reply)

i B} Error

11 0 1% i 31 18] 2 A7 B 18] 2R O Error

1 TE B3 £ 20 25 1 (8] A A7 B[R] 2k O Error

Z: ¥y [n] i Error

12 0 Wy 1P L (L IE &M EHD Error

1 At 7D 0 B 1) 37 T Error
13 0 BF ] 8 i oK Query(Reply)
14 0 -} (] 28, Ly 25 Query(Reply)
17 0 Hb hE B 3 R Query(Reply)
18 0 b, 1 H4 B i 2 Query(Reply)

3. Checksum ZE . 16 {i

Checksum 5 Bt 40§ 2048 76 A g9 3 A~ ICMP £4iE 0 g9 & 36 A, Hii 53 J7 A TP Sk 3 A2
AT A e — AT, A E 5-8 B,



ol = = —
ESE ICMP 1
File Bt ‘ewm Go  Capture Analyze Statistics Help |
Fal Tl -

)| B|E x |8 Qe |0 F & QQ|A ¥DHEX E
Filter:l ,.l"l FAdd Etpressiun...l Clearl ﬂppl',rl
MNo. Time Source Destination Protocal Info

4 1.366158 192.168.2.3 192.168.2.2 Echo (ping) reguest

5 1.36R585 192.168.2.2 192,166, 2.3 ICWP Echa (ping) reply Vi
= ] P

H Ethernet II,

B Internet Control Message Protocol
Type: & (Echo {ping) reguest)
Code: O

carrect
Identifier: O=0200
Sequence number: O0x0100
Data (32 bytes)

Frame 4 (74 bytes on wire, 74 bytes captured)
Src: 00:60:08:82:d2:19, Dst: 00:08:74:16:4a:4f
[ Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2 (192.168.2.2)

040 77 81 62 63 64 B5 BE &7 BE E9

OO0 U OB 79 1B 94a 94T WU Bl D o Ge 19 UE Ud 45 0y P T . E.
010 00 3c 00 5 00 O0 80 01 kS 12 cO ag 02 03 O as CeWurvieus sansanna
020 02 02 08 0 & Oz 00 01 CO 8l 62 B3 64 55 BB ....H.. .. abcdef
030 &7 68 69 6z 6b BC 6d 6e 6F FO F1 72 73 F4 75 76 ghiiklimn opgrstuw

wabcdefag hi

Fha-&.k:um (emp.chasksum), 2 bytes

5||=:13 D: 13 M: D

5-8

AT 3 DB T A ICMP i SO /Y, A9 5 B T A il 2 #FXF ping 2 RV .

(1) Identifier FEx

Identifier FEFRiAA ICMP . & 5-9 iR . XN FBHEE 16 {7,

Ele E:I'rt Eeu.l En:n Ea:tune Bﬁahrze Etaﬁstics Eelp |
@) S|E) x (RIS @ <[ 0|F & QG 820 H K| ©
ﬂl ,-"lﬁdd Expression... | Clear| Spply
MNo. Time Source Destination Protocol Info
4 1.366158 152.168.2.3 192.16E.2.2 ICMP Echo (ping) request
5 1.366585 192.168.2. 2 192.16E.2.3 ICWP Echo ({(ping) reply Vi
= ] -

# Ethernet II,
M Internet Protocol, Src Addr:
B Internet Control Message Protocol
Type: &8 (Echo {ping) reguest)
Code: O
Checksum: Oxd4aSc (correct)

Sequence number: O0x0100
Data (32 bytes)

Frame 4 (74 hytes an wire, 74 bytes captured)
Src: 00:60:08:82:d2:19, Dst: O0:08:74:1é6 ::da:4f
192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2 (192.168.2.2)

U0 UJ UG 74 1k 948 94T Ud bd  WUE te O 19 We WY 90 Ul teLedde  eeaeas E.
010 00 3c 00 5S 00 O0 80 01 kS 12 O a8 02 03 O a8 e C€efusaa masasanna
020 02 02 08 00 da Sc w 01 CO &1 62 B3 B4 55 65 eeoa] ..abcdef
030 &7 68 69 62 6b 6c 6d Ge 6F FO F1 72 73 74 75 76 ghi1iklmn opgrstuw
040 77 Bl 62 63 64 65 66 &7 BE EQ wabcdefag hi

identifier Gomp idert), 2 bytes

(2) Sequence FEt

5||=:13 D: 13 M:0

0-9

FH 240 17 [ oz 17 2 &40 £ . an ] 5-10 Bl

(3) Data FFEx

ICMP Data “F B R SALIFHIRE N 1472, VI AEH ping ar & M, Windows FERIAK

EH Data &£ 32 F . WA 5-11 iz~
Data 54802 400 F 1 T .

A Kk — 400 F95 K/NEY ping BU4E . X B Ay

55



56

CP/IP iR N

File Edt  ‘Wewm Go  Capture Analyze Statistics Help |

=@ x [@E] R <[] =7 2] QA #D|E X 8

/| 2dd Exprecsion .| Clear| &pply

Ho. . Time Sournoe Destination Protocol Info

4 1.366158 192.168.2.3 192.168.2.2 Echa (ping) reguest

5 1.366585 192, 168.2.2 192.16E.2.3 TCMP Echo {ping) reply Vi
= ] =

FErrrr

Frame 4 (74 bytes on wire, 74 bytes captured)
M Ethernet II, Src: 00:60:08:82:d42:19, Dstz: 00:08:74:16:4a:47
M Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2 (192.168.2.2)
Bl Internet Control Message Protocol

Type: & (Echo (ping) request)

Code: O

Checksum: Ox4aSc (correct)

Identifier: Ox0200

Sequence number: Ox0100

Data (32 bytes)

IERERTY

D00 U U8 g 1B 448 9T WU Bl U0 oL Of 19 UE U0 45 g P S T . E.
010 00 3c 00 59 Q0 00 &80 01 bS5 12 c0 as8 02 03 =0 as I
o220 02 02 Q8 0 d4a 5c Q2 00 Bl 62 B3 64 85 BB ..:._ZI‘\.. uahl:def'
030 67 68 69 &z 6b 6c &d e B&f FO F1 72 73 P4 75 76 ghijklmn opgrstuy
040 77 Bl 62 63 64 65 66 A7 BB E9 wabhcdefag hi
ISaqu-ann::i number (emp saq), 2 bytes | P13 D:13M:0
I 5-10

EIE E:I'rt Eeu.l En Ea:tune ﬂ'nahrze Etaﬁstins ﬂelp |
g)| S|E)] x |8 Qa0 F & Qla|a I X S

Filter:l ,l"lﬂdd Expresszion. .. | Clear| Spply
Mo. . Tirme Source Destination Protocol Info

4 1.366158 152.168.2.3 192.168.2.2 Echa (ping) reguest
5 1.366585 192, 168.2.2 192.16E.2.3 Echo {ping) reply

= ] P

Frame 4 (74 bytes on wire, 74 bytes captured)
M Ethernet II, Src: 00:60:08:82:d42:19, Dstz: 00:08:74:16:4a:47
M Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2 (192.168.2.2)
Bl Internet Control Message Protocol
Type: & (Echo (ping) request)
Code: O
Checksum: Ox4aSc (correct)
Identifier: Ox0200
Seguence number: Ox0100

sz oytesy

£

78 1B 44 9T UJ Bl U5 of 02 19 UE Ud 45 0y

,J:t: (data), 32 bytes | P13 D:13M:0




HTTP 1 X

H A

KREXTTF HTTP — & APA B R0 %E 0T, 42 firk e 22 19 1] R Sl 2
HTTP BpYL T . WS IR S # kXG5 K RS EE N AN M, HTTP
PPN 1990 P8R HEE . KR M4 arpy HTTP 1.1 #rifE.E4F TiREZm b
FE AR HTTP fig A 1 52 8 & E & 8] 509 . ARk 55 28 75 22 0 17 19 & A Ak BRAR

)
B

HTTP i F TCP ¥ 11 80 3k HI % 7 v 22 37 7% 4% .

HTTP Ppisoe 2k Tim2K /W BB 20 A 2 5% 7 v /iR 55 ae i 20, & i [m)

N 55 % 203K

AN SRR S TR 55 28 S R M S . 38 SR R SC/ M I 41 S 45 4

K 6-1 Fr7s 18 KR CALFEIE R AT 4k 25 AT IE 3 Hir i SR 1T =2 iE R i ¢
o A R AT SR B T EE (N3 6-1 Fr ) W Web IR & #8119 URL i

PIRSURAS o 35 2R 7 1% 02 00 08 e A2 1% 45 IR

PON e e e e e A i oRAT MR 17
%%ﬁﬁ’ﬂ H= aﬂﬁ%%ﬁﬁ*%&mﬂ:uu ?5?: S L ~ - S 5L
BEVE B P SRR 55 o Wi o e SC A 45 Rk L
P — > e b A - . A » ; 25
BT Sk 25 AT L OE SC L o g A k| [ Y T s
HTTP [RAS Mo b 65 (Al % 6-2 BTz ) | i —AZLT | AT
3 Tﬂ.ﬁ 2 g . N . ¥ ﬁEl_E}“ b
E%ﬂlnﬁ;::% E.hk;u IE)LHI]:/LE1H k_f"l?{.}L AR IE A el IE 2
g M N 7 SCH BB ik i) E AR Y
R o L4 ey e \ 3 :g..t
SO, 25 AT BN RS E SCRTR LB T SR
+F 6-1 B\EBKRFE
ik i) Hf]
GET MO0 A BN R S AR R HUAE E 0 U R . GET 7 i Bk B 55 23 1%
o URL & A7 (19 5% 5 550 AE i) 7 417 SC 19 1E SCH , [B1 35 25 3] 58 2%
HEAD L0 U 2% B MR 55 2 R R HOGE T SR 1 B SR AE B AN S SO 9 1 E S
M i 0] R 55 2% 4% 36 B0 . AE oK IR 55 48 F1 CGT it — 5 4b 7 B+
POST 23 POST Jri. POST EEMF A%k HTML XA 4 FORM (1}
- M2, ik CGTFRIFAL IR, {4 ] Post i K B 75 B AR SC E #F Content-
Length =B 45 H body MY &
PUT M 7 i 4% 325 09 B0 B HE 2 SCR i A &
DELETE ify oK ARk %5 25 M B 45 <€ 01
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k] CP/IP iR N5 4

3= 6-2  H LAY N MY 5

nja) o7 £ 5 M) 7 7 &L -1 X
. It iE SR E 32 & P W 2 4k 28 & %05 oK 19 H 2 3
100 Continue
(HTTP 1. 1)
101 Switching Protocols HR %5 a5 15 M E P i R ¥ 2 5 4 —Fp L (HTTP 1. D)
200 OK — P IEH 4 GET $1 POST iR 119 5 25 3C kS B 78 J5 1
201 Created MRS e 2608 7k, Location L 25 T E M URL
202 Accepted UL 28 3252 15 oK - B Ab 31 18 oK 5¢ ml
503 Non-Authoritative Inf- OB 28 0F H b A& 0], {H — 8B i 2 SL AT BB AN OF B . B A R 9 2
T ormation A E D (HTTP 1. 1)
V& A B SORY D) N A R iz Ak 2 W oR R R SR, SR P e
204 No Content Hb il 5 O3 0] . 0 Servlet B LL#A E F P SCRY R 98 5851 . X R A AL
i 1R A 1
. WAEHMHEBNNEHRNIZETEEN 2R HE., HRHES
205 Reset Content . . )
WA TE PR R PR A NZAEHTTP 1. 1)
S TP EIXET —1 A Range ki) GET igRK.RF AT T E
206 Partial Content
(HTTP 1. 1)
400 Bad Request g 2R B Tk R
ZridERGBEGA N ZENAT Y Rm, VEFSHEE—1T
401 Unauthorized WWW-Authenticate 3k .3 % #5 #2 it 2/~ FH P &2 /% 14 A i
HE . SR IS EHH S &35 1Y Authorization 3k J5 Bk & HiE R
, . HIHRATH, REMSFMEE P OIFERBEHE AT E, 85 W
403 Forbidden S .
TR % a5 etk ek B AR i B S 2
404 Not Found TER P EA B O, Sl S — A a F A R 2
T > P (GET.POST . HEAD . DELETE ,PUT TRACE %)
405 Method Not Allowed RROT ik i 5

g EMNHERAEHMHTTP 1. 1)

2 ROR YA 6-1 Rk b F B,

o i HH LA s SR A Y B AR S FE Ay Sk 18, 08 FH Sk 2 &% cache-control, connection,
date,pragma.transfer-encoding.upgrade Fll mime-version,

o RS 1R AT R S LB A R A S 1 9 4
19 % 7Y B B A A e e SO g XL R LA IE R SRR B a3k 6-3 B .

F6-3 BEKRKILFEE

= B i i
Accept P v B A2 PR 2
Authorization NUET B 3 P 2 F 04
User-agent 2 P g B 2 A

Accept-charset

P s D0 Y A BE 8 Ak 3R 1) A AR

Accept-encoding

i (8]

) E a5 BE 08 F 17 00 1 B0 4 1 7 =X, b 0 gzip. Servlet BE#E [0] 32 £F gzip 19
W R A1 28 gzip 4aBS( HTML W . 21 F Xl KL 5~10 150 F 2%

Accept-language

P O 4% I A B A 5 PR 2SR 55 A BE A PR AL — b LU B A9 R A B2 A
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£ 6% HTTP th

Bk
= B i, i
Authorization BRUE B . I AE A IR 55 #% & 3% 1 WWW-Authenticate 3k 1 i 2 &
Host % 7 i 4 E R W14 URL A 19 32 4L A0 3
Range 2 S i SR OE SCAE . LA Ol B

&£ GET iR i 0 F BOR /R 16 € H I DL A 55 IR S e o, in 2Rk 1. &

IF-Modified-Since
DU | e s T IR R A 3K SR R I 304 W R AR #

User-Agent &P i 2 A T SR B A
Referer f1 & —4 URL. H P Miz URL 1826/ ot m H & 15 ) 24 /i i 2K 09 72 1
Cookie XEFRBEEMNHERLEEZ—

o Sk HURE R AE e N 4R SCH R ) & P v R AR IR 55 A pO BC B (S B O T g R X
PARIAE B 2R 6-4 MRk BB F M E X,

To6-4 MELFE

{5 8 i i

Accept-range g th AR 55 2% 52 52 7% P i SR 1Y 90 [

Age 2y H SO A e 2D R

Public 45 1 AT DL SRR 9 77 5 0

Retry-afer B H M Z J5 IR 5525 A 6e 9 i 1

Server 5 iR 55 A8 R P B R H R A S
B 0] 9 A 3K 1 B P OR — A ME— B PR IR AF . X F R LA 2 R URL 3% R 19 %

ETag . ETag n] LA THE LR A XMW IRES N — 5. #l:. ETag:
*2081-419e-3018dc99’

[Location -t Cea&BmERE N TEREMBEREED -1 E

e IEMCREZEH ﬂﬁnﬁ@m 3 ':F' ’ J:H:J:LBE ] ;MEE SCHY fJFiT'E . Efl 7 Allow,Content-
encoding, Content-language, Content-length, Content-range, Content-type, Etag,
Expires.Last-modified fl Location 15 & . W% 6-5 Fr7s.

F6-5 EXLFE

(& B W HH

Allow EE X — A mAFigR URL iy W IE I L 59 HTTP 7k &, .
Allow: GET.PUT

Content-encoding P Bl — A~ 1E SO B AR S B 11

Content-language fEEESCH B8R IG 5 KL

Content-length 6 7€ & T 1% oK o me B A B 09 57 0 KR

Content-range b BB 46 A2 B0 5 8 2 72 05 i A8 Lt b BA I S (AR A 8K

Content-type P BA A 0% sl B UOAY GE S0 MIME 2689, i 411 . Content-Type: text/html

Expires & € 1E XA AU

Last-modified B K BT IR B RS o B 1 A B (]
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Li CP/IP iR N5 4

M E A 8 0] URGE  HT TP B i3GH i 5E SC— R 9 5935 oK 77 72 Wi iR 25 85 F R Sk
B ok 58 IR 55 A RN P i B 422 0 9 SR A [RTE L DIT E IR 55 4 i ) & P v f2 3% Web 5t

M NE . HTTP AR5l 2 — M A LA E 4 S0 ER.
(1) % 5 v (P W3 28) 5 IR 55 s a7 i 4 .
(2) % F g ) AR 55 % 1 SR SCAY
(3) MR 55 % el N 2% 7 v 3 2K .

(4) Wr &+,

MK 6-2 Fim . XENEPmEEN HTTP iR L. B PAmAk % T GET iH:RK . fEX
MERATH B P um i IE R ik GET. & SRR 5 2819 URL fthi R4 HTTPI. 1.

Eig Kk .0l DLFE 3| Accept,Accept-Language 55 F B, i 3k #F Connection £/~ &K 7

BRFAERE .

il fe

L RTE]

File Edit ‘Mew Go  Capture Snalvze  Statistics Help
T - [T ]

o) =B x [@E] R« @=FE[aRa HRREX 8 |3

Filter.'l flﬁdd E[mssim...l [JearI Pq:upl'g.rl

HNo. . ITIITII [Euurl:l | Destnation I Protocol | Infa L3
LU O S 20T Ll 2 L5 . R LT LD, L. LT 2 T T_F L L o - IILT_I.J L==T] - —
11 3.228723 10.214.6.15 198.133.2159.25 GET / HTTP/1.1
12 3.434041 198,.133.215, 25 10.214.6.15 TCP http = 1213 [ACK] <
13 3.443245 198,133.219, 25 10.214.6.15 HTTP HTTP/1.1 200 OkK[unr
14 3.444410 188.133.215. 25 10.214.6.15 HTTP Continuation or nor
15 3.444554 108,133,219, 25 10.214.6.15 HTTP Continuation or nor
16 3.444624 10.214.6.15 198.135.219.25 TCP 1213 > http [ACK] =
17 3.557538 10.214.6.15 198.1335.219.25 TCP 1214 > http [SYN] <
18 3.814560 Cisco_f4:23:df Sspanning-tree-(for-br =TF Conf. Root = 32768,
19 2.651477 198.133.2168.25 10.214.6.15 HTTP Continuation or nor S

[ | -

iiiiiii

@AFrame 11 (3253 bytes on wire, 353 bytes captured)
H Ethernet II, Src: 00:60:08:82:d2:1%9, Dst: 00:0a:F4:32:07:FF
H Internet Protocol, Src Addr: 10.214.6.15 (10.214.6.157, Dst Addr: 198.133.219.25 (198.133.21
HTransmission Control Protocol, Sre Port: 1213 (1213), Dst Port: http (B0), Seq: 1, Ack: 1, L
BGET / HTTR/1.1%r\n
Request Method: GET
RequUesT URI: f
Regquest version: HTTP/L.1
Accept: image/gif, image/x-xbitmap, image/jpeg, imagespjpeg, application/x-shockwave-flas
Accept-Language: zZh-cnyriyn
accept-encoding: gzip, deflate’.r\n
user-agent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.0;
HOST: www, C1sCO., comyryn
cConnection: Keep-aliveyrin
L

JMNET CLR 1.1.43223%r\n

(= |

aaaaaaa

A\

0030
0040
0050
0060
0070

o

|H}.-pelte:-lt Transter Protocol thttp), 292 bytes

e 6-3 FTR L 3X S Ik 55 &% A 25 19 HT TP Wi I 4 SC, 33X A4~ e SCHF 3R S W B2 4T, B AL 45
HTTP WA (Wi B2 % 200 FWE R BL i OK, Date Wi B Sk 5 B 45 IR 55 &% b 6% i ] A1 5 59
i H SRR AARIEIR T E] . Server Mo b sk FBedg Bl T I 55 4%
MCH connection J5 A DS AT B He SCSL#B AN IE SCha JF . P BH 25 17 0 J5 1 502 0F SCEUE T
1E SRS SRS AR IE ki i LT .Content-Length: 12310,Content-Type: text/css,

— A

=17

HTTP 51 4 M E S SH HTTP SiE k& H X 2

TEW A A www. cisco. com, FJ R0 6-4 Frzs gy B i k08—~ HTTP iy ibid 2,

R R S5 MAS , X



e vanl ===}
5 06 2
Ele Edi‘t Eem Ec- Eaptur'e fﬂ;ze Etatislil:s Llelp —
@) S|E)| x |[@2|E| @ ale | F| | Q@] 10| X &
Filter: § hittp .i'rlﬁdd Bcpressinn...l[:laz|mpl'y|
Ho. . |T|mn I Sounce I Diecstination |le:uc0| I Info
53 4, 2235002 168,155,219, 25 10.214.6.15 HTTP Continuation or non-HTTP
54 4, 224162 158,135,219, 25 10.214.6.15% HTTP Continuation or non-HTTP
53 4.225328 168,133,215, 25 10.214.6.15 HTTP continuation or non-HTTP

a7 4.234487 198.135.219.25 10.214.6.15
58 4.255648 158.133.219.25 10.214.6.15 HTTP

HTTP/1.1 200
Continuation

or

noan-HTTP | £

= [

dddddss

-

BHFrame 57 (1434 bytes on wire, 1434 bytes captured)
B Ethernet II, sSrc: Q0:Qa:f4:32:b7:FfF, Dst: Q0:60:0B:82:d2:19
B Internet Protocol,

src Addr: 198.133.219.25 (198.133.215.25), Dst Addr: 10.214.6.15 (10.214.6.15)

ETransmission Control Protocol, src Port: hotp (800, Dst Port: 1214 (12140, sSeq: 152%, aAck: &31, L

B Hypertext Transter Protoco

BHTTR/ 1.1 200 OENFYA

Reguest varsion: HTTR/1.1

response Code: 200
Date: Thu, 05 Aug 2004 10:20:25 GMTNr'\n
Server: Apache .0 (Unixisryn
Last—mModified: Fri, 12 Sep 2003 21:32:5%3 GMTNrwn
ETag: "44189-3016-3f623085"\r 0
Content-Length: 12310%rn
Content-Type: text/csshrin
Connection: keep-alivehrin
ANl

M Line-based text data: text/ css

|

B
Q030 40 0 3 LY
Q040 Ef] 4b 5 3a
0050 s 20 0 30
QUal EEREP 32 0d Ca |
0070 41 f 21
ODB0 T 29 4 2d ast-modi
Q000  [S[psL 3a 0 31 20 S
Q020 e 30 33 32 35 HE
QOb0 LT Da 22 24 : 48
OOCO  Ef=REE 31 33 38 T623h85"
0odo  REY 6e 7 65 a7
Q020  EEmE 33 1] 65
WIS o 54 65 2f FE
0100  WEWEE Ge 3a 6b . Connect
0110  plvgels| 69 £ p-alive.
0120 BU 5T Be B 0o
0130 3a 20 &2 6F 6C &4 20 31 36 70 78 20 41 72 69 &1 bold 1 épx Aria £
[Fivpentent Transter Protocol thitp), 220 bytes i[F-o28 0: %00 Wt 0
% 6-3

Windows Intersmel Ezxplozes

o Cizen Sysieasx, loe

T AEE =EEY EEAN IRAD EhRip
Google [ Gir v B . B B ERE « TY SE- DIEEE T 28R - 3 AR
& | Picas Syuinns, Tas a o » [ TEEE - G TRED -
1
viian] i )
cisco Search Co
St Procis:ts A Sarvices Dindaring Support Ty A vl Parinar Cenira
LATEST MEWS o | B LaaTe 1 L T T ——— GURCK LINKS -
Information far; Increase Communications | 4 Collaboration
Saerygll & W dmen Darsie Flexibility Sumimit 2008
Enbonmatin u Loweer your botal coslol owner ; Accelurste culbibor s
Sonaa Prosicar Cizo Unified Communicalions and o cision makings
R ,.- Wiowe Wabcant b
Leam Mora # :
1 ¥ 5 3 - rEs Ti =
=l @ In sl b

Kl 6-4

(1) df TCP =iBEF .8 — TCP %4, W E 6-5 frs .,
(2) TCP# v WINE . BPmAE T —4 HTTP ig:K ., o #
(3) W BN 7 o Y 3G oK . AR 55 2% ¥ 9 A ik

-~ TCP #iA 5 &,

6-6 T 718 .
FonWd T HTTP iF

HTTP 33

KOANE 6-7 Frs SR )G L AR 55 250 W & P i 5 R, 22 6 i 1 B9 ECEE L R 6-8 A L A5 13~

55 15 473U IR 55 4% A ik 9 B .

61
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Fie Bdit ‘Jdew Go  Capture  #nashlyze  Statistics Help
i / a M
g) S|BEx @8 ¥ a= o F (& Q& 1D HE X
Flet-l .J'rI Add E-:pressi-:nn...l [:Ie~ar| Pppl';rl
Ho. . |'I1rne | SO | Die-stination | Progocol | Inifi
e e e i o o T
7 3.016692 10.10.0.2 10.214.6.15 DNS standard guery response s
8 3.02350805 10,214,6.15 Lk = 12135 > http [S¥N] sSeq=0
G 3.228291 198,135,219, 25 10.214.6,15 TCP http » 1213 [SvN, ACK] S¢
10 3. 228309 10.214.6.15 198,153, 219,25 TCP 1213 > http [AcCK] Seg=l » ;
R I e T L e A 1A & 1E AN 199 90 e TR T L o e S 9
H PR R I —"
BHFrame 8 (62 bytes on wire, 62 bytes captured)

M| Ethernet II, sSrc: 00:60:08:82
B Internet Protocol,
B Transmission Control Protoco
Source port: 1213 (1213)
pestination port: http (80D
sequence number: 0
Header Tength: 28 bytes
BFlags: 0x0002 (sSvN)
window size: 16384
Checksum: 0x9<37 (correct)
Boptions: (8 bytes)

src Addr: 10.214.6.15 (10.214.6.15),

00:0a:F4:32:b7:TfF
05t addr: 198.133.219.25 (198.133.219.25)
; 4]

:d2:19, Dst:

Src POrt: Q, Len:

Crelative sequence number)

l I~
QOO0 00 0a T4 32 b7 ff 00 60 OB 82 d2 19 08 00 45 00 Soofoool ooooog E. [
0010 00 30 11 04 40 00 B0 06 37 40 Qa de 06 Of <6 85 L0 B .. TR L.
0020 oc
0030

|/

l'hr-.:miul.:n Cantral Protaaal ftap]), 28 bytes

Epmnn1umm

£ 6-5
File  Bdit ‘dew Go  Capture  Anashyze  Statistics Help
o) (A > [R[C] R« [ [w[FE[QlAla) #DEX 8
Fikter- II #dd Expression...| [:lea-| A:.ph,r|
Ho. . |TII'I'|I IEnm Iﬂuliuiun |Flmr.'r.|l Ilnfn g
11U 5. 226309 U f1s.0. 13 L1598, 1353, £19. 5] I F L1y » TICLR Lm_ﬁj :‘:El_]ﬁ
1 10.214.6.15 158.153.215.25 GET / HTTP/1.1
12 3.434041 188,155,216, 25 10.214.6.15 TCP http > 1213 [ACK] sSeg=1 .
13 3.443245 198,133, 219.25 10.214.6.15 HTTP HTTP /1.1l 200 OK[unreasser F;
i T >
B Internet Protocol, &rc Addr: 10.214.6.15 (10.214.6.15), Dst Addr: 198.123.219,25 (198.123,219,.2 =
B Transmission Control Protocol, Src Port: 1213 (1213), Dst Port: http (80), sSeqg: 1, ack: 1, Len:
Source port: 1213 (12130
Destination port: http (80)
Seqguence number: 1 trelative sequence number)
[Mext seguence number: 300 (relative segquence number)]
acknowledgement number: 1 frelative ack number)
Header length: 20 byTes
BlFlags: OQx0018 (PSH, ACK)
window size: 16560
Checksum: 0xh790 (correct)
8 Hypertext Transter protocol |
BGET / HTTRL.1%r%n
Request mMethod: GET
Request URI: /
rRequest version: HTTR/1.1
accept: image//gif, image«-xbitmap, image/Sjped, AmageSpipeaq, application/x-shockwave-flash, *
accept-Language: zh-cnrwn
accept-encoding: gzip, deflatesvrin
User-agent: Mozilla/ 4.0 (compatible; ™MsSIE 6.0; windows WT 5.0; .MET CLR L1.1.43220% N
Host @ waw. C1sco. comyriyn
connection: Keep-aliveirin
RNy | /
0 15 20 2 T i
1 63 65 70 60
a7 2c 6% ad 2F 7
8 7o 20 69 63 ’
0 e 6d 67 B5 & 70 6 1peq, amg
c 69 61 74 2f appli ca
3 65 2d 73 Ve
0 63 B3i 4 . CC
7 68 2d 0a zh
3 6t 64 3a co
7a 5 6c &1 Oa 1
a3 5]=] 3a 20 69 T:
el 2B 6f ad 7 al=] " o
a3l 45 36 2e 30 57 0. -
e 54 35 20 2e & 5.
Ex 3l 34 32 i
73 20 i 2e 73 F)

[Fypentest Transter Protocol (htp), 289 bytes




HFrfr == =}
5= 6060 &2
Fiile Edit  ulew  Ga Captre  Analyze  Statistics Help
@) S|E) x [@ g Qe [o|F & QAR DX 8
Fifter: ..f| Add Expression... | Gleu'| ﬁppl'fl
Mo. . | Time | source | Destination | #rotocol [info
(= = oy e P s I T o el & o T=F IZIT = L [STI] —oeg—w 7
9 3,228201 198.1323.219, 25 10.214,6.15 TCP http > 1213 [SYN, ACK] St
10 3.228369 10.214.6.15 198.1323.210, 25 TCP 1213 = hrtrp [ACK] sSeg=1 .
11 3.22872 10.214.6.15 198.133.219. 25 HTTF GET / HTTR/1L.1
2 4 168,133,216 0.214.6. TCP E lack | seg=1 | /
FJ | =

HFrame 12 (60 bytes on wire, 60 bytes captured)
B Ethernet II, Src: 00:0a:f4:32:b7:FF, Dst: 00:60:08:82:d2:19
H Internet Protocol, src addr: 198.133.21%9,.25 (198.133.219,.25), Dst addr: 10.214.6,.15 (10,214.6.15)
B Transmission Contraol Protocol, Src Port: http (800, Dst Port: 1213 (1213, seg: 1, Ack: 300, Len:
Source port: http (800
pestination port: 1213 {1213}
sequence number: 1 (relative sequence number)
acknowledgement number: 300 (relative ack number)
Header Tength: 20 bytes
B Flags: Ox0010 CACK)
window size: 16085
checksum: Oxaed9 (correct)
B [SEQ ACK analysis]

= ]

0000 00 60 OB B2 d2 19 00 0a f4 32 b7 FF OB 00 45 00 - - [y
O0L0 00 28 Sh ee 00 00 2F 06 3d Se <6 85 db 19 0a df  .{.... . =A......
0020 06 Of 00 S0 04 bd 1a <3 ff be 68 33 BB 4T 50 10 e Po.. LLoR3.0P,
Q030 3e dif aes &% 00 00 00 00 Q0 00 OO0 00 Faal 5
|/
File: hitp 425 KB D0:00:27 éll’:l‘.iﬂﬁl:l:lﬂﬁl'ntl]
K 6-7
Fiile Edit e Ga Captisne Analyze Seatistics Help
@) BB x @S [@«|= |0[F|& QA ¥ D|HE X &
Fllter:l ..f| Add Expression. .|Gleu'|ﬁppl'f|
Mo. . | Time | source | Destination | #rotocol [info E
10 2. 4340471 108, 13, 219, 5 10.214.6.15 TCP http > 1215 [ACK] Seg=1 »
3.443245 198.1335.219.2 ' . 5. HTTP/1.1 200 OK[Unreasse
14 3.444410 108,133,219, 25 10.214.6.15 HTTP Continuation or non-HTTP
15 2.444554 198,132,219, 25 10.214.6.15 HTTF Continuation or noOn-HTTR /
= : -
- c c - - C - e - c . s - s
B Transmission Control Protocol, sSrc Port: http (800, Dst Port: 1213 (1213), seq: 1, ack: 300, Le o
Source port: http (800
pestination port: 1213 (1213)
cequence numbear: 1 (relative sequence number)
[Mext seguence number; 1381 (relative seguence numberl]
Acknowledgement number: 300 (relative ack number)
Header Tength: 20 bytes
B Flags: 0x0010 CACK)
Window size: 16384
Checksum: Ox0eZe (corraect)
B Hypertext Transter Protoco
BHTTP/L.1 200 OKMNrW
Request version: HTTR/L.1
Response Code: 200
pate: Thu, 05 aug 2004 10:20:24 GMTNrn
server: apache/1.0 (unixlisryn
Ser-Cookie: CP_GUTC=128.107.241.135.93401091701224384; path=/; expires=Mon, 30-3ul-29 10:20::
Transfer-Encoding: chunkedyrin
Content-Type: text/html%rn
Connection: close\ri\n
Wrn
HTTP chunked response
[Unreassembled Packet: HTTPR] W
=1 | =
0030 2 50 2e 3 IE
Q040 B 4 74 20 54 00 OK..D
Q050 efa 35 32 3¢ 34 20 , 05 Aug -J
Ooed  EE] 3a 4 Qd 53 &5 i20:24 G MT..S5erv
70 @ 20 68 65 2 2e 30 28 f hes1. 0 (
Q080 Bl 78 65 74 2d &f &f 6 i
Q090 o 43 54 43 3d 32 38 3.
Goad g 32 31 33 35 Ze 33 34 3
Qobo g 37 32 34 33 38 3b 20 6 pa
00cd gl 2f 78 70 60 72 73 3 & 1ires=Moj
Qodo & EE] 2 75 6c 2d 20 3 E—EQ 1o0:
Qoed e 32 20 4d 54 3 6f 6 T; domad
oofo 63 73 &6f 2e 63 od 7 .com. . Tr
0100 72 45 6Ge 63 6% 3 ncoding:
0114 Gh 64 Ge 6 chunked ..Conten
0120 65 20 74 2f -Type: text/htm
0130 e 65 Ge ..Conne ction: o Fi

[Hypertext Transter Protocal thitp), 1380 bytes

HTTP 33

63



CP/IP MR N5 #f

GnfE 6-9 FIE 6-10 fras . ik 55 s A ik e i — B8 T & P s et WE Y B A7 B0 AT
N 3R RUPRZ P S A HA a9 id oK i 55 g il 5 % P b 4T TCP 4 Ui 5 Wi T i 4% .

ﬂla Eﬂr: llmu Ea E:p':urn ir.:l‘,r:a E:::I::Iu ﬂilp

)| BS|B) x |8 Q|| [0|F| 2| Q|G D) HE K| B

FiIter:I ﬂ HAdd E-cprﬁsiu-n...l E:learl ﬁpph,rl

Ma. . |Tl11l |Sm.lw IDI:tirﬂ'nn |Fr|mt:ul |Infu
13 3.4435245 198,133,215, 25 10.214.6.15 HTTP HTTP/1.1 200 oK[Unreasser
14 3.444410 1968.133.216, 25 10.214.6.15 HTTF continuation or non-HTTR

198.133.219.25

Ccontinuation or non-HTTRP
1213 > http [ACK] Seq=30i|/

16 3.444624 10.214.6.15 TCP
= I

EFrame 15 (158 bytes on wire, 158 bytes captured)

=

B Ethernet II, src: 00:0a:f4:32:b7:FfF, Dst: 00:60:08:82:d2:19
EInternet Protocol, src aAddr: 198.133.219.25 (198.133.219.25), Dpst addr: 10.214.6.15 (10.214.6.15)
B Transmission Control Protocol, Src Port: http (800, Dst Port: 1213 (12130, sSeq: 2761, aAck: 300, L
Source port: http (80)
Cestination port: 1213 (1213)
Sequence number: 2761 frelative seguence number]
[Next sequence number: 2865
Acknowledgement number: 300
Header Tength: 20 bytes
HFlags: 0x0018 (PSH, ACK)
Window size: 16334
Checksum: 0x9552 (correct)
/pertext Transter Protoco
pata (104 bytes)

(relative sequence number)]
(relative ack number)

[

0000
0010
0020
Q030
o040

00
dé

15

L]

+2||11E1

/en/uUs/
dex. htm]

Q050
Qo6
o770
0080
0090

eighta"7
="110" s

. |

Hypartent Transter Protocal hitp), 104 bytes '| P: 626 0: 626 Wt 0

&l 6-9

ﬂla Eﬂr: llmu Ea E:p':urn ir.:l‘,r:a E:::I::Iu ﬂilp

)| BB % || S| @] w]| - [30|F |2 QAR 30 D)|H X B

FiIter:I ﬂ HAdd E-cprﬁsiu-n...l E:learl ﬁpph,rl

Ma. . |Tl11l |Sm.lw IDI:tirﬂ'nn |Fr|mt:ul |Infu
15 3.445245 198,143,219, 25 10.214.6.15 HTTP HTTP/1.1 200 OK[Unreasser
14 3.444410 198.133.219. 25 10.214.6.15 HTTF cContinuation or non=HTTP
15 3.444554 198,133.219,25 10,214.6.15 HTTP cContinuation or non-HTTP

16 3.444624

10.214.6.15 1558.133.215.25
= I
B Frame 16 (54 bytes on wire,

1213 > http [ACK C /

54 bytes captured)
@ ethernet II, src: 00:60:08:82:d2:19, Dpst: 00:Qa:f4:32:07:Ff
EInternet Protocol, src aAddr: 10.214.6.15 (10.214.6.15), Dst addr: 198.133,21%9.25 (198.133.219.25)

B Transmission Control Protocol, Src Port: 1213 (12137, Dst Port: http (80), Seq: 300, Ack: 2865, L
Source port: 1213 (1213)
Destination port: http (80D

{relative seguence number]

25637

Sequence number: 300

Cknow | edgement number :

Header JTength: 20 bytes
BFlags: 0x0010 (ACKD

Window size: 165&60

Checksum: OxalSe (correct)
B [SEQ /ACK analysis]

I | -
oo 00 0a 4 32 b7 £ 00 60 08 82 dZ 19 08 00 45 00 A00 oooooo=n I
0010 00 28 11 09 40 00 B0 08 37 43 0a d& 06 OF <& BS B R e
0020 db 19 04 bd 00 50 68 33 88 4 50 10 ... Ph3 Dm‘.
0030 40 b0 al Se 00 00 &, 4.,

‘ [/
Pcknu-.lldglmlnt number itcp.ack), 4 bytes '| P: 626 D: 626 Mt 0




Hofr

=

5= 6060 &2

Eﬁ Eﬂ :rw EF E?““‘ fuuu Enhmm= :’h

" - LI ] ot

)| S|E)| x |28 Q]| 0| F| 2| R | 8#{0)|HSH | &

Fittar:[retp /| 04 Exprazsion...| cinar| appty

No. . [ Time | source | Dastination [Protocal [ Infa g
11 3.228723 16.214.6.15 198.133.215. 25 HTTP GET # HTTR/1.1
13 3.443245 198.133.219.25 10.214.6.15 HTTPR HTTP/1.1 200 oK[Unreassembled Packe
14 3.444410 198.133,219.25 10,.214.6.15 HTTP Continuation ar non=HTTP traffic
15 3.444554 198.133.219.25 10.214.6.15 HTTFP Continuation or non-HTTP traffic
19 3.651477 198.133,2109. 25 10.214.6.15 HTTP continuation or non-HTTPE traffic
20 3.852641 198.133,2159.25 10.214.6.15 HTTP Continuation or non=HTTP traffic
22 3.,653807 198.133,219.25 10,.214.6.15 HTTP Continuation ar non=-HTTP traffic
24 3,6550068 158,133,215, 25 10.214.6.15 HTTP Cantinuation ar nan-HTTPE traffic

29 3,861532

10.214.6.15

198.1332.210.2

GET /swa/]/cisco_detect.]

198,133.219.25 10.214.6.15 HTTP Continuation or non=HTTP traffic
30 3,862605 198,133,219, 25 10,214.6.15 HTTP continuation or non=-HTTP traffic
31 3.863881 198.133.219. 25 10.214.6.15 HTTP cantinuation or non-HTTPE traffic
33 5. 8B65028 198,133, 21658.25 10.214.6.15 HTTP continuation or non-HTTE traffic
34 3.8a66217 198,133.219.25 10.214,.6,15 HTTFP Continuation or non-HTTP traffic
37 3.973879 198,135,219, 25 10,214.6.15 HTTP HTTP/1.1 200 0K [appWicatiDn{x—jaua
3B 3.974060 198.133.2109.25 10.214.6.15 HTTP continuation or non-HTTP traffic

-

HTTP 1

B Frame 27 (373 bytes on wire, 373 bytes captured)
Eethernet II, Src: Q00:80:08:82:d2:19, Dst: 00:0a:f4:32:b7:Ff
B Internet Protocol, src aAddr: 10.214.6.15 (10.214.6.15), Dst Addr: 198.133.21%9.25 (198.133.219.25)
B Transmission Control Protocol, Src Port: 1214 (12140, Dst Port: http (800, Seg: 1, ack: 1, Len: 319
B Hypertext Transter Protocol
HGET JSswa/]/cisco_derect.js HTTP/L.1\r\n

Accept: %S n

referer: http:/Swww. CcisCo. com i

accept-Language: zh-crmywhyn

Accept-Encoding: gzip, deflate’\r\n

User-agent: Mozilla 4.0 (compatihle; MSIE 6.0; windows NMT 5.0; .MET CLR 1.1.43222%rn

HOST: wew, C15C0. comyriyn

Connection: Keep-aliwvehriyn

Ccookle: CP GUTC=1.8.10/7.241.155.

ATty

Gs4 U101 FUL 224 S84\ M \0

0140
Q150
0160
0170

£
E:
E
E;

[HTTR Cockie ihttp cookie), 51 bytes {626 - 400 M 0

£ 6-11

]

65



E7= Telnet ) ¥

7.1 Telnet PpiliEiA

Telnet(Telecommunication Network Protocol, H {7 W £% Pr 130) & I8 T
1969 £ 1) ARPANET.,.EE —ffHEZ 1 Internet i . Telnet ffi § TCP ¥
M 23 Sk fit i 28 5%, JLF- 84> TCP/1P /Y S BRI it X A~ Tk . BB % i
THEAFEBERSGE R FHPLZH) ., Telnet i i & 5 JEF2 AR 55 28 E 72 2 (8] /1Y
110 T g ML AR L S A7 T AR BERY T RE , an B 7-1 B D B - 55 A
XA Telnet, Telnet & P R MR 55 an 2E R — i H 2 & T H P B H R P
2 vy FH P i 3 2o SR 8 A 9 B 5 2 A R G0 N A Y 2% i 9K B E R L el A
IX B R P 89 5 A GE B Telnet & 2, Telnet 2 7 i 72 48 5 ) 19 2%
fEfe k45 TCP. i1 TCP fATT7E % 7 S MR 55 &% v 22 57 TCP 3% 3% . £ wt i

it TCP #E#L B T Ak 5% # v , Ik 55 45 00 TCP 245 Wi 2 59 298 3% 348 N 19 Lz
HIZ Telnet iR 545 iEHE . T Telnet RS54 R ZN HEZRF . AEH
AL Ok B % S 09 AR Bl AT ) BdE , — Se It T w2 H B 1 ik 5 4 e Y
PAE RS R E . I, Telnet ik 55 a5 oF 72 $E 0 3] /) 2 7 S 203 38 1o — > ny
“1h 2 v B 2 7 15 B Al 55w v 1Y 5 5k Shell #EF2 ., [\ BF, Telnet A 55 %5 iF 2 4%
IS iz 55 i N AZ 2K B % i ) 25 28 L SR J5 Telnet i 55 4 02 A48 i 3] i) 45 2

TelnteZs ' JFFE Telnetfl 45 a5 T F¢ & s¢shell

B

TCP/TP {heumaR 2]

I
|| ZeiEiEy || TCP/TP
L ABiERmINE

__
TCPE§

K 7-1



67
&£ 7E Telnet 7

it TCP iE#HEAL LY Telnet & P imidt 2, “fh & 53K 307 n] LU #E A Telnet AR 55 4% 2F 72 31 4%
VERGENZIE O, 5T 7E Telnet IR 55 #% 2 2 A5 5% Shell #F 2 Z 0] 4% 25 2088 , X T 85 3%
Shell ki . & H#E# Telnet ik 55 a5 2E 72 98 H , AE 0] 32 17 75 & 5% Shell #F 2 40 i 2 7 8 2
FLREM— A imAEf] 2208 .
Telnet 7] LUz 47 7EA [ BOHRAE R GE Z 8] L I8 2 A [R] B9 52 F 2R 48 2Z ] {5 FH Y 4 2 AN [H] , bL 2
-BERRAE R U B RAT SCR I ASCIT ] 2 3% 3 4747 (CRO S5 5, g — 28 28 48 W 5 22 4 A ASCII
(L) i A — 2 R G B FH A 45 19 7 9 0] 24047 (CR-LF) 5 fEEL AN R 2R AME R 5¢
PSR T — A W R P s 1T B PR SE B (H X D IREE R AE S R XA A REAS [R] (— £
A4 CTRLHC, i % —2 R G {fi il ESCAPE). M. & T il Telnet HrilsE i 5 1 FF
B, Telnet %2 X T NVT(Net Virtual Terminal) . NVT € ¥ T Z(3E fl 45 2 7 Internet | 1Y
L = E 7-2 iR . 4% P i LB BT &P S PR HE SR B P 2 g 1 A A FE
o NVT 4% 3 Kk B i 55w dim - Az 55 e S 200 F 45 02 1Y 20808 Al 0 NVT A% 205 40y d
PR G SRR s 24 IR 55 4 v 3R (o] B0 B, e 722 il 55 i i RS SCHE DAz 7 I 55 i B9 A% 5
o NVT #8038 25 % F i, 2 7 R B2 B 9 NVT A& sUEE 7554 35 o A Hb 9 A =X
TelnetflZ 55 45

Telnet 7 | i

2 -

KM NV

] 7-2 BRSO A ML G s e o NVT R EETEH NVT P8R Al .
FRBIEFMNE, MR RERFAE . SEEEAIEN CNVT gUHEREFAFER NVT
ASCIL, B2 8 A4 Hord s in 2 0 HAWAR 7 A2 F1 US ASCIT % — . 17 45 s AL
A FF CROBIZE) Fl LE0AT) B FANEEH  FH\r\n K £x, BMA—4 CR W2
PN AR H R 2R, EAT R CR FME#FH N NULCET 0, H\r\o F/n, Y1 ¥ il ar
AR NVT gl NVT im B EHFMAE . EE -1 S NFME mm A2 1, &EHZERE
ERIFAAEMSER 7-1 s, BESR Telnet A MR FERFE IR A E 4 X 7 & 09 2 BUHE F 44518

JE 17T 2 45 1l A5 e 7

x7-1 NVIZEEZEHZHE

FIF + i il — ik =3 X
EOF 236 11101100 A

EOR 239 11101111 b S

SE 240 11110000 35 T 25 R

NOP 241 11110001 % L (E

DM 242 11110010 B brad

BRK 243 11110011 b I

IP 244 11110111 o 7 3 A2

AO 245 11110101 S 2
AYT 246 11110110 X7 b AEiEfT
EC 247 11110111 EREGE—1F5




68
CP/IP iR N4

gr R
FIF + i il — ik =3 X
EL 248 11111000 BT
GA 249 11111001 Hij i
SB 250 11111010 H 376 2 4h
WILL 251 11111011 ) 22 3R 3% I
WONT 252 11111100 26 0 % T
DO 253 11111101 AT 3 T 75 sR
DONT 254 11111110 FH 8 % T i >R
IAC 255 11111111 B CTF — 1105 i F1F

= 7-1 . A1 GA a4 . Telnet /) GA A& 4&4L T — L], i F2 73T 5P (R 55
far ) WUAAT 25 “ A H " T JAHL CH PO B3R AR 5 A R 7 AR 2 25 P Zom A% s 3 Hl i i [a] . >4
FH P A5 0 2 i i) 45 i B L B 1% 9 B BE AR X B [a] 4% 55

Telnet BYARF a5 R Z PR TAER 4 By X F

1. XTI

iXfE Telnet BWEIA . HEE & f"ﬁﬂﬁ’ P & A B9 B F 47 B 3] B 55 . (H 3K
A — 4758 AT % P im I AN K £ E T“fi?%”“‘ T RIRG RS x5 % P s e 32 50k HH P S
A — AT Z 00 . 25k ARG #09 GA 4. EAGE L4 & B /i K at il i) 2 +5
400 T3 {7 Y 28 0 D RE

2. —R—FHFAR

H P A — 5 RIES RS a8 IR S 2 0 A B ) 45 0% 45 [0 i L BRAEIR 55 4%
MR v B N AR 249 T B I aE L& P e AU B B A A, A AP O S HEE O
ik % &5 £ FEH) SUPPRESS GO AHEADP | Fij k) ¥E 35 F1 ECHO #e3, iX 7] DL iof i %
FERR & 3% DO SUPPRESS GO AHEAD Gy =R #0106 iR 55 #5 14 310 1l 5 32F 396 101 38 2K 58 1% .
A] DA of IR 45 28 i FR 45 % P R 2 3% WILL SUPPRESS GO AHEAD R 45 %8 45 384 3% 417 461
AT R FE A . MRS AR A SR &5 WILL ECHO. DMd [l i DI RE R R . G4
BT Telnet B 5% 3 A 558 A 7 =0,

3. —x—17AK

% 77 200w OE AT 7 2 (kludgelinemode) » % 5 =X 19 52 81 2 3% B8 RFC858 Y. %
RFC #lE . an R 250 ¥y g 72 [P &g i) — I — 45 7 30, ECHO #E 3 f1 SUPPRESS GO
AHEAD &5 w70 [/ BF A 2. HEAT J =R H X 07 0Ok 2R YA~ e 501 19 H ip 2 — TGk
it . Telnet & TAETE— IR —fT7 2.

4. 7

1E RFC1184 F15E X, fTﬁfL;E@LEFJ#EﬂFHH&%## R AT R MR E R, B
ETHSAFRWIEERGE., THFRTEES L TARE T 7% (05 F AR ATIER
FOME Pk . B l:l:ﬁ?iiffﬂﬁ Telnet SZHL S FFaX F 77 = .



7.2

Telnet 3

T2 T 15 3 2 X AR Y L s SR AT ] — D7 &R nT LA 32 Bl A 2K 1R 0 P R IS SR 45 X T .
AT — 7 &R T LA & 326 R 4 iR AT =
J 15T A BB 30 (enable) 1,

TE B E T, ]

(1) WILL.

69
&£ 7E Telnet 17

PEAT BT B e AT S I R L PR R Telnet TARERY— 22355 | T /ET7 355,

X T AL A 25

1

(2) DO: %35 75 A8 Ny 322 1A 358 8 0 6 17
(3) WON’T. %k A G HEE | e,
(4) DON’T . %Kik A ke Wioom 2o 28 1 e 00

T Telnet #L0N L E X FI7G L3R Can 1 #1 2) . A A& Z ol A 6]
ARG K Can 3 F1 4) i fa] &, iXFE.4 frigRit S dH &

p= (11D ey v
o6 FIFM I 7-2 s,

x® 72
% % U B W Wk
K1 i T
1 - o BT RAD
;3% 7 R PRI
T I
>3 5 A TR
3 DO WILL iﬁimﬁﬁéﬂiﬁrﬁm i
K1 o
B T
e e |
cik MR Ak |- 35 T
6 PNt WON'T A LAERE

IR 22 3 59 .

SIAC FW.H#HEEFHE - 1TF T =& WILL.DO, WON’ T 1§

DON’T iX 4 Ny —A 5 —A 1D 570 45 B S0 sl 28 bk iy ve 01, 36 301 P i 1Y) & ok
AR U 5R 7-3 Frs
x® 73
+ 33 il + 7N il i i
0 0x00 fdi FH 8 0 — ik il 1% &
1 0x01 Al i Cecho) B B2 W 21| 19 57 753 B 45 K 3% &
3 0x03 0 il 2k 22 /i CF A AT DL R X A 5 )
24 0x18 2 Wiy 24 Y
31 0x1F [z NN
32 0x20 22 v 1
33 0x21 G F2 L 5 15 il
34 0x22 1777 :X
35 0x23 X 7R E AL
36 0x24 X A7 A
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CP/IP iR N5 4

o 7-3 Y 2 28 A | 2% g i RS A PR R L W BN B9 4F S, . bl 2 s 2 B 1Y T R
B 00 7= A5 R e 2% BH 2% i 1 26 B, 23 i 1Y R 238 T BRI K5 R 3R BH 28 i 1 R L X --r'ra%l;
A BN B B AT H A PR L TR R E X TEMEE R NVT FAF K 7-4 Fs.,

*x 7-4

FIF -+ 3k il =3 X
SE 240 - 5% Tiji 2% ol
SB 250 ~+ 1k T FF 4

7.3  Telnet {2 Pt

7 FRFF Telnet I —IK —PNFAF 0L 72 & P gk & 10, 61, 16. 11, Ik 55 25 3

Hihk R 10.214. 6. 11,
B R P um MR % feim i T TCP = Wi F . WE 7-3 fr /s i) TCP #E#n] LIAE R &

s 10. 61, 16. 11 {d FHBEHLE 11 3148 i3 Telnet AR5 285 1455 11 23,

Go  Captue  Analyze  $atistics Help |

File Edit  ‘dew
=R x @8] R« [o[F[2] /el wDEX B
Filter: S| #dd Expression... | Clear | Spply
Ne. . |T|rm Isnl.wn ||:|u-t|n=1|un |Fmtnnn| ||nm E
4 2.104552 Cisco_ef:ce:ce Cisco_eh:icCe:ce LGP RepTy
5 2.878613 10.61.16.11 10.214.6.11 d 3148 > telnet [SYn] seg=
6 2.880046 10.214.6.11 10.61.16.11 TCP telnet > 3148 [SYN, ACK]
7 2.880108 10.61.16.11 10.214.6.11 TCP 3148 > telnet [AaCK] seq=:
B 2.909859 10.61.16.11 10.214.5.11 TELNET Telnet Data ...
G 2. 6115814 10.274.6.171 10.681.16.11 TP relner = 3148 Tack] sene” | f
= I -

BHFrame 5 (62 bytes an wire, 62 bytes captured)
HEthernet II, src: 00:0b: dh C2:83:c0, Dst: 00:0f:fF7:67:98:3F
H Internet Prntucu1 Src Addr: 10.61.1%.11 {(10.61.16.11), Dst Addr: 10.214. 6 11 (10 214 a. 11)

B Transmission control Frotoco

Source port: 3148 (3148)
pestination port: telnet (23)
sequence number: O Crelative sequence number)
Header length: 28 bytes

HFlags: 0x0002 (SYHN)
Window size: 65535
Checksum: 0xcl08 (correct)

Boptions: (8 bytes)

I:] I_..--"
o000 00 OFf F7 67 98 3T 00 Ob db c2 83 cO 08 00 45 00 AOoEGHI D Doooool3t
0010 00 30 82 <B 40 00 SG ne 4c d7 0a 3d 1G ﬂh Ga d& 0..8... L.u=....
0020 086 ] 00
QOs0

/!
I'rmnsrrissiun Contrel Protocol ficp), 28 bytes ElP: W30 ITIMED

FAF 7 2 H B IR 55w AR A9 SUPPRESS GO AHEAD i /i #8) f1 ECHO £
BIAT, an & 7-4 B 7R, & P i A& DO SUPPRESS GO AHEAD 34 T 5 7 %%TEquanxk
PSP R ST, FEX A Tu%%ﬂﬂ—mpﬁ%ﬂ%ﬁ{[& ff fb 03, H, ff E'JLxEﬁu
im0 PFE Y TAC, {d & 4 4 DO /Y + /< i §il fC % . 03 & SUPPRESS GO AHEAD 3% T /Y
A%,

& 7-5 B s . IR 45 28 & 26 TCP #3A . 5 AW 3 & 7-4 593,



Telnet 171

File Edit ‘ew Go  Capture  Analyze  Statistics Help |
@) || x || S| (@ a|= [ F 2| RIQE| 1# D) X|
Filrer: S| ndd Exprezzion... | Clear| Spply
Mo, . |T|rm |snum ||:|u.-t|n=1|nn IFmtnnoI ||nm E
4 2.104992 Cisco_ef:ce:ce Cisco_eg:ce:ce LOoP Reply
3 2.87Bol3 lo.6l.16.11 10.214.6.11 TCP 3148 > telnet [SYH] Seqg=
6 2.850046 10.214.6.11 10.61.16.11 TCP telnet > 3148 [N, ACK]
7 2.880108 10.81.16.11 10.214.6.11 TCP 3148 > telnet [ACK] sSeqg=:
8 2.909859 10.61.16. 214.6.11 TELMET Telnet Data ...
G 2. 011516 10.214.6.171 10,61 .16.7171 TP ralnet = 2148 [ark] senwe’ | f
[~ I =
on wire, 57 bytes captured)
00:0b:db:c2:83:c0, Dst: 00:0F:F7:67:98:3F
HInternet Protocol, sre addr: 10.61.16,11 (10.61.16.11), Dst addr: 10.214.6.11 (10,214,6.11)
BTransmission Control Protocol, Sr¢ Port: 3148 (3148), Dst Port: telnet (231, sSeq: 1, ack: 1, Len:

Source port: 3148 (3148)
pestination port: telnet (23)
Sequence number: 1 Crelative seguence number)
[Mext sequence number: 4 (relative sequence number)]
acknow]edgement number: 1 (relative ack number)
Header Tlength: 20 bytes

B Flags: OxQQ01l8 (PSH, ACK)
window size: 65535
Checksum: Oxedca (correct)

B Telnet

G0 ARea

B Frame 8 (57 hytes
H Ethernet II, Src:

|| | -
Q000 00 Or 7 67 GO 3t 00 Ob db <2 83 <O OB 00 45 00 aokEnF o0 oooooo E.

0010 00 2b 82 ca 40 OO0 B0 06 4c da 0a 3d 10 Ok Oa dé - T T

0020 06 Ob Oc 4¢ 00 17 2F 31 5b 5b 0a be fb 2a 50 18 veabked L [[aa.®P,

0030 ff ff ed ca 00 OO0 (CHEE @ eeeens

| Jrasiasmo

Fil= Edit  ‘wvew Go  Capture  Analyze  $tatistics Help |
@) || % |@|S [ a|= [|F 2| RIQE| 1= D) HH X E
Filrar: S| Add Expression... | Clear| Spply
No |T|rm | Sounca | Dastination | Protacol | Info E
6 2.880040 10.214.0.11 lo.0l.1l0.11 TCP telnet > 3148 [SvYN, ACK]
¥ 2.880108 10.61.16.11 10.214.6.11 TCP 3148 > telnet [ACK] seq=
g 2.9058559 1o0.8l.16.11 10.214.6.11 TELMET Telnet Data ...
9 2.9115186 10.214. 6. .01l.16.11 telnet > 3148 [ACK]
10 2.982374 10.214.6.11 10.61.16.11 TELMET Telnet Data .
T4 2 GRIQVT 1M &1 1& 711 T 214 & 11 TEC| KIET Talmet+ PBata -‘F
[~ I =
BFrame 9 (60 bytes on wire, 60 bytes captured)
HEethernet II, src: 00:0F:F7:67:958:3F, Dst: 00:0b:dh:c2:83:c0
HInternet Protocol, sSrc Addr: 10,214.6,11 (10.214.6.11), Dst addr: 10.81.16.711 (10.561.16.11)
B Transmission Control Protocol, Src Port: telnet (230, Dst Port: 3148 (31480, seq: 1, Aack: 4, Len:

Source port: telnet (23)

pestination port: 3148 (3148)

Sequence number: 1 frelative sequence number)

¢ number )

Héader 1Eﬁgth: 20 bytes
HFlags: O0x0010 (aCK)

window size: 5840
Checksum: 0xdlo0 (correct)
@ [SEQ/ACK analysis]

|| I -
0000 00 Ob db <2 B3 <0 00 OF 7 &7 98 3t OB 00 45 00  ....... . .0.7..E.

0010 00 28 34 eF 40 00 3b 06 df cO Oa d& 06 0k Oa 3d I T - T -

0020 10 Ob G0 17 Oc 4c Oa be b 2a rRERETEELR 50 10 B IR L | Az

0030 16 dO dl 00 00 00 OO0 Q0 Q0 00 00 00 e eeeas 0000

lacknumdgamm number fop.ack), 4 bytes

H o

JE LI | I B A2 i

GniEl 7-6 i o iR 55 d i A RS PR TP R L T AR B SR 0N A . 2K w2 A | 2 v ol R

AR . A RBAaE s 3Ed g ff fd 18 £#28 IAC DO
R 55 s i AB7E — D R 2 TR I E P im A X1 T A m R R E A

T
X B DO KRR R 55 a dim Ay B2 % 7 S 72§ Pl AP IR R T X SR gk
E,

TERMINAL TYP

N
Tt
=

71



CP/IP HiSLiIR N3

Rk ff {d 20 75 TAC DO  TERMINAL speed. 7 W Ik 55 %8 v A8 AE — 5 22 11
i R R P o ik ) O T A m R R B

ff fd 23 e/’ TIAC DO X DISPLAY LOCATION. IR 5 25 &7 22 AE Fihpg i X
W~ A .

e JE 42 ff fd 27 75 TAC DO NEW ENVIRON option. 3% B3 IR 55 %% v Ay B2 22 1[50 30 335 2

-

File EBEdit ‘dew ©Go Capture ASnalyze  Statistics  Help

o) =@ x 8] R« o7 2| /ala] #hEx S

Fittar: I fI A E-cpressiun...] Clearl Pppl;rl
[ [ ITrnn [Sm II:Iustinaiiun |Fm'bwul |Infu
8 2.909859  10.61.16.11 10.214.6.11 TELNET Telnet Data ...
G 2.91151'5 lﬂ.214 G, 11 10.61.16.11 TCP telnet > 3148 [ACK] Seq=!
- 2.0 10. . . B 5 TELNET C
11 2.98282? lﬂ.ﬁl 15 11 lO.El4 E 11 TELMET Telner Data ... /
(= I -

E Frame 10 (66 bytes on wire, &6 bytes captured)

B Ethernet II, Src: 00:0f:F7:67:98:3F, Dst: 00:0b:db:c2:83:c0

E Internet Protocol, src addr: 10.214.6.11 (10.214.6.11), Dst Addr: 10.61.16.11 (10.61.16.11)

B Transmission Control Protocol, src Port: telnet (230, Dst Port: 3148 (3148), seq: 1, ack: 4, Len:
Source port: telnet (23)
Destination port: 3148 (3148)

sequence number: 1 (relative seqguence number)
[Mext sequence number: 13 {relative sequence numherl]
acknowledgement number: 4 frelative ack number)

Header length: 20 bytes

EHFlags: 0x0018 (PSH, ACK)
window size: 5840
Checksum: 0x99a9 (correct)

& Telnat

Command: Do Terminal Type
Command: Do Terminal Speed
Command: Do ¥ Display Location
Command: Do MNew Environment Option

[ ]

-
00l0 00 34 34 e8 40 00 3b 06 of b3 0a dé 06 Ob 0a 3d  .44.@.;. .......=
Q020 10 0Ob 00 17 0Oc d4c 0a he 'Fh Za 2Ff ?1 Sk 5E "5':' 18 ... L.. %/ 1[AP,
Qo0 18 d':! GG a% 00 00 | 2 23 TT . ﬁ’
0040 L
[einet einet). 12 bytes Jr-3ra:mamn
& 7-6

ﬂll Edlt aw En EIHI.I"I fuhrn Etltlrtln: iﬂp

)| S|E) x |2 @]« T2 Q| D)X B

Fitter: I _.a"I #add Etpmﬁsiun...] Clearl Pppl;rl

Ma. . ITI'I1I lSm I Dastination |F'm'hwu| | Infa
8 2.909859  10.61.16.11 10.214.6.11 TELMET Telnet Data ...
G 2.911514 10.214.6.11 10.61.16.11 TCP telnet > 3148 [ACK] Seq=
10 2.982374 10. Eid 6,11 10,61, 16 11 TELMET Telnet Data .

TELMET

e T T T Y s B P o W | A M T A A A S S A _—r— e e i [ 1;

E Frame 11 (57 bytes on wire, 57 bytes captured)

H Ethernet II, src: 00:0b:db:c2:83:c0, Dst: 00:0F:T7:67:98:3F

®E Internet Protocol, Src addr: 10.61.16.11 (10.61.16.11), Dst addr: 10.214.6.11 (10.214.6.11)

B Transmission Control Protocol, src Port: 3148 (31480, pst Port: telnet (230, seq: 4, ack: 13, Len
Source port: 3148 (3148)
pestination port: telnet (23)

sequence number: 4 (relative seguence number)
[Mext sequence number: 7 (relative sequence number)]
acknowledgemant number: 13 frelative ack number)

Header Jlength: 20 bytes
EFlags: 0x00158 (PSH, ACK)

window size: 65523

Checksum: Oxcfco (correct)
[SEQ/ACK analwsis]

Command: will Terminal Type

= ]

-
QOO0 Q0 Of f7 67 98 3T 00 0h db <2 83 <0 05 00 45 Q0 sooltBboo oooaorc E.
Q010 00 2b 82 cb 40 00 BO 06 4c d2 0a 3d 10 0b 0a dé LBl Leo=aa..
Q020 06 0Ob Oc 4c 00 17 2f 31 Sb Se 0a be Th 36 50 18 eeabo 1 [AL. L BP.
0030 FF 3 cf <5 00 00 EiEE @ el ]

i
[Feinet einet). 3 bytes ramanimamo




&£ 7E Telnet T

a1 7-8 B s « AR 55 2 v [A) 25 400 1) iy 2 356 10
o) =B x [R]E] Q<[ o7 2] Qa@] oD X e

ﬂ Fdd E-cprEsiu-n...I Dlearl ﬁpplyl

10.61.16.11
10.214.6.11
10.61.16.11

TELNET
TELNET
TELNET

L214.6.11
L61,16.11

2.
2.
2 2.

082374
G982827
OR373L

Telnet
Telnet
Telnet

Data ...
Data ...

barta ...

2. 983868 LB1l.16.11 10.214.6.11 TELMET Telnet /
=) ] =
B Frame 12 (60 bytes on wire, 60 bytes captured)

B Ethernet II, src: 00:0F:F7:67:98:3F, Dst: 00:0b:db:c2:83:c0
B Internet Protocol, sSrc Addr: 10.214.6.11 (10.214.6.110, Dst Addr: 10.61.16.11 (10.81.16.11)
B Transmission Control pProtocol, sSrc PortT: telnet (230, Dst Port: 3148 (31483, seq: 13, ack: 7, Len

Source port: telnet (23)
Destination port: 3148 (3148)
Seguence number: 13 (relative seguence number)
[Next sequence number: 16 {relative sequence numberl]
Acknowledgement number: 7 (relative ack number)
Header Tength: 20 bytes
HFlags: Ox001E (PSH, ACK)
window size: 5840
Checksum: Oxcdea (correct)
B [sEqQ/ACK analysis]

B Telnet

Command: will Suppress Go aAhead

] |
0000 OO0 Ob db c2 83 cO 00 OFf fT7 67 O8 3F 08 00 45 00  ........ .59.7..E.

Q010 Q0 Zb 34 e% 40 00 3h 06 df bb 0a dé 06 Ob 0a 3d LB . L. =

Qo200 10 Ob 00 17 O0c 4c 0a be fb 36 2f 31 Sh 61 S0 18 ..... L. 61 [aF

0030 16 do cd ea 00 0O 00 00 00 eeennn .

[Teinet einet), 3 bytes

] 7-9 J7 71 « % S 41 24 W 46 3
PR £ 30 5 T IR S5 0 R 1 BRI 2 it

.7 S LI | B A A i
AT 2R 1Y &

o Wl %

ﬂlﬂ Eﬂl‘l EII.I.I Eﬂ EIFI'ILII'& Elﬂl'y'lﬂ Ellﬂﬂlﬂi ﬂilp
J LAl | ¥ !

o) =@ x (@S] R[«[- [C[F[2] Q] PN &
FiIter:I ﬂ HAdd E-cprﬁsiu-n...l E:learl Pq:uph,rl
No. . |Tl11n |Sm II:listirﬂm |Fr|mt:ul |Infu

10 2.982374  10.214.6.11 10,61.16.11 TELNET Telnet pata ...

11 2.982827 10.61.16.11 10.214.6.11 TELMET Telnet Data

12 2.983731 10,214.6.11 10.81.16,11 TELMET Telnet Data

13 2 ﬁE'E&E 10.61.16.11 10.214.6.11 TELMNET at /
B Frame 13 (63 bytes on wire, 63 bytes captured)
B ethernet II, src: 00:0b:db:c2:83:c0, Dst: Q0:0f:f7:67:08;:3f
B Internet Protocol, Src Addr: 10.61,16.11 (10.61.16.110, Dst Addr: 10.214,.6.11 (10.214,.6.11)
B Transmission Control Protocol, Src Port: 3148 (31480, Dst Port: telnet (230, Seq: 7, Ack: 16, Len

Source port: 3148 (3148)
pestination port: telnet (23)
Sequence number: 7 (relative sequence number)
[Next seguence number: 16 (relative sequence numberl]
acknowledgement number: 16 (relative ack number)
Header Tength: 20 bytes
BFlags: 0x0018 (PSH, ACK)
wWindow size: 65520
Checksum: O0xa39f (correct)
B [SEQ/ack analysis]

8 Telnet

Command: won't Terminal Speed
Command: won't ® Display Location
command: won't Mew Environment option

] P
0000 00 OF 77 67 08 3T DD Ob oD c2 B3 cO 08 00 45 00 9.7, . ......E.

0010 Q0 31 82 c¢ 40 00 B0 06 4c d2 0a 3d 10 Ob 0a dé 1..8,.. L.v=....

0020 06 Ob OC 4¢ 00 17 2F 3150 61 Oa L.. /1 [a

bE Fb 39 SD 18
o030 ff o a3 of 00 00 [§j /

[Teinet geinet). 9 bytes

WE 7-10 Fros s IR 55 % o 3 & 2 R 47 i i . ml
begin JFf . Ph R L T 2 o8 T & um R B BOR K P v & 1K 2

U»ﬁﬁ?lj XA H suboption
KL e 7-11 fr s H

73



74

CP/IP iR N 5§

Suboption End 59 X1 .

Fil= Edit  ‘Wew Go  Capture  Analyze  Statistics Help
)| =@ x [@[8] B« [#]F[2] /lQ]a D] X ©
Filer: /| nda Exprezsion. . [ Clear | Spply
No. . |Tlrl'ﬂ IEI:I.I'BI ||:lu't|n=1|un |Fmtnnnl |Inm
ITZ Z.ooa7o0L I0. c19. 0. IL I, OL. IJ. ITT TELCTIE [ renier odrd . - -
13 2.983B8B68 10.61.16.11 10.214.6.11 TELMNET Telnet Data ...
14 2.9B84763 10.214.6.11 10.61.16.11 TELMET Telnet o
15 2.9584944 10.61.16.11 10.214.6.11 TELMET Telnet Data ...
16 2.986177 10.214.6.11 lo.61.16.11 TELNET Telnet pata ... !

<

| =

B Frame 14 (60 bytes on wire,
HEthernet II, src: 00:0f:F7:67:98:3F,
H Internet Protocol,
B Transmission Control Protocol,
Source port: telnet (230
Destination port: 3148 (3148
Sequence number: 16
[Mext sequence number: 22
acknowledgement number: 16
Header length: 20 bytes
B Flags: Ox001l8 (PSH, ACK)
window size: 5340
Checksum: OxbB8ea (correct)
@ [SEQ/ACK analysis]
B Telnet

DsT:

Beqin: Terminal Ty
send your Terminal Type
Command: Suboption End

L10n

60 bytes captured)
00:0b:dh:c2:83:c0
src Addr: 10.214.4.11 (10.214.6.11),
src Port: Telnet (237,

frelative seguence number’)
(relative sequence number)]
(relative ack number)

Dst Aaddr: 10.61.16.11 (10.61.16.11)
Dst Port: 3148 (3148), Seqg: 16, ack: 16, Lel

F] 1 -
Qo000 00 Ob db <2 83 <O 00 OF 7 67 98 3T OB 00 45 00 ........ +g.7..E.
0010 00 2e 34 ea 40 00 3b 06 df b7 0a dé 06 Ob 02 3d 4.8, i iiienas =
0020 210 Ob 00 17 0cC 4c Da be fb 39 2f 31 5b 6a 50 18 A COSLLTR.
0030 16 do b8 ea 00 00 [AIECERENEH f O ..
l R
K 7-10

10.214.6.11
10.681.16.11
10.214.6.11

15
16

10,
10,

LOE4044
. 9BELYY

Ele _E:Iit Eeul E:n Eapttre f‘naly‘ze Etatislics Eelp
)| =|B) x || 8| @ a|= [=|F & R|QE| 1D E X
Filter: S| ndd Exprezzion... | Clear | Spply
Ha. |Tlrm I Source | Destination | Pretocas] | Infe
IZ Z.Joaro0L I0. cI%. 0. I I, OL. I9J. II TECTIE T TENneL Ddrd . - -
. 983E68 10.61.16.11 10.214.6.11 TELMET Telnet

214.6.11
6l.16.11

Telnet
Telnet
Telnet

TELMET
TELMET
TELMET

pata ... /

M |

| -~

Hethernet 11, src: o0:0f:f7:67:958:3F, Dst:
HInternet Protocol,
B Transmission Control Protocol,
Source port: telnet (23)
Destination port: 3148 (3148)
Sequence number: 16
[Mext sequence number: 22
acknowledgement number: 16
Header Tength: 20 bytes
BHFlags: 0x0018 (PSH, ACK)
window size: 5840
Checksum: OxbB8ea (correct)
@ [SEQ/ACK analysis]
B Telnet
B suboption Begin: Terminal Type
send your Terminal Type

I
B Frame 14 (60 bytes on wire,
SubopTian EnNc

Commana :

60 bytes captured)
00:0b:dh:c2:83:c0
src Aaddr: 10.214.6.11 (10.214.6.11),
src Port: Telnet (237,

{relative seguence number’)
frelative sequence number)]
(relative ack number)

Dst addr: 10.61.16.11 (10.61.16.11)
Dst Port: 3148 (31487, sSeqg: 16, ack: 16, Lea

00 Ob db c2 83 cO 00 OF T7 67 98 3T 08 00 45 00 ........ g.7..E.
0010 00 2e 34 ea 40 00 3b 06 df b7 0a d6 06 Ob 0a 3d 4.8.5. ... -
0020 10 Ob 00 17 0Oc 4< Qa be fh 39 2f 31 5b 6a 50 18 veasales JBALLTF.
0030 16 d0 b8 ea 00 00 FF fa 18 ol (HilE® = =@ @ 02 ........ ..M

anlEl 7-12 Fros & 7 g A0k T 5 0

76 74 31 30 30 XLy ASCII 4 vt100,

4
N2 X K v ALY F B T an . TN BRI R 00 RoR R E M 8 i i

v IS A A B . B R N HER R ff fa 18 3R



File Edit  ‘ew Go  Capture  Analyze  Statistics Help

o) =B % e8] <[~ 0|72 Qe #hE X ©

Filter: /| ndd Exprezsion... | Clear | Spply
Mo, . |T|rm |5m.nn ||:|u-t|n=n|un |Fmtnnol |Inm j
e L« FAIF L Lbe &L « o LL Llde L o L. L ITEECNET TETNEL Padid « « «
13 2.953868 10.61.16.11 10.214.6.11 TELMET Telnet pata ...
14 2.984763 10.214.6.11 10.61.16.11 TELMET Telnet Data ...
15 2,.984044 10.61.16.11 10,214.6,11 TELMET Telnet
16 2.986177 10.214.6.711 10.61.16.11 TELMET Telnet Data ... /
I | =
B Ethernet II, sSrc: 00:0b:db:c2:83:¢c0, Dst: Q0:0F:F7:67:08:5F LS
H Internet Protocal, sSrc Addr: 10.61.16.11 (10.61.16.11), Dst Addr: 10.214.6.11 (10.214.6.11)
B Transmission Control Protocol, Src Port: 3148 (3148), Dst Port: telnet (230, sSeq: 16, ack: 22,
Source port: 3148 (31480
pestination port: telnet (230
Sequence number: 16 frelative seguence number’)
[Mext seguence number: 27 (relative saguence number)]
acknowledgement number: 22 (relative ack number)
Header length: 20 hytes
B Flags: Ox001E (PSH, ACK)
wWindow size: 65514
Checksum: 0x0712 (correct)
B [SECQ /ACK analysis]
8 Telnat
B suboption Begin: Terminal Type
Here's my Terminal Type
value: wtloo
Command: Suboption End [/
F] [ -
0010 00 33 82 cd 40 00 B0 06 d4c cf 0a 3d 10 Ob 0a dé .3..8, [ = -
0020 06 Ob Oc 4c 00 17 2F 231 Sh éa 0a be fb 3f 50 18 ...L+.f1 [§...7P.
0030 ff ea 07 12 00 00 Ta 18 00 76 74 31 30 30 TT s d!m
0040 . |
[rnim felnet), 11 bytes T
K’ 7-12

WnlE 7-13 B ik 55 an AR 81 W PR R RS R VIR B L 2 i 45 ) S

Telnet 171

DO F R 55 #5175 oK 2 7 i A2 305 & T2 70 iy 2048 . 41 DO Echo 3R B ik 55 2% 1 fkﬁﬁ:sfﬁlﬁl
W 47, Will FRHIR S 28 H B8 &k 2 T a2 g . a0 Will status AR 55 2348 &

jﬁ’tﬁﬂ_ﬁ ]_I'Jl:_ﬁ a

Fil= Edit  ‘vew Go  Captue  Analyze  $atistics Help

o) =B * @S] R« [©]F | 2] @aa #hEX o

Filter: S| #dd Expression... | Clear | Spply
Ho. . Tlrm Source Degtingtion Protogol Infe
10.214.6.11 10.61.16.11 TELMET e
17 2.986335 10.61.16.11 10.214.6.11 TELMET Telnet Data ...
18 3.0Z7058 10.214.6.11 10.61.16.11 TCP telnet »> 3148 [ACK] Seq=:
1M 2 ATFIAD 1N &1 1 & M1 1 1A & T MET Tralmmt Fets /
[T | -

B Frame 16 (66 bytes on wire, 66 bytes captured)

EEthernet II, sSrc: Q0:0F:F7:67:98:3F, Dst: Q0:0b:db:c2:83:c0

H Internet Protocal, Src addr: 10.214.6.11 {10.214.6.11), Dst addr: 10.61.16.11 (10.61.16.11)

B Transmission Control Protocol, Src Port: telnet (230, Dst Port: 3148 (3148), =Seq: 22, ack: 27, La
Source port: telnet (23)
Destination port: 3148 (314E8)

Sequence number: 22 (relative seguence number’)
[Mext sequence number: 34 (relative sequence number)]
acknowledgement number: 27 (relative ack number)

Header Tength: 20 bytes
HFlags: 0x0018 (PSH, ACK)

window size: 5840

Checksum: Oxce86 (correct)
@ [SEQ/ACK analysis]

Command: Do Echo

Command: Do negotiate about window size

Command: will sStatus

Command: Do Remote Flow Control

\

| ]

0010 00 34 34 eb 40 00 3b 06 df b0 0a df 06 Ok Oa 3d A4 8, . Lo =
0020 10 Ob 00 17 Oc d4c 0a be fb if 2f 31 sh ?5 SG 18 seessbles o PAL[UP.
0030 16 d0 ce 86 00 00 C 3 05 1T .

0040  [sEHERT . !

[Telnet Qeinet). 12 bytes LT

75



CP/IP iR N1

niE 7-14 Fros . 2 5 v A0 48 (0] I 422 00 B 19 24

File Edit ‘dew Go Capture Analyze  Statistios  Help

B =@ x R[S R« [©F 2 @l emm e B

Fllter:l j"] Add Exprassion .. II::learl Appl-,rl
Ho. . |Th'nt ISn-um |I:I|rtlnltlun IF'rntu-nuI IInfu-
165 2, 9a0ly7 7 10,214, 6,11 10,0Ll.16,11 TELMET Telnet Data ...
17 2.9860335 10.61l.10.11 1d. 214.6.11 TELNET Telnet san
18 3,.027058 10,.214.6.11 10.61.16.11 TCP telnet > 3148 [AacCK] sSeq=:
A 2 MHTT1AD i =1 1 A4 A D14 - 11 Tl hirT TAalrmats maE o .i"
~ [ S

E Frame 17 (57 bytes on wire, 57 bytes captured)

B Ethernet II, sSrc: 00:0b:db:c2:83:c0, Dst: Q0:0F:F7:67:98:3F

E Internet Protocol, Src Addr: 10.61.16.11 (10.61.16.110, Dst Addr: 10.214.6.11 (10.214.6.11)

B Transmission Control Protocol, Src Port: 3148 (31480, Dst Port: telnet (230, seq: 27, ack: 34, Lel
Source port: 3148 (3148)
pestination port: telnet (23)

Sequence number: 27 frelative seguence number)
[Mext sequence number: 30 (relative sequence number)]
Acknowledgement number: 34 frelative ack number)

Header length: 20 bytes
B Flags: 0x0018 (PSH, ACK)
wWindow size: A5502
Checksum: Oxeébl (correct)
H [SEQ /ACK analysis]
2 Tefpet______ |

Command: won't Echo

[~ s
0000 00 Of £7 67 98 3F 00 Ob db <2 83 <0 08 00 45 00 - E.

0010 00 2b 82 ce 40 00 80 06 4cC d6 Oa 3d 10 Ob Oa de6 8 L. Loamo,,

0020 06 Ob OcC 4¢c 00 17 2f 31 5b 75 0a be fb 4b 50 18 ...L../1 [u...KP.

0030 ff ce e6 bl 00 00 EilESIIG 0000 ..., . . .

ITeIr-et (telreat), 2 bytes EI P393 D 372MD

File Efit ‘Aew Go Captune  Analyze  Statistios  Help

B =@ x R[S R[<[- 072 @ ohmx B

l-'IIter:I _J"I add Exprassion .. It:learl Fppl-,rl
Ho. . Tirmi Souroe Destination Imen:vI IInfu-

1o 2, 980l77 10, 214.0.11 10.61.16.11 TELMET Telnet Data ...

17 2.986335 10.61.16.11 10.214.6.11 TELMET Telnet Data ...

18 3.027058 10.214.6.11 10.61.16.11 > 3148 [ACK] sSe

A0 2 AT A S = B - A0 A & A T hrT Traleemt Mo - £
[<] ] =
B Frame 18 (60 bytes on wire, 60 bytes captured)
HEthernet II, Src: Q0:0F:F7:a7:98:3F, Dst: 00:0b:dh:c2:83:c0
B Internet Protocol, Src Addr: 10.214.6.11 (10.214.6.11), Dst Addr: 10.61.16.11 (10.61.16.11)
B Transmission Control Protocol, Src Port: telnet (23), Dst Port: 3148 (3148), Seq: 34, ack: 30, Lel

Source port: telnet (23)

pestination port: 3148 (3148)

sequence number: 34 (relative sequence number)

ACKNOwW | ECIQEMENT ML

Header length: 20 bytes

B Flags: 0x0010 (ACK)
Window size: 5840
Checksum: Oxd0ch (correct)
B [SEQAACK analysis]

[~ | =
0000 00 Ob db <2 83 <0 00 Oof f7 67 08 3f 08 00 45 00 ........ .0.7..E.
00L0 00 28 34 ec 40 00 3b 06 df bb 0a dé 06 Ob 0Oa 3d L4 B . L =
0020 10 Ob 00 17 Oc 4¢ 0a be fb 4k 80 10 ..... L.. .KIEANESF.
0030 16 o0 dO <5 00 00 00 00 00 00 00 00 Liieeeas
lﬂ:knnl.dedgemerrt number (op.ack), 4 bytes E Poad3 D 373mMD




£ 7E Telnet T

nE 7-16 Fron . B P AR R THEE D RSTR T, e X ERERFE . FE
i2E 2 A i

File Edit ‘dew Go Capture Analyze  Statistios  Help

W) @A x |G| R« T L QQUEQ, 1D X

Fllter:l 1"] #dd Expression.. II:learl ﬁppl-,rl

Ho |Th'nt ISuum | Destination Iqu-ouI | Irife 5
17 2.086335 10.61.16.11 10.214.6.11 TELMET Telnet Data ...
18 3.027058 10.214.6.11 10.61.16.11 TCP telnet > 3148 [acCk] Seqg=:

. 027142 10.61.16.11 214.6.11 TELNET Telnet

M AT Emd A A A S A e -C I - | —5 ke T [ — .Ir

N | 5

E Internet Protocol, src Addr: 10.61.16.11 (10.61.16.117%, Dst addr: 10.214.6.11 (10.214.6.11)
ETransmission Control Protocol, Src Port: 2148 (31480, Dst Port: telnet (230, seq: 30, ack: 34,
source port: 3148 (3148)
pestination port: telnet (23)

|

Sequence number: 30 (relative seguence number)
[Mext sequence number: 48 (relative sequence number)]
Acknowledgement number: 34 (relative ack number)

Header length: 20 bytes
BFlags: 0x0018 (PSH, ACK)
Window size: 45502
Checksum: Oxchbc (correct)
BT1elnet

. ggotiate About Window Si1ze
E suboption Begin: Megotiate About window Size
width: 132
Height: 48
Command: Suboption End
command: Don't Status
Command: will remote Flow Contraol

7
] I S
0010 00 3a 82 cf 40 00 80 06 4¢ c6 0a 3d 10 Ob Oa d6  .:..@... L..=. ... [
0020 06 gh oc 4c 00 17 2f 31 Sh 78 0a be fb 4b 50 18  ...L../1 [X...KP.
0030 e chb bc 00 00 { alf 00 84 00 30 ...... .. . . 0
0040 Ff fo ff fe 05 ff !#E 21 T '

£

| L

File Edit ‘“dew Go Capture Analyze  Statistios  Help |

)| @ xRS @« 0F L QUQUE ¥DEE X

Fllter:l ,I"I 4dd Expression.. II:learl ﬁq:pl-,rl
Ho. . |Th'nt ISuum | Detination IFrntmuI IInfu-
18 3, 027058 10.214.6.11 10.61.16.11 TCP telnet > 3148 [ACK] Seqgs:
19 5. 027142 10.81.16.11 10.214.6.11 TELMET Telnet pata ...
. 230044 10.214.6.11 10.61.16.11 TELMET Telnet /
N ] S
B Frame 20 (12% bytes on wire, 129 bytes captured)
EHEthernet II, sSrc: Q0:0f:F7:67:08:3F, Dst: 00:0b:dh:c2:83:c0
E Internet Protocol, Src Addr: 10.214.6.11 (10.214.6.110, Dst Addr: 10.61.16.11 (10.61.16.11)
B Transmission Control Protocol, Src Port: telnet (23), Dst Port: 3148 (3148), sSeqg: 34, ack: 48, La
Source port: telnet (23)
bestination port: 3148 (3148)
Sequence number: 34 (relative sequence number)
[Mext sequence number: 109 (relative sequence number)]
Acknowledgement number: 48 frelative ack number)
Header Jlength: 20 bytes
HFlags: 0x0013 (PSH, ACK)
wWindow size: 5840
Checksum: 0xSced (correct)
H [sEQ aCK analysis]
command: will Echo
Data: Red Hat Linux release 7.3 (walhalladsrin
Data: kKernel 2.4.18-3bigmem on an 1686%r\n
[~ | =
0030 = £ .
0040 B T 5 LTnux r
0050 2 6 d .3 (valh alla)..k
o0 5] 2e 3 ernel 2. 4.18-3b1
9959 : 6 6e 8 gmem on  an 1686. /
hﬂmﬁﬂmlﬁbﬁﬁ Hmﬁsmsmmm




CP/IP iR N3 #T

il 7-18 Fr s o & 7 i ) B2 R 55 A v [k 322 A A A

Fil= Edit  ‘Wew Go  Capture  Analyze  Statistics Help

o) =B x @S] Rl <« 27| 2] @laa] #hEX

Filer: | nda Expression. .. [ Clear | Spply
No. . |T|rm I Source | Destination | Frotogcol | Infe
19 3.027142 10.61.16.11 10.214.6.11 TELMET Telnet Data ...
20 3.256944 10.214.6.11 10.61.16.17 TELMET Telnet Data ...
3 10.61.16.11 . 214.6.11 TELMET Telnet Data ... /
M : =

B Frame 21 (57 bytes on wire, 57 bytes captured)

EEthernet II, Src: 00:0b:db:c2:83:c0, Dst: Q0:0F:F7:67:08:5F

H Internet Protocal, Src addr: 10.61.16.11 {10.61.16.11), Dst addr: 10.214.6.11 (10.214.6.11)

B Transmission Control Protocol, Src Port: 3148 (3148), Dst Port: telnet (23], Seq: 48, ack: 109, L
Source port: 3148 (3148)
Destination port: telnet (23

Sequence number: 48 {relative seqguence number’)
[Mext sequence number: 51 (relative sequence number)]
scknowledgement number: 109 (relative ack number’

Header Tength: 20 bytes
HFlags: O0x0018 (PSH, ACK)

Window size: 65427

Checksum: 0xe&6%h (correct)
@ [SEQ/ACK analysis]

Command: Do Echo

|| ]

o
0000 00 OF 7 67 O8 37 00 Ob db c2 83 c0O 08 00 45 00 ...9.7.. +..... E.
0010 00 2b 82 d0 40 00 80 06 4c d4 0a 3d 10 Ob 03 d6  .+..@... L..=....
0020 06 Ob Oc 4c 00 17 2f 31 5b 8a Oa be fb 96 50 18  ...L../1 [..... P.
0030 ff 03 e6 ob 00 00 |AEKEEEH O,
[Telnet teinat). 3 bytes JFrams o ammo
& 7-18

niE 7-19 P, IR 55 o5 i A& 3% “login: VAT &

File Edit ‘ew Go  Capture  Analyze  Statistics Help

o) =B % [ <[ o7 2] Qe EhE X ©

Filir: | ndd Exprezzion... | Clear | Spply
No. , |T|rm |5m.nn ||:Iu't|n=nlnn |Fmtnnol Ilnl'n
22 3.2 10.214.6.11 10.61.16.11 TELMET Telnet Data ...
23 3.445%9383 10.61.16.11 10.214.6.11 TCP 3148 > telnet [ack] Seqg=!
24 4.,00%405 Cisco_eh:ce:ce spanning-tree-(for-br sTF Conf. Root = 32784/00:0F /
[<I | -

BFrame 22 (61 bytes on wire, 61 bytes captured)

@ Ethernet II, Src: 00:0fF:F7:67:98:3F, Dst: 00:0b:db:c2:83:c0

H Internet Protocol, src Addr: 10.214.46.11 (10.214.6.11), Dst addr: 10.61.16.11 (10.61.16.11)

B Transmission Control Protocol, Src Port: telnet (23), Dst Port: 3148 (3148), sSeq: 109, ack: 51, L
Source port: telnet (230
Destination port: 3148 (3148)

Sequence number: 109 (relative sequence number)
[Next sequence number: 116 (relative seguence number’)]
acknowledgement number: 51 (relative ack number)

Header Tlength: 20 bytes
HFlags: O0x0018 {PSH, ACK)

Window size: 5340

Checksum: 0x6ed3 (correct)
@ [SEQ/ACK analysis]

pata: login:

|| ]

0000 00 Ob db <2 83 <O 00 OF 7 &7 S8 31 08 00 45 00  ....... . +.0.7..E.
0010 00 2f 34 f0 40 00 3b 06 df b0 0a dé 06 Ob 0a 3d S48 L. =
0020 10 Ob 00 17 OcC 4c Da be fTh 96 2f 31 5b 8d 50 18 I NREY - 4 Y
0030 16 d0 Ge 43 00 00 NG 20 N IEEERGE

\

[Telnet teinet). 7 bytes L

A 7-20 FEoR . % P & % TCP #iiA . i A s 3 247 5
WE 7-21 s - & P im & 325 FH P 44 root AYSE — PN F 4557,



&£ 7E Telnet T

File Edit ‘ew Go  Capture  Analyze  Statistics Help

@) | x @S| Q4|+ [0F 2 QQ|R 1#D)HE X C

Filrer: S| ndd Exprezsion... | Clear | Spply
No. , |T|rm |5m.nn ||:Iu't|n=nlun |Fmtnnu| Ilnl'n

22 3.2370E6 10.214.6.11 10.61l.16.11 TELMET Telnet Data ...

23 3.449383 10.61.16.11 10, 214.6.11 3148 > telnet [ACK] seq=

24 4.,00%405 Cisco_eh:ce:ce spanning-tree-(for-br sTF Conf. Root = 32784 /00:0F /
= : -

BFrame 23 (54 bytes on wire, 54 bytes captured)
@ Ethernet II, Src: 00:0b:db:c2:83:c0, Dst: 00:0F:Ff7:67:08:3F
E Internet Protocol, src aAddr: 10.61.16.11 (10.61.16.11), Dst addr: 10.214.6.11 (10.214.6.11)
B Transmission Control Protocol, Src Port: 3148 (3148), Dst Port: telnet (23], sSeq: 51, ack: 116, L
Source port: 3148 (31480
Destination port: telnet (23D
Sequence number: 51 {relative seqguence number’)
|  ACKnOwl|edgement number: 116  (relative ack number)
Header Tength: 20 bytes
EHFlags: O0x0010 (ACK)
Window size: 65420
Checksum: Oxe7al (correct)
H [SEQ ACK analysis]

F] [ -
Qgo00 00 OF £7 67 98 37 00 Ob db <2 83 <0 08 00 45 00 a0 EnF o0 oooooo E.

0010 Q0 28 82 dl 40 00 BO 086 4c¢ dé 0a 2d 10 0Ob 0a dé - T e T

0020 06 Ob Oc 4c 00 17 2f 31 5b 8&d 5010 ...L../1 [.FAPAF.

0030 ff 8c e al 00O i

lq:knumdgumrrt number fop.ack), 4 bytes | P:ad3 D:3T3mt0

Fil= Bt  ‘wJew Go  Capture  Analyze  $tatistics Help

)| 5|B) x || 8| Q@ [T | 8| @la|@| 1D X B

Filrar: S| Add Expression... | Clear| Spply

No. . |T|rm |snum ||:|u.-t|n=1|un |antnno| ||nm
23 3.445%383 10.61.16.11 10.214.6.11 TCP 3148 > telnet [aCK] Seqg=!
24 4.00%405 Cisco_ef:ce:ce spanning-tree-(for-br sTF Conf. Root = 32784/00:0F

25 5.724905 10.61.16.11 10.214.6.11 TELMET Telnet Data ... Fi
FJ | -~

BFrame 25 (55 bytes on wire, 55 bytes captured)

@ Ethernet II, sSrc: 00:0b:db:c2:83:c0, Dst: 00:0F:f7:67:08:3F

EH Internet Protocol, src addr: 10.61.16.11 (10.61.16.11), Dst addr: 10.214.6.11 (10.214.6.11)

B Transmission Control Protocol, Src Port: 3148 (3148), Dst Port: telnet (23], Seq: 51, ack: 116, L
Source port: 3148 (31480
pestination port: telnet (23D

Sequence number: 51 trelative seguence number’)
[Next sequence number: 52 (relative sequence number)]
acknowledgement number: 116 (relative ack number)

Header Tength: 20 bytes
B Flags: Ox0018 (PSH, ACK)
window size: 65420
Checksum: 0x75%98 (correct)
@ Telpet

Data: r
|| | o
QO0O0 00 Or t7 &7 G8 3f 00 Ob db <2 83 <O OB 00 4% 00 AookERE o noonoo E.
0010 00 29 82 d2 40 00 80 06 4c dd Oa 3d 10 Ob 0a d6 D). B... L..=...
0020 06 Ob Oc 4c 00 17 2f 31 Sb 8d 0Oa be fb od 50 18 ...L../1 [.....P.
0020 ff 8c 75 98 00 00 EE ..u...]
[rdnnt felnet), 1 byle " R

K 7-21

ani& 7-22 Frow s Mg 55 &8 i 00 7

GniE 7-23 pron s % P i & ik TCP A, 8 A S 3 i 55 4 dm A& 3% 09 (9] 4 .

& 7-21~ & 7-23 B & P A2 B BB A A G R LR 07 o A
A S EE, o BE - B AU



CP/IP iR NS #T

File Edit  ‘dew Go  Capture  Analyze  Statistics Help

@) | x (@S| Q€|+ [0F 2 QQ|R 1#D)HE X C

Filrer: /| add Exprezzion... | Clear | Spply
He. . |Tlrm I Source I Destination I Pretocas I Infe
[ T —_rr L — ) L= = _FPLI.II!IIIIH L= my m— W T FT L= 0 ) — T 1T e TR S TR T
25 5.724905 10.61.16.11 10.214.6.11 TELMNET Telhet Dpata ...
26 5.726153 10.214.6.11 10.61.16.11 TELMNET Telnet Data ...
27 5,855B822 10.61.16.11 10,214.6.,11 TCP 3148 » telnet [ACK] seq='|/f
[<I | -

BFrame 26 (60 bytes on wire, 60 bytes captured)

@ Ethernet II, Src: 00:0fF:F7:67:98:3F, Dst: 00:0b:db:c2:83:c0

HE Internet Protocol, src aAddr: 10.214.46.11 (10.214.6.11), Dst addr: 10.61.16.11 (10.61.16.11)

B Transmission Control Protocol, Src Port: telnet (23), Dst Port: 3148 (3148), sSeq: 116, ack: 52, L
Source port: telnet (230
Destination port: 3148 (3148)

Sequence number: 116 (relative seqguence number)
[Next sequence number: 117 (relative seguence number’)]
acknowledgement number: 52 (relative ack number)

Header Tlength: 20 bytes
HFlags: O0x0018 {PSH, ACK)
Window size: 5340
Checksum: 0x5e54 (correct)
@ [SEQ/ACK analysis]
@Telpet

Data: r
F] [ -
0000 00 Ob db <2 83 <O 00 OF 7 &7 S8 31 08 00 45 00  ....... . .0.7..E.
0010 00 29 34 f1 40 00 3b 06 df b5 0a dé 06 Ob 0a 3d S AL IS =
0020 10 Ob Q0 17 0C 4c Da be Th 9d 2T 31 5b 8e 50 18 e e N
0030 16 d0 52 54 00 00 gA 00 Q0 OO0 00 00 AT e
[Teinet geinet). 1 byte R

Fil= Bt  ‘wvew Go  Capture  Analyze  $tatistics Help

)| 5|B) x || 8| Q@ [T | 8| @la|@| 1 D)|EE X B

Filrar: S| Add Expression... | Clear| Spply
No. . |T|rm Isnwn ||:|u.-t|n=1|un |Fmtnno| ||nm
26 5.726193 10.214.6.11 10.681.16.11 TELMET Telhet Data ...
27 H.855822 10.681.16. 10.214.6.11 3148 > telnet [ACK] Seq=
2B 6,.000638 Cisco_eGicerce Spanning-tree-(for-br sTP Conf. Root = 32784,00:0F /
[~ | -~

B Frame 27 (54 bytes on wire, 54 bytes captured)

B Ethernet II, src: 00:0b:db:c2:83:c0, DST: 00:0fF:f7:67:98:3F

H Internet Protocol, src addr: 10.61.16.11 (10.61.16.11), Dst addr: 10.214.6.11 (10.214.6.11)

B Transmission Control Protocol, Src Port: 3148 (3148), Dst Port: telnet (23], Seq: 52, ack: 117, L
Source port: 3148 (31480
pestination port: telnet (23D
Sequence number: 52 trelative seguence number’)

relative ack numoar.)

@ Flags: 0x0010 (ACK)
Window size: 654192
Checksum: 0xe7ald (correct)

B [sEo A0k analysis]

|| ]

0000 00 Of ¥7 67 98 3F 00 Ob db 2 83 <O 08 00 45 00 aoERE o noonoo E.
0010 00 28 82 d3 40 00 80 06 4c dd 0a 3d 10 Ob 0a d6  .(..@... L..=....
0020 06 Ob Oc 4c 00 17 2f 31 5b 8e 50 10  ...L../1 [.AAP.
o000 ff 8 e7 a0 0O OO ..

\

lacknumdgamm number fop.ack), 4bytes | Poava DoaTant 0

Wt H P24 R oRINE 7-24 BN IR S5 2% &L AT R “password . 7,
G 7-25 Fros . % P i ik TCP A

GE 7-26 BTN . & i & L L nT LR B E PSR — R e
i 7-27 P kRS g i Ak TCP A A E] “ e,



Telnet 171

Fil= Edit  ‘Wew Go  Captue  Analyze  Satistics Help

@) S|B) x | S| [ el (0T & Q@ ¥ X B

Fier: /| Add Expression... | Clear | Spply
Ho. ., |Tlrm I Sounce | Degtination | Protogol | Info
58 0.85£053 10.204.0.11 1o0.61l.10.110 TELMET Telnet Data ...
39 5.945%655 10.61.16.101 10.214.6.11 TCP 3148 > telnet [ACK] Seg=!

850859 10.214.6.11 .61.16.11 TELMET Telnet

A1 7 AE0ATE o I T = I =T B | T 914 & 1 T 1A w o lemnt Farwl crm! .flr

= ' -

BFrame 40 (64 bytes on wire, 64 bytes captured)

@ Ethernet II, src: 00:0f:F7:67:98:3F, Dst: 00:0b:db:c2:83:c0

H Internet Protocol, src addr: 10.214.46.11 (10.214.46.11), Dst addr: 10.61.16.11 (10.61.16.11)

B Transmission Control Protocol, Src Port: telnet (230, Dst Port: 3148 (3148), sSeq: 122, ack: 536, L
Source port: telnet (230
bestination port: 3148 (314B)

Sequence number: 122 (relative seguence number)
[Mext sequence number: 132 (relative sequence number)]
acknowledgement number: 56 (relative ack number)

Header Tength: 20 hytes

B Flags: Ox0018 (PSH, ACK)
window size: 5340
Checksum: 0xed378 (correct)
Data: Password:

| I

—
0000 00 Ob db c2 B3 <O 00 OF 7 &7 S8 3T OB 00 45 00 ....... . .0.7..E.
0010 00 32 34 f7 40 00 3b 06 df a6 Oa dé 06 Ob 0a 3d 2485 i
0020 10 Ob 00 17 OcC 4< Oa be fh a3 2f 31 5b 92 50 1 veesaba. L SL[LP.
0030 16 d0 e8 FE 00 00 VNS e i ¢ Sw :
d

[Telnet geinet), 10 bytes

Fil= Edit  ‘wWew Go  Capture  Analyze  $tatistics Help

g =B x [RS8 Rl o072 alaal #DE X

Filrar: S| Add Expression... | Clear| Spply

Ho. . |Tlrm I Souree | Dastination | Protogol | IFfe
39 6.9496509 10.61.16.11 10.214.6.110 TCF 3148 > telnet [ACK] Seq=!
40 6.950055 10.214.6.11 10.61.16.11 TELMET Telnet Data ...

7.168425 10.61.16.11 . 3148 > telnet [ACK] Seq=

AT O SMSTd e e i e Pt e T - s =, lwsm —rm = e [ =T FO A St e e fr

FJ | -

B Frame 41 (54 bytes on wire, 54 bytes captured)

@ Ethernet II, sSrc: 00:0b:db:c2:83:c0, Dst: 00:0F:f7:67:08:3F

H Internet Protocol, src addr: 10.61.16.11 (10.61.16.11), Dst addr: 10.214.6.11 (10.214.6.11)

B Transmission Control Protocol, Src Port: 3148 (3148), Dst Port: telnet (23], Seq: 56, ack: 132, L

Source port: 3148 (31480

pestination port: telnet (230

Sequence number: 56 frelative seguence number’)

AcCknow | edgement number :

Header Tength: 20 bytes

@ Flags: 0x0010 (ACK)
Window size: 65404
Checksum: 0xe?%c (correct)

B [sE0 /aCK analysis]

\

|| ]

0000 00 Of ¥7 67 98 3F 00 Ob db <2 83 <O 08 00 45 00 aoERE o noonoo E.
0010 00 28 82 da 40 00 80 06 4c cd 0a 3d 10 Ob 0a d6  .(..@... L..=....
0020 06 Ob Oc 4c 00 17 2f 31 5h 92 50 10  ...L../1 [.AAP.
0020 ff 7c a7 9c 00 00 B .

lacknnl.ﬂndgumm number fop.ack), 4 bytes | Poavs Doavant 0

81



82

CP/IP i

:f\

NG

i

Fil= Edit  ‘Wew Go  Captue  Analyze  Satistics Help

@) S|B) x | S| [ el (0T & Q@ ¥ X 8

Fier: /| Add Expression... | Clear | Apply
No. , |T|rm |5m.|m ||:|u-t|n=1|un |Fmtnnul ||nm
41 7.1aB425 10.61.16.11 10.214.5.11 TCP 3148 > telnet [ACK] Seqg=!
42 5.000495 Cisco_eh:ce:ce spanning-tree-(for-br sTPF Conf. Root = 32784,00:0F
&} 10.61.16.11 10.214.6.11 TELMET Telnet Data ... /
= : -

BFrame 43 (55 bytes on wire, 55 bytes captured)

@ Ethernet II, src: 00:0b:db:c2:83:c0, DsSTt: 00:0fF:F7:67:958:3F

E Internet Protocol, src addr: 10.61.146.11 {10.61.146.110, Dst addr: 10.214.6.11 (10.214.6.11)

B Transmission Control Protocol, Src Port: 3148 (3148), Dst Port: telnet (23], Seq: 56, ack: 132, L
Source port: 3148 (3148)
bestination port: telnet (23)

Sequence number: 56 frelative seguence number’)
[Mext sequence number: 57 (relative sequence number’]
acknowledgement number: 132 (relative ack number)

Header Tength: 20 hytes

B Flags: Ox0018 (PSH, ACK)
window size: 65404
Checksum: 0xB493 (correct)

Data: <
M >
OO0 Q0 OFf ¥7 67 98 37T 00 Obh db <2 83 <O 08 00 45 Q0 R T . E.
0010 00 29 82 db 40 00 80 06 4c ch 0a 3d 10 Ob 0a dé B Le =
0020 06 0Ob Oc 4¢c 00 17 2F 31 Sb 92 0a be b ad 50 18 T e i =
0030 ff 7c 84 93 00 00 BB .
i
[rnim fielnet), 1 byte A
K 7-26

Fil= Edit  ‘wew Go  Capture  Analyze  $atistics Help

8 =B S Rl 072 alaal #DE X

Filrar: S| Add Expression... | Clear| Spply

Mo, . |T|rm |snum ||:|u.-t|n=1|un |antnno| ||nm
42 8.002495 Cisco_ef:ce:ce spanning-tree-{for-br sTP conf. Root = 32784 700:0F
43 B, 557808 10.61.16.11 10.214.6.11 TELMET Telnet Data ...

8. 507270 10.214.6.11 10.61.16.11
[~ | -~
B Frame 44 (60 bytes on wire, 60 bytes captured)
B Ethernet II, src: 00:0f:F7:67:98:3F, Dst: 00:0b:dh:c2:83:c0
E Internet Protocol, src addr: 10.214.6.11 (10.214.6.11), Dst addr: 10.61.16.11 (10.61.16.11)
B Transmission Control Protocol, Src Port: telnet (233, Dst Port: 3148 (3148), sSeq: 132, ack: 37, L
Source port: telnet (230
Destination port: 3148 (314B)
Sequence number: 132 (relative sequence number)
ACKnow | edgement humber: 57 (relative ack numpery .|
Header Tength: 20 bytes
@ Flags: 0x0010 (ACK)
wWindow size: 5340
Checksum: 0xd048 (correct)
B [sE0 /aCK analysis]

telnet > 3148 [ACK] Seq=: /

|| | o
0000 00 Ob db 2 83 <0 00 OF F7 &7 98 3f 08 00 45 00  ....... . .0.7..E.

0010 00 28 34 T8 40 00 3b 06 df af 0a dé6 06 0Ob 0a 3d N -

0020 10 Ob 00 17 Oc 4¢ Oa be fb ad FAEFNEAEEH 50 10 .....L.. ..H40F.

0030 16 dO do 48 00 00 Q0 00 00 00 00 00 rsaHuais ssan

lacknnl.ﬂndgumm number fop.ack), 4 bytes | Poavs Doavant 0




WE 7-28 Frzs » 2 P i & ik A S AN FER g

Telnet 171

5 71 8

Ele _E::I'rt Eeul ED Eaptl.re ﬂ'ualyze Etatislics ﬂelp
@) S|F x| ®E| R« [ F 2 QUQQ| 18 )|HS| K| G
Filer: /| nda Expresgion. .. [ Clear | Spply
No. . |Tlrl'ﬂ IEI:I.I'BI ||:lu't|n=1|un |Fmtnnnl |Inm
44 H, 397370 10.214.6.11 10.61.16.11 TCP telnet > 3148 [ACK] Seqg=:

45

B.857438 10.61.16.11 10.214.6.11 TELNET
46 B,B850234 10.214.6.11 10.61.16.11 TCP

Telnet Data ...
telnet > 3148 [acCK] Seq=: /

|| I

s

BFrame 45 (55 bytes on wire, 55 bytes captured)
@ Ethernet II, Src: 00:0b:db:c2:83:c0, Dst: 00:0F:f7:67:98:3F

H Internet Protocal, Src addr: 10.61.16.11 {10.61.16.11), Dst addr: 10.214.6.11 (10.214.6.11)

HTransmission Control Protocol, Sre Port: 3148 (3148), Dst Port: telnet
Source port: 3148 (3148)
Destination port: telnet (23
Sequence number: 57 (relative seqguence number’)
[Mext sequence number: 58 (relative sequence number)]
acknowledgement number: 132 (relative ack number’
Header Tength: 20 bytes

HFlags: 0x0018 (PSH, ACK)

Window size: 65404

230, sSeq: 57, Ack: 132, L

Checksum: 0xB0%2? (correct)
Data: g
F] 1 -
0000 00 Or 7 67 98 3T 00 Ob db <2 83 <O 08 00 45 00 R E.
0010 00 29 82 dc 40 00 B0 06 4¢c ca 0a 3d 10 Ok Oa dé R - T T T
0020 06 Ob Oc 4c 00 17 2F 31 S5b 93 0a be fh ad 50 18 nqoltao e b Isa a0 F.
0030 ff 7¢ 80 22 00 00 BN e 8

[Teinet Qeinet). 1 byte T

7-28

& 7-29 Bl IR 55 28 2 1% TCP A AL B #1454 g”.

Ele _E::I'rt Eeul ED Eaptl.re f‘ualyze Etatislics Eelp
@) 5|E x |®8| R« [ F & QA 1D X E
Filier: J| ndd Expreszion... | Clear | Spply
No. ., |Tlrm IEnl.l'nI II:Iu‘tIn:‘IIun IFm‘tnnDI |Inl"n
44 H, 397370 10.214.6.11 10.61.16.11 TCP telnet > 3148 [ACK] Seg=:
45 H.BH743E 10.61.16.11 10.214.6.11 TELMET Telnet Data ...
8.859234 10.214.6.11 61.16.11 telnet > 3148 [ack] s Wi

B Frame 46 (60 bytes on wire, 60 bytes captured)

B Ethernat II, src: 00:0F:Ff7:67:08:3F, Dst: 00:0b:cb:c2:83:c0
HTransmission Control Protocol, src Port: telnet (23],
Source port: telnet (230

Destination port: 3148 (3148)

Sequence number: 132 (relative sequence number)

ar .

20 bytes
EHFlags: O0x0010 (ACK)
Window size: 5840
Checksum: 0xddd?7 (correct)
B [SEQ ACK analysis]

E Internet Protocol, src aAddr: 10.214.46.11 (10.214.6.11), Dst addr: 10.61.16.11 (10.61.16.11)
Dst Port: 3148 (3148), seq: 132, ack: 58, L

relative ack numbery |

F] 1 -
0000 00 Ob odb <2 83 <0 00 OF +7 &7 98 3f 08 00 45 00  ....... . +0.7..E.
0010 Q0 28 24 fG 40 00 3b 06 df 2e 0a dé 06 0Ob 0a 3d I - T =
0020 210 Ob 00 17 0c 4¢ 0a be fTb ad 50 10 R ——— ] S
0030 16 dO do 47 00 00 00 00 00 00 00 00 vsald3uan P sa
lacknumdgmim number fop.ack), 4 bytes | P:av3s Doavsnt0
KB 7-29

ﬁﬂtijgiT%e %g:}i]j#%}Jk%éE}EEﬁ%ﬁzﬂxgﬁﬁ%ﬁae j$: '/T‘i%iﬁf- é%

AR 09 453647 TCP #iih - B3] 8515 5 A 52

B — AT RGN IR 55 A v - IR 55 4 i X
B 3 AN 3ok B FET i login 1o #2 A [6] . R 55

83



CP/IP iR N 53§

5 9 A [ i password #43 . HU& % TCP #iik 45 % 7 ¥ .

Telnet H P a2 % 5% 5 - MR 55 # o A 326 B0 25 %% 7 I » W IE] 7-30 FT 7 & IR 55 2 26 %X
35 s Telnet PRSAE LRG0 47 (CR-LE) R AR AR FATEE L & 7-30 I\ r\n EoR . & 7 i IX
B E s 5 Kk TCP WA B 7-31 Fros , 3535 Mk 55 # v 4% 22 X B0 Ps - an 18] 7-32 Ffr o .

Fil= Edit  ‘wWew Go  Capture  Analyze  Satistics Help |

g)| 5@ % |8 [ e|= |0 F & KRR 88 0|HE X E

Filrer: S| Add Expression... | Clear | Apply
T Tirme Sounce Dagtination Protogol Info
10.214.6.11 10.61.16.11 TELNET Telnet Data ...
FF15.800740  10.61.16.11 10.214.6.11 TCP 3148 > telnet [AcCK] Seq=
78 15.830503 10.214.6.11 10.61.16.11 TELMET Telnet Data ... /
N I -

B Frame 76 (126 bytes on wire, 126 bytes captured)

@ Ethernet II, src: 00:0f:F7:67:98:3F, Dst: 00:0b:db:c2:83:c0

H Internet Protocol, src addr: 10.214.6.11 (10.214.6.11), Dst addr: 10.61.16.11 ¢10.61.16.11)

B Transmission Control Protocol, Src Port: telnet (230, Dst Port: 3148 (3148), Seq: 132, Aack: 69, L
Source port: telnet (230
Destination port: 3148 (314B)

Sequence number: 132 (relative sequence number)
[nNext sequence number: 204 (relative sequence number)]
acknowledgement number: &9 (relative ack number)

Header Tength: 20 bytes
B Flags: Ox0018 (PSH, ACK)

window size: 5840

Checksum: 0xlafh (correct)
®Telpet
Data: “wr'\n
Data: Last login: Fri Jun 29 08:00:53 from 10.61.201.5\r\n
Data: you have new mail.s\r\n

1 20

(2 £ 32 Jun £9 o

3 35 20 from 10.

E 31 75 .« YOUu ha

7 rri Od Vi

[Telnet Qeinet), 72 bytes [Fesnamamo

Fil= Edit  ‘vew Go  Captue  Analyze  $atistics Help

o) =B * @[S R« 27| 2] @laa] #hEX o

Filter: S| #dd Expression... | Clear | Spply
Ho. . |Tlrm I Source | Degtination | Protogol | Infe
76 15.621852 10.214.6.11 10.61.16.11 TELMET Telnet Data ...
.809740 10.61.16.11 3148 > telnet
78 15.830503 10.214.6.11 10.61.16.11 TELMET Telnet Data ... /
< I e

B Frame 77 (54 bytes on wire, 54 bytes captured)
B Ethernet II, Src: 00:0b:db:c2:83:c0, Dst: Q0:0F:F7:67:08:5F
H Internet Protocal, Src addr: 10.61.16.11 {10.61.16.11), Dst addr: 10.214.6.11 (10.214.6.11)
B Transmission Control Protocol, Src Port: 3148 (3148), Dst Port: telnet (23], Seq: 69, ack: 204, L
Source port: 3148 (3148)
Destination port: telnet (23)
Sequence number: 69 (relative seguence number’)
Acknow |edgement number: 2
Header Tength: 20 bytes
@ Flags: 0x0010 (ACK)
window size: 653332
Checksum: 0xe?3F (correct)
H [SECQ/ACK analysis]

\

| ]

o000 00 OF 7 67 98 3T 00 0b db <2 83 <0 08 00 45 Q0 nookEa oD oooooo E.
0010 00 28 82 ef 40 00 80 06 4c b8 0a 3d 10 Ob 0a d6 . (..®... L..=....
0020 06 Ob Oc 4c 00 17 2F 31 5h of 50 10  ...L../1 [.DAAHP.
0030 ff 34 e7 8f 00 00 ...,

Iﬂcknn:n.didgimnnt rimber fopack), 4 bytes '| P:av3 0 3T3M 0




&£ 7E Telnet T

File Edit ‘ew Go  Capture  Analyze  Statistics Help

@) | x (@S| Q@ [0F 2 QQ|R 1#D)HE X C

Filrer: S| ndd Exprezzion... | Clear | Spply
He. . |Tlrm I Source I Destination I Pretocasl I Infe
f6 15.621832 10.214.6.11 10.61.16.11 TELMET Telnet Data ...
FF 15.8058740 10.61.76.171 10.214.6.11 TCP 3148 > telnet [ACK] Seqg=t
. 830503 10.214.6.11 10.61.16.11 TELMET Telnet Data ... /

[<I I -

B Frame 78 (77 bytes on wire, 77 bytes captured)

@ Ethernet II, Src: 00:0fF:F7:67:98:3F, Dst: 00:0b:db:c2:83:c0

E Internet Protocol, src Addr: 10.214.46.11 (10.214.6.11), Dst addr: 10.61.16.11 (10.61.16.11)

B Transmission Control Protocol, Src Port: telnet (23), Dst Port: 3148 (3148), sSeq: 204, ack: 69, L
Source port: telnet (230
Destination port: 3148 (3148)

Sequence number: 204 (relative seqguence number)
[Next sequence number: 227 (relative seguence number’)]
scknowledgement number: &9 (relative ack number)

Header Tlength: 20 bytes
HFlags: O0x0018 (PSH, ACK)
Window size: 5340
Checksum: 0xad87d (correct)
@ Telpet
Data: [root@IBEM-LINUX root]#

F] | -
0010 00 3F 35 06 40 00 3b 06 df 8Ba 0a df 06 Ok Oa 3d LTOLE, . .f ..... =

0020 10 Ob 00 17 Oc 4c ©a be fb f5 2f 31 5h of 50 18 veeesblee AL P.

0030 16 do a8 7d 72 6T 6T 74 40 40 oc }e

o040 &

[Telnet geinet). 23 bytes

TERERE BRI A s a5 R BB B i MR 55 a B Acak i RHE , & 7-33 B . % 7 i

File Edit ‘ew Go  Capture  Analyze  Statistics Help

@) | x (@S| Q@ [0F 2 QQ|R 1#D)HE X C

Filir: F| ndd Exprezzion... | Clear | Spply
No. . |T|rm Isnl.nn ||:Iu't|n=nlun |Fmtnnol ||nm Y
FB 15.830503 10.214.6.11 lo.o0l.16.11 TELMET Telnet Data ... =
79 16,018177 Cisco_ef:ce:ce spanning-tree-(for-br sTP conf. Root = 32784 00:0F
B0 16. 0285046 10.61.16.11 10.214.6.11 TCP 3148 > telnet [ACK] Seqg=t
Bl 16.14572% Cisco_ef:ce:ce CDP/VTP DTP Dynamic Trunking Protoco
82 18.013544 Cisco_e6:ce:ce spanning-tree-(for-br sTP conf. Root = 22784,/00:0F
8.443231 10.61.16.11 10.214.6.11 TELMET Telnet Data ... f

I-..I | -

B Frame 83 (35 bytes on wire, 53 bytes captured)

Hethernet II, src: 00:0b:db:c2:83:c0, Dst: Q0:0fF:F7:67:958:3f

B Internet Protocol, Src Addr: 10.61.16.11 (10.61.16.11), Dst Addr: 10.214.6.11 (10.214.6.11)

B Transmission Control Protocol, Src Port: 3148 (3148), Dst Port: telnet (230, sSeq: 69, aAck: 227, L
Source port: 3148 (3148)
pestination port: telnet (230

sequence number: &9 frelative seqguence number’)
[Mext sequence number: 70 frelative sequence numberl]
Acknow]edgement number: 227 (relative ack number)

Header Tength: 20 bytes

@ Flags: Ox0018 (PSH, ACK)
window size: 65300
Checksum: 0x7h86 (correct)

2 Talnat

pata: 1

0000 00 OFf T7 67 98 3T 00 Ob db c2 83 O OB 00 45 00  +..0.7rr +oonvre E.
0010 00 29 82 f1 40 00 80 06 4c b5 0a 3d 10 Ob 0a dé6  .)..@... L..=....
0020 06 Ob Oc 4c 00 17 2f 31 5b of 0a be fc 0c 50 18 ...L../1 [.....P.
0030 ff 1d 7b 86 00 00 & R ||

[Telnet teinet). 1 byte L

WE 7-34 BT s » IR 55 4 v B g 17,
i 7-35 FF s . & P i R IEBHESS”,



hY

3
>
tfx
=

CP/IP thi¥

File Edit  ‘dew Go  Capture  Analyze  Statistics Help

)| |B)| x || 8| [® @l |0 F| 2 Qa|a D) X

Filrer: S| ndd Exprezzion... | Clear | Spply
He. . |Tlrm I Source I Destination I Pretocasd I Infe I
83 18.443231 10.61.716.11 10.214.6.11 TELMET Telnet Data ... =
. 444457 10.214.6.11 10.61.16.11 TELMNET Telnet ‘o
85 18, 528730 10.61.16.11 10.214.6.,11 TELMET Telnet Data ...
86 18, 530062 10.214.6.11 10.61.16.11 TELMET Telnet Data ...
B7 1B.653720 10.61.16.11 10.214.6.11 TCP 3148 > telnet [ACK] Seq=
B8 18.700366 10.61.16.11 10.214.5.11 TELMET  Telnet pata ... F i
~ | >

BFrame 84 (60 bytes on wire, &0 bytes captured)

Hethernet II, src: 00:0F:F7:67:958:3F, Dst: 00:0b:dbh:c2:83:c0

B Internet Protocol, Src Addr: 10.214.6.11 (10.214.6.11), Dst Addr: 10.61.16.11 (10.61.16.11)

B Transmission Control Protocol, Src Port: telnet (230, Dst Port: 3148 (31480, seq: 227, Ack: 70, L
Source port: telnet (23)
Destination port: 3148 (3148)

sequence number: 227 (relative sequence number)
[Mext sequence number: 228 Crelative seguence number)]
Acknow]edgement number: 70 (relative ack number)

Header Tength: 20 bytes
@ Flags: Ox0Q018 (PSH, ACK)
wWindow size: 5840
Checksum: 0x&3d3 (correct)
@ [SEQ/ACK analysis]

2 Talnat

Data: 1
F] [ -
0000 00 Ob db <2 B3 <0 00 OF +7 &7 98 3t OB 00 45 00  ....... . +.0.7..E.
0010 00 29 35 OF 40 00 3b 06 df of Oa d& 06 Ok Oa 3d I 1T - T . =
0020 10 Ob Q0 17 0cC 4 0a be fc¢ 0cC 2f 31 5b a0 50 18 e Y« B
0030 16 d0 63 d3 00 00 F= 00 Q0 00 00 00 PR = | .
[rnim felnet), 1 byte T

Fil= Bt  ‘wvew Go  Capture  Analyze  $tatistics Help

)| 5|B) x || 8| e« [T | 8| Qla|@| 1 D)|EE X B

Filrar: S| Add Expression... | Clear| Spply
Ho. . |Tlrm I Souree | Dastination | Protogol | Irfe I
83 18.443231 10.61.16.11 10.214.56.11 TELMET Telnet Data ... =
84 18.444457  10.214.6.71 10.61.16.11 TELMET Telnet Data ...
83 3 10.214.6.11 TELMET .
86 18. 530062 10.214.6.11 10.61.16.11 TELMET Telnet Data ...
87 18.653720 10.61.1s6.11 10.214.6.11 TCP 3148 > telnet [ACK] Seqs
88 18.700366 10.61.16.11 10.214.6.11 TELMET Telnet Data ... F i
= ] 3

BHFrame 85 (35 bytes on wire, 55 bytes captured)

HEthernet II, src: 00:0b:db:c2:83:c0, Dst: Q0:0fF:F7:67:08:3F

B Internet Protocol, Src Addr: 10.61.16.11 (10.61.16.11), Dst Addr: 10.214.6.11 (10.214.6.11)

B Transmission Control Protocol, Src Port: 3148 (31480, Dst Port: telnet (230, seq: 70, ack: 228, L
Source port: 3148 (3148)
pestination port: telnet (230

sequence number: 70 frelative sequence number)
[Mext sequence number: 71 trelative sequence numberl]
Acknowledgement number: 228 (relative ack number)

Header Tlength: 20 bytes
@ Flags: Ox0018 (PSH, ACK)
window size: 65308
Checksum: 0x7485 (correct)
@ [SEQ/ack analysis]

B Telnet
Data: s
|| | I
QOO0 00 Or t7 &7 O8 3f 00 Ob db <2 83 <O OB 00 4% 00 AookERE o noonoo E.
0010 00 29 82 2 40 00 80 06 4c bd 0a 3d 10 Ok Oa dé B T - T T
0020 06 Ob Oc 4¢ 00 17 2F 31 5b aQ 0a be f¢ Od 50 18 N P N .
0030 ff 1c 74 8BS 00 00 73 A
[ Fie: teinet-linux 31 KB 00:01.08 Jriavs e

ani&l 7-36 Frow o iz 55 &% b 0] <™

G 7-37 Fros . P i ik TCP A

GnE 7-38 Fron L FERERE bR A [ 5P v o A R R <\
G 7-39 Fros . Mk 55 2 v AR R AT A A .



&£ 7E Telnet T

Fil= Edit  ‘Wew Go  Captue  Analyze  Satistics Help

@) S|B) x | S| [ el (0T & Q@ ¥ X B

Fier: S| Add Expression... | Clear | Spply
Ho. . |Tlrm I Sounce | Degtination | Protogol | Info I
83 18.443231 10.61.16.11 10.214.6.11 TELMET Telnet Data ... =
B4 18.444457  10.214.6.11 10.61.16.11 TELMET Telnet Data ...
83 18.328730 10.61.16.11 10.214.6.11 TELMET Telnet Data ...
86 18. 530062 10.214.6.11 10.61,16.11 TELNET Telnet Data ...
87 18.653720 10.61.16.11 10.214.6.11 TCP 3148 > telnet [ACK] seq=
88 18.700366 10.61.16.11 10.214.6.11 TELNET Telnet Data ... 4
N I >

BHFrame 86 (60 bytes on wire, 60 bytes captured)

B EeEthernet II, sSrc: 00:0f:F7:67:98:3f, Dst: 00:0b:db:c2:83:c0

B Internet Protocol, Src Addr: 10,214.6.11 (10.214.6.11), Dst Addr: 10.61.16.11 (10.61.16.11)

B Transmission Control Protocol, sSrc Port: telnet (230, Dst Port: 3148 (31480, sSeq: 228, Ack: 71, L
Source port: telnet (23)
bestination port: 3148 (3148

sequence number: 228 (relative sequence number)
[Mext sequence number: 229 Crelative seqguence numbear]
Acknowledgement number: 7l (relative ack number)

Header Tlength: 20 bytes
@ Flags: Ox001E (PSH, ACK)
window size: 5840
checksum: 0xScdl (correct)
@ [SEQ/ACK analysis]

2 Telnet

Data: =
R ] -
0000 00 Ob db c2 83 cO 00 Of fT7 67 98 3t 08 00 45 00  ....... . .0.7..E.
0010 Q0 29 35 O 40 00 3b 08 df 9e 0a dbé 06 Ob 0a 3d B LT - T ——
0020 10 Ob 00 17 OcC 4c Qa be fc O0d 2T 31 5h al 50 18 inasalbes oo fLL.P.
0030 16 do S5c dl 00 00 EE 00 00 00 00 00 - s
/£
[Teinet Geinet), 1 byte Jram oMo

Fil= Bt  ‘wvew Go  Capture  Analyze  $tatistics Help

8| =B x [RS8 Rl 072 alaal #DE X

Filrar: S| Add Expression... | Clear| Spply
Ho. . |Tlrm I Souree | Dastination | Protogol | IFfe A
83 18.443231 10.61.16.11 10.214.56.11 TELMET Telnet Data ... =
84 18.444457  10.214.6.71 10.61.16.11 TELMET Telnet Data ...
85 18.528730 10.61.16.11 10.214.6.11 TELMET Telnet Data ...
86 18. 530062 10.214.6.11 10.61.16.11 TELMET Telnet Data ...
18.653720 10.61.16. .214.6.11 telnet
88 18.700366 10.61.16.11 10.214.6.11 TELMET Telnet Data ... ¥ |

[~ | S

BHFrame 87 (34 bytes on wire, 54 bytes captured)

HEthernet II, src: 00:0b:db:c2:83:c0, Dst: 00:0fF:F7:67:08:3F
B Internet Protocol, Src Addr: 10.61.16.11 (10.61.16.11), Dst Addr: 10.214.6.11 (10.214.6.11)
B Transmission Control Protocol, Src Port: 3148 (31487, Dst Port: telnet (230, seq: 71, ack: 229, L
Source port: 3148 (3148)
pestination port: telnet (230
sequence number: 71 frelative seguence number)
ACKknow |edgement numpber: 229 (relative ack number)
Header Tength: 20 bytes
HFlags: 0x0010 (ACKD)
Window size: 65307
Checksum: 0xe78d (correct)
@ [SEQ/ACK analysis]

|| ]

0000 00 Of ¥7 67 98 3F 00 Ob db <2 83 <O 08 00 45 00 aoERE o noonoo E.
0010 00 28 82 f3 40 00 80 06 4c bd 0a 3d 10 0b 0a d6  .(..@. .. L..=....
0020 06 Ob Oc 4c 00 17 2f 31 5b al 50 10  ...L../1 [.AAP.
000 ff 1b e?7 8d 0O OO ..

\

lacknnl.ﬂndgumm number fop.ack), 4bytes | Poavs Doavant 0

87



88

CP/IP i

:fu

NG

i

Fil= Edit  ‘wWew Go  Captue  Analyze  Satistics Help

)| 5|3 x (8| /|l |0 F| 2 a|al D) X B

Fier: /| Add Expression... | Clear | Spply

Ho. . |Tlrm I Sounce | Degtination | Protogol | Info L
83 18.443231 10.61.16.11 10.214.6.11 TELMET Telnet Data ... =
B4 18.444457  10.214.6.11 10.61.16.11 TELMET Telnet Data ...
83 18.5328730 10.61.16.11 10.214.6.11 TELMET Telnet Data ...
56 18. 530062 10.214.6.11 10.61.16.11 TELNET Telnet pata ...
87 18.653720 10.61.16.11 10.214.6.11 TCP 3148 > telnet [ACK] Seq=
88 18.700366 10.61.16.11 10.214.6.11 TELNET 4

N I >

BHFrame 88 (35 bytes on wire, 535 bytes captured)

B Ethernet II, sSrc: 00:0b:db:c2:83:c0, Dst: 00:0F:F7:67:958:3F

B Internet Protocol, Src Addr: 10.61.16.11 (10.61.16.11), Dst Addr: 10.214.6.11 (10,.214.6.11)

B Transmission Control Protocol, Src Port: 3148 (31480, Dst Port: telnet (230, sSeq: 71, Ack: 229, L
Source port: 3148 (3148)
bestination port: telnet (23

sequence number: 71 frelative seguence number’)
[Mext seguence number: 72 trelative sequence numberl]
Acknowledgement number: 229 (relative ack number)

Header Tlength: 20 bytes

M Flags: Ox001E (PSH, ACK)
window size: 65307
checksum: Oxdas4 (correct)

= Telnet

Data: -
R ] -
Qo000 00 Of 7 67 98 3T 00 Ob db 2 83 cO 08 00 45 00 R T . E.
0010 00 29 82 f4 40 00 BO 08 4¢ b2 0a 3d 10 0b 0a dé N - e T
0020 06 Ob 0Oc 4c 00 17 2F 31 5b al 0a be fc 0e 50 18 Abo A B EEE A A P.
0030 ff 1b da 84 00 00 [f RPN . |
I
[Telnet geinet), 1 byte ravaiamamo

Fil= Bt  ‘wWew Go  Capture  Analyze  $tatistics Help

8| =B [RS8 Rl o782 @laal #DE X o

Filrar: S| Add Expression... | Clear| Spply
T |TI|'M I Souree | Dastination | Protogol | Irfe I
83 18.328730 10.61.16.11 10.214.6.11 TELNET Telnet pata ... =
86 18.530052 10.214.6.11 10.61.16.11 TELMET Telnet pata ...
87 18.653720 10.61.16.11 10.214.6.11 TCP 3148 > telnet [ACK] Seqg=
88 18.700366 10.61.16.11 10.214.6.11 TELMET Telnet Data ...
89 18.701548 10.214.6.11 .61.16.11 TELNET  Telnet '
90 18.872482 10.61.16.11 10.214.6.11 TCP 3148 > telnet [ACK] seqg=i|/
[~ I S

BHFrame 8% (60 bytes on wire, &0 bytes captured)

B Ethernet II, src: Q00:0f:F7:67:98:3f, Dst: 00:0b:dbh:c2:83:c0

B Internet Protocol, sSrc Addr: 10.214,.6.11 (10.214.6.11), Dst Addr: 10.61.16.11 (10.61.16.11)

B Transmission Control Protocol, Src Port: telnet (2370, Dst Port: 3148 (31480, seq: 229, ack: 72, L
source port: telnet (23)
Destination port: 3148 (3148

sequence number: 229 frelative seguence number)
[Mext sequence number: 231 Crelative sequence numberl]
Acknowledgement number: 72 (relative ack number)

Header Tlength: 20 bytes
@ Flags: Ox0018 (PSH, ACK)
window size: 5840
Checksum: Oxc2cd (correct)
@ [SEQ/ack analysis]

2 Telnat

Data: “ryn
|| | o
Qo000 00 Ob db c2 83 =0 00 OF +7 &7 98 3f 08 00 45 00 ....... . .0.7..E.
0010 00 2a 35 0% 40 00 3b 06 df 9c 0a dé 06 Ob 0Oa 3d - T T -
0020 10 Ob 00 17 0Oc 4< Qa bhe fc 0Oe 2f 31 5b a2 50 18 tnesabis o fL[.P.
0030 16 d0 <2 c4 00 00 00 00 00 00 Laa... ...
[rdnm felnet), 2 bytes L




&£ 7E Telnet 17

7F Telnet F“\r\n” &7 2.
anE 7-40 Fr7s & P v 5B A R S AT RN

File Edit ‘dew Go Capture Analyze  Statistios  Help

) @A x |G| R« T EQQUE| 1D X

Fllter:l f| #dd Expression.. II:learl ﬁppl-,rl
Ho. . Tirri Souroe Dastination Protoood Infex Y
50 18.872482 10.61.16.11 10.214.6.11 3148 > telnet [ACK] Seg= L
0l 18.873430 10.214.6.11 106.81.16.11 TELMET Telnet Data ...
G2 19.091255 10.61.16.11 10.214.6.11 TCP 3148 » telnet [ACK] Seqs:
93 20.020983 Cisco_eb6:ce:ce spanning-tree-{for-br sTP Conf. Root = 32784 ,/00:0F
04 20.089725 10.61.16.11 10.214.6.11 TELMET Telnet Data ...
05 20.000465 10.214.6.11 10.61.16.11 TELMET Telnet Data ... Fi
[~ | =

iiiiiii

Frame S0 54 bytes on wire, 54 bytes captured)

E Ethernet I1I, src: 00:0b:db:c2:83:c0, Dst: 00:0F:f7:67:98:3F

B Internet Protocol, src Addr: 10.61.16.11 (10.61.16.110, Dst Addr: 10.214.6.11 (10.214.6.11)

B Transmission Control Protocol, Src Port: 3148 (3148), Dst Port: telnet (23], seq: 72, ack: 231, L
Source port: 3148 (3148)
Destination port: telnet (23)
Sequence number: 72 (relative sequence number’)

Acknow |l edgement number: 231 trelative ack number )
Header length: 20 bytes
M Flags: 0x0010 (ACK)
Window size: 65305
Chacksum: 0xe7Bc (correct)
B [sEQ/ACK analysis)

[~ | -
0000 00 Of 7 &7 98 3f 00 Ob db <2 83 cO 08 00 45 00 SonEBEEo0 coaoac E.
0010 00 28 B2 5 40 00 B0 06 4c b2 0a 3d 10 0Ob 0a dé Lo Bl Leu=, ...
0020 06 Ob Oc 4c 00 17 2f 31 Sb a2 50 10 ...L../1 [.FAEAEP.
gp30 ff 19 e7 BcC 00 00

i’
Iﬁckn-:-l.dedgemerrt number (top.ack), 4 bytes EI P:373 0; 373D

File Efit ‘“dew Go Capture Analyze  Statistios  Help

)| S|@E % WS Qa0 F 2 QA Q| DH XK E

Fllter:l f| 4dd Expression.. II:learl ﬁq:pl-,rl
Mo, . |Th'nt ISuum | Dt ion IFrntmuI IInfu- Ky
90 18.872482 10.61.16.11 10.214.6.11 TCF 3148 > telnet [ACK] Seg=: =
Gl 18.873430 10,61.16.11 TELNET Telnet Data ...
92 19.091255 10.81.16.11 10.214.6.11 TCP 3148 > telnet [ACK] Seq=:
93 20.020983 Cisco_eb:ce:ce Spanning-tree-{for-br sTP Conf. Root = 32784 ,/00:0F
G4 20.089725 10.681.16.11 10.214.6.11 TELMET Telnet Data ...
05 20.090465 10.214.6.11 10.61.16.11 TELMET Telnet Data ... Fi
[~ | =

iiiiiii

EHFrame 91 (185 bwtes on wire, 186 bytes captured)

B Ethernet II, src: 00:0f:F7:67:98:3F, Dst: 00:0b:dbh:c2:83:c0

E Internet Protocol, sSrc Addr: 10.214.6,11 (10.214.6.11), Dst Addr: 10.61.16.11 ¢10.61.16.11)

B Transmission Control Protocol, Src Port: telnet (23), Dst Port: 3148 (3148), Seq: 231, ack: 72, L
Source port: telnet (23]
Destination port: 3148 (3148)

Sequence number: 231 (relative sequence number)
[Mext seqguence number: 363 (relative sequence number)]
Acknowledgement number: 72 (relative ack number)

Header length: 20 bytes
HFlags: Ox0018 (PSH, ACK)
window size: 5840
Checksum: 0x3c2h (correct)
pata: Y032 [00m\0O33[01;34minstal INO33[00m MNO33[00minstall, lTogh033 [00m 032 [00minstall. log.sys]
Data: %033 [m[root@IBM-LINUX root]#

~ | -
0030 5h 30 At . .

0040 30 30 24minsta 17. [O0m

0050 6C 2e [00min stall.lo

Qoa0 ed 69 g.{ﬂ@m . [00Omins

0070 6c 6F all.log .syslog.

P o o Sl ‘f
I'I'elr-et felinet), 132 bwtes S GEEEEEL




90

CP/IP iR N4

G 7-42 B~ 2 P s A W 3 /Y B

Ele _E::I'rt Eeul ED Eaptl.re ﬂ'ualyze Etatislics ﬂelp

)| 5|E x |8 R« [ F 2 QQ|Q| ¥ D)H X C

Filter: /| nda Expression. .. [ Clear | Spply

No. . |Tlrl'ﬂ I Source I Destination I Frotogosl I Infe I
o0 18.872482 10.61.16.11 10.214.6.11 TCP 3148 > telnet [ACK] Seq=]_‘
91 18.373430 10.214.6.11 10.61.16.11 TELMET Telnet Data ...

92 19.091255 10.61.16.11 10.214.6.11

3148 > telnet [AcCK]

Seq=

93 20,020953 Cisco_ef:ce:ce spanning-tree-({for-br sTP conf. Root = 32784 /00:0F
G4 20, 080725 10.61.16.11 10.214.6.11 TELMET Telnet Data ...
85 20.090465 10.214.6.11 10.61.16.11 TELMET Telnet Data ... f
[~ | S
54 bytes captured)
Hethernet II, src: 00:0b:db:c2:83:c0, Dst: Q0:0F:F7:67:95:3F

B Internet Protocol, Src Addr; 10.61.16.11 (10.61.16.11), Dst Addr: 10.214.6.11 (10.214.6.11)
Ost Part: telnet (237,

B Transmission Control Protocol, sSre Port: 3148 (31487,
Source port: 3148 (3148)

pestination port: telnet (23)

(relative sequence number)

63 (relative ack num

sequence number: 72
ement

LT REr 2

Header Tlength: 20 bytes
HFlags: 0x0010 (ACKD
65173
Checksum: 0xe78c (correct)
@ [SEQ/ACK analysis]

B Frame 92 (34 bytes on wire,
window size:

Seq: 72, Ack: 363, L

F] [ -
0000 00 Or T7 67 98 3T 00 Ob db c2 83 cO OB 00 45 0OC o0 Doooon E.

0010 00 28 82 6 40 00 80 06 4c bl 0a 3d 10 Ob 0a dé B Lea=a...

0020 06 Ob OC 4c 00 17 2F 31 5b a2 50 10 L../1 [. P

0030 fe 95 &7 8c 00 00 tearaa

Iﬂcknn:n.didgimnnt riumber fopack), 4 bytes




FTP & TFTP thi¥ E 8=

8.1 FTP il

FTP(File Transfer Protocol. SCH 1% & B 130 & 7 TCP/IP ¥ 53 HI >k
M — EVLE 55— 5 EVLAE i a9 — B b an e #2 FTP iR 55 4% &
1236 S BIA L 2% FALER AN A 1 25 P HLAR 36 SO B e # FTP k55 4% . FTP
e OSI P BB B Z 52 8, B VF 2RI R 4 LR L 2 R S ] SO
(B2 TS 37 35 8N

FTP R HTTP —#EA9% P AL/ IS5 4% 5 X F TP % 77 i 2 AEAS b 22
% FTP &% #2)F . # Telnet —#F, FTP 75 B 82 ff — Fp 8 SR AL G L BD 7 22 5
AP ZMO% A RedE AEFE FTP Mk 5 4% . 5 HARE P -k 5 A5 B B 5] 1Y
= . FTP KPP 5kF4sZ B H TCP #37 T WHEEZ, ~PTEEHEE. 1
efdEds, A NEEZENERNET FTP &2 — 13 B2 R 50, % F i
TRV H FTPAE 5k 55w 2 57 — 2508, 20k DL il i ok 4 47 . 455 1l i 4%
T T S AR S B an P 24 A 4 BRI AR B SR A2 BSCR B (]
AP A A R2IR Y FTP, % P b B UCIE K AL 28 SCPRIT L iR 55 %7 5l 5 %
P8 ST B L AT SE PR A BIE AR . AR K SO ERGE Z AT, B P U
BT ok A ] Ok G SO IS AL B S A R AR e U7 28, — BLUEUEE AR R o
1 » B o 22 230 R Bk OC DAY, (E 9 o) O AR SR A AE L % 7 I nT LA 4K L %
2 B P v A CLOSE iy 4 08 22 ) % 1% . f 5 A QUIT B FTP 2
Tl S B O 2 o] R G A

FTP B4 i34 Telnet PrsCAH ] AP , 38 2 a4 F000 DL 5E A
EEH NVT ASCIT 85, 53 2% fir < A0 B #R & — A~ 5847, 547 H 8] 42 45 e 47
TYENGSE WA, FTP #1724 User Name(User) , Password (Pass) . Account
(Acct), Change Working Directory (Cwd), Change To Parent Directory
(Cdup) .Structure Mount(Smnt) ,Reinitialize(Rein) ,Logout(Quit) .

FTP f91% % = 50 4 2 A Data Port (Port) . Passive ( Pasv) . Representation



92
CP/IP iR N %

Type(Type) .File Structure(Stru) . Transfer Mode(Mode) .

M HTTP A8 FTP 7R8> 2 il i E], Ak 55 a5 20 45 ) % 32 5 7 19 P SCBR
ke, Bl A BR R P IR S BREE R TR BR B9 P it RHLER ) 17 FTP G268 [7) i 4 3 /Y
WAL, RS HTTP A 4e 54l FH PR EF B .

Wi My FTP S2f kit —20 7 FTP g,

Al i PEak FTP SR A TCP 3% 828 14 fi — 4> S -

(1) % P 3 3h i 32 IR 55 o IR 55 4 LA g 2 7 sUAT 21 3 10, DL ST 45 il i 422

(2) CHAER P o 5 IR 55 d Z [BAR R i o IR 55 4% 3= 3 47 om0 20, 2 57 — A~ Bl i 4%

I ARFEARE 8-1.FTP & F i H 1364 F3EZE MRS 45 21 3w 1 78 B o o] LLE 2] 28

i TCP W =KIEFJE (3.4.5 17) 857 1 &M 8. BN 1364 T 21 3w F 4 A ik £

8

M1y o

@ FIF - Ethereal E'@”?'

Fie: Eat  “iew Go I:'q:ntlle .éu.nalym Statistics  Help

)] & x @S] Q[ «][»] 2[F[2] RA]a] #DEX &

Filber; | /| |.ﬁd:| Eu:mmn] Ehar|ﬁnl:-lyl
Mo . Tirne Souice Destination Prolocal Infa E

3 0.000808 192.168.3.2 192.168.2.2 ck=0 Win=16384 Len=0 MS5=1450

4 0.001653 1%2.168.2.2 192.168.3.2 TCR ftp = 1364 [S¥N, ACK] Seqe0 Ack=1l wWin=17640 Len=0 MSS=1260

3 QLuology lo2.1l08.5.2 192.1688.:.2 TCP 1364 = frp [ACK] Seg=l Ack=1l win=17%40 Len=0

6 0.002563 192.168.2.2 152.168.3.2 FTR Response: 220 Serv-U FTP Server wd,0 for winsock ready...

7 0.153724 192.168.3.2 152.168.2.2 TCP 1364 » frp [AacCk] sege=l Ack=30 win=173591 Len=0

B 7.177245 192.168.3.2 192.168.2.2 FTP Request: USER administrator

& 7.178234 192.168.2.2 192.168.3.2 FTE Response: 331 User name okay, neead password. /
(= | =

— — — ——— —~

EEther‘net II, src: r.‘IO ED GE 82: dE 19, Dst: 00:0b:46:99:6a:80 r\

H Internet Pr‘DtDCD] src Addr: 192, 163 .2 (192,.168,2.2), Dst aAddr: 192,168,.2.2 (192.168,2.2)
= Transmission Control Protoco src Port: 1364 (1364), DSt Port: TTtp (21), Seq: 0, Ack: O,
Source port: 1364 (13640
pestination port: Ttp (21)
Sequence number: O (relative seguence number)
Header length: 28 bytes
B Flags: 0x0002 (SYH)
O.vv ... = Congestion window Reduced (CwR): MOT set
.0.. .... m ECN-Echo: NOt set
.00 ..., = Urgent: NOT sSet
...0 ..., = Ackrowledgment : Not set
vev. 0... = Push: NOT set
. «0., = Reset: MOt set

ears .10 = Sy Set
....... U = Fin: NOT =S&T
window size: 16384
Checksum: 0x18da (correct) —
Boptions: (8 bytes)
Maximum segment size: 1460 bytes

o

!
o000 00 Ob 46 9% 6a B0 00 60 08 82 d2 19 08 00 45 40 ..F.j..":‘:'.“...E. E
0010 00 30 50 bo 4'.'3 oo 80 DE 23 C3 CCI ag 03 02 <o EIB P T
Q020 GE 02 EERT C u o0 70 .
0030 o0 18 ‘ii Dﬂ l".“"' D.E LI4 E

£
I'lrmmisxim Corgral Protocol (tep). 28 bytes l_'l F: 101 D: 101 M: 0

B 81

Mz 55 %% 3% [0l 2 F % response code 220, 41 & 8-2 Ff 7 , 38 W IR 55 5k 45 . I 55 4% o & 1% 3%
P . WRYE NVT PriE, ZAETE KA H<<CRLF= 5, Bl ol LLAE ) H\r\n %
TR

% P ik — A X SCEE 6 19 TCP #iiAiE B an &l 8-3 k.

b . 2 P i &k — T H P 4 USER 74 . J5 [ 1Y Request arg &7 administrator., t 5
= H 7' 4 administrator, 405 8-4 Fr7s .

i 55 #s N 2r « 25 331 Ron P A 52 SR B A 114 LA 8-5 Firi

&P R 3k — A X R SCEE 9 1 TCP Bl iE B an &l 8-6 fiik .

RIF % P i A 65, W0 & 8-7 A, B P im & 35 PASS 44, J5 I Y Request arg 4
China, {5 2 % 5k % %4 China.



F8= FTIPF TFTP th

@ FIF - Ethereal

File Edit View [Go Caphae Analyze  Stalistics  Help

SEEREEER R EAEE R REER
Fiter |

fl.ﬁdzl Exprﬂssiun...| Dharl.ﬁ.n:llyl

Ma . ITimc |Soun:c IDcsljnalinn IFru:lu:-cnl Ilnfn E

3 0.000608 192.168.3.2 192.168.2.2 TCP 1364 > ftp [SYN] Seqe=0 Ack=0 Win=16384 Len=0 MSS=1480

4 0.001553 192.168.2.2 197.168.3.2 TCP ftp = 1364 [SYN, ACK] Seqe( Ack=l Win=17640 Len=0 MSS=1260

3 0.001689 1%:2.168.5.2 1%2.168.2.2 TCP 1364 » frp [ACK] Seqg=1l Ack=1 Wwin=17840 Len=0

6 0.002963 192.168.2.2 «3.2 Response: 220 Serv-U FTP Server v4.0 Tor Winsock ready...

7 0.153724 192.168.3.2 192.168.2.2 TCP 1364 » ftp [Aack] seg=l Ack=50 win=17591 Len=0

8 7.177245 192.168.5.2 192.168.2.2 FTP Regquest: USER administrator

O 7.17B234 192.168.2.2 192.168.3.2 FTP Response: 331 User name okay, need password. /
= | -

BHFrame & (103 byres on wire, 1035 byres captured)

B Ethernet II, src: 00:0b:46:99:63:80, Dst: 00:60:08:82:d2:1%9

B Internet Protocol, Src addr: 192.168.2.2 (1592.163.2.2), Dst addr: 192.168.3.2 (1%2.168.3.2)

B Transmission Control Protocol, Src Port: ftp (21), Dst Port: 1364 (1364), Seq: 1, Aack: 1, Len: 49
Source port: frp (21)
pestination port: 1364 (13640

Seguence number: 1 (relative seguence number)
[Mext sequence number: 50 (relative sequence number)]
Acknowledgement number: 1 (relative ack number)

Header length: 20 bytes
EFlags: 0x0018 (PSH, ACK)
Ouve wv.. = Congestion window Reduced (CwR): MOt set
ECH-Echao: Mot set
Urgent: MOT sSet
acknowledgment : set
Fush: ssat
Feset: MNOT set
S 1 K Sym: MOt set
5000 ool Fin: Mot set
wWindow size: 17640
Checksum: 0Ox9e7a (correct)
g TranstTer Protoco FTP )
E 220 serv-U FTP Server wvd,0 for winsock ready...srw\n
Response code: service ready for new user (2200
Response arg: Serv-U FTP Server wv4.0 for winsock ready...

I

b= s

0.,

9e 7a

Qo300 L EL oC serv—LU
0040 72 20 76 3 Ser ver v4.0
Q050 563 6b 20 win Sock rea
Q0E0 .
£
I’ile Tranzfer Protocal [FTF] (ftpl. 43 butes | F: 101 0: 101 M- 0

@ FIF - Ethereal

File Eat View Go Captue Analpze Statistics  Help

p)| S|E x| @8 Qe[ = 0 F ERQQ] D) HE X B

Filhur:l fl.ﬁ.cH E:nprﬂssiun...| tharl.ﬁ.ppl_l,ll
MNa . ITirne |Sour|:c IDestnal_inn IFrnlncnl IInFn E
3 0.,000008 192.168.3.2 192.168.2.2 TCP 1364 = frp [5YN] seq=0 ack=0 Win=16384 Len=0 MS5=1450
4 0.001553 162.168.2.2 162.168.3.2 TCR ftp = 13684 [SYN, ACK] Seqel Ackel Winel7640 Len=0 MSS=1260
5 0.00168%9 192.1688.5. 2 192.168. 2.2 TCP 1364 > Trp [ACK] sSeqg=1l ack=1 wWln=17840 Len=0
6 0.002963 152.168.2.2 152.168.3.2 FTP Response: 220 Serv-U FTP Server wd.0 for winsock ready...
7 0.153724 3.2 192,168.2.2 =1 AcCk=50 win=17591 Len=0
B F.LFT245 192.168.3.2 192.168.2.2 FTP Request: USER administrator
9 7.178235 192.168.2.2 192.168.3.2 FTP Response: 331 user name okay, need password. /
I | =

HFrame 7 (54 hyres on wire, 54 byres caprtured)
B Ethernet II, src: 00:60:08:82:d2:19, Dst: 00:0b:46:9%:6a:80
EInternet Protocol, src addr: 192.1638.3.2 (192.163.3.2), Dbst addr: 192,168.2.2 (192.168.2.2)
2 Transmission Contro Src Port: 1364 Dst POrt: 21) - : 50
source port: 1354 (1364
pestination port: ftp (210
sequence number: 1 (relative seguence number)
acknowledgemant number: 50 frelative ack number)
Header length: 20 bytes
BFlags: 0x0010 CACK)
“Boo aoan Congestion window Reduced (CwR): Not set
0. ..., ECH-Echo: MOL set
SO0 L. urgent: WNOT sSet
W1 ..., = Acknowledgment: Set
. 0. Push: Mot set
1 Recet i MNOTL £at
.. 0. Syn: NOt set
ceea waal Fin: Mot set
window size: 17591
Checksum: 0x9c7e (correct)
B [SEQ/ACK analysis]
[This 15 an ACK to the segment in frame: 6]
[The RTT to ACK the segment was: 0.150761l000 seconds])

T
nmn o nmn e u

Qoo 00 Ob 46 99 6a 80 00 60 08 82 d2 19 08 00 45 00 SolFoa |50 aooooo E.
0010 00 2B 50 B2 40 00 80 05 23 ©9 <0 aB8 03 02 cO0 asg o R
Qo200 4 00 9 1b &l 97 ¢ cO 30 W
Q030

ITransmiss'nn Control Protocol [tep), 20 bytes | F: 101 0: 101 M: 0

93



94

CP/IP HiliE NSO

@ FIF - Ethereal

File Edit Wiew EF

S=)ES

Eqﬂut EFBME! Eyﬂmts Help

o) =[B)] x (@S] B[« [+] ©[F[2] RA]a] WDEX B

FMM1

Mo .  |Time | Source | Destintion |Protacol |irfo E
5 0.0016B9 192.168.3. 2 192.168.2.2 TCP 1364 > frp [ACK] Seqgel aAckel Win=17640 Len=0
6 0.002963 192.168.2.2 192.168.3.2 FTP Response: 220 serv-U FTP Server vw4.0 For winsock ready...
7 D.L53724 192.168.3.2 192.168.2.2 TCR 1364 > ftp [AcK] Seg=l Ack=50 Win=175%1 Len=0
] ] ; Reguest: USER administrator
9 7.17B236 192.168.2.2 192.168.3.2 FTP Response: 331 User name okay, need password.
10 7.376745 192.168.3.2 192.168.2.2 TCR 1364 » frp [ACK] seg=21 ack=80 win=17535 Len=0
11 B.772677 192.168.3.2 192.168.2.2 FTFP Regquest: Pass china i
| ]
BrFrame 8 (74 hytes on wire, 74 bytes captured)
B Ethernet II, src: 00:60:08:82:d2:19, Dst: 00:0b:46:99:6a:80
B Internet Protocol, Src addr: 192.168.3.2 (1592.163.32.2), Dst addr: 192.168.2.2 (1%2.168.2.2)
B Transmission Control Protocol, Src Port: 1364 (13647, Dst Port: frp (21), Seq: 1, ack: 50, Len: 20
Source port: 1364 (1364)
pestination port: frp (21)
Seguence number: 1 (relative seguence number)
[Mext sequence number: 21 (relative sequence number)]
Acknowledgement number: 50 Crelative ack number)
Header length: 20 bytes
EFlags: 0x0018 (PSH, ACK)
Ouve wv.. = Congestion window Reduced (CwR): MOt set
L0.. = ECH-Echo: HOL set
0. s = Urgent: WOT Set
.1 .... = acknowledgment: set
1... = Push: =&t
.0.. = RESET: MOt set
eees w0, = SyN: MOT SEtT
cevs 2.0 = Fin: Mot set
window size: 17591
Checksum: 0x57a9 (correct)
BFile Transfer Protocol (FTP)
E useEr administratorrin
Request command: USER
Request arg: administrator
0000 00 Obh 46 99 6a BO 00 &0 08 82 o2 19 08 00 45 00 e | Y= E.
0010 00 3C 50 b3 40 00 850 06 23 b4 <0 as 03 02 <0 aB R4 - AT
Q020 02 02 05 54 00 15 05 6d 99 1b sl 97 <2 <0 S0 18 weeToo.m ..., P.
0030 44 b7 57 a% 00 00 55 53 45 52 20 61 &4 6d 69 Ge D.w...Us ER admin
o040 &% 73 74 72 6l 74 6F 72 o0d 0a istrator .. /
Filez FTP 31 KE 00:01:39 §|F:1D1 Co10 M0
K 8-4

@ FIF - Ethereal

File Eﬁi Wiew Ep .Eqmut fywbme Epﬁﬂts Help

B

B =B x (@8] R «[=]0[F[g] Qla|a]

&
%
=

Fﬂm]

192.168.

197,164, 3
1%2.168.

]
0 7.376745 Z
1 192.168. 2.

2.2
192.168.5.2
B.7726T77 192.168.5.2

Mo, . Iﬁma |5nums IDaﬂhdhn Iﬁﬁmgd hﬂh
5 0.001689 192.168.3.2 192.168.2.2 TCRF 1364 > ftp [ACK] Segel Aék-l Winsl7640 Len=0
6 0.002963 192.168.2.2 192.168.3.2 FTP Response: 220 Serv-uU FTP Server v4.0 for winsock ready...
7 0.153724 192.188.3.2 152.168.2.2 TCP 1364 > frp [AcK] Seg=l Ack=50 Wwin=1759%1 Len=0
8 7.177245 3.2 192.168.2.2 Regquest: USER administrator

pdas Sworo.
1364 = frp [ACk] Seg=21 Ack=86 win=175535 Len=0
FTP Regquast: Pass china

assaaas

HIrnternet pProtocal, sre Addr: 192.168.2.2 (192.168.2.2), Dst addr: 192.168.3.2 (192.168.3.2)

B Transmission Control protocol, sSrc Port: fup (210, Dst PoOrt:

source port: ftp (21D
Destination port: 1364 (1364
segquence number: 50 (relative saguence number)
[Mext sequence number: 86 (relative sequence number )]
acknowledgement number: 21 (relative ack number)
Header length: 20 bytes

B Flags: Ox0018 (PSH, ACK)

Ouve wvw. = Congastion window Reduced (CwWR): Not set
.0.. .... = ECN-Echo: Mot set
.00 ... = Urgent: MOTL set
.1 .... = acknowledgment: Set
1... = pPush: set
L.0.. = Reset: WNOT set
sy = Eyn: MNOT £&t

cevs 2.0 = Fin: NOL set
window size: 17620
Checksum: 0xefl? (correct)
B [sEQ ACK analysis]
[Thi= 45 an ACK to the segment in frame: 8]
[The RTT to ACK the segment was: 0.000851000 seconds]
BFile Transfer protocol (FTF)
B 331 uUser name okay, need password. ri\n
rResponse code: User name okay, need password (331)
Response arg: User name okay, need password.

1364 (13647, seq: 50, ack: 21, Len: 36

EET TN

ol

L-|

QOO0 00 50 08 82 d2 19 00 Ob 46 99 Sa 80 08 00 45 00 o Gooc

0010 00 4¢C 19 <5 40 00 7F 08 Sh 92 <0 a8 02 02 0 a8 LL..@L
Q020 03 02 00 15 05 54 el 97 <2 <O 05 6d 99 2f 50 18 ..... T
0030 44 d4 ef 17 00 00 23 335 31 20 55 73 &5 F2 20 ée Diven.
0040 &1 &d 83 20 of 6b 61 79 2¢ 20 6e 65 65 64 20 70 ame ok

(M =N
33 1 uUser n
ay need p

~

Filez FTP 31 KB 00:01:39

JEIm D0 M 0




£ 8E FTP # TFTP 1

@ FIP Ethereal EW_E”'El

File Ecit “iew Go Captwe Analpze Statistics

|&|@|x |5 & .|¢|$|%|?F|&|@l@.@ L ]|

F|Inr.| /| 4 Expression.. | Clear] apoi|

Mo .  |Time | Source | Destintion e E
5 0.001589 192.168.3.2 192.168.2.2 TCP 1364 > frp [ACK] Seqgel aAcke=l Win=17640 Len=0
6 0.002963 192.168.2.2 192.168.3.2 FTP Response: 220 serv-U FTP Server vw4.0 For winsock ready...
7 0.155724 192.168.5.2 192.168.2.2 TCP 1364 » frp [ACK] Seg=l Ack=350 win=17391 Len=0
8 7.177245 192.168.3.2 192.168.2.2 FTP Reguest: USER administrator
9 7.17B236 192‘168‘2.2 192.168.3.2 FTP Response: 331 User name okay, need password.
10 7. 3. 5 aded 2.2 1364 > Ttp sefd=21 ACKk=86 wWin=1/555 Len=0
11 8. 772677 192 158 3.2 192,168, 2.2 FTP Request: PAsSS china £
(= I -

assauas

BHFrame 10 (54 byrtes on wire, 54 byres captured)
B Ethernet II, src: 00:60:08:82:d2:19, Dst: 00:0b:46:99:6a:80
B Internet Protocol, Src addr: 192.168.3.2 (1592.163.32.2), Dst addr: 192.168.2.2 (1%2.168.2.2)
B Transmission Control Protocol, Src Port: 1364 (13647, Dst Port: frp (21), Seq: 21, ack: 86, Len: 0O
Source port: 1364 (1364
pestination port: frp (21)
Seguence number: 21 trelative seguence number)
acknowledgement number: 86 frelative ack number)
Header length: 20 byres
EFlags: 0x0010 Cack)
Oevs sass Congestion wWindow Reduced (CwR): Mot set
ECH-Echo: MOt set
Urgent: WoOT set
acknowledgment: sSet
Fush: Mot set
RBEET i MOT £aT
Syn: Mot set
R Fin: Mot set
W1nduw siza: 17555
Checksum: 0x9c6a (correct)
B [SEQ/ ACK analysis]
[This 15 an ACK to the segment in frame: %]
[The RTT to ACK the segment was: 0.198509000 seconds]

Addaais

Qo000 00 Ob 46 90 63 BO 00 60 OB 82 d2 19 08 00 45 00
o100 2B 50 b4 40 00 80 06 23 CF <0 a8 03 02 <0 as
Q020 02 02 05 54 00 15 05 6d 66 2f =1 67 <2 ed 30 10
QO30 44 93 9C Ga 00 Q0

[ U T |

Filez FTF 31 KB 00:01:39 P01 D101 M: 0

@ FIP Ethereal EWE”'E

File Edit “iew Go Captwe Analyze  Statistics

FEDEHE R LDEE .

FMunl f|ﬁddExnm¢ﬁon“IUhulﬁpDWI

Mo .  [Time | Seuree | Destinstion |Pretacal  |inie =

I 37a780 I9S. 10352 I9S T8, 2. 2 TCF IS0E = Trp [ACR] SEf=LL1 ACK=00 win=L7333 LCen=d i

192.168.3.2 .l68.2.2 Reguest: PASS china

12 B.774297 192.168.2.2 192.168.3.2 FTP Response: 230 User logoged in, proceed.

13 5.881564 192.168.3.2 192.168.2.2 TCP 1364 » ftp [ACK] Seq=33 Ackells wWin=17525 Len=0

14 10.917973 192.168.5.2 192.168.2.2 FTP Request: PORT 19%2,168,3,2,5,85

15 10.918681  192.168.2.2 1592.168.3.2 FTR Response: 200 PORT Command successtul.

1g 10.924012 192.168.3.2 152.168.2.2 FTP Request: LIST

17 10.63AATG 197 1AR. 7.2 197 .168.3.7 TR Fro-data > 1365 [syN] Sene0 acks0) winelf3R4 | ene0 Mss=1260  |F
I I -

assaaas

HFrame 11 (66 byres on wire, &6 byres caprured)

B Ethernet II, src: 00:60:08:82:d2:19, Dst: 00:0b:46:9%:6a:80

EInternet Protocol, src addr: 192.168.3.2 (192.163.3.2), Dbst addr: 192,168.2.2 (192.168.2.2)

B Transmission Control Protocol, Src Port: 1384 (13647, Dst Port: frtp (21), Seq: 21, ack: 86, Len: 12
source paort: 1354 (1364)
pestination port: ftp (210

sequence number: 21 frelative seguence number)
[nMext sequence humber: 33 (relative sequence number)]
Acknowledgament number: 84 frelative ack number)

Header length: 20 bytes
EFlags: 0x0018 (PSH, ACK)
1 Congestion window Reduced (CwR): MOt set
.0.. ECN-Echo: NOT set
« Qe Urgent: MOT set
W1 acknowledgment : Set
PUuth: set
REeset: MOL set
SOoo oolik Syn: MOt set
5000 ooal Fin: Mot set
wWindow size: 17555
Checksum: 0xf4B9 (correct)
BFile Transfer Protocol (FTP)
B Pass chinasrsn
Reqguest command: PASS
request arg: china

R

oo

.D..

EET TN

Qoo 00 Ob 46 99 6a 80 00 60 08 82 d2 19 08 00 45 00 SalFoa |50 aooooo E.

0010 00 24 50 BS 40 00 80 05 23 ba <0 a8 03 02 c0 a8 APLBL L. el

0020 02 02 05 54 00 15 05 6d 99 2f =21 9F c2 ed4 50 18 SaoLae A

0030 44 53 f4 8% 00 00 50 41 53 53 20 63 &8 6% &e &l D..aa. PA 55 china

oo40 od Oa oy /
Filez FTP 31 KB 00:01:33 ElF; 101 0: 101 k: 0
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CP/IP iR N4

1 55 s i 7 A AN DL L

@ FTP - Ethereal

Files Edt “iew Go Eaph.lm Anal_-,lu Stahehns:

5230 XA P I B 5 anE 8-8 k.

P R

@ FTP - Ethereal

L | it
™ Ea|@|x |8 |¢- | #J|?|ik| @Q|Q| 18I HE x| ©
Filter /| vdd E xpression..| Clear] &gy
Mo . |Time [Soure [Destination [Protocel | info s
I 7.3/0797 19z 108, 3. 2 I9Z2. 108, 2. 2 TCF I8 > TLR LALR] Sef=21 ALR=0L WIN=L;/343 LEN=U -
11 B.772677 192.163.3.2 192.168.2.2 FTP Reguest: PASS china
12 B, 7742 2.,168,2,.2 L, 168,43, 2 Response: 230 User in, proces
13 B. 881564 192.168.3. 2 192.168.2.2 TCP 1364 > ftp [ACK] Seg=33 Ack=116 wWin=17525 Len=0
14 10.917673 162.168.3.2 162.168.2.2 FTP Reguest: PORT 162,168,3,2,5,85
15 10.91868L 192.168.2.2 192.168.3.2 FTE Responsa: 200 PORT Command successtul.
16 10.924002 192.168.3.2 192.168.2.2 FTP Reguest: LIST
17 10.936A1S 162 1AR. 2.2 182 1ARR.3. 7 TP fro=data = 1345 [svyn] ser=d ack=0 wWin=163R84 | pPR=0 MS=s=12&0 £
| =
B Internet Protocol, src addr: 192.168.2,2 (192.168.2.2), Dst addr: 192.168.3.2 (192.168.3.2) L
B Transmission Control Protocol, Sec Port: ftp (210, Dst Port: 1364 (1364), Seqg: 86, ack: 33, Len: 30
Source paort: ftp (21)
pestination port: 1364 (1364)
Sequence number: 86 {relative seqguence number)
[Mext sequence number: 116 {relative sequence number)]
acknowledgement number: 33 frelative ack number)
Header length: 20 bytes
BlFlags: 0x0018 (PsSH, ACK)
0... «... = congestion window Reduced (CwR): MOt set
L0.,. .... = ECN=Echo: WOt set
200 ... = Urgent: NOT set
.1 ..., = acknowledgment: Set
1... = Push: set
L., = RE5EL: NOL s5et
«« . = Syn: MOt set
vere «2.0 = Fin: Mot set
window size: 17608
Checksum: Oxd7ée (correct)
B [SEQ/ACK analysis]
[This is an ack to the segment in frame: 11]
[The RTT to ACK the segment was: 0.001620000 seconds]
B File Transfer pProtocol (FTF)
B 230 user logaed in, procesd.’rn
Response code: user Togged in, proceed (230)
Response arg: User logged in, proceed. F
o000 00 &0 08 82 o2 1% 00 Ob 46 9% Sa 30 08 00 45 Q0 . F.J]...E. (&
0010 00 46 19 <6 40 00 FF 06 Sh 97 <0 a8 02 02 <0 ag B T [
0020 03 02 00 15 05 54 21 9F <2 ad 05 6d 90 2h 50 18  ..... T. H =
QO30 44 8B dF e 00 00 32 33 30 20 53 T3 63 T2 20 6C D. 23 D USEI" 1 —
0040 f-f 67 67 65 64 20 60 6&2 2C 20 7O 72 &f 63 65 &5 u::ggeu:l in , procee /
Filez FTF 31 KB Q00133 ElF! 10 D: 101 M: O
Kl 8-8

ANXF R SCEE 12 B9 TCP #iAE B . A 8-9 frzx .,

File

Edt Vm Eo [:apmm Analj.lu Stabmnse

SEFREEER $|¢D|?|&| QG| 380 H| K| &

L L

Fitter /| #id Expression.. | Clear| Appy |
Moo - ITirna IEwch [Elatthalim IF"qucuI Iln‘u

I 7.3/ /68/40 I I68. 5. 2 I92. 108, 2.2 TR ISHE = T [ACR] SEf=Zl ACE=508 wWiN=L/J33 LCEn=u

11 B.772677 192.168.3.2 192.168.2.2 FTP Reguest: PASS china

12 B.774297 192.168.2.2 192.168.3.2 FTP Response: 230 user logged in, proceed.

E _ HE, 3, 2 68.2. 7 E] Sefm=33 Ack=116 Win=17525 Lan=0

14 10.917973 152.168.3.2 152.168.2.2 FTE RequesT: PORT 192,168,3,2,5,85

15 10.91868L 192.108.2.2 1%2,108.5.2 FTF Response: 200 PORT Command successtul.

16 10.924012 102.168.3.2 192.168.2.2 FTP Regquest: LIST

17 10,9361 182 . 1AR. 2.7 1972 . 1AR. 3.7 TP fro=data = 13A5 [Syn] Ser=0 aAck=0 wWin=16384 | pN=0 MSS=12?a0

| =

EFrame 13 ¢54 bytes on wire, 54 bytes captured)
B ethernet II, Src: 00:60:08:82:d2:1%9, Dst: Q0:0b:46:99:6a:80
E Internet Protocol, sec addr: 192.168.3.2 (192.168.3.2), Dst Adder: 192.168.2.2 (192.168.2.2)

B Transmission Control Protocol,

src Port: 1364 (13640, Dst pPort: Frtp (210, seq: 33, ack: 116, Len: O

Source port:

1364 (13641

pestination port:

frp (21

Sequence number: 33

(relative seqguence number)
114 {relative ack number)

window Reduced (CwR): Mot set

MOt set

acknow]edgement number
Header length: 20 bytes
BFlags: 0x0010 (ACK)
O.v. w2, = COngestion
Do wew. = ECN-Echo:
00 LLo0 = UrQent: NOT set
.1l ..., = acknowledgment: Set
0... = Push: mot set
«0.. = RESET: NOTL set
.0, = Syn: WOt set
vere «..0 = Fin: MOt set
window size: 17323
Chacksum: 0x8cSa (correct)

B [SEQ/ACK analysis]

[This is an ack to the segment in frame: 12]
[The BETT to ACK the segment was:

0,107267000 seconds]

Fa e .

QO00 00 Ob 46 99 6a 80 00 60 08 B2 o2 19 08 00 45 00 . F.Jee  cueess E.
0010 00 28 S50 be 40 00 B0 06 23 <5 <0 ag 03 02 <0 aB B .
Q020 02 02 05 54 00 15 05 6d 99 3b €1 97 <3 02 50 10 Towal &5, F
Q030 44 73 S9C Se 00 Q0 DU, AL,
£
Filez FTF 31 KB 00:00:33 a|F'" 101 0: 107 M: 0
#  8-9
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$£ 8% FTIP # TFTP th

% P &% —A PORT g4 . W&l 8-10 AF/s . 7] LA BX 4~ a4 PORT 192.168.3,
2.5.85, XM E T WA . — A8 & P um g 1P Huhk B 192, 168. 3. 2. 55 — A~
51 B0V A i 55 i 20 ¥ 11 35 34T B0UE o2 422 i % 7 s (58 FH 89 3m 1, (5, 85) 33K 1P ™ 280 7 5% 6 1l
W, 5% 256+85=1365,

5 XAHE P A E PORT 950 57 XAREH 5 X, FTP &2/ —F 75 X » 4 3

@ FIP — Ethereal

_H:: Edit Eim En Eapturc &Ml_wc _S_Latistin:a ﬂeh

@) 5B x @& Qe[| 0 F & Q] ¥DHEX B
il

er #| dd Expression.. | Clear| e
Mo..  [Time | Source | Destination |Pratocel | infe -
AU o s 0540 1YL 184, 5. £ L9 Lot 2. 2 I_F Labd 'I_IZFI LA ] ":-E'I'.":ZJ. ACkK =50 wWifl=L/3 32 Leli=l ]
11 B.772&77 192.168.3.2 182.168.2.2 FTP Request: PasSS china
12 B.774297 192.168.2.2 192.168.3. 2 FTP Response: 230 User logged in, proceed.
1= 2.B81554 192.168.3.2 162.168.2.2 TCP 1364 > frp [ACK] Seq=33 Ack=116 wWin=17525 Len=0
14 10.917973 62.168,3,2 162,168, 2.2 \eguest: PORT 1082,168,3,2,5,85
15 10.918681 192.168.2.2 1%2.168.3.2 FTP FResponse: 200 PORT Command successful.
16 10.924012 152.168.3.2 162.168.2.2 FTP Request: LIST
17 1063610 162 16822 162 . 16R. 3.2 TP fro—dara = 1365 FSvMl Sen=0 Ack=0 wWin=16374 | sn=0 MSS=1260 /!
| — | -
EFrame 14 (77 bytes on wire, 77 bytes captured)
B Ethernet II, Src: D0:60:08:82:d2:1%9, DsT: 00:0b:46:99:6a:80
@ Internet Protocol, Src Addr: 192.168.3.2 (192.168.3.2), Dst Addr: 192.168.2.2 (192.168.2.2)
B Transmission control Protocol, Src Port: 1364 (13647, pst port: ftp (21), seq: 33, ack: 116, Len: 23
source port: 1364 (1364)
Destination port: fop (210
seguence number: 33 (relative seguence number)
[Mext seguence number: 56 {relative seguence number]]
Acknow]edgement number @ 116 (relative ack number)
Header length: 20 bytes
EIF'Iags Ox0018 (PSH, ACK)
v e... = Congestion wWindow Reduced (CwR): MOt set
,Q.. cves = ECH-Echo: NoOT set
..0. ... = Urgent: Not s5et
-..1 ... = Acknowledgment: Set
« 1... = Push: set
.0.. = Reset: Mot set
eee. ..00 = SYND NOT Set
....... 0 = Fin: Mot set
window size: 17525
Checksum: Oxddef (correct)
B Fi1lé TransTter Protbco FTP )
B PORT 192,168,3,2, 5,85 r\n
Request command: PORT
REqUEst args: 152 llEEI 3! 2! 5!35
Active IP address: 192.168.3.2 (192.168.3.2)
Active port: 1365
0!310 l:ll'_'ll 31: 5-Cl I;:I? 40 IC:l!‘_'l EI’_'I 06 23 ad CEI aEl: DE 02 D a8 JPPLBL L. B ...,
0020 02 02 05 54 00 15 0% &d 'EI'E! 3b El QF 3 02 50 18 e Toaatm 5....P.
0030 44 75 41:! E-F L] QG I 3 39 32 2 DuM. . . D
0040 g i 2C 32 2c 35 2¢ 3B 3
|Fle Tranzfer Protocol (FTF) [fip), 23 bwtes | P-101 D: 10 M: 0
Kl 8-10

i 55 % g 1R [A] — A4~ 285 L 2555 200 FRan PORT 4 #5452 . Al 8-11 s .

% P &k —A~ LIST iR a4 gk — 81 % SR C ok B 5% . i iE 8-12 fis .

H%ﬁwﬂmmumﬁ%ﬂﬁﬁmmmlw5h%mﬁﬁﬁoﬁ%mﬁiﬁ%ﬁﬁjﬁ
iR 17 .0l LA 3RS 4% 000 H ok 20, 40 & 8-13 Fros .

® P ik — R IAME R I E 8-14 R,

AR 55 %8 s Xt it SC BE 16 B LIST 44 9 I8l 5, 4o & 8-15 Fr . n] F 2] B 38 1% &y 8
ASCII i = .

MRSkl — DA EE. 8 &E TCP3 WIBFHIEEHEC L E& v, WA 8-16
Jhr 7~ .

LU = AN R A IR 55 i FH o 11 20 XF LIST 2 i AT4s R 5t i85, an /& 8-17~
&l 8-19 Frs,

%P v A B B4R SCBE(21.22.23) 3547 TCP 8k, an &l 8-20 Frzs
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CP/IP Hhisl iR N 4

File Edit Em E-: Eaph.le Erldpa: Elah'sl.ics ﬂeh

) =B » [@)g] B[ «[=] ©[F[2] @la]a #BEx B

Filter: /| dd Expression. | Clear] apey
No.. |Time | Souce | Destination [Protocol [into [
IT 7. 2/574% 197 . 168, 3. 2 IO I6R, 2. 2 TP T80 = TLp [BLF] oBf=21 ACk=0b wWin=L7353 LEN=0 - |
11 B. 772677 192.188.3.2 192.168,2.2 FTP Reguest: PAss china
12 B. 774297 182.1688.2.2 192,168,535, 2 FTP Response: 230 User logged in, proceed,
13 B.881564 152.168.3.2 1%2.168,.2.2 TiZP 1364 > ftp [ack] Seq=33 Ack=115 win=17525 Len=0
14 10.917973 192,.168.3.2 192.168,2.2 FTP Reguest: PORT 192,168,3,2,5,85
10.91 8681 2.2 1972.168,3.2 pesponse: 200 PORT Command successful.
1a 10.924012 192.188.3.2 19:2.168.2.2 FTP Request: LIST
17 10_6366R1G 162 168.2.7 162 _1TAR. 3.2 TP fro—data = 1365 lsvmnl Sen=0 Ack=0 Wwin=1A3R4 | pn=0 M=S=12A0 I
EI ------- J l-“'
HFrame 15 (54 bytes on wire, B4 bytes captured) [y
B eEthernet II, sSrc: 00:0b:46:00:6a:80, Dst: 00:60:08:82:d2:1%
B Internet Protocol, sr< addr: 1%2.168.2.2 (192.168.2.20, Dst addr: 192,.168.3.2 (192.168,3.2)
BTransmission control pProtocol, Src Port: ftp €210, Dst Port: 1364 (13640, sSeq: 116, ack: 56, Len: 30
Source port: frp (21)
Destination port: 1364 (1364)
Sequence number: 116 (relative sequence number’)
[Mext seguence number: 146 frelative sequence rumber)]
acknowledgement number: 58 (relative ack number)
Header lengrh: 20 bytes
B Flags: 0x00L8 (PSH, ACK)
Ovee wow. = Congestion wWindow Reduced {CwR): Mot seat
i = ECH=EcCho: WOT sat
200 ... = Urgent: NOT set
«..1 .... = Acknowledgment: Set
vese Lows — Push: set
sess 0., = RESET: MWOT Set
.00 = Syn: NOT Set
veee «..0 = Fin: NOT set
window size: 17585
Checksum: Oxcdfld (correct)
B [seEc/AcK analysis]
[This 45 an ACK to the segment in frame: 14]
[The RTT to ACK The segment was: 0.00070B000 secands]
E Flle TransTer Protocol L(FTP)
B 200 PORT Command successtul.ryn
Response code: Command okay (2000
Response arg: PORT Command successful. W
0020 03 02 00 15 0% 54 21 9 <3 02 0% 6d 99 52 50 18 )
QO30 44 5 30 () ] 0
o040 [
0os0
[/
Fih: Tranzfer Protocol [FTF) (fip], 20 bytes EIF'E 10 D 101 M: 0

@ FIP — Ethereal EWE”?[

File Eci Wiew En Eq:ntm: E‘Iﬂhl!ﬂ Etatisljt.s Help

o) =B x [ R «[»] ©[F[2] Qa]a] DX S

Fﬂunl f|ﬁddEunmwﬁon“|Dhu1ﬁnnWI

Mo . |Tirna |5uurm IDau'muinn |P‘|nlnml Ilrfn
15 10, 918681 1%92.1688.2.2 192.168.3.2 FTP Response: 200 PORT Command successful.

10.9240012 192,168, 3. 2 192,168, 2.2

17 10.636610 1%62.168.2.2 152.168.3.2 TCP Ftp—data = 1365 [Svn] Seq=0 Ack=0 win=146384 Len=0 M35=124&0
18 10.936675 1%92.168.3. 2 1%92.168.2.2 TCP 1365 » frp-data [SvmM, ACK] Seg=0 Ack=l win=17840 Len=0 MssS=
19 10.937024 192.168.2.2 152.168.3.2 FTP Response: 150 Opening ASCIT mode data connection for Abingdl:
20 10.937088 192.168.2.2 192.168.3.2 TCP Ftp-data = 1365 [Aack] Seg=1 Ack=1l win=17640 Len=0
21 10.5935313 1%92.168.2.2 1%2.168.3.2 FTP-DATA FTP Data: 58 bytes

= =

assauas

L

BFrame 16 (60 bytes on wire, 60 bytes captured)

B ethernet II, src: 00:60:08:82:d2:19, Dst: 00:0b:46:99:6a3:80

B Internet Protocol, Src Addr: 192.168.3.2 (192.163.2.2), Dst Addr: 192,168.2.2 (192.168,2.2)

B Transmission Control Protocol, Src Port: 1364 (13684), Dst Port: ftp (21), sSeq: 56, aAck: 146, Len: &
source port: 1364 (134640
pestination port: ftp (210

Segquence number: 56 trelative sequence number)
[Mext sequence number: &§2 (relative seguence number)]
Acknow] edogement number @ 146 (relative ack rnumber)

Header length: 20 bytes
B Flags: 0x0018 (PSH, ACK)
Duve wuna Congestion window Reduced (CwR): MOt s&t
B . ECH-Echo: Mot set
Al E OO urgent: WNoOT set
Acknowledgment : Set
. Push: set
RESET ! MOT S&t
« 0. Sym: MOT set
S Fin: Mot set
window size: 17495
Checksum: Oxefol (correct)
E [sEa/ack analysis]
[This 45 an ack to the segment in frame: 15]
[The RTT to ACK the segment was: 0.005331000 seconds]
BFile Transfer Protocol (FTP)
B LISTYNYN

[

Reguest command .

Sasauan

Qo000 00 Ob 46 9% 6a 80 00 60 08 82 d2 19 08 00 45 00 Sol201 |66 B8 800t E.
0010 00 2e 50 b 40 00 80 06 23 bd <0 a8 03 02 O a8 -.P.A._. ¥ ... ..
0020 02 02 05 54 00 15 05 6 99 52 el 97 <3 20 50 18 waaTow.m JR... P,
0030 44 57 ef 91 00 Q0 0d 0a ow. ... WilEj. .
[
hequa‘tcmmd[fq:r.reqmt.mmand],# byies :l F: 100 D101 M 0



£ 8E FTP F TFTP 17

@ FIP Ethereal E'E“ﬁl

File Edit Wiew EF Eqﬂut EFBME! Eyﬂmts Help

o) SB[ x @S] B[« [=] =7 2] Qe #DEX T

Fiter /] Add Expression..| Clear] Apo]
No. . | Time | Source | Destintion [Protacal  |irfo EY
15 10.91586581 192.168.2.2 192.168.3.2 FTP Response: 200 PORT Command successful. -
16 10,924012 192.168.3.2 192,168,2.2 FTP Request: LIST
10.5936615% 2.2 3.2 5 data : 5 sen=0 Ack=0 Win=1l6384 Lan=0 M55=1.60
18 10.936675 1%92.168.3. 2 1%92.168.2.2 TCR 1365 » frp-data [Svn, ack] Seq=0 Ack=1l win=Ll7640 Len=0 MS5=
19 10,937024  192.168.2.2 192.168.3.2 FTP Response: 150 opening a4scII mode data connection for Abingl:
20 10.937088 1%2.168.2.2 152.168.32.2 TCP 'Ftp-data = 1365 [Ack] Seq=1 Ack=1l win=17640 Len=0
21 10.9358313 1%92.168.2.2 1%2.168.3.2 FTP-DATA FTP Data: 58 bytes /
|y ] —
BHFrame 17 (62 bytes on wire, 62 bytes captured)
B ethernet II, src: 00:0b:46:99:63:80, Dst: 00:560:08:82:d2:19
B Internet Protocol, Src Addr: 192.168.2.2 (1%2.163.2.2), Dst Addr: 192,.168.3.2 (1%2.168,3.2)
B Transmission Control Protocol, Src Port: ftp-data (20), Dst Port: 1365 (1365), sSeq: 0, Ack: 0, Len: O
Source port: frp-data (20)
pestination port: 1365 (1365)
Sequence number: O (relative seqguence number)
Header length: 28 bytes
BFlags: 0x0002 (5¥M)
O... .... = Congestion wWindow Reduced (CwR): Mot set
0.0 +... = ECN-Echo: MOt set
L0, ... = Urgent: Mot set
L0 ..., = acknowledgment : Mot set
0... = Push: nNotT set
cena 0., = RESEL: NOL sSet
sexs aal. = Syn: Set
cees ...0 = Fin: MOt set
window size: 16384
Checksum: OxeSad (correct)
Boptions: (8 byres)
mMaximum segment size: 1260 bytes
MNOP
MOP
saCk permitred
Q000 00 &0 08 82 d2 19 00 Ob 46 &% Sa 80 08 00 45 00 e F.j...E.
0010 00 30 19 cB 40 00 7F 06 Sh ab <0 a8 02 02 <0 a8 LT - T
Q020 03 02 00 14 05 55 el <1 ed <2 00 00 00 00 70 02 ..... [ p.
0030 40 00 258 a4 00 00 02 04 04 2c 01 01 04 02 -
£
Filez FTP 31 KB 00:071:39 §|F‘: 107 01071 M- 0
Kl 8-13
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File Edt Wiew EF E?ﬁhlt Epmbm: Eyﬂﬂbs Help

o) A @[] R «][»] @2[F[2] R/A]a] ¥DE

*
=

Fiter /] Add Expression..| Clear] Apo]
Mo, . | Time | Source | Destination [Protocat |inke E
15 10.918631 192.165.2.2 192.168.3.2 FTP Response: 200 PORT cCommand successtul. _
16 10.924012 192.168.3.2 192.168.2.2 FTP Request: LIST
17 10.5366159 162.168.2.2 1952.168.3.2 TCP frp-data > 1365 [svYN] Segq=0 Ack=0 win=16384 Len=0 MS5=1260
( 162.168.3. 2 . o dod 1365 > p-data [SYN, ACK] Seg=0 AcCk=] Win=1/640 Len=0 M55=
19 10.937024 192.l1658.2.°2 152,168, 3.2 FTP Response: 150 Opening &sSCII mode data connection for Ahingl:
20 10.937088B 192.168.2.2 192.168.3.2 TCP 'Ftp-data = 1365 [acCkK] Seq=1 Ack=1l win=17640 Len=0
21 10.935313 1%92.168.2.2 1%2.168.3.2 FTP-DATA FTP Data: 58 byFes /
F ] —
HFrame 18 (&2 bytes on wire, &2 byrtes caprturad) Y
HEthernet II, Src: 00:60:08:82:cd2:19, Dst: 00:0b:46:99:6a:60
B Internet Protocol, src addr: 192.168.3.2 (192.163.32.2), Dst addr: 192.168,2.2 (182.168,2.2)
B Transmission Control Protocol, Src Port: 1365 (1365), Dst Port: frp-data (200, Seq: 0, Ack: 1, Len: O
Source port: 13565 (1365)
pestination port: frp-data (200
sequence number: 0 (relative sequence number)
Acknowledgement number: 1 (relative ack number)
Header length: 28 bytes
B Flags: 0x0012 (57N, ACK)
Ouve wew. = Congestion Window Reduced (CwR): MOt set
.0.. .... = ECN=Echo: NOT set
..0. .... = Urgent: NOT set
ool ouo. = Ackrnowledgment @ set
vers O... = Push: WOt set
cee. 0., = ReseET: MNOT seT
..1. = syn: set
cers ...0 = Fin: MOt set
window =ize: 17640
Checksum: 0xdZcd4 (correct)
B options: (8 bytes)
Maximum segment size: 1460 bytes
MNOP
MOP
SACE permitted
B [sEq/ack analysis]
[This 45 an ack to the segment in frame: 17]
[The RTT to ACK The segment was: 0.000056000 seconds] I/
Qo000 00 Ob 46 99 6a BO 00 60 08 82 d2 18 08 00 45 00 “F.j..' ...... E. E
0010 00 30 50 b9 40 00 80 06 23 ba <0 a8 03 02 <0 a8 SOP.B... #o....,
0020 02 02 05 55 00 14 05 98 0a 87 el 1 ed <3 70 12 B p.
0030 44 eB d2 <4 00 00 02 04 05 b4 01 01 04 02 Devennne snnnns
!
Filez FTP 31 KB 00:071:39 §|F: 107 0 1071 k- 0
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f?e .EF‘ Wiew EF Epﬂmm fpdwz Epﬂk&m ﬂpb

o) S[B) x [@]g] @] «|»[o[F[2] @laja] w#{B[Emx &

Fiter: /| AddExpression..| Clear] ol
MNo. . |l‘ima |$num |Dasﬂ'|aliun |F'rolm:l |Info -
15 10.918681  192.168.2.2 192.168.3.2 FTP Response: 200 PoORT Command successtul.
16 10.924012 197.168.3.2 192.168.2.2 FTF Request: LIST
17 10.936619 152,168.2.2 192.168.3.2 TCP frp-data = 1365 [SvN] Seqed Ack=0 wine=lG384 Len=0 MSS=1260
18 10.936675 192.168.3.2 192.168.2.2 TCR 1365 > frp-data [SYN, ACK] Seq=0 Ack=1 win=17640 Len=0 MSS=I
10.957024 02.108.2..2 152,168, 5.2 lesponse: 130 Opening ASCII mode data connection / Al
20 10.937088 1592.188.2.2 152,.1a88.35.2 TCP frp-data = 1365 [AcCK] Seq=l Ack=1 wWin=17640 Len=0
21 10.930313 162, 168.2.2 192.168.3.2 FTP-DATA FTP Data: 58 bytes /
1 — —
HFrame 19 (107 bytes on wire, 107 bytes captured) Yy
EEthernet II, src: 00:0b:46:99:6a:80, Dst: 00:60:08:82:d2:1%9
HInternset Protocol, src addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.168.3.2)
B Transmission Control Protocol, Src Port: fop €211, Dst Port: 1364 (1364), Seqg: 146, ack: &2, Len: 53
source port: ftp (210
pestination port: 1364 (13640
Sequence number: 146 (relative seguence number)
[Mext seguence number: 159G (relative sequence number )]
acknow]edgement number: &2 trelative ack number)
Header length: 20 bytas
BrFlags: ox0018 (PSH, ACK)
O... = Congestion window Reduced [(CwR): MOT Set
N = ECH-Echo: MNOT set
cee wvee = Urgent: MOL Set
.1 .... = Acknowledgment: sSet
. 1... = Push: set
.0.. = Resel: MOT set
0. = Syn: Not set
vres «..0 = Fin: MOt set
window size: 17579
Checksum: OxfZ28 (correct)
B [sex/ack analysis]
[This 45 an acCk to the segment in frame: 16]
[The RTT to ACk the segment was: 0.013012000 seconds]
BFile Transter Protoacaol (FTP)
B150 opening ASCIT mode data connection for Sbind1s.Srsn
Response code: File status okay: about to open data <onhection (1500
Response arg: opening ASCII mode data connection for /binls. 7
Q000 00 60 08 82 d2 19 00 Ob 46 99 6a B0 0B 00 45 00 e emanas F.j...E. I
0010 00 5d 19 c9 40 00 FF 06 Sh Fd <0 ag 02 02 <0 as B [Fee....
Q020 03 02 00 15 05 54 el 97 <3 20 05 6d 99 58 50 18 ..... Tew o« MoEP,
0030 44 ah 2 28 00 00 31 25 30 20 4F 70 65 68 69 Ge O..C..15 0 openin -
0040 ©7 20 41 53 43 4949 20 &d of o4 05 20 04 61 74 g ASCII_ mode dat /
File: FTP 31 KB 00:01:39 §|F'E1EI‘I 0o 101 k: 0
K 8-15
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E B

%

o) SB[ x (@S] B[« [=] @[F[2] Qala] #I[E

FMN1

Mo .  [Time | Source | Destinstion [Protocal  Jinfo -
15 10.9158681 192.168.2.2 152,.168.3.2 FTP Response: 200 PORT Command successful. -
1l 10.92240L2 192.168.3.2 192.168.2.2 FTP Request: LIST
17 10.536615% 1%2.168.2.2 152.168.3.2 TCP Ftp—data = 1365 [SvM] Seq=0 Ack=0 win=146384 Len=0 M35=124&0
18 10.936675 1%92.168.3. 2 1%2.168.2.2 TCP 1365 » frp-data [SvN, ack] Seq=0 Ack=1l win=17&640 Len=0 MSS=
19 10.937024 192.1688.2.2 152.168.3.2 FTP Response: 150 Opening &ASCIT mode data connection for Abingdl:
. 2 592,168.3.2 ftp-data » 1365 segel Ack=]l Win=17640 Len=0
21 10.935313 192.168.2.2 1%2.168.3.2 FTP-DATA FTP Data: 58 hbytes /
N I -
B Frame 20 (60 bytes on wire, &0 bytes captured)
B Eethernet II, src: 00:0b:46:99:63:80, Dst: 00:560:08:82:d2:19
B Internet Protocol, Src Addr: 192.168.2.2 (1%2.163.2.2), Dst Addr: 192,168.3.2 (1%2.168,3.2)
B Transmission Control Protocol, Src Port: ftp-data (20), Dst Port: 1365 (1365), sSeq: 1, Ack: 1, Len: O
Source port: frp-data (20)
pestination port: 1365 (1365)
Segquence number: 1 (relative seqguence number)
Acknowledgement number: 1 (relative ack number)
Header length: 20 bytes
B Flags: 0x0010 CAcK)
O... «... = Congestion window Reduced (CwR): Not set
0.. .... = ECN-Echo: NOT set
0. ..., = Urgent: Mot set
1 .... = Acknowledgment: Set
cses 0... m Push: MOt set
saes +es = RESET: NOT Set
.00 = Syn: NOT Set
cees +..0 = Fin: NMOL set
window size: 17640
Checksum: O0xFFBE (correct)
B [seq /ack analysis]
[This s an ack to the segment in frame: 18]
[The RTT to ack the segment was: 0.000413000 seconds]
Qo000 00 60 08 82 d2 15 00 Obh 46 99 Sa B0 08 00 45 00 e F.j...E.
0010 00 2B 19 ca 40 00 7F 06 Sh bl <0 a8 02 02 <0 a8 O P - T [
Q020 03 02 00 14 05 55 el ¢l ed <3 05 98 0a 88 S0 10 ..... Lo wnnnns F.
0030 44 eB £ 88 00 00 00 00 00 00 OO0 QO D.......
£

Filez FTF 31 KB 00:01:39 P10 D101 M0
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@ FIP Ethereal E'@“ﬁl

File Edit Wiew EF Eqﬂut EFBME! Eyﬂmts Help

o) SB[ x @S] B[« [=] =7 2] Qe #DEX T

Fﬂunl f|ﬁddExnmmﬁon“]DbulAnDWI
Mo » |ﬁmn |Suuma IDaahuhn |Hmmmd hﬂh -
20 10.937088 192.168.2.2 192.168.3.2 TCP Ftp:data > 1365r[ACKﬁ Seg=1 Ack=1 Win=17640 Len=0 i
1 10.93547 3 ) e : JATA FTP Data: 58 bOytes
22 10.240056 192.168.2.< 192.168.3.2 FTP-DATA FTP Data: 1260 bytes
23 10.240137 192.168.2.¢ 192.168.3.2 FTP-DATA FTF Data: 62 bytes
24 10.540060 1%92.168.3.2 152.168.2.2 TCP 1365 = frp-data [Ack] Sege=l Ack=1381 wWin=17840 Len=0
25 10.942390 192.168.2.2 192.168.3.2 FTP-DATA FTP Data: 1140 bytes
26 10.243138 192.168.2.¢2 192.168.3.2 FTP-DATA FTP Data: 1260 bytes /
FI | =

Assauas

BHFrame 21 (112 bytes on wire, 112 bytes captured)

B Eethernet II, src: 00:0b:46:99:63:80, Dst: 00:560:08:82:d2:19

B Internet Protocol, Src Addr: 192.168.2.2 (1%2.163.2.2), Dst Addr: 192,168.3.2 (1%2.168,3.2)

B Transmission Control Protocol, Src Port: ftp-data (20), Dst Port: 1365 (1365), sSeq: 1, Ack: 1, Len: 58
Source port: frp-data (20)
pestination port: 1365 (1365)

Sequence number: 1 (relative sequence number)
[Mext segquence number: 59 (relative seguence number)]
Acknow] edgement number: 1 (relative ack number)

Header length: 20 bytes
B Flags: 0=0018 (PSH, ACK)
e Congestion window Reduced (CwR): Not set
ECH-Echo: MOt set
Urgent: Mot set
a0o acknowledgment : sSet
Sooo alas Fush: =set
RESET: MOT Set
Sym: NOT set
eane eaald Fin: Mot set
window size: 17640
Checksum: Oxcd9d (correct)
BFTP Data

s
L}
I non

FTP Data: drw-rw-rw- 1 user graup O Jul 23 16:49 .N\ryn
0000 00 &0 08 82 d2 1% 00 Ob 46 99 Sa BO 08 00 45 00 R —— ’;”J“E
0010 00 62 19 cbh 40 00 7F 06 S5b 76 <0 a8 02 02 <0 a8 PO T T
0020 03 02 00 14 05 55 el <1 ed <3 05 98 0a 88 50 18 ..... IRs a5a0as P.
0030 44 eB cd 94 00 00 64 72 77 2d T2 77 2d 72 77 2d D..... dr w—rw—re-
0040 20 20 20 31 20 75 73 65 72 20 20 20 20 20 &7 72 1 user gr /
Filez FTP 31 KB 00:01:29 P10 D01 M0

K 8-17

= FIP Ethereal E'@“ﬁl

File Edt Wiew EF E?ﬁhlt Epmbm: Eyﬂﬂbs Help

o) B> @S] B[« [=] =7 2] Qe #DEX T

Fiter /| Add Expression..| Clear] Apot]
Mo..  [Time | Source | Destination [Pretocat |inke -
20 10.937088 192.168.2.2 192.168.3,2 TCP frp-data » 1385 [AcCk] seqe=l Ack=1 win=17640 Len=0 i
21 10.939313 192.168.2.2 192.168.3.2 FTP-DATA FTP Data: 58 bytes
22 10.040056 192.168.2.2 3.2 FTP-DATA FTP Data: 1260 Dy
23 10,940137 192.168.2.2 192.168.3.2 FTP-DATA FTP Data: 62 bytes
24 10.540160 162.168.3. 2 152.168.2.2 TCP 1365 » frp-data [AcCk] sege=l Ack=1381 win=17640 Len=0
25 10.942390 192 168.2.2 192.168.3.2 FTE-DATA FTP Data: 1140 bytes
26 10.943138 192.168.2.2 152,168.3.2 FTP-DATA FTP Data: 1260 bytes Fi
F ] —
HFrame 22 (1314 bytes on wire, 1314 bytes captured)
B EtThernet II, src: 00:0b:46:9%9:6a3:80, DstT: 00:60:08:82:d2:1%9
B Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192,168.3.2 (19%2.168,3.2)
B Transmission Control Protocol, Src pPort: frp-data (20), Dst Port: 1365 (1365), Seq: 59, aAck: 1, Len: 1260
Source port: frp-data (20)
pestination port: 1365 (1365)
Segquence number: 59 trelative seqguence number)
[Mext sequence number: 1319 (relative segquence number)]
Acknow] edgement number: 1 (relative ack number)
Header length: 20 bytes
E Flags: 0x0018 (PSH, ACK)
O... ... = Congestion window Reduced (CwR): MOT set
.0.. .... = ECN-Echo: Mot set
0.0 ... = Urgent: MOt set
.1 .... = acknowledgment: Set
1... = Puzh: sst
0., = RESET: NOT Set
.00 = sym NOT set
cere -..0 = Fin: Mot sot
wWindow size: 17640
Checksum: 0xblée (correct)
B FTP Data
FTP Data: drw-rw-rw- 1 usar group O Jul 23 16:49 .. %FY\A=rw-rw-rwv- 1 user group 5273720 mar 1 12:34 1.8\
H I EXTETY] l .-Ir’
Qo000 00 &0 08 82 d2 19 00 Ob 46 G% Sa 80 08 00 45 00 e e F.j...E.
0010 05 14 19 cc 40 00 FF 06 56 <3 <0 a8 02 02 <0 a8 P - T
Q020 03 02 00 14 05 55 gl 1 ed fd 05 98 0a 88 50 18 ..... . P.
0030 44 2B bl 6e 00 Q00 64 72 77 2d T2 F7 2d 72 77 2d D.oMeodr w—rw—rw—
0040 202020 31 2075 7365 7220202020067 72 1ser g /
Filez FTP 31 KE 00:01:39 §|F: 107 0107 M- 0
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File Edit Wiew EF Eqﬂut EFBME! Eyﬂmts Help

o) SB[ x @S] B[« [=] =7 2] Qe #DEX T

Fﬂunl f1#dﬂEnu¢uﬂmm]Dmuhﬂuhl
Mo . |ﬁmn |Suuma IDaahuhn |Hmmmd hﬂh S
e e e — e B e o B e T LA e
21 10.935313 1%62.168.2.2 152.168.3.2 FTP-DATA FTP Data: 58 by'l:es |
22 10.940056  192.168.2.2 192.168.3.2 FTP-DATA FTP Data: 1260 bytes
] 162.168.2.2 ] ) . WL Es
24 10.940160 192.168.3. 2 192.168.2.2 TCP 1365 = ﬁp-da‘ta [ack] Segel Ack=1381 win=l7640 Len=0
25 10.54230G0 162.168.2.2 152.168.3.2 FTP-DATA FTP Data: 1140 by‘tES
A 10.943138  192.1a8.2.2 192.168.3.2 FTP-DATA FTP Data: 1260 bytes
27 10.943874 192.168.2.2 192.168.3.2 FTP-DATA FTP Data: 1260 bytes £
M ) =

assauas

BHFrame 23 (116 bytes on wire, 116 bytes captured)

B Eethernet II, src: 00:0b:46:99:63:80, Dst: 00:560:08:82:d2:19

B Internet Protocol, Src Addr: 192.168.2.2 (1%2.163.2.2), Dst Addr: 192,168.3.2 (1%2.168,3.2)

B Transmission Control Protocol, Sr< Port: frp-data (20), Ost Port: 1365 (1365), Seq: 1319, ack: 1, Len: &2
Source port: frp-data (20)
pestination port: 1365 (1365)

Sequence number: 1319 trelative sequence number)
[Mext sequence number: 1381 (relative seguence number)]
Acknow] edgement number: 1 (relative ack number)

Header length: 20 bytes
B Flags: 0=0018 (PSH, ACK)
e Congestion window Reduced (CwR): Not set
ECH-Echo: MOt set
Urgent: Mot set
a0o acknowledgment : Set
Sooo alas Fush: =set
RESET: MOT Set
Sym: NOT set
eane eaald Fin: Mot set
window size: 17640
checksum: Oxebgs (correct)
BFTP Data

s
L}
I non

FTP Data: group 3640192 Aapr 9 2003 Divx.Pro.v5.0.3-ECLiPSE. 2iphrih
o000 00 &0 08 82 d2 1% 00 Ob 46 99 Sa BO 08 00 45 00 R ’;”J“E
0010 00 66 19 cd 40 00 7F 06 S5b 70 <0 a8 02 02 <0 a8 F..8... [p......
0020 03 02 00 14 05 55 el <1 f2 20 05 98 0a 88 50 18 ..... IRe a5a0as P.
0030 44 eB eb 68 00 00 20 20 67 72 &F 75 70 20 20 20 D..h.. I aup
0040 20 20 33 36 34 30 31 35 32 20 41 70 72 20 20 39 364019 2 Apr 9 /
Filez FTP 31 KB 00:01:29 P10 D01 M0
K 8-19

@ FIP Ethereal E'@“ﬁl

File Edt Wiew EF E?ﬁhlt Epmbm: Eyﬂﬂbs Help

o) SB[ x @S] B[« [=] @7 2] Qe #DEX T

Fiter /| Add Expression..| Clear] Apot]
Mo..  [Time | Source | Destination [Protoca |info -
el o S e e — T T [ oI =T T—E T T
21 10.9358373 192.168.2.2 152.168.32.2 FTP-DATA FTP Data: 58 bytes i
22 10.940056 192.168.2.2 192.168.3.2 FTE-DATA FTP Data: 1260 bytes
23 10.940137 192.168.2.2 152.168.3.2 FTP-DATA FTP Data: 62 hbytes
4 10,5401 60 3,2 rdud i E Segmel Ack=138]1 Win=l7640 Lenw=(
25 10.542300 192.168.2.2 192.168.3.2 FTP-DATA FTP Data: 1140 byres
26 10.943138  192.168.2.2 192,168, 3.2 FTP-DATA FTP Data: 1260 bytes
&7 LD, 943874 192.168.2.2 192.168.3.2 FTP-DATA FTP Data: 1260 bytes £
1 ) =
HFrame 24 (54 bytes on wire, 54 bytes captured)
B EeEthernet II, src: 00:60:08:82:d2:19, Dst: 00:0b:46:99:6a3:80
B Internet Protocol, Src Addr: 192.168.3.2 (192.168.3.2), Dst Addr: 192,168.2.2 (19%2.168,2.2)
B Transmission Control Protocol, Src Port: 1365 (1365%), Dst Port: frp-data (20), Seq: 1, ack: 1381, Len: O
sSource port: 1385 (13485)
bestination port: ftp-data (20)
Sequence number: 1 (relative seguence number)
Acknowledgement number: 1381 (relative ack number)
Header length: 20 bytes
B Flags: 0x0010 CACK)
Ouve we.. = Congestion window Reduced (CwR): MOt set
.0.. .... = ECN-Echo: Mot set
L0 ..., = Urgent: WMot set
1 .... = Acknowledgment: Set
. O... = Push: Hot set
L., = RESET: MOL set
.00 = Syn: MOT Setr
cese 2..0 = Fin: Mot set
window size: 17640
Checksum: 0xfazd (correct)
B [sEq /ack analysis]
[This 45 an ACK to the segment n frame: 23]
[The RTT to ACK the segment was: 0.000023000 seconds]
0000 00 Ob 46 99 6a BO 00 60 08 82 d2 18 08 00 45 00 e | Y Yy E.
0010 00 2B 50 ba 40 00 80 06 23 <1 <0 a8 03 02 <0 aB SOPLEL L.
Qo020 02 02 05 55 00 14 05 98 0a 88 el <1 f3 27 50 10 B 1 "P.
QO30 44 28 fa 24 00 QO D..%5..
£
Filez FTP 31 KE 00:01:39 §|F: 107 01071 M- 0
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MR AL S IS VRS B AR P s 2k TCP 4 IRIBF LA IE E 2 R EH %, X
At 38 AT DLk A7 HoAth 0 B AR 4G S, a0 1R 8-21 Fhon . HEE IR &5 a5l 3 0 2, & UR R P v 4K
JEEEC SEN, WA 8-22 Fi/R .

Fila Bt ‘Jew Go  Captue  Analyze Statistics Halp

g (B x (RIS B« [©[F[2] /lala] #DEX E
e |

Filter: flmd E-cpressiun...l |:|ear|nppnr|
Ma. - |'I1me ISaurce |Deﬂlnm |Frotn:|¢nl |Irn‘a I
HE O4,635922 192.168. 2.2 192.168.3.2 FTP=DATA FTP Data: 27 bytes
O 94, 636086 192.168.2.2 192.168.3.2 > 1368 [FIN, =2
G0 94, 830lle 192.1a88.3.2 192.1a88.2.2 TCP 1368 » ftp-data [AcCK] Seg=l Ack=
Ol 94, 641969 192.168.5.2 1o92.168.2.2 TCP 1368 » ftp-data [FIM, ACK] Seqg=1
02 94,642371 192.168. 2.2 192.168,.3.2 TCP ftp-data > 1368 [ACK] Seqe=29 Ack |J
03 94, 755488 192.168.3.2 192.168.2.2 TCP 1364 » ftp [ACK] Seq=186 Ack=554|g
[~ | -

udwaa

E Frame 8% (60 bytes on wire, 80 bytes captured)
E etharnet II, sSrc: 00:0b:46:99:6a:80, Dst: 00:60:08:82:d2:19
® Internet Protocol, Src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.3.2 (192.158.3.2)
(W Transmission control Protocol, Src Port: Ttp-data (2U), DSt Port: 1368 (1365), S5eqQ: 28, AcK: Len;
Source port: ftp-data (200
pestination port: 1368 (1368)
Sequence number: 28 (relative seguence number)
Acknowledgement number: 1 (relative ack number)
Header length: 20 bytes
B Flags: Ox0011 €FIN, ACK)
window size: 17640
Checksum: Oxfcbe (correct)

samasaa

Qo000 00 a0 08 82 d2 19 00 Obh 46 9% Sa BO 03 00 45 00 e e ST EE

0010 00 28 1cC a0 40 00 7Ff 06 58 db <0 a8 02 02 C0 a8 Bl M.

Q020 03 02 WV Em 3 68 37 06 i

0030 IEEEE ( 00 00 00 00 00 QO TR

I'I'mnsrrl'ssiu:-n Control Protocol (tep), 30 boytes IF 101 O: 101 ki 0

Fila Bt ‘Jdew Go  Captura  fnalyze Statistics Halp

= Fﬂ1 ) 4 6%§1§!, Eii Qo |8 21: it (:l (:l CE{ 153 EIIEEH §§§ ;EE

£ |Add E-cpressiun...l Elearlmphrl

) o

H Ii' I
1]

-1

Ma. . |'I1me ISaun:e |Deﬂlnm |Frot-mul |Irrrn LY
Gl G4, 641965 162.168.5.2 162.168.2.2 TCP 1368 » frp-data [FIN, ACK] sSeq=1
GZ 94,642371 192.168.2.2 192.168.3.2 TCP frp-data > 1368 [ACK] Seq=29 Ack
G35 G4, 755488 1%2.1a8.5.2 1%2.168.2.2 TCP 1364 > ftp [ACK] Seq=186 ack=554
3 94, 756037 192.168.2.2 192.168.3.2 Response: 226 Transfer complete.
G5 G4, 0558116 162,.168,.35.2 162.168,2.2 TCP 1364 » frp [ACK] Seqel8é Ack=578 |
G5 99, 70557 192.168.5.2 192.168,2.2 FTP ReqQuesT: QUIT /

[~ | -

E eEthernet II, src: 00:0b:46:99:6a:80, Dst: 00:60:08:82:d2:19

@ Internet Protocol, sro addr: 192,168,2.2 (192.165.2.20, Dst addr: 192.168.3.2 (192.168.3.2)

B Transmission Control Protocol, Src Port: ftp (217, Dst Port: 1384 (13647, Seq: 554, ack: 186, Len: 24
Source port: frp (21)
Dastination port: 1364 (1364)

sequence number: 554 (relative seguence number)
[Mext sequence number: 578 (relative sequence numberl]
Acknowledgement number: 186 (relative ack number)

Header length: 20 bytes
B Flags: 0x0018 (PSH, ACK)
Window size: 174565
Checksum: Oxchi3if (correct)
& File Transter Protoco
B 226 Transfer complete.™r“n
response code: Closing data <onnection (226)
rResponse arg: Transfer complete.

Frame 94 (78 bytes on wire, 78 bytes captured)

0010 00 40 1c a2 40 00 7F 06 58 ¢l <0 aB 02 02 <0 a8 .@..@. .. X.......
1

e o e = == e — o ==

0020 03 02 00 15 05 S4 21 97 <4 b8 05 6d 99 d4 50 18 ..... T.. ...m..P.

Q0390 ch 3f 00 EF ! - 0 < ©

0040 2 20 B3 B 70

File Tramsfer Protocol (FTP) (ftp). 24 bytes IF 101 O: 101 ki 0




104

CP/IP T iSLiIR N %

% P &1k TCP #ih . in & 8-23 flr 7k .

Fila Edit e G

Captura  fnalyze Statistics Halp

0|8 %] &

o] (B x (@[] R[«[= =T aalal »
[ |

Filtar: F |A.;|d E-cpressiun...l n::|ear|npp|y|
Ma. . |11me I Solrse | Dastination | Prat ool | It I
51 o4, 641965 152.168.3.2 1592.168.2.2 TCP 1368 » Fth—data [FIn, ACE] Seqg=1
G2 94, 842371 1592.1a88.2.2 192.1a88.3.2 TCP ftp-data > 1368 [aCk] sSeq=29 ack
93 94, 755488 192.168.3.2 192.168.2.2 TCP 1364 > ftp [AcCK] Seq=186 ack=554
D4 D4, FHEO3T 192.168.2.2 192.168.5.2 FTF rResponse: 226 Transfer complete.
B4, 856116 152.168.3.2 1562.168.2.2 1364 > frp [ACK] Seq=186 Ack=5754M
06 99, 7TE0537 192.168.3.2 192.168.2.2 FTP REQUEsST @ QUIT Fi

I P

[

E Frame 95 (54 bytes on wire, 54 bytes captured)
@B eEthernet II, sSrc: 00:60:08:82:d2:19, Dst: 00:0b:46:99:6a:80
® Internet Protocol, Src Addr: 192.168.3.2 (192.168.3.2),
B Transmission Control Protocol, sSre Port: 1364 (13640,
Source port: 1364 (13640
pestination port: ftp (21)
sequence number: 188 (relative seguence number]

D=t POrtT:

Dst Addr: 192.168.2.2 (1%2.168.2.2)
frp (21,

Seq: 184, Ack: 578, Len: O

cknow | edogement number: 578

Header length: 20 bytes
B Flags: 0x0010 CACK)
window size: 17063
Checksum: 0x%bcS (correct)
B [SEQ/ACK analysis]

0000 00 Ob 46 99 6a 80 00 60 OB 82 d2 10 08 00 45 00  ..F.
0010 00 28 50 d8 40 00 BO 06 23 a3 cO aB 03 02 <0 a8 . (P.
0020 02 02 05 54 00 15 05 6d OO d4 50 10  ...T
0030 42 a7 Sh c5 00 00 B...

Iﬁcknt-dedgemen‘t rumiber fop.ack), 4 bytes

ﬂan1nnu1um

% 8-23

-';E-F'Fﬁﬁ?'ilﬁ :"HlH k uu’%‘

QUIT. A 8-24 Fr7~.

Fila Edit ‘Jew Go

Captura  fnalyze Statistics Halp

)| SE X RNE| Q@+ [0F IQAQUR| #

| | &

Filter.l iy |Add E-cpressim...| Elearlmpl'g,rl
Ha. - Time Source Destination Prot ool It I
0§ 99, 760537 192.168,3.72 152,168,2.2 Request: QUIT
67 96, 76l156  1%92.168.2.2 1562.168.3.2 FTP Response: 221 Goodbye!
05 00, Yood 28 1%2.168.3.2 162.168.2.2 TCP 1364 > Ttp [FIN, ACK] Seg=19%2 Ac
0o 00, 75041 102.168,2.2 192.168.5.2 TCP ftp » 1364 [ACK] Seq=592 Ack=193
100 99, 767103 192.168,2.2 192.168,5.2 TCP ftp > 1364 [FIN, ACK] Seqe=5iBZ AC
101 99, 767150 192.168,3.2 192.168,2.2 TCP 1364 » frp [ACK] Seg=193 Ack=593'ﬂ

| =

[~

E Frame 96 (60 bytes on wire, 80 bytes captured)
@B eEthernet II, sSrc: 00:60:08:82:d2:19, Dst: 00:0b:46:99:6a:80
B Internet Protocol, Src Addr: 192,168.3.2 (192.168.3.2)],
B Transmission Control Protocol, Sre Port: 1364 (13640,
Source port: 1364 (13640
pestination port: ftp (21)
Ssequence number: 188 Crelative sequence number)
[Mext sequence number: 152 (relative seguence number)]
acknowledgement number: 578 (relative ack number)
Header length: 20 bytes
B Flags: 0x0018 (PSH, ACK)
wWindow size: 17063
Checksum: 0xf403 (correct)

B File Transter Protoco
B QuITyryn
Reguest command: QUIT

D=t POrtT:

st Addr: 192.168.2.2 (1%2.168.2.2)
frp (21),

Seq: 186, ack: 578, Len: &

FTP)

0000 00 Ob 46 99 6a BO 00 &0 OB 82 d2 1% 03 00 45 00 o alEs
0010 00 2e 50 d9 40 00 80 06 23 9c <0 a8 03 02 <0 a8 e P
0020 02 02 05 54 00 15 05 6d 90 dd4 21 ©F cd4 dO 50 18 e T
DO30 42 a7 f4 03 00 00 HEEEEEVYETECEER B...

...... E.

|

,,,,,, P.
EUIIIII

IFiIe Transfer Protocol (FTP) (ftp) G bytes

K 8-24

Rk 4% 2% %3k 221 [B] L
P TCP A4 4 &:ﬁ%,,ﬂ;ﬁ%ﬂ FTP &%
Z 8T T FTP i e &G 4 12

[P 101 0 0T Mo

VR R vl B T 15 7 2 L an B 8-25 Fr s

LA 8-26 i .




C -3

=)

£ 8

Eh Edi‘t _Hnu.l Eo E:ptum f"’!"“ iﬁtiﬂlﬁ ﬂ*’

2| 5B x @S R« [0|F 2] Qala wm|E X B
Filter: fhudﬁwnsﬂuh_lmurhhﬂy

Ha. . ITme ISource |De5‘t'mtinn IFruucnI Ilr'rfu

g6 99, 7a0537 192.168,3.2 162.168.2.2 FTP Requast: QUIT
7 99, 76 5 G2 s o d G2 8.3. 2 Pi=T
et 99.?66428 1%2.168.3.2 1%2.168.2.2 TCP 1364 > frp [FIM ACK] seqg=1%2 Ac
949 99, 7ao0841 192.188.2.2 192.168.3.2 TCP frp > 1364 [ACK] Seq=592 Ack=193
100 99, 767103 192.168.2.2 182.168.5.2 TCP frp > 1364 [FIM, ACK] Seq=5%972 Ac|/f
) I -
B Frame %7 (68 bytes on wire, &8 bytes captured)
B Ethernet II, Src: 00:0b:46:9%:60a:80, Dst: 00:00:08:82:d2:1%
B Internet Protocol, Sre Addr: 192.168.2.2 (192.168.2.2), D=t Adder: 192.168.3.2 (192.168.3.2)
B Transmission Control pProtocol, Src Port: fop (210, Dst Port: 1364 (13640, sSeq: 578, ack: 152, Len: 14

Source port: frp (21)

pestination port: 1364 (1364)

sequence number: 578 (relative sequence number])

[Mext seqguence number: 592

aclknowledgement number: 152

Header Tength: 20 bytes
BFlags: Ox0018 (PSH, ACK)

window size: 174409

Checksum: OxahSc (correct)
B [SEQ/ACK analysis]

= Fille TranstTer Protoco

B 221 Goodbye!™rhn
rResponse code: service Closing control
response arg: Goodbye!

(relative seguence number)]
(relative ack number)

connection (221D

0010 00 36 1c a3 40 00 7f 06 58 ca cO

0020 03 02 00 15 05 54 el 67 <4 dO 05 6d 56 da 50 18
0030 44 29 ab Sc 00 00 EFEEE : 0 o 5 3
o040 EERFE J

a8 02 02 cO a8

BBl Kenean..
R . ... . P
PR ' 1 Goodb
e!. .|

IFin Transtar Protocol (FTP) (ftpl 14 byles

I

Eh Edi‘t _'dnu.l Eo Eptum ﬂ'u#rzn Ehtistici th-
= J F
2| 5B x 2|8 R« 0|F| & alalal wm|EE x B
Fiter: thdEmn:ﬂuhulmurhhﬂy
Mo. ITme ISource |Dest'natic-n IPruucc-I Ilr'rfru I
Yo B boellb 18, 16, 5.2 19, 1b6. 2. 2 Ti_P 1sb4 > TTp [ACK ] Seg=Llsbh AZK=1/no
g6 99, FAOS3F  192.148.3.2 192.168.2.2 FTP REquest: QUIT
97 99.?61156 192.168.2.2 192.168.3.2 FTP Response: 221 Goodbye!
L 3.2 2.2 1364 > Ttp [FIN, ACK] Seq=1%2 A
G0 99.?56941 152,168,2.2 192.163.3.2 TCP frp = 1364 [ACK] Seqge=592 Ack=193
100 99, 767103 192.168.2.2 162.168.3.2 TCP frp > 1364 [FIMW, ack] Seq=592 AC_J
10l 99, 767150 192.168.3.2 192.168.2,2 TCP 1364 > ftp [ACK] Seq=193 Ack=593[F
- T P
B Frame %8 (54 bytes on wire, 54 bytes captured)
B Ethernet II, src: 00:60:08:82:d2:19, Dst: 00:0b:46:99:6a:80
B Internet Protocol, sSrc Addr: 192.168.3.2 (192.168.3.2), Dst Addr:

B Transmissi1on COnTro ProTtocCol, Sr< POFT:R
Source port: 1364 (13640
pestination port: frp (210
sequence humber: 152 (relative sequence number)
acknowledgement number: 592
Header Tlength: 20 bytes
BEFlags: Ox0011 CFIN, ACK)
window size: 17049
Checksum: 0x%hhe (correct)
B [SEQ/ACK analysis]

1304 (1sb4d),

(relative ack numbar)

192 168 2.2 (192.168. 2 2]

0000 00 Ob 46 99 6a B0 00 &0 OB B2 dz2 19 N E.
0010 00 28 50 da 40 00 B8O 06 23 al cO aE D3 0 CG aB L(P.B. .. #L. .
0020 02 02 54 00 15 05 6 z a EW
Qo030 2 b he 00 0O

08 00 45 00

Il'l:nsmiﬁiun Control Protocol ftop), 20 bytas

P01 D101 MeD

&

ATV FTP A S8 sh =

o Uit » 2o B P i Ay BB i A Passive PR,
(2) M55 #ximitEfT
1T AS 2 717 0] T £ 3] A9 AR 55 % v FH Y 20 ¥ 11,

(3) % P kb — 4~ SYN A2, P i 1 8 & P i 3 C k81

8-26

EMFEIEREAA X AT .
(1) FaERET % P i & 25—~ PORT 45 2 45 Rk 55 % v - IR 55 # M3 PORT 4 &
6 & 1Y v 1 A1 5 e 2 N7 B 0 3 R B EC T L & P i A2 18 PASV (passive) fif 2 45 IR 55

WL s L A0 45 iR 55 # 18) TP 3l ik A0 — > FH - 2 57 85038 0% 4% 19 3w

FTP # TFTP 1

A, B 28 IR 5

105
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CP/IP tHhBUR NS TR

R TE PASV L a4 W 45 & i v 1 5 .

(4) %5 &% &2k SYN ACK 45 % Fow . B i 3m oA 565 =20 % 7 v Ok £ 09 v
1, Y5 A PASV W2 38 2 19 i 1 5,

(5) &Pk ik —A ACK 1, Al LIEBIRS SR7E# o 7 ST L 2 7 209 o2 4% i 20
s HH A8 o 1 2 IR 55 #% 7E A& 3% PASY L 250 48 5 19 . A2 30 7 Ty 20 o 1, HAt 7
i 3 3 F# Bh 7 EB—AF

8.2 TFTP il

TFTP &l M Em i, e H T & Hm X4 . HES FTP ARLFTP i/ TCP i
TFTP i UDP.2ikim 10 A 69, TFTP AT ZALIE R A H P& 2 AUE. TFTP & it &
R T AT N SO . EAS R FTP iR £ 0i8E . & HEE M U IR &5 258 RS a5 A SO,
ANHEZ Y B % ANREQ ZE FU BR B 5% AGEM BRSO Y 22O E E R L TFTP St Sk /N T
512 F M, R &k EIE (R 512 =5 B B0 % . IR 4 & % i b 40 & 2k — 4
HA 0 F BRIk R Gmsi w.

TFTP B 4E &4 A MAER . X+ ASCIT X4 . H netascii, iX /& 8 i Y ASCII 5 JE =X
Bl NVT ASCIT; 5 —Fh & % T i SCHF . H octet, ixX & kil 8 [ 2H 245 27 .

(1) TFTP AL 4% & i — A4S e B 5 A SO 938 R &R, XA iE R 2 i iE K.
an 2R i 55 i [l B s oK AR 95 & 4T P i 422 B LUE K 512 Ffeh . "R e & —
BB R 55 A R — B0 A L) R 6 0 45 B & P v X b S EiE A B e A . an SR B
MELRE SRS R RN T SEBNEE LR RE — AR A ny B . 815N
J7 AR E W e B S IRCE R B R WOV R L S — T e R N R WOE T

(2) TFTP A 5 FrZEAIAY 40, 3X 5 Fh SR A0 X3 1 A9 AV 05 A S an 26 8-1 s

% 8-1 TFIP ¥E{EH

PR A A i /]

1 Read Request (RRQ) B SCFIE R % P o K 1% RRQ #R 3T, lik 55 % e i DATA # 3C

) Write Request (WRQ) ﬁf%iff%*aﬁﬁ%?ﬁ“ﬁ@%%% 0 ) ACK 3. & F ¥ Y&
BN . RS 1 I — B
K35 B AL 0T B I DATA R Uk LT -5 7F ACK 3 3.

3 Data (DATA) b 2R A 3% S A R B AT IR ACK i SR X T — A Edie . &
W) 5 1% A B A 1) O £ S

4 Acknowledgment (ACK) | HuH 6 A #iz 3

5 Error (ERROR) B A AR S

TFTP Wi L@ an Tk,

FEFEPL LM TFTP RS %% 192, 168, 2. 2 15K —> ipv6. txt B 3CHY . an &l 8-27 J~,

HCE P um i UDP %4 TETP IR #5089 69 ¥ 1, &% — iR G B .
& 8-28 FK .

# TFTP 5 8. AT ES . X MEREO SN FRERBWT .

RS . 1, U EH X &2 13 S0 1E 2K Read Request #t 3C.



£ 8% FIP TFTP tHE4

<5 | CHWINNT \ system32' cmd.exe

C:\Documents and Settings“fAdministrator>tftp 192.168.2.2 get ipvb.txt
ITransfer successful: 83 bytes in 1 second. 83 hytes/s

C:“Documents and Settings“fdministrator?

K 8-27

@ tftp — Ethereal

File Bt Jdew Go  Capture ﬂnzl'grze Etatlstlcs Help

)| | x ||| /) «|»|=0|F & RQUER| ¥ D)|HEH X B

;"l.ﬁ:lu:l Expression... E‘Iear| Poply

Time Source Destination Protacal Infa

6 4.000122 Cisco_99:62:81 Spannirg-tree-(for-br TP Cont. Root = 327/0,/00:0b
192.168.2.3 192.168.2.2 Read Request, File: ipvée

8 5.536035 192.168.2.2 192.168.2.3 Data Packet, Block: 1 ({1

9 5,536155 192,.168.2.3 192.166.2.2 Acknowl edgement, Block: |/

RI 4 assaaa —

E Frame 7 (62 bytes on wire, 6Z bytes captured)
H Ethernet II, Src: O0:60:08:82:d2:19, Dst: O0:08:74:16:4a:4F
B Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2 (192.168.2.2)
B User Datagram Protocol, Src Fort: 1044 (1044), Dst Port: tftp (69)
B Triwial File Transfer Protoccl
Opcode; Read REeguest (1)
Source File:
Type: netascii

0000 00 08 74 16 d4a 4f O0 &0 08 82 d2 19 0& 00 45 OO

0010 00 30 02 13 00 00 80 11 53 54 cO as DE 03 -D ag

Q020 02 02 04 14 00 45 00 1c 5b b7 00 01 [..
0030 fe 65 74 51 73 63 69 69 GIC' nE‘t ascii.

rTFTF source file name (Htp source_file), 9 bytes | P11 D0: 1180

K 8-28

M AFA : ipv6. txt, T CHF AR E AR LR DA SCHFRZ AR 1 5270 0 SR1ERRIC .

iR = netascii,

bt . an & 8-29 Firas . Al LA B R 55 &% A J& FHum 1 69 2k &k — B dE A2 . ik 55 % it £
T A 2204 2K [a] 25 57 s 2 37 0% 12 B Y g 1 1044 k%%ﬂ}%@ HTEI’J AR 55 # N
P ) & — HAFE A . JHE TFTP B4R EELO ST = 1M FBER.

FEAERS . 3, A X R AR B AL O,

.1

5 : 83 bytes,

FE. KA 512 ~'§-‘ 8 & MFM#_, KW T IRON 1 Fr4b % A, AR 3B e 1,
XA T TAREZINOZHBELEZCEERTGHIE, HBEHRHO0FH ~512 F
W, e RAEIER A 512 %*ﬁmﬂfa%aﬁiﬁ—wi\-@,ﬁu%dﬁ- S12 F VM A FTEIANOLR RS
— A, BT ACKARA T Eegast, ey 2/F s, A EHGEECFTH
A Ek#g 6, WRQ #2 DATA & d ACK & ERROR # # &, #4A . RRQ 44 3% & &1 DATA
% ERROR # 3 & #3A

E'F'Jﬁﬁqi@]ﬁ{ﬁ}iziﬁ -G B OAE B & U N FEAE B A 8-30 T,

PEAERS . 4, 00 BH X 2 Z0E B DA 4l SC Acknowledgement,

g%ﬂ%ﬁv:l

107
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CP/IP thiUGE NS

@ tftp — Ethereal

El'le Eu:ﬁ: l"iew Eu Eaptua &nal}m Etat'rsl‘ic:s ﬂalp

S[E x @8] [ «[»|0[F 2] aaa] » @

ttp Add Expression. ..

Time Source D=stination
7 5.531487 192,168, 2. 192,168, 2, rRead Request, File:
152.168. 2. 152.168.2. 3 Data Packet, Block:
192,168, 2. 192,168, 2. TFTP acknowledgement, EBlo

-

B Frame 8 (129 bytes on wire, 129 bytes captured)
B Ethernet II, Src: 00:08:74:16:4a3:4F, Dst: 00:60:08:82:d2:160
E Internet Protocol, src Addr: 192.168.2.2 (192.168.2.2), Dst Addr: 192.168.2.3 (192.168.2.3)
= Usar Datagram Protoco Src Port: 2204 (2204), Dst Port: 1044
source port: 2204 (2204)
pestination port: 1044 (1044)
Length: 95
Checksum: 0Oxeeld (correct)
B Trivial File Transfer Protocol
Qpcode: pata Packet (3]
Block: 1
Data (83 hytes)

=

0020 03 . ...._ ..
0030 20 2d 32 36 32 31 0d 00 O 20-2621. ...DRAM
0040 36 34 Od 00 Od Oa 66 6C 61 64....f lash 32.
0050 0d 0a 0d 00 0d 0a 0d 00 Od
0060 od 0a 0d 00 0d Oa 66 6¢ 61

Pl N L | o~ A A ~ = A A 4 -l

'_lsur Datagram Protocal judp). B butes

XAE 58 T — BORUHIE B 1L

@ tftp — Ethereal

Eila E:it l"iaw Eu Eaptua &nalws Etat'rstics ﬂalp

(8] @ @[»[[F ] @aa] ® @

/| 4dd Expression..

Time Source D=stination
5.531467 192,168, 192.168. 2, read Request, File:
. 536035 152.1685. 1%2.168. 2. pata Packet, Block: :
. 536155

B Frame 9 (46 hytes on wire, 46 bytes captured)
B Ethernet II, Src: 00:60:08:82:d2:19, Dst: 00:08:74:16:4a:4F
B Internet Protocol, Src Addr: 192.168.2.3 (192.168.2.3), Dst Addr: 192.168.2.2 (192.168.2.2)
B uUser Datagram Protocol, Src Port: 1044 (1044), Dst Port: 2204 (2204)
Ssource port: 1044 (1044)
Destination port: 2204 (2204)
Length: 12
Checksum: Ox6dch (correct)
B Trivial File Transfer Protocol
Oopcode: Acknowledgement (4)
Block: 1

=

0000 00 08 74 16 4a 4f 00 60 08 82 d2 19 08 00 45 00
0010 00 20 02 14 00 00 80 11 b3 63 cO a8 02 03 cO0 a8
0020 02 02 04 14 08 9C 00 0c 6d ch 00 04 00 01

[ File: titp 955 bytes 00:00:08 P 11D:aM: 0

X 8-30



C HAPTERD?S

POP3 ] SMTP F9=

9.1 POP3 [hiX

Wz e, 1 IR 4 sk P 3 A9 5k 2 POP3 1, POP3 (Post Office Protocol 3) &
HE EFEEHEF Internet BYHRCFAR 55 28 A0 F 2k f B B9 P, B AT E & &
F|55 3 . FK POP3, POP3 2 W R 12F i 55 % FH fe 432 WMo 1 (0 2% &% 2% 0k 1 H
F-HRAF L Wl POP3 feiF P MR 55 % b 48 M5 28 77 ff 2 A< #b 3= 90 & . IF i PR
PR A7 7E WP R 55 i b A IR A

W) A IR 55 %3 i i TCP ¥ 10 110 7146 POP3 RS . M &/ FHLHE
RSB B SRS g FHLE T TCP %, MiEHEE )5, POP3 & % iff
INHE . & P [a] POP3 ik 55 &% A& 3% A5 2 I 55 F7 e W . 4 2 ASCIT 5% 38, ik
55 f Xt 2 s SR PE AT R . e B A 5 —4T7 A ASCIT ¢4+ OK % — ERR #5 Hi A
N EEAVEIR SR A SR R M . XK /M i) 2 — R B Ak .

POP3 &7 m B A = AR ARE . —H TCP #4477, 5
HEA T “BRINIRE . KREZEM A 19 POP3 &% 7 i 5 0R 55 #4047 % ] ASCII B
R EM P 2045 IR S FR AT 5 BN & P a2 2 ] POP3 R 55 4% 1
WA BHE RS HBING RG-S FEMRAF B b HEE 81, ULy 1k 7E 3
B R AT R A Y 2 AR L R 55 AR AR B — AN A AR B S L A T s
SEIEACERAETIRES CIECBAE RS T LIRS # sk P85S & P MR AR AH O 1 9 TR
PR RS CENANERER B P A QUIT 4. B4 RS0, W
SR X B Y AR 5% i v Ab T ERAE RS AE QUIT a4 Jm A B8 7R 28
B AR S b 10 B B BB A2F . Gn SR AR 55 % v &b T m DA IR S DU TR 2 1 IR
% v AN E A RS

POP3 H 12 -2 K15 % 7 s it B HL 1A] e 72 1l 55 6 A L tHAT48 % . 1M
M 55 4 )3k [0 25 2 P v 30 5 AR S5 RS S 43 51 2 8 2 (+ OK) fi 28
W”(—ERR)., POP3 Fr & g % LA B IR 55 4% 09w o (R 28 ¥ L — 4~ <<CR >
<LF=>X45% . POP3 T A a4 R HEE I 9-1 iR,
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CP/IP 1R N34

#F9-1 POP3IHWIMsS R AE

fir %

£ N

I i

USER

Username fiff 1A

FH P 5 oA 32 A P 44

PASS

Password i A

FH P B 5y 0 A 0 42 A 23 1L

APOP

Name, Digest RN

fi7 7 BE AR 195 53 A1 MDS 1 22 5

STAT

None

A

i R MR 55 4% & 912G T MR A6 19 Ze 1T 50 Rk, s 4 6 B0 5 1 5

UIDL

Msg #

A

iR [5] A4  ME —BR IR AT . POP3 23 1k 18 8 1 B TR 75 #1645 2 ol — 19

LIST

Msg #

=

1% (] S 17 250 B A A R A A /D

RETR

Msg #

# A

iz (8] p 2 B0hR TR 1 R A 4 49 oA

DELE

Msg #

1 55 4% 45 Z BUhR IR BB AF B ] S I BR L 1 Quie ay 2 AT

RSET | None #AE Hie 55 @545 T B B A A ] A IR A9 BE 4, B T HiES DELE @ 4
TOP Msg # i AR 55 2% 4% 3% [0 i 2 800 IR 9 BB B0 n 7 A 2 - n 0201 J 1F BE R
NOOP | None ¥ AE i 55 4% 3% 8] — 4~ 5E 1 Wi K7

QUIT None B R 2k

POP3 2132 an .
Htaet . & P SRS g7 TCP R WK 9-1~ K& 9-3 firn, X 46 TCP #E &, Ik
% a1 R 110,

@ mail pop3 — Ethereal

M=

File Edi Wiew Go Capue  Anshes  Stetisbcs  Help

Filter:

BE R E R AR R GEEE
[

/| i Expressicn. | Clear] Appl

Ne. .

Iﬂma |Suuta

| Dizstnation [Frotocal  [infe

30 18.933605 10 21£ 3.12
31 10. 264364 5.15

37 10.311337 202 1aa'aa'152

33 109,.311424 10.214.5.15

0

10.214.6.255 upp Source port: 3089 pestination port: 42 50
202.108.44,.15: CF 171E > pop3 [S5Y Seg=0 Ack=0 ‘win=15
10.214.6.15 TCF pop3 > 1718 [S¥N, ACK] Sege0 Ack=1 H1n 840 1
202.10B.44,152 TCP 1718 > pop3 [ACK] Seq=1 Ack=1l win=18560 Len=i| s

=

] -

B Frame 31 (62 bytes on wira, 62 bytes captured)
B Ethernet IT, Src: 00:60:05:82:d2:219, Dst: 00:0a:F4:532:b7:fF
B internet Protocol, Src Addr: 10.214.6.15 (10.214.6.15), Dst Addr: 202.108.44.152 (202.108.44.152)

B pifferentiated Services Field: Qw00 (DSCP O0x00: Defauwlt; ECM: Ox00)
pifferantiated Services Codepoint: Default (0x000
ECM-Capzale Transport (ECTI: O

version: 4
Header length: 20 bytes

Qoo0 0o,

[=3
[ |

ECN-CE: O
Total Length: 48

Identification: 0x2336 (9526)

B Flags: 0xQd (Don’t Fragment)
0... = peserved bit: not set
1., = pon't Fragment: Set

..0. = More fragments: Mot set

Fragment offsst: 0
Time To Tive: 128
protocal: TCP (Ox0E)

Header checksum: Oxcdag (correct)

Source: 10.214.6.15 (10.214.6.15)

pestination: 202.108.44,152 (202.108.44.152)

BTransmission control Protacal, sre Port: 1718 (17180, Dst Port: pop3? [110), sSeq: 0, ack: O, Len: O

Source port: 1718 (171E)

pestipation port: popd 1100

sequence rumber: 4 {relative seguence number)

Header length: 28 bytes

B Flags: Ox0002 (SvM)

"5 8 0 5800 = congestion window Reduced (CwRl: NOT set
ECM-Echo: MOt set
LIFgEF‘tZ Aot set

Acknowledgment : MOT Set
push: MOt set

L=
BnnwEnan

REset: MIt s
Syn: Set
Fin: WoT set
window size: 16384
Checksum: 0xea?6 (correct)

.
e
]

Boptions: (8 bytes)

Maximum segment size: 1460

MOF
MOF
sack permitted

et

bytas

o000 OO Oa 4 32 b7 FF 00 60 08 B2 d2 1% 08 00 45 00 e L e
0010 00 30 25 35 40 00 80 06 od a8 Qa do 06 Of ca 6C COEER, .. s awaaa ]
0020 2c 98 06 bo 00 & 9C b8 ac el Q0 00 OO0 QO 7O 02 T=L=L=1s 1 == R=r=T=T=R=] )=
0030 40 00 ea 76 00 00 02 04 05 b4 0L 01 04 02 S
4

[Fic: mal popd 7540 bytes D000 27

Feo Mo




F 9= POP3 FSMT

@ mail pop3d — Ethersal

File Edi Vew Go Caphoe  Anshee  Slalilics Help

&) oA x [@la] R« [+ 2[F[2[a
P
Mo..  |Time | souree | Destination

-.LI.»-I

33 10.311424 10.214.6.15 202.108.44,152 TCP 1718 » |:||:||:|3 [ack] seq=l ack=l mn_:Lﬁs-aa Len=i

H — ] -
B ethernet LI, Src: OO:Da:f4:32:07:11, Dst: O0:00:08:82:02:1%
B internet Protoccl, Src addr: 20:2.108.44.152 (202.108.44.152), Dst addr: 10.214.6.15 (10.214.6.15)
version: 4
Header length: 20 bytes
Boifferentiated Services Fleld: Ox00 (OSCP 0xQ0: Default; ECH: Ox00)
aoon 00. . = pifferentiated services Codepoint: pefault (0x00)
<e+s 20, = ECN-Capable Transport (ECT):
.0 = ECH=-CE: 0O
Tn:n:a'l Leng'th 48
Identification: 0x0000 (00
B Flags: Ox04 (Don’t Fragment)
0... = Reserved bit: Mot set
.1.. = pon't fragment: Sat
.. 0. = More fragments: Mot set
Fragment offset: 0
Time to Tiwe: 51
Pratocal: TeP (owdE)
Header checksum: 0x3Tdf (corresct)
source: 202.108.44.152 (202.108.44.1527)
pestination: 10.214.6.15 (10.214.46.15)
B Transmission Cortrol Protocol, Src Port: pop3 (1100, Dst Port: 1718 (1718), seqg: 0, ack: 1, Len: ©
Source port: pop3 {1100
pestination port: 1718 (17181
seguence nimber: 0 {relative sequence number)
Acknow]edgement number: 1 (relative ack mumber)
Header length: 28 bytes
HrFlags: 0x0012 (S¥M, Ak
Qoo vas congestion window Reduced (CwR): Not set
Y ECHN-Echo: Mot set
Aol BN e E s UrgenT: HOT Set
P I acknowladgment : Set
000 A0 Push: Mot set
A000 oLhE0 RESET: WOT set
4000 oosbo Syn: Set
siss ssa0 = Fin: NOt sEt
window size: 5840
Checksum: 0x02d7 (correct)
Boptions: (8 bytes)
Maximum segment size: 1380 bytes
HOP
HOP
SaCk permitted
B [Seq/ack analysis]
[This s ar aACk to the segment inm frame: 31]
[The ATT to ack the sagment was: 0.046973000 seconds]

L

0000 00 60 OB 82 d2 19 00 0a f4 32 b7 FF 08 00 45 OO SN . -
0010 00 30 00 00 40 00 33 06 3 of ca 6c 2c 9B Oa dé - - T P
0020 0% OF 00 & 0% bo a8 af o8 5T 9c b8 ac &3 70 12 seelMase Bpeea . pe
0030 16 d0 02 dF 00 00 02 04 05 64 0L 01 04 02 0 L.aaiess Y PP

s =

=]

[Fite: mal popd 7540 byees 000027 GEEELE

(@ mail popd — Ethereal
File Edl  Wiew [Go Capluie  Anshee  Statstbes  Help

o B[ [@a] R« =[F 2] @ala] #DEK E
e /| 4ddEspression. | Clea| agpb|

Mo.. | Time | Source | izstnation Piotocel | Info

32 19.311337 202.108.44.152 10.214.6.15 TCP pop3 > 1?13 [EYN. ACK] seq-ﬂ A:k-l il'1|'|-‘8€|'|] L

33 10, 371424 10, 214,6,15% 202, 108.44.15.]

YT e LT A M a A A . P i e e mma_1_a,

-..LI-I

P T

FEErrrT

TERE ST LY Dpre B R L = i ciasiim =

EIEther'net 11, Src: DCI G60:05:82:d2:19, Dst: 00:0a:F4:32:b7:fF
Binternet Protocaol, Src addr: 10.214.6.15 (10.214.6.157, Dst addr: 202.108.44.152 (202.108.44.152)
version: 4
Header length: 20 bytes
B oifferentiated services Field: Ox00 (0SCP 0x00: Default; ECM: Ox00)
a0l 00.. = pifferentiated services Codepoint: pefault (0x000
s::: 2:0. = ECM=Capable Transport (ECT): O
[ 0 = ECHN=CE: 2
Total Length 40
Identification: 0x2537 (9527)
E Flags: Ox0d {Don't Fragment)
0... = reserved bit: WMot set
.1.. = pon't fragment: Set
..0. = More fragments: Mot set
Fragment offset: ¢
Time to Tive: 128
Protocal: TCP (Oxlb)
Header checksum: dxcdaf (correct)
sources 10,214,6.15 (10.214,6.15)
pestimation: 202.108.44.152 (202.108.44.152)
B Transmission Control Protacol, Src Port: 1718 (1718), Dst Port: pop3 (110), Seq: 1, Ack: 1, Len: O
Source port: 1718 (1718)
pestination port: pop3d (1103
sequence rumber: 1 (relative sequence number’)
Acknowledgement number: 1 Crelative ack number)
Header length: 20 bytes
E||:1ags. 0x0010 (ACKD
. . = cCongestion window rReduced (Cwr): MOt set
,0., ECW-Echa: Mot set
qolie N aa s UFGERT: NOT Ser
venl wuwe = Acknowledgment: set
caes Oo.. Push: Mot set
qooo olibo RESET: NIT Set
Q000 ol Sy NOU set
cese w20 = Fin: Hot set
wWindow size: 165640
Checksum: 0x058b (Ccorrectl
B [seq /ncx analysis]
[This s an ACK to the segment in frame: 32]
[The RTT to ACK the segment was: O, 000087000 seconds]

D000 00 Ua T4 32 b7 17 00 60 U8 B2 o2 19 OB 00 45 OO Saoriooo) ooooon E.
0010 Q0 28 25 37 40 00 80 06 od af Oa d6 06 OF ca 6c . (HPE... ....... 1
0020 2c 98 06 be 00 e Oc bE  ac e3 al af A8 A0 S0 10 prasslMes 2. RP.
0030 40 bd 05 6B 00 OO0 B k..

L1

%

]

[Fie: mal popad 7540 bytes 000027 G




112

CP/IP iR N4

=R FE LIRS 2 Ak — POP3 iy, #F A8 RS . 0] LLF 2] — POP3 i [y
i — Jﬁ,uﬁ%ﬁ BN B AL an & 9-4 FroR GRS S OK L i3 4 v 5 B LL<<CRLF >

R R N\ r\n KR,

@ mail pop3 — Ethereal [?,lE"l_(
Fie Edl View Go Copue Anshee  Statstics  Help '

o =B x[®[2] & ¢][=]=[F & Qala] HmEx &

e /|4 Expression., | Clea] Appls

Me.. | Time [Source | Dizstnation [Frotocal  [infe

34 10, 358041 202,108 44,152 10. 214. 6. oP T-1 mn';: +-:':- 'n'F' -:rrn to coremail Mail Pop

35 19.359553  10.214.5.15 202.108.44.152 POP Reguest: USER Testing_mail |
e ' -
BFrame 34 (11! bytes on wire, 115 bytes captured)
@ ETthernet II, Src: 00:Qa:f4:32:b7:TF, Dst: 00:60:08:62:d2:1%9

B Internet protocal, src addr: 202.108.44.152 (202.108.44.1520, Dpst addr: 10.214.6.15 (10.214.6.15)
version: 4
Header length: 20 bytes
B pifferentiated services Field: Ox00 (DSCP 0x00: Default; ECHM: Ox00)
Qooo 00.. = pifferentiated services Codepoint: pefault (0x007)
cs+e 2.0, = ECM-Capable Transport (ECT): O
....... 0 = ECN=CE: 2
Total Lengoh: 104
Identification: OxeBf8 (59640)
B Flags: 0xQ4 (Don’t Fragment)

0... = Resarved bit: not set
.1.. = pon't fragment: sSet
.0, = More fragments: NOt set

Fragment offset: 0
Tima To Tiva: 51
Protocol: TCP (Ox0&)
Header checksum: Ox56b1 (correct)
Source: 202.108.44.152 (202.108.44.152)
pestipation: 10.214.6.15 (10.214.6.15)
B Transmission Control Protocol, Src Port: pop3 (1103, Dbst Port: 1718 (1718), =Seq: 1, ack: 1, Len: 6l
SouFce port: pops (1107
pestination port: 1718 (1718)
sequence rumber: 1 (relative sequence rumber)
[Mext seguence number: &2 {relative sequence number]
Acknowl edgement number: 1 Crelative ack number)
Header lemgth: 20 bytaz
BFlags: 0x0018 (PSH, ACK)
+ PP = congestion Window Reduced (CwR): WOt set
0., .... = ECHN=Echa: MOt zet
Urgent: Wot set
Acknowladgmert : Set
Push: Set
RESAT. NIT SetT

[
LI I ]

SyM: HWot set
Fin: Wot set
window size: 5340
Checksum: Oxflaza (correct)
B Post office Protocol

.
e
[

ESFIEII"ISE +0K
Response Arg: welcoms to coremail Mail Pop3 server (163com[20030606]0)

0030 16 o) 1 aa I:II] EIIJ 20 4

oAl 3 E
o050 d
(WINL IO 3 3
QU0 Rgeiels eT Fi
I [Fee0 =m0

K 94

MIE 9-5 Rl LA B AR SIS & 5 26700 1) R 55 #5 Uk BB 89 & 10 . I8 4 % 7 i
it &% —4 USER w4 K AH P 44 .

1R 55 %8 3 A& 1% TCP #fik . anE 9-6 fis .

i 55 i o]l — AN R B OK, RoR IR 55 48 83 2 & P vm it B LAY user g &, W& 9-7
I 7S o

P i ik PASS a4 i AT, i E 9-8 Frs .

A P 20 AUV RS I 6, AR 45 28 3% [0l — AN 9E B GRS 8 OK, [J B L 38 7] DL 31 BR #8 B
FHRREE . — & WA, K/ 8078, anl& 9-9 Fr7R .

% P A% STAT 42k 3545 B a7 mpFE el 7 mB44F i) B0 A0 A A W4 09 K/ an il 9-10
FIT7R .

M55 %5 BN, STAT 2K RS OKL WnE 9-11 Fis,

& P i Ak LIST iy 2 o 3545 HE 48 B HEAF 09 2% 5 . @[5 9-12 Jir 75, Response Arg 1807
T A—BHF . K/ R 807B.

EE: LISTH AN AR TR, ZARE - ANKF ATHRNELENAPAL T, T
AR Rap g0y LIST 404, 55 3 & W69 25 5

Ml 55 %% [m R LIST &K AREE A OK, WnE 9-13 s,



E9XZ POP3FSMT

(@ mail pop3 - Ethereal
File Edit View Go Caplue  Anshoe  Statistics

=) Imlxlwalﬁwlwlm T2 R
[

]
o
36 19.407911 £202.108.44.15%2 1a. 214 5.15 pop3 = 1718 [ACK] Seqe6: Ack=20 win=5840 Lem )
- ] -
B Internet Protocol, Src adde: 10.214.8.15 (10.214.6.15), Dst Addr: 202, 108,44 152 (202.108.44.152) ~
version: 4
Header length: 20 bytes
B oifferentiated Services Field: Ox00 (DSCP 0wQ0: Default; Bon: Ox00)
0000 00.. = pifferentiated Services Codepoint: pefault COxO00)
sess .0, = ECH-Capa3sle Tramsport {ECTI: O
esss sss = ECHN-CE: Q
Total Length: 56
tdentificarion: 0x2338 (95280
BFlags: Oxdd (Don't Fragment)
Q... = Reserved bit: Wot set
.1.. = pon't fragment: sSet
.. 0. = more fragments: Mot sat
Fragment offset: 0
Time o Tiwe: 128
Protocal: TCP {0xdg)
Header Checksum: O=cd9b (correctl
Source: 10, 214.6.15 (10.214.6.15)
pestination: 202.108,44,152 (202.108.44.1520
BTransmission Control Protacol, Sre Port: 1718 (171B), Dst Port: pop2 {110%, sSeq: 1, ack: &2, Len: 10
Source port: 1718 (1718)
pestipation port: popd (1100
sequence rumber: 1 {relative sequence number)
[Mext seguence number: 20 {relative sequence number’]
acknowl edgement number: &2 frelative ack number)
Header length: 20 bytes
B Flags: O0xO01L8 (PSH, ACK)
O... .... = congestion window Reduced (CWR): Not set
0., .... = ECHN=Echo: HOT set
cele wue. = UPQBAT: MOT 58T
condl Luo. = Acknowledgment: set
cees l.o.. = Push: Set
cevee 00, = RESBT: MNIT SET
caes ... = SyN: NOT Set
csss s+ = Fin: Not set
window size: 16499
Checksum: Oxchbiod (correst)
B [sEq/ack analysis]
[This 15 an ACkK To Tae segment in Frame: 34]
[The RTT to ACK the segment was: 0.000592000 seconds]
B rost office protocol
B usER testing_mailyrn
REquUesT: USER
requast arg: testingmail W,
ooo00 OO0 02 4 32 b7 FF 00 a0 08 B2 d2 10 02 00 45 00 - E. i
o010 00 3b 25 38 40 00 BO 06 od b 0a d6 06 OF Ca 62 L3EEBL.. ..., 1
0020 2C 98 09 b9 00 6e 9C bB ac &3 ad af 68 9d 50 13 e T .
0030 40 73 ch Od 00 00 55 33 45 52 20 F4 65 73 74 69 @s. ... US ER TesTi |
0040 ge 67 5F 6d E1 60 6 0d Dz ng_mail. Fi
[Fie: mal popa 7540 bytes DO.00:27 [P 83D 83M 0

9-5

(@ mail pop3 - Ethereal
Fle Edi View Go Capue Anohoe Stalistcs

2) ||x|@5|@¢|»|m TR
[

Filte:

36 10.407011 E-ﬂE.i-ﬂ.dd.iEE 10, 214.6.15
37 19.407981 £02.108.44,.152 A0, 214.6.15

REsponse: +0K core mail

@ Frame 36 (60 bytes on wire, 60 bytes captured)
B Ethernet I, src: 00:0a:f4:32:07:7F, Dst: DO:60:08:82:d2:19
B internet Protocol, Src addr: 202.108.44,152 (202.1058.44.152%, Dst aAddr: 10,214.6.15 ¢10,.214,6.15)
version: 4
Header length: 20 bytes
B roifferantiated services: Field: 0x00 {DsSCP O0x00: pefault; ECN: Ox00)
0000 00.. = pifferentiated services cCodepoint: pefault (0x00)
ceee 2.0, = ECM=Capadle Transport (ECT): O
. O = EEN-CE: O
Toral Lengr.h a0
Idantification: Oxe&f9 (59641)
B Flags: Oxdd (Don't Fragment)
O... = Reserved bit: MOt set
.1.. = pon't fragment: set
a0, = More Fragments: NOT set
Fragment offser: 0
Tima to lduwe: 51
Protocal: TCP COx06]
Header checksum: 0x56ed (correctl
Source: 202.108.44.152 (202.108.44,.152)
Destination: 10.214.6.15 (10.214.6.15])
B Transmission Control Protocol, Src Port: pop3 (1103, st Port: 1718 (1718), Seq: &2, aAck: 20, Len: O
Source port: pops (1107
pestination port: 1718 (1718)
Sequence rumber: a2 (relative sequence number)
Acknowl edgement numbar: 20 (relative ack number)
Header length: 20 bytes
B Flags: 0x0010 CACK)
e TeTeTs Congestion wWindow Reduced (Cwk): Not set
L Se N a e ECH-Echo: HOT Set
e wane Urgent: Not set
sead e Acknowledgment : Set
Saoo LiaEe push: mot ser
R i REset: Mt seat
R « B Syn: NOt set
.0 = Fin: NoT set
w1nd|:nnr s1ze. 5840
Checksum: Ox2efb (correct)
B [sEa/acCk analysis]
[Thi= 15 an acCk To Tae segment in frame: 35]
[The RTT to &k the segment was: 0O.ME3ISB000 saconds]

0000 00 &0 08 32 d2 1% 00 02 4 32 b7 £F 08 00 45 00 ST 2.2..E.
oold 00 28 e8 9 40 00 33 06 56 ed ca BC 2o 98 Qa df P T A
o020 05 Of 00 g2 06 bg ag af 68 2d 9C bE ac o 50 10 vaalaaes Nawas.lP.

0030 16 dO 2e Fh 00 00 OO0 00 OO0 OO0 OO0 0O bonnonon oooo

[Fie: mal popd 7540 bytes D0.00:27  GEEECD

9-6

113
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(@ mail pop3 - Ethereal
Fle Edt View Go Capure Anohee Stafistes

o SlE Pl o[+ DT 3] 5
fef 0000 tladEesion | Coof ]

Mo. | Time | Senses | Ds stination [
S L JITFFIT = LN T LT eus e LUy LT L gkl o '\:LﬁlUEJL " OJER L EJ0 II-H_mﬂ' ] R
36 10.407911 _202.108.44.152 10.214.6.15 TCP pop3 > 1718 [ACK] Seq=62 Ack=20 Win=5840 Len:

RESpONSE: +0K core mal f

@ Frame 37 (69 bytes on wire, 69 bytes captured)
B Ethernet I, src: 00:0a:f4:32:07:7F, Dst: 0O:60:08:82:d2:19
B internet Protocol, Src addr: 202.108.44,152 (202.1058.44.152%, Dst addr: 10,214.6.15 ¢10,.214,6.15)
version: 4
Header length: 20 bytes
B roifferantiated services: Field: Ox00 {DsCP O0x00: pefault; ECN: Ox00)
0000 00.. = pifferentdiated services codepoint: pefault (0x00)
ceee 2.0, = ECM=Capaale Transport (ECT): O
. O = EEN-CE: O
Toral Lengr.h. 55
Identification: Oxe&fa (50542)
B Flags: oxdd (Don'T Fragment)
O... = Resarved bit: MOt set
.1.. = bon't fragment: Set
a0, = More Fragments: NOT set
Fragment offset: 0
Tima to lduwe: 51
Protocal: TCP COx06]
Header checksum: 0x56dd (correctd
Source: 202.108.44.152 (202.108.44,.152)
Destination: 10.214.6.15 (10.214.6.15)
B Transmission Control Protocol, Src Port: pop3 (1100, bsT Port: 1718 (1718), Seq: &2, Ack: 20, Len: 15
Source port: pops (1107
pestination port: 1718 (1718}

Sequence rumber: &2 {relative sequence number)
[next segquence number: 77 (ralative sequence numbarl]
acknowledgement number: 20 (relative ack number’)

Header length: 20 bytes
E Flags: OxO0L8 {PSH, ACK)

= congestion window Reduced (CWR): NOTU set
0y w4es = ECHN-Echo: HOT set
el sees = Urgent: NOT set
ceedl L. = Acknowledgment: set
cese 1io. = Push: set
ssss +W0s = RESET: MOL s5Et
eeree ool = SyNl NOT 58T
seas aaa0 = Fin: Mot ser

window size: 5840
Checksum: Oxeabb (correct)
Brost office protocol
B +0K core mailyriyn
REesponse: +0K
Response Arg: core mail

D000 00 &0 08 82 o2 19 00 0a f4 32 b7 ©F 08 00 45 00 . ...e.s v2aan.E.

oOld 00 37 e85 fa 40 00 33 06 56 dd ca 6C 2Zc 98 0a df LT. 8.3, ve.l,...

0020 06 Of 00 Ge 06 bé ag af 68 9d Sc b8 ac 6 5018 ...fM... Mool P

o030 16 d0 ea bb 00 00 2b 4F 4b 20 B3 AT T2 &5 20 Ad A0 K <ore m

o040 &l 69 62 Od Oa ail.. )
[Fie: mal popd 7540 bytes DO.00:27  EEIEE

K 9-7

(@ mail popd — Ethereal
File Edit View Go Caplue  Anshee  Stalishics

_Jlﬂﬂ@ﬂ@ﬂﬂmﬁﬂaaaﬁwﬂ&@
ﬁl+ ] cki Expression._| Ciear] gt

Souce | i=stination |Frotocol — [inin

5 3 £0Z,. 108 99, 132 I, ZIF.9.17 FOF RESPUISE: FUFK COTE MaT ]
38 19. 4IIIE:F|L' 10. 214.6.15 L2002, 108 44,15 PR RECUEST : PASS TesTIng
3% 19.462518 202.108.44.152 10.214.6.15 FOP RESpONSa: 40K 1 massageds) [807 byte(s)]

F1 | =

B Internet Protocol, Src adde: 10.214.6.15 (10.214.6.15), Dst Addr: 202,108.44 152 (202.108.44.152)
version: 4
Header length: 20 bytes
B orifferentiated services Field: Ox00 {DpscP Ow00: pefault; ECn: Ox00)
0000 00.. = Differentiated Services Codepoint: pefault COxO00)
cese w.l. = ECH-Capa3dle Tramsport (ECT): ©
ma e 1|-|-|:' = ECH-CE: :'
Total Length: 54
tdentificarion: 0x2539 (95290
BFlags: 0xtd (Don't Fragment)
0... = peserved bit: Wot set
1.. = pon't fragment: Set
..0. = more fragments: Mot sat
Fragment offset: 0
Time to Tiwe: 128
Protocol: TCP (Ox08)
Header Checksum: Oscd9f (correct)
Source: 10, 214.6.15 (10.214.6.15)
pestination: 202.108.44,.152 (202.108.44.152)
BTransmission Control Protacol, Src Port: 1718 (17180, Dst Port: pop3 (1103, Seq: 20, ack: 77, Len: 14
Source port: 1718 (1718)
pestination port: popd 1100
Sequence fumber: 20 (relativa szaguence number])
[Mext sequence number: 34 {relative sequence number’]
acknowledgement number: 77 frelative ack number)
Header length: 20 bytes
BFlags: 0x00LE (PSH, ACK]
P ERGO00c congestion window Reduced (CwR): Wot set
SC ST T=TeTs ECH-Echo: HOT Set
| T Urgent: MOT set
. acknowledgment : set
qooo tnoc Push: Set
I RBSST: NIT Sat
A000 ook Syn: MOt Set
0 = Fin: NOt set
'rﬂnd-:rw' size 16484
Checksum: Oxebea (correct)
B [sEq/acK analysis)
[This 15 an ACK To Tae segment in Frame: 37]
[The RTT to ACK the sagment was: O.000305000 saconds]
B rast office protocol
B Pass testingyrin
REQUBEST: PASS
Request arg: testing

~ L [

L]

0000 OO0 U2 T4 32 by Tf O0 G0 OB 82 o2 19 08 00 45 00  ...Zece +onee. E.
o010 00 36 25 39 40 00 80 06 «<od 9F Oa d6 06 OF Ca 6c  LEEDEL.. ....... 1
0020 2c 98 06 he 00 6 9c b8 ac 9 ag af 68 ac 50 18 ,....M.. ....hoP
0030 40 64 eb ea 00 00 50 41 53 53 20 4 65 73 74 69 B, ... P2 EE te*sﬂ
poag B2 67 Od 0a ng..

[Fie: mal popd 7540 byles D000 27  GEEEDT

o =1

=]

K9-8
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(@ mail pop3 - Ethereal
File Edit View Go Capue  Anshoe  Statistics

FEE DR EEDEHE
Fll:l.l
Me. . IT'me |5|:u'ﬂ_- | Ds tination [
>0 LY. 4Ua 00 JURLE P I I T N ] el s L. 84 . Lo L) 'I'_ES'I:1I1I3 =
] N 3 ;& ey r] 4. 0. ¥ RESpONSEe: +0K
4EII 19- 4683188 10.214.5.15 202.108.44,.15: FORP REfUEST ! STAT /
H ] -
B internet Protocol, Src addre: 202.108.44.152 (202.108,24,152), Dst addr: 10,214.56.15 {10, 214.6.15) ~
version: 4
Header length: 20 bytes
B oifferentiated Services Field: Ox00 (DSCP O0wQ0: Default; Bon: Ox00)
0000 00.. = pifferentiated Services Codepoint: pefault COxO00)
cess .0, = ECH-Capa3sle Tramsport {ECTI: O
essr sss = ECHN-CE: O
Total Length: 72
rdentificarion: OxeBfb (596430
BFlags: Oxdd (Don't Fragment)
Q... = Reserved bit: Wot set
.1.. = pon't fragment: Set
.0, = more fragments: Mot sat
Fragment offset: 0
Time tao Tiwe: 51
Protocal: TCP {0xdg)
Header Checksum: 0x56Ch (correct’
Source: 202,.108.44.152 (202.108.44.152)
pestinatian: 10.214.6.15 (10.214.6.15)
BTransmission Control Protacol, Sre Port: pop3 (1100, bst Port: 1718 (1718}, seq: 77, ack: 34, Len: 32
Source port: pop3 (114]
pestination port: 1718 (1718)
sequence rnumber: 77 (relative sequence number)
[Mext sequence number: 109 {relative sequence number)]
acknowledgement number: 34 frelative ack number)
Header length: 20 bytes
B Flags: O0xO01L8 (PSH, ACK)
O... .... = congestion window Reduced (CWR): Not set
0., .... = ECHN=Echo: HOT set
el wu.. = UPQBAT: MOT 58T
condl Luo. = acknowledgment: set
sees l... = Push: Set
cevee 00, = RESBT: MNIT SET
caes ... = SyN: NOT Set
csss s+ = Fin: Not set
window size: 5840
Checksum: 0xa72f (correst)
B [seq/ack analysis]
[This 15 an AaCk To Tae segment in frame: 38]
[The RTT to ACK the segment was: 0.054232000 seconds]
B rost office Protocol
B +ok 1 messagets) [BO? byte(si]wrswn
REsponse: +0K
Response arg: 1 messages) [807 byteds)] Wi
o000 OO0 &0 08 82 &2 10 00 0a 4 32 b7 £F 02 00 45 00 . 2....E. &
o010 00 48 e8 fh 40 00 33 06 56 cb ca 6C 2Zc OB Oa df LHo.BL3L vl T,
o020 05 Of 00 6e 06 b6 aB af 68 ac 9C bs ad 04 50 18 enaleass MowaudP.
0030 16 odbd a7 2 00 00 2b 4F 4b 20 31 20 6d &5 73 73 LFo .40 K 1 mess =
Eﬁg 5& Qf Qi :.:E ?3| 20 20 ib 38 30 37 20 62 79 74 43 agegsj [ 807 byte P
[Fie: mal pop3 7540 bytes 00.00:27 [P &0 8aM 0

(@ mail pop3 - Ethereal
Fle Edi View Go Capue Andhoe Statistcs

Fikte:

2) ||x|@5|@¢|»|m e
[

40 19.463168 10,.214.5.15 202,.108.44.15;¢ 5
41 1%.511%20 202.108.44.152 10.214.6.15 Response: +0K 1 BO7
AT 16 ETEMA 1A A & 18 T ANE AA 18T =] Deciast s | TET

F1 | =

@ Ethernet I, Src: 00:60:08:82:d2:19, Dst: 00:Da:f4:32:b7:FF
B Iinternet Protocol, Src addr: 10.214.6.15 (10.214.6.15), DSt Addr: 202.108.44.152 (202.108.44.152)
version: 4
Header Tength: 20 bytes
B oifferentiated Services Field: 0x00 (DSCP Ox00: Dpefault; ECM: Ox00)
0000 0b.. = pifferentiared services Codepoint: pefaulrt (Ox00)
casr 2.0, = ECM-Capanle Transport {(ECT): O
. L0 = ECH-CE: D
Tnta'l Lengr.h 46
Identification: 0x253a (95300
B Flags: Oxtd4 (Don't Fragment)
O... = Reserved bit: wotr set
i T pon't fragment: set
S More fragments: Wot set
Fragment offset: 0
Time to Tiwe: 128
Frotocal: TCR {0md6)
Header checksum: Owxcdat (correct)
Source: 10,214,6,15 (10,214,4,15)
Destination: 202.108.44.152 (202.108.44.152)
BTransmission Control Protacol, Src Port: 1718 (171B), Dst Port: pop3 (110}, Seq: 34, ack: 108, Len: &
Source port: 1718 (1718)
pestipation port: pop3 (1100
sequence rumber: 34 {relative sequence number)
[next sequence number: 40 (relative sequence numberl]
Acknowl edgement  number: 109 (relative ack number)
Header length: 20 bytes
B Flags: 0x0018 (PSH, ACK)
Oeve wees = Congestion window Reduced (CwWR): NOT set
B T ECM-Echo: Mot set
& UFgEI‘I‘t: ot s8t
Acknowledgment : Set
Push: set
RESET: NIt set
Syn: Not set
sexr e = Fin: MWOT 58T
window size: 16452
Checksum: 0xd38% (correct)
B [seqs/ack analysis]
[Thi= 92 an ACK to tqa segment in frame: 39]
[The RTT to ack the segment was: 0. 000650000 seconds]
B rPost Office Protocol
B STATW N
REQUesT | STAT

~ L I

L-|

[
[ T B T |

0000 00 02 £4 32 BY £Ff 00 60 OB 32 d2 19 08 00 45 00 SoOr-oo0 ) Doooorc E.
oolo 00 2e 25 3a 40 00 B0 06 od ad Qa df 06 OF ca &C . ] 1
0020 2c 98 06 bo 00 6& 9C b ad 04 ad af 68 cc 50 18 peanafles +anallP.
0030 40 44 B3 B9 00 00 53 34 41 54 Od Oa Bhc. . ST AT..

=1

|

[Fie: mal popd 7540 bytes DO.00:27  GEEEED

9-10
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CP/IP iR N %

(@ mail pop3 - Ethereal
File Edit View Go Caplue  Anshoe  Statistics

FEE DR EEDEHE
Fll:l.l
Mo . | Time | Sonses | Ds tination [
40 1%. 463268 10.214.5.13 202.108.44,15:2 POP REGUEST : STAT =
J02,.108.44,.15.2 10, M4.6.15 Response: +0K 1 BO7F
AT G BETEM O A A & 18 T IR A4 1 ET = =] Zormiact s | TET f
- ' -
B internet Protocol, Src adde: 202, 108,484,152 (202.108,£4,152), Dst addr: 10, 214.56.15 {10, 214.6.15) ~
version: 4
Header length: 20 bytes
B oifferentiated Services Field: Ox00 (DSCP O0wQ0: Default; Bon: Ox00)
0000 00.. = pifferentiated Services Codepoint: pefault COxO00)
cess .0, = ECH-Capa3sle Tramsport {ECTI: O
esss sss = ECMN-CE; O
Total Length: 51
tdentificarion: OxeBfc (596440
BFlags: Oxdd (Don‘t Fragment)
Q... = Reserved bit: Wot set
.1.. = pon't fragment: Set
.. 0. = more fragments: Mot sat
Fragment offset: 0
Time tao Tiwe: 51
Protocal: TCP {0xdg)
Header Cchecksum: 0=56df (correctl
Source: 202,.108.44.152 (202.108.44.152)
pestinatian: 10.214.6.15 (10.214.6.15)
B Transmission control Protacol, Src Port: pop3 (1100, Dst Port: 1718 (1718), seq: 109, ack: 40, Len: 11
Source port: pop3s (114]
pestination port: 1718 (17180
sequence rumber: 109 {relative sequence number)
[Mext seqguence number: 120 {relative sequence number)]
acknowl edgement numbear: 40 frelative ack number)
Header length: 20 bytes
B Flags: O0xO0L8 (PSH, ACK)
O... .... = congestion window Reduced (CWR): Not set
0., .... = ECHN=Echo: HOT set
cele wu.. = UPQBAT: MOT 58T
cendl Lio. = acknowledgment: set
sees l... = Push: Set
cevwe 00, = RESBT: MNIT SET
caes ... = SyN: NOT Set
csss s+ = Fin: Not set
window size: 5840
Checksum: Ox0ddE (correct)
B [seq/ack analysis]
[Thiz 15 an aCk To Tae segment in Frame: 40]
[The RTT to ACK the segment was: 0.04E8352000 seconds]
B roszt office protocol
B +aK 1 807y\n
REsponse: +0K
Response arg: 1 807 ¥
o000 00 &0 08 82 &2 10 00 0a 4 32 b7 £F 02 00 45 00 . 2....E. i
o010 00 33 es fc 40 00 33 06 56 of ca 6c 2o 9B Oa db L3..8030 vl
o020 05 Of 00 6e 06 b6 aB af 68 < 9C b8 ad Oa 50 18 P | T (.
0030 16 dd Od d8 00 00 2b 47 4b 20 31 20 38 30 37 0d .. ....40 K 1 B0F. ||
0oa0 Da . Fi
[Fie: mal popa 7540 bytes DO.00:27 [P eaD8aM 0

(@ mail pop3 - Ethereal
Fle Edi View Go Capue Andhoe Statistcs

2) ||x|@5|@¢|»|m R
[

Filte:
Mo. | Time | Senses | Ds tination

41 1%.5115%20 202.108.44.152 10, 214.6.15 POP RESpDnSE +0K 1 BO7
42 10, 578210 10.234.56.15 202.108.44.15:

~ L I

AZ M &TES1 T AT AND Add T ET A 1A & 18 (gl Mirmemmme s anke 1 G577

F1 ] =

@ Ethernet I, Src: 00:60:08:82:d2:19, Dst: O00:Da:f4:32:b7:FF
B Iinternet Protocol, Src addr: 10.214.6.15 (10.214.6.15), DSt Addr: 202.108.44.152 (202.108.44.152)
version: 4
Header Tength: 20 bytes
B oifferentiated Services Field: Ox00 (DSCP O0x00: Dpefault; ECM: Ox00)
0000 0b.. = pifferentiared services Codepoint: pefaulrt (Ox00)
casr 2.0, = ECM-Capanle Transport {(ECT): O
. L0 = ECH-CE: D
Tnta'l Lengr.h 46
Identification: 0x253b (95310
B Flags: Oxtd (Don't Fragment]
O... = eeserved bit: wotr set
i T pon't fragment: set
8 More fragments: Wot set
Fragment offset: 0
Time to Tiwe: 128
Frotocal: TCR 0md6)
Header checksum: Oxcda® (correct)
Source: 10,214,6.15 (10,214,4,15)
Destination: 202.108.44.152 (202.108.44.152)
BTransmission Control Protacol, Src Port: 1718 (171B), Dst Port: pop3 (110}, Seq: 40, ack: 120, Len: &
Source port: 1718 (1718)
pestiparion port: pop3 (1100
Sequence rumber: 40 {relative sequence number)
[next sequence number: 45 (relative sequence numberl]
Acknowl edgement  number: 120 (relative ack number)
Header length: 20 bytes
B Flags: 0x0018 (PSH, ACK)
Oeve wees. = CoOngestion window Reduced (CwWR): NOT setr
B T, ECM-Echo: Mot set
& UFgEI‘I‘t: ot s8t
Acknowledgment : Set
Push: set
RESET: MIt set
5w SyT: Not set
H000 oo Fin: MOT set
window size: 16441
Checksum: Ox588Be (correct)
B [seqs/ack analysis]
[Thi= 92 an ACK to tqa segment in Fframe: 41]
[The RTT to ack the sagment was: 0. 066699000 saconds]
B rPost Office Protocol
B LISTWrn
REequest: LIST

L-|

=
I 0nmenan

0000 00 02 £4 32 BY £Ff 00 60 OB 32 d2 19 08 00 45 00 SoOr-oo0 ) Doooorc E.
oolo 00 2e 25 3b 40 00 B0 06 od a5 Oa df 06 OF ca &C . 1
0020 2c 98 06 bo 00 6& 9C b ad Qa ad af 68 dF 50 18 peanafles sanallP.
0030 40 39 58 He 00 00 4c 49 53 54 Od Oa o . LT ST..

o =1

|

[Fie: mal popd 7540 bytes D000 27 t GEEEDD

9-12
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@ mail popd — Ethereal

File Edt Yew Go Cophue  Anabee  Shahizhcs  Help

o) =R x [ 2] R «|»|=[F][2] Q@] #mE|

Filter #dc Expression .| Clear] apon|
Mo, . JTnu Iﬁmnx [Duﬂhdnn [kand hdu
42 l? S?E 19 10, 214.6.15% 202.108.44,152 POP RequestT: LIST
202 .10 152 10.214.6.15 Responsa: 40K 1 807
f e T A RN A & AKE ST A S Ad A ET e | £
= I -
BInternet Protocal, src addr: 202.108.44.152 (202.105.44.152), Dst addr: 10.204.6.15 (10.214.6.15) K

varsion: 4
Heacer length: 20 bytes
B oifferentiated Services Field: Ox00 (DSCP Ox00: Default; ECH: O0x00)
0300 00.. = Differentiated Services Codepoint: Default (0x00)
«+ 0 = ECN-Capable Transport (ECT): Q

....... 0 = ECHN=CE: 0

Total Length: &1

Idertification: Oxe8fd (59645)

B Flags: Oxdd (Don't Fragment)

0... = Resarved bit: Mot set
.1.. = pon't fragment: set
.0, = More ‘Fr'agments: MOT FET

Fragment offset: 0

Time to Tiwe: 51

Protocol: TCP (Ox0a)

Heaner checksum: Ox56004 Conreect)

Source: 202.108.44.152 (202.108.44.152)

pestinatiom: 10.214.6.15 (10.214.6.15)

BTransmission Control Protocol, Src Port: pop3 (1103, ©st Port: 1718 (17187, Seq: 120, ack: 45, Len: 21
Source port: pop3 {1100
pestination port: 1718 (1718)

Seguence number: 120 (relative seguence number)
[Mext seqguence number: 141 (relative sequence number)]
ackrow] edgement pAumber: 46 frelative ack number’)

Heacer length: 20 bytes
B Flacs: 0x0018 (PSH, ACK)
CI RS = =ragers = Congestion window Reduced (CwR): MOLU set
L0, ... = ECN-Echao: Mot set
ey e e = |]I"‘|3F'HT! NOT sSet
.l ... = Acknowledgment: Set
.. 1... = Push: sat
. «@., = REset: NOL set
.0 = SyRi NOT Set
....... 0 = Fin: Not set
wincow size: 5840
Checksum: 0x7805 (correctl
B [seEc/Aack analysis])
[Thi=s 49z an ACK to the segment im frame: 42]
[The RTT tao ACK the segment was: 0,047593000 seconds]
B pPost OFfice protocol
B +oK 1 8074\
RESpONSE: +0K
REsponse Arg: 1 807

1 BC7NFYM
Wy I/
o000 OO0 &0 08 B2 d2 19 O0 0a 4 322 b7 £+ 08 OO0 45 00 e e
o0lo 00 3d e8 fd 40 00 33 06 56 dd ca Sc 2c ©8 0a dé .=, 8, 3, V..1,...
0020 06 OF Q0 & 06 bE a8 af 68 dF %9C be ad 10 50 13 e I ETE AT [} Ry epapags F.
0030 16 o0 78 0% 00 00 2b 4F 4b 20 31 20 38 30 37 O0d ceXa . kD KL BOT,
o040 Da 31 20 38 30 37 Od 0a 2e od Da .1 BOTF. Fi

File: mal pop 7540 byles 00-00-27 2| P B9 D 63 M- 0

RETR & W HEFrh i EE ) — F a2 . EMNEHEZEEBIFR NS, BELHHE S
BT . a2 AT 25 . Hﬁ%%%r“ﬁﬁﬁfm;\th?k.ﬂEP@%E@HJ\H’JtﬂTﬂaféfﬁﬁtﬂzﬂ wAF
s (8] L B A2F 32 R0 4 L 3k S (7 B G F A MRSk BB AR MR AR =3k 2 05 AR B = MR AR 1E S

X B RETR 1 £ &F S —HHEA, aniE 9-14 fs.

IR % 25l n; RETR K CIRERS R OK, W& 9-15 Fris .

A IR 55 % 1) 26 7 o A% i 2008 . an 181 9-16 ffr s .

& P s B B E iR SR AT TCP #3A . an &l 9-17 Fs .

i 55 i i 4k SE AL S B dls . vT LAE B S 05 BAZ X S5 R A L IR 55 4% i R 3K — PSS IR A CF
YEF 5 46 duph 2 s P 2E W EE RS o 7)) Fl—A4> CRLF X (753 & 0DOA) . EAi]
B HES I F 5 CRLEF-CRLF, @& 9-18 ffs .

% P v H DELE iy 4 J& ok M B 48 2 9l . an &1 9-19 Jirs .

EE . DELE N 44 2 2 4 8R4 E M R 4790 . R A A AT QUIT 425 .44+ &
FOOE M,

IR %5 25 1 h; DELE ig:R JREE A OK L, @nE 9-20 s .

P QUIT 45 s k45 i 5 POP3 IR #s 9 43i& . tn & 9-21 iR,

Ml 55 #8332 % P m iy QUIT 44 . ik Bl — M5 B RS OKL & 9-22 frs .

Z 3t TCP4 WiE T, W4 POP3 &4, A 9-23~ & 9-26 iR .

117
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CP/IP iR N4

@ mail popd — Ethereal

Fie Edt Yew Go Coptue Anahee  Sthatishice:  Help

o) =@ x @[] @«|»|w[F| 2] @laja] #n]HE

Filter: /| #cdc Evpression..| Clear] pon|

No.  [Time [ Source | Destinaton [Prctocct | it

43 19.625812  202.108.44,152 10.214.6.15% Response: +0K 1 807
44 19, 030378 10, 2148.6.15 202.108,44.152 LETR

BFrama 44 (62 bytes on wire, 62 byrtes captursed)
B Ethernet IT, Src: O00:60:08:82:d2:1%, D=t: 00:0a:f4:32:b7:ffF

version: 4
Heacer length: 20 bytes
B pifferentiated services Field: Ox00 (DsCP Ox00: Default; BECW: Ox00)
Qo000 00,., = pifferentiated Services Codepoint: Default COx00)
wiean «.0, = ECHN=Capable Transport (ECT): O
L0 = ECH-CE: O
T|:|1:a'l Length 45
tdertificarion: 0x253<¢ (9532]
B Flags: 0x04 (Don't Fragment)
0... = Reserved bit: Mot set
.1.. = pon't fragment: Set
0. o= More fragments: Mot set
Fraomemt offset: O
Time To Tive: 128
ProTocal: TCP COxO67
Heacer checksum: Oxcdaz {correct)
Source: 10.214.6.15 (10.214.6.15)
pestipation: 202.108.44.152 (202.108.44.152)

Source port: 1718 (1718)
pestination port: pops (1100

Seguence number: 46 (relative sequence number’
[Mext seguence number : 54 {relative sequence number’]
Ackrow] edgement number: 141 (relative ack number)

Heacer lehgth: 20 bytes
B Flacs: 0x0018 (PSH, ACK)

Q... = Congestion window Reduced (CwR): Mot set
1 = ECnN-Echo: Wot set
0. ... = Urgent. WOT Set
o1 Lo = Acknowledgment : Set
siss dews = Pushi Set
= . 0., = RESET: NOT SET
siaa «a 00 = Syni MOt set

L0 = Fin: nNot set
'-.n“incm-ur s‘]ze 16420
Checksum: 0x315h (Correct)
B [sec/ack analysis]
[This is an ACK to the segment in frame: 43]
[The RTT To ACK The sagmant wats: 0.00M788000 soconds]
Braost office protocal
B RETR 1%n
Raguest: RETR
Raguest arg: 1

B Internet Protocol, Src Addr: 10.214.6.15 [10.214.6.15), Dst Addr; 202.108.44,152 (202.108.44.152)

B Tranzmission Control Protocol, Src Port: 1718 (17180, Dst Port: pop3 (1100, Seq: 46, ack: 141, Len: 8

0000 OO0 Qa T4 32 b7 T 00 60 OB 82 d2 19 08 OQ 45 00 sesdass  ssssssbs
0oLl 00 30 25 3c 40 00 80 06 cd a2 0a dé 06 OF ca 6c .036:@... ....... 1
0020 2c 98 06 kS 00 S8 Oc BB ad 10 a8 af &8 ec 50 18 h F.
0030 40 24 31 5b 00 00 52 45 54 52 20 31 Od Qa 951[ I!E TR 1.

=

=]

File: mail popd 7540 byles O0-00:27

(@ mail popd — Ethereal

File  Edit View Go Caphue Anshee  Sialistics  Help

B @ xS Qe 0 F 2 Qe #DEX 3

med /| AddExpeession | Ces] Aock]

Ne.  |Time | Searce | Destination |Fretocal— [inia =
45 19. 6793501 £02,.108.44.152 10. 214.68.13 QP -'-‘-EFJ:In:'-E: +OK 807 E
AR 10 RANSA? 207 1NA 44 157 1N 214 /A 15 ore canT Annarinn £
|| T
- L - e
@ Ethernet I, Src: 00:0a:fe:32:07:FF, Dst: 00:60:0B:82: dl" 19 4
B internet Protocol, Src Addr: 202.108.44.152 (202.108.4£4.152), Dst Addr: 10.214.6.15 {10.214.6.15)
version: 4
Header length:
8 oifferentiated s-ervice* Field: Ox00 (0SCP 0x00: pefault; ECM: Ox00)
Q000 00.. = pifferentiated services Codepoint: pefault (0x00)
cees .0, = ECH-Capasle Transport (ECTI: O
0 = ECMN-CE: 2
Tnta'l Lehgr.h* 56
Identification: OxeBfe (596440
EFlags: 0x04 (Don’t Fragment)
O... = keserved bit: Mot set
1l.. = pon't fragment: set
..0. = more fragments: Kot set
Fragment offset: 0
Time o Tiwe: 51
Protocal: TCP {Oxd&)
Header checksum: 0x56d8 (correct)
Source: 202.108.44.152 (202.108.44.,152)
pestination: 10.214.6.15 (10.214.6.15)
B Transmission Control Protacol, Src Port: pop3 (1100, Dst port: 1718 (1718), Seq: 141, ack: 54, Len: 16
Source port: popd (1107
pestination port: 1718 (17180
Sequence rumber: 141 {relative seguence number])
[Mext sequence number: 157 frelative sequence number)]
Acknowl edgement numbar: 54 (relative ack number)
Header length: 20 bytes
IEIF1ags' 0x00L8 (PSH, ACK)
5 v. = Congestion window Reduced (Cwi): nNoOT set
.0.. veva = ECH-Echo: HOL set
.00 ..., = Urgent: not set
ceedl 4ee. = Acknowledgment: Set
cexx 1... = Push: ser
caes 0. = RESET: NIt sET
sese s = SyN: NOL SET
.0 = Fin: NoT set
'ﬁhndl:mr size: SB40
Checksum: Oxe36b (correct)
B [sEq/ack analysis]
[Thi= 15 an ACK to Tie segment in Frame: 44]
[The RTT to &k the segment was: 0. (MBS23000 seconds]
B Post Office Protocol
B +0K BOT OCTETSYIY
REspOnse: +0K
Response Arg: B07 octets [/
0000 00 @80 08 82 d2 19 00 0a f4 32 B7 £F 08 00 45 00 .. ..... - ¥
oeld A0 38 =8 fe 40 00 33 06 56 dO ca 6c 2o 90 Oa df L 0.8 3. vl ...
o020 06 Of 00 6a 06 bE aB af &8 ec Gc b3 ad 18 50 18 ...n. Frowuw. P.
0030 15 dd e3 6b 00 00 2b 4F  4b 20 38 30 37 20 oF a3 So0L .+|:| K BOT ocC ||
o040 74 55 T4 3 0d Oa Tets. . F,
Fﬁ:: mal popd 7540 bytes 000027 3P B30: B3 M: 0

9-15
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F£ 9= POP3 FSMT

@ mail popd — Ethereal

Wew  Go Caprare  Analvie  Statistics Help

2| R «[= [=|F &g QQ|a| ¥ hHE X B
ﬁwu:l /| #od Expression. . Dhulﬂuh
Wa. . Tima Sourca |Dul'r.:1iun Protocal infa L
T3 19.6/9900 J07.108.43,. 157 10.13.6. 19 =a] Fezpon=e: +0K 807 OCLEels
46 19, 6B0O5SE2 202,108.44,152 Continuation =
47 18, AROG? T 0.4 . A/.165 A02.10/.44 . 152 1R » nnn? Tark] Ser=54 ack=053 win |f
| I =
@B Internset Protocol, Src Adde: 202.108.44.152 (202.108.44.152), Dpst addr: 10.214.6.15 (10.214.6.15) =
B Transmission Control Protocol, Src Port: pops: (1103, DSt Port: 1718 (1718), Seq: 157, Ack: 54, Len: 306
Source port: pop3 (110)
pestination port: 1718 (1718)
seguence number; 157 (relative seguence number’)
[Next seguence number: 963 (relative seguence number]
Acknowledgement number: 54 (relative ack number)
Header length: 20 bytes
@ Flags: O0=001l8 (PSH, ACK)
window siza: 5340
Checksum: 0x1518 (correct)
B raost office Protocol
£
Q030 s id %
0040 75 28
0030 36 2g
OG0 e 0a 35
0070 £l 33 Fir
OOB0 60 74 50
0090 20 51 4a
0al 42 65 65
Gobd am bc 63
OCh 3b 20 3 67
Q0dd 30 E 2b
0ed 30 72
QOFQ ae 36
000 33 52
0110 68
0120 73
0130 1]
0140 3B =
01350 &f
060 o 20 66
0170 32 El]
lea ko 3 74
0190 EE] 6d
ad 41 32 5 Aug 2
0ibo 20 3iB 6:20 +08
01 .cd 65 67 ..HESE&E
01d0 30 i
0l ed 34
01f0 69 x B2.mail.
(3200 L 7 3 13 : Fi
hnmn).ansbw i EeD-ERMED
-

Kl 9-16

{# mail pop3 — Ethereal

File Edit ‘iew Go Csplue  Anshoe  Sististics  Help

g T
AR E R E R R ERE R R EEESE
Filier: -’l.ﬁd:I Enpression | I:lv:-:rl ﬂuupi)l
No. . IT'me |Scm:e |D!u'm|i|:r. |P‘rd|:u:nl Ilnln
LBE0627  10.°14.5,15 202.108,44.15; 1718 = pop3
48 10, 720628 202.108.44,152 10, 214.6.15 PP Continuation
49 1%, 737308  10.214.5.15 202.108,.44,15: POR REequesT: DELE 1 i
L-I e I -’J
EFrame 47 (54 bytes on wirz, 54 bytes captured)
@ Ethernet II, Sr<: 00:60:08:82:d2:19, Dst: 00:Qa:f4:32:07:FF
B internet Protocol, Src addr: 10.214.6.15 (10.214.6.15), Dst Addr: 202.108.44.152 (202.108.44.152)
version: 4
Header length: 20 bytes
B pifferentiated services Fleld: Ox00 (DSCP 0x00: Dpefault; ECH: Ox00)
0000 00.. = pifferentiated services codepoint: pefaulr (oxo0)
cess «.0. = ECH-Capaale Transport (ECT): O
cees aeald = ECM=CE: 2
Total Length: 40
Icentification: Ox253d (9533)
B Flags: O0x04 (Don’t Fragment)
0... = Resarved bit: wor set
1., = pon't fragment: Sat
-0, = More Tragments: Not set
Fragment offser: 0
Time to liwe: 128
Protocol: TCP (0x06)
Header checksum: Oxcda® (correctl
source: 10,214.6.15 (10.214.46.15)
Destination: 202.108.44.152 (202.108.44.152)
B Transmission Control Protocol, Src Port: 1718 (1718), Dst Port: pop3 {1103, Seq: 54, ack: 943, Len: O
Source port: 1718 (171E)
cestination port: pop3 (1107
sequence rumber: 54 (relative seguence number)
Acknowl edgemant number: 963 (relative ack number)
Header length: 20 bytas
B Flags: 0x0010 (ACK)
O... +v.. = Congestion window Reduced (CwR): Not set
0., = ECM=EchO: WOT Set
.00 Lo = UPgent: Mot sat
..l ..., = Acknowledgment: Set
seee @... = Push: MOt set
ceas 0. = RESET: MIL s8T
cess .0, = Syn: NOL sET
sees s+ = Fin: Not set
window s1ze: 13398
Chacksum: 0x0536 (correct)
B [SEq/aCK analysis]
[Thi= 1z an AaCk To T1e segment in Frame: 48]
[The rRTT to ack the sagment was: O.000045000 seconds]
o000 00 0z 4 32 bBY FF 00 A0 08 82 dZ 19 08 00 45 00 o000 oooooc E.
o010 00 28 25 3d 40 00 80 06 od a9 0a dé 06 OF ca Bc i =
0020 2c 98 06 b5 00 62 9cC b8 ad 18 as af &2 22 50 10 P M L
o030 3Ic es 05 36 00 00 SO - P
/
|Fi=' mal popd T540 bytes 00:0027 P B0 BAM: 0
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CP/IP LR ND TR

(& mail pop3 — Ethereal

l_-'ula Edl E’uw En Eaptl.u ﬁndyzs Statistics ﬂulp
@) B|E) x RS @ «|»|0|F & QS 40| X ©

Filker: fI.r-‘n.d:I E#mssinn...l Clear| Appls
Mo, . ITirr-a |5-;lurl:a |D53t'nalinn |F"n:|l;cll:ad Info
i) K

3 I9. 679701 UL IUB. 88,152 I T4, 6. 13 FOF HESpONGE: FOK oU7
46 19, 680582 202,108,44.152 10.214.6.15 POP continuation
47 18.680627  10.214.5.15 202.108.44.15: TCP 1718 > pop3 [AcK]
48 . F29628 202.108B.44,.152 10.214.6.15 . continuation
49 1%, 737308 10.214.5.15 202.108.44.15: POP Reguest: DELE 1 !
M ' -~

Frame 48 (60 bytes on wire, 60 bytes captured)
B ethernet II, src: 00:0a:F4:32:b7:fF, Dst: 00:60:08:82:d2:19
@ Internet Protocal, Src Addr: 202.108.44.152 (202.108.£4.152), Dst Addr: 10.214.6.15% (10,214
E Transmission Control Protocol, Src Port: pop3 (110), Dst Port: 1718 (1718), Seq: 963, ack:
Source port: pop3 (1107
pestinarion port: 1718 (1718)

Sequance number: 963 {relative sequence number)
[Next seguence number: 998 (relative sequence nunber)]
acknow]edgement number: 54 frelative ack numhber)

Header length: 20 bytes
EFlags: 0x0018 (PSH, ACK)
wWindow size: 5840
Checksum: Oxe&azf (caorrect)
B Post office pProtocol

0000 00 60 08 82 d2 19 00 Da f4 32 b7 ff 08 00 45 00 . ...... .2....E.
0010 00 2d e9 00 40 00 33 06 56 el ca 6C 2¢ 98 0a dé6 .-..@.3. v..1,...
0020 06 of 00 62 06 b6 b8 ad 18 50 18  ...n.... 1"....P.
0030 16 do es 2f 00 00 00 .../ .

[Data (data). & bytes [P-630:39M: 0

(@ mail pop3 — Ethereal

Fie Edl Yiew Go Capue dnshee  Statistics  Help |

b R x |®|8| @« 0|F 2| QAR ¥ D)|HE X B

Fiter | /| & Enpression | Clesr] o0k

10.214.5.15 st: DELE 1
50 19, 787577 202.108.44,152 10.214.6.15 ROP Response; +0K care mail

Fi
=) ) =

B Internet Frotocol, sSrc addr: 10,214.6.15 €10.214.6.15), Dst addr: 202.108.44.152 (202.108.44.152)
varsion: 4
Header Jemgth: 20 bytes
Boifferantiated service: rField: 0x00 (DsCP 0x00: pefault; ECM: 0x00)
0000 00.. = Differentiated sServices Codepoint: Default (0x000
se:: «.0. = ECN-Capanle Transport (ECT): O
cran wa.0 = ECN-CED O
Tatal Length: 48
Identificarion: 0x253& (05340
BFlags: 0x4 (Don"tT Fragment)
0... = Reserved bit: Mot set
.1.. = pon't fragment: Set
..0. = More fragments: NOT set
Fragment offser: O
Time ta Tiwe: 126
Protocal: TCP (Ox06D
Header checksum: Oxcdald (Correct)
Source: 10.214.6.15 (10.214.6.15)
pastination: 202.108.44.152 (202.108.44.152)
B Transmission Control Protocol, Src Port: 1718 (17180, Dst Port: pops (1100, Seq: 54, Ack: 968, Len: B
Source port: 1718 (1718)
pestination port: popd (1100
seguence rumber: 54 frelative sequence number]
[Mext sequence number: &2 (relative sequence number)]
Acknowl edgement number : 958 {relative ack number)
Header length: Z0 bytes
BFlags: 0x0013 [PSH, ACK)
congestion window Reduced (CwR): Mot set
ECH-Echo: Mot set
Urgent: WMot Set
acknow]adgment : set
Push: set
Reset: MIt set
SYM: HNOT Set
cves -..0 = Fin: NOT set
window size: 15503
Checksum: 0x4760 (correct)
B [sEq/ack analysis]
[This 45 an ACK to the segment in frame: 48]
[Tha RTT to ACK the segment was: 0.007680000 seconds]
Hrozt office protocol
B DELE 1%r™wm
Request: DELE
Reguest arg: 1

0000 00 Qa T4 32 b7 £ 00 60 03 32 d2 19 08 00 45 00 ...2... ...... E.
QOL0 00 30 25 3e 40 00 80 08 cd al O0a df 26 Of ca dc  O0%B... ....... 1
<
0d

L

[}
mwn

. e
T |

= )

Qo200 £c 08 0% bo Q0 So 9C bE ad 16 ad af £f 3018 .....M0 ... 1P
QO30 3c 89 47 a0 00 00 44 45 40 45 20 31 0a <.G..DE LE 1..

|

[File: mail pop3 7540 bytes 00:00:27 P esD:ea MO
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£ 9% POP3 F1SMT

@ mail pop3 — Ethereal

File  Edit ‘iewm Go Caphue Anshge  Sististics Help

o) | x [@|o] § @[+ 22| QlQ|a) DX b
Fim:l J"I.E.ctl Ewpeession I Ehlr] ﬁu:pbl
Ne.  |Time | Searce | Destination |Pretocal [inia s
4% 1%, 737308 10.214.5.15 202.108.44,15; POP Request: DELE 1 =]
30 19, 7 202,108, 44,152 10, Z14, 8,15 RESpONSe: +0K Core ma /
= I ~
B Internet Protocal, Src addr: 202.108.44.15%2 (202.108.£4.152), Dst addr: 10.214.6.15 ¢10.214.6.15) X
varsion: 4
Header length: 20 bytas
B oifferentiated services Field: O=00 {pscP Ox00: pefault; Ecn: Ox00)
0000 00.. = Differentiated Services Codepoint: Default (Ox00)
ceee a. . = ECH-Capasle Transport (BSTI: O
caas waal = ECHN-CE:D O
Total Length: 55
Identification: Oxe®0l (59649)
B Flags: 0x04 (Don't Fragment)
O... = reserved bit: Mot set
l.. = pon't fragment: Set
.. 0. = Mora fr‘aqmentsr MOT S&at
Fragment offser: @
Time to Tive: 51
Protocol: TCP (0x063
Header checksum: 0x355d6 (correctl
Source: 202,.10B.44.152 (202.108.44.152)
pestination: 10.214.6.15 ¢10.214.6.15)
B Transmission Control Protacol, Sre Port: pop3 (1100, bst Port: 1718 (1718), Seq: 963, Ack: 62, Len: 15
Source port: pop3 {114)
bestination port: 1718 (1718}
cequence number: 968 (relative saguence number)
[Mext sequence number: 933 (relative sequence runber’]
Acknowledgement number: 62 (relative ack number)
Header length: 20 bytes
B Flags: Ox00LE (PSH, ALCK)
O..0 oo = Congestion window Reduced (CwR): WOt set
., .... = ECM-Echo: WOt set
L0 ... = UPQERNT D WOT S8T
..l ... = Aacknowledgment: set
csss less = Push: Set
cees 2., = RESET: WOT sET
saas o aa e = SyTII NOT 58T
tess we0 = Fin: MOt set
window size: 5840
Chacksum: 0xe707 (correct)
B [sEq/aCK analysis)
[This is an ACK To the segment in frame: 49]
[The RTT To ACKE tThe segment was: 0.050262000 seconds]
B rost office protocol
B +0k core mailsryn
Response: +0K
REsponse Arg: Core malil W
o000 00 60 08 52 o2 1% 00 0a T4 32 bY T 08 00 45 00 S OOoooD ¢ 2....E. [y
0010 00 37 e9 01 40 00 33 06 56 od§ ca 6C 2< 98 Qa dS R - N TRV A
Qo020 05 Of 00 Sz 06 bE aB af &< 27 Oc bE ad 20 50 18 ceslMeaes 1"ca. P.
0030 A6 dd e7 OF 00 00 2b 4F 4b 20 &3 &F 72 &5 20 &d e eae-+D K CoOre m |
0040 81 69 Gc Od Da ail.. F,
IFI:: mal popd 7540 byles 00.00: 27 [F B30: 53 M. 0

@ mail pop3 — Ethereal
File  Edit ‘iewm Go Caphue Anshge  Sististics Help

B @ xS Qe 0F 2 QAQa #DEX 3

med /| AddExpeossion | Clea] Ank]
Ne.  |Time | Searce | Destination |Pretocal [inia

Jl 19, /Eg4L 0 10, 14,6, 10 a2ld L0, 44,1 53¢ ReEQUEsT : QUIT

-~ L L

52 19.837323 202.108.44.152 10, 214.6.15 POP rRESpONse: +0k core mail
= I -

B Frama 51 (60 bytes on wira, 60 bytes captured)
B Ethernet II, src: D0:60:08:82:d2:19, pst: 00:0a:fd4:32:b7:FF
B internet Protocol, Src addr: 10.214.6.15% (10.214.6.15), Dst addr: 202.108.44.1%2 (202.108.44.152)
version: 4
Header length: 20 bytes
B pitferantiated services Field: O0x00 {(DpsCP Ox00: Default; BCM: Ox00)
Q000 00,. = pifferentiated Services Codepoint: Default (O=x000
ceee 2.0 = ECH=Capaale Transport (ECT): O
cess w..0 = ECHN-CE: O
Total Length: 46
Tdentificarion: 0x253F (95350
B rFlags: O0x0d (Don't Fragment]
0... = reserved bit: MOT set
1.. = pon't fragment: Set
.00 = more Fragments: MOT St
Fragment offset: 0
Time to Tiwe: 128
Protocal: TCP COx06)
Header checksum: dxcdal (correct)
Source: 10.214.6.15 (10.214.6.15)
pestination: 202.108.44.152 (202.108.44,152)
B Transmission Ccontrol protacol, Sre Port: 1718 (17180, Dst Port: pop3 (110}, sSeq: 462, ack: 983, Len: &
Source port: 1718 (1718)
pestination port: pop3d (1100
sequence number: §2 (relativae saquence number)
[Mext seguence number: &8 {relative sequence number’]
Acknowledgement number: 983 trelative ack number)
Header length: 20 bytas
HrFlags: 0x00l& (PSH, ACK)
Oeee wee. = Congestion window Reduced (CwWR): Not set
0., .... = ECM-Echo: WOt set
qalis aane UrgenT: MOT Ser
«o.l ooo. = Acknowledgment: set
0000 = Hoc Push: Set
daoo olthe RESET: NIT saT
Hooo oolE Symn: MOT S8t
P Fin: Mot set
window size: 15578
Checksum: 0x5deéc (correct)
B [seq/ack analysis]
[This is an ACK to tae segment in frame: 50]
[The RTT To ACK tThe segment was: O.000848000 seconds]
B Past office protocol
B QuIThyrn

2|

=l

0000 00 0a T4 32 by T 00 A0 OF 82 d2 19 08 00 45 00 SoO-Eo0 ) Doooorc E.
o010 00 2e 25 3T 40 00 80 06 od al Ca df 056 OF ca 6C S v -
0020 2o 98 05 bS 00 Sc 9c bB ad 20 a8 af &< 36 50 18 ,....n.. . ..T6P.
0030 3c da 5d 6c 00 00 51 35 49 54 0Od Qa < J1. QU IT..

=]

IFI:: mal popd 7540 bytes 00.0027 E[F:WU:WH: ]
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CP/IP iR N4

@ mail pop3 — Ethereal
File  Edit ‘Viewm Go Caphue Anshee  Sislistics Help

B @ xS Qe 0F 2 QAQR #DEX B

™ T

Ne.  |Time | Searce | Destination |Fretocal— [inia
51 159, 788425 10.£14.2.15% 202.108.44,.15: POP rRequest @ QUIT
3¢ 10, H37323 £02.108.44.152 10.214.6.15 RESDOMNSE:

= I ~

B Internet Protocal, Src addr: 202.108.44.15%2 (202.108.£4.152), Dst addr: 10.214.6.15 ¢10.214.6.15)

varsion: 4
Header length: 20 bytas
B oifferentiated services Field: Ox00 {pscP Ox00: pefault; Ecn: Ox00)
0000 00.. = Differentiated Services Codepoint: Default (Ox00)
caee a.B. = ECH-Capasle Transport (BCTI: O
caas waal = ECHN-CE:D O
Total Length: 55
Identification: Oxe®02 (596500
B Flags: 0x04 (Don't Fragment)
O... = reserved bit: Mot set
l.. = pon't fragment: Set
.0, = Mora fr‘aqmentsr MOT Sat
Fragment offser: @
Time to T1ive: 51
Protocol: TCP {0x063
Header checksum: 0x356dT (correctl
Source: 202.10B.44.152 (202.108.44.152)
pestination: 10.214.6.15 ¢10.214.6.15)
B Transmission Control Protacol, Sre Port: pop3 (1100, bst Port: 1718 (1718), Seq: 933, ack: 68, Len: 15
Source port: pop3 {114)
Lestination port: 1718 (1718}
cequence number: 983 (relative saguence number)
[Mext sequence number: 998 (relative sequence runber’]
Acknowledgement number: &8 (relative ack number)
Header length: 20 bytes
B Flags: Ox00LE (PSH, ALCK)
O..c ove. = Congestion window Reduced (CwR): WOt set
., .... = ECM-EchD: WOt set
a0 ae.. = UPQERnT D WOT S8T
..l ... = Aacknowledgment: set
csss lsss = Push: Set
cees 0., = RESET: WIT sET
caas aa e = SyTII NOT 58T
tess «.0 = Fin: MOt set
window size: 5840
Chacksum: Oxesf:z (correct)
B [sEq/aCK analysis)
[This is an ACK To the segment in frame: 51]
[The RTT To ACK tThe segment was: 0. MES9E000 seconds]
B rost office protocol
B +0k core mailsryn
Response: +0K
REsponse Arg: Core malil

o000 00 60 08 52 o2 1% 00 0a T4 32 bY T 08 00 45 00 S OOoooD ¢ 2....E.

0010 00 37 e9 02 40 00 33 06 56 o5 <a 6C 2< 98 Qa d§ R - T TR Y A

Qo020 05 Of 00 Sz 06 bE aB af &< 35 Oc bE ad 26 50 18 eeeMeaas 16...4P.

0030 A6 did ed F2 00 00 2b 4F 4b 20 &3 &F 72 &5 20 &d e eae-+D K CoOre m

0040 81 69 AGc Od Da ail..

~ L L

Ll

s =

=11

IFiIu: mal popd 7540 bytes 0000027

HF:BED:EBH:U

@ mail pop3 — Ethereal
File  Edit ‘Viewm Go Caphue Anshee  Sislistics Help

B @ xS Qe 0F 2 QAQR #DEX B

™ T

Ne.  |Time | Searce | Destination |Fretocal— [inia
3T LT f 24 W RS s s ke o e LU 9, Lo W] o rREHUESL . FRLE 1
50 19.787FY £202.108.44.152 10, 214.45.15 POP REsSpOnse: +0K Core mail
51 1%, 7EB4Z25 10.214.45.15 202.108.44,152 PP REqUest : QUIT
52 1%, 837323 10.214.6.15 FOR Response: +0K core mail

202.108.44.152

. 537196

2004, 108.44,715:

54 1%,8389351

ACKE | Seqs=h0s

10,214.6.15 TCP pop3 » 1718 [FIN, ACK] Seqe=998 ack=568 win=58

55 159.83%9017 10.214.45.15 202.108.44.152 TCP 1718 » pop? [ACK] seq=69 Ack=000 win=15863 L

56 19, 884742  202,108.44,152 10, 214,58,15 TP pop3 = 1718 [ACK] Seg=999 ack=60 win=5&40 Le

F | =
S ATTOTT TS 1 OUoLLTT, =L LS I | [R— N R N QR g N R g L A S L g Sy Y ‘L:l.:.:.“.ﬁuul n e LD . LTS LOWD . IV S LT

version: 4
Header length: 20 bytes

B oifferentiated Services Field: Ox00 {(pSCP O0x00: pefault; ECN: Ox00)

Qooo 0o..
[P « ECM-Capabdle Tranmsport (ECTI: O
SI=I=I=R=l=1= ECM-CE: O

Total Length: 40

tdentificarion: Ox2540 (95360

B Flags: 0x04 (Don"t Fragment])

0... = peserved bit: Mot set
1.. = pon't fragment: set
.0, = More fragments: Mot set

Fragment offset: 0

Time tao 1dwe: 128

Protocal: TCP {0x06)

Header checksum: Oxcdaé (correct)

Source: 10,214.6.15 (10.214.5.157

pestination: 202.108.44.152 (202.108.44.152)

pifferantiared sServices Codepoint: pefault (0x00)

B Transmission Control Protacol, sSrc Port: 1718 (1718), Dst Port: pop3 {110), sSeq: &8, ack: 998, Len:

Source port: 1718 ({1718)
pestination port: pop3 1100
Sequence rumber: &8 (relative saguence number)
Acknowledgement number: 998 trelative ack number)
Header length: 20 bytas

HrFlags: 0x0o0ll {FIN, ACK)

0. .. . = Congestion window Reduced (CwWR): WOt set
.. ... = ECM-Echo: WOt set

cale wuw. = UPQERT @ NOT S8t

el L... = Acknowledgment: Set

sase @ion = Push: Mot set

eaes o0, = RESETI NIT SaT

cess wallh = Syn: WOt set

[ Fin: set
window size: 15563
chacksum: 0x0527 (correct)
B [SEQ/aCK analysis]
[This is an ACK to the segment in frame: 521
[The RTT To ACkK tThe sagment was: 0.000273000 seconds]

i}

0000 OO0 Oa T4 32 b7 TT 00 60
0010 00 28 25 40 40 00 80 0§

08 82 o2 19 08 a0 45 0d A
cod a6 0a dé 06 OF ca &¢ . (oG,

0030 3c cb 05 27 00 00 <i s

o0 2c 98 05 bS 00 Sc Oc bB ad 26 a8 af &< 45 50 11 pre=afle

- & TEP.

L]

L

L]

s =

=]

|Filu: mal popd 7540 bytes 00.00027

HF:BEU:EBH:U
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# mail pop3d — Ethereal

File Edit View Go Caplue  Anshge  Shatistics

=) Hﬂwﬂ@ﬂﬁm$MQ
I

Fikter:

| Ds tination -
T BT CAECEE At P e e FLF RENUESL: DELE T
0 15 FaTIFT 202 108.44.15: 10, 214.5.15 POP REspOnse: +0k core mail
51 1%, 788425 10.214.5.15 202.108.44.15; POP Requast: QUIT
1%, 837323 202.108.44.152 10, 214.6.15 ROP Response: +0K core mail
16, 537596 10 714.5.15 202,108, 44,158 1718 > pop3 [FIN, ACK] Seqe=58 Ack=008 wWin=15
54 15, H3HG51 . 108.44.152 10.214.6.15 TP pop3 > 1718 [FIN, ACK] Seqe=808 Ack=58 Win=553N|
55 19.839017 10.21&.5.15 202.108.44.15; TCP 1718 » pop3 [Ack] Seq=6% ack=9%% win=l13963 L
56 10.884742  202.108.44.152 10.214.6.15 TCP popd > 1718 [ACK] Seq=000 Ack=280 Win=3840 Lei|,
“ aaaaaaa i l-’ll
EELITET TREL 1L, 3. W Ud.Ts .38 .17 .TT, L. U0 W0, O, LWL 1 I

B internet protocal, sre addr: 202.108.44.152 (202.108.44.152), Dst addr: 10.214.6.15 ¢10.214.6.15)
version: 4
Header length: 20 bytes
Hroifferentiated services rField: 0x00 {pscP 0x00: pefault; ECn: 0x00)

Q000 00.. = pifferentiated Services Codepoint: pDefault (0x00)
cees .8, = ECW-Capadle Transport (ECTI: O
sans waa = ECN-CED O

Total Length: 40
Identification: Oxeb03 (59451)
EFlags: 0x04 (DoOn"t Fragment)
O... = reserved bit: mot set
.1.. = pon't fragment: set
.0, = More Tragments: WOT set
Fragment offser: @
Time to 1dwe: 51
Protocol: TCP {Ox063
Header checksum: 0x55e3 (Correct)
Source: 202.108.44.152 (202.108.44.152)
Destination: 10.214.6.15 (10.214.6.15)
B Transmission Control Protacol, Src Port: pop3 (1100, bst POFT: 1718 (17181, Seq: 998, ack: &8, Len: O
source port: pop3 {1107
pestination port: 1718 (1718)
Sequence rumber: 908 (relative sequence number)
Acknowl edgement number: &8 (relative ack number)
Header length: 20 bytes
B Flags: 0x0011 (FIN, ACK)
Ouvre wven cCongestion window Reduced (CwR): NOT setT
S0 S eTeReTs ECH-Echao: MOt set
[P P Urgent: Not set
Acknowledgment : Set
Push: mot set
REsel: NIt sat
A« B Syn: WNot set
fooo oooes Fin: set
window zize: 5840
Checksum: Ox2b22 (correct)
B [SEQ ACK analysis]

[
[ IO T I I I I |

[The rRTT To Aack the segment was: 10@7FO45665.191214000 seconds] 7
D000 00 60 0B B2 02 15 U0 02 T4 32 D7 TT 06 OO0 45 00 .+ eessss s2.20.E Y
0010 00 28 e% 03 40 00 33 06 56 @3 ca 6C 2C ¥B Oa dé . (..@.3. v..T,...
20 05 0f 00 Ge 06 b aB af 6c 45 9 b8 ad 26 50 11 weefoe.. TE...4P.
po30 6 di 2h 22 00 60 00 00 00 00 60 00 L Ll
K
[Fie: mal pop3 7540 bytes D000 27 (Faapeam o

@ mail popd — Ethereal
File Edit View Go Caplue  Anshge  Shatistics

_J@ﬂﬁ@ﬂ@ﬂﬂmﬁﬂaaaﬂwﬁﬂﬁ
med /| AddExpeession | Cies] Anch]

Mo..  |Time [ Souce | =stination |Frotocal — [inia -
51 19, /ogy L0, 214.9.19 JUL IUE. AT, L3 FOF FEqUESL: GuLT
52 19.837323 202.108.44.152 10, 214.6.15 POP Response: +0K core mail
53 19.837806  10.214.5.15 202.108.44, 158 TCR 1718 » pop3 [FIN, ACK] Seq=68 Ack=908 win=15
54 1%,838951 202.108. 44 152 10, 214.6.15 TCP pop3 = 1718 [FIN, .RCK] ‘:'.EE:]-'B'BB A-CIC-E-E w‘in-ﬁﬁ-
55 10, B30017 0.214.5.15 202.108.44.15; = 1718 > pop3 [ACK] 2 L
56 19.884742 202.108.44.152 10.214.6.15 TCP pop3 = 1718 [AcCk] Seq-%'a .du:k 59 H'ln-SE'-dD LEI -
57 20.00008% Cisco_f4a:23:df Spanning-tree-CFor-br ETﬂ Conf. RoOT = 32768 00:0a:f4:32:h4:0a Cost = /
L T T T e X R T T W LA B A A/ WA & TIEE PR R S . T ¥ 10 Pl on il o pm e s A VTE M

I'-l iid I —

&

B Internet Protocal, Src adde: 10.214.6.15 (10.214.6.15), DSt Addr: 202.108.44.152 (202.108.44.152)
version: 4
Header length: 20 bytes
Beifferentiated Services Field: Ox00 (BSCP O0x00: pefault: ECSN: Ox000

Q000 00.. = Differentiated sServices Codepoint: pefault (0x00)
cese 2.0, = ECH-Capaale Transport (ECT): O
5 L0 = ECH-CE: 2

Tu:uta'l Lengr.h 40
Identificarion: 0x2541 (9537}
B Flags: 0x04 (Don't Fragment)

Q... = peserved bit: noT set
1., = pon't fragment: sat
..0. = more fragments: Mot set

Fragment offset: 0
Time to Tive: 128
Protocal: TCP (0x06)
Header checksum: Oxcda® (correct)
Source: 10,214.6.15 (10,214,.46.157
pestipation: 202.108.44.152 (202.108.44.152)
BTransmission control Protacol, Src Port: 1718 (A718), Dst Port: pop3 {110), Seq: 69, aAck: 999, Len: O
SOUFCE port: 1718 (1718)
pestinartion port: pop3 (1100
sequence number: 6% (relativa zaguence number)
Acknowl edgement number: 999 (relative ack number)
Header length: 20 bytas
BFlags: 0x0010 ACkK)
O... .... = Congestion window Reduced (CWR): Kot set
SLC ST Teyers ECH=EcCho: WOT set
Qalio aa e Urgent: Mot set
ca:l ... = Acknowledgment: set
R N Push: Mot set
qaoo altbe RESET: NIT SaT
P « B Syn: Mot set
9000 oo Fin: Mot set
window size: 13563
Checksum: 0x0526 (correst)
B [SEQ/aCK analysis]
[This is an aCk To The segment in Frame: 54]

[The rRTT To AcCk the segment was: 0. 000065000 seconds] 7
DOO0 00 Oa T4 32 D7 TT OO 60 OB 82 U2 15 OF 00 45 00 see2aes seees Es Y
DOL0 00 28 25 41 40 00 BO 06 od a5 Oa d6 06 OF ca 6 L(WAG... ....... 1
o020 2c 98 06 b 00 6¢ Oc b8 ad 27 aB af 6c 46 50 10 [ | R 1 e
pO30  Ic ch 0§ 26 00 OO . & .
K
[Fie: mal pop3 7540 bytes DO.00:27 [Fepeamo
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CP/IP thilUiR NS #7

@ mail pop3 — Ethereal

File  Edit ‘iew Go Caphue Anshge  Sististics  Help

BB x |3 @« » 0 F & QQE #DHEX 8
Fim:l -I"I.ﬁ.ctIEnplnsmn Il:hulﬁ;mbl
Ne..  |Time | Seusce | Dstination |Pretocal — Jinio -
3T I%. ;8020 I0.218.9.19 M 1 A T e T FoF BEqQUESL . QOLT
52 19.837323 202. :LCIH ﬂ-'.‘l 152 10, 214.6.15 POP RESpOnsa: +0K core mail
53 19,.837596 10.214.9.15% 202.108.44,15: TCP 1718 » pop3 [FIn, ack] Seq=58 ack =098 win=15
54 1%,838051 202 _:LCIEI 44 152 10, 214.4.15 TR pop3 » 1718 [FIN, ACK] Seq=298 Ack=53 win=58-
55 1.83%017 10.214.5.15 202.108.44.15; TCP 1718 = pnp3 [ack] SE-q 6'3.3 Ak =309 wWin= :LS 63 L.
e  o02,108.44.152 b, £14, & C 3 > 1718 [ack] I8 Ack =54 =
57 20000669 Cisco_f4:23:dF spanning-tree-_For-br STP CI:-nf Rn-:n: = szraa,-fol:u:u.a:fa:az:bama c|:|51: =1z
=) - J -
B Internet Protocal, Src Addre: 202.108.44,152 (202.108.44.152), Dst Addr: 10,214.6.15 (10.214.6.15) —
version: 4
Header length: 20 bytes
B rifferentiated Services Fleld: Ox00 (DSCP O0x00: Dpefault; BCM: Ox000
o000 00.. = pifferentiared services Codepoint: pefault (0x007
LI = ECHM-Capadle Transport (ECTI: O
5 l:l = ECM=-CE: 2
Tu:uta'l Length 40
Identificarion: Oxedod (506520
B Flags: 0xQ4 (Don't Fragment)
0... = resarved bit: Mot set
1., = pon't fragment: sat
.0, = mMore fragments: MOt set
Fragment offset: 0
Time to 1dwe: 51
Protocal: TCP (0x06)
Header checksum: 0x56el (correct)
Source: 202,.108.44.152 (202.108.44,152)
pestimarion: 10.214.6.15 (10.214.6.15)
B Transmission control Protocol, Src Port: pop3 (1100, st Port: 1718 (1718), sSeq: 999, ack: &9, Len: O
Source port: pop3d (1107
pestinarion port: 1718 (1718
Sequence rumber: G940 (relative seguence number)
Acknowledgement number: &9 frelative ack number)
Header length: 20 bytas
B Flags: 0x0010 (ack)
O... .... = congestion window Reduced (CwR): Not set
0., ... = ECHM=Echo: WOt set
a0 we. = UPQeRT: MOt S8t
cesdl 4ov. = Acknowledgment: Set
«« Q... = Push: Nut SET
. «0.. = RESET: MIT sat
L. = Syn: Nut set
0 = Fin: Mot set
w'lndtrw 512e 5840
Checksum: 0x2b21 (correst)
B [SEQ/aCK analysis]
[This is an aCk To Te segment in Frame: 53]
[The rRTT Tto Aack the segment was: O.7L456000 seconds] 7
oo00 00 60 08 82 o2 1% 00 0a T4 32 bY TT 08 00 45 00 ST e (=
0010 00 28 e9 04 40 00 33 06 56 82 ca 6C 2C 98 Oa d§ P - B TR A I
0020 06 OF 00 62 06 be aB af 6C 46 9C b8 ad 27 50 10 eeelee.. IF... P.
0030 16 dd 2b 21 00 00 00 00 OO0 00 00 00 Sk sHeS00 oooc
K
IFh: mal popd 7540 bytes 0000027 P B8 BAM. 0

9.2 SMTP [hiX

AR 1 HE A B A 2 SMTP il 4 & 2% — 3l 4 ik, B 3 P 69 HE 4 Hb ik 2
zhangsan(@domainl. edu. cn, &% 3| lisi@domain2. edu. cn, AF 4 iX EH HE4F & Jc il iF SMTP
R 2 3% B A< Hb MR 2R AR 55 %% mail. domainl. edu. cn. A< # B4 AR 55 %% mail. domainl. edu. ¢cn
F 45 W21 39 WA T a8 AR B hE lisi@ domain2. edu. en [8] DNS #r f] 3 domain2. edu. ¢n
b MX i 5% ok 315 1% B 1 HE A IR 55 g% b sk, SR J5 . mail. domainl. edu. cn # mail.
domain2. edu. cn Z [H]#3 TCP ##% .8 &f SMTP Wi & i . X FF . 50 5 1 1 BB A & 35 T
BT WAL 38 3 78 IR A B 7E mail. domain2. edu. cn HFH &5 P #2457,

M T AR AL AR AT AR B L SMTP T.AEA MR GO . — 2 R4 & P L&
R B 55 A s —RMNE RS EER P 0 — DRSS . SO RFC821 MLE T % Ur i) fr
AT

SMTP A4 1g 2K /M) b 1. A2 A L NVT ASCIT 45, 3 LL CR 1 LF £545 9.
e AL 38 — A~ R R PR AR 1 = A8 F A8 . SMTP 78 TCP WY 25 5 3 Wy i 825 0K .

& 9-27 2 SMTP 138 {5 15 Al 7R 2 &

ME 9-27 1] LA F| SMTP ﬁw{fﬁipﬁ SMTP it SMTP Z [8] i 2 3 J2& 5 & i%
SMTP i) SMTP g4 Fl4Z U SMTP K5t 89 0 2 K 58 i) . SMTP Pl & — i 2 #8 23
1R (5] — 4~ f 205 7 25 Y B — DR B R A A E & R IS — B O 2 B R R A il



FL9Z POP3 F1SMT

FAP IS &R 4 ARG

1 ESMTP He 2 SMTP

ok 5 LR, —Si 52 24 i MR A2 7 A1) FHAZ FF 5, B A A L 225 10 B 0, 0 R 45 H
HAFHE T — L shiE.
SMTP W22 e85 an k.

211
214
220
221
250
251
304
421
450
451
501
002
003
004
200
ool
0203
004

A GRS 8l AR G 1 By e i

15 B

< domain=> g 55 % 24
<Zdomain= filg 55 % 4]

BLOR A MR A A 58 Y

H P AEA L, B 5% & Is] <forward-path ™
UG MRS A LS. 745 IR
<“domain=> fllg 55 K L 45 . XM 1& fi {5 18
2R W 35 A € B RS AN T
T EOR W PRAE s B R

Z RO AR iR

fi 2> AN A 52 B

T 1R 1 2 P 9]

filt 2> Z BN ] 52

EEOR Y R A R AR R 52 Wi, AR AN TT A
P AEARH 15221 <forward-path >
R F8 25 A 7T H 2K B9 #8R4E R AT
AR R

SMTP HEARMmSEUE 9-2 .

#£9-2 SMIPEAGSE

PN i

ey | BT R Ry R TR % PR G 5 R B B IR P L OK B IR A C i
B 45 P A o R T L T LA A £ I AR A B B X
S Tt % 26 1 4, 22 6 T R S 4 M b G [ 0 44 B HE ) 22t 9 25 1 2 O 35 2%

Voaqy | SR SN oy (REE P 0 R K% A2 7 0 kR WX O e T 2 7 1)

0. XA 2T A A R b X, ST B HEF SO &

mail from.

125



126

CP/IP iR N %

gk

PN #i

XA A RO T W NI BB . A 2 AW BT o 2 O iz A > . I R REfE W
— AN WS BT MR 55 48 A ) B 5% X A M bk A9 BB . B 25T 550 SR AURS 38 0 A AT T .

RCPT
N 2R e 55 4 1) T2 e e B B R ok B A SRR OIT AR 19 B A9 M G2 55 a9 ) il T — > i
F5 e o
WePF 7 8% fn 4 Z 05 19 BOE A O &% 0 BodlE . BOHE #0n A BOHE 22 v X AR DL — AT

DATA f::_(,RLF,}.i_(.-RLFTf}[‘I’]ﬁanﬁijﬁﬁu 2L AT X Wy W) B R o 7 B R 22 np X P 00 &L
Pfeik AL RFEE T Z WX, MR fFRESZ W RIE OK

VRFY | I FUESs € m /P /BpFE & & A7

EXPN | SGE 25 € M BRFE 9 & & BAFAE 3 T B 56 91 26 L 3 g 2%

HELP | & i % 28 235t s

NOOP | XA 2 A WAL A 250, SR BWGI R E OK, 2520 28 b X 0 B0

SMTP R # W T 7 12 OK, 2R J5 Fr e 4% fan s e e 31 X A4~ 2 FF B2 OK di L, W7 A%

UIT
? T B P R BSR4 R OK 255 Tl R 2 o 7 2

XA~ 2 FH R 38 S E 5 AL A AT A Z2 o DX WP N B & 5 R B0 A 1% 58 19 B

RSET - o
AR W U B - SO0 23T [F] 2 OK

B WR R AR B i LR ARS8 S A JLIR SMTP &k .45 T ok / SMTP &3 2
ey #2257 1Y
(1) #37 TCP ##,
(2) & P ik EHLO an 2 Uil 2N 8 B, R 5 % P im & % MAIL 454
Mk 55 #5 v LA OK AE w7 . R ME S I EHLO 4 Z Ja - #E&H B TR 42 )7 *ﬂipé
MAIL 54 . MAIL ap 2 il A £ . EA MWD ZSECFROM . " Al—A~ WL 7 W 4F #o bk . o
5 SMTP AR 55 12 )7 68 08 B ) Hb fi A e 7 WP 2 b bk 093 Ll 5 B R R B DL 250 JF 3k a9 (8] 0 H
By A5 PR Az 2% [a] 36 7 354 2% iy o] iz 7 B
(1) & P& % RCPT a4 . AR LIZ L FHR A A9 3+ R 22U, AT LA £ 4~ RCPT 17,
1R 55 % s 2 [ i 107 3R 7 A2 15 TR B O W N A2 IR
(2) MRS IE MR a4 DATA Ki%,
(3) DL "RoRG /K ANE I AR E N .
(4) R &%k . H QUIT a4 iR H .
FHi#AH-—4 SMTP #3214 .
P i AR 55 % vl i TCP =R AB Fatvr TCP #4221 9-28 Fi s IR 55 #8114 25,
1 55 i Yim 3K W NE 5 S R 220, RN MR 55 AR E A 4 L an [ 9-29 Fo .
% P ik EHLO 4 . s JF i SMTP 230 . an & 9-30 Fros .
EE. EHLO #4 2% & SMTP /ﬁ-/\;c v}réﬁ ANrd, X% SMTP RE& ¥ RHUEP
3% vA EHLO 44~ 46 SMTP 43 . m R A8 % 69 HELO 44, 4o RIR & % & 4, 7R3
BE HIAR B, R R EFHAER A K, BAFAT EHLO ¢4 . B4 @EF44 %
— & 44T A2 HELO 3% EHLO,
R 45 2% v iR [8] SMTP B [ o W &% R 250, FTm il R @& T BRIk 55 236 B & i 45 .
& 9-31 AT,
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£ 9% POP3 F1SMT

@ mail smtp - Ethereal

Edit Wiew Go Caplure Analpee  Stalistics  Help

FEFE PR EEEERRELREER
Fitec

/| Add Expression.. | Clear| Appl|

Mao. . ITimE ISm.ma Il:lladinam IF"qund Ilrfa i
ES R AR L H_ T &7 _Fr.lulllllllg BT == LT T EIT =TT L=LEL I LR =2~ ") CAERS AR A AL A
2 1.8505 C | Seg=0 Ack=0 Win=1]
31.941179 202.108.44.206 10.214.6.15 TCP smtp > 1686 [SvN, ACK] Seqg=0 Ack=1 '[_
4 1.5841253 10.214.5.15 202.108.44., 206 TCP 1686 > smip [ACK] Seg=1 Ack=1 wWin=1
5 Z2.001032 202.108.44. 206 10.214.6.15 SMTP ReEsponse: 220 Coremail sMTPAnt sSp
6 2007909 Cisco_f4:23:df spanning-tree-(for-br sTP conf. Root = 32768/00:0a:F4:32:h4:0
7 2.048157 10.214.5.15 202,108, 44, 206 SMTP Command: EHLO DEMO
B 2.099303 d02.10H.44. 2086 10.414.2.1% TCP smtp = 1686 [ACK] Seqe=57 Ack=12 Wwin
9 2.106550 202.108.44. 206 10.214.6.15% SMTP Response: 250-1%2.168B.1.206
10 2.108183 10.214.5.15 202.108.44, 206 SMTP conmand: AUTH LOGIN
11 2.184778 202.108.44. 206 10.214.6.15 EMTP Response: 334 wenlcmShhwus
12 2.165087 10.214.5.15 202,108, 44, 206 SMTP Message Bochy 7|
I“-I daddadd l "’
B Transmizsion Control Protacal, Sre Port: 1686 (1686), DSt POFT! smtp (2503, Seq: O, ack: O, Len: O iy

Source port: 1686 (1636)
Destination port: smtp (250

Sequence number: 0 (relative sequence number’)
Header Tlength: 23 bytaes
B Flags: 0x000Z2 (SYN)
0... .... = Congestion window Reduced (CwR): Not set
.0 = ECN-Echo: WOT set

.0 =

Urgent: Wot set
Acknow]edgment : NOT Set

Lo
nunn

=l Fush: Mot set
S 1+ Reset: NOL set
vee .1, = Syn: Set
e 0 = Fin: MOT set

window size: 16384
Checksum: Oxch43 (correct)
Boptions: (8 hytes)
Maximum segment size: 1460 bytes

MNOP

MOP

sack permitted I
Q000 00 0a T4 22 bY fFf 00 e0 08 52 d2 19 08 00 45 l:ll.:.llu.“...z... e E. [§
0010 00 30 24 13 40 00 B0 06 ce 95 0a d6 06 OF ca 6  .08.8... ....... i
Q020 2c ce 06 96 00 19 99 a6 of &6 00 00 00 Q0 TC’! faes s s s L‘F....p'
0030 40 00 cb 43 00 00 02 04 05 b4 Ol 01 04 02 @il il

|/

[FLags lico fags). 1 bite JF 43D 43M-0

@ mail smtp - Ethereal

File Edit View Go Caphwe Anshee  Sialistics  Help

B BA x &S R «|=]©|F 2 QAR #mh|HEX

Fiker: u‘i.ﬁuzl:l EHmB:sinn..J I]aatl Appla

No.  |Time [Source | Dsstination [Frotocal  [inio

2 1.B90572 10.214.5.15 202.108.44 . 206 TCP 1686 > smtp [SvN] Seq=0 Ack=0 win=16384 Len=
3 1.541179 202.108.44. 206 10, 214.6.15 TCP smtp = 1686 [3vN, ack] Seq=0 ack=l win=I840 |
4 1.241253 10.214.5.15 202,108, 44, 206 TP 1685 » smrp [ACk] Seq=1l Ack=1 L=t
] - 202.108,44,. 206 10, 214.68.15 i 220 Coremali | SMTELAN Spam) Syst F i

BFrame 5 (110 bytes on wire, 110 bytes captured)
E Ethernet II, Src: 00:0a:F4:32:07:FF, Dst: 00:580:08:82:d2:19
B Internet Protocal, Src addr: 202.108.44,206 (202.108.44.2068), Dst Addr: 10.214.6.15 €10.214,.6.15)
version: 4
Header length: 20 bytes
B oifferantiated services Field: 0x00 {pscPp O0x00: pefault; ECN: Ox00)

000d 0b,. = pifferentdiated sServices Codepoint: Default (Ox000
ceee 2.0, = ECH=Capaale Transport (ECT): O
cass aa.0 = ECN-CE: O

Total Length: 96
Identification: 0x3552 (13655)
HFlags: ox4 (Don't Fragment])
O... = Resarved bit: Mot set
.l.. = bon't fragment: Set
..U, = More fragments: NOT Ser
rragment offset: O
Time to liwe: 51
Protocal: TCP COx063
Header checksum: 0x0al? (correct]
Source: 202,108.44.206 (202.108.44.208)
Destination: 10.214.6.15 (10.214.6.15])
B Transmission Ccontrol Protocol, Src Port: smTp (250, DST PorT: 1686 (16860, Seq: 1, ack: 1, Len: 56
SOource port: smtp (250
Destination port: 1684 (1468460

Sequence number: 1 (relative sequence number)
[next seguence number: §57 (relative sequence numbear’]
Acknowledgement number: 1 {relative ack number)

Header length: 20 bytes
B Flags: OxO0018 (PSH, ACK)

Oeve saea = COngestion window reduced (CwR): NOL set
00 wuwe = ECHM-Echo: Mot set

ca e ae.. = UrgQent: MOT Set

cead L.o. = Acknowledgment: Set

. 1... = Push: set

sess o« = RESET: NOT SET

eaes walde = SyTNI MNOT SET

cess «a:0 = Fin: MOt set

window size: 5840
Checksum: Ox4ad4% (correct)
B simple mail Transfer Protacol

REspoOnse code: 220
Response parameter: Coremall sMTPCant] spam) Systom (163com[20030606]0

0030
000
0050
ooe0

dd 4a 49 00

[ Faan Mo
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CP/IP tHhBUR NS

@ mail smtp Ethereal

_ﬁa Eﬁt "._-"lal.-.l Ei:- E-EIl:I:I..I'EI Anahee E_lEliﬂin:s ﬂah:l

slal x @2 R «[»|»[F 2| alalal » DX g
Fiker: u"IAd:I Euplnﬂnn..l I]ua'l Appt
No..  |Time [source [Frotocal [ inio -
e e v ¥ CE S BCR L =y T = e TR TNy s T e L s By Wl e .
command: EHLO DEMO
B 2.099303 202.108.44, 206 TCP smtp > 1686 [ACk] Seq=57 ack=12 win=5840 Len
g 2.10855%0 202.108.44, 206 10, 214.6.15 EMTR response: 250-102,168.1. 206 /
H ' =
B internet Protocal, src Aadde: 10.214.6.15 (10.214.6.15), DSt Addr: 202,.108.44.206 (202.108.44.204) —
version: 4
Header length: 20 bytes
B rifferentiated services Fleld: Ox00 (DSCP 0x00: pefault; ECM: Ox00)
0000 00.. = pifferentiated services codepoint: pefault (0x00D)
cees +.0. = ECH-Capasle Transport (ECT): O
ceer we.d = ECM=CE: 0
Total Length: 51
Identification: Ox2415 (9237)
EFlags: OxQ4 (Don"t Fragment)
0... = resarved bit: wmot set
1., = pon't fragment: set
-.0. = More fragments: Mot set
Fragment offset: 0
Time to Tive: 128
Protocol: Top {OwdE)
Header checksum: Oxce90 (correct]
source: 10,214.6.15 (10.214.46.15)
Destination: 202.108.44.206 (202.108.44.206)
B Transmission Control Protacol, Src Port: 1686 (1686), Dst Port: smitp (25%), Seq: 1, ack: 57, Len: 11
SOUFcE port: 1686 (1686
pestination port: smtp (25)
Sequence rumber: 1 {relative sequence number)
[Mext sequence number: 12 (relative sequence number]
Ack nowl edgement  number: 57 {relative ack number)
Header length: 20 bytes
B Flags: Ox001l& (PSH, ACK)
Ouve wuea = Congestion window rReduced (CwR): NOT satr
0., .... = ECN-Echo: Hot set
eslle weve = Urgent: NOt set
ceedl o... = Acknowledgment: Set
sesw lo.. = Push: set
cees D0 = RESETI HOT set
ceer w20, = Syn: Not set
sens waa0 = FiNi mNOT SBT
window size: 16504
Checksum: Ox0859% (correct)
B [SEQ/ACK analysis]
[This 15 an ACkE to tae segment in frame: 5]
[The RTT to aCkK the segment was: 0.7125000 seconds]
B simple Mai1 Transfter Protocol
B Command: EHLO DEMO W
Command: EHLO
Reqguest parameter: DIMO ¥,
oood 00 Qa T4 32 b T 00 60 08 32 dd 19 05 00 45 00 o oot aao0E i
o0l 90 33 24 135 40 00 80 06 <e 90 Q3 do 06 OF Ca ocC s 3% s veasnia
0020 2c ce 06 96 00 10 99 26 of 67 20 09 Fe dd4 50 18 noonoooc .= P
0030 40 78 08 59 00 00 45 48 4¢ 4T 20 44 45 4d 4F 0d Bx.v..EH LO DEMO. |
o0a0  Qa £ i
[Fie: mal smip S6E2 bytes 00 0020 JFerano
K 9-30
Fie Edt View Go Coplure  Anshee  Stalishics  Help I
—
Al x @8]’ «[»] ©[F[2] Aa|al DX 8
Filter: ."lﬁujd Exprozsion | I.'.barlﬁ.mt..'l
MNo.  |Time [Source [ Destination [Putocl [ Irio u
: 250-192.168.1. 206
A% T A AP 6T 45 N4d4d I 40 el e T T I B N T AT B EAFTEE O ST RE
= I -
cee: ».0. = ECN-Capanle Transport (ECT): Q %
. wo o = ECH=CE: 0

Total Lengch: 143
Identification: Ox3564 (13668)
BFlags: 0x04 (OOR'T Fragment)
O... = REeserved bit: not set
.1.. = pon't fragment: sat
..U, = More fragments: NoOt set
Fragment offset: o0
Time to ldwve: 51
Protocol: TCP (Ox06)
Header checksum: O0x0986 (correct)
Source: 202.108.44.206 (202.108.44.2067
pestinatiom: 10.214.6.15% (10.214.6.15)
B Transmission Control Protocol, Sre POFT: smtp (250, Dst Port: 1686 (l686), Seq: 57, Ack: 12, Len: 103
SOUrCe port: sSmtp 250
Destination port: 1686 (16867

Sequence number: 57 (relative sequence number)
[MexT sequence number: 160 {relative seguence number)]
acknow]edgement number: 12 {relative ack number)

Header length: 20 bytes
BFlags: O0x0018 (PSH, ACK)
Ouve ww.n = Congestion window Recuced (CwR): HOT set
0. ... = ECH-Echo: Hot set

esls oo = Urgent: WOt set
eeel ove. = Acknowledgment: Set
A . FPush: set

000 c=ae RESET: NDT SET

e | N Syn:i NOT Set
sess «..0 = Fin: NoT ser
window size: S840
Checksum: Ox9dle (correct)
B simpla mail Transfer Protocol
Bresponse: 250-102.168.1. 206%FYN
Response code: 250
RESPONSE parameter: 192.16B.1. 208
B response: ZSQ—PIPELINING\_I‘\H
rResponse code: 250
RESPONSE parameter: PIPELINING
B response: 250-AUTH LOGIM PLAIN HTLMY NN
response code: 250
RESpONse parameter: AUTH LOGTH PLATM MTLM
B rResponse: 250-AUTH=LOGIN FLALN WTLMY W
rResponse cade: 250
RESPONSe parameter: AUTH=LOGIN PLAIN NTLM
B RrResponse: 250 BBITMIME "N
rResponse code: 250
REsponse parameter: BBITMIME

¥
OO00 00 &b GR B2 o 16 00 d0a 4 32 BF £ QR OO0 45 G0 i ] E [
o0ld 00 SF 35 A4 40 00 33 06 09 86 <a 62 22 ce 0a d6 7. N O j
0020 06 of 00 19 06 6 20 0% Fe dd 99 ad of F2 S0 18 ...... . =aaaa PP
0030 16 oo 9d 16 00 00 32 35 30 2d 31 39 32 2e 31 36 senasa2d 0=-192,.16
EELI-EE itl 2e 41 -] fi 20 ti_—: gr:l Ea fi _4\': 1‘3 f:r:! :-E] l-'-}'l-_i ::E] .1, 206, .::Q-F‘TF Fi
[Fie: mal smip 5682 bytes 00,0020 (P40 4aM 0

I  9-31
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£ 9% POP3F1SMT

H T2 2% 18 .SMTP IR % a5 2K & BRF B, X A& 125 3 #E 47 S A0 Ak . % 7 o A 1%
AUTH LOGIN 454 . anE 9-32 Frs .,

Fie Edl View Go Caplure  Anchee  Shalishics  Help I

o) =B[x @8] B «[=]=[F 2] Qe #DEx G

Filier: ."lAdd Exprazson | Ebarl.ﬁ.ppt,l|

No. [Tie _ISowe ___ [Destogion__ o IE
Ml T — n — |

EFrame 10 (66 bytes on wire, 66 bytes caprured)
B Ethernet II, Src: 00:60:08:82:d2:1%, Cst: 00:0a:f4:32:b7:FF
B Internet Protocol, Src Addr: 10.214.6.15 (10.214.6.15), Dst Addr: 202.108.44.206 (202.108.44.206)
version: 4
Header length: 20 bytes
B pifferentiated services Field: O0x00 (DSCP Ox00: Default; BCW: Ox00)
QOO0 00.. = pifferentiated sarvices Lndepn1rt: pafault (O=007
. ..0. = ECH- Capasle Transport (ECT):
5 0 = ECHN-CE: 0
Tnta1 Lengrh 52
Identification: Oxz2416 (92382
BFlags: 0x0d4 (Don't Fragment)
0... = peserved bit: Mot set
.1.. = pon't fragment: sSat
.0, = More fragments: Mot sat
Fragment offset: 0
Time ta live: 128
Protocal: TCP {Ox06)
Header checksum: OxceSe {correct)
Source: 10.214.6.15 (10.214.6.15)
pestination: 202.108.44.206 (202,108.44.206)
B Transmission control Protocol, Src Port: 1686 (1686), Dst Port: smtp (250, sSeq: 12, ack: 160, Len: 12
Source port: 1686 (168467
pestination port: smtp (250

Sequence pumber: 12 (relative saguence number)
[Mext seguence number: 24 {relative sequence number]]
Acknow] edgement numbar: 160 (relative ack number)

Header length: 20 bytes
BFlags: 0x00L8 (PSH, ACK)
O... +... = Congestion wWindow Recuced (CWR): Hot set
0., ... = ECN=-Echo: HOt set
.00 ... = Urgent: HOot set
se:dl 4... = Acknowledgment: Set
.. 1... = Push: set
. ... = RESET: NOT Set
0. = Syn: Not set
.0 = Fin: Mot set
'-.l'lnu:I-:r».-.r s']ze 16401
Checksum: 0Oxfcfa (correct)
B [sEQ/ACK analysis)
[This 15 an ACk to the segment in frame: @]
[The RTT to ACK the sagment was: 0.001633000 secomnds]
B =imple mMail Transfer Protocol
B Command: AUTH LOGINYSYN
Command: AUTH
RECUEST parameter: LOGIW

Qo000 OO0 Oz F4 32 K7 £ 00 A0 08 B2 o2 19 QR 00 45 O ] ) E

0010 00 34 24 16 40 00 80 06 <e Be Oa dé 06 Of ca &c AfE L L.l ]

0020 2c e 06 06 00 10 9% a6 oF 72 20 00 7FF 3b S0 18 L, ....... o r .. P.

0030 40 11 fc 9 00 00 41 55 54 48 20 4C 4T 47 49 Le |- S Al TH LOGEIM

0040 oOd Qa S0 !
[Fie: mail smip S6B2 bytes DO 0020 [Faanaavo

i 55 2 AR (0] 07 255, 55 R 334 .38 AT DA 3] — 2L ] base64 it 19 F AT 8 SCAS X FAF
F i & B A username. WAE 9-33 7~ .

EE: AT LOGIN 7 XGAE. L £ AW A F 25 2 4 ] base64 BE4T % 25 . AR 38 IR -
E=R: DB N 1 I a1 U

% N R % P v & % H base64 4 iy 7 45 265 MR 55 4 an (&l 9-34 Fros .

ik 55 5 < [a0 i) 7, Al o7 Bt oA 334, [R] B3R [B] base64 g &5, & B F password, 40 & 9-35
Firs .

% PV i A ik H base64 g it 14 25 5 25 IR 55 7% . 40 1A 9-36 A7 .

i 55 2% ¥ & 3% TCP #fik . a0l 9-37 FioR .

R 55 st 3z (A6 Ay 235, Fe Ak sl B al DL A& 6 bip 4 1 . an & 9-38 Frois .

& P im & ik “MAIL FORM.: 74 2 2K & U ik 55 4 & 3% & /Y S 4 b kb . 2o & 9-39
FIT 7R

Rk %5 25 3& [B]— A4~ TCP ik, i & 9-40 Fras .

iz 55 A% 3R [B] SMTP W i o W 22585 A 250 R/ B AE i, IR 95 4 sl 25 an 18] 9-41 Fr 7 .

P RCPT TO.: "a5 4 K8 5 A4 22 53 ng mp 24 bt . an /& 9-42 s,

Ml 55 2% 3R [0 SMTP g [ 2565 4 250 5 s #E L2y . ARk 55 #5545, an 18] 9-43 Jhs
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CP/IP iR N4

File  Edit View Go Caplure  Anahge  Shalisics  Hep

o oB[x[RE R «[»] ©F 2] @] #mEx O

Fiber #| ke Expresson | Clear] aopl

10, 214.6.15

17 ﬁ‘.l’lﬁ? 10. ?‘Id- fi.1% A02 10844 P06

334 WM lom3 hibowU G
SMTP Messane Rnrby

EFrame 11 (72 bytes on wire, 72 bytes caprured)

EEthernet II, Src: 00:0a:f4:32:b7:ff, Dst: 00:60:0B:82:d2:19

B Internet Protocol, Src Addr: 202.108.44.200 (202.108.44.2060, Dst Addr: 10.214.6.15 (10.214.6.15)

version: 4
Header length: 20 bytes
B oifferentiated Services Field: O0x00 (DSCP Ox00: Default;
Qoo 00.. = pifferentiated services Codepoint: pefault
cess ..l = ECH-Capadle Transport (ECTI: O
cess -..0 = ECN-CE:z D
Total Length: 58
Identification: 0x3565 (1365%)
BFlags: 0x04 (Don't Fragment)
0... = peserved bit: WOt sEL
.1.. = pon't fragment: sat
..0. = More fragments: Mot sat
Fragment offset: 0
Time to Tiwve: 51
protocal: TCP {0x06)
Header checksum: 0x0z3z (correct)
Source: 202.108.44.206 (202.108.44.206)
cestination: 10.214.4.15 (10.214.6.15)

ECM: Ox007)
o000

BTransmission control Protocol, Src Port: smtp (25), Dst Port: 1686 (16860, sSeq: 160, ack: 24, Len: 18

Source port: smtp (257
pestination port: 16386 (168460
Sequence pumbar: 160 {relative seguence number’
[Mext seguence number: 178 {relative seguence number ]
Acknow] gdgement numbar: 24 frelative ack number)
Header length: 20 bytes
BFlags: 0xO0A8 (PSH, ACK)
O... .... = Congestion window Recduced (CWR): Hot set
ali e S aae ECH=Echo: HOoT set
R Urgert: Not set
R acknowledgment : Set
dooo thooc Push: Set
Aooo clLbe RESET: MOT S8t
sase aslls Sym: WOt set
SO0 co Fin: Mot set
window size: 5840
Checksum: 0x182d (correct)
B [sEQ/ACK analysis)
[This 15 an ACk to the segment in frame: 10]
[The RTT Tto ACK the sagment was: 0.056595000 secomds]
B =imple mail Transfer protocol
B response: 334 wvxN]cmShbwuesrin
Response code: 334
RESpOnse paramster: VNl amShbwus

0000 00 60 08 82 d2 19 00 da T4 32 b7 £ 08 00 45 00 T
0010 00 32 35 &5 40 00 33 06 02 3a <a 6C 2C ce 0a dé AT -

o020 06 OF 00 19 06 @6 20 0% 7 3b 99 as of 7e S0 18 .....
0030 16 d0 18 2d 00 00 33 33 34 20 56 58 48 62 63 &d e

. .. 33
0040 35 68 62 57 55 36 0d da Shibwiia, .

[Fie: mail smip 5682 bytes DO 020

P aap- 290

File  Edit  View Go Caphue  Anshoe  Shatishcs

Jhmﬂwﬂ@ﬂﬂmﬁﬂaaﬁﬁLJE
[

MNo. - Time Source: Dizstimation
202,108, 44, 206

12 2. 0Rah 207 10844 206 10,14 _6.15

SMTR Resnnnse: 334 IGF7oEdvemif

=

BFrame 12 (72 bytes on wirz, 72 bytes captured)
B Ethernet II, Src: 00:860:08:82:d2:19, Dst: 00:0a:T4:32:b7:FF

B Internet Protocol, Src adde: 10.214,6.15 (10.214.6.15), DSt Addr: 202,108.44.206 (202.108.44,208)

version: 4
Header length: 20 bytes

B pifferentiated services Field: 0x00 €p3cP 0w0d: pefault; ECN: Ox00)
Qoo 00.. = pifferentiated Services Codepoint: befault (Ox000

case aal. = ECH-Capanle Transport (BCT): O
. v..0 = ECMN-CE: 0O
TD‘ta'I Lengl:h, 58
rdentification: Ox2417 (92390
Bl Flags: Ox0d (Don't Fragment)

Q... = peserved bit: NOT set
.1.. = pon't fragment: sat
.. 0. = more fragments: Mot sat

Fragment offset: 0

Time to Tiwe: 128

Protocal: TCP (Ox06)

Header checksum: Oxce87 (correct)

Source: 1. 214.6.15 (10.214.9.15)
pestination: 202.108.44.206 (202,108.44,206)

BTransmission control protacol, sSrc Port: 1686 (146867, Dst Port: smtp {253, sSeq: 24, ack: 173, Len: 18

Source port: 16846 (1G86)
pestinatiaon port: smtp (250

Sequence rumber: 24 (relative sequence number)
[Mext sequence number: 42 trelative sequence number)]
Acknowledgement number: 178 (relative ack number)

Header length: 20 bytas
B rFlags: 0x0018 (PSH, ACK)
0.0 sees = Congestion window Reduced (CwR): Not set

0., .... = ECH=EchO: WOT set
a0 wuw. = Urgent: Mot set
...l ... = Acknowledgment: set
cves 1... = Push: set

sees o00. = RESET: NIT S8T

cess ol = Syn: WOt set

sews =..@ = Fin: MOT s&T
window size: 16383
chacksum: 0x6678 (correct)
B [seQ/aCK analysis]
[Thiz s an ACK To the segment in Frame: 11]
[The RTT To ACK tThe sagment was: O.000302000 saconds]
B simple mail Transfer protacol
Message: divzdsluzZletywlssrin

0000 00 Oa T4 32 b7 T 00 60 OB 82 o2 19 08 00 45 00

DOLO 00 3a 24 17 40 0D 80 06 ce 87 0a d6 05 OF ca 6c . :§.8...

0020 2c ce 05 95 00 19 99 af f Te 20 00 TF 4d 3018 ,....

0030 3F ff 66 78 00 00 &4 47 56 Ta 64 47 6c 75 5a 31 b fx, . dG vzdaiuzl
0040 3% T4 59 57 BC T3 0d 0a Q"LT‘I.I"Is .

[File: mal smip 5682 bytes D0.00-20

JF 48D 43w 0

9-34
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F 9= POP3FSMT

Fﬂu Ecﬂ "r"'m Gu E-ndw: Amh.:u Sldwh: I
sla[x[@8 R «[»] m 3 3| @Qa #bHE X o
| #| &t Evpemssion. | Ciea 4peid
No.  |Time Source Dssiinaion Piotocal | Inio o
13 2. 215846 . 108.44. 2086 10, 21d.68.15 = REsSpOnsSe: 3id UGFECIdvemio
14 2.2201 %2 10, 714,515 202 10844 . 20k SMT R Messape Rnorby £
= I =
B Internet Protocal, Src addr: 202.108.44.206 (202.108.44.206%, Dst addr: 10.214.6.15 ¢10.214.6.15) I
version: 4
Header length: 20 bytes
B roifferantiated services Fiald: Ox00 {pscP O0x00: pefault; ECN: Ox00)
0000 00.. = pifferentiated Services Codepoint: Default (Ox00)
ceee 2.0, = ECH=Capaale Transport (ECT): O
L0 = ECM-CE: O
Total Length. 1]
Identification: 0x3556 (136700
HFlags: ox04 (Don't Fragment])
O... = Reserved bit: Mot set
.l.. = bon't fragment: Set
.. 0, = More fragments: NOT ser
Fragment offset: 0O
Time to Tliwe: 51
Protocal: TCP COx06]
Header checksum: 0x0a39 (correct)
Source: 202.108.44.206 (202.108.44.206)
pestinatian: 10, 214.6.15 €10, 214.6.15])
B Transmission control protocol, Src Port: smrp (250, DST Port: 1686 (16860, Seq: 178, Ack: 42, Len: 18
SOUrce port: smtp (250
Destination port: 1686 (16860
Sequence number: 178 (relative sequence number)
[Mext zeqguence number: 196 (relative saquence runber)]
acknowledgement number: 42 frelative ack number)
Header Tength: 20 bytes
BFlags: O0x00LE (PSH, ACK)
Ouve wuwe = Congestion window Reduced (CwR): MOt set
0.y o4 = ECH-Echo: WOt set
ey see. = UrQENnT: MOT SET
ool L.o. = Acknowledgment: set
. 1... = Push: set
sees -0.. = RESET: MWOT 58t
seas .0, = Sy NOT 58T
...D = Fin: Mot set
window size: 5840
Checksum: 0xF521 (correct)
B [seqs/ack analysis]
[This is an ACK to the segment in frame: 12]
[The RTT To ACKE tThe segment was: O,054752000 seconds]
B sinple mai1l Tranzfer Protacol
EH response: 334 UsFzcIdwamgshrin
Response code: 334
Response parameter: JGFzcIdvomds Vi
D000 00 60 08 B2 02 19 00 02 T4 32 By T 08 00 45 00 w weasse sZawsiEa 5
0010 00 3a 35 65 40 00 33 06 QOa 39 Ca 6C 2C Ce Oa d§ M) - T TR~ R I
0020 08 OF 00 19 08 96 20 09 7f 4d 9D af cf 90 50 18 .. ... iMew o P
0030 16 40 F5 21 00 00 33 33 34 20 55 47 46 Ta &3 33 L1033 4 UGFzed
o040 &4 Fé 63 6d 51 36 Od Da dhomga., .
/
[Fie: mal amip 5682 bytes D0.0020 TP 43D 43m 0
9-35
Fiﬂ Eit "r"'m Gu Eq;t.nl Amh.nu Sldwh: I
FEEE @E@lﬂﬂﬂi{&l@la@ﬂ@@l?ﬁl@l
| /| a Evpression. | Ciead] k]
Na. - Time: Sn.m: Di=stination Frotocol Info
] 10844 . 206 W
15 2. 310782 ?ﬁ?.1ﬂﬂ.ﬂd.?ﬂﬁ 1. M4.6.16 TP smtn > 16RRA TAk] Sen=19%f ack=56 Win=5R40 | e F

| =

EFrame 14 (68 bytes on wirz, 63 bytes caprtured)
B Ethernet II, Src: 00:60:08:82:d2:19, Dst: 00:0a:f4:32:b7:FF
B Internet Protocol, Src Adde: 10.214.6,15 (10.214.6.15]), Dbst Addr: 202.108.44. 206 {202,.108,.44,208])
version: 4
Header length: 20 bytes
B pifferentiated services Field: Ox00 (pacP Owdd: pefault; ECn: OxO0)

Q000 00.. = pifferentiated services Codepoint: pefault (O0x00)
cese w.0. = ECH-Capasle Tramsport (ECT): O
ceer ... = ECH-CE: 2

Total Length: 54
tdentificarion: 0x2418 (92400
BFlags: 0xdd (Don't Fragment)
0... = peserved bit: NOT set
1.. = pon't fragment: set
..0. = mora fragments: MOt set
Fragment offset: 0
Time to Tiwe: 128
protocal: TCP {0x063
Header checksum: Oxce8:z (correct)
Source: 10.214.6.15% (10.214.6.15)
pestination: 202.108.44.206 (202.108.44.206)
BTransmission Control Protacol, Src Port: 1686 (16867, Dst Port: smtp (250, Seqg: 42, ack: 1946, Len: 14
Source port: 1686 (1586)
pestination port: smtp (250

Sequence fumbar: 42 (relativa saguence number]
[Mext sequence number: 56 {relative sequence number)]
Acknowledgement number: 196 (relative ack number)

Header length: 20 bytes
BFlags: 0x001E (PSH, ACK)
P ERG O00c congestion wWindow Reduced (CwR): Wot set
eLC ST T=TeTs ECH-EChO: MOT set
R . Urgent: not set
. acknowledgment : Set
dooo tooc Push: sSet
daoo altbe RESET: NIt sat
P « B Syn: Mot set
L0 = Fin: WOt set
'n.ﬁnd-:mr s‘lze 16365
Checksum: 0x2826 (correct)
B [sEa/ACK analysis]
[This is an ACK To Tae segment in Frame: 13]
[The RTT To ACK Tha sagment wac: CO.000306000 saconds]
B simple Mail Transfer Protocol
Message: divzds]uZwsshrin

o000 00 Oa T4 32 b7 FF 00 60 OB 82 d2 19 08 00 45 00 Sonr-o00 ) Dooooc E.
0010 00 39 24 13 40 00 80 06 ce Sa Ca df 09 OF Ca ocC N -
0020 2c ce 06 95 00 19 99 af CF 20 20 09 7F 5F 50 18 ,.......
0030 3F ed 28 26 00 00 &4 47 56 Ta 64 47 B2 75 5a 77 5, (&. .ds vads | iZw
o040 3d 3d Od Oa ==..

[Fie: mal smip 5882 bytes D0.00.20 JP 48D 43M 0

9-36
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Fﬂu Ecﬂ "r"'m Gu E-ndw: Amh.:u Sldwh:

o SlBx Pl ol»] 05 3] alale PNEHE
oo

#| &t Evpemssion. | Ciear] 4t

.108.44. 206 10.214.6.15 :
16 3. ?ﬁ1ﬁ‘ﬂ QOO0 . OOOR747 2 Ac 56 AOON0000. FEEFFFFTFTETT NRTP® Find name <l ><023 MSAROWSF {0?}{01}

| =

EHFrame 15 (60 bytes on wirz, 60 bytes caprured)
B Ethernet II, Src: 00:0a:f8:32:b7:Ff, Dst: 00:60:08:582:d2:19
B Internet Protocol, Src Addr: 202.108.44, 206 (202.108,.£4,208), Dbst Addr: 10.214.56.15 {10.214.6.15])
version: 4
Header length: 20 bytes
B pifferentiated services Field: 0x00 (psCP O0x00: pefault; ECH: Ox00)
0000 00.. = pifferentiated services Codepoint: pefault COxO0)
cens ... = ECH-Capasle Transport {ECTI: O
. ...0 = ECM-CE: 0
Tu:rta'l Lengrh 40
Identification: 0x3367 (136710
BFlags: 0x0d4 (Don't Fragment)
0... = peserved bit: Wot set
.1.. = pon't fragment: Set
.. 0. = More fragments: Mot sat
Fragment offset: 0
Time ta Tiwe: 51
protocal: TCP {Ox0&6)
Header checksum: Ox0Dadz (correct)
Source: 202,108.44.206 (202.108.44.208)
cestination: 10.214.4.15 (10.214.6.15)
B Transmission control Protacol, Src Port: smtp (25), Dst Port: 1686 (16867, Seqg: 196, ack: 56, Len: O
Source port: smtp (25)
pestination port: 1686 (16860
Seguence pumbar: 106 {relative sequence number)
acknowledgement number: 56 (relative ack number)
Header length: 20 bytes
EIF'Iags* 00010 (alk]
. . = congestion window Reduced (CwWR): NOt Set
.0,, ECH-Echo: Wot set
qol B a0 ae urgent: MOT s5et
[P I Acknowledgment : Sat
oooo L 5oc Push: Mot set
dooo olibe RESET: MIT Set
. Syhi: hNot set
...[:' Fin: Mot set
window size: 5840
Checksum: 0x81B88 (correctl
B [seq/ack analyesis]
[This is an &ACK to the segment in frame: 14]
[The RTT To ACK tThe segment was: 0O,090630000 seconds]

i

D000 00 &0 U8 B2 02 10 00 02 T4 32 by 7T 08 00 45 00 v2asaiEa

0010 00 28 35 67 40 00 33 06 Oa 4a ca 6C 2¢ ce Qa df L5083, .3.1,...

0020 06 OF 00 19 06 96 20 09 7f 5F 99 a6 cf 9e 50 10  ...... . ._.... F.

0030 148 dd &1 B8 00 00 O0 00 OO0 00 00 00 NH000000 0000

[Fie: mal amip 5682 bytes D0.00.20 TP 43D 43M 0

Fiﬂ Eit "r"'m Gu Eq;t.nl Amh.nu Sldwh:

o SlBx R  ol»] 053] alala] PREHE
L

#| et Enpeession. | Ciear] dpct

Mo, - 'I"mﬂ Source: D=stination Profocal Info
202.108.44. 206 10.214.6.15 SMT P REsponse: 235 Authentication successt
24 i 291?23 10.214.5.13 202.108.44, 206 SMTP command: MalL FROM: <tesTing_mallelses. com=
K1 ] =

@EFrame 23 (B bytes on wirz, BS bytes captured)
EEthernet 1L, Src: 00:0a:f4:32:07:7F, Dst: 00:60:08:82:d2:19
Binternet Protocal, Src addr: 202.108.44.206 (202.1058.44.2068), Dst addr: 10.214.6.15 ¢(10.214.6.15)
version: 4
Header length: 20 bytes
B rifferentiated services: Field: 0x00 (psSCP 0x00: pefault; ECN: Ox00)
0000 00.. = pifferentdiated services codepoint: pefault (Ox00)
cese +:W. = ECM-Capadle Transport (ECT): O
0 = ECHN-CE: D
TDta'I Length. 71
Identification: 0x3568 (13672)
B Flags: oxdd4 (Don'tT Fragment)
0... = reserved bit: wor set
.1.. = pon't fragment: set
.. 0. = More fragments: WOt set
Fragment offset: 0
Time to Tiwe: 51
Protocol: TCP COx0G)
Header checksum: Ox0aZa Coorrecth
Source: 202.108.44,206 (202.108.44, 2067
pestination: 10.214.6.15 (10, 214.6,15)
B Transmission Control Protocol, Src Port: smrp (25), DSt Port: 1686 (1686, Seq: 196, ack: 56, Len: 31
SOUrce port: smtp (250
pestination port: 1686 (16860

Sequence number: 196 (relative seguence number)
[next sequence number: 227 (relative saquence nunber]]
acknowl edgement number: 56 (relative ack number’

Header length: 20 bytes
B Flags: OxO001LE {PSH, ACK)
FEa R ESaaE congestion window reduced (CwR): NOL set
[ . ECM-Echo: Mot =gt
SolLa S5 ar Urgent: NoT Set
Acknowledgment : St
rush: set
P REeset: MOt set
qooo ok Syh: NOT 58T
H000 oo Fin: Mot set
window size: 5B40
Checksum: O0xf9ec (correct)
B =imple mail Transfer Protacol
B response: 235 authentication successfullriyn
Response code: 233
Response parameter: authentication successtul

=
LI I T B |

DOO0 OO 60 OB B2 O 1@ O0 da f4 32 by fT 0B 00 45 00 TR v2.aasEL
0010 OO0 47 35 63 40 00 33 09 0Oa Za ca 6C 2¢ ce Qa dé .GSHE.L SRRl re=rs

0020 06 Of 00 19 08 96 20 00 FF 5T 99 af of Se SO0 18 ...... . ._.... P.

0030 18 do f9 ec 00 OO0 32 33 3% 20 41 75 74 6B &5 Ge 23 5 authen

D040 74 €0 B3 EL 74 60 AF Ge 20 73 75 63 62 65 73 72  ricarion success

o050 &8 75 &C od Da ful..

[Fie: mal smip 5582 bytes D0.00.20 JP 480 4aM 0

9-38



£ 9% POP3 FSMT

E_iu E_ﬁf Em Eo Capture imh.:u Statishcs ﬂdp

AIEEREE R EEE Q:}@; p;@%ﬁg

Noo.  |Time | Scarce | Dastination |Protocal — [inio
23 7.2882608 202.108.44, 206 10.214.5.15 SMTP Response: 235 Authentication successtul
24 F.29lri3 10.214.5.13 202.108.44. 208 SMIT command: PALL FROM: fig_ma k]

- St =

EInternet Frotocol, Src Addr: 10.J714.6.15% (I0.2I4.6.15), Dst Addr: J0Z2.1I0E.44.706 JO02.T05. 44.7046)
version: 4
Header length: 20 bytes
B roifferantiated services Fiaeld: Ox00 {pscP O0x00: pefault; ECN: Ox00)
00od 0b,. = pifferentiated sServices Codepoint: Default (Ox000
ceee 2.0, = ECH=Capaale Transport (ECT): O
cess w..0 = ECH-CE: O
Total Length: 75
Identification: Ox2419 (92413
HFlags: ox04 (Don't Fragment])
O... = Reserved bit: Mot set
.l.. = bon't fragment: Set
.. 0. = More fragments: wNOT Ser
Fragment offset: O
Time to |dwe: 128
Protocal: TCP COx06]
Header checksum: Oxce?d (correct)
Source: 10.214.6.15 (10.214.6.15)
pestination: 202.108.44.206 (202.108.44,208)
B Transmission control protocol, Src Port: 1686 (16860, DST POrt: smcp {250, Seq: 56, ack: 227, Len: 35
Source port: 1686 (1686)
Destination port: smtp (25)
Sequence rumber: 56 {relative sequence number)
[Mext seguence number: 91 (relative zequence numbear’]
Acknowledgement numbsar: 227 frelative ack number)
Header length: 20 bytes
BFlags: O0x00LE (PSH, ACK)
e oo oe congestion window Reduced (CwR): NoOt set
[ T ECM-Echo: Mot set
qali s Sa e Urgent: MOT Set
R I Acknowledgment : set
R . Push: set
dooo olthe RESET: NIT set
daoo oalk SyTi: NOT S&r
P i Fin: Mot set
window size: 16334
Checksum: OoxfS5ee (correct)
B [seEas/ack analysis]
[This s an ACK to the segment in frame: 23]
[The RTT To ACKE tThe segment was: 0,003455000 seconds]
B sinple mai1l Transfer Protacol
EH Command: MAIL FROM: <testing_mail&lé3. com=%r n
Command: MAIL
Request parameter: FloM: <testing_mail&lss. com:

0000 00 Oa T4 32 bY T 00 60 OB 82 o2 19 08 00 45 00 sesZeass ssnssiEs
0010 00 4b 24 19 40 00 80 06 ce T4 Qa do 05 OF ca 6cC o T e 1
0020 2C ce 05 95 00 19 99 a6 f D2 2000 7F Ve 5018  ,....... .. ..~P.
0030 3F ca f5 e 00 00 4d 41 49 42 20 46 52 4F 4d 3z Tooe..MA IL FROM:
0040 20 3< T4 65 73 74 69 fe A7 5F 6d AL 69 &c 40 31 <testin gomailEl
0050 36 33 Z2e 63 6F 6d 3e 0d Oa B3 . COM=.

5 =

=]

~ L L]

L-|

[Fie: mal smip 5682 bytes 00.00:20 P espaam 0

el x @8 R «[»]0[F 2| Q[ #B|EEX &

f!fﬁl f'#dHEHmatﬁun.IDhllﬁnﬂJ

Info

. .108.44. 206 > 16EA K
26 7.349027 202.108.44. 206 10, 214.6.15 EMTE rRespanse: 250 ok

n e I "..
EFFame 25 LE0 OytEs on wirE, BU DytEs captured) =
EHEthernet I, Src: 00:0a:f2:32:07:7F, DstT: 00:60:08:82:d2:19
B internet Protocal, sre addr: 202.108.44.206 (202.108.44.206), pst addr: 10.214.6.15 ¢10.214.6.15)
version: 4
Header length: 20 bytes
Broifferentiated services Fleld: Ox00 {psSCP 0xQ0: pefault; ECMD OxO00)
Q000 00.. = pifferentiated services Codepoint: Default (0x00)
ceee «.0. = ECM-Capable Transport (ECT): O
cees we.0 = ECH=CE: O
Total Length: 40
Icdentification: Ox3569 (13673)
B Flags: 0x04 (DOR'T Fragment)
O... = reserved bit: notr ser
:1.. = pon't fragment: Set
.0, = More Fragments: WOt set
Fragment offset: 0
Time to liwe: 51
Protocol: TCP (0x06)
Header checksum: 0x0ad8 (correct])
Source: 202.108.44.206 (202.103.44.2086)
cestination: 10.214.6.15 (10.214.6.15)
B Transmission Control Protocol, Src Port: smip (25), Dst Port: 1686 (l6BE), Seq: 227, Ack: 91, Len: O
Source port: smtp (25)
cestination port: 16386 (16360
Sequence rumber: 227 {relative seguence number)
Acknowl edgement number: 91 frelative ack number)
Header length: 20 bytas
BHrFlags: 0xo0lo {ack)
O..e wws congestion window Reduced (CwR): WOt set
SLC ST Teyers ECM-Echo: Mot set
qalig Eane UFgenT: MOt Sar
R . acknowledgment : set
sees es Push: MOt set
RESEBT: NIT SeT
SyT: NOT set
000 Cod) Fin: Mot set
wWindow si=ze: 5840
Chacksum: 0x8146 (correct)
B [seq/ack analysis)
[Thi=s iz an aCK to the segment in frame: 24]
[The RTT to ACKE tThe segment was: 0,050692000 seconds]

ooo0 00 B0 08 82 o2 19 00 va T4 32 by TT 08 00 45 00 SRET=r=r=gers B . .
O0l0 00 28 35 A9 40 00 33 06 0z 48 ca 6c 2c ce QOa dé (5830 HLT
0020 08 Of 00 19 06 %6 20 0% FF Te 99 ad of <1 50 10 S=l=I=l=l= o
0030 146 o0 81 46 00 00 OO0 00 00 Q0 Q0 00 I P

=~ L 1

L-|

=)

L=
nmnnan

=

=1

Eﬂu Eﬁf Em En Capiurs imh.nu Statishics idp I

[Fie: mal smip S6B2 bytes DO 0020 L
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Fﬂu Ecﬂ "r"'m Gu E-ndw: Amh.:u Sldwh:

o SlBx Pl ol»] 05 3] alale PNEHE
oo

#| &t Evpression. | Cieae] 4t

Mo.  |Time [Souce [ Er=stimation |Frotocol— [inio

25 7.342415 202. 103 ¢1d 206 :LD 214. ﬁ 15 TCP smtp > 1686 [Ack] Seq=227 ack=01 win=5840 L&
i 0 5 U c s Dig RESpONSE : L DK

[

@ Frame 26 (62 bytes on wirz, 62 bytes captured)
@B Ethernet I, src: 00:0a:fe:32:b7:FF, Dst: 00:60:0B:82:d2:19
Binternet Protocal, Src addr: 202.108.44.206 (202.108.44.2068), Dst addr: 10.214.6.15 ¢10.214.6.15)
varsion: 4
Header length: 20 bytes
B rifferentiated service: Field: O0x00 {pscPp Ox00: pefault; ECN: Ox00)
Q000 00.. = pifferentiated sServices Codepoint: pefault (Ox00)
cese ».0. = ECM-Capadle Transport (ECT): O
O = ECH-CE: D
Total Length 48
Identificarion: Ox356a (13674)
BFlags: 0x04 (OoOn'T Fragment)
0... = pesarved bit: wmor set
.1.. = pon't fragment: set
..0. = More fragments: WOT set
Fragment offset: 0
Time tao liwe: 51
Protocal: TCP COx06]
Header cheacksum: O0x0aif (correct
Source: 202.10B.44.206 (202.108.44.206)
pestination: 10,214.6.15 (10,214, 6.15)
B Transmission Control Prota<ol, Sr< PorT: smrp (250, DSt PoOrT: 1686 (15860, Seq: 227, Ack: 91, Len: B
SOUFcE port: smtp 250
Destination port: 1686 (16867

sequence number: 227 (relative sequence number)
[next seguence number: 235 {relative sequence nunber]]
Acknowledgement number: 91 (relative ack number’)

Header length: 20 bytes
E|F1a.gs. 0x001L8 (PSH, ACK)
. .. = Congestion window reduced [CwWR): MOt set
.{l +s.a = ECHM-Echo: MOt set

..I:I, vre. = Urgent: WOT SET
cead L. = Ackniow] edghient @ Set
eess Lliws = Push: set

esss «W0. = RESET: MOL sEt

cesee ool = SyNi NOT 58T

(R ] Fin: Mot set
wWindow zize: S840
Checksum: OxcZeb Ccorrectl

B sinple mail Tranzfer Protacol
Eresponse: 250 okyryn
Response code: 250
REsponse parameter: ok

0000 00 60 03 82 d2 1% 00 0a f4 32 b7 £F 08 00 45 00 L onoono t2esssEs
0010 00 30 35 6a 40 00 33 06 Oz 3F <ca 6c 22 ce Qa d§ .DS]B.H. 21,
o020 05 Of 00 19 06 %6 20 0% 7 Te 99 af cf <1 50 18 =

0030 16 dO <2 &b 00 00 32 35 30 20 4F 6b Od Oa olk.l28 l:' ok

[Fite: sl smip SEBZ bytes 00020 JFepaEwo

Fﬂu Eit l"'m Eu Cq;hnl Amh.:u Sldh'h:

BEEE @E@ﬂﬂm&a@ﬂ@@&@l
Fiber | /| Expression. | Ciear] k]
No.. | Time [ [Castination [Frotocal  [inio =
26 7. 34902? 202.108.44, 206 10, 214.6.15 SMTR REspOnsa: 230 ok —
277 10..214.5.15 202.108.44. 206 E Command: RCP 3: emad |_testid@sohu. com:> I
B Internet Protocol, src addr: 10.214.6.15 €10.214.6.15), Dst addr: 202.108.44.206 (202.108.44.206) —
version: 4
Header length: 20 bytaes
B oifferantiated services Fiald: Ox00 {pscP Ox00: pefault; ECN: Ox00)
0000 00.. = pifferentiated Services Codepoint: Default (Ox00)
ceee 2.0, = ECH=Capaale Transport (ECT): O
0 = ECN-CE: 0
Total Length 73
Identification: Ox241la (92420
HFlags: ox04 (Don't Fragment])
O... = Reserved bit: MOt set
.l.. = bon't fragment: Set
2o 0. = More fragments: WOT set
Fragment offser: O
Time to Tiwe: 128
Protocal: TCP COx063
Header checksum: O0xca?s (Correct]
Source: 10.214.6.15 (10.214.46.15)
pestination: 202.108.44, 206 (202.108.44, 2060
B Transmission Control Prota<ol, Sre Port: 1686 (16860, DST POrt: smTp (250, Seq: 91, ack: 235, Len: 33
Source port: 1686 (1686
pestination port: smtp (250
Sequence mumber: 91 (relative sequence number)
[Mext seguence number: 124 (rFelative sequence nrumber)]
acknowledgement number: 23§ {relative ack number)
Header length: 20 bytes
B Flags: 0x0018 (PSH, ACK)
O... .... = Congestion window Reduced ([CwR): WOt set
0., .... = ECM-Echo: Wot set
eele weww = Urgent: NOT 58T
ceed Lo = Acknowledgment: set
cess 1... = Push: Set
ceee o0, = RESET: WNIOT SET
ceses oufe = SyNi NOT 58T
csse s::0 = Fin: NOt set
window size: 16326
Chacksum: Ox1Fdd (correct)
B [sEq/ack analysis]
[This 45 an ack to the segment in frame: 246]
[The RTT To ACK tThe segment was: 0.000348000 seconds]
B sinple Mail Tranafer Protacol
B command: RCPT To: <mail_testd4@sohu. conshriyn
Command: RCPT
RequesT parameter: To: <mall_testiddsohu. com: 7
o000 00 0a T4 32 bY Ff 00 60 08 82 o2 19 08 00 45 00 aeslass swawsiEs 5
0010 00 49 24 1a 40 00 80 06 <& TS5 Qa dé 06 OF ca 6C I 5. T - O P 1
0020 2c ce 06 95 00 19 99 a§ CFf <l 20 00 7F B6 5018 ,....... P
0030 3IF cé Af d4 00 00 52 43 S0 54 20 54 4F 3a 20 3¢ F. “RC PT TO: = |-
0o40  od €1 69 6o 3t 74 63 73 74 30 34 40 73 of 68 75 |||ai'l _tes tod@schu /
|mmu:mmmmm2n jF‘.lQD:ﬂM:I]

9-42



E9E

POP3 #1 SMT

Fiﬂ Eit "r"'m Gu Eq;t.nl Amh.nu Sldwh:

ol SlBx PIE] [ & ©/5 2] alclal PDEN g

Fher #| &t Evpemssion. | Ciea] 4t
No.. |Time [Fere [Cstination [Frotocal~ [inio =
J8 F. 408701 202,108, 44, 205 10, Mld4,.6.15 E LES !
29 7.409157 10.214.5.15 202,108, 44, 206 SMTR Command: DATA )
r— ] -
B Internet Protocal, src adde: 202.108.44.206 (202.108.44.206%, Dst addr: 10.214.6.15 ¢10.214.6.15) —
version: 4
Header length: 20 bytas
Broifferentiated services Field: Ox00 {pscPp O0x00: pefault; ECN: Ox00)
0000 00.. = Differentiated Services Codepoint: Default COxO00)
.0, = ECM-Capa2’le Transport {ECT): O
0 = ECH-CE: 0
Total Length 48
Identification: Ux356b (136750
B Flags: 0x04 (Don't Fragment)
O... = reserved bit: MOt set
.l1.. = pon't fragment: Set
.. 0. = More fragments: WMot set
Fragment offset: 0
Time to 1iwve: 51
Protocal: TCP COx06]
Header checksum: Ox0aZe (Correct)
Source: 202,108.44.206 (202.108.44.208)
bestination: 10.214.46.15 (10,814, 6.15)
B Transmission Control Protacol, Sre POPT: smTp (250, OST PorT: 1686 (16BE), =Sagq: 235, ack: 124, Len: B
Source port: smrtp (250
Destination port: 1686 (16860
Sequence number: 235 {relative seguence number)
[Mext sequence number: 243 (relative sequence runber)]
Acknowledgement number: 124 {relative ack numbar)
Header length: 20 bytes
BFlags: O0x0018 (PSH, Aclrj
d... .... = Congestion Window Reduced [CWR): Hot set
0., . = ECM-Echo: Wot set
R T = Urgent: WOoT 58t
ool Lo = Acknowledgment: set
.. 1... = pPush: set
L0,. = RESET: WOT set
-.0. = Syn: NOTU setr
.0 = Fin: HWot set
windw ﬁ'lze 5840
Chacksum: 0xc242 (correct)
B [seq/ack analysis)
[This is an &ck to the segment in frame: 27]
[The RTT to ACK the segment was: O.058416000 seconds]
B sinple Mail Transfer Protacol
B resporse: 250 okryn
Response code: 2350
REsOONse parameter: ok ¥
DOO0 GO0 60 08 82 02 1% OO 0a T4 32 By 7T 08 00 45 00 . .eeeoe. 2. EL [
0010 00 30 35 Bb 40 00 33 06 Oa 3e ca 6C 2c ce Oa d& .05k, 3. TR .
Qo020 06 OfF 00 10 06 96 20 09 7T 86 99 ad cf &2 MO 18  ....ev 4 vewses P
0030 16 dd c2 42 00 00 32 35 30 20 4Ff 6b Od Oa ...H..25 O ok.
/
|Fh:mﬂ:m?5&2b,mmm2n jF'.aQD:ﬂM:n

9-43

B P i ik DATA 54 2B B A LM IESCT anE 9-44 Frs .,

File  Edit View Go Caplue  Anshee  Statistics

FEFEEREE ¢|¢|m T 2| Qa8 #DHE X B

aof— o [l

30 7.400157 5. 15 ;

30 7.466852 202.108. 44, 206 10.214.6.15 EMTR response: 354 End data with <«CR»<LF>. €«CR><LF;
. J -
BEthernet II, Src: 00:60:03:82:d42110, Det: DO:Da:Fd:32:0h7:£F

B Internet Protocal, Src addr: 10.214.6,15 (10.214.6.15), DSt Addr: 202,108.44.206 (202,.108.44,208)
version: 4
Header length: 20 bytes
B pifferentiated services Field: Ox00 (DSCP Ox00: Default; ECn: Ox00)
Q000 00.. = bifferentiated Services Codepoint: Default (O0x000
0. = ECH-Capasle Transport (ECT): O
L0 = ECH-CE: 0
Tn:n:a'l I.ength 46
Identification: 0x241b (92430
B Flags: Oxdd (Don't Fragment)
O... = Reserved bit: Mot set
.1.. = pon't Fragment: Set
o 00 = more fragments: Mot set
Fragment offset: 0
Time to Tiwe: 128
Protocal: TCP (Ox06)
Header checksum: Oxce8f (correct)
Source: 10,214, 6,15 (10, 214.4.15)
pestination: 202.108.44,206 (202.108.44,2060
BTransmission control protacol, sre Port: 1686 (168680, Dst Port: smtp (250, seq: 124, ack: 243, Len: &
Source port: 1686 (1586)
pestination port: swmtp 250

Sequence Pumber: 124 (relative sequence number)
[Mext sequence number: 130 (relative sequence number)]
Acknowl edgement number: 243 (relative ack number)

Header length: 20 bytes
B Flags: 0x0018 (PSH, ACK)
Oeer we.. = Congestion window Reduced (CwWR): Not set
ECH-EChO: MOT Set
UFgent : WMot Set
Acknowledgment : Set
Push: Set
RESET: NIT S&r
Syn: mot set
.0 = Fin: Not set
'r.ﬂndn:r# s‘lze 16318
chacksum: Oxb2Bc (correct)
B [sEq/ack analysis]
[This is an ACK To tae segment in Frame: 28]
[The RTT to ACK the segment was: 0.000365000 seconds]
B simple Mail Transfer pProtacol
B Command: DaTANMSN
Command: CATA

L=}
[ A I O I T |

0000 00 O3 T4 32 BY FF 00 60 OB 82 o2 19 08 00 45 00
0010 00 2e 24 1b 40 00 80 06 ce BF Ca df 05 OF ca 6¢
Q020 2g ce 06 96 Q0 19 99 af f 22 20 00 FF 8e S0 18
0030 3F be b2 Bc 00 00 44 41 54 41 od 0a

= L

L-]

=T

=

[Fie: mal smip S6E2 bytes O0:00-20 L
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MRS 28Xt DATA A2 & [\l — AN & BB RS R 354, "o IR 55 ea v & 2 85  BuiE 2
YPI<<CR><LF>. <<CR><LF>M{T45d . & 9-45 i .

Edit View Go Coplue Anshee Stalishes  Help I

o SlEx RIS o|»] B 3 2] alala] PUEH E
F_l /| 2t Enperasion | Cies] et

Mo . IT'mu ]Si:q.m:t [D:!sl'mtim ]F‘rdur.l:ll IInh:l
20 F.400157 10. 214 4.15 202.108. 44, 2086 SMTP command: DATA
30 /S 480832 202,108, 44, 206 0. 214.6.15 5 RESD 3 )

L] -~ L 1]

B 1int rnet P ntncuT E Adﬂ 2G2.103.44.2D6 £202.108.44.2068), Dst addr: 10.214.6.15 €10.214.6.15)
version: 4
Header length: 20 bytes
B roifferentiated services Field: Ox00 {pscP 0x00: pefault; ECN: 0x00)
Q000 00.. = Differentiated sServices Codepoint: Default COx00)
.0, = ECM-Capagle Transport (ECT): @
G000 .0 = ECM-CE: 0
Total Length: 77
Identification: 0x355<C (13674
B Flags: 0x04 (Don't Fraghent)

Juwe = Reserved bit: Mot set
.1.. = pon't fragment: Set
.. 0. = More Fragments: MOT set

Fragment offsat: 0
Time to liwve: 51
Protocal: TCP COx06]
Header checksum: 0x0a20 (correct)
Source: 202.108.44.2046 (202.108.44.206)
Destination: 10,214, 9.150 10,234, G150
BTransmission Control Protacol, Sre POPT: SwTp (250, Ot Port: 1686 (16BE), Seq: 243, ack: 130, Len: 37
SOource port: smtp (250
Destination port: 1686 (18860
sequence number: 243 {relative seguence number)
[Mext sequence number: 230 (relative saquence rumber)]
Acknowl edgement number: 130 frelative ack numbar)
Header length: 20 bytes
=] F1ags Ox001LE (PSH, AEF]
. ee.. = Congestion window rReduced {CwR): Not set
_ﬂ.. we.- = ECHM-Echo: WOt set
.0, w... = Urgent: WOT ST
cesdl sie. = Acknowledgment: set
.. 1... = pPush: set
. .0, = RESET: MOT set
..0. = Syn: MNOT S8t
cess 2.0 = Fin: Mot set
window size: 5840
Chacksum: 0x5005 (Correct)
B [seqs/ack analysis]
[This is an ACK To the segment in frame: 20]
[The RTT to aACk the segment was: 0.057595000 seconds]
B sinple Mail Transfer Protacol
B resporse: 354 End data with <CR><LF>. sCR><LF>%rF\n
REsponse code: 354
response parameter: =nd data with <CR><LF>. <CR=<LF>

o000 OO0 60 08 82 o2 1% 00 0a 4 32 b7 £ 08 00 45 00 ’ 2... EL
0010 00 4d 35 6C 40 00 33 06 Qa 20 <a 6C 2¢ <e Oa dé r-15'IE 3 5 o lgeoe
0020 06 OF 00 19 06 96 20 09 7 Be 99 a6 <f eB8 50 18 " e P
0030 16 d0 50 05 00 00 33 35 34 20 45 Ge 64 20 64 A1 35 4 End da
DDLH] ?d lle ZCI .'? EIQ ?4 ﬂB zIII 34_ 4‘-3| 72 %e BC 4C d6 Ze ta '.l||1.|| ZCR*2LF >

%

-

|Fia mal smip SAEZ bytes 00 0020 E GECEREL

% P v AL L HE AR SC, AN 9-46 B s L& P dm HEZE AT R AR U A B — 1T HIAT 4
HH<<CRLF>% 1}

WPE 9-46 7R . A% 2% A i 3¢ - MIME-Version LR A9 3 43 Sk HL 7 BF 14 & 5 . MIME-
Version 747 A MIME B #f. MIME(Multipurpose Internet Email Extension, 2 H i& [ §F
R HIEAF 97 72 0180 e FAE ASCIT £ 4iE G 0% 3 of o 1 W 4% 3% . i T & 3% W 1 W44 2 BE i
NVT ASCII #8284 B rp i HoAl A% 20 B R omp3 i SCER AR TE L ik . Rt 78 1992
SRR I AT MIME, 78 % 25 77 #24E ACSIT £z 5% % o NVT ACSI £dls , #2007 #3
W 8 PE R R . MIME 5€ 1 5 i . FH ok A T 46 09 MR A & & o 8 L2 800 55
MIME-version, Content-Type , Content-Transfer-Encoding, Content-Id Hl Content-Description,
MIME J& 2%l 7 7 B0 % i . 8 1 1k 90 W 0 260 3 422 05 3 B9 A 50 MR 28 2 MIP3 S A4, Wi 4k 2
Shockwave SCAF , ik 55 4 7 220 A& 3% 19 22 AR ZCHE 19 28 U 2 3k D) W8 40 ot it 2 150 B 12 22 4
BdE ) MIME 287, Ik 55 45 8 MIME 5 35 55 50 A A% 25 09 20808 v o 4 U D00 U8 i 17 FH W6 o 4
{32 BOAH OGS0

W& 9-47 iR L MRS58 &% TCP Bk L X3 i $0E 047 80IA

% P R 2% S H S B EOM(End Of Message) , W& 9-48, 0d 0a 2e 0d Oa.2e X i
) ASCIT FAF 2. 7, T il & od %0 g ASCIT F4F & “CR”, & U8 A& 1] 4, /< HL il 4%
Oa Xt L 1) ASCII F4F“ LF &= B & 1177,

Mz 55 4% ¥ A2 3% TCP 8k, G0l 9-49 s,
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=)

| %0|F| g @|a|@ #Dh[HEX 8

I Dastination

~ L -

daddada

ags: UxUULS (PSH, ACK]
= congestion window Reduced (CwWR): Not set
= ECHN-EChO: MOT sS&T
el wwe. o= Urgent: MOT 58T
.1 .... = Acknowledgment: Set
ac Push: set
cves o0, = AEBSAT: NOT SAT
aees el = SyNI NOT SET

'
]

vens 2.0 = Fin: NOot set
window size: 16281
Checksum: 0x73b3 (correct)
B [sEq/ack analysis)
[This 4= an ACK to the segment in frame: 30]
[The rTT to ack the segment was: 0.000457000 seconds]
B simple Mail TransTer Protocol
Message: Message-ID: <001901cd 7adds 5Tc084bO%of 0ededaBDEMC = n
Message: From: “"testmail” <testing_mail®les. com>riyn
Message: Tod: <matl_testid@sahiu. comshrin
Message: sSubject: Test smophyrin
Message: Date: Thu, § aug 2004 10:14:22 +0800%rvn
Message: MIME-version: 1.0%%n
Message: Content-Type: multipartsalternative; \rin
Message: “thoundarys"—---= _MEXTRart_000_0016_01C47B20. BABS00F0 " rwn
MEssage: X=-Priority: 3w
Message: ®-M3Mail-Priority: wMormalirin
Message: x-Mailer: Microsoft Ooutlook Express &.00.2800.1437%r% N
Message: X-MimeOLE: Produced By Microsoft MimeclLE w6, 00.2800.1441%rYn
MESSAQE: WYy
Message: This 95 a multi-part message in MIME format.sryn
MESSage: Wy
MEssage: =_NextPart_000_001s_01C47TR20, GAB000F 0w
MESsage: content-Type: textsplaingwrin
Message: “tcharset="gh2312"rn
MEssage: content-Transfer-encoding: basedd™r\n
MESSAgE: WY
Message: aGksDoogICEpIGFtIHR]c3Rpbmcgo2lidocd=Srin
MEssage: iy
MESSagE! —-———o =_MNexTPart_000_0016_01C4TE20. GASD00F T WA
Message: Content-=Type: Text html;sryn
Message: “tcharset="gb2312"rn
Message: content-Transfer-encoding: basedd™rin
MEssage: Wy
MEssage: PCFETOMUWYBFIERUTUwWQUFWCTE] DICITLy S=MOMyLORURCEBIVELMI DOUMC BUCF UC2 T 0awSuy wwi =
Message: LOWOIJ4NC]xIVELMP]xIRUFEPQOKPELFVEEgaHROCCL 1 cxvipd]lob2 SOZWS0LVR SosUgy 2 SudGvuhyryn
Message: do0idevddof9odalsoyE ] Gy c2vOPWd MM I+DOoSTUVUQSE] b2 S0ZWI0PS INUOhUT UwH i 4w n
MEzsage: MCAwODaWL ] EONTET IG5 hbwUOROVORVIBVESSPGUKPF NUWLUXFE Py wy ULRZTE U+ 0G0 BL ORFQLUCGH OO0 B A
MEssage: QkOEwWSE]Z0NvbG Sy PSHMZmZmZmy+0O08RE 1wP ] xGTOSUT HNpemUSM j S0aSwiLOZPT 10+ PCOESYY 44" WA
Message: DOOBRETWP]xGTOSUTHNpemUSM]dmbmlzchsmbmlzcDsgaSEhhSEOZxM0aW iNTHNT dHAUPC SETO U N
Message: MiwwRClwh eyl SOWTABLORUT Uwi Dgo="yr"
MESsage: WYy

L

MESSAQE. ======= _MextPart 000 0015 _01c4Te20. GABS00F0-="rn
0020 2C ce& 0B 96 00 19 99 ab of @8 20 00 7F B3 50 B sreervvr vn oo PR
0030 3T 99 73 b3 00 00 4d 65 73 F3 61 67 65 2d 49 44 TeS...ME s5a08=-10
Q040 Za 20 32 30 30 31 259 30 31 63 324 37 61 64 &4 24 00130 LcdFadd$

0030 35 66 63 30 38 34 62 30 24 30 66 30 3§ &4 36 30 5Fc0B34b0 $O0F0SSD
0060 61 40 44 45 4d 4F 3e 0d 0a 46 72 6F a6d 3a 20 22 ABDEMO>. . From:

0 =4 e T I T (R R ST T ) L Y PR T TR | I |

] =1

ey

[Fiags licp flags]. 1 Epte [P a0 4580

) mail satp Ethereal

Eilu Edi Eﬂ.’.‘ ED E-u:lb.n &ml}lza _S_t-utiaﬁct ﬂdn

&

@) SR x [ 2] @] «|»[0]F] 2] @la]al #h

Na, . Time | Source | D=stinaiicn Frotocol | Infa

31 7.46730% 10.214.6.15 202.108.44. 206 SMTP HESISEI.QE Bio oy

ER T A T4 S AT ST A T A A T ———— ——— .

- ] |

H Frame 32 (60 bytes on wire, 60 bytes captured)
H Ethernet 11, Src: 00:0a:F4:32:b7:fF, Dst: 00:60:08:82:d2:19
B Internet Protocol, Src Addr: 202.108.44.200 (202.108.44.:06), DSt Addr: 10.214.6.15 (10.214.6.15)
version: 4
Header Temgth: 20 bytes
Boifferantiated services Field: Ox00 (DSCP Ox00: Default; ECM: O0x000
Q000 00., = Differentiated Services Codepoint: Default COx00)
seas »a0. = ECN-Capable Transport (ECT): O
vess sael = ECN-CE: ©
Total Length: 40
Idemtification: Ox356d (136773
B Flags: Ox04 (Don't Fragmert)
0... = raserved bit: Mot set
1., = pon't fragment: sSet
..0, = More fragments: Mot sat
Fragment offset: 0
Time To live: 51
Frotocol: TP (0x06)
Header checksum: OxOadd (correct)
Source: Z02.108.44.206 (202.108.44,.206)
pestination: 10.214.6.15 (10.214.6.15)
B Transmission Control Protocol, Src POFT: smtp (250, DsST Port: 1686 (16860, Seq: 280, ack: 1468, Len: ©
Sour<e port: smtp C25)
pestination port: 1686 (168461
segquence rumber: 280 (relative sequence number)
Acknowledgement number: 1463 (relative ack number)
Header length: 20 bytes
BFlags: Ox0000 (ACK)
[+ TR, congestion window Reduced (CwR): WOt set
S ST ECH-Echo: WoT set
sal sass Urgent: Not set
I . acknowl edgment : set
SO0 ehac Fush: NOT set
I | Reset: Mot sat
B Syn: Mot set
P i Fin: Mot set
window size: B02E
Checksum: 0x7324 (Correct)
B [sEafack analysis]
[Thiz 45 an ack to the segment in frame: 31]
[The RTT to ACK the seghnent was: 0.093350000 seconds]

¢ srasan uds
OO0 QD 28 35 6d 40 00 33 06 Oa 44 ca 6C £ ce Qa d6 L ChmERL 3. .D.T, ...
0020 06 OFf 00 19 05 96 20 09 Ff b3 9% a6 df 22 50 10

0000 00 B0 OB B2 d2 19 00 Da f4 32 by £ 08 00 45 00 s Es
0030 1f 5S¢ 73 24 00 00 00 00 00 OO0 00 Q0 Y

Iﬁa:mlmﬂpﬁl’:‘ﬂz byt 00:00: 200 |P‘ 490 489 M:0
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@ mail smtp — Ethereal

File Edt View Go Captuse Analee  Statistics

Help

- BX

AEEFREEEREE

T2

RIKX

&K

LIGEE

X T

/| a4 Expression.. | Clear] Appl

Mo . | Time | Sourcs | D =stinsticn |Protocol [ info A

e i — e ks i —

24 7.201723  10.214.5.15 202.108.44.206 SMTP  Command: MAIL FROM

25 7.342415  202.108.44.206 10.214.86.15 TCP smtp > 1686 [ack]

26 7.340027  202.108.44.206 10.214.86.15 SMTP Response: 230 ok
7.349375  10.214.5.15 202.108.44.206 SMTP  Command: RCPT TO:
7.408701  202.108.44.206 10.214.6.15 SMTP Response: 230 ok J
7.400157  10.214.5.15 202.108.44.206 SMTP  Command: DATA
7.466852  202.108.44.206 10.214.6.15 SMTP Response: 334 End
7.467300  10.214.5.15 202.108.44.206 SMTP  Message Body
7.561150  202.108.44.206 10.214.6.15 TCP smtp > 1686 [AcCK]

202.108.44 . 206 /

B Frame 33 (59 bytes on wire, 59 bytes captured)

B ethernet II, Src: 00:60:08:82:d2:19, Dst: 00:0a:f4:32:b7:FF

Dst Addr: 202.108.44.206 (202.108.4
smtp (250, Seq: 1468, Ack:

M Internet Protocol, src Addr: 10.214.6.15 (10.214.6.15],
M Transmission Control Protocol, sSrc Port: 1686 (16887,
TransrTer Protoco

Dst POrt:

EmM

| -
Q000 00 Qa 4 22 b7 £ 00 60 08 82 d2 1% OB 00 45 00 sesleas  arssas E.
00L0 00 2d 24 1d 40 00 B0 06 ce Be 0a dé 06 OF ca 6C e T - PR 1
0020 2¢ ce 06 95 00 19 99 a6 d5 22 20 09 7F b3 50 18 g . P
0030 3Ff 99 O0d <3 00 OO0 [f e 0d Da 7...-- N

f
Sirnple MWal Transfter Protocol [srotpl. 5 bytes -l P-430: 49 M: 0
K 9-48

Ethereal

) mail satp

Eils Edi Elw.l ED E-u:lb.n ﬁml}lza _S_tathﬁca ﬂdp

@) B x @3 @ «|»|0|F &

Ma. . Tirne |Snun:|: ]Daslhalim
a2 f.aallyS L0105, 44, J06 10, J13.68.15
33 7.561236 10.214.6.15 202.108.44, 206

@/ 12 )
Fratocol
TR
SMTP

o X
| i

EMER > 1&86
ECM:

LACK] 5eq=J80 ACk=148BH Win=t

1 I -
B Frame 34 (60 bytes on wire, 60 hytes caprured)
HEethernet II, sSrc: 00:0a:fd4:32:07:7F, DsT: 00:60:08:82:d2:19
B Internet Protocol, Sre Addr: 202.108.44. 206 (202.108.44,:06],
version: 4
Header Tength: 20 as
B oifferentiated services Field: 0x00 (DSCP Ox00: Defaulr; ECH: Ox00)
Q000 00.. = Differentiated Services Codepoint: Default COx000
000 0oLk ECh-Capable Transport (ECTI: 0
5000 oo ECH-CE: O
Total Length: 40
Idemtification: Ox356e (13678)
B Flags: Ox04 (Don't Fragmert)
O... = reserved bit: Mot set
.1.. = pon't fragment: set
.0, = More Tragments: NOT sSet
Fragment offset: 0
Time o Tive: 51
Protocol: ToP (0x06)
Header checksum: Ox0ad43 (correct)
Source: 202.108.44,206 (202.108.44,206)
pestination: 10.214.6.15 (10.214.6.15)
B Transmission Contraol Protocol, Sre PoOFT:
Source part: smtp C25)
pestination port: 1686 (1E8&)
Sequance number: 280 (relative sequence number])
Acknowledgement number: 1473 (relative ack number)
Header Tength: 20 bytes
BFlags: Ox0010 CACK)
DT rers congestion window reduced (Cwr): WOT set
ECN=Echo: NWot set
Urgernt: Not set
Acknowledgment : Set
Push: NOT set
RESET: NOT St
Syn: Mot set
ceas waa = Fin: MOL set
window size: 2028
Checksum: 0x731f (correct)
B [sEq/ack analysis]
[This 45 an ack to the segment in frame: 33]
[The RTT To ACK The segnent was: 0.055663000 seconds]

D=t addr: 10, 214.6.15% (10.214.6.15)

smtp (257, DSt Port: 1le86 (16860, Seq: 280, Ack: 1473, Len: O

[
I nnEn

T 08 00 45 00 LR IC T
6C 2¢ ce Da dé LO5nfL 3. LCL,
af di 27 50 10 Ceeara a wwana
[+lv] Y-

f4 32 b7
0a 43 ca
7t b3 96
o0 00 o0

Q000
Q00
020
0030

Q0 60 OB
a0 28 35
o6 of 0o
if S¢ 73

@2 d2 19 00 Qa
Ge 40 00 33 06
19 00 99 20 U9
if 00 00 00 OO0

I File: mail emibp SEBZ bybes 00:00:20 |P‘ 490 489 M:0

9-49

i 55 %5 [B] SMTP g i, B 2505 2k 250, Rs#4E ol . an & 9-50 Firas . & it — 3 Bp 4
O 28 &k 1 AR LA K36 — B lR .

& P QUIT ap 4 k45 W 4%, W& 9-51 Jlri .

R % 421 [0 TCP #fik ., & 9-52 s .

R 55 %% v R [B] SMUTP Wi 1 o 2505 R 221, Fam kRS 2 . an & 9-53 Fios .
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£ 9% POP3 F1SMT

& mail =mitp Ethereal

Fil= Edit View Go Caplue Anajze  Stabistics  Help

) BB x @3] (40T 2] @lala ¥h &

Na. . Time | Source | Destinaicen Protocol | Inia -
41 17. 643685 10.214.6.15 202.108.44, 206 SMTF command: QUIT =
A7 17 AROAITR FAF ANA A4 INR AN 714 & 15 TrD smrm s 1RAR Tare] sam—218 ack 1470 wln—c | £

H sagaaagn I J’

E ethernet II, Src: 00:0a:F4:32:b7:FfF, Dst: 00:60:08:82:d2:19 =

= INTernst Protoco Src Aodr: 202.108.44.206 (202.108.44. 081,

viersion: 4
Header Tength: 20 bytes
Boifferantiated services rField: 0x00 (DSCP Ox00: Default; ECM: 0x00)

Q000 0., = bifferentiated Services Codepoint: befault (Ox007
veas oa0. = ECN-Capable Transport (ECTI: O
vess wa. = ECN-CE: O

Total Length: 78

Identification: Ox3256F (13679)

BFlags: O=04 (Don'tT Fragment)

J... = keserved bit: Mot set
1., = pon't fragment: sSet
.0, = More fragments: MOT sat

Fragment offset: O

Time to liwve: 51

Protocol: TCE {0x0&)

Header checksum: Oxbalc (correct)

Source: 202.108.44,206 (202.108.44.206)

pestination: 10.214.6.15 (10.214.6.15)

H Transmission cContral Protocol, Src Port: smtp 250, Dst Port: 1686 (168567, Seq: 280, aAck: 1473, Len: 33
SOouUrce port: smtp (250
Destination port: 1686 (1E86)

sequence rumber: 280 (relative sequence number)
[Mext sequence fAumber: 318 (relative sequence numbe~)]
Acknowledgement number: 1473 (relative ack number)

Header length: 20 bytes
B Flags: Ox0018 (PSH, ACK)

Oeer vuw. = Congestion window Reduced (CwRD: WOT sét
e wae. = ECN=-Echo: Mot set

ce00 ..., = Urgent: NOt set

co.l u.. = Acknowledgment @ Set

vaes 1... = Push: sat

vese oM., = RESETI NOt SET

cese +a0. = SYN: NOL SET

ceas wa.0 = FiR: MOt set
window size: BOZE
Checksum: Oxecib (correct)
B =imple #ail Trans=fer protocol
B response: 250 ok: gueued as IUDZESUWEKHGRFVIC. 1WFwh
response code: 250

ReEsponse parameter: ok: queuvad as TUDZCSUWEKHGRWIC.1 7
0000 AT I (&
0010
o020 aea o w o awaaa P
Q030 »hejea25 O Ok gu | !
(L =L E:_e:! a5 IUuDzZChHLw /
irremet Fratocal ). 20 bytes P 49D 43 M0

I 9-50

) mail satp Ethereal

Eils Edi Elw.l ED E-u:lb.n ﬁml}lza _S_tathﬁca ﬂdp

@) R x [@] 2] @] «|»[0]F] 2] @la]al #h

EESE

No, . Time | seurce | D=stinaiicn Frotocol | Infa
40 17.642127 202.108.44, 205 10.214.6.15 SMTP Response: 250 ok: gueued as TUDZCSUWEKH:
A7 17 AROEIER FNTF AN AA FNE AN 7?14 F 15 T cmvn--x TRAR Taryl samn—218 ack—1A70 Wl m—r | f
N I -

B Frame 41 (60 bytes on wire, 60 hytes caprured)
HEethernat II, Src: 00:60:08:82:d2:1%9, DstT: 00:0a:fd:32:h7ff
2 Internet toCo Src Addr: 10..414.6.13 (10.214.6.15)
version: 4
Header Tength: 20 bytes
B oifferentiated services Field: 0x00 (DSCP Ox00: Defaulr; ECH: Ox00)

Go00 00.. = pifferentiated services codepoint: Default (0000
cees a0, = ECN-Capable Transport (ECTD: ©
ces a0 = ECN-CE: O

Total Length: 46
Idemtification: Ox2439 (9273)
BFlags: Ox04 (Don't Fragmert)
J... = rReserved bit: Mot set
.1.. = bon't fragment: Set
.0, = More Tragments: NOT sSet
Fragment offser: O
Time o 1ive: 128
Protocol: TCP {0x06)
Header checksum: Oxce7l (correct)
source: 10,214.6.15 (10.214.6,.15)
pestination: 202.108.44.206 (202.108.44.206)
B Transmission Control Protocol, Src PorT: 1686 (16867, DsT PoOFT: smip ©25), Seq: 1473, Ack: 318, Len: &
Source port: 1686 (1636)
pestination port: smtp (250

Sequence mumber: 1473 (relative sequence number)
[Mext sequence number: 1479 (relative seguence numberl]
acknowledgement number: 318 (relative ack number)

Header Tergth: 20 bytes
B Flags: Ox0018 (PEH, ACK)

Jeve vaw. = Congestion window Reduced (CwRI: WOt st
L0,. .... = ECN-Echo: Hot set

sefllh vaw. = Urgent: NOt set

el L. = Acknow]adgment: Set

vess la.. = Push: Set

. .0.. = Reset: Mot set

ceas wall = SyND MOT SET

veee waoD = Fin: Mot sat
window size: 16243
Checksum: 0xab20 (correct)
B [sEgfack analysis]
[This 15 an ACKE To the segment 1n frame: 40]
[The RTT to ACK the segment was: O.000558000 seconds]
B simple mail Trans=fer protocol
B comimand : GUITWFWA
Command: QUIT

Uo00 00 Oa T4 32 by T 00 o0 OB 52 d2 19 05 00 TR e LT
0010 [ 39 & 0f oS O ca k
0020 eLE«s 06 96 00 1% 99 ag d5 27 20 09 7 d% 50 18 Boooos o ooolE
0030 3F 73 ab 20 00 00 S1 55 40 54 0d 02 Y5, ..QU IT..
/
lrlamet Protocaol ip]. 20 bytez ;lF‘. 430:49M: 0
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CP/IP thBUR AN TR

& mail Ethereal

smltp

ol [l=le

Eilu Edi iﬂ.’.‘ ED E-u:lb.n Emlpza _S_t-uthﬁct ﬂdn

)| B|E) % [@| 8] Q| «[»|o|F 2| @la|a 125X B
No, . Time | Seurce | Dastinaiicn Frotocol | Infa

i T D RN o W C R T el Bl e § o WRIE T B oW C B S TFETIL VT F ke N

43 17.700844  202.108.44,206 10.214.6.15 SMTP Response: 221 Bye

#d 4T FH1BEEST AT AT Add TRl M 14 £ AE T m A+ o T8 FrTan Ar1s]l S hew PRT A~ A AT ;
- I -

B Frame 42 (60 bytes on wire, 60 hytes caprured)
HErthernat II, sSrc: 00:0a:f4:32:b7:7F, DsT: 00:60:08:82:d2:19
B internet Protocol, Src Addr: 202.108.44. 206 C202.108.44,:06],
wersion: 4
Header Tength: 20 byres
Boifferentiated services Field: Ox00 (DSCP Ox00: Default; ECM: O0x000
0000 0b.. = Differentiated Services Codepoint: Default (Ox00)
H0do ook ECh-Capable Transport CECTI: O
veas waul = ECN-CE: ©
Total Length: 40
Identification: Ox3570 (136800
EFlags: Ox04 (Don't Fragmert)
J... = reserved bit: Mot set
1., = Don't fragment: Set
.0, = More Tragments: MOT set
Fragment offser: 0
Time o Tive: 51
Protocol: TCP {0x06)
Header checksum: OxOadl (correct)
Source: 202.108.44.206 (202.108.44.206)
pestination: 10.214.6.15 (10.214.6.15)
B Transmission Control Protocol, Src PortT: smtp (250, Dt Port: 1686 (16860, Seq: 318, ack: 1479, Len: O
Source port: smtp (250
pestination port: 1686 (1E8&)
Sequance number: 318 (relative seguence number)
Acknowledgement number: 1479 (relative ack number)
Header Tength: 20 bytes
BFlags: Ox0010 CACK)
TR rs congestion window reduced (CwR): WOT set
ECN=-Echo: Mot set
Urgert: MOt set
acknowledgment : Set
Push: Mot set
Reset: NoT set
Syn: Mot set
cmra wnafl Fin: Mot sat
window size: 2028
Checksum: 0x72T3 (correct)
B [sEq/ack analysis]
[This 45 an ack to the segment in frame: 41]
[The RTT To ACK The segnent was: 0.052601000 seconds]

D=t addr: 10.214.6.15 (10.214.6.15)

o
nmun e nwmen

QOO0 00 60 QB 82 d2 19 00 Qa T4 32 by TF 08 00 45 00 oo ooy EaoE

0000 00 28 35 70 40 00 33 06 0Oa 41 ca 6C 2C ce Oa dé L5p@.3. LA, ..

0020 06 OF 00 19 06 96 20 0% 7f d2 99 ad ds 2d 50 10 eena—P.

0030 Af S5¢ 72 f3 00 00 00 00 00 OO0 00 OO Y

Iﬁa: mai embp SEBZ bytes 00:00:20 IF" 430:49M: 0
9-52

& mail Ethereal

smitp

8l l=led

Fil: Edit View Go Caplure Anapze  Stabisics  Help

)| BS|E)] x @S| Q| «|+| 0| F & QA &)

Mo, . Time | seuree | Destinaticen Protocol | Ina
o rororoT— o —rorwa T el M —r e
44 1}?'3'156? 2'3'2',1':'8,44:_2ﬂ6 10.214.6.15 TCF smtp > 1686 !rira: ACE] SE(:|-32|7 Ack-lf-}??ﬁ ;

H JJJJJJJ I J’
HFrams 43 (63 bytes on wire, 63 bytes captured)
HEthernet II, Src: 00:0a:f4:32:07:7F, DsT: 00:60:08:82:d2:19
B Internet Protocol, Sro Addr: 202.108.44. 206 (C202.108.44,:06],
version: 4
Header Tergth: 20 bytes
B opifferentiated services Fleld: 0x00 (D3CP Ox00: pefault; ECH: Ox00)
0000 00.. = pifferentiated services Codepoint: pefault (Ox000
G000 aolr EChH-Capable Transport (ECTI: O
veas el = ECN-CE: O
Total Length: 49
Identification: Ox3571 (13681)
EFlags: Ox04 (Don't Fraogmert)
Joww = REserved bit: Mot set
1., = Don't fragment: Set
.0, = More Tragments: MOt set
Fragment offsat: 0
Time to Tive: 51
Protocol: TCP (Ox06)
Header checksum: 0x0a37 (correct)
source: Z02.l08.44,206 (202.108.44,206)
pestination: 10.214.6.15 (10.214.6.15)
B Transmission Control Protocol, Src PortT: smtp (250, DST POrT:
Source port: smtp (250
pestination port: 1686 (16861
seguance mumber: 318 (relative sequence number)
[Mext sequence number: 327 (relative sequence number)]
acknowledoement number: 1479 (relative ack number)
Header Tergth: 20 bytes
BFlags: O0x0018 (PSH, ACK)
Dear vae. = CoOngestion window Reduced (CwR): Mot s&t
ECN-Echo: Mot set
Llr'gent: KHOT =&t
Acknowladgment @ Set
Push: Set
REset: NOT set
Syh: MOT sSetr
5000 oo Fin: Mot set
wWindow size: B028
Checksum: 0x5e09 (correct)
B simple Mai1l Transfar Protocol
B response: 221 ByewrwWn
Response code: 221
REsponse parameter:

Dst addr: 10.214.6.15% (10, 214.8.15)

1686 (16867, Seq: 318, ack: 1479, Len: @

[
L I T O I

Erye

f4 32 b7 ©F 08 00 45 00 e snasas 22....E.
0a 37 <a &< 2< <e Da de 5o
7f o9 99 a6 d5 2d 50 18 SO0oco O ooooosEs
31 20 42 79 65 0d Da WAL L

0000
0010
Q020
Q030

00 80 OB 52 d2 19 00 Ja
00 31 35 71 40 00 23 06
06 of 00 19 06 96 Z0 0%
1f 5¢ 5e 09 00 00 32 32

I File: mail embp SEEZ bybes 00:00:20 §|P: 430:49M: 0




EE9Z POP3FSMT

R R EAER TCP 4 WIEF T . nE 9-54~& 9-57 fr7~ .

SB[ x [@[g] J[«[+ o7 aala] #DEx E

43 17. 700844
44 17, 701867

202.108. 44. 206

202, 108,44, 206

l'l.e; Eunse 221 Bye

b s s e = Lo

k=ld 78 Win=BE02s8 Len=0

Egg=sz/

45 17, 701937 10. 214.6.15 202 .108. 44 206 TCP 1686 » smrp [ACK] Seqeld7o Ack=328 win-16234 Len=0

46 17.7025233  10.214.6.15 202.108.44. 206 Tep 1686 > smtp [FIN, ACK] Seqeld?d Ack=328 Win=16234 Len=0 |

47 17.756785  202.108.44.206 10.214.6.15 ToR SCp > 1686 [ACK] S5Eqe328 Ack=1480 win=BOZB Lens0 7
[ ] -

B Frame 44 60 bytes on wire, 60 bytes Captured)
B Ethernet IT, Src: O0:da:fd4:32:b7:FF, Dst: O00:80:0B8:582:d2:19

version: 4
Header length: 20 bytes
B pifferentiated services Fiald: Ox00 (oscP Ox00: pafault; EomM: 0x00)
Qo0d @0.. = pifferentiated Services Codepoint: Default (Om00)
...... 0. = ECn-Capable Transport (ECT): O
....... 0 = ECHM-CE: 0O
Total Length: 40
tdentification: 03572 (136820
B Flags: 004 (Don"t Fragment)
O... = Beserved bit: Mot set
(1., = pon't fragment: Set
.o 0. = More fragments: Mot set
Fragent offser: 0
Time to Tive: 51
Protocol: TCP (Ox0&7)
Header checksum: Ox0a3f (correct)
Source: 202.108.44.206 (202.10B8.44. 2080
pestination: 10.214.6.15 (10.214.6.15)
B Transmission Control Protocol, Src Port: smup (250, Dst Port: 1486 (146860,
Source port: smrp (250
pesTination port: 1686 CL656)
Sequence number: 327 (relative sequence number)
Acknow] edgement number: 1479 (relative ack number)
Header length: 20 bytes
B Flags: 00011 (FIN, &CK)

#ER0 Sooo = congestion window Redused (CwR): WOt ser
WOew wuww = ECH-Echo: Mot set
sals swaw = UrgQENT: WOT SET

= Acknowladgment: Set
= Push: Mot set
rere 2@, = RESET: MNOT SET
= Syn: Not set
= Fin: set
window size: 5023
Checksum: O0x72e8 (correct)

B Internet Protocol, Src addr: 202.108.44_ 206 (202.108.44.206), Dst aAddr: 10,

214.6.15 {10.214.6.15)

Seq: 327, aAck: 147%, Len: O

o000 00 60 08 B2 d 1% 00 Da f4 32 b7 fF 08 00 45 00 v varaas wdesaaB
0010 00 18 35 7 40 00 33 06 0a 3F ca 6C Ic ce Oa df 1o - H - [
0020 06 OFf 00 1% 06 96 20 08 7F e2 99 af d5 2d 5011 ...... 5 ooooc =F,
0030 1F S< T2 &% 00 OO0 00 00 00 Q0 00 00 BT

[Fie: mai smip 5662 byles 000020

JF a0 aam.0

=lax[RE Q<[+ =[F2] @] #T[HEX 8

He . Time | souce | Desination Prolocal | Irfa
43 17.700844  202.108.44. 206 10.214.6.1% SMTP  mesponse: 221 Bye
44 17. 701867 202.103.44. 206 10.214.6.15% TCR smtp > 1686 [FIN, ﬂﬁK] Cequ327 Ack=1473 Win=802B Len=0

45 17. 701637 10, 214.6.15 202, 106,44, 206 CF 1666 >
46 17.702533 10, 214.6.15 202,108, 44. 208 TP 1686
47 17.756785  202.108.44.206 10.214.6.15 TCP st

ACK | Seg=147% Ack=3idH wWin=16:34 Len=0
> smtp [FIN, &CK] Seg=1l479% ack=3215 win=14234 Len=0 ]
» 1686 [AcK] Seq=328 Ack=1480 win=BO2B Len-o0 F,

=i

| =

EFrame 45 54 byres on wire, 54 byres captured)
B ethernet IT, Src: O00:80:08:82:d2:1%9, Dst: O0:0a:fd:32:b7:FF

varsion: 4
Header length: 20 bytes
A piffarentiated services Field: Ox00 (pscP Ow00: pafault; Eom: 0x00)
Q00 @0.. = pifferentiated Services Codepoint: Defauwlt (Om0O0)
...... 0. = ECN-Capable Transport (ECT): O
....... 0 = ECM-CE: 0
Total Length: 40
rdertification: Ox243a (92740
B Flags: Oxb4 {Don"t Fragment)
O... = Beserved bit: Mot set
.1.. = pon't fragment: Set
.00 = Mora fragments: Mot set
Fragment offset: 0
Time to Tive: 128
Protocol: TCP (Ox0&7)
Header checksum: Oxce7d (correct)
Source: 10.214.6.15 {10.214.6.15)
pestination: 202.10B.44_ 206 (202.108.44_206)
B Transmission Control Protocol, Src Port: 1686 (146863, Dst Port: smtp (250,
source port: 1686 (1656
pESTinAaTion port: smrp 250
Sequence number: 1479 (relative sequence number)
Acknow] edgement number: 378 (relative ack number’)
Header length: 20 bytes
B Flags: 0x0010 (&cKD
e G a00 = congestion window reduced (CwRl: mot ser
w0es o = ECH-Echo: Mot set
LoD00 L... = UPQENTD WOT S8T
Acknowladgmant : Set
Push: Mot set
RESET: NOT SE&T
Syn: Mot set
....... [ul Fin: Wot set
window size: 16234
Checksum: Ox52db (correct)
B [sex/ack analysis]
[This 95 an ACK to the segment in frame: 44]
[The RTT to &Ck the segment was: 0000070000 seconds]

L=]
.
[ I ]

B Internet Protocol, sSrc addr: 10.214.6.15 ((10.214.6.15), Dst Addr: 2Z02.108.44.206 (202.108.44.206)

Seq: 1479, Ack: 328, Len: O

o000 00 Da £4 37 b7 FF 00 60 08 82 d 19 0B 00 45 00 SHRHon Dooooo E.
0010 00 I8 4 3a 40 00 BO 06 ce 76 Qa di 06 OF ca 6c 94 1 - M T 1
0020 Z< ce 06 95 OO 19 99 a6 d5 2d 20 09 TF e3 50 10 SAoOooo0G = aa P

o030 3F Ba 52 db 00 OO kLT

[Fie: mai smip 5662 byles 000020

JF a0 w0

141
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CP/IP LR N

Fle Edl View Go Cophue fnshos Stisics Heb

B BB x @8] R «[»=[F 2| alalal »BEx 2|

Time | source | Destination Irfa
43 17, 7005844 202,108, 44, 206 10,214, 6.15% Response: 221 Eye
44 17.701867  202.108.44,206 10.214,6.15 SR > 1686 [FIN, ACK] Seqe327 Ack=147% win=8028 Len=0
45 17, 701937 10, 214.6.15 202,108,494, 206 1686 = =mtp [ack] Seq=147% Ack=328 win=15234 Len=0
46 17.702533  10.214.6.15 202.108.44.208 ; > Segeld 73 Ack=228 Win=l6234 Len=0 |
47 17. 736787  202,108.44.206 10.214.68.15 TCR smtp 5eQ=328 Ack=1480 win=B0ZE Len=0 P
[ | =

B Frame 46 (54 bytes on wire, 54 bytes Captured)
B Ethernet IT, Src: 00:60:08:82:d2:1%9, Dst: O0:da:fd:32:b7:FF
B Internet Protocol, Src addr: 10.214.6.15 ((10.214.6.15), bst Addr: 202.108_44_206 (202.108.44_ 208
version: 4
Header length: 20 bytes
B pifferentiated services Fiald: Ox00 (oscP Ox00: pafault; ECmM: 0x00)
Qobd @0.. = pifferentiated Services Codepoint: Default (Omdd)
...... 0. = ECH-Capable Transport (ECT): O
....... 0 = ECHM=CE: 0O
Total Length: 40
rdentification: Oxz43b (92750
B Flags: O0x04 (Don"t Fragment)
0... = Beserved bit: Mot set
1., = pon't fragment: Set
vole = More fragments: Mot set
Fragment offset: o
Time to Tive: 128
Protocol: TCP (Ox0&])
Header checksum: Oxce?3 (correct)
Source: 10.214.6.15 (10.214.6.15)
pestination: 202.10B.44.206 (202.108.44_ 2067
B Transmission Control Protocol, Src Port: L1486 (146860, Dst Port: smtp (250, Seq: 1479, ack: 328, Len: ©
source port: 1686 (1656
pesTination pore: smrp €250
Sequence number: 1479 (relative seqguence number)
Acknow] edgement number: 328 frelative ack number’
Header length: 20 bytes
B Flags: 0x0011 (FIN, &CK)

#ER0 Sooo = congestion window rReduced (CwR): WOt set
WO.. ... = ECHM-Echo: Mot set
sy saas = ur'gem:'. HOT SET
veed waee = Acknowledgment: Set
.. O... = Push: Mot set
reer 2@, = RESET: MOT S&T
vaes 20 = SyND NOt Set
....... 1 = Fin: set

window size: 16234
Checksum: Ox52da (correct)

o000 00 Da £4 32 b7 FF 00 60 08 82 dZ 19 OB 00 45 00 SHooo . .
Q010 00 I8 4 3Ib 40 00 B0 06 ce 75 Oa df 06 OF ca 6o 9% 1. M T R
O0Z0 Ic ce 06 95 O 1% 99 ad d5 2d 20 09 TF e3 30 11 priarras 0= waa P

0030 3F 6a 52 da 00 00 #§Ra ..
[Fie: mai smip 5662 bytes 00.00:20 JFas0 aam. 0

ola)x @3] B[«[= =72 /aal ] BEx E

Mo . Time | source | Destination Froloodl | Irfa
43 17.700844  202.108.44. 206 10.214.6.15 sMTP  Response: 221 Bye
44 17.701867 202.103.44. 206 10.214.6.15% TCR satp > 1686 [FIN, .lu'_K] Cequ327 Ack=1473 Win=802B Len=0
45 17.701937  10. 214.6.15 202.108.44.206 TP 1686 > smtp [ACK] Seqe1479 Ack=328 win-16234 Len=0
46 17.702533 10, 214.6.15 202.108.44.208 TCP 1686 > smtp [FIN, ACK] Seqeld?d Ack=328 Win=16234 Len=0 |

47 17, FS367H5 L0, 24, 206 10, 214.6,15 sMtp > 16EE
= I =

B Frame 47 (60 bytes on wire, 60 bytes Captured)
B Ethernet IT, Src: 00:0a:fd4:32:b7:FF, Dst: 00:80:08:582:d2:1%9
B Internet Protocol, sSro addr: 202.108.44_ 206 (202.108.44.206), Dst addr: 10.214.6.15 (10.214.6.15)
varsion: 4
Header length: 20 bytes
Bpifferentiated services Field: 0x00 (pscPp Ox00: pefault; EcM: 0x00)
Qo0d @0.. = pifferentiated Services Codepoint: Defauwlt (Om0O0)
...... 0. = ECH-Capable Transport (ECT): O
....... 0 = ECM-CE: 0
Total Length: 40
rdentification: Ox0000 C0)
B Flags: Oxb4 {Don"t Fragment)
O... = Beserved bit: Mot set
.1.. = pon't fragment: Set
.00 = Mora fragments: Mot set
Fragment offset: 0
Time to Tive: 51
Protocol: TCP (Ox0&7)
Header checksum: 0x3FlL (correct)
Source: 202.108.44.206 (202.108.44.208)
pestination: 10.214.6.15 (10.214.6.15)
B Transmission Comtrol Protocol, Src Port: smep (250, Dst Port: 1686 (146860, sSeq: 328, ack: 1480, Len: ©
Source port: smtp (25
pestination pore: 1686 (16860
Sequence number: 328 (relative sequence number)
Acknow] edgement number @ 1480 (relative ack number)
Header length: 20 bytes
B Flags: 00010 (&cKD
+E80 Sooo = congeation window Redused (CwWRl: Mot 2er
WOuy wu.w = ECHM-Echo: MOt set
saDe csee = UPQENT: WOT 58T
= Acknowladgment: Set
= Push: Mot set
reee 20, = RESET: MOT SET

Syn: Wot set
Fin: Wot set
window size: 5028
Checksum: O0x¥2e8 (correct)
B [sex/ack analysis]
[This 95 an ACK to the segment in frame: 44]
[The »TT to &Ck the segment was: 0.054252000 seconds]

0000 0D 60 OE B2 d 1% 00 Da f4 32 b7 fF 08 00 45 00 S nnonD L Ee s aa B
0010 00 I8 00 00 40 00 33 06 3F bl ca 6c Zc ce Oa df a3 LT
o020 06 OF 00 1% 06 96 20 09 7F &3 00 af d5 28 S0 10  ...... 0 0D0DOG F.
o030 A1F 3¢ 72 &8 00 O0 00 00 00 00 00 00 T T

[Fie: mai smip 5662 byles 000020 JFeED w0




C HAPTERIO

DHCP 1 ¥ E=I103=

10.1 DHCP i A

DHCP (Dynamic Host Configuration Protocol) 23 A P35 . — & 1R
35 far i » 73— A2 P . DHCP iR 55 4 5 w8 3 ) 2% P4 55 95 8 O f7 53 b 38
% P ) DHCP 352K . % P o iR 38 IR 55 88 40 B0 T ok i 1P P55 95 KL ok i &
H 52534, DHCP 4B bk A W o7 =

(1) Hz4rBL: —H DHCP & Py B2 — Rl D i N DHCP iR 55 #%
v ML 2 1P 2 ht 2 J5 5l 7K G fdf X A2 Ak .

(2) WEB: 24 DHCP 5 — K M DHCP IR % %% v #1H 2] 1P # bk 2~
J& IR AE AR AW AL IE B R 2 21 5 P v 515 B (release) iX A4~ 1P
(7 hb, DU H AL AL AT DA . (B2 P im A A = A 3 AL 5 P 5 b 4k 22
(renew) FH 25 . ol 2 FHLFH HAB Ay TP {20t . fh b m] DL 30 25 45 Bc 4 2% LE A 30 43 B
N R, R Y 1P #H bk hE A 8 A4 kg

DHCP Y87 & & BOOTP, BOOTP Ppil & — 4~ F:F TCP/IP B i #
LB LR TAESE N — 0 iR 55 2% L3R4S TP Huhb , XX #F 8 J5) 38 )
BT TAE A IP bt . FATEREIMHP LEEFHS IP Mk,
DHCP &%} BOOTP i9" k& . &1 atg UM BOOTP —F# . X 1§ BOOTP #
DHCP Z [\ a] LS BB #24E . ENTE M UDP % H 502 67 (k55 &% ¥ ) F
68(% i), DHCP A1 BOOTP gy X 5l an F .

(1) DHCP X 1P s hik {5 F A5 4~ B ] 04 BR 6] . 78 2 7 e FH 09 BR 2] 1 3 22 %
HOX A~ ik, 58 | i 2 FHL X S TP #idk .

(2) DHCP &tk BOOTP . H itk DHCP Sy H P $#24E A 1P X
KECE S EL

(3) DHCP 5 7 #riH 2L, it BOOTP HA M #p .

DHCP BE AL St A sk i . B A 2. MEE 3 5 al LUE o DHCP
iz 55 %8 A B8 ik TP ik A0 H A A B 2 80, i A H LA A& [ A~ L DHCP Ik 55
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A 2[Rl B FHLAE AR R 0 TP M bk 25 P9 5 0. X FE e T Hudik vb 28 DHCP 4 8 63 7] DL 23R
R E B TH AL F R 09 1P Huhk s o] DA 84> DHCP A H Bk 8 AR 2 k10 ; & P HLFE A
[7] - ) [B] 7% s s AN 75 2L E BT i & 1P Hbhk .

5] i B R Sk S A7 7E . DHCP AgE & B 4% F4F DHCP % P HLE £ 768 H iy 1P b
hEs BRAERS 28 721 BOOTP $ % . —f% DHCP IR 55 25 N RERS B% th #8 5 % P WL {5 .

DHCP i TAE LRI F .

(1) DHCP & L34 DHCP & a8 BrBr. R ZE P PLEE — Wk B M. & A e 1P
i hE %5 2545 S . DHCP Sk & 38 28 91 4f 1% & i . DHCP & P AL #5 77 C (A A8 DHCP
MR 55w 04 1P Hhik XF F % P LR a2 R A1) & 3% DHCP discover iz 3k -4k DHCP i 55
Z XA R/ M S e MR 255. 255, 255, 255 Kk, MK B/ &R T TCP/IP hill i &
PLES I B X AT 55 B 0 B8 DHCP RS g5 A 2o i 13 . an 18 10-1 fF s,

W% PG5S — 1 DHCP discover #it 3Ci% 22 Z 5 7E 1 #02 W& A 15 3 8] 5 /9 35 58 2
HEATES 2 I A& ik DHCP discover 4% s 5% 2 IRSERFIATE] A 9 # .9 #0545 2] 8] L . 0 23
% 3 K&K DHCP discover it 3C; %6 3 IRSFFF AT [E] R 13 b, an 2R 13 #b 5 A [E 0, 51 &
%55 4 X DHCP discover J7#&; 5 4 IRSFFFATE R 16 b )5 .16 #0548 545 2 9] 5 5 5 5 45
DHCP discover By W, % A & 3] DHCP IR 4. 2 /.44 5 40 8 & — X DHCP
discover W E 2K, T & P im A s B9 B L ¥ A TP #hlk Br LAFE & & 4 79 DHCP discover
i SCH & A H MAC #ihik {5 B9 HA — XID 485 . F DHCP iR %5 &5 2% [01 ) 2 H .

(2) DHCP iz 55 #e & 4E 1IP Huht iy By Be . 76 28 220 3] DHCP discover & L7 B /Y
DHCP iz 55 4 &8 2 i ma [z, B2 N TP Hi k3t vh $k ik — 4~ R 7 Bo i 1P Hbhk 247 DHCP &%~
vt » 38 32 [a] DHCP % P i & 2% — A0 & U FLAY 1P Hhik Fn At 1% & f9 DHCP offer 2t {57
BAanE 10-2 s, DHCP R4 25015 6 DHCP offer #i 3¢, X MR X & A U ZE /Y M 24515 &
{7 5 E 0 TP i hik | FH 24 309 R AR 56 255 B

///EHCPHE%%% /}Hcpﬂﬁ%%g
DHCP discover : DHCP offer :

DHCPJ; 4% 5% DHCPli 5547

Kl 10-1 < 10-2

& i

(3) DHCP & Pk #EH &7 DHCP Ik 5 a2 it iy 1P bk my pr Bz, WA £ & DHCP
Ik %5 %5 1] DHCP & 7 3 & K 19 DHCP offer #2465 B .84 DHCP % F o H 3232 5 — 1 lk
#| DHCP offer 24t 0915 B 2R 5 B 8L AT #5 J7 X [FI & — 4~ DHCP request 52K {5 B . %15
B & m ek E ) DHCP IR 7 iG K 1P Mk F N2 Ak X iR G B2 T ik
A1 DHCP R4 288 . T L X & DHCP R4 28 r42 4t a9 1P Mo bt tn & 10-3 frx . A
I XA TE R AR Bl B9 2 ) 5 ik

(4) DHCP R 5 g8 A pr 24509 1P bt B Bz, 24 DHCP R %5 %51k ®) DHCP % F' ¥
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) DHCP request i5R{F B Z 5 - EfE M DHCP %& F i & & — 0 & B Fr s ik iy 1P #ihk 0
HAth % % 19 DHCP ack #AMF & . &5 f DHCP %& F i o] DU & rdg it ny 1P sk, R)5
DHCP %& P ¥ {865 H TCP/IP th il 5 M K46 € . 53 b . Bk DHCP % 7 ¥ 1 o i il 55 &% Fh .
iy DHCP iz 55 % #0R5 i 0] 85 $2 f % TP Mkt , 4o & 10-4 o,

//,/j’DHCPHIﬁ 5o DHCPE %% 5%
DHCP request :
gpﬁ DHCP ack

DHCPflj; 2 52 DHCPHR 55 ¢

/| 10-3 & 10-4

% P um g A DHCP R 55 4% 45 19 1P b hik 77, & 5 ¥ if 2 18] B 2% % 2% — > ARP
(Address Resolution ProtocoD) #ft A& M 4% oA %A HAbPLgs 8 B iZ 1P bk, an 2 %
iz 1P E &8 5 H % P i ) 2324 H — 4~ DHCP decline 2 3C 45 DHCP ik 55 %5 48 48 3 52 H
DHCP offer 3F 5 % 1% DHCP discover £ B, .

(5) DHCP % F iy £ UK 55 BT 8 5% W 26 s o 5 AN 15 22 15 & 3% DHCP discover K 7 E T .
M 42 B3 & 440 & AT — KB4 B A TP Hihik 9 DHCP request i&R{5 8. 24 DHCP ik % %%
KX —fF B, B el DHCP % 5 v 4k 22 {1 H JF ok 9 TP Hohk . IF 012 — 4> DHCP
ack i IAME B . WR I 1P #ihk © JC 40 B 45 Rk 9 DHCP % 5 s fd R CHe anitk 1P b
HE B 3B 25 HoAth DHCP % 7 i ) . Il DHCP iR %5 %% 45 DHCP & 5 i 0] 22—~ DHCP
nack fFIAMFE B . HJFE KA DHCP % P im i #] itk DHCP nack &AMF B G - E #4246 200 8 3 &
i DHCP discover & 317 B R IF KB aYg 1P Hihk .

(6) DHCP Hi 45 %% ) DHCP % F7 i i fHL 09 TP Hb hik — 8 #B5A — 4 FL1E W1 BR . W) 6 )5
DHCP iR & #fE W ml B FL A 1P dihk . @05 DHCP % 5 s 4k 22 FH % 1P ik, W) 20 201 81
B IP %y, DHCP % P om e 1P fHZY B PR L —2F i), & A 3 DHCP iRk %5 4% % 1% DHCP
request, H P H 1P #HHZR9ME B . R 15 A 2] DHCP AR 55 #% /9 8 A 19 18 2 57 3 36 m] LA
?I*‘?J*{%Hh? P, 4K Jo 76 ) F A9 FH 29 39 BR A% B — 2 19 ik 4 CRRFRL24 8 75 %) 38 73 AS 3] 8 A /Y
iR A TAEM A RESI A XA 1P T .

=

10.2 DHCP #t r 558

DHCP 2 3C&5F & 10-5 Fros .

1) Opcode

44 Boot request B} .Opcode {H A 1.2~ Boot reply B} .Opcode FI{EH 2.
2) HTYPE

255 . Ethernet A 1, — 288 WAy 28 51 (B an 3% 10-1 Fros.
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Opcode HTYPE HLEN HOPS

Transaction ID

Seconds Flags

Client IP address

Your |P address

Server IP address

Gateway IP address

Client hardware address

Server host name

Boot filename

Options

F10-1 BERHEEENEE

{H i ik

1 Ethernet

3 Amateur Radio AX. 25,

4 Proteon ProNET Token Ring

5 Chaos

6 IEEE 802

7 ARCNET

8 Hyperchannel

9 [Lanstar

10 Autonet Short Address

11 LLocalTalk

12 LLocalNet (IBM PCNet or SYTEK LocalNET)
13 Ultra link

14 SMDS

15 Frame Relay

16 ATM. Asynchronous Transmission Mode
17 HDILC

18 Fibre Channel

19 ATM, Asynchronous Transmission Mode
20 Serial Line

27 EUI-64

31 [Psec tunnel

3) HLEN

i {4 bk L Ethernet 4 6,

4) HOPS

E SCHR SCAT 28 ok i I Kk, FERl— A 0.
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5) Transacion 1D

% P i A& 1% DHCP request B, #E8—ANFEHL A ECF . IAE B DHCP IR 55 %% S [21 0 B 7
1A

6) Seconds

7 i JE S [a) (BB, 28 S gk A5 — A i hk BCE B AR

7) Flages
0~15 3L 16 7 fx m o 1 B R m R 55 4 45 LA #& O sCAE 2 S0 am % 7 HoR v oKk
fli .

8) Clinet IP address

B v AR 2 22 (o DA AT B Y TP Huhk , axX LIRS AR 4R 22 4l FH Y TP Huhk .

9) Your IP address

XIS Ao s % P R 1P 24k

10) Server IP address

R % P B I M 28 U8 B, X LS R SRR I AR 19 IR 55 4 i ik

11) Gateway IP address

AR 85 W Bt AT DHCP &R, 53X A7 By iR 4R fCBE A b bk 7500 2 0.

12) Client hareware address

& v ) B A4F bk

13) Server host name

i 55 i B9 24 FK 5 LA 0x00 45 .

14) Boot filename

TR 2R 78 P g e 2 o RS AL X R S 5 R SR A PR FH R DL TFTP 3%
15) Options

AL Z A9 N5 B (40 Netmask ,Gateway .DNS Z) o &) E G E . HIK ] AR,
16) Magic cookie

XA F B IR B — B B 2 e

10.3 DHCP {359t

1% N oRF B L PREIK DHCP 1 3.

WA 10-6 R . & P i & 1% — 4 DHCP discover # 3C, iX 4~ SCAY I btk 4 0. 0. 0. 0,
HenHb bk > 7 #& bl 255, 255, 255. 255, DHCP discover it 42~ Boot request 255! Y
S EE XA Transaction 1D, 7 22 i iz SCHER & FEAR X > ID >k 4k £F ik 55 2 F1 & 7
KRN, P& 7T mi) MAC #hl . EVL2FFE R .

wE 10-7 Fras IR 55 28 v i 3] DHCP discover it 5 » % % DHCP offer 4 X . Source
Hihk 2 DHCP R55 %% 1P Hitik . Destination #ht 2 255. 255. 255. 255, Al LIFF R CH A —
A5 % P ) 1P Huhk . DHCP Option Field #8437l LA B d IR 5% g5 bE 1P Huhk—id2 &
16 1 Y EAS | BRI I G R pR ) | FHL 24 s [] Tk 44 AR 45 %5 b hik .
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b Go  Capture  Anabyze  Statistics Help

o) =B x [R[8] B «[+] =[F 2] /A& #DHE
Mw

/| Add Exprassion...| clase| apply|

X

Mo, Time Sounce Diestination P
60 44.957201 0.0.0.0 55,255, 3
Fd AR ARFIRS 10 &1 19 1 FEL PEL PEE GG )

notiocal Inta

MH~P Mffar

DHCP Discover - Transact

= Transart

~ Ll

e

@ Internet Protocol, Src Adde: 0.0.0.0 (0.0.0.0), Dst Addr: 255.255.255.255 (255.255.255.255)

B User Datagram Protocol, Src Fort: bootpc (68), Dst Port: bootps (67)

Source port: bootpc (63)
Destination port: bootps (67)
Length: 308
Checksum: Ox7dd3 {correct)

B Bootstrap Protocal
Message type: Boot Request (1)
Hardware type: Ethernet
Hardware address length: &
Hops: ©Q

Transaction ID: Oxe2?d7937
Seconds elapsed: O

B Bootp flags: Ox8000 (Broadcast)
... ... e ==.. = Broadcast flag: Broadcast

L 000 CICIC:ICI GDDD 0000 = Reserved flags: Ox0000
Client IP address: 0.0.0.0 (0.0.0.0)
Your {(client) IP address: 0.0.0.0 {(0.0.0.0)
Next sapver IP address: 0.0.0.0 (0.0.0.0)
Eelay agent IP address: 0.0.0.0 (0.0.0.0)
Client hardware address: O0:04:23 16 :05:10
Server host name not given
Boot file name not given
Magic cookie: (0K}
Option 53 DHCP Message Type = DHCP Discowver
Option 116: DHCP Awto-Configuration (1 bytes)
EoOption 61: Client identifier
Option 12: Host Name = “zjzucc"
Dption &60: Yendor class identifier = “"MSFT 5.0°
B Option 55: Parameter Request List
1 = Subnet Mask
15 = Domain Name
3 = Router

L]

& = Domain Name Server £
20 FF £ 00 44 00 43 01 34 7dd3ﬂlﬂiﬂﬁmm N i T I
30 BEREE 00 OC 80 Q0 00D 00 00 Q0 00 0D 00 00 [y | |
OO 00 00 OC 0D 0D OD 04 23 6 05 10 0D O0 20 00 ........ : . o JR
50 00 00 00 00 00 OO0 0D 00 0D OO0 00 00 OO 00 00 00 .. viiees sssmmmss
60 OO0 00 00 OC OO0 OO0 O0 OO0 00 OO0 OO0 O OD 00D 20 00 ... iiiee sssssnss
FO 00 00 00 Of OO0 OO0 OD OO0 0D OO0 00 OO0 OO OO0 00 0D ... iiees sesmsmss s
Il'mn 10 ibastp.id), 4 bytes E| P; 388 D: 207 M O
I 10-6

“Waw  Go I:apture Statistice Help

i x @JJ* >0 F & Glfl@. Hl@llx ®
e /| Add Expression... | Clear| Apply

Sounce Diestination Protocod Inta
DHCP Offer - Transact

RS dR. 9RF404 0.0 . . NHCP Rernuest - Transart 4
| I =
B Frame &4 (342 bytes on wire, 342 hytes captured)
@ Ethernet II, Src: Q0:0F:f7:67:98:3F, Dst: Freffiff:ff:ff:ff
B Internet Protocol, Src Addr: 10.61.19.1 {10.61.19.1), Dst Add-: 255.255.255.2585 (255.255.255.255)
@A User Datagram Protocol, Sec Fort: bootps (67), Dst Port: bootoc (68)
B Bootstrap Protocol

Message type: Boot Re

Hardware type: Ethernet

Hardware address length: &

Hops: ©

Transaction ID: Oxe27d7937

Seconds elapsed: O

B Bootp flags: Ox8000 (Broadcast)
I . «u.. = Broadcast flag: Broadcast
L0000 DDGICI DDDD Q000 = Reserved flags: Ox0200

Client IP address: 0.0.0.0 (0.0.0.0)

Your (client) IP address: 10.61.19.43 (10.61.19.43)

Next serwver IP address: 0.0.0.0 (0.0.0.0)

Eelay agent IP address: 0.0.0.0 {(0.0.0.0)

Client hardware address: O0:04:23:6F:05:10

Server host name not giwven

Boot T1le name not given

Magic cookie: (OK)

Dption 53 DHCP Message Type DHCFP Offer

Option 54: Server Idemtifier 10.61.15.1

Option 51: I[P Address Lease Time = 1 minute

Dption 5&8: Renewal Time Value = 30 seconds

Option 59: Eebinding Time Value = 52 seconds

Option 1: Subnet Mask = 255,255.255.0

Dption &: Domain Wame Server = 10.61.10.10

Option 3: Router = 10.61.19.1

B4 46.9823BE5 10.61.19.1

End Option
Padding
20 ff ff 00 43 00 44 01 34 358 03 01 06 Q0 =:'2 7d w004 X R--. )
30 79 37 00 OC g0 OO0 OD OO0 00 OO0 Oa 3d 13 2b 900 OO I PR— e Sata s
o0 OO0 00 OJ OO0 O0 O0D O4 23 6F 05 10 O0 O0 00 00 ........ FOuusnns
S0 00 00 00 OC OO0 OO0 0D OO0 0D OO0 00 O0 OO0 OO0 00 00 ..... .0 cececaas
60 00 00 00 OJ QO Q0 QD OO0 OD OO0 00 Q0 O 00D 00 0D .. .iiivee sossssss
FOO 00 00 00 O OO0 OO0 0D OO0 0D OO0 00 O0 OO0 OO0 30 00 . .....c. cececaas )
Mezz3ge type Bootp type), 1 byre P88 D297 M 0
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aniE 10-8 o . & P ) DHCP offer 2 SCJF . 3155 H AR 55 2% v 43 B (19 TP #hk . 5
i . 2 P i A2 15 DHCP request. f#i FH Requested IP Address Bt VA [a] AR 55 &5 1 I\ & 7 v 5
X~ Hi bl . Server Identifier 5B W /R #2EFH 2909 DHCP IR & 4509 1P Hbhl

SR [RE [ «[»] 27 2] Q] #TEN 8

/| Add Expression...| Claar| dpply |

R 47 . 292R30 10.R1.19.1 Ah%. A5 255255 NHCPE NMHCP ACK - Transar ‘I'E
= I =
E Frame &5 (350 bytes on wire, 350 bytes capturec)
@ Ethernet II, Src: 00:04:23:6F:105:10, Dst: Ffeffiffoffiff:ff

A Internet Protocol, Src Addr: 0.0.0.0 (0.0.0.0), Dst Addr: 255.255.255.255 (255.255.255.255)
E User Datagram Protocol, Src Fort: bootpc (68), Dst Port: bootos (67)
= Bootstrap Protocol
Message type: Boot Reguest (1)
Hardware type: Ethernet
Hardware address length: &
Hops: ©
Transaction ID: Owxe27d7937
Seconds elapsed: O
B Bootp flags: Ox&8000 (Broadcast)
o = Broadcast flag: Broadcast
LO00 Q000 QD00 0000 = Reserved flags: Ox0200
Client IP address: 0.0.0.0 (0.0.0.0)
Your {client) IP address: 0.0.0.0 (0.0.0.0)

Hext serwver IP address: 0.0.0.0 (0.,0.0.0)
Eelay agent IP address: 0.0.0.0 (0.0.0.0)
Client hardware address: 00:04 :23:6F :05:10

Server host name not giwven
Boot file name not given
Magie eaakie: (OK)
Dption 53: DHCP Message Type = DHCP Request
B option 61: Client 1dentifier
Hardware type: Ethernet

) O] Akl REI = LA FESS
Option 54; Server Identifier = 10.61.19.1
Dption 12: Host MWame = “zjzucc"
Option 81: Client Fully Qualified Domain Nare (10 bytes)
Option 60: Yendor class identifier = "MSFT 5.0"
B Option 55: Parameter Reguest List
End Option

rrrrrrr

LTI WA UAF UL UL U U B3 o2 593 B3 39 UL U3 30 W UL ...... C. oC9.n=u.
120 00 04 23 &f 05 10 EH PEECEERFEE 36 04 O0a 3d P, . =
130 13 01 Oc O0¢ Fa Ba Fa 75 53 63 51 O0a 0D 0D 0D 7a eea s ZJEU COQuenoZ
140 6a 7a 75 63 63 2e 3c OB 4d 53 46 54 20 35 2e 30 jzuce. <. MSFT 5.0
150 37 Ob 01 Of O3 06 2c 2e 2f 1f 21 9 2b ffF Fowiaaga falot.
[ L
Kl 10-8

i 10-9 Fras . DHCP IR 55 #% I DHCP ack W . DHCP request, LI 58 W ¥ & 16 J
], Source Hilit & DHCP iR 55 #8 19 1P Hidk , Destination M3k 47588 J& 255. 255. 255. 255,
YIADDR FEB & % P am gk, 11 Client MAC address FF B & & i R 00 & 5 3 o B
14 B 5 . DHCP Option #8408 G2 Ar 2 ACK,

anE 10-10 Fros, & P oim g B HERT, &% ARP 3EK KRG R E R FVEH T
M DHCP i 5% % ¥ 43 BC 89 1P Hohk , 2R & A L B 3X > ARP 352K, W E =08 X A4~ 1P
Hi k- .

G 10-11 Fros . 1 F M DHCP iR %5 %8 B8k iy 1P Huht A A~ FLH B 18] B3 36 /7 DHCP
M 55 g (B 2 i el S FH Y TP Hbochl o G0 SR 2244 224t FH iz b bt o 5022 58 08 #1249 . DHCP % 7 ¥ 75
1P 2 W PR ik — 2 it . 25 A 3l [s) DHCP il 55 #i% & 3% DHCP request, 81 IP AR {F B .

R 10-12 s, Bk 55 4 R 2 % 7 vm b 22 H % 1P Huhk .

ETNREFR VAR E L TP HhE 10, 61. 19, 2,88 )5 53 DHCP 335715 1P Hi bl B A9
] SCIE L

& 10-13 Jir7n . iX 521~ DHCP discover #t 3C. 7] LA 23X 4~ SCH option A B
requested IP address=10. 61. 19. 2, XM FEE R F i ia 2K DHCP iz 55 &% 70 B & 7 i 8 28
fdi 3L B9 10. 61, 19. 2 XS HhE 25 % P13
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b Go  Capture  Anahyze  Statistics Help

o) EE x (@[S’ «[» 0|7 2] Qalal #hEx B
Fier: Judp

/| Exprassion...| craae| ppiy |

Mo, Time Sounce Diestination Protocod Inta
66 47.292635 10.61.19.1 : DHCP ACK - Transact
75 49 .5312RF 10.AR1.19.473 10.AR1.19. 255 NEHS Fenistratinn HE 7170000 |4
= I =

;;;;;;;

E Frame 66 (342 bytes on wire, 342 hytes captured)
@ Ethernet II, Src: Q0:0F:f7:67:98:3F, Dst: Ffeffiff:ff:Fff:ff
E Internet Protocol, Src Addr: 10.61.19.1 {10.61.19.1), Dst Add-: 255.255.255.255 (255.255.255.255)
@A User Datagram Protocol, Sec Fort: bootps (67), Dst Port: bootoc (68)
= Bootstrap Protocol
Message type: Boot Reply (2)
Hardware type: Ethernet
Hardware address length: &
Hops: ©

Transaction ID: Oxeds

Seconds elapsed: O
B Bootp flags: 0=&8000 (Broadcast)

lies 2ot tuus wes. = Broadcast flag: Broadcast
LO00 QOO0 QD00 0000 = Reserved flags: Ox0200

Client IP address: 0.0.0.0 (0.0.0.0)

Your (client) IP address: 10.61.19.43 (10.61.19.43)

Next serwver IF address: 0.0.0.0 (0.0.0.0)

kelay agent IP address: 0.0.0.0 {0.0.0.0)

Client hardware address: 00:04:23:6F:05:10

Server host name not giwven

Boot T1le name not given

Magic cookie: (0K

Dption 53: DHCP Message Type DHCP ACK

Option 54: Server Idemtifier 10.61.1%9.1

Option 51: I[P Address Lease Time = 1 minute

Dption 5&: Renewal Time Value = 30 seconds

Option 59: Rebinding Time Value = 52 seconds

Option 1: Subnet Mask = 255,255,255.0

Option 6: Domain Mame Server = 10.61.10.10

Option 3: Router = 10.61.19.1

End Optian

Padding
20 ff +F 00 43 00 44 01 34 5503&29196(!1" C.D.4 U.....
30 BENER OO OC &80 00 00 00 00 00 0a 3d 13 2b 1 y 7 T veaSat,

OO OO0 00 00 O0 O0 00 04 23 &6F 05 10 00 O0 00 00 ... .e.. . = TR
SO0 00 00 00 00 00 00 0D OO0 0D OO0 00 OO0 0D 00 00 00 .. ...0cs secwawas
60 OO0 00 00 OC OO0 00 Q0D OO 00 OO0 Q00 OO OO O0 00 OO0 .. ..i.ives sacnanes
FO 00 00 00 OQ 00 00 0D OO0 00 OO0 00 OO OO OO 00 OO0 . .....i0 cecwawas £

Il'mmbw- 1D ibastp id), 4 bytes 5|F:mu:mm:n
K 10-9

ﬂﬂld Eq:ruslun...l Cltarl .ﬂpplyl

Mo. . I'I'Ime |S‘-um |I.'Iul|nulnn Ihumul Ilnfn

66 47, 292635 10.61.19.1 255,255, 255, 255 DHCP DHCP ACK - Trans
Sroadcast ARP gho ha /

R — ] -
B Frams &7 (60 bytes on wire, &0 bvtes captured)
M Ethernet II, Src: G0:04:23:6F:05:10, Dst: FF 1FF 1 FF oFF oFF o FF
= Address Resolution Protocol (request/gratuitous ARP)

Hardware type: Ethernet {(0w0001)

Protacal type: IP (Ow08003

Hardware size: &

Protoco]l size: 4

Opcode: request (0x0001)

Sender MAC address: O00:04:23:6F:05:10 (169,254, 247.219)

Sender IP address: 10.61.19.43 (10.61.19.43)

Target MAC address: 00:00:00:00:00:00 (00:00:00_00:00:00)

Target IP address: 10.61.19.43 (10.61.19.43)

10
EVII00 00 00 00 00 00
30 00 00
[adaress Resolution Protocel (am). 26 bytes F T
Kl 10-10

GnrE 10-14 Bz ik 55 4 i 5 BC 25 % 7 o — /18T 89 TP Hbhk 10, 61. 19, 151, i [& 10-15
FIT 718« %5 7 s B ACKE 4 FH OB 9 TP Mkl 10. 61, 19. 151,

anE 10-16 Fr7n . DHCP ik 55 %t FH DHCP ack i DHCP request. UL I 58 1% %] &5 1k

b 10-17 Fios. M5 . & 5 om & 3% ARP g K. LLERIA 10. 61, 19. 151 & &HA A H.
fn B i 3 [\ 7, D0 aE = A 10,61, 19. 151,



Foxonl

s 10

Fie Edit “dew Go Captue  Snabyze  Stalistics Help
— —
2)| S|B)| x [@|8| @« 0|F 8| Q| 1¥DE X B
Fiter: ﬂm Expression. .| Clear| Appiy |
No. . Time Source Destination Protecol Infa Y
167 77.472107 10.61.19.43 10.61.19.1 DHCP Eequest ~
168 77.4B0508 10.61.19.1 10.61.19.43 DHCP DHCF ACK - Trans | /£
N ' -
B Frame 167 (342 bytes on wire, 342 bytes captured) X
A Ethernet II, Src: O0:04:23:6T:05:10, Dst: 00:0f:f7 67 :98:3F
@ Internet Protocol, Src Addr: 10.61.19.43 (10.61.19.43), Dst Addr: 10.61.159.1 (10.61.19.1)
@ User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)
B Bootstrap Protocol
Message type: Boot Request (1)
Hardware type: Ethernet
Hardware address length: &
Hops: O
Seconds elapsed: O
®E Bootp flags: Ox0000 (Unicast)
Client IP address: 10.61.19.43 (10.61.19.43)
Your (client) IP address: 0.0.0.0 (0.0.0.0)
Mext server IP address: 0,0.0.0 (0.0.0.0)
Felay agent IP address: 0.0.0.0 (0.0.0.0)
Client hardware address: 00:04:23:6f:05:10
Server host name not giwven
Boot file name not giwen
Magic cookie: (OK)
Option §53: DHCP Message Type = DHCP Request
B Option 61: Client identifier
Option 12: Host Hame = “zjzucc"
Option Bl: Client Fully Qualified Domain Mame (10 bytes)
Dption &0: Wendor class identfier = “"MSFT 5.0"
B Option 55: Parameter Eequest List
1 = Subnet Mask —
15 = Domain MName
3 = Router
& = Domain Name Server
44 = NetBIDS ower TCPSIP Name Server
46 = NetBIOS ower TCP/IP Node Type
A7 = Net+RTNS mwer TERPSTE Srane s -"Ir
20 13 01 00 44 00 43 01 34 35 c2 01 01 Os OO0 m SN 5 TN o . [ ] [
30 EKCEEE 00 OC 00 00 Oa 3d 13 zb 00 00 00 0O m..... = vFeerens N
00 00 00 00 00 00 00 O4 23 6F 05 10 00 00 00 00 ........ 21 TR
SO 00 Q0 00 00 00 0D OO0 OO0 OO0 CO 00 00 00D 00 20 00  .feeceesss ssassnns
el 00 00 OO0 Q0 Q00 OD OO0 0D OO0 Q0 OO OO 0D 00 00 00 . .eccees coacewnas
FO 00 Q0 00 00 00 0D OO0 00 OO0 Q0 00 OO 0D 00 00 00 feecievss ssaaseans !
Ilhmnhn 10 (haatp.id), 4 bytes _:| P: 88 0o 388 M0
Kl 10-11

=

fle ER  Mew Do Coptwre  Analyze  Staistics  Help ||
A x @S| @ «|»|=0|F 8| QQ|Q) 1#D)|HE X B
Fier: ﬂm Expression. .| Clear| Appiy |

Ma. . Tirme Soannce Destination Protecal [ ] E
r F

=
I
N

@ Frame 168 (342 bytes on wire, 342 bytes captured)
E Ethernet IL, Src: O0:0F:f7:67:98:3F, Dst: 00:04:23 ;61 05 :10
A Internet Protocol, Sec Adde: 10.61.19.1 (10.61.19.1), Dst Addr: 10.61.19.43 (10.61.19.43)
B User Datagram Protocol, Src Port: bootps (67), Dst Fort: bootpc (68)
B Bootstrap Protocol
Message type: Boot Reply (22
Hardware type: Ethernet
Hardware address length: &
Haps: O

Seconds elapsed: O
E Bootp flags: Ox0000 (Unicast)
Client IP address: 10.61.19.43 (10.61.19.43)
Your [client) IP address: 10.61.19.43 (10.61.19.43)
Mext server IP address: 0.0.0.0 (0.0.0.0)
Felay agent IP address: 0.0.0.0 (0.0.0.0)
Client hardware address: 00:04:23:67:05:10
Server host name not given
Boot file name nmot giwven
Magic cookie: (0K}
Option 53: DHCP Message Type = DHCP ACK
Option S54: Server Identifier = 10.61.19.1
Option 51: IP Address Lease Time = 1 minute
Option 58: Renewal Time Value = 30 seconds
Option 59: Eebinding Time Value = 52 seconds
Option 1: Subnet Mask = 255.255.255.0
Option 6: Domain Name Sepver = 10.61.10.10
Option 3: Router = 10.61.19.1
End Option
Padding

SAdAwad

20 13 2b 00 43 00 44 01 34 dD 4a 02 01 06 OO m +.C.0.4 J....H

30 EERER 00 OO0 00 OO0 Oa 3d 13 Zb Oa 3d 13 2b [ = = L F. =t

00 00 00 00 00 00 00 O4 23 6F 05 10 00 00 00 00 ........ E- T

S0 00 00 00 00 00 OO OO0 00 OO0 CO 00 00 0D 00 90 00 .ceeieess sscvanns

60 00 00 00 00 OO0 OO OO0 OO0 QO CO 00 OO0 0D OO0 00 00 ..o cuevnans
FO 00 00 00 00 00 OO 00 OO0 OO0 CO OO0 O0 00 00 00 00 . .ov.ieees cwcvanas !

Ilhuwrhr- 10 (bactp.id), 4 bytes _:| P: 388 D388 M 0

K 10-12

= = =N

=]

DHCP t#
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CP/IP SR N\ 5 47

K 10-13

K 10-14



Foxaol

s 10

BE x| RE| R« =| 0 F 2| RQAQ| ¥#)1)HE X ©

Fmr:ludp ﬂ Add E:pm:lnn...l l:lnrl .ﬁpplgrl

No.. |Time [ source | Destination [ Protecal  [inte
212 455.962341 10.61.19.1 255.255.255,255 DHCP DHCP Offer = Trans
213 295.255.255.£255 DHCP DHC Eeguest - Trans /
N — ' -
@ Frame 213 (350 bytes on wire, 350 bytes captured)
A Ethernet IIL, Src: O0:04:23:6T:05:10, Dst: Ff:ff:ff:ff:Ff:FF
@ Internet Protocol, Src Addr: 0.0.0.0 (0.0.0.0), Dst Addr: 255.255.255.255 (255.255.255.255)
@ User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (67)

B Bootstrap Protocol

@ Opticon &1: Client identifier

@ Option 55: Parameter Eequest List

Message Ttype: Boot Kequest
Hardware type: Ethernst
Hardware address length: &
Haps: ©

Transaction ID: OwcS56F365h
Seconds elapsed: 1024

@ Bootp Tlags: Oxg8000 (Broadcast)

Client IP address: 0.0.0.0 (0.0.0.0)

Your {client) IP address: 0.0.0.0 (0.0.0.0)
Mext server IP address: 0.0.0.0 (0.0.0.0
Felay agent IP address: 0.0.0.0 (0.0.0.0)
Client hardware address: 00:04:23:6f:05:10

Server host name not given

Boot file name not giwen

Magic cookie: (0OK)

Option 53: DHCP Message Type = DHCP Reguest

Option 50: Eequested IP Address = 10,61.19.151

Option 54: Server Identifier = 10.61.19.1

DOption 12: Host Hame = “"zjzucc"

Option 81: Client Fully Qualified Domain Mame (10 bytes)
Option &0: Wendor class ident-fier = "MSFT 5.0"

End Option
20 ff ff 0D 44 00 43 01 3c 30 &5 W] 01 06 OO0 c5 &f ce.D.C.¢ D.N....0
30 96 5b 04 00 BO OO OO0 OO OO CO OO OO OD OO0 00 OO0 e e veees eeeeeaa
o 00 Q0 00 OO0 00 0D 00 04 23 ef OS5 10 00 00 00 00 sassssss Wlssaans
S0 00 00 00 00 00 OO OO0 OO0 OO0 CO OO OO0 00 00 00 00 . .n.eeen ceeen.oa.
6 00 00 00 OQ 00 OO 00 OO0 OO0 CO 00 00 0D 00 00 QD sEEsEsEE EEEBIEEE
FO 00 00 00 00 00 OO GO0 OO0 OO0 CO OO O0 00 00 00 00 . .c.eeen cucenoa. £
h:mwpl (baotp typel, 1 byte El P33 D217 M0
Kl 10-15
File BEdit “dew Go Captue  Analyze  Stalistics  Help
. —n E s
S@] x @S] R[<[=] ®[F 2] /A #[DEX &
Fmr:ludp ﬂ Add E:pmslnn...l I:Ian .ﬁpplgrl
MNo. . | Time [ source | Destiation [ Protecal  [inte
el pe—— e e T — S —
218 456.879474 10.61.19,195 10.61.19, 255 NENS Hame query NB EKAIRS. | £
N I =

@ Frame 216 (342 bytes on wire, 342 bytes captured)

@ Ethernet II, Src: O0:0F:F7:67:98:3F, Dst: ff:ff:ff:FfFF:FF

@A Internet Protocol, Sec Addr: 10.61.19.1 (10.61.19.1), Dst Addr: 255.255.255.255 (255.255.255.2¢
B User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)

= Bootstrap Protoco

Message type: Boot Reply (23
Hardware type: Ethernet
Hardware address length: &
Hops: O

Transaction ID: OxcS56F965b
Seconds elapsed: O

@ Bootp flags: Ox8000 (Broadcast)

Client IP address: 0.0.0.0 (0.0.0.0)

Your {client) IP address: 10.61.19.151 {10.61.19.151)
Mext =zerver IP address: 0.0.0.0 (0.0.0.0)
Felay agent IP address: 0.0.0.0 (0.0.0.0)
Client hardware address: 00:04 :23 :67:05 :10
Server host name not given

Boot file name not giwen

Magic cookie: (0K}

Option 53: DHCP Message Type = DHCP ACK
Option 54: Server Identifier = 10.61.19.1
Option 51: IP Address Lease Time = 1 minute
Option 58: Renewal Time Value = 30 seconds
Option 59: Eebinding Time Walue = 52 seconds
Option 1: Subnet Mask = 255.255.255.0
Option &: Domain Name Server = 10.61.10.10
Option 3: Router = 10.61.19.1

End Option
Padding
N I -
20 ff
30 EH
L)) 00 00
S0 W 00 00
[Z RO 00 00
ECIT 00 00 00 00 00 r
ho-ol:nru Pratosal (bootp), J00 bytes §| P393 00217 M D

=

=)

DHCP t#
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154

CP/IP il iR

Ee ECE Eeu.l En [_:q:hl'e f‘uzl'!.rze E‘talistics I-_Ieb
B A x @S @« o|F 2| Qlalal wmEEx s
Filter: ﬂ.ﬂdﬂ Expressian. .| Clear| Apply |
Mo. . | Time [ source | Destination [Protecal  [inte
216 456.270544 10.61.19.1 255.255, 255,255 DHCP DHCP ACK = Trans
270812 Broadcast

10.61.19.2

=AM AP S ATOATA Am A 4 nr T T T I T 1 ol

E Frame 217 (60 bytes on wire, &0 bytes captured)

@ Ethernet II,

= Address Resolution Protocol (request/gratuitous ARP)
Hardware type: Ethernst (O=0001)
Protocol type: IP (OwDE000
Hardware size: &
Protocol size: 4

reguest (Ox0001)
MAC address: O0:04:23 ;6 :05:10 {10.61.19.2)
IP address: 10.61.19.151 (10.61.19.151)

Dpcode :
Zender
Sender
Target
Target

IP address: 10.61.19.151 (10.61.19.151)

Src: O0:04:23:67:05:10, Dst: FF:ff:ffff:ff:Ff

MAC address: Q0 :00:00:00:00:00 (00 :00:00_00:00:00)

i
4]

[+]4]

(ki
04

Tt f+ 00 04
00 01 00 04
00 00 Ga 3d
00 00 00 00

23
23

05 10 Da 3 [
ey 00 OO OO0 00 00 00
oo 00D

[+]4]

od

Iﬂdﬂ;u Resolution Protocel (ampl, 28 bytes

&

10-17

ISR 55 28 mm o BC 4R 25 P vm Y 1P Hiht . & P v 2800 ARP kA, 2 B E i i 1.
an (& 10-18 fn . i MAC Hihk 00:13:02:97:4a.83 %1% ARP #uhlk ) 45,3710 10. 61, 19. 177
XA HEhE R A A A, & 10-19 Fras R EE 00:13:02:2a:fa: 53 [a] H sk 00:13.
02:97:4a:83 & ik T ARP [E N, 45 UF 00:13:02:97:4a:83, 1P ikt 10. 61. 19. 177 1E#
2a;: fa: 53 . M. & F i & 25 DHCP decline it 3¢, W &l 10-20 Frs.,
00:13:02:97:4a:83 &% T — DHCP decline | #%& . 45 4% 5%Z IR % %% DHCP offer B9 1P Mkt

00:13:02;

10.61.19. 177,

Capture  Analyze

Statistics

 CEEEEEL

Broadcast
10.61.19.1F77F
Broadcast

6 0.262043
7 0.280384
g 0.260410

00:13:02:22:Fa:53
00:13:02:28:Fa153

Who has 10.61.19.1777
10.61.19.177 is at 00:
Who has 10.61.19.1777

ARP
ARP

o R xS R «[+] o[F 2] QA #HEX E
Filtar: fl i E:pm:lnn...l turlml
Ho. I Tirme I Source I Destination | Protacal I Infa
§ D.0O17232 10.61.19.177 Broadcast ARP Who has 10,.61.19.1777 Gra

B Frame 6 (42 bytes on wire, 4Z bytes captured)
B Ethernet II, Src: 00:13:02:97:4a:83, Dst: ff:ff:f

Protocol type: IP {OwDE007
Hardware s1ze: 6

Protocol size: 4

Opcode: request (Ow0001)
Sender MAC address: 00:13:02:97:4a:83 (10.61.19.177)
Sender IP address: 10.61.19.177 {(10.61.19.177)
Target

Target IP address: 10.61,19.177 (10.61.19.177)

MAZ address: 0000 0000 0000 (00 00 :00_00 200 :00)

F_ff T

g 00 O/
0 00 00

13 b

a5

Iﬂdaus Resalution Protocol (am), 28 bytes

JPiadD:aane0

&

10-18
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£ 10= DHCP th

Capture  Analyze

o) SE x (@8] { «[=] ©[F 2] QAR W DEX B

Fitar: ﬂﬁdd E:pm:lnn...l m|m|

Statistics

Ho. | Tirme | Source | Destination | Protacal I Infa F
5 U.OLrc3& I Bl I9. L/ F Broadcest EEF WMo mas I0.6l.19. 1777 Gra _J
6 0.262043 10.61.19.177 Broadczast ARP wWho has 10.61.19.177% Gra
7 0.280384 00:13:02:22:fa:153 10.61.,19.177 ARF 10.61.19.177 1s at 00:13:0

g 0.280410 O00:13:02:2z:Ta:53 Broadcast ARP Who has 10.61.19,1777 Gra

0.281491 OD:13:02:2a:fa:53 10.61.19.177 10.61.19.177 1s at 00:13:0
10 0.293769 0.0.0.0 255.255.,205.255 DHCP Decline - Transactio
11 O.578R38 00:13:02:2z:fa:53 Broadczast ARP Who has 10.61.19,1777 Gra ;

| ] =

B Frams 2 {42 bytes on ware, 4z bytes captured)

@ Ethernet IT, Src: 00:13:02:2:2:Fa:53, Dst: 00:13:02:97:44:83
v)

Hardware type: Ethernet (000017

Protocal +type: IP {Ox0800)

Hardware size: &

Protocol size: 4

Opcode: peply (0x0002)

Sender MAC address: 00:13:02:2a:Fa:53 (00:13:02:2a:Ta:53)

Sender IP address: 10.61.19.177 (10.61.19.177)

Target MAC address: 00:13:02:97:48:83 (10.61,159.177)

Target IP address: 10.61.19.177 (10.61.19.177)

00 13 02 97 4a 83 00 13
02 00 OB O 2 Ol
13 Q2

10

00 O
0 97 4a 831 Oa 3d

£
Iﬂduus Resoltion Protoool (amp), 28 bytes JPra4D:damt0
Kl 10-19
e e o e o e
]
)| =B x ||| @« [0|F| 2| QG| 1#D)|HE K| B
pier: fudp /| 44 Expression. .| Claar| sppiy |
Mo..  |Time [ source | Dastination [Erotocct [t [
RV E T B L. al. 19 1 1.8l 1Y, 177 DHCF DHZF OfTer - Transas
3 0.003679 0.0:0.0 223:232.222.222 DHCP DHCP Request - Transas
10.61.159.1 10.61.19.177 DHZP ACK - Transasx
). 293760 0.0.0.0 255.255.255.255 DHCP DHCP Decline - Transa
20 10.294330 0.0.0.0 255.255.255.255 DHCP DHCP Discover = Transac
23 12.355182 10.61.19.1 10.61.19.178 DHCP DHCP offear - Transarc
24 12.335677 0.0.0.0 255.255.25953.2355 DHCP DHCP Request - Transad|f
) I -

B Frame 10 (342 bytes on wire, 342 bytes captured)
E Ethernet II, sSrc: 00:13:02:97:4a:83, Dst: ff:ff:ff:ff:ff:Ff
B Internet Protocol, Sre addr: 0.0.0.0 €0.0.0.00, Dst Addr: 255.255.255.255 (255.2559.255.255)
B uUser Datagram Protocol, Src PoOrt: bootpc (68), Dst Port: bootps (67
Bl Bootstrap Protocol

Message Type! Boot Request (1)

Hardware type: Ethernst

Hardware address Tength: &

Hops: O

Transaction ID: Oxd352204f

seconds elapsed: 0

B ecotp flags: O0x0000 (unicast)

Client 1P address: 10.61.19.177 (10.61.19.177)

your (client) IP address: 0.0.0.0 (0.0.0.00

Mext server IP address: 0.0.0.0 (0.0.0.0)

Relay agent IP address: 0.0.0.0 (0.0.0.0)

Client maC address: 00:13:02:97:423:83 (10.61.19.177)

server host name not given

Boot file name not given

Magic <cookie: (oK)

DHCP Messa Ype = DHCFP Delline
Boption &l: Client ddentifier
option 50: Reguested IF address = 10.61.19.177
option 54: server Identifier = 10.61.19.1

End option
Fadding

0110 OO0 Q0 00 00 00 OO 63 B2 53 63 wm 3d OF 01 senassCo SCEF=. .
0120 00 13 02 97 4a 83 32 04 0Oa 3d 13 bl 36 04 Oa 3d . e LT
0130 13 01 ff 00 00 OO0 00 00 OO0 00 00 OO0 00 00 00 00 ..c.vvns wuvansns
0l40 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00  ..cccuee wacaawas
L5000 Q00 90 00 OO0 QO i Fi

| Jraan T

& 10-20
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CP/IP thBUR AN TR

bifi 5 . 2 P i &2 % DHCP discover Hin — N8 9 I TP bk 59 i A2 . aniE 10-21 Fios.

Fi#le Bt Sdew  Go  Capture  Analyze  Statistics Help

o Slax e & «[] 7 2 Qlala] FEXN G
Filtar: Judp ﬂﬂdd E:pm:lnn...ldwlml
Mo, |Time [ source | Destination |Pretocel | inte F
10 0.293769 0.0.0.0 255,255,285, 285 DHCP DHCP Decline - Transactio p
20 10.294330 55. 255 DHCP DHCP Discover Transactio
23 12.355182 10.61.19.1 10.61.19.178 DHCP DHCP Off=zr - Transactio /
= J -
[¥] =)L L [y LE f = = Ty E d LDITt'L::I““' I_
@ Ethernet II, Src: 00:13:02:97:4a:83, Dst: ff:ff:ff:ff:ff:FF ri
B Internet Protocol, Sec Addr: 0.0.0.0 (0.0.0.0), Dst Addr: 255.255.255.255 (255.255,255.255)
@ User Dataaram Protocol, Src Fort: bootpe (681, Dst Port: bootas (67)
B Bootstrap Protocol
Message type: Boot Reguest
Hardware type: Ethernet
Hardware address length: &
Hops: O
Transaction ID: Ox7b631al3
Seconds elapsed: O
BE Bootp flags: 0wDO00 (Unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 0.0.0.0 {0.0.0.0)
Mext server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client hardware address: 00:13:02:97:4a:83
Server host name not giwven
Boot file name not giwven
Magic cookie: (0K}
Option 53: DHCP Message Type = DHCP Discover
Option 116: DHCP Auto-Configuration (1 bytes)
B OGption &1: Client 1dentifier
Hardware type: Ethernet
Client hardware address: 00:13:02:97:4a:83
Option 12: Host Name = “work_joe”
Option &0: Vendor class identifier = "MSFT 5.0"
E Option 55: Parameter Eeguest List
End Option
Padding ¥
20 ff £f 0D 44 0D 43 01 34 b ed #l 01 06 0D 7h &9 sssDCed R IE
30 1a 03 00 OC OO OD OD OO0 00 OO0 OO 0D 0D 00 00 00 cieeevinns snasunnns N
Q0 00 Q0 Q0 QD 0D 00 13 02 97 4a 83 00 Q0 00 QO sssssnan sadennns
S0 00 00 OO0 OC OO 0D OO0 OO0 00 OO0 OO 00 0D 00 00 00  fieeeiee tieinaas
e Q0 00 00 Q0 00 Q0 OO0 Q0 00 Q0 Q0 0D 00 00 00 Q0 sEEsEEaE PR EREEES
FO 00 00 OO0 OC O OD O0 OO0 00 OO0 OO 00 0D O0 00 00 (i eeeiee vvenunmas £
Joessage type (ootp type). | byte [reapmmo
K 10-21

W AT m Ay E . T LAFE WL DHCP i SCH UDP & #,, & P g {d B UDP 68 ¥m 1, IR 55
sRum (il UDP 67 ¥,



Z & 3 #k
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