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5 BT AL A T L T DA B A R T B TR B s, R IR 98 R DA



B 1E *F Kali Linux

LRGP A

o HETRHETH: WRIGE BARKIERY 7 TAEMAFRENGL, T AR SS SR A AR
N LR By St ) e [ B R AN = AR, NATTRT RE > B A L
LT 2 A G . A RNINIEA R U 2 —ANEF PDF 30, iERasH
00 222 5 T TRR PP BRI R 55 2 2t WIS S ARAT X it 2 i A8 B8 SR IR AS, i 2
TR E R B B XA RS T ISR B SR B 1 T

° RGMS: B b i T H R ITAE A8 sh A IR e 08 RGEIR 55 Ja 61847 1R
FEFP .

1.4 Kali Linuxt9EZEIhse

Kali Linux &—A> Linux ZATHR, HPEE THEMANHFHF GEEMEN G A 2
SR BEEMABG TRES. BT -/, T Kali Linux 22358
THENL = ERE RS

BAREHAIA Linux KATHR T4 2840, (BASRA — 28Rt mr LK Kali Linux 5 Atk
Linux AATAR X AIFER, FHdvF 2 DR 4t b2 il N\ 51 R Rr € oK & 5 e i . F iRAr
REEH AT — IR,

141 — 1 BERESR

H5RZH Linux RATHUARE, 7RTFEIE 1SO BB H B 2R B E RS, RN
WA BRI A ARG . #ATED, FTUAEA 2R Kali Linux MIfE0LTEHE, A
JAEN 1SO Bifg GEF AR REER2 U 2 )5) B,

REHERGOSTEEM KN RRFHOTE, FLERH W EH0RERGEAZ
Kali Linux, R FHABSEA U BIFEFRSIKETE. B2, HER, EBARET
ALRE R R R, ER RS R R xRk WRIREH U S HEE 7
FEAMEIT (20 9.4 AR » A TUARYE B B0 REEEATRE (BBt &2
fEy DRAFR S . TR DL 2R A R AR, IR B O AR B R 3 TR B



Kali Linux X8 RAERSEMN{FEE

1.4.2 HUERI(

R, AR AR GEREAT BUIE AR, A B G K AR A 2 B O B & LU AT
Ao SR BACSRE M A RO & 20K A S A I B T WA, IXANFRATH H b i v
1. O T RERIEREOUK A, Kali Linux 43— U 51 325888 R BGERE K. EoR AR B
AXLEDRE.

ARG TBOEH PR A R, BOSR DUER Kali Linux J8 AT — G501,
TEA; 7] A e LA

1.4.3 —1PBEEMAILINUXAZ

Kali Linux @& $2t—ANJET Debian Unstable A< HilIE R Linux P98, X 7 g
PECRFARE M, XN TR S A Z IR &M S IR W BB XA NI T B2k
TENFRANT, BUNVF 2 Jo 4 22 2 vT Al TR AW T I D6 .

P 1 25 00 1 8 4% T 2 0500 10 [ 4 S A CnT LAZE Nlib/firmware/ R 3R 2D, BT LLBR LIS Il
T, Kali 2143 % ——Fa 5 Debian $#24EJE % %% (no-free) #i4r[EfF. 7£ Debian 1
XU TR BRI DL T —AZEEN, BN ENTARTF IR, F£4E Debian A &5

1.4.4 ST2AIEH

Kali Linux #& B2 & MR SO0, O i@ il A G 00 . (HIRA1%nE, FERT
A NENFEIFRA T B e SR THIE R . H 8RR — i, FATELHIR Kali Linux 7] LR
RE O SR A E L AT Sl Rk, FRATERA TR E 7 Kali 51810 live-build it
B, DMEGRAT DUARYE B s T B . 55T live-build 15 KIhAE, RIRZ S wiae L
FXF RS &

live-build GLE W2 IhRE, WBKOLE RS, LRI, MM, E174E
g, ULEAEMH T debeonf [T 22 56 il L& 52 55

145 —MESEENRIERS

TER— AT 22K Linux ZATHG MSiEH P AR ENEBEEE, EREET



£ 15 FFKali Linux

NARFIMEE, T HAT T B #T P e AN . Kali Linux f1— ANk A BT A
TARRUREE ] F A R 22 A Stk AT AR TR IURAS AL, ARJA L R sy i ke
R g BN . REEAF R Z )5 PR, TN AR e (1 — B0 AT KA

TR LG X AL IR BT TAE R AT LA M Kalii i Gt i ' (S 2An%) et
B AR R T DUB I Kal i B 28 2R T I8 B

1.4.6 BILIERZHIARMIREFER

Kali Linux 5 armel. armhf 1 arm64 2% ARM ZERJR4L k46, 7525 T Offensive
Security $RAEHI 5 T 23840, Kali Linux 7] BLESSBEUF 2 ARMRS b, lins qe T
My “PARHR . Wi-Fi 5% i 288 AN [ AR RN AL .

1.5 Kali LinuxB9igit5Ees

AR Kali Linux R r] fEHLEE Debian BUR, HH T %M RFRRAT R, FRATESR
SESTHf O T — S B B AR R B .

1.5.1 EOAFERrootFBF

REH Linux BATHREINFEIZAT R GUNAE I ARRRBUK ™, JF7E 75 228 BB I 48 i
sudo ZRMISLREFF. X R AEA R 24U, 72 MR B A A BA 1 BRI
HBAE RGERAE Z MR AL TSRS BERE . XX T2 PR ROt mt, AP RR G 2%
B, AR A AT AT RE 2 R B B VE 2 P ) AR

HI T Kali Linux H88& 01F 2 T A QG AT, Fril Kali f9ERAH K &2
root. S5HAh Linux ZATHRANE, %% Kali A SRR IREVEIRREBUT 7 o ZAMRFIREBUER 5 K
LA Linux RGAMERE, I HEHIELE A LRI P RSN, EH] Kali 1, )52 2 Sk
gLy, BN R 2 BRI ERAT A 2R A root BURR T A9 ERAE

1 http://git.kali.org
2 http://pkg.kali.org



Kali Linux X8 RAERSEMN{FEE

1.5.2 ZERTNEIRS

5 Debian #H/z, Kali Linux fEBRINE OL T 225 AT AT BERE A 2 e 28 452 11 E AT i W 1)
2Rk Ss, Bl HTTP AT SSH.

XY B G KR, BT RSN A TAT Be 2 BN URIGAECE, AT 384 e ¢
B PRV, T I R X 3 A2 AR AR, R AE I 5 b 50U T R b sl B Y

PRAT5R E] LLIE IS 1247 systemctl enable service F3l )8 3 5 B EMARS . APEHIIE 5
I HEE N2

1.5.3 —PMRBOERNNEES

Debian 1) B A5 2@ H EAIE RS, B T USSR RE 3 B I A T 2 PR, R
BN A — A

EJXTEE, Kali Linux FAT RN T HESEN TR . MKk, AT H bR R —
BEG R RE BB MR R R HH % TR R R BRI T EES .

Kali F & 1B\ 353 I T A2 A 20X — SR i A2 1 = s 2, JA T A hAaE i
LG FR M T R Bk . AERZHUE LT Bk, (BANRSAAAE BT A NI
ASTR) T HME AR B A 38 TR AR O

DL A2 FRATTVP Al B T B BRI 25 R ) — e B

o BIENREBEANRAE T TR EHEE.

o T RBMZSEAGMEFRITIRE .

o THREBMAMEH,

o T HAKMFX HIRAIER

Y3 — AR T I Bt BB i@ A TR PR 2 — TR A BRI A 45 . FRATTWGI K K
fEKali Bug BREE il “#i THEER”  (New Tool Requests) 55 il . i 4k i 44
TR T B 5 AR T R (0 LA, PR A A BT R I T BT R 4R
M.,

1 http://bugs.kali.org
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B 1E *F Kali Linux

1.6 /N

AT, BRAINAT Kali Linux, ©F5F Kali #0780 fEZIhRE, HRA T L.
IS T AETT & Kali Linux I — S 550

BN

e Kali Linux'/23% T Debian GNU/Linux )4l 2k 4 4= it Linux Z AT R . Kalift) H Fx
Pt NG ANTER G, FEMHT TS MEE N BOE 57 Fl %2 4
it

o SREHERBERGAMRE, Kali Linux ZRENRITHERA, XEREREREBUCE
B

o Kali Linux&4THz%E T Debian AR 2. ik, Kali Linux ok 2 Sk o 46 m LLE
2% M\ Debianf7fif i Hh 3R HL .

o HAR Kali 13 EAES AT DL ELIEGN N BB Z 2wt , (HEEE R 2 AE K
i, AWM. BOES T LM 5, 10 H A8 23878 2 Fhiik N X4 A
®AT& L.

o TTRAM Kali FE3EH 7ML B) & FES5 G0 LR, SFERESI. Web B4
B BRPEVRAL . BT, Bk MGE. Win TR, PR TR, WHERAKYG . 588
THE. BUE. #E TR, 2 TETAEMRGHRES .

e Kali Linux AW ZL#MThae, GFEAEALE (AEREARBI)D KA. @2 m
BOERIEL. EHIH Linux Wi, B4 HE XIRES) . AT 2 EE 241, ARM
R E B deae ) e MEAMZS g S £ —Frh, AT DL E A s
FriALé Kali Linux.

3

BIN1—EEWNER

1. 7&£ VMWare FEIE— AN ERAL (RT3 E N Debian 64 £7)

1 https://lwww.kali.org
2 https://lwww.debian.org/releases/testing
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Kali Linux X8 RAERSEMN{FEE

. NESEED 2GB HAE. 2 4~ CPU #i1 30GB i fi .
. # Kali 1) 1SO SCfFHE# 3 4. CDROM L.

. WA AN % ¥ B 9 NAT B,

- AL, WS IEELAE Kali (15 3.

o b~ WO DN

BERR

. Kali 1.0, 2.0 fiig#) %47 (Rolling) 4377245 T Debian 4 kA TF K 1) ?
Kali [f] Live [ A= S5 FH 22 2% S (1 32 2 X iR 4 2

. BRI (Live) FIHGIEREIL (Forensics) X242
EFEMIABGER L (Forensics) TAEIE# ?

- BT HAS R Kali FREWIRERTA?

. ZEH 1 Kali i ThEe i s (cool features) .

o OB W N P

12



28 KaliAi]

s

o T#% Kali 1SO 814
o M EARRES) Kali 1SO 8514

o /NG

HH A — et (E RG AR, BT Kali Linux FIBAEE S — D E A 1SO, Bt EFARH
B O EME W LE R B TR R, A S EIITEM 2RO B X R W] LUK [E
— MGG TEEMR . BOE, F{ER 5158 USB B DVD-ROM %if%, =i B4 Kali
Fe 2 B AR ) B R AU RE A 1

T Kali I frfE s v, A Sk NSId e IR B e P it . Kali 3P it
HARZe o — R O, SRR E R BRIk, RRHANM A, DA AR
5o Kali Linux JFBGRISIRAVE, MR RARAT N IERRCAAS AR A 5, DIk, BIINE
JIRIRT 8, IF HEERAE T 8 e BEVE AN CSe e o IO T W U R BB R 48 0 32 % 7 AT RE
g i B BUREE 0 2 AT M\ T F U

2.1 TFE— 1 Kali ISO%=&K

211 M T,

Kali Linux 1SO BtfgME— )5 7 oKiE 2 Kali ki “ M7 #H. B+ Kali /3230,
P2 MRt Kali G T N8, (HX LRl AR E, PR yix SR AR U B AR S A7
FEACE WA B s AT Y XU, XA AT RE 20 R GEie FOICTR DR AN 5

= https://www.kali.org/downloads/

ZMuiiEE HTTPS 77U ft, XECILHITE o Buds F AU i o [a) N Be 2 A, b

13



Kali Linux X8 RAERSEMN{FEE

I B g i FH SR Transport Layer Security (TLS)IMNIENLEZ B RIEH . IENZ
FrUELE, BN T Biae2Em @, 1A m Ca ik S 4y FE 490G Wk B A BUIESE BN 53R T
EF .
cdimage.kali.org FE T UM B3R B FE ) cdimage kali.org 342 FIBE:, /RG] S 2 —AMBUE KL
whi b, DMEPAF R T HIESE, WA R Kali ukd ORGSR 1E D).
AT PATEIX BB — N & BT T BB 513K
» http://cdimage.kali.org/README. mirrorlist

212 TEMAARE

BT N EUUIE R 1 1SO BeRfaEsR, Wk 2.1 fis.
Download Kali Linux Images

We generate fresh Kali Linux image files every few months, which we make available for download. This page provides
the links to download Kali Linux in its latest official release. For a release history, check our Kali Linux Releases page.
Please note: You can find unofficial, untested weekly releases at http://cdimage.kali.org/kali-weekly/.

Image Name Download = Size = Version sha256sum
Kali 64 bit 150 | Torrent 2,64 20171 49b1c5769h909220060dc4c0e11ae09d97a270a80d259e05773101d f62e11e9d
Kali 32 bit 15O | Torrent 276 20171 501b3747e5ac 7c69821 7392 e49ec2ldacee 277404500 c49d4a0ee82625aabe

Kali 64 bit Light IS0 | Torrent | 0.8G 071 5c0fE3000foB42b724d fO2ch 2024637 F 4561 F Fc03029cdcb21af 390244232 9b0

Kali 32 bit Light 150 | Torrent | 0.8G 20171 6c83101ec8702c7d93d32562e822h 63905057731 4b 4482 308330995007 0F

Kali 64 bit e17 150 | Torrent | 2.4G 20171 ae293cf679f38a4717d090a272cch]13d 761 9e66d 45023741 5418612891 fh99¢
Kali 64 bit KDE 150 | Torrent 276 20171 839741 fec378114ff068df3ec2dbedad fae613e690d50b25ce8cc1458104b
Kali 64 bit Mate 150 | Torrent 2.6G 20171 3ea’4 sfsodsofo; dbcasf 242bb4413c12985e1865186ca%e
Kali 64 bit Xfce 150 | Torrent | 2.5G 0171 B8al7c2f54850585760b9d32a22e26d f9a281395b 401 753Ta0agb 298ae f 404593

Kali 64 bit LXDE IS0 | Torrent | 2.5G 071 35eae65aaaabbaslasdfdo63e45h7h4d 762068427721 7d232cF18320b 7cae3b

Image |

Kali armhf 0.5G 0171 8751993a8a3d7b64561bc03fcd6e3f fBb94743c876%eecTaadb719f 041 7cbb63
Torrent
Image |

Kali armel 0.4G 0171 18041442219670797c1eaST3c18682bc 4h3ced871ch3e874e90de 52dd4afav7e
Torrent

B21 REFTHNRRIIE
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FE2F Kali Al

A 32 ek 64 AR E B IEH T K2 F R E AN E LA BN CPU. 1R AE
—EERITENTE, BACRAGMAEHT 64 ArAHES: . R AHEATIFHIZEA, 1
O, AT 64 A ACBEZSARTT LLUISAT 32 f73R 4. ARAT LA REFET 32 it 2R, it
KARATH, 32 A AbFRZRTCIEIZAT 64 MIA . HRWAER, EHSH TAMAE.
WRATHAE RN B A . BB T-Hl. Chromebook. TC4&i& 1 28 8/FT Hifth B ARM kb
PRI A% 22 Kali, 208 A Linux armel B¢ armhf 5if5

CPU & 32 firif L 64 fir? fE Windows T, 1217 “RAMFEE” MAERF (FE “HH” — “RE
THE” TR E)D KAF CPU FE. ERFMABR, WL %R
“RGEA” 7B, WHREZ 64 iz CPU, &% “HT x64 f) PC” =+
Ff. SJe 32 iz CPU, &ELE “JET x86 [ PC” FFf.
fE OS X/macOS F, #A—MrfEMMHEER R RX—FE, Ak
AT LE I 280t HI2 4T uname —m A &% BIXEE R,
SAEBAT 64 AL AAXMTHEHL B3R [B] x86_64 4%, {EIZAT 32 At XY
THEAL LR [F] 1386 BLH At IS BIR 7 (1486, 1586 5L i686) .
{E Linux ~, ®]LL#F/proc/cpuinfo IR flag 7B, tnsk
A Im g8, AR CPU & 64 fif, RNE 32 fiff). T
A A ReS 5 UF IR CPU (1287
$ grep -gP ~flags\s*:.*\bIm\b” /proc/cpuinfo &&
w echo 64-bit || echo 32-bit
64-bit
WAETAVEE /T 32 A2 64 frEifg, WE MDY dHmgm3E. Bl Kali
Linux 52 A1 Kali Linux Light [ A& T AR T-32 47 B 24E R G R 3h 23R8 7 (1 E 28 1S0.
EATH DO AAE T IR F R . BUAG &R M GNOME s, JFiRft 7 KEH Mot
KZHBEMRN DA . light JRAEH Xfee S LA T RATIEMEREMRE L) , #
PR AR, IF B R VIR AR ER N R . BT BB R T At 5 1
W, HEFERE A RERIE.
W€ 7 R8s, W L@ B AHRAT R “I1SO” Bk FaEEiR . B, AT DU R
i “Torrent” 48 M BitTorrent gkt SM28 FasE1%, BIIRRIRCH — 1 S.torrent § 4 5%
6 BitTorrent 2 )7 ¥
TE T #L 1SO Beg it e, 1HVERETE sha2s6sum 55 AR E. G THEsE, 1H
MRS AERIGAE T 8RR 55 Kali PR HIBVELIE A3 GESHT AR .

15



Kali Linux X8 RAERSEMN{FEE

2.1.3 IWIFSeEEMMESLE

2T N R UG IE R TR A 5 8k, 1K —J7 ] LR B F N 26 22 4, (R It
RE 4. IR Kali TR 2] TLS /Y7, (H N EBERTE FARINE . AL WS F R A
K BRI 10 URL. Kali & ZABIMNT SR IR K BR, BILARZE HEE TN
WA IRBEEE B BTAR 2 T RE QR BCE IR Nt e el (152 5

N T Geffix— R, Kali T H B2 R AT RR MR . HZAEXH AR &AL
WA DR AR BRI (B A S Kali Linux TR BIBAFT R AGE . A 2 M J7% 0] RN .

RS TLSRIFAIRGUL

M2 TLS R F U SRS RIGAE R, B RSRIF L SEPE R $2H X.509 iIE 1522 445
BURAE: REBIFAERE — TLSIEH HEEEHZ TR .

BAEA RN BB R IR SRR, HFH R e SR Kali Wl e 35 (1) P 25 AH 455 «
$ sha256sum kali-linux-2017.1-amd64.iso

49b1c5769b909220060dc4c0el1ae09d97a270a80d259e05773101df62e11e9d kali-
w linux-2016.2-amd64.iso

IR RRHIRKAL S Kali Linux NEUURVLE, A84 BRI 7 E6 S RS EA
FA 7. AR IFA—EREHEBI NN F BRI, BT E SRR 2 B N
R AR . W ATRE, RN —DNE TS Kali Sifgul /U8 CF ] HEAR I
HLZ ER, B2 “cdimage.kali.org” )

KEPGPRYEIERN

AT REAMEAT HTTPS AT B 30E, X BT s fh, EIFERR AR . BIER
1R 22 58 BN 3 HOAIE P AUR MG 28 R TR IE 13 1T S 2 s F I 1l 7o URB AT RS “ At o
W) NI 152 4, IX R Bl & A2 th— S R 28 MR W i R, RSB/ AEVE L AR N
W2 EARE L, B A — AN O SR AR AR, SR N s B it — AR,
T T2 w0 B T N5 X T X % i e dt AT a4

EExixppisoe, BATEIRM T —A GnuPG %48, HISRXT ARt BR K EITE A4 .
FAHRRRTE S AR SU T TR
pub rsa4096/0xED444FFO7D8DOBF6 2012-03-05 [SC][expires: 2018-02-02]

Key fingerprint = 44C6 513A 8E4F B3D3 0875 F758 ED44 4FFO 7D8D OBF6
uid [ full ] Kali Linux Repository <devel@kali.org>

16



FE2F Kali Al
sub rsa4096/0xA8373E18FCODODCB 2012-03-05 [E][expires: 2018-02-02]

XRS5, AZEAE, (Raphaél Hertzog) CLA%E 1. mHAE
4 Debian JT & N R3S GnuPG ST, BT ARA NS G E M8 1 — 20 1.
PGP/GPG %4 AR W Mks o ATAT NH T A B A AEAT S 3 B0, (HA2 R R RS AT
WL O EAEE B — N EHELNEH. QIR EEHN, RE SR EHRFAA
FAHOCIR B 2 IERA I . FILAEEAME IR E o X, R B E S5 E D% .
XA E SRR, FUrT L £eEE HTTPS (BUNE RS %) T # Kali A4
A, JFHRERAEE . FIOVERRAUE R SIATEF 27 (AR AN AR
G
$ wget -q -O - https://www.kali.org/archive-key.asc | gpg —--import
é Sgg]——keyserver hkp://keys.gnupg.net --recv-key ED444FF07D8DOBF6
gpg: key OxED444FF07D8DOBF6: public key ”Kali Linux Repository

= <devel@kali.org>" imported
gpg: Total number processed:1

gpg: imported:1 (RSA: 1)
L---1
$ gpg --Ffingerprint 7D8DOBF6
L---1
Key fingerprint = 44C6 513A 8E4F B3D3 0875 F758 ED44 4FF0 7D8D OBF6
L---1

YRR, T E R T EREGRERE. T REAMHRRE
(SHA256SUMS) FlIAH LI 44 A (SHA256SUMS.gpg) K T #3CAE IFIRAIE 44 -

$ wget http://cdimage.kali.org/current/SHA256SUMS

L---1
$ wget http://cdimage.kali.org/current/SHA256SUMS. gpg
L---1

$ gpg --verify SHA256SUMS.gpg SHA256SUMS

gpg: Signature made Thu 16 Mar 2017 08:55:45 AM MDT

gpg: using RSA key ED444FF07D8DOBF6

gpg: Good signature from ”Kali Linux Repository <devel@kali.org>"

WER “IEHHZ4” (Good signature) iX—¥H &, RIA[{E{E SHA256SUMS SCfFAN %,
FHAH S SR IGAE R ESC . 75 WA i), XA N %A B TR A Kali Linux ik Be 15 o
MR RIS

THER, AT RMERA BN ar S 5E FECC R R HA S SHA256SUMS . A 47 H 1 AH Rl IR 46
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http://cdimage.kali.org/current/SHA256SUMS
http://cdimage.kali.org/current/SHA256SUMS.gpg

Kali Linux XigH: RAZEZBUWAFES

B, AP/ EAE T3 1SO XA A H sk rhigfT e

$ grep kali-l1inux-2017.1-amd64.iso SHA256SUMS | sha256sum -c
kali-1inux-2017.1-amd64.iso: OK

W R WA R, WERE FHOCH S Kali BIBA R AT SCHEANF . 35 AN EAFARIX AN S
fr, EAZEMHE.

2.1.4 BREEHFIDVD-ROMZLUSBIKEDES

FRAEARLE KEAUML AT Kali Linux, 7501 1SO 8315 S0 5 VS B A BR . A SR AR AEAE AR
i+ 5L E R 3 Kali Linux, 2204 HZI155F DVD-ROM |, 50K 2 HI %] USB 3Kz e I,

A NEHEFE & IR, X EASAHEE 1SO 14 %1% %] DVD-ROM
b HERZEIEN T, AEfdiiso X2 — LT, Wiz ma LG sh—14
DVD-ROM ZIsg M HAEF . AT LA H i L EililE !

fix—%, FF T 4T Kali Linux 1SO 454455 —smf b EFFBiT— 2%
B AM B XA B AR FE R TR AR BEE NG, B AXAREAS T A B ARR A
LRI, A TR R KRR E

EWindows EEliE—1 e85 SAIKall USBIRERS
YRS, FE T #IF %% Win32 Disk Imager:

» https://sourceforge.net/projects/win32diskimager/

¥ U fdmA— G237 Windows FITHENLH, IR0 R 5 2RI IREN SRR (1
“E: \7 ) .

J5 3/ Win32 Disk Imager Jfi #3524 U #if E A1) Kali Linux 1SO SCAF. Baiik ik 3£ 1)
AT B0 U SRS . ikt 7R RaIEE, B Write %
B, JFifNE B USB IXEhas RN A, i 2.2 Fos.
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%2 Win32 Disk Imager - ] *
Image File Device

|serszaphaéI Herizongown\oads;"kali-Iinux-Iight-ZU16.1-amd64.iso|| [EN] -

Copy | [ MD5 Hash:

Progress
Version: 0.9.5 Cancel Read Write Exit
%2 Confirm overwrite x

Writing to a physical device can corrupt the device,
! % (Target Device: [EA] ")
Are you sure you want to continue?

%2 Win32 Disk Imager - ] *
Image File Device

|serszaphaéI Herizongown\oads;"kali-Iinux-Iight-ZU16.1-amd64.iso| [EN] -

Copy | [ MD5 Hash:

Progress

[ 5%

Version: 0.9.5 Cancel Read Write Exit

1.24172MB/s

&2.2 Win32 Disk ImageriE 7 Tk

FE2F Kali Al

SH5ERE, M Windows F 4t % il USB JKah4s . IAEME LA U #1530 Kali

Linux T .

FELinuxERS LEIE—18ETE5 | SAIKall USBIRzENZS

7E Linux P85 G AT 3 351 Kali Linux U #RfE 5. £ 2 Linux &AT R BRI 235 1)
GNOME I I BE 45—~ Disks SLHFE/F (FF gnome-disk-utility L/, D430 Kali 4
B o BT SRR UIRESR, UEASIR AR, RSB S RTE LR
FIRPIERE USB ZEARS, K42 ML R4 E B8 BRI R B E B AR . v] DATERR

AR BZ A LR, 2.3 Ais.
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Kali Linux Xi8H: RAZESENAFE

i g [e]le]i=]l -
Device hame — /devisds

/3,512 GB Disk Model VBTM Store'n'go (6.51) 1‘
'Crucial_CT512MX100S5D1

2,0 GB Drive Size 2,0 GB (1 998 585 344 bytes) Menu
VBTM Store'n'go Partitioning Master Boot Record button

= 386 GB Block Device Serial Number 0390627052A2F897
fdevivg-mainiroot

y 16 GB Block Device Volumes
‘;mmvg_crypﬂswap

ry 4,0 GB Block Device
\;ldewvg,crypﬂprwale

Size 2,0 GB — 2,0 GB free (0,2% full)
Device fdev/sdbl

Partition Type Linux
Contents FAT (32-bit version) — Mounted at /media/rhertzog/WIl...

K2.3 GNOMEH#

F SRR AL, SRS TE R BB H SR Rk PR B R AL 53 1% (Restore Disk Image...)
PR T 190 £1%, SRJ5 Hadi Start Restoring... OTEAIKE) H#41, A 2.4 Fiw.

Restore Disk Image X

¥ The disk image is 938 MB smaller than the target device

B

Image to Restore L & kali-linux-light-2016.1-amd64.is0

Image Size 1,1 GB (1 060 241 408 bytes)
Destination 2,0 GB Drive — VBTM Store'n'go [6.51] (/dev/sdb)

[ Cancel “ Start Restoring... ]

E2.4 WEHMEREEE

HITIRAE USB BRahas EREMIBR )G, ATELAR R OR S —#RlE 1. sl 2.5 PR E H
R T R BB IR L

Model VBTM Store'mgo (6.51)
Size 2,0 GB (1 998 585 344 bytes)
Partitioning Master Boot Record
Serial Number 0390627052A2F897

Job Restoring Disk Image: 63,4% @

672,1 MB of 1,1 GB - 1 minute remaining (3,3 MB/sec)

E25 HEKEHE
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M 4478l
#iEsh U &

F2F KaliANJ

R I S IV S 2 U AR 58, AN S5 P i 447 10 P A T LA S o 7 e
fEsEIx—id 2

LifAN—A~ USB IRZN#IF, Linux PRZ SIS B IEA AR — 4T, HDFRIENZIE
fTHER . " dmesg @ 4R FE .

$ dmesg
[---1
[234743.896134] usb 1-1.2: new high-speed USB device number 6
= using ehci-pci
[234743.990764] usb 1-1.2: New USB device found, idVendor=08ec,
= idProduct=0020
[234743.990771] usb 1-1.2: New USB device strings: Mfr=1,
= Product=2, SerialNumber=3 [234743.990774] usb 1-1.2:
= Product: Store’n’go
[234743.990777] usb 1-1.2: Manufacturer: Verbatim
[234743.990780] usb 1-1.2: SerialNumber: 0390627052A2F897
[234743.991845] usb-storage 1-1.2:1.0: USB Mass Storage device
= detected
[234743.992017] scsi host7: usb-storage 1-1.2:1.0
[234744.993818] scsi 7:0:0:0: Direct-Access VBTM Store’n’go
= 6.51 PQ:0ANSI:0CCS
[234744.994425] sd 7:0:0:0: Attached scsi generic sgl type 0O
[234744.995753] sd 7:0:0:0: [sdb] 3903487 512-byte logical

= blocks: (2-00GB /1.86 GiB)
[234744.996663] sd 7:0:0:0: [sdb] Write Protect is off
[234744.996669] sd 7:0:0:0: [sdb] Mode Sense: 45 00 00 08
[234744.997518] sd 7:0:0:0: [sdb] No Caching mode page found
[234744.997524] sd 7:0:0:0: [sdb] Assuming drive cache: write

= through
[234745.009375] sdb: sdbl
[234745.015113] sd 7:0:0:0: [sdb] Attached SCSI removable disk

PUFE USB IR Z AT v/ dev/sdb, X FEml i A4S dd iy & SR -

# dd if=kali-linux-1ight-2017.1-amd64.iso of=/dev/sdb
2070784+0 records in

2070784+0 records out

1060241408 bytes (1.1 GB, 1011MiB) copied, 334.175s, 3.2MB/s

TEER, B IRIX L AT ) 7 2 root AR, T ELEEAAIA USB BKZ) 2% & AR,
EAAEAER I 73 X . XA & ARBLAE 1SO BHAR ST AE H 3 T igAT, 575 B4R 1SO
A SR B B AR
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A i & SO “B AN Cinput file) 7, of A3 “Hyi st Coutput file) ”
dd iy & N SCH SRR, JHEE S NS . BIEAS BRI, BTULER
LB IR O EE R CARRAT AEEESE 1 AN/ B R KRR o 8% U 4t B0E AT
A RBNS ANRARE) , ZAEHIIREE ML R THATEE. 7E OS X/macOS &4t
b, AT AR R o Clrl+T 20 & S WL 8Bt 43 il

£0S X/macOS_8lEEKalirzEahui

OS X / macOS T UNIX, [hsEH EAIE AT H3) Kali Linux USB JX3# i #2 5 Linux
R FERIFIGAE T ATE R Kali 1ISO S0 )E, f#H dd @& H = H 3 U # L.

B U SRR, 847 diskutil list @14 LI R % Eal G . 38
¥, N USB Eh#8 - F Gz 4T diskutil list érd . 88 ka2 b SOZ s —ANEi 4k
WAt "B LA A R e U B AR, FHREIXATRRIR USB IRz 2R IK1E
B, FFid F/dev/diskX, Hrf X £REiAL ID.

MNAZR R USB BXEh 28 3 %A s E,  mliEd unmount iy Ak iIA (fRi%/dev/disk6 &
U B && B -

$ diskutil unmount /dev/disk6

PUELR ST dd 8 XK, I MRS EERR BRI N . B SO AL
IRVSEIE I E/RE N I NN R DA i

477, USB BRahas Il S ates, R LLNE S s Elifi Bk %23 Kali Linux 1.
# dd if=kali-linux-1ight-2017.1-amd64.1so of=/dev/disk6 bs=1M
1011+0 records in

1011+0 records out
1060241408 bytes transferred in 327.061 secs (3242328 bytes/sec)

#£ OS X/macOS kM IARAEEAE— & OS X/macOS Bt EM A — N IKEN#RE 3 R/ 5, MFHZEER FH
FA—ABHRNGRE  FIFL)ERELE Option 4, SRJETEH 5 B3 s Pk BRI R 5| 3 R4
IXEN 5«
AR AR AR TRELSER.

1 http://support.apple.com/kb/ht1310
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E28E KaliAl]
2.2 {FRBZ%ENNFaIKal ISO

221 E—aVETEI LB

ERSe &, IRFERS—A U & (B ek iEe) s— 1 ZI%E Kali
Linux 1SO %1% 1] DVD-ROM.

BIOS / UEFI %37 H {5 it 2, Hnldid— A@%SmmMBmswﬁﬁ#ﬁEME
BRVEH PRI S] F 8% REQEN R, XD MNiER DVD-ROM IRz # 5k
USB Xz %% -

JE35)) Setup M H EAETHEHIE S L 24% FRE . XM Del B Esc, A2
F2 B F10. KRZHEIHON, HiHENIUGE, BERGINENT, XA rER R AR AR,

BIOS / UEFI #{ IE#fC & N MR B H 3 )5, a8 Kali Linux 224 A\ DVD-ROM B fdi
A USB BR5h 28 FF 4T IR TS L U 1 ) i

ZEH 24 R e HAR Kali Linux 8% A1 7E UEFI #8 F R 3, (HEHA L RHFL 4R350 (secure
boot) , I Z47E Setup FEF H oS IX AR .

222 fE—aEMILTE

REFINLXT T Kali Linux F P RIEEARZMH, Rl SR 22l H Kali Linux (23
RUERIFRE AR, BUEEIRIA — G KM ENIA BRI IE1T 2 MEERRRN . X2V
Z BB MR AT 2 LR TER, MR EMMH Kali Linux $ & TR, X

BRewavin B OmmE FRIERS . X WA TEA 72 H T 2R E RGNS I
T AR N AT, B 22 2 B e AU AR G A mT e A AR AT 2 1 s

A8 FH R AL B 1 R D R Th 0 TT DRSS — L BV IR fE S A (U A )
T I 5T 3 S wi PR R T AR A S

VP2 MBI TR LFra % AR ERS LA, XETHAHE VirtualBox®.
VMware Workstation®. Xen. KVM #i1 Hyper-V £, Ra] LU SIE SR 5, A3k
MM HEmMAE R HEHFHABMHEA: £ Windows 10 IZ4TH VirtualBox® Al VMware
Workstation Pro®. ##¥%A A ml B R e Nwif, ATEBAEA VirtualBox, KIAE £
TR BT REF, W P ZIEM, HTHT R HEERS.
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N HFRA MR BAR 22228 1A R REFME R 1 I O AR AR A

TBER

N7 AT R, AR BRI — A B A AN R G DB HoR % BIOS/UEFI 25 FH )
CPU. 7t BIOS Setup &M ERZBEFA “Intel® Virtualization Technology” B “Intel® VT-d
Feature” &,

FREFREE— 64 (LEE RS, HIai2ET Debian 1) Linux KATHRIY amd64 2244, 3T
RedHat Linux K47 f¥] x86_64 4244, LLK Windows & AT IR 64bit 2244

WER DA 64T, B TR IR IR TAE, sE IR Tia1T 32 g PLERIE &
58

i AL TR AE TR E R G AR ZE BEAT 5, e A4 H BAN SR 1
TEOL . Py DAANELE X 28 T H ge s RN — iz 4T R P, 54h, 1B, Windows Lk i m]
REO&%RIFHM T Hyper-V, XA RS TIX B TRKERE. SRR, M
Windows Settings H1HAT “4TFF 8K 4] Windows Ljjfig ”

VirtualBox
Vitht 3t f5, VirtualBox [ 3 5E % N & 2.6 Fis .

v
File Machine Help
-~
s {22 Details | (& snapshots
New Settings Discard Start
Welcome to VirtualBox!
The left part of this window is a list of all virtua \mad‘\ your cnmputer. The list is empty now
because you hav tuead any vi m\mdv $.,
In order to crea e pre <5 the Newbutton i the &1 A ‘
main tool bar loc ted Nﬁ tup Hh vindow & -
-
You can pre: m Flk&ytugt stant help, or visit 4
b e q for the latest i e s J
<V
-

E2.6 VirtualBoxt9FFis®EHE
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Bii New %4 (W& 2.7) B3hmS, &% H 5 SRS BN HERNLT A S 800 &
IEZ "

FLwE 2.7 o, LACAERUNLE NS FAMEM T “Kali Linux” o /R
Zite WM F AT A R 48, BT Kali Linux 3 Debian GNU / Linux, FfLU%E#E Linux 3%
74, Debian (32 fiz) % Debian (64 i) KA. REEPALMAHAL Linux BAESH AT REIE R 12
17, AR Bh X 73 O 22 25 0 AR R AL«

F00, WARE A RINLE DN BARMEFEAAE AR 28 1) Debian EIUMLIIA
R/ 768 MB, {HHISKIZAT Kali SIHRGZ4 AWK Kl @x T Kali Linux HZER
i, KoNHEA RGN AR SO RS 0. AT UCKAE 2 /0 38 n %1 1500 MB
(LI 2.8) , FFamZIEIL A>T 2048 MB 1) RAM.

? x ? =
Create Virtual Machine € Create Virtual Machine
Name and operating system Memory size
Flease choose a descriptive name for the new virtual machine Select the amount of memory (RAM) in megabytes to be
and select the type of operating system you intend to install allocated to the virtual machine.
on it, The name you choose will be used throughout VirtualBox
to identify this machine. The recommended memary size is 768 MB.,
Mame: |Ka|i Linux | ' 15000 L]
T =
Type: | Linux i [l?@ B 4096 MB
version: | Debian (64-bit) -
£ 5
E2.7 BWANBERSR E2.8 HWEXRN

H= (N 2.9 Frn) . ARGV OET K BN LE S B s SR . JEIEAT Kali
Linux B4 RGEIFAT ZAEEL, (HILI IR ZONMJE 5 4 B s 2R AR P i — A .
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R UMLAE 55 N 25 21 RSO AEREE MG ML . VirtualBox B {5 B &2 &% =0 A7 6 Bl 4 P 25
(K 2.10 Fi) « BRIAM (VDD fR VirtualBox JEZE#%; VMDK & VMware 8 F [#74%
3; QCOW & QEMU A% . X BARFEERIME, EHEMN. REHEEIN—ELL

THIER R, A2 BOREH 2R

? il
€ Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new
machine, You can either create a new hard disk file or select

If you need a more complex storage set-up you can skip this
step and make the changes to the machine settings once the
machine is created.

The recommended size of the hard disk is 8.00 GB.
() Do not add a virtual hard disk

one from the list or from another location using the folder icon.

Create Virtual Hard Disk

Hard disk file type

can leave this setting unchanged.
(®) VDI (VirtualBox Disk Image)

O WMDK (virtual Machine Disk)

(O) WHD (Virtual Hard Digk)

(O) HOD (Parallels Hard Disk)

() QED (QEMU enhanced disk)
(O QCow (QEMU Copy-On-Write)

Please choose the type of file that you would like to use for the new virtual
hard disk. If you do not need to use it with other virtualization software you

(®) Create a virtual hard disk now
(O Use an existing virtual hard disk file

Empty

E29 mWwEERSE B2.10 mWEEHFEE

Bl 2,11 TS B3 BSOS MR IR T BhAS B 8 BEAE R OB et . FEIX AN
EEZHINERE GEsm , FAEHMH 7% SSD Wi LA, AHEIR%ES
], HAFEGIMERE, LB IRT.

WK 2.12 iR, BRAEALK/NA 8 GB, Xt FAnifE2e2& 1 Kali Linux A5, K2
¥ R/NEINE] 20 GB. A ARG BRI BRI E . I A S RS R B, AT DL {6
VR BB AP SRR B 25

BN EEELF T, Bl TEA ZERERS, FITEEIEEZT. HEA T E
BB E, i VM Manager 3 R Settings 1241, RATKE —iAHNEE, W

K 2.13 AR,
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€ Create Virtual Hard Disk

Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is used
{dynamically allocated) or if it should be created at its maximum size (fixed
size).

A dynamically allocated hard disk file wil only use space on your physical
hard disk as it fills up {up to a maximum fixed size), although it will not shrink
again automatically when space on itis freed.

A fixed size hard disk file may take longer to create on some systems butis
often faster to use,

(® Dynamically allocated
() Fixed size

€ Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box below or dick
on the folder icon to select a different folder to create the file in,

Kali Linux ‘ A

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

v

4.00 MB 2.00TB

E2.11 AEYPEHMELNEETR

E212 XHBEFIRN

¥# Oracle VM VirtualBox Manager - [m] x
File Machine Help
i
\ 4 ; hd () Details (@) Snapshots
Mew Settings Discard Start
l[?ﬂ = General E Preview ~
WO Powere

Name: Kali Linux

Operating System: Debian (54-bit)

E System

Base Memory: 1500 MB

Boot Order: Floppy, Optical, Hard Disk

Acceleration:  VT-x/AMD-V, Nested

Paging, PAE/NX, KVM
Paravirtualization

Display

Video Memary: 12MB

Remote Desktop Server: Disabled

Video Capture: Disabled

Storage

Controller: IDE

IDE Secondary Master:  [Optical Drive] kali-inuzdight-2016. 1-amds4.iso (1011.13 MB)
Controller: SATA
SATA Port 0: Kali Linux. vdi (Normal, 20,00 GB)

5 Audio

Host Driver:  Windows DirectSound

Controller:  ICH AC97

& Hetwork v

E2.13 FHELVIHRESZE D

7t Storage fi%: (L& 2.14) |, Fi¥ Kali Linux 1SO 4514 5 11, CD/DVD-ROM 5 H 2%

Kk, B, fE Storage Tree 4| £ HFik ¥ CD-ROM Jzh 88, R )5 #iiA5il/- CD-ROM E#x,
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LA R BRSCR .

£23 Kali Linux - Settings ? x Py
E General Storage
@ System Storage Tree Attributes
: Optical Drive: | IDE Secondary Master -
Display @ Controller: IDE p ¥ O] nuX
@ Empty [ Live cojovD Choose Virtual Optical Disk File...
Storage 4& Controller: SATA Information Host Drive 'D:'
" Type: —
& Audio Kl Linu. vli y Remove Disk from Virtual Drive
Size: — =
@ MNetwork Location: —
Attached to: —
‘@ Serial Ports

(9 UsB

|j Shared Folders

ﬁ User Interface

BE&S

Cancel Help

E2.14 HfERE

7E System Bi% (WL 2.15) F, #F| Motherboard &, Hi{R5I ST N: Es#
BB E S MR R & B . XA IETUR A, AT AR 55 2 R 4 Bl 45 R AL
N

23 Kali Linux - Settings ? X
[ General System
System Motherboard  Processor  Acceleration
Display Base Memary: .
Storage 4MB 4096 MB
Boot Order: Flnp.py
1}2 Audio =) Optical
@ Hard Disk
Network 0 @ Netwaork
@ Serial Ports Chipset: |PIN3 -
ﬁ Use Pointing Device: |LUSB Tablet -
Extended Features: [+ Enable Ij0 APIC
E Shared Folders
[ Enable EFT {special OSes only)
E User Interface Hardware Clock in UTC Time
Conal | [l

B2.15 RGEE. EiR
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TEALF IR —BE 14 Processor JEII-R = (LA 2.16) , A LAVEHE /Bl ah i2 SUL I Ab 3 28 25
B REZERGE, IR 32 f5R, MHZEEM PAE [ NX, &0 Kali S5 A<E35),
(Ao Kali for i386 (IE A% 8 “686-pae” ) A% FH 1) N A% 4% & 4% 4 PRI 75 22 CPU H [ Physical
Address Extension (PAE) 3 ¥,

€2 Kali Linux - Settings ? *
E General |SY5tEﬂ'I |
System Motherboard ~ Processor Acceleration
@I Display Processar(s): 1 s
] . : ‘
@ Storage ey o

certon Cops ]

T T T o
B Audio o 100%
@ Network Extended Features: [7] Enable PAE/MX
@ Serial Ports
& use
|j Shared Folders
[T userinterface
Cancel Hep

E2.16 RHRE. HIEER

FATE W U EVF 2 LA S8, Gl E O LB MR EffiE) , HER
ERE A3 Kali Linux B2ERS T . fa, S Boot %41, MEIMNLNIZAENSIEH R3), W
K 217 Pros. MREAFEZIXADEE, HFAaE DATARE, REER .

| N8 Kah Livu [Runring] - Oreche VM VirtualBox - a 'S
Flr  Machine View Input Devices  Help

[ @@ &0 0 5 (el cromom

®2.17 Virtual Boxdr tKali Linux/= =&
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VMware

VMware Workstation Pro £EZHEER FH /* Fiif J7 1 5 VirtualBox JE5 AHL, e AT#8 M
VESRTHEE, (FUH LI 2R A BT A ]

Wi 2.18 fitzn, MI4h bR %S~ — N KK Create a New Virtual Machine #2411, X%l
ATLAEZN S, SRR SR 5E ORI A 2 .

B mhware Wertstation B &8
| File ESt View VM Taks  Hep L
e x|

=Y 1 ome

W My Computer
T thased Vs ¢ Your evaluation period ends in 30 days. 1. Get a license key 2, Enter a license key

WORKSTATION 12

+ ) ® ( O

Create a New Open a Virtual Canned ta Cannect 1o
Virtual Machine Machine Ritmite Server VMuware vCloud Air

E2.18 VMwareSs)E @

B—b, UARERBEZESEPEWNEEKE . XM R RHRER, Froliks
Az, ik 2.19 Fiaw.

New Virtual Machine Wizard X

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

RO @y e
Create a Workstation 12.0 virtual machine
in & few easy steps.

W'SRKSTiTION‘
P

(O custom (advanced)

Create a virtual machine with advanced
options, such as a 5CSI controller type,
wirtual disk type and compatibility with
older YMware products,

Help < Back Cancel

E2.19 #HERELNES
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R E EAL B R R G, JFEORE RS LR 1SO iR (WK 2.20) .
% Installer disc image file (iso) T, %4 )55 Browse &4 LUE PR BR G T

Guest Operating System Installation
A virtual machine is ke a physical computer; it needs an operating
zystem. How will you install the guest operating system?
Install from:
() Installer disc:

4 €D Drive (Dz) 1_CCSA_XG4FRE_EN-GB_DV5

(®) Installer disc image file (iso):

|C:\J_Isers'-,RaphaéIHerizog\Dou\'nlnads\ka\i-linux-light-E \/‘ E Browse... i

A Could not detect which operating system is in this disc image.
‘You will need to spedfy which operating system will be installed.

()1 will ingtall the operating system later.
The virtual machine will be created with a blank hard disk.

Help < Back Mext > Cancel

New Virtual Machine Wizard X

E220 ZEZPHBIERS

HERAERG (OS) TiEMPiLE 1SO Gl sl 217 HLERAE RGERAINY, 2% [ T2

PRI BIZEFE Linux, FRASZEFE “Debian 8.x” , W& 2.21 fior.

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system
() Microsoft Windows
@ Linuzx

() Novell NetWare

(O solaris

() VMware ESX

(O ather

Version

Help < Back Cancel

New Virtual Machine Wizard X

Debian 8 64bit v

221 BEEEFPBIERS

fER “Kali Linux” {E BT ERNIFIZER (IE 2.22) . 5 VirtualBox —#¢, &n] PLUEFE

B VM STPEAF il A Ho 2 P AL
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New Virtual Machine Wizard X

Name the Virtual Machine
What name would you like to use for this virtual machine?

Wirtual machine name:

| Kali Linux| |

Location:

| C:\Users\Raphaél Hertzog \Documents\irtual Machines\Kali Linu | Browse. ..

The default location can be changed at Edit = Preferences.

E= ==

®2.22 apBAELL

BRINF) 20GB 14 (WP 2.23) @2 AR, EAl R T EAT R . SMEHARK
INERAN SO VirtualBox #H Sz, VMware 1] DRGSR A BRAAAETE 2N X . XM S LRI B
FER S 18 EHLRIRE AL 25 ]

New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk, These file(s) start small and become larger as you
add applications, files, and data to your virtual machine.

Maximum disk size (GB): 20.0 =

Recommended size for Debian 8.x 64-bit: 20 GB

(O store virtual disk as a single file

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

Help < Back Cancel
E2.23 {EEHMESE

VMware Workstation H{7E L& G G0 (RN B BoRFTioE R 2, DIEER)]
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LA Z AT A A PTAIE S HER, [ EOVEDPLAE [ 512 MB 1) RAM, IX&AH
f¥1, &5k Customize Hardware 4% (48l 2.24 ffizn) JF%E Memory & (W11& 2.25 Fin) .

Mew Virtual Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine. Then you can install Debian 8.x
64-bit.

The virtual machine will be created with the following settings:

Mame: Kali Linux ~
Location: Ci\Users\Raphaél Hertzog\Documents\Virtual Machin, ..
Version: Workstation 12.0

Operating System: Debian 8.x 54-bit

Hard Disk: 20 GB, Split

Memory: 512MB

Network Adapter: ~ NAT

Other Devices:  CD/DVD, USB Controller, Printer, Sound Card v

Customize Hardware...

< | CEm ] [ o

E2.24 BAERTEIEEMUN

i Finish #2411 (DL 2.24) o Bi7E AT Lo sy Power on this virtual machine $%4H J5 30
REAL, Wil 2.26 Fios.

Hardware X
Device Summary Memary
— Specify the amount of memory allocated to this virtual
L 11Oy 512 MB machine, The memory size must be a multiple of 4 MB.
[ Processors 1
“JNew CO/OVD (... Using file C:\Users\Raphagl Hertz... Memory for this virtual machine: 1500 = mB
T Enetwork Adapter  NAT
USB Controller  Present s GB
) Sound Card Auto detect nee
@Pnnhﬁr Present 16GB
&
;D‘SDIEY Auto detect FYe:) @ Maximum recommended memary
4GB {Memory swapping may
< occur beyond this size.)
268 - o
168 3072 MB
512 MB
9 @ Recommended memary
256 MB
S12MB
128 MB
o4 ME <) O Guest 05 recommended minimum
2ME 64 M8
16 MB
&MB
4MB

add... Remove

(o=

K225 EEWHEDO
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(@ Kali Linu - WMware Workstation - O *

File Edit View VM Tabs Help - D) IO m| N ==

Librai X
1 11t Home 5 Kali Linux
Q Type here to search -

= Tror—— ﬁ Kali Linux

(50 K Linan Power on this virtual machine
1 Shared VMs

<21 Edit virtual machine settings

~ Devices
i Memory 1.5GB
[ Processors 1

(o Hard Disk (SCSI) 20 GB

- CD/DVD (IDE) Using file C:hUse...
5 Network Adapter NAT
USB Controller  Present

@) Sound Card Auto detect
(= Printer Present
@ Display Auto detect

= Virtual Machine Details
State: Powered off

- s
Description Configuration file: C\Users\Raphaél Hertzog\Decuments\Virtual Machines\Kali
Type here to enter a description of this Linux\Kali Linux.vmx

virtual machine. Hardware compatibility: Workstation 12.0 virtual machine

&2.26 Kali LinuxEE AN 504

2.3 NG

FEARZ A, FAMIH>] T &Fh Kali Linux 1SO 5% LA A 56G0E - e, 3 7 17 odl
EAFEE RS LRI 5] S/ USB ML Eil% . AZLIHS T anf 515 USB MiAEEi1%, W
(A 7E &M S R E BIOS fJE3hTH, LME(E USB MifE14 250,

EiEN:

o www.kali.org /& Kali 1SO (i —1E30FHEM . ANZMATT ARG FE, By
TR B R AT

o BJEfH sha256sum My 4 RKIGUE T #M 1SO SCfF, DIAfRH 28t Wi ANILAL,
T PRI ST 2l FHAb SR IR

o MBI L5 T, MLFH Kali Linux 1ISO 885 N5l S A M. &
Windows L f#i[f] Win32 Disk Imager, 7t Linux L fliJf] Disks 227, X7t Mac
OS X / macOS L] dd iy 4. SHEGE ZART AL, FEEE TR A, TTRE
LKA KA ENL

° £ PC ALE BIOS/UEFI & & %, B #%(E OS X/ macOS L-[#) Option 4, LAV
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HLEE M USB B3 25 5 2l o
o WRARSHAMEA Kali Linux, {HSCRAESIFHIFFAME 2SR, B R IA — 65K H
WA ERN BT 2 MEERS, B 2EH W VirtualBox 1 VMware Workstation Pro
ZRWBRNART, <FealE .
AT Kali Linux 5, FHATLARAN T Linux ) —Sm&ghie 7. mRIRC4 2
Linux AR, AT A RSBkt R — %

BRI

1. 23— B, 0 VMware Fusion (OSX) . VirtualBox %%.
2. T8 Kali Linux FEWLBR A (40 64 Arhio) .

3. Ja3h Kali L.

4. LN B RAE RN A TR Fx B EUH (EHH 74 root, % toor) , M
https://www.kali.org/downloads/ F#% “Kali 64 bit” 1SO 851§ C1F F-47A7 AL

5. F#EIESA Kali FIAH.

6. M Kali 1ISO # T HFE SR EL SHA256SUM LA S AH SR 125 44 S0

7. WA T 8 sha256 AU AH 7] SHA256SUM ST — 2,

8. M T HE ML O — e 3 3 ¥ USB IKah45 .

# > 2——=3anKali

1 BN PRI USB DK 885 3h Kali, JFiE# Live A,
2. fE/root H 3% FiiAIE—/ 6GB K/

3. RETHA? FREZEMA?

4. IR RS, W RGN SCE R IERE AN

%33

(ERUSIE= 5t
1. JATEL T B4 USB shashEsh 1 Kalio AERAT— T 75—

35


https://www.kali.org/downloads/

Kali Linux XigH: RAZEZBUWAFES

FREZN 7 M Kali 1ISO B8 SCAF R B L. fil N4 C4 3 B NAT B
2. 1B Live HAEJEZNZSE, ENZATEM “quiet” ZHLUEREDREZHE.
3. 1E)3 B MR B LA A X AN S 8 O AR O TR B H &
4. 5y H Live 1 Forensics 283 s &4, H¥ahEMImX 5.

BERR
PREEAR B L7 508 & ) B AR 3 Kali 15?7 R SAE 5 2

1.
2. RIZIA . ARA] LA AL dd dr 4K 1ISO 5\ USB ik, JHERESI SRS, Xt
SRR BOA BB FNE ? (7R X2 T A B R A
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$F3E LinuxE

o XRS5
o HHMmL
o /NGE

TEVREAR Kali Linux Z R, 20 B E A Linux 288 BRI ML . B HEEEA
HoAh BRI R 55 #07E Linux R4GE_LigqT, 4R Linux ACKAER B H .

AEREHE Linux JERUFHE, ERERCENHENRSH T —BUEm 7@, a8
CPU. RAM. EMCAEASFH M, LR B4 a S AR IR 2555

3.1 H4ELinux, B&eMt+4

“Linux” XAMARIEZHH THRABENEE RS, H52hr b, Linux ZBERENEZ, Bl
g1 m#E L7 (boot loader) 530, 1Mi%5|-FMEFEF AL i BIOS / UEFI J33). WiZAHS
B R BNFE AR AL A o —— TR R AV B B R . AR R EAE AR R R R
BRASCH RS, WA RGUTA HALFE IRt 7 — N LRI AP &, @HE ring 0 (4
FONPWAZ 2 E)D) BIgqT.

Fi /221 (User Space) FAMEHI AT “ 22 16)” GRRIT A R NN A — 1)
FEFI PR AT IO AR, AR S0 BT K E T-GNU project’, &1+

1 http://www.gnu.org
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HIR 2 B BAE a2 AT ST . AT RHE BT FEIIAS h LS8 s A S AR
%o WHH 34T MEELZEE.

THEARATRPGE T ##E— T Linux AR AEE ) & FT5 .

3.1.1 bR

WAL AT 55 B e 3 f v LR 2 o S EHUFNL. S AEUCH 4& (Bl USB 1%
) B, WK R B . PR s R e AR T, AT T DA B R GO A
W, IXRE R AR Y Jo A i v BN AT AR R AR T EAR IR AR A A4 A
R T AR AT % o i LRI — DN R E . 28401, RRAR 2 WO A A B mT DAL
FEAAT ] E A 5 M 28 4545 3k, A& A aT DUE A Video for Linux (V4AL) #:10, Wiz <
T 11 R 50 45 9 £ FH R 0 ) 2 AR LT 75 TR SE BBl i 4

W%l it /proc/ Fi/sys/ eSO 2 485 RS D 2 O RE AR £ 4 o S A2l il il e
/dev/ H G E ) SO U ) B A . R SO RO MG IR B A% (il n/dev/sda) L 4 X
(/dev/sdal) . f#br (/dev/input/mouse0) . ## (/dev/input/event0) . Ff
(/dev/snd/*) . #1Tim 0 (/dev/ttyS*) A LE,

AR RR B & S U miE RA BRI E, BR/ANVEIR, ARAT 7 in) Her
AL E R 5. Ja#H RWAE — DR, AR LN S N7 55, (HA R TR g E
SRR T . EERGEREINEE, 8 Is -1 ar ¥ e —A8k. Bnf
Pl b, Rk, Wblgc, RRTFRIE:
$ Is -1 /dev/sda /dev/ttySO

brw-rw---- 1 root disk 8, 0 Mar 21 08:44 /dev/sda
crw-rw--—-- 1 root dialout 4, 64 Mar 30 08:59 /dev/ttySO

I RBT ORISR, B IXBD AN 7y AR R e %, 0 B b BN 5 A7 3 1 FH 455
Btk FERXPIRIEOLT, ek DEVEIE AT LUE N joctl REEHE LT 51 FIRIBEA A G A 2o

3.1.2 G—NHES

N RGR N EZA . K UNIX RGO A A& IR — A5 — 1R R85
L IXASGER SRV L AN SRR e R OSSR R B R 1] 0

XA R RS SR, ) TR, AR UE R 2 m AT H k. B
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a1, /i) home ¥ HxA/home/ . iXANF HR A VA& HAl v B3, KIELSEHE. A H R
BB . B, /home/buxy/Desktop/hello. txt 52— MEE AR H
M home 7 H 3% buxy 1 H Desktop HEH L. WIETEXEM 4 RSB
B AT e

HHAWRFZAF, Linux KA —ANXERESREEM, R E ] DA R AN B 0 -
X B R — AN O R, A RERE O E RS i H Sk (HEBLIY Linux 42N
mount) , ZJS{EHE.E (mount point) NE R LLUF X SERERL T o XA fo R FH i 3
Hx CGEFZ/homes) FAAE(ERMAER b, S buxy B (DLERHAMHFHEE
D) o — FOB WA H K AE /home/ T, X U H St T DL7E W A A B ORI % 2 (o
/home/buxy/Desktop/hello.txt) Wi .

5% Rt BB A 7 AR N, 2R R G R. RE LIS ext2. ext3
Al extd, B4 HARKN. FlU0, VFAT & DOS Al Windows #:1F 540 8 4 Afi I HI SO R S
Linux SCHF VFAT, SCVFEFE Windows —HE7E Kali sy X i % L. EIRanf, 72
At 2 AT L AERG R S — NS RS0, M ERR s Xk,

i mkfs.ext3 (H mkfs %7~ MaKe FileSystem) 2 2814 F T Ab Bk AR AE .
YERZHEL, Zdn 2 T B A X B SCIERR IR (B, /dev/sdal, 55— ERzhEE -
M=KD o MIERERBIRIER, RNAERZYE BT —, BRAEER SRR
iR R/

WU NFS Z N4 SO R GEANTE ARG B A7 B0, 17 o i e 1o P9 £ i 1 R
GRS R BRI IR % L. B8 T X REMBEAR, RO WER:, Koy
Y7 1) 77 2 A S RS WK 2 IR 51 2 — 501 .

3.1.3 EIEHIE

PR BERE 2 — DR IS AT LB, B HR EAE A RAF R FE P A O LB E Bl . W
BATI, WRCE BRSBTS SO R S

FsT R R EREE R . MR
BB WA E, REIFHETRIG . AZRGFERENEZETER, HhaE Wit
AFIRFF (PID) 3T

BREZHIUIRIER G —FE, BAI UNIX ARG (FE Linux) Aelgidtir 2144k
. #A)iEd, ENRTRAFB ST LR . b BRI 2 A — AN EREET, H
MK CPU BRI A B/ Fry KIS AT BN ERE . B T X Semt i)y R84 (FEZ R
PO, BT URE EAMNAE FLIZ AT I 8] P9 A T35 SR A T 7R FL R I T Ak T RS, 25
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BRI F KRB R RN BT AR TAR R LR DUOREE PR e, RN ok fe 4
RARGERE . WER S BC A TR A KA, BRI R W] BEAS S AR 7 2 S mi o o SRR, TR
ARG ROE YN HAE S5 MR S CPU R[], X8 PR SEHR AT LLIE I I Bt AR I e P AT o4
B, LS SO TR LUARA S SOR R AT I ) SEAC,  SRATIN (] S

ZAEE RS BT R R R R AEEAT AR R E AR SR L. AR BIL R, &
—AREEERAZ 0 R RAEEAT AR 2. SROBREBRLERAT
ZAMREIATBAT . W7 S HLHIIRAERE A, DA AL B A Rl A LA A% O B R
G L. SEPR AL BRESAZ L FCER AR T BRSSO A, RIMIR — AW IR IE RS
WA AR F ST

WA Fo VRAR R R P (0 LA SRS IZ AT, BERAS SEBIAX Fo ¥ U5 8] 3 B C R I 18] 7 A
7o EANTHIEEE AR RS S

3.1.4 NREHE

K UNIX RGEFZANHPAE, Do EEUinaeR. REHEN T, — 3R
PR E R BB R R e . ZHERE R BEHAT BT & TR ST RO . B, 2B RURTIF
EAN UM FENZRIFEE SR ST U AR O R EAORBI I FEAE R, ES I
344 TTHINE

3.2 wofT
O AT HE— AT AR, A RV G A PUTENRR 4 . T bLE

AT A AT S CEIE S TH R 1) SO B R B AR B FL T 1) ORI i B AR B ) 5y & iR 4s
(shell) »

3.2.1 WMEUERIE— 1 <17
BARGILH AR, Ui fiy AT il B VA R A R S 2 18 P TOF— AN i

Biln, FEBGAR Kali Linux #4t L, W ULAE RN LR 5R TR 3) GNOME 5. ib
ATLME “VE3h 7 PR CHUOR RPs 2 sl 212 B gsas) A “terminal” . R)5 H bl
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Je LR N TR P b (L 3.1

E3.1 BzhGNOME% s

R EE SRR TVE M, el fERE R H & B3RS 24T (R bl CTRL +

ALT + F1~CTRL + ALT + F6 X 6 MA&HIT I 6 M&uti— i & ab T e AR IETE Xorg
8} Wayland EJE Az 4h, ATLORH%Z N CTRL #) o WP ES—MNERHRE, MALTS
S ANERS fE 4 e IE I 3L shell 15 il Ay 247«

Kali GNU/Linux Rolling kali-rolling tty3

kali-rolling login: root

Password:

Last login: Fir Mar 25 12:30:05 EDT 2016 from 192.168.122.1 on pts/2

Linux kali-rolling 4.4.0-kalil-amd4 #1 SMP Debian 4.4.6-1kalil (2016-03-18)
- x86_64

The programs included with the Kali GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

permitted by applicable law.
root@kali-rolling:~#
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A PR NAIPAAT dr 2 FIFEFRRN shell (A & ATMRESS) o 7E Kali Linux s tpgERil
shell & Bash (‘&ft3# Bourne Again SHell) . JEZ§I1) “$” Bk “# 7 75K % shell 1E7E2 54
No EEFEW] T Bash ¥R NEIEH S~ (F “$” Fon) sulBHH P (R “#7 &) .

3.22 wMTEM: NSHERERNUANREENH

AR FAL I E R A K4, TS ERZIED, FHIESEaSFR it
ISCRS, AT RESE 2 7. @ik, % SE - XDsEA A ES 2 RE 0
shell NI, T FFAEEIE P S . R RAZR S fr AT X TR O D ) 2 B R B R 2L

25T G, pwd 4 (AL print working directory, BIFTENTAE H3%) REWS SR 4 HTIR
XM RGP E . oA H %A cd 4 ({83 change directory, BIEEH#H%) . Wl
R ocd fp A okfaE B3, R EIFEER. YA cd-m&n, KREBIF—T/EE
S (BJa— cd AR ZaERME 3 o KHFBAYHE . (AT, 467 H %
Bad . (—ARD o Is 2RI HRNE, WRARMER S, Is arfx 47 H
ST ERAE
$ pwd
/home/buxy
$ cd Desktop
$ pwd
/home/buxy/Desktop
$ cd .
$ pwd
/home/buxy/Desktop
$cd ..
$ pwd
/home/buxy
$ Is

Desktop Downloads Pictures Templates
Documents Music Public Videos

AT LM mkdir directory SROIEHT H3%, JHEH rmdir directory BERIA K () H
Ko MV A A SRV BN AN E iy 4 S0 2 B 3 rm i 2 SEEC IR, cp source-file target- file
i 4 Rels 58 O .
$ mkdir test

$ Is
Desktop Downloads Pictures Templates Videos Documents Music Public test
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$ mv test new
$ Is
Desktop Downloads new Public Videos Documents Music Pictures Templates
$ rmdir new
$ Is
Desktop Downloads Pictures Templates Videos Documents Music Public
shell JHIdIZ4T7E PATH MBI & H G R — M &, $030 8N AT A
A X ESFEFEEH LE/bin. /sbin. Jusr/bin Ei/usr/sbin . fildn, W] LLZE/bin/ls FERFE] Is iy
45 which & REHEH S 45 58 PTHAT ST IR E . A Eedr & shell BELIEALER, FEIXFhIG KL
T, SRR shell Py B Arg (i cd Al pwd A4 ¢ type d34AT LB A & 2.
$ echo $PATH
/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
$ which Is
/bin/ls
$ type rm
rm is /bin/rm

$ type cd
cd is a shell builtin

TR echo &ML, EMNIER N EE/R DT E . £ RIAE 5T, EHRITE
AR BRINS, BUONESATa ST AT, shell X AR BEEHRARLIR (SPATH) .

R E WA R AV shell SEMBEFFMEERRE. fln, SNEEGEE O - EXEEE
CEATR ETFICAERR) o Shell 277, 10 login shell, AEfE7EFIAS R, IXLLAp B REis Lk 5]
BWEATVRSIFAMBE T R 2 (W48 o XS] L E LB RGZ T (1L etc/profile = e
SO, B P RETE (E~Lprofile g SO, AR IBLEFHA L [T F i 47 10 2R B BT
letc/environment 1, FER[HEIRIGERALER (PAM) [IFEBIR, IXEAR Ao 4 NFTA &
W, RS AAIEAT shell.

3.3 XHRFE

3.3.1 NHRFEXINE

HFAR Linux & A7Rc—#¢, Kali Linux BT RARIESCH R G002k (FHS) fR¥F— 2,
XFRRAGE AL Linux BATRREGH P MBS Feia ] Kalio FHS 5& T RAH KA. LA
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TiZHF BRI,

o /bin/: FAR T

* /boot/: KaliLinux A% R H 5115 S0 78 B 75 00 HoAth SO

o /dev/: WAt

e /etc/: WE M

e /home/: HF AN NS0

o /lib/ : FEARPEECAE

o /media/ *: WREENBAARE A (W CD-ROM. USB f#fifi i #55)

o /mnt/: I EEE A

o /fopt/: H=J7 PRSI N FHFR T

* /root/: HHH (root) ™ALL

o /run/: HGEMAFERNIGENEEATR AR CHANEAZ FHS F7i)

o /sbin/: RGERF

o /srv/: WA RGFCE WSS BTl 5

o /tmp/: SO (b H S8 7R R 3 I B0E

o fusr/: MR ORISR H AR 2, Z%Hxgut— 24458 bin. sbin
A bib) o Ak, Zusr/share/8 & 550K KI%EE. Jusr/local/ B HT&
AT ZBENHER, MAREGEEERS (dpkg) AT EIALE ST,

o /var/: W RRACEE R AR, A5 HEE A, AESTE R LR A

e /proc/Hi/sys/: [FA%iE Linux WIZAHSG (IFE FHS FRAER—&50) o« WIZHIXH
A H FACEIE T H B H 2

3.3.2 HAFH=EER

M ¥ HF AR ZER IR A, B E S EfERMAE. —MRHPE
H%Lﬁﬂﬂ?)}i‘?ﬁ? (“~”) 5lH. HTmAMRERSBINEEIRS B SuiH Hx (F
e g AT B, % /home/Zuser/) , FTLLAIER — A2 F .

fegn b, NFHRR R E SOl E BB ME R H R, (H3Z@EE LA (O FFk (il
1, mutt BT BE AR S L B AR~/ muttre T o ETER,  DUSIT RSO B BRI
Webag: AR BRSO B AR I BN R B, BE Ny s dr i in-a &I, ARk
B FX LA

—UERR P A I AC B AEAH R H 3 R M2 AECE SO (Blan~/ . ssh/) . — SR R
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(4n Firefox Web W %#8) Lo HIX L H AR A M EBIE IS 7. X EWREXE H R TR
THFER AR 6]

XL ERAFAEE F H R E SO GRFE RN “ SO ) KLk — BAEA WY
I, 5 E S EEL. FT3EYE FreeDesktop.org IS 5 F FIA T XDG A HFM
Ji (XDG Base Directory Specification) , iX&—ANBEIGHIX SR H R AL 2. 1%
FVGHUE, BB S RAEETE~ config T, 247 LA A /E~/ .cache T, BT HRE
A RAFELE~/  local (BT HZ) To ZMRGIEEEEIE K.

I F I SR 10 138 % 2 7R ~/Desktop/ H sk WA PRGE T X (FEHARE 5 R T e 24
FHPE RO B AR, AnfE R SC R G i B 3O ED .

5, BT R 2 B B WA B ~/Maid L/ B

3.4 BRmS

3.4.1 EAMESIARS A

cat file 4 CH WSO BhrvES B8 &) BRI L 23 BoR 7E &ty b o
WER SR K B TRAE % b, TUMEH less (Bimore) 73 W#HZE TR IR

editor M2 EEWEEICAmME (Bl Vi 5; Nano) FFAVFEIE. BRI IA T
4o f T B SO U7 A i B e ) iE ), B0 command>File 2@ — AN 4204 file 1Y
A, HPAE T command A #il . command>>File 522K, BT &% command i
H MR S, AR 5 e AR
$ echo "Kali rules!" > kali-rules.txt
$ cat kali-rules.txt
Kali rules!
$ echo "Kali is the best!" >> kali-rules.txt
$ cat kali-rules.txt

Kali rules!
Kali is the best!

3.4.2 EBEHMXHAR

find directory criteria iy & #4552 N &4, 7E directory 2 NHIJZ RGP RSO B
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IR RAG AR ZR S WA D S AR R A 3 ST, %7 .

$ find /etc -name hosts
/etc/hosts
/etc/avahi/hosts

$ find /etc -name "hosts*"
/etc/hosts
/etc/hosts.allow
/etc/hosts.deny
/etc/avahi/hosts

grep expression files iy &1 2 S A 25 H P S 1E MR E X VCAC AT A IN-r JEIUAT A
XFH A AT ST IS T8 R . IXREE H RE — 8 SO A 2RI AT DA A R S

3.4.3 HIEEHE

ps aux A4 MEHEIT T, Rl BRI PID RFHHIFAIEAT. — BRIERT
1) PID, kill -signal pid iy &t LV RIE DL IEHRIES CnRARIE Z R 1AL
B o HIAMS S AT MER, e FRZ TERM (R 26 kiERD) FKILL GBREHIRIE .

MRGAER “&” 75, WL Rt iEEGET Ry, Bl MM &S, /B
R EIZAT DRI RSB CA 5 G R , AT BLSZ R T shell ()45 jobs
A3 AR JG BT HIERE, 1847 Fg % jod-number (7Y foreground) BHFNVIEJFEEIRT & .
M AIERT G BT GBI IER K shell @4 )33, i@l fg mAREARG)
i Ctrl +Z &5 o B e IR 0 i AT R4 . SR )5 AT LAEA] bg %job-number (&M
background) 7t )5 & B HT A %L

3.4.4 MIREHE

Linux 2—MNZHF R%t, FICELERIBIRESR RS, RE B H S LR
PE4E, XFINAFRE T RERIRMEE (F£ UNIX RS L, (TR & SO H %
AR o XANE N T T A 28 UNIX RG0S

TN SCPFER H S =2 B R BUR

o JTHE#H (BLuiRix, FON user)

o FTEHEA (Lhg®Rw, BN group) , AREFTA AR

o Hfth (PLo IR, FA other)
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=P A BURR

o FEHL (Phr&RoR, BONread)

o 5 (HBk, bhwER, B write)

o AT (Bhx Ex, BN eXecute)

M ERE, KRR 5 B . SRR o vF s i A & (B FEEHD , BAM
FRAVFES, PATHIR 1FET (RATEXN GNP A /RO .

setuid 55 setgid ATPATSCHIE A PIFIRFERAL IR : setuld 5 setgid (LLghE s K)o XH
AR SO VEAT AT FH P S R 3 B BT & i 2L IO PR 2308478 . iXAMHLI RS
TG T /R S AN B TR
RESR—A setuid root P27 sk CAREZLF 7 (1 & 4T, TR B 22 A AN v
P 2R B GRAE R . EIEABUR P R] AR setuid root #2725 1 F — /M
B4, MIMHEDT root F /1 HIRIUR G AR . 2@ K TR — B
SRILT RGO VIR, B ARG R FHRIXE M, MR TR A — Fhig

4
[

FR A E 7 S AR SRR TR KR CUFRTE S 313K HARIR
PRAVE BRSO SATRR FevriEs Har Ui L (B, 6 od @rd) o fERESES H ok
ViAE B R RORR B0, P Reg U inl e 2 MR 2 B B A0SR AN FIIE 1 D) 44 7K
MAEREIEAT

TA setgid AR MLRESFAE H 3% Lo FEX AR H rh, i G I &< B 3t

setgid H &5 sticky bit BB E AL HRMAR, 1A GIE IR R QI H OBUR . IER L, %
PRF T LASE T J 5 FH P 2L 7 22 A FH P S R (R — A SO HR AR, AR T2 )
HARM LR H () newgrp 4 .
Fhrhn Csticky bit, PLAEE t 205D &P T B RMBER . X T ARLL By
A NHBEA S NBIR MG B3 (Flin/tmp/) |, sticky BRAER A H. EPRE
SO, A SO T #8052 B BT 5 A RS IR S . SRR E
IXABUBR, AT NS LA B /tmipd 35 P G Ab R P 6 SCA

H =AM A F R 5 ST R FIALURR -
e chown user file iy 458 BUOCH AT A &
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R WREGH: 42 A BB SUIF T A 4 10 R B O FE A 3, chown i 45X
B A HAEE — M RIRIIEYE: chown user:group file

e chgrp group file iy XU A #H 4 .

e chmod rights file iy 4 5 &5CCHHAUR o

APWMRRBURE 7. H, {5 RRATRES A 5 BARANCAZ . X Fh7 A 3] E
B FREFS (ulglo) , WLLEZETS (=) WHfEeHR, sSod@ding (+) sk
5 () WINEE RR. B, XFE—NRER: usrwx,g+rw,o-r, EONIRG BT
B HNAHATRUR, RS BT & 38 n . SBORS AR, [ A R B A P s BURCRR
WA RAWRIBRAMERE S . £ al W56 a, M=K (TAEHE. A, Hib
N B asrx #8274 =AN 0 P A FEAR. GREURIHAT, (HAREE N .

ATELA O\HERD B RomiUil): 4 FoRii, 2 BN, 1 Rpadir. ATHEM
BG5S = BE T R, JHEIINT (A #E. d. 2D S KEI0 A - 4rid
—/MA.

fitn, chmod 754 file iy 244 W E UL AR &, SAFHAT (KRNT7 =4+ 2
+ 1) BT (FA5 =4+ 1 5 HABH R . 0 EWERA TR, Fit,
chmod 600 file & T H FHIRMLLERIR, (AL AL NSREATATAIR . X5 af $hAT S0 H
SO BC IR PR B B LA S 755, %o Bde SO f H LI 2 644

LR IRNFFIR BB, 1T DA 45 A 5] BR U % 5 65 0 AT R AR U4, Hh o setuid.
setgid fll sticky 773l 4. 2 1 1 &R, 74 chmod 4754 S7ESGHTHEIBA R AL L
whn setuid BUR .

TR, A \EE I A5 S A VR AE SO — IR B B AT A BORR s SRR & SRS B AL
B, oy P I I — N B NBR BRI B e % 3R A A R RN AR 19 0 3R R BB

J\adk I 3k 7 Ak wT LARD - R 138 2 SO AR ) umask iy & — ke fdi . mr CAERfEA,
N RO — AN SO, 2 HERABR B E N 777 82 umask & XIRUR . 7E shell
AN umask, REFEB|—/MEW 0022 (RS . XU T SCIES 1 R G0 BRAUR It )ik
Fik (0022 LKL A H AL PR FARA 5 ANEER) .

LA AE A umask iy 4 W E R\ E I RS . #E shell A0 4R A6 ST I
~/ .bash_profile) A, AR E S TIEEREIAN.
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525 A I EBRAT L SRR SO AR . BT B dr S0 — R R, JLAE LRI
piicl = C Y (G = b YA RE K R = Bl ol
1 H SR SCHAUR & SR X 51, 3 A48 E A 2 I — S S, X N4 “X” #ifE
FERESIN . EFORATHATBRUX R FAE H e, 1A B ZEAR B A& BATAUR I SO 1o X
F£, chmod -R a+Xdirectory £ 94 #H F 2800 81 H IR IMPATAUR, (2R L0878
8 L2 PR o A ST BB 1 ST R AT AR -

3.45 FERFRESFHEE

free & RRmNAHER; disk free (dF) i X RGP REAEE AT 2 H . EH)-h
WU (R NEATEL) $g RSP 4o 5 T B 50, 8% & K795 (mebibytes, & Fx
MB, HI 20A7345) , it (gibibytes, fiFx GB, B 2441 o LU, Free b
SCRE-m Fl-g EIT, Fon 5 LA MB B GB Jy H AL FL A .

$ free

total used free shared buff/cache available
Mem: 2052944 661232 621208 10520 770504 1359916
Swap: 0 0 0
$ df
Filesystem 1K-blocks Used Available Use% Mounted on
udev 1014584 0 1014584 0% /dev
tmpfs 205296 8940 196356 5% /run
/dev/vdal 30830588 11168116 18073328 39% 7/
tmpfs 1026472 456 1026016 1% /dev/shm
tmpfs 5120 0 5120 0% /run/lock
tmpfs 1026472 0 1026472 0% /sys/fs/cgroup
tmpfs 205296 36 205260 1% /run/user/132
tmpfs 205296 24 205272 1% /run/user/0

id S BoREAT SR AR R S R A A3 . el T S R SO BB & 7 1) W]
TR AR A, DRI 2 P P A WIR A 2 ) ol D B 5 S 0 K
$ id
uid=1000(buxy) gid=1000(buxy) groups=1000(buxy) ,27(sudo)

uname -a frRIREATICE, MIBNZLIR (Linu)  EHLE . WERITHR. WA
AL HLERRA (BN x86_64 MM FAFH ) DLAIRIERGEAFR . IXA & (1040 Hh 3 R 1%
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EAEN IR AR R IR, BUABIR R e T IEAEAE F I A AN IEAE S8 AT HOREAFT 5

$ uname -a
Linux kali 4.9.0-kali3-amd64 #1 SMP Debian 4.9.18-1kalil (2017-04-04) x86_64
w GNU/LiInux

F X e fy A # A SR LIS ATIE B, AW IR T ZhE At H R T EAL R A
MG DL R, YR A EEFER (BIaiE AR USB W&, AR R A s el)E 3)
I FEATHIAE AR D, WAL RATAEAEE IRt X R S . AT LMEA] dmesg fm 43k
WA E.

systemd ] journal tH774% 72 /NHE (stdout/stderr i (17372 . syslog 48 & W%
HE) , aTbM#EA journalctl @& 7AW EAT. WERAIUEATIEI, XA U I%
B[R]0 7 4 g BT ml FH H & (- R0, BB RGN T, e RRBEiEE. fH-F &
I, EEARHTE HEXH, PR eI mB 8 E . —u RIa] LRk H SRR A B E
systemd FLICRAGKTEE (F4n0 journalctl -u ssh.service) .

3.4.6 KIEEH

WAZIEIL/proc/ f/sys/ B 258, 5 32 o il B (O RE {45 . — 28 T B g
LA IX sy . Hod, Ispci (fE peiutils f791) BEW 5L PCI ¥ %, Isusb (7
usbutils fud) AEAEHIH USB ¥ %, Ispcmcia (#£ pcemciautils ) AEi5 %] H PCMCIA
o XL T AN TR GRS EEGH. 77 X8RS, AT LE LB _E T E
KRR, MM E £ k. 595, peiutils A1 usbutils £ B & 2354 Kali LAl R4
b, {HJ2& pcmeiautils 4 ZifEH apt install pcmciautils 3%, )5 IRATEITEA KK
PEA 2 N B (1 2215

~f513.1 Ispci 1 Isusb IZ2ERIER

$ Ispci

L---1

00:02.1 Display controller: Intel Corporation Mobile 915GM/GMS/910GML
= Express Graphics Controller (rev 03)

00:1c.0 PCI bridge: Intel Corporation 82801FB/FBM/FR/FW/FRW (ICH6 Family)
= PCl Express Port 1 (rev 03)

00:1d.0 USB Controller: Intel Corporation 82801FB/FBM/FR/FW/FRW (ICH6 Family)
= USB UHCI #1 (rev 03)

L---1

01:00.0 Ethernet controller: Broadcom Corporation NetXtreme BCM5751 Gigabit
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= Ethernet PCI Express (rev 01)

02:03.0 Network controller: Intel Corporation PRO/Wireless 2200BG Network
= Connection (rev 05)

$ Isusb

Bus 005 Device 004: ID 413c:a005 Dell Computer Corp.

Bus 005 Device 008: ID 413c:9001 Dell Computer Corp.-

Bus 005 Device 007: ID 045e:00dd Microsoft Corp.

Bus 005 Device 006: ID 046d:c03d Logitech, Inc.

[---1
Bus 002 Device 004: ID 413c:8103 Dell Computer Corp. Wireless 350 Bluetooth
KEFRPH —N-v T, HEWHHEEMRNEER (REERELE) , &5, Isdev
#r4 ({E procinfo lH1) BE85 1 H & 258 H (13815 BT
Ishw 252 IR RFFRIA S, JRRe Ly B 07 sSUR R R I VR R ik . BZR i fi
A R4 T A L BRIN B ART AT S ASE A S A e P o L

3.5 IN\E

AZARBEY T Linux 23i. WF8 7 WAZAIH Frasial, BB VF2 % LK) Linux shell iy
L, VS TR D R I E B e AT, BT AP A2 NS, RETR T X HREE
WREERIAMUE (FHS) |, FFKAR TR 7 —287E Kali Linux &% WA H SRT0H.

BN

e Linux J#%H TR MEERS, HESLPRE Linux &S24 H 5] S MEFET & 31
BAERGWZ, %51 FINEAER i BIOS / UEFI 53] .

o M ERRIE A Z AN — ). ER S R isAT LR R, W2 ZGNU project
PIAZ O IhRE, AR N 2ATIET (— N ETFCRME D, A2 AT
A, EEEEFR o — NIRRT (shelD) fEi%#E DN A TTHAT @S-

o WHMAASE: pwd TENTAERSY) , cd (HHHZ) , Is (B ScfEek H i
B, mkdir (BB , rmdir (HEREZ , mve rm fl cp (Ol 2230, M
Br B HICFEH ) , cat (GHEERHF) , less/more G THRNAA—IRE
AN, editor (B3IXAZER) , Ffind (AR XMFEHF) . free
(BRPAEER) , dF (CBRBETTHZEEEE) » id CE2RH P 5140 DU FTE 4T

1 http://www.gnu.org
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HF) , dmesg (BHNZHE) M journalctl (BRrERHHE)
ATLMEH BL R v AR A Kali 248 ER9Ef:: Ispci (B PCl#4%) « Isusb (Bl
USB #4%) . Ispcmcia (¥} PCMCIA ) .

P AR fe — AP B AT 506, AR T B A8 KA T A & S LR 5
o ATLME ] DL dr o R HEERE: ps (ERHERD) « kil () . bg (K
RHREEE) - fg CEE L RIRTEG) M jobs (B/RjEG#FE .

K UNIX RGEZH . ENISCREZ A A, F v mR o AL R4 i 4
1Eo AT LAE 2 Fh i & SR8 BSCH A H AR, BFE: chmod (FEXURR) . chown
(CEM A Al chgrp CEEgdl) .

HHAh Linux &ATHR—H#F, Kali Linux BRSSO RS2 IRE bR (FHS) —
, IXAEHAR Linux &ATRRIH P RES AL HL 8 Kalis

IR, NABRTFERE S EMEEERRT, £URT (O JFERIREEOCH: s E &
i,

I, AL EE T Linux AR, F— = RATHE %23 543247 Kali Linux!

HS)
51
1. /] File ar &M g/dev/ H 3% H WAZ 5 HH 344 SCHF . 223/dev/sda* Fl/dev/snd/*

B3 2—E5=H)

1
2
3.
4

. T & 93217 ping —1 10 localhost &.
. R, THRRIFET ping =1 10 127.0.0.1 &.

FF2 “localhost” f ping 72,

. BUfEA T “127.0.0.17 ) ping HERE.

B 3—HERH

1.

52

SR RERAT ED I Y KO BN dmesg @, A S IIER 0 T s



£ 3FE  Linux &

BT AR R
2. i Find 2R 250 2404 1 rockyou.txt.gz ST
3. fiiH] locate @& B0 R4+ rockyou.txt.gz SCHF
4. A4 EBR: Find &2 locate? Jftt4?
5. VRBEGEAR TR — ANy & IR AT BIPAT 45 H A RS B ) 2

BRI 4—HE R

i H] Ispci. dmesg MHAbHEM AR, KRN Kali EHLEFELITER:

Kali AL CPU KA,
R, A=) R A S .
SR, BT MRS,
IEAEIEAT I N AZRROA
AR R R N AR
I OPI PR TR e

o OB W N -

5.3 5— (PR

. TEIZAT I Kali Sl 4 N USB 744 -
BN B 44 I BRI 1

. TEIZAT I Kali S 4 A\ USB L2k M+ .
BTG 2R R s AL S

A W0 DN P

BER

1. /dev/urandom A4 RAIFH %2
2. TEWREREAL 4R B IR 55 O e B S 2
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- UNCE T S

o FAOTFH AR 2 25 B AL -
o MBS ZHE

* ARM & %%

o ALEEHARE

o /NgE

EART S, FATHEANH Kali Linux K23l . 558, WiRR/hZRER (41
T, AR ESEBURIL R R CA WA I TIR e R 2. Ra, AT R E —il %
PR (4.2 4, ART R AT AR A Uy Nt de,  DAR ] 22 g — AN BE 2 A N A ST A
A8, WHTTRTUEE (preseeding) , HILEREW LI NMESF 223 (4.3 F5) o 1 Hilok
JEIRUMTE S A ARM #i4% (4.4 1) 223 Kali Linux, MK Kali ZHREY & 2 5L 2 4
B, RN AT RO AR 2 L e B R I L (4.5 1) .

4.1 SINLEEK

Kali Linux /%23 SR B g T 2 22 B R S pi bl . S Rme & 1500, 7T LAY Kali %
BALEMMEEA Secure Shell (SSH) JiRs54, /DA 128 MB WAF (HEF 512 MB) Fi
2 GB # 7 1a). myvifC B RO, Wik £ 22 R BN ) GNOME & [N Kali-linux-full €2, U
1% % /b ik % 2048 MB P47l 20 GB R4 = [A] .

B 7 AR AR EoR 2 b, tFENL CPU FRE £ /D3 KF amd64. i386. armel. armhf &4
arm64 HH ) —FhEER
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4.2 FEFHrNIERZER L

FEAF R, TAMRBAREA W R USB Xz ek DVD Stfit CF S &t 30K E)
SREAER, HSH 214 TTHNE)  REEE e8] S8 s 2Rl .

421 FENNEELE

B, BATRE —AMEHARINE S RS Kali 223 .

5|1 SHENLEERF

K 4.1 fros, —H BIOS M USB k%258 DVD-ROM 4885, <8 Iso Linux 51§
S, TEXABYEL, Linux WEZMARINE, SRR RVFERER SN, A EIEA TR
S

XF T bR e 22 4, R B kB R Install, B R B R A 2 3 (Graphical
install) , SR 5 4% [0 4 s e i RE A AR 4y

BRSSP ITHARFETR | — M R B A 4T, ATBMERIEA L5 S ZRTH% T Tab #, )5
R T AT & -

KALI

“the quieter you become, the more you are able to hear”

Boot menu

Live (amd64)

Live (amdb4 failsafe)

Live (forensic mode)

Live USB Persistence (check kali.org-/prst)
Live USB Encrypted Persistence Ccheck kali.org/prst)
Install

Graphical install

Install with speech synthesis

Advanced options

B4 BEE®
—HRE), RERRG SR PP R N AT A A DR,
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BAEFRHE Kali Linux DVD-ROM %22,  ULEFEERF A A F ) miniiso 23, FATER T ig
B 23, 5L OB AR (e — X AP AN T, P 22 R P v 92 B B 1)
FIURI 36 IR A2 AH [ ) o

HTFRES
wmE 4.2 P, wERBERFEGFMEIE R, B — P Rk Fs et BB nRiiE
. WESEISEM G B FRal 2 B AR e UEBRIAED
i P A P e P ) — e PR SR RN — o5 B, X e R A — U X B AR A A
CAKE. EIEAE. FIFHELL K OK #2411 Cancel $2414%) , B LLfdF Tab f7Eix Lz ()

bV
2 BT 2 T AR AT DU AE HA BT 50 0 b — R P BRUp 424

| KALI I

BY OFFENSIVE SECURITY
Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (Simplified) - As(EE)
Chinese (Traditional) - 3z(%8)

Croatian - Hrvatski

Czech - Cestina

Danish - Dansk

Dutch - Nederlands

Dzongkha - Em

Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francgais

Galician - Galego

Georgian - Jefrmyma

German - Deutsch

Graal o Eldmue i

Screenshot Go Back ] Continue

K42 EFES
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;EI! b

4EF LEKal Linux

e EER

FP (E 43 o) ERRMEXR. GENEES, ZE B BRT gt itn s
EERAT R . XK XECE . EESEEE (United States) J&, REaHEE S brifE
QWERTY# 4, FF4 o —/MFIX kR A mi 2 N i i .

Select your location

The selected location will be used to set your time zone and also for example to help select the system
locale. Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other" if your location is not
listed.

Country, ternitory or area:

Hong Koeng
India

Ireland

Israel [
New Zealand

Nigeria

Philippines

Singapore

South Africa

United Kingdom

Zambia

Zimbabwe

other e

| Sereenshot | GoBack |[ continue |
43 ®EEEXR
ugESieEi)
A A 10 9 e SO B A0 N T ) QWERTY A&, Wi 4.4 Fiors

1 BB P EDE R AR SE E A R A AT Ry, X — D thfERE e % S5C [H (United States).
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Configure the keyboard

Keymap to use:

American English
Albanian
Arabic

Asturian

Bangladesh
Belarusian

Bengali

Belgian

Bosnian

Brazilian

British English
Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese

Canadian French
Canadian Multilingual
Catalan

rhinaca

Screenshot Go Back l Continue
4.4 TERE
PR A

FEHERZHENT, NP REE A, R SBMAELE, JF2 iR s 5l
UL BTG ) P . BN L 5 A T ) % A A LR AR T R, RS HE RG]
B LME SR E . LRV RESE ST FRANHEE T, ER N RNRER S,
25| PR, R PINEE A

B

A5 FRAETNEIH)E, RN BT S, DMERS: TR, XA T
HARE CREAZ IR RIRENRERY, VAR R i (K BT 4L

& £ B

RSP, R PR B SRR MR, JR BT RAKE . 40 SR E SRR, wT
PAFZhik # % BN M IKEh . AR LR D IRARIC T, I8 AT LAAT RS Bl e 46 0 Ry e AR,
XA R TT A R AR A SRR Linux RIS A A, tein i 2
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fb Ty (BN G s ) R IR ) .
KT M2 223k ul (B miniiso 51543 , X—DIRAIRRAY), KA Debian
A A2 RR % R %

BCE ML

N TR AR R BB, 2SR P 2SS FNECE MY (DHCP)  (HF 1Pv4 Al
IPv6) F1 ICMPV6 4T &AM (NDP)  (HT IPve) BHTHZIMSKECE, WK 4.5 Fios.

Configure the network

Attempting IPv6 autoconfiguration...

Cancel

®45 BIEEMLE

R ESRCE R, MR 2 fe e DEOMETT: HRAEH DHCP BiE . Eid
LA A PR DHCP L&, s E RS M E .

WARAE e — DT B SR BCE, W ZHRAL 1P bk, TR, R 1P i
HEL HLESAARAIE A o

g DHCP F1B LT Y W 2% U R A AE S A X 4% Hh3E 47 1) DHCP R %538, A 2F TieE—
HE AN 1P Hohk, AT LAEfS B 7 netcfg/use_dhcp=false i
Wi, TEJAZNSERI F4% Tab 52, FfmA Bl E 5 Fidk [l g gk 4,
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Rootd<

TR o B  root 1K/, PILSTRRH A root 14 (N 4.6 Fon) .« 23efs
FPRESRIINI S, DIBTIEAEFART R, —H3CE TRHR S, SRR

Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Note that you will not be able to see the password as you type it.

Root password:

[ensssee ]
[] show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

[eonvenel |
[_] Show Password in Clear

Screenshot [ Go Back 1 Continue

E4.6 RootO<%

FHERAOL  Root HAMIHAR A EBK B NMFHEEL) Lk AT F®, KdH MM a3k

TR LSS 4, ERAE IR R TS ALEAT O Moddi. A I BRI i & St 7 4
Wiy, MHKRBIAMBFRHGEN O LT MM T M4, HAEH
WX LR W I AFAE N D 4

FOAb R o 14t B X — SR U, A R R Y, AN R B AR
B SRR IE R e F PR MIZ .

WERARE A BLE — M A A KRR, A RASARAEH 04 ids, flin pwgen (A LAFE[]
PR RE], Kali (R R OB ERA TR .

IRERTH
WURM TR, RGN RN ok 2 E B AR ER IR (] B (NTP) IR 55 #5581 . XRG4
A, IOYERENE A O H & I TRIER S — K5 I A w2 1R W I
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WK E X EE AN IX, RGUR EORIREFEAE X, Wk 4.7 Bors.

Configure the clock

If the desired time zone is not listed, then please go back to the step 'Choose language" and select a
country that uses the desired time zone (the country where you live or are located).

Select your time zone:

Eastern

Central
Mountain
Pacific
Alaska
Hawaii
Arizona

East Indiana
Samoa

Screenshot Go Back } Continue

E4.7 BXEE

KRR

BB WA F AR AT A 2% Kali (OREARIRANES, /NI SLIRED BAE T 25 BT 1 4
X

HK

o XA LA AT B — 2P, HEEARS R, REETHEIEMRGIZT ER, &
B AL IR B & 7T 23 (AR 70 AR X (21X o X RIS IE 245 2 A S R 5. B
AR PE A VERE . B MR A B AR

XFTHH WS, Ry KIEFH R (22, @572 Linux CFERGMIFX, A
RENAAE CBIFR A AE Gy XD R, BT VB R . WR afEpLas B
BT HnMRERG, JFHAENE A, MRS TR/ E k. EXFHLT, B
A ORASSE AR BRAE R G 0 X, BUE A BRI G OL T, BRI bR R 500>
XK AN

REHH P YA G, S AR B, XA RE RS - R

61



Kali Linux XigH: RAZEZBUWAFES

X ZH, FFRMEA P RTEA RN . B ERTAE,  DUE S S R R E .
PRI AT — B 7 Th g2 — B

FHESSX: 7X TREME bR (WE 48 Fra) Bn 7 RSMFR5 XA
5. Guided-use entire disk (a3 - i HEENMEEL) & il AR H WX TR, Bk
ANHEAL/yBL4h Kali Linuxo.

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you

prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method.:

Guided - use entire disk
Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM

Manual
Screenshot Go Back I Continue

E4.8 NEEIAEE

BT RA P LB B BEAS (LVM) SR B, ks ma X (REY
HWE) o AEMEKHE LVM FnE.

e NMET S HENTF B X, XFEA LLSRBUE = o X 7%, Bl Kali Linux 5
HAHRAE R — 2. AT T —F WL T i,

TEIRANMETFH, BATEBEAGER ALY Kali, FrLAIRATIES Guided-use entire disk, %45
AT .

AR G 4.9 FroR) ok FEdER A Kali fULAE (10, Uirtual disk 1
(vda) -32.2 GB Virtio Block Device) . E# S5, X A SRALLHAT T 5. HIETUKEERR
IeweAE B HE, BT DAESE I R .
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| KALI I

BY OFFENSIVE SECURITY

Partition disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you
really want to make the changes.
Select disk to partition:

Virtual disk 1 (vda) - 32.2 GB Virtio Block Device

Screenshot

Go Back I[ Continue

B49 @EEATHXNHE

IR, XA TR =M BT AR MR 2 X%, 0 4.10 Fros.

Partition disks

Selected for partitioning:

Virtual disk 1 (vda) - Virtio Block Device: 32.2 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first
one.
Partitioning scheme:

All files in one pa on (recommended for new users)
Separate /fhome partition

Separate /home, /var, and /tmp partitions

Screenshot

Go Back H Continue

E4.10 HXPEES
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77157 Al files in one partition (TG SCAHE— 40X H) o A Linux RGN 12
ARG, MR 77D E% T T BT R K PR 43 X 7 R T AN N B
RAEEA®R. REB/HRY “—NaX7 , HELEREERETSQERNTTX: B—N0 KX
BN R G8: B A X T RN A (@Z “i?ﬁ%ﬁj\l:” ) s

B R 7N Separate/home partition CEf/home 7325 N BN XD, 58 —Fh 735,
(R Z I BN S Z IREE R AP — D XA Linux &4 (D 3 BN XEd
CEHZ” CEEAMEHPEAE, 1875 home I FINFTE H3. FHFMCM) o X7 E 4
AR, WIRBAESE RS, 4P EIRRESPRE T K,

wJa *Aﬁv\l:ji?ztﬁ’” °/y Separate/home,/var,and /tmp partitions CKi/home. /var Fl/tmp &
RNESREG X, REH T IRGHEMZ ARG CR SRR RZ A0 1K B TR (D
A K (homel) éj\l:z_%, BIEH RSS2 A EE (varl) AR SO (tmpl) 431X o
XTI ER A AE T, 2 F P Jo ka8 i Y AR 4 BT o] A 25 (R R B e R 25 4% (X BRAE
tmp/Fifhome/) o [FIRS, SPEAPRERERIEOE CREAE HE) Tk E RS ML .

LR X RR G, BR8P VR AE 7] 5 rh AR HH IR 4 300k A i B AE e b R ok
(B 4.11 fros) o ATRGEIIEREEADN X, SREMB XA X Flan, W S5t R4
e (extd) ANEIE, WA LOERE S — RS A, ERZHIEN T, B0 X2
K], AILL@EE%$E Finish partitioning and write changes to disk (58 B3 X 344 B 205 N R
B, REZXLLE. B TGS ERITNERR NS, Frolid 2 R R EIE .

Partition disks

This is an overview of your currently configured partitions and meount points, Select a partition to modify its settings
tfile system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager

Configure encrypted volumes

Configure iSCSI volumes

= Virtual disk 1 (vda) - 32.2 GB Virtio Block Device
> #1 primary 30.1 GB f exta !

> #5 logical 21GB f swap swap

Undo changes to partitions

artitioning and write changes to disk

Screenshot Help Go Back

B4 WiEnX
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FHHX: £ NS bR CnE 4.8 Fis) BT, UK LS TR
KEJR G, SRVFIERE SR ABCE, VR PR B E R0 XA H AR fldn, e
AAVPH Kali SHARERAE RS 23%, B R TR MAITTRIES] (RAID) , RO
o S S RE AR I, R T 2 AR B 7 ORAN, HANS KR8

egE—A Windows 43X AT kR —ACAFERIRIE RS — %1247 Kali Linux (Windows s34t |
HEIR— PR O ST A 4 Kali. ERZIBIT, X ARSI
—NOAFTEMAF X, AR5 BHRI A B I FR AR 2 H]
SRR IELEAE 0o Xt 223678 5 ml LA B R AR A sl — AN 4 X
PR R TR ZE XS Windows 73 [X, FHEINERGEER/DEEF 7 GXXF FAT A
NTFS 43 X#A RO -

WRARKTHEBA BE R4 2% Kali IAWAE, F 5 — @ BRI /NG, A
TRZ5 5y B T S5 808000 5 2K

B T ACIECIEAEFH A XA, Fah e B s — A Resths LR 4.11 Fosib
FERATR o AN IR 43 DXL T4

B, EER—NENS XA SRIEDL, B SR SR E R 5Tk, 2R
Fofg R AT G . 43 X AR AR A X A mT F 2 ). v DU AR — R IR B A oR ot
£, bR,

WL R R A B ), IRVTRE R AN — Ao X%, O I BE M4l A % 58 i IX — sD
fE. SERUE, W LAE BX el A i mr FH 23 )

U R B X PR AR 6], R R I A, AR T S PR AR X A A R R A A A X
Yy Rr

A% BB R ARTR S RRE CRIE KN RN IX . B AN B R T AT H
A, RS X SHEH TUEZAN X (W “HXIS” MITAE) o HHEEN Kali
55— R G — R R H XA O XA R TR, E AR A . s — AN H
3 557 T FH 2 V) s R 35 R (A T R S P X i 5 o

2% $F Create a new partition (ALK [X) B, FREHNFIIDECH XD, LT
PORBIN X KN WA MSDOS 43X 3%, MIAT L& 32 4 X a2 45 0 X (b
T R, A BA A F X, ERTDEEZEHSX . B /boot N3 X b
G E X, BROXEHET BSX T, ¥ RAXKGEHEANFEFXZ—) o ERIX SR
LU, HBEIEHK > XEE S (nE 413 Fis) .
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KALI

BY OFFENSIVE SECURITY
Partition disks
How to use this free space:

Create a new part n

Automatically partition the free space

Show Cylinder/Head/Sector information

[ Screenshot ] [ Help ] Go Back I [ Continue

®4.12 HEIRZESESX

KALI

BY OFFENSIVE SECURITY

Partition disks

You are editing partition #1 of Virtual disk 1 (vda). No existing file system was detected in this partition.
Fartition settings:

Ext4 journaling fil

Mount point: 1
Mount options: defaults
Label: none

Reserved blocks: 5%
Typical usage: standard
Bootable flag: off

Delete the partition
Done setting up the partition

[ Screenshot ] [ Help ] Go Back I [ Continue

H4.13 HRXEBRE
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MRS N TR XKDRE, WATREE VKA LARSET I 7> XA 4

I ALH > X, iR MRS OSSR, R A RAETIE S X b
BRH DN RGANRNH 3. Bk, H84E/homes/ Ly XAE5 BT & M
PR, 01 RO SO AR, I B SKPRITEE Kali 24000 XIIAR .

R AERZ e X, 2 Linux WIZERAD 2T AR, B RAM AREZD #7047
fEERE AL B AVRFIR A B X . 192 TR AL NAE 7~ R 48, X Reox B FH R e R i
BET . N T EEISN AT, Windows I B30 & fE 2 AT SO RGP s # (O)
U0 3CAF, T Linux A ANE T X, RO IX

FEH BN s, R R E 2 X AR L . X RRAE 223 T
REWS HALE . ARTEAELR, ES I 422 TTHANE.

R “LVM 357 CRARMED « EER, SRENESXE, 75X
=BT R

K HHIE RAID B4 CRA5 R -

WHAEH X, FFRFFAE.

e s, BEAT LB % Undo changes to partitions (R 5 e X)) , B F5h45
X, A PLEEFE Finish partitioning and write changes to disk (58 X 3K 5 205 A\ HE
B RMBERAE (wE 4.11 i) S

SHEREG
BN RAHEAEM A AL, G R N AR R 62 B AR RS, Wkl 414 B

o

BcE0EERS (APT)

N T REWS LRI INER A, FHEICE APT JF& RIAENR EL AT LAk E] Debian #fHd. f£ Kali
A, HTRAEHRSGMAEA httpkaliorg, FILXAPEEZ ZIEZHN . R EFHILETS
AR (ANl 4.15 Fros) BIA. dnRAMEE, Ikl APT 3 a, Brak
A J e B R A A7 A P

WRARE ] — AN AR http.kali.org, WIATLUER W F iR, 7E5] RN Z G4
TR ZFR: mirror/http/hostname=my.own.mirror.
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| KALI I

BY QFFENSIVE SECURITY

Install the system

- Installing the system...

Copying data to disk...

B4.14 MNETEBREHIEER

| KALI I

BY OFFENSIVE SECURITY

Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software available.

Use a network mirror?

) No

Screenshot Go Back I Continue

®4.15 FHA—MMERER
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e, B 2EMH HTTP AR, W 4.16 fin. HTTP RELEZFERH P HTTP if
KIS 2 EA @ R B S AL Hd SR RIASR s R 8 (RO Z A .« X
ORI IE LT, B R REE VT AN Web IR S5 A HOME—T7k, PR RGP EIRS
B, ZEEFRT A B T8 Debian #AFEL. IR ATRMREE b, Z22E R8P il H Rk
#| Internet.

$2FK, Packages.xz 1 Sources.xz XA 29 BN T, AR HT APT Bef% iR B 4K 140
FF .

Configure the package manager

If you need to use a HTTP proxy to access the outside world, enter the proxy infermation here.
Otherwise, leave this blank.

The proxy information should be given in the standard form of "http://[luserll:passl@lhostl:port]/.
HTIP proxy information (blank for none):

Screenshot Go Back I Continue

®a.16 FH—IHTTPRIE

ZxCRUBS|ISINEIER

513 N#FEFF (boot loader) /& BIOS R4 — MEF. E2H Linux WAZEA NS
HHATE. B FREFIEF SR DR, %3 SV IRIEFEINE N A% B2 5] 31
BIERGE

BT HIARME, GRUB A& Debian ZEIIERIN R SIINBAE T . EEH T K2 HOMHF R
gi, RMAESRZIHFNZEHATEERE, BoVEEs MR SmmEcE, RN
A A

RiiZf GRUB %4 ¥ £5| Ficsxk (MBR) , FRIFREAZEE 75— Linux R4, TMH
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BRIE WA 5 3 Kali Linux. WK 4.17 Fis, & MBR 2 S EUKE T & R RUEAE RS
RS, HFBE GRUB EE ML,

PR (i 4.18 fin) h, DNAUEFE LS GRUB I, NiZ &R am i E s K
s,

| KALI |

BY OFFENSIVE SECURITY

Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,
modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

O No

® Yes:

[ Screensho | [ Gogack | continue |

E4.17 #EWEELEGRUBS|ISNERERF

| KALI |

BY BFFENSIVE SECURITY

Install the GRUB boot loader on a hard disk

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable
device. The usual way to do this is to install GRUB on the master boot record of your first hard drive. If
you prefer, you can install GRUB elsewhere on the drive, or to another drive, or even to a floppy.

Device for boot leader installation:

Enter device manually

/devivda

scresnshot | " Gosack | [ continue |
E4.18 SISNBRFHRKRE
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TEBAESL T, GRUB #RUEH S SR E R T 2 2E0 Linux WAZ,  BLRAS I3 1 3L

f3EAE RS KB N A RZEEZEFE 5] Fil P 2 @ R ARl 2 N H

T B 2 A e R R, AT IHII AR A SR B RS Rk, @GR Y 235
BAH I A RRCAS

0 5 IEBAE £ LAAARBT, RIS AN L C R RE RS, I B AR
B2 Gl FHEBMBEFE B HE, HARITA R FH X
Rk, aRTEM JEeede (SiEH %) Windows, JEZhNMEFEF 2 #Ek. Kali
BANCIREERES E, (HATEFNG SMEFEF /83 T . ZKEMELAES Kali 22
Ry, I rescue/enable=true WIS E 25 FINEIET . XLHRAE
1t Debian Z23& /it A AH REfifiA o
» https://www.debian.org/releases/stable/amd64/ch08s07 . html

SRTEHER
RSB T, FEFSERMOLIRT#E: DVD-ROM (Eiik T USB IREhE:) , DMELE
ZRERFEBRG)E, PENAT USSR Kali 24 (W 4.19 FiRs) .

BiE, ZHEBFEHNT —SEE TE, oML T e & ser X5 (Live
environment) 14,

Finish the installation

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media, so that you boot into the new system rather than restarting the installation.

Screenshot Go Back

E4.19 ZiEste
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422 T REMBASTIERS -2

N T ORIEBEALE M, AT DU E NS A X o W A C AN R BSR4 SR B 2% 25 R Bk S
XA HRE U ORI IR R . TEIR R A A AR S 2 F Al s, 70 XD LT DA XA i A2
T R R

XSRS H G REOR: FRINE 72 X Linux @ HEHRE (LUKS) AR
EHASAHNZEEERE (LVM) o XD IIRER AT DIAEN T XA AT S HATRCE .

LVMAME

ARG LVM. H LVM RiERUEL, 5 IX (virtual partion) 22484 (logical
volumn) , 244 (volumn group) HI—i5r, B2 AMEEE (physical volumn) HIZHE .
PG & S bR X (Bl AR R AR S H RS X, Flanik4 RAID 5% B0 % 4y
X) .

HT %A “P” A 27 4 XM XA, LVM Va1 2 AN
L7 5K o BFAL R 73 X KNS BN GRS S BRI, T A S A 2 B e M PR
PRny AR B 1 B AT 43 X KN, BIAnE R In# s MR 2 )5 -

REFEARIEE F R, NG (CREVHEEELEES) #aE MR KN, 5
LVM AHIGEG. IIN—/NMErie i Ol — s, XA E SR A ae % 5T G4
KRB B G 75 X B8 R ] 78 43 1] FH X 285 0 73 e i 2 18]

LUKSE

N TR EE, TR SRS RSB — NI )= . Linux CRAKSE dm-crypt 3Kz])
FEF) A st 26 S G — A2 TR 70 DX R AU 3 DX, 3 R UL 23 DR DU 7 2047 it Kodfs
(FfFai T LUKS) o LUKS SEIL 1 s $odfs DL N & S oo B 476 I pR L .

I ez By X AR —MINE S X, I E R AE N (RAM) . S35l (i A
R PRHRI, AR AN A A A o 0 A R A SR ) BURE A S X . BEARRE
55 [ A2 e X AR AT N CRUIBBOR B R B3 ) #8RT LA 23 X rh 4 52 5 5 Ak 2 £
W, IBAZ ) XM TG EBEAT I (R
ERALE,  WRARSZARR I 7> XA AR I A2 ey X — 2, 2R & AR

A
[=3

il
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BIEIN=E X
BT X (g 4.20 Ara) Z4h, E LVM )22 5E ShrvE 2 A E . fEiX—

%% Guided - use entire disk and set up encrypted LVM  C[i] 5~ ] 38 AN R 255 58 B 025 1)

LVM) o (RN EI, ARf 72— R R A3 65 4 68 J5 shal vy il (1 R 5t A5 2
TRAP A b 080

Partition disks

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk
Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

Screenshot

Go Back I Continue
E4.20 MELVMOXES

73 X 1) 8 B Sl AN Bl i — ML X, il 4.21 FoR. SR, 22RO
FEAE S B N AL 2 A R AR

oy DR A BEAL B BT RIAA ML, Al 4.22 FroR. XA HOHE 1 DX H b SR A A X3k
ANTTIX I3, ST o0 3 Hdis ARG A K B i B ot AR 45 B PR X
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KALI

BY OFFENSIVE SECURITY

Partition disks

Before the Logical Volume Manager can be configured, the current partitioning scheme has to be written
to disk. These changes cannot be undone.

After the Logical Volume Manager is configured, ne additional changes to the partitioning scheme of
disks containing physical volumes are allowed during the installation. Please decide if you are satisfied
with the current partitioning scheme before continuing.

The partition tables of the following devices are changed:
Virtual disk 1 (vda)

Write the changes to disks and configure LVM?

O No

Screenshot
E4.21 #WIABADXRNOER

KALI

BY OFFENSIVE SECURITY

Partition disks

- Erasing data on Virtual disk 1, partition #5 (vdas)

The installer is now overwriting Virtual disk 1, partition #5 (vdas) with random data to prevent meta-infor

Cancel
E4.22 Mh0E o KIERERETE
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BTR, ZHERFSERMANEZENY (nE 423 in) « ATEENESXANE, 7

BEHEMRER RGN AL EL, HFERCEREFTRES: I RFRREN S S L%
) 58 P — E0 o

| KALI I

BY OFFENSIVE SECURITY

Partition disks

You need to choose a passphrase to encrypt Virtual disk 1, partition #5 (vda5).

The overall strength of the encryption depends strongly on this passphrase, so you should take care to
choose a passphrase that is not easy to guess. It should not be a word or sentence found in
dictionaries, or a phrase that could be easily associated with you.

A good passphrase will contain a mixture of letters, numbers and punctuation. Passphrases are
recommended to have a length of 20 or more characters.

Encryption passphrase:

[

] show Password in Clear

Please enter the same passphrase again to verify that you have typed it correctly.
Re-enter passphrase to verify:

[

[] Show Password in Clear

Screenshot Go Back I Continue
E4.23 A NEED

I3 X LR IR T AT 1) e 2 B 0 DX RN e W0 X i 8l . 1T LVM K0 7
XHAEEES:, R nT DU AR R RN & 3 8 (380 DO SRR 2 A X (8 LVM 12
WE) GESH “NERZHIX” PRNE) « EXE, LVM FEARRERIEY A il
SEINER By I, 100 A 57 S U BN I ) X 0 i 2 A

FERINELVMLXES

BT REERPXITR (WK 4.24 Fim) , DR R EHEILE.
e, FERAETE X BE )G, THERBUK E LS AWLE, WK 4.25 Fis.
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BY OFFENSIVE SECURITY

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Configure software RAID B
Configure the Logical Volume Manager
Configure encrypted volumes
Configure iSCSI volumes

= LVM VG kali-vg, LV root - 29.8 GB Linux device-mapper (linear)
> #1 29.8GB f exta I
< LVM VG kali-vg, LV swap_1 - 2.1 GB Linux device-mapper (linear)

> #1 2.1GB f swap swap
< Encrypted volume (vda5_crypt) - 32.0 GB Linux device-mapper (crypt)
= #1 32.0GB K Ivm
= Virtual disk 1 (vda) - 32.2 GB Virtio Block Device
> #1 primary 254.8 MB F ext2 /boot
> #5 logical 32.0GB K crypto (vda5_crypt)

uUndo changes to partitions

g and write changes to disk

[ Screenshot } [ Help ] Go Back I Continue

K424 GUEHIIZLVMZRH 55X

KALI

BY OFFENSIVE SECURITY

Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The following partitions are going to be formatted:
LVM VG kali-vg, LV root as ext4
LVM VG kali-vg, LV swap_1 as swap

Write the changes to disks?

) No

E4.25 FAFEAIHSX
MG 23 DR GAE R “BCEEE T (APT) 7 HAEK—FEACE S PSS,
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4.3 TANETFZRIE

Debian M1 Kali Z3&f2FF AR Bk, sebr b, BATRE —NME—MPITTEZ A, X
BERHIA AT A RN udeb (4 pdeb B micro-deb) AIMALf . & MEIZAEM AT debconf
(Z3 “debconf TH” ), BMIEMR. FFA EIFEZESHOIITLE . Fit, 23 Hn]
LU debeonf FI TG E ZThEE, SCIATR HANME, XANTHEE VA % 2E Hh ] BT Je g A A
P REEIER.

431 FTUREZR

A 2T IRV 2R I S TMITIEEA B RIS R . MR B A I (/) A
A, AT LA 2 A i 25 B )

ERBhEE

Al LAME WAL A AT 5 F250h, WA — 22238 i 2 48, nlilid/proc/emdline Vi
i, —Ue5] SREF AV B X e 40 GEAF IR RS (R a4
TR AR B IX LETE LK, D)6 2508 2 5 | 5 N e 1) e B S A

A DL B %48 FH debconf i) @ 56 82 65 R 77 (filiidebian-instal ler/language=en) ,
B AT DL A WL 45 S (B4 language=eniihostname=duke) . i%Z % Debian
CRF MR RGeS R .

BT B35 SR R — IR T DUE A, JF AR Rl A 2], By DL o 2 5%
T PG R i) A A SR . (R, JHEhSE AR RSy 32, i HILH — L4 BRI
BT OEEH. FFEFREER, U85 SnERRRF AL E A 2 5 806 DLTUR 45 R

fE 9.3 e, BATEK 2 I A i E S IY Kali 1SO B34 I il 224 1S0 linux il & .

{ERInitrdsRAITIR S 44

A DASE 2236 F2 5 initrd (AR B SR IN— A48 preseed.cfg (19304 G2 T8 828
FEFFI initrd) o B, XFHEREE debian LT IFHISA, KA initrd FUHTMRA. (HE,
live-build #& 4t 7 —Fhfai g ik, 9.3 W & VELINHiXFh ik

B VERS TR TS 1) R A AR B ], R4 preseed.cfg SCAREAESI TG SLBIvTH . 7R

1 https://www.debian.org/releases/stable/amd64/apbs02#preseed-aliases
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Kali #1, FRATCZLFIHBLDhfE B € X 1% Debian B 77 %3587 14T N

{5 IS B RITRIR S

ATLAFES A (CD 8 USB fAfiit sy FuIn—ANTsseft, &, 7ER T 56K
WAEHE, MR AEESMEEMEN B G, MR AR 5158 BLEH
pressed/file Z %, W W & XA E (#l W, M CD-ROM % % B A
/cdrom/preseed.cfg, BiM USB f£fifi % % % e y/hd-media/preseed.cfg) .

T 5 E 5Kk e v i X M 7 AT BB R, PR O I I A A A X B s e oK
B, PR SO IVEE R . R UFAE T, live-build AT PLZEAE G 1SO 4545 A CE 4 78 3¢
fF, DMETHEAME (R 93 WA .

{EFI MRS EERERAOTIR S M4

AILLE Web k558 2% EIRAETG SCIE, REEE RG] 225 preseed/url=
http://server/pressed.cfg (EAE url H142) 2 R4 BE R e AT AL N 3% s so it .

And, fEHMIER, EICE, DA AR E MG . XEWE, S5M%MHCH debconf
W RSB LA A K2 RTATA RS CnESAEZ) , AR R .
7 RIEE S 5 S 280 Tk H A .

PRI TV e RAE I, VR AT DLEANTE U2 B/ I O N S0 U 3 e &

FERES. AR, BERE T RE - LIERRETES . E SN B, ARAT L
mn—A-51 5% auto_install/enable=true (& auto=true) .

EHEAZH, NAERE E ML T E T BSR4 2 131X L5
X AR, PR MR E, 2 A2 S,

SRR I IR R AR S A T A, T H 4 A ShBCE ) QWERTY #4i

43.2 glEfmes

TSR SRS, HA BT S — 4 debconf I 5. BTk (IR
) oy Al 7B .
o FANFEERNBIEE. Hlin, “di” ATRRGZERFMHICH S, R
DL B WA AL FR, XERBKE Debian FI¥H4 (41 atftpd atftpd/use_
inetd Boolean false) .
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o BB ANTFBUR AR IRTT .

o BT A A,

o FIUAMEELRERE —NER, A THIERME. HER, ELAEE = FRE

it o7 I L NI Rt v o 6 e A7 bt (= T =17 8

9 5 TR A B (81 SR K 7 vk 2 Tl 23— IR RS . 98)5, debconf-get-choices --
installer 4K SRS UEES IR T INE BRMEEIR. fRicv] LLER debconf-get-
selections 4 REUE 0 H AR AR IR M E S, SR, — AN BRI LT 2 F3h %
BB, AT PN I E, SRS AT YN RS SRS T AR . XA IR, R
T FLER N 2 TR B 7 A5 I I R A P DA TR e B %6 . i priority=critical 5| %
Z ¥ 487 debeonf H R H GBI A, Fxof H A i) A5 FH BRI $E T00

ZRAR T MR TEZR ) Debian 22348 FAEMT S AP AL & T — 0 A Al F T SCAF IR PR HSORS o B RIS

BE T —DEERR AR, TR A B E SR RIS .

» https://www.debian.org/releases/stable/amd64/apb.html

=» https://www.debian.org/releases/stable/example-preseed. txt

EER, BRI SCRAET T2 Debian FasERR, i Kali A TR, B LA
BALM T oA XA RIERTLAZEAE Debian-installer T H Pk [ 3CkY, HSELsCAY
AR B — L,

=» http://d-i.alioth.debian.org/manual/en.amd64/apb._html

4.4 ARM¥EESZE

Kali Linux BERS7E&FIEET ARM K& B T (g ic A, s T EHURITTF R
R , (HRAREIEX R & LA SN Kali 2R, X e 4 00 5 0 W% 5] 5
TN B 5 TR A R B

N ARIX G 4 BE 45 B i Kali L ff FH , Offensive Security JF & T BiIAS, DL F#4 8 & Fh
ARMUBL# A FARE B BEAR o ABATIZE I3 T 3R AL SO B AR 1 R 3

» https://www.offensive-security.com/kali-linux-arm-images/

TR TR R, 7E ARM et B2 3k Kali RS IER i, DUR R PIR.

1. THEM TR ARM B8R, IFEOREIRAN S Rt E St AL (2]
2.1.3 WMNE, THRWMATHATIERIE) o EER, SREH 2 xz 40, #REA unxz fi#

1 https://github.com/offensive-security/kali-arm-build-scripts
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JE4EEAT.
2. IR E ARM W& FAf AR EED, ERE/ 8 GB 1) SD K. Al SD Fak
eMMC #Eit,

3. fiH dd K FERMB G E R BT % . X5 1SO 515 & il 2] USB 7t % & 1
TREER (B 2.1.4 TN

#dd 1If = kali-image.img of = / dev / something bs = 512k

4. ¥ SD £/eMMC i X ARM # 4.

5. B3 ARM & IEESE (U408 “root” , %N “toor” ) o WURARMIE &A%
BORIER Bon b, Wik HidEid DHCP 43ECH IP bk, JFdid SSH #E#:H)iZHihlE, —uk
DHCP k55 #42ik T H 5 Web FHok o 4T IP ALADIRAL. R EAA XA TH, wJLAM#
FANRPRES K 254k DHCP 4 c Y 1P Mkl

6. T root HLIFAERGHTT) SSH TN, HEAlE &K IEAILMLE K AT G
B XSSP IR, TE S “AERSGHTT SSH EHLEER” R iAA .

7. RAEZAIEAT T Kali Linux B35 ARM %4508 !

REERORIL SRRSO XUiR SRR, WRWER T R ARE, HAFRS KA. B,

Chromebook 5 2 1% B AFF RAEI, T — L8 15 & F T 4% — LUp i@ 42 5 DAE AN
WA SR .

T ARM & AR A 7, N BRSSP ER A AR, BrAIRITTEE
X B8 54— ARM E& 123, R LAAF | Offensive Security SR
Kali 7EZSCREH ) “ARM B Kali” #7452 7 fi# Kali fi KRS —F ARM 3
HHMER.

» http://docs.kali.org/category/kali-on-arm

4.5 ZEMECIRRABRE
SRR B ST, (O Al S B I BRI B 1 S L

RGNS I A PRI, RIS TR B T SRR 2R R T R R B
MLBREF RIS, el BRI ALK, I 4.26 Fir.
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Install the system

Installation step failed
An installation step failed. You can try to run the failing item again from the menu, or skip it and

choose something else. The failing step is: Install the system

E4.26 RIESBEKRK

B, WURARENIE 23 7 2 st e, X2 M ANtk FE. 53
13 PR SR B HANER G (B 35F2 7, Ctr+Shift+Fs A &8 BE— ANkl E o
T AR P, Ctrl+Shift+F1 &) . EXPMIEN T, FBIUANEHISG (Ctri+Shift+F4
HER SRREERAESEMFMEE, EXEBETUEIEGHNEREE, WK 4.27 BT
RIRIIRRE, R IFR T O 4 M ek A

BRI ARG (Ctrl+Shift+F2 2481 Ctrl+ Shift+F3 2465 H+E% 19 shell 7] LA
FAREVEAN LR B MRl E L. K2 H0i 417 TR BusyBox 24, KULIRESEM AR, H
T BT AL DA I 2 AT e A B K 2 B0 .

A AR IR shell BARfH 4 7] LAfii Ff debconf-get il debconf-set 42 & Mm% debconf %k
PP . X RN B S A T T AR A H
A[LMiEF cat st more &R (flanfE/var/log/syslog
e 0 &) o FTEMEA nano & E R ft, AiERERIR
g BT St — By KOPIRGER, MRS R SRR ftarget .
WDy B E e )5, " LMEH] wget il ne (netcat) & A ELHKM
BB B AR B B ELBCR
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15 19:04:24 main-menu[8331: (process:5559): line 88:
15 19:04:24 main-menu[8331: (process:5559): ~lib-partman-active_partitionscopy-choices: not foun

15 19:04:24 main-menu[8331: (process:5559
15 19:04:24 main-menul8331: (process:5559): s/libs/partmanschoose_partitions60partition_tree do_op

15 19:04:24 main-menu[8331: (process:5559): line 88:
15 19:04:24 main-menu[8331: (process:5559): slibspartman-active_partitionscopyschoices: not foun

15 19:04:24 main-menul8331: (process:

15 19:04:24 main-menu[833]1: (process: #libspartman/free_space/50new-do_option:

15 19:04:24 main-menul8331: (process: : line 226:

15 19:04:24 main-menul8331: (process: : slibspartmansactive_partitionscopyschoices: not foun|

15 19:04:24 main—mnenulB8331: (process:

15 19:04:24 main-nenulB8331: (process: #libspartmnans free_spaces50new do_option:

15 19:04:24 main-menul[8331: (process: line 226:

15 19:04:24 main-menul8331: (process: #libspartmansactive_partitionscopy-choices: not foun|

15 19:04:24 main-menu[8331: (process: H

15 19:04:24 main-menul8331: DEBUG: resolver (libgccl): package doesn’t exist (ignored)

15 19:04:24 main-menul8331: INFO: Menu item ’live-installer’ selected

15 19:04:24 base-installer: info: Using squashfs support for scdromslive-filesystem.sguashfs

15 19:04:24 amna-install: Installing squashfs-modules

15 19:04:24 amal85451: DEBUG: resoluver (kernel-image—4.3.0-kalil-amd64-di): package doesn’t exi

15 19:04:24 amnalB5451: DEBUG: retrieving squashfs-modules—4.3.0-kalil-amd64-di 4.3.3-5kalit

15 19:04:24 kernel: [ 165.7583821 squashfs: versiom 4.0 (2009-01-31) Phillip Lougher

15 19:04:24 kernel: [ 165.7640511 loop: module loaded

15 19:04:45 base-installer: error: The tar process copying the live system failed (only 9238 out]
119223 files have been copied, last file was ),

15 19:04:45 main-menul[8331: (process:849% tar: write error: No space left on device

15 19:04:45 main-menu[8331: (process:8491): tar—wr = 0

15 19:04:45 main-menul8331: WARNING ==: Configuring *live-installer’ failed with error code 1
15 19:04:45 main-menulB8331: WARNING ==: Menu item 'live-installer’ failed.

B4.27 ZERFNEHERS

R R LS (1K 4.26 Fin) bl Continue H%4H )5, #5318 238 % A 4>
BERIBRE (NE 4.28 i) , RAOERATFII—ME— B 2R PR nRIRE
IS shell Vil figak 7RG CBREAR) , W] DAE R MR P IR .

R ICIEAR YL, AR AT REAR AT A — R . IR e R H A, T
DA 222 frb 1) Save debug logs DhfgsRECZ M 7 HE . BRI FHAENINE, W
P 4.29 iR

Dabian installar main many

Choase the naxt step in the install process:
Configura the network

Set up users and passwords
Configure the dock

Datact disks

Partition disks

Configura the packags manager
Install the GRUB boot loader on a hard disk
Il the LILG boaot loader on a hard disk

s withaul baol loader

h the installation
Change debcont priarity
Check the CO-ROMIs) integrity
Save debug logs

Fxecute a shell

Ljedt a €@ from the drive
Abort the installation

sereenshot Continue

E4.28 ZEREFEXS
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Save debug logs

Debugging log files for the installer can be saved to floppy, served up over the web, or saved to a
mounted file system.

How should the debug logs be saved or transferred?

floppy

mounted file system

Screenshot Go Back

B4.29 REFARKBERE (1)

RN 7, WRBATEER T, il 23R F R a8 H E X1 Web RSS2
Cani 4.30 Fizn) o ZJa AT PLAE— 2% E R — G iFENUS shin W sy, IF FaEra H &
FHH Screenshot $%£H AT BN I RFAN 22 25 0 IR AL AT

Install the system

Web server started
ﬁ A simple web server has been started on this computer to serve log files and debug info. An index

of all the available log files can be found at http://192.168.122.105/

E4.30 RERAXBEER (2)
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4.6

INEE

FEARZER, BATEENAT Kali Linux F12253F8 . 587 Kali Linux FIHRAE 235 3R,
PRAEFN SE SIS RGN 2250052, RFTENEF 2R T SCE, WA 7E & F ARM 3 4%
2% Kali Linux, AR AE 22285 9 MO 45 WA 0 Ae] 25 o

===} {= Pl
BOER:

Kali Linux 23 HRACER R IR EEA SSH k%4, £/ 128 MB RAM (7%
512 MB) 12 GB # =], W&l kali-linux-full Jofl. /> 2048 MB RAM #l1 20
GB it as1a]. te4h, CPU A4S+ amd64. i386. armel. armhf i arm64 281t
— P

T KAESG] SRR, o LA Kali 23 N F8E R A BpLE S
e RGEILAT

T ARUEEARE ML, BT DA BN A X o G SRAE AN G B R A DK B A 2 R A
s, XK ORI R I H A

R AT L@ debeonf TRAIHEAT HENLZ%E, EXATHRERVF N LR TR TN
IS AN RS IR

Tk S (preseed file) 2l CA A, HARATHA S — debconf A8 & 5.
AT CERRBRIRR 2 RRANA B, W LUBIEAE initrd F151 ST EAE
FH T SR B A5 FH R B X 28 T SR 5 S S 2 7 T B 2

Kali Linux ZE&FiEET ARM K& E#HATLLEAT, il Armix. A HE LM
TERM . ARM AT R, NHMMGER, HHZFH SD K. USB IKz)#% ok
AR ZEARSERZE (eMMC) By, BN, F3) ARM ¥, fERZ EAHRIK
%, BIFTE N SSH H AL SSH EHLE .

AR, AT DM R RS & (rli@id Ctrl+Shift+ ZhEE5 U5 ) 1) debconf-
get Al debconf-set w4, iLH/var/log/syslog HE X, BT 2250
J5H111) Save debug logs TIREFEAE —AN H & SCAHF A R IR F R AT K

BIARATIDELTHE T Linux FEEREA1IHA Kali Linux 223, F—ZRAITETHERE, X
FEREE AT AR S 75 2ok & & il Kali T .
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3

B> 1 —— IR L EKal Linux

1. —8& Kali RN BRI 2 BN ?

2. B FRAER . BRINI . AR Kali Linux 2383 —ANH0 BT i TR 2%
WA NAT B,

3. IEM T ARERER?

2> 2—Kali LInux T A BT L2

1. GUE—AFHEINL, A B AR E .

2. i HTTP IRS54S (B HTTPS JIR554%) LB RITIRCE (preseed) U578 B — bR
VBRI 2225, T LS % B4 ) hitps://www.Kkali.org/dojo/preseed.cfg H1 /44 .

3. WALl A ENEST, KOS EMX BE ., AWy, FH4. Ha5m

#5.>)3——NKali LInuxfZEARMIZ B F VL5
1. RARE — M RIRECEBA 3%, M Kali s B N8N ARM 5%, Bests]—
7k SD RIFERIEITE.

R

% 3J4——HBHE XKali Linux ARMZ2=

1. £ EAGSIH, BAVFER T —RARHER ARM 235, WifRpT L, 228310 R A
RUIINE . BRBATRERB B elE— B E XEE, ERXFHEERESIRE
FARA o ARA UE AR AT SC R ARM B SE A SR 2], A AT A2 — S M AER 3, 7E7T
ARTER S E 73 ARM ARG B FEARZG ST h AT — A E € LW Kali ARM £t
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Kali Linux XigH: RAZEZBUWAFES

B, 85 LU R
o IR RA S .
L NI ATTEZS:
° N ethO BCE #BAS 1P ik DS B 4 B b 5 A7 FRAT TR 2R
o 2B ifconfig () T H.
o BB ABNITIE SSH ik5s, JETZe3: SSH %,

7.3 5——Kali Linux ARM chroot
PRGN B T B LE I AR, ZislE, R BERBSe . EXANM 15, &

AMBRRAR IS T 23— e F 40, Ebfn net-tools. dnsmasq A1 mlocate. RF]LAM Kali F=A4L4H
chroot iy & V) #He 2 AR ) SD RFEAT DT O, T AN 75 22 HHT 22 S R0 AR B 18,
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s

o ML E M%K%

o B UNIX H A4
o LB RS

o EHRS

o /NG

EAZES, RATENFAMMECE Kali Linux. 156, 78 5.1 1, FRADE SR a4l A &
FEFE I CA R AT I ORI TN W B . 72 5.2 15, AT e H P A P4, HiUFREK
ek S B REEN, BHKSMERH A, &5, £53 Wit Rg T
PRSI KK BOZ W v B AN — 2 IR %%, FRRE B H = AR B R
4. SSH. PostgreSQL #1 Apache.

51 MFELE
5.1.1 fFERAE@E_EAINetworkManager

FEFRAE Kali 2481, B4 %% T NetworkManager BhAg, 1IEWE 5.1 fx, wRL@ER A E
FA GNOME #2Hfi HCa S 5L, 56 199 265 33047 428 il FITC B o
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162.168.122.243
TeB0: 505411 fe 791298
eis SES400TEFASE
1621681221
N5 152.168.122.1

Add Profile...

E51 MEBRE

BRIF I 2% JiC B B DHCP SR Bh3KEL IP Hidik. DNS ARZ52% LA M55, (HE A LLEE
Bl T ARG, RIAEMKEE (FlnkE MAC Hilk, D)#HEIFSRE, BHBEEH
IPV6, WRINEEHERAE) o & AT LB AR EE SO, RPN HE LM NSRS, il
SUN LT = e R R oy 7N ViD= o N T <l 1 R V) O G i i = o G - S (W 5 = g A SR 9
HAIFRRFT (SSID)

NetworkManager 8265 AbFER ) W 28 4% (T IMIEE M), LU A s i i i) fg o 25 48
pppoe B H3LS EI . e fa i R BER — &, En] DUB ISR A, SRS AR
RELE M4 (VPN) K2 NThég, W SSH. OpenVPN. Cisco i VPNC. PPTP.
Strongswan. Ay | BEAFHIAT X TR, ATATLLAE network-manager 47 1) 2 FORE
IRZY RAOEA RN . FEGH -gnome #frd k¥ BARINGES, LA EE
i i P R A

5.1.2 @ida<iTERifupdown

WEARARAEXRAE A (BORVEERD B, WA DU 222/ ifup A1 ifdown 54T
H o ifupdown X fF @ kOB W % o X & TR K VE4 R B A LLE
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/etc/network/network/ interface FlE CAFEF], e &GS 300 HCE W41
/etc/init._d/networking A 05

BABER AT L@ iFdown network-device IhfAERZE B ifupdown & B AT AT —
W 2% % 4% . SR )5 A LL{E Zetc/network/interfaces 154, JHH ifup network-
device WM& (EHFICE) EHEH.

THIRATKREE ifupdown FIRCE I H#E LA 4. ATRLE B APA A R 3H
—#B4> & auto network-device, 5 1F ifupdown #EE, — BRI H AL EIZ M g HE s B
#8734 iface network-device inet/inet6 type, A TECE €L .. 400+, — AN HH
DHCP Bt &40 K o :

auto lo
iface lo inet loopback

auto ethO
iface ethO inet dhcp

TEVERME, EM6FEIFR (loopback) 1544 HRFIRIC B 75 B UA 4R B 1R X AN EC B S
RS R E —ANEE TS 1P bl SIHRAEE 240, P k. TR, K
¥ IP 4k,

auto ethO

iface ethO iInet static
address 192.168.0.3
netmask 255.255.255.0
broadcast 192.168.0.255
network 192.168.0.0
gateway 192.168.0.1

IR B N TR 2%, DN E 2% wpasupplicant Ef (Kali FEAE %% , B
# 4t T " LA {E Zete/network/Zinterfaces i H B W £ wpa-* ik Wi . A LLLE
usr/share/doc/wpasuppl icant/README .Debian.gz &G =G A 36 . B W
eI 2 wap-ssid GE SGERERTLZMZ A7) il wpa-psk GE ST HNRIE4 1) 124 50
WEEHD
iface wlan0O inet dhcp

wpa-ssid MyNetWork
wpa-psk plaintextsecret
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5.1.3 @417 HEsystemd-networkd

ifupdown {24 Debian “F- & 18 4L 48 T H., 7E1R 2 IRk 5% 2% hiw S AR 87 iR 3R G b 282 3R
INZEEN . B — N TR IR ESHETEN: systemd-networkd. &5 systemd £ERAE T
—i, MmN T —NEFHAERIERE. 5 ifupdown M, EHARETIET Debian kAT
WRIF R, EH SRR NS BRI B RARYS systemd SCFIEVEE — 2 1 T, At
SRMEEEHEMLYES K. WRIRES NetworkManager RFIMEN ST AL E, A
B R R B AR

Al LLidE i Zetc/systemd/network/ H % T [ .network CfF kAL B systemd-
networkd. %, A LI{E/Nib/systemd/network/ H4& 2 & i A M e & Sk, BiAE
/run/systemd/network/ F1 4K 12 17 i A B I B AT B SO . X e SO B A 2l Sk AR
systemd.network (5) . Hrf) Match #2035 7R HECE 3 0. X Bl b
B2 JE@ M, AWK MAC Hiksiik 4285 . 76 Network #7r FE4HE LT BAR T
I 244 T 1

~f51 5.1 /etc/systemd/network/80-dhcp.network ##) DHGP it & 324

[Match]
Name=en*

[Network]
DHCP=yes

=~ 5.2 /etc/systemd/network/50-static.network FRIERAELE

[Match]
Name=enp2s0

[Network]
Address=192.168.0.15/24
Gateway=192.168.0.1
DNS=8.8.8.8

WEVEREMAZ, system-networkd 7EERINIEAL T2 ZEH 1, BrbAin RABEAE R E,
TEFIEH. ©W#T systemd-resolved Ii%%, 1Efiith5ea DNS @, ke il i 2
¢ systemd-resolved & ¥ /run/system/resolve/resolv.conf 55475 etc/
resolv._conf.

# systemctl enable systemd-networkd
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# systemctl enable systemd-resolved
# systemctl start systemd-networkd
# systemctl start systemd-resolved
# In -sf /run/systemd/resolve/resolv.conf /etc/resolv.conf

R4 systemd-networkd fF/E—LEfR], Folnsh =5 oL ML 1SR, HIRATAT B
HOAM wpa_supplicant AT ELMAELE . R, EIEMRS . BRI I L R Y)
BN TEHEMKMIT RN ARG, M RARAH . fERTE 8 B & PSR R 100 2%
WK, systemd-networkd R kB HAS [F] P 28 IR 1 TAE & .

5.2 FEREUNIXBFRFBF4A

UNIX F 2 F4H 2085 i B /ete/passwd (P AR U /etc/shadow (% )
a1y . /ete/group (4H%13R) fii/etc/gshadow (N RIS ) U B
& 2 Hc 74 passwd(5). shadow(5). group(5)fil gshadow(5)H. HEARIXLEET
AT LA vipw A vigr XA TR T34, FILSHRERKAH — LB mAr TR, ki
1TH P U P B ok B R

521 RIZRFIS

FEA A Kali B BRATEH FH root B#EESE, HBTAARE, H5502 240 Kali /552
WHUIEAE RGN, 62 FHEAIE AR AU P K5 1. R P 2L 7 U2 H adduser
Wme, ERE-NLFENSH: BEQEHH I MHE P 4. fEH adduser iy & G E2 K-S,
&bl JLAN 5128 PRSI W . 7R (W E S /ete/adduser .conf FEIEFEA
B E . B, PRAr e SCRIE A P AR IR AT L Cuid) , s P RS LR A
H, & BRI shell %5,

g — KA B2 Chlete/skel DS, AAEAR H 5% R 1A SCHE I 203 i A P i) £
HE R EONMFRAE T — A briE H SORE B SO

TERAE SN, @R INE A (BR T BRI 4D, DR TEsisg
BUR, SXANIMELE P BB E R AR 2. B, WR—AH ) {E sudo 20, AB4n] LU
sudo iy RAE XA G 5 e A AR . AT LME ] adduser user group XFE[)fr
L, B INE —A4E
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fEH getent 225 F P BB B Getent (get entries) fy4-i@it il fi/etc/nsswitch.conf SCFfEE
ft] name server switch (NSS) BRI &G TTE, REHF RGP IH AL
P PE - CELEE FH P St P AN P 2B D
RN HE-ANREWASE: F AW R AR — AT RE R
BT . i, FATATLUMER getent passwd kaliuserl x4
4, IR[EI A AR O T kaliuserd f/45 8.
root@kali:~# getent passwd kaliuserl

kaliuserl:x:1001:1001:Kali User,4444,123-867-
w 5309,321-867-5309:/home/kaliuserl:/bin/bash

522 EH—reFrrAraRaOS

AR i 4 ] LA SRAS A7l 78 250 e R T S R

o passwd: FSRVFEEA SR EATERS, AT H/ete/shadow SCAF .

e chfn: (B %) HETBHM T (root) , A LAHISKEMEE GECOS FE (H°
S8, B 44 8 “general information” BN 4 .

e chsh: (&% Shel) 4 m LLAIREHS 7 &% shell. HgéfE/etc/shells ¥l
FH 1 shell Z AT D)4, (HR T GIASSZIXAN R, 7T LA s B4 shell |

* chage: (BXAXMD M4 RVFEHELEERP 4ENSE, SHZHP1BSE
i B IA], B -1 user &FZH P M iR E . 5%, H passwd -e
user i YT R, IR E A AR OB S DA AUE U R .

523 FER—IKS
HTHANEK, S RNBEAZEROH S, RTHEEHENIKS (BUEH
FU o BAERTEOK S ANRE S Sy ] AL, EIRSEE SR, BB R O B

Wb, AR TEIEV . AT LGB passwd -1 (lock) user #ir4 RAEH —ANKS . EiH
JA RS AT B IR AL D7 38, 8T -u- Cunlock) ZHCRHEAT A H

5.2.4 ETEEUNIXAFA

addgroup i delgroup Pi™dr 473 H RES s bR — S P 4. groupmod 4 H
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KAEUH P ARIEE (gid 8RR o 14 gpasswdgroup EX41%45, i gpasswd -r
i 4 AT DU R 20 2 A

ZANHEK TAERE —/NHPRETZ AN —NH P ERAEYGH PR E RN e d. Bl
BTN AR TER RS, AR T AL . (HIX IR LT
BiENL. B, 245 P 7 EALE R DAL D = A R 0 A P SR E S TR, A
FIRTLARAE newgrp dr 401 2 — AN shell, B sg dr & Ifm tlg 2] 5 — A4
A AT — X dr S, XPFP7 SR AT AR ST R AL . Xy &t e PAik— A
FOMNARIATEMREA . BRI HA R E T EBRY, BAEPTRE G L
AR ZEAR UL IERA 1 4

ok, F PR BME SR A SO e B SRR AR setgid {H, BARTAT IS
setgid H 5 F1 sticky {8 .

fr4 1d AT RLA R B8 S0 H FORES, B P AR IR Cuid) o HETEREAH
(gid) , A EEHMBHTIR.

53 BLEMRS

AT, BATENH Kali KRG HIRS CHRFONER) , SiE NG GFFEIE1T IR
FRAGFRSFIIRE. BRATE SR RaC E S, REH—EERS (i SSH.
PostgreSQL £l Apache) [FJHC & J5i%.

531 EE—M5ERERF

HURIEAE N A, B T BOREAT . s, RMZ B XA
WA 230 . /usr/share/doc/package/README .Debian (A& —AMR &7 K51
To BANMXMHEAE TRTHRHANRZER, QFBGEESHWHASR . FEXA X, ©
PEAE 22 75 VR AR — L85 RS VA8 0 10) PR A ok I, IR 15 B ARIR 2 I TR),  3BE A AR 22 R
it

FENK, BZEERMNE T X 2% 6.1 17 A2 AT DLUATE e $0 21 % Fp SCR ik
Ji. dpkg -L package fir% 7] LAFH XA A ELET AL & S0 FI R, AT Bl XA 51 R bk
HE AL BT ER SO (BLAL T fete/ FIOECE XD - [FIR, dpkg -s package fir &<
B IR BRSO, B B AT R M B T B . EIRX AR RE R B — Lk T
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AR SRS, AT 35 B R B e e P X AN A

&E, BERE M. REHASEEAETZEE, FHNA T &M R ERE
BZH . EARIRE, RS AT ISR B SO R, TR R A B4 — A% A
AR E TR R) . A —MATRE, Bl E AT Redk fA4é 7£/usr/share/doc/package/
examples/HT, BN RER — AN EAE A M B 0.

5.3.2 EESSHImIEFEFR

SSH JR%S R VF RIS R B — G LA, AR sdiTar 4. iR gt FhrdE TR, Ak
R FENLAE M S (ssh) FIRSS R (sshd) .

openssh-server 7t Kali HERIAE C42R4F 1, (A2 SSH IRSSERNRBAER T, KT
NIFEA S, WTLUMEf] systemctl enable ssh iy 4 HC B E5I S E5) SSH RS, =
Z ] systemctl start ssh @431 FE5hE.

SSH 45— MEXT e B MECATCE , (H4E T IR K IR M 5 =2 2 Bk Uk, 38
AV I3 2 S T — Be e s 5o H iR B Sk /ete/ssh/sshd_config st 4 . G ML TR
1tk 1E sshd_config(5) .

ERIEOL T, ARV root F 8 FHE RS RS SKH, TEMH SSH -keygen WE —1
SSH 4. fRAl LB PasswordAuthentication % E A no, FiX—%4 @MY 2 G H
F, B#FE A L@ B PermitRootLogin A yes, fRBRIX A ARG (ERILJE prohibit-
password) . SSH k55 BRI MU ity L1/ 22, AT LSRR IX AN 145

WG TR B S, TEM N systemctl reload ssh A E&AAE, LMEMEE

HEERHTIC ssh host key A SSH AR %5 #8442l In# i FABAFR A SSH host key, Jf HAE & 1R A7 1E
/etc/ssh/ssh_host_* V.
DAL S 1007 Ok 23 RGN (O j2ilid Debian (4236508 402248 , =10
JRAG 1) SSH host key t & HiliT>k, 5K root H ' 53R SN T DM o R ARG
THR S REEY:

# Passwd

C---1

# rm /etc/ssh/ssh_host_*

# dpkg-reconfigure openssh-server
# service ssh restart
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5.3.3 FEEPostgreSOQLBUIEERS

PostgreSQL & — /M il % . AR ST, w1 22 A AR 55 FH SR ATf B0

TX U il 55 368 2 IR 28 7 ) B0 P R 55 8 R AT B BE . Rk, R IR S R 45 7R
B PostgreSQL ##fiF, JREER FE R E A S UAURM A FIKS . N T RESECEA P, IR
T AE AL H0 e PR R 55 b T 1847 R3S, WTLAE ] systemctl start postgresqgl a4k
3.

EFRAH PostgreSQL #  PostgreSQL o %AW A I A FE i [F] 22 B o 22419 s T BARE [R] — A
S & Kl OB AU, TR AR PRI . SEDARTE A I B A AR
figfE/etc/postgresql/version/cluster-name/ H%F.
N T RELLERTE N I 2 AR PR B AN b IE # TAE, M a#iaf —
AN GEF R 5433) . postgresqgl.service SUff & — A2
shell, FIHEFATAT BMRZ 5 B8 A SRR A e IR .

EER NS MHIIE

BRATEOL T, PostgreSQL il & N4 A PN AR: AHbi 1 TCP Pl i) 5432 i AN
T ER T /var/run/postgresgl/ . s _PGSQL.5432. XA 7R, w LS
W% postgresql.conf FH &N SHCKRIEITHE: listen_addresses T I
Ik, port ZHEE TCP i 5, FH A LA unix_socket_directories K& L Al#ER
FHIHZF.

XL SR E A R U8 T AT A P, DA R W AR U7 v EAT R E . pg_hba.conf
e B SO ST e vrifE. DM R S B0 IEB 4 2 iE . BRAEILN, fEET U ERET
ERER A UNIX F P IK S48 PosgreSQL I, W SRR L8, BN i Bk — 2B 10
AE 7. fE TCP ¥ERerh, PostgreSQL K H F it H 7 4 A B HEAT B 36 iiE. (A& —A
UNIX H 41505, T2 —A~H PostgreSQL A S EHLFIF ') o postgres F /& & 1E HEL
PR, FRIA AR BRR . FRATTREAE X AN F P SR B g P AR e

BIEZ P REERE

createuser & HRBII—/NHH T, 1 dropuser @& A RMBEE—AHF . [H
¥, createdb & HIN— N HEIEE, dropdb A MR —AN 5 E. B0 HE
C B FM, EH2RAMELFET IS — N HP R —SEkm., 50485 ERTRAE
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(i 171 5432) , {Hu] LUf ] --port=port K4, & B 7% 00 F - Fn 8o 2 A o 2

XAy & L AUERE S| PostgreSQL k%548, A ReHAT EAIRITAE, FHLITANG T G40
WEMH PRt R RUR, 7 7T AAAT 48 2 A « SEIRIX — ri e 181 5 10 7 v /2 i postgres
UNIX K5k iE e B 3 7 iE %

# sSu - postgres

$ createuser -P king_phisher

Enter password for new role:

Enter it again:

$ createdb -T templateO -E UTF-8 -0 king_phisher king_phisher
$ exit

7E RGBT, -p Z5# createuser G H 1 king_phisher F 7 3+ B i 8 H 5t e %
i, JATHE createdb d4, -o ZHH KA EHEIE ERMAE (A HEA R OQIERM
BT BRREEIRUR) ﬁu%zﬁﬁéﬁﬂﬂ Unicode F#F4mt3AY, WRhi-e UTF-8 X—Z%k
WE LI, 5INE B -t SECR B L PR .

BUERT AR T &ﬂ]ﬁ”ﬂiﬂﬂ king_phisher 1/ (-U king_phisher) @it &7 i%E
FERHRE B W 0T localhost 45 55 (-h localhost).

# psql -h localhost -U king_phisher king_phisher
Password for user king_phisher:

psql (9.5.2)

SSL connection (protocol: TLSv1l.2, cipher: ECDHE-RSA-AES256-GCM-SHA384, bits:
= 256, compression: off)

Type "help™ for help.

king_phisher=>
A LAE BERRNRT) T

EIEPostgreSQL &R

oG, EARESME, “PostgreSQL £EHE” ML L —ME Debian Z Gt A SN I IHE

» PRIEATA'E 7 PostgreSQL SCAYHH #FR A B Hudiid . M PostgreSQL T H 1 &k
Ui, T RUR I GO — R R IR 55 48 18 AT E R 8 o 1B PR SEA —

W&, Debian £4i11) postgresql-common AL T H£M &N T H, REMHIX

FE K £E B, ) 40, pg_createcluster . pg_dropcluster . pg_ctlcluster . pg_upgradecluster

pg_renamecluster 2 pg_lsclusters. fEIX HLATATTREPHET A XL TR, HERITZEE
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MN&EBMFEFIRREZELR.

WABHIE, AURTE RG22 3E T — M HRA Y PostgreSQL I, A GUEE— MBI, IR
ITAEIHRRAS )R — Ao 1 b GEE S 5433 300D o BRAEURE SN IH I EhE 22 S T 7% 2038 1
E/E, ARG FH 3L 2 IH AR AR .

ATLMEA pg_lsclusters w4, KEBEHA W RMGIER, DURFARIPRE. HE
()L, ATLMEH pg_upgradecluster old-version cluster-name #4-, BRI
B ST BB ARG . TR RRINIER, 1 Ja T BE BB MR A B — L 4R
7% (M pg_dropcluster new-version cluster %) . 7EMid 2 d IHER I
BAEWES, HEWASAIE. RN ENERHCETIES TEE, it
EAWT .

5.3.4 ECEApache

FRUERT Kali Linux R24ERIA C 2 %2355 T apache2 #4411 Apache Web Server ThiE. 1N
AW IRSS, EAEBMEOL TR AT LMER systemctl start apache2
w2 FhEH .

B A5 K 2 B FH B e Web RIFFRFY, T #EH T4247 Web P35 (1) Apache AHICHIIR
GRS L T

Apache J&—MEHAGEIIRSS, & BIVF 2 DR v] AZERT 46 40 A% Hhod i hn /s sk
THL. BRAECE S T B AN TEE, (Hi2iEi) a2enmod module 4 Al LR % 5 8 H
Bk, @i a2dismod module 4] LLAE A H . X 86 5 H ORI 4% B IS i & Sk Bm B2 7
letc/apache2/mods-enabled H 5% T~ 6& (MR fi M 5L PR A7 fif £ /etc/apache2/mods-available /
SR S R

Apache F1F £ o] HIEEL, (EH2AMW/MESRL T, Asi2 PHP A1 SSL. H PHP %
5 ¥ Web N TR, 7 LAt Apache Web server #2411 % Ak libapache-mod-php 4447 .

Apache 2.4 GliETEALE T HTTP (HTTPS) 4 frii il ssl fibe. & w2 B
a2enmod ssl @ 4 8 H ssl, A5 o 208 M N 2 B ds n 2 i & SC k.
/etc/apache2/sites-available/default-ssl.conf 4t 7 — N B R~ #l . 7
http://httpd.apache.org/docs/2.4/mod/mod_ssl.html b - FeATa] DAL i) ) 5
ZEL.

Frife Apache (52841 % 7] LIFE http://httpd.apache.org/docs/2.4/mod/
index.html 3k,
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Kali Linux XigH: RAZEZBUWAFES

EERNBCE N, Web RS % W0 i35 12 80 (fE/etc/apache2/ports.conf Bo & i)
W3 BRI H SR AERC B (/etc/apache2/sites-enabled/000-default.conf)
Wikt B N/var/www/html /.

BeEREIAE

FERLENL AT ARG e Web RS %A S 4y [W—/> Apache iEFE AT DA B A 45 2 AN
vh CEbtn www . kali.org #il ww.offensive-security.com) . BRG] HTTP &
SRR T 35 LB URL AHLE Sy CXAMRF AR I T LRI ENLD

BRAEE M Apache 2 EH 7T AMMBEMEN G, 4, H—DPBRINELET
/etc/apache2/sites-enbled/000-default.conf IR Al E . HEAHHLT]
DURC R /- i Rk I SRS, K2 F B AS B E ML

XL A AE T R EAIE R B P — AT T SR, XA A4
Apache 4] 000-default.conf L& SLHFe9 R B, 3R T A ZLARLE A 3L 4 fT
4L 32 0 iE R

A REI EHLIE/etc/apache2/sites-avai lable/ F#VH 5 T MR S0k . 1%
SRR & ENLR R s bR conf JEZCH (Bl www . examplle.com.conf) . AL
ffHl a2ensite www.example.com 1y 4 K )8 H — AW uk . 7E/srv/www.examplr.
com/www/ ({ERCE X+ DocumentRoot JETIH E L T #4%E) HE A —/NCOES 15 E
BB ENEE S, TR E S %
<VirtualHost *: 80>
ServerName www.example.com
ServerAlias example.com
DocumentRoot /srv/www.example.com/www
</VirtualHost>

A DA% FEAERC E Apache I3 CustomLog 1 ErrorLog ThE, LAME:R: H 4 2 &
TR FENHHE .
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BHES

T TR B — L FH 1Y Apache BCE TR 2o

F BEAAC B SO E S LA B o AR LB T AR RS H ok . — AN H
S BRI 035 Options #54) A1l AllowOverride #47 :

<Directory /var/www>

Options Includes FollowSymLinks
AllowOverride All

Directorylndex index.php index.html index.htm
</Directory>

Directorylndex &4 B[1 P 252 LU 2% B s 07 i) i Sk 2238 L HAT I — A3
BN . B LT 5 — AR I ST 2 AR i BRI

f£ Options 184 Gl LA AT IERC B 1E . None ARRZEHIFTAE Thae: HHRIH,
ALl 302 5 L MultiViews 2 AMOFTH ThAE

AT FH )3 TS 5 «

ExecCGl—R¥FHAT CGI I

Fol lowSymL inks—— % Jf k5528 SOV A4F ‘5 BEHEEAT BRBEER A, I FLik [B] R0 AH B2 %k
Mz A B MBI 25

SymL inks1fOwnerMatch—— 1 — AN ¢ S8 IR A H bR R 8 T —MEE %, W
FVF IR AT SR

Includes— JF IR 53 A0 & AR S (SSI) o A I8 6 fij N T T o f 4 2 BES IE AR
A7 FE R

Indexes—— H F R F B W REEANH X P AEE index.html T (H
Directorylndex $55&) , NExRHZRNEMIIE.

MultiViews— 2L AWM RENLE], ZEBUEBAGEEH o Fo] DU IR 5% 28 4 [a] — A~
L0 W 45 Hh G B 1 S A DTG R DU

FESHIIE
FERELEREDLT , Wl U7 ) OB AR B2, AT IR0 1 1RR 00 F ™ 44 A 65 4 s
T TAALRR o

.htaccess A& S HERY RAAEZ A I E FoEN, ZEEIITH Apache At

HIF%.

RIRS RN, JFRDREEY BT T H 5%

RZHTLATE H e IR 75 - htaccess U2 AEM . AllowOverride
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a4 HH T A AT LLE T . htaccess i FIEREEHT RO I, EaZe A — AN 8 WL HIVZ 2 FH SRR 1)

ExecCGIl, DUMFELLE B G R vriiee - 2l Web %538 S50l (www-data A )

JEIBATIEF .

5.3 htaccess XHEEGSHIIE

Require valid-user

AuthName '"‘Private directory"

AuthType Basic

AuthUserFile /etc/apache2/authfiles/htpasswd-private

ERRSBBAENIRHAZE A LTRE T, SEEAH S 56 UE TR 85 1 R 1 B R SCOR AT

19 CHRUERA T B A base64 X 2 HEAT A gmhd, 1A SR —Fh#
AN FESRBEAT N o X FhAE A 2UTE ELICY BB AR TT .o A SRAR
REM 4, Pram HTTP 1E#N iz TLS %

/etc/apache2/authfiles/htpasswd-private HRIE T —MEH 14 5500
fFIFe, WEATLUEH] htpasswd iy & >kigfE. Fan, FIEE A& M T 8s s &
i
# htpasswd /etc/apache2/authfiles/htpasswd-private user
New password:

Re-type new password:
Adding password for user user

3Ia)PR

Require 5351 H o (RHBZEIHET H) K7 R

BT LA TR 2 AR AR AR DT I3, AT DA T2 LA 1P bk kB0 B el 2 BR 1
BT A T LA PR 1) SR 21 & 72— 1> Require Al SRReEAT IR -

B, R LA LR 4 4 oK BR ] X e i A 3t X 28 34T )«

Require ip 192.168.0.0/16

5.4 MR5EM

Kali {1/l systemd fENHAIG R SE. 51 T RS8P ) DhREAR 55 5 B4, 508
AN ARG -
ALMER] systemctl a4 K& M AR systemd. ERAMNERSHI, EFTH
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17 systemctl list-units @4, #l—MESHRSHIE. WHREIT systemctl-
status %, Hfh—MEITIRS K EME . AR AR, AR E R 2
PR E R, MRS R Hrh—Fh,

A~ service FEICAER — MRS, MRS HER SCAHBEH 7% 7E/ 1 ib/systemd/systen/.
/run/systemd/systemn/ i & /etc/systemd/system/ H s F; AR IEM 26 FOW R ki 4T
ez X LA RT RERE >R H A H 5% HAt IR %5 1) service-name.service.d/*.conf
PHES . XL IT A ORI RI% 0, XA RIBCR A T3 41 Microsoft Windows
ini XX, fEAF[section] A key = value X #ikACE .

X E, JA1E—D/1ib/systemd/system/ssh.service RS A
[Unit]

Description=0penBSD Secure Shell server

After=network.target auditd.service
ConditionPathExists=!/etc/ssh/sshd_not_to_be_run

[Service]
EnvironmentFile=-/etc/default/ssh
ExecStart=/usr/sbin/sshd -D $SSHD_OPTS
ExecReload=/bin/kill -HUP $MAINPID
KilIMode=process

Restart=on-failure
RestartPreventExitStatus=255

Type=notify

[Install]
WantedBy=multi-user.target
Alias=sshd.service

Target #1702 systemd it )7 —ANHRE . ENFRIRA EiE BT (RIEAEIELT
&5 X BBARES . BT T EAE AR Al T o H TR A E . ARG RN, &
R FTH otiA 2] default.target GXj&—A4 %] graphical.target (75854, 1
XN AKHGE T multi-user.target) JRZ, PUHCRIBIEIXEE target FTH KEOC REBSLE R
B B 0 o

PP G F A28 I HAR T Wants 154 K48 58 1. (HIRATA 75 BRI GmAE 5 1 1o
%, BATH TEA#—4 45 /etc/systemd/system/target-name. target.wants/ H
SEMH AT T SR REAT T . IR IEAE systemctl i i foo.service IR 55 IS0 o 240k EEE
— MRS EE, B R systemd XFIRSSE TG [Instal 1]34) WantedBy 2% H H41 H 1 H br
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BIN— R R . M, WH systemctl EEEEA] foo.service, HEMIERHERT S5
FEAAH IR T LA T

enable il disable & A BSUBARMA RIS 1 4TRSS . EATASE T —XKEZ) 5|
S A W RARAE LS AT A RS, M 4T systemctl start foo.
service 4. &, RAILMEA systemctl stop foo.service w4 KiEILE. RiE
AT LA systemctl status foo.service #r &K AR 55 4 HIRES, XAmLEE SO KREKHE
P BHT AT M — MRS E )G, Rv] n%éi%ﬁbﬂﬂiiﬁ?ﬁ)ﬂﬁﬂ e, HAEM a4

72 systemctl reload foo.service fil systemctl restart foo.service.

# systemctl status postgresql
® postgresgl.service - PostgreSQL RDBMS
Loaded: loaded (/lib/systemd/system/postgresql.service; disabled; vendor
= preset: disabled)
Active: inactive (dead)
# Is -al /etc/systemd/system/multi-user.target._wants/postgresgl.service
Is: cannot access "/etc/systemd/system/multi-
= yuser.target.wants/postgresqgl .service®: No such file or directory
# systemctl enable postgresql
L---1
# Is -al /etc/systemd/system/multi-user.target._wants/postgresgl.service
Irwxrwxrwx 1 root root 38 Apr 21 16:21 /etc/systemd/system/multi-
= user.target.wants/postgresqgl.service ->
= /lib/systemd/system/postgresqgl.service
# systemctl status postgresql
® postgresgl.service - PostgreSQL RDBMS
Loaded: loaded (/lib/systemd/system/postgresql.service; enabled; vendor
= preset: disabled)
Active: inactive (dead)
# systemctl start postgresqgl
# systemctl status postgresql
® postgresgl.service - PostgreSQL RDBMS
Loaded: loaded (/lib/systemd/system/postgresql.service; enabled; vendor
= preset: disabled)
Active: active (exited) since Thu 2016-04-21 16:22:29 EDT; 2s ago
Process: 6355 ExecStart=/bin/true (code=exited, status=0/SUCCESS)
Main PID: 6355 (code=exited, status=0/SUCCESS)

Apr 21 16:22:29 kali-rolling systemd[1]: Starting PostgreSQL RDBMS...
Apr 21 16:22:29 kali-rolling systemd[1]: Started PostgreSQL RDBMS.
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1IN

X, WATT M T WA E Kali Linux. 43 7 Wl fic & mek, R3] 7 A -
H, It TR RS PR S BEEN., AHKSAERA. &5, BRI T
%%, FHARRE T Wnfal se B 44w RS, RElAE SSH. PostgreSQL il Apache.

===} |= [l
BORER:

E— MR 23k, 24 %% T NetworkManager, F H AT LA F A 5%
AN BT (1) GNOME 2 il FCo i & AT 4 BRI G &

AfLATE AT N ifup A ifdown iy &R ECE IR UM 4, e AT 4E F Ul B AR
/etc/network/interfaces fic & SO B . systemd #1454k R 48 T H) systemd-
networkd »&—MAESHIHT TR

BONE O T, UNIX H 7 FUZH () B4 2 i Zete/passwd CH P8R D
/etc/shadow ([l /' % J5 I % % ) . fetc/group C(FH J 4 %) £
/etc/gshadow (AN ERS) JUAS A SCAFBEA L%

AL getent fin & & E H - Hh A AD R S50

adduser 2 ERIEIK 5 mi2xin) JLAN A, AHX 2 i B — N0 P I
U JUAS A 2 B W] F TS R P 808 e R 2 7B, B passwd (BB 19D |
chfn (BBHEUH P &M AR EE) . chsh (AZ %5 shell) . chage (MY
HARED , LK passwd -e user (FI/7 R B SR 5038 A B EUCETD) .

— MNP PR — A AN R O BT DS R T T ) A SR AS SO AL AR U
newgrp, ESCHETAN 1D; sg, IGETPIHE] S —NHPAT. B—ANHFEHEACH
setgid FrEALE, EOQIEHFKNEL A E T Q@M P pEH, thoh, id dr
AR ERH P B SarRES, S5z P AR SR

A LldEd systemctl start ssh 4 kF3)E35) SSH, #iZiEid systemctl
enable ssh f47KAI)E SSH s, BIAFCE root A P25 L RS &%, WAt
JeH SSH -keygen fir &k B SSH %4 .

PostgreSQL & —Fh¥idE IRk 5s . TARD W AT, N2 Bl A IR S5 H R A 40 -
—ANBRER Kali Linux %235, MiZo4iEid apache2 f%347 7 Apache Web fIi
%o EN—ANMERS, EAEBRINER T2 M. Tl systemctl start
apache2 4 KE3NE.

EERNWECE ., Apache [t 12 80 (/etc/apache2/ports.conf) , fi55M
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TERIN (M4 /etc/apache2/sites-enabled/000-default.conf W HE B TE6kE
/var/www/html H3%F.

DAERATCE THE T Linux FEAREE, LUK Kali Linux (2238 FREE, T —E®RATK
WA HERRLE AT Kali 28 2 (b, DL AR S N e A8 P AT 2 T HAE L g ko

2>
BN — R EEEKa R R HIIBF
1. QUM PR . HIETIK S R B R AL

B 2— R EMLE

1. {1k Network Manager R%%, JR7ESI'F/E 3R e B & NEE .

2. {8 Kali 2411 eth0 -~ By DHCP ZRHUM 25 1L &

3. KM eth0 #211.

4. JERLECE AN /etc/network/ interfaces IF, 54 USB W 4% & it 2 4 b2

BTCLE M

BI3—EERSE 1580

1. K& SSH kS5 f8 H s Vi fd FH %05 5 5% root K & (327:  PermitrootLogin)

2. Ja3) SSH il H LA root F 1 HEAT B .

3. K SSH kS HCE M5 TN HE).

4. T root EADHAE HTI SSH EHLEE

5. %% hostapd B AL E AT T EZ, R Kali S0 BN o &M N S . IF
e BB A i 55 K 58 BTG R FR N R PR S B4

53 4—PRCERSHE 28D
TEIRANEST R, AT %% masscan. €2 —AMREEI T A, AR BARE G0 T
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ATl B E A T PR I B . AN AR S LR LA BR:
1. “%53F 55 Apache F1 PostgreSQL Al 55 .
% Apache A1 PostgreSQL fic & 45| S} 5 5.
454 Apache F PostgreSQL, 2% masscan Jf-#4) & H: 22 4394 1K) Web 217,
SNSRI E RS
FI ] htaccess X Apache #4715 r] 2 il - 47

g b~ W N

BI—NBIREAR

MPAREEAWAEIR 3, REMBOZETL—A ERMAET, mHEBRMEE. EARE]
o, FATEECE Raspberry Pi 3 #gE— /N s, FAMA AT OB Vi Internet. 4k
SJAEHERE, FUONIRTEEN Raspberry Pi 2236 —4> Kali #1E RS0, JtH 4w, B SCUHRL
MR, BCEMKRED, 2B RS, BCHE iptables HUMIAE, AT LAMIX R — N ER 4% .

PAF 2R 5 AR ) s -

1. 7E Raspberry Pi 3 F72%¢ Kali o /RA]LAE HIEFFEBG, (H2 R, /R hes
WP 2 5 EACER BRI . WRAVRAN 2, E IR R B IR LR T R R
G515 .

2. £ AP 1% #E WPA2 %4 )g k.

3. ¥ eth0 Bic & DHCP, 3414 wlan0 it & 9EpA 1.

4. 4 Raspberry Pi Fit & — /NN TEZ3 N % /0 IP /) DHCP k%5, HANH S ER—1NEA
12 /NI AR Z) Dy BE ) DHCP it

5. WH SSH s NAESI S EZ), DMEARTT LALEFHLG 32 RIZEH: 2] Raspberry Pi.

6. KT iR (S DNS) M wlan0 # % 5| eth0.

7. SR ethO | wlan0 A EE &AL (stateful) ZE4% .

8. fiR: BARIRIEEA T ## hostapd B% dnsmasq, (E/R T EAE AL S s A1,

9. HEAFLR: BARXAGIRNZEE N Kali &1, HEAMGIERENE, HEEfks
HFATY
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ESES

o AYTHIR

e Kali Linux #[X

o PR —ANKUFI bug e E

o /NG

NERZEARR, RATCER GBI 7k — A, RIS B XA A
AR, ARJE RIS AR BT R B — MR R T %

FER—F, FATRIIN A A F 5 SR, DR AR B B i) BBUS 2 4R A ok 7 S8 — e iy
W% AT %EESE Kali Linux FIAEX, 7R R BRI 25 1832 LA 2R (IRC) 43t
. ffm, Ve bug MIREHLEIAINATAI A bug FREZ RS, JE 9 — LGB TR
JHE C bug R SIS RITE,  DAELER RS (7], BE8 15 21 PRad AT 28 ) A o o

6.1 MXHEFIR

FEVRREAR 1 51 & r) R AR R 2 B, 75 2 AR FR B B AN P P T B M . B 7
PR LW AR A SO o (I e SRR SO EOR BARZrH Rt 7 2 A (e 4R E
=

TS RTEM B4 RTFM & “read the fucking Manual” {J ¥ F R4S, &ER “EIBiZLH
SR, AR ] DB R AR R — AN SCHE R 4R S “read the fine manual” -
KANEEEE A TSR B SR T 1 1), RIAEAT RIS % . A A i fi
]S AR, HETE T AR MR B, AR ST 0 25 BRSO . (]
WA NN, X R E ST KT E (2P mECEN SO EE TH
KIEE) , R MIEHEAR MR8 B+ T KIS S 5.
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TERLZHNEM T, WEA N “RTEM” SRE SRR, 8% 5
AER . ARAERI 2% LA R, RAT REFEAE AR R R HTAR BT SR R AL P
HIRRK . HIRRFIRKBIA R TR, BLRARE R B &R ST
%o BORSTE LB H), (HIX b R FERIFARL BN, T — Xt
HMRAEEVEEEM A . Eric Raymond ¥ &K —m iR 51 ERI SR, &0 E N
T4 45 T BRI, X R A0 R AR IR BT I A SR . S
bi i

=» http://catb.org/~esr/faqgs/smart-questions.html

6.1.1 FHR

F ML (manual pages) I8 H# 2 CERGIFEE 7 REAHE BRI, @ EHRFM0
T, RO ENE SR Ay 2 A k. R BRI 74 man manual-page, #lRE RN
Frtsdr &M FMu. G, RAETH cp EAMARIFTEIEI, 7] EHEE shell =6 GHA
man cp.

F M GUALAEFRA A8 FH oy 2 AT Re SO mT ASR 635 B, FLth T DATERC B SCfF. RS0
MR C 5T PEREE T IR M R . MIBEIIE MR 2 F A R P, T geid
B g Flin, shell —Ai4 read MASAH KL read E4. ik, FMIGELHM
BT, A FIFR S SO AT 3 2

1. Af LUy AT HAT 1 A 4

2. RGHH (NZRERRGRED

3. JEREL (RGIRALMIREED

4. wF (FER UNIX RGiH, XEHRRAFHR SO, % i E e/ devi B R
5. BlE M O AR

6. TRk

7. T A bRHERE

8. RAEHML

9. WIZBIE

PRTT CALEAS 5 D0 SCRY ) B 48 5 ) B 1R 23 28 (section) 491 il W 2 45 1
Fl read HISCEY, RTLABEAN man 2 read. WIRAIEE BRI EET (section) , RESM
INBRSREUEE — N EE R ERGAE. B E B N man shadow B, 40k 2 ik [l
shadow(5) ST N A, X RDNAE N R ITIH 1~4 #BcH shadow XA i [T 0T
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IR, WRIREG LA THARIE, FHICRARICREN I 1. BRXAHLL, AT
WU A4 apropos Kikif, XAy BEHIR A BT M 0T (s T U A TR A D
TR AR R R TN . apropos fir & 2 IR [FIFE T U B4R B A & 8 5 10 A 5 A
IR WARKEFIEFGE S, Rl e T RRRAG BB E 45 R

il 6.1 ¥/ apropos @&k E| cp
$ apropos "copy file"

cp (L - copy files and directories

cpio (1) - copy files to and from archives
gvfs-copy (1) - Copy Tfiles

gvfs-move (1) - Copy Tfiles

hcopy (1) - copy Ffiles from or to an HFS volume
install (1) - copy files and set attributes
ntfscp (8) - copy file to an NTFS volume.

BRI RS RE TN ICERE R AL — “see Also” &N, HERIIRLE S
A A R B ML &, SR —NANER SO o 3 SR e ) S s F P9 A AN B B
18, RIS AT LU XA R R AR BV AE ZE SR

K7 man 424k, &R LME A konqueror (fE KDE 345 TF) #l yelp (£ GNOME
HET) SRR T

6.1.2 Info#4

GNU Tl H NI KB IR P 9w S 1 info A% USRS, X2 A AR 2 F Mot B 51 H
TAIRLE) info SCRY AR R . X RS A — @M%, HEBINMEERET (W info
f18) HEMHEHEERIX LR EARIBABEM. BRI 23— pinfo TH. @3
Jek N4 apt update, A5 apt install pinfo 4, WA LLEHRLZE (3%
8.2.2 WA .

info SCRYH —MNERGER, R pinfo A REMNMEMSEH, BHEFIHE
—EFTE A AT A EE SR, TSR RR S dr 2 AR R .

pinfo @4 ] LUE SR bR &k, 1RAR G HIEST i 2 AT ST, 539k, tar DUE
FETE A s CEINA WA E D SRAE SCR, 40 konqueror B yelp.

MEFEIET R, info RAHZLICBEM, HEARFERAE, X585 man REAK
— . AR, ARSI pinfo i n — /N HEARAELER info TURIRT, K<z [RHR 2 [F 4 1
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man GUH CARSGZTUHIAFAE ) IXI A DA AT RE S B 1 A0

6.1.3 MHBETREXE

BN AHE B O SOR . BRI i Z SO R, 2 /b8 README
N, X RT R FERFEFEENGEL . RSB S T
/usr/share/doc/package/ H3t (X H [ package fAEXRMMINALZT) To WERXA RS
FERF AR, &R REAS 2 00 & AR X AN P I B 2, T A AT R R S AT A — N U A
package-doc MJSCRYEL, 7EF et i i S HEREBER BX AN SO, DAEARAE T2 5 Hh 4R 2
B

ft/usr/share/doc/package/ H 5 4 [FEFEH —LEHH Debian #A-EL4EYE 4 7
R, SRS R A ORI O, RIS SRS FR BN T S G T R A M B e 3
%% . README.Debian SCHEF6H T AT A& R, Debian (¥R R AR BUK M R A A5 21 AH ¢
M %% . changelog.Debian.gz 31X /™ 34 M) $4 B8 B (8] (9 507 4R 17 [F) — D R T Ik el 3 ) |1 X
A, X EREAS R A TR 7 AR S AR IR A H B . Bi5, NEWS.Debian.gz XM SCfid s T4
AT REARH 0 1 — LT AR

6.1.4 Kk

FERIPREOLT, W UL S AT & 5 B (free software) i i s s0RAH
RIFRN VR P SEARAE — RS R I 3l o 3o 6 ) 3l 6 % Y DA — 2845 5 DUAS [ 7 KA i
KA. B FAQ CH WLIREFIZR) « WRPFFIRATRE A S JEH, RTS8
CawiRe N2 H B 1, /RIRATaed FAQ. MBFFFIZRIARISETT 3, A REHR 2R ik
Wik BMEBATHRE], ARIE AT DU 185 51 SR T 5T B K B0RE, £ R4 LI
HWRAE BRI, RRER A A R IR TR BB R . I SRR 51 BEFT iR ] 1 DT L 2
BE G RIFARR TR, URATLAERIN kali 5% debian S5 5CH 7, SR BR i 2o i) 45 SRANAH 5%
s .

MHERBBHRTR WMRRAIRE T —MEEERE S, RAT DX BE B LR MG S 7 fEEsk
CIXPERBARIE LU B RE AT B4R, AR , SNSRI E P T ER.

TERFFEOT, HF—REERS ORI R ENE R,
E—LEH T, SHI—FE BRI RELS, #lin “Permission denied” . 7E
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RAEIL S, RIEFAAE - FTHKITTRBIRERaf CofF. 7 ID. AR5 .
B, AEBRREENER I ERKEB R R TTE. B, R AIELER
GO ARES R QL)

U SARAFTE XA AP s bk, AAR 2R 230, B, RERAarE Rdr
Homepage FE& (#r44 apt-cache show AT « FH4h, BABKHRATREHRAE T
FEFHE AL, Rk ab A Wk, v LTS A /usr/share/doc/package/copyright X
HHEAEAE— URL Hilik. /RG] DA 5% (40 Google. DuckDuckGo. Yahoo %) >k
P WX AN A A D35k

6.1.5 docs.kali.org_-HIKali &R,

Kali XA H7E http://docs.kali.org F4i 7 — MU SR LA HSCRIRES . X
Sy R T T OKEAMH Kali Linux B ROZELE RN A, R WRZEEMGERES RB
how-tos) #B2EH L.

» http://docs.kali.org

EFRATTRE — T IX A WX 3l 9 5 11 24 F2 8

o AIT: O Kali Fr R ttm— K5I, WHE FEUH.

e Kali Linux Live: A28 4n{arfff H&#7 Kali Linux 240308

o 22%% Kali Linux: A Kali Linux 23R 8RScR, AR 5 b KRG 1T %
%,

* ARM L] Kali Linux: ¥FZHRAAERT &AM ARM 8% 11247 Kali Linux {757

o fHiFH Kali Linux: &5 7F 2 8 Wiy 215K 7%

o sEM Kali Linux: R B 275 Re il Kali REGEHT 7 204 T 7 .

o Kali #EIXSZHF: R ALK, RAT AR BURTGSCRE, JF T A2 52 bug %5 .

o Kali Linux $m&: fifke 5 Hoh Linux &A4T/RARLL, Kali Linux B4k 4b.

e Kali Linux Dojo: Black Hat il DEFCON £ [ 4% .

6.2 Kali LinuxttX

SRR EZARPZRTEE (B EME M) , KRELEXBIHEMF T Kali
Linux. 1X—FHRATR AW L Kali Linux 41X .
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6.2.1 forums.kali.org ERIWebi1tix

Kali Linux'E J7 {4k X 8 3% 1 Rk & forums. Kkali.org' . R8N0 —FE, IRLA6)E—
M5, DAEARBE AR B 2 i e @ EAL 2 BTi, AR AL X R R SR AR I 7]

FE A% ) U BT UR L2 S 35— T XA IR AL -

» http://docs.kali.org/commission/kali-linux-community-forums

AT EIK LT Tk, (HRRATEMIE A BA RV EEN N, 4w &
BEHAB NP 2% 2 T . AL 20 R B A X AR R 51, B I — N AU AR R . T A
6 BTG N AR Ty e X e . XM R 2 125, ARAT DAE S it
KT Kali Liunx (& Fl N 25 .

6.2.2 kali-linux IRCHIfreenodeRIRTHI X sT0E

IRCZ —MEIN IR RS, W E AR EHAONIE, REAEXME L, #ESHE
AN I T8 AT VR RAE . Kali Linux i 5 425X B kali-linux4ii& i7E T Freenode ()
Mz I, (ATLl{tchat. freenode .. net 1/ — /NI B R IR S5 4%, 7E 6667 uif (1 - E AT %
BIK, 1E 6666 i (AT SCEE) -

W RARARE FHIRCHEAT ™8, ARAT DEH —ANRCE i, i Wthexchat CH LB )
i Firssi (AP ATRAS) , B webchat.freenode.net’ & -3 W 2% (T K 2 7 5, T o] LAFE RN
AV

BARIMNIZA MR AUE R RS, HRRAETE, IRC SUEAETE M
i, JFHIBBRA —SUEE A (A2 FH — A @A) o M ATRE M PAT — LR
e Ab AT AT DASEARES H X AN AIE (B a0 SRS I A R X AN 08 A ), AT AT LA ik ik
NIZEAHGED o Kali-linux X ANMIE BAE 46, ERNHERTE http://docs. kali.org/
community/kali-linux-irc-channel L.

R ROAURREFR, AR, JFHEEIABE . RN %S & i 10— 2 5
FIETS o Rl e tHR IR SE i i, R . AR AR BUR . R R A
AR DR . AR 1P AT Redl i NE 2 !

1 http://forums.kali.org
2 http://lwww.freenode.net
3 http://webchat.freenode.net
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IRAREE S RN FE Ry, T DURE W]k mRTEMIEIZ” ol g d@ il L. &
JoH s B, REHARMIBF A RS FREK . IR 8 ] R, 17 A Hh A R
MR Can SRR DR — BAR K MR, B4 540 e BB MG X AN 5L, i e 42
— /MR HyPastebin' 1 I % KA E, SRJGHLIX /MPastebin URL A EI40E H) .

AEMELD FHAES RIS R, RE IRC 22— MEIEGEHTE, HEETS5HkAT
R, BT CAN ORI TAE R R 2 5. RS Z L B EE 2 LN, A Ak B AR
R, AW, WA ANQIRIIA T, B B RARIIER-E, WRE kit B RZ
(1) IRC % P o #8228 &R, BT MR REUR IR P o £ 2RI B it o0 o

6.3 H/E—IMEFHbugiRE

R AR INEIL R B R R € — DN, A AW RER RS bug. EIXFHEN
T XA A REE D CIRACH bug AL . IRATAEMEER T bug EAEEREA
REFR BRI 1o AL fi ok Ipidk . FRATVSERBE B L — 17 bug ki k4 Kali. Debian 2% LiffI7T
RAFWEER, LIRS /R ) 5 E 3R AR B SRR .

bug & 1 E SR SRS IUME 2, LAEIF RN 5 BRYEY 3 RE i £ AL B ) FURE F b T DA
PUXA L, REIhRE, R AMERANT . XERE IR bug iR AU IE 1
fE 2, AR ML LA NI H BIBA . iR R0 RAF B S5 e B i, DUERE
ERAF R R

FAA bug i BRSSO TR S22 IR 197 6 (Kali. Debian. LT &%), HE
AL PP DU #E A A, N, BATR T X A

6.3.1 —MRIEEW
XEARME L BERE R WA T E R, W ORIE bug R HRAEE. &
T, DASE o il R wT eI, BB AT A N B SIS M s 7 S 15t

anfariaieE

RFSCREHR &
B AT AL AR [ BT, BRAFARREBRIERT G, 75 AR S 2% A8 7 v A 9 38 R 5 4

1 http://pastebin.com
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To WERARHOBHE RS, MR BRI T, BRs L TER, S9ERe A IR AT
RN RAERZEHIF RN AFAER L], EIFAZ A N RIFIGEIE S RETT. wUf
ATANEABL L

BREFRA G LIIE

HICERZHI A BRI RE (BFXLE Kali Linux BFFRAN D #R IR ALE T,
I HABATIIE B CA PR AL A I A BN X LA BT R TAR R, XA RESIE R X s i . ik
M EIRZ N R EEE . BB IRIES —A> bug k& MR, NiZE SIS (HE
XA AR WA TE R AR R 5 IF BSOS RARA 4 o iR s b AT B 4 (14 5
[

P SRR R U ] A 2 s FER A R N, S R B I ST RN TR A AT 4 AR FR
THEATIR . IR VRITRE VR t JE  TO RN [ R B A

FRERAZ G MR, HEHFERREESER

FEARZAEOLT, TPRE WA EFREERIMREE ZEE, 83 5 ZRHH A A R
BEE S — A RO E IR A ARNZS AT RER LGS F BN, R[S AFBEER, AR
£ i) LA R R PR T RE P AR RS, DR DA SR 2 B A D RELE AR AT A8 e v e S SR B

HIREE T T RN RN, RIS EEE RS AL A SRR e B, JF HAA
T REZROINA . B IAEA S R ZF] MRS, XS AER A B RCR .

bugR SENIZE LA

@ EHLIXA R

N T B EBLX AN, JF R T BB B A, e AR R E, 8 IR A
g 222 1

PRI Z B2 BETH T 020 B 4, SRAB IR A () B I A e e SRR 7R 2 ] — L 308 A g
BUZAS I, AR AVE A SRS AR AR Lo R A R TR PR 4 2 SR E B 1)

I8 I RE Y DL AR AR B 3R

FEREARER M T RS, DR AR AR R AT A BB

FEARZ I, R AR EL— R BOA SR AR st & AR B 7 ORI A il % T bug
R — T ARAE AR A 3RAE I il A 73X AS I A8, SORF 2 LT A S s I e g 1 2 A
WA

A —tEI, IRIEY bug MIATOASERR B RN IER AT N, 7 E IR BN
A XBELETF R E W A B AR R B . IX AT PR AT SR X AR, B e
AT AE R, A T REE AR AT T BT R P R T — S
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—EE R RA

FEGHZ HARAE B P RRAR S, SR IR AN AR AS R ABATT B BT SRR . M R$E 2] — L8R T 3K
MZR PR — 2 ZE M B0 URL. SRIE R — MREME B, HERE BN SR 5] T
Ko WURTTRE, FRAFP bR AR T R ECE AU . B B OCH H RS T, e IREEE
FE BRALAE B

KT BRI IE S E R ik

TEREIRE Z AT, IRATAE H O 2% Ui A 8. PR — T ARER L 7 R4/ 5 H
GERWME . ERERRH, PR ARSEPRERAE I A Y, A RS AR AR R 5

UNSRARAE I AR 3 7 — S e A ] Y Ty, R T DA B AT AE s BT, AR 2
{RTE Debian 75 PR EA G K3 LU bug 75 Wk 4R 21 1 — EeSRALL ) 1n) AR 1

WHRAVRIE] T — AN ERAE T IR B AE R Th, TG EATEANC I ok, 10K 78 oAt ) 45
HIB B A e S B AT

VR bug M BT

—PATIENR IS RE R A EHR, RATA L ENE REEFERDINRE AW
HEEZE R LT

RATREIRBEFT A R AESRBEAE B S IBFra MG RS b, R AR At
ZMER, WEFK %, LML E.

WHRARIIIR G RAERK T, AAEL S AR — FiEF 450, JFAEFGHLS — 1
— RUAIHEA o

—LERR

BARESESNRE

TEH B R, i bug BRERFRERE ATFH . i GR35 #0223 FF T bl B 1,
I HAE T AR R . BIRERIERS A bug W52, HEMINEREIACERET
A [ 4D i) R

MRS T —ANCEPMASREH bug s, FRATLAT BIX AN, FF I A™ i)
BT — SR AR . BIE R S AR — SRR B+ R, A NBRRI . (R ARAT
DAIANFEHRRTE R A A2, B S — MRS R A IR BN NE, BEE IR TSR

U SRR A AR BTAT G TR ) 4R, T4 4k 22 58 ORI R 75 I8 o G SRARFREI T AR K
okl —EidAEA s %,

HatRIR A B R BT A A<

SFFIFRE KW, AT R AMBATE L@ 7 I B R IR, B AT TR e A
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AR A (I 3 8 A FH o RS R ) b S I () RN, A AT TS AR . B
FEIR WA TH R A F7 3CFE, A ATTIE 8t X SR A 22 4 B 0 R 3 K [l BE 37 . 135 A AR D 11
A RAFAE R AR TH 1y 7]

RIARIEIAS — > bug #2287, ZRG R FH (102 S0 AR R G alcs A, I BARRE
HEAE— 55 T B IXAN [ /L

W Kali Linux 3A $2A0X AN A BIEGHTR (kali-rolling A1 kali-bleeding-edge #B¥A 2
BERE T, WTLAZM 8.1.3 W) , BLLFHFMREIINE: IRAT LA 25 58 =07 IIE IR A
HFEghEe, fERTUER R EHE (BEFEEF git commit 5D , WXLy
HEE B EIRPEE AN, I2RMAHLEZAEH T, BEEME&IEAE bug REGIE.

ANEE—AHERE PIRZZ N HE

— ARG AR, KRR, NS X S RO S 2 AN AR AR EL, R
A LG B — AN @ A R R i SRR IZ AR, X —A bug E) T R E 2 L
N, EEIFTA AR R A 2 R AR AT S, B R ENBAE — ADNARARTER — DR
% A AR

6.3.2 EMERRZ SRS

NT RS P 1] R 2 PR A 4, R IO IR AN ) A A RGN IR HL 2
R AR P IR A RS H 1 il

FEFAR MG OL T, R AT DABRER X AN 0 B R 48 B, 85 dpkg a4 Rk A
A 22388, e XA ERREEMEE . @i, AR —DEENHER PRI T —4
bug. IEEE TizTHFEHS (ps auxf A MHEIHER) 5, KX N T 2@
/usr/bin/sparta M 417881
$ dpkg -S Zusr/bin/Sparta
sparta: /usr/bin/sparta
$ dpkg -s sparta | grep ~Version:
Version: 1.0.1+git20150729-0Okalil

REEEF] usr/bin/sparta jEH sparta 3R, EAE 1.0.1+git 2015-729-0kalil
. HIXAS version 2%, W LUEITEIX N2 R AR IER Kali Linux iiiA (8% 2 Kali Linux €
XRRA) o RIS 2R A kali IbRId, 84 AT HE E SRR T Debian (3R
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FERILRT Debian iy bug 2 WRARIRE]T A& T Debian [¥) bug, RBIZIAFIIR %4 Debian X

B —E BRI —T W, HFEMATRETEE. REWL, FEBOXZ 5, EHIAXA R L
f£ Debian A%t EAFRIE, FOVRAARERFY Kali Zeke 7 HAth 2R fuak
B AR 7 3 PR o

A BRI IET R, B HTE—4 Debian BRNLKRMIR—F. #RAJ LIE
Debian 2[5t F 3R E] — 4> 2B BORXT Debian 34T

=» https:// www.debian.org/devel/debian-installer/

B ARARBEAE XA KR SN BRI A R, IR A ARl T AR XA ik B 2R
A% Debian, Jf HAEXA LA 5 5 1 -

REHAHRMAEFAT AN bug il BOZERMR S 4 LT, BRARE I R R
TEXFMEBL R, R BT A 4R R Debian 8¢ Kali Hr it fE R A1 B, Gt
MIREFFPRAE T 9 iFIL T, TR EARE M, B N R P d T ok /b BE T JEVE AR (AL 2
TRGEESERBA SR AT HE I 5 R 24 PR AN KR R DG K A A2 1 )
I, R I R AL 4 T, AR SRR

SR E T H 2252 bug 1R B RIHEE F A . W B E] 2R n iR ) Homepage
FBP S A R RIT «

$ dpkg -s sparta | grep ~Homepage:
Homepage: https://github.com/SECFORCE/sparta

6.3.3 WMTES—1bugiks

ES5—MKalifbugiRes

Kali /£ http://bugs.kali.org B 17—/ T Web [¥) bug FRERZS, RAT LR 4
BT bug e, HZ A R ARAE PR B ASHN 1 bug ki, MR AR ZEM— K T .

VEM—A bug FREERENK

2%, A bug BREE A MG s signup SRIEM—ANEH T, WA 6.1 Bk
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EFEOE

KALI LINUK

TRACKER

2017-06-11 19:31 UTC

B EMRREERF RIS

Anonymous | Login | Signup for @ new account
| Main | My View | View Issues | Change Log | Roadmap |
Unassigned (1 - 10 / 665) Timeline
0003424 Harvester File is blank created by SET even Directory is correct
2@  [All Projects] Kali Package Bug - 2017-06-10 16:40 2017-06-04 .. 2017
0004068 Install problems on MSI GL62 6QF-632NL 2017-06-10 16:40
- [All Projects] General Bug - 2017-06-10 11:08 Hypnus commente
0004025 Can't boot live Kali USB 2017-06-10 16:33
— B [All Projects] General Bug - 2017-06-09 22:31 Hypnus commente
0004062 OpenDoor scanner 2017-06-10 11:08
-0 [All Projects] New Tool Requests - 2017-06-08 19:13 Jarl commented o
0004059 Tool submission: getsploit
2017-06-09 22:31
-8 [All Projects] New Tool Requests - 2017-06-08 14:42
Jarl commented on
0004065 libreoffice not show (not found kernel-i6B6-pc-linux-gnu.bc)
— B  [All Projects] Kali Package Bug - 2017-06-08 03:31 2017-06-09 22:27
Jarl created issue C
0004043 random crashs in everyday normal user tasks
~ B [All Projects] General Bug - 2017-06-06 17:40 2017-06-09 12:22
0004018 live-build login bugs rherton comment
— [All Projects] Kali Package Bug - 2017-06-04 22:13 2017-06-09 12:22
0004058 apt®iFdr, &S Ainitramfs rhertzog closed iss
All Projects] General Bug - 2017-06-04 17:15
~8 [ jecs] o 2017-06-09 07:40
0004056 Scapy crash when entering specific command rhertzog comment
— [All Proiects] Kali Package Bua - 2017-06-02 20:53

6.1

Kali bug EREZ2SFFIGTAE

Bf

ROk, U4, i, ISR TIOUE, SR)S B Sigup dZA4kLk
(I 6.2 iR o

WM RS, F—0 (G 6.3 Fivr) KB ARIK P EM O e 5e 5, bug FREE RS
W BN T IR B R HE R b . PR R L B R B R A RS IR K

BIEK P 5, Hidi Proceed SN bug BRIBESS 2 S UL

B &

TEFFUGHRAC bug i 2 BT, 1H B RARMIK T, S5 B Bk 0 b R il e 42 . AR
BEI—METFZFRMERY, WE 6.4 s,
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KALI LINUX
BUG TRACKER

Signup [ Login ] [ Lost your password? ]
Username NewBugSugmitter

E-mail nbs@email.com

Enter the code as it is YvRrP

shown in the box on the

right:

[ Generate a new code ]
On completion of this form and verification of your answers, you will be sent a confirmation

message to the e-mail address you specified.

Using the link provided in the e-mail, you will be able to activate your account. If you fail to do
so within seven days, it may be purged.

You must specify a valid e-mail address in order to receive the account confirmation e-mail.

' Signup |

KALI LINUK
BUG TRACKER

Account registration
processed.

Congratulations, you have registered successfully ! You are now
being sent a confirmation e-mail to verify your e-mail address.
Visiting the link sent to you in this e-mail will activate your account.
You have seven days to complete the account confirmation process;

if you fail to do so within this period, the newly-registered account
may be purged.

[ Proceed ]

E6.3 JEMFHIAR
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Enter Report Details

*Category [All Projects] Kali Package Bug v
Reproducibility | haye not tried v

Severity minor v

Priority normal v

Product -

Version

*Summary

*Description

Steps To
Reproduce

Additional
Information

upload File ) .
(Maximum size i Parcourir... | Aucun fichier sélectionné.
2,097k)

View Status */ public private

Report Stay check to report more issues

* required Submit Report

E6.4 REbugks

PUR &3R5 BT S B R 200 .

Category (KH]) C(b3EH)

2T BB AR AT R S . A SR IR T E 2 R A AT LIk $E kali package bug 5%
kali package improvement 287, Hofti# 5w LIS A RUES U2 BT RETE K e K S . AR )
AR E XS REE FBIET . tool upgrade 7T LA SRl %N Kali FF &34 78 Kali HHFT 08 A AR 1) mT
FitE. New Tool Requests 7] T~ & BCHE BT TR AT IS a3 Kali RAThRH .

Reproducibility (E3t4)

XA B s i) /U2 15 ART T ) 7 NI, Bl 2 RN A .

Severity 1 Priority GZEMARER)

XU B AN, RN BB N R E U ) . A ATT AT DURR S 7 75 1 7 B 4 R
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WEFRRIPRSEL, R ) R

Product Version (F=jhfRZ)

XA F BN %18 AR IEAEIZ AT Kali Linux BIARA (BEIRHREETEHM T /R
A o FEHRE KT IHRRA I M) 8 2 7, 3R IR =58, AT 7 o] §E 2 AT IH A $:
PESCHF T .

Summary (FE) GHBHIHE)

XA ERr LSRR BRI AR, X ANTE RS E BN . MR el 7RSS m
JR . R X A TAE” EFERZZ R, MRZERE “X fE4MF Z TR, S
Y7 XA

Description (JLEH) A

XRME M EE. EXE, RMZHAFTBEER ST E 2B AE . AEBICH
— A AR AT R 1L

Steps to Reproduce (EIEE)

FEM T By, SHEA S W] fid & i) & i) BT T4 U B

Additional Information (FAtfZE)

TEIXHL, RAT DLRAEARIN 9 5 o) A 5C FRAT A St J2, o o SRR il 1 At e 7 2 AR
AR, HTEX EERE,

Upload File (_EA&3044)

AN A I 2R PE AT T LA SCARSKR RS« 751X BB B SO B B 5 h, an BoR HE R
(10 B A ] L Al ) R s A SRS A B SRR

View Status (EFRE)

¥z B B public, VAMEREAS NSRRI LAE BIMRAVE RIS . (OB S R A 240K
52 A RS W E R private.

EDebiand 2R — 1M EIRIR S

Debian i f— AT B PR bug BREF RS, BN Debbugs. EEFFJH— MBI R
R ERE B T4 submi@bugs.debian.org. B A RSB — MRS
XXXXXX, F AR A LUEIE 25 XXXXX@bugs.debian.org A& #h 785 245 5. &4~ bug
#B5 Debian UM LS. /R AT LA https://bugs.debian.org/package 145 Hi ¢ T8 AE AL
P d R CRAERIEE RS IR ) o R LAAE https://bugs.debian.org/XXXXX & & %45
SE SRR T I T SR e R
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¥ E Reportbug

EIRAR AT DATA] B3 A0 L B EE TR S —ASB A R, (EIRATEWUEA reportbug 1X 4
TH, AT RS — N A L 7515 B e B R .

PARMESL T, URRLIZAM Debian REEEZXA TR (B4, FE/RE IR B BT .

T IKIEAT reportbug <R B —MECEMA. T, ERATESE - MLRESES . IRMIZIESE
BFabRE. AMEA G, BOvBRME T MBS, G, KRBT —AS G I AR
MANNGEE. &G, EHF—HPED. BB AR B AR . SMTP ik
% #38 Debian SMTP Ai45 %5«

Welcome to reportbug! Since it looks like this is the first time you have
used reportbug, we are configuring its behavior. These settings will be
saved to the file "/root/.reportbugrc', which you will be free to edit
further.

Please choose the default operating mode for reportbug.

1 novice Offer simple prompts, bypassing technical questions.
2 standard Offer more extensive prompts, including asking about things that
a moderately sophisticated user would be expected to know about

Debian.

3 advanced Like standard, but assumes you know a bit more about Debian,
w including "incoming".

4 expert Bypass most handholding measures and preliminary triage routines.
This mode should not be used by people unfamiliar with Debian®s

policies and operating procedures.

Select mode: [novice] standard
Please choose the default interface for reportbug.

1 text A text-oriented console user interface

2 gtk2 A graphical (GTK+) user interface.

3 urwid A menu-based console user interface

Select interface: text

Will reportbug often have direct Internet access? (You should answer yes to
this question unless you know what you are doing and plan to check whether

duplicate reports have been filed via some other channel.)
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[YInlal?1? Y

What real name should be used for sending bug reports?

[root]> Raphaél Hertzog

Which of your email addresses should be used when sending bug reports?
(Note that this address will be visible in the bug tracking system, so you
may want to use a webmail address or another address with good spam
filtering capabilities.)

[root@localhost.localdomain]> buxy@kali.org

Do you have a "mail transport agent™ (MTA) like Exim, Postfix or SSMTP
configured on this computer to send mail to the Internet? [y|N]|q]?]? N
Please enter the name of your SMTP host. Usually it"s called something like
"mail .example.org™ or "smtp.example.org”. If you need to use a different
port than default, use the : alternative format. Just press ENTER if you
don®"t have one or don"t know, and so a Debian SMTP host will be used.

>

Please enter the name of your proxy server. It should only use this
parameter if you are behind a firewall. The PROXY argument should be
formatted as a valid HTTP URL, including (if necessary) a port number; for
example, http://192.168.1.1:3128/. Just press ENTER if you don"t have one or
don"t know.

>

Default preferences file written. To reconfigure, re-run reportbug with the
""-—configure" option.

fEFH reportbug
MK EE, U GEHAT LR Rk SRS TIE. RESErmAREa4
R, IR LB A 44T E1EH reportbug package, SKEEHRMNBIFAL .

Running “reportbug® as root is probably insecure! Continue [y[N]q|?]? ¥y
Please enter the name of the package in which you have found a problem, or
type "other*

to report a more general problem. If you don"t know what package the bug is
in, please

contact debian-user@lists.debian.org for assistance.

> wireshark

5 b5 2 B SO S, B0 SR AN RN TE 2B A B R SR AT A R, AR N IR R
Kali 3XFFitdx (20, 6.2 1) o T35, reportbug 2= F &5 AN R4 RSIER A S
LARZMHE RS , FFERRSEAT, PAEE RS A LIRS IR — R R

*** Welcome to reportbug. Use ? for help at prompts. ***
Note: bug reports are publicly archived (including the email address of the
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submitter).
Detected character set: UTF-8
Please change your locale if this is incorrect.

Using ""Raphaél Hertzog" <buxy@kali.org>" as your from address.
Getting status for wireshark. ..

Verifying package integrity...

Checking for newer versions at madison...

Will send report to Debian (per Isb_release).

Querying Debian BTS for reports on wireshark (source)...

35 bug reports found:

Bugs with severity important
1) #478200 tshark: seems to ignore read Filters when writing to..
2) #776206 mergecap: Fails to create output file > 2GB
3) #780089 wireshark: "On gnome wireshark has not title bar. Does..
Bugs with severity normal

4) #151017 ethereal: "Protocol Hierarchy Statistics™ give misleading..

5) #275839 doesn"t correctly dissect ESMTP pipelining
L---1
35) #815122 wireshark: add OID 1.3.6.1.4.1.11129.2.4.2
(24-35/35) Is the bug you found listed above [y|[N|bIm|rlqls|flel?]1? ?

y - Problem already reported; optionally add extra information.

N - (default) Problem not listed above; possibly check more.

b - Open the complete bugs list in a web browser.

m - Get more information about a bug (you can also enter a number
without selecting "m" First).

r - Redisplay the last bugs shown.

q - I"m bored; quit please.

s - Skip remaining problems; file a new report immediately.

f - Filter bug list using a pattern.

e - Open the report using an e-mail client.

?2 -

Display this help.

(24-35/35) Is the bug you found listed above [y|N|bIm|r]lqls|fle]|?]? n
Maintainer for wireshark is "Balint Reczey <balint@balintreczey.hu>".
Looking up dependencies of wireshark. ..

IMRARKIARE] bug CLEFIRPAARS 7, ATGEFERIEANRE R, WAESIR T,
P E RIS H R R AR TS
Briefly describe the problem (max. 100 characters allowed). This will be

the bug email subject, so keep the summary as concise as possible, for
example: "fails to send email™ or "does not start with -q option

i)

’T/J\
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specified” (enter Ctrl+c to exit reportbug without reporting a bug).
> does not dissect protocol foobar
Rewriting subject to "wireshark: does not dissect protocol foobar”

FEF — AU HE TARM B e, AR A0t ™ B FEREAT ™ R 3 -

How would you rate the severity of this problem or report?

1 critical

2 grave

3 serious

4 important

makes unrelated software on the system (or the whole system)
break, or causes serious data loss, or introduces a

security hole on systems where you install the package.
makes the package in question unusable by most or all users,
or causes data loss, or introduces a security hole allowing
access to the accounts of users who use the package.

is a severe violation of Debian policy (that is, the

problem is a violation of a "must®™ or "required® directive);
may or may not affect the usability of the package. Note
that non-severe policy violations may be "normal,® "minor,"
or "wishlist™ bugs. (Package maintainers may also designate
other bugs as "serious” and thus release-critical; however,
end users should not do so.). For the canonical list of
issues worthing a serious severity you can refer to this
webpage: http://release.debian.org/testing/rc_policy.txt

a bug which has a major effect on the usability of a
package, without rendering it completely unusable to
everyone.

5 does-not-build a bug that stops the package from being built from source.

6 normal

7 minor

8 wishlist

(This is a "virtual severity".)

a bug that does not undermine the usability of the whole

package; for example, a problem with a particular option or
menu item.

things like spelling mistakes and other minor cosmetic

errors that do not affect the core functionality of the
package.
suggestions and requests for new features.

Please select a severity level: [normal]

URARANH €, T ORSF Normal BRI ™ 512 )«
PRIE AT LU T LA S AR L AR B3R 5«

Do any of the following apply to this report?
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1 d-i This bug is relevant to the development of debian-installer.

2 ipv6 This bug affects support for Internet Protocol version 6.

3 110n This bug reports a localization/internationalization issue.

4 Ifs This bug affects support for large files (over 2 gigabytes).

5 newcomer This bug has a known solution but the maintainer requests someone
else implement it.

6 patch You are including a patch to fix this problem.

7 upstream This bug applies to the upstream part of the package.

8 none

Please select tags: (one at a time) [none]

RLHHRBEREAN AR, ERARIRKIIR GBS BREANE, RBZILEH PATCH Fr%.

SERIEIRIE)S . reportbug REHTIF—NSOARZGAEAS, HrP & IS % Mg AR (IR
Bl 6.2) o B LR ZMER AR L DL O H AR R A SIE .
EREAUT IS, AR ZESE], BOVEATR B4 bug BRERGSMEYT, LR S
JrBogs IR R AE A .

~fil 6.2 H reportbug T B4 B HIHRIR
Subject: wireshark: does not dissect protocol foobar

Package: wireshark
Version: 2.0.2+gal6e22e-1
Severity: normal

Dear Maintainer,

*** Reporter, please consider answering these questions, where appropriate

*x*k

*

What led up to the situation?

What exactly did you do (or not do) that was effective (or
ineffective)?

* What was the outcome of this action?

What outcome did you expect instead?

*

*

*** End of the template - remove these template lines ***

-- System Information:
Debian Release: stretch/sid
APT prefers testing
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APT policy: (500, "testing®)
Architecture: amd64 (x86_64)
Foreign Architectures: 1386

Kernel: Linux 4.4_.0-1-amd64 (SMP w/4 CPU cores)

Locale: LANG=Ffr_FR.utf8, LC _CTYPE=fr_FR.utf8 (charmap=UTF-8)
Shell: /bin/sh linked to /bin/dash

Init: systemd (via /run/systemd/system)

Versions of packages wireshark depends on:
ii wireshark-qt 2.0.2+gal6e22e-1

wireshark recommends no packages.
wireshark suggests no packages.

-— no debconf information

{RAFAR S ISR AR g 88 Jo, IR [0] reportbug, HoB R AL 2 HABE I, FFE AR L
UFiR s A 2.

Spawning sensible-editor. ..

Report will be sent to "Debian Bug Tracking System" <submit@bugs.debian.org>

Submit this report on wireshark (e to edit) [Y|n]alcleli]lllm|plgld]lt]s]?]1? ?

Y - (default) Submit the bug report via email.

n - Don"t submit the bug report; instead, save it in a temporary file (exits
reportbug) .

- Attach a file.

- Change editor and re-edit.

- Re-edit the bug report.

- Include a text file.

- Pipe the message through the pager.

- Choose a mailer to edit the report.

print message to stdout.

- Save it in a temporary file and quit.

- Detach an attachment file.

- Add tags.

- Add a X-Debbugs-CC recipient (a CC but after BTS processing).

? - Display this help.

Submit this report on wireshark (e to edit) [Y|n]alcleli]lllm|lplgld]lt]s]?]1? Y

Saving a backup of the report at /tmp/reportbug-wireshark-backup-20160328-

19073-870JWJ

Connecting to reportbug.debian.org via SMTP...

N+ 00T S == D0 D
|
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Bug report submitted to: "Debian Bug Tracking System"

<submit@bugs.debian.org>

Copies will be sent after processing to:
buxy@kali.org

IT you want to provide additional information, please wait to receive the
bug tracking number via email; you may then send any extra information to
n@bugs.-debian.org (e.g- 999999@bugs-debian.org), where n is the bug
number. Normally you will receive an acknowledgement via email including
the bug report number within an hour; if you haven®t received a
confirmation, then the bug reporting process failed at some point
(reportbug or MTA failure, BTS maintenance, etc.).

ER—BEAIEPESbugik S

F R BRI B R, TR A FE R TAER AR EE T B XTI s 2 B 1 H iR
PR EAE A bug FRERSE. RERKZHMIE RS H ML GitHub 364, JEnlLMEH
GitHub SKREREF AL EATIN bug, (HA V2 HAWFEE B, 13T Bugzilla. Trac.
Redmine. Flyspray %51 bug BREFSS. IXLLEREFSS K2 BT M, FFERIREM —A
M 7 DAFEAE — 38 R A

BAIANSEXRERIAN bug BRESSS. VR LLE 2% 2 HABTFIR AR I B 145 A R
&, B2 M GitHub bERAT, FAEX BXF HAEAR A4 5 HARPRER S —FF, IR0
el — KPS, TR, Hak Issues BT, 41k 6.5 Ak

O Features Business Explore Marketplace Pricing

[ SECFORCE / sparta

<» Code Pull requests 2 Prajects 0 Insights ~

MNetwork Infrastructure Penetration Testing Tool

0 17 commits ¥ 1 branch © 2 releases

Branch: master =

¢ st3r30byt3 Cancelled, crashed and killed processes now alse store end time

m app Cancelled, crashed and killed processes now also store en

E6.5 GitHubIiE 89ETH
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XA GFHE R RERMER IR, —EHEIRE bug BAE M AR, 7K
n] DL New issue #2480 (1l 6.6 Fr) o

Features  Business FExplore  Marketplace  Pricing This repository Sign in or Sign up
CFORCE / sparta ©Watch | 71 HStar 495 YRk 158
Code @ bssues 17 Pull requests 2 1] Projects © Insights » \

isissue isopen Labels Milestones m
17 Open « 46 Closed Author = Labels = Projects = Milestones = Assigree = Sort =
Help with the hydra en win 10 cygwin a1
#72 opened 12 days ago by husbusnumake

Impl t Result G tion feature

#71 opened 17 days aga by lsaida

E6.6 GitHubbl B 840 - T H

PRAT AR Z U E AR R i R Cnlsl 6.7 o) o BEARAME reportbug IR, HE
SEAR R TR 40 5 WL AR 4 B, ARAT BRI SO, 'S SCARSE. 298, 8 T IS RERCR,
S MEIRBATZ AR B S BN, LA TR AT R R R

L) SECFORCE / sparta Owatch~ 71 st
Code @ lssues 17 Full requests 2 1l Projects 0 Insights =

Test suite failure with Python 3.5

kY
1

“-@R

Write  Preview MBI €@

the following failure:

Attach files by dragging & dropping or selecting them.

&6.7 RXHHMAGItHUbFRE
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INeh

FEART R, BATEHE T &R 77, ORI R SR 7 1 SCRY RIS B, B anfar 8 21 n]
FeB 3 ] B FE S B . AT T MR T man #1 info T, LLJ apropos Al info @4 . it
T bug FRERZS, AT ST RAIIEAS bug G BIHRIR, FEAH T eIk
PR A AH AR T BT H

===} |=
TR

TERI 2 /T, T TSN RER, A5 A Re AR & AR i R (1) B ST I
R U BT VA A R B R I AN SO

BTEFMIL, RF#EA man manual-page, RJG7EATIE) =5 5 HIEN T2 S FK .
apropos iy 4 [Bl F- it U1 A i A ik A AF A S O AR IR, DLRFM T
T R FRAT A 2

GNU T H N KA RRF#mE T info MXMFMIT. e N4 TF2 FMuTHe
25| AR [ info STRYAY R A .

FEAN RN BB SO, IR g TR B R SCRY R P i i # 22 B & README XU X
U S R I Y 22 25 (E Jusr/share/doc/package/ H 5%

HERZHEAEN T, BEFTE MR FAQ BN LRI 2 AH ¢ 77 T 1l A 2 il v AR i 3
{14 i) 8L

Kali Linux % H 7E http://docs.kali.org #5587 — RFAEH A FH I SCRY .

Kali Linux 15 H {# F Freenode ' IRC W 4% “F- & | [¥] # Kali-linux S i& . 4% 7] DA%
chat.freenode.net{F NIRCIR 55 %%, 1Eim 6667 L HEATTLSINEE (iERE, Al DAE s 0
6666 HEATHISCIER:. EIMMAIRCY-& ERGE D8, R0 2046 F 1% tihexchat (LA
AR Bhirssi (ARG IRC% F i, webchat.freenode.net’ FitAfg —AN5&T
Web 1% F ¥ o

Kali LinuxXi B & J5 4t X i 3= 47 F-forums.kali.org’

WMRAR K DFR G, RAT DA R R B R AT AR EHRZ I . 55 g R
TTHEAR B Fa TR0, DA ORAR 4 &5 0 s ATET, AT 2 e i) @4 R N 0 B e Ak 2

1 https://lwww.freenode.net
2 https://webchat.freenode.net
3 https://forums.kali.org
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el R .

ARER RS MRS Kali, A LN 4T Debian 72 A, A
dpkg -s package-name | grep ~ Version, EpREMAMRAS, WiEE
Kali {256, Hpkbrich “kali” o

WO T H AR B B R s B AR . R R EE A0 8E Homepage
FEA G L s kgt e LT .

Kali /£ https://bugs.kali.org Ff{HIET Web MIEHRRER S, RoJIELE
BITE R RS, (R SRR BRI s, T RR B — N K .
Debian fEH 2 (K& BT B HEAFR) bug BREE R%8, FRA Debbugs. EFFfE—
MHWHERMYE, REBERE - HE P CfFHRKIBE 2
submit@bugs.debian.org, ZERKATLLE A reportbug 4, EHE SRS REA T
o

REVZ 0 HAAE GitHub _EFE5, JHE A GitHub i) SR FRER bug, HBHFZ
S HARAEE IR ER A T H o WUR TR G5 =7 R IR R AR R AT, R AT e 7R A AT
B S RPN

PN

Uiscs
=]

rE

B, BAICAIa FHT Linux 81, 2CRMECE Kali, DLRR R RSt R RS B

ISR ARA T H, R — B RATR A R A R ORI IR 2 2R 1) Rk 55 A1 2R 46 L I 48 A B

BRI

3 1—Kalijg

1. W RAIRAERESXyz 2 )5 EETA K nmap B2 5 OFE Kali e, il A s

I RBE) ?
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E75 NNEFNMEKal Linux

ZSES

o B SR AT

o ]2 A it

o Ko 9 4% AR 45 kAT 22 s Jin TR
o [ KBS I

o WEEFIHE

o /NG

ET Kali Linux A0 2B BURAN B 20 TAERS, AR AT A 2 50 5 A0 22 4 U7 T ) %
E f$%¢ TATE S B 22 g, A E L RIS I 5 5 8 ) & A2 T, TR

REBUI RS NFSAL B RGE 2 iR FRATIEARE I 18 58 T 10 A B -5 A A ST HL
MW%ﬁéhm,ﬁﬁﬁ AP KEAAENE. wn, WS R T AAR S HRNS, Jf A
AT ASE R B AT TASL I 28 Gt )8 £ B

7.1 EXRERM

RVE M08 2 e AV SE PR I AEE, BONBAE M S, TRMER, #E% 5 iEid
e VR EHDIHUATE B AR R AL, JEM Pl . AEBATIEE JUAN 1B 45 -
ﬂ%%sﬁ%EIA,T%%ﬂi@%ﬁéFEME@

HH, BATERIF O E — DMK B bR, — AN S 5 S0 7 25 18 DU i

o WATERI I EIRRA AT 245 %AE?1E%?MEﬁfﬂ(WW%F%%E%
Hdg) A FTARE . m%%ﬁﬁ%mmﬁﬁ B B RTE EOR IR LK

o WATEPT LSRR A REEMEE 47 R R ERIELIRS SR
K7

o AT A VR EERT DU UE? S P ol M A S o [ gk 5 5 4 A [ A S
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R XA IR R AR R A7 Bz A ? N RS R A Sk
A7 BRI REA, e B IR = A E R R, R
P — N2 A S, JF HoId Bevh Bk 7 58 R St 22 42 SR

AKAE B RE A« WR/R, —AaREFEAKMMNEZEL R OMUETHEHGHED g —HRT
ZAENIEFEERIES. Zark A IR, MAR A . FERRS K5 G
R — EAEAR A, XU R, TR AX TR B 2ok, Mol T Bt 2R
ALK, RMER D AR — M e RN 2RI OO, RARER — 2108 . B
NRSHEA WA, ARISLXT XU (4 S0t — 5 AT AH L (1

W ERBINI LR G BN, BTSN BRE A Sns fE Ve . IRA 2IX A R4
PRI A BB 0 R T I AN 1)K 22X U e SE B 22 4 S 7 AEAR R RE i . AR R8Ty
W H R B 2 RS TR BE 9, HHEMITR M Z BN, i T2 a5
W2 HLP R M ANEE, B R (0 R LML RETH FESE

AR G RE B 2 s AT AT LA 25 RE e[ B v R AT 1 22 A% 1

FEAR R R Rl 2 4 OR A7 SRS I, 2258 RE B — LRI 5 Ol "2 Wl DA AR Tl L1 5
RN REAN AR LR E .

B, Xt & RAERER NI AL i — S A K E EHAR A N, E58E %
ARG, WVFA A BAEA & BT . T AR GIMERAC, OB AT AT 50405 1)
THENL, BIER R A M TR 2 T AR O, ERIRGES I X AT 2 e B
SR AR, FTREIZE B T By e e A B e .

M — AR IR UL, 75 58 B Rl AT RERK )R R T BE A EE ML AR RE S 1S B i K IR
I, ERFER T, — A A E& MR SO Bt (BRSO, SRR
A bit £, ARV SRS o A RIE A W 1 Ee B TR A D Sk AR R A
CEARA—E T DABEI BURD MR, WRATHARITE, AW LUK SO A7 2 kA 5 <
HER B AL L, TRCEAE SRS R N BT SR A, JF HAE e e s oL T — 3%
BAIESF &AM

JUE R e T AR T 1, BTN I R e R UG E SRR T SR,
HRAE S B 2 4 7 SR 2 UAFAE [ 25 P PR ), RBEAT ZR S PERO B RE A BTt o e 2 B it SRS B 1%
REEBEEN, MARERL, SERER, BELA T4

[ ) — AN AR B, —MEE RG] LRI B RGO T RS BT R
GLEAH H QIR SR AR A R, URS PP AG A 22 4 SRR AR o B Tt 47— D220
BRI, PR — AN/ 28 R T 2L LRI KB S 19 25 o 90 208 2 40 th N 12230 4 3K A s U i
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it BUREI RS RAZ G AR D BRIPLE b, XS L Rl i) B R 1 TE R AT 8 S i
. EREZERERER. ARV SELRP A REALRN LS ES /L. £ T
R pl, Mg wcs CRAER KR KM ERRIE 7. REE i m] DU L A1
RSCHL, B> B T BN B R B AR R T 5 A (N SR R R AR B k. i Linux
0

7.2 ARRIREIEHE

AR AR, KT T 22 M E Kali Linux %A —MEERTNE, REEIKR
an el FH AR A LR A 4

721 RS

]J)‘:EI
o/o

IRRESE Kali Linux 7EN— MRS SEHHRE RS, IR AE 2 1 %2 OB L A7 1E
BN A MRS, SRBHATINE (W 7.3 TTNE) , FF BT KR U7 4% ] Sk (S0
TATHINE) .

W AR ELHAE R S5 38 B0 AN RS WAL T — AR, AR — 8 BRI P B E T o
i Caf DURBL R DT o SUFEE, RATDURE i E fail2ban, $8 HH #E IE I 4R
R A G I R 1) 22 RSB s R 1P didik) . W LU @74 apt update, A5
iz47 apt install fail2ban, K52k fail2ban f) 235 .

WRIRIZITHIZ Web k55, RATREIRAEFRIF HTTPS In& M@ Eid A2, LA 1k % 2%
MR (Ui B AT ReAELE FH P cookie) .

722 PAEBHH

BRI LA B 58 AN 2 B LR 55 35 T W R0 R PR RSz o Bl 220 A R i
AR AT e 52 2R H AN 7 R BENLA R S0ty i BB IR IEAE A, R b AR 2 P AT
AR E N

FUIE PR ARSI H A2 AE I M — MRS R 21 55 — AP 5™ A2 1. B, AR
S FRLJ £E TR AT IR T BE AR AT B0E B SGTI R o IX LR D A AR RE X HLU AT A AN 1 SR
O 4.2.2 FIARD , JFE AL B B 5 R FOIn s, Re 2 AR L I AR Y R AT
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AL RO R, G EAR BIEROKIR LR R

PRAT REIE 75 ELR AR KRR (S 7.4 SRR » S TAS NHLI I % 4 /55K 5E
FRSS A —FER . URAT AR AR IR BR AR € VPN SRS BT Hot o AR . XSS AT
PAGRAE AT T— A2 W g, — B VPN BRI, /R5 EaiaeiEE s (A
SATREEE AR B GTE) o AEARFUA 2 AP 0 X Bl A A 2 B3R A I 2R R AR 1P
Hohk 7o BeAh, WOERIRIEAESAT — DN EEE AL 5, BRI ORI FT A R 4835 3l A AL 7R R
WV P, R R e, LS SR AR R e P AR R, BCE O B i AR 4t

7.3 JIMEIRSHITREINE

RO, CRAR B SH R — NI Kali D2fBIRRME] 17X — A,
ERIN T2 R T FT A I 28 IR 55 o

HER SR 55 i TAE AR, DA S5kt Az efE. Bk, & 5RE R 5
AIRSS HIRHE, —E EZ A, BN

FEBRAE DL N B IR B KA 0, B LA N 1T A M 282 0, X ey —
EIFJa it ol B AR AT 07 1) 21

AT LR 55 BRVGE A WS SRR, RS RN A S B E: ARG 2Z2A 300
WAL (BERZKAD o PrLUE FAT, ORIk C 2T BRI B 65 B B R A IR A RN T8 ¥ 58 2%
.

FEX BPATE R —F, RZIRFZLL root ST K HANA 52 B E B AR, Fir
PAARIZAL Uy 1) A1 22 i 1 5 A& SR i), AT RE 223 1™ FEE R o

LN A X B AL BTA BROA ATy BIE AR %, 1= A7 K 5K B C 2 2 B readme.debianC
ff, s % xtdocs.kali.org'fitools.kali.org?, F& AL % F Bk — 5
a2 AN o
WRRCLHAERRIZ1T Kali, B4 root BALEEN %42 “toor” o PRIULTEAS BRI\ BT Eg
EEE TR AT, AT SSH RS
ERME— 5, BeEF 27 (BMAT L7235 T beef-xss 2240) A — MR AN
F P& n0sH 4, user:  “beef” ; password: “beef” , T2 4k I B TR,

1 https://docs.kali.org
2 https://tools.kali.org
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7.4 BXIEFIRITIE

7 K S R] UAAE R BE A+ P B T o AR (0 — R SENL e, e AT o A N B
2R CR P ERESTT AR, JF R e vERF & IR 26 AR e .

IR S — R ORI BEA R 25 (1Bl K o BT A R I B O R R S8, B
AL BT T NS B R . AN — AT K, e AT AR EHLA A A
BAFARSS, RAEHZ EHUN BN RSS2 B R, B R IR ] — S8 R R A 13
[F1 41 0 3] 2% F) 38 2 BRI 00

Linux HINAZ C4iRA 1 netfilter Bk, i TMIZIREEMAL BT SRAE, BT EAIFK
A ANCaEREFMERGKERERRTR. HE, RN iptables
ip6tables &K netfilter. IXPIAN & 218K X AR AT &M T IPv4 (%%, T #iE
T IPv6. BT AR 2 B U g 24 17, DUORX Al T B 75 2R SePr i DL 45
HEH . ARIEATDMER — /408 fwbuilder MIRAEEITH, w4 T rIRAL 1 i s R
CHSE

7.4.1 neffilter 75

netfilter JE I 4 KA [F R RAE N, FEEsH] 3 Pt 5o ot 60 AN [F] #FF «

o Filter HFRIJEMMIALEE (252, FRA4ER 2R B .

e nat (Network Address Translation) J¢y3 EeHE (0 Mk Fs O p 3,

e mangle % & s B E IR A IR %2R (245 ToS-Type of Service FELFIET)

° raw RVFESIE G BIAN 48 EHIR IR R AT T H AR T 318 0.

A RAA S TR F 2R . B K BRI TIE SCRIAE L, 80 FH A v 5 ok Ak 3 54
. EH G LA d A RE, % A bR HERE S| (EREBR ) WA SR e
M FRAT =R eSS

o INPUT: E5xf H 3 B K58 A% B 1 £ 40,

° OUTPUT: AbIEP; K H = AR Kk H 25 1 EdhE 6.

* FORWARD: JRyEidit Py kit (B KR REA 2 HIF A H i .

nat AR A = AN bR AEEE:

° PREOUTING: U360 54 s bk A2 25t 9 X ik

* POSTROUTING: Zk i my K b A& SOy X 4h bk o
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* OUTPUT: &b k&5 E & 7= s .
K 7.1 Son 7 sesk R i IR AR

Network [

INFUT OUTPUT

—— | PREROUTING

Y

FORWARD | POSTROUTING v

E7.1 netfilter $E3RAIFARRE

FEAFEAS A — SR, AN B — 2 25 AP R0 A2 2% AR I AT IR AR 2R . 2 b B
FAES, B kR AR I VC O RE, i — DU S R, Bk (BRI fE a4
PEH - BT BREHRIEAR LI .. REHE AT AT CEyisEL 7, et 7
LITHERAE . PR AERRAVE S TR I BE AL B AR, RO R & bR R 3R 30 G b B FE O
LG EEYF T . Netfilter (J3/E 0 R iR

* ACCEPT: RVF#uiE i,

° REJECT: fE44HA ICMP iR (dr4 iptables [fj--reject-with
type AT LA E AR .

° DROP: Mlkx CZH%) HidEfo.

° LOG: igx (il syslogd fir4d) HAHIECHMERMHE . HEEX M AL
AFR, FEHAE T —/N U DTG 48 SR AT 8E, X 0RO 4 T S A0 4 K 8 A e B 7 2
WSRHN, WFREAEL / EF AR 5l S H A E.

— log-level, ERAE N warning, #Fx syslog ME 25,

— log-prefix, LV E AR X /il % HE .

— log-tcp-sequence, --log-tcp-options 1 log-ip-options KAH %
PFERSNE BREGEIHEF, 10 3R TCP 75, TCP &I IP &I,

* ULOG: il ulogd idsxfE S, 7R KEREER, L syslogd BHEEAHR. ¥+
B, ZHNZERLLOG, ALBETR — %I It 2 3R (5] S5 FBE ) — 2 F
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o CHAIN_NAME: B 345 & i I b # H AN o

e RETURN: I 4aiae a8t 72, JRiR ER A Wil aree & — M hriest, JEA
A AEE, BiN (f iptables FF—P ETE L) MSATZ%8E.

* SNAT ({7 nat FH) : JEMZHLEEFEH (SNAT) o 8 Rk DA 7 R 1)
YAk, AfS--to-source LI, & SCHHIYR IP Mok Al/ekm M.

° DNAT ({¥fE nat F£H) : HARMZEHUEH (DNAT) o i inE i 7 5 H
K24k, f4E--to-destination address:port &%, & SCHHIH K 1P
btk A

* MASQUERADE ({X1E nat 1) : Hudi-fh3 (SourceNAT H—F4EBRRN D .

e REDIRECT ({VfE nat FH) « H4EHE 6 5 m) 2B K8k e B om0 157 B
WG 21 — AR AR S5 25 10 AR S5 o 1 b, T i AN AT TR B B e, &
TR A B E R B RHEIR 5 it —FfE . ——to-ports ports IR R 5
FISE R, FH RS v e a3k 47 3 5 v o

A A ThEE, R T mangle &, HH TABRIIEE. £ iptables (8)

fl ip6tables (8) WFM LA AHFINH.

H4R ICMP BIRFZEHE R (ICMP) & —F ] T B =4 BifE B hil. e ping
A MR 2 3%E42, ping iy 4 KiE— ICMP B Bi5RH.E, Bl H ICMP B & N2 4 &
KRIEE . BRI T 5 RBT kBSR4 S Lo R A, 35 B2 e de gz v IX 06t 1), A )
ZOEEH I A BER QR AE G KB RS, 5. XAUIURH LA RFC U E X
ff1. RFC 777 #1 RFC 792 {f @ i) —fbhnik, (ER V2 HALbRHERT Rt AT T 9 A E
Ci8

» http://www.fags.org/rfcs/rfc777._.html

» http://www.fags.org/rfcs/rfc792._html

ENZ, WG X — D NAFE X, HIRAF il B 28 A 2% B 1 A M T N AT R
RAT SRR HAE . AR DX 1, BN RERRWCHT RO SR, ICMP SR IR E S, X
FERIEH SR d R RN, B ik 24 .

TER, B IPVA fERA ICMP [MTEOL N, (3SREETAE, {H2, ICMPVE Xf T IPV6 R
VLA . RANELE TIREZLE IPvd R R ZMAK ICMPv4 IhiE: IGMP
(Internet Group Membership Protocol) 1 ARP (Address Resolution Protocol) . ICMPv6
Bl 5 XAE RFC 4443 1,

» http://www.faqgs.org/rfcs/rfc4443_html
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7.4.2 iptablesFhipbtablesiEix

iptables #lI ip6tables % m A T#AEL. BRI, -t table &R E#AE
2L (BN Filter) .

ke
T ERBEBA T P

e —L chain T -8EF RN, EEARE-n &I, ZHS LT (Fli, iptables
-n -L INPUT K 2o 5 ANEda ARSI .
e —N chain GIEEHICA P E 2 SCRIUEE . AT DURIE VR 1A [R) 75 SR O 9, A0 H5 I
286 IR 55 DR AS B A0 I 2% 2 i
e -Xchain MiIBg— TR ECE R (Flal, iptables -X ddos-attack) .
° -A chain TEfR BB KRB —2HN . FE, MUK GBEE AN EBT, —2
BELETR IR B 25 £ 30X —
e —1 chain rule_num rule 7ERLN5 2 FIAEARN . FI-A EI—HE, K87 R0 3 N4
B, 15 AR FR Y o
e -D chain rule_num ¢-D chin rule MHEREEH I — 20N EHT Sk B kRLs g, £
SR BINE RN S5 Ciptables -L-line-numbers ¥ & 7<ix L441 M
(R0 T e T3 I N 2SR R R
o —F chain J&#—AMEE (WIBRITAFTABIREND o Biltn, BB ATA A E AL A 1
m, "TLM#E a4 iptables -F output SRSZHL. WA ERE, RPFiAM
D A0 JT 5% o
* -P chain action & XBRINERAE, BONTREREE X “HIK” o VER, RARERERAT LI
XFERE S . Bl TN EF A AR E, TLliZg4T iptables -P input
drop w4 .
AL
[N EZE 7~ A conditions -j action action_options . W S 7E [F] — 4 MU LR 1
JUAN A, AN FMEZRIMEERCRRZ “5”7 (and) KFR, XED R K AF 1 PR 2
FEHS o
-p protocol ZULES IP B X B . &% WK Z tcp. udp. icmp Fl
icmpv6. XN RVFERIT TCP i FSRAE A &4+, W--source-port port Fil--

138



$ 75 JNEFILEE Kali Linux

destination-port port.

B A TE— AR A IR S 20 XA FAFRU . flan, fE-p 2bIZ Fif i LIS 3RoR 5K
R BARRCT “BR THRE X Z AR M AR R o RMBURALEIACGEM T -p &I,
R T A A 2

-s address B(# -s network/mask 2% UG ECEHE B YR HLEE . AHXSRZY) -d address B
-d network/mask F >R IEEC £ s GL i H bk

-1 interface AR F 1R & M4 OISR . —o interface LR E O LR H
UEAETZRER

--state state FFAHEATEEPEEQRES XNDIREFZEMA ipt_conntrack K
Y, T M IERRED o B (new) RIS UL AN H R G 3 — B 2 il 1),
ESTABLISHED VLHC & T-HLA & 5 2, RELATED VUL S5 BUA E A S BT iE B s &
CHEAT FTP L “3E30” Bl FESD

iptables il ip6tables A Z ] HIED, ERENFERENFIMNERAR.
5 A58 FH PR 308 T80 12 f A P 1 2 LB = LB (0T 2 7 il o 9, FRATTRT DL E N R H
IP Hhhik 10.10.1.5 1 31.13.74.0/24 XA~ C B W25 [t 5 AL AN v -
# iptables -A INPUT -s 10.0.1.5 —j DROP
# iptables -A INPUT -s 31.13.74.0/24 -j DROP

# iptables -n -L INPUT
Chain INPUT (policy ACCEPT)

target prot opt source destination
DROP all -- 10.0.1.5 0.0.0.0/0
DROP all -- 31.13.74.0/24 0.0.0.0/0

FH—NEHK iptables A UVFREE AR %5 v LA 2507 7] o 51 an B e 8 FH P U5 1) E AL
) SSH. HTTP A1 IMAP RS, AT LAEATUA F a4

# iptables -A INPUT -m state --state NEW -p tcp --dport 22 -j ACCEPT

# iptables -A INPUT -m state --state NEW -p tcp --dport 80 -j ACCEPT

# iptables -A INPUT -m state --state NEW -p tcp --dport 143 -j ACCEPT

# iptables -n -L INPUT

Chain INPUT (policy ACCEPT)

target prot opt source destination

DROP all -- 10.0.1.5 0.0.0.0/0

DROP all -- 31.13.74.0/24 0.0.0.0/0

ACCEPT tcp - 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/70 state NEW tcp dpt:80
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ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:143

T IR 22 5 A AAS 6 RN 2 R A I TH AL FH 2T 158 MER iptables #UI#
%, M H--1ine-numbers 2 3R BUEMIBR NI4T 5, 285 91 &Rk A 0
W, A BATEE R, MR — S0 S R R g S B S A AR

# iptables -n -L INPUT --line-numbers
Chain INPUT (policy ACCEPT)

num target prot opt source destination

1 DROP all -- 10.0.1.5 0.0.0.0/0

2 DROP all -- 31.13.74.0/24 0.0.0.0/0

3 ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
4 ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:80
5 ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:143
# iptables -D INPUT 2

# iptables -D INPUT 1

# iptables -n -L INPUT --line-numbers

Chain INPUT (policy ACCEPT)

num target prot opt source destination

1 ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
2 ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:80
3 ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:143

RAEAFEPENL, EATULRERZEWEFMN. EZEE, ES% iptables (8) Al
ip6tables (8) (il Y.

7.4.3 UM

AN HIE T E A iptables 5 ip6tables @4 . FaNMAX LSRR
JER), BT DARRATIEH R — N HR RS i AR, (EAS ML RIS B 5 T LAEAT AR
HENMLECE . AT DLF SN AS, o mr DU A% a0 fwbui lder IXFEM S 20 TR KRS .

# apt install fwbuilder
G 5T IART . S0, B TE ER A AR TR
o Bk s E B AL M S 1
o WAL S HLAHRLI 1P Y H
o g
o 16 F RS ds IR RS B
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SRJE AT DAL FE G (drag-and-drop) SRR, il 7.2 B, AUfE—L ER
SRR SR KA (B, BURD o RIFIEFREIFHATICE. £T IPv6, ATLLA IPv4 A
IPv6 7y B MMILE, & RAlE—4, AEMH fwbuilder SRARYEIR T %5 G 1 Hibk %
F

Firewall Builder = [grurandal+placard.fwb] 0 | X
|L Fle Edt View Object Rules Tools Window Help =
] . £
O = N 2 s &

Open  Save Mew Object  Find Object Compile  Install

o oy mirenboite / Policy & B
|y i Source Destination Service Interface Direction Action Time  Optons Comment
Ohject - i L any ¥ potymir Fhuoe 34763873 (STUN) Any .‘c‘ Both @nccem any
B libremin -
R\ sy i
B mirenboite a4 UDP 5000-5100 [SIP)
.\" NRHIZI
& Routing 2 |P:= nnnnnnn sethovipe By miranboita 'ar:!, #ahbix any  J inboc @ncra_m Any
+ B othn
el il
; : Ie‘-"z ¥ Ay 18 smeps free fr S smep Any  § oub @r\eiea ICMP admin... Ay smitp drae fr
= = g
« B =0 & Any Any .’ﬁum Any i‘ Both @Accem Any
| B mirepoie g
: mlru&em“ 2 Ay Any 58 any 1M Any  g¥Rath @mu-r.: Ay
: radomir S 8 any IEMPE
.......... e :
y: Stanarnd
| Object Type: ILMPE
{ User | Firewslls / mirenbaite f Policy Oject Name: ipv6 any ICMPE I (=
F type: -1 cade: -1
£ -— e
2 ;
i Rule set: |IPvA and IPve v
5 + Top ruleset
| & Table

mangle table

B Mter+mangle table
Keywords...  No keywords

B7.2 fwbuilder®yE=& 0O

fwbui lder WEARYEIRE LRI, kA= pRAC & By KB R A . B 28 b {5 I Re i 1
KA F RS E A RIBCE R A, 4 Linux B[ iptables. FreeBSD L[] ipf #1 OpenBSD
L pf.

7.4.4 BRBEhETINERIRIN
R T RO NN T CAIE # LR B KRR, 7 S L B A A E /e te/network/

interfaces X fF/) up HxH. fFEEHME £, AW A2 E/usr/local/etc/
arrakis.fw .
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auto ethO
iface ethO iInet static
address 192.168.0.1
network 192.168.0.0
netmask 255.255.255.0
broadcast 192.168.0.255
up Zusr/local/etc/arrakis.fw

FEM R, e R iFupdown TiC B X 2% H2 1. i SR BN Al T E Can
NetworkManager i{ systemd-networkd) , FJ A EA1& B KMEH R, JRBERED
JE B JE AT AT RIAS TR 772

7.5 HIEMBEE

RN VE S R 2 2 e — D EET I, BRIk KT AR FEAE E 2. (o
GURT 2% 22 4 NN B, AR s ZBURF R — DR U0 A%, R STARAS I S 8 47 DR 9 X IR 55 it
AT BN MEP B H SRR T (i B B RGOS AN N AT IRl 7 T e
KRB o AT EA A4 — 2] B Kali RZEEEA H LR T A,

7.5.1 {FMHlogcheckFkEizHE

logcheck &7 ERNEE/NI#i R Bl — a4 H &, JRdad f - i fR s 5 H &
TR R — 2 .

T B W ) S B A7 7E /ete/ Nogeheck/ logeheck . log . BHE HI BRI
BL B 2 /ete/rsyslog.conf, WK ARREE, WTLLEBENHIZIEEIZIT.

logcheck T] DUER XS AN 75 3K B A R R 200 s o« IR 5% 4 950 A0 T A 3 21
Ao RPN B H EICSRAEE TR, RO BUE B K 58X A R 7 SR IR %5 2% .
R 55 2 200 & BN, i WK 2 HURSS 28 8 FHZ 200 o A 3l B AR 02 Dy A o 0ot 1 4%
A, FEHGH R H AR ARE R, AH LA e TR 215 B,

TEIX=FEDL T, logcheck 3 B4 e il LHERR S L5 B (R T 23RS , BRIEE
R Y AR AR/ AU — HE B R 2 M E IR B TE S IRRE LA 5 2, 2 vl R 5 2
H 2 Zusr/share/doc/ logcheck-database/README . logcheck-database.gz.

T F R AT Ly e DA LR 2R 2 .

o BINARZERBANGE R CUAFETE fetc/logeheck/cracking.d/ B & H1) o
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o WA R NIREM: (Jetc/logeheck/cracking.ignore.d/) .

o WibRiRNZ AR5 E (fetc/logcheck/violations.d/) .

o Wi WS ) w7 AR F 4 (Jetc/logeheck/violations.ignore.d/) .

o RERHAKGBE (UM ARGHEP .

ignore.d S (A8 FIT 288 H S . B, AR RN IR 2 2 EIRNEE (%
it Zetc/logcheck/violations.d/myfile SCAFH RN ) H fE B /etc/logcheck/
violations.ignore. d/myfile, #3# /etc/logcheck/violations.ignore.d/
myFi le-extension A SCHIHLN 20 .

RGHEMBRSWRIE, BAE/ete/logecheck/ignore.d.{paranoid, server,
workstation}/ H iR 4E ] S Lo 0 2 A . AR, A ARG SR 95 T BUR
TRk B R A 2EEM.

7.5.2 WEESLAITR

top 2 A LR JET s BRI BT . BRAHER 3 T A 28 4 A B, AT LLE
i P EEIREL. HAHE AR A HE (M) | RACFESIE (T ) FlabFE 2RI
(NE#) o kBAVFRNSERER IR AR, 1 r SRR I e

Y RGE R %, top & — MR THE, Bn AR EFHEAN SR 5 b2
AR AR 2 A7 RERIE, AR 7 S R BT RE I B R 75 VT T A ML R 25 A
. LL “www-data” F 7 B4 AT B A Bk FE RO 1Z 4 51 N B SHE A X R, BR A AT RE S i
Web BiH R, 7ERS E2RIHIBITm.

top & — MR RIEW T HE, HFEMITREMLIH T W e fil B, PUES A AT RA
S5

gnome-system-monitor j&—Fl top KU ETE TH, HIBHEERMA - AHF D) ge A
Rtk

7.5.3 {ulEEtL

ARG~ BN E S RG, BRAFZ a0, 8 A2 SRS TR oM i 7 S
MHZ. Fit, BEXHARAERAMESGL, BRAIMNRE— DA IrE. AR AR
AR B RN 1% 51 RS FRATTH B0 I AT — PR . AT LA AT DAL . RS
AR FFAE R A R T AR S B8 R0 B % ) TR
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{#E/fdpkg  --verify&iti+E

dpkg --verify (8 dpkg -V) B2—MRUKTE, FABESERAGHH QEEY
N2 BT, BRI AN M ZAE — NN R AT AR TR, dpkg 24K
SE AT AE B A B0 R RS 56 AL (W] fE /var/lib/dpkg/info/package .md5sums H ik
2D o —ANABENIEE ST RBEOR LS, A SR SO TR R, — ANk
M B 2 2 XHRIE RN Debian B3GR FRFEMTF . SHBh 2R e, AT LAE
i APT (w82 RS (I 8.3.6 TTHNZE) RIGIE.

HARIFTREC REE—TF, RE0E—ME, WEHEHT (AEFR#HZFRR) , e8& —MXtn
B . AL — RS (MD5 B SHAL) AR M, BERIE T RSN
BRAERNOARA, HARGU & R AR A, XA TN o XA PR
PA—ANR] B (K B 7 AR SUE R R RAS B — NS N R R BB . ERFIER AT
1, HAIE, T RZHARUEL, B ANIESR SOt TR A SIS N AR . IR
T E ERRE P P 55 T XL R R e, (BB B ATV I EATR AT IR %
BUBEE, PR A IS A AR [F) 48 SO AN AN [R]  BEATS 982 — TUAH =4 R RO 55

BT dpkg -V fir & RIS IEATA O A, IR N R IE 56 R AR SO
T o B TATRIN TS i o Bl . A2, dpkg BT BOANAE il K 2 Bl BT 75
foocdl, Dbt S . HarfOSOF e ut, 2R RIS £ 55 =770 B RoR

P Sy

FIF 5o

# dpkg -V

??5?7?2?2??? /lib/systemd/system/ssh.service
??5?7?2?2??? ¢ /etc/libvirt/gemu/networks/default.xml
??5?2?2?2??? c /etc/Ivm/lvm.conf

??5?2????? c /etc/salt/roster

£ LB, dpkg RS TAEEL RN SSH RS ARSI —IRA BB, 1h
[ R 1% 2 1 FH fete/systemd/system/ssh.service fic B SCE T Bc B SC - (K48 B8R B 1% A7 i
fE/etc HETH) . EWRSIHEANET SHEBRNIE X (TEE AFERPHFE
“c” HATHRID .

mEX 4 AIDE

AIDE (Advanced Intrusion Detection Environment ) T .EA] DIk & SO 728, iU R 4%
RS BAG AEA AR AL . IXFREHE B GG AF AR B E (/var/ib/aide/aide.db) 1, &
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G T RYG LA ISR (GRL. BUR. BB o iZBEE T DU aideinit
ABHTHIEA, RIGHER (il Zetc/cron.daily/Zaide 4 #a&E THENE. mHE
TR 3254k, AIDE 22 HAC A0t (/var/log/Zaide/* . 1og) FH4 K& B ip 1 &k 1% 45

LR

Sk e 1T AIDE fd Fl A st ol AR U BOC AR PIRAS RISl A R BB 45 R .
RYGEF AT AR, At e B b 2 R A e ORI . — A ATRERI B AT S
RAGS BB AAEE R AN k.

/etc/default/aide R Z LA AT DL T4 AIDE 3 IFE01T 9. AIDE BCE
1ifEE/etc/aide/aide.conf fl/etc/aide/aide.conf.d/ X (sSepr b, iXes
£ A i F update-aide.conf 4 f/var/lib/aide/aide.conf.autogenerated) .
et B 45 B I S SR R SR 1 TR A A . B, HE SR AR REHE AR, HER
PR SRR ORFEAAL, IS4 50 nT DLZABE HoAt ARk . {H 2, ATHAT RE 5 1) PN 2 P B 4 23 2
A BAARIRES, HEREEEASHREMN, #HEKKEL aide.conf(5) Ft.

SETAS (BUE E AR K #R47E /var/lib/aide/aide.db.new T4, WA ICER
AL ER & EIER), BT DU B B S 5 P .

Tripwire FIl AIDE AEF AR, FLEECE A TELE L —H. Tripwire Frie A oMer
PEROTAC B ST 2R N, IR RE S 38 AN Bt AR ) 2 28 50 12 I AN A i A

Samhain &ML TRLIKI RS, FHEER BRI rootkit (2 T 1A “ checksecurity Fl
chkrootkit / rkhunter #f:” B4 o EW AT LAFEM L By R, I B HERERC R E R
Gl %4 WARMAAE T R iR %5 2% L.

checksecurity # chkrootkit/  checksecurity 412 () J LA BB IA T DU R G il — b 22 k8 GERT AN
rkhunter x4 AL B setuid SCHFSE) , R fER AR IR N E AN EE 0. REH AN
“RAeRET, ERBAINERMUIEE KM Linux RGN 24E.
chkrootkit Fl1 rkhunter %k £ 7] UL 4 R & 4t L %2 3 7 % £ & B K1
(rootkits) o $RARKFE—F, MISERBAFPBR TR AR B i) 7 208 B AE
Zgih, M EEEINIEE . KOIEAREIRIE 100% 7T 5, (HUZ ] BLEIRFRA)
IXEEYEAE ) A (EAS A
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7.6

INGS

FEAF T, WAINA T ZE2PP RIS, AN TN D2k N S AEH]E
LARMKIN,  NA% 2 RS S RN PR BB, AT i 5 A S (R A R 58 o AT 18
T BT A P A S T PR P K AL L DR A e A B . ), e T IR DRI R
2 A s, T VRO ST FH AT IRAS U 28 8 A TR A JBUG

===} |= Pl
BOER:

146

ANy 22 At s TR) 25 VR0 THAF X A THT 1D 22 4 SRS

WA Kali fER—AAMAY7 ) R %5 8 E RS, ERsIRSMAGIER Rk
B, XA SABRINEERENRS (W 7.3 1) HrEk, Py ki
Mg PR ATV (S0 7.4 7

A LUE ] Fai 1 2ban K6 557 15 A Hh 55 65 58 fif Az R 5 70 i s s i o

WRIZAT Web %y, FILGEIE HTTPS B, AR b4 W 2% o HoAth A ik PR 15 3 =
EER (EIE‘E@,%%H%IE Cookie) .

TR 22 BN IRV A AR AEARIE B 4 N — AN b 7 6 31 o — N 7 R FE v e ldn, IR ZE
1A B AT BEAEHRAT v 18, BRI OGN B o I A g A s mT DA K 1 A
ERFEEZWRE—DER (B0 4224 , HHEMEH nuke B RESIRIIZ
B (S0 94471

EE D KEERN] (S5 7.4 75) ATLAZELIERR 748 7€ VPN BEEON MR 2 AN T AT Hi ik
Wi XN TIRUE/RFI M AL T2 4RAS, 2% VPN BRI, RS2 B R A iE
CITT A [0] B A b X 28 HEAT A3 190D

AR . Kali 8 7R TAE, CEIEaTa a4 15 i 15 55 2L
WEBERIRE T

Linux PWEZHRAN T netfilter [7 ki . (HRAARSE W02 F0 ] 7 75 SRASTE], B KR 1) 5
W 22 A AR K, BT DA AT B B AT T BRI S nE . AT LA iptables il
ip6tables 4 M F 23 (] R 150 By K B

logcheck FERFERINER/NEE — I LR H B30, I HAs 7w 5 Sl i AT Ak
EILGY, DMEMGE— ST top &AM EAXTHE, v LLE/R [T EEZIT

BEFEF R .
dpkg --verify (sidpkg -V) WKERIGHE NS, RBEPFLAAE L I FR G
i CAIRERRBGEE B0 H2 — R B0t 0] e S AR 90 A0 DA 75 Mo IR
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o AIDE (Advanced Intrusion Detection Environment ) T ELAJ DLKS 25 SO 52 80, (it
RGBT AR

o Tripwire I AIDE W AHML, £ ZECE A FIEEER)LF—FE . Tripwire Frig 4
HMRFIE AR B SO AT ZE A AL, SRR B0 2 A RN FL AR 1) 225 500 5 P A
[} 7N

o TERZAEM T AT LA EAEH rkhunter, ©RTUX RAHHT R4 E, chkrootkit
AT DL SRS Bk R 4e 2 TR AFAE rootkit (FRBCEZHAE) -

TER—%F, FATEIT I Debian EEANELE M35 A . RPURHES THEIER Kali
JEZ A ) Debian FTA M58KRE T, FF T RAEIF RN LAl il X Fhos oK RE 7). BEE R
&, F—HEMAFMEYLES, HElIMECHEE, WRIRTER N —B LM Kali fP, 3
LARILZLT fi# Debian (25 A e B AR5

3

231 —NEIKaliZ

B 8 AR I Kali AL B0 o

e BRI Kali By kh%, Al R it 22, 80 F1 443 i M _EA NG TCP %42,
56 UF o Ath gy 112 75 Re % B 1A S A #2757 40 netcat %42 .

Bff DR L6 R0 U 7E 55T J5 s S TR A 2%, BT B Bk A !

A 0N -

%3 2—KalifR 55 iz

1. 7ERA Kali 41 %35 logcheck.

2. HABIMMBIRACK SSH s, HELGAHERERRLLEAT R, FHERK
R .

3. I —> logcheck [ cron 4, ilb'Efg/hEFig T —Ik, FE{E/data/$(date-time).log H
P — A H B
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B3 3—Kals R FZ 2 IE

1. EARA Kali EHL 2% tripwire, FHIAL/var/www/htm b/ S92 ()28 550 .
2. WMRREES Y, REEINRZ “UHRGHE G PIRERR. RIREAR TH?
TRl &, A ZEE EAT.

R

GBI A—THAR

XHEA—NKRT iptables WRE: HABEHE. 7RATDMHE — & WA LR 15
it hostapd A8 il — AN To gk #hob . BARMIE Y T B R -
iptables -t nat -F
iptables -F
iptables -t nat -A POSTROUTING -o ethO -j MASQUERADE
iptables -A FORWARD -i wlanO -o ethO -j ACCEPT
echo "1" > /proc/sys/net/ipv4/ip_forward
. (DNS, dhcp still required)
A, HEFARE T reference guide for iptables XN EH 17 IS %157 .

@U‘I-hwr\.)l—‘
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$E8E Debianifi4EEE

PSS
o APT féify

o AR R
o EZ%IK) APT FC & Afd
o HMALZEE]: N Debian HB-AEH RS

o /NgE

TETHRET Linux BEAEAIHRZ JG, 2 FREATE2IHT Debian KATHR A EH R4t .
EALHE Kali 72 1R ATHCH, Debian B I — RAUARAELIITRRR, 3 504 B 24 mT LA
PR TR OE E RGN Kali 45 E IR T, SIREES A2
HuHERR R, BURAE Kali Linux A BROsE R 3 0C T % Fh T B 5 S AR 7 13 Bh ek .

TEAES, RATES2H Debian BMAFAER RS, H A 4H dpkg F1 APT £ T H. Kali
Linux MR RG AT RiG, X2 M —NEERA, SR8 TR T A% H
M2eds. FHe. BRI E TheE, H2nT DM LB ERS. TH Kali &4
EEREE, AR BIRE IS A Kali, JFRE R K WALIR 2008 A . 7 BRAT AT
SRR, RMEMERB TS, R gec. make Fl configure WIERIRACH Bt 2, HENH
FEFP R O 2B EE K, T FLARIEAF T 2 o] 58 4 b R X L6 R Y . TEIX LA K E AN 2 —
ANREMHET, NG 2 %aTH, mTFaRAEHA RS, RARINLESE Kai /R4
H, {HEATH Debian A HAEE AT HE R FATHR S A7 0 B0 IE G A TR 22 25 K e 5 pf
fi, PAKEATSR RG AT AR, R AR TR B — S R T IE LR, X — R
BRI NEE,

WA APT KIFEARERTTAE, BT —dtHaMmEREaMSEH SNE, 1%
St T RAMN R, RIEERNRR, DHBIRMIXA R REM T HES TR
JSLZ AR R FH AT
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8.1 APTERA

AT dpkg AT APT FRIZEASE L. HEIRAN Debian B4 L1 B 52 B BUT- 45 .

8.1.1 APT#Idpkg<Z BJHIXZFE

Debian A6, H S A2 — AN 3O B AR PP I R 4 S0 . kil Cdeb SO BLIIALE
Tt EE SO AR ECCR)D T YRAED AL T R (R YR AR R A A
Fr 5 (1484 . Debian 360 H 60, B AR 7 SO DA R Fopth o s, Forb oo 8ol B 466 B R
e 5 RS S, (R A4 FR - DA AE AL IR 2R i S SHAS R B ml DABRAT AR & (e e B AN
FRE)

dpkg T H@ & AT DR GF M AL BRRI 22 35 - Ff . deb FfAL, (HE s 1) koD 50 V200 2
BRI R (kb EED I, B BHIE R 223, BOA'E TR 12 48 ok A X e
WG ZR, dpkg R RS FLH A R ORI AHLLTT S, &RITE TR (APT) , G
apt Al apt-get, IR LR fe kb Ab B 5T B 2 ff R AL IR R . FRAT K AE AR &R T 5 43 ik
dpkg il APT T.H.

dpkg @42 &% FH T 48 Debian WAFEMEAG L, THKRME. 722 deb
B L BN HAR N 2. SR dpkg A% T Debian —MRHARGME: BRIERS
R T4, ARIRIEG AT ERIN T A4, AR AT R — ATl Bk, ans
WA IR ELBAT W6 2 AP AR BOR R, IR 36 'S R W . B AE APT fiftdhe 73X PR

APT & &I Debian ¥ FHLA1 Debian F45 b 23 B RS0 T E . ARA LU A
APT RzZeFIMBR SRR . S B AR RS . APT & ZAE T B R — ek
MR EERE, EAMAT AR RGN, E2% 8RR 2RI F R
FRROC 2 (LR AOBUS I & SRR R D, I H 302 i 2 22 38 B 75 1) & Fh 264
APT ##iT- dpkg, {HY dpkg A, BKARETE 2 N — MELIF LA, H55 1%
AR R I, T dpkg R B2k — /M T AM RS ER S, 1 E A2 B 3 fig T om

WERIRHIE Linux RGEMRKWE R, NMiZaAEH gee RémiEfF (HLEAE make
configure T HIEHHIT) MK, WAVRE ESICEIE RS, Frul e
MRRFAZ MR, XSG . ARZEE I 0 1P 1 A2 1) 25 e 25 RS R 7
B, G ARSI T — 3 S EEREE, JF BLHEWT iz 5w 2 TRV D AN, B R TR B
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At R AR 8 I T B o T R P25 TR R () P EAROR TR, P IR B4, I SRR
SEIBHE, GIRIUR]TE R, (AR AT B S B R RN, R 7 ) — MK

APT [WHILELR R T 3 B IRATE JOX AN L), B 2 H A 1 BEAR 7 XHs AT PR B 75 5K
MK FR, FHBIFERATM . APT BUIATT DLEHEAE Kali Linux EfEA, {2 APT FEAE Ji g
1o AL TE T f# Debian A1 Kali I8 RG02 WH] TAER, IXXRZIERAE. BEH
BT AR AT LB S )RR R AR A I . APT BT R Kali Linux () H % TAE
o, fEARZEF, RATEANHE APT XATHE, SRR ERZE. MER. FHZmE R
e, PLAS RARIETEANF Y Linux RATHRCZ MR . AT thie T APT
METEAL TR, s W 3e ik A R IR I S, FRIRABEA “IREh AR X — W&, it
AR T H % 33 Kali Linux £4t.

RN BT dpkg AT APT Skee H5E A2 1, AL —T APT 1)L
TEIRER, FFiTie—sefl e KIARE.

BABMEABE R IMARNREITRSA SRR, ROER B ANH - FHEA RN
—eef . RARORE NS EEREFAEHE, AZEM HAR” X
W, BARERSE AR TR (2 T Muh. FTP IR954%. CD-ROM Stk
AL AL AR

APT MWEMEE CRATEETEGE RS, Bl AR BRI SR 3RBURI B 4G 5% 1 3 .
/etc/apt/sources. list X7 T Debian AR A TFHATEE (J5D

8.1.2 IEf#sources.listx{4

sources. list U208 SCRARIR I OCBEIC B SCHE, 1 R e I 254 DL A an ] fic B 4
2, A APT JGiEfERA e LR RSO T iEiT. RICREEEWIEE, &F
Kali Linux BEA A& R e . BN 58 5 [ WS U5, AR AAT LSk APT 7.
/etc/apt/sources. list XXff (Ll J/etc/apt/sources. list.d/*5|%& 1)
IR AT A T —/NMEMRER, =3 EH, BHEE . R RS Tk
# deb cdrom:[Debian GNU/Linux 2016.1 Kali-rolling_ - Official Snapshot

= amd64 LIVE/INSTALL Binary 20160830-11:29]/ kali-rolling contrib main
= non-free

deb http://http.kali.org/kali kali-rolling main non-free contrib
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BAVRE B XA CMHIEDR . BN BERRIREA.

* deb FoR I

e deb-src FRVEACHDFD

FEAFBOR AR URL Hidik. &7 DL E Debian 5455k R 25 = 77 1 H A i 1
fil. ZMEERTLALL File://FF 3k, RIORTE RGN SCIFZ IR GEH 22 35 I A Hb B A5, R mT A
H http://73FR"0] A Web IRS5#5U7 10 AR, LA Fep: /7 Sk FRIMETE FTP k%545 1
AT AR . URL AT LALL edrom 3k, #K/n#:T CD-ROM / DVD-ROM / Blu-raydisc [
BRI, AE BRI 45 1 22 2 g v o e g, i DA I A FH PR3 A1

fE cdrom XNk H R ER M A4 A CD-ROM / DVD-ROM. 5H A% HA
[}, CD-ROM FfA G ZR ), B el NsREh &, JF Hid s — Rk R gE i —14
KA. BT IR, XA R R T R R A R F], s apt-cdrom FEF,
WEMA add ZHEIAT, REHSEBER, RBGREANIKSIE, HONEAE RIA]) 5EH
WZ, BT ERR ST FRATT AT DU FH A rp R e SO, R 3w 6 R 2580
R CXANMEREEHEE apt update 45D « ZJ5, APT Madlthit R S En®S
(125,

B — N BN BB T A A S50« ST B S DA, B LR ) BT A
WEFH3 CGRIETEFTHRM / AN B AA T N — R B %, &F—FE o e 4 Rt
HE—AFRE <07, EROEYMERTEE FEAZRT, iR ESETERE URL HE
B o ARTERSE WIEDL T, AR5 — A Debian Bifg, BAZANKATHUNH %,
AN RATHL A Z A AT EREAEN T, M6 a4 Rk B R AThG, 285 B AR E A
ff (5 section) o FHIFRATHAMAKAH.

Debian 1 Kali 58 T R 38 FE R VE el iE, e =%,

o main2& ! i A, 2 58 43% M Debian Free Software Guidelines {46,

e non-free CHEFFIED KANIAE, BNEATEEFFETFEVER, (BT 0] LA 52 BR 1

e Contrib (TTHR) BALZIEILMLIKHE non-Free JLRIBITI— IR, XLk

JLER BB non-Free MM, BERTFFESCAE IR ROM. BIOS #:iill#5 3Kk2)
%5, Contrib JS 8 id £, 5 8 4 T B /R & 4Rt A oo R A RBAE FH A S B B,
VirtualBox, & 72— /N EFFUR R4 B 25 SR B — LE SO A RRIS AT

DUE, BATRE B IBLARAER Kali Linux AT RS A2 .

1 https://www.debian.org/social_contract#guidelines
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8.1.3 Kali#x{4EE

Kali Linux ZZiHbr#E sources. list XA E T — A HM4EE (kali-rolling) AT
HIRB =2K4H4: main. contrib fl non-free.

# Main Kalil repository
deb http://http.kali.org/kali kali-rolling main contrib non-free

HATREE B Fh Kali B

Kali-Rolling

KR RGBS T B MO L. B — N T X Debian iR
FRRT Kali $5 58 BBk T & 3 8 1E, SREARAE Kali-Rolling FR AL AR % 28 #7T LAAS 311535
B AR, PRAEE AT A T AR, BTSRRI 1] 2 2

[5 4 Debian iR & K #LE & J 31k, Kali-Rolling /& itk . 45 H 5 &b 5 B a2 45
FHH— R, Kali TS 2 e .

kali-Dev/E

XATEAEFEAR B A XE . EIXE, Kali JFR A RS Kali 5 e R4+ 5
Debian Mz 51 S i 5 SRR 1] 75t

ﬁ&m%ﬁ%#@ﬁ%%%%ﬂﬁ BT LA N SRR 75 2 — Mk A $llik - Kali-Rolling )5

o RATLAMGEAN FE BRI TS o H IR 3@ 7 5 A WL

Kali-Bleeding—Edge%E

XA EAZEE T L Git (50 Subversion) JEH IR XA LF AL R R T LA 1)
AR BCE IR A 24 /N LN SRAS IR IS AN T o 1K R ISIEAR ) LUFHRAS 1) Rk 5 2 5 O
W KEAEREZ,

B R X SRR B S MR B B . WR R R A AR TR CER g
T NHRKED AN RAEETRELIEER . ERNXAER, APT Xt ek fTis
i, A ESINEZEERIE, Rl R ETH

fRal LB dm i/ etc/apt/sources. list RiEM#EE, si27E/etc/apt/sources.
list.d HRE NEFUWE DM, F—FEeT DMERERK RA sources. list R
FERBE . fEIRXAMEFH, BADERRAIE— A EM /etc/apt/sources. list.d/kali-
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AANERBEENLEES

bleeding-edge. list 3, WAL F:

# Kali Bleeding Edge repository
deb http://http.kali.org/kali kali-bleeding-edge main contrib non-free

Kali Linux$&{

_F- T # sources. list 45 [ http.kali.org . iX & — > iZ 47 MirrorBrain ' I 45 28, H 30 R
HTTPi%EEKEfEfﬂﬁﬂ%ffﬁi&iiﬁﬂﬁﬁﬁ’%ﬁ{%o MirrorBrainii &M 5e 8 IRk %5, LAMBIR EATIEH &
17, HHREHA , B2 HIREE M B — NS TR RIF SRS 5.

WABEBEER

WRERMBEGIEE 7 W8 (flniz4r apt updage iy 4R T ) , AT BLA#E
curl —sl @& REFMH AWM EER T

$ curl -sl http://http.kali.org/README

HTTP/1.1 302 Found

Date: Mon, 11 Apr 2016 09:43:21 GMT

Server: Apache/2.4.10 (Debian)

X-MirrorBrain-Mirror: ftp.free.fr

X-MirrorBrain-Realm: country

Link: <http://http.kali.org/README.meta4>; rel=describedby;
= type="application/metal ink4+xml"

Link: <http://ftp.free.fr/pub/kali/README>; rel=duplicate;
= pri=1; geo=fr

Link: <http://de-rien.fr/kali/README>; rel=duplicate;
= pri=2; geo=fr

Link: <http://ftp.halifax.rwth-aachen.de/kali/README>;
w rel=duplicate; pri=3; geo=de

Link: <http://ftp.belnet.bes/kali/kali/README>;
w rel=duplicate; pri=4; geo=be

Link: <http://ftp2.nluug.nl/os/Linux/distr/kali/README>;
= rel=duplicate; pri=5; geo=nl

Location: http://ftp.free.fr/pub/kali/README

Content-Type: text/html; charset=is0-8859-1

BB A 1] AR ARAEAE, AT L4 AR /etc/apt/sources.list, SR 54w A0— NS ITIRZS 1IE %
HIBE M, K& hitp.kali.org X 25105

A 3 A MirrorBrain S2f:  http.kali.org 4E47 8447 %, cdimage.kali.org ¥k 55 F A7

1 http://mirrorbrain.org
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fii 1 CRANH 1SO 5ifR

» http://cdimage.kali.org

WURARAREE R IEFUR Kali Linux 5485103, AT LR mirrorlist 78 I EE T 47 %) URL
o, B ndE A http.kali.org 5% cdimage.kali.org ¥ /5 1Hi »

» http://http.kali.org/README.mirrorlist

» http://cdimage.kali.org/README.mirrorlist

T MirrorBrain £71E 1) —SefR ], XLLHIRIFATEIL (52 FR T 25048 [FE 52 k4 287 [] 1 B
i, RZIFHREGIAS LIS RS, BRAMRERXLEEZ) . HEHPUE T RIFIE
B, FFHENE T REF, $4k 7 REAE ] 5.

8.2 MHBEMNE

HERATHRT APT 25, ITRES % APT B IEMERVE, A3 APT ¥4
. 223 EEAE R LK Kali Linux RGFA%. RAEBRNMNEE @GS, EEEEAR
APT T A.

8.2.1 APT#Ia

APT 2 —/NMEXMITE M TRE, HAEGYI B E S 7 — MR D . A
MPfAERE, B2 4L apt-get fil apt AL 247 RS/ LA,

SR B 2R =T ERAG TR, ATt PO, #lin synaptic fil aptitude,
PAVEAE TGI8 REX M THEE KK apt 4N TH, HEITEL SN A
Hpp)—2TH, PUALENZER—SEE2EEE R,

TEAEH APT B, RpiZE A apt update K FE 4F ] HEAERIGIER. FRN&
PR AT A A L RACRS Z1) 2 FEH B S AU HEBESE Debian FR AWK, HLHE WY 2532 4
HEERAE, XATReHE LR, 4%, WA CD-ROM/ DVD-ROM K5 Fiak 2%,
IEEERSZ, FAREEENA .

8.2.2 wERYHY

HiT Debian BfFERGAE BN 5 B ARR A 42, P AEATT AT DAAS T 2555 18 B KRR
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R, EHEEIRE S . NHBATREF WA dpkg M apt 24Pt

{FEARdpkgLE=RIHE

PR B AR, dpkg EREZO TR (HEMHEGEE APT [EHEAD .
FRELMH, cheEik, FNEARATHMATE Internet iz, &, dpkg AR ;z%
ZHA AT B R E AT, T dpkg EBAFEZAT, Reaieg FE T (B
fin 77 3R WA a .deb SXff, RE AR M -i Bi--install 2L,
Jo.deb W8S, AT LAOFAR 23t 1.

# dpkg -1 man-db_2.7.0.2-5_amd64.deb

(Reading database ... 86425 files and directories currently installed.)
Preparing to unpack man-db_2.7.0.2-5 amd64.deb ...

Unpacking man-db (2.7.0.2-5) over (2.7.0.2-4) ...

Setting up man-db (2.7.0.2-5) ...

Updating database of manual pages ...
Processing triggers for mime-support (3.58) ...

BATAT LS E R, dpkg AT 7 WPLEL IR, 0T LLE BI7E AT I i) £ R AL 1 5 o 4
o - S-—install I E TR WRIEAI IR ATIC B A . Rt nT L
3 #lf# H-unpack fl--configure ETUM A HATIXHAN LB (5 APT fEF 81817 —H)
HRAEAT 22
# dpkg --unpack man-db_2.7.0.2-5 _amd64.deb
(Reading database ... 86425 files and directories currently installed.)
Preparing to unpack man-db_2.7.0.2-5 amd64.deb ...

Unpacking man-db (2.7.0.2-5) over (2.7.0.2-5) ...
Processing triggers for mime-support (3.58) ...
# dpkg --configure man-db

Setting up man-db (2.7.0.2-5) ...
Updating database of manual pages ...

WEE, F LmErE g,  “Processing triggers” X —47 48 K e AE ML WAL H S R A m
Ml B B AE o SO AR R AR R B B AT AR RS o I 40, mime-support R L M AR
/usr/lib/mime/packages H3%, &4 HFEHEEMAN, BT update-mime 7y
4 (Ltn/usr/lib/mime/packages/man-db H34 man-db HIA84L)

Y dpkg EVELEENPAEN RESIREEHRE R REN, AEE LLtE L
dpkg ZHEIXANH R, HFHEERIN--Fforce-*ETURBEI XA W&, HaThik dpkg 81T %
b, BATWT LI dpkg --Force-help i kK BoRiX AT S 5%, Hi
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i, ARA LM dpkg Sk 34T 225 zsh:
$ dpkg -i --force-overwrite zsh_5.2-5+b1_amd64.deb

FESKBR R AT A, AR W] RE B B A — MR E W BRSSPk 2 — DR
FEZE—ANCEH A — 2B SRR, dpkg B4 23X MR S RoR i
TR AR SRR -

Unpacking libgdm (from ..._./libgdm _3.8.3-2_amd64.deb) ...
dpkg: error processing /var/cache/apt/archives/libgdm_3.8.3-2 amd64.deb (--
= unpack): trying to overwrite "/usr/bin/gdmflexiserver®, which is also
= in package gdm3 3.4.1-9
FEIXFRIEOL T, A0 AR RITE B 43X S S R G AR YRR 2 K GE W R XS
), MIAT LU F --Force-overwi rte iy 478 i 1% SCHFHET 2235
BIk--Force-*HVFZ A FHIIET, HA]HE A A --Force-overwirte 2% M.
FUAth P 28 U ST R AR IR S LT AFAE B, O 7 38 55 A L) BT RN, o o AN A F I
LB ST, RN EA RO R R G — B AN AR E .

(ERAPTZEE,

APT Lt dpkg %32, JFHEER GRS TRZ T, R KIER APT SHMH6
AR . RATLMERH apt install package XFf—/ME AL, MRGHRMN—A
a7 L) 22200 . APT I RE B B R 22 SR e b B2 A AR A 00 -

# apt install kali-linux-gpu
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
oclgausscrack oclhashcat
The following NEW packages will be installed:
kali-linux-gpu oclgausscrack oclhashcat
0 upgraded, 3 newly installed, O to remove and 416 not upgraded.
Need to get 2,494 kB of archives.
After this operation, 51.5 MB of additional disk space will be used.
Do you want to continue? [Y/n]
Get:1 http://archive-2_kali.org/kali kali-rolling/non-free amd64 oclhashcat
= amd64 2.01+git20160114-0kali2 [2,451 kB]
Get:2 http://archive-2_kali.org/kali kali-rolling/main amd64 oclgausscrack
= amd64 1.3-1lkali2 [37.2 kB]
Get:3 http://archive-2_kali.org/kali kali-rolling/main amd64 kali-linux-gpu
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= amd64 2016.3.2 [6,412 B]
Fetched 2,494 kB in Os (3,060 kB/s)
Selecting previously unselected package oclhashcat.
(Reading database ... 317084 files and directories currently installed.)
Preparing to unpack .../0-oclhashcat_2.01+git20160114-Okali2_amd64.deb ...
Unpacking oclhashcat (2.01+git20160114-Okali2) ...
Selecting previously unselected package oclgausscrack.
Preparing to unpack .../l-oclgausscrack 1.3-1kali2_amd64.deb ...
Unpacking oclgausscrack (1-3-1kali2) ...
Selecting previously unselected package kali-linux-gpu.
Preparing to unpack .../2-kali-linux-gpu_2016.3.2_amd64.deb ...
Unpacking kali-linux-gpu (2016.3.2) ...
Setting up oclhashcat (2.01+git20160114-0Okali2) ...
Setting up oclgausscrack (1-3-1kali2) ...
Setting up kali-linux-gpu (2016.3.2) ...

R A LA apt-get install package, (¥ aptitude install package 7%,
KPR R HES L, XN TEMMER—FR. EEHAHET, K
SFEH, EERTIHEE A R RO BRI, X8 T H AR i R

R sources_list % 7 )L K47 A, A LLAEH apt install
package=version K15 & /£ ) WM 0 R A, HREZEF M H apt install
package/distribution f5&EM\W/NE (Kali-rolling. kali-dev /% kali-bleeding-edge) K
B — A B )R

A dpkg —#F, REET LUER APT 5847 23— AN A8 H --Force-overwrite
O, HRIXAMEEA AR, RSS2k i4 dpkg.

# apt -o Dpkg::Options::="--force-overwrite"™ install zsh

8.2.3 EHiKali Linux

VER—NESHTFRIR Linux £48, Kali Linux BA 8 KKTFREE . Aix—T0d, A1
W2FE BTN Kali &2 AW, FRATERE I 10 a0 AT i) 5 /R 1) 5E 37 g

EEVCE AN RGIAT R, BRUONIEIE T DO RGBT RN T o FH
WA, e apt update fv A HE T BRAFIE AR, REH apt
upgrade. apt-get upgrade 5{ aptitude safe-upgrade fir4 K5 # C 22 B .
X2y 4 25 AR Lem] DA THR B AR, T AS 2 I BR AR AT ART R o 30 2 i 3
1B 471X L iy 4 1] DULE ORVIE 58 5850 87 B I A 32 T R AT REAN T RARATRR L. EHE W R4% E,
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apt-get & fH g E % T aptitude Fl apt 4, [RUN'E S 904025 A T 50 2 285 1 4%
(RO

apt T HIER SRR BORA CRFE kali-bleeding-edge I8 H 4 A4 1) BT
WA, BROANEOLTR, SRR AR 5 i 2SI

W AR KR 8 (R R R B A, T LM -t Bi--target-release 24,
IR FH R ER L2 (B, apt -t kali-rolling upgrade) . 71 i Gk fd
apt WERTH B EIX ML, A LAfE S E/etc/apt/apt.conf.d/local #F¥N apt ::
Default-Release “kali-rolling” .

WFEEENFG, PR FEFERAT, nTLMER apt full-upgrade 4 5¢ 8 Ft
. apt BN ANTHITE S REFHA RN TAE, SRFLERIHRARAFEE, 5#H %
SOOI HRAE . XA tEH T E AR Kali 2% . XEARRHEHR? JIFAFE
2R EERAE . APT IE 2T IX MR BT 44 75 B AT 1 o

5 apt Al aptitude A, apt-get Jf#%F full-upgrade 4. RA] LA# ] apt-
get dist-upgrade (distribution upgrade) #iy4kAf% Full-upgrade @4, JfH apt fl
aptitude T 1A 5 A IEE EHHE.

BWAEEMBE N TR LS 8, RafLh2e%E apt-listchanges FAFAL,  IXANEAE AT LA IRIR
TR — AR L AT AR IE B A& AN R . X L6 (E SR R E YR N RS 1, JRRE
/usr/share/doc/package/NEWS .Debian sffH, (Xt (Bifd@Ent apt-
listchanges SR&E) , A LLA T FRgEG AR 2 BRI

HM Kali BRRINEATZ )G, HZE— R AT LR S8, — RIFGUF JLIRATAS 2
ot Ba, FWAINIZZ ATHH—% Kali Linux We? HSuxX IFka — Mt brE, 2
At SR, RIS %, af DAL R LS BOR T R 4t

o URE IR BIE B HT S 5 e A 1]

o PREE T S RS T RE 2 A& R ARIE B AT 1% .

o TERRTHG IR 200, HARIRII R G RBOHARAS, I Ho i @in] LA I

o BT TR RG] LSRG — R A W Bt M 2 B T .

WAL, BAFAETG. Flan, LRSS REEEAS R — AN TR G U A

o WIRARIELE M) TAE VLA AT T (o, F o] RE R Y, B8 1R AN fa 22

HL R A — AN RS D, B UF 55 LG A SR S I R SR B DT 20 2 A mT e 9 N BT f]
] R, PR R G
o WIREBIEH —ANERIIATHH, VRFECHTRAR 1) R G 0] GEEAT 1) 3 # R B, 151
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wn, R AT—ASHTH) GNOME RiASIS , S H AN A A B — VRS 8T, IR P RE A
BAF R IFARAS L R A BRI 3. K2 HOs 00 R A S BT A [, & mT PA B K
FIBL e XS, (SR HIAL, — N R Y AT e b TR R AR, =
BOCVEIE R TAE.
o Wik apt full-up grade v (1% HH 5272 K5 M Bk AN X R £ AR AR i 2 f) AP
B, EIXERILT, RFEER AL, JFulEFEM A2 Z R sh sk eAl.
WP B AT S 7, Rt T REAR A 21 [ R AW FH LU, B0 55 2L
LI EAT R, R BB AR A B, B AR T AT T 4
—k U, BRI K Kalio ARZIRE] DL RABHEAT —IRTH 4, (HIX R
B LI S AR ) B2 B O o BB R AP IR, R E Debian [ 5Bl H &K
R —

8.2.4 ENEFBRIEE

EEEA A e SR . AEIRATRE B T dpkg A1 apt fir & MR — AR

i dpkg MEREAEL, AFHEERME-r 8i--remove &I, X5 H0 BRI 2R,
B2, ZXFMMERIFAMIE. AR E I 4R, HEXH (RGEHE) - F
FEFPA R EE (Bt LDAP JR554% H A A B SQL RS S B EN S O BB
A PR K 2 B0 7 B R RE AR o MO B T DU FA ML EN B P, A S T LA AR (R C B
HT AL, T EARBIAS 2 M B

40T T A I A 5
# dpkg --remove kali-linux-gpu

(Reading database ... 317681 files and directories currently installed.)
Removing kali-linux-gpu (2016.3.2) ...

WA LM apt remove package 4, MARZE MR . APT X H S ERX AN
A, DARAKH T bR B i AR B L. 15 dpkg MBI+ —FE, FCE SCHEAIH P A S
WMIBR o

BB ARINES, WTLMER apt (5] apt-get #l aptitude) fA1ER— 44T
b R A, R B HAR AT L. A apt install @4, g ¢ - 7 I B E M
BRI A RS, W “+” BIRABZE BT

NIRRT RPN AR 222 packagel % package2 17572
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# apt install packagel package2-

L---1
# apt remove packagel+ package2
[---1

XA TR AT DL SR By R S S B e iy 22 k%, 9l T Recommend 3 il ) 2 i 42 2
(FHETHED o — Mok, RS R AR R SRR ME B E N SR AR R T R E AR
MR 5B SR BT A #dE . WL A] dpkg -P package H( apt purge
package & IHMRIMEL. XK 58 M R PTA P BdE, A apt LRGN
T, MRS AR
# dpkg -r debian-cd
(Reading database ... 97747 files and directories currently installed.)
Removing debian-cd (3.1.17) ...
# dpkg -P debian-cd
(Reading database ... 97401 files and directories currently installed.)

Removing debian-cd (3.1.17) ...
Purging configuration files for debian-cd (3.1.17) ...

BH B TRRMRKERR, EWUAERSIIT. RS RE U152 AR

8.2.5 KEZRKE

BNk, BATRINIR— 0] ] TAS 7 Debian #-E0 T B . FA T2 1850 5 al 44k &
NP Y dpkg. apt fil apt-cache 4.

EHdpkgEUEERE . debX 4

FRATTIN AT 1) A E 2504 2 1 dpkg JUAME T 4G ik . dpkg ¥R PEA7f#7E/ var / 1ib
/ dpkg HEM XM RGH, &2 N80 BEMWA (/ var /7 lib / dpkg 7/
info) . B3Rty (/ var / Lib / dpkg 7/ info /7 *.list) LI EEA
Oz 3 A PR S S (/ var / Lib / dpkg / status) . aJLM#Ef] dpkg 5it3k
WP SO AT S B TR, RZHOEDUES AT AE K S HRA (— A E AN, DL
RIS , R —NMESHERA (AT, @ R KA — AN R | 55, f
/2R EEZ) o XAMRBIRE W, 4E POSIX FrifE.

B, WAPREE--1istfFiles package (Hi-L) 14, %4 &6 E M 23
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GO ELR

$ dpkg -L base-passwd

/.

/usr

/usr/sbin

/usr/sbin/update-passwd

/usr/share

/usr/share/lintian
/usr/share/lintian/overrides
/usr/share/lintian/overrides/base-passwd
/usr/share/doc-base
/usr/share/doc-base/users-and-groups
/usr/share/base-passwd
/usr/share/base-passwd/group -master
/usr/share/base-passwd/passwd.master
/usr/share/man

/usr/share/man/pl

/usr/share/man/pl/man8
/usr/share/man/pl/man8/update-passwd.8.9z
L---1

/usr/share/doc

/usr/share/doc/base-passwd
/usr/share/doc/base-passwd/users-and-groups.txt.gz
/usr/share/doc/base-passwd/changelog.-gz
/usr/share/doc/base-passwd/copyright
/usr/share/doc/base-passwd/README
/usr/share/doc/base-passwd/users-and-groups.html

T K, dpkg --search file (Hi#-S) fir B bR AT I 2640 .
filln, HEHAE/ bin / date L

$ dpkg -S /bin/date
coreutils: /bin/date

dpkg --status package (Hi-s) 4 E/n OB EEE R, i, ZEER
coreutils G i) # E5 B«
$ dpkg -s coreutils
Package: coreutils

Essential: yes
Status: install ok installed
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Priority: required

Section: utils

Installed-Size: 13855

Maintainer: Michael Stone <mstone@debian.org>

Architecture: amd64

Multi-Arch: foreign

Version: 8.23-3

Replaces: mktemp, realpath, timeout

Pre-Depends: libacll (>= 2.2.51-8), libattrl (>= 1:2.4.46-8), libc6 (>=
w 2.17), libselinuxl (>= 2.1.13)

Conflicts: timeout

Description: GNU core utilities

This package contains the basic file, shell and text manipulation

utilities which are expected to exist on every operating system.

Specifically, this package includes:

arch base64 basename cat chcon chgrp chmod chown chroot cksum comm cp
csplit cut date dd df dir dircolors dirname du echo env expand expr
factor false flock fmt fold groups head hostid id install join link In
logname Is md5sum mkdir mkfifo mknod mktemp mv nice nl nohup nproc numfmt
od paste pathchk pinky pr printenv printf ptx pwd readlink realpath rm
rmdir runcon sha*sum seq shred sleep sort split stat stty sum sync tac
tail tee test timeout touch tr true truncate tsort tty uname unexpand
uniqg unlink users vdir wc who whoami yes

Homepage: http://gnu.org/software/coreutils

dpkg --list (-1 %8R R4 OB AR R ILZRRE . r] DAFES i b
iR grep RIERFETE, SERMERM (W1 b *) KRR SFEH MR TR ILE
AL, FHREIFEFFOMRHERSE. G, ZERE “D” FFkM A SRRy
$ dpkg -1 “b*"

Desired=Unknown/ Instal 1/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-aWait/Trig-pend
|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

|1/ Name Version Architecture Description

+++

ii b43-fwcutter 1:019-3 amd64 utility for extracting Broadcom 4
il backdoor-facto 3.4.2-Okalil all Patch win32/64 binaries with shel
un backupninja <none> <none> (no description available)

un backuppc <none> <none> (no description available)

ii baobab 3.22.1-1 amd64 GNOME disk usage analyzer

[---1
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dpkg --contents file.deb (Zk-c) 45 HFRE .deb LA T S

$ dpkg -c /var/cache/apt/archives/gnupg_1.4.18-6_amd64.deb

drwxr-xr-x root/root 0 2014-12-04 23:03 ./

drwxr-xr-x root/root 0 2014-12-04 23:03 ./lib/

drwxr-xr-x root/root 0 2014-12-04 23:03 ./lib/udev/

drwxr-xr-x root/root 0 2014-12-04 23:03 ./lib/udev/rules.d/

-rw-r--r-- root/root 2711 2014-12-04 23:03 ./lib/udev/rules.d/60-
gnupg-rules

drwxr-xr-x root/root 0 2014-12-04 23:03 ./usr/

drwxr-xr-x root/root 0 2014-12-04 23:03 ./usr/lib/

drwxr-xr-x root/root 0 2014-12-04 23:03 ./usr/lib/gnupg/

—-rwXr-xr-x root/root 39328 2014-12-04 23:03 ./usr/lib/gnupg/gpgkeys ldap
—-rwXr-xr-x root/root 92872 2014-12-04 23:03 ./usr/lib/gnupg/gpgkeys_hkp
—-rwXr-xr-x root/root 47576 2014-12-04 23:03 ./usr/lib/gnupg/gpgkeys_finger
—-rwXr-xr-x root/root 84648 2014-12-04 23:03 ./usr/lib/gnupg/gpgkeys curl
—-rwXr-xr-x root/root 3499 2014-12-04 23:03 ./usr/lib/gnupg/gpgkeys_mailto
drwxr-xr-x root/root 0 2014-12-04 23:03 ./usr/bin/

—-rwXr-xr-x root/root 60128 2014-12-04 23:03 ./usr/bin/gpgsplit

-rwxr-xr-x root/root 1012688 2014-12-04 23:03 ./usr/bin/gpg

[---1

dpkg --info file.deb (F-1) 4 E/R1EE . deb LISk FB N A

$ dpkg -1 /var/cache/apt/archives/gnupg_1.4.18-6_amd64.deb
new debian package, version 2.0.
size 1148362 bytes: control archive=3422 bytes.

1264 bytes, 26 lines control
4521 bytes, 65 lines md5sums
479 bytes, 13 lines * postinst #1/bin/sh
473 bytes, 13 lines * preinst #1/bin/sh

Package: gnupg

Version:

1.4.18-6

Architecture: amd64

Maintainer: Debian GnuPG-Maintainers <pkg-gnupg-maint@lists.alioth.debian.
org>

Installed-Size: 4888

Depends: gpgv, libbz2-1.0, libc6 (>= 2.15), libreadline6 (>= 6.0),

w 0.1-4 (>= 2:0.1.12), zliblg (3= 1:1.1.4)

Recommends: gnupg-curl, libldap-2.4-2 (>= 2.4.7)
Suggests: gnupg-doc, libpcsclitel, parcimonie, xloadimage | imagemagick | eog
Section: utils

Priority: important

libusb-
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Multi-Arch: foreign
Homepage: http://www.gnupg-org
Description: GNU privacy guard - a free PGP replacement

GnuPG is GNU"s tool for secure communication and data storage.

It can be used to encrypt data and to create digital signatures.

It includes an advanced key management facility and is compliant
with the proposed OpenPGP Internet standard as described in RFC 4880.

L---1

AT LS dpkg Kbl A S 5 --compare-versions W7 RS, 8 H HI4E
TP, A3EH dpkg A G HAT IR E A

XNETFEEE =N —MRAS . —DHUEBRERFAS —MRAS . SRR
RFAERZ: 1t G2/ T L le UMNTEETD L eq (BBET) | ne (A%ET) | ge (K
TEEET) M ge GPREKT) o R ILECIERG, W dpkg iR\l O CET) 5 73 W [H4EZE
(RoRRWD o R J LA EL R 47
$ dpkg --compare-versions 1.2-3 gt 1.1-4
$ echo $?
0
$ dpkg --compare-versions 1.2-3 It 1.1-4
$ echo $?
1
$ dpkg --compare-versions 2.6.0pre3-1 It 2.6.0-1

$ echo $?
1

R, ®a IR KRIG. BEAXT T dpkg, FRFE “pre” Gl RRNTAAD #
AR RS, dpkg R HAEE N — D7 H, EXMERLT, “2.6.0pre3-17 %5
llﬁf“j:? “2.6.0-17 . HEERR NP CRA T2 —DMIRARA S, FA1EH
RFFF “~
$ dpkg --compare-versions 2.6.0~pre3-1 It 2.6.0-1

$ echo $?
0

{EBapt-cacheflaptEBEIEE+TRIR A4S

apt-cache 4 LLE/RAFAETE APT & ERAS PN B FE P IR B B . X885 B2
—MEAE, BRI sources. list XA FEAFIEBCEE R . X MRS R TE apt
update #A/EFE R AR

HH
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T

SF

GeAf e — PN AE (i R G, T AL BRI Le s TS A (PERETT THD) AR5 s T S 5 Z2 0 S5 13 B
B . XA AT AN - DA FERS A% 3 75 v 7 2R G0 S AN [ RS 1 5 o 6 20

# APT EH THKI, EHiZ% Packages U2 Debian Hif% BRSO, (B2, BXAH#EGE
T 2% B 1E 2R LB R 2R AR M CASEIRIN . X R N4 APT SefEARM (/var/lib/apt/
lists/ ) (A s U RIAIRE, A TR UEAM M. i, /var/cache/apt/
archives/ g/t F A E T ARLE O N ARG IR, DAl G 7E 75 22 H0T 22 35 I T 30
Bl

N T G ARBTG5 R 2, R #AxE/ var / cache / apt / archives /H
SEtATHEL, AL IXE M4 apt clean (Ek apt-get clean) &A= HE; apt
autoclean (apt-get autoclean) HFERPINHEAGIH KM ICHE M ECF 8 m0 B4, B/ BL
fifiZ4 APT -: Clean-Installed [ ILMIFR ATk T 2222 iRA 1 - deb sefk. H4h, ik
KR, ERBETRSE, APT S NI SCHMIBREE, MR FECCHER#AE, ATRER R
A At T L B 5 A R R T

apt-cache w4 LUEH apt-cache keyword KT TR BT RAEE R, BIL
LA apt-cache show package fir 4 3K Rn AL AT F AR A (S 2 XMy 23R4 T 5K
AR & PR EE, BRHOC RFI4EY # 4 75 . ILDIRETER & RE Tk 1A (n

kali-linux-wireless . Kali-linux-web #1 kali-linux-gpu) {5 B if B 58455 A . E&, apt

search. apt show. aptitude search flaptitude show X264t 2FMBUH .

BRI H: axi-cache  apt-cache search @—/ANEFEAK TH, HATLIEH grep EXWREH
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i TR . WARE S RZ Y, BAASREINZ AR, BEERARA
g1
ST, axi-cache search &4 7 —AMZAAHCHEHEF 45 R . Bl
P Xapian 25| % & apt-xapian-index HAEEI—H %, BEX ARG
K (A Debian ¥t -desktop SCfF) gl 5] & N ERTEREEH
Hk, AR LAY IR [ 45
$ axi-cache search forensics graphical
5 results found.
Results 1-5:
100% autopsy - graphical interface to SleuthKit
82% forensics-colorize - show differences between files
= using color graphics
73% dff - Powerful, efficient and modular digital
w forensic framework
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53% gpart - Guess PC disk partition table, find lost
= partitions
46% testdisk - Partition scanner and disk recovery
= tool, and PhotoRec file recovery tool
More terms: colorize partitions file disklabel autopsy
= digital differences
More tags: admin::forensics security::forensics
= role::program admin::recovery
= interface::commandline admin::boot
w scope::utility
A IR ThEE . fltn, apt-cache policy s B AL Y5 A 37 B AL i
gk B—AF T apt-cache dumpa vail, ‘&% RFTA ¥ A K15 B .
apt-cache pkgnames fir & 2iR [0l jr 7 2247 1 H DL B C I A FR Bk

8.2.6 HIEHR

FEER Linux M2 T38RI R, B2 slib B BB . AT IRATR A 4 — L3t
REJEEHR TV, JFRME TR, IRER GBI R .

LSESEESETEN[EIS

RE Kali / Debian M4E5 &R 7RSS 71, BRGTHRIFA SR BQIATA B 1) TR FENT
Mo SBThA B FR S8 T He 5 LR BV AN SRS (gD, BRI B sl B as sUmT BEAE R 4t
TR RAE T 48, REWIFa4Ed A GURI Debian Unstable AP 047 7 IR, (HI& 2] &
AERPORRE T .

F P 4ER R 5 SR AL B ) BR

A IR AT B IR RSOAR R 3 A AR AR T2 10 AR o 308 8 R AR AE B AR 7 B IR A 2
Feal iz R W K MMEN T, ThEEEK WHBESR AT
https://bugs.debian.org/packagefDebianfiifil iR R4 °, £E LIRS 1 .
WREA, RMNIZE ORI (L 6.3 TR « mRCEImE T, HiRREM
FH ORI BV I8 A G R I B U A5 B UE . AEFELEHEBL N, BAMEF &Kk, IS ERTIR
& A G P PRAME R AN T s SRS VR AT LAYE A B8 4 B 3SR AR LB R IRA (S 9.1
) o AEHAMIFLT, MR CAIRE TARRITIE, JRAERAMRE B 5 T AT

1 http://bugs.kali.org
2 https://bugs.debian.org
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WL IS B A] R S BRI I R X AN 0] J, B RME AN T R AT o 1238 3 10 75 BN 5 4 11
B, XM CEWEE, I H e DIERR IR S R B AE B
R % B FT B AT I RRAS
) AT DU o R A CRT— AR AT BAIES TAE) B, ARAT AR B . 18
XFEDL R, VR R E AN HRA R AR AS . SRR AT CAZE apt B B A0 4% 210X N TH AR
A%, DAy DU A R — AT A AT R (B0, 8.2.2 7)) o HZ2HT Kali 2R3 kAN, @
HAR A BEHR B 2RI B — AR .
PRIETT LR 2R Old.deb SCfF, I dpkg F-3h43 . old.deb SCIFRT LAZEZ M
R P
e /£ APT Z247If)/ var / cache / apt / archives /.
o EMRE K Kali 5if% pool Hxrh Ca{REE A P MBRFULIAR b6 =2 R, DL
G F A BOBTER AR .
o W Z R B AF & Debian LM, WA B Kali 2L, T
http://snapshot.debian.org 7] LAk %] Debian H A1 AT I S iRAS

WISES TN L:STalHIZIN

A I AL 1 — AN AIZ 47 R GBH postinst A FEIFHgHEf
Wro FEIXFHEDL T, VRO LA I Y48 0] 850 00 BRI AR SR 0 W v, 5 AR e e 1] A

X, BRAVK T R4y AL 775/ var / lib / dpkg 7/ info /H A
2, FEHBATAT LLE R A A e .

B T 4 ) A E 2 AT shell JAIAR, DRI RT DAFE AT BB A7 7E 1) R R 4T Ji5 THTAS Il — A4S -
17, I HENIE/T (# dpkg --configure -a HEFHE{T postinst) , HERER
AT A DL R B RIBCT o B A A P 25 AT DAAR G b 70 AR 7 B AS A R R B T A —
HBEE,

BT XEHRGHE R, REZEAT DSBS, S0k R a2 oy — T
M4 (g, fE47 B true) .

HE, EANFEAEHTHE preinst 2 RMCEHMN WS, FONIE R ZH, %M
KRB EPAT, MR T MR T B ZRE, il 2o, XA A ENER T3
postrm fl prerm SIEIIAER, SREVRT R ZHAT — MR MER (BE S Bk
REATs
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dkpgBIBESE

dpkg T.E7fE/var/log/dpkg.log {47 THTE#EREMNHE, EMHEEFICK, B
NEVEAN & VRN TR AR B kR VIRIERER dpkg 1T NMITEZ AN, A BT
WRRGTH PR EDT S o ARAT LR S AN A, 2 25 55 S0 BT I A0 F) A AT 53 DA R A 1) )
2, ZLAE BAETM AT AR R ARE A . AL, T RAEBACK TR T, AE
F chagelog.Debian.gz W] UA%E 5 Hh A8 XA A o) dil (1) 223560, EL 3] DAYE 2R R A0 Bt iR
Wit
# tail /var/log/dpkg.-log
2016-12-22 09:04:05 status installed kali-linux-gpu:amd64 2016.3.2
2016-12-22 09:20:07 startup packages remove
2016-12-22 09:20:07 status installed kali-linux-gpu:amd64 2016.3.2
2016-12-22 09:20:07 remove kali-linux-gpu:amd64 2016.3.2
2016-12-22 09:20:07 status half-configured kali-linux-gpu:amd64 2016.3.2
2016-12-22 09:20:07 status half-installed kali-linux-gpu:amd64 2016.3.2
2016-12-22 09:20:07 status config-files kali-linux-gpu:amd64 2016.3.2
2016-12-22 09:20:07 status config-files kali-linux-gpu:amd64 2016.3.2

2016-12-22 09:20:07 status config-files kali-linux-gpu:amd64 2016.3.2
2016-12-22 09:20:07 status not-installed kali-linux-gpu:amd64

{ffapt --reinstal IflaptitudeEFHL WA

R PR A I B B A SO S SO T AR R, 2 TR R A T B ) 7 R R 1 T
MR . RERRE, REIANNKGEUC LD, MILEHZEE. N T BRI HE
i, WTLMER apt Al apt-get 4 H--reinstal | TR %3, DL F a4 RIELE postifx
TV AEAE I DL AT DU B 2226

# apt --reinstall install postfix

aptitude WA 1TMAEARF, B aptitude reinstall postfix @4 L, L5
TR ZAHE ). dpkg fr & APHIEE T 2%e, AIRDEEXAHE.

AEMEH apt-reinstall \  EZF|WEHZ )G, i apt-reinstall 44 Eweditl, HFAREEE R
— KRB EHEHTIRE GiEA 25
FEZBIBGEZ G, RAREEIEAET /AR PE: dpkg Fl apt m]AEHS D40 & e
FERT RS, BT A BRI SR E SR . Bk AT RE/E dpkg I
A B ST
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THILAE, R LU apt RIGERFE RIAATIR, X EMRAE IR AT LIRS B 21—t I
FIRAS (lan, ARAEX A DMRAZATRIRIEE) , AliE/e source. list ST — AN
8K AT LU AN A -

# apt install w3af/kali-rolling

FA--force- *EEHRAMKEIK R

WERARAN G, fEl—Force- * R dr & MEA — LR W E W RE 2 FEARGREL
apt RAFIar IR LA, SEhr b, FHorp i — S8 T i HI K SO VFAE AN 2 AR R0 2 Bl e B e
RN RPN 85 R P EKIR R A EERE XA RGUR AL S, BRARE R Sk
RPNEHARS CEE R 2GR I M B A R P D) S0 apt &R
PATAEATERAE . £EZBOHTRA I rdesktop I 2 B3 BEHTARAS libe6 AUMCH, I & Ftum it
INIEPSY

# apt full-upgrade
[---1

You might want to run "apt-get -f install® to correct these.

The following packages have unmet dependencies:

rdesktop: Depends: libc6 (>= 2.5) but 2.3.6.dsl1l-13etch7 is installed
E: Unmet dependencies. Try using -f.

SRR R — O R W R R 5L, JF FR S IR 2 B 2 IR AT, U AT DA 26 220 M 3 AN AR i B
R, IR --Force- *EHURHATERAE . EXFEALT, QR AR5 B Re 0% 4k S8
H apt % aptitude, W1 Zigi/ var / lib / dpkg / status, HEREESKE
FREMR .

XANRAE R — DRI R, BRI L B AT, R EA R AZX R .
IRZ WG, 4G AR RTS8, 30 & R g T 51 RS ) 0 AR L, BBt backports
(backports JEFRECHIR A, R E A TER I MRS BB B B TAE) M E R %
WA (ATREEEIE) .

8.2.7 Biim: aptitudeflsynaptic

APT &—/ C++i8f7, HARMFLN T libapt-pkg HLEFEd . ERHET APT /T
RS, I AR AT R E S 5L, XA Gt ) 7 S i i Bl gt 1T
Be. MWPTEEMAMER, apt-get HEMEN Vibapt-pkg BTG M B0, (HE R BRI
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BTN FE. B AT A T B apt Ml apt-get I K, & IR A T
Kk, FHRBEMNAHAEIEAM T E: aptitude fl synaptic

aptitude

WK 8.1 s, aptitude &— N HAMT, W UMEmATHEGEGE O F, PLEETEE
XA SR D2 e ms R, SRMEEE, R EHEwRe
TR PR AL o R R T T DN E A BT 1, BB BRRELL APT B3, T
H e ST AR 5 25 5 AR

aptitude ZZHARA (C@%., RN O RIEEATH HF BRRIFRTI1E,
ﬁamﬁﬂu@u M EEEES . B RIEH B RS LRSI, T ET

WS EE, ] LA & Fh A A

i "
i
i
i
i
i
i
t
ap

compliant, non-fattening, naturally cleansing, and

aptitude.alioth.dehian.o

n::configuring, admin::pac —management, implemented-in::c+
E8.1 aptitudefZFEEE

FEIEH SO, aptitude RfEFFHRE LRoRH — MR OMARA IR, HAZRHE
SRR, HSCATULA Enter BEEE “[7 A1 “]17 REIFAT & . +HNIZH THRICE
ZIRMAE A, BRI e R, _BEARIC N B eTE . EE, RLEREAR SRR BT
AT — 8260, ERXFEL T, *Hf“lﬁ’]%f’ﬁ“f”ﬂ%?lzﬁtﬂﬁ‘]ﬁhﬁ@o u SRR S BT T
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R, Shift + u AL E MR ERGTIH . g BUIRIITERE SR EALE (A
g FORPRAFHESOREIL AR SRR g SR I AT WK T HIMRRLIE, 1% q SR
KAERAE

aptitude A% KA LN RafEA aptitude, jfiREENH - LEAMHIT%. FA
aptitude FH4LFHCRIES, MARE TR TENEZ AR, EUIRFELE
aptitude-doc-en F {4 H ) 52 R F A«
» fTile:///usr/share/doc/aptitude/html/en/index.html,

AR TR E R, W RN 77 SRR EHRNE . XM R 1 R K
fraf 2 oh, B UM RE R P e GRIN~b REdH k) , thablLILi
B section MHINAE (EMl~s) , BFIEZRINHAR R — L6 24, a3k B UL RC O o
FHFE . FFERAEA DURE N T imit =D, BRSSO BoR R a b i —
i, DA I FRATTAR )

FAMER aptitude T H R FE Debian i) automatic flag 22354 (27 8.3.4 75) & —1F
B AP . TS e ORI SRR, IR shift + m A& BT E AR
WHNHEBI, WATLMEM m #MERRIC. BaBERAaIRPERA “A” o BibR4t T
—ANEEEREN L IEEE TR R ERARE TS 1B CBOE I e dsA
2O M~ ! ~M BREMH . XA mSHRmEd C el () ERRENAS) (0 ~M
IE/QEREN

FE A 4T S L ER aptitude (¥R &> D AEAS AT LA fiy 4T AR . XA 41T apt-get i
aptitude apt-cache (1)@ ] 1R #4K .
sk aptitude fm I AE ] DAEdr- 4T ESEHl. —HER] DU dir 47 77 20k e

BREATHR. A, R TR RAEIER PR EAR R E 3R, JEE

SRARENTE A M B 22 AR 7 AN T BT AR RE A EEER Perl AR, gl AT DA 4 R 1A i

R VAR U AR AR TWSIS EUliNE

# aptitude markauto "~slibs|~sperl”

FEXE, WLLEEME ] aptitude HWREBLCALKK, TR LSLAI%SE Hibs
A perl section w6,

R RSB AR IC o B 3, I BB AR A T R,
WXL AR & (FERIATE R ZJE) SLEIYE aptitude F Lk,
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FEER. BURES

aptitude 7 —MEEBAVE R E 2 B AT B (B A HERE TRt STV
RAE B S RIEL 2R EAT. Flan, gnome BRI EUHERE 2% gdebi (HGE HARAF) o R
WEFERTE BEAT 2R, JeE WAL (WERMARZIRAERSG L, W ESC N EBIRD .
XU RN g BT LR RMI . AR ZALIE & o gdebi /209 1 T a2 MR 2810 7 2245
N LR R 2T, (B, FERRIN LR AT, ART UG IERE, A2ees

R, HEEREDIRE A EM TIHGOERE. B, WR—DHRCARR) gnome HHEFE—NLLRT
BT RAAE, IR A SHIRC %0, B, ERETRIIR DI, L
LR BE 01 A DLIE #2120

B Z MW 2R M8 T, (B0 EARE SC B iR SR AT AW, Bildn, BROA
gnome il %% dia-gnome, JEE K LAEE CHHARBACEUMER IO MRIERESE
NEME B XHE, BIRESWED, FHEHERRGERTRAEN. ATRAR -1
B MAR - MBI R, BIEA A%, MR2ARENT T (R A2
PRCAEBN %R .

¥, aptitude JFHHEHIHEH 7 “fE557 XM, TR AT DAER AR 13- AL
B AR — AN SRR AR, i DALRAT B % — AN 58 BE AR 5 04T 28 UM B, s ) WA 55
RS BT RIIRIF IR D BN IR TR PATIZMES .

EHF B AR

M2, aptitude 7EMRYIF MG LE APT SRS AL IpE . MR 2T — R 5
BlE, JF HIXSEAETRES B DM RAGIRELN, aptitude FiFAL LA REMITG 5, &R
FRIEIE A 2. (HZ, REEVEIFARTE K. Fiali, RAITERLLFak
W EPATIRAE . DIEBOBRE RS RECPER, P 2R BRI W@ e
Ll % b B EE M EX S EIF AT ERAE) o SRR AT AL — MR TT R R,
FTLUGEIE AR Enter S £ U5 W RAS R KA AR o SRR o — A RCASTT DA et )
RLZZEAPIRIAE FIZ IR 24 ) BB A 6 K > B, ) DA R] 3 6 s — ok & 4y
PATIRAERO ST, 85 H 52 LG B AT 223

aptitude H& 1% dpkg —#f, aptitude 7EH HE M (/var/log/aptitude) Fi{fEE—/A>
ITERAEMERE . (HE, W XA 1 AR SN R, FRIL 7R B SR
AR B R HEE . dpkg WjE— B — B AR A EHAT A RAE, T

aptitude 2R MH L& H S SIRENE, MARET T HRIRES.
R LSS aptitude AT IERIERZ . W RAE A AL AT I (ELZE
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e

dpkg A5) , 4 aptitude fHERNEEEAEKAIE, FrUARKETRM
ERG SLI R

synaptic

Synaptic & —MNEEHEE S, EHET GTK+M GNOME, HA AT K
TEALSHE CanlE 8.2 Fron) o e ) 2 i B 2L 3ok 8 25 ] U7 (B PR b oy ) B dg AL, B
B, AT . SR RS . R R B e H e, W LA E AR SR
R EEPATIERME (23, T, M. BB o XSEREA R RIHATH,
MRBANMESFIER T . RATHRG— M, REHIAEE, BEETARER S —EHRAT.

Synaptic Package Manager

File Edit Package Settings Help

@ J @ Q Search

Reload Mark All Upgrades Apply Properties

s Package Installed Version  Latest Version Description

Al

B @ kbd 1.15.5-2 1.15.5-2 Linux console font and keytable utilities

Installed

keyboard-configuration system-wide keyboard preferences

Installed {manual)
B @ Klibc-utils 2.0.4-2 2.0.4-2 small utilities built with Klibc for early bo

Installed {upgradable)
Not installed H @ kmod 18-3 18-3 tools for managing Linux kernel modules
Not installed {residual config) |B @ lkib5-locales 1.12.1+dfsg-16 ~ 1.12.1+dfsg-17  Internationalization support for MIT Kerb

e

H @ less 458-3 458-3 pager program similar to more

system-wide keyboard preferences @

Get Screenshot Get Changelog

This package maintains the keyboard preferences in

fetc/default/keyboard. Other packages can use the information

Sections provided by this package in order to configure the keyboard on the
Status console or in X Window.
Origin
Custom Filters
Search Results
Architecture

1607 packages listed, 1607 installed, O broken. 5 to install/upgrade, 1 to remove; 255 kB will be freed

E8.2 synapticEl EIE28

8.3 APTEHKEEFH

BUERT LIRS — S s A0 UE AR 7o 515G, ATKRE APT MImBCE, A HATLL
BWHMZ APT THRMDIREET. K5, Ronul=ml - aio e, DL AT sE A~ N5
AOTH SR o AR 2 s WA AE 25 AN BRAF RAT 7 IEFE AR ORIE, - DA AT LSy 3 4 R
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ANFURAT 7 B AT

N, BATIHE DT R R B 2R AR, DUE R DUE ARG R, BB 2
B R AT I T 5 M A R SR A DR RN, DU 255 P 25 b s 1 4 22 20 3
e BRJEREER)— i, BATRIIIINE B, BT DLRRRIE (S 2 i) LA TR

8.3.1 APTHECE

FEBATANT iR APT MIBCE 2 /T, Jfe i (a3 —F Debian REMECENLS] . 7E1T
2%, RGECE R T AR E SO B . (R BE A AR K R, 7E4R Debian Al Kali iX ¥ (1)
AR Linux R, WA.d FHROEE H R SBREEH . 84 B3R T a8k
AR E SO . MIXANE X B, Zetc/apt/apt. conf.d/ TG SCHE R APT KD
BIEY. APT 27 BEIF INEGX S ie B 0, DUE 1 i SO A] DB e T SR 2 425E X
MR EITE.

X & R B ORI 9P N D ok T ARANES () RS 1, Fo VAT BB E i S in S
PERFEAT AR E S 0, 10 AUME A B B SO . X5 TR g R A L, o
ATAT DA R X P53, S R R A SR A R TG B SO, TS 3K AN 0 T DA AR A R 5
EIAE, MALSHIA Debian 224 RMEH,  BRHAEE 1k — AN EAAE SO A 3R 0 0 B ST 13X 260
JE. T .d KECENSG, PrUALTFIPATHRIME/ usr / share / doc / package
/ README.Debian X HIZ AN AR ETR S, FONEEER E S i 23658 4
177

EEMNd BRAERWN APT OB E 4R /etc/apt/apt.conf.d Hg, HIERRIERTH
BB Jic B SO AR X RE . RSN FHAR T (filtn exim) [).d Hk A Debian 5570
), FHAE LR Bl AR BROR AERC B O R A SO . EX BN T, AR
fft—A~ update- *#r4 (ffify, update-exim4.conf) , eoiEd:-d HEp
SO I L 5 A e S

TERXFMELL T, A RT3 B Hedn s R0 E SO, FUONAREE SRR EE 7078 T Uk
17 update- *@p&EPKaER, HHEHRE TR -d X2 E, K TIET

— FZATES EEEXHm4 (BURAESEASEZD .

T .d BCENLEIZ )G, FATRIRIRITA A ERECE APT, 1IR3 S gt 1,
PRAT LLE I i AT S HCRECE APT BIAT N, A FIEFEF, wT AT zsh (98] 7 o %2
3.
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# apt -o Dpkg::Options::="--force-overwrite" install zsh

BRI pE, IR RAR AT R &, RSRAE R KRS T . JRWT L7
/etc/apt/apt.conf.d/Hx PRI EX 482 Hf:, @i % . d HREESWMTT
FORECE APT MESeE/E, flan, mLARIX i 45 #l/etc/apt/apt.conf.d/H %X R
—A e, AR 990ocal HISCHE, XA A TE mbEE, HE R NEA
%R, £ local 5i# 991ocal HA#RILFriy:
$ cat /etc/apt/apt.conf.d/99local
Dpkg: :Options {

"——force-overwrite";

}

A V2 HAl A R IC BRI, FRATA B0 T A X LU Bk AR A 20—, HRR 2 —
T MR R E T B, an SRR B s AT ] Web, AT DAFERC B S
Ii—47 Acquire:: HTTP::proxy "http://yourproxy:3128". %+ FTP fLE, mJLA
{iH Acpuire :: ftp :: proxy"ftp://yourproxy”.

EAELZECEET, AU man apt.conf 4 (CHRXRFMAMEMAGEE, S0
6.1.1 WHIN4) &F apt.conf (5) FAI.

8.3.2 BMFEHKER

FHEANRAFE A RE APT LB P aIEw EEN — 8. B, RATRET 2EAE Kali
Z Y3 ]/ K H Debian Unstable % Debian Experimental Y5 5 37 58 4 F 3404 . /R AT B
BN BA T A Tl — AR e g TRl — AN A AR A 2 1) R AR AR (R 29 2 1) St T
DA UMD o X egIGm APT AT . SHTFEANREE, B hREREa RS
AL IIRA (BRAEZRA L 3 i S ar AR I, HILAR%e% /T 10000 SkidkAT 223 .

APT & LT IR . A D2 AT AR HA 1000 K223 A B
IR Ze2 2 500, fH W R IR C 2R MIEMAR GaEid-t EoiE apt: :Default-
Release ¥ &) , MBI IS EHRTHR 990,

ALLEE/ etc / apt / preferences AT LUK AR, A, TR N
S DR - S 1A RS T IR AR A B AR S gt SRR i

TER AL 22 i FE o, APT FEARSEE BB M AR B, BRAR IR AR Bt e v T
1000, 750 APT 7Kz AN 42 %2 B 0 TH RROCAS IR 3 A A CRIRRAS 541K T 22 i 22 286 3 A A A 2 o
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) .

[FIEF APT SR EFAL e g m A AT 288, ISR AR e —FE, B
2 APT IEFEMCATERIRA (A SRS  WHRERASH—FF, HAEANE, APT
SRR A VAR AL IRAY GZMU S F T 78 36 3 3 9T o E I 3 AT R A5 1 10
X — SUEHE R R

WREMRAEZAET 0, WEAEASY 2R, u— MR LeHE 0~100 ZH, H
AIERA REEHAMBANENL T, ©4 afieds. Rz ey E 100~500 2 F, R
WA I RAS, BUE AR RAT IR B AT FH I RRAS, oA S dli2eds . Ban— M
RAEAE 501~990 ZIH], T Hi%A RHEEHAIRA, BUEHI AT EA TR, HA
W rde. X TRGERAE 990~1000 ZIF[H), BRIEC ZIMA T LA MMA S Him, 5
DK 223 B AL . SRR T 1000 1) 23 0 1 R AR Sl 2 3 .

) APT &5 /etc/apt/preferences I, &L HEARAH CHE Z15C &M
R , RIEA R EEAMZFE IR RATRAE ) « WRAEZA%H,
VA5 FH 5 S DT o S0 P DB A 2 L 1 4 2 RN BRI . BN BB B 7E. APT Rk
WA A SR i N Release SUHFFATARIR . IXEESCHRFE TR HISRIR, SRH
Kali B 7 B A% B AL SR I AR B8 % 2 “Kali” , Debian ‘B 5 814 I EE AL AR &2
“Debian” , AR A] LR S =TT A EE RN N B 478 . Realease SCAFILHRALH AT 7
RIFEIGRR B ILIA . R HRATEL — LSz PR 2B, SRR A5 L5

Kali-Bleeding-Edge F1 B f# sourceslist 3¢ 14 +# %] Hi 7 kali-bleeding-edge & Debian
Debian Experimental ] experimental X MgE, (HEATAHSMRAFEE R LA 23, FATEA
% MIBRIN APT RGN 1. X MR —MNRERIEN, BAEBILHERET

bleeding edge ffj# M. WRIRAEZR%: bleeding edge JFEAAHA/A1E
P SRR AT 6 H IR I R, RO AR AR ez, U@ N apt install
package / kali-bleeding-edge iX#£fffr 4, A fEMIXMFLEERAFA. 5
FARTTLL (ARHERE) Gox A FoA BRI — %, 45 kali-bleeding-edge /
experimental [ & E—4> 500 MK, XA LLENTE/ etc / apt /
preferences hifin—AM¢5E 5 H R 58 B :

Package: *

Pin: release a=kali-bleeding-edge
Pin-Priority: 500

s AR R A Kali AR, RAEUI#IERN 4 %3 Debian B, WL/
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etc / apt / preferences Xff (@i/etc/apt/preferences.d/H {EE)
HANULTF%H:

Package: *
Pin: release o=Kali
Pin-Priority: 900

Package: *
Pin: release o=Debian
Pin-Priority: -10
RGP AT, BATES T a = kali-bleeding-edge, '© & X T kB FIR
F14%; o = kali flo = debian, BT IEHEIFR & AKIET Kali A1 Debian [ .
MMM RANRE — GRS a, Hp UM RS HHB T Perl 5.22 XAMRA, I HARAEH
PRI A 2AF Perl FHREN 73— AMRA . 7T LMEHIX AN % H
Package: perl
Pin: version 5.22*
Pin-Priority: 1001
EAECE S ZH SR UAEf ] man apt_preferences 4 ©si apt_pref
erences (5) FMiirh#k 3],

#e/ etc / apt / / etc / apt / preferences thi iR R IENTEE, (HRAT Ll
preferences hyFiiiER SAEGA S H FTIEHRI— AN EEMERE 7 BOR IRt LRSI IR
Explanation: The package xserver-xorg-video-intel
provided
Explanation: In experimental can be used safely
Package: xserver-xorg-video-intel

Pin: release a=experimental
Pin-Priority: 500

8.3.3 BEIEIT/IINTEHED KR

APT 22— M EEFFER TH, Eilfeib AT 2R HARAT A . B, 7E%4% Kali
Rolling ) R4, RATRE RS 224388 F] Kali Dev. Debian Unstable 5§ Debian Experimental #
PPV, (EXAE KGR 2 R .

RAEZHR A AR RATIER AT T Re 2 51 K IR, (H APT AT59A ] DAR 4 b /& PR I M AL A7
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RA, IF HBRAEH A FOb R KUK (RO OC B2 e )« B, #AfE/ete/
apt/sources. list FE A KITRIE, H#H apt: :Default-Release ki XK
S i BBy KR (B0, 8.2.3 1)

¥ Kali Rolling /2R IBRIN 2> K5, {HJE Kali Dev £l Debian Unstable 1417 sources.list
AR, EXMIEN N, WLMER apt install package / unstable M Debian
Unstable ZZ3&%fF. R il T3 LL R0 R A W I 2B 2R M, ATRLAE APT @il -t
unstable k%38 T Unstable [ 851 .

EXFEN T, WRET S (upgrade 1 ful l-upgrade) , R4 M Kali Rolling x4
Gy RUVEARBEAT R T, B 7 A 73 R IR 2 R K B, BT 2 DX IR 4 R U B R A
o BATATLIARYE T APT % B BRR e B S R AR AP AT o REAHHELG, ATELKR
JHHAEH apt-cache policy 4 (W FHip) “fff apt-cache policy” /4
RIRUELS € LSk .

— IR T, APT R EERA S = T8 T O MR a (it R M/ ete
/ apt / preferences ¥ 3L AELIR S B B N T 10000 .

f£ | apt-cache #iJi] apt-cache policy m L&A fANEMIEL. thalLl{EH] apt-cache
policy policy package #7% HARSEHAF A Al FIARA IO Fe 2% »

B C&%3% 7 Kali Rolling BATHRHERA 1 8L, JF BAZHAIIRRAS 2 F1 3 4 HI7E
Kali Dev #ll Debian Unstable 1A, CZdhiiAI{5e4% )y 100, {H Kali Rolling ([A&A4T
D REIRRARRR RS 990 (FUNE 2 HARTEN K3 AFE) . Kali Dev #il Debian Unstable
AR R 500 CRZFERAMBINL D o Bk, RMEFZMRA 1, REHH
990,

25 ik FE ik 2 /5 Kali Rolling Y5

BATFHRE AN T. WRXIPRERL L LEE THRE Kali Dev RATRIZHATF A
2, JRA 17 Kali Rolling 1 Debian Unstable FfR4< 3 rf . R4 1 (PLegihy 990, LA
T 1000) RSN T R AR I B 7. R RRAR 2 f 3 1, RSk /2 500, T
XTIX G, APT & T B4, Debian Unstable. fIHEAAEE M Kali Dev 2231k
FE4LIE# %) Debian Unstable, 254K H DebianUnstable (#0446 & —AME T 500 (40
490) WIfltdes. mILlilidBk/ etc / apt / preferences SZHi:
Package: *

Pin: release a=unstable
Pin-Priority: 490
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8.3.4 RIEFBmTENE

PREFIE IS R A 2R M2 APT —NMEAT R, XEapfcny “B3” , &
T35 2 S AP

A1TXEELR, SRR, ROaEEET S - MAEFENEEFE
A B HARIRAN 2225 B AF K EAT T ) - apt autoremove 4 1] L R FRiX L4
Hat. aptitude &AXMEN, KAEHNFEREHBKE . EAHLT, XHA
BRAFAR 2 B FH P X e R 1) ELAA G 5 41 HA K 2 52 2152 1 (R 3 1A o

¥ B A B SR 8 B 3B 2 — PRI 258, DUEE A T 75 22 R 4
H 4 . apt-mark auto package ¥ firic N HIE, M apt-mark manual
package N#Jz. aptitude markauto fil aptitude unmarkauto E#[FRFEHIThAEE, H
XA 2 AT L — kbl 24 (S 0.8.2.7 1) .

aptitude £ T & 1 AR EREE T2 QTN EHIRICERRES .

PRAT AR IE — N2 T A A R R 26 E 7 R4 . ATRME aptitude why
package (apt fl apt-get & ELUKIIRE) T AGFILER:
$ aptitude why python-debian

i aptitude Recommends apt-xapian-index
i A apt-xapian-index Depends python-debian (>= 0.1.15)

8.3.5 Multi-Arch3z#

fiH Debian AR HIME SEG —4 Architecture 7B . ZFBATUEE “all” Gl
B3 S BT 28D, BE B AR B B LIS AR RS A4 FR (W amd64 Bl
armhf) . 5 —MIFNT, R dpkg BRI AERZENSH dpkg --print-
architecture i [ FHUEREAIAHITHS, dpkg MZd%eE.

XA PR AT DU ORAR AN 22 R 35 1 A IR A 5 4800 1 B 3 8 e okt . B
TGRS (FENLATLL GRIE AN R R BT, Wl amd64 R4t AT LLigAT 1386 ikl S0 ft,
BUB AT H A 1847 2 MR R AER I gk S 2 A, F At L R L R A T A R AR R
LY

BRAmulti-arch Z2/RREZ2M37 55
A multi-arch{E 2 FF, dpkg ] P2 H P22 3678 2900 2 58 Hoh R Gk 2 450 B -6
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fiifpkg --add-architecture g% A LLJ7 (G E, BAR N1, 20
i386 LKy s nElamde4 RGirh, LAE AT LA{E FWine M@ 47 Windows AR . AR AT LAAE
dpkg --remove-architecturefiy & KEH X ZAMT A SRR, (22 75 B A 28
A AR SRR R I LT A RR AT L ER A

# dpkg --print-architecture

amd64

# wine

it looks like wine32 is missing, you should install it.

multiarch needs to be enabled first. as root, please

execute "'dpkg --add-architecture 1386 & apt-get update &

apt-get install wine32"

Usage: wine PROGRAM [ARGUMENTS...] Run the specified program
wine --help Display this help and exit
wine --version Output version information and exit

# dpkg --add-architecture 1386

# dpkg --print-foreign-architectures

1386

# apt update

[---1

# apt install wine32

[---1

Setting up libwine:i386 (1.8.6-5) ...

Setting up vdpau-driver-all:i386 (1.1.1-6) ...

Setting up wine32:i386 (1.8.6-5) ...

Setting up libasound2-plugins:i386 (1.1.1-1) ...

Processing triggers for libc-bin (2.24-9)

# wine

Usage: wine PROGRAM [ARGUMENTS...] Run the specified program
wine --help Display this help and exit
wine --version Output version information and exit

# dpkg --remove-architecture 1386

dpkg: error: cannot remove architecture "i386" currently in use by the database

# dpkg --print-foreign-architectures

1386

i dpkg FCE AT LSCRE AR RELH FIEEAL, 81T APT Ja2 BaRill, FHTEEH
T AR T B B L S
HoAh A 22280 if) 22 35 4] LU#E B apt instal | package: architecture iy & HE47 22 % .

1 https://www.winehg.org/
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7 amd64 EEREAK  multi-arch 248 RZEMAER 235 #mT LIS, (B LRI — NS AR
1386 —HEHI SO 64 HiFRS (amd64) _EPAT 32 7 —iscfE (i386) , HEHE, A JLAMRIRAT
15 A M FEF (0 Skype) RIRAET 32 {7 AR AS KRG L«

multi-arch &3&A9Z54,

N T AE multi-arch kR SLERAHIFEES M, A RELAERTE, JFReEiR
i B E A B H T, DUEAS R R SR B B AT DAJFAT 2 o S 2R S (0 e SR A5
Multi-Arch:same k7Bl RN ZURAF I RAFRT ULl wde,  OF HiXeeit
B e A A R AR R 2R B R R I RO & )

$ dpkg -s libwine
dpkg-query: error: --status needs a valid package name but "libwine® is not:
= ambiguous package name “libwine® with more than one installed instance

Use --help for help about querying packages.

$ dpkg -s libwine:amd64 libwine:i386 | grep ~Multi
Multi-Arch: same

Multi-Arch: same

$ dpkg -L libgccl:amd64 |grep .so

[---1

/usr/1ib/x86_64-1inux-gnu/wine/libwine.so.1

$ dpkg -S Zusr/share/doc/libwine/copyright

libwine:amd64, libwine:i386: /usr/share/doc/libwine/copyright

A HHEER, Multi-Arch:same ¥ T AR HFRAZMB AT H—K
PREL A TR 220 2 1) ] DL 5o ks S gl L 2 %, dpkg BE88 6 CR BT A LI SCAF IE
o A, XA AR B LR FR A R AR AT, PRI e A 1 20— e T 2R

W% multi-arch [, 72RO BB 2 HEL T — 2 B 8. A e e
%, WAUE FFRC A "Multi-Arch: Foreign" FEF A, B5i2% 6 11 8 51086 75 SR 104k &
ek 5e e —rE. ATLMER package:any iBAJEIHBIC R, DUEARATR 2R 400 #R AT DL 4
%%, {H foreign WAL EEW 2 A “Multi-Arch: allowed” FRiRAIHII.

836 KEBMES

%

AGTHRARARE BURIIRME, RH A Bk A kA Kali B IR . WARIRIE
FEAEAI R Kali SRR CogcSebe, AU R 2 v] LUK S AR I 2R A SR P A . R A
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Grade [IXFEVEAEES,  RRR AT DU R IS i R AT AR AT 4, 09 it B % A B L % 15 B .
TR AR, Kali 324 7 — AP EL e En s bLs], DLERIELE 238 g, A2 B 7
TERHIRAS, JF HBCH e =TI ie ol .

XA ENEAS FHIG 7 N3 AR5 44 o BB 44 S0 Release, B M1 Kali Hif8 kS aitflt. %
LR T Packages MU FIER CBLEREAII LS5 K H. Packages.gz i1 Packages.xz DA f 3 & il
A FIEATR) MD5. SHAL. SHA256 M7 {E, LARHCRIZE AR A HEL T . X2 Packages
A T BRI ) Debian AR, LUCEATIIRS A, AT DR AT LA S 1) A
BUASHPEL.

A{§ ] apt-key T B R FRIXELZ (SR keys. B 43— GnuPG A JT 2411 keyring
A, O RIS Release.gpg T4 . B RVFTEIRIN key CHFHEAEETTE
B, EIEHE X T Kali 55 key. X2 key Hi debian-archive-keyring X AN 47 F & 8
B CHAR 25 i{E/ete/apt/trusted.gpg.d F1) o (B, HIRZEX e
7S, B2 AR AT AT AR A — R A 44, (HAZ R4 A REAE SRR EA T J0E

B, EEEHAE R S A SN HIIREL RE FAWR ARG EAT, 22 B
A
# apt-key fingerprint
/etc/apt/trusted.gpg.d/debian-archive-jessie-automatic.gpg

pub 4096R/2B90D010 2014-11-21 [expires: 2022-11-19]
Key fingerprint = 126C 0D24 BD8A 2942 CC7D FBAC 7638 D044 2B90 D010
uid Debian Archive Automatic Signing Key
(8/jessie)<ftpmaster@debian.org>

/etc/apt/trusted.gpg.d/debian-archive-jessie-security-automatic.gpg

pub 4096R/C857C906 2014-11-21 [expires: 2022-11-19]
Key fingerprint = D211 6914 1CEC D440 F2EB 8DDA 9D6D 8F6B C857 C906
uid Debian Security Archive Automatic Signing Key
(8/jessie)<ftpmaster@debian.org>

/etc/apt/trusted.gpg.d/debian-archive-jessie-stable.gpg

pub 4096R/518E17E1 2013-08-17 [expires: 2021-08-15]
Key fingerprint = 75DD C3C4 A499 F1A1 8CB5 F3C8 CBF8 D6FD 518E 17E1l
uid Jessie Stable Release Key<debian-release@lists.debian.org>

/etc/apt/trusted.gpg.d/debian-archive-squeeze-automatic.gpg
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pub 4096R/473041FA 2010-08-27 [expires: 2018-03-05]
Key fingerprint = 9FED 2BCB DCD2 9CDF 7626 78CB AED4 BO6F 4730 41FA
uid Debian Archive Automatic Signing Key
(6.0/squeeze)<ftpmaster@debian.org>

/etc/apt/trusted.gpg-d/debian-archive-squeeze-stable._gpg

pub 4096R/B98321F9 2010-08-07 [expires: 2017-08-05]
Key fingerprint = OE4E DE2C 7F3E 1FCO D033 800E 6448 1591 B983 21F9
uid Squeeze Stable Release Key<debian-release@lists.debian.org>

/etc/apt/trusted.gpg-d/debian-archive-wheezy-automatic.gpg

pub 4096R/46925553 2012-04-27 [expires: 2020-04-25]
Key fingerprint = A1BD 8E9D 78F7 FE5C 3E65 DBAF 8B48 AD62 4692 5553
uid Debian Archive Automatic Signing Key
(7.0/wheezy)<ftpmaster@debian.org>

/etc/apt/trusted.gpg-d/debian-archive-wheezy-stable.gpg

pub 4096R/65FFB764 2012-05-08 [expires: 2019-05-07]
Key fingerprint = ED6D 6527 1AAC FOFF 15D1 2303 6FB2 A1C2 65FF B764
uid Wheezy Stable Release Key<debian-release@lists.debian.org>

/etc/apt/trusted.gpg.-d/kali-archive-keyring.gpg

pub 4096R/7D8DOBF6 2012-03-05 [expires: 2018-02-02]

Key fingerprint = 44C6 513A 8E4F B3D3 0875 F758 ED44 4FFO 7D8D OBF6
uid Kali Linux Repository<devel@kali.org>
sub 4096R/FCODODCB 2012-03-05 [expires: 2018-02-02]

M =T AR A N E] sources . Nist SUHFR, 75 A APT LIIEF N GPG A
R (BN'E 22— B3R CER E ok B iZ PR R S o« BB—D MR ERA
N BEFWT, BHBAERN—ADDNCRSCERE FE, AR RATAE T T8 1 A
key.asc 3.

BRI INR A E %A, FH AW LUELT apt-key add <key.asc KFah#f,
FH—Fh e synaptic B . Settings—Preositories 3% #.H1[1) Authentication &I
T M key .asc X NEHRIDIRE.

X T AR TS A R 7 DA AR B TS % 2 E B KL, TTLMEA gui-apt-
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key CRHPFELAIERIG2 R T A/ NI ] 50 R AE H R {5 S A3
— HARSKRHVE AL T3 930, APT RAESITAEM A X I #RIE 2 ATl 254, R
ANBERE AR S, A A 5

8.4 HHEEE: RAZEDebianiHE &%

IAEFATAT LR AR 2 Debian #1 Kali ARG RS 1o EIXH, JRA TR BT BRAEE,
EZHRERA O RGBT . 7R s SRR, B RE 20 T APT 2
WNTAE R S8 B TTARRY, LR AR BE 8 s ] SE AN 8 L 2 ) 5 O Kali R4, RATRE
SEICEARTT R AT N, (HEBE IR Kali Linux RGEARIINGE, S35 %R & 20K
BRI T

FEATCLE, BACS T T anmEd & TR S APT Bt FREHT B 8E 158
H.o BNk, HATKRA IR R, F AR aEE TREAAMANEGEE (83
(LAERSDI

—AMEEELR) . deb SCHHRARYE ar fARERE S, HISCASTE. JuE R, DU AN AR SO
B BB b P A L R SO R
$ ar t /var/cache/apt/archives/apt_1.4~betal_amd64.deb
debian-binary

control .tar.gz
data.tar.xz

debian-binary X2 — AN ORI, WS T 1% deb ST IMRAS .

$ ar p /var/cache/apt/archives/apt_1.4~betal amd64.deb debian-binary
2.0

control.tar.gz J& VAR SO & B FTE W I e AE B

$ ar p /var/cache/apt/archives/apt_1.4~betal amd64.deb control.tar.gz | tar -tzf -
-/

-/conffiles

-/control

-/md5sums

./postinst

./postrm

./preinst

./prerm
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./shlibs
./triggers

e, datatar.xz 4SO RS AATREAN D A8 7B 238 i /5 23U

$ ar p /var/cache/apt/archives/apt 1.4~betal amd64.deb data.tar.xz | tar -tJf -
-/

-/etc/

./etc/apt/

./etc/apt/apt.conf.d/
./etc/apt/apt.conf.d/0lautoremove
./etc/apt/preferences.d/
./etc/apt/sources.list.d/
./etc/apt/trusted.gpg.d/
./etc/cron.daily/
./etc/cron.daily/apt-compat
./etc/kernel/

./etc/kernel/postinst.d/
./etc/kernel/postinst.d/apt-auto-removal
./etc/logrotate.d/
./etc/logrotate.d/apt

/lib/s

./lib/systemd/

[---1

EE, AR APT fARSZE(7 T (1 . deb B, W RES URIAFRS SCH i B SR A 5
ENGE

FHENNERAO I ER, BRI E .

8.4.1 controlX{&

FAVREFE control . tar.gz BWHBEFEEM control X 44, control KB EEHF K
PR R EEGEE . U AR Rk gk, JATAT LU dpkg -1 @4
KRAEFZ . B, APT i control SCHE B R Fis:

$ dpkg -1 apt_1.4~betal amd64.deb control

Package: apt

Version: 1.4~betal

Architecture: amd64

Maintainer: apt Development Team<deity@lists.debian.org>
Installed-Size: 3478
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Depends: adduser, gpgv | gpgv2 | gpgvl, debian-archive-keyring, init-system-
= helpers (>= 1.18~), libapt-pkg5.0 (>= 1.3~rc2), libc6 (>= 2.15),
= libgccl (>= 1:3.0), libstdc++6 (>= 5.2)

Recommends: gnupg | gnupg2 | gnupgl

Suggests: apt-doc, aptitude | synaptic | wajig, dpkg-dev (>= 1.17.2),
= powermgmt-base, python-apt

Breaks: apt-utils (<< 1.3~exp2~)

Replaces: apt-utils (<< 1.3~exp2~)

Section: admin

Priority: important

Description: commandline package manager

This package provides commandline tools for searching and

managing as well as querying information about packages

as a low-level access to all features of the libapt-pkg library.

These include:

* apt-get for retrieval of packages and information about them
from authenticated sources and for installation, upgrade and
removal of packages together with their dependencies

* apt-cache for querying available information about installed

as well as installable packages

apt-cdrom to use removable media as a source for packages

apt-config as an interface to the configuration settings

apt-key as an interface to manage authentication keys

TR, BALK T HEEA control XA, DURHAANTEME o Hrpfi—47
BUHRAG B RS e I B AR A R S8, N IRIRBE SRS A (OB B AT ], IR RELERIE B AR %
SRSt FH e e 2 5 20

*

*

*

KXz Depends=E&

AR R € AEE LK Depends 7B . EHEE T HAFEIER BT EK
JITE A, RIS, B APT AR T AT L2235 & @ BRA M, 6 T Mt
T, #FE EE IR E AR . 28Nk, IR TR EE AR libee WRARSE T BT “2.15”
(54 “libc6 (> = 2.15) 7 ) . HERAMISEAINT .

o << /NF

o <=: NTEET

o = &F (R “2.6.17 A%T “2.6.1-17)

o >=: RTE&ET

o >>: KT
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S A2 AILLE S0 0E, YERIAS T84 “and” . B2k ( “|” ) For®iE “or” . Y|
AkegmT “7 o Bk, KR “ (A or B) and C” #5~ A | B, C. ik, Fik
A “Aor (Band C) ” MEAHN “ (A or B) and (A or C) 7, KA Depends ZE AN
VPR 5 R E Iz HAF or 1 and (AR SEZL, BRI ER A | B,A | Co AXEZ
HH, W2 http://www.debian.org/doc/debian-policy/Ch- relationships.
html _ERIUERA

WA 2 e IR FIE TR, {52 meta-packages fILfEIXTA H— M. X
R MEREAE, REF - SKHEE, METRIE meta-packages 44 Flseit £
— R B M e IRFE T e Bk FE . BUEF (%, apt install meta-package 2 iR#E
meta-package [FKHHiC F H 3% RX B KT . gnome. kde-full F1 kali-linux-full 55 2
{4 Fl meta—packages K % 2& K H 56 R I .

Pre-Depends, — EEEAVKTIEER

Pre-Depends & #if5 BAE B AF UL “Pre-Depends” B, 38 H = AKHIE R 1
7R, EREEIR Depends Br—H. I IR AR BA 0O (1 AR R IC BB H BEAE A 2 RE
BAFECE Z AT, 1M Pre-Depends €, TEREX MR AT, LM CE 2B T KSR
FP, AR 92 S5 T B AL B 2% .

Pre-Depends Xf T APT K UtAEH %, BOMEIN 7235007 FMZAR, Kk, s
B EAERH . H %, Debian @ i 7F ¥ H Pre-Depends 2 ®i, % % if] debian-
devel@lists.debian.org F- [ (AR 3 o 385 AT LS B AR B AR U 5 %

Recommends. Suggests #1Enhances =FE&

e (Recommends) g1 (Suggests) HHfiid (14K Hi A A & 5 il 4 %) . Recommends 7
FR) AR R e B 2 PR A 2 RORSE In T AR iR (R i Dy e AEEAT I B 38 AT T AN 2 AN AT ik
ff. Suggests & X —J KR, TWHITHRASRAE— 1 Fe, ANzedE e 2% .

EAWE KRR, AR RO I, B 3B R D) b A0 TE AR O A4 A TR E R A
Recommends i, 5 &8 & 1% 2235 AT, 1 Suggests EAH 2, BRAERENE M A FE e
11, BNhsf BB 2%,

Enhances Bt HH MK HH B T @ MR, (BEEAFERIE L. s — M i s
£, AR Z s B ERERET, &5 URIRIEASPAT AT fexs HAR A A
WERIIVER . Uk, 1R ZF2 5 B4 Al 2R A LA A2 7 40 AT B8t IRTE 5 31 AE S g i o)
F. B Enhances TR O ILFE T, HEEANRE —NTFBAEZHEHET IR APT
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o synaptic Z5FT 2. VIR H PR A% xul-ext-adblock-plus (—A4™ Firefox #7 &) 1XFE
FIE AL A B, I HAEH R ILAE firefox A firefox-esr AH G LA FIFR .,

e Conflicts=ES

Conflicts FBRR — MR EARES 51— DA RN 22k o B L A0 i R 2 3 A 4K
AR S — MR BRSO, AR A R A dm i i B i (TCPD i 11 _E 52 AH R (R R 55 »
B 2 PSR B3 A

IR A MRS O 2RI R, dpkg KB 2B, BRIESREWERIT
WEHROCREEE, EIXMEL T, dpkg FHESM B R OERINRAC. APT sias
AEMRZ o WRIRIEF 2R AR, EREMA TR, Ea AR ALE 85k i )
BRI

FFEAM: Breaks=E

Breaks 7Et5 Conflicts 7 BIHCRIEEL, (HRAES X EFLEVFAR. BRI LR K
PRI T — AR (BOLRERA) o — MR, X AL 2 ) (R AN e 2 1k 2 J
#1, I H. Breaks I % WA 4R WA HA AR .

AN BIR O 2 AR, dpkg BHEZE 23w, APT 22X Ml iR 4
PRER AR pIZ AN L (B XA gz ROF R EUGRE) .

HH, RAMELE MIERGTIR T — AR AP ERRE I 1 H A A F &
M IHRCA, I HAEBCA R € LT S8 — Ry s, 21X F L. Breaks
FBUA BT R IR SR Y ] R A

R[EI%H: Provides =FE&

BT LN AR A BB B, EAREEM, HEEL R R
HEM . H DR AR MRS 5O GZBEIRMRS) « 5 =AMERRAE
M=o eBiis — M, JFHRNTREANHE, Enr P2 & fiRo R, B BLalE
B, A AR R A

JUEAMEHAE BREX D CHRAEMEDRFEREREER. MHELRENRAE (BFERIE
f-deb scfF) , HME— H R RIE KB R
IR, AR AR B IR, BN R AR R b e (Bl anfR AR IR
%, BUSHMERE BRI EAFAE A I SRR RSB I T B
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RALRE

WA TR2E— AT, B — RSO, 7€ Linux o, B JLMEETT LR HE Email #5% ik
%, Htn postfix. sendmail %5, XU BRAFHA—FE, HESIRIEFERRS -
mail-transport-agent, X/MRSE— N, Bk, AT 72X RS 3
(B, mRAF%) % F 2, 40 smartlist 5% sympa) W7 BAEE KR A I E FE mail-
transport-agent, T ANHIEE — MR &M BIEANERENBER TR, Wi, ER—GIHHE L%
P HEAE AR S A2 AT, XU N A AR EE S W] 5 mail-transport-agent & U063
RIEH . RGBT B & 2 A9, B X P AR AT LUA 2B 1E7E — A RS
a5 b [F) I 22 e A A IR 55 25 o

H5R MR B

B MU BEEEE—NE R, Provides FEAAMRRA M. 4, libdigest-
md5-perl 7£ Perl 5.6 Z i & —ANAlEM AT, (H27E Perl 5.8 ZJEHi N RAEINH WK
B, EXPEOLR, Perl 5.8 MUAREAT MG AT LA B —4™ libdigest-md5-perl (¥ Rz #43,
EAERTE, 2T libdigest-md5-perl X AL IHRRA N AR FEA SR 0T LLEAT . S5 4 P R
iz, libdigest-md5-perl XA SEFREH S H R R, FIk RGiHERAR] Perl DA T HRA
AN DIRE, RS A AR E T, S ESIMIRR . Wikl 8.3 Fias.

Rz A3

R
<4 =<
o, o,

lDoponds: lDepends:

<4 —-
X B
oM,

libdigest-md5-perl
libdigest-md5-perl

TPro\—ldes :

Replaces:
Conflicts: \.______é’&
~
perl
>
Z A rd =]

®8.3 F|MProvides FERBERIFIRMRHE R

RANThRERAEHE A MW, BRI AT REBUMBOR R e 1], (HIAT L ATRE W% 1& B 1H
B A E i 4 AN AR B B S O
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B Replaces=Eg

Replaces “7Bx ' H5 B U B 173X A0 b () B e S0 F 4 5 4 2 4 v FoAth B P s B9 A7 AE S
s (HEZNBHAT R GERN . WRBEAHRN B, dpkg K2mt &R, BOY R XA
AL UET RS (BARIRTT LUE H—Force-overwrite IETURIRGIE &%, (HR2IXALTR
AR AT R o PRI BOT D AT E AR A A, 4R N R DR
I S X R IS 5 Bt B S

AUARKRESRAE, SHE XN ECEy S aEs MK, "B A 7 BOR U
Mo B e o A RVEARI G A R A — 6 e, FHEET A RSO,
DRAERMEI: RO EETINE, R T,

MR MUK A B T, MZAUEA R T RERT . &2 dpkg BERE
BRI,

8.4.2 BECEMIZ

Fx 1 control ({4, %> Debian #AFELH) control .tar.gz K4 G & —
A (postinst. postrm. preinst. prerm) , dpkg 7&K 46 A R B B A
IREERHA . FATATLMEH dpkg -1 @74, Bos - deb B AERY SO R IR S8 ST A
$ dpkg -1 /var/cache/apt/archives/zsh_5.3-1_amd64.deb | head

new debian package, version 2.0.
size 814486 bytes: control archive=2557 bytes.

838 bytes, 20 lines control
3327 bytes, 43 lines md5sums
969 bytes, 41 lines * postinst #1/bin/sh
348 bytes, 20 lines * postrm #1/bin/sh
175 bytes, 5 lines * preinst #1/bin/sh
175 bytes, 5 lines * prerm #1/bin/sh

Package: zsh

Version: 5.3-1

$ dpkg -1 zsh_5.3-1_amd64.deb preinst

#1/bin/sh

set -e

# Automatically added by dh_installdeb

dpkg-maintscript-helper symlink_to_dir /usr/share/doc/zsh zsh-common 5.0.7-3
- "$@"

# End automatically added section
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Debian Policy Ak 1A, $85E TR BIA R, A ei T s f 240k

X HAsBEE R RS AR S, PUOSIRIL A — AR K, dpkg H58 i BOH 7247
Mz, soliRiRlE CRERTRE) , ZulRE RS AR RS,

dpkg R FE

192

fRATLAfE/ var / Vib / dpkg /o iscfF &% L dpkg $uda . 1% H b
RGP O ERIA R EIIBTIER. A 2R 6 K BC B AR LA 4 1
X FEE/ var / Lib / dpkg /7 info /7H3TF

$ Is /var/lib/dpkg/Zinfo/zsh.*

/var/lib/dpkg/Zinfo/zsh.list /var/lib/dpkg/info/zsh.md5sums
/var/lib/dpkg/Zinfo/zsh.postinst
/var/lib/dpkg/info/zsh.postrm
/var/lib/dpkg/Zinfo/zsh.preinst
/var/lib/dpkg/Zinfo/zsh._prerm

ZHFEAE AN TN st S, 2R SR T2 SR

$ head /var/lib/dpkg/info/zsh._list
/.

/bin

/bin/zsh

/bin/zsh5

/usr

/usr/lib

/usr/1ib/x86_64-1inux-gnu
/usr/1ib/x86_64-1i1nux-gnu/zsh
/usr/1ib/x86_64-1i1nux-gnu/zsh/5.2
/usr/1ib/x86_64-1inux-gnu/zsh/5.2/zsh

L---1

/var/lib/dpkg/status SRS 1 — S (3544 B0 mE 1R An 8 A A% oA
RFC2822) , EAR T HANHAFHPRE. control SCffrh B 22 5 H B 5 B
RS PU

$ more /var/lib/dpkg/status

Package: gnome-characters

Status: install ok iInstalled

Priority: optional

Section: gnome

Installed-Size: 1785

Maintainer: Debian GNOME Maintainers<pkg-gnome-
= maintainers@lists.alioth.debian.org>
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Architecture: amd64
Version: 3.20.1-1

[---1

BAVREBE M, BEMN2UWMZER . —Bki¥E, preinst JHIATE 256 2 i
17, 1 postinst E'EZJa#T. FFE, prerm AEBBEZATHAM, postrm EBBEZ
JE R o AL A SE T A R M BR DART B RRAS I F 22 e B A o X BLASTT BE VR i ik T A AT
RERI S, EEATETHS R WA LA 22, B AmMIE: .

T AP R T A AR 2R EL, BRI R R T RE &7 T — 4% . Manoj Srivastava F A KISk
fiftFt dpkg a8 FHEC B B A . Debian Women I H 17 & 7 33U T 440 T B ixse T 53
il SR IL 2 LU T B ), ABERAN K4S o

»https://people.debian.org/~srivasta/MaintainerScripts.html

»https://wiki .debian.org/MaintainerScripts

ER A5 e A R E R A PR A i 44 B B A, 4l old-prerm 5 new-
BMAKFAFS2H  postinst, EAINAARIFRARI G FERHHIE 25 hE&EK prerm AR
WA (AU 245 hE&K postinst A,

LA

DA RAE 2% (BUEHT) MR A

1. XF5EH, dpkg &1iH old-prerm upgrade new-version 74 .

2. WREFEHLIE, )5 dpkg 4T new-preinst upgrade old-version. #i
wwds, <A new-preinst install 4. WRACEY LB T (HRER,
BeE AR D . dpkg ATRESTERE — NS H P IMAZIRA S

3. fREZEA, MR —ADIAEE, ERE, FRIme g — N EA.

4. XFFEH, dpkg % F K2 old-postrm. upgrade 1 new-version.

5. dpkg HHTTE NEEEE COMEpIER. BERASE , IR B RIA . XA ISR
RATHR, dpkg LV R T A 2R — MRS B FHRI TR .

6. dpkg HEMECE M GEEALEERA , JFln H P2 S 3 3hE 2l
o AREIHEMFHERS, 20843 WWHNA.

7. &Ja, dpkg =i F new-postinst. configure. last-version-configured

RHCE BT
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Bk

N R AE R B B R s R AR

1. dpkg i H prerm remove.

2. FRECE SCIEAEC B IASL, dpkg MER BTA £ 10 ST A

3. dpkg #4417 postrm remove. [ postrm DLAk, HARBIAE B MIBR . a0 A -
WAHIEE purge™ ik, AKX —BIRTE K.

4. FE4aeBR (dpkg --purge X dpkg -p) , & SO WMIE, &R
YAFREIA (*_dpkg-tmp. *.dpkg.old. *.dpkg-new) Fl— LISz — kB M. bE
Ji, dpkg 44T postrm. purge.

HHIEE, T2 debconf TR, ibRE N 22 HAFR FF ERECEE R . LCEg
NALH 4 MARE config BIAKERMECES BT 236, ELRBMmN, X4
config MIAESNE LT debcon® ZE | [ r] @, F P (1ma B N 25405 /E debconf £l
o, DMIERSkZS % . 2T, XANEA — B apt SREA,  DUE LR TF A6 N1 B
B @& RZAGE—R. M5 pre-fl post-iA s XL m @2 %, LA SR
BEATHRAE

debconf T.E  debconf [y EL /N T ¥ Debian H i — AN &2 B ) B 7F 22 4T ] — AN it
TR AR TEVR B ik F P EiE postinst (El HoAhSSALRI IS ) DASR () A0 125 (1 T S0 a4
B EGER . X ERIEZ R I, F 7 AJUTE B ET LAMT R % Ff postinst $i
ATHASR I 1 3. BT debcon® (I, X PRI RS EAR LT 7T AR T o
debconf G JI/ANMA BT BERKMEF RANAEX—"H P2 EIRE; HEHET
DA SCALE B UAMIES A N EWGH P ARG SR W8S (R, BTE
R, JER EARID ¢ SRR X L B S B AR R, DME IS Hoph 5
o EREZMIIRE, T ARSI 238 A GO fERT, bR P IRaTE 2R i 2 5 22
5] 25 P B A T R ) 25 5 B o SRR T DA A BT 45 BB A T I LA, A A
TEPRRERT, SE EI A SR E S

8.4.3 REGFIACE A

B 7 AT SR BRI R B AR control SCfF 2 4h, Debian ¥4 control .tar.gz
SCAR B AL B A — e S

194



E£8E Debian H4EEIE

# ar p /var/cache/apt/archives/bash 4.4-2 amd64.deb control.tar.gz | tar -tzf -
-/

_/conffiles

-/control

-/md5sums

./postinst

-/postrm

-/preinst

./prerm

5, mdSsums BE T A UK MD5. B RIS debsums A K 4 5 40 42 A
Bl . RIEANSCHEAAFAE, dpkg HE7E 2SR B A GRGILAZRETE dpkg HE e,
AR AR SR

conffiles SCHHFIH T AR EL B EC & SCF. B B 0] DME SUX Se e B S0, HAE
BAFEETI dpkg 2 2l R B X LEEE L.

SEfR b, EIXFEOLR, dpkg MAT NS R ATREHMR RE . a0 SR AN RRAS IR BC B S
M, M4 dpkg Bt B2, R EEsss, e ER s cF. X
S PR RS . — R B R R SO, EIX RS IR dpkg 4 H Bl R TR
Ay TRNHCAHBMN T, EXFE T dpkg £ R A A B AN R A (HRA
ECEBND o NTHBAPERIER, dpkg SR “ERT FE, BRWAKAZ R E
o WM FEBRE IHRRAS, HRRAKE A7k 72 SO 10 R — AN B R LA . dpkg-dist K
JEEA RIS . I RERER A, A THMCAR 2 AR A7 7E LA, dpkg-old A5 28 4 1 S
FHN—=ANFTRERIRAE R IR T dpkg SRgaiRiZo0tE, SRR EBTIKE MBS C2RT
W diFFIRIEIZER) .

dpkg 7EACERPCE SCHFEE R g, BRI E, 2 MR TR, EOREE RN
MREESH . XRWONFEN BATTER . FiEiZ, Ll dpkg H 3 Rx 28R o

FrLl dpkg 2t 7 —Lk . —Force-confold, ff7%I0MRASE & > fF; —Force-
confnew 1fi F ErhAS (B & S0 F: —-Force-confdef, #1f dpkg ikHiE FkFE CYJELE
BLE AR AR B, R e sod AR E S, AT LL#E A --Force-confnew Bi--
force-confold.

X e ik AR W] ATE dpkg PO A, H B G OK 2 B0 1 K2 apt-get B
aptitude. JTUALE T T AR mL CEATR a7 S IEE LD .

# apt -o DPkg::options::="--force-confdef" -o DPkg::options::="--force-
= confold™ full-upgrade
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XL AT DL AP AETE apt MIFCE . M2 FTHIX TR NS /etec/apt/apt.
conf.d/local S ffH:

DPkg: :options { '"--force-confdef"; "--force-confold"; }

XFE—k, EUESHMFE PR HIX S E I 1, #ila aptitude.

PR AT PLE L dpkg A E F AKRH#ITRCE: --Force-confask ETE K dpkg
TR B OO e A, BRI IS L AR E R E MR k. B, CYE R A
B, dpkg 20 ITA CAE SR BC B SR ) FH P 3R T IR 1] o A IR Al v 2 AR T,
91 G G L S e N B, B R 22 R X LB JE AR T B SC AR, X B sk o] LA fsE A —-Force-
confask &I, KR dpkg AR @R, &I AEE SRR & —FhIER 2
SO, ATDAAS 2 B3 22 - 7 SR E S

8.5 NG

fEARZESY, BAITM T ELXT Debian HAEGRAWAR. Wik T M HRMFETH
(APT) F1 dpkg, T T7THMHAKEMZH, apt WEHBEEMGEH, HFERANTHET
Debian # M £ 4. .deb XH# X, LK control CfF. BLE A . &5 K&
conffiles X ff.

===} |= iy
BOER:

Debian A & — AN A AR P B0 R 4 S0 o BB 8 B F R 1) ST A DA B Fe At e 3
W, SR A R OB 2K, LR A AR AN [FI B B (223% . MHBR AN A2
PAT A 2 A
5 APT R4 apt fl apt-get )z, dpkg T HANEIE T E BRI & 0 Fra T
WAL, R, 22 P Debian BPF6L, FRAEAH APT AR TLHE, BUONEATREN B ShE K
PE ]
ATLMET R APT e FIBR B AR 7 ST, EEAHEAN RS LR RIRMZ T
fil 1) APT e LT B ) S R
e sources. list 2@ MR (B S 3R H S R E .
* Debian 1 Kali £ ] = A6, ARAEEEN A EZ GV AHEX 3 84 main (52
SEATFE “Debian H R R T MATARMEE;  “non-free” B&IHAAA (5
) fra “CHBBMERE” , EATUAZIRE K contrib (contributions)
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EFE T FFROERD A, A AR TCVE M B AR B e E s AT R A

Kali 15 2 NPk, FE: Kali-Rolling (P I3 Z AR , HAE T 23
BT AR Kali JF R N R Kali-Dev, FEAHEFRE AAMEM: L& Kali-
Bleeding-Edge, IH# A& REMAAMREHFZI P, ENTERZEFEAE] 24 /N
L EZM EIERY Git (B Subversion) T7fi EE g A .

i APT B, NG apt update F#:24#7 AT AR5

ATLMEH apt install package EERINEI RS . APT $ H 2l 2235 B K
MR EAE L, ] apt remove package. ‘&K N G B AL I B AR Ok B
CRIA T2 R B S A 0 I R LD

LM S BRI A s, FTLME apt purge package 4 “iEkR” W, 5
PBRANE, XA 2 BB AL, 2 MR FLRC B SO, A I 3 2 I SR Bk FH
LAETR

PATEVGE WITH L 23Ol i) 2 0. EAT T4, 1] apt update @4, )5

[y

P apt upgrade. apt-get upgrade X aptitude safe-upgrade 4. XLy
AR AT DL 2T AN B AT A 2 22 B R A B I 22 6
YT HEREERNAR FlmFEERAFL , FEH apt full-upgrade 4. #idix

AP
/l\ﬂlj/7\’

APT K58 ARSI, R E LU Bk — S Bh e, Bl R8T RO OR &

KRR AR E T4 Kali Rolling RS2 o AT LARIET— T~ FATHE A 2 rhREIA 1) ST R AR

R

A DU UM T B SRAG A Debian #01F6L:

dpkg --listfiles package (5(-L) %I T H48 & A0 228 0 A
dpkg --search file (H(-S) &AM EESE LIS 1) A BRI BT £
dpkg --list (#-1D B/R RGO IFEEIFR &L 30RE.

dpkg --contents file.deb (Hi-c) %I H¥EE - deb SXHH HIFTA A
dpkg --info file.deb (Z-1) E/R45EK .deb CAFHIFRE

% Fl apt-cache T4 EoREAHE APT A% 22 i )G 4015 B o

N AR 2, (RN Z e i@t/ var / cache / apt / archives / it
THEFE . WL A 4. apt clean =i apt-get clean %6454 Hat: apt
autoclean ¢ apt-get autoclean RMIFRISEEARER F B MAA, FAENCENE
BHWR T, FEITHE.

Aptitude =2 M HEAEF, ATREES G ELEEREARAMER . X2 — 4%
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SRR, AT LS Bl R 2 B R 2 S A 1) e

synaptic 2 —MEAH A S, BA R B A

YE NS, URA]LAfE/etc/apt/apt.conf_ d/ 6] @ SOk ECE APT (3L )y
o RIETT DV g, BRER F B 22 ML, — A 240 R IR A A
R, N R A SR I AR, R AR R IR AR T S A

RE Kali / Debian HI4E4E R T K% )1, (HRGTHEIFA B2 IA A B BRI
Flo KAXFEHE, fTLEE Kali bug IR %M https://bugs.debian.org/
package Mifi I[f] Debian bug FREFRZE, BAEEGCEA ARG TiZAE. FREAT LR
e AL, BRI S AR B I e A

3

BINT—IRBREED

1. WA cdimage.kali.org T# Kali 1SO, 1E#H 254 AL BRI
ISO T#IE K.

2. {ERIY sources. Nist SCAFHIRINECE —NR, FFS0HR IR A7

3. ¥ kali-bleeding-edge f#FERINBIIRII RS H, FF%%E Bleeding-Edge FRASI
“set” AL,

#3520 —# T iRdpkyg

7| atk6-alive6 i3k HIAF-iE k7.

Fff 2 22 28 T PR R A B T B B R A ST A
BWRATPEAH “wifi” BRI 22560,

1E Kali B e R A & F “wifi” (T A,
1 H EH nmap B 2 2 e AR IR ORI SC A

g A~ W N P

#>)3——dpkg-deb%:>]
TEXAG I, ATE % Nessus. Nessus ZEEHAE —AME I apt-get ML mtht
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FERUN . Bk B R T
M Nessus B M T #.deb %225 5
H dpkg “%%%.deb S
VEM Nessus 8 e L IS4 SR BUBE 5 .
£ Kali 54 i nessuscli 4= B — Mk kG .
PEAZ B A R R LA 1) F o
TEEE IR,
Ko —/MgK AR, o HBEA IR AR R HRORINIAA R T, o es
Nessus, #RJ& QI — AN S AR IF B 3 2R e,
1. B TE, M5 %2 EM Free Nessus Debian #4441
2. AELE Nessus Web Fiif DA 77 e deddifth, 12 d 4l 1 O A7 B A M SO A
3. KA E N Nessus .deb BRAFEL, LMER LAIEZEE Nessus (B WIEs 2 it 5L Y,
AN EFRERE B N4 .
4. GE—AHEN B B B E T Nessus.deb 6.

% 354——NKali Multi-Arch 2k Z 2253

R RN EBNZ], FOVEEFEE R, H-SRegydfassas, Bk
Kali 1347 Windows 27, XEZEIALLT Wine. W K ml At b Sehrfp 88— 1k,
R AR 06 2545 22 e AR 2R 28K (386D

1. fiH dpkg % 32 AR REEE A N BRI Kali R4 H.

2. 2% wine32.,

3. {#i[] Wine iz47 Windows ipscan F£ .

BER

1. %N\ apt-cache search nmap @4, Jtt4 atac XA T AW ERAE T 4%
H?
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NS

o &84 Kali Bt

o HYiPE Linux WA

o JEf Kali H4: 180 5%

o fHMH U4 H4E 1SO I nFF Atk Thag

o /NG

Kali & — ke BTG, Efl s ENAAESE . WIRRSRIT 4G, & hIARE FE a)
L RNZAN g0, B Kali BRI ER R AFF T . EARE, FRATEN AW, B
BIF NS EH SR E R . Linux WAZTHRRRIRES, AT H — BT RE A9 (W 9.2
A, AR AR SREL AN AZIRAD, QAT C E N AR IR RIE T, WM e R AR DG AR L

SRS, EEEEA (Live) 1SO g, BATENBan A live-build T Hig
PR KB P IO REMEC BT, e il R K 1SO Bifg, 4G 2 #i it Debian A+ F B4
AR

BEMRUAE U & EME—NMEERFAR B L 1SO, ERERIERGERG, Mt
N Z G0 0 B SO AT DR AT

9.1 (EKalii4a

fEek Kali Bofft, JHH 2 Kali sk AT AN GBS o AlATTAE 8 ) b i Al A BE 3
PR, TREBOARC B D AR B R AT i, B B R 5 1) bug. (HAREBATATAEZ
AT AR A IR TR, PRIERAT ZE k038 T 2 e AR 2

N A BB ? BATFTE, R B SR 12—, W] DAAE SR ICE 1Y
Ja GEFAMEM git) , HERFISTBEUEIEA. R AEBAIRE DK Home HX Nz
11, XHRE . HER T EAAERGEH A 24 (Lo make install %3 , Eaish
RIS 248, I8 dpkg ANBE E SIRBIX LESCF, ARPRAES ™ AL A R AR AU S 1 1] 7L
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AN, WA AERRE, & DR EHTE 2 & EYL IS, S R I
BAKBWRTUAE, & 0] LU ) .

W, TR T EBSRAE? BT LSRR SET T HEMR B 2 i H
P ARKEIL T EASECAR, H Kali BT RENEETE RS — DU MR ZE IR 2
—F, RNMTFEACEZITEHE 7. 2R IERIMNELERE MIFARE NFC R IEH T
£, IRATRETREEE g “libfreefare” £, JBHIHREE, LMETE bug &G EZHHT
PWIAEE. 3B “pyrit” BIFHEE T, HMH 7 —%MRAREEE. 2 FHERER
B, LUEH Github & FEH 2B E 171X bug, RILE 33T BIXANHNT, EHHR IR,

BAVSEAR TG ST TP/ P ). R SEGF bR 5 R S0K 40 e A T HoAR A O,
TATeR AT A s, (AR R T A SO0, AR OdE 2] 1 i, 1 54T £
ARG IOT REGRFR) (W6 T .

TR FE L, HORARRARIEAATE : SRR, MEEME, BouEis, REE
BN N TR—2, HeAREZ TATH. XETLENENA TR, RAUIBEH+
HH R FEE A e A 8 AR T B A T U A

9.1.1 FREURD

Y Kali WAEGMNEREBUREIS 4G — MR H 2 A SO EE &> . dsc
(Debian Source Control) (A, ‘&%t HARM &, ATLlE* . tar. bz2, xz, AIMALL
&*_diff.gz 8¥ debian.tar.gz. bz2. xz 4.

P EAALE Kali 831595 L, nrdit HTTP 77 ui il N /RmT DU e 5 N, =
A B 70528 ik apt source source_package name iy 2 3KfFIEG AL . %@ A E
/etc/apt/sources. list XFHEAM*E deb-src W17, HRIIXHCEEHEH G817
apt update %) . IEFEL T, Kali BRAERARINX—171, FARDAE Kali HP &
BRRGAL, (HEXR, FINEBRE R (L 8.1.3 TRFI s & 8.1.2 THIMHIAH) .

$ apt source libfreefare

Reading package lists... Done

NOTICE: ’ libfreefare’ packaging is maintained in the ’ Git’ version control
system at: git://anonscm.debian.org/collab-maint/libnfc._git

Please use:

git clone git://anonscm.debian.org/collab-maint/libnfc.git

to retrieve the latest (possibly unreleased) updates to the package.

Need to get 119 kB of source archives.
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Get:1 http://archive-2_kali.org/kali kali-rolling/main libfreefare 0.4.0-2 (dsc)
[2,090 B]

Get:2 http://archive-2_kali.org/kali kali-rolling/main libfreefare 0.4.0-2 (tar)
[113 kB]

Get:3 http://archive-2_kali.org/kali kali-rolling/main libfreefare 0.4.0-2 (diffF)
[3.640 B] Fetched 119 kB in 1s (63-4 kB/s)

gpgv: keyblock resource ‘/home/rhertzog/.gnupg/trustedkeys.gpg’ : File open
error

gpgv: Signature made Tue 04 Mar 2014 06:57:36 PM EST using RSA key ID 40AD1FA6
gpgv: Can’ t check signature: public key not found

dpkg-source: warning: failed to verify signature on ./libfreefare 0.4.0-2.dsc
dpkg-source: info: extracting libfreefare in libfreefare-0.4.0

dpkg-source: info: unpacking libfreefare 0.4.0.orig-tar.gz

dpkg-source: info: unpacking libfreefare 0.4.0-2.debian.tar.xz

$ cd libfreefare-0.4.0

$ Is

AUTHORS CMakeLists.txt COPYING HACKING m4 README
ChangeLog configure.ac debian libfreefare Makefile.am test
cmake contrib examples libfreefare._pc.in NEWS TODO

$ Is debian

changelog copyright libfreefare-dev.install rules
compat libfreefareO. install libfreefare-doc. install source
control libfreefare-bin.install README.Source watch

fE_ BT, AT Kali SHEIEFAFEEE, A SEA “kali” 784, Kok
Debian 1] —#F, XA IR EA L 1TTE Kali MRl

ﬁu%%:;%*/\%ﬁﬁfilkﬁﬁﬁﬁ%@ H7E YT /etec/apt/sources. List JE%| &
KRR, AR E RTINS, BB http://pkg.kali.org AL e X MK .dsc LA
URL. %E i dget a4 KA IX A URL (#543K 1 devscripts #44:41)

7t kal i-bleeding-edge V51148 5| libfreefare JEID LA URL J&, {4/ dget fird F#k.
BN dsc M, ARJEfET A RS I 1AM, BRIE, BTN
$ dget http://http.kali.org/pool/main/libf/libfreefare/libfreefare_0.4.0+0~

w git1439352548_ffdedd-1.dsc
dget: retrieving
http://http._kali.org/pool/main/libf/libfreefare/libfreefare 0.4.0+0~

= gitl1439352548.ffded4d-1.dsc
% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 364 100 364 0 0 852 0 --:--I-- —-I-—-I-- —-—I--I-- 854
100 1935 100 1935 0 0 2650 O --:i--:I-- ——-I—--I-- —--I--I-- 19948
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dget: retrieving

http://http._kali.org/pool/main/libf/libfreefare/libfreefare_0.4.0+0~
= gitl1439352548.ffdedd.orig.tar.gz

L---1

dget: retrieving

http://http._kali.org/pool/main/libf/libfreefare/libfreefare_0.4.0+0~
w gitl1439352548.ffdedd-1.debian.tar.xz

L---1

libfreefare_0.4.0+0~git1439352548_ffde4d-1.dsc:

dscverify: libfreefare 0.4.0+0~git1439352548.ffde4d-1.dsc failed signature

check:

gpg: Signature made Wed Aug 12 06:14:03 2015 CEST

gpg: using RSA key 43EF73F4BD8096DA

gpg: Can’ t check signature: No public key

Validation FAILED!!

$ dpkg-source -x libfreefare_0.4.0+0~git1439352548. ffded4d-1.dsc

gpgv: Signature made Wed Aug 12 06:14:03 2015 CEST

gpgv: using RSA key 43EF73F4BD8096DA

gpgv: Can’ t check signature: No public key

dpkg-source: warning: failed to verify signature

on _/libfreefare_0.4.0+0~git1439352548
= _ffde4d-1.dsc

dpkg-source: info: extracting libfreefare in libfreefare-

0.4.0+0~git1439352548.ffde4d

dpkg-source: info: unpacking

libfreefare_0.4.0+0~git1439352548_ffde4d.orig.-tar.gz

dpkg-source: info: unpacking libfreefare_0.4.0+0~git1439352548. ffde4d-

1.debian.tar.xz

fJ:EE’WJ?EP RONPEID ALK PGP &4 ik KAE, dget %A H3h NI 5 I
fgf. Bk, FATEL dpkg-source -x dsc-File v A KALHBUEIG AL . 245RE 7] LA
Bt hn L --allow-unauthenticated Zi-u 2%, RATRIVES A, &0 LLE
--download-only &5, BhidffEidE, R FEJEEa.

M Git B FEIREUFY RETRE &M apt source & HIIHMEEH, HEIXAMNEEAESLD Git
RIS & P ey BT RESR [ —1> Debian 5# Kali [ Git B /% .

BT AT Kalifi A7 (3 th 4, i i t.kal i -org (R AD @ 22 AT 4E 4, T LA

m LIl figit clone git://git. kali.org/packages/source-packagefy 4

1 http://git.kali.org
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BRCUR G o % AR R AT B U R U S, 2 Bl 4 A gt checkout
kali/mastery 4, Yj#zlkali/masteryy X E%E .

iR apt source FREUT AR ZAAET, il git SREUWIE, T H3)
e THT k. Arblidiid &% debian/patches/ Hat, T fi# Kali i 7 HLecia) .

$ git clone git://git.kali.org/packages/kali-meta
Cloning into ’ kali-meta’ ...
remote: Counting objects: 760, done.
remote: Compressing objects: 100% (614/614), done.
remote: Total 760 (delta 279), reused 0 (delta 0)
Receiving objects: 100% (760/760), 141.01 KiB | O
bytes/s,
= done.
Resolving deltas: 100% (279/279), done.
Checking connectivity... done.
$ cd kali-meta
$ Is
debian
$ Is debian
changelog compat control copyright rules source

TE &I 5, ATCLEIE git GPERIRAFIRRD, (H2, Kali JFA A HIX AT
GRERS, KRS — BT OmFE, A1 git-buildpackage T HEM, X
BANTZ TR T BT, SEmEE DU 1T 1 -

» https://honk.sigxcpu.org/piki/projects/git-buildpackage/

90.1.2 ZEEIMERHE

BAERA AR 1, TP E 2 U . AR R U 2 P i — 2 S R il AR
Hh, X BRI A0 TR

7t debian/control {9, RIS Build-Depends B B T8 1) dm i1k
. TAEE apt A kXK (REIEMNHET, O8Ok EG
(PN
$ sudo apt build-dep -/
Note, using directory ’ ./’ to get the build dependencies

Reading package lists... Done
Building dependency tree
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Reading state information... Done

The following NEW packages will be installed:
autoconf automake autopoint autotools-dev debhelper dh-autoreconf
dh-strip-nondeterminism gettext intltool-debian libarchive-zip-perl
libfile-stripnondeterminism-perl libtool po-debconf

0 upgraded, 13 newly installed, O to remove and O not upgraded.

Need to get 4 456 kB of archives.

After this operation, 14,6 MB of additional disk space will be used.

Do you want to continue? [Y/n]

[---1

EZHI, APT I R H] ““Eé*ﬂﬁ’]ﬁlﬂ?&%ﬁ FESLFRAE L, A REAS E R IX
F, Heln kali-rolling FFANH f RT 22 30X 45 KA (R %Lﬁﬁ?f&%ﬁlﬁﬁﬁ’ﬂ_lﬁﬁ@) o E
b 1 glﬁ?ﬁﬂﬁﬁ%ﬁ@'—ﬁﬁHaf&%ﬁﬁm%%ﬁé\ﬁﬁ, ENE 2 QO EIVAINE TR L I I PRt
7.

0.1.3 BXERE

AT TCVETE i BIRAR B0 AN YRS L5 I BT AT R AZ O, X AH 24 T AR i DebiandT
AL EARLEST Yo AT UHRRT R B = A RG], R — S IEIREIT 4 Cthd
changelog X I 4T

Ef‘a?&ﬁﬁ@%?@ﬁﬁﬁ#@ﬁ‘]%$%, XFFEEPFALIG, 4 R85 Kali 8¢ Debian J5iA X
MFFK. EEEERIN—AN G, R '1}3[5/\)\36%/\71&71@&%5& KN buxy Z%EHM
IRC We#K, FrLAEHEHRXMMERN G . XFhoksh i irdst devscripts A deh 4
(Debian CHangelog) K#ff, HEika4 & dch --local buxy. Za& & —A Y
#2% (sensible-editor, Jiz) VISUAL 2i# EDITOR %iﬁﬂ‘ﬁi?ﬁﬁﬁ%ﬁiﬁ%& 7 45 17
/usr/bin/editor) . fEgwHATE TXREM P IIAKER. XM ER T deh
szx} debian/changelog Ui T 1524 .
$ head -n 1 debian/changelog

libfreefare (0.4.0-2) unstable; urgency=low

$ dch --local buxy

[---]

$ head debian/changelog

libfreefare (0.4.0-2buxyl) UNRELEASED; urgency=medium

1 https://www.debian.org/doc/manuals/maint-guide/
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* Enable --with-debug configure option.
-- Raphael Hertzog <buxy@kali.org> Fri, 22 Apr 2016 10:36:00 -0400
libfreefare (0.4.0-2) unstable; urgency=low

* Update debian/copyrtight.
Fix license to LGPL3+.

WA EEEN, BIF4 A% E i DEBFULLNAME F1 DEBEMAIL XN &, X
WA%FEEM&@% deh ZEH IR Z 4T B T EARSH AR st LimxAEFHhel “--7 FF
SKEAT —HE, XUFTE T H, S HNE T S IR AR IR BT

FIANT

TEFRATIM—ANZ I, pyrit PR O R, EIERAIE L git @S, KO T —ADEHIA

XPB GRS W, BRAERRPZR S . (H, ARIEEID RS A 1 Git 776 TER
AN, AT SO A Dy AR A —FE

CRE VLA FE 51T apt source pyrit 4, AWMl pyrit-0.4.0
I H . B, FTLLE R patch -pl < patch-file @4 E4T 3740 T #4f

$ apt source pyrit

[---1
$ cd pyrit-0.4.0
$ wget https://github.com/JPaulMora/Pyrit/commit/14
w c997174b8e8fd20d22b6a97c57e€19633F12a0.patch -0 /tmp/pyrit-patch

[---1

$ patch -pl </tmp/pyrit-patch

patching file cpyrit/pckttools.py

Hunk #1 succeeded at 53 (offset -1 lines).

$ dch --local buxy “Apply patch to work with scapy 2.3

USRI, CLA5E T A IRRSEL AT 4N T MBRAE, BULE RT CAGn BT 40 TG MURRAR 7= 28 ik i1 5L
B CHARERAE 9.1.4 75) o HAnRAREE 9 PEX N BT 5 RS EL, ks “unexpected
upstream changes” . XJ2KA pyrit (BFERZEHEIEEE) HH 3.0 (quilt) PSR (I
debian/source/format CfF) , %A% X E SRS BRI AT eksh, 2 A05 Tl R AE
debian/patches/ H3t I, debian/patches/series A xb T NG . A LA
iBiTiE4T dpkg-source --commit 4, K TS BOEN A — A ET AN T SO
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$ dpkg-source --commit
dpkg-source: info: local changes detected, the modified files are:
pyrit-0.4.0/cpyrit/pckttools.py
Enter the desired patch name: fix-for-scapy-2.3.patch
dpkg-source: info: local changes have been recorded in a new patch: pyrit-
0.4.0/debian/
= patches/fix-for-scapy-2.3.patch
$ tail -n 1 debian/patches/series
fix-for-scapy-2.3.patch

quilt T &5 AN T EHAE, O quilt THHMEEH, KL HFEMEHRSE T “3.0 (quil) 7 JEE
g, ME—X BIE RS debian/patches H 3% X T patches H . 1% T H AT B
M APT [6] 4 %258, X B A MERES M 4 R -
=» https://raphaelhertzog.com/2012/08/08/how-to-use-quilt-to-

manage-patches-in-debian-packages/

SRR AL 1.0 BE 3.0 (native) #&3X, TITJGZiyd Mhx B ARSI eal . IR B2 1
H B0 2 BT A R RS A B 2%

Git SEFHEAWFSA W R EH Git KIKIUERD, B ENE R a2 Git TE
MAEBEET AR . B, X 4% Debian Hif4L, HEAMAE A Git TAERBTE
B, ECOUHE 7RO X, A, B R ARG R, A SRR T AN
T, B IS R RN EE debian/patches H3E T GXFEL T, b T 2278 9w PRI B
D .

5w P T B & git-buildpackage, Frf git.kali.org bHRG G ES e RE R, X
PN, N TRAE BT YR L, HEFMETE debian/patches HE R, ATULFLTE
XA HE FHMANT e, JE7E debian/patches/series /%) k. (H git-
buildpackage f¥1F F* S a] T gbp pa KB T 7 FIAE —A Aoy SR G, IXFERE
ATDARIEAN N E4F, BRSBTS (rebase) « ATUAEE gbp-pq(l) T, 2% =) tofarfdi
AR

git-dpm (&%) &R —NHEHN Git BEH TR, '©7F debian/.git-dpm Fid
SFouddE, @A IR debian/patches [N ABIE )5, KEFFELH T4
T HIRES .

A EERIFIZEIN
AT I 75 B B G R T Y 2 VR AR R ) — A O YRR B B S R DD RE BRI, B
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PRAQEL E HM G i S Hn), XS H ] Re S 4m R, ./configure WIEIZSH, Wn]feE
I3 PR AR R U L K e R S

ERER T, (XFEX debian/rules fiEii ], debian/rules {2 IKzEh%
PR AR RERAENE, REEWE RIS THILARCE (Jconfigure) AISLPRYm ¥
($(MAKE) 5 make) HI4T. iy &Rk A, T ae x5 — A S 1 dr
LSEMIER, XML T, AIE AN, TR E SERAT N . A dh AT R
B4y, FEX dh_auto_configure B dh_auto build @A T (VEIE WX R )
Z%TFfit, man pages) .

N R AR Y, BATRE — ADH T . AT HAZ & libfreefare £, @ i
#5_/configure HiAfLi#i--enable-debug ST H HREIN, ZXFEATLAM NFC T HrH
SRECEVEARATEN H &, X TR A8 Mifare NFC &, BEIRTG — D E4010 bug #7755
RNIZAMA dh SkRMEGE, FERN (&850 override_dh_auto_configure.
T B AZ M libbfreefare f) debian/rules SCEFH ik

override_dh_auto_configure:
dh_auto_configure -- —--without-cutter --disable-silent-rules --
enable-debug

FTELHRRY LR A

BAVE KRG — N, BOREHE M SET W&, RERIT A8 LA
(7.45) , ZMRAILEA KR HE Kali B (s, Kali FE4aiAR 7.4.4) o fRiE3
Sbf, HOwmBE— FEHC. XRARMNIRAREEN, REAEELE A 2 BT &
Mo

N BEEAD AL, URE e Kali EIRE T HHTE AR AL (7.4.4 WA , REkKiz
A TR debian B ZEANEHBIFRAT L, HIETE debian/changelog FHricHTI
A5 .
$ apt source set
Reading package lists... Done
NOTICE: "set" packaging is maintained in the "Git" version control system at:
git://git_kali.org/packages/set.git
Please use:
git clone git://git.kali.org/packages/set.git
to retrieve the latest (possibly unreleased) updates to the package.

Need to get 42.3 MB of source archives.

L---1
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warning: failed to verify signature on ./set _7.4_4-Okalil.dsc
info: extracting set in set-7.4.4

info: unpacking set 7.4.4_orig.tar.gz

info: unpacking set 7.4.4-Okalil.debian.tar.xz

info: applying edit-config-file dpkg-source:

info: applying fix-path-interpreter._patch
$ wget https://github.com/trustedsec/social-engineer-
toolkit/archive/7.4_5_tar.gz -0

= set 7.4.5.orig.tar.gz

L---1

$ tar xvf set_7.4.5.orig.tar.gz

L---1

social-engineer-toolkit-7.4_5/src/wireless/wifiattack.py

$ cp -a set-7.4.4/debian social-engineer-toolkit-7.4.5/debian
$ cd social-engineer-toolkit-7.4.5

$ dch -v 7.4.5-Obuxyl "New upstream release"

DR EIRT, B2 RAAT PAZ 1 BB AR .
WRAE L RRAS 51N A R 2R A, A I T B 75 5 B A B M AT AT IR, IR TR AT
RS X7 HATIAT V2 AR, AR EEE T .

9.1.4 FHadmiF

B R AL, 1R SR BV AT T84 40 ¥ A5 B — B Bk A e . deb SO T . AN RE
dpkg-buildpackage fir &2, KB HLUTT Frox.

$ dpkg-buildpackage -us -uc -b

dpkg-buildpackage: source package libfreefare

dpkg-buildpackage: source version 0.4.0-2buxyl

dpkg-buildpackage: source distribution UNRELEASED

dpkg-buildpackage: source changed by Raphael Hertzog <buxy@kali.org>
dpkg-buildpackage: host architecture amd64

dpkg-source --before-build libfreefare-0.4.0

L---1

dh_builddeb
dpkg-deb: building package "libfreefareO0" in ".._/libfreefare0_0.4.0-
2buxyl amd64.deb*" .
dpkg-deb: building package "libfreefare-dev" in "../libfreefare-dev_0.4.0-
2buxyl amd64.deb*" .
dpkg-deb: building package "libfreefare-bin® in "../libfreefare-bin_0.4.0-
2buxyl _amd64.deb" .
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dpkg-deb: building package "libfreefare-doc® in "../libfreefare-doc_0.4.0-
2buxyl _all._deb".

dpkg-genchanges -b >._/libfreefare_0.4.0-2buxyl amd64.changes
dpkg-genchanges: binary-only upload (no source code included)

dpkg-source --after-build libfreefare-0.4.0
dpkg-buildpackage: binary-only upload (no source included)

-us -uc EWH TR LT (_dsc. .changes) HIZL M, B NIREH
changelog SCH XN H) GnuPG B EA IS, X MRS S R, -b iETIR 7~ H 9 3 2E il
TRE SO XFMESL T, A2l dse o, RARETEERISCHE (Ldeb) o L, XA
e T AT LURE T — e A AL R R I o, BRI A A T B RGP IEWC ST L
CREE RS, [FII R g R

1 dpkg-deb HIEIEHTR, FrAEmp) gk dsc s TR ER T GREBAMCHS |
PERF BRI dpkg -1 8¢ apt install f74 k23 e,

$ sudo apt install ../libfreefare0_0.4.0-2buxyl_amd64.deb \
-./libfreefare-bin_0.4.0-2buxyl amd64.deb

Reading package lists... Done

Building dependency tree

Reading state information... Done

Note, selecting ’ libfreefare0’ instead of ’° ../libfreefare0 _0.4.0-
2buxyl_amd64.deb’

Note, selecting ’ libfreefare-bin’ instead of ’ ../libfreefare-bin_0.4.0-

2buxyl_amd64.deb’

The following packages will be upgraded:

libfreefare-bin libfreefare0

2 upgraded, 0 newly installed, O to remove and O not upgraded.

Need to get 0 B/69,4 kB of archives.

After this operation, 2 048 B of additional disk space will be used.

[---1

A apt install @54, 5 dpkg -i Mt B HFALE T 0T DL BRSO Al M A B A
D PRI L. EARAZET, IRIEAB[AER dpkg 74, FONHEES APT ik Joikkb 3
APT Y2 S #A~ . deb 3.

dpkg-buildpackage 3435  i##, DebianfF K#H M —NEmZRINFET, andebuild., %27 EFIET
dpkg-buildpackage, [[Em#Hn 7T xlintianfe/FHiEH. lintianfkiz
ATEFRE, TR BT A AR 4 /2 75 74 & Debian S o XA HIA 215 B

1 https://www.debian.org/doc/debian-policy/
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B R, RUA M IABEAR B e 5 Je B4 P 1d 72 . debui Id 54K devscripts &
B THRZ —, SHAMTALSEECM, USRS #HTAE.

9.2 EHmZELINUXNZ

Kali Prigfitiitz, SE&RTRZ HIIRMIBSITER, MM REE SRR EZ 1
MEPFRCE . X IR 2 N FF B0 g B AR IR DA, RO RS me BRI o I3 B g 1
%, EEAMEHE: A, RELARAN, NMEERGMH, ¥a b HmEN
17 BN S IR AR AAREAS S B e (] B2 o I8 AN T ) SR Bl 2
JFFRIEHINRE, SSUARGERNBA TR, —R2eHE. WAL E WIS LT A%
g, RAWEH & EI S EIZTT, ATRRTHE L2 2 XU

HR IR AT HRE N, (RTEEEZZES2: Kali 5[ fl i AR A 2 2 0L . i IR
Kali J5i24E#%, Re=322%5 T Debian Project ZH -2 i 58 51 IR 45

dn SRARAE AN T AR R AR E D RE CHARME NIRRT D) B R RS 5 B 4 1
o

Debian N#ZFM Debian PI#Z/NAYES T —/ Debian WAZFEM (KtRiE A debian-kernel-handbook #if4f:
), ZFMEEICFE T AR IE, LARnf4b# Debian &5 HIAZE. WERA
WA T AR MENGER, Nl P, SR TR
=» http://kernel-handbook.alioth.debian.org

9.2.1 @NSESIE

Debian 1 Kali ¥ LA R RE BN, TiARERMGRFEMZENZ. FAZZR
HEE B R aEH, FrOlE ] DI Tt gk, Wl LLEIRE T2 etz b Ak, 5
WIZ AR EAS, 7T B35 5] S m#i2/7 (bootloader) Hl initrd A= #2172 H..

B8 FUF Linux Y5565 %1% Debian WAZ B —VIFTT, (B4 %24 build-essential #X
L. BEA, PRI E IS T B 2235 libncursess-dev B, Bfh, B %% fakeroot Hff
£, FTIEIRE SRR T 6% Debian 2.,

# apt install build-essential libncurses5-dev fakeroot
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0.2.2 SREVRMG

BRIy Linux WAZIEES A Ptk =X, pr DART Bl i 22 30 M ) linux-source-version >k
FREUJED 4L, apt-cache search ~linux-source 4 A 41 Kali #c8 W AZ RS AL,

TERIX L B PERY, BRLinus TorvaldsAHAt: P 1% T & 3 K A I LinuxJiiy A2 58 4
—3. AT Linux & AT RS /2 X BE, fLffDebianflKali, #8237 L —HEN T, XLk T 4548w
REAE LA LR AR AR A B X Sexh T N A AHE: RAFRATRIREESE . B o6
R R IR SAR T IO S R AR s MR A FE B B Linux kernel YRS (K38 ThAE; DebianziKaliH &
AR 7€ 2 2 5%

FET RIA KB — Linux kernel 4.9 RO, Ho R B R R IE FH T HoAth N AZRRAS o

TEIZFIF, B linux-source-4.9 [ A O 238, R, BATREAS RIFHEDY—
BRI, AEAIRENA M linux (1) Kali JE5 4.

# apt install linux-source-4.9
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:
bc libreadline7
Suggested packages:
libncurses-dev | ncurses-dev libgt4-dev
The following NEW packages will be installed:
bc libreadline7 linux-source-4.9
0 upgraded, 3 newly installed, O to remove and O not upgraded.
Need to get 95.4 MB of archives.
After this operation, 95.8 MB of additional disk space will be used.
Do you want to continue? [Y/n] y
L---1
# Is /usr/src
linux-config-4.9 linux-patch-4.9-rt.patch.xz linux-source-4.9.tar.xz

VEE, b4 //usr/src/linux-source-4.9_tar.xz SCfF, 'E & WAL I &%
fil, FEELEINEMEIHEFERE, thin~/kernel/ B® T (LifElusr/src/ R, #iiEN
AT B R AR«

1 https://kernel.org/
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$ mkdir ~/kernel; cd ~/kernel
$ tar -xaf /usr/src/linux-source-4.9.tar.xz

9.23 EERZ

T RS B RSN, WARETIE. BRAREM A, BORTIRE K.

WAZ I S 12 TARKER T — DA E . RSN, #AEEE XS Kali 1k
BHOCHEERL, X — 4T /boot Hx T . b, THMNKEERAAL, £
/boot/config-version LAl FECERIAT (ff ] uname -r w4, BIAIERIGIMAS) .
FHNZSCFREANRIE HR T, HEira A EHEA - config SCHRITT.

$ cp /boot/config-4.9.0-kalil-amd64 ~/kernel/linux-source-4.9/.config

FEN, WA ERA T EBNECE S, 2T arch/arch/configs/* _defconfig,
A H4EH make x86_64 defconfig (64 fii PC) B{ make i386_defconfig (32 fi
PC) Rifetf N IZHC & S AT

WS WL E SR s FoR, BIXEBER T, nTEERS AT FHs, &
9.2.4 i, WIRFHEENEE X FEEENKEE, A EL S, WZEBERX T2
PG HSH, XS make target iy 2 FTRA, target nLLE RAIATIAZ —.

make menuconfig & JH3)— M CABRA N ZACE A (F%%E libncursess-dev Hff:
), ZRELAS B BTN SR TSR ERRA s [ R E AT BRI BT
A%, Select HENMRTEREM T H 3 Exit JSHIS AT R BOR [F] E—2% H3%: Help T &R
B BRI VELEME 2 7 S TR makie 2 M 8. 75 e+ Exit, AR HACE
FEFp, [RIFR 5 2 PR AR IR AT OB I N 25

HoAb S E B A R AThEE, (RIEE A AL EE S, il make xconfig ffiH Qt
KIS H; make geconfig il GTK+. Ai#& T E %% libgtd-dev, J5# 75 %% libglade2-
dev A libgtk2.0-dev.

ShEHE -config  WRF EENEMANEK -config X, fE&mBEHNZE, BELENE. make
XA oldconfig £:732 T = thif 7] B AU PC BOE T, BASF3EIZ il ; make olddefconfig
Mo I L ify) 1] B R BRI E %6 make oldnoconTig A ide i sk %
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9.2.4 mEREEANZE

H FAEE I WERAESREA H R O i A%, (AR EEMAMEITA R (LnRigEssh 7 W
MELCE) , HN il make clean K%Kk T A 4 1% 2 B SCAF . make
distclean &ERE LA, @G -config i, FrLlBbfT XA RIE AT,
W%

WAL B e & e s, iTiz{T make deb-pkg w4, EIAIZEMKLLF 5 AMx#E Debian
£, XY . deb %ﬁ;
e linux-image-version, & N A% B A5 AH RABERL o
e linux-headers-version, £ 7 2 PEAA i AN AT ER 1) Sk ST A
e linux-firmware-image-version, & LX) By 7 (1) [ 44 S0+ (Wi Debian 8% Kali [
PSR, TR EZ) .

e linux-image-version-dbg, & PWAZEEG S HAREB R FF S

o linux-libc-dev, £ 7 2t B P 22 o) B2 77 PEAH G Sk SO, W GNU 1) C B 5
(glibc) »

A5 H iR A S (i Makefile H T U VERSTON, PATCHLEVEL. SUBLEVEL #i
EXTRAVERSION “Z#&) FI LOCALVERSION ECE %1, LK LOCALVERSION LR &k
M. BEI A S B A F 7R, BRI — N R ks (FEE(E . version XU
W) , {HA] ] KDEB_PKGVERSION ¥f 15545 i 78 i

$ make deb-pkg LOCALVERSION=-custom KDEB_PKGVERSION=$(make kernelversion)-1

L---1

$ Is ../*.deb
-./linux-headers-4.9.0-kalil-custom_4.9.2-1 amd64.deb
../linux-image-4.9.0-kalil-custom_4.9.2-1 amd64.deb

.. /linux-image-4.9.0-kalil-custom-dbg_4.9.2-1 amd64.deb
../linux-libc-dev_4.9.2-1 amd64.deb

SRR BT A B A%, N B IR R A dpkg -1 File.deb 4%
WA . “linux-image” B2 N E 235 1) 2 B R ANT N ARy, A 7F B e 3k
“linux-headers” £, LLaNfF7E""*-dkms" (@ F Z 23 m (A ffH dpkg -1 "*-dkms™ |
grep Nii WARAE) o HAE S BIEAURSE (BRARREIE AT 4 TR EZHEEAD .
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9.3 TEHIKaliBZEISO%K

Kali LG =8 M Ih AR A 0 Ry 1, N B FReKali, BT RUZH:, iR — L d
gl. B oSSl FIRERT LIS Kali LinuxadE 47 e i, DA H5 e Sk, ST € Th kg
(IR REB ISR IIAE) o Kali 1SO of Doom'flKali Evil Wireless Access Point®sl & />3t T
Kali Linux;E il MRRIE . B2 Nk, BAT-EEE, WfiketilKali Linux 1ISO 514

Kali'® 77 (1 1SO 8 44 1 F live-build* ¥ 2k, live-build 1 —BRIA L 5%, TSI ISOH 14 6%
T R e R AN I T B S R 58 4 E A . live-build 2 R FH B2 AN B 3% 45 M 1F 0 B SR 10
Ao FRATHZ B SRR 5% 4 Bh A TBE — > Nive-bui ld-conFig Gt . # T
Sk, BAVEFHZ A FEAE A H SR 0 R il o

A A B i A MBS AT E BT Kali Linux 2% 1, SRR FE Kali 2488010 R4
Kali, 7] g4 F8ar AT R,

9.3.1 HEIF

H—b, LEEMRLFTRIE, IR live-build HIFC & ST

# apt install curl git live-build

[---1

# git clone git://git._kali.org/live-build-config.git
[---1

# cd live-build-config

# Is

auto build_all._.sh build.sh kali-config README

S BRI AT @ AT - /buiild .sh —-version B — AN R#T 1 Kali 1SO 8% ((HE &2k
) o BAGEMEN SRR K, BOVERENY NEITE . IR R H S, AL
7E images H 3 N EFA B 1SO 5il4

1 https://www.offensive-security.com/kali-linux/kali-linux-iso-of-doom
2 https://lwww.offensive-security.com/kali-linux/kali-linux-evil-wireless-access-point/
3 http://debian-live.alioth.debian.org/live-build/
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9.3.2 HBELERGEIEENNE

live-build 1 build.sh A% 57 & B A MR N config Hx. kT --variant &
H1E, TEEEJ?TWEBEX#

A IE A kali-config/common H3EH kali-config/variant-X HX T
A A conflg H3t, Hi X Z--variant 3G ML EL.

kali-config H A JLAE H IS IH AL

e el7: Enlightenment & [ 1%

e gnome: GNOME 5L ¥ 45

o i3wm: i3 &R

o kde: KDE #ifi#fs5

o Ixde: LXDE Sm¥fH

* mate: Mate s H¥F1%

o xfce: XFCE H[HIF

LightB ERE IR —18, X FXFCE RIIIEE, T AR “light” RISOHE, %
BRIV B AR AR 1 — e R R (RS T

AR R HEIX %A, B4 KDE A 5T Kali H AR .

# _./build.sh --variant kde --verbose

varianti] Jefit— 85 g 2 e e d] 750, 23 0] B 17 2 i Debian Live Systemff]
HAHEM 2 THRBRZ e T, N Eikkal i-config M HEAZE, BIA5E
FSAH R E i) TAE . 5 k3T oA — i J7 T 1+

0.3.3 EXHHBES

— B IFiRgmERE, live-build &34 package-lists/*_list.chroot
FIEAE L. AR BRINEL B #F package-lists/kali.list.chroot SCfEP, N
B Kali-linux-full (@/“éﬁﬂ Kali &) o AIEATHRX AN, S Aol & 53 5 N —
ANEREAIML IS . IEnT U H B A oA R A 77 20, SR R AL TR R

1 https://www.xfce.org/
2 http://debian-live.alioth.debian.org/live-manual/unstable/manual/html/live-manual.en.html
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fiiH package-lists, fXA[5IA Kali B77JEH S MHMAE. W E s, wTek
BAHR K . deb B E packages.chroot H3g T (Unfifl GNOME S48 &, Xf M iK%
24 kali-config/config-gnome/packages.chroot) .

TCAAT RN, CERER S ERZ LR, RS E 23— B0 Aa, 7T
PUER X R, I efAEaE—ilE. kali-meta RIS EFTA Kali Linux 70,

o kali-linux: FERI MRS (B HAM TR

e kali-linux-full: Kali Linux BRI\ 2235104

e kali-linux-all: Kali 577 Ref LA 6 (AR 2AEH RO

o kali-linux-sdr: € X ok (SDR) T R4

e Kali-linux-gpu: GPU T.H4&E (AR B RiTFHEAE SR TH

e kali-linux-wireless: JoZk% 1Pl 5 i &4

e Kali-linux-web: Web 5 ] 22 4= 14l T 24

e kali-linux-forensic: HUIE T HA& (Bl FHUE)

e Kali-linux-voip: VolP (Voice Over IP) T H4

o kali-linux-pwtools: %A% % T H A

o kali-linux-top10: A+ FH T A

o Kali-linux-rfid: RFID T R4

W=y Nive-bui ld EHlHAEES, TS, BRI o, B o SR B ) B AR
BAbE e, B e gz A S (http://tools. kali.org/kali-metapackages) .

Debconf & 234 ] LA Debconf FiE L f preseed/> . cfg il B i 2 Ak ML R0 .

0.3.4 ([EREFEEEGHNS

live-build A LAFESw PRI EE ) RE— BT # . Chroot #s2 —LEn $ATIA, EA]
£/ chroot @4, ZHHZW T hooks/live/*.chroot XXHHHIFTA N . chroot
2 A IER R RS root HxUJRBIH - Brfa e ) B3, Wal e H TR A U R80T
fRE B3, live-build fEX a2 X 4HK, chroot HRMETN&S BAE RS (Live
Filesystem) [ H%. AN HFEFTE chroot BI21T, JEAIAEIHZZ 4MAUNE, chroot £
FEIXFE, AT FIEE 2 chroot A58 AR A N 28 o FRATARLIX L858 7R i 4T 21> Kali %7
HHIhEEER (1 kal i-config/common/hooks/ live/kal i-hacks.chroot) .

Z 8T (hooks/live/* .binary) TEMEFELER AT, EH LTI XHHAT &
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A chroot) . RAE[LATE R 1SO AW AL, AR IEE S B A RGNS, HAEXL
ARG Q&R XA, ATLAX Nive-bui ld FTAE R isolinux Bt & SCHEH
s . Bltn, %2 M kali-config/common/hooks/live/persistence.binary

SO, AEH AR INE R AR R B3k H

9.3.5 fEISORGEEBEN ARG RN

A —FhARE A E R, SEAE 1SO BifR i B A S RS in st
WEERIMA S, %3 includes.chroot BLE HE FIWMAE, in kali-

config/common/includes.chroot/usr/lib/live/config/0031-root-password
M, SRR E AR SO RS8N R ) /usr/lib/live/config/0031-root-password S

Live-Boot & F wHEE/Nib/ Vive/config/ XXX X-name HIfEIAs, i live-boot SR A4 IR UE 1k 2
AT . WALSEHRERGNZANSH, DERBLERS. R BATHEMEA, LA
BT EGRIBAERS. WK e SEIE I 555

BRI S, i # includes.binary FLE H 3 FOBUIAME, i kali-
config/common/includes.binary/isolinux/splash.png X, £ X M & #%
isolinux JAshin#kas i = Mg (R 1SO 8214 Xt 24 /isolinux/splash.png X
%)

9.4 FERUZBRABZEISORNFFANINEE

9.4.1 FAMWEMT

N, ARSI S Kali U S8 InFE ALTheE. A4 RS (Live System) KIS
WREER, BHERESREBEARRE, AR5 A7 028 U e, %
wRR. M, WEH live-boot IHF ALK RANRL, TFREFFAMFER G S S 80 E
persistence X7,

BRG] FEEARANMES, Kali BN 5% B R IT 3 R AT RE: Live
USB Persistence il Live USB Encrypted Persistence, 1/ 9.1 ffizr.
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KALI

“bhe quicter you become, the more you are able to hear”

Boot menu

Live (amd64)

Live (amdb4 failsafe)

Live (forensic mode)
.~ Live USBE Persistence (check kali.org/prst)
¢~ Live USB Encrypted Persistence (check kali.org/prst)

Install

Graphical install

Install with speech synthesi=

Advanced options

K9.1 BHAMAINEMNEEFE

—HILThREJE H, live-boot FHiFT A 4r X, EHAFRIL N persistence 47X (Al
persistence-label=value EZHEH) , £ XHNKIIXIN persistence.conf
IHENHER (BANHX—T) , “EREFPSRERFANLIIGE. FRE/union SEH—1
union ##, JBHITA B RM AR ALIIGE, SEMXIERGNT L G, R a8
B sy . XTI persistence.conf FIFF AN H X HEIR, SWAAEECHERGH .

9.4.2 HUE EREIFNERIFANIIEE

AT, BEIRCIZE 2.0.4 TR iES, WERGT A Kali B4 U B, M HARETRER U
BAPEA R R R, AT FEA 1SO 5iff (KM 3GB UL b)) FIA R AMIIESE . FN, &
% Linux AR U #8/dev/sdb, HE T HAEEILN 1SO BB MFA X (5512
/dev/sdbl fi/dev/sdb2) . HUXLEARAEMRE, FLARFATA, — B0 X FRH TR,
RS FEE R e E B

IINHT A X 20T, BORMME BRI, XFEREH ) X EREBEEE. REMEH
parted 4 BEAGIESX. L4048 74N kali-1inux-2016.1-amd64. iso K]
ISO #if%, BEhrE USSR T.

# parted /dev/sdb print
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Model: SanDisk Cruzer Edge (scsi)

Disk /dev/sdb: 32,0GB

Sector size (logical/physical): 512B/512B
Partition Table: msdos

Disk Flags:

Number Start End Size Type File system Flags

1 32,8kB 2852MB 2852MB primary boot, hidden
2 2852MB 2945MB 93,4MB primary

# start=$(du --block-size=1MB kali-l1inux-2016.1-amd64.iso | awk "{print $1}")
# echo ” Size of image is $start MB”

Size of image is 2946 MB

# parted -a optimal /dev/sdb mkpart primary ” ${start}MB” 100%

Information: You may need to update /etc/fstab.

# parted /dev/sdb print

Model: SanDisk Cruzer Edge (scsi)

Disk /dev/sdb: 32,0GB

Sector size (logical/physical): 512B/512B
Partition Table: msdos

Disk Flags:

Number Start End Size Type File system Flags

1 32,8kB 2852MB 2852MB primary boot, hidden
2 2852MB 2945MB 93,4MB primary

3 2946MB 32,0GB 29,1GB primary

n bBfR, /dev/sdb3 X D AlEE, TFHZEMH mkfs.extd 4, HIHAERI )y extd
YRS, FEFRICA persistence (] mkFs.ext4 HI-L SHI) . REH S X HEEE/mnt
HET, HBINIRR persistence.conf RE . FMf, FEEERIGEERSE, —
BRI T Wi, [FRE e SEE R E .

# mkfs.ext4 -L persistence /dev/sdb3
mke2fs 1.43-WIP (15-Mar-2016)
Creating filesystem with 7096832 4k blocks and 1777664 inodes
Fillesystem UUID: dede20c4-5239-479a-b115-96561ac857hb6
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632,
2654208, 4096000

Allocating group tables: done
Writing inode tables: done
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Creating journal (32768 blocks): done

Writing superblocks and filesystem accounting information: done
# mount /dev/sdb3 /mnt

# echo "/ union" >/mnt/persistence.conf

# Is -1 /mnt

total 20
drwx—---—- 2 root root 16384 May 10 13:31 lost+found
-rw-r--r-- 1 root root 8 May 10 13:34 persistence.conf

# umount /mnt

wmibiX g, BEFA DGR U SfEe 7, s Eshs S350 Live USB
Persistence i&IHEN o

9.43 FEUR LREMZRNFAMINEE

live-boot [FIFERT LATE N 4 X EACERFE A SO RS, @A —4 LUKS % 5>
X, SRAFHRE AT, M T R

WGBS AT 2L, HIX BLAEAK HAk U extd SUER S, M2 cryptsetup
i, FHAEW AN —A LUKS 8. REFTHAER, IFHHEREN extd KRS BRETX
AN—FERIH T2, XEAMMH/dev/sdb3 7 [X, MM cryptsetup B H kI B>
X M XERRINE S XEERNE, BT /dev/mapper/ B . W RFR, BiXE
X147 kali_persistence. [EFE, FRERIE, AT 0 XEAER 500, B
AT RS AT .

# cryptsetup --verbose --verify-passphrase luksFormat /dev/sdb3

WARNING!

This will overwrite data on /dev/sdb3 irrevocably.

Are you sure? (Type uppercase yes): YES

Enter passphrase:

Verify passphrase:

Command successful.

# cryptsetup luksOpen /dev/sdb3 kali_persistence

Enter passphrase for /dev/sdb3:

# mkfs.ext4 -L persistence /dev/mapper/kali_persistence
mke2fs 1.43-WIP (15-Mar-2016)

Creating Ffilesystem with 7096320 4k blocks and 1774192 inodes
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Filesystem UUID: 287892c1-00bb-43cb-b513-81cc9e6fa72b

Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632,
2654208, 4096000

Allocating group tables: done

Writing inode tables: done

Creating journal (32768 blocks): done

Writing superblocks and filesystem accounting information: done

mount /dev/mapper/kali_persistence /mnt

echo "/ union” >/mnt/persistence.conf

umount /mnt

cryptsetup luksClose /dev/mapper/kali_persistence

B H R H

0.4.4 FERS AT

WK Kali HAERS (Live System) A Z M IG5, WREFRZEMHZA X RGK
WRMHTE R, 2 REMHANFE RIS AL, FREB SRR T AP ER & H S5 20
N, XEEH[{E] persistence-label=label B31Z ¥k E.

BBARR —MBENR LR, NEF TAER, IRATRE 2 I 14 Atk 7 KRR H
P SEE, DB U SRR R . FR, NABEER—A U 8 B2 Kali R E
Bl — S B AL TRl IR E AR ZNN, M — T ENSE, B DUE Sl — AN B A5
B, HERFERE, A5 THMNESIHAN.

SRR I E A 1SO B (a1 9.3 AR, IR 9.3.4 WHTA, T
KEMFEHNE. EELSERBH kali-config/common/hooks/ live/persistence-
menu.binary # 14, FHEERW TR (EE persistence-label 240 :

#1/bin/sh

if [ ! -d isolinux ]; then
cd binary
fi

cat >>isolinux/live.cfg <<END

label live-demo
menu label ~Live USB with Demo Data
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linux /live/vmlinuz

initrd /live/initrd.img

append boot=live username=root hostname=kali persistence-label=demo
persistence

label live-work
menu label ~Live USB with Work Data
linux /live/vmlinuz
initrd /live/initrd.img
append boot=live username=root hostname=kali persistence-label=work
= persistence-encryption=luks persistence
END

T4, mEEHIR IS0, I EHIR] U B, NS EIE VMBI A 7 X A RS
240, LMEJE S TR AAE . S — D XGRAEIE R (Brid oy “demo” ), AKX
KEINE hRich “work” ) o B#/dev/sdb ZBATH U &, a1 EH 1SO Sg MK
/N3 3000MB, AR A BEA SRR IAT (¥ i KRR LT Fror

# parted /dev/sdb mkpart primary 3000 MB 55%

# parted /dev/sdb mkpart primary 55% 100%

# mkfs.ext4 -L demo /dev/sdb3

[---1

# mount /dev/sdb3 /mnt

# echo “/ union” >/mnt/persistence.conf

# umount /mnt

# cryptsetup --verbose --verify-passphrase luksFormat /dev/sdb4
[---1

# cryptsetup luksOpen /dev/sdb4 kali_persistence
[---1

# mkfs.ext4 -L work /dev/mapper/kali_persistence
[---1

# mount /dev/mapper/kali_persistence /mnt

# echo “/ union” >/mnt/persistence.conf

# umount /mnt

# cryptsetup luksClose /dev/mapper/kali_persistence

FIXE e mmE 1, WRMER S U I, R Sh= i bk 3 7 05 3h 300

NIRRT EERI— % Kali @il &k cryptsetup 14, SEELT —ANHThAE: &E —MEED
&1 (Nuke Password) (nuke password) , TEAFZZAGE;, w] DRSS 7 X K FT A 24 .
XANEEAEREEL TR AER: REREEHE, FEGANPER T
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V%, WIRRIEEE AW IRE . Baiit, BEAZERS (nuke password) , 1A

JERIERRY, WEERAN CEIEIRE ) #RICVE U7 R R K80 .
TEAEFZINREZ AT, S iF S RBIINZS B AN 454, B FEAS 24 1 7
T4, BIATAIN—AM%%19 (nuke password) :

# cryptsetup luksAddNuke /dev/sdb4

Enter any existing passphrase:

Enter new passphrase for key slot:

Verify passphrase:
ZIREEZER, il T .
» https://www.kali.org/tutorials/nuke-kali-linux-luks/

9.5 /N

K&, WAV 7B Kali YRS, X5 0rE N HEF AR Kali AR
FATILHRR T W e ) 2% Kali WiZ. 280, W T live-build, DL IO & #]— Kali
Linux I1ISO. [ARF, sy 7z~ T andal 6 2 hn s A9k hn % 1 Kali U 4.

9.5.1 (EMKaliEgpI/NESFHEIN

B2 Kali 38 2 Kali siiikE AT & & 10 TR, (ESRERRTER, B e b
B, FE A s s R YA ), SRR IR [ OBk, AT, 5K
WA R B 2 BT AR AR AS Z

MRTE BEAS A AR, RATRE SO N EURRY, 1B oA, e i B R AR
B2, WMPRRKNHARFFERGEE N2 (infEH make install @4%%) , B4
S 18 dpkg TCEERBIISCHE, SRRSO R G, AR Bt £ 77 A — S R A4
FRARSC Y ), 17 L, IXRRSAI A O, AR X

LA E—MESR R, SRR RAAEE R R R, B mEEELA. B
BHUES, #HZA T AR,

TG E g —A Kali BARER, EE TS E, EEANE —1*.dsc (Debian
Source Control) 3CF, LK% dsc SRR 51 A SCEF

TS EEG, nEH HTTP Ui, RESCEMIRET U2 H apt source source-
package-name 4, i Zar 420, 7F%fE/etc/apt/source. ist LA NERINAHDR
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deb-src 17, I apt update BHE 5 .

FA4k, EAE fdgetain 4 CRIE T-devscriptsfl) 25 K #%.dsc 2 H @ . Kali Y
£, H R RS fF ik 7£ git.kali.org ' [ Git & & ', @ {# M git clone
git://git.kali.org/packages/source-package #ir 4 3% H ¥ % ( f H git
checkout kali/masterdi&l#:Ekal i/masters;30) .

P F#J5, i sudo apt build-dep /.4 ZRgmIFRB, ZidFHERGE
ARG H 5% R IgAT

ERTIRR AL IR T

e HARERMURAYS, URERERAKXA . 7{fH dch --local version-

identifier M4, BCEM deh 4 5 o R HA B AARGHAT A 25 .
* ffiHl patch -pl < patch-file B qui lt 1N T RVIKRTERATHN T IR
o R TEI AL, W debian/rules Xk debian/ H 3 T 19 H A ST N AT
R B 1K L 3 1

R R, TAEEG HS N, {8 dpkg-buildpackage -us -uc -b @4, Ak

K40 . SR)5MH dpkg -i package-name_version_arch.deb #iy4 2%,

90.5.2 EFmELINUXAZHVNESERIN

ERN—ABERA Y, ARMEARE TR EERFNZ. AR Kali AN T K2 KIThRER
IKZN, VRATREARZAARUENT Kali WAZIRIE, B30 — Do s pnE Ik 2, B3 4 W A%HT
AT EHER, WIZIRACE S Rk e, RN EREEAZ 2 H N GE MR Kali &
JiR AR 2 A TR S

KEBNZALEEHZ T, FEE4T apt install build-essential libncursess-
dev fakeroot iz & —h AL,

apt-cache search ~linux-source fiy 4 Al %t Kali ff&# N ZRA, apt
install linux-source-version-number 2{E/usr/src Hig F %% —A WIZJEIDE
i,

AEH tar -xaf @4, R RIERD SO R B Zusr/sre AN HA H 5% CEedn
~/kernel H3) .

Be B BT, E AL AT LA

1 http://git.kali.org
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o BRARRZ TR, BNN et — N WAL E . Wl E i /boot/config-
version-string X ff #| ~/kernel/linux-source-version-number/.
config, KEFMH Kali s NI E . 354 make architecture_
defconfig fir 4, MMM, A pl— N E1& MR E .

o JET AN make menuconfig WHZACE T H, &iEH.config X, REHE—
AR, RIMTARRESE .. B -ANKE, TERHESON, BoRiEning
REMME, DAS SO VFBE N BT L T .

MORTE WAL RS H 3 FigfT make clean &, &bk fldm s A M pT A SO .
make deb-pkg fir4<4 AL 5 4 Debian 1. ' linux-image-version.deb 3/
AL P AZ B GRS AR

i dpkg -i File.deb W%, ZEAMFFINZ. “linux-image” 2001 E 2%
(e NSRBI A AR (Helnfy —28 “*dkms” BT %2%E, ] dpkg -1 "*-
dkms™ | grep ~ii mARE) , WFEELEE “linux-headers” . HAhALIE AT E
B, BRAMREMFTEER LA,

90.5.3 TEHIKalBEISORKRAVNESIRIN

BT HIKali 1SO%8i1% Hilive-build' T HAN%E, Z T HM—BRHAHR, BISOBi{% 6%
(564 H s 5 E il .

& live-build 22 /i, HALRVRH Kali 52582 &8 .

Kali 1) live-build BCE S, FIEHLLFHA M4 M Kali 1) Git P 3R B e
apt install curl git live-build W%, /5217 git clone git://git.
kali.org/live-build-config.git 4.

HH1817 . /build_sh --verbose @4, A4 ANEHH . AL KK Kali 1SO %
B BN & E T HM R, SmEN S, — BomEgem, bl
7t images H NREF KM 1SO #1%. Wi 1TH#--variant variant 3%
2, SERGELTERAR Kali 1SO 5. ARAZERE XL, MMHEEHX kali-
config/variant-*. E£#1%/2 gnome AN,

IS B live-build FIBCE Hx, 7T LALAZ FhJ7 2E ] 1SO Bid4

o WETEM package-lists/*.list.chroot X, 45 E4E 1SO Big iR ine#

1 http://debian-live.alioth.debian.org/live-build/
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.

o n[@Id{E packages.chroot Hi& FEMMM] .deb XM, FeEhlfAaa5IANH
ARG L, XERAER %L, Ed preseed/* . cfg XHHAT .

o W#EEE includes.chroot FCE H& FHUAM E, HEMPSCHE, M sEmEl
A2 SR R G A IR RSO E

o wi@d hooks/live/*.chroot #)73CfF, T8 H A RGN 2% 7 v $uAT B 75 I
Ao W LATE BT AR BB AR BRI B BB B, AT BT TR AR SO 7 A
includes.chroot it & H3, %#/usr/lib/live/config/XXXX-name X1
S

* Debian Live System T/t /& 55 T live-buil diic & A1l i i #2220k .

16 U B VW B s AR I 2 Fe A AR . BIEFRIER) Kali F2E U B0AE 4 s, BSR4
FEERRE I, (¥ INE RN % A F AT EE, A EMERE R, DL ThRE
S, IS LB B 5 15 1

T, BATET SIS Kali 3RS N . AT 23 8 an T = i 5T 6
HLES, Xt Kali Linux e & & By 2 i TAE.

BRI

#.3)1—Fork Kalitx{4e

1. i# fork kali-meta #fH1 .
2. VEATEIER S TA, BENHITHAE.
3. SERL T HEH] deb SCHERIBIEE, DMEF A SE A

B3I 2—EHKaliFe

1. W Kali &2%8, FTRsHM EithiiA SET TEEMF.
2. SER ] deb TR, DMET RS .
3. PRAE A LRI FEIRER 77k, 38 aircrack-ng #4462

1 http://debian-live.alioth.debian.org/live-manual/unstable/manual/html/live-manual.en.html
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453 3—EMIFWELINUXAIZ

Kali otz i, RIS “— 8”7 MBS, Do A SCR & 88

1. iH %% likwid PEBEVHAS T 5, JF/E 30— R PG likwid-bench JE#ED .

2. i graysky2 INA% GCC 4T, HHESME CPU IEIER AN Linux A% H .
3. TEESERN NN T IFILESE O CPU S 2 J5, HHgM i N,

#.>)4——IKali live-buildfEREERN TE TE

7£ Mr Robot § 1 f— ANz, Angela \ U #5835 7 —4 Kali, #N 7T JIA a4k 5E K
Wi TAE . IR I —3K Kali 1ISO 815, K# W) Angela 7£)3 30 Kali 5 LAl fisda:, Hafb
SERL I TAE

PR A 4z <

https://vimeo.com/225665986

7. >]5——Kali live-buildBoisg/ vt &2
1. Al H %3N 1SO 5%, ZRGEASEREPLMIIE, [LEHE openssh-server Fl
salt-minion.

2. AET RSN, EEZEEARINA Y.
3. EHfRiZ 1ISO HFRIEH K, BAISET —EMHEHE.

BI6—HNFB S MFANEMEMLUKSIZZBRIKal U

EHE—A Kali 4B U %, BHZ AN FALAE, I8 H LUKS %0,
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s

o 42235 Kali Linux (PXE B3
o ELILEEH
o FEAIEH] Kali Linux

o /NG

HAr, EAIEZA 7#, Kali /&2—3KEE T Debian HIHRAK %4 M, ERKIREK 24
P, RESmSRAOEIIRE, X2, HRUEARKE, g2 PPl 4e T AR
W W, WRR RIS, RN R . AN A, Kali iz Ak
FILAVE S TRAE A, el s gt 7o S sl gizhae ). fimse, @RAREZ )G,
IRR RE DU AR B & H CRE R, MR Kali 248, UGB Kali 23805, &
FbLas AL .

BB AR R BT WP WHERE) PXE M5 T, HmBREEHETA
(SaltStack) , Fork FUEHIfba, MERME. RAOEHEMN AL, JFRRINMER
TAE, BiadiE. R CEERMN Kali Linux R4, QUERXEAN, RATSEAN—
BT, AL BRI

10.1 BIEMLELAEKali Linux (PXESE)

S ETHE L= RS, AR T LU, R Kali Linux 9% 5k 5 f A E R, (=
IR FRLERN 22 GHLA, X MR A, SAHSMEREZIR T . EiaE, Kali 32
R 22 de . IXFEITE, BRI LARIINZE 2 6 HLA% b a7 B pRodi 22 ¢ Kali Linux 1.

Ho, TEMNMNS B E AL X — AT DU B T R 3h 34T 35S (Preboot eXecution
Environment, PXE) , PXE T.{EF Client/Server Wi, Wit H T MM S shAE = BERIHL
&, HAHY BRSO LR EERS. WH PXE MKEE), HELRE & TFTP

229



Kali Linux XigH: RAZEZBUWAFES

(Trivial File Transfer Protocol) fR%5#%, LAK—& DHCP/BOOTP %5 #%. VRTIAEIM 75 EME %
— & Web IR55#8, HTAZAE 225 F2 A B 3048 F 1 debconf T AR B ST A

SEIE)SE, dnsmasq [FIN 23 DHCP A1 TETP, BRI FEBAANIRS, BIATW 2T k.
J H Apache Web IR %% 7E Kali R4t 2 BRIN 22251 (HERABRE D

S FFELE DHCP FESLLETE 5T (¥ 2228 5 b, dnsmasq [ THEE AT RESSAH S SZ IR, s IRy B E— A
1 TFTP CLZ&I81T DHCP g1 %sh, o PXE. DA RN, $5TFZ5) 70 E DHCP 1
TFTP A% .
Debian {923 FMF, % T £H% PXE JE3hHY isc-dhcp-server A1 tftpd-hpa IR 45 () 2258
D

» https://www.debian.org/releases/stable/amd64/ch04s05. html

FEE /etc/dnsmasq . conf A RALE dnsmasq. —ANFERAR O B AT R .

# Network interface to handle

interface=ethO

# DHCP options

# IP range to allocate
dhcp-range=192.168.101.100,192.168.101.200,12h
# Gateway to announce to clients
dhcp-option=option:router,192.168.101.1

# DNS servers to announce to clients
dhcp-option=option:dns-server,8.8.8.8,8.8.4_4
# Boot file to announce to clients
dhcp-boot=pxelinux.0

# TFTP options

enable-tftp

# Directory hosting files to serve
tftp-root=/tftpboot/

/etc/dnsmasq.conf HRCE B E, @ 20K 2238 5 3 S0 3| /tFtpboot/ H 5%
To Kali Linux $2#t 7 &M R4S, 7 HEE N E0H#IE 2 /tFtpboot/. M%) URL,
BT R4 0E: 32 7 (i386) A& 64 £ (amd64) , AnviE L dEif L EAL (gtk) %
3.

» http://http.kali.org/dists/kali-rolling/main/installer-
amd64/current/images/netboot/gtk/ netboot.tar.gz

» http://http.kali.org/dists/kali-rolling/main/installer-
amd6é4/current/images/netboot/ netboot.tar.gz
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» http://http.kali.org/dists/kali-rolling/main/installer-
i1386/current/images/netboot/gtk/ netboot.tar.gz

» http://http.kali.org/dists/kali-rolling/main/installer-
1386/current/images/netboot/netboot. tar.gz

e kgitl)n, Gld/tftpboot/ Bk, THEIEAE, FFR MR EIZH .

# mkdir /tftpboot
# cd /tftpboot
# wget http://http.kali.org/dists/kali-rolling/main/installer-
amd64/current/images/
w netboot/netboot.tar.gz # tar xf netboot.tar.gz
# tar xf netboot.tar.gz
# Is -1
total 25896
drwxrwxr-x 3 root root 4096 May 6 04:43 debian-installer
Irwxrwxrwx 1 root root 47 May 6 04:43 Idlinux.c32 -> debian-
instal ler/amd64/boot
= -screens/Idlinux.c32
-rw-r--r-— 1 root root 26507247 May 6 04:43 netboot.tar.gz
Irwxrwxrwx 1 root root 33 May 6 04:43 pxelinux.0 -> debian-installer/amd64/
= pxelinux.0
Irwxrwxrwx 1 root root 35 May 6 04:43 pxelinux.cfg -> debian-
instal ler/amd64/
= pxelinux.cfg
-rw-rw-r-- 1 root root 71 May 6 04:43 version.info

R RSO TS pxelinux JG8051 SR, 1ZFEFS syslinux A1 isolinux i A AH R (1 EC
B, B, fEEHIM Kali Linux BIEZE (Live) 1SO g, #tnl #l4E 7 B0 i %
debian-installer/amd64/boot-screens/ H 3t N 530

HRL, BORARIERE T SO RS, (RATCUELRINE SSRGS . BX. B
iR FHA LIS A S E . A mT PG| -SSR URL, DK G E R BT R (540 5s
WEAEEm N , BahAT B e %% . X Eah/E, #nlLhilid &k debian-
instal ler/amd64/txt.cfg it & SC ik szl .

label install
menu label ~Install
kernel debian-installer/amd64/1inux
append vga=788 initrd=debian-installer/amd64/initrd.gz --- quiet
w language=en country=US keymap=us hostname=kali domain=
w url=http://192.168.101.1/preseed.cfg
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WG HEZN debian-instal ler/amd64/syslinux.cfg Bt B C/F, SKEEBI N
[ :
# D-1 config version 2.0
# search path for the c32 support libraries (libcom32, libutil etc.)
path debian-installer/amd64/boot-screens/
include debian-installer/amd64/boot-screens/menu.cfg
default debian-installer/amd64/boot-screens/vesamenu.c32
prompt O
timeout 50
A& M4 PXE BaMEENLasae ) )e, BRTHE 4.3 WAk, f£2 aild L,
TSN, LT ERE). kS, S#RREnEe. 48, s T REEHE
B H url=http://server/preseed.cfy, T T MWK K HE .

10.2 SAEESE

AR RIEZEZ G Kali MAeIZ)E, (R REHR ALY 23w, HTHE
EEL BB, AT R T AR ENLAY .

Kali Linux H1RZ K2ZYGNMECE B T H, ki ansible. chef. puppet. saltstack 4.
AfEA R, FATH P SaltStack.

» https://saltstack.com

10.2.1 BEcESaltStack

SaltStack #& —#H O ALIAC B S PR S . — 1> salt master B EE £ > salt minion. G —
B RS As, %3 salt-master AL, EHARTEEHE TN L, 222 salt-minion, BRI #
5 XNz EREIER . 84 salt minion 75 4 &0 #k #) salt master , g 4
/etc/salt/minion XfF, % & master {HA salt master [{Jik40k IP Hiht. KR,
SaltStack ffi i YAML #% =X g & S 1.
minion# vim /etc/salt/minion

minion# grep “master /etc/salt/minion
master: 192.168.122.105

£ salt minion XN — AN FIFR RS, fEMEfE/ete/salt/minion_id R, BRIA
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AR TENA . XMMRRT, S TRESMEE SRS, Fitedew EE, BN minion
5 master #{5 2 BB LT -

minion# echo kali-scratch >/etc/salt/minion_id
minion# systemctl enable salt-minion
minion# systemctl start salt-minion

salt-minion R4 IE% B2 5, Bt salt master #(Z, Ao —LLs28], 7F master
—¥ii, 75 L5 minion F TARMRE B HEH, DUET S0 EﬁE?Lé*’T?E

master# systemctl enable salt-master
master# systemctl start salt-master
master# salt-key --list all Accepted Keys:
Denied Keys:

Unaccepted Keys: kali-scratch

Rejected Keys:

master# salt-key --accept kali-scratch
The following keys are going to be accepted:
Unaccepted Keys:

kali-scratch

Proceed? [n/Y] y

Key for minion kali-scratch accepted.

10.2.2 fEminion_ 47455

minion B J5, HIAT A master EHAT T

master# salt *” test.ping
kali-scratch:

True
kali-master:

True

%A AR A minion C<RZIEELST, FRFTA R minion) AT test B ping ThE.
I EE I HAT £53% 0] True, X2 M5 master A1 minion 2 i) 1F % 3813 & i B 1) 7 02—

i€ minion $UATAr &7 S0P, $85E > minion I S PR IARE, B
FEH* (i*-sratch 8 kali-*) K7, fREMA minion F—NF&. DLRNE—1M
F, B T WAILE kali-scratch iX A4~ minion I, AT/ shell dr 4.

master# salt kali-scratch cmd.shell “uptime; uname -a
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kali-scratch:
05:25:48 up 44 min, 2 users, load average: 0.00, 0.01, 0.05
Linux kali-scratch 4.5.0-kalil-amd64 #1 SMP Debian 4.5.3-2kalil
= (2016-05-09) x86_64 GNU/Linux

Salt BEHRAH ER AN E, PATHRR AR 2, XEATEANH AR, 885225 T #PrA R
B, W OET 4R X A 8% B . https://docs.saltstack.com/en/latest/ref/
modulles/Zall/index.html, A LLEd 4T salt minion sys.doc {74, &F&
PR PAT R T DD RE AR SR o 1% 4R AT R [ 45 RAR 2 K. i AT LAdE st
RIEPAENRTA, DIReEE BRI ASEL, 4 Rk ATl g

master# salt kali-scratch sys.doc disk.usage
disk.usage:

Return usage information for volumes mounted on this
= minion

A MR B pkg B, e —MUEEENIS, KT 4R ERR M A
EH (Hbln Debian AT 24t Kali ) apt-get) . pkg.refresh_db 4, A& HiH
MZEAFHIEK (AT apt-get update @4 ) ; pkg.upgrade fiy4, B %% Al FH 15 B
f1 (#1447 apt-get upgrade B} apt-get dist-upgrade 4, BG4, BT
PATZ40) ; pkg.list_upgrades w4, A5 H A FFE /e (I pkg.upgrade
dist_upgrade=True i & MHAT R —F

service Bib, RIRSEFMMME (U0 Kali RS systemd) , ‘B fLEHAT A W
systemctl #: 1£ : service.enable . service.disable . service.start .
service.stop. service.restart Ul /X service.reload:

master# salt "*" service.enable ssh
kali-scratch:

True
kali-master:

True
master# salt "*" service.start ssh
kali-master:

True
kali-scratch:

True
master# salt "*" pkg.refresh_db
kali-scratch:
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master# salt "*" pkg.upgrade dist_upgrade=True
kali-scratch:

new
1:2016.2.1
old:
1:2016.2.0
[---1
zaproxy:
new
2.5.0-0Okalil
old:
2.4_.3-0kali3
comment:
result:
True

2—ANH BARRHF, wlfi ] salt JEH L2 Nmap A RA dnmap. 7EFTA
minion ¥ a5 g, Rl 7R & LS 3RS .

server# salt **” pkg.install dnmap

[---1
server# vim dnmap.txt
server# dnmap_server -f dnmap.txt

R SS% 1P 09 1.2.3.4, SR RIATEJRTH minion Ba— N imidt e, IERERSS 4.

server# salt **” cmd.run_bg template=jinja >dnmap_client -s 1.2.3.4 -a \
w {{ grains.id }}’
kali-scratch:

ER, EAFF, BAVEA emd.run_bg, 542477 dnmap_client 4. A%
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SFEPATEER, FOVEPITRER IR . THASERE, GURSEREGh W, &Ik IR <M H
T, T BLRIE 75 EEAE B AF

server# salt **” cmd.shell “pkill -f dnmap_client”

10.2.3 Salt State k. EAthIh8E

BAREFEINAT 2 SaltStack FH HEWDIEE, (HXSLhr FUZE SaltStack Dife—
ANERAITTT E o

FE T BB LA I éé”“%‘%%iﬁ%’l\éﬁé\%ﬂiﬂ A, DU € &R 4t %2 3¢ 2 1 1 VEAAE
B XERE, WLV EOY R E BB, X E B state SCHF .

state AR FIEEE, 2407 H state.apply 2 HUT .

NS A, BT AL X B AR Z LA state SCfF. XEESCAFRIAE “ Salt
formulas” H3LH|:

» https://docs.saltstack.com/en/latest/topics/development/
conventions/formulas._html

AR DIBEAIRZ -

o PATHE IR EE

o5& X minion fil & 1 ) e R B4

o M\ minion W& Kt

o W ZA> minion [)— RINHEAE K HE LA

o R4 salt-minion R4, @ik SSH B AR

o fER LR AE BEAT]

o At

SaltStack JEH R, XEIENAEHA G, A —LEL]IH# SaltStack HJ+5E, H
PSR BAER £ 5 . WIRARERN T, G A DL T B

» https://docs.saltstack.com/en/latest/

R EEE SR EALAS, @iZ T SaltStack, ‘&AM AT LATE BB ALAS IS 4T A
K], 00T DAZEBEAS X 28 o (R RE G B 1 — Bk .

ngXa‘ state /A MNEMIHEM, KRB — Aﬁ%E’JWJ?%% w5 H apt YA
ST 2 B 8L, 1 10.3.3 5 A1 10.3.2 iR . R TR EARL AT root K SyE SSH A4H,
DA LE S A2 1) i, PT DAz R 8 s i e o
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BRINENL T, state SCIFAZAETE master 7 siffi/srv/salt H3E ;s XN YAML #%
X, Hy A sls. BiH—A state, BRI Tar2—FF, K2 HALNY state Bk,

» https://docs.saltstack.com/en/latest/topics/tutorials/starting_
states.html

» https://docs.saltstack.com/en/latest/ref/states/all/

EZHt, /srv/salt/offsec.sls O EEH =M.

offsec_repository:
pkgrepo.managed:
- name: deb http://pkgrepo.offsec.com offsec-internal main
- File: /etc/apt/sources.list.d/offsec.list
- key url: salt://offsec-apt-key.asc
- require_in:
- pkg: offsec-defaults

offsec-defaults:
pkg.installed

ssh_key_ for_root:
ssh_auth.present:
- user: root
- name: ssh-rsa AAAAB3NzaClyc2...89C4N rhertzog@kali

offsec_repository {Kifi pkgrepo #ith, 7EiZHI+, f#H T pkgrepo #ibf) managed
Tk, M T — AN key_url JEYER—A ASCH ZwiGH) GPG %4, W TIuEfAFR
254, 1Z% A M salt /) Master 5 55 /srv/salt/offsec-apt-key.asc 3K .
require_in BM XX, XNMIREFEALE offsec-defaults REZFIHAT, B R
offsec-defaul ts RZA R IEHHECL B AR, A 7] DL 58 N A o

offsec-defaults JRA&ZE R, HILAH, state FAFRIEFHEZ, BR
WA LAY name JEMEE 5. WIEZBIH state FIAZFR, BONMRIE, RN B B T

® i — N IR & ssh key for root , i & name J&8 1 . A
/root/._ssh/authorized_keys XXMM, #hN T —/> SSH key. VE&E, XHEN 7S
WS T E N ZE, H OISR, BE name JEME S 4

SRJG, BIAT AZE 45 %2 1 minion HLN X/ state S04

server# salt kali-scratch state.apply offsec
kali-scratch:
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ID: offsec_repository
Function: pkgrepo.managed

Name: deb http://pkgrepo.offsec.com offsec-internal main Result: True

Comment: Configured package repo >deb http://pkgrepo.offsec.com offsec-
= internal main’

Started: 06:00:15.767794

Duration: 4707.35 ms
Changes:

repo:

deb http://pkgrepo.offsec.com offsec-internal main

ID: offsec-defaults

Function: pkg.installed
Result: True

Comment: The following packages

were installed/updated: offsec-defaults
Started: 06:00:21.325184

Duration: 19246.041 ms

Changes:

ID: ssh_key for_root
Function: ssh_auth.present

Name: ssh-rsa AAAAB3NzaClyc2...89C4N rhertzog@kali
Result: True
was added

Started: 06:00:40.582539
Duration: 62.103 ms
Changes:

Comment: The authorized host key AAAAB3NzaClyc2...89C4N for user root

AAAAB3NzaClyc?2. . .89C4N:
New

Summary for kali-scratch

Succeeded: 3 (changed=3)
Failed: 0
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Total states run: 3
Total run time: 24.015 s

i@ fE/srv/salt/top.sls SCPFHESE, KA L OCE R HE 2 minion 1, A
J&, BPA[{§f] state.highstate 74, —% N A MK state.

server# cat /srv/salt/top.sls
base:
kali-scratch:
- offsec
server# salt kali-scratch state.highstate
kali-scratch:
ID: offsec_repository
Function: pkgrepo.managed
Name: deb http://pkgrepo.offsec.com offsec-internal main Result: True
Comment: Package repo >deb http://pkgrepo.offsec.com offsec-internal
= main’ already configured
Started: 06:06:20.650053
Duration: 62.805 ms
Changes:
ID: offsec-defaults
Function: pkg.installed
Result: True
Comment: Package offsec-defaults is already installed
Started: 06:06:21.436193
Duration: 385.092 ms
Changes:
ID: ssh_key for_root
Function: ssh_auth.present
Name: ssh-rsa AAAAB3NzaClyc2...89C4N rhertzog@kali
Result: True
Comment: The authorized host key AAAAB3NzaClyc2...89C4N is already
= present for user root
Started: 06:06:21.821811
Duration: 1.936 ms
Changes:

Summary for kali-scratch
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Succeeded: 3
Failed: 0

Total states run: 3
Total run time: 449.833 ms

10.3 # E#IEHIKali Linux

DR E B R TR, O RN Kali Linux TS, BT RE, 4ETHC
AT, KR Kali BFE fork BER, RHEBURRASTEE TRRAMUSG T, KRS
TG B E HA AN RTEE Kali Linux B 77 NS

10.3.1 fork Kaligr{+6,

KTREANEM, 15Z% 9.1 THENH.
NEBERIBE, IramSRgaarbl fork. (H2FEERNZ, fork BM4EEFE—EHF
B, BONERY Kali RATER G, HEHEEIENE. LTRSS fork (EH:
o LA bug FTANT, ECEMNINHIThAE. KERA B, AREEAEHIX AN THRAE 4 BIFIT
K, LANESKIEE XA bug B INHT T 6E
o R BEETE e (B MR, N Kali ANE X g 25 10
BN, FiFS Kali B RENE, BHHEMATZE T LUS X LR IEETD .
T, AR JUAMEBLA R fork B, TiRA fork, X B398 = LR T B
AL F I L ]
o BUMECE M. EXFENT, H2MEGRESE. i i EEHE, REM
CHEBUUGHIE M B 2R E R, B U E X, 8 ER
JE AT B S
o HUH—A FUEARA . BRI, EXAMESL T, fIF B Debian 5L Kali HIJTFR
H E VA EYME TE RCE T TAE. iSRRI AT, B R ARARE 2 FH P
ERAH R, A2 Kali Linux B84, fEREEEFHT, fork EATERERE
B,
* kali-meta: ‘& T4miEfTA Kali-linux-*3 {6, JEHZ kali-linux-full F4HE, & X
T Kali Linux 1SO B4 P BRI L 22 S MR L R 110,
o desktop-base: ‘Bf L& S A I KBS RO WRIRAE show — T H O

240



% 10%E Kali Linux W r A

logo BXF A KM ER, AW L FE fork X AMRID AL,
o kali-menu: ‘©E X T Kali PSR4, R AA.desktop X, H T A
Kali 3% 5. m 371 i S 2

10.3.2 #FHERER

FIHATNIE, OIS T PXE B3), ®AH 17 wifiEid SaltStack #HTARCEEH, &
PR TR forke $ TR, FRATVIEIXLEE R T AR — AN AR, i ) 2 e B e K
P4y, 22 G L8 2 A 302 E ] R B S

TERANMEFH, BATER € — N AR, B MERIRE SR EEER GnuPG 2%
Y, JrK SaltStack FUE, HEREERIMRIE 5, UAG A Kali RSEFRMEERAT)
[EZRE8

XA — TR ELHIAT %5 (i3 2 % 7 Debian New Maintainer Guide'2 J5) . £,
BLBE AR, FERSNERCHRITA, R — A, XA S .

S — RS AR BT — A EFRIRCE B, W 2% kali-defaults FfFE. ©AEA
T HA R B AL, ERA A MR, BEEMN T R gy (e
dpkg-divert) , SRE AL i H AR A AR AL SO

offsec-defaults 5 LA N 30
e /etc/apt/sources. list.d/offsec.list: apt THMESE, BH T AN

PR KA R

e /etc/apt/trusted.gpg.d/offsec.gpg: GnuPG 2445540, FT 4 &) N ER#it
(NG T

e /etc/salt/minion.d/offsec.conf: SaltStack W& S/, #EHIa{T4L3] Salt
master.

e /usr/share/images/offsec/background.png: —i%& Offensive Security 2
A logo I =B e

e /usr/share/glib-2.0/schemas/90 offsec-defaults.gschema.override :
GNOME S [fi i & S

W, ¥ret offsec-defaults-1.0 H, BMAATE XM, 51817 dh_make --

1 https://www.debian.org/doc/manuals/maint-guide/
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native 774 (dh-make #{F£1) , ¥shN Debian T34 . FrE 4SS 4ETE debian
FHZET.

$ mkdir offsec-defaults-1.0; cd offsec-defaults-1.0
$ dh_make --native

Type of package: (single, indep, library, python)
[s/i/1/p]? i

Emai l-Address . buxy@kali.org

License : gpl3

Package Name : offsec-defaults

Maintainer Name : Raphaél Hertzog

Version 1.0

Package Type > indep

Date : Thu, 16 Jun 2016 18:04:21 +0200

Are the details corr-ect? [Y/n/q] vy

Currently there is not top level Makefile. This may require additional
tuning

Done. Please edit the files in the debian/ subdirectory now.

B, RRIRIEFEMA R ERM . XEERE 1 Gindep) , BRRX MR E AN
AN TR, AT AT A AR B ER SR 2 A 4L = (Architecture: all) . single 5
Z AL, HE AR kL, OB H AR AL RS S (Architecture: any) o XFEH
1, indep EWUEE &L, KOO KOS SOARSCM:, WA Bt , B LART LLRAE B
ARk b library BE A=, BB R T A RN . 52288, python
I T Python 5t

T S FH R MEZ A KRS HOE R R, #i4 )\ DEBFULLNAME i1 DEBEMAIL/EMAIL 3534s
R ARIE 4ES B AR . 7 IR, &5 AL, AT R E B O
o WURVREY shell & Bash, fifHIMERLTE~/ -bashre BN FiqT:

export EMAIL="buxy@kali.org”
export DEBFULLNAME="Raphael Hertzog”

dh_make A0 T A& IR L 0E debian T H. AR VLFER, TTHRZ rules.
control. changelog Al copyright SCfF. Llex ¥ @445 RSO & — ol setF, T
IEEZE ST NS, BEBkR.ex A WRAFEEAN], BT SCHMER.
compat XCIEAREMIBR, KI'E € X T debhelper 3E752¢ 5], debhelper EA:1E AL M Z 1) &
B # .

copyright U & 1EE (5 B L RARSSF AT (license) - WIH dh_make ERiLiEF
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] license A& AR, AREETE BEmIX AN CfF. PUF 2 —A copyright X e :

Format: https://www.debian.org/doc/packaging-manuals/copyright-format/1.0/
Upstream-Name: offsec-defaults

Files: *
Copyright: 2016 Offensive Security
License: GPL-3.0+

License: GPL-3.0+

This program is free software: you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation, either version 3 of the License, or
(at your option) any later version.

This package is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the

GNU General Public License for more details.

You should have received a copy of the GNU General Public License

along with this program. If not, see <https://www.gnu.org/licenses/>.

On Debian systems, the complete text of the GNU General

Public License version 3 can be found in "/usr/share/common-licenses/GPL-3".

changelog XCHF#ESELEEZRAL, 8 “Initial release” BN B & T KK — 755 iR, &t
EAZT
offsec-defaults (1.0) unstable; urgency=medium
* Add salt minion’s configuration file.

* Add an APT’s sources.list entry and an APT"s trusted GPG key.
* QOverride the gsettings schema defining the background picture.

-- Raphaél Hertzog <buxy@kali.org> Thu, 16 Jun 2016 18:04:21 +0200

FEXA 7, BAIX control SO T 43, # Section FIMEHCA misc, #3)
7 Homepage. Vcs-Git. Vcs-Browser . #ixJa, fE Description FEHNIEE T A
UNEISY
Source: offsec-defaults

Section: misc
Priority: optional
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Maintainer: Raphaél Hertzog <buxy@kali.org>
Bui ld-Depends: debhelper (>= 9)
Standards-Version: 3.9.8

Package: offsec-defaults

Architecture: all

Depends: ${misc:Depends}

Description: Default settings for Offensive Security

This package contains multiple files to configure computers
owned by Offensive Security.

It notably modifies:

- APT’s configuration

- salt-minion’s configuration
- the default desktop settings

rules SXMHEEET rule, X2 rule H T4 MR DL AAESR €T Hak (RUAE RO — gk
fir ) WIS, ZTFHRMAESPIAREE Debian BAFEF . EXFET, SCHF
2 ¥ 7 B fF debian/offsec-defaults/ F HEX F. fl, BB AT
/etc/apt/sources.list. d/offsec.list W1, % X127 debian/offsec-
defaults/etc/apt/sources._list.d/offsec.list T . rules 3 & ¥ 4 {F
MakeFfile SCHFRH, #54) target EtndEiEA R (%5 clean 1 binary, 437 &R
fith H SRR s D

42 Makefile PRATRE E2ER R 178 dh_make #gyil} K8 5 B 7 A < dib Makefile SCAFHH
pais B, M3 e s rules SO, MakeFile SR —ANIA S, &

AT HEMEIER . B T — N, e — DMRPIREOBA S, gwik i —
. tetn, — AN BLA— AR SO g i . MakeFile SO A
I A A X L R -
target: sourcel source2 ...
commandl
command?2
X% rule IR : WERKA source*soff, i) EtE target SC5gT, NI
target /% commandl I command2 54 & A i .
W, AT tab Pk FRERELERRR, WRAGST UEHT S
() FFk, WA AT RIS, DoAT WA @l 72
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BARZSAF R AZ O SCE, (B RAEE THTIE/T debhelper ity 441 AR 5
&, Wi dh_make JrAE St 2 8GN T, @A E# debian/offsec-
defaults._install X, K& dh_install a5 2117 H:

apt/offsec.list etc/apt/sources.list.d/
apt/offsec.gpg etc/apt/trusted.gpg.-d/
salt/offsec.conf etc/salt/minion.d/
images/background.png usr/share/images/offsec/

WA DA B R 2 3% gsetting 7 % SC A, {2 debhelper 4 T — A% T T A
(dh_installgsettings) . Z{ifE, IR EEKF debian/offsec-defaults.
gsettings-override X R EITA]

[org-gnome.desktop.background]
picture-options=’zoom”
picture-uri="Ffile:///usr/share/images/offsec/background.png”

BTFk, EH debian/rules FW K dh_instal lgsettings WA, Nt
BHAG GRIETFM, HAE N 90D

#1/usr/bin/make -f

%:
dh $@

override_dh_installgsettings:
dh_installgsettings --priority=90

BEi, JEE A O e . F NI AR, R A R A, A R T R g A A [
PRI i%: 1F offsec-defaults-1.0 H3 ', i217 dpkg-buildpackage -us -uc i
4.
$ dpkg-buildpackage -us -uc
dpkg-buildpackage: info: source package offsec-defaults
dpkg-buildpackage: info: source version 1.0
dpkg-buildpackage: info: source distribution unstable
dpkg-buildpackage: info: source changed by Raphaél Hertzog <buxy@kali.org>
dpkg-buildpackage: info: host architecture amd64
dpkg-source --before-build offsec-defaults-1.0

fakeroot debian/rules clean
dh clean

dh_testdir
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dh_auto_clean
dh_clean
dpkg-source -b offsec-defaults-1.0
dpkg-source: info: using source format *3.0 (native)’
dpkg-source: info: building offsec-defaults in offsec-defaults_1.0.tar._xz
dpkg-source: info: building offsec-defaults in offsec-defaults_1.0.dsc
debian/rules build
dh build
dh_testdir
dh_update_autotools_config
dh_auto_configure
dh_auto_build
dh_auto_test
fakeroot debian/rules binary
dh binary
dh_testroot
dh_prep
dh_auto_install
dh_install
dh_installdocs
dh_installchangelogs
debian/rules override_dh_instal lgsettings
make[1]: Entering directory ’/home/rhertzog/kali/kali-book/samples/offsec-
defaults-1.0"
dh_installgsettings --priority=90
make[1]: Leaving directory >/home/rhertzog/kali/kali-book/samples/offsec-
defaults-1.0"
dh_perl
dh_link
dh_strip_nondeterminism
dh_compress
dh_fixperms
dh_instal ldeb
dh_gencontrol
dh_md5sums
dh_builddeb
dpkg-deb: building package *offsec-defaults’ in ”../offsec-
defaults_1.0_all.deb”.
dpkg-genchanges >.._/offsec-defaults_1.0_amd64.changes
dpkg-genchanges: info: including full source code in upload
dpkg-source --after-build offsec-defaults-1.0
dpkg-buildpackage: info: full upload; Debian-native package (full source is
included)
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10.3.3 AAPTEIZ— M HFEBRE

BUERESR 7 AVERI, Re LUEE 4> APT 8RBT 20 % . 1] reprepro €
TR, HIRRZ. ZTAMAA, BT ExHERS %k,

B R E e RS A Lo v IEwR L 5 R 55 48 EHABARSS X001k, fdral
HMZIRSS R A AR A T, AR A SR T 2 44 1K GnuPG

# apt install reprepro gnupg

[---1

# adduser --system --group pkgrepo

Adding system user “pkgrepo’ (UID 136) ...

Adding new group “pkgrepo’ (GID 142) ...

Adding new user “pkgrepo’ (UID 136) with group “pkgrepo”

Creating home directory “/home/pkgrepo” ...

# chown pkgrepo $(tty)

# su - -s /bin/bash pkgrepo

$ gpg --gen-key

gpg (GnuPG) 2.1.11; Copyright (C) 2016 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

gpg: directory ’/home/pkgrepo/.gnupg’ created

gpg: new configuration file ”/home/pkgrepo/.gnupg/dirmngr.conf’ created
gpg: new configuration file ”/home/pkgrepo/.gnupg/gpg-conf’ created

gpg: keybox /home/pkgrepo/.gnupg/pubring.kbx” created

Note: Use ”’gpg —-full-gen-key” for a full featured key generation dialog.

GnuPG needs to construct a user ID to identify your key.

Real name: Offensive Security Repository Signing Key
Email address: repoadmin@offsec.com
You selected this USER-ID:

”Offensive Security Repository Signing Key <repoadmin@offsec.com>"
Change (N)ame, (BE)mail, or (O)kay/(Q)uit? o
We need to generate a lot of random bytes. It is a good idea to perform some
other action (type on the keyboard, move the mouse, utilize the disks)
during the prime generation; this gives the random number generator a better
chance to gain enough entropy.
[---]
gpg: /home/pkgrepo/ .gnupg/trustdb.gpg: trustdb created
gpg: key B4EF2DOD marked as ultimately trusted
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gpg: directory ”/home/pkgrepo/.gnupg/openpgp-revocs.d’ created

gpg: revocation certificate stored as >/home/pkgrepo/.gnupg/openpgp-
= revocs.d/F8FE22F74F1B714E38DA6181B27F74F7B4EF2D0D. rev’

public and secret key created and signed.

gpg: checking the trustdb

gpg: marginals needed: 3 completes needed: 1 trust model: PGP
gpg: depth: O valid: 1 signed: O trust: 0O-, Ogq, On, Om, OF, 1lu
pub rsa2048/B4EF2D0OD 2016-06-17 [S]

Key fingerprint = F8FE 22F7 4F1B 714E 38DA 6181 B27F 74F7 B4EF 2D0OD
uid [ultimate] Offensive Security Repository Signing Key
<repoadmin@offsec.com>
sub rsa2048/38035F38 2016-06-17 [1]

EE, MRABEELZLCEN AN TZH, SR NEBE, NMgA—NE OF
AR ARIIFAH) o IBET R, gpg ZERMA EMAmM SR, DUET RE8 2 i
RN . X2 N FILELL pkgrepo HIF S 43 53N shell Z A, AR 752250 B COB A0 28 i 1)
BTl E 1R R GERIZ /2 )8 T root 1, &A1& LA root P BEIED »

GHERTLUIF AR E A T . reprepro HEANERIER, HEZATN, RO6E T
conf/distributions S, %SG VRTE BT A0 e v A WRES BT A RRCAS
$ mkdir -p reprepro/conf
$ cd reprepro
$ cat >conf/distributions <<END
Codename: offsec-internal
AlsoAcceptFor: unstable
Origin: Offensive Security
Description: Offsec’s Internal packages
Architectures: source amd64 1386
Components: main

SignWith: F8FE22F74F1B714E38DA6181B27F74F7B4EF2DOD
END

WAUHE 7B 2 Codename, B TICKRALIR; Architectures F#E, HT it
% R AS AT 3 P T Ik de ik 2924, Components B¢, WiWiZMA A MRLe ] FHZAA: (4R
WA 405y, AI{E APT [ %1% sources. list #1JF3) ; Origin Al Description ¥
B, m2afEETE, M Release X HELEHIEAT; SignWith T, %K reprepro fff
H GnuPG X FEATA 4 (IXHLAGH T BNIRSUE S, RN T B ORAE ] I 1025 50 %
4, [E) I EEA E bR IR 5D . AlsoAcceptFor FEL, ARV FER, B H T
¥ _changes X, %X Distribution 7, EXHEE /MIGZAR (IEREE,
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B REZIZ T B RAN codename) .
H 7 XEEARE, W reprepro A — NS G E:

$ reprepro export
Exporting indices...
$ find .

./db

./db/version

-/db/references.db

-/db/contents.cache.db

./db/checksums .db

./db/packages.db

-/db/release.caches.db

-/conf

-/conf/distributions

-/dists

./dists/offsec-internal
./dists/offsec-internal/Release.gpg
./dists/offsec-internal/Release
./dists/offsec-internal/main
./dists/offsec-internal/main/source
./dists/offsec-internal/main/source/Release
./dists/offsec-internal/main/source/Sources.gz
./dists/offsec-internal/main/binary-amd64
./dists/offsec-internal/main/binary-amd64/Packages
./dists/offsec-internal/main/binary-amd64/Release
./dists/offsec-internal/main/binary-amd64/Packages.gz
./dists/offsec-internal/main/binary-i386
./dists/offsec-internal/main/binary-i386/Packages
./dists/offsec-internal/main/binary-i386/Release
./dists/offsec-internal/main/binary-i386/Packages.gz
./dists/offsec-internal/InRelease

% 10%E Kali Linux W r A

WYRAT ML, reprepro 7t dists THX T, G& 7 €FEGELRE. Ff, £db FHRET

WILal 1 RS N EEE
PLAE R AR IR IR 6L 1. 58, E | offsec-defaul
defaults _1.0.dsc . offsec-defaults_1.0.tar.xz .

ts AR (offsec-
offsec-defaults 1.0 _

all.deb # offsec-defaults_1.0_amd64.changes) F|R%#1/tmp HE T, AR5

i/ reprepro iy 2 & X .
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$ reprepro include offsec-internal /tmp/offsec-defaults_1.0_amd64.changes
Exporting indices. ..

$ find pool

pool

pool/main

pool/main/o pool/main/o/offsec-defaults
pool/main/o/offsec-defaults/offsec-defaults_1.0.dsc
pool/main/o/offsec-defaults/offsec-defaults_1.0.tar._xz
pool/main/o/offsec-defaults/offsec-defaults_1.0 all.deb

bR, BRI E B AAL T pool ¥ H R BIAK AR

XI T dists fll pool XPAHR, FFEEE AT CUET HTTP # A Ui nl K58 APT
JRIECE . XA H A3 T APT 75 28 R8RSt

W RAREEE I host $142 4 pkgrepo.offsec.com [KIREHL =ML E, AT LLEIEE R Apache
e B S, 1R A7 F|/etc/apache2/sites-avai lable/pkgrepo.offsec.com.conf
I, HffH a2ensite pkgrepo.offsec.com F3IE.
<VirtualHost *:80>

ServerName pkgrepo.offsec.com
ServerAdmin repoadmin@offsec.com

ErrorLog /var/log/apache2/pkgrepo.offsec.com-error.log
CustomLog /var/log/apache2/pkgrepo.offsec.com-access.log "%h %l %u %t
\"%r\" %>s %0"

DocumentRoot /home/pkgrepo/reprepro

<Directory '"/home/pkgrepo/reprepro’>
Options Indexes FollowSymLinks MultiViews
Require all granted
AllowOverride All
</Directory>
</VirtualHost>

SN B EIRANK sources. list WRIEAIZR, Nl FR:

deb http://pkgrepo.offsec.com offsec-internal main

# Enable next line if you want access to source packages too
# deb-src http://pkgrepo.offsec.com offsec-internal main

BAE, RSO EL KA T, RN, ROREETA M2 EPUTR5 T .
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EARB B FRIBE, (HRFER T (Rl LUEE PXE JEaBMIPLES, AR H 2%
#f) Kali Linux, @il SaltStack & EIECHE SCHF (LRSI minion) , Gl fork [E Hil A
i, il EHCHRGEEE, SRR, XM TE LA Kali Linux 4k
HFIAMERER, B2, RIETUPSE, W, 2atiE Kali &4, HHaT4x @ ok
E T oRTUEACE, RFFFTA Kali B R0 558

10.4 /N

Kali Linux F] SRR EY R 2 KRG E, HRIMVREE. AR, RATE
Thnfri@st SaltStack £EHALEEEZ AN Kali R, MM e, 24, E@hlib s &k,
RN T ifnd@ ik Kali B9 5 Bl R OREE RSt R
VTR T fork, X UVRREIEE B HI BT R RS AL
M2, BATKMEE— N 257 Salt Master 1 Minion T 75 0 £ A B8, X 6B I8 o Y A
RO B AR AL
BN
o fE/H PXE MMZE BN, 2/OFE—A TFTP XfFik% 4. —1> DHCP/BOOTP
R4 (UL —ANHI{E debconf [ Web 4525 . dnsmasq I [/ DHCP Al
TFTP JlR%5#%, Apache2 Web JIR%5#37E Kali b @ik (HERAKEHD «

* Debian %% F M A PXE 3 sl 75 1 isc-dhcp-server Al tftpd-hpa Z2E AL E .
» https://www.debian.org/releases/stable/amd64/ch04s05.html

e dnsmasq AL B CF N/ete/dnsmasq . conf, LR B LR AT

# Network interface to handle

interface=ethO

# DHCP options

# IP range to allocate
dhcp-range=192.168.101.100,192.168-101.200,12h
# Gateway to announce to clients
dhcp-option=option:router,192.168.101.1

# DNS servers to announce to clients
dhcp-option=option:dns-server,8.8.8.8,8.8.4_4
# Boot file to announce to clients
dhcp-boot=pxelinux.0

# TFTP options

enable-tftp

# Directory hosting files to serve
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tftp-root=/tftpboot/

o il JE M 4% 3 B SCE I i 3 A E /tftpboot/ H 3, 5 32 fi (i386) . 64 fif
(amd64) . FrEhi. BITERR (gtkd 249y, KT EEaIES WL HEEz:

» http://http.kali.org/dists/kali-rolling/main/installer-
amd64/current/images/netboot/gtk/ netboot.tar.gz

» http://http.kali.org/dists/kali-rolling/main/installer-
amd64/current/images/netboot/netboot. tar.gz

» http://http.kali.org/dists/kali-rolling/main/installer-
i1386/current/images/netboot/gtk/netboot. tar.gz

» http://http.kali.org/dists/kali-rolling/main/installer-
i1386/current/images/netboot/netboot._tar. gz

BAEa T

# mkdir /tftpboot

# cd /tftpboot

# wget http://http._kali.org/dists/kali-rolling/main/installer-
w amd64/current/images/netboot/netboot.tar.gz

# tar xf netboot.tar.gz

o LA BN txt.ctf SUHRTTAN 72 8EiE & UM . W 4.3 77, #EFk, W
DA P 8 A B TR B AT R S AR

e SaltStack J&HCMEMECEE FEARS: —> Salt Master & # £ & Salt minion. 4 salt-
master # 1AL 23EAE AR 25 4% b, salt-minion B0E ) 22 R AR FE 0L L

° ZitE/etc/salt/minion X4 YAML # AR E M, X E master key Jy Salt
Master [) DNS 34 5% 1P Hhhil:.

e fE/etc/salt/minion_id W, &E minion K54 ID:
minion# echo kali-scratch >/etc/salt/minion_id

minion # systemctl enable salt-minion
minion# systemctl start salt-minion

o AW T s, £E master b, FF#E% minion B &M, JEEERA D)
AT
master# systemctl enable salt-master

master# systemctl start salt-master
master# salt-key --list all
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Accepted Keys:

Denied Keys:

Unaccepted Keys:

kali-scratch

Rejected Keys:

master# salt-key --accept kali-scratch
The following keys are going to be accepted:
Unaccepted Keys:

kali-scratch

Proceed? [n/Y] y

Key for minion kali-scratch accepted.

— H % I minion, EPTE] M master FHATES . REIWT:

master# salt *” test.ping

kali-scratch:

True

kali-master:

True

master# salt kali-scratch cmd.shell “uptime; uname -a’
master# salt kali-scratch sys.doc”

master# salt ”*” service.enable ssh

L---1

master# salt **” service.start ssh

[---1
master# salt *” pkg.refresh_db

[---1
master# salt ”*” pkg.upgrade dist_upgrade=True
server# salt **> cmd.shell “pkill -f dnmap_client”

PATHER 52 #5122, 155 I https://docs.saltstack.com/en/latest/ref/
modules/all/index_html.

ffFH Salt State SCfF (nlEFHMECE BIHO SRBEEIE. WELEE. %24 minion
RHEAE R F . fEn e BEAT, 55, THZN T AN EBUE LK —L% Salt
FH .

https://docs.saltstack.com/en/latest/topics/development/
conventions/formulas_html

fork BAFELIS, EEEME TR G R T EAA TS . BN A NG, AR
BEAFYN—2%, kali-meta. desktop-base. Kali-menu X S8 8 -6 /2 1 LR IE . BAR
fork —NMRAERIERE, R, WMHEERL.
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FIHAT L, BATCEU S T rASRE AR, B, E. EH T Kali
Linux. #2FK, “UFA Kali Linux ££15 8 2290 4L T Mt arEr it

BRI

51 S RIECE—"Salt masterfiminion

GbR LT IR o

B32—olE— 1 Kalifti3 e fE

B Kali RIEBEEFE, ¥E RN GEMEILT (SET. kali-menu. PAZ M
L)

BI3—MKEIE— B ERHE

S AN, R EEARE OIS eEM GnuPG X EH, K
SaltStack Fit & 31, HHEILERIKTSE . kA2 Kali R4 R AERIA S B E .
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s

o LAl Kali Linux
o AV

o ZAPHEHNE

o ZEWERRM

o /NG

FHAT AL, BAICAAT Kali Linux MiF2DiaeretE, T Kali Befft4 . anfarfs A
Kali sk 5ER— RYNZ AR MMES TAE, RPOZEA TR T il

ESFHME Kali 281, TERXMTE— N LA NS . ARESIE DN I LA
o, HRME SR, R Kali T 2 2 2R A H 3.

B, EEERGY, “w4” B4 BERGM RS, @E FERLT =5,

o HLEH: (Confidentiality) : FEARIIFRE T, 27T LAYT Al BUSEIE 8 R S

o SEEM: (Integrity) : FREIRE RS & B AREHIREIZ K.

o ATHME (Availability) : fEAIBEvs R EEEM R4, £EGTH, 255 U2

X=#4—, fi# N CIA (Confidentiality. Integrity. Availability) , 3K /& R UL 78 &5
B PRI N LA RGN, FHEREN BN,

TEERNE, EARMELT, TERNGE CIA ZxdhmiE—1. ki, RE5
Hidr 34, BEA T2 N ARA, I HidpLs tEZHEE B A, ez b 58 Bk Fnn] F
HEE, HAEN, RIFARLEREANEHICRES R GUAREHIE) , 503 Hid 25 i
Frl KBERS AT S — T, WRTFEGF—ADEALL T IDR RS, BRI BN &8 —
Bl . EARBH RGN A B oA NAE I 29, AR EE, HRAANERLRENE (B
W5erE) , MWaergesr= ek EmrER.

MARTEM RGBT, KIL T —AN R, IRERRERE, BT CIA =nAFrm—
AN S WS A 2E A TR 1) R . KRR AT LS B S A T R A 1) R, SR A R S S ) R, R R
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My 7 e @, R TS Web SZH AR SQL VENIEIE, AR BT IR

o PLEEHE: FIH1Z SQL VENIRIE, Hrdi & nl$2Hl Web B R T EIRENE, XA
ot FAT UG i) AR, BTGV S e e, B B L Ak N 7 1) R P

o SEEEME. FIHZ SQL FENIEH, BGhE sl A B ENCEER, ISR
W, DA B BH 1At N7 ) 8

o AR FIHZ SQL VENE, KdE B3 — MEABITHER, HHEKERS
PR WRZWEINZE W, MATRESFBUELRS (DoS) . Wi, Bh#EAHR&
el e, SR, EATREIEA¥EH 7 IEH Vi Web B FHFER .

o ZEE—: FHZ SQL FEANIWI, v FH B ERI Web M AR 55 88 1922 B 5
shell o TEXXAHESL T, PR ELECESE, HEPLH M, nTFEE E s, MR se s
P PIREXRERS, fakn .

CIA MIMERIEAE R, ELbR TAED, BIEAR I s TR, 0 m) 05 B 50 AT Ab B .
MEZEMN R, RHFEEHOEEE XS, AU RS A O IMIm. X 5 EA N
&, AT AT URBE FI WA 4 2 RGO AL, DAKTERE SO () R, RS T A AN B R A AR
RN

A A TEEE R SR RS Crisk) 7, DA RS a0 B B Cthreat) A1
(vulnerability) FRHI. XEMEE AR, (HIRE SR BATEE RS EANH NER
EskPE, R BRI R AE RS B PR BRI LR IR
feH 4 e v AT e e MOX Lo FE . AT DOEIRE T g A IR BORE], SRIA BB AR
CRRE HIE .

HEABIF, ARTEFEN S ER, 2R X, R AT A% 2 I B E R R . X [
I e b X e R ) AR R, T AR MEXTE e e o H,  ARAT LU A BUE R I
2y, FEHIRPUAIZAS RT3 BRISGR RSO, R B ) b7 o JE
CEUE AN CUSTE L RIAOR RS o R .

11.1 ZEiFG+aIKali Linux

FESERE A Kali Linux B, BECEMRE R Kali 2T IRA . WIS 247k
PUEF, WRMER, BEEZAN LTS TES, —BFEHAR—E Kali $5. mEHZE
Kali Linux 25T LAR P s

o TERAVAGERT, BHFETFHRE., HBEEENRG LT, XL

B, I AT RS B A AN ), (EARMERFSLEREREAT, AR R G T X LGRS,
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B2 SO A B kT 2

o WA A VEEROIAR R, B T4, AT R, A TR 1A

BB BETRMOW AL, 2505 % P R

BCHE BT B Z R AR A Kali 2RISR, 30 S48 /800, BTt 45
R BT O LN Kali Linux R4, fEXERAE T, WiTfs, BAS0 03
i 4.3 I, SN0 SRR, WIS [ B

S R TS A Kali I, BRI RS AR R, A
BEREEPE MR RGBTV, VEL 422 — WA BRI AT A U
AWK, Bols R RECE 54 I By 2 .

WS ik, HE MRS TR, R BTN (0% 9 wHA) , MR
BB A A0 A S B R — 4y . SCREROTR, 76 0K I 30500 20 % BT B M S MR 2 T, B A2
ety

AT B RHARG R C R B TR . AR RERATRO(E S, 5 1 el T
Hoo W, SRR T HOEA % AR T AE, AT A58 %% Kali-linuxwireless %
fhf, B Kali Linux i07EL45 A MRS T Ry I3 EXE5EA Web if)
TSI, B3 Kali-linuxweb BOPE6L, E /% Web SRS T A KA. MR
A (T ol LB U7 I FL B R 9T DL 45 TR 70 AT

EFRFO5E, HEERERIMN%ERE L5145/ 7.3 %) . KEHik DHCP K&
RUSITIEAT IS5 . 5 T 083 20 I 2 5 B D 5 25 7 A WK TR . M B AR AR
BAREIMAL, T AT 2 MM S, 04k RGUE (A W, TR IS BT 0 i
U, FRGHHET .

SRR E 55383 BN AT RO VR AEIE 04 75 B M R AR RO 26 e, T LR R
T AR RS FTBED. 2377 kalinlinux-forensic HCPHALIE IR Kali, ATAEGERLR
s, (ERHBAT, e E R, RS MR K . SRR, T A
I Kali J00IE T 7 AR, 485 2R R B

FFRREI T AR5, M it A A Kali 235K M B, — AT, FIALI Kali 3F
i, AT DAEARE (A T

1.2 Z2iHERYEE

Kali #Ig#E e )G, F— 0 EHEE RS SR KIE A TAR R Tlim . M
TERE, X T 4 Fh3ER. JeiRVEG . SHEPPNG . RSBk, MR Al . 174
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FHI O] RV B Z ARV, U ER RN L TEA], DRENMSAFE Kali A ZE
KBk
FEXZHT, BEXEEREX 20 (vulnerability) FIJwEF]H Cexploit) KX 5.
#iF Cvulnerability) , J248 7 LARRIEIRE B R GV . w8 HE (CIA) 1)
FABREE . IIFARBEIRE, WHREART LUR LR
o XMEE: RS L OF LT WebN v, fo v oK A B R A,
A& BT PHAT. tan, FEAWebN AP, A4 “Message of the day” PR, %L
IRE R — AN XN 2, JRB RS BWebM BT, BoRGH . — HIXFIhig
BB RIS, WA Bk BT R, B ekWeb gk, sl sl 60,8 Mo
i E ST 2
o SQL¥EEA: SQLIEAIHE 2, RARFEFM NIRRT piget, M7 H AR5,
AT DABAT B B R ISQLIB A o XM EFE AN —MIER, S58—RINEBER
24 ] e
o BIXHEH: ZoPIX IR 2 RIGHEF UG, SRR ENEM X EHA
AR, SHAERI N . fEFEET, A0 AT Rex) HbRAR 7 AT R
SRR, W DI IR T AL TR G I N AR, DT B IR AT B E
o FMETES: AR Y, & FhR A RE 1) ()RR R . R LB LR, RERE
M TAETRRE, MM T AR o 0 SR P 5 e, T ] R 2 77 AR — AN TR
o
iR A A Cexploit) , 248 F) AR € I il (1 — AR ARAS,  EAS 2 A s TR 45 2 T )
e BONIRTARIH, SRS SURRFEAT, FAdEIREAE, B DUR AR T 2 AR R R
Feo MeAh, EIRITENLRGH, WHVFZEMILE], XL L] IR R S A, b
WEARHAT RS ° (DEP) Fiihl 4 ABENIAL © (ASLR) o #RT, AREF NEAIIFEA AT
CA IR R RS, st AT R . tetn, Y2 A a8 gL iRIR R R R, X
TRIARI DI AT, BRIITA R, BEA y H2 g 72 T R

1 https://en.wikipedia.org/wiki/File_inclusion_vulnerability

2 https://en.wikipedia.org/wiki/SQL_injection

3 https://en.wikipedia.org/wiki/Buffer_overflow

4 https://en.wikipedia.org/wiki/Race_condition

5 https://en.wikipedia.org/wiki/Executable_space_protection#Windows
6 https://en.wikipedia.org/wiki/Address_space_layout_randomization

258



BNME ZeiHEENT

11.2.1  IRiETHS

0 7R 8 W A R I A T AT RAME B R G LA . e T I — AN R . AR
IR PEAGT LR, AREAESS 24—k “ HARMED” WiwiiEs. “HWRHE" faEsE
HE, BMRTER P M S REAPE K BB A X “ BARHEE” Z /0T
B FBURS W B EEEYEZRFNEFAEE .
KRR IR A 4, B LB 2 /E 8 TAEBR BT, & B8 40 Hh 78 BB 1 R 58 14
7o KEHMBH T, A HKali T E3h4 T E, b Vulnerability Analysis ' 5t Web
Applications®, >REPLHFRIBEMAELE RS0, RAIEMIRS, s ss 38 R 40 X AF IR A 2545
B
XUfE B o T 5 O I T R AR MO . X SRR B SR L A, T EROR
—E ORI . AT 2 AR AL, BURTESUORZ , RO . LA BdEfe 2R
%, BFEARTLUR LM
o MERGIRRA: WAFEEANGAE RGRA FAFLEIRIF, (B S — A B rTResf .
BT, PSS FEERSFE, HRNHRTITERE RSB A2 A .

o AT EA: REMHE, BAERGA T HASHMMARE R, FKIASL T HLL )RR
L) N7y W 2 ] o= SR 2 = B

o MCEZEM. REZNMHESF, BWOSCFZ RSN, A Intel x84, x64, ARM
P& Fi A, UltraSPARC 5. fER-SSIEHL T, — MNRIRAAALE TR € 580 b, fr
PUIXAME B RRAE I HE R PR AR B2
o BRAERRA: HAREAERAS, 2RI RS R —
DA bixse, Q452 HAE RIS, — M S TR KRR E S . B e QUL /58K
%, FHER B GACHERHEILECR, vlREL 2 DT ).
e True Positive (FIE, TP) , FREULECH] 1 R IERJRIA . XERiALE R, &7 Eglt
— B RUERMNG, SN, BRG] AR X LR, B R R I A 2R BAR
2.

* False Positive (i, FP) , ARGR. FFAEVTEC 2 A 2 FAE MR . 78N PP Al
AR, XA NTHAE MRS o R TE R IRAIE, I A ZEAE IS 2 (1 25 F0
NAERR

1 http://tools.kali.org/category/vulnerability-analysis
2 http://tools.kali.org/category/web-applications
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* True Negative (L9, TN) , $FHEBAVLECEUTAIIRIA, #sSUAFEATM IR, X
BT E, TR HRHSIHAEEAT TR .

* False Negative (fxf1, FN) , tHFRIRIR. FFHEEAE LR BUEMIRT, (HFsL FAAER
Mo SiRMRIL, IR FE SR . XS OLN, WAELE, (HFH B R
e, ARXX AR AZLE—JCHT A .

ATDAARGR, FRRAE R HER M T 45 ok e B0 E 2. RELMEIRER 2, 1584
RAUBAED, XA S )RR 2 UGW 1 SR A

—RE G IMIFEERERE, 2 m AR R A S UGER TR . XA R H bR
Lo AIE A BEIRAIARET o Lodn, FEIEF S, IRATRE RO IT B R 55 DA R R 2% i 4t
MTheer, M RGEMAEE. ARG S IE, VRAT A4 TH 5 2 2235 (1) G 3
. MHBEFANT . BT RS, XS TRBEINEEE, REaEnfnikm. X
e A B, 0 L At T BRSO A 81 ) e R 28

KO BRI BRIVl TAE, v S MR AL 4 (v 8 1) R, 2 pHE B I ) AR A P R 4R
Pro BARIX HREANBRELVEA TAE, ERZHLNN, ViSRSNI 33t
ITIRIAASE, DRSS IEH, A .

WIHTSCATR, ASRECE MR R, —RIsFEHE, SRETF2ARMEIRES. XL
K0 HbR REUSATIE R A E, HEFE—E W . A, RAMEHE BRI T 2 /D5,
DA B H AR R S TF A IR S5 B R & i . Xt R AR . BT LATE s 4T FI 4
THZH, ZEXRFAREHFEL DR, WREDNE, GNRBEIEE.

ESEi: -7 REWFARIET, AN “FHHRLREE KEN, ZXRRFENA 2 DN IF AR, 8K
By, BeEREMART 6. M. BRHSIR G, B0 7R EEfME
%, SRIINRTREINT, 55U id AT R KR .

TR A3 52 R B R DA 6] R, 4 S AT WARMEID S BEEER, tinCVES . EDB-ID?
FIGERIR RS o X B 5IRIFACVSS/AME *—ie, H T g . BRiFImAHRIRZ
Ab, IXEE AR, AR W 4 SR S R 1] R

IR A 1 3h A T L A A AR 00 2 R R R, TR LA A e 2 SR i P A ol i 5, 0T
Reci AR gh B, [RRE AT LSS ma BRI B IR (0 IERf M . — MR, S ERARL — N AELED)
s AR — AR, FEEVE A Ao B AR RN . ER D W, — R AR AR

1 ttps://cve.mitre.org
2 ttps://www.exploit-db.com/about/
3 ttps:/lwww.first.org/cvss
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%, BT HAEROE . BT RXANERR, 2] w2 MR — o m A AR
WPk 9 — PR A ), RRIERESE I AxiH, (R PR 2 5 5.

TR BB — A, SR RO SR A . X RS, TR E
Senh EYPER, HBE T SMARMEE, HWBCORES] . ARG EFHAES G INES . R
P E CEARROIREE, XV AT BE AN ST, SR ZE B2 . R IR R RR
TN, 7 o] WA LT A XU 2542

RS2, B BN E XL5%E, —RAEENIST Special publication 800-30M 1 Ay XUk 4%
FLLGhRAE. NIST SP 800-30 Hf F & AL IR VIl i) B0 1E XU, LUK A= mT R AR08 7 R el 7 2 26 &5 119
77 AT 8 S

KETTgeE (Likelihood of Occurrence )

PR 2 [ B AR HERRAE AL B (NIST) BT, KA REME &L T R R s e i by, B
FIR FARE 2 IR T RetE, Al k. hy @ =2

o B WM TFHAKTE. siFLEEL,  HATSHZIRTE SR AR EA I 7845

o i BIEXTFHRARKPER S SIHLREL, (HE T IZ IR O A 0 CR4 5 1t AT e 2 i Th
B AT N

o AK: BEXTFEARKFEAC, Bz, HASTZIRIR O R S 8 a H 2
SEAA R

28 (Impact )

MG, CATEIRIR B R 2 )5 B s Sk 1) 5 35 2 BE RVE RN

o W FIAZIRIA, FREE ™ EIM Ak, P A RSN R SR B A, G K
e NG5, Wik,

o i FIFZIEI, PIRSE R =Rk, fa M ASWU R R B2, BiE SN ST

o A&: FIFHIZIRI, PIRGE R — @ PR W P~ 0, S SUNLAL ) 2 B 75 2%

BYAXEE (Overall Risk)

— BB E KL AT BEEANRE I 2 S, BRI A E A A KB S . AR RS R 1T 3 DA
e mEgL BRI RA LB YERIN R TR S
o W RFIEDRCR A AOME A IZIRIEAT R RO, R LIRSS T,

1 ttp://csre.nist.gov/publications/PubsSPs.html#800-30
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(ELA U PREE A TR T 56

oty BRSNS IR IR AT R, RN S R R

o fK: MARGPAHEIE, RERMGIMNEGE, MZRFIAT RS, BEE AT AR
SR, XS RG] -

ING

— AN KR, Btk 2 R LRI AR, BT, B TR R AR S, AT
VE LR LA BE AR IR PF-Aik 4 HE R Ao

A N 2 A B ISR VP AR RS, R DA S At a0 A R 72 0 W A KPP LA
(kA R, T AR fe] X AN B W] DAl R SR AS e U 2 SR AR B

Kalisg — XK L AVEAMNICE , BV T IRV DA S 1 & . fEKaliB F iRk i,
W “A5 B4 (Information Gathering) ” + “JsiF 4 #T (Vulnerability Analysis) ” 1 “Web
. FH 24T (Web Application Analysis) 7 JURZEH, B0 DUE IR SRV THE . —2K
ui, A% IR fKali Linux Tools Listing™. Kali Linux® 75 3CR% 2. 4 3% () Metasploit
Unleashed* 7%, 24218 F Kali LinuxiZE 47 IR iR VAl 00 75 25 =) %5 .

11.2.2 GAEEENL

R REERT, F— NS HEEENR. XEREAE RPBENREA, FRR
A FPE R, BLRBUMF AT SR AT o

FIREA S FATIL & ME LTS, BONE WRIROZ S AR B =05 A AT 8
SebiifE ¢ (PCI DSS) , X2 M RAFUER . F 8 A STl 55 06 00 <7 FOHESE .
A L oAb bR, Wk EEE R ARG R aF AR ° (DISA STIG) . BEHURK A
BRUEFIHR © (FedRAMP) | A B2 & HEE 7 (FISMA) %, REmHE, ET2
FhRZ, A3 P ZSREEAT AR MY, AR RIT VPSS R Lib2 BITHS, 2RI
fl N, XECRRIFPRAL TAE, SO GBS, WO “E RTS8« SRtk

http://tools.kali.org/tools-listing

http://docs.kali.org

https://www.offensive-security.com/metasploit-unleashed/
https://www.pcisecuritystandards.org/documents/Penetration_Testing_Guidance_March_2015.pdf
http://iase.disa.mil/stigs/Pages/index.aspx

https://www.fedramp.gov/about-us/about/

http://csrc.nist.gov/groups/SMA/fisma/

~No 0ok WN -
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"

—RABEVARE MRV 4. PSR RATIE (PCD S#Es i+ Dhfl, R
TAVEAS AT, RIAT R —LE R oK, B 20 AN A AN A SR A A BN R B 1L A
HARBOAR L SH (Wi, AR TR TR 5 11 @l e e R g
SCELAR, BRIV TR ED . TR, W 9. RREIFER AR ELTI . 12,
i 2 T 1P T AT N G AR R s R BE B R AN T AR S 2 T TR R TR PP

SR G IR B R LTy, AR IR E M Kali Linux S8, (HEPs L, Kali
RERERR M FI, MUV EERR T KERNZE TR, EEOVESRT IR Debian 3
B, (SR TR W 2SR WA IR 2GR RO 7, AREEETHR, 1K
JLTPHEEXR/RRZAER. A0, WE2HABR Kali Linux 8% BA7L S LR 1 bR
RR=F

11.2.3 Egz@Ellint

e BENR, Bk T HPATHSEAR, BEEEE L. ZHLOREL, Ma2EEA “B
ZEMK (Penetration Test) ” —id B A T E— 1220 & M ZE N (EE 202 I I P
), FHBEE, BAURIRATEAS, 750 2t Hs IRk .

FEATT, TAUEH “MEBENR” X —K5, FEFHTEERRE RIS TE, o7
i H 2 R T H SR I B A 22 /Ko

BIENW, 5T REORRE, AR MN—ANE RGBT G, i N —"ME% B
Feorga, tetn, AR —AWEH A RIS, SRAER A7 BE “uRA N Z Bk E 4
. EPRSRERELAT N, SREMHAT o BB LT, EAMUE KB
R, 3 AR 7 R A Z R R RE AR ) e I DL AT AR o RINE S AN BRAUHOR T I R 43 4
TR, TERSFARAE, HRRik, RAemai, Rk X8 TR O 7
FAFTRILIRR, S FH07 AR, RS- R U7 R BCR, PR RS s Bt

X EARGERPIS TR IR RIRIN, A eLE R B4 ae ik kIR, FHRAME
AN T HESRIGUEMR, M0 B AR BT P24 A . SER— IR e, 18T 7 B A
WAE, REPATZIK, DELRVPAL TAEME4m .

FIROX M7, ARG T 22 KR 2 VP4l AR B 2 DA FE R BUA . Kali 7ES $irp i i
XEEH B 2R, DMET R B R LR .

1 https://lwww.pcisecuritystandards.org/documents/PCIDSS_QRGv3_2.pdf
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o FRWER: EAMBL X HRMEE T RRZ L. 8, ZAMBRRsERIEFRAR

1), RIEPITIEEK PGS XEEOAF S TG ARG, DA 75 4 Bk
If. Kali [ “15 EUYgE (Information Gathering) ” 2Kt A L+ T HE, A4 ik 2
W H AR EE(E B EK .

WHE: WA “EEEWE” , WHLEHET N, AMEHIEETHPTR, 22K
W H BRI I IR o IX AR TS IR A A A 1TE . RTR e AT A DG T
H, T “Web 2 #r (Web Application Analysis) 7 . “ % ¥ P ¥ 5 # 4F
(Database Assessment) ” il “i¥fi[m] T.f# (Reverse Engineering) ” 7r2Krh4k 3.
WEAIA: A0 B, ERICHEHMERM E, R KRR, Nm#EXNEirR%,
ARz H . X—Fr B s TR, " “Web 7t (Web Application
Analysis) 7 . “HdEEPEAE U (Database Assessment) 7 . “# i Xl (Password
Attacks) 7 Al “JiFFIFH T 24 (Exploitation Tools) ” 43Rk 3.

BRI BB R )G, H — R TAEREEL M. 85 SR ERY T
FRAE S5 (80 s di I BRAREE N Ho Al TG U5 AR I R G M H AR R IRIVBURE B . %
B T BRI fE “a5 X5 (Password Attacks) ” . “JRvF A T E. 4 (Exploitation
Tools ) 7« “ MR ¥R /MK B Sniffing & Spoofing ) 7 Al “ B IR 4k # ( Post
Exploitation) ” 432&h3RF],

W VG TR )G, TFER PSSR TS ETE sk SOk . SHTTHARE, A&
BB TAR R AR YA R, B ZE R i IR P 8 SO VP AR, BRRS3RAS 7 40 i
. AI7E “#%5 T REE (Reporting Tools) 7 43284k B 1% Bk o< LA,

ZHAEOLT, WALNAE . kIR 2R Bt AH], i PALPPAL AR

WARHHF . Kali Linux &N A A R BP0 TAE R e ae ik T, X2 ] LR IER A
Kali Linux &AL IHRERIIS . VFZ MK, SHXTZMITAERAL, 2l 4ed — A
SE I Kali Linux hiAs,  DUEF AT BT VT A AR, PR fb e .

N AT REXT Kali Linux HEAT 2 HI A9 A 2, B35 DL TR iR,
o PLRERWEME: Fl, R AR, b TR R ER A, W

PLPAT —IRENAE AN B A S T A -

o WARCE RIAEREVPN: 7EPUT “ZAEAM” PEAL TR, XA s EwaH. 28

THOLN, X R G oE BIVEAE A RS H R GOR G EREIE, LAMET1F A4 A ] B

1 http://docs.kali.org/kali-dojo/02-mastering-live-build

264



BNME ZeiHEENT

i A FR . Kali Linux 1SO of Doom™ sl /23X Al 784 ) — A 5 il i o

o WREBNBARTEEMS: UZHLHMBA —ERA N T EEME, fEKalif Xkt
SERILF 2, AT RAT A [A]

o Wi NOSHE: w:HLmgr. Eimbak, RERES%. FEKalifl 4 H O miErRs
EWE S WRARITSAE ERIRANER -, EHEEKal, HEn HXsiE, &
FAEEN -3

11.2.4 NEERFTHE

REBOPAGAES 1 H br—ANVEE, ER TR oAl 2 B R e SRR 8 1. R %
FH LM A FBAZ OS5 RA MR ZMe, IX VTG RSk B Lo N FH R e VPl 5 4T L
BERIIPPAAT S . PR, B EART LR L.

o Web RIFH: HONH WRISNER TR, Web S LR AN DT i, BT LR AN B B

bro JEE, PRERIER TAE, R SRahfmE, mERRHELER, FEL
B 1) 25 3 B FE P AR TRAEA S 1) . Kali-linux-web JEREAL P, AR ZIEX BAE
R T H.

o RMMFERM: AHRIRGSFHAME, SN AR MR IR M BGEm. ik, ¥
ZEMM A, W PDF R8s, 36T Web RIRUMIAE 7 #62& E i Hox, XHELE 77X
B R SN S AR E o AR, MRORAT A 24 22 1) 5 1 N F RS P AR A K R

o B3 APP: BB ANIY , B3 APP tZ# 2 HE L MMk . X2 MR
BOEAR R, 2O AR TR A R, SBULFEEEA NI RERE. %3
APP R #T T B, RILAYE “J¥ M T#2 (Reverse Engineering) 7 R E|—#k% .

R FE VS TAERI AT AT UL 2 M. — ARG, aTEH SRR, B17HE
ER A TR, DORRIELE RS X TR, KRR AR SR F 2, A2 O ARHIE
i, L, xeeT R, FEXNNHBEFATH, ARNEE. 5 W65 =2 Web S HHEHE #5,
EeinBurp Suite®, &SGR I Web S I &AM T B, AR I 8 7 BOR 1638 A I SQLIE A
Bediii ), [En MR8 e R, DA Bt 2 S ) .

TEEE R sk, BT H TR LIS (black box) Ei# A% (white box) [TE

1 https://lwww.offensive-security.com/kali-linux/kali-rolling-iso-of-doom/
2 http://docs.kali.org/development/live-build-a-custom-kali-iso

3 https://www.offensive-security.com/kali-linux/kali-linux-recipes/

4 https://portswigger.net/burp/
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X, BT X AAT .

o HEWRR: TH EMRAAR , RFEEXRGHEH T, SUAEAARAER P U7 AL
IRAER T, SNARF#TZE. i, 4 Web NAFERFERIZEFH, WA
U ATAE AR B F R GG T U7 ) A se Th e AksvE . (ER RO R P Ik 512 B 4TI Rk
S RS FEBEHE NG00, X AR BT R T B OSSR
TheetsEk.

o AFIIAR: TH (SIMAAGR) . fels B EURID . BTN AR ECT & 1 FL R A
PR, AN A RE I BT ShBE BEAT 41 HL2R & Rl AN S B Th e e B R 5
WE AR E . S F AP R EER R, T RRRAT A E SR,

AT LB R 2 18] S K & R (grey box) o G, BACSRRAIRIE R, Bk
T E 0. WRE MR, W R R T 2 B AR h Bk e R AR T A4, A BB AT BE
AT IERE . WRE R, ERENERNHERRATRZ N eRE, A
B .

HEHABE SN, RS SRR AR, ELniiR N 52 AS SIS FE R RS, (HE B 5
SHmET KT, DMETFEIRANMR RS 1 IfE .

Kalijg &2 AR 7 VP I EAE P & . 7EBRIA 2226, CHE KE N AR afaE. m
[ R AT S, I8 — R T E WL fHAEASEE . 7] 2 WKali Tools' Mk [
“Web R FHl ¥4t (Web Application Analysis) 2” F1 “i¥i[a Tf% (Reverse Engineering) *” Wik py

e

o

’

1.3 THEASE

BEE VPGSR E, Kali ASEHER e, NHEBURITG TAF 7o shar, ZHE)E—
&, R TAE. X AREE, SaEfE TERNES Hir, RTIEE TAEMR, &
TR AREAT Ao X BBAT 2 N — N ) A BRI, (HIX S5 — AR R 2% HEL 2
DIR, BBARFTE A SR R SR T KA B

TERMVEAL TR — &7y, 75 208 XA TARRE, SR EART U2

o RVFVIRIARGEMLL? XARELE, ATPARIRIAT WA AN IR BN S R GtE1T .

o VSRR BT AN N, TR, MR A7 e SN 2 IR DA

1 http://tools.kali.org
2 http://tools.kali.org/category/web-applications
3 http://tools.kali.org/category/reverse-engineering

266



BNME ZeiHEENT

{255 1 T AR H .
o R ZARFR, £&RV HEEERA? WA, SRR 47 AL
HUAL 2 P I BRI I B R A, T A ARG s bR . ATbA, B df e TAEFF
GRZ WY, PRFTHE LT
o RULEKFE, WHEAEE? A% P ARSI AARNES, B0, — BRI TR
WG bR
o RARCSHEIET, RIBCRWE? R R AR AR Z I R R E
o WERDIZATE X KPS IE S 2 A, SR A B SR T S S B e R 2 4
AR ST, VERVEAL AR —fB . FAeMIihiX — a0, ] DLRNE /2 15 75 ZEE PPl i
TR R BB AT 30
o VPN ARG IS R R4 WAVESER? TS ES IS, & U
£, RMR TAETER, 1% 7 #0772
BORIEA A, HA] RIS, £ 7R AR . eSS R T &
R XEEH—BfiE, FERBGEERBCRIATIFNES, BABRA PO AT v 1)1
BUT, VARSI AR T B R E AT D9 R AT REAN G
FHEEE, BEREF—F: Wik, AOENETLFMAHEGERMS RN BIRuRE, —g%
RESUE. MZFE ERIE, il BFRGEN M REMSSAR P ITE, JFH M2 HE A48
. B = RS BIMAT, AN TR, MATIFA LB IE AT g R %5 1 &
Gt. VR]REIL T E B RSP R RV AT . AL, — B B R ERAEFIA IP kb, B
e BRI RS 1P b B, EERBENGHZIEG B bR, RERE. ttn, AL
F—ABF, FAZNRIERSBEA C BRI bk AT 22 40P, (Haehs b, AT Ra
KB — A, BEEEEAS C Btk ), mARBU RSN AE N 25 FAHAR i) HAth
Wik, “f5 2 (Information Gathering) ” 25 R “OSINT 4341 (OSINT Analysis) ”
Tor2%, AEIRZHBIIEM B 0 TR

11.4 IR

— B TAEH M, ERARPATIRLS 7 GRS IR Y S MM IR R R . A
TR R B B AR L
ARARE B2 R IRIA A2 Kali B S 19 T HATR A AR A 238 RS

1 https://lwww.cvedetails.com/vulnerabilities-by-types.php
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HHKalizE s, T E#EEHX 5y, DUMETPusk#4aEn T E. hah, Kali Toolsnt R4t
TKali THI e 8Em, HyEeRR g mbrid, DUETNY . SN HBEES TANEARER
s FHEE] o

11.4.1 1BERS

fE4Ik% (Denial of Service) Hifi, =faHIHIRIFRIEMIRSATH, & W7 X2 H15A IR
FIBERE R TR . Kali SEF R “JE /7t (Stress Testing)” 7035, WERZH T HMIK T R,

MRFWT R RS B B, ERARBIR, X EAS H AR [E I SR O & R ) R
HFERYE . BT R IE 4IRS idi, BiFk DDoS. XA, ANET Ll
VA A2

AANEL RS By, B TR AR AR R IR S 2 45 R . i BRIR R )9S #
BRI T DIREA IR AT, SRS IGIEAED (POC) o UnSRARTE D% i A 1 A AL I,
A RERt G AR 4 k55 o BIAE 2 IR R ARRY, B RIE AR e 5, RS
SEHRA MRS . oirike, FRZEN. @Rl AR, e as5 4. HEp
R X Fh 7, IV TE A RIE AT LA e dE 48 IR 5%, ELIX ™ =R 7 I N B2, 38 o B
290, NI F B TAESE AL M OB Wi i gy, Blp Bk A PoC {RALANIA
DA IR TR A FACRY DA R R AR 55 N A 35 AR A B A D S8

WH, HAERSBEEARAEIIRM .. RZBANIRT TE, #o k46 4 k55 I i E
NOARSETR, B ERR AT A& b RSy, (BRSTTIEWFIA, MEUEEAREHUAT . (HEE
B, AP IR A AR &R 2 A TFI, B 48Rk 55 I TR A T Re G B IR N . B E
UM . e A R 55 IR T, HAT ARV HAT R A TR C 244 1E, (A RZEA AT
Co B, Z/NOIEAIRS IR, ARG T CGEHE R ZONRID , #RE W
PRI AT EANT .

11.4.2 RFBEIA

Hgwmbs A2, BEREA AR A BEYCEAME T, M R AE AR . AR, 8
W REA RN N, (B2HELT, XL bug AREEEH NI, Bk
FEFF AT, AT SO VR RAT B 28 SAACAS -

1 http://tools.kali.org/tools-listing

268



BNME ZeiHEENT

XKy, AN X (buffer overflow) o XANRIER TRHILT, &A
W IE LR A ATy, M ZES SRR, WERIFIH, 56 & BRI,

o FRUELH: FETIREANZEIX S NRIEAE, B X RN G, AR N A RIS R
IR, 8 AT ORI

o WUEH: MENFRISITHN ARLH, B QBT PP IR . 0 5 o PRk
e, MATHEERES, RIATIE RO N TERER .

o BPEURH: YR EQIEMETE, 8IS B AAESR, R AR R
Ho

o BRWFRFH: BIpEZHI MmN, BAREPR L, BT ks X bs
WRF, A LA A A7 R B N A

11.4.3 WebiFE

IIAR Web Sl sl AN A B S DU, T2 ) B P SIS ARG, WOIE 3 0 Il A 2 5 k.
Web iR FHIX R G At Skt f i DL T AR B 48 B0 00T 1) 35
KRR AR i, FEURZ AN, DB SRR % . PR R LY
WebX i AT M 193 52 SQLIE NS 3t i A (XSS)
° SQL¥EA: XFHH, FIHRFRwmGKGRE, A6FHP N ERAAE, 5307 WEEEPE
REUEE, HEEREaEERSE.
o BEUEBIA (XSS) : [Al SQL vENZKML, XSS B FFEHH M N IERALEE, fvr
BB B PR A R s 2 1E th AT R R .
Pek. BREN) Web NHFEFIER MM, W22 BRI EHHWME NI, /£ “Web B
FHVTAE (Web Application Analysis) ” %5 & kali-linux-web JEffEH, A KEMHKE T H.

11.4.4 BFHEE

WASBLd, RER RS VAER G By . XSl H 7 AR LA P A, AR TR
DAME Kali SEHE) “# 2" 28R E). ELEEIGE, HXIEABITIARS, Sl
ZAEMN . BWAREW LG, W OIS A KA B eI, B SRR T W S Xt
R LB B U 2 W A T S A AR, AT R ) 1R A 4 1 B A

1 https://lwww.owasp.org/index.php/Top_10_2013-Top_10
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o R, AR EWRAN, R EIEAREEEE (GPU) SRIEINEEFP 24K k. Kkali-
linux-gpu ZEAlEL, A& T2 HHERIFER I TR,

O WV E RS, R0 % R AR R SR A A B EE R B B . RA IR S T
Wi @l E R EBRAK SR Al E <. HAL M BGE v, i E e CE Gt fld— AL A
Xt FARPR R 7, ARG UL BRI AN S S S, SR B AT AR 2R S R I

VA AR, TSRS R E R IR A L. HE, RENZEREFEIE,
R RIS B, ERERREEZ, @F S8k 80E: &E, wRIEH
BURK, BEEBER SR,

=
==
%

11.45 ZBFFRKE

K2 BBGE A R SR IR 55 25 1, AR BE S IR 55 Bk Bk, AT 25 55 B0t 1) H A gk i 3k
KT BFumBhgi R —, BhE W H AR A T3 TR B &R R . Kali
Sy “3h 4 TR T H4E (Social Engineering Tools) ” 4328 F, A AK&EILF LH, w#H
B <3 R A ) i

FLAE 2000 S0, XK HARZ &2 Flash. Acrobat Reader f1 Java %5, 7EIXFPHEIL R, B
i S RS H bR U7 i — AN % Web TUTH 3% 88 0 T A 2 fid & 25 7 s s AR, T
B B R G LT BRI,

&P B T, RENH MR R RSB IRBE, FRR RN UL
PR 265 28 1) SR AT 20 PRI 22 4 XUR o

11.5 Ihgs

Az, WAELENH T Kali 7515 82208 EH . 58 7 TAEh T4 Kali 3REEE
B, N TR RS BN AR E I, R0 R i T SRIVE S AR SR B B

CIA MR 7 (WL sed k. nTHM) , 2RAERITRAHE . 445 517G
B, BB R MR BB . ARSI RGO, Hilbr
o4 T T BN I A R A B

WAVE TR T LR BRI, BFESCHEE . SQL FEAN . S X i A 244 58 4
=N

FROAERIHER M, XTSRRI ITEAG &5 ok = o 2, fRUE R fR g2, B3N
RS TR, X2 4 S DR R 4138 2 P DA S U ) Ji A
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IR M B s A T B AR B REAE s Pk PRI, i AT AT AR AE B i 55, &2
SR EE R, [FIRE A AT DS PR s T P v A5 12

BAVETHE T VPERI A2 IR . SRR A . AL G085 IR B F R P PP
REEFPRB VS TAE, &rTCARIA—Hi0 TA, ER2Z THAMEREZ X HESN.

TR VTS 5 A PP AR AR LG, AHXE A B — 2k, S HO@H B Xt H bR IR 5E B 240 I — 5K 1)
UG RHR. TEARR, AT, W2 — DT H TR E R KRN ek
ATRPER R IG . OB R TARAER), B DU AR B B PP, P S AR TR AE I vl 1, [
I AT RE S = A R R . FTAE Kali 19 “URiRs0r” A IR T RAE” Sgpd, R3]
FHRHIRZ 0 T H .

GRENNK, FeT- AR, ZRBUF AT ILEESIFRAT (40 PCI DSS. DISA STIG
FFISMA 55 o G R I e 5 2 T U VP A A

505 IE MRS — PP IR B2 PPl L H MR T B set R 2 2y, 274
NWUR AR I 22 35 34 o BB, 3 LA PR (5 Kali SERgsigeal) , LUsIhR AR
T, HLk 2 A AL 25 B B R B ¢ H A

PR GEW R OERER), RN ART. AN TR, a7E
“Web L PEASG 7L BOHE PR VT AL O L i TR Bk YRR R T4 SRRk E.

RJGIETR T MR BEAT A, B 4RSS, BIRR AR WIERET N,
TIEVIH s WAEREIR, SEUEFE WA T g, A Bl 3 A AT AT B ARRS ;s Web I
i, ZAEH SQL B XSS ZRMBEH AR, X Web W4T S i Ed:, FHZED
FHL, ORGS0 IR T B

3

BIN—ERZEITE

T ARRE R VIR 55 VR R AR FH 22 TR PR X 531 5 D Bk

TE R SRR X . NS nfER? A A?
4% SQLIEN?

G X i ?

S+ Ja

T F& AL B I 2

o 01 W N P
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NS

o AL

o JZ—TNRII Get (¥ K1R
o HERE

WM, RYATKT Kali Linux R4 COAH SR, T S MR RARMSLeE., /R 2k
TERZHNIThEEREE, W RIS KRR, DL A eI SR i1 75 7%

WRARIE A KRBT A e e, A REFL, &N SHEZFH, HIES
WHTIRERS, ABONEICIZ. iofE, 29k, 2RE, BRI RS, Try Harder', 1%
Offensive Security i35 Il ifi— ¢ Je 2 25> o

12.1 HEEN

% kali-rolling IXFpAW BB I ARAS, APBRIFELE )y, LR E IR —R. BRI
TREFEEHT (B ADWGMRERD , H2HEENT, RATS SR — @ BA I 8] A 47
SRE R UL .

)L, RELBE N 2 AR HE A, AR BT AR T e o I ) R AR R T %R . BEE R
Kali Linux DA H AN Debian # %t 8] 56 R FIIRNBRfE, VREEIE B RAERS, FTLLA) Kali Al
Debian #:[X L1 J2 K E#E Y5 (bug tracker. 837 BEAESIESE) A8 HE S RF ).

AEFEMIRAE bug (W, 6.3 F1) o MRIEEE T — DU bug J&, RW]REHE 2l Ui A i)
B, s E DB ANMF R T . BN, X T A2 .

1 https://www.offensive-security.com/offsec/say-try-harder/
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12.2  JZ—TRRIGethYFHENIR

ROVECH Kali Linux £ 88EEIGHED 2 ARF(E 105 FIEE Z A RS 2 I R pAp
WL, AR —ANEEEZ 927, ARMIZEE T, i Kali Linux TlliAE (KLCP)

KR AGEEINE, R RIRE e R R SEPRE I, IR E AE ] Kali
Linux. Eo R G aA D, MUk Ry 7k — 2 .

12.3 #H—TREK

KB TARYFZ Kali Linux H7SAZRTERENR, EORFERET, AR L EEEA
R

12.3.1 RFREESD

WRARAE AR 2 RGE FEIA SCAN, @R EE Debian & B &3 T

» https://debian-handbook. info/get/

R, FATEBER L TR 28 W, UNIX IR Z . BELE Kali — 35+ AH F 1
B, WHFZ R TEE RS M IR MR .

Debian — AR IR A HHAR T Debian #:X R HALIEA . BINXLHPIAEE, (H
45 Debian Z 5& i AR AR, LLAFEAL bug.

12.3.2 &ML

A RECAERR T, ABRAE BRI EHTEENR . (ARZEBIMARATREE, Kali
Linux & S4F 2 iEMAAE S, BIEVR O T 7804298 Kali Linux 33 KThREMIHES T . HAR
4 25 Offensive Security iIlZkFT 7 FIFEERH Linux £ 88 .

U AR GE A3 A 4 52 A 3 AR AR I E %, VR AT LA 2 JiiMetasploit Unleashed ) 4 2%
FELIENFFE . Metasploit/g — 2K AR H AT IENNA TH, R iR 3B E N, RN 1%
KBS

1 https://lwww.offensive-security.com/metasploit-unleashed/
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N — 45 & 3% [ Penetration Testing with Kali Linux7E 28 PR R 2% ), X 2B Z 4 1
“Offensive Security & \VINIE (OSCP) 7 Z M. ZfELIRE, WA CHYZE%S], HINES
SR AE, 24 /NI, FERSEIASE S, S RVPNRILE, T3 58 BiS@Ei.

AR A B P R 4% T 2

KalifgiR 535

FIRIMBE1 . {FEHAiIrcrack-NG

AL H CRARS B A, FEILHE B aircrack-ng R E i SEHTAR .
B AR AT = Kali 35 0] 4 iZ AR DS 6 5 A 3K aircrack-ng B8 HTAR -

RTIE2 . 1SO of Doom

i&5S2E Kali Linux 1SO of Doom, i —> Kali =52/ (azure. AWS 258) {ENIAEIR 5545

EIRIMES: KalimE Bt

1 W 25 )R % 43247 Kali 1 hostapd, F£4F A4 5 (Access Point)
IR — M R/MER Kali U £, B4R 351817 responder.

- - ~
u
u

1 https://lwww.offensive-security.com/information-security-training/
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