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T Android ZGEHITLEZAIR 43 AR GEIRID A TR K HIHT B o

1.2 Android & el H 5%

2] Android R GRS, FREEEYR RGUIFAD H 3, " LA http:/androidxref.com>f &%
ARG, MR, AP RE RN R, TR AR E M, xEERMEEENE
B W 7% Hhdikhttp:/pan.baidu.com/s/IngsZsidt 4T £k, HuiH A2t T Android 1.6 3IAndroid
8.1.0 £/~Android}g A< 5 RD

1.2.1

BA A HIIRRD B SR AR R, AR IR B 3%, &% —4> out Uk,
FHARAF i G 7= A IS, Android 8.0.0 BYRSUR H RS UL W 4k 1-3 Fr.

*1-3 RFREREIHA

Android JRAZIR B % i:: I
art LT ART 52473058
bionic #4: C J&E
bootable JA3 5 AR AR AD
build TEI ARG U R generic SR AT K WU BLE
cts Android HeZ PRI E (- prifk
dalvik Dalvik FELIHL
developers FR&E R
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Android JRAZR B % W’
development 5 R AR K AR
device IRAHHCEE
docs Z 2% SO E %
external FRIFRELH AR I S
frameworks B FARRFFHESE, Android RGERLOESy, H Java Fl CHERE
hardware FE MR BRI
libcore U AR S ST
libnativehelper BhASE, L INT JE Ryl
out I SE R RIDTE I H e
pdk Plug Development Kit {9455, AHbIF K
platform_testing FE MR
prebuilts X86 F1 ARM 4 T i dmizk iy —Le
sdk SDK FHsAL 2%
packages oAk s )
system RSO RGE R R RN
toolchain THAE S
tools THEf
makefile 4 J5) Makefile 34, JHRE 4RI

MF 1-3 /LA,

1.2.2

AGLIRRD S R TEMT, WEPERHE IR, # TR Hr packages Hx
TN, &?Jtz%}ﬁ)ﬂ%nﬂé}o

PR T#A Android RGERVE LR, FFRETF RN AR FUA I RGN B HI R

FEFFHRAE R 2 o JRADAR H b Ey packages E SR PRGN R

BRI B SRENER 14

Fi7Re
% 1-4 packages BRE%H
packages B3R R
apps ol R
experimental 5 =05 b AR
inputmethods [P NE = e
providers NFREIEE H %
screensavers JEHER
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packages H3%

services

W AENR %

wallpapers

I

M B FKEEM LK B, packages HrAFilE RGO N HEF

. B =7 MR RN

WAL, XM RS BITERG M ER, Kb packages H ot & REEHT L

ME.

1.2.3

2 HIREZR B R GERIRZ DR 4T

C/CHRR T e B R A 5 2 553t 1

— 5 ] _ERR A 125 B
TR, M MEZR ERYFESCIARS/E frameworks/base FlI

=AM, B—Jilm TS

frameworks/av B3¢ v, H b frameworks/base B e&i#94n3% 1-5 Fis,

#& 1-5 frameworks/base B &

frameworks/base B % i:: B frameworks/base B & W
api E X API cmds BEEAA . am, app_proce £
core AN data TN AR SO
docs SO graphics 5 EE R (AR
include S keystore S¥R% 2 IEF5 4
libs JE location Hh PR A7 B A
media ZULARC native A
nfc-extras 5 NFC #H3& obex W5 T
opengl 2D/3D & API packages kE. TTS. VPN #)%
sax XML fi#r &% services EX i
telephony P T £ test-runner ML L HAH
tests S irviiES tools TH
vr 5 VR 1% wifi Wi-Fi JG2; W 4%

1.24 C/C++

RotsiTE R (Native) fif) C/CHERFERIR N E %,

HhEmR ke, C/CHIEF S

éiy&ﬁ%*,ﬁ%%ﬁﬂ&ﬁﬁﬂ%ﬁﬁ%%C@Hﬁ$$%6%9%ﬁﬁ,W%lﬁ

FR,
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%z 1-6 CIC++iZFFEREMBERMNE

EEYE P
bionic Google JF & 5E C &, LA BSD ¥ n[ R IF
frameworks/av/media F G
frameworks/native/opengl B = B E YR
frameworks/native/services/surfaceflinger ERERE, EEAFREENEL:., SMa k6
external/sqlite R R THAE & SQLite 1) CH+3EE]

Proe CICHRFEERR Sy, HomMIEl o fE3% 1-3 P E&28H . Android iz {7 RIS AR
art/ Fl e BEAFG R I ARALTE hardware/ H s, X THU dick sl KAV 5>, HR3E T
WL R TR P S A RS A AR, R HREX A MmN A T, A
SLEREIEE PTLLA TS

1.3 Ay ie

AGRRGH R AR LRI, BHR S AR —FRELE S, B—Fd T
IREDE A A TR, m o B XX PR 1507 AT VR

13.1

Android 7F 25 IR A M A 1R £, Ekanhttp://www.grepcode.com  http://androidxref.
com, https://www.androidos.net.cnZf, X B 77 (& Fhttp://androidxref.com3E {7 7E 2% 1%, X
AW AE T Android 1.6 3| Android 8.0.0 fiERS, 4nfE 1-2 fix.

LA EIE 1-2 (9 ZEMAIH TR % Android ffiAs, B 3EA-RRASIE AR BLHIRRAS 1
X HLL Android 8.0.0 i ASh B, 4nl& 1-3 FioR,

LB A B s, AR B ROED H P, A s BRI A
AAEWEAS H sferpr, mTEABA select all #2251, XAESIERTA R Haep i3, MRS
MediaPlayer.java 24 ffi], MediaPlayer.java fE frameworks H3%f, R IR(THEEE 1-4 Rt
iz,
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ANDROID SQURCE

Crec - §.0.0_x4

Neugat

Neugat )
Marahmallew = 6.0.1 rld
Marshmallow - 8.0.0_z35
Marshmallow -

JellyBean -

ICS

ICS
Gingerhread -
Gingerbread -
Froyo - i
Eclair - 2
Dopnut = 1.

News

2017-09-19 - Hew Index:
2016-12-22 New Index:
PO16-08-28 - Mew Todes:
2016-01-08 New Index: Mar

2015-07-03 -~ New Index
2015-03-13 New Index:
2014-09-06 - MNew Index
2014-07-14 New Index:
2014-06-06 New Index:
2014-03-25 - New Index: FitFat -
2014-01-08 - New Tndex: FRitFat -
2013-11-01 - New Index: FitFat -
2013-10-31 -~ New Index: Gingerbread - 2.3.7

lipep

sllipep

FO1Z-09-30 - Mew Tndex: TCS - 4.0.3
2013-07-25 New Index: JellyBean
2013-04-22 - Hew Index: JellyBean 1
2013-25-02 New Index: JellyBean 4.2.

2012-11-21 < New Index: JellyBean = 4.2
2012-08-22 New Index: o 2.2.3

2012-08-22 - MNew Index air = 2.1
2012-08-22 New Index: ut l.¢
FO1F-07-1R - New Tndex: JallyBean - 4.1.1

2012-06-13 - Hew Index: ICS - 4.0.4

hmallow 6.0.1_rld
2016-01-07 - New Index: Marshmallow - 8.0.0 3
2015-10-07 - MNew Index: Marshmallow - &.0.0 rl

FERNEL SOURCE

CONTACT

Rodrigou Chivssi contact
{at) androidxref.com

Bl 1-2  AndroidXRef 1§ 1]

Android XRefoosoora

Full Search In Project(s)
Definition art
Symbol Eloi]o'l:b\e -
File Path build
History ok .

Source Tree : xref/

 1-3  Android 8.0.0 it A< i

HAD

Home Sortby: last modified imerelevancepath
Full Search In Project(s)
Definition docs
Symbol external ~
File Path Mediaplayer java hardware
. kernel W
History libcore

Searched path:"mediaplayer . java" (Results 1 - 1 of 1) sorted by relevance
fframeworks/base/mediafjava/android/media/

MediaPlayer java

K 1-4 {43 MediaPlayer.java
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Wi K FIAY MediaPlayerjava &30, kel ULAF CRVIEN , an R RATHEE R
MediaPlayer.java [y start J57%;, RIUAEHRADA mE T8 3%, HnT DOl s= e -t T
%, Wk 1-5 Por,

Home Sortby: last modified timerelevancepath
Full Search start In Project(s) selectall invert selection
Definition
~
Symbol
File Path MediaPlayer java
. kermel v
History libcore

Search  Clear Help
Searched +ull:start +path:"mediaplayer . java"” (Results 1 - 1 of 1) sorted by relevance

fframeworks/base/media/java/android/media/

142 * {@link #setVolume (float, float)}, {Blink #pause()}, {Blink #start()},
243 * <li>To start the plavback, {@link #start()} must be called. After
244 * {@link #start()} returns successfully, the MediaPlayer object is in the
254 * <1li>»Calling {@link #start()} has not effect
267 * <li>Calling {@link #start()} to resume playback for a paused

HAD MediaPlayerjava 270 * {@link #start()} returns, the paused MediaPlayer cbject goes back to
323 * state, calling {@link #start()} can restart the playback from the

515 * <trix<tdrstart </p></td>
5 # been stopped, or never started before, plavback will start a
public void start() throws IllegalStateException { method in class:MediaPlayer

Completed in 25 milliseconds

Bl 1-5 SR

1.3.2 Source Insight

TRIFFE AN, FRP TRERES R RFITR, XFEASZ W, 3 E
s FAMES IR AR 2 = ey, HARIRERE, WReE— RV AT T,
A Hb e RS AT L 2% F Android Studio, Eclipse. Sublime F[1 Source Insight 58k 4, X Bk
17 {# Fl Source Insight,

Source Insight A& [ EIRALAIFI G, ‘B2 Windows & THVERME, 1RZFHIF KN AR
% Source Insight 3 [5#]i$ Android ZZEIERDHY
1. FERBINE

2238 Source Insight #8845 , BHC T EEIERD IR H , i@ & BSE B Project—New Project,
Sy Al 1-6 BRI RHEHE,
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MNew Project

Mew project name: QK
Android_2.0.0{

Cancel
Wwhere do you want to store the project data files?

stor EIT-20160520RHS \Documentst S ource [nsight'Projects\android_8.0.0 Browse. .

i

Bl 1-6 BrgtiEag

X BIRAHRE RS H 4554 Android 8.0.0, AR5 i OK 4T New Project
Settings XFi&HE, A& 1-7 Fios,

New Project Settings

Configuration K
() Project has its own configuration file.
@ Shares global configuration file Cancel

Conditional Parsing Help

These condition values are project-specific.

They are merged with the global condition list

found in Preferences: Languages.

Project Source Directory - the main location of your source files:
LEIT-201B0520RHSD ocuments S ource InsightsProjects\Android_8.0.0 Browse. ..

f~ BEE

_ Store function-local symbols in database. Local variables get displayed with syntax
[T formatting faster, but the symbol databaze can increase in size by a factor of 2 or
more.

_ Quick browsing for member names. You only type the member names of classes and
[¥] structures to browse, but the symbol index and memory usage can increase by a
factor of 2 or mare.

~ Duick browsing for symbol spllables. You only type one or more syllables to locate
[¥] syrmbolz, but the symbol indes and memary uzage can increase by a factor of 4 or
more.

& 1-7 New Project Settings ¥HEHE

i 1-7 Hikdig 10 1Y Browse 1251 R EBEA ML R GRS AT (ERYEE 12, PLAndRi) RSeIR
L% 4%k D:/Android/android-8.0.0 rl, EEAFINEIKZIGH T OK M S 4THF Add and
Remove Project Files XHiEHE, {EiX A AHIEHE ] LA 35 H 7 i 4> Android R GEIERD,
/T DL S AR IS 4 B i B B rp, DU P ARYE 75 2 ot B . Zn R w301 H i
fnEEA- Android RGEIRMG, AN SAEFE M, X BLIRAT R A A A5 A S¢S B %
Frameworks, Libcore, Packages, System., Art FlI Libnativehelper, X JL/~H x4 _EwllL
R B HRSIRS R R T, anE 1-8 fis,

10



2. BhxXH
Source Insight FJE AL HEIhRE 458K, FAl]

%1

=

=

Android Z ZE4eH

Add and Remove Project Files

File Mame:

D:\dndraidhandroid-8.0.0_r \spstem

Project Files: (0)

Directory # | File Hame
@l .
3 Hardware &3 Bt
3 Kemnel 3 Ca-certificates
] A Chre
-3 Libhativehelper &3 Connectivity
-f3 Packages 3 Core
& Pok 23 Exhias
3 Platfarm_testing 3 Gatekesper
-3 Prebuits 3 Hardware
-3 5dk &3 Hwservicemanager
-6 T | #A Kevmaster

Add Al
Add Tree

Remove Tree

| Show only known
— dacument types

Remaye Spesial
Add fiom list

'}

LClose

Add

Remave Filz

Bemove Al

Help

1-8 Add and Remove Project Files ¥J{FHE

FE 1-8 AR IAAY Add Tree 428, Akes #EEEAY H R IRID N#E] Android_8.0.0
TE X AR Bt B 4%, B SR fa Bl eHEHERT SR H” Lk A TLL T .

A

SERNTE IR SO Ak al AR AR 3

‘B, Heandif 124k MediaPlayerjava, HEA/EIC S ZMEF 4 A MediaPlayerjava B[R], 41

B 1-9 fiors,

Android_8.0.0 Project € H-0x
MediaPlayer. java -
File Nane Size Modified =
hsyneFlayer. java (Erameworks'bass'me: 10016 2017/8/25
JetPlayer. jave (Erameworksibaseimedi: 24909 2017/8/25
Flayerbase. java (framenorksibaseined: 2iT1L 2017/8/25
FlayerProxy java (frameworksibassime, 4455 OD17/5/25
WotificationPlayer. java (frameworlsil 17280 2017/8/25
Flayer. java (Erameworks'suppertisanp. B41T  2017/8/25
RingtonePlayer. java (frameworksibase' 8829 2017/8/25 §_
SimpleFlayer. java (frameworksibazeim: TIE2 ZD17/E/25 5
LocalPlayer. java (frameworkshsupport’ 22TOB  2017/8/25
Flaysridapter. java (frameworks\suppor 5897 2017/8/25
RemoteFlayer, java [Erameworks\supper 17132 2017/8/25
RebPlayerhctivity. java (Eramewerksib: 8195 2017/8/25
MediaPlayerhdapter. java (frameworkst: 13159 2017/8/25
MediaPlayerGlue. java (framewsrks'sup) 1TaTE  2017/8/25
Medi aFlayerPer formance. java (framewos 21366 2017/8/25
MediaPlayerlnvokeTest. java (Eramewor] 2301 2017/6/25
MediaPlayerPowerTest. java [framework: 27E4 2017/8/25
MediaPlayerStateErrors. java (framewor 1642 2017/8/25
MediaPlayerStressTest. java (framewoce] 8889 2017/8/25
MediaPlayerStressTestRunmer. java (frs 1282 2017/8/25
MediaPlayerhpiTest. java (frameworksil 15123 2017/8/25
MediaPlayerGlusTest, jave (frameworks' 4923 2017/8/25
MediaPlayerfetadataParserTest. java G 13426 2017/8/25
Medi aFlayerfethodlinderTest. java (frar 957 2017/8/25
Medi aPlayerStreamingStressTest. java 8605 2017/8/25
MediaPlayerPauseStatelni tTest. jave ( 2489 EOIT/B/25 § _
MediaPlaverRecatStatelini tTast iawva [ AR5 PMTSRSS

R

Bl 1-9 Efrcf:

11
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2 W) MediaPlayer.java 35, 5t 7 LAFT T 7~ MediaPlayer.java JRA% A TEHE
3. £E¥E

Source Insight 75—/~ 4f R DI REREE 2 MR, BUADSERA Cult/, S fdi TH
R0l R (AR, SRR FOMEHEANE 1-10 fiuR, {E Search In THIFIFAEH LA
SESARZRAEH, FLang A AR A Java S 51 MediaPlayer 81500, ik rl LA$%
e 1-10 Fron bR IE.

Lockup References =X

Find References Ta: Search

M ediaPlayer -

Close
Search |n:

M Help

Options
[7] Case Sensitive Search Method:
“wihole Wwords Only Look Up Reference -

[ Skip Inactive Code
[ Skip Comments Lines of Context:
[ Search Orly Comments 1
[ Smart Reference Matching
7] Touch files and cause recompile Find word wariations

B 1-10 AJREE

24%%, Source Insight FIREIE A IELL LR, HGREEEMKEEIE L, RadiE
RERRERS DhRE, XHEMALZ AT,

1.4 AKF/NG
KEHIN A, EEAET Android AN . AGUEES B A (T 1D,
It FLA% BRI A G IRROHE AT T 250, 25T AN b SRR A28 T Wi RN 7%, 5 Ml

FELE B ANE ] Source Insight (éfis, AT PFIY N A AR IR A TR 2] ) A AR AL, 4
AP G SR AT T iR,

12
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Android &%t )53 51

TEAARPBINE 2 3, WRRSHHES, AEBNIFHEMREN2E Android 24825
W7 X BALEUH— T, Android A% 54 5APIGEAR 2 NAEA B, Lhani FitRE
SRR, P RAMREE, AMS, ClassLoader %, fij ClassLoader S g #Afi& & Fddifh- (L iy
Hert, WL Android ZGEJEEhE T EEIF AFREE S i, XEMETRRE
Bl FEA RN G ARG RNE T . AREENLE Android 258 R0NHE, A5
WURTIRDART, SELLEE TR, B0, FERBERKEEN—AE, Wik
REFEA —EMN C/CHHa,

2.1 initiER R DR

init FEFE & Android RGPS B HYEE — A idbRE, RS04 1, & Android %% )54)
MEEH— A REI PR, (EAE R, eeil T TR Z M FEZEZW TR, thangl
H Zygote (Wifkes) FEMEARSSSE. init SEFRE 2 MR SCH LRI RN, X e+
JED H 5 system/core/init Hr

2.1.1 init

h T UFE init AR, H e ¥ T Android RGURENIRARRIATILE, LASIA init BERE,
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1. BEIBIRUAR RSB

2R TS S0 R RAD I TE s (EfE7E ROM) JFeaHAT. s | SR+
BootLoader ] RAM H, 2R 547

2. 5|%%2F BootLoader

5| 5#2 /7 BootLoader &/ Android $##1E ARG daiafTRIHI— /MR, BRIEZEER
AL R GE OS hikekIislT,

3. Linux A#ZExEh

ANERBNI, BB . MR, ISR, Bk, ENETER AKX
BE, BELAERGCITHSHK nitre 30, JFRZN init #HE,

4. init HEEEN
init JEREMA TAEELER £, EERRMAA RS EMIRS, Wk Esh Zygote BEEE,

M EREZPEE TR R, L30T ERIEN, RGEEDESMESIFEF, 515
R 3Esh Linux A%, fE Linux NEIMEGERR, #—fdite 2 inzh nit 3, kT
Android R ZE BRI TEREIMAR S AEATERY 2.5 WHEATOIE, X —THYIESS b e 1% init 2E
R Jashid R .

2.1.2 init

f£ Linux WEIMBSERR , BEIBAERSCH T4 initre 30, JfRzh init dEE2, 2R
JaA A init BEREAIA H BA £ main, ST PR

system/core/init/init.cpp

int main(int argc, char** argv) {

if (!strcnp(basenane(argv[0]), "ueventd")) {
return ueventd_mai n(argc, argv);

}

if (!strcnp(basename(argv[0]), "watchdogd")) {
return wat chdogd_mai n(argc, argv);

}

i f (REBOOT_BOOTLQADER ON PANIC) {
install _reboot_signal _handl ers();

}
add_envi ronment (" PATH', _PATH DEFPATH);

14
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bool is first_stage = (getenv("I N T_SECOND STACGE') == nullptr);
if (is_first_stage) {
boot clock::time_point start_tine = boot_cl ock::now);
11 %38 umask
umask(0);
1Al g HR BT R U B X
mount ("tnpfs", "/dev", "tnpfs", M5_NOSU D, "nmode=0755");
nkdir("/dev/pts", 0755);
nkdi r ("/dev/ socket", 0755);
nmount ("devpts", "/dev/pts", "devpts", 0, NULL);
#define MAKE_STR(x) __ STRI NX x)
nmount ("proc", "/proc", "proc", 0, "hidepid=2, gi d=" MAKE_STR(Al D_READPRQQ));
chrod("/ proc/ cmdl i ne", 0440);
gid_t groups[] = { A D READPRCC };
set groups(arraysi ze(groups), groups);
mount ("sysfs", "/sys", "sysfs", 0, NULL);
mount ("sel i nuxfs", "/sys/fs/selinux", "selinuxfs", 0, NULL);
nknod("/dev/kmsg", S _|FCHR | 0600, makedev(1, 11));
nknod("/dev/randont, S IFCHR | 0666, nakedev(1l, 8));
nknod("/dev/urandont, S IFCHR | 0666, makedev(1l, 9));
11 ##h Ak Ker nel & Log, XL MM FIREL Ker nel 89 B &
I ni t Ker nel Loggi ng(argv);

1 3 BB A T 1
property init();//1

/18] epol | A#

epol | _fd = epol | _createl( EPOLL_CLOEXEC);

if (epoll_fd ==-1) {
PLOG( ERROR) << "epol | _createl failed";
exit(1);

}

[ RTREFHEGCEABEYL, WETHE (Zygote #8) RHRE, init HRLAREBHRP A

110155 408 B R HATA

signal _handler_init();//2

NN VINGES RS S

property_| oad_boot _defaul ts();

export _oem | ock_status();

11 B3 EERS

start_property service();//3

set _usb controller();

15
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16

const BuiltinFunctionMap function_nap;

Action::set_function_nap(& unction_nap);

Parser & parser = Parser:: Getlnstance();

par ser. AddSect i onPar ser ("servi ce", std: : make_uni que<Servi ceParser>());
par ser. AddSecti onParser ("on", std::nmake_uni que<ActionParser>());

par ser. AddSecti onParser ("inport", std::nmake_uni que<l nport Parser>());
std::string bootscript = GetProperty("ro.boot.init_rc", "");

if (bootscript.enpty()) {

[ fE#rinit. rc REH
parser. ParseConfig("/init.rc");//4
parser.set_is_systemetc_init_| oaded(

par ser. ParseConfi g("/systemetc/init"));
parser.set_is_vendor_etc_init_| oaded(

par ser. ParseConfi g("/vendor/etc/init"));
parser.set_is_odmetc_init_| oaded(parser. ParseConfig("/odmetc/init"));

} else {

par ser . Par seConfi g(boot script);
parser.set_is_systemetc_init_|oaded(true);
parser.set_is_vendor_etc_init_|oaded(true);
parser.set_is_odmetc_init_| oaded(true);

if (false) parser.DunmpState();
Acti onManager & am = Acti onManager:: Get | nstance();

\.N;ﬂlle (true) {

int epoll_tinmeout_ns = -1;
if ('(waiting_for_prop || ServiceManager:: Getlnstance().|sWiting ForExec())) {
11 7R i ATEAS act | on 57 HY comand XA 89 34T i 4t
am Execut eCneCommand() ;
}
if (!(waiting_for_prop || ServiceManager:: Getlnstance().|sVWaitingFor Exec())) {
VRS Fi
restart_processes();//5
if (process_needs_restart_at != 0) {
epol | _tinmeout _nms = (process_needs_restart_at - tine(nullptr)) * 1000;
if (epoll_timeout_ns < 0) epoll_timeout_ns = O;
}
i f (am HasMor eComands()) epol | _timeout _ns = 0O;
}
epol | _event ev;
int nr = TEMP_FAI LURE_RETRY(epol | _wai t (epol | _fd, &ev, 1, epol | _timeout_ns));
if (nr ==-1) {
PLOJ ERROR) << "epol | _wait failed";
} elseif (nr == 1) {
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((void (*)()) ev.data.ptr)();

}
}

return 0;

}

init [fJ main pREU TR ZF00E, LA s, BMATFIREFLENILABATLA T, £
SR i G AN BB B TR SO B 3%, o438 T tmpfs | devpts, proc, sysfs Fi1 selinuxfs
IS FoctERGE, xR RS Ha, BB, RERGSITMA SHFE, 2%
{5 1R S5 TH 2

fEFEBE | ALTA T property init B KK XY IR G W0 T . I EEERE 3 ALTAI
start_property_service EEURBNIEPEIRS, X T EMIRS, FmskEl., E0R 2 LM
signal_handler init K H TiX B T HEE SO R, e LFE system/core/init/
signal_handler.cpp #, T TP 1L init FEFRIYFIERE SO AR, 4 T B I8 P 3 RE
HEL, RGSEF R ISZIRRE 5 & SIGCHLD {55, i signal_handler _init pf%¢
A k42 SIGCHLD {55y (HLpNEe UL B RE 2 1Ry SIGCHLD 55,

{12 1% init FEFEAYT-3EFE Zygote 2 11 T, signal _handler init (4% N #4518 H handle_signal
A, St ZERREGARTIACEE, FeZSikE] Zygote HREIHFEERATARY Zygote FHFRITY
158, FHE)S Zygote lRF5HIEBIIIAS (Eb4n init.zygote6d.rc) Hif A onrestart FEIFIARSS ,
T init.zygote6d.re S5 YFE], £T Zygote ARG SEER S bpiHE S, XHEAESE
Zygote R, HoAth init EAET-2ERRRY & LAY,

HBE 4 4b FH Sk R4 initre SO, T init.re B SC {44 system/core/init/init_parse.cpp X4,
BT RIFBAN1AF init.re B TH 4
EF#tiESReE

fE£ UNIX/Linux v, SCHERE(E fork B UERE, fEFUERZILZIE, ARAQHERIT
AEESF R CRL LT, XM R AR CERY T, (HEERGHERERTIE A BRE
—EMER (Fandtf s, BHRE, BIrF %), AT IR EE ik, &5
PRFE AR, AR RGTHERER AR R RIS, RGtuk nl RETCTE B BTHY It
BT

2.1.3 init.rc

init.re J&—/MEH EEAIALE M, Bl Android #)4R1LIEF (Android Init Language)

17
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G BIIHIA , X PR S B EEE 5 FhZEAYiEA) : Action, Command, Service, Option F{1 Import,
init.rc AYBCE AR 40 T AR

system/core/rootdir/init.rc
on init
sysclktz O

copy /proc/cndline /dev/urandom
copy /default.prop /dev/urandom

on boot
ifup lo
host nanme | ocal host
donai nnane | ocal donai n
setrlimt 13 40 40

X B HEE T —E5 0, on init 1 on boot & Action 25RiEA), ‘BRI AN TR :

on <trigger> [&& <trigger>]* N &Sy &
<conmand>

<command> 1] shEfb R 2 5 BEHATE A
AT 5 M anfal G Zygote, A 1EEAF Service AU THEA), BRI RAITFiIR:

servi ce <nane> <pat hname> [ <argument> |* //<service 4 F><HATHRFBAES<EH S 5>
<opt i on> /1 option & service WB4fiA, Bt LmtE, wiTE5 Service
<option>

T SRR, £E Android 8.0 FrXx} init.re SCHEAT THR5) , A RS R RL—A~ re X,

ALY Zygote JEBNIANILE init.zygoteXXore HIE L, XA 64 ALALELE A,
init.zygote64.rc AL AN T B :

18

system/core/rootdir/init.zygote64.rc

service zygote /system bin/app_process64 -Xzygote /systemibin --zygote --start-
syst em server

class main

priority -20

user root

group root readproc

socket zygote stream 660 root system

onrestart wite /sys/android_power/request_state wake

onrestart wite /sys/power/state on

onrestart restart audi oserver



®2E  Android RGBT

onrestart restart caneraserver
onrestart restart nmedia

onrestart restart netd

onrestart restart wficond

writepid /dev/cpuset/foreground/tasks

HRHE Service RTYIEAYIIRE IR TR KM LA AR . Service 1@ %n init
PRI 4 zygote MIHERR, X AHEREAATRT I B 12 24 /system/bin/app_process64@),
HIFE AR 4y app_process64 HIZ:%, class main $5HYAE Zygote Y classname 24
main®@), J5ISMHBIE, KT Zygote HAIMIASTEARTR 2.2.2 FTHATHAIT 24, (HAbR
ENO. @, FEABFSTIHED

2.14 Service

init.rc Hfy Action 28 RITEA)FN Service JL AU TE AR A0 . I F SR AT ARMT, Action 2
RUEA)R ] ActionParser SRiEATEHT, Service 2K AUiEA)R A ServiceParser 2Rt 47 i 4T,
XBEREHEE S Zygote, BrLL R A48 ServiceParser, ServiceParser {0 7E
system/core/init/service.cpp 1, 1% FEFA1RZEHF ServiceParser & 4n{al 4T L mE+EEIAY
Service KTUIEAY, ZHBIM/S A% : —/>/& ParseSection, BT Service HY re 3L,
b _ESCHFRIAY init.zygote64.rc, ParseSection A% E 35 K #8& Service 28 +; B—/ 2
ParseLineSection, M5, IS4 THIR:

system/core/init/service.cpp
bool Servi ceParser:: ParseSection(const std::vector<std::string>& args,
std::string* err) {
if (args.size() < 3) {//#|# Service ZFH nane 5§ HATE/F
*err = "services nust have a nane and a progrant;
return fal se;

}

const std::string& name = args[1];

if (!lsValidName(nane)) {// 4% Service # name Z&H K
*err = StringPrintf("invalid service name '%'", nane.c_str());
return fal se;

}

std::vector<std::string> str_args(args.begin() + 2, args.end());
service_ = std::make_uni que<Servi ce>(name, str_args);//1
return true;
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bool Servi ceParser: : ParselLi neSection(const std::vector<std::string>& args,
const std::string& filenane, int line,
std::string* err) const {
return service_ ? service_->Parseline(args, err) : false;

}

HRE 1AL, RIES4, #iEH—A> Service ¥4, ‘B classname 7y default, 7EfFHT5E
P %uE)E, &1 EndSection pF% .

system/core/init/service.cpp
voi d Servi ceParser:: EndSection() {
if (service_ ) {
Servi ceManager : : Get | nst ance() . AddSer vi ce(std: : nove(service_));

}
}

EndSection K%+ 2518 H ServiceManager [i)) AddService %, $#:E & F AddService (K
B T4

system/core/init/service.cpp

voi d Servi ceManager : : AddSer vi ce(std: : uni que_ptr<Servi ce> service) {
Servi ce* ol d_service = FindServi ceByNane(servi ce->nane());
if (old_service) {

LOG ERROR) << "ignored duplicate definition of service'" << service->nane()
<< "t

return;

}
servi ces_. enpl ace_back(std: : nove(service));//1

}

B 1AL ESHE Service XF R ANA Service i, F1aiAY Service fifhr i #2 Mt sk i
WEAEARYE S5 O Y Service *4, SR TG HRHEIE TR AT N A IHFE Service X452, Fz 5k Service
SR NA vector 227 A Service FEF 1,

2.1.5 init Zygote

YF5E T AT Service, $2 T RiZ P init && 4n{n] J=5 ) Service 1Y, £EiX B 3= 2 iR j5 50 Zygote
XA~ Service, fE Zygote B EshBIAH, 1A %0 Zygote Y classname 24 main, £F init.rc
A T ECE RS .

20
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system/core/rootdir/init.rc

on nonencrypted

exec - root -- /systenibin/update_verifier nonencrypted
class_start main//1
class_start late_start

Hor class start /&2 —/~ COMMAND, *}hHJER%Ch do class start, 3B 1 4bjEzhILe
classname 2 main ffJ Service, M 2.1.3 FiREBEHIFHE@L, FRi1%mE Zygote {Y classname
B main, K class start main &2 Rk J23h Zygote B, do class start pKZ{E builtins.cpp
HE S, AN PR:

system/core/init/builtins.cpp
static int do_class_start(const std::vector<std::string>& args) {

Servi ceManager : : Get I nstance().

For EachServi celnd ass(args[1], [] (Service* s) { s->StartlfNotDisabled(); });
return O;

}

ForEachServiceInClass #3254 5 Service 5§7%, 3| classname 24 main [fJ Zygote,
47 StartIfNotDisabled &%z, 40 fs:

system/core/init/service.cpp
bool Service::StartlfNotD sabl ed() {
if (!(flags_ & SVC DI SABLED)) {//1
return Start();
} else {
flags_ | = SVC DI SABLED START;
}

return true;

}

HERE 1AL, 4nR Service A AEHX B re SRk & disabled 310, NI A Start
BR%L JR7h1Z Service, Zygote XY init.zygote6d.re A 1% B disabled JEIR, Kb IRA]
BB ORAF Start (REL, 0 F R

system/core/init/service.cpp

bool Service::Start() {
flags_ & (~(SVC_DI SABLED| SVC RESTARTI NG SVC_RESET| SVC_RESTART| SVC_Di SABLED
START));
tine_started_ = 0;
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}

/1 4% Service B23E4T, WA B
if (flags_ & SVC_RUNNING {
return fal se;
}
bool needs_consol e = (flags_ & SVC_CONSQLE) ;
i f (needs_consol e & !have_consol e) {
ERROR("service '%' requires console\n", name_.c_str());
flags_ | = SVC DI SABLED,
return fal se;
}
|1 W% B 5h ey Servi ce Xt B HAT XU R EFE, FTHENTEZ Servi ce
struct stat sb;
if (stat(args_[0].c_str(), &shb) == -1) {
ERROR("cannot find '%' (%), disabling '%'\n",
args_[0].c_str(), strerror(errno), name_.c_str());
flags_ | = SVC DI SABLED,
return fal se;

}

I mEFRAERA B, A fork BaARTRE

pid_t pid =fork();//1

I SRR A B AR P aEAT

if (pid==0) {//2
umask(077);

/1 execve #3, Service THBEHRLH B
if (execve(args_[0].c_str(), (char**) &strs[0], (char**) ENV) < 0) {//3

ERRCR( " cannot execve(' %' ): %\n", args_[0].c_str(), strerror(errno)); }
_exit(127);

}

return true;

HSeHIT Service & f LA BT, WNRBITNIAT B, BRI false, AnFRRFEF]
TR L Ab, Ui TR RE 3 A 1 5l , stifH fork s Bl TdbRE, JRE pid (&, 8
2 fbAnk pid (A4 0, MITE B Y BT AR Z AR TE FifE R vhis 4T 1 RE 3 ATE T bR U execve
AL, Service FHEREE S50 B8, HdE A 1% Service ) main A, 4n2Ri% Service & Zygote,
M 2.1.3 FiRBARREORRTATAT 5 Zygote PhATHE T 12 Ay/system/bin/app_process64,
XF BRSO 2 app_main.cpp, X AL S HEA app_main.cpp [ main pg %, bR AE Zygote
[y main E R, REDAIT

22
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frameworks/base/cmds/app_process/app_main.cpp

int main(int argc, char* const argv[])

{

if (zygote) {
runtime.start("comandroid.internal.os.Zygotelnit", args, zygote);//1
} else if (className) {
runtime.start("comandroid.internal.os. Runtinelnit", args, zygote);
} else {
fprintf(stderr, "Error: no class nane or --zygote supplied.\n");

app_usage();
LOG _ALWAYS FATAL("app_process: no class nane or --zygote supplied.");
return 10;
}
}
MRS 1 ACAACRD AT L2208 ] runtime {9 start (G 4L S50 Zygote, FE b Zygote 5t 2
;T

2.1.6

Windows *F-& B —MENREHES, EERNA R AR E R IR A P
B —L{EHIE R, BV RGESCE R R, HIS SRR ZaihR iy, it
TR AL TAE . Android it T — AN 2RAIHLE], AUMEBRMEIRSS .

init FERE E BN S BB B MERR S5 . FOAI A BENAE, RRAEfigix e fmtt, anRinshx st
JEYEEBRBUR AT UL T, £E 2.1.2 iR IFLHE 5, FRATHRFILE init.cpp HY main K% 5 @M
M5 ARSCHI RS A UL T AT :

system/core/init/init.cpp

property_init();
start_property_service();

X PAT RS FR I aa L R PR 55 AL BT sl B AR 55 . T ETq k7 2] R R 55 ic
IR LI =) .

1. BHRRSHBEILSEE
property_init 4T H A KIS 40T B -
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system/core/init/property_service.cpp
void property_init() {
if (__systemproperty area_init()) {
LOG ERROR) << "Failed to initialize property area";
exit(1);

__system_property area_init FREH A IAILEMENAF X I, 122 A start_property
service A AR .

system/core/init/property_service.cpp

void start_property_service() {
property_set("ro.property_service.version", "2");
property_set fd = create_socket (PROP_SERVI CE_NAME, SOCK STREAM | SOCK_CLOEXEC
| SOCK_NONBLOCK, 0666, 0, 0, NULL);//1

if (property_set_fd == -1) {
PLO ERRCOR) << "start_property_service socket creation failed";
exit(1);
}

listen(property set fd, 8);//2
regi ster_epol | _handl er (property_set _fd, handl e_property_set_fd);//3

}

FEFRE 1 AL G EPR.ZERY Socket, {EIERE 2 ALTR ] listen pR %04t property_set fd 3471
W, XAEGIEERY Socket Btk server, Wit E RS listen BREIE NS EIXEA 8,
B EREMERS &L ATURIR Y 8 ANMREIXE R PRtk . 8 3 A REDE
property set fd it A T epoll /1, FH epoll Wl property set fd; 24 property set fd Fr %L
PEZISRIF), init EFEBHE ] handle property set fd pRZHATALEER,

£ Linux FAIAEH, epoll R R select, epoll i Linux A% AACFR A & S -4
TR T ety poll, A& Linux %85 %8 H /O #:1 select/poll fMsRIR A, ERER ZEHIE
ERE PR R RIF R ESE D RADRBEKREL T RS CPU FIHZR, epoll WIHTIRF
%#H’Jﬁ?ﬁé@ﬂ%qiw AFRH R, select RAEEARA S, EHRAERE, F

DB SCHHA TR, epoll F1 select (IR A X ZEAL

2. BRSAEEFImIER

M A, RPERR SRR umayiE ki, £ handle property set fd
B TR R .

24



®2E  Android RGBT

system/core/init/property_service.cpp

static void handl e _property_set fd() {

switch (cnd) {
case PROP_MSG SETPRCP: ({
char prop_nane[ PROP_NAVE _MAX] ;
char prop_val ue[ PROP_VALUE MAX] ;
11 42 % Socket HUF | & 4R 3R B
if (!socket.RecvChars(prop_nanme, PRCP_NAMVE MAX, &tinmeout_ns) ||
I socket . RecvChar s(prop_val ue, PROP_VALUE MAX, &tinmeout_ns)) {
PLOG( ERROR) << "sys_prop( PROP_MSG _SETPRCOP) : error whil e readi ng nane/ val ue
fromthe socket";
return;
}
pr op_nane[ PROP_NAVE MAX-1] = 0;
prop_val ue[ PROP_VALUE MAX-1] = O;
handl e_property_set (socket, prop_val ue, prop_value, true);//1
br eak;

}

Android 7.0 #1 2 ] handle_property set fd &R ALFE% FisiE =Rk, Android 8.0 (Y5 AL
HUIEE N T8 1 ALRY handle_property_set B flIE— 2P B3EA0RE, A0 N PR

system/core/init/property_service.cpp

static void handl e_property_set (Socket Connecti on& socket,
const std::string& nane,
const std::string& val ue,
bool | egacy_protocol) {

IR EHAFR “ctl.” FFk, HHREHE®
if (android::base::StartsWth(name, "ctl.")) {//1
R % Sk 17
if (check_control _nac_perns(val ue.c_str(), source_ctx, &cr)) {
11 % B B
handl e_control _nessage(nane.c_str() + 4, value.c_str());//2
if (!'legacy_protocol) {
socket . SendU nt 32( PROP_SUCCESS) ;
}

} else {

}
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} else {
1 7R3 R B
Es% Sk 17
i f (check_mac_perns(nane, source_ctx, &cr)) {
uint32_t result = property_set(name, value);//3
if (!'legacy_protocol) {
socket . SendU nt 32(resul t);
}
} else {
LOX ERROR) << "sys_prop(" << cmd_nanme << "): perm ssion denied uid:" <<cr.uid
<< " pane:" << nane;
if (!'legacy_protocol) {
socket . SendU nt 32( PROP_ERRCR_PERM SSI ON_DEN ED) ;
}
}
}

freecon(source_ctx);

}

RGUEM S AR, Mol R A —FhtEhlE s, R R T

Sedr 4, LhandFyLEYshmigh{E H Tix FE ., Kk, handle_property_set Uﬁﬁ%Tﬁ]/l\
ACERSy S, —ibor A ERYE R, o Tl @k, X B R o B b
QORERE 1AL SR RN “ctl.” 3k, il ReshilEst, anli& Pt R, Wi
i handle_control_message bR ESEEHEME . A0SR E M@ R, WISTER P im PR
RIS T AHEERE 3 AR property set R BOR A @ @M TIE S, AT R

system/core/init/property_service.cpp

uint32_t property set(const std::string& name, const std::string& value) {

size_t valuel en = val ue. si ze();

11 ¥ EHRT &

if ('is_legal_property_nanme(nane)) {
LO ERROR) << "property_set(\"" << pane << "\", \"" << value << "\") failed:
bad name";
return PRCP_ERROR | NVALI D_NAME;

}

11 NJE e 2 A A 4R i e
prop_info* pi = (prop_info*) _ systemproperty find(name.c_str());//1
11 R EFE

if (pi '=nullptr) {
I RBEEAIR “ro.” Jrk, MERRAE, F#EH, HHERE
if (android::base::StartsWth(name, "ro.")) {
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LOQERROR) << "property_set(\"" << pane << "\", \"" << value << "\") failed: "
<< "property already set";
return PRCP_ERROR READ ONLY_PROPERTY;
}
I RBWAE, REHBMEE
__system property_update(pi, value.c_str(), valuelen);
} else {
I i RBEEAFE, WRMZE K
int rc = __systemproperty_add(name.c_str(), nane.size(), value.c_str(),
val uel en);
if (rc <0) {
LOGERROR) << "property_set(\"" << name << "\", \"" << value << "\") failed: "
<< "__systemproperty_add fail ed";
return PROP_ERROR SET FAl LED;

}

}

I B4, “persist.” FFLByLLEEH

i f (persistent_properties_| oaded & androi d: : base: : Start sWth(nane, "persist.")) {
write_persistent_property(nane.c_str(), value.c_str());

}

property_changed( nane, val ue);
return PROP_SUCCESS;
}

property_set bR 4 F B0l BT B, BRERWHZEN S S A, AR A TSR
FEHRE 1 AR A i e rp AR R, ARIR A, SRR L, S sEsni%
B BN, M AFREL “ro” “persist” JFKAY SRR T THIRIAVALEE
2.1.7 init

init BERR DM TIRZ A TAR, SRR UM T LU = 2.

(1) QA B R Frfz i sC i B,

(2) FARfER RS R R 55 o

(3) b initre BLE I RZD Zygote A,

2.2 ZygoteiFE a5 id 2
B 2.1 Firp 314221 7 init gERR J3shid B2, fEasht f b E 2 7 =1k, Hrh—fhmt
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RGIE T Zygote #tfE, ARVHEE>] Zygote HERE jBAhid fE, BHIETRATE THE Zygote &
ft24,

2.2.1 Zygote

£ Android Z%iH1, DVM (Dalvik BE4UAL) F1 ART . 3 HEFHERRLL RIS T RGEHI 5
#5511 SystemServer JEREARE H Zygote FERR EIEERY, AR BRI LS. Bt
fock (SHIFER) AITEACK B R R 2R SystemServer JEF2, 11T Zygote HEFELE /S
Bt 2 Gl DVM B ART, [Kbadiid fock i GIEE R B FHER 7 3EREFN SystemServer £ W]
CAENERSRIL—/~ DVM 8% ART By BilEIA

HITE LR Zygote HERLRLE init R M QIR , 45 Zygote LR HHIE A2
N “zygote”, MiA=M “app_process”, XA~ZFRALE Android.mk HE X HY, Zygote FEfE H
)5, Linux 48T HY petrl REGE2 1AM app_process, FFH AR T “zygote”,

2.2.2 Zygote

£ init.re CAHR AT Import 25RITEA)R S| A Zygote JRBNHIA, X 28 3 Zh A ER 2 i
Android #)45{t1E = (Android Init Language) HK4iB 1Y :

inport /init.${ro.zygote}.rc

LAV initre N HAZSIA—AEERSCHE, TAMRYE &M ro.zygote HINZKSIA
AN EIHTSCH:

M Android 5.0 F14f, Android FF4h3HF 64 (27, Zygote HuihA 1 32 fiifn 64 7YX
B, FiLAEX B ro.zygote JR MR HIE AR Zygote Juzh A, Witk Bzh T AR
IR A Zygote i#f#2, ro.zygote JRPERVEIEALLT 4 F:

® init.zygote32.rc
® init.zygote32 64.rc
® init.zygote64.rc
® init.zygote64 32.rc

XL Zygote JRBNMIAERHLAE system/core/rootdir H e, 4 T B iF o trix e Zygote
JAENIEIA, BATEREE—T 2.1.3 [ FrgEIAY Android ®I4GLIEF Y Service KM EA),
BRI AN TR
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servi ce <nanme> <pat hnane> [ <argunent> |* //<servi ce B4 F><HATH 7 HE><E# 540
<opti on> /1 option & Service Wi, BT ME, 401785 Servi ce
<option>

THET Service KAYEMAIAE, T HID BT EXLE Zygote JRBIHIAR,
1. init.zygote32.rc
FORIHFAL 32 (i RRFF, initzygote32.rc LN AN TR

service zygote /systenibin/app_process -Xzygote /systembin --zygote --start-
syst em server

class main

priority -20

user root

group root readproc

socket zygote stream 660 root system

onrestart wite /sys/android_power/request_state wake

onrestart wite /sys/power/state on

onrestart restart audi oserver

onrestart restart caneraserver

onrestart restart nmedia

onrestart restart netd

onrestart restart wficond

writepid /dev/cpuset/foreground/tasks

g Service RANEMAIIEIN, FILAFHN Zygote HEFEAFRA zygote, HATREFTH
app_process, classname 7 main, #[£ audioserver, cameraserver, media ZEJEFEZ LT, Bk
s LT restart (HJH).

2. init.zygote32_64.rc
FORBESCRF 32 AR P S 64 fE)y, init.zygote32_64.rc LAFHINZ AN T FR -

service zygote /systeni bi n/app_process32 - Xzygote /system bin --zygote --start-
system server --socket-nane=zygote

class main

priority -20

user root

group root readproc

socket zygote stream 660 root system

onrestart wite /sys/android_power/request_state wake

29



Android # M E=

servi ce zygote_secondary /systeni bi n/ app_process64 - Xzygote /systeni bin --zygote
--socket - nane=zygot e_secondary

class main

priority -20

user root

group root readproc

socket zygote_secondary stream 660 root system

onrestart restart zygote

writepid /dev/cpuset/foreground/tasks

JIA AP Service KA1EA), TS B3I~ Zygote i, — /N #FRA zygote,
PHATEE T A app_process32, fEAFEKIN; 5 #FRA zygote_secondary, $hATHET A
app_processo4, 1EAHIREA,

F 41 init.zygote64.rc Fll init.zygote64 32.rc 5 LRI Zygote EBhIAZL, X H
EAFEGR T, FATE 2.1.3 50 HT1 Zygote JBahIIA A& S5 64 7 F2)FHY init.zygote64.rc,

2.2.3 Zygote

M 2.1.5 Firpal4n init j5Zh) Zygote BFFE& A app_main.cpp B main BAEHHY
AppRuntime fJ start J575%K 250 Zygote SEFERY, Fef 15k 5C M app_main.cpp fYJ main R4 44
SHF, Zygote #ERE EAhE REIN B 4N 2-1 Fios,

app_main AndroidRuntime Zygotelnit ZygoteServer

T T
| I
| I
main— ! :
I
1
|

T
|
|
|
|
|
|
start |
|
|

main:

registerserverSocket:
preload

startSystemServer

runSelectLoo

Kl 2-1  Zygote fe JRahid FEAIIN T &

30



®2E  Android RGBT

frameworks/base/cmds/app_process/app_main.cpp

int main(int argc, char* const argv[])

{
while (i < argc) {
const char* arg = argv[i++];
if (strcnp(arg, "--zygote") ==0) {//1
[ B S5 474 Zygot e A H, 4 zygote E 4 true
zygote = true;//2
ni ceName = ZYGOTE_NI CE_NAMNE;
} else if (strcnp(arg, "--start-systemserver") == 0) {//3
11 4R YAria 477 Syst enBerver #4294, N4 start Syst enBerver % &N true
start SystenBerver = true;//4
}
}
if (!niceNane.isEmty()) {
runtime. set ArgvO(ni ceNane.string(), true /* setProcNane */);
}
I 40 B324774 Zygot e # A2 F
if (zygote) {//5
runtime.start("comandroid.internal.os.Zygotelnit", args, zygote);//6
} else if (className) {
runtime.start("comandroid.internal.os.Runtinelnit", args, zygote);
} else {
fprintf(stderr, "Error: no class nanme or --zygote supplied.\n");
app_usage();
LOG _ALWAYS FATAL("app_process: no class name or --zygote supplied.");
}
}

Zygote FFEEBEM L fock B ROV F-IHRERY, XM Zygote FEREULI BRI HEFEER
FILAEA app_main.cpp i main g%, Kk main BREH A T X RN ITEMER, &
TEERE 1 ADHIM 250 arg R R GRLE T “—zygote”, At & 7 Wik main R3S IS T/E
Zygote JEREHRIFFFETRE 2 AbF zygote X B h ture, [RIFRLETER: 3 A HIMT 24 arg 2T
W& T “--start-system-server”, ANFALE T NITEHH main R4 &ia4T7E SystemServer iJEFEH
HIFHAEF RS 4 AL startSystemServer % & A true,

FEERE 5 Ab, i zygote 2 true, WEUEHAYRTIEIT/E Zygote SRR, S TARITERE 6
RbAY AppRuntime {Y start FR%, 40 FBn:
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frameworks/base/core/jni/AndroidRuntime.cpp

voi d Androi dRunti ne: :start(const char* cl assName, const Vector<String8>& opti ons,
bool zygote)

{

Jni I nvocation jni _invocation;

jni_invocation.lnit(NULL);

JNI Env* env,

11 &% Java & Bl

if (startVm &mavaVM &env, zygote) !'=0) {//1
return;

}

onVnCr eat ed(env) ;

117 Java EHHLEM INL 7 3%

if (startReg(env) <0) {//2
ALOGE("Unabl e to register all android natives\n");
return;

}

/1 )\ app_mai n & mai n %% % cl assNanme % com andr oi d. i nt er nal . os. Zygot el ni t
cl assNanmeStr = env->NewSt ri ngUTF( cl assNane) ;//3
assert(classNameStr !'= NULL);
env- >Set Cbj ect ArrayEl ement (strArray, 0, classNameStr);
for (size_t i =0; i < options.size(); ++) {
jstring optionsStr = env->NewStringUTF(options.itemAt(i).string());
assert(optionsStr !'= NULL);
env- >Set Cbj ect ArrayEl ement (strArray, i + 1, optionsStr);
}
[/ ¥ className W “.” &#%h 7
char* slashd assNanme = t oSl ashd assNane(cl assNare) ;// 4
/1 43| Zygot el ni t
jclass startdass = env->Fi ndd ass(sl ashd assNane);//5
if (startdass == NULL) {
ALOCGE("JavaVM unabl e to locate class '%'\n", slashd assNane);
} else {
/1 #Z] Zygot el ni t & mai n 77
jmethodl D start Meth = env->Cet Stati cMethodl D(startd ass, "main",
"([Ljava/lang/ String;)V');//6
if (startMeth == NULL) {
ALOGE("JavaVM unable to find main() in '%'\n", classNane);
/* keep going */
} else {
/1 @3 IN A Zygot el nit # mai n 77 %
env->Cal | StaticVoi dMet hod(startd ass, startMeth, strArray);//7
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#if 0
i f (env->ExceptionCheck())
t hr eadExi t Uncaught Excepti on(env);
#endi f
}
}
}

TEGERE 1 AL startVm e B0k B8 Java ML, 7EHERE 2 ALTRA startReg B Java
REAUMLEENE INT J57% 5% 3 A0HY className HU{ER B UERINZ 4L, "EREY com.android.
internal.os.Zygotelnit, 7E{ERE 4 Abifi toSlashClassName B %7, 5 className [ “.” ki
k¢, B ERIIE A com/android/internal/os/Zygotelnit, FMRX{E%5 slashClassName, %%
EE%F% 5 AbHRYE slashClassName 3.2 Zygotelnit, $k2 T Zygotelnit J5 IER g E 713 BE 6 AL
e F| Zygotelnit #Y main J57%, ZS/EHRE 7 bt INTEH Zygotelnit { main 5%, iX
E?’Jﬁ%ﬁﬁﬁ INIWR? [K2h Zygotelnit () main 52 H Java IES4EN, LRTHET 8 1
7E Native i, Xz gt INT SR Java, iXFE Zygote 5t M Native EEA T Java HEZLE

FEFRATE L INT A Zygotelnit [1) main 757 J5, Zygote fHiE A T Java 1‘[ , BERTAE
BEA MRS HEA Java HEZRERY, #i)iGiki & Zygote JFGI T Java #EZE 2, i% main 554K
BT

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

public static void main(String argv[]) {
try {
/1 | —A Server st Socket , socket Name #{&% “zygote”
zygot eSer ver. regi st er Server Socket (socket Nane) ; //1
if (!enabl eLazyPrel oad) {
boot Ti m ngsTraceLog. t raceBegi n(" Zygot ePr el oad") ;
Event Log. wri t eEvent (LOG_BOOT_PROGRESS PRELQAD START,
SystenC ock. uptineM I lis());
11 Fhodk £ AR
pr el oad( boot Ti m ngsTraceLog);//2
Event Log. wri t eEvent (LOG_BOOT_PROGRESS PRELQAD END,
SystenC ock. uptineM I lis());
boot Ti m ngsTracelLog. traceEnd();

} else {
Zygote.resetN cePriority();
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}

if (startSystenBServer) {

/1 B3h Syst enBerver ###

start Syst enBer ver (abi Li st, socket Nane, zygoteServer);//3
}

Log.i (TAG "Accepting command socket connections");
11 %4 AVB i K
zygot eServer. runSel ect Loop(abi List);//4
zygot eServer. cl oseSer ver Socket () ;

} catch (Zygote. Met hodAndArgsCal l er caller) {
caller.run();

} catch (Throwabl e ex) {
Log. e(TAG "Systemzygote died with exception", ex);
zygot eSer ver . cl oseSer ver Socket () ;
t hr ow ex;

}

TEFERE 1 Abilit registerServerSocket 7573k Gl —/~ Server iif Socket, X/ name
by “zygote” 9 Socket FT- 2 1% Act1v1tyManagerSerV1ce 13K Zygote Gl B b AR ik
B, KT AMS /e 6 HIHATNA., EHER 2 OHUmESMTE. £HE 3 LB
SystemServer HEf:, l_*qé%gjbﬁl‘)ﬂﬁ%ﬂ_j;A i SystemServer JE#2 EEhEEHK ., EFEE 4 A AH
ZygoteServer 1Y) runSelectLoop J5 K% Hr AMS iRk G500 N R it fE ., HikE s,
Zygotelnit {Y) main 5 FEM T 4 3.

(1) @l Server %ffJ Socket,

(2) TN FITIE

(3) JH3h SystemServer JEfz

(4) ZfF AMS 35K GIESET R R P

Horp g RSN X A2, A SCRBAT I rT A AN, X BLaxt
ot o9 = A BT o #r

1. registerZygoteSocket
HERA PRk EF ZygoteServer [ registerZygoteSocket J5 M T4, 41T FioR:

frameworks/base/core/java/com/android/internal/os/ZygoteServer.java

voi d regi sterServer Socket (String socket Nane) {
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if (nBerverSocket == null) {
int fileDesc;
|| #t#: Socket 4
final String full Socket Nane = ANDRO D_SOCKET_PREFI X + socket Nange;//1

try {
/1 /2% Socket HyIFEL EHIME
String env = System getenv(ful | Socket Narre);//2
11 ¥ Socket FH5i% & Hy (54 A SCHHRAF 58
fileDesc = Integer.parselnt(env);//3
} catch (RuntineException ex) {
t hr ow new Runt i meExcepti on(ful | Socket Nane + " unset or invalid", ex);

}
try {
1R XA 1F
FileDescriptor fd = new FileDescriptor();//4
fd.setInt$(fileDesc);//5
I 1 R # i %7 3% Socket
nBer ver Socket = new Local Server Socket (fd);//6
} catch (I CException ex) {
t hrow new Runt i meExcepti on(
"Error binding to local socket '" + fileDesc + "'", ex);

}

R 1 AbBHEE Socket FY & R, Horh ANDROID _SOCKET PREFIX FU{E 4 “ANDROID
SOCKET 7, socketName FIHZEHRAVE, ZT “zygote”, it fullSocketName HY{E A
“ANDROID SOCKET zygote”, {E{EEt 2 AbJ fullSocketName #5#h IR EA(E, 4
RS 3 ALHAGR A SCHRAR RIS AL, (EHERE 4 RO GV SO R T, FRIEEERE 5 b A LLAT
AR SCIHRIERT 22 80, 7ETERE 6 ALEIEE LocalServerSocket, itk 55 @iy Socket,
FERESCHARIERHE A 2 R L3 . 1E Zygote BEFEHS SystemServer YRR JB5) )5, A EXA
NIk 55 25 vkt Socket |54 AMS ik Zygote SRR BRI R AR P ERE .

2. BT SystemServer #iE
1 kA startSystemServer K%L, fCRDANTFR:

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

private static boolean startSystenBerver(String abilist, String socketNane,
Zygot eServer zygot eServer)
throws Zygote. Met hodAndArgsCal | er, RuntimeException {
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I fl2 args #4, XA EGRF R 3 Syst enBerver 231 5%
[*1*]
String args[] = {
"--setui d=1000",
"--setgi d=1000",
"--set groups=1001, 1002, 1003, 1004, 1005, 1006, 1007, 1008, 1009, 1010, 1018,
1021, 1023, 1032, 3001, 3002, 3003, 3006, 3007, 3009, 3010",
"--capabilities=" + capabilities +"," + capabilities,
"--ni ce- name=syst em server",
"--runtine-args",
"com andr oi d. server. Syst enfServer",
b
Zygot eConnecti on. Argunents parsedArgs = null;
int pid;
try {
parsedArgs = new Zygot eConnecti on. Argurent s(args);//2
Zygot eConnect i on. appl yDebugger Syst enPr opert y( par sedAr gs) ;
Zygot eConnect i on. appl yl nvokeW t hSyst enPr oper t y( par sedAr gs) ;
/**
* 3 GlE—ANFHAE, W32 SystenBerver FAE
*/
pi d = Zygote. f or kSyst enBer ver (
par sedArgs. ui d, parsedArgs. gid,
par sedAr gs. gi ds,
par sedAr gs. debugFl ags,
nul |,
par sedArgs. perm ttedCapabilities,
par sedArgs. effecti veCapabi lities);
} catch (111 egal Argument Exception ex) {
throw new Runti meException(ex);

}
11 SHRAE FZATE FHET
if (pid==0) {
i f (hasSecondzygote(abiList)) {
wai t For Secondar yZygot e( socket Narne) ;
}
zygot eSer ver . cl oseSer ver Socket () ;
/1 43 Syst enBer ver #H
handl eSyst enBer ver Process(parsedArgs);// 4
}
return true;

}
TR 1 ARSI Sk Bt args %040, X AN $ 20 F S LR 17 )2 3h SystemServer 1Y R sh 238k,
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K r[LUEH SystemServer JERERYH /- id A P4 id #hikESh 1000, F¢HHAE H 4
1001~1010, 1018, 1021, 1032, 3001~3010 AURLPR; FHFEAA system server; JEEIAYE 4
4 com.android.server.SystemServer, {E{EREE 2 A args £r2H H 55 Bk Arguments X% F-fityE
F& 3 Abi forkSystemServer R, 7E1ERE 3 AT Zygote [ forkSystemServer J51,
HNEZ TR nativeForkSystemServer 13X/~ Native J5{%, nativeForkSystemServer J5 %k
it fork BRACAE YT ERE €1 — A F3ERR, kg SystemServer gEEE, Znik
forkSystemServer J5751& A pid FI{EA 0, #hF Y ETHI RS TIE# B Ry 1R
M ATIERE 4 A1 handleSystemServerProcess e AbRH SystemServer #E#2, 3¢ T SystemServer
R EANSAE 2.3 T4,

3. runSelectLoop

J&3h SystemServer )G, ST ZygoteServer By runSelectLoop 5k, 40 i

frameworks/base/core/java/com/android/internal/os/ZygoteServer.java

voi d runSel ect Loop(String abiList) throws Zygote. Met hodAndArgsCal |l er {
Arrayli st <Fi |l eDescriptor> fds = new ArrayLi st <Fi | eDescri ptor>();
Arrayli st <Zygot eConnecti on> peers = new ArrayLi st <Zygot eConnecti on>();
f ds. add( nmSer ver Socket . get Fi | eDescriptor());//1
peers. add(null);
1 TIRAEF % F AVB yiF K

while (true) {
StructPol | fd[] pollFds = new StructPol | fd[fds.size()];
for (int i =0; i <pollFds.length; ++) {//2

pol | Fds[i] = new StructPollfd();
pol | Fds[i].fd = fds.get(i);
pol | Fds[i].events = (short) PQOLLIN,
}
try {
Gs. pol | (pol I Fds, -1);
} catch (ErrnoException ex) {
t hrow new Runti meException("poll failed", ex);

}
for (int i = pollFds.length - 1; i >=0; --i) {//3
if ((pollFds[i].revents & POLLIN) == 0) {
conti nue;
}
if (i ==0) {

Zygot eConnecti on newPeer = accept CommandPeer (abi List);//4
peers. add( newPeer) ;
fds. add( newPeer . get Fi | eDesci ptor());
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} else {
bool ean done = peers.get(i).runOnce(this);//5
if (done) {
peers.renove(i);
fds. renove(i);

}
}
}
}
}

TERE 1 AbAY mServerSocket mfA&Fl 17E registerZygoteSocket pR% Hr G & AR 55 &% i
Socket, I Fl mServerSocket.getFileDescriptor() 4 % Fi S 3k 15-1% Socket /Y fd = Bt RY{E -5 AN
F| fd 5|3 fds w332 TR TCBRIGIR FH R 2515 AMS iR Zygote JEFE G135 A Iy R 7 dE e
FERE 2 Akl otk I fds F7 il ifs BFEFE 3 pollFds Bz, fEHERE 3 AbX} pollFds 4T
W, R i==0, UiPAARSS & Socket 5% FumiksE BT, HAiGUista, MAl Zygote
HES AMS 87 TR, B 4 Abiliid acceptCommandPeer 75 1: 15 ZygoteConnection
R INF] Socket 3E1251F% peers F1, 1E$H1% ZygoteConnection [ fd FshnF| £d %1% fds
H, DM RTDAREKCE] AMS Kokt Rivigek, 2 i BEA%ET 0, MBI AMS [a] Zygote
BRRRIE T — 01 HHE RIS K, WIFEERE 5 /LA ZygoteConnection [ runOnce B
BOR OV — BT RS PR, FFRIEREh B feRx A2 Socket i425113% peers FI
fd 7|3 fds HiFER,

2.2.4 Zygote
Zygote Bt B T 40T ILIREE
(1) Gl AppRuntime -8 FI3; start 7513, 530 Zygote 2,
(2) Gt Java BEAUMLIE A Java FEAALEENT INT 5%,
(3) i1t INIIEH Zygotelnit [1) main g5t A Zygote (1) Java HEZLZ

(4) B3t registerZygoteSocket J5 ik Gl EE ARk 45 2% Socket, F-if it runSelectLoop J5 %
£ AMS i RR G ET Y b FE P gt .

(5) Jazh SystemServer #FE,
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SystemServer JEfE 1 2 T O RGeAR S, FRATEAKIHI AMS, WMS 71 PMS #R% ie
SROVEN, AFERAIESI S8 AMS F1 WMS, [Hifbsdg SystemServer #ERE A 4nfi] 5 5h
0, BAEREhRHE TIRE TR+ B8,

2.3.1 Zygote SystemServer

{222 i PERI T Zygote #EFR 55 T SystemServer #EER, 4752k 2] Zygote & anfalib
B SystemServer FEEEfY, T EIANE 2-2 iR,

Zygotelnit AndroidRuntime

Runtimelnit

MethodAndArgsCaller | SystemServer

main

|

startSystemServer

T

handleSystemServerProcess

™

zygotelnit

........ onZygatelnit— >|

licationInit-
'

invokeStaticMain

77777777 M EthchrI\dArgsCallerf —————

run

mainj
T
|
|
|

[
I L

[ 2-2 Zygote 43 SystemServer JEFEHIN T E

1F Zygotelnit.java [ startSystemServer 5k H jE5h T SystemServer i#H£2, N

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

private static bool ean startSystenBerver(String abilist, String socket Nare)
Runt i meException {

throws Met hodAndArgsCall er,
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/| SHTEATA Syst enBer ver #Ef2
if (pid==0) {

i f (hasSecondZygot e(abiList)) {

wai t For Secondar yZygot e( socket Nane) ;

}

1 %W Zygot e #7241 #H Socket

zygot eSer ver . cl oseServer Socket ();//1

handl eSyst enBer ver Process(parsedArgs);//2
}

return true;

}

SystemServer JEFEE Hl T Zygote JEFERIHbNEZSR], BIL &3] Zygote FEFEGIZER
Socket, X/~ Socket ¥} T SystemServer FEfEEA AL, Fitt, FEERE 1 AR RDRSEH]
1% Socket, & LR 2 AL handleSystemServerProcess 7513 J25h SystemServer 3£,
handleSystemServerProcess J5 1S40 T Bk :

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

private static void handl eSystenServer Process(
Zygot eConnect i on. Argunent s par sedAr gs)
throws Zygote. Met hodAndAr gsCal | er {

if (parsedArgs.invokeWth !'=null) {
} else {
G assLoader cl = null;

if (systenServerdasspath !'= null) {

cl = createPat hd assLoader (syst enServer d asspat h, parsedArgs.
target SdkVersion);//1

Thr ead. current Thread() . set Cont ext O assLoader (cl);
}

Zygot el ni t. zygot el ni t (par sedAr gs. t ar get SdkVer si on, par sedAr gs. r enai ni ngAr gs,
cl); /12

}
EERE 1 4b 6% T PathClassLoader, < PathClassLoader J¥5{E5 12 Z=iHfT48, 16
R 2 WVHH T Zygotelnit ) zygotelnit 757k, fCh4n T Fis:

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

public static final void zygotelnit(int targetSdkVersion, String[] argv,
d assLoader cl assLoader) throws Zygote. Met hodAndArgsCal l er {
if (Runtimelnit. DEBUG ({
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Slog.d(Runtinelnit. TAG "Runtinelnit: Startingapplicationfromzygote");

}
Trace. traceBegi n(Trace. TRACE_TAG ACTI VI TY_MANAGER, "Zygotelnit");

Runtinmelnit.redirectlLogStreans();

Runtimelnit.commonlnit();

/1 B3 Bi nder %%

Zygotelnit.nativeZygotelnit();//1

/| ¥t X\ Syst enBerver # mai n 7 &%
Runtimelnit.applicationlnit(targetSdkVersion, argv, classLoader);//2

}

FETERE 1 AEVA nativeZygotelnit 757%, —& 15 {AM) &R Rk kniE i HIF2& Native BRI
i, FASK JEsh Binder Z&fitith, iX#E SystemServer AR5t wT LA{# A Binder 551 fy A2 k47 38
157 TR 2 )b Tk SystemServer [ main 757, BLAES BIRHERE 1 FITERE 2 (INE
AT,

1. Bz Binder Zk32ith

nativeZygotelnit & —4> Native J5i, KBLIRATSESE 1 EX R INT S, AN T fig INT
HIRTDAERS 9 mNZ, AT FR:

frameworks/base/core/jni/AndroidRuntime.cpp

int register_comandroid_internal _os_Zygotelnit(JN Env* env)

{
const JNI NativeMethod nethods[] = {
{ "nativezZygotelnit", "()V',
(void*) comandroid_internal _os_Zygotelnit_nativeZygotelnit },
b
return jni Regi st erNativeMet hods(env, "conmlandroid/internal/os/Zygotelnit",
net hods, NELEM net hods));
}

Wik INI 9 gMethods %¢4H, wJULFEH nativeZygotelnit J5 v %F b A& INI 3L
AndroidRuntime.cpp B com_android_internal os_Zygotelnit nativeZygotelnit pR%5 ;

frameworks/base/core/jni/AndroidRuntime.cpp

static void comandroid_internal _os_Zygotelnit_nativezZygotelnit(JN Env* env,
j obj ect clazz)

{
gCQur Runt i me- >onzZygotelnit();

}
ix B gCurRuntime 4 AndroidRuntime 5B U3g4t , HARIS M )& AndroidRuntime 1+
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2k AppRuntime, ‘BfE app _main.cpp HE X, el iEB LA FE AppRuntime {7 onZygotelnit
Jiik, AT R

frameworks/base/cmds/app_process/app_main.cpp

virtual void onZygotelnit()

{
sp<ProcessState> proc = ProcessState::self();
ALOGV(" App process: starting thread pool.\n");
proc->start ThreadPool ();//1

}

HERE 1AL RS FH R J5 38—~ Binder £ f2ith , iX #% SystemServer FER25t 7l LAf# A Binder
XA TEAE T . BEX EIA 150 Runtimelnit.java [1) nativeZygotelnit bR % 3= Z&
F>k Ja3h Binder Zef2bHY

2. #A SystemServer B9 main 737k

TR 1 2 2] Runtimelnit.java FJfCRY, EEFRE 2 2AJAM T Runtimelnit #Y applicationInit
Tk, R0 R

frameworks/base/core/java/com/android/internal/os/Runtimelnit.java

protected static void applicationlnit(int targetSdkVersion, String[]
d assLoader cl assLoader)

throws Zygote. Met hodAndAr gsCal | er {

argv,

i nvokeStaticMai n(args.startd ass, args.startArgs, classlLoader);

}
1 applicationInit J5#:Hh F 3 T invokeStaticMain 75

frameworks/base/core/java/com/android/internal/os/Runtimelnit.java

private static voidinvokeStaticMain(String classNane, String[] argv, O asslLoader
cl assLoader)

throws Zygote. Met hodAndAr gsCal | er {
d ass<?> cl;

try {

/1 #iT R 41757 Syst enBerver %

cl = dass.forNane(cl assNane, true, classlLoader);//1
} catch (d assNot FoundException ex) {

throw new Runti meExcepti on(

"M ssing class when invoking static main "

+ cl assNang,
ex);
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}
Met hod m

try {
/1 ¥ %| Syst enSer ver #y mai n 7 %
m = cl.get Method("main", new O ass[] { String[].class });//2
} catch (NoSuchMet hodException ex) {
throw new Runti meExcepti on(
"Mssing static main on " + classNane, ex);
} catch (SecurityException ex) {
throw new Runti meExcepti on(
"Problemgetting static main on " + classNanme, ex);
}
int nodifiers = mgetMdifiers();
if (! (Mdifier.isStatic(nmodifiers) & Mdifier.isPublic(rmodifiers))) {
throw new Runti meExcepti on(
"Main method is not public and static on " + classNane);

}
t hrow new Zygot e. Met hodAndArgsCal l er(m argv);//3

HB 1 AbAY className A com.android.server.SystemServer, # i s EHR[EIRY cl 24
SystemServer 2, {fE{FFE 2 Ab4KF] SystemServer HfY main 5%, /IR 3 ALKRHEFIAY main
¥ i1 A MethodAndArgsCaller S - iZ 5%, sk MethodAndArgsCaller 55 A
RO 4E Zygotelnit.java B main J5y5H, XA~ main J573E2 A SystemServer fY main J5¢5, Al
M A B AE invokeStaticMain 575 H A SystemServer {Y main J5EWE? R KA X

it S

AIALEE 25 TE BRI A ik B AR B i Mk, Hik SystemServer {J main J5 7% Gk

A4 SystemServer HEENIA B 5, £ Zygote J25) T SystemServer ##2 )5, SystemServer

HREes

i AR 2 A E AR, ifiX 28 T AR (£ SystemServer (¥ main J5 218 Fl Z AT i,

iX§ifF SystemServer 1) main Jj VLG LK AMGAE SystemServer FERRHIA F J5 1%, X Fl
S 28 Zygotelnit.java [ main J575RA0EE, 25l SystemServer ) main JiiA R K G
SystemServer R A F 7575,

TTHESREEAE Zygotelnit.java {Y main J5 7k F 2 an{rdiizk MethodAndArgsCaller F#HY

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

public static void nain(String argv[]) {

cl oseServer Socket () ;

} catch (MethodAndArgsCaller caller) {
caller.run();//1

} catch (RuntineException ex) {
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Log. e(TAG "Zygote died with exception", ex);
cl oseServer Socket () ;
t hrow ex;

}
LAk 2] Method AndArgsCaller S5 I it 25 £E1EE 1 401 F MethodAndArgsCaller {Y run
J7#:, MethodAndArgsCaller & Zygote.java FER RN

frameworks/base/core/java/com/android/internal/os/Zygote.java

public static class MethodAndArgsCal | er extends Exception
i mpl enents Runnabl e {
private final Method mvethod;

private final String[] nmArgs;
public MethodAndArgsCal | er (Met hod nethod, String[] args) {

mvet hod = net hod;

MmArgs = args;

}

public void run() {
try {

mvet hod. i nvoke(nul |, new Cbject[] { mArgs });//1
} catch (111 egal AccessException ex) {
t hr ow new Runti meException(ex);

}

}
HEFE 1 4L mMethod $5 A5k AL SystemServer fY) main 757, JHH T mMethod A9 invoke
75 % J5 , SystemServer HJ main J5 %k 25 W s & VA M, SystemServer #EFE L HEA T
SystemServer [ main J5{EH7,

2.3.2 SystemServer
T kA SystemServer [ main 751 .

frameworks/base/services/java/com/android/server/SystemServer.java

public static void main(String[] args) {
new SystenServer().run();

}
main J5 ;A HIHH T SystemServer {J run 755, 40 FFAs:
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frameworks/base/services/java/com/android/server/SystemServer.java

private void run() {
try {

/| #2734 & Looper
Looper . pr epar eMai nLooper () ;
[l 7m# 7374 | i bandr oi d_servers. so
System | oadLi brary("androi d_servers");//1
per f or mPendi ngShut down() ;
11 fl#ZR % # Cont ext
creat eSyst enCont ext () ;
nByst enBer vi ceManager = new Syst enBer vi ceManager (nByst enCont ext);//2
nByst enBer vi ceManager . set Runt i neRest art ed( nRunti neRestart);
Local Servi ces. addSer vi ce( Syst enBer vi ceManager . cl ass, nByst enBer vi ceManager) ;
Syst enSer ver | ni t Thr eadPool . get () ;

} finally {
traceEnd();

}

try {

traceBegi nAndS| og(" Start Servi ces");

11 B5h5 %K%

startBoot strapServices();//3

D=Lk ANY €

start CoreServices();//4

118 s iR %

start &t herServices();//5

Syst enBer ver | ni t Thr eadPool . shut down() ;
} catch (Throwabl e ex) {

Sl Og e(”&lst em‘ "******************************************")-
Sl og. e("Systent, "*x*xk*xkxxkx Eajlure starting systemservices", ex);
t hrow ex;
} finally {
traceEnd();

}

}
fEER 1 bm#k 7 2h & & libandroid_servers.so , % T ok fE{E B 2 &b G &

SystemServiceManager, B4k RGARST AT O, SRR AE Ay BT, fEHERE 3 bR
startBootstrapServices J5 7k H F| SystemServiceManager &%) T ActivityManagerService |

PowerManagerService, PackageManagerService Z5R55, {E{ERE 4 AbRY startCoreServices J5ikHr
M| J=2zh T DropBoxManagerService , BatteryService , UsageStatsService £l WebViewUpdateService,
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EIERE 5 AbRY startOtherServices J5ikHt 53 T CameraService, AlarmManagerService .

VrManagerService 2R 55, X EEARSS RISt SystemService, MIERE 3, 4. S AYG A+
ALDEH, BHIERGRS 54 T =M, 55l ik . BOoRS MRS, H
AR 95 A —LE E BN TR 2L AN BB IR S5 . X LERGERSS S 100 24>, 3% 2-1
FIHER > RGEARSS B HAE

®2-1 BARGHRSEAER

5l & Bk % % M
R YRR APK I —A RS S, J2hTE i Installer R 55 2 A4 R EAh I
Installer B AGIRS
ActivityManagerService MU RAMRE8). D). AR
PowerManagerService R RGN Power M5, SRIGHLR ARG IZANR KL
LightsService AN R E I LED
DisplayManagerService FREBITR B
UserManagerService % P
SensorService h R GARE TP L 3 IR 55
PackageManagerService FExt APK EAT40%E . filbT. MIBR. N3 5EH1E
% R %
DropBoxManagerService FHF A O B 2R Geia AT Y — 26 B 30
BatteryService AR AR SRR 55
UsageStatsService We e A B —A> App FOi=, (i FRHK
WebViewUpdateService WebView ¥ # ik 55
H it Bk %
CameraService TGRS
AlarmManagerService &2 R RE I A R AR 55
InputManagerService EEA AT
WindowManagerService #HOEHRS
VrManagerService VR AR5
BluetoothService W ERIRS
NotificationManagerService BAEE AR %S
DeviceStorageMonitorService TEAR S E B R 55
LocationManagerService ENE RS
AudioService AR E BAR 55
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X Z Gk 55 IR BhiZ #AA AR, X BLUL 23 PowerManagerService it 472665, 1ChS
TR

nPower Manager Ser vi ce=nByst enfer vi ceManager . st art Ser vi ce( Power Manager Ser vi ce. cl ass) ;

SystemServiceManager [ startService J51% 23 T PowerManagerService, startService J5
AT R

frameworks/base/services/core/java/com/android/server/SystemServiceManager.java
public void startService(@onNull final SystenBervice service) {

'] A Service

nBervi ces. add(service);//1

long tine = SystemcurrentTimeM I 1is();

try {
'l i %h Service
service.onStart();//2
} catch (RuntineException ex) {
t hr ow new Runt i neException("Failed to start service " + service.getdass().
getNane() + ": onStart threw an exception", ex);

}

war nl f TooLong(SystemcurrentTimeM I 1is() - time, service, "onStart");

}

1EFERE 1 4% PowerManagerService s N3l mServices A1, H:A1 mServices & — 17 fi#
SystemService Z5AU[J ArrayList, XFEEESER T PowerManagerService B{EM T./E, iR
2 /b1 F PowerManagerService [ onStart b %52 B¢ J5 5 PowerManagerService,,

[ 7 H mSystemServiceManager [ startService e 2B Z2GEARSS N, nT DL 4n
Tk A AR GRS, LA PackageManagerService {3 .

nPackageManager Servi ce = PackageManager Servi ce. mai n( nByst enCont ext, installer,
nFact oryTest Mode ! = Fact oryTest. FACTORY_TEST_COFF, ntnl yCore);

B 1AM T PackageManagerService [1Y) main J5 7

frameworks/base/services/core/java/com/android/server/pm/PackageManagerService.java

public static PackageManager Servi ce mai n( Context context, Installer installer,
bool ean factoryTest, bool ean onlyCore) {
Il BERAENgE
PackageManager Ser vi ceConpi | er Mappi ng. checkProperties();
PackageManager Servi ce m = new PackageManager Servi ce(context,installer,
factoryTest, onlyCore);//1
m enabl eSyst enlkser Packages() ;
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Servi ceManager . addSer vi ce(" package", m);//2
return m

}

TEFERE 1 AbE B PackageManagerService H-E{H:B; 2 AL+ PackageManagerService
HEME] ServiceManager /1, ServiceManager FISR &L R G5 & Fh Service, FT &%t C/S
28K Binder M fE LA Client y (LA™ Service, NIFFHLSEH ServiceManager 7 1)
Service HUAHSCAE B, ARG HRYE Service (IAHIIE B 5 Service FTERY Server JEFEHE @ 1538
¥, XA Client imsfk rT LAf# H Service T,

2.3.3 SystemServer

SystemServer JEREH QI , F2M 140 T TAE:

(1) A% Binder £ki2th, X FEmknl L S5 HAB R TIESE

(2) € SystemServiceManager, H T4 RGEAIAR S5 BEATOURE . JEahAnAE dy FIDIE L,
(3) &R ARGRS .

2.4 Launcher)azhid 4

R E. 2% 2] T Android Z%% Ja3hiRAERY init JEEE . Zygote HEFEFN SystemServer JEFE,
e Fed 124> Launcher {f B30 #2,

2.4.1 Launcher

RGBS JE— R B — R T HR BoR Rt DN T, XA
W Rt PU4E Launcher, Launcher £ 5 gt £ 251K PackageManagerService iR [8] 2 4;
H LA N R P EIAE B, R S5 B B — A TR EE ERRT IR B e R G e |,
XA P AT DA ek s o X SR o S s A B AR

i {3k YF Launcher gt /& Android ZGEHIE1H, BRIMEHEZALLFHN:
(1) B4 Android RGiHRah#, HT B3N AT,
(2) 8% Android Z&EIEIAT, T nAnE B AR b B brel & Hofth s im 4
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SystemServer HFELE B3I R H£; J2 3 PackageManagerService, PackageManagerService
SRR SR RGN R T RBETE B . EILAT L4 JS 3 AMS 256 Launcher JEAl#Ek .

Launcher & zhid #RAORT B 4nE 2-3 Bk,

SystemServer

—ctartOthe rservic .
emRead

AMS

}mm eFocusedStack... -

—startHome ActivityLocked—

ActivityStack

Supervisor

ActivityStack

resumeTophctivity.

resumeTopAdtivitylnnerLocked

resume HomeStackTask:

2-3

Launcher Bzt #2 it 5 E

J&#h Launcher HJ A H 2 AMS {J systemReady 7575, ‘B fE SystemServer HY

startOtherServices J5¥:H#E A, 40T Fix:

frameworks/base/services/java/com/android/server/SystemServer.java

private void startQherServices() {

mAct i vi t yManager Ser vi ce. systenReady(() -> {//1
Sl og.i (TAG "Making services ready");

traceBegi nAndSl og(" Start Acti vi t yManager ReadyPhase") ;

nByst enBer vi ceManager . st ar t Boot Phase(

Syst enSer vi ce. PHASE_ACTI VI TY_MANAGER READY) ;
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5 Android 7.1.2 JRES AR A, Android 8.0 U4 JRLE| A T Java Lambda 25355,
PbanyERe 14, TiEkEF AMS [1 systemReady 15kl T4 -

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java
public void systenReady(final Runnabl e goi ngCal | back) {

synchroni zed (this) {

nBt ackSuper vi sor . resumeFocusedSt ackTopAct i vi t yLocked();
mUser Control | er. sendUser Swi t chBr oadcast sLocked(-1, currentUserld);

}

systemReady J5 %A T ActivityStackSupervisor [ resumeFocusedStack TopActivityLocked
Jiihi:

frameworks/base/services/core/java/com/android/server/am/ActivityStackSupervisor.java
bool ean resuneFocusedSt ackTopActi vi t yLocked(

ActivityStack targetStack, ActivityRecord target, ActivityQptions
target Qptions) {

if (targetStack != null && isFocusedStack(targetStack)) {

return target Stack. resuneTopActi vi t yUncheckedLocked(t ar get,
targetQptions);//1
}

return fal se;

}

R 1 AL ActivityStack Y resumeTopActivityUncheckedLocked J5 7 , ActivityStack
PG R TEAR Activity HEARRY, resumeTopActivityUncheckedLocked J5 7540 T Fin:

frameworks/base/services/core/java/com/android/server/am/ActivityStack.java.java
bool ean resuneTopActi vityUncheckedLocked(ActivityRecord prev, ActivityQptions
options) {

i f (nBtackSupervisor.inResuneTopActivity) {
return fal se;

}

bool ean result = fal se;
try {
nBt ackSuper vi sor. i nResuneTopActivity = true;

result = resumeTopActivitylnnerLocked(prev, options);//1
} finally {

nBt ackSuper vi sor. i nResuneTopActivity = fal se;
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}
nBt ackSuper vi sor . checkReadyFor Sl eepLocked() ;

return result;

}
EERE 1 A0V T resumeTopActivitylnnerLocked 7575, 40T k.

frameworks/base/services/core/java/com/android/server/am/ActivityStack.java.java

privat e bool ean resuneTopActi vi tyl nner Locked( Acti vityRecord prev, ActivityQptions
options) {

return i sOnHorreDi spl ay() &&
nBt ackSuper vi sor . r esuneHoneSt ackTask(r et ur nTaskType, prev, "prevFini shed");

}

resumeTopActivityInnerLocked 75 74HARRGTRA , £E I OB TR 2200 A B S H AR 4
P4 ActivityStackSupervisor [} resumeHomeStackTask J51:, fREGAN s :

frameworks/base/services/core/java/com/android/server/am/ActivityStackSupervisor.java

bool ean resumeHomeSt ackTask( ActivityRecord prev, String reason) {

if (r '=null & !r.finishing) {
noveFocusabl eActi vit ySt ackToFr ont Locked(r, myReason);
return resuneFocusedSt ackTopActi vityLocked( mHomeSt ack, prev, null);

}
return nBervice. startHoneActi vityLocked( nCurrent User, nyReason);

}
1+ resumeHomeStackTask J57:HiHH T AMS [ startHomeActivityLocked J51%, a0 N7 :

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

bool ean startHoneActivityLocked(int userld, String reason) {
] B T XA nTopAct i on #9E, F&ERpBLEIITT %
i f (nFactoryTest == FactoryTest. FACTORY_TEST_LOW LEVEL
&% nmTopAction == null) {//1
return fal se;
}
/[ f]# Launcher B3I fr% 9 1 nt ent
Intent intent = getHomelntent();//2
Activitylnfo alnfo = resol veActivitylnfo(intent, STOCK PM FLAGS, userld);
if (alnfo !'=null) {
i ntent . set Conponent (new Conponent Nane( al nf 0. appl i cati onl nf 0. packageNarre,
al nfo. nane));
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alnfo = new Activitylnfo(al nfo);
al nfo. applicationlnfo = get Appl nf oFor User (al nfo. appl i cationl nfo, userld);
ProcessRecord app = get ProcessRecordLocked(al nfo. processNang,
al nfo.applicationlnfo.uid, true);
if (app == null || app.instr == null) {//3
intent.setFl ags(intent.getFl ags() | Intent.FLAG ACTI VI TY_NEW TASK);
final intresol vedUserld=UserHandl e. get User | d(al nfo. appl i cationl nfo. ui d);
final String nyReason =reason + ":" + userld + ":" + resol vedUser| d;
/'l B % Launcher
mActivityStarter. start HomeActivityLocked(intent, alnfo, nyReason);//4

}

} else {
Slog. wf(TAG "No honme screen found for " + intent, new Throwable());

}

return true;

}

{FBE 1 ACHY mFactoryTest RERGHNBITEIN, RGBITERA D H=F, 25k
A 5= W (i S W - v i N *%‘ﬁ mTOpActlon W A A 3R 5 — A~ 9k = ActIVlty
HERY Action, BRIBKVIMEY Intent ACTION_MAIN, bR 1 AbAY RS A S
mFactoryTest 4 FactoryTest FACTORY TEST LOW LEVEL (&4 T.J #i3) ngH

mTopAction Z5F null [F}, B 2R false, {EFE 2 4bHY getHomelntent J5 7540 T Fian:

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

Intent getHonelntent() {
I ntent intent =newl ntent (nTopAction, nTopData!=null ?Uri. parse(niTopData) :
null);
i ntent . set Conponent ( nTopConponent ) ;
i ntent.addFl ags(| ntent. FLAG DEBUG TRI AGED M SSI NG ;
if (nFactoryTest != FactoryTest. FACTORY_TEST LOWLEVEL) {
i nt ent. addCat egor y( | nt ent . CATEGORY_HOME) ;

}

return intent;
}
1+ getHomelntent 75771 Gl T Intent, H-:# mTopAction 1 mTopData {& A ,mTopAction
A Intent. ACTION_MAIN, JfH AR AGS AN T #5, NP intent [y
Category 1% & & Intent. CATEGORY HOME, # J5iR [a]i% Intent, [0 %] AMS fy
startHomeActivityLocked /5%, {Ri%RGEMBITHRNARME LT B, EER 3 bk
%““A Action 4 Intent. ACTION MAIN_ Category 24 Intent. CATEGORY HOME 5 FI#2 7
LB, AREESHMAER 4 (/753830 T . X8 B ah i R
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JEEEE Launcher, [5 24 Launcher 1 AndroidManifest 3 {F: 1 [ intent-filter £3%5 PLEZ T Action
“h Intent. ACTION_MAIN, Category % Intent. CATEGORY HOME,

Launcher #Y AndroidManifest /440 s

packages/apps/Launcher3/AndroidManifest.xml

<mani f est
xm ns: androi d="htt p: // schemas. andr oi d. coni apk/ r es/ andr oi d"
package="com andr oi d. | auncher 3" >
<uses-sdk androi d: t ar get SdkVer si on="23" andr oi d: m nSdkVer si on="21"/>

<application

<activity
andr oi d: nane="com andr oi d. | auncher 3. Launcher"
andr oi d: | aunchMbde="si ngl eTask"
andr oi d: cl ear TaskOnLaunch="t rue"
andr oi d: st at eNot Needed="t r ue"
andr oi d: wi ndowSof t | nput Mode="ad] ust Pan| st at eUnchanged"
androi d: screenOri ent ati on="nosensor"
andr oi d: confi gChanges="keyboar d| keyboar dH dden| navi gati on"
androi d: resi zeabl eActivity="true"
andr oi d: resuneWi | ePausi ng="tr ue"
androi d: taskAf finity=""
andr oi d: enabl ed="t rue" >
<intent-filter>
<action androi d: nane="androi d.intent.acti on. MAIN' />
<category androi d: name="androi d. i ntent. category. HOVE' />
<category androi d: name="androi d. i ntent. cat egory. DEFAULT" />
<category androi d: nane="andr oi d. i ntent. cat egory. MONKEY"/ >
</intent-filter>
<lactivity>

</ appl i cation>
</ mani f est >
w] UL & #| intent-filter % B T android.intent.category HOME J& 4, X ¥ & WA
com.android.launcher3.Launcher fJ Activity 3t B¢ 0 T F Activity , M B 1 AMS Fy
startHomeActivityLocked J5{:iU7EEE 4 4b, FA #5040k Launcher (%45 &2t & A H
ActivityStarter {9 startHomeActivityLocked 7574 J27h Launcher, 40 FPn:

frameworks/base/services/core/java/com/android/server/am/ActivityStarter.java

voi d startHoneActivityLocked(Intent intent, Activitylnfo alnfo, String reason) {
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/1 ¥ Launcher # A\ HomeSt ack #

nBuper vi sor. noveHoneSt ackTaskToTop(reason);//1

nmLast HoneActivityStart Result = startActivityLocked(null /*caller*/, intent,
nul | /*epheneral Intent*/, null /*resol vedType*/, alnfo, null /*rlnfo*/,
nul | /*voi ceSession*/, null /*voicelnteractor*/, null /*resultTo*/,
nul | /*resul t Who*/, 0/*request Code*/, O/*callingPid*/, O/*callingU d*/,
nul I /*callingPackage*/, 0 /*real CallingPid*/, O /*real CallingUi d*/,
0 /*startFlags*/, null /*options*/, false /*ignoreTargetSecurity*/,
fal se /*conponent Speci fi ed*/, nLast HomeActivityStart Record /*out Activity*/,
null /*container*/, null /*inTask*/, "startHoneActivity: " + reason);

}

B 1 Ab¥s Launcher Jft A HomeStack H1, HomeStack f&7E ActivityStackSupervisor
e LRI T4 fi% Launcher 25 &, 12518 startActivityLocked J575:3E J25h Launcher,
Tt FE S Activity R SEZEFERALL, ABRIES 4 BARZMIAN, R&HA
Launcher [*] onCreate J57:m, X B Launcher 5528 T 230,

2.4.3 Launcher

Launcher 52% )82l le MR 200 T1E, 1B AR B B R AT ERR, X 5N AR
FIRABRTRBE, MHARFERERHPEAMHRFHOAD, HEERNELE TR
Launcher & 4n{af .7 b AR 5 B BRI,

FA19E M Launcher [ onCreate ik AT, REGAITFIR:

packages/apps/Launcher3/src/com/android/launcher3/Launcher.java

@verride
protected voi d onCreate(Bundl e savedl nstanceState) {

Launcher AppSt ate app = Launcher AppSt at e. getlnstance();//1
nDevi ceProfil e = get Resources().get Configuration().orientation

== Configuration. ORI ENTATI ON_LANDSCAPE ?

app. get I nvari ant Devi ceProfil e().landscapeProfile

app. get I nvari ant Devi ceProfile().portraitProfile;

nBharedPrefs = Wilities.getPrefs(this);
m sSaf eMbdeEnabl ed = get PackageManager (). i sSaf eMbde();
mvbdel = app. set Launcher(this);//2

i.%”(!nRestoring) {

i f (DI SABLE_SYNCHRONOUS_BI NDI NG_CURRENT_PAGE) {
mivbdel . st art Loader (PagedVi ew. | NVALI D_RESTORE PAGE);//3
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} else {
mvbdel . st art Loader (mM\or kspace. get Rest or ePage() ) ;

}
}
FEFERE 1 Ab3KEL LauncherAppState 1554, fE7ERE 2 AL H &Y setLauncher J5 37
Launcher %% {5 A, LauncherAppState {J setLauncher J5 540 F s

packages/apps/Launcher3/src/com/android/launcher3/LauncherAppState.java

Launcher Model set Launcher (Launcher |auncher) {
get Local Provi der (mCont ext ) . set Launcher Pr ovi der ChangeLi st ener (I auncher);
nmvbdel .initialize(launcher);//1
return mvodel ;

}
EERE 1 4b4s A H LauncherModel | initialize 757

packages/apps/Launcher3/src/com/android/launcher3/LauncherModel.java

public void initialize(Callbacks callbacks) {
synchroni zed (nLock) {
unbi ndl t em nf o0sAndd ear QueuedBi ndRunnabl es() ;
nCal | backs = new WeakRef er ence<Cal | backs>( cal | backs);

}

£ initialize 75 & H &4 Callbacks, k(% AU Launcher, E3ER—A555 X4,
DRl L 347175 1 mCallbacks 2% B 1k AL 525 B 55 5 | I % ) Launcher, iX/> mCallbacks®)
Jam&HEE,

F[E1%] Launcher fY onCreate 7512, {E{ERE 3 4biH T LauncherModel | startLoader J5
%, WFPIR:

packages/apps/Launcher3/src/com/android/launcher3/LauncherModel.java

117 7 AN EfEHE 442 Handl er Thread &4
@hunk static final Handl erThread sWrker Thread = new Handl er Thread("| auncher -
| oader");//1
static {
sWor ker Thread. start();

}
@hunk static final Handl er sworker = newHandl er (sWr ker Thr ead. get Looper ());//2
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public void startLoader(bool ean i sLaunching, int synchronousBi ndPage) {
synchroni zed (nmLock) {
i f (DEBUG LQADERS) {
Log. d(TAG "startLoader isLaunching=" + isLaunching);
}
nDef er r edBi ndRunnabl es. cl ear () ;
if (nCallbacks !'= null & ntCallbacks.get() !'= null) {
i sLaunchi ng = i sLaunching || stopLoaderLocked();
nLoader Task = new Loader Task( mApp, isLaunching);//3
i f (synchronousBi ndPage > -1 & mAl | AppsLoaded && m\\r kspacelLoaded) {
nLoader Task. r unBi ndSynchr onousPage( synchr onousBi ndPage) ;
} else {
sWor ker Thread. set Priority(Thread. NORM PRI ORI TY) ;
sWor ker . post (nLoader Task) ;//4

}

FEEFR VAL T B 11 B IBFR £ 4% HandlerThread %t 42 , £ B8 2 4L 8117 T Handler,
F-H % A HandlerThread #J Looper, X H Hander FY{E At 2 7] HandlerThread % i%{H B .
TEVERE 3 AbOIE LoaderTask, 7EVERE 4 A% LoaderTask 34 1% %4 HandlerThread,

LoaderTask 4¢SCHL T Runnable £ 11, 24 LoaderTask Frfiik f7H 8 AL BN, W25 IR M
‘B9 run 757, LoaderTask x& LauncherModel FYNE, ARRDAN T A R

packages/apps/Launcher3/src/com/android/launcher3/LauncherModel.java

private class Loader Task inpl enents Runnabl e {

public void run() {
synchroni zed (mLock) {
if (nBtopped) {
return;
}
m sLoader TaskRunni ng = true;
}
try {
i f (DEBUG LOADERS) Log.d(TAG "step 1.1: |oading workspace");
m sLoadi ngAndBi ndi ngWr kspace = true;
11 m# THERKAE &
| oadWr kspace();//1
veri f yNot St opped() ;
i f (DEBUG_LQADERS) Log.d(TAG "step 1.2: bind workspace workspace");
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I 4E THERER

bi ndWr kspace( mPageToBi ndFirst);//2

i f (DEBUG LQADERS) Log.d(TAG "step 1 conpleted, wait for idle");
vait Forldle();

veri f yNot St opped() ;

i f (DEBUG _LQADERS) Log.d(TAG "step 2.1: loading all apps");

I R ARCER RGP AETFER

| oadAl | Apps();//3

} catch (Cancell ati onException e) {
} finally {

}...

}...

Launcher A& Fl TVEX (I 0R R R G020 o R P I P AR, B4 TIEX
HRAE FHRAER — R RN, BH nABREAR, B4R n A Bock, S0
TOHE FHR s —A b AR P A B AR . FEERE 1 AbATERE 2 b4y B loadWorkspace
J513:F1 bindWorkspace 75 &k g fngh e TIEX A5 8. . (R 3 &L load AllApps 75 Sk
BARACEZEN AT EL, R TFHR:

packages/apps/Launcher3/src/com/android/launcher3/LauncherModel.java
private void | oadAl | Apps() {

nHandl er. post (new Runnabl e() {
public void run() {
final long bindTinme = Systend ock. uptimeMIlis();
final Callbacks callbacks = tryGetCal |l backs(ol dCal | backs);
if (callbacks !'=null) {
cal | backs. bi ndAl | Appl i cations(added);//1
i f (DEBUG LOADERS) {
Log. d(TAG "bound " + added.size() + " apps in "
+ (SystenC ock.uptineMIlis() - bindTine) + "ns");
}
} else {
Log.i (TAG "not binding apps: no Launcher activity");
}
}
1)

TETERE 1 A48 callbacks fY bindAllApplications 757, M ZBTRIFRIE@ IR 15

57



Android # M E=

5nix /> callbacks SR $51n] Launcher B9, T 1E 3% 156 % Launcher #Y bindAllApplications
Ji ik
packages/apps/Launcher3/src/com/android/launcher3/Launcher.java

public void bindA | Applications(final ArrayList<Applnfo> apps) {
if (waitUntil Resume(nBi ndAl | ApplicationsRunnable, true)) {
mTnpAppsLi st = apps;
return;

}

if (mAppsView!= null) {
mAppsVi ew. set Apps(apps);//1

}

i f (mLauncherCall backs !'= null) {
nLauncher Cal | backs. bi ndAl | Appl i cations(apps);
}
}

FEERE 1 A& A AllAppsContainerView 2RI mAppsView %2 /Y setApps 51, I
BiplE v E BRYF1FE apps {52, AllAppsContainerView [ setApps J5 40 s :

packages/apps/Launcher3/src/com/android/launcher3/allapps/AllAppsContainerView.java
public void set Apps(List<Applnfo> apps) {
MApps. set Apps(apps) ;
}
setApps 5 ik &R E & N HAE BEMYIFE apps & B mApps, X/~ mApps &
Alphabetical AppsList 22 %} 5 . $: %8 FH AllAppsContainerView [Y) onFinishInflate 757
TR

packages/apps/Launcher3/src/com/android/launcher3/allapps/AllAppsContainerView.java

@verride
protected void onFinishinflate() {
super. onFi ni shinfl ate();

mAppsRecycl erView = (Al | AppsRecycl erView) findViewByld(R id.apps_|list_
view;//1

mAppsRecycl er Vi ew. set Apps(mApps);//2

mAppsRecycl er Vi ew. set Layout Manager (mLayout Manager) ;

mAppsRecycl er Vi ew. set Adapt er (mAdapter);//3

}

onFinishInflate 755457 AllAppsContainerView fin#k 52 XML A @A, 3R 14
32 AllAppsRecyclerView FI2KIE 7~ App #113%, FHAETERE 2 ALK LRI mApps & iE 25,
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FEIERE 3 4b7h AllAppsRecyclerView i B Adapter, X IR R B FIRE FFDRAE BIARAI S ek 2%
EoRfERERE L,

#ix 5 Launcher i B4R B~k #2UA I Launcher B8 e st PEARTE T, 2 TR IT 48
Android A5¢HhiRE

2.5 Android & 4t A s

FEAARTRT 4 THINZE, A TTLUEWHb RS Android R4 Rshimfe, XMk L
BEHLLTILAHRS .

1. BEIEIBRURREREI

2R TS 1S R RAD I TE s (EfE7E ROM) JF4aH4T. s | SR+
BootLoader %] RAM, R5H47T.

2. 5|5#2F BootLoader

5158 F BootLoader s {£ Android #1E RGHARIZATHII— A/ MR, BINEZ/EH
ARG OS bkt sk fistT,

3. Linux % E50

YN RS, BB, PR, TRIFIER. Bk, MABERARSIE
BN, BEEIERG ISR initre SO, JRiEZ) init R,

4. init HEIEEED

e EZh B AR S5 . FEH B8 Zygote AR,

5. Zygote #IZB 5N

BI%E Java EIHLIEA Java EHIHLEM INI 5k, GIEARS 4%in Socket, Ja7h
SystemServer JE#2,

6. SystemServer #IZBzN
Jazh Binder Zi#2ith 1 SystemServiceManager, JfH Bzh & FhAGIRS .
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7. Launcher B3

#t SystemServer FH#2 J25HY AMS £ 23 Launcher, Launcher j230)5 255 B3 0 H
A HefE E bR R B A

i LR, 45 Android RGURGNAEEE, ANl 2-4 PR,

Bootloader

Linux Kernel

init

Ogdgiel

Zygote

SystemServer

WindowManagerService ActivityManagerService

PackageManagerService

CameraService

Y
SensorService Launcher

P’ 2-4  Android 25t RENHRER

Skbr b Android RGEAENIRAREILE 2-4 Fhfr L, XHEIURID T TR L TR
ZUT, X Android IR R AU, XEMNEERRB T,

2.6 AFi/hgh

h T EAF B Android RGEURENRE, ARPERIVLES T init HEERZTRE,
Zygote #tfe Fahid fe. SystemServer BEFEALPEIE RN Launcher Fahid #2, X Ledti Ea)
RS RE MR, MAREERERE, FIFASE—-T0T5E, 0
RAERIE g T 20 AT . 50, AREEPT BRI AR SR A R A Bk,
PEon DIIDE- ST e
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MR TR R DT AR

(BT, % 2% Android A4 B F)

5 2 A2 T Android RGEHAENITRAR, ARGURENE, BATELBSCOBE i
Al JEENRY, R B — A BT R B R BRI IZ N AR PR T2 b a8, AT 1ok
SRR RS R, R, 2 MARFER AR, e MRS
shidke”, KT AR AEd . (R Activity Bahid#2) FHES 4 mRITUHF,

3.1 MAR)FIERETIA

AR A R, B ERUEX N AR R TR By AR TR O 2 B E) .
AMS 1t J5 3l b AR Pt SAS AR X A I PR 3 B0 b AR P i B S AL, ARl
K Zygote i FE Bl T BRI FARR b RE . 7E 2.2 i, FRASLETE Zygote Y Java HEZE R
Hr 2l — Server Uil Socket, X/~ Socket FZR%5{F AMS &K Zygote S 6l #7114 oz H
FE Pt . Zygote P it fock [ 5 Gl b P AR b AR , aX AR R b RE st 23 3815 Zygote
BEEELE BB OV AL SE . 244K, 720 FRR b R G o A rp B T AR AL 5 51
4b, BEVE T Binder ZERMFIH BIEIN, X ARSI T1E R PR p 1) B FARR 735k T LA (%
{ F Binder 17 #ERR A A5 DA S AL BRI AL T,
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3.2 MBS AR R E RS

FLTTVR PR QAR BRI B IR L% , i oy iAo UERE, /7 B AMS %%
AN IR FFERR IR, LUK Zygote BRI IR B AR FFIERE.
3.2.1 AMS

XHESE . AMS K% SR80 R FF R R R R B, SRR P R AT
FEANs AT, ANl 3-1 PR,

AMS Process ZygoteProcess ZygoteState

—startProcessLock

tart:

start:

startViaZygote

zygoteSendArgsAndGetResult

|

I

|

|

|

|

|

|

|

|

|

} openZygoteSocketifNeeded
|

|

I connect:
|
I
|
|
|
|
|

Bl 3-1 AMS %3k JEah i RS et R i sk R i B

AMS R AHEL R B AR PR, SR EEIn] Zygote ERR Kk G B FARE 7 BERRAY I
3K, AMS Zdiik i H startProcessLocked 753 a] Zygote #EfR Kk IE K, 40 FFiR:

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java
private final void startProcessLocked(ProcessRecord app, String hostingType,
String hostingNaneStr, String abiOverride, String entryPoint, String[]
entryPoi nt Args) {
try {
try {
final int userld = UserHandl e. get User| d(app. uid);
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Appd obal s. get PackageManager () . checkPackageSt art abl e(app. i nf o.
packageNanme, userld);
} catch (RenoteException e) {
throw e. ret hrowAsRunti neException();
}
1 IRIR B R oy 1 R P A2 B P 1 D
int uid = app.uid;//1
int[] gids = null;
i nt nount External = Zygot e. MOUNT_EXTERNAL_NONE;
if ('app.isolated) {
/**
* 2 xtgi ds #4T0|E AR A
*/
if (ArrayWils.isEnpty(perndds)) {
gids = newint[3];
} else {
gids = newint[pernGds.length + 3];
System arraycopy(perm@ds, O, gids, 3, pernGds.|ength);
}
gi ds[ 0] = User Handl e. get Shar edAppG d( User Handl e. get Appl d(ui d));
gi ds[1] = User Handl e. get CacheAppG d( User Handl e. get Appl d(ui d));
gi ds[2] = UserHandl e. get User G d( User Handl e. get User | d(ui d) ) ;
}

if (entryPoint == null) entryPoint = "android.app.ActivityThread";//3
Trace. traceBegi n(Trace. TRACE_TAG ACTIVI TY_MANAGER, "Start proc: " +
app. pr ocessNane) ;
checkTi me(start Time, "startProcess: asking zygote to start proc");
ProcessStart Result startResult;
i f (hostingType. equal s("webvi ew service")) {
start Result = startWbVi ew ent ryPoi nt,
app. processName, uid, uid, gids, debugFl ags, nountExternal,

app. i nfo. target SdkVer si on, selnfo, requiredAbi, instructionSet,
app.info.databDir, null, entryPointArgs);
} else {
/**
*4 B oh I AR
*/

startResult = Process. start (entryPoint,
app. processNane, uid, uid, gids, debugFlags, mountExternal,
app. i nf o. t arget SdkVer si on, selnfo, requiredAbi, instructionSet,
app.info.databD r, invokeWth, entryPointArgs);
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} catch (RuntinmeException e) {

}
}

FEFRE 1 A2 Q1 b R PR P ID, (R R 2 Ab%HH A4 ID (gids) #4761
HEFRIE ., {E7RE 3 Ab4ani entryPoint 24 null, NIWR{E >4 android.app.ActivityThread, X/~
(B I RR P e eI 2 44 . fETERE 4 ALTRH Process FY start J57%, FFULATTRFIRY
MR H#HAEMR P ID F1IH P H ID gk, F— 44 entryPoint A5 502
android.app.ActivityThread, JGEIZETIAXNEE., 12 FREFH Process |{Y start ik, 2R
@?7‘?“:

frameworks/base/core/java/android/os/Process.java

public static final ProcessStartResult start(final String processd ass,
final String niceNane,
int uid, int gid, int[] gids,
i nt debugFl ags, int nountExternal,
i nt target SdkVersi on,
String selnfo,
String abi,
String instructionSet,
String appDataDir,
String i nvokeWth,
String[] zygoteArgs) {
return zygot eProcess. start (processd ass, niceName, uid, gid, gids,
debugFl ags, nount External, target SdkVersion, selnfo,
abi, instructionSet, appbDataDr, invokeWth, zygoteArgs);
}

1F Process [ start J5:A R T ZygoteProcess [1Y start 5k, H.Ar ZygoteProcess 2
HFIRFES Zygote SHREAVIEEIRE . 1% start 540 TR :

frameworks/base/core/java/android/os/ZygoteProcess.java

public final Process.ProcessStartResult start(final String processd ass,
final String niceNane,
int uid, int gid, int[] gids,
i nt debugFl ags, int nountExternal,
int target SdkVersion,
String selnfo,
String abi,
String instructionSet,
String appDatabDir,
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String i nvokeWt h,
String[] zygoteArgs) {
try {
return startVi aZygot e(processd ass, niceNane, uid, gid, gids,
debugFl ags, nount External, target SdkVersion, selnfo,
abi, instructionSet, appbDataD r, invokeWth, zygoteArgs);
} catch (ZygoteStartFail edEx ex) {
Log. e(LOG TAG
"Starting VM process through Zygote failed");
throw new Runti meExcepti on(

"Starting VM process through Zygote failed", ex);
}
ZygoteProcess 1Y start 7L T startViaZygote J5¢k, W FEs:

frameworks/base/core/java/android/os/ZygoteProcess.java

private Process.ProcessStartResult startViaZygote(final String processd ass,
final StringniceNare, final int uid, final int gid,final int[] gids,int debugFl ags,
i nt mount External,int targetSdkVersion, String selnfo, String abi,

String instructionSet, String appDatabir, String i nvokeWth,

String[] extraArgs)throws ZygoteStartFail edEx {

/**
* 1 flEFIF Bk ar gsFor Zygot e , ¥ SR HEREHY B B 5 SR 77 ar gsFor Zygot e
*/

ArrayLi st<String> argsForZygote = new ArrayList<String>();

ar gsFor Zygot e. add("--runti me-args");

ar gsFor Zygot e. add("--setui d=" + uid);

ar gsFor Zygot e. add( " --setgi d=" + gid);

i f ((debugFl ags & Zygote. DEBUG ENABLE JNI _LOGA NG != 0) {
ar gsFor Zygot e. add(" - - enabl e-j ni -1 oggi ng") ;

}

synchroni zed(nLock) {

return zygot eSendAr gsAndGet Resul t (openzZygot eSocket | f Needed( abi ),
ar gsFor Zygot e) ;

}
TEERE 1 RCGIE T PR 5113 argsForZygote, K s o b R B S8R AE(E
argsForZygote W, J5HERIRIGE A zygoteSendArgsAndGetResult 575, FEEERIE,
zygoteSendArgsAndGetResult 75 7: 05— A2 80b 1M T openZygoteSocketIfNeeded J5:@,

M A2 HE RN R 23250 argsForZygote, zygoteSendArgsAndGetResult
HEW TR
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frameworks/base/core/java/android/os/ZygoteProcess.java

@uar dedBy( " mLock")

private static Process. ProcessStartResult zygoteSendAr gsAndGet Resul t (
ZygoteState zygoteState, Arraylist<String> args)
throws ZygoteStartFail edEx {

try {
int sz = args. size();
for (int i =0; i <sz; i+t {
if (args.get(i).indexO('\n") >=0) {
t hrow new Zygot eSt art Fai | edEx( " enbedded newl i nes not all owed");
}
}

final BufferedWiter witer = zygoteState.witer;
final Datal nputStream input Stream = zygoteState. i nput Stream
witer.wite(lnteger.toString(args.size()));
writer.newkine();
for (int i =0; i <sz; i++) {
String arg = args.get(i);
witer.wite(arg);
writer.newline();
}
writer.flush();
Process. ProcessStart Result result = new Process. ProcessStartResult();
result.pid = inputStreamreadint();
resul t. usi ngWapper = i nput Stream readBool ean();

if (result.pid < 0) {
throw new ZygoteStart Fai |l edEx("fork() failed");
}

return result;

} catch (1 CException ex) {
zygoteState. cl ose();
throw new Zygot eSt art Fai | edEx( ex) ;

}
zygoteSendArgsAndGetResult 5 i f 5 B e Fi b 2 4 F A R 1 6 B 0 23 2 2 B
argsForZygote B A ZygoteState 1, ZygoteState /& ZygoteProcess RN EI, HTFRS
5 Zygote HEEEEEMARE . &5 AR E M IRE O M1MmE ZygoteState H 92 &
openZygoteSocketlfNeeded J5{kiR BIRY, ARLFRA11EE HKFE openZygoteSocketlfNeeded J5 1
T4, AR R
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frameworks/base/core/java/android/os/ZygoteProcess.java

@uar dedBy( " mLock")
privat e Zygot eSt at e openzZygot eSocket | f Needed( String abi ) throws ZygoteStart Fai | edEx {

}

Precondi ti ons. checkSt at e( Thr ead. hol dsLock( nLock), "Zygot eProcess | ock not hel d");

if (primaryZygoteState == null || prinmaryZygoteState.isdosed()) {
try {
/1 5 Zygot e # 2 # 5 Socket ##
primaryZygoteState = Zygot eSt at e. connect (nBocket);//1
} catch (1 CException ioe) {
t hrownewZygot eSt art Fai | edEx(" Error connectingto prinary zygote", ioe);
}
}
|1 %% Zygote AR EM Zygot eSt at e 25 5 2 5h b A2 T H BT EE 0N ABl ITH
if (primaryZygoteState. matches(abi)) {//2
return primaryZygoteState;

}

|1 B RINE, N2ikiEdE Zygot e B R

if (secondaryZygoteState == null || secondaryZygoteState.isd osed()) {
try {

secondaryZygot eSt ate = Zygot eSt at e. connect (mSecondar ySocket);//3
} catch (1 CException ioe) {
t hr ownewZygot eSt art Fai | edEx("Error connectingto secondary zygote", ioe);
}
}
|| %% Zygot e HitE R EHY Zygot eSt at e £ 5 B 5 i JF A2 b A2 i F B oy ABI LT
i f (secondaryZygoteState. matches(abi)) {//4
return secondaryZygot eSt at e;

}
throw new Zygot eSt art Fai | edEx(" Unsupported zygote ABI: " + abi);

£ 2.2 TP EI Zygote BERR 5 Bhid BRI FRATI1S- 0, £ Zygote I main J5 25 6% name
i “zygote” R Server i Socket, {E{ERE 1 A4 ZygoteState B connect J5 755 &4 FRA)
ZYGOTE_SOCKET P4 Socket &t ri%#:, X H ZYGOTE _SOCKET HY{E 4 “zygote”, ik
UV, EER 1 &5 Zygote #fFEH L Socket %4, Jfik |l ZygoteState 27U [Y)
primaryZygoteState *f 42, fE{TR: 2 AbAnf primaryZygoteState 55 f5zh R HFR 7 b FE BT Y
ABI ANPCED, MISS{EERE 3 #bi%4% name %) “zygote secondary” FY Socket, 7F 2.2.2 Fifhifk
Fllit Zygote Wy RBIHIAG 4 Flh, Znt R ARYE init.zygote32 64.rc B¢# init.zygote64 32.rc,
N name 4 “zygote” HYAERIF, name 4 “zygote secondary” [ AFHRE, LR 2
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FACERE 3 ARy BRI B UL AL , 4R R £ Zygote AR [11Y ZygoteState 15 52k v FHER
PRt RERTREHY ABLANICHAL, WIESE Zygote Fifizl, ARAETTERE 4 Ak Zygote HiitizUiR
[l ZygoteState 55 JA 70 I R FF Ut R HY ABL AN T AL, M ZygoteStartFailedEx 54

3.2.2 Zygote

Zygote HICiF R IO 1 FE P BERE IR P B An & 3-2 Foms,

Zygotelnit

Server Zy nnection Runtimelnit

ActivityThread

[———main

runsSelectloo
runOncEH._‘

handleChildProc

pplicationinit:

|
|
I
I
I
|
I
| invokeStaticMain
|

|

|

I
[
I
I
I
|
|
I
I
|
|
———————————— T = —MethodAndArgsCaller— F = = = = == = = = = = ——
I
|
|
I
I
|
|
I
I
I
|

I
I
I
|
mair
I
I
I
I
I
I
I

|

Bl 3-2  Zygote HMiE R QI B R P RER A &

Socket % 2 B B Hf VT B ABI J5 45 iR [nl ZygoteState 2% B 3t 52, AT LE 43 #r
zygoteSendArgsAndGetResult 75 &kt 06 HiERERY B2 % argsForZygote 5 A
ZygoteState H1, XA¥ Zygote BERLhAWE—A BB R R FRER A IE R, FATRF]
Zygotelnit {J main 553, 0 F iR

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

public static void nmain(String argv[]) {

try {
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/1 42— Server 3ty Socket , socket Name th{& 4 “zygote”
zygot eSer ver. regi st er Server Socket (socket Nane) ; //1
if (!enabl eLazyPrel oad) {
boot Ti m ngsTracelLog. t raceBegi n(" Zygot ePrel oad") ;
Event Log. wri t eEvent (LOG_BOOT_PROGRESS PRELQAD START,
SystenC ock. uptineM I lis());
11 FAn g KA IR
pr el oad( boot Ti ni ngsTraceLog);//2
Event Log. wri t eEvent (LOG_BOOT_PROGRESS PRELOAD END,
SystenC ock. uptineM I lis());
boot Ti m ngsTracelLog. traceEnd();
} else {
Zygote.resetN cePriority();
}

if (startSystenBerver) {

/'l B3 Syst enBer ver #42

start Syst enBer ver (abi Li st, socket Nane, zygoteServer);//3
}

Log. i (TAG "Accepting conmand socket connections");
I1 %45 AVB i K
zygot eServer. runSel ect Loop(abi List);//4
zygot eSer ver. cl oseSer ver Socket () ;

} catch (Zygote. Met hodAndArgsCal l er caller) {
caller.run();

} catch (Throwabl e ex) {
Log. e(TAG "Systemzygote died with exception", ex);
zygot eSer ver. cl oseSer ver Socket () ;
t hr ow ex;

}

XEENZRAE 2.2.3 Wip ket (B0 THEAFPREA TN, X EEUF—E. fEER 14
it registerZygoteSocket J5 6l H T —/~ Server umHJ Socket, X/~ name 24 “zygote” HY
Socket K% FF AMS i3k Zygote, LLBIHGHH B A FdbRE, & T AMS JETHAIETI&)
AT 28, AETERE 2 ACTUMBFNGLIR . FETERE 3 AbJR5h SystemServer YEFE, XA RGEHIR
% W2s i SystemServer 2 Bahte sk, B 4 A A ZygoteServer {Y runSelectLoop J5 ik
S AMS ik GUEERR R B FHER , T IRK A ZygoteServer ) runSelectLoop J77%

frameworks/base/core/java/com/android/internal/os/ZygoteServer.java

voi d runSel ect Loop(String abilList) throws Zygote. Met hodAndArgsCal | er {
ArraylLi st<Fil eDescriptor> fds = new ArraylLi st <Fil eDescri ptor>();

69



Android # M E=

ArraylLi st <Zygot eConnecti on> peers = new Arrayli st <Zygot eConnection>();//1
f ds. add( nSer ver Socket . get Fi | eDescriptor());
peers. add(null);

while (true) {
for (int i = pollFds.length - 1; i >=0; --i) {
if ((pollFds[i].revents & POLLIN) == 0) {
conti nue;
}
if (i ==0) {

Zygot eConnecti on newPeer = accept CommandPeer (abi Li st);
peers. add( newPeer) ;
f ds. add( newPeer . get Fi | eDesciptor());
} else {
bool ean done = peers.get(i).runOnce(this);//2
if (done) {
peers.renove(i);
fds. renove(i);

}

ME AMS 1iE RSy, STRRER 2 oS, S5 ATERE 1 ACRIfRES, i
PR 2 IR s A& 1 FH ZygoteConnection [1 runOnce J5 31 AL B 1 R B PR 1 -

frameworks/base/core/java/com/android/internal/os/ZygoteConnection.java

bool ean runOnce(Zygot eServer zygoteServer) throws Zygote. Met hodAndArgsCal l er {
String args[];
Argurrent s parsedArgs = nul | ;
Fi |l eDescriptor[] descriptors;
try {
I 3RBRL AR et AR i B 2h B8
args = readArgunentList();//1
descriptors = nBSocket. get Ancil | aryFil eDescriptors();
} catch (1 CException ex) {
Log. ( TAG "1 CException on conmand socket " + ex.getMessage());
cl oseSocket () ;
return true;

)
try |
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parsedArgs = new Argunents(args);//2

/**

* 3 RIEN AR
*/
pid = Zygot e. f or kAndSpeci al i ze(par sedAr gs. ui d, parsedArgs. gid, parsedArgs.gids,
par sedAr gs. debugFl ags, rlimts, parsedArgs. nount External , parsedArgs. sel nfo,
parsedArgs. ni ceNane, fdsTod ose, fdsTol gnore, parsedArgs.instructionSet,
par sedArgs. appbDataDir);

} catch (ErrnoException ex) {

}
try {
1 SRR E FEATE TR
if (pid==0) {
zygot eSer ver . cl oseSer ver Socket () ;
loUtils.closeQuietly(serverPipeFd);
server Pi peFd = nul | ;
114038 B AR it AR
handl eChi | dPr oc( par sedArgs, descriptors, childPipeFd, newStderr);
return true;
} else {
loUtils.closeQuietly(childPipeFd);
chi | dPi peFd = nul | ;
return handl eParent Proc(pid, descriptors, serverPipeFd, parsedArgs);
}
} finally {
loWils.closeQuietly(childPipeFd);
loWils.closeQuietly(serverPi peFd);
}

FEFERE 1 ALUAN] readArgumentList 75 iR gR B RS P dbfE Y R ah 24, JRAEHRE 2
AbKt readArgumentList J5 1% B 745 B 5 2H args 1355 Arguments 28R [1) parsedArgs *
Guh, fEIERE 3 ACTIT Zygote 19 forkAndSpecialize ik QISR B FIER, 24Ch
parsedArgs H A7 fif A HERE B Zh 28k, IR IEI{E Y pid, forkAndSpecialize J7572; 3= B il it
fork A AR QI —/>F-2ERERY, AR pid Z5 T 0, NGB Y AT fCRDZ $8 s £ 7 768 G iy
TidbfE (O FFEFdERE) v, iXBk 25 IA A handleChildProc 7572 i b8 b FAFE b RE, 40
THiR:

frameworks/base/core/java/com/android/internal/os/ZygoteConnection.java

private void handl eChi |l dProc(Argunents parsedArgs,
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Fil eDescriptor[] descriptors, FileDescriptor pipeFd, PrintStream
newst derr)
throws Zygote. Met hodAndAr gsCal | er {

if (parsedArgs.invokeWth !'=null) {
W apper | nit.execApplication(parsedArgs.invokeWth,
par sedAr gs. ni ceName, par sedAr gs. t ar get SdkVer si on,
VMRunt i me. get Qurrent I nstructionSet (),
pi peFd, parsedArgs. remai ni ngArgs);
} else {
Zygotel nit.zygotel nit(parsedArgs.target SdkVer si on,
par sedAr gs. remai ni ngArgs, null /* classLoader */);

}
handleChildProc J5ikH i T Zygotelnit {Y zygotelnit J57;, Zn N~

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

public static final void zygotelnit(int targetSdkVersion, String[] argv,
O assLoader classLoader) throws Zygote. Met hodAndArgsCal | er {
if (Runtinelnit.DEBUG ({
Slog. d(Runtimelnit. TAG "Runtinelnit: Starting application fromzygote");
}
Trace. traceBegi n( Trace. TRACE _TAG ACTI VI TY_MANAGER, "Zygotelnit");
Runtimel nit.redirectLogStreans();
Runtinelnit.comonlnit();
Zygotelnit.nativeZygotelnit();//1
Runtinelnit.applicationlnit(targetSdkVersion, argv, classLoader);//2

}

FEFRE 1 AL S a0y b AR Pt RE v G Binder £8827th, 1XREAE 3.3 HIE4NIT 28,
FFER: 2 AbJH T Runtimelnit 9 applicationlnit J5 7

frameworks/base/core/java/com/android/internal/os/Runtimelnit.java

protected static void applicationlnit(int targetSdkVersion, String[] argv,
d assLoader cl assLoader)
throws Zygote. Met hodAndAr gsCal | er {

final Argunents args;

try {
args = new Argunents(argv);

} catch (111 egal Argunent Exception ex) {
Sl og. e(TAG ex. get Message());
return;
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}
Trace. traceEnd( Trace. TRACE_TAG ACTI VI TY_MANAGER) ;

i nvokeStaticMai n(args.startd ass, args.startArgs, classlLoader);//1

1£ applicationlnit J5 k2 E1ERE 1 A invokeStaticMain J5i%, FEREERZE, B
— /N2 args.startClass, ‘BAgRYE AT H-LIEFAY 244 android.app.ActivityThread, 2%
kA 147 invokeStaticMain 755, 40 iR

frameworks/base/core/java/com/android/internal/os/Runtimelnit.java

private static voidinvokeStaticMain(StringclassName, String[] argv, d assLoader
cl assLoader)
throws Zygote. Met hodAndAr gsCal | er {
d ass<?> cl;

try {
/1 $4% andr oi d. app. Acti vi t yThread %
cl = dass.forNane(cl assName, true, classlLoader);//1
} catch (d assNot FoundException ex) {
t hrow new Runti meExcepti on(
"M ssing class when invoking static main " + classNaneg,
ex);

}
Met hod m

try {
11 34% Act i vi tyThread & mai n 73
m = cl.get Met hod("mai n", new dass[] { String[].class });//2
} catch (NoSuchMet hodException ex) {
throw new Runti meExcepti on(
"Mssing static main on " + classNane, ex);

}

;[.h.row new Zygot e. Met hodAndArgsCal l er(m argv);//3
}

AIDAEBIEERE 1 Abdid i3k T android.app.ActivityThread 3¢, #2 ToRAEERE 2
ALk T ActivityThread Y main J5i%, F4% main J5 % AiERE 3 A0HY Zygote HifY
MethodAndArgsCaller 2 #53&E ik, fEFEE 3 AbH AY MethodAndArgsCaller 5 4%
# Zygote [y main J5 43K , 2 Fax B MR A T b S AN & B4 U A ActivityThread
[ main J57%, JRERFNAAS 2.3.1 75 Zygote Ab# SystemServer BEREE—HERY, X Rl H F
RIS TERR A I B AR TR R AR T, FF1L ActivityThread fJ main J575F 2k
G HEFERMADLE, THEKRESR Zygotelhitjava B main 75 & 4nfal i 5k
MethodAndArgsCaller S5 /Y, 401 s
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frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

public static void main(String argv[]) {

cl oseServer Socket () ;

} catch (MethodAndArgsCaller caller) {
caller.run();//1

} catch (RuntineException ex) {
Log. e(TAG "Zygote died with exception", ex);
cl oseServer Socket () ;
t hrow ex;

}

LAk ] MethodAndArgsCaller B, whasfE1ERE 1 ALY F MethodAndArgsCaller |
run J57%, MethodAndArgsCaller & Zygote.java [k &N R

frameworks/base/core/java/com/android/internal/os/Zygote.java

public static class MethodAndArgsCal |l er extends Exception
i mpl enents Runnabl e {
private final Method mvethod;
private final String[] nmArgs;
public MethodAndArgsCal | er (Met hod nethod, String[] args) {
mvet hod = net hod;

mArgs = args;
}
public void run() {
try {
mvet hod. i nvoke(nul I, new Cbject[] { mArgs });//1
} catch (111 egal AccessException ex) {
t hr ow new Runti meException(ex);
}
}

}
3B 1 AbHY mMethod 35AY5E A& ActivityThread ) main J57:, 8 T mMethod [ invoke
Fi 5, ActivityThread (1Y) main J5 st S ok sh AV, b AR R A T ActivityThread
B main J5ikvr, UFELXE, RHR PR GIETE R T Histr T HLERAvE P2
ActivityThread,
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3.3 Binder& it BN id

f£ 322 Fivh2£2] T Zygote S RIF O AR Fdtke, Hop A —ANid B AR S
st , £E R AR Fr it e B 1 #e vh 2% JR 3 Binder 5427t F AT 1A Zygotelnit 24 zygotelnit
Jiik, WTFPRUR:

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

public static final void zygotelnit(int targetSdkVersion, String[] argv,
d assLoader cl assLoader) throws Zygote. Met hodAndArgsCal l er {

if (Runtinelnit.DEBUG ({
Slog.d(Runtinelnit. TAG "Runtinelnit: Starting application fromzygote");

}
Trace. traceBegi n( Trace. TRACE_TAG ACTI VI TY_MANAGER, "Zygotelnit");

Runti el nit.redirectLogStreans();

Runti el nit.comonlnit();

Zygotel ni t. nativeZygotelnit();//1
Runtinelnit.applicationlnit(targetSdkVersion, argv, classLoader);

}

FECERE 1 ALSAE8 G B RS et R rh €113 Binder Zefgith, T sk A7 nativeZygotelnit
Ttk

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

private static final native void nativeZygotelnit();

TR HA S nativeZygotelnit = —4~ INI J5 7, ‘BX M A BRI T 42?78 AndroidRuntime.cpp
iy JININativeMethod #tZH A FM 1550 B3 N A% com android internal os Zygotelnit
nativeZygotelnit, #41FBr~:

frameworks/base/core/jni/AndroidRuntime.cpp

const JNI NativeMethod nethods[] = {
{ "nativeZygotelnit", "()V",
(void*) comandroid_internal _os_Zygotelnit_nativeZygotelnit },

b
EKAF com_android_internal os_ Zygotelnit nativeZygotelnit pR%% ;

frameworks/base/core/jni/AndroidRuntime.cpp

static voi d comandroi d_i nternal _os_Zygotel nit_nativezZygotel nit(JN Env* env, jobject
cl azz)

{
gCQur Runti ne->onZygotelnit();

}
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gCurRuntime /& AndroidRuntime 2EIAJF545t, BA&LE AndroidRuntime )& LI 5t B &
I, 40 N

frameworks/base/core/jni/AndroidRuntime.cpp

static Androi dRuntinme* gCurRuntime = NULL;

Andr oi dRunt i me: : Andr oi dRunti ne(char* argBl ockStart, const size_t argBl ockLength) :

nExi t Wt hout d eanup(f al se),
mAr gBl ockSt art (argBl ockStart),
mAr gBl ockLengt h( ar gBl ockLengt h)

.g.;éurRunti nme = this;
}
AppRuntime 47k H AndroidRuntime, AppRuntime &t} 5E 218 AndroidRuntime
#)it BREL, gCurRuntime gk 98 #4610, ‘BHRIAIAYZ AppRuntime, FARA%E AppRuntime
HJ onZygotelnit K%, AppRuntime ££ app_main.cpp H =28, 40 FArs:

frameworks/base/cmds/app_process/app_main.cpp

virtual void onZygotelnit()

{

sp<ProcessState> proc = ProcessState::self();
ALOGV(" App process: starting thread pool.\n");
proc- >start Thr eadPool ();

}
o —174 18 A ProcessState {4 startThreadPool %3k 55 Binder Zxf21h, .

frameworks/native/libs/binder/ProcessState.cpp

void ProcessState::start ThreadPool ()

{
Aut oMut ex _I (mLock);
if (!nThreadPool Started) {//1
mrhr eadPool Started = true;//2
spawnPool edThr ead(t rue);
}
}

% ## Binder 3@ 1Z R EE —/ ProcessState 2%, ‘& H A —/~ mThreadPoolStarted
A3, R FoR Binder 2 fith i & ©. 2 4% B8t , BRINE A false, /£ 45k I H startThreadPool
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KB ER S AETERE 1 AL X AFRiC, MMtk Binder Zifeith At /mah—k, gk

Binder £fEMb R ¥ 230, WIEERBE 2 4% & mThreadPoolStarted A true, F1iH H

spawnPooledThread pfi £k Gl LR Feith Y 28— A0 A, st SRR AL, A0 F PR
frameworks/native/libs/binder/ProcessState.cpp

voi d ProcessStat e: : spawnPool edThr ead( bool i sMain)

{
i f (nThreadPool Started) {
String8 name = makeBi nder Thr eadNane();
ALOGV( " Spawni ng new pool ed thread, name=%\n", name.string());
sp<Thread> t = new Pool Thread(i sMain);
t->run(nane.string());//1
}
}

w[LLE3| Binder £k 24—/~ PoolThread, 7E{ER: 1 4bifEFH PoolThread [ run FHECK 5
B AFILRE . TR AF PoolThread 24 T 1t 4

frameworks/native/libs/binder/ProcessState.cpp

cl ass Pool Thread : public Thread

{

protect ed:
virtual bool threadLoop()
{

| PCThreadSt at e: : sel f () ->j oi nThreadPool (M sMain);//1
return fal se;

}

const bool m sMain;
b
PoolThread 254k 7&K T Thread 2%, fF{3E 1 4L IPCThreadState #Y joinThreadPool (4|
B, B YA AR M 2 Binder IXANAR T H, X AERRATEIEAI AR T Binder &2,
B B A B AR P it Ak S 4 Binder FEREALEAE T, FoAT I ATRZECIE Y AT ZEREAY Binder X}
%, R e ServiceManager Higgh ] LASEE), Binder FEARRALEAE, A 44500 ERE Al
Znfafifid Binder HEATIRAFEHY,
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3.4 I EMSENEDTFE

1 3.2.2 {itp#E2] T Zygote BSCE RO b FHER bR, 384 — it B A il At
2, MR EESOIEEEIEIN, EoERAMMF] Runtimelnit [1) invokeStaticMain
Tk, AR TR

frameworks/base/core/java/com/android/internal/os/Runtimelnit.java

private static voidinvokeStaticMain(String classNane, String[] argv, O asslLoader
cl assLoader)
throws Zygotel nit. Met hodAndAr gsCal | er {
d ass<?> cl;

throw new Zygot el ni t. Met hodAndArgsCal l er(m argv);
}

invokeStaticMain 5y (E 3.2 &, XBEAFER, FEEERE 1T, Sl
—/> MethodAndArgsCaller 55, X/~ &% Zygotelnit BY main JF5iEHsR, 40 F s

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

public static void main(String argv[]) {

try {

} catch (MethodAndArgsCal l er caller) {
caller.run();//1

} catch (RuntineException ex) {
Log. e(TAG "Zygote died w th exception", ex);
cl oseServer Socket () ;
t hrow ex;

}
EFRE 1 b3k 3] MethodAndArgsCaller 253047 caller {Y) run J5:, #0 N As:

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

public static class MethodAndArgsCal | er extends Exception
i npl erents Runnabl e {
private final Method mvethod;
private final String[] nArgs;
public MethodAndArgsCal | er (Met hod nethod, String[] args) {
nmvet hod = net hod;
mArgs = args;
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}
public void run() {
try {
mvet hod. i nvoke(nul |, new Qbject[] { mArgs });//1
} catch (111 egal AccessException ex) {
t hr ow new Runti meExcepti on(ex);
}
t hrow new Runti meExcepti on(ex);
}
}

}

g 3.2.2 F kA 1E %, mMethod FHUEEAE ActivityThread fJ main J57%, mArgs 3509
&b AR PR e s 28, EERE 1 ALTA A ActivityThread {9 main 57, fRRD4N T AR

frameworks/base/core/java/android/app/ActivityThread.java

public static void main(String[] args) {

I 8% £ %42 Looper
Looper . pr epar eMai nLooper();//1
ActivityThread thread = new ActivityThread();//2
thread. attach(fal se);
if (sMainThreadHandl er == null) {//3
I elEEEEHE
sMai nThreadHandl er = thread. getHandler();//4

}
if (false) {
Looper . nyLooper () . set MessagelLoggi ng( new
LogPrinter(Log. DEBUG "ActivityThread"));
}

Trace. traceEnd( Trace. TRACE_TAG ACTI VI TY_MANAGER) ;
/! Looper FF# I 1k

Looper.loop();//5
t hrow new Runti meException("Min thread | oop unexpectedly exited");

}

ActivityThread 2% FIT-45 #1245 b, FARR PP b AR £ R R2 , fETRE 1 AL O ELRARADIHE
13 Looper, fE{EFE 2 A BIEE ActivityThread ., 7R3 8 3 AbF|Wr Handler 2 %Y [y
sMainThreadHandler /& 7 24 null, 4034 null MIZEERE 4 O5KE H kIR (E 24
sMainThreadHandler, X/~ H 24k H Handler, & ActivityThread FypNEES, FTACEFE
SREINHBIEIR, (B8 43, & S BRITESLFIEE e, /38 5 .U Looper [1 loop
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Jiik, {#%+ Looper FFARMCEETH.E .. nILVRW, REUERMARFHERAZh 7RG, wha Gl
—ANHEIEIN, XA TR R AT PPt R v i 3 RRE P al LA (b O B AL B AL

3.5 AR#F/peh

AEMNAEN LA EE, FFRNR T A IR BT an ] G AT
oy B, ARFELLGE 2 BOAHERN, [RIN 3OS 4 FERIER, RE A LR TIEM. {£3.3
A1 3.4 F5 3114221 T Binder AN BB Z A GUEHY, BT BERAZ A Al (5 Y
HETFE, Hh 34N HE, W 4m, F 5 mHILFRIAIE,
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P9 KAL) AR S A2

XBEFEY: % 2F Android RARBF; F 3% pARFHERHITE

FERT TR AP A1 2] T R GeR A shid RN e RE Ry jJahid #e, B ERE B Ehfm
IR R RRE R T, R B Activity, ifi Activity REPURAMZ—, KILAE
BATR R T U KRR TR R . DU R B T K B i iy, B4E Activity |
Service, BroadcastReceiver 1 ContentProvider, ASEE AN/ ZBVYHFLH Y& SLUL Bz dna] &
M, miAE IR A2 BN TR R, Eedn Service Y3 zhid #2, FLARATAIAT, A%
HINZ S TR LRI B AR AR R 2 — . ARNEURTHRENNE (RSN
B R I E R R ah ik B2 ) AAERE, RIS SORME L E ARG Procl, AR SRR A1t
SR PRk 44 200 T RV R R TR R, AR ZA AT N R Android Jnifik &
HIOODNE Z—, TR FNZE IR %4~ Android Znillfk R E = RIIIEM.

AREFRTE AR A ST, fad EimeE, ErREE L8 ke
el isE A S B AT I T B T R R, TR ARSI, B S AR S T R
— TP E, FEEENE, ABRIEIEET Android 8.0, ARFEATYFAIL KA 1 LIET
FEZ 0 Android 7.0 LA K 2 wif FIRR AR A L6 X 5
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4.1 HMActivity) a0l f2

Activity B JRahid By A MR, —F R Activity B SZhid i, 75—l Activity
H R R, R Activity $57002 R HER T R BRI S — A Activity, [RIBAR Activity A S8t
FE— Rt U el CABE AR A I AP I IR hid B2 .l Activity $R092RBR M ARE T B30
F—A Activity Z AN HAh Activity . iX BT 802 R Activity B JEahi B2 , BAIRE @ Activity
Hy B e A B AR, RAEMR Activity BYJEEhIE R —BE 0L T HEAYSEZ B R
fEshid R, EAAHRFMERE L, HE THEE Activity By, HE LS HEMR
Activity (RN FE, B AT25 MR,

R Activity 19 Bz BEELE S 2%, BRI Lok 3 ANER5r ok k, 40 %l Launcher i3k
AMS & #2 . AMS 3| ApplicationThread (1918 FH i £2F1 ActivityThread j5zh Activity,

4.1.1 Launcher AMS

f£ 2.4.3 bkt Launcher JEg) 5400 B <26 AR PR 4E BAR B R B 5 b, X
SE N AR R B AR S sh i Activity FUAE, 2430015 T 5 b AR i et B A
ff, mkZdat Launcher ik AMS 3k E3hi% R FHFEF . Launcher ik AMS fIIs - 4n & 4-1
FiR,

Launcher ‘ Activity ‘ Instrumentation lActivityManager AMS
i
i i
I I
startActivitySafely- H
i
i
i
; startActivity-
i
startActivityForResult
execStartActivity:
startActivity-
—startActivity =

4-1 Launcher ik AMS #JI57
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A R B AR PR B BRI, k25 1R Launcher ) startActivitySafely 757k, 4n
TRR:

packages/apps/Launcher3/src/com/android/launcher3/Launcher.java

public boolean startActivitySafely(Viewv, Intent intent, Itemnfo iten) {

i ntent.addFl ags(Intent.FLAG ACTIVI TY_NEW TASK);//1
if (v!=nul) {
i ntent. set Sour ceBounds( get Vi ewBounds(V));
}
try {
if (WUilities. ATLEAST_MARSHVALLOW
&% (iteminstanceof Shortcutlnfo)
&% (itemitenilype == Favorites.| TEM TYPE_SHORTCUT
|| itemitenType == Favorites.| TEM TYPE DEEP_SHORTCUT)
&% !'((Shortcutinfo) iten.isPromse()) {
start Shortcutlntent Safel y(intent, optsBundle, iten;

} else if (user == null || user.equal s(Process.nyUserHandl e())) {
startActivity(intent, optsBundle);//2
} else {

Launcher AppsConpat . get | nstance(this).start ActivityForProfil e(
i ntent. get Conponent (), user, intent.get SourceBounds(), optsBundle);
}

return true;
} catch (ActivityNot FoundException| SecurityException e) {
Toast . makeText (this, R string.activity_not_found, Toast.LENGIH SHORT).

show() ;

Log. e(TAG "Unable to launch. tag=" + item+ " intent=" + intent, e);

}

return fal se;

}

FEIERE 1 0¥ Flag 584 Intent FLAG_ACTIVITY_NEW_TASKQ®, iXHFEAR Activity
SRRt BBl R 2 &AM startActivity J57%, X4 startActivity J5754E
Activity HSEEL, 40T BR :

frameworks/base/core/java/android/app/Activity.java

@verride
public void startActivity(Intent intent, @wullable Bundle options) {
if (options !'=null) {
startActivityForResult(intent, -1, options);
} else {
startActivityForResult(intent, -1);

}
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1£ startActivity J5ikH 2 startActivityForResult 5, ‘BRIE —/S504-1, Fon
Launcher ASEZEHNE Activity BEhRIEE R, startActivityForResult J53RICRE A0 T s

frameworks/base/core/java/android/app/Activity.java

publicvoidstartActivityForResul t (@RequiresPernissionlntent intent, intrequestCode,
@ul | abl e Bundl e options) {
if (nParent == null) {//1
options = transferSpringboardActivityQtions(options);
Instrunentation. ActivityResult ar =
m nstrunent ation. execStartActivity(
this, nMai nThread. get Appl i cati onThread(), nToken, this,
intent, requestCode, options);

} else {

-
}

HBE 1 AbAY mParent & Activity 2EBURY, R 24 A1 Activity RYAC 2, [RI24 H BitR Activity
PR Bl Sk, Ak, mParent == null {37, 1% 18 H Instrumentation [ execStartActivity
J5tk:, Instrumentation =35 FH 2k Wofss v IR RN RGN H., execStartActivity J5 A ACHD
TR

frameworks/base/core/java/android/app/Instrumentation.java

public ActivityResult execStartActivity(
Context who, |Binder contextThread, |Binder token, Activity target,
Intent intent, int requestCode, Bundle options) {
try {
i ntent.mgrateExtraStreanilod ipData();
i ntent. prepar eToLeaveProcess(who);
int result = ActivityManager. get Service()
.startActivity(whoThread, who.get BasePackageNanme(), intent,
i ntent. resol veTypel f Needed(who. get Cont ent Resol ver()),
token, target != null ? target.nEnbeddedl D : null,
request Code, 0, null, options);
checkStartActivityResult(result, intent);
} catch (Renot eException e) {
throw new Runti meException("Failure fromsystent, e);

}

return null;

}
HSEAA ActivityManager [fY) getService 75753 35EL AMS FURREEN S, #ETHHBH
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startActivity 755k, XHE 5 Android 8.0 2RI Z A LEA[E], Android 8.0 2 Fij&id i
ActivityManagerNative [/ getDefault SkREL AMS AURRFEXRAY, BAEXE LS T
ActivityManager Hfif~/& ActivityManagerNative H1, BT 158 & F ActivityManager [
getService LM T1t 4

frameworks/base/core/java/android/app/ActivityManager.java

public static IActivityManager getService() {
return | ActivityManager Singl eton. get();

}

privatestaticfinal Singleton<lActivityManager>1ActivityManagerSi ngl et on =new
Si ngl et on<l Acti vit yManager >() {
@verride
protected | ActivityManager create() {
final 1B nder b = ServiceManager. get Service(Context.ACTIVITY_
SERVICE); //1
final IActivityManager am= | ActivityManager. Stub. aslnterface(b);//2
return am

b
getService J7iLIH T TActivityManagerSingleton Y get 75k, BB EETE,

TActivityManagerSingleton f&=—/™ Singleton 2%, 7E{ERE 1 AbEF 4% “activity” FY Service
SIH, st IBinder 288Uy AMS 151 H, A EERE 2 B etk IActivityManager
KAV, X ERACRD R AIDL, IActivityManagerjava 25/ AIDL T EL7E ga %
H Zh 4k By, TActivityManager.aidl FJ3C 8% 4 frameworks/base/core/java/android/app/
[ActivityManager.aidl , 22 55 B i #2 [A] 3 15 , Ak %5 & on th 5k & AMS H i ZE 4k ok
TActivityManager.Stub 23 SEELAH R AU 5 Bk /LA T . & Android 8.0 2 FiH- A R H
AIDL, i 3% H T 2{L] AIDL fJiE, H AMS A9fRBEXF 4 ActivityManagerProxy 3 5 AMS
AT R AIEE, Android 8.0 5% T ActivityManagerNative B PR EB2E ActivityManagerProxy,
R B & IActivityManager, ‘B2 AMS EAMAIA T, B3| Instrumentation 25
execStartActivity ik, M LA %0 execStartActivity 5k s & FH & AMS [y
startActivity J51%,

4.1.2 AMS ApplicationThread

Launcher ik AMS J5, fCihZ 552238 A AMS v, 252 AMS F| ApplicationThread
FIRH RS, BT EnE 4-2 o,
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AMS ActivityStarter ActivityStackSupervisor ActivityStack ApplicationThread

—startActivity

startActivityAsUser

i
startActivityMayWait—>gs

startActivityLocked
J
d

startActivity

T

startActivity

T

startActivityUnchecked

i
1
resumeFoc usadStack TopActivityLocked:
resumeTopActivityUnch eckedLocked

resumeTopActivitylnnerLocked
I:star'tSpeclﬁcAcuwtyLocked— I

realStartActivityLocked

i
1
i
i
i
i
]
i
i
]
]
]
i
I‘irealstarmc‘twrty\_ockedﬁ

& 4-2 AMS | ApplicationThread Y18 FH it FERIIT &l

AMS 119 startActivity 5L iR

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

@verride

public final int startActivity(lApplicationThread caller, String callingPackage,
Intent intent, String resol vedType, |Binder resultTo, String resultWo,
int requestCode, int startFlags, Profilerinfo profilerlnfo, Bundle

bQptions) {
return startActivityAsUser(caller, callingPackage, intent, resolvedType,
resul t To, resultWio, requestCode, startFlags, profilerlinfo, bQotions,
User Handl e. get Cal | i ngUser 1 d());

}

1+ AMS |9 startActivity J57:H iR [|] T startActivityAsUser J513;, o] UL & BYL startActivityAsUser
Fii:bb startActivity 75754 T —/4~% %k UserHandle.getCallingUserld(), x4~ L3R5 H
# 1y Userld, AMS HAEX A~ Userld SR fffi e P FHZE HIALPR

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java
@verride
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publicfinal int startActivityAsUser(IApplicationThreadcaller, SringcallingPackage,

Intent intent, String resol vedType, |Binder resultTo, String resultWo,
int request Code, int startFlags, Profilerinfoprofilerlnfo, Bundl e bQpti ons,
int userld) {

1B R & e R SR

enforceNot | sol atedCal | er("startActivity");//1

111 &E A RIR

user | d=nser Control | er. handl el ncom ngUser ( Bi nder . get Cal | i ngPi d(), Bi nder.

getCal lingU d(), userld, false, ALLONFULL_ONLY, "startActivity", null);//2

return mActivityStarter.startActivityMayWait(caller, -1, callingPackage,

intent, resolvedType, null, null, resultTo, resultWo, requestCode,

startFl ags, profilerinfo, null, null, bQptions, false, userld, null, null,

"startActivityAslser");

}

FECERE 1 ALFIT I P ERE R A1 PR B, AR BEPR B MY SecurityException 5,
TERERE 2 AR AR AT AU, ARV A PR AL 25, SecurityException B3, HJF
AT ActivityStarter |9 startActivityLocked J5{:, startActivityLocked J5{:RUZ %0 3ELEL
startActivityAsUser & JL/~, FFEEBEIEBIEE A28 84 TaskRecord, F B2
Activity FRTERIAR: . B e — 28 "startActivity AsUser" {826 B s FE B . startActivityLocked
T3 AR 40 R

frameworks/base/services/core/java/com/android/server/am/ActivityStarter.java

final int startActivityMayWait(1ApplicationThread caller, int callingUd,
String cal lingPackage, Intent intent, String resol vedType,
I Voi cel nt eract i onSessi on voi ceSessi on, |Voi cel nteractor voicel nteractor,
I Binder resultTo, String resultWo, int requestCode, int startFlags,
Profilerinfo profilerlnfo, WaitResult outResult,
Confi guration gl obal Confi g, Bundl e bQpti ons, bool eani gnor eTar get Security,
int userld, IActivityContainer iContainer, TaskRecord inTask,

String reason) {

int res=startActivityLocked(caller, intent, epheneral Intent, resol vedType,
alnfo, rinfo, voiceSession, voicelnteractor,
result To, resultWo, requestCode, callingPid,
cal lingUd, callingPackage, real CallingPid, real CallingUd, startF ags,
options, ignoreTargetSecurity, componentSpecified, outRecord,
cont ai ner, inTask, reason);

return res;
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ActivityStarter /& Android 7.0 FFIMARIZE, BREINE Activity FEHI2E, SWEMRE
2 sk e g anfal ¥ Intent F1 Flags #4460 Activity, Fff% Activity i1 Task DL J Stack #H3¢
ik, ActivityStarter [I¥) startActivityMayWait J5 L8 T startActivityLocked 5, 4R

frameworks/base/services/core/java/com/android/server/am/ActivityStarter.java

int startActivitylLocked(lApplicationThread caller, Intent intent, Intent
epheneral Intent, String resol vedType, Activitylnfo alnfo, Resolvelnfo rlnfo,
| Voi cel nt er acti onSessi on voi ceSessi on, |Voi cel nteractor voicel nteractor,
I Binder resultTo, String resultWo, int requestCode, int callingPid, int
callingU d, String callingPackage, int realCallingPid, int real Callingu d,
int startFlags, ActivityOptions options, boolean ignoreTargetSecurity,
bool ean conponent Specified, ActivityRecord[] outActivity,
ActivityStackSupervisor. ActivityContai ner container, TaskRecord i nTask,
String reason) {
11 ¥ BB RL N E
if (TextWils.isEmpty(reason)) {//1
throw new |11 egal Argunent Exception("Need to specify a reason.");
}
nLast St art Reason = reason;
nLast Start ActivityTinmeMs = SystemcurrentTimeMI1is();
nLast Start ActivityRecord[0] = null;
nLast Start ActivityResult = startActivity(caller, intent, ephenerallntent,
resol vedType, alnfo, rinfo, voiceSession, voicelnteractor, resultTo,
resul t Who, requestCode, callingPid, callingUd, callingPackage,
real CallingPid, realCallingUd, startFlags,
options, ignoreTarget Security, conponent Specified, nLast SartActivityRecord,
cont ai ner, inTask);
if (outActivity !'=null) {
out Activity[0] = nLastStartActivityRecord[O0];

}
return nmLastStartActivityResult;

}

FEFRE 1 AL JRsh B A 2, ansf Sz b Y Tllegal ArgumentException R,
AT startActivity 75, TR

frameworks/base/services/core/java/com/android/server/am/ActivityStarter.java

private int startActivity(lApplicationThread caller, Intent intent, Intent
epheneral I ntent, String resol vedType, Activitylnfo alnfo, Resolvelnfo rlnfo,
| Voi cel nt eract i onSessi on voi ceSessi on, |Voi cel nteractor voicel nteractor,
I Binder resultTo, String resultWo, int requestCode, int callingPid, int
callingUd, StringcallingPackage, int real CallingPid, intreal CallingUd,
int startFlags, ActivityQptions options, bool ean ignoreTargetSecurity,
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bool ean conponent Speci fied, ActivityRecord[] outActivity,
ActivityStackSupervisor. ActivityContainer container,
TaskRecord inTask) {
int err = ActivityManager. START _SUCCESS;
final Bundle verificationBundl e
= options != null ? options.popAppVerificationBundle() : null;
ProcessRecord cal l erApp = nul | ;
if (caller '=null) {//1
/1 %% Launcher #42
cal | er App = nfervi ce. get Recor dFor AppLocked(cal ler);//2
if (callerApp !'=null) {
/1 33 Launcher #£H pi d #nuid
cal lingPid = cal | er App. pi d;
callingU d = call er App.info.uid;
} else {
Slog. (TAG "Unable to find app for caller " + caller
+ " (pid=" + callingPid + ") when starting:
+ intent.toString());
err = ActivityManager. START_PERM SSI ON_DEN ED;

}

1 RIZEBE R Activi ty Bi##i4 % Acti vi t yRecor d
ActivityRecord r = new ActivityRecord(nBervice, callerApp, callingPid,
callingUd, callingPackage, intent, resol vedType, al nfo, nBervice. getd obal
Configuration(),resultRecord, resultWo, requestCode, conponent Specified,
voi ceSession !'= null, nBupervisor, container, options, sourceRecord);
if (outActivity !'=null) {

outActivity[0] =r;//3
}

doPendi ngAct i vi t yLaunchesLocked(f al se);
return startActivity(r, sourceRecord, voiceSession, voicelnteractor,
startFl ags, true, options, inTask, outActivity);//4

}

ActivityStarter [} startActivity 70K, X BAIHER 4 Tl 175 o0 OB ARHD
FEFERE 1 JbI7 TApplicationThread 247U caller & 75 % null, 5x /> caller J& 75 B8 — & %
kY, FRIAIEUAE Launcher Bir /£ B AR P 3E#2HY ApplicationThread X442, fEiER: 2 Abif
F AMS F getRecordForAppLocked J5 53 A& {4 3¢ Launcher £ callerApp ¥4, B
#& ProcessRecord 2RI, ProcessRecord F TR — /™ AR 30 R . [l HEHE, ActivityRecord
HTHEAR—A~ Activity, FRIdE—A> Activity FIFTA (58, B T REIHE ActivityRecord,
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FHTH8 B 22 B 5h Y Activity, HE7EHEBE 3 4bF 61 Y ActivityRecord it [ 25 ActivityRecord[]
AU outActivity, X/~ outActivity 21 RiFBE 4 AbRY startActivity F5iERISEEHE T 3%,
frameworks/base/services/core/java/com/android/server/am/ActivityStarter.java

private int startActivity(final ActivityRecord r, ActivityRecord sourceRecord,
| Voi cel nt eracti onSessi on voi ceSessi on, | Voicelnteractor voicelnteractor,

int startFlags, boolean doResume, ActivityOptions options, TaskRecord
i nTask, ActivityRecord[] outActivity) {

int result = START_CANCELED,
try {
nBer vi ce. MV ndowManager . def er Sur f aceLayout () ;
result =startActivitylhchecked(r, sourceRecord, voi ceSessi on, voi cel nteractor,
start Fl ags, doResume, options, inTask, outActivity);

}

return result;

}
startActivity J5 75 S5 JHH T startActivityUnchecked J57:

frameworks/base/services/core/java/com/android/server/am/ActivityStarter.java

private int startActivityUnchecked(final ActivityRecord r, ActivityRecord
sour ceRecord, |Voicel nteractionSession voi ceSessi on, |Voi cel nteractor

voi celnteractor, int startFl ags, bool ean doResume, ActivityQptions options,
TaskRecord inTask, ActivityRecord[] outActivity) {

if (nBtartActivity.resultTo == null &&% m nTask == null && !mAddi ngToTask

&& (mLaunchFl ags & FLAG ACTIVITY_NEWTASK) !'=0) {//1
newlask = true;

/1 8|31 TaskRecor d
result = set TaskFronReuseOr O eat eNewTask(

taskToAffiliate, preferredLaunchStackld, topStack);//2
} else if (mBourceRecord !'= null) {

result = set TaskFronBour ceRecord();
} else if (mMnTask !'= null) {

result = set TaskFronl nTask();
} else {

set TaskToCur r ent TopOr Cr eat eNewTask() ;
}

i f (nDoResune) {
final ActivityRecord topTaskActivity =

nBtart Activity. get Task().topRunni ngActi vityLocked();
i f (!nirarget Stack. i sFocusabl e()
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|| (topTaskActivity !'= null && topTaskActivity.nTaskOverlay
& nbtartActivity !'= topTaskActivity)) {
} else {
i f (nTarget Sack.isFocusabl e() && ! nBuper vi sor. i sFocusedS ack( nTar get S ack)) {

nTar get St ack. noveToFront ("start ActivityUnchecked");
}

nBuper vi sor . r esumeFocusedSt ackTopAct i vi t yLocked( nTar get St ack,
nBtartActivity, mOptions);//3

}

} else {
nTar get St ack. addRecent Acti vityLocked(nBtart Activity);
}

}

startActivityUnchecked 75 i S5 AL 15 AR A7 BAR S (OB 48, 7ERREE DAL 1A 01,
JEEAR Activity I 23 % Intent fJ Flag 1% & 2 FLAG_ACTIVITY_NEW_TASK, X #7185 1
ROBY SRRt ST, B PUTIER: 2 AbHY setTaskFromReuseOrCreateNewTask 757,
HAER S 01 — A8y TaskRecord, FI oK fi ik — /4> Activity £ 55, it 2 i
setTaskFromReuseOrCreateNewTask J5 % N B2 GIEE—ANHTHY Activity f:554%, Activity /£
SRS —MBRABAIEAY, FEAESAFE, KT Activity [ESHRSIESR 6 HIETNA,
FEIERE 3 W& A ActivityStackSupervisor By resumeFocusedStack TopActivityLocked 75,
WTHR:

frameworks/base/services/core/java/com/android/server/am/ActivityStackSupervisor.java

bool ean resuneFocusedSt ackTopActi vi t yLocked(
ActivityStack target Sack, ActivityRecord target, ActivityQptions target (ptions) {
if (targetStack != null && isFocusedStack(targetStack)) {
return target Stack. resuneTopActi vi t yUncheckedLocked(target, target Qotions);
}
1 RIE B shih Activity Atk iR TR 69 12 4 1% 1H 3k A 89 Act i vi t yRecor d
final ActivityRecord r = nFocusedStack.topRunni ngActivitylLocked();//1
if (r ==null || r.state != RESUMED) {//2
nFocusedSt ack. resumeTopActi vi t yUncheckedLocked(null, null);//3
} else if (r.state == RESUMED) ({
nfFocusedSt ack. execut eAppTransi tion(target Options);
}

return fal se;
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TEERE 1 AL ActivityStack [ topRunningActivityLocked J5 3k BUEE 5309 Activity
FTAEAR AR TR AN 2 A T 1 BRI ActivityRecord, FE7EFRE 2 4k, 4R ActivityRecord Av
Jy null, BEEJBENAY Activity FRAEAE RESUMED CRZ, i AHER 3 AW
ActivityStack )] resumeTopActivityUncheckedLocked J5i:, X1 TBIE: 2z Activity, 18k 2
RO SR HINT R B TR Y, T 1R A F ActivityStack Y resumeTopActivityUncheckedLocked
Fid, WFHR:

frameworks/base/services/core/java/com/android/server/am/ActivityStack.java

bool ean resuneTopActi vityUncheckedLocked(ActivityRecord prev, ActivityQptions
options) {

}

i f (nBtackSupervisor.inResuneTopActivity) {
return fal se;

}

bool ean result = fal se;
try {
nBt ackSuper vi sor. i nResuneTopActivity = true;
result = resumeTopActivitylnnerLocked(prev, options);//1

} finally {
nBt ackSuper vi sor . i nResuneTopActivity = fal se;

}
nst ackSuper vi sor . checkReadyFor Sl eepLocked() ;

return result;

B EA TR 1 b ActivityStack Y resumeTopActivitylnnerLocked J57% .

frameworks/base/services/core/java/com/android/server/am/ActivityStack.java

privat e bool ean resumeTopActi vi tyl nner Locked( Acti vityRecord prev, ActivityQptions
options) {

}

nBt ackSuper vi sor . start Speci fi cActivityLocked(next, true, true);

}
i f (DEBUG_STACK) nftackSupervisor.validateTopActivitiesLocked();

return true;

resumeTopActivitylnnerLocked 75 & R ik # £, AN A FEXEFIWH T
ActivityStackSupervisor [J startSpecificActivityLocked /5B, fRES4n T Fis:

frameworks/base/services/core/java/com/android/server/am/ActivityStackSupervisor.java

voi d start SpecificActivitylLocked(ActivityRecord r,
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11 3RECEK B B by Act i Vi ty B B AE g B A2 JF AR

ProcessRecord app = nBervi ce. get ProcessRecor dLocked(r. processNang,
r.info.applicationinfo.uid, true);//1

r.get Stack(). set LaunchTi me(r);

if (app !'=null && app.thread !'= null) {//2
try {
if ((r.info.flags&Activitylnfo. FLAG MULLTI PROCESS) ==
|| !'"android".equal s(r.info.packageNane)) {
app. addPackage(r. i nf 0. packageNane, r.info. applicati onl nfo. versi onCode,
nBervi ce. nProcessStat s) ;
}
real StartActivitylLocked(r, app, andResune, checkConfig);//3
return;

} catch (RenoteException e) {
Sl og. W( TAG "Exception when starting activity "
+ r.intent.get Conponent().flattenToShortString(), e);
}
}
nBer vi ce. start ProcessLocked(r. processNane, r.info.applicationlnfo, true, O,
"activity", r.intent.getConponent(), false, false, true);

}
FEERE 1 ALSRECENE: BBh Activity FRERD R R FF3ERE, 7ETERR 2 AL B shny
Activity FrfERD B AR P UERRAn R CL258 THITE , mh & VR FITERE 3 AbRY realStartActivityLocked
T51: XA TTERIE — AR R BB Activity BT 7ER b AR P ERERY ProcessRecord,

frameworks/base/services/core/java/com/android/server/am/ActivityStackSupervisor.java

final bool ean real StartActivityLocked(ActivityRecord r, ProcessRecord app,
bool ean andResune, bool ean checkConfig) throws RenoteException {

app. t hread. schedul eLaunchActivity(new Intent(r.intent), r.appToken,
SystemidentityHashCode(r), r.info, new Configuration(nService.
nConfi guration), new Gonfiguration(task. nOverrideConfig), r.conpat,
r. |l aunchedFr onPackage, task.voicelnteractor, app.repProcState,
r.icicle, r.persistentState, results, newntents, !andResung,
ngervi ce. i sNext Transi ti onForward(), profilerlnfo);

return true,;

}

X HEAY app.thread F5AY& IApplicationThread, BHISZEIRE ActivityThread FJpNEEE
ApplicationThread, H:rp ApplicationThread 4k T IApplicationThread.Stub, app ¥5RIZEEA
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HIZE R8N Activity PT{ERIR HERFFERe, DRk, XBORIDIRRI S 2208 B AR R ik
REZh Activity, MATCHLZHHEITIE AMS FrfEfyidtfe (SystemServer #tf2) v, did
ApplicationThread 3¢ 5 v i #2 Fridt f2 47 Binder i {5, #uA)1% 1L, ApplicationThread & AMS
PrfEdERE (SystemServer BEfE) FR AR FHFEAVB BN Z, anEl 4-3 PR,

SystenServerifiz [ TR FriftiE

Activity Thread

AMS = Binderi@{Z | ApplicationThread |

Bl 4-3  AMS 58 R Fr it il s

4.1.3 ActivityThread Activity

Mt 4.1.2 EvaiR, A1smE B a2 st R p st R, kAR
ActivityThread 535l Activity & F2RIN B, 40 4-4 B,

ApplicationThread ActivityThread H Instrumentation Activity

| i
| |
schedu ELaum:hAr:tNltv)I !
’ sendMessage =
| I
i
|
0 handleMessags
|
i
I
1

handleLaunchActivity

I I
I '
1 1
| ' '
i I 1
i ' '
i 1 |
| ' '
i I '
i I '
i I '
i ' '
i 1 1
i I 1
| | i
I | I
callactivityOnCreate . H
3 performCreate .
| I
i ' onCreate
I I
| ! l<4
i i
I 1
| I

B 4-4  ActivityThread Ja3h Activity 1 fERUI &

performLaunchActivity

94



F4F WAL

HERFE ApplicationThread |9 scheduleLaunchActivity J57%, Ht ApplicationThread 42
ActivityThread HJNHESZE, £ 3.2.2 i b AR b i G g S5 is i Rk E R sk 1]
ActivityThread , ‘& 4 B & 24 §r b2 FH F2 /7 dF B2 19 35 £k #2 . ApplicationThread [y
scheduleLaunchActivity 75411~ Fix :

frameworks/base/core/java/android/app/ActivityThread.java

@verride
public final void schedul eLaunchActivity(lntent intent, |Binder token, int
i dent, Activitylnfoinfo, ConfigurationcurConfig, ConfigurationoverrideConfig,
Compatibilitylnfo conpatinfo, String referrer, |Voicelnteractor
voi celnteractor, int procState, Bundle state, Persistabl eBundle
persistent State, List<Resultlnfo> pendingResults, List<Referrerlntent>
pendi ngNewl ntent's, bool ean not Resuned, bool ean i sForward, Profilerinfo
profilerlinfo) {

updat eProcessState(procState, fal se);

ActivityQientRecord r = new ActivitydientRecord();

r.token = token;
r.ident = ident;
r.intent = intent;
r

.referrer = referrer;

updat ePendi ngConfi gurati on(curConfig);
sendMessage( H. LAUNCH ACTIVITY, r);
}

scheduleLaunchActivity 7555 B3 Activity B9 % F 3 Bk ActivityClientRecord ,
sendMessage J5{n] H 28 & 12525505 LAUNCH_ACTIVITY RY{H.E., 7= ActivityClientRecord
it %, sendMessage kA 2 EBE 3, BN sendMessage J57:40 T iR :

frameworks/base/core/java/android/app/ActivityThread.java

private void sendMessage(int what, Chject obj, int argl, int arg2, bool ean async) {

i f (DEBUG_MESSAGES) Sl og. v(
TAG "SCHEDULE " + what + " " + nH codeToString(what)
+": " 4+argl +" /" +o0bj);

Message msg = Message. obtain();

nsg. what = what ;

nsg. obj = obj;

nsg.argl = argl,

nsg.arg2 = argz;

if (async) {
nsg. set Asynchronous(true);

}
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mH. sendMessage( nsg) ;
}

X mH {502 H, ‘B ActivityThread fJNEB2KH4k& B Handler, &5 FAREFidtfE
W RV B B, [0 ApplicationThread & —/~ Binder, ‘B[ FHi2 #1247 /£ Binder
gefgitrp, FrLAX HE S HOG R A ) H R E 2R . H RS 40 N AR

private class H extends Handl er {
public static final int LAUNCH ACTIM TY = 100;
public static final int PAUSE ACTIVITY = 101,

public void handl eMessage( Message nsg) {
i f (DEBUG_MESSAGES) Sl og. v(TAG ">>>handling: " +codeToString(nsg. what));
switch (nmsg. what) {
case LAUNCH ACTIMTY: {
Trace. traceBegi n( Trace. TRACE_TAG ACTIM TY_MANACER, "activityStart");
final ActivitydientRecord r = (ActivitydientRecord) nsg.obj;//1
r. packagel nfo = get Packagel nf oNoCheck(
r.activitylnfo.applicationlnfo, r.compatinfo);//2

handl eLaunchActivity(r, null, "LAUNCH ACTIMTY");//3
Trace. traceEnd( Tr ace. TRACE_TAG ACTI VI TY_MANAGER) ;
} break;

case RELAUNCH ACTIMTY: {
Tr ace. traceBegi n( Trace. TRACE_TAG ACTIVI TY_MVANAGER, "activityRestart");
ActivitydientRecord r = (ActivitydientRecord)nsg.obj;
handl eRel aunchActivity(r);
Trace. traceEnd( Tr ace. TRACE_TAG ACTI VI TY_NMANAGER) ;
} break;

}...

% H [ handleMessage J5#:H %} LAUNCH _ACTIVITY FUALEE, 7EERE 1 AbPifhit
Sk iy msg [ ORR K1 AF B obj # it 24 ActivityClientRecord , 7E 7E B 2 4b i@ it
getPackageInfoNoCheck 7575k 15 LoadedApk ZRAIH IR 2 FFIRIELS ActivityClientRecord FY
Ji% IR 5 packagelnfo, I FHFR bR 2 R 5 Activity I 2E451% Activity Bir@HY APK gt
>k, ifii Loaded Apk i SRR Sy APK SCIRRY , fEFERE 3 ALIA A handleLaunchActivity
i3, AL TR

frameworks/base/core/java/android/app/ActivityThread.java

private void handl eLaunchActivity(ActivitydientRecord r, Intent custonintent,
String reason) {
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W ndowanager d obal .initialize();
11 Bz Activity
Activity a = performLaunchActivity(r, customntent);//1
if (a!=null) {
r.createdConfig = new Configuration(nConfiguration);
report Si zeConfigurations(r);
Bundl e ol dState = r.state;
[1¥% Activity #pRAE % Resune
handl eResuneActivity(r.token, false, r.isForward,

I'r.activity.nFinished & !r.startsNotResuned, r.l|astProcessedSeq,
reason);//2

if (!r.activity.nFinished & r.startsNot Resumed) {
per f or mPauseAct i vityl f Needed(r, reason);
if (r.isPreHoneyconb()) {
r.state = ol dStat e;
}
}

} else {
try {
[0k Activity B3
Act i vi t yManager . get Servi ce()

.finishActivity(r.token, Activity. RESULT _CANCELED, null,
Activity. DONT_FI NI SH TASK W TH_ACTIVI TY) ;
} catch (Renot eException ex) {

throw ex. ret hr owFr onByst enBer ver () ;
}

}

HRE 1 AR performLaunchActivity J5ik sk Bz Activity , 3B 2 AbR9fCRD Sk
Activity FRIR IR E ) Resume, 415:i% Activity & null M255@ 20 AMS {211 B23h Activity,
THRAEFE performLaunchActivity J5i: T4

frameworks/base/core/java/android/app/ActivityThread.java
private Activity perfornLaunchActivity(ActivityQientRecord r, Intent custonmintent) {
1133 Activitylnfo 2
Activitylnfo alnfo = r.activitylnfo;//1
if (r.packagelnfo == null) {
11 FRECAPK B33k 2 Loaded Apk
r. packagel nfo = get Packagel nfo(al nfo. applicationlnfo, r.conpatlnfo,
Cont ext . CONTEXT_| NCLUDE_CQDE) ; // 2
}
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Conponent Narre conponent = r.intent. get Corponent ();//3

I RIZE RS Activity By BT X%
Cont ext | npl appCont ext = creat eBaseCont ext ForActivity(r);//4
Activity activity = null;
try {

java.l ang. d assLoader cl = appContext.getd assLoader();

11 2 m# BRI B Act i vity By 5L4]

activity = ninstrunentation. newActi vity(

cl, component. getd assNane(), r.intent);//5

} catch (Exception e) {

}
try {
/| R# Appl i cation

Appl i cation app =r. packagel nf o. makeAppl i cation(fal se, minstrunentation);//6
if (activity !I'=null) {
i
*7 et Activity
*/
activity.attach(appContext, this, getlnstrumentation(), r.token,
r.ident, app, r.intent, r.activitylnfo, title, r.parent, r.enbeddedl D,

r.last NonConfi gurationl nstances, config, r.referrer, r.voicelnteractor,
wi ndow, r.configCallback );

if (r.isPersistable()) {
m nstrunentation.call ActivityOnCreate(activity, r.state,
r.persistentState);//8

} else {
m nstrunentation. call ActivityOnCreate(activity, r.state);

}
}

r.paused = true;
mActivities.put(r.token, r);

} catch (SuperNot Cal | edException e) {
throw e;

} catch (Exception e) {

}
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return activity;
}

HRE 1 AbFSEFREL ActivityInfo, FA-TfEfi#fChELL & AndroidManifes i% & /Y Activity
Receiver i fif5 8., Ebzn Activity ) theme Fl1 launchMode, £E{F8E 2 AbsREL APK SCH=AH
B2 LoadedApk, FEFFE 3 AbFKELZE EZhHY Activity BY ComponentName 2%, 7F
ComponentName FH{RfE T 1% Activity AU FI 4, B 4 ARG ZE 23D Activity
M9 BT ICREE, R S AHHE ComponentName Hrf7fif Y Activity 2844, N as ok Gl
1% Activity FJS2{il, {EB 6 ALK GIE Application, makeApplication J5 7k N #4518 H
Application [)J onCreate 5k, {38 7 AR Activity [y attach J5 L #1441t Activity, {F attach
Ji 3 £ 61 Window %142 (PhoneWindow) F5 Activity 5 & #4750k, R 8 AbIAH
Instrumentation fyJ callActivityOnCreate J5 {3k 23 Activity, 401 Fin:

frameworks/base/core/java/android/app/Instrumentation.java

public void call ActivityOnCreate(Activity activity, Bundle icicle,
Per si stabl eBundl e persistentState) {
prePerfornmCreate(activity);
activity.perfornCreate(icicle, persistentState);//1
post Perfornreate(activity);

}
R 1ALV T Activity /Y performCreate 7573, fRAS4N T FioR:

frameworks/base/core/java/android/app/Activity.java

final void perfornCreate(Bundle icicle, PersistableBundle persistentState) {
rest or eHasCur r ent Per m ssi onRequest (i cicl e);
onCreate(icicle, persistentState);
mActivityTransitionState.readState(icicle);
per f or mOr eat eCommon() ;

}
1+ performCreate 75k H 238 F Activity [ onCreate 5k, 3 H, M Activity 5t 2
)7, BN ARS8 T . AR Activity JEahd B FEEX B, FHRRANDRF IR Activity
JEaht R R AR
414 Activity

M Activity Bzt B &P K 4 N ERE, 4 B Zygote #EFE . Launcher JEFE . AMS Fi
FEEFE (SystemServer #H£2) . . HREFHRE. BNI1ZBIAR AR E 4-5 iR,
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SystemServenfi2 EIFFfEREE
Activity Thread
AMS -4 EHBERRACtivity | ApplicationThread
- L 2 KRB R R e
LigHal Activit
TRAEERRACtivity ET T re——
Launcher#ig Zygoteifd

B 4-5 MR Activity JFahid B i R RIBERE Z A5G &

P 4-5 fE P 4-3 JEatl RdEfT T &2, #5E Launcher BERE ] AMS (R GIEAR Activity,
AMS ZSHIMTAR Activity s b FRR P e AR R B8, ARSI R Zygote
BERE G B R P b RE . SRR PR BB, AMS S5k 61 b AR P R B ah R
Activity, [l 4-5 F2P0% 2 SR AU Socket i@ {5, PP 1 2Pk 4 RAIAYZ Binder {5, &
4-5 AIREFFARAREM, A T EAFRIE, Tmgstx 4 AR FE, ik 4-6 Bk,

LauncherilHi2 AMS Zygu‘ieﬂﬁ FHRiEFHE

I»i% AR AR Activi .
’ EHE RN REREE

5 2 AT S

EFife Fii2 EE L

B imEActivi\ﬁ

Bl 4-6 AR Activity jHzhid Fe th BERE R IR Pl
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ARl Activity R BREA AR ? B2 MAY, AMS FRfESEREAN R
PRt fs, Sehr LFEAR TR Activity i )JEshid #2 (AR Activity i) onCreate i 2 ), # Activity
FRE Activity HofthAz iy IR Z (Lb4n onStart, onResume %) b fRth SRS, X
SEanR AR R S Y, AR BEER T X Se iR RIS RT UL AT RRRS, TR
ARRXEBMAENA T,

4.2 Service At

Service Y5 2l FEFIAR Activity Bt A E O #AEUM AR A, 54 Service Bzt
PP S R3¢ Context HYZNIAAL, X HASCHmARMA S48 Context, T LT3
Context &X{E2E 5 THEAT 23, Service HYJRBhE R 53 AP TR KIHATURE, 252
ContextImpl FI| ActivityManageService BYiE Fi #2F0 ActivityThread JZ5h Service,

4.2.1 Contextimpl AMS

ContextImpl F| AMS [ it BAR Bk, &l 4-7 o,

ContextWrapper Contextimpl lActivityManager AMS

|
i

——startService—= i i i

| | |

i i i

i i i

i i i

| i i

' startServic ] ! !

i i i

i i i

startServiceCommon

startServic

| |
i i
i |
| i
| |
|
| |
| startServic .|
|
|
1
|
| |
| |
| | |
i i |
!

[ 4-7 ContextImpl 2| AMS FJi i #2

32 j27h Service, k14 AR startService 51, ‘B ContextWrapper H <28, D40
FioR
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frameworks/base/core/java/android/content/ContextWrapper.java

public class ContextWapper extends Context {
Cont ext nBase;

@verride
publ i c Component Nane start Service(lntent service) {
return nmBase. start Servi ce(service);

}

}

15 startService J5 7121 | mBase |9 startService J51:, Context 255 mBase %4 E.
RARHIRAT 2 WE? ££ 4.1.3 Tp AT 1YL, ActivityThread J53)) Activity I 218 4n T AL 61
H Activity ) | T 3CHREE

frameworks/base/core/java/android/app/ActivityThread.java

private Activity performaunchActivity(ActivitydientRecord r, Intent customntent) {

Cont ext | npl appCont ext = creat eBaseCont ext For Activity(r);//1
if (activity !'=null) {

activity.attach(appContext, this, getlnstrunmentation(), r.token,
r.ident, app, r.intent, r.activitylnfo, title, r.parent,
r.enbeddedl D, r.|astNonConfi gurationlnstances, config,
r.referrer, r.voicelnteractor, w ndow);

}
return activity;
}

EFERE 1 AbGIEE |30k 4 appContext , FH-{% A Activity f attach J5kd, #f Activity
5 B34 appContext SRR, X4~ E T304 appContext F AR 27 Tl
HERF createBaseContextForActivity J51:, AESan N :

frameworks/base/core/java/android/app/ActivityThread.java
private Contextlnpl createBaseContextForActivity(ActivitydientRecord r) {

Cont ext | npl appContext = Contextlnpl.createActivityContext(
this, r.packagelnfo, r.activitylnfo, r.token, displayld, r.overrideConfig);

return appCont ext ;
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E 34 appContext RYEAZE A ContextImpl, £F Activity Y attach J5 7 H R
ContextImpl i {E 25 ContextWrapper [{J ¥ (348 & mBase, K, g REE 2 1

%, mBase EL{RI5 R AUEEE Contextlmpl, AR2L., FHiZERTF Contextlmpl [ startService
ik, RBATATR:

frameworks/base/core/java/android/app/Contextimpl.java
@verride
publ i ¢ Conponent Nane start Service(lntent service) {
war nl f Cal | i ngFr onByst enProcess();
return start Servi ceCormon(service, mker);

}

pri vat e Conponent Nare st art Servi ceCommon( | ntent servi ce, bool ean requi r eFor eground,
User Handl e user) {

try {
val i dat eServi cel ntent (service);

servi ce. prepar eToLeaveProcess(this);
/**

* 1

*/

Conponent Name cn = Acti vityManager. get Servi ce().start Servi ce(
nvai nThr ead. get Appl i cati onThread(), service,
servi ce. resol veTypel f Needed (get Cont ent Resol ver()),
requi reFor eground, get QpPackageNane(), user.getldentifier());

return cn;
} catch (Renot eException e) {

throw e. ret hr owFr onByst enBer ver () ;
}
}

1E startService J5:H£si% [A] startServiceCommon 51, 7E startServiceCommon J5{%:H
STEERE 1 AL AMS FIfCEE TActivityManager fY startService 757, B HHRIE AMS
HY startService 5k, X —dFRORLE 4.1.1 Tt T, XEAFKR,

4.2.2 ActivityThread Service

ActivityThread 5z} Service [t FFE Zn& 4-8 Fis,
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H Service

ionThread ActivityThread

AMS ‘ it vice:

1 j
| |
|[——startServic - |
staﬂSeMceLocked1
1

startServicelnnerLocked

bringUpServiceLocked

I ]
realStartServicelocked
i
scheduleCreateService> :
I H
H
1 H |
| sendMessag m |
i |
' |
i |
1 |
' handleMessagj
w<-handleCreateService—

& 4-8 ActivityThread J53) Service BT &

BEERN A E AMS 1) startService J5:, 4N TFAR:

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

@verride

publ i ¢ Conmponent Nane start Service(lApplicationThread caller, Intent service,
String resol vedType, bool ean requireForeground, String callingPackage, int
userld) throws Transacti onToolLar geException {

synchroni zed(this) {

final int callingPid = Binder.getCallingPid();

final int callingUd = Binder.getCallingUd();

final long origld = Binder.clearCallingldentity();

Conponent Nane res;

try {

res = nBervices.start Servi ceLocked(cal |l er, service,

resol vedType, callingPid, callingUd,
requi reForeground, callingPackage, userld);//1

} finally {
Bi nder.restoreCal | ingldentity(origld);

}

return res,
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1F85 1 4b7E FH mServices 19 startServiceLocked 75, mServices 12k A2 ActiveServices,
ActiveServices 14 startServiceLocked J5 AR 40 B

frameworks/base/services/core/java/com/android/server/am/ActiveServices.java

Conponent Name start Servi ceLocked(| ApplicationThread caller, Intent service,
String resol vedType,
int callingPid, int callingUd, bool eanfgRequired, StringcallingPackage,
final int userld)
throws Transacti onToolLargeException {

Servi ceLookupResult res =
retrieveServicelLocked(service, resol vedType, callingPackage,
callingPid, callingUd, userld, true, callerFg, false);//1

if (res == null) {
return nul | ;
}
if (res.record == null) {
return new Conmponent Name("!", res.permssion != null
? res.permission : "private to package");
}

ServiceRecord r = res.record;//2

Conponent Nane cnp = st art Servi cel nner Locked( smap, service, r, call erFg, addToStarting);
return cnp;

}

HEB 1 AL A retrieveServiceLocked J5 ik S &= 4 A 5 2 5 service *f b /Y
ServiceRecord, AN+, w418 M PackageManagerService 253k BUZ 5L service X b/ 1
Service 13,8, F3#14E 3 ServiceRecord Hr, H /53 ServiceRecord F3# 4 ServiceLookupResult
&\, Hrf ServiceRecord fTHfiid—/~ Service, Flaibft iy ActivityRecord 25{0], fEiE
e 2 AbaE R 1 AbiR Bl ServiceLookupResult 153 2%k service ¥} AY ServiceRecord, Ff
B AN Z1F B 3 by startServicelnnerLocked J5ikH

frameworks/base/services/core/java/com/android/server/am/ActiveServices.java

Conponent Nane st art Servi cel nner Locked( Ser vi ceMap snap, | ntent service, ServiceRecordr,
bool ean callerFg, boolean addToStarting) throws TransactionToolLarge
Exception {

String error = bringUpServi ceLocked(r, service.getFlags(), callerFg, false,

fal se);
if (error '=null) {
return new Conmponent Nane("!!", error);
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}

return r.nane,

}
1£ startServicelnnerLocked J5 7% 7 i H T bringUpServiceLocked J5v%, 40T Fin:

frameworks/base/services/core/java/com/android/server/am/ActiveServices.java

private String bringUpServiceLocked(ServiceRecord r, int intentFlags, boolean
execl nFg, bool ean whil eRestarting, bool ean perm ssi onsRevi ewRequi r ed)
throws TransactionToolLar geException {

11 33 Servi ce BEAMANIAE FEAT
final String procNane = r.processName;//1
String hostingType = "service";
ProcessRecord app;
if (lisolated) {
app = mAm get ProcessRecor dLocked( procNare, r.applnfo.uid, false);//2
if (DEBUGMJ) Slog.v(TAG MJ, "bringUpServicelLocked: applnfo.uid=" +
r.applnfo.uid + " app=" + app);
|1 4 B354T Servi ce ty i # FHEEE
if (app '=null && app.thread !'=null) {//3
try {

app. addPackage(r . appl nf o. packageNane, r. appl nfo. versi onCode, mAm
nProcessStats);

/1 B3 Service
real Start Servi ceLocked(r, app, execlnFg);//4
return null;
} catch (TransactionToolLar geException e) {
throw e;
} catch (RenoteException e) {
Sl og. W TAG "Exception when starting service " + r.shortName, e);
}
}

} else {
app = r.isol atedProc;
if (WebVi ewZygote. i sMiltiprocessEnabl ed()
&& r. servi cel nf 0. packageNane. equal s( V¢bVi ewZygot e. get PackageNane())) {
hosti ngType = "webvi ew_service";
}
}
/] 408 5R3E4T Servi ce Wi R F BB A B
if (app == null && !perni ssionsRevi ewRequired) {//5
11 Rz 5 2 Fr a2
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if ((app=mAm startProcessLocked(procNane, r.applnfo, true, intentFl ags,
hosti ngType, r.nane, false, isolated, false)) == null) {//6
String msg = "Unable to |aunch app "
+ r. appl nf 0. packageNare + "/"
+ r.applnfo.uid + " for service "
+ r.intent.getlntent() + ": process is bad";
Sl og. W TAG nsQ);
bri ngDownSer vi ceLocked(r);
return nsg;

}
if (isolated) {
r.isolatedProc = app;

}
}

lr.claturn null;

}

iR 1 Ab153 ServiceRecord | processName {E 25 procName, FHrt processName
FkAfiR Service MEZLAEMEA B IBAT, BINE SATERE, AT AT LAfE AndroidManifest
SCH R android:process J&PERFTIF | — A #EEEIZAT Service, fETERE 2 AbfF procName
1 Service {1 uid {5 AF| AMS [ getProcessRecordLocked FHikth, HEGHE—TS
Service *f v [ ProcessRecord 2RI %f 4 app, ProcessRecord == 2 Fl Sk itk i@ 119 b A FR T
RIS B . TEEERE S ALFIWT Service XY app A null GBI HISKiz 1T Service B J IR
FERREAAFAE, WITAHERE 6 AbRY AMS (1) startProcessLocked J5 {334 61 I (1 o7 FA AR
R, RTOEN AR EREEERS 3 BN, XBEATHARAIXE android:process
JEE, BN AR P bR AR AE RGO, FEVERE 3 AL 20 R R 1B AT Service BB FHER 7 A2
GAE, NWIERAERE 4 4:RY realStartServiceLocked J5 3k 27 Service:

frameworks/base/services/core/java/com/android/server/am/ActiveServices.java

private final void real StartServi ceLocked(ServiceRecord r,
ProcessRecord app, bool ean execl nFg) throws RenoteException {

try {
app. t hread. schedul eCreat eServi ce(r, r.servicelnfo,
mAm conpat i bi | i t yl nf oFor PackageLocked(r . servi cel nfo. appl i cati onl nf o),
app.repProcState);
r.postNotification();

created = true;
} catch (Deadbj ect Exception e) {
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Sl og. W TAG "Application dead when creating service " +r);
mAm appDi edLocked( app);
throw e;

} finally {

}

}

1f realStartServiceLocked J5kH i T app.thread /) scheduleCreateService J5ik, Hrh
app.thread #& IApplicationThread 2k &Y [y, ‘& #J 32 Bl & ActivityThread RY PN & 2%
ApplicationThread, ApplicationThread f)J scheduleCreateService J5 {50 Fi7s

frameworks/base/core/java/android/app/ActivityThread.java

public final void schedul eCreateService(lBinder token,
Servicelnfo info, Conpatibilitylnfo conpatlnfo, int processState) {
updat eProcessSt at e(processState, fal se);
OreateServiceData s = new CreateServi cebData();
s.token = token;
s.info = info;
s. conpat I nfo = conpat | nf o;
sendMessage( H. CREATE_SERVI CE, s);

}

scheduleLaunchActivity J5 %% JB2h Service Ry = %f 35 B ActivityClientRecord ,
sendMessage J57k [ H 2k k%2 %05 CREATE SERVICE HJ{H B, , 78 ActivityClientRecord
Bt 2, XA RN 4.1.3 75 ActivityThread J2z7) Activity fyid FEZ 2R, sendMessage
TiEAZAER T, &R sendMessage 7540 T PR :

frameworks/base/core/java/android/app/ActivityThread.java

private void sendMessage(int what, Chject obj, int argl, int arg2, bool ean async) {

i f (DEBUG MESSAGES) Sl og. v(
TAG "SCHEDULE " + what + " " + nH. codeToString(what)
+ " " 4+argl +" [ " +o0bj);

Message msg = Message. obtain();

nmsg. what = what ;

nsg. obj = obj;

nsg.argl = argl,;

nsg. arg2 = argz;

if (async) {
nsg. set Asynchronous(true);

}
mH. sendMessage( nsg) ;
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X B mH 4509 H, ‘E& ActivityThread HYINEZEIF4RK B Handler, & HIEE Friftfe
T RSP EAEE2R , FHE &R H AY handleMessage 757 :

frameworks/base/core/java/android/app/ActivityThread.java

private class H extends Handl er {
public static final int LAUNCH ACTIVITY = 100;
public static final int PAUSE ACTIVITY = 101;

public void handl eMessage( Message nsg) {
i f (DEBUG_MESSAGES) Sl og. v(TAG ">>>handling: " +codeToStri ng(nsg. what));
switch (nmsg. what) {

case CREATE_SERVI CE:
Trace. traceBegi n( Trace. TRACE_TAG_ACTI VI TY_MANAGER,
("serviceCreate: " + String.val ued(nmsg.obj)));
handl eCr eat eSer vi ce( (O eat eSer vi ceDat a) nsg. obj ) ;
Trace. traceEnd( Trace. TRACE_TAG ACTI VI TY_MANAGER) ;
br eak;

}
handleMessage 75 LR BT E2:74 CREATE SERVICE, 4§ handleCreateService
T

frameworks/base/core/java/android/app/ActivityThread.java

private void handl eCreat eServi ce(CreateServiceData data) {
unschedul eGel dler();
I 1 $REE B 55 Ser vi ce #5142 )7 17 LoadedApk
LoadedApk packagel nfo = get Packagel nf oNoCheck(
data.info.applicationlnfo, data.conpatinfo);//1
Service service = null;
try {
1R E w2
java.l ang. d assLoader cl = packagel nfo. get d assLoader();//2
/1 #)# Servi ce Lf
service = (Service) cl.|loadd ass(data.info.nanme).new nstance();//3
} catch (Exception e) {

}
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try {
if (local LOGY) Slog.v(TAG "Creating service " + data.info.name);

/| A# Servi ce By _F T X Cont ext | npl x4

Context I npl context = Contextlnpl.createAppContext(this, packagelnfo);//4

cont ext . set Qut er Cont ext (service);

Application app = packagel nfo. makeApplication(false, mnstrumentation);

I #1414t Ser vi ce

service. attach(context, this, data.info.nane, data.token, app,
ActivityManager. get Service());//5

service.onCreate();//6

nBervi ces. put (dat a. t oken, service);//7

try {
Acti vi t yManager . get Servi ce() . servi ceDoneExecut i ng(

dat a. t oken, SERVI CE_DONE_EXECUTI NG ANON, 0, 0);
} catch (Renot eException e) {
throw e. ret hr owFr onByst enfSer ver () ;

}
} catch (Exception e) {

}

}

TEHRE 1 AbEREUE )23 Service 119 FH A2 1 LoadedApk, LoadedApk A& —/4~ APK 3¢
TR S, fEHRE 2 Absdiid i LoadedApk HY getClassLoader 75 # R ERER IS M# &% . 1%
FEETFE 3 AbMYE CreateServiceData #4277 fif ) Service {5 B, @It Service L], fEiE
B 4 RLOIEE Service [ E T 335 Contextlmpl #4¢, {EiERE 5 Abidiid Service {Y attach J5i%;
Sk#aE1L Service, fE{ERE 6 A1 A Service 1Y onCreate 75, X% Service 2zl T . 1E{E
B 7 Wb 23 Service INAZ ActivityThread ¢ 5745 & mServices A, H A mServices &
ArrayMap £7 , Service Y JRalt Bk UFRIX B, £ T oRFA1°% 2] Service FI4BE L2,

4.3 ServicefJH T

BT LLdE L8 Context |9 startService 3k J52#) Service, W r[LLiE L Context Y
bindService 48 E Service, 47 Service [T FEE Ll B Service Uit FEE Zv—8, HEiYHE
AR E—7 Service 1Y RN, 456 Service 1 RN FE S A AT AR,
KT 4P Service X FAEAIAIR, X BHALUHFE, Service AUgRE it f4 5 AW

Bkt Tk, 40 BilAE Contextlmpl | AMS FYE Fid B2 Fn Service A5 £,
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4.3.1 Contextimpl AMS
ContextImpl F| AMS il i #24ni& 4-9 Fos,

FeAT 1T LA bindService 153K 46 & Service, ‘B fE ContextWrapper FsZEL, D40
FoR

frameworks/base/core/java/android/content/ContextWrapper.java

@verride
publ i ¢ bool ean bi ndService(lntent service, ServiceConnection conn,
int flags) {

return nBase. bi ndServi ce(service, conn, flags);

}

ContextWrapper Contextimpl lActivityManager AMS

] | |
‘ 5 i 3

——bindServic = i 1 |
I 1 | i

i | i

I | |

i | i

i | i

‘ bindService _]' E 3

bindServiceCommon

.
P !

| I bindService ‘ |
| i
I i
| n >I bindService-

I i I
I i

I i

| |

I

I

I

|

I

|

I

& 4-9 Contextlmpl ] AMS [ Fid #2

fE 4.2.1 A 1453%0 mBase HA&5L&451a Contextlmpl [1), $#:#F#&F Contextmpl [
bindService J5: :

frameworks/base/core/java/android/app/Contextimpl.java
@verride
publ i ¢ bool ean bi ndService(lntent service, ServiceConnection conn,
int flags) {
war nl f Cal | i ngFr onSyst enProcess() ;
return bi ndServi ceConmon(service, conn, flags, mVai nThread. get Handl er(),
Process. myUser Handl e()) ;
}

1E bindService FEH, Xik[E T bindServiceCommon A, 40 TR
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frameworks/base/core/java/android/app/Contextimpl.java

privat e bool ean bi ndSer vi ceConmon( | nt ent servi ce, Servi ceConnectionconn, int flags,
Handl er handl er, UserHandl e user) {
| Servi ceConnecti on sd,;
if (conn == null) {
throw new |11 egal Argunent Exception("connection is null");

}
if (nPackagelnfo !'= null) {

sd = nPackagel nf o. get Servi ceD spat cher (conn, getQuterContext(), handler,

flags);//1
} else {
t hrow new Runti meException("Not supported in systemcontext");
}
val i dat eServi cel ntent (service);
try {
/**
* 2
*/
int res = ActivityManager. get Servi ce(). bi ndServi ce( mvai nThr ead.
get Appl i cati onThread(), get Acti vityToken(), service, service.
resol veTypel f Needed( get Cont ent Resol ver()), sd, fl ags, get QpPackageNane(),
user.getldentifier());
if (res <0) {
throw new SecurityExcepti on(
"Not allowed to bind to service " + service);
}

return res = 0;
} catch (RenoteException e) {
t hrow e. r et hr owFr onByst enBer ver () ;
}
}
R 1 AMAA T LoadedApk 25 B4 mPackagelnfo Y getServiceDispatcher 751,
‘B ESEE 2B ServiceConnection #3324 IServiceConnection 25U XF 4 sd, M
IServiceConnection )% 7M1t REAFN'ELEL T Binder #LHI, iXA¥ Service U4t X
Fr TSRS, BB (R0 2 TR IR WL T 2RI ARED, e HH AMS 1) bindService
Tk

4.3.2 Service

AMS 1 bindService 540 T PR«
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frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

public int bindService(lApplicationThread caller, |Binder token, Intent service,
String resol vedType, |ServiceConnection connection, int flags, String
cal l i ngPackage, int userld) throws Transacti onToolLar geException {
enf orceNot | sol at edCal | er (" bi ndService");
if (service != null && service. hasFileDescriptors() == true) {
throw new Il 1 egal Argunent Exception("File descriptors passed in Intent");

if (callingPackage == null) {
throw new |11 egal Argunent Exception("cal | i ngPackage cannot be null");

}
synchroni zed(this) {

return nBervices. bi ndServi ceLocked(cal | er, token, service,
resol vedType, connection, flags, callingPackage, userld);

}

bindService 55525 1E FH ActiveServices 28 %4 mServices [1%) bindServiceLocked
Jiihi:

frameworks/base/services/core/java/com/android/server/am/ActiveServices.java

i nt bindServiceLocked(!ApplicationThread caller, |Binder token, Intent service,
String resol vedType, final | ServiceConnection connection, int flags,
String cal | i ngPackage, final int userld) throws Transacti onToolLar geException {

try {
AppBi ndRecord b = s.retrieveAppBi ndi ngLocked(service, callerApp);//1

if ((flags&Context. Bl ND AUTO CREATE) != 0) {
s.lastActivity = SystenO ock.uptimeMI1is();
11 & 3h Service
if (bringUpServiceLocked(s, service.getFlags(), callerFg, false,
perm ssi onsRevi ewRequired) !'=null) {//2
return O;

}

if (s.app !'= null &% b.intent.received) {//3

try {
c.conn. connect ed(s. name, b.intent.binder, false);//4

} catch (Exception e) {
Sl og. ( TAG "Failure sending service " + s.shortName
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+ " to connection " + c.conn. asBi nder ()
+ " (in" + c.binding.client.processNane + ")", e);
}
if (b.intent.apps.size() == 1 & h.intent.doRebind) {//5
r equest Servi ceBi ndi ngLocked(s, b.intent, callerFg, true);//6

}
} else if (!b.intent.requested) {//7

request Servi ceBi ndi ngLocked(s, b.intent, callerFg, false);//8

}

get Ser vi ceMapLocked(s. user | d). ensureNot St arti ngBackgroundLocked(s);
} finally {

Bi nder.restoreCal lingldentity(origld);
}
return 1,

}

WELXH, A2 BILANE Service AHICHINF QAR XA B T 4D 31 7B i,
TR,

e ServiceRecord: FTfiit—~~ Service,

® ProcessRecord: —/MiFFERIIE B,

e ConnectionRecord: FT4#iA v AR R Service BT I— AT,
AppBindRecord: p 2R B Intent 455€ Service b, 2xi@id AppBindRecord
ke dr Service 5 AR Z MM LE., HANEA M TS ER Service
(ProcessRecord ) . #:45EM) Service (AppBindRecord) . %45 Service [ Intent

(IntentBindRecord) FNfrA S EEEICTHKN{EE (ArraySet<ConnectionRecord>) .
e IntentBindRecord: | THiiA4BE Service Y Intent,

EEBE 1 & H T ServiceRecord HY retrieveAppBindingLocked 75 % 3k 3k 15
AppBindRecord , retrieveAppBindingLocked 75 ¢ A & 6] & IntentBindRecord , F %
IntentBindRecord [ 5% (348 A TIRIE, Je A 1SR 28X A S | 5 5

LE7EBE 2 AbYEH bringUpServiceLocked 757, fE bringUpServiceLocked 757 Ui
realStartServiceLocked 751k, %M ActivityThread ki Service Y onCreate 751k 55h
Service, XML AR T bindService 5k Nl J25) Service, jE7h Service X —id 2 1E 4.2.2 %G
FEgihd, XEAREAR, EERFE 3 4 sapp = null IR Service EL&iaf7, Hf s &
ServiceRecord 255Nt , app A& ProcessRecord 27N 42 . b.intent.received 24 fif bz AR
Frift 2 A EIZP e Service R [ Binder, X AER FREFFUE ARk rTLAE T Binder Sk
IREVELL WY Service IE R0 . 7E1FERE 4 418 c.conn [ connected 51, FHH c.conn
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15 Wy A& IServiceConnection, ‘B HJE &5z A ServiceDispatcher.InnerConnection, H th
ServiceDispatcher & LoadedApk [N, InnerConnection fJ connected 75 7 N4 1 H H
fJ post J5 ik E LA RIRTHE , F HARUC YT R AR P HERRFN Service w5 BERE 1% Ay M),
SRS RN 28X — i o FEVERE 5 Ab Al Y mi B PR 2 5 — 55 Service #E174P
FE, FEH. Service LA AL onUnBind 753, MIFFEA R 6 /oruRid, 7R 7 4k
fn o FRR P EFRAY Client 5 A R 1614872 Service HyiE =R, WIS AR 8 AbryfRaD,
EFE 8 AR 6 ALIIARRL X Ak 5 J5— 1> 2344 rebind 7 false, FRMEEHMPE, %
ERNTEF TR 6 AR requestServiceBindingLocked 75, A an R

frameworks/base/services/core/java/com/android/server/am/ActiveServices.java

private final bool ean request Servi ceBi ndi ngLocked( Servi ceRecord r, IntentB ndRecord i,
bool ean execl nFg, bool ean rebi nd) throws Transacti onToolLar geException {

if (('i.requested || rebind) & i.apps.size() >0) {//1

try {
bunmpSer vi ceExecut i ngLocked(r, execlnFg, "bind");

r.app. forceProcessStat eUpTo( Acti vi t yManager . PROCESS STATE _SERVI CE) ;
r.app.thread. schedul eBi ndService(r, i.intent.getlntent(), rebind,
r.app.repProcState);//2
if (!rebind) {

i.requested = true;

}

i . hasBound = true;
i .doRebind = fal se;
} catch (TransactionToolLar geException e) {

}

return true;
}

HBE 14k irequested Fn 2 h Rk 48 Service fJiE K, M bindServiceLocked J5 ;1Y
R 5 AR KRR, R, lirequested A false, M\ bindServiceLocked J5ikRIERE 5
Rb15-40 rebind 1H 2 true, A4, (li.requested || rebind)J{E 2 true,i.apps.size() > 0 FEnft 4 WE?
Hrh i & IntentBindRecord ZEAIINT4, AMS £ 44/ 46 Service [ Intent 43fid—/>
IntentBindRecord 274, RADAN T Ao :

frameworks/base/services/core/java/com/android/server/am/IntentBindRecord.java

final class IntentBindRecord {
1 ¥ 455€ 8 Servi ce
final ServiceRecord service;
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/1455 Servi ce B | nt ent
final Intent.FilterConparison intent;
11 B 430 | ntent 455 Servi ce #y i f #2732
final ArrayMap<ProcessRecord, AppBi ndRecord> apps
= new ArrayMap<ProcessRecord, AppBindRecord>();//1

}

Bl kA IntentBindRecord 2, A[EAY B R Pt vl B FH IR —> Intent SKZF5E
Service, PRIAEERE | 245 H apps K A7k A FH 24 i Intent ZF5E Service [0 AR P dEEe
i.apps.size() > 0 FK/RF A FH 2470 Intent B Service YRR FHREANEORT 0, FIRE
IF i.apps.size() > 0 f& 75 A ture, FA1E1F] bindServiceLocked 75 :H9{E s 1 4k, ServiceRecord
Y retrieveAppBindingLocked J5v: 40 Bion:

frameworks/base/services/core/java/com/android/server/am/ServiceRecord.java

publ i c AppBi ndRecord retrieveAppBi ndi ngLocked(Intent intent,
ProcessRecord app) {
Intent.FilterConparison filter = new Intent.FilterConparison(intent);
I ntent BindRecord i = bindings.get(filter);
if (i == null) {
i = new IntentBi ndRecord(this, filter);//1
bi ndi ngs. put(filter, i);
}
AppBi ndRecord a = i.apps. get(app);//2
if (al=null) {
return a;

}
a = new AppBi ndRecord(this, i, app);//3

i . apps. put (app, a);
return a;

}

T8 1 4613 T IntentBindRecord, {8 2 4b4R4E ProcessRecord %45 IntentBindRecord
7Ry AppBindRecord, #niR AppBindRecord A& null Gt |, #n5RA null gt A8k 3
RbBIE AppBindRecord, ¥ ProcessRecord {E24 key, AppBindRecord 1E24 value {RfF7E
IntentBindRecord [ apps (i.apps) H', [[%] requestServiceBindingLocked J5 ik iiERE 1 4k,
Zk 4 ServiceRecord [1Y retrieve AppBindingLocked 751, Tl 11550 i.apps.size() > 0 A true, iX
FELSS TR HEERE 2 bRy RAS, rapp.thread HYZHY ) TApplicationThread, ‘BRYSEHL AT E
BEE T, & ActivityThread fyNERZE ApplicationThread, scheduleBindService J5{L4n

Fi7R -
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frameworks/base/core/java/android/app/ActivityThread.java

public final void schedul eBi ndService(lBi nder token, Intent intent,
bool ean rebind, int processState) {
updat eProcessSt at e(processState, false);
Bi ndServi ceData s = new Bi ndServi ceData();
s.token = token;
s.intent = intent;
s.rebind = rebind;
i f (DEBUG_SERVI CE)
Sl og. v(TAG "schedul eBi ndServi ce token=" + token + " intent=" + intent +
" uid=" + Binder.getCallingUd() + " pid=" + Binder.getCallingPid());
sendMessage( H Bl ND_SERVI CE, s);
}

Bk Service {E B 85 5k BindServiceData %14 , BindServiceData [4 %, 5345 & rebind
HI{E A false, JoEISHFEI'E, 5B BindServiceData £ A %] sendMessage J5%H,
sendMessage [] H &i%{H 8., i 14EEAF H 1Y handleMessage J5 .

frameworks/base/core/java/android/app/ActivityThread.java

public void handl eMessage( Message nsg) {
i f (DEBUG_MESSAGES) Sl og. v(TAG ">>>handling: " +codeToString(nsg. what));
switch (nmsg. what) {

case BI ND_SERVI CE:
Trace. traceBegi n( Trace. TRACE_TAG ACTI VI TY_MANACER, "servi ceBind");
handl eBi ndSer vi ce( ( Bi ndSer vi ceDat a) nsg. obj ) ;
Trace. traceEnd( Trace. TRACE_TAG ACTI VI TY_MANAGER) ;
br eak;

}

H fE#: 4 F BIND_SERVICE 27U B, £/ handleMessage 75 7% i 25 1A H
handleBindService 5 :

frameworks/base/core/java/android/app/ActivityThread.java

private voi d handl eBi ndServi ce(Bi ndServi ceData data) {
Service s = nBervices. get(data.token);//1
i f ( DEBUG_SERVI CE)
Sl og. v(TAG "handl eBi ndService s=" + s + " rebind=" + data.rebind);
if (s!=null) {
try {
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data.intent.set Extrasd assLoader (s. get d assLoader ());
dat a. i ntent. prepar eToEnt er Process();

try {
if (!data.rebind) {//2
I Bi nder binder = s.onBind(data.intent);//3
Acti vi t yManager . get Servi ce() . publ i shServi ce(
data.token, data.intent, binder);//4
} else {
s.onRebi nd(data.intent);//5
Acti vi t yManager . get Servi ce() . servi ceDoneExecut i ng(
dat a. t oken, SERVI CE_DONE_EXECUTI NG_ ANON, 0, 0);
}

ensureldit Enabl ed() ;
} catch (RenoteException ex) {
t hr ow ex. r et hr owFr onByst ener ver () ;
}
} catch (Exception e) {
if (!mnstrunentation.onException(s, e)) {
t hrow new Runt i meExcepti on(
"Unable to bind to service " + s
+" with " + data.intent +": " + e.toString(), e);

}

EERE 1 AbSREUEESRE R Service , {FB: 2 Ay BindServiceData 1% 5 7125 & rebind [
(B4 false, iXAES AR 3 /bRy RADSR A Service iy onBind J57%, FiX B Service #b+
PERET . 4R rebind FYE A true 5k £ P HTERE 5 ALHY Service (1Y onRebind J57;, iX—
A5 A RTSCHY bindServiceLocked 75 50UV RE 5 4L, B HIBVEE RIS : A Y mr b AR it
PR —5 Service i#t474p7E, FH. Service LA LE onUnBind 5%, WIZIHH Service
FYJ onRebind /., handleBindService iAW N0, — 1240 E Servive FUIENL, B
— AR EIEN, XEOP AR EE, EEER 4 RS, SKbr EEHH AMS
[] publishService 75, PFEIXHE, JegyHix o rRRSEFE (ANEE Service Fahid
F2), 4k 4-10 Biok,

Bk F AMS [ publishService /5, fRRDAN T Hi <.

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

public void publishService(lBinder token, Intent intent, |Binder service) {
if (intent '=null && intent.hasFileDescriptors() == true) {
throw new ||| egal Argunent Exception("File descriptors passed in Intent");
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}
synchroni zed(this) {

if (!(token instanceof ServiceRecord)) {
throw new |11 egal Argunent Exception("Invalid service token");

}

nBer vi ces. publ i shServi ceLocked(( Servi ceRecord)token, intent, service);

ApplicationThread ActivityThread

AMS ‘ ActiveServices

|

—bindServic H
|

|

'

bindServiceLo:ked%I_‘ i

1

|

i
i
requestServiceBindingLocked

| i 1

r scheduleBindService )I : 1
i 1

sendM essage- !

H H

|

handleMessagy Som

1

i

I

1

I

I

|

' '

I '

| ]

| i I
i o< —handleBindServic :
' '
1 1

I publishServic E E
' I
I 1
| ] |
1 1 I
| ' |
| ' |

& 4-10  Service FY4FE i B R340 4 VA F o< A& 6 7 &

1£ publishService J77LH M T ActiveServices 255U mServices %142 publishServiceLocked
Ttk
frameworks/base/services/core/java/com/android/server/am/ActiveServices.java

voi d publishServi ceLocked(ServiceRecord r, Intent intent, |Binder service) {
final long origld = Binder.clearCallingldentity();

try {

for (int conni=r.connections.size()-1; conni>=0; conni--) {

try {
c. conn. connect ed(r. name, service, false);//1

} catch (Exception e) {
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Slog.  TAG "Failure sending service " + r.nane +
" to connection " + c.conn.asBinder() +
" (in" + c.binding.client.processNane + ")", e);

}
}

servi ceDoneExecut i nglLocked(r, nDestroyi ngServi ces. contains(r), false);

}
} finally {
Bi nder.restoreCal lingldentity(origld);

}
}

FRE L A EAER A EiT, ceconn 35 Ay & IServiceConnection , B &
ServiceConnection ZEAHff 1&35 , i THEu 24 i 1 AR FE RN Service B MERLIH A9 8L,
H & 528 24 ServiceDispatcher.InnerConnection, H:# ServiceDispatcher J& LoadedApk [ 835
%, ServiceDispatcher.InnerConnection [1¥ connected J5 AL 40T B 7«

frameworks/base/core/java/android/app/LoadedApk.java

static final class ServiceDi spatcher {

private static class |InnerConnection extends |ServiceConnection. Stub {
final WakRef er ence<LoadedApk. Servi ceD spat cher> nDi spat cher;
I nner Connect i on( LoadedApk. Servi ceDi spat cher sd) {
nDi spat cher = new WakRef er ence<LoadedApk. Ser vi ceD spat cher >(sd);

}

public void connected(Conmponent Nane nane, |Binder service) throws
Renot eExcepti on {
LoadedApk. Servi ceDi spat cher sd = nDi spat cher. get();
if (sd!=null) {
sd. connect ed(nane, service);//1

}

}
R 1 AR T ServiceDispatcher 2RI sd 314 /) connected J51%, Fhan FRrs:

frameworks/base/core/java/android/app/LoadedApk.java

public void connect ed(Conponent Nane nare, |Binder service, boolean dead) {
if (mActivityThread !'= null) {
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mAct i vi t yThr ead. post (new RunConnecti on(nane, service, 0, dead));//1
} else {
doConnect ed(nane, service, dead);
}
}

R 1 AbTA A Handler 28552 mActivityThread [ post J5{;, mActivityThread =2
br_b4R1AIE H, Bk, @t A H 59 post J572:#F RunConnection %42 i N 2iaf T/E £ 2%
£, RunConnection #& LoadedApk FYNERIE, E AN NI

frameworks/base/core/java/android/app/LoadedApk.java

private final class RunConnection inplements Runnable {
RunConnect i on( Conponent Nane nane, |Bi nder service, int command, bool ean
dead) {
mNane = nane;
nServi ce = servi ce;
nCommand = command;
nmDead = dead;
}
public void run() {
if (mCommand == 0) {
doConnect ed( nNane, nfervice, nDead);
} else if (mCommand == 1) {
doDeat h( nNare, nBervi ce);
}

}
final Conponent Nane nmiNane;

final |Binder nfervice;
final int nCommand;
final bool ean nDead;

}
1+ RunConnection 1 run J5EH B T doConnected J5 7

frameworks/base/core/java/android/app/LoadedApk.java

public void doConnect ed( Conponent Nare nane, |Bi nder service, bool ean dead) {

if (old!=null) {
nConnect i on. onSer vi ceDi sconnect ed( nane) ;

}
if (dead) {
nConnect i on. onBi ndi ngDi ed( nane) ;
}
if (service !=null) {
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nConnect i on. onSer vi ceConnect ed(nane, service);//1
}

EER 1 AEH T ServiceConnection 2R A% 4 mConnection 1% onServiceConnected
Fik, XBAEE PimstEl T ServiceConnection 42 124/ onServiceConnected J5 kS # i
1o ZIk, Service FIGPE I FE I TE M. a4 LRI AU T &, 4niE 4-11
i,

AMS ActiveServices InnerConnection ServiceDispatcher RunConnection ServiceConnection

i
3 3

—puhlishﬁervim>I |
"-publishServicel ocked= 3

I connected "

| I l

i

|

i

|

| 1

| i

| i

| i

|

|

I

I

!
connected |

|

I

|

'

runj
doConnected

1

I

I

I

;

onServiceCo nnmedﬂ

P

'

1

'

'

1

'

'

i

1

B 4-11  Service FI4E i BRI A 20 I ACHD A - I

4.4 ) FEIEM . RIS AR

JREEA KA 2 —, RABETEA Activity &, (& I TIELREE o
A VE TR AR EZEN=ATT PR 6 TARE AR, 2 B FERITENT . Sk Fndi,
RPN TR 3 TEEHIE S, X—TASHIR, e —BWid, BIUGYEATT R
Sl A TR 3 TTHINE .
44.1

T RE R R PR )RR B TN A SRR )RR o S PR
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5y W R ARTEM AN LM, TS TR AR B 2320t i PackageManagerService 3K 5¢ B it
TR, RTRX—EEATAEIE, XRRA A ESEEN, W FEmE 4-12 s,

ContextWrapper Contextimpl | ActivityManager AMS

—registerReceiver—2 |
|
|

regiﬁerkmeiwr1

registerReceiverinternal

I
IiregisterReceiver -
T reginerﬁaeiwrj
i
i
i

Bl 4-12 ) HE O Bh ST R

TR EFM %, FEIHH registerReceiver J5:, T7E ContextWrapper 1528, £
A MR :

frameworks/base/core/java/android/content/ContextWrapper.java

@verride
public Intent registerReceiver(
Br oadcast Recei ver receiver, IntentFilter filter,
String broadcast Perm ssion, Handl er schedul er) {
return nBase. regi st erRecei ver(receiver, filter, broadcast Pernission,
schedul er);

}

X B mBase E{&$5 A5t A& ContextImpl, ContextImpl FJ registerReceiver 57 AR £ &
TG I 25 B registerReceiverInternal J5 7

frameworks/base/core/java/android/app/Contextimpl.java

private Intent registerReceiverlnternal (Broadcast Recei ver receiver, int userld,
IntentFilter filter, String broadcast Perni ssion,
Handl er schedul er, Context context, int flags) {
I I ntent Receiver rd = null;

if (receiver I'=null) {
if (nPackagelnfo !'= null &% context != null) {//1
if (scheduler == null) {
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schedul er = mvai nThr ead. get Handl er () ;
}
rd = nPackagel nf 0. get Recei ver Di spat cher (
receiver, context, scheduler,
nMvai nThr ead. get I nstrunmentation(), true);//2
} else {
if (scheduler == null) {
schedul er = mvai nThr ead. get Handl er () ;
}
rd = new LoadedApk. Recei ver D spat cher (recei ver, context, schedul er,
nul |, true).getllntentReceiver()://3

}
}
try {
final Intent intent = ActivityManager.getService().registerRec eiver
(mVai nThr ead. get Appl i cati onThread(), nBasePackageNane, rd, filter,
br oadcast Perm ssion, userld, flags);//4
if (intent '=null) {
i ntent.set Extrasd assLoader (get O assLoader());
i ntent. prepareToEnt er Process();
}

return intent;
} catch (Renot eException e) {
throw e. ret hr owFr onByst enServer () ;
}
}

R 1 AT an 5 LoadedApk 255U mPackagelnfo A%ET null, FH. context A %
T null 518 AR 2 /bAYACRD, 3@ it mPackagelnfo (1Y getReceiverDispatcher 75 3k B rd %142,
BNIFE TR 3 AL RRD RO rd X5, B 2 AR 3 AbAYRRDHY B AVERE ZE3REL
IIntentReceiver 5% rd %142, IIntentReceiver s&—/™ Binder £ 1, FF) AL H RIS
{&, B LoadedApk.ReceiverDispatcher.InnerReceiver H1=CBl, 40 NErs:

frameworks/base/core/java/android/app/LoadedApk.java

static final class ReceiverDispatcher {
final static class InnerReceiver extends IIntentReceiver.Stub {
final WakRef er ence<LoadedApk. Recei ver Di spat cher> nDi spat cher;
final LoadedApk. Recei verDi spatcher nftrongRef;
I nner Recei ver (LoadedApk. Recei ver Di spat cher rd, bool ean strong) {
nDi spat cher = new WeakRef er ence<LoadedApk. Recei ver D spat cher>(rd);
nBtrongRef = strong ? rd : null;
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}

[01 2 registerReceiverInternal J5 7%, fE{EEE 4 AR T TActivityManager [ registerReceiver
Tk, &AL AMS | registerReceiver J51;, F4F lntentReceiver 2RI rd (i35,
X H 7 DA B {4 A BroadcastReceiver ffijAg{% A IntentReceiver, & B AEM) #F2—4
Pt R, A B IR f5 BhRERY TintentReceiver, registerReceiver 7572 A% FLAK
%, KW AWAE G RATUE, SeRAT registerReceiver J5 kY partl, 41N FiR:

1. registerReceiver 7774/ partl

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

public Intent registerReceiver(lApplicationThread caller, String call erPackage,
I I nt ent Recei ver receiver, IntentFilter filter, Stringpernission, int userld,
int flags) {

ProcessRecord cal l erApp = nul | ;

synchroni zed(this) {
if (caller I'=null) {
cal | er App = get Recor dFor AppLocked(cal ler);//1

Iterator<String> actions = filter.actionslterator();//2
if (actions == null) {
ArrayLi st<String> noAction = new ArrayList<String>(1);
noAction. add(nul l);
actions = noAction.iterator();
}
int[] userlds ={ UserHandl e. USER ALL, UserHandl e. get Userld(callingUd) };
whil e (actions. hasNext()) {
String action = actions. next();
for (int id: userlds) {
ArrayMap<String, ArraylList<Intent>>stickies = nttickyBroadcasts.
get (id);
if (stickies !=null) {
Arraylist<intent> intents = stickies.get(action);
if (intents = null) {
if (stickylntents == null) {
stickylntents = new ArrayLi st<lintent>();

}
stickylntents.addA | (intents);//3
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}

Arraylist<intent> all Sticky = null;
if (stickylntents = null) {
final ContentResol ver resol ver = nContext. get Cont ent Resol ver();
1138 Jfi TR T B R R P 4
for (int i =0, N=stickylntents.size(); i <N i++) {
Intent intent = stickylntents.get(i);
if (instantApp && (intent.getFl ags()
& I ntent. FLAG RECEI VER VI SI BLE_TO | NSTANT_APPS) == 0) {
conti nue;

}

if (filter.match(resolver, intent, true, TAG >= 0) {
if (allSticky == null) {
all Sticky = new ArrayList<intent>();

}
al | Sticky.add(intent);//4

}

TEFRE 1 4biA it getRecordForAppLocked 75 1: 5% ProcessRecord 2 U1 callerApp %42,
BHTHATE R AMS [JEM BB 1 Activity BT /ERY R FHRE P 3ERE . fEVERE 2 AR %
A IntentFilter 2% filter 52 actions 1|3, #R1E actions %1|Z¢F0 userlds (userlds =] LT fig
Sy AR PR uid) £330 B A WOREPET #E 1Y intent, JEAETERE 3 AbfE AF stickylntents Hr, 52
kM stickyIntents Hi#RF| VCELfE ARIZEL filter ARG HEHY intent, EHERE 4 Abffix st
intent f£ A F allSticky Fl|Z 1, Mix Bl ULE R & 7% E AMS iy,

2. registerReceiver 73 7&H] part2
% TR EFE AMS R registerReceiver 5 ikHIRIRNE, A1 THR:

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java
public I ntent registerReceiver(lApplicationThread caller, String callerPackage,
I I ntent Receiver receiver, IntentFilter filter, String permission, int
userld) {
synchroni zed (this) {
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Recei verList rl = nRegisteredReceivers. get(receiver.asBinder());//1
if (rl = null) {
rl = new ReceiverList(this, callerApp, callingPid, callingUd,
userld, receiver);//2
if (rl.app '=null) {
rl.app.receivers.add(rl);

}
}

BroadcastFilter bf = new BroadcastFilter(filter, rl, callerPackage,
permssion, callingUd, userld);//3
rl.add(bf);//4
if (!bf.debugCheck()) {
Sl og. W TAG "==> For Dynam c broadcast");

}
nRecei ver Resol ver. addFi I ter(bf);//5

-ré'-[urn sti cky;

}

RS 1 A3REX ReceiverList 71|32, anS A3 MIEERS 2 b6, ReceiverList 4k7%& H
ArrayList, FRAFfiE #&EWE . EiER 3 LG BroadcastFilter Jf{& A LT G AY
ReceiverList, BroadcastFilter FSeHG AR EMHS T 1200, FREERE 4 Abdt add kA
B ing] ReceiverList A7, fE{ERE 5 4bJ% BroadcastFilter #5 0% IntentResolver kHIHY

mReceiverResolver 1, XFE2Y AMS £ 2 #5058 7] LM mReceiverResolver 2%t o/
BT S T, NS B TN RERY B B,

4.4.2

T RE Sk R RE 45 AP EB 4 KA TR, 40l ContextImpl F] AMS [ H
T FEF1 AMS % BroadcastReceiver B FHiT 2,

4.4.2.1 Contextimpl E AMS BYiE T2

JURERTLAK IR Z R, BT G5l #8) . A7) R e 4%, xBLG
) 3 A BIRYERT #EH RaR B, BRE IO #E Z 8 sendBroadcast J5i%, ‘BIEIAE
£ ContextWrapper FrSZEL, $2IEAR B5E45 H ContextImpl 2] AMS [y i F it BRI 7 &, 4n
&l 4-13 FioR,
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ContextWrapper ‘ Contextimpl |ActivityManager AMS

i
sendEroadcastL

' endBroadcast-

i

i

i

i

i 1

| broadcastintent:

broadcastintent:

|
broadcastintentLocked

& 4-13 Contextlmpl 2| AMS [JiE FH T B2 7 &

Sk F ContextWrapper [ sendBroadcast J5i%, 41 FHi7R:

frameworks/base/core/java/android/content/ContextWrapper.java

@verride
public void sendBroadcast (Intent intent) {
nBase. sendBr oadcast (i ntent);

}
1% K% Contextlmpl H1 [ sendBroadcast 5%, NP

frameworks/base/core/java/android/app/Contextimpl.java

@verride
public void sendBroadcast (Intent intent) {
war nl f Cal | i ngFr onSyst enProcess() ;
String resol vedType = intent.resol veTypel f Needed( get Cont ent Resol ver());
try {
i ntent. prepar eToLeaveProcess(this);
Acti vit yManager . get Servi ce() . broadcast | nt ent (
mMVai nThr ead. get Appl i cati onThread(), intent, resol vedType, null,
Activity. RESULT_CK, null, null, null, AppOpsManager. OP_NONE, nul |,
fal se, false, getUserld());
} catch (RenoteException e) {
throw e. ret hr owFr onByst enBer ver () ;

}

RRBAAHD, Z:1EF AMS [ broadcastIntent J5 7 .
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frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

public final int broadcastIntent(lApplicationThread caller,
Intent intent, String resol vedType, |IntentReceiver resultTo,
int resultCode, String resultData, Bundle resultExtras,
String[] requiredPermssions, int appQp, Bundle bOptions,
bool ean serialized, boolean sticky, int userld) {
enf orceNot | sol at edCal | er ("broadcastIntent");

synchroni zed(this) {

I3 R &A%
intent = verifyBroadcastLocked(intent);;//1
final ProcessRecord callerApp = getRecordFor AppLocked(caller);
final int callingPid = Binder.getCallingPid();
final int callingUd = Binder.getCallingUd();
final long origld = Binder.clearCallingldentity();

/**
* 2
*/
int res = broadcast|ntentLocked(callerApp, callerApp != null ?
cal | er App. i nfo. packageNare : null, intent, resolvedType, resultTo,

resul t Code, resultData, resultExtras,requiredPerm ssions, appOp, bOpti ons,
serialized, sticky,callingPid, callingUd, userld);

Bi nder.restoreCal | i ngldentity(origld);

return res;

}
M 15K AEFBER: 1 ALY verifyBroadcastLocked 757 :

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

final Intent verifyBroadcastLocked(Intent intent) {
if (intent I'= null &% intent.hasFileDescriptors() == true) {//1
thrownew || egal Argurment Exception("File descriptors passedinlintent");
}
int flags = intent.getFlags();//2
if (!nProcessesReady) {
if ((flags& ntent.FLAG RECEI VER REG STERED ONLY_BEFORE BQOOT) !=0) {//3
} else if ((flagsé& ntent. FLAG RECElI VER REA STERED O\LY) == 0) {//4
Sl og. e(TAG "Attenpt tolaunch receivers of broadcast intent " +intent
+ " before boot conpletion");
throw new |Illegal StateException("Cannot broadcast before boot
conpl eted");
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}

return intent;

verifyBroadcastLocked 54T BIGUE) K& G Ak, EERE 1 ALWIE intent 2R Ah
null I HA SCHAGA ST . R 2 Ab3R 1T intent HriY flag, (8 3 W4 R RGEIEAE Rshid B,
W 4R flag 1% %5 FLAG_RECEIVER REGISTERED ONLY BEFORE BOOT(J2z#s s
it Rz sh M R E ) WAL, 4nRAENIEERE 4 JbkIlT4n R flag %A
1% & & FLAG_RECEIVER _REGISTERED ONLY ( Rf5zzh By &) s
H & FRA1H 171 3] broadcastIntent 51, fE{FERE: 2 AbiEH T broadcastIntentLocked /5,
AN B 7

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

final

i nt broadcast | nt ent Locked(ProcessRecord cal | er App,

String cal |l erPackage, Intent intent, String resol vedType,

I I ntent Recei ver resultTo, int resultCode, String resultData,

Bundl e resultExtras, String[] requiredPernissions, int appQp, Bundle
bOpti ons, bool ean ordered, bool ean sticky, int callingPid,

int callingUd, int userld) {

if ((receivers !'=null && receivers.size() > 0)

}

|| resultTo !'= null) {
Br oadcast Queue queue = broadcast QueueForlIntent(intent);
/**
* 1
*/
BroadcastRecord r = new BroadcastRecord(queue, intent, callerApp,
cal | erPackage, cal lingPi d, callingUd, resol vedType, requiredPerm ssi ons,
appQp, brOptions, receivers, resultTo, resultCode, resultData,
resul t Extras, ordered, sticky, false, userld);

bool ean repl aced = repl acePendi ng & queue. r epl aceQr der edBr oadcast Locked(r);
if (!'replaced) {

queue. enqueueCr der edBr oadcast Locked(r);

queue. schedul eBroadcast sLocked();//2

return ActivityManager. BROADCAST SUCCESS;

X HLAENE AR ARRD, R A AR S R s S M R RN A AT ) R
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BCE IR P& A R E A R IR, FRRFIX 451126 A I3 receivers F17

IXHE receivers FIFRAWE TR AR EEWCE T #EMA T 1) .

FEIERE 1 ALal

BroadcastRecord Xt 42 - receivers {25, EFEE 2 48 FH BroadcastQueue [

scheduleBroadcastsLocked 51,

4.4.2.2 AMS % BroadcastReceiver BJiA T 15
AMS %I BroadcastReceiver {iE i FERIINH T E 40 & 4-14 Fis,

BroadcastQueue BroadcastHandler ApplicationThread InnerReceiver ReceiverDispatcher

Args

BroadcastReceiver

scheduleBroadcastslocke,
1handlamessage1
dcast’

processNextBroa

deliverTUREglstered RecerverLUcked

performReceivelocked

1
'
1
'
1
'
'
1
'
i
l ‘ 1
scheduleRegisteredReceiver ' i
i I i
I i i
| i i
i i i
! performReceivs !
H performReceive—g
]
i run
i I
i I
i I

|
|
I
1
I
|
I
LunREce’N
H
'
'
'

:

& 4-14 AMS F| BroadcastReceiver (1918 F it FR I B

BroadcastQueue [1J scheduleBroadcastsLocked 75 i ACEL 41 T BT 7

public void schedul eBroadcast sLocked() {

i f ( DEBUG_BRQADCAST) Sl og. v( TAG BROADCAST, "Schedul e broadcasts [

+ mQueueNanme + "]: current="
+ nBroadcast sSchedul ed);

i f (nBroadcastsSchedul ed) {
return;
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}
nHandl er . sendMessage( nHandl er . obt ai nMessage( BROADCAST _| NTENT_NMSG,
this));//1

nBr oadcast sSchedul ed = true;

}

RS 1 k1] BroadcastHandler 255U mHandler %42 %k 1% T BROADCAST INTENT MSG
RAIH B, 1X/-HE(E BroadcastHandler [1 handleMessage J5 i H i EATACEE, 40 F PR

frameworks/base/services/core/java/com/android/server/am/BroadcastQueue.java

private final class BroadcastHandl er extends Handl er {
publ i ¢ Broadcast Handl er (Looper | ooper) {
super (1 ooper, null, true);

}

@verride
public voi d handl eMessage( Message nsg) {
switch (nmsg. what) {
case BROADCAST | NTENT_MSG {
i f (DEBUG_BRQADCAST) Sl og. v(
TAG BROADCAST, "Recei ved BROADCAST_| NTENT_MBG') ;
pr ocessNext Broadcast (true);
} break;
case BROADCAST_TI MEQUT_MSG {
synchroni zed (nService) {
br oadcast Ti neout Locked(true);

}
} break;

}
1F handleMessage J57:H 8 T processNextBroadcast 51, ik LT & MG T
o BIGEATAC R, B AER ) R R IR ST RN . TS HH processNextBroadcast 757 Hxd
TCF ) HEHIAL B 45«
frameworks/base/services/core/java/com/android/server/am/BroadcastQueue.java

final void processNextBroadcast (bool ean fronMsg) {
if (fromdvsg) {

/1 B 432 7 BROADCAST | NTENT_MBG 2 Aty it &,
nBr oadcast sSchedul ed = false;//1
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|1 3 5 # 4% T 7)) #4 nPar al | el Broadcast s 7%
whi l e (nParall el Broadcasts.size() > 0) {//2
I RBEFT
r = nParal |l el Broadcasts.renmove(0);//3

for (int i=0; i<N i++) {
(bj ect target = r.receivers.get(i);
i f (DEBUG BROADCAST) Sl og. v( TAG_BROADCAST,
"Del i vering non-ordered on [" + nQueueNane + "] to registered "
+ target + " " +7r);
del i ver ToRegi st er edRecei ver Locked(r, (BroadcastFilter)target, fal se,
i);/14
}

MR BroadcastHandler 7572 341 1195015 AU S fromMsg HY{E A true, KRIHLAETRE 1
Kb¥% mBroadcastsScheduled 158 2 flase, ZFEmxtTILHT & #A BROADCAST INTENT_MSG
KA B AR T B 2 4bfY mParallelBroadcasts 41/3¢ F SR A7 JC )5 3% , it while
G344 mParallelBroadcasts 51| H AU TCIT ) #E K IX 456 LA B4 . fEHRE 3 AbgREL
4 —/ mParallelBroadcasts %1% H & fig iy BroadcastRecord 25RUHY r %5 . 1E1ERE 4 4%
XL r MR FR IR R IE LN N I, deliverToRegisteredReceiverLocked J5 1

frameworks/base/services/core/java/com/android/server/am/BroadcastQueue.java

private void deliverToRegi st eredRecei ver Locked( Br oadcast Record r,

BroadcastFilter filter, bool ean ordered, int index) {

try {

i f (DEBUG_BROADCAST_LI GHT) Sl og. i ( TAG_BROADCAST,

"Delivering to " + filter +" : " +7r);
if (filter.receiverList.app != null && filter.receiverlList.app.
i nFul | Backup) {

} else {
per fornRecei veLocked(filter.receiverlList.app,
filter.receiverlList.receiver, new Intent(r.intent), r.resultCode,

r.resultData, r.resultExtras, r.ordered, r.initial Sticky,
r.userld);//1

if (ordered) {
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r.state = Broadcast Record. CALL_DONE_RECEI VE;

}
} catch (Renot eException e) {

}
}

X AR T RE D, X e R 2 FRAS A8 K ik & T 1 B AU BRI
il AR AT, WS HEERE 1 ALRY performReceiveLocked 757 :

frameworks/base/services/core/java/com/android/server/am/BroadcastQueue.java

voi d perfornRecei veLocked(ProcessRecord app, |IntentReceiver receiver,
Intent intent, int resultCode, String data, Bundle extras,
bool ean ordered, bool ean sticky, int sendingUser) throws RenoteException {
if (app !=null) {//1
if (app.thread !'= null) {//2
try {

app. t hread. schedul eRegi st er edRecei ver (receiver, intent, resultCode,
data, extras, ordered, sticky, sendingUser, app.repProcState);//3
} catch (RenoteException ex) {

}
} else {
t hrow new Renot eExcepti on("app.thread must not be null");

}

} else {
recei ver. perfornRecei ve(intent, resultCode, data, extras, ordered,
sticky, sendingUser);

}

FEERE T FNHRE 2 AR RIS FRan i) s (e R o AR P bR A e BAEAE BT,
NIFRATEERE 3 ACAIARD, R I B I e B PR R R4 1, 3X B app.thread
52 ApplicationThread, F%f1k#rE ApplicationThread fJ scheduleRegisteredReceiver J5
%, AR R

frameworks/base/core/java/android/app/ActivityThread.java

public void schedul eRegi st eredRecei ver (|| ntent Recei ver receiver, Intent intent,
int resultCode, String dataStr, Bundl e extras, bool ean ordered,
bool ean sticky, int sendingUser, int processState) throws RenoteException {
updat eProcessSt at e(processState, false);
recei ver. perfornRecei ve(intent, resultCode, dataStr, extras, ordered,
sticky, sendingUser);
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1F scheduleRegisteredReceiver J5y%H i T IntentReceiver &N 4 receiver Y
performReceive 757, IntentReceiver fERTHFEEE, HT/ #EAvsfEndE, BRRMA
sz LoadedApk.ReceiverDispatcher.InnerReceiver, fRES4n i

frameworks/base/core/java/android/app/LoadedApk.java

static final class ReceiverDi spatcher {
final static class InnerReceiver extends IlntentReceiver.Stub {
final WakRef er ence<LoadedApk. Recei ver Di spat cher> nDi spat cher;
final LoadedApk. Recei verDi spatcher nftrongRef;
I nner Recei ver (LoadedApk. Recei ver Di spat cher rd, bool ean strong) {
nDi spat cher = new WakRef er ence<LoadedApk. Recei ver Di spat cher>(rd);
nétrongRef = strong ? rd : null;
}
@verride
public void perfornReceive(lntent intent, int resultCode, String data,
Bundl e extras, bool ean ordered, bool ean sticky, int sendi ngUser) {
final LoadedApk. Recei ver D spat cher rd;
if (intent == null) {
Log. wtf(TAG "Null intent received");
rd = null;
} else {
rd = nDi spat cher.get();
}
if (ActivityThread. DEBUG BROADCAST) {
int seq = intent.getlntExtra("seq", -1);
Sl og.i (ActivityThread. TAG "Receiving broadcast " + intent.
getAction()+ " seq=" + seq + " to " +
(rd !'=null ? rd.nmReceiver : null));

if (rd!=null) {
rd. perfornRecei ve(intent, resultCode, data, extras,
ordered, sticky, sendingUser);//1
} else {

}...

}

IIntentReceiver F1 IActivityManager — 4%, #F{EF T AIDL & szl gE 82 Al 1%,
InnerReceiver 47 [ IIntentReceiver.Stub, & Binder SB{EIIR S #eii, IIntentReceiver NI|&
Binder jB{ZHY% P . InnerReceiver ZEAHIAIACEE, BRIV EMAAICH G2 InnerReceiver,
1F InnerReceiver [1Y) performReceive J5:A0{ER: 1 AbiEH T ReceiverDispatcher 25 %I rd %t
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S W) performReceive 7515, 4N TR

frameworks/base/core/java/android/app/LoadedApk.java

public void perfornReceive(Intent intent, int resultCode, String data,

Bundl e extras, bool ean ordered, bool ean sticky, int sendingUser) {
final Args args = new Args(intent, resultCode, data, extras, ordered,
sticky, sendingUser);//1
if (intent == null) {

Log. wtf(TAG "Null intent received");

} else {
if (ActivityThread. DEBUG BROADCAST) ({
int seq = intent.getlntExtra("seq", -1);
Sl og.i (ActivityThread. TAG "Enqueueing broadcast " + intent.
getAction()+ " seq=" + seq + " to " + nReceiver);

}
}
if (intent == null || !mActivityThread. post(args.getRunnable())) {//2
if (mRegistered &k ordered) {
I ActivityManager nmgr = ActivityManager. get Service();
if (ActivityThread. DEBUG BROADCAST) Sl og.i (ActivityThread. TAG
"Fini shing sync broadcast to " + nReceiver);
ar gs. sendFi ni shed(ngr);
}
}

}

FEERE 1 AL #E 1Y intent Z545 B33k Args X5, fE{HERE 2 401 mActivityThread
[y post HiEHFEN T Args X4, XA~ mActivityThread J&—/~ Handler X%, BFgIAIAY
A H, R 2 ARk FF Args X421 getRunnable J5 {3t H & 1% B L ARAIH B A
FllHr, Args {9 getRunnable 7540 N :

frameworks/base/core/java/android/app/LoadedApk.java

final class Args extends Broadcast Recei ver. Pendi ngResult {

public final Runnabl e getRunnabl e() {
return () ->{
try {

O assLoader cl = nReceiver.getd ass().getd assLoader();
i ntent.set Extrasd assLoader(cl);
i ntent. prepar eToEnt er Process();
set ExtrasC assLoader (cl);
recei ver. set Pendi ngResul t (t hi s);
recei ver.onRecei ve(nContext, intent);//1
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} catch (Exception e) {

}

}

TEERE 1 b3 4T T BroadcastReceiver 2RI receiver X142 [ onReceive J51:, X
MR RCE IR T K53 T intent,

4.5 Content Providerf{J 3 zhd /4

Content Provider fE 4GP R M2 —, BINAESRME, fE@EFIER FHEA L tbrd ot
FRME, FEHTHRENFERERPEDEILE, Content Provider 1Y BBl #2454 M ~58
4y R BEAT U, 43 WAL query J5#:3] AMS AOE FH i B2 A AMS J25h Content Provider [t 2,

4.5.1 query AMS

A T THEf# Content Provider {2 zhit#2, &4E7H—E:{# H Content Provider 4%
i, Z0FHR:

public class ContentProviderActivity extends AppCompat Activity {
private final static String TAG = "Content Provi derActivity";
@verride
protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOr eat e( savedl nstanceState) ;
set Content Vi ew(R | ayout. acti vity_content _provider);
Ui uri = Ui.parse("content://com exanpl e.|iuwangshu. mooncont ent provi de.
GaneProvi der");
Cont ent Val ues nmCont ent Val ues = new Cont ent Val ues();
nmCont ent Val ues. put ("_id", 2);
mCont ent Val ues. put (" nane", " A#At#ER® ol ");
nCont ent Val ues. put ("descri be", " &FFHATEFE");
get Cont ent Resol ver ().insert(uri, nmContentValues);//1

}

1+ ContentProviderActivity &1, IX{1/E GameProvider Fidfi A T —5c50d8, vl WLEAHE
A—GHE, SiE ULfEH] ContentProvider, F5225:1HH getContentResolver 7574, 40 iz :
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frameworks/base/core/Java/android/content/ContextWrapper.java

@verride
publ i ¢ Content Resol ver get Cont ent Resol ver () {

return nBase. get Cont ent Resol ver () ;
}
XHEA mBase R EFZMNMAEINA T, M 2Z& Contextlmpl, Contextlmpl )

getContentResolver J5 {40 Fos
frameworks/base/core/java/android/app/Contextimpl.java

@verride
publ i c Cont ent Resol ver get Cont ent Resol ver () {

return nCont ent Resol ver;
}
getContentResolver ik Hi% [A] T ApplicationContentResolver 2% mContentResolver
4, ApplicationContentResolver #& ContextImpl H & NHEZE, 4k7% B ContentResolver,
‘BAE ContextImpl FA41E J5 3 H g G , iX 156 BH 4 F 11 /] ContentResolver [ insert, query,
update %75 k< 5 5h Content Provider, X HUL query J5iiRiEf 72445, query J51:4E
ApplicationContentResolver [J4 2k ContentResolver 528, FH 3 MNEZE L, &ASHH

AT HY query 7575 -
frameworks/base/core/java/android/content/ContentResolver.java
public final @WullableCursor query(final @RequiresPerm ssion. Read @onNul | Uri uri,
@Wllable String[] projection, @wullable Bundle queryArgs,
@Wl | abl e Cancel | ationSignal cancellationSignal) {

Precondi ti ons. checkNot Nul | (uri, "uri");
| Cont ent Provi der unst abl eProvi der = acquireUnstabl eProvider(uri);//1

try {

}

try {
gQursor = unstabl eProvi der. quer y(nPackageNane, uri,

queryArgs, renoteCancellationSignal);//2
} catch (Deadhj ect Exception e) {

proj ection,

}

} catch (RenoteException e) {
return null;
} finally {

138



F4F WAL

}

FEER 1 4 b acquireUnstableProvider 75 7% iR Bl IContentProvider 2% %Y [y
unstableProvider %4, {38 2 b1 A unstableProvider #J query 751, IContentProvider A&
ContentProvider fEANHAYACEL, HARUSZILYA ContentProvider, Ff1#:7% ContentProvider
' acquireUnstableProvider 5 74, @ TR

frameworks/base/core/java/android/content/ContentResolver.java

public final |ContentProvider acquireUnstableProvider(Ui uri) {
i f (! SCHEME_CONTENT. equal s(uri.getSchene())) {//1
return null;

}
String auth = uri.getAuthority();
if (auth !'=null) {
return acqui reUnst abl eProvi der (nContext, uri.getAuthority());//2
}

return null;

}

TEERE 1 ACAS AR uri 1) scheme J& 43 25T “content” (SCHEME_CONTENT f4{& 2 “content” ) ,
AERAE MR B null, 7R3 2 #4011 acquireUnstableProvider 75, iX& ™ 4h5 %,
B+ ContentResolver i) +2% ApplicationContentResolver #152E] , ApplicationContentResolver
#& Contextlmpl FUF&MNHEA, AN TPIR:

frameworks/base/core/java/android/app/Contextimpl.java

private static final class ApplicationContent Resol ver extends Cont ent Resol ver {
private final ActivityThread nMai nThread,;

@verride
protected | Content Provi der acquireUnstabl eProvider(Context ¢, String auth) {
return mvai nThread. acqui r eProvi der (c,
Cont ent Provi der. get Aut hori t yWt hout User | d(aut h),
resol veUser | dFromAut hori ty(auth), false);

}

1£ acquireUnstableProvider J5kH iR B T ActivityThread 2% mMainThread %4 [Y
acquireProvider 75
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frameworks/base/core/java/android/app/ActivityThread.java

public final |ContentProvider acquireProvider(
Context c, String auth, int userld, bool ean stable) {
final |ContentProvider provider = acquireExi stingProvider(c, auth, userld,
stable);//1
if (provider !'= null) {
return provider;

}
Cont ent Provi der Hol der hol der = nul|;

try {
hol der = Acti vityManager. get Servi ce() . get Cont ent Provi der (
get ApplicationThread(), auth, userld, stable);//2
} catch (RenoteException ex) {
throw ex. r et hr owFr onByst enBer ver () ;
}
if (holder == null) {
Slog.e(TAG "Failed to find provider info for " + auth);
return null;

}
hol der = installProvider(c, holder, holder.info,

true /*noi sy*/, hol der. noRel easeNeeded, stable);//3
return hol der. provi der;

}

ER 1 AU acquireExistingProvider J5 i N EB & ¥ 4% ActivityThread 194 J5) 2% &
mProviderMap H2 44 HAx ContentProvider f£7E, ANERE, EAMEEER 2 LM
TActivityManager {9 getContentProvider 7575, #Z451fH AMS 1y getContentProvider J5%;,
F B 3 ARy installProvider J5 i FH 3k 223 ContentProvider, FH-JFiE 8B 2 43X E 1Y
ContentProvider #H¢HIAHEf7fif /£ mProviderMap W, #EIZZAEIIEM, XA FHAHE R
Content Provider I5f, st AFEEEXRAFEIRHE AMS #y getContentProvider 5v5 T, #:EEE
AMS 1 getContentProvider 5, BN s

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

@verride
public final ContentProviderHol der get Content Provi der (
| ApplicationThread caller, String nane, int userld, boolean stable) {
enf or ceNot | sol at edCal | er (" get Cont ent Provi der");
if (caller == null) {
String meg = "null 1ApplicationThread when getting content provider "
+ nane;
Sl og. { TAG nsQ);
throw new SecurityException(nsg);
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}

return get ContentProviderlnpl (caller, name, null, stable, userld);

}
getContentProvider J5751& Bl T getContentProviderImpl J5v%

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

private ContentProvi der Hol der get Content Provi derlnpl (I ApplicationThread caller,
String nare, |Binder token, bool ean stable, int userld) {

ProcessRecord proc = get ProcessRecordLocked(cpi. processNane,
cpr.applnfo.uid, false);//1
if (proc !'=null &% proc.thread != null && !proc.killed) {

if (!proc. pubProviders. containsKey(cpi.nane)) {
checkTi me(startTime, "getContentProviderlnpl: schedulinginstall");
proc. pubProvi ders. put (cpi . nare, cpr);
try {
proc.thread. schedul el nstal | Provider(cpi);//2
} catch (RenoteException e) {

}
}
} else {
checkTi me(startTime, "getContentProviderlnpl: before start
process");

proc = startProcessLocked(cpi.processNare, cpr. appl nfo,
false, 0, "content provider", new

Cormponent Nane( cpi . appl i cati onl nf 0. packageNarre,

cpi.name), false, false, false);//3

checkTime(startTinme, "getContentProviderlnpl: after start
process");

}

getContentProviderImpl 75 URRDIR £, X B R T e # s, EHERE 1 &I:Li_
getProcessRecordLocked 757335 H A= ContentProvider [ 5 AR iR B, XE(EE
ProcessRecord 28U proc Sk, aniiZ v AR AR .2 B shmt & R B 2 &cﬁ’ﬂﬁﬁ%,
A Mgk 25 VA FATERE 3 ALY startProcessLocked 7573k ANt . LRI HA 1R e b2 IR Py gk
FROZBaEn, X BERi% ContentProvider (13 R PR B3l , AR TR
a2 ActhltyThread ) main 753, A TRIERETEEEARBE 2 BEIINA,
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ActivityThread {J main 7540 s :

frameworks/base/core/java/android/app/ActivityThread.java

public static void nmain(String[] args) {

Looper . pr epar eMai nLooper ();//1
ActivityThread thread = new ActivityThread();//2
thread. attach(fal se);
i f (sMainThreadHandl er == null) {
sMai nThreadHandl er = thread. get Handl er () ;

}
if (false) {
Looper . nyLooper () . set MessagelLoggi ng( new
LogPrinter(Log. DEBUG "ActivityThread"));
}

Trace. traceEnd( Trace. TRACE_TAG _ACTI VI TY_MANAGER) ;
Looper.loop();//3
throw new Runti meException("Min thread | oop unexpectedly exited");

}

R 1 Abilad prepareMainLooper J5#:7F ThreadLocal H13REX Looper, FfEHEE 3 Ab
TFE{HENEIN, TEFRE 2 A0 T ActivityThread, B35 R T &Y attach J57%.

frameworks/base/core/java/android/app/ActivityThread.java

private void attach(bool ean systen) {

final 1ActivityManager mgr = ActivityManager. getService();//1
try {

ngr. attachAppl i cati on(mAppThread);//2
} catch (RenoteException ex) {

t hr ow ex. r et hr owFr onByst ener ver () ;

}

}

HRE 1 AR TActivityManager, fE{ERE 2 4L1E ] [ActivityManage [1Y attachApplication
Ji#k, % ApplicationThread 25%[f) mAppThread X4 (Eit%, HAHMHATE AMS #Y
attachApplication J5i%;, query J5i%%] AMS Ry (B 0E b AP B ah ik #2) it
FrE 4N 4-15 FioR,
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ContentResolver ApplicationContentResolver
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! -getContentProvider—:
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|
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I
!
attach

LattachApplicatiun

main

1aﬁachApplication

1

452 AMS Content Provider

AMS Jj227h Content Provider [ FFE & 4-16 Fiox.

B 4-15  query J5 {53 AMS (i i FE A 12

BAHEE RAF AMS [1J attachApplication F57%, 40T HiR:

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

@verride

public final void attachApplication(lApplicationThread thread) {

synchroni zed (this) {

int callingPid = Binder.getCallingPid();

final long origld = Binder.clearCallingldentity();
at t achAppl i cati onLocked(thread, callingPid);

Bi nder.restoreCal lingldentity(origld);
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AMS l1ApplicationThread ApplicationThread ActivityThread H ContentProvider

—attachApplications

attachApplicationLocked

i
i
1
1
1 i
H i
bindApplication——g ‘
i
i
bin Mpplicatimnj

H
H
H
sendMessage- l E
v hadeeMessagP—_I
i< handieBincApplication—

hi i
|
I |
installContentProviders 1

o =
installProvider

!
i
|
i
|
i
l i
; attachinfo
i |
1 1
1 1
1 '
1 1

onCreate

l< J

& 4-16 AMS J=z) Content Provider [t5d B I 5
{E attachApplication J5:H L T attachApplicationLocked 75 :

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

private final boolean attachApplicationLocked(lApplicationThread thread,
int pid) {

t hr ead. bi ndAppl i cati on( processNare, appl nfo, providers, app.instrunentationd ass,
profilerlnfo, app.instrumentationArgunents, app.instrunentati on \Wat cher,
app. i nstrument ati onU Aut omat i onConnecti on, test Mde,
nBi nder Tr ansact i onTr acki ngEnabl ed, enabl eTrackAl | ocati on,
i sRestrictedBackuphMbde || !nornal Mode, app. persistent,
new Confi guration(nConfiguration), app.conpat,
get ConmonSer vi cesLocked(app. i sol at ed),
nmCor eSet t i ngsChser ver. get CoreSet ti ngsLocked());

}

1£ attachApplicationLocked 57 iHFH T thread Ay bindApplication J5{;, thread &
IApplicationThread 27y, ix B FI IActivityManager —F#£5% F T AIDL, 522] bindApplication

144



F4F WAL

F ik AHAE Android 7.0 B ApplicationThreadProxy 2%, [fiig ApplicationThread 2, ‘i
ActivityThread FUPNERE, 40 F AR

frameworks/base/core/java/android/app/ActivityThread.java

public final void bindApplication(String processNane, Applicationlnfo applnfo,

}

Li st <Provi der | nf o> provi ders, Conponent Nane i nstrunentati onNane,
Profilerinfo profilerlnfo, Bundle instrunentationArgs,
I I nstrunent ati onWat cher i nstrunent ati onWt cher,
I Ui Aut onat i onConnection instrunentationU Connection, int debughode,
bool ean enabl eBi nder Tracki ng, bool ean trackAl | ocati on,
bool eani sRestri ct edBackupMde, bool ean persi stent, Confi gurationconfig,
Conpati bilitylnfo conpatlnfo, Map services, Bundle coreSettings,
String buildSerial) {

if (services !=null) {
Servi ceManager . i ni t Servi ceCache(servi ces);

}

set CoreSettings(coreSettings);

AppBi ndDat a data = new AppBi ndDat a() ;

dat a. processName = processNang;

dat a. appl nfo = appl nfo;

dat a. provi ders = provi ders;

dat a.instrunentati onName = instrunentati onNane;

data.instrumentati onArgs = instrumentationArgs;

sendMessage( H Bl ND_APPLI CATI ON, data);

1 bindApplication 757 & /5 sendMessage k] H %k 1% BIND APPLICATION
A A, H A handleMessage 75 3:40 F iR :

frameworks/base/core/java/android/app/ActivityThread.java

public voi d handl eMessage(Message nsg) {
i f (DEBUG_MESSAGES) Slog.v(TAG ">>> handling: " + codeToString(nsg.what));

switch (nsg. what) {

case Bl ND_APPLI CATI ON:
Trace. traceBegi n( Trace. TRACE_TAG ACTIM TY_MANAGER " bi ndAppl i cation");
AppBi ndDat a data = (AppBi ndDat a) nsg. obj ;
handl eBi ndAppl i cati on(dat a) ;
Trace. traceEnd( Trace. TRACE_TAG ACTI VI TY_MANAGER) ;
br eak;
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A 14545 handleBindApplication 75 ;

frameworks/base/core/java/android/app/ActivityThread.java
private void handl eBi ndAppl i cati on( AppBi ndDat a data) {

final Contextlnpl appContext = Contextlnpl.createAppContext(this, data.info);//1
try {
final dassLoader cl = instrContext.getd assLoader();
m nstrunentation = (I nstrunentation)
cl .l oadd ass(data.instrunentati onNane. get d assNane()).
newl nstance();//2
} catch (Exception e) {

}
final Conponent Nane conponent =newConponent Nane(i i . packageNane, ii.nane);
m nstrumentation.init(this, instrContext, appContext, conponent,
dat a. i nstrunent ati onWat cher, data.instrunentati onU Aut omati on
Connection);//3

Application app = data.info.makeApplication(data.restrictedBackupMde,
null);//4

mnitial Application = app;
if (!data.restrictedBackupMode) {
if ("ArrayUtils.isEnpty(data.providers)) {
i nstal | Content Provi ders(app, data.providers);//5
mH. sendEnpt yMessageDel ayed(H ENABLE JI T, 10*1000);

}

m nstrunent ati on. cal | Appl i cati onOnCreat e(app);//6

}

handleBindApplication 75 Z:CHIMRK:, X BLAEC T HEZAE D, R 1 GIE T
ContextImpl , £E{EEE 2 AbiB i 45 618 Instrumentation F-£E{EEE 3 Ab#44 1L Instrumentation,,
TEHERE 4 Ab g% Application H H/EHRE 6 ALIAH] Application HY onCreate J5i;, XEME
Content Provider FifERI I R FEL )55, M HETF B ZaT, EERE 5 LiAH
installContentProviders J5 3k 25 Content Provider, fCRE4n T s :

frameworks/base/core/java/android/app/ActivityThread.java

private void install ContentProviders(
Cont ext context, List<Providerlnfo> providers) {
final ArrayLi st<ContentProviderHol der> results = new ArraylList<>();
for (Providerlinfo cpi : providers) {//1
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i f (DEBUG_PROVI DER) {
StringBuil der buf = new StringBuil der(128);
buf . append("Pub ");
buf . append(cpi . authority);
buf . append(": ");
buf . append( cpi . nare) ;
Log.i (TAG buf.toString());
}
Cont ent Provi der Hol der cph = install Provider(context, null, cpi,
fal se /*noisy*/, true /*noRel easeNeeded*/, true /*stable* /);//2
if (cph !=null) {
cph. noRel easeNeeded = true;
resul ts. add(cph);
}
}
try {
Act i vi t yManager . get Servi ce() . publ i shCont ent Pr ovi der s(
get Appl i cationThread(), results);//3
} catch (RenoteException ex) {
t hrow ex. r et hr owFr onByst enBer ver () ;
}
}

RS 1 AR 5 24 5 b FARE FF3EFE Y ProviderInfo %132, 5345/ Content Provider i
ProviderInfo (f#fi% Content Provider f{= 8.), F-{E{ERE 2 4618 installProvider J5 :3€ 2 5h
X5 Content Provider, fE{EFE 3 Abif it AMS [y publishContentProviders J5 7 5%ix &8 Content
Provider 77-fi#4E AMS [J mProviderMap H*, x> mProviderMap {E i mig 2k, LBIZFH
YR, B5ik& ok {E FAEIEIAY Content Provider RS R AMS 9 getContentProvider J5v%,
T EZEF installProvider J5 A2 4n{A] J25h Content Provider |y, installProvider {40 ™
PR

frameworks/base/core/java/android/app/ActivityThread.java

private |ActivityMnager. Content ProviderHol der installProvider(Context context,
I ActivityManager . Cont ent Provi der Hol der hol der, Providerinfo info,
bool ean noi sy, bool ean noRel easeNeeded, bool ean stable) {
Cont ent Provi der | ocal Provider = null;

final java.lang.d assLoader cl = c.getd assLoader();
| ocal Provi der = (ContentProvider)cl.
| oadd ass(i nf 0. nane) . newl nstance();//1
provi der = |ocal Provi der. getl Content Provider();
if (provider == null) {

return null;
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}
i f (DEBUG_PROVI DER) Sl og. v(
TAG "lInstantiating local provider " + info.nane);
| ocal Provider.attachinfo(c, info);//2
} catch (java.lang. Exception e) {

}

return null;

}

return retHol der;
}
FETERE 1 Al I 5tk A7 ContentProvider 26 localProvider %14, FH-AETERE 2 AL
VAR T B/ attachInfo J5k

frameworks/base/core/java/android/content/ContentProvider.java

private void attachl nfo(Context context, Providerlnfo info, boolean testing) {

Cont ent Provi der.this.onCreate();

}

1E attachInfo F:FiEF T onCreate 51, Ba— % H:, XFE Content Provider
EdhseEe, 28Rix 2 Content Provider 52t FEH— 1~ %, B HFEF R A B L)
PG, A — o HEFHRCS EAIEN, Xt EiEE AT RIS T,

4.6 A/

RERINALLEZ, T4 T Android 8.0 PUKA MY EZNE#E, 5 Android 7.0 FZE[X.
Mg, 5 AMS 47 JE #2 (A fF MR RS AIDL $ R s ds 7 Sk a7 — B I JH Y
ActivityManagerProxy F11 ApplicationThreadProxy ZEACER2E, VUKL R B EhiREEAR KRN
S, SR T HAR A, MR sIRE S8R, BIAX SR AR il S, Ak
AENEE 3 BNNEARKRAIICE:, MiRA TR A IR 42225 3 BN
MR RS X— RS BIMARELE HE T3 Context AUENIAAL, X LEAH AL
FET AT,
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P |1 S Context

XBEFY. F 45 wRase LR

Context st /& E T30S, & Android # HAYZE, {HEXT Context, % A#N s
ES T B, AT R STR FNIERD F7 Bk 40 #r Context, AT S AN AR AR E

Android HPY R TS H J Context, [FIHFAEE 4 A HFF Context [ 5
%, tbinE3h Service & ContextWrapper ) Contextlmpl {7 startService J57%,
ContextWrapper L), )z ContextImpl 5t/ Context FJIEHE, HfiFiX e Context BRI AL
HAFHOBRARSE 4 TIINE, ATRNERE 4 TN BAREIMR, JFHA —SEENINE,
MTEEMNGE, AEASTR, BIUERIES 4 EMNEFSRIEIRARNE, RiEEAs
T E E LR 4 N, XERSAE LRI,

5.1 Context/’) LI

Context 4 | T3, He—/ I IR EREE 5 B0 O,
FETF S 122 (8 R Context, “EROME M BRI B4 BT, EI15 B

* {§iJf] Context M 1%, Lban)aah Activity, Dilal%tiR. AHRGHIRS %,
o AT il % A Context, LbAngtt Toast, 0% Dialog %,
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Activity, Service 1 Application #fi[|4#bAk & H Context, KA TR LAV —4>R
MBI A £ /DA~ Context, XAHE 5T Activity FI Service FUE/N N 1, 145192
Application FJ% &,

Context x&—/MF 3, BRINEE XL TIRZ HikUARFST &, BRAKKERA
ContextImpl , F1 Context FH 3 EcAY 2L, B& T Contextlmpl, &4 ContextWrapper .
ContextThemeWrapper £ Activity Z5, #n& 5-1 frrs,

Context

Contextimpl ContextWrapper
< _____ mBase
o
ContextThemeWrapper Service Application
A
Activity

& 5-1 Context fJFES

ME 5-1 b KA1 LLFEH, Contextimpl F1 ContextWrapper #% 7k H Context,
ContextWrapper NERAL 2 Context 27U mBase X%, mBase E.fAF5n ContextImpl,
ContextImpl f2fit TR Z Fhfig, (HEIMATFLEME 40 Contextlmpl HyBhRE, Kitixit b
i T 3RS, ContextWrapper f&351fi2s, ‘B*] Contextlmpl 474135, ContextWrapper
FERR TGS IER, ContextWrapper ft JLF- Bt A #Y 75 A #B /& TR ] ContextImpl FAH
N5k Sz B, ContextThemeWrapper, Service 1 Application #5347 H ContextWrapper,
EREBATER AT LA ik mBase SR F Context 7572 , [RlI B A T2 6T 2 , £ ContextWrapper
AR BN T AN I Zh e, ContextThemeWrapper H &L & 0 S @ AHSCHY 5% (bbn
getTheme F51k), Rk, SEZEF WA Activity 4k& ContextThemeWrapper, [fi sG22I
Service 4k ContextWrapper,
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Context FSCIRERA TR, ERALUTHIMA:

/& (bkan Service) REMS S J5 (g F Context,

Zn2k ContextImpl & A= 725k, BHYEENiZ ContextWrapper TR ZA (] &2k,
Contextlmpl FJScEl ARG HE, [ HE M A LI Contextlmpl fEZEL,
T A TRk & T, 68 Contextlmpl [UINRE, 1RSI A RIS,
SEA R B RE

Sy T AT b AR Context S IBESEIIR THEE 2%, sk 75 - PR Application, Activity, Service
Y Context [ G RE, s BIxEI1#E T8,

5.2 Application Contextfi’J ) # i %

A TE T getApplicationContext S5k B, FRE 4 JEIY Application Context, H[i4,
Application Context JLAN{i QIELHANE? 76— R FIRLFF B2 R , B FIRRFERE St —
J@HY Application Context, ARAIRATEEM N FREF Bt BHFEET . Application Context
F G g ok BRI PP I A&l 5-2 FR,

ApplicationThread

ActivityThread ‘ H LoadedApk

|—schedulel aunchactivity—= i
1sendMessagv1 ;

handleMessag: E

rhandl:LaunchA:t:]

[
performLaunchActivity

ContextWrapper

lnewAppli:ation —
| I
i attach
| i
| 1 I
| i
|
| i
| 1
| i

5-2  Application Context (Y It BRI 5 &

I
i
i
i
i
i
i
I
i
:
attachEaseCuntExf’I
j
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ActivityThread Z5E G R Pt M TR BEH Y, ESAHEM NI
ApplicationThread f scheduleLaunchActivity 753 J23h Activity, 40 s

frameworks/base/core/java/android/app/ActivityThread.java

private class ApplicationThread extends | ApplicationThread. Stub {

@verride
public final void schedul eLaunchActivity(lntent intent, |Binder token, int
ident, Activitylnfoinfo, ConfigurationcurConfig, ConfigurationoverrideConfig,
Conpatibilitylnfoconpatinfo, Stringreferrer, |Voicel nteractor voi cel nteractor,
int procState, Bundle state, Persistabl eBundl e persistentState,
Li st <Resul t I nf o> pendi ngResul ts, List<Referrerlntent> pendi ngNewl nt ents,
bool ean not Resuned, bool ean isForward, Profilerlinfo profilerlnfo) {
updat eProcessStat e(procState, false);
ActivityCQientRecord r = new Activityd ientRecord();
r.token = token;
r.ident = ident;
r.intent = intent;
r.referrer = referrer;
r.voicelnteractor = voicelnteractor;
r.activitylnfo = info;
updat ePendi ngConf i gurati on(cur Confi g);
sendMessage( H. LAUNCH ACTIVITY, r);

}

1F ApplicationThread [{*] scheduleLaunchActivity J5kH ] H 2% %1% LAUNCH ACTIVITY
RAANHE, HRRREE) Activity FIEHBE T LFERTHEFI, XA EE) Activity FY
PSSR AT, FAMEEER H 29 handleMessage J573:%f LAUNCH_ACTIVITY
&Sl OMERSNIDL (52

frameworks/base/core/java/android/app/ActivityThread.java

private class H extends Handl er {
public static final int LAUNCH ACTIVITY = 100;

public void handl eMessage( Message nsg) {
i f (DEBUG_MESSAGES) Sl og. v(TAG ">>>handling: " +codeToStri ng(nsg. what));
switch (nmsg. what) {
case LAUNCH ACTIMTY: {
Trace. traceBegi n( Trace. TRACE_TAG ACTIM TY_MANAGER, "activityStart");
final ActivitydientRecord r = (ActivitydientRecord) nsg.obj;
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r. packagel nfo = get Packagel nf oNoCheck(
r.activitylnfo.applicationlnfo, r.compatinfo);//1

handl eLaunchActivity(r, null, "LAUNCH ACTIM TY");//2
Trace. traceEnd( Trace. TRACE_TAG ACTI VI TY_MANAGER) ;

} break;

}
H 4k7& § Handler, /& ActivityThread fJPNERE £E1F B 1 AbiEid getPackagelnfoNoCheck

7553k 15 LoadedApk REIFIX G, FHHFiZx RIK{EL ActivityClientRecord FY Y i3 48 &
packagelnfo, i Loaded Apk FiI Sk fifiik CL a1 APK SCfF  fETE:8E 2 AL 1H ] T Activity Thread

] handleLaunchActivity 5k, a0 N

frameworks/base/core/java/android/app/ActivityThread.java
private void handl eLaunchActivity(ActivitydientRecord r,
String reason) {

Intent custonintent,

Activity a = performlaunchActivity(r, custonm ntent);

}
1£ handleLaunchActivity 75 H T ActivityThread Y performLaunchActivity 757

frameworks/base/core/java/android/app/ActivityThread.java
private Activity perforniaunchActivity(ActivitydientRecord r, Intent customintent) {

try {
Application app = r.packagel nf o. nekeAppl i cation(fal se, m nstrunentation);

}
return activity;

}
£ performLaunchActivity G AR L BEERZ 4, XHRREY TH Application

Context AHSCHYZHE, E T MRE £ performLaunchActivity J5 ik HIZHIEAF 4.1.3 1iHY
%%, ActivityClientRecord [ B¥ (345 & packagelnfo /& LoadedApk 2RIy, Tl [H:& RAEFH

LoadedApk [/ makeApplication J5{:, 40 FHis:

frameworks/base/core/java/android/app/LoadedApk.java
public Application makeApplication(bool ean forceDef aul t Appd ass,
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Instrunentation instrunentation) {
if (mpplication !=null) {//1
return mApplication;

}
Trace. traceBegi n(Trace. TRACE_TAG ACTI VI TY_MANAGER, "nmakeApplication");

Application app = null;

String appd ass = mApplicationl nfo. cl assNang;

if (forceDefault Appd ass || (appdass == null)) {
appC ass = "androi d. app. Appl i cation";

}

try {
java.l ang. d assLoader cl = getd assLoader();

i f (!nPackageNane. equal s("androi d")) {
Trace. traceBegi n( Trace. TRACE_TAG_ACTI VI TY_MANACER,
"initializeJavaCont ext d assLoader");
initializeJavaContext d assLoader();
Trace. traceEnd( Trace. TRACE _TAG ACTI VI TY_MANAGER) ;

}
Context | npl appContext = Context | npl.creat eAppCont ext (nmActi vityThread,

this);//2
app = mActivityThread. m nstrunmentati on. newAppl i cati on(
cl, appd ass, appContext);//3
appCont ext . set Qut er Cont ext (app);//4
} catch (Exception e) {

}
mAct i vityThread. mAl | Appl i cations. add(app);

mAppl i cation = app;//5
ret urn app;

}

FEFERE 1 440k mApplication A454 null IJiR [E] mApplication, X BRi% &S —k 25
N, ik mApplication 24 null, £F{FE8 2 4bili i@ ContextImpl [ createAppContext J5
Bk gl Contextlmpl, F8 3 ACRIAHD K GIHE Application, f£ Instrumentation
newApplication J5 7 A T ClassLoader 2% UL K 38 2 Ab 61 HY ContextImpl, 1E
HBE 4 4bF Application i {E %5 ContextImpl () Context 2k &I B% 5125 & mOuterContext, X
#¥ ContextImpl Fr 43,5 T Application 5| FH , 7E{FERE 5 4b:# Application It {E 45 LoadedApk
A% 51725 B mApplication, X/~ mApplication J& Application FBIFIXI %, ©HEfAHE
Application Context, 7E Application Context {3k Bt F2 3% 14 k32 E] mApplication, |
TR FBERE 3 AbHY Application & ARG &L, Instrumentation [Y) newApplication J57E4 T~
N
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frameworks/base/core/java/android/app/Instrumentation.java

static public Application newApplication(d ass<?> clazz, Context context)
throws InstantiationException, |l egal AccessException, O assNot FoundException

{

Application app = (Application)clazz. new nstance();
app. attach(context);//1
return app;
}
Instrumentation H1 4 %> newApplication T 5, BALSVEAH LEX ARG, &+
B 1 Abimd 5tk 61 E Application, FRHF T Application By attach J57%, B ContextImpl
&2, #JGiR % Application, Application [1¥ attach 5 {E4n T Fin:

frameworks/base/core/java/android/app/Application.java

/* package */ final void attach(Context context) {
at t achBaseCont ext ( cont ext ) ;
nLoadedApk = Context | npl.getlnpl (context).nPackagel nfo;

}
1+ attach 5k iE T attachBaseContext J57: , ‘B {E Application [J42 2% ContextWrapper
RSB, RESANT TR

frameworks/base/core/java/android/content/ContextWrapper.java

protected voi d attachBaseCont ext (Context base) {
if (mBase !'=null) {
throw new Il 1 egal StateException("Base context already set");

}
nBase = base;

XA~ base —P&{E i K FgHI 2 Contextlmpl, ‘& Context [JSEEL2, ¥ ContextImpl
N&X1E %5 ContextWrapper [ Context 2% p% 5175 & mBase, XAFE/E ContextWrapper H g A]
LL{ F Context (757, 1 Application 4k7k | ContextWrapper, [@]4££ "] LL{# H Context {75
i%. Application [ attach J5{%HI1EHIgh & Application "[UA{# ] Context Bk, XAE
Application A ®] UL & %3 Application Context,

Application Context [y Il Rk PFRIX B, 2 Nk FkA1HK 2] Application Context [t
REUS R
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5.3 Application ContextfJ#k iU %

IS T Application Context fGI I FE 2 f5, A4 BRIFREGT FE S B 4 B
AT L getApplicationContext J5 13k 15
J5 15 4E ContextWrapper HHsEB]L, 40 N :

Application Context, getApplicationContext

frameworks/base/core/java/android/content/ContextWrapper.java

@verride
public Context getApplicationContext() {
return nBase. get Appl i cati onContext();

}
mBase $5HJA& ContextImpl, Ff1k#HE ContextImpl {7 getApplicationContext 75 :

frameworks/base/core/java/android/app/Contextimpl.java

@wverride
public Context getApplicationContext() {
return (nPackagelnfo !'= null) ?
nPackagel nf o. get Appl i cation() : nMainThread. get Application();

}
N LoadedApk 2:7UH) mPackagelnfo A2 null, NJEH LoadedApk A getApplication
Jii, SN AvtivityThread [1) getApplication J57%, HT RN AREFXIELEd, KFit
LoadedApk A~4x 24 null, N|ZsiEF LoadedApk HYJ getApplication 55, 4N FiR:

frameworks/base/core/java/android/app/LoadedApk.java

Application getApplication() {
return mApplication;

}
X B/ mApplication 3 {1 iZfR#E , BAE_E3C LoadedApk A makeApplication J57%:RY
HRE 5 AbWEIRIA , XAERA Tl i getApplicationContext 5153k ELE] T Application Context,

5.4 Activity[iyContextfi] &t i3 %

FHBELE Activity H{#i F] Context $#2HLAY 515, 5543618 Context, Activity Y Context
21 Activity B B BB kG, 78 4.1.3 35 PFRI T ActivityThread J23h Activity Ayt
e, AT X IR0 #r, Activity BY Context Bl FRRUI B 40 5-3 BrR,
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ApplicationThread ActivityThread H Activity ContextThemeWrapper ContextWrapper

1

|

I

-scheduleLaunchActivity |
I

1

i

sendMessag .

|

handleMessage

|
. <handleLaunchActivity:

performLaunchActivity

attachr

attachBaseContext:

attachBaseContext— >

B 5-3  Activity i Context Gl FERII 3 E

ActivityThread J& B T RE P BERR A E LA, "ERYNER ApplicationThread 21 i
scheduleLaunchActivity J5%:3€ JE5h Activity, scheduleLaunchActivity 540 s

frameworks/base/core/java/android/app/ActivityThread.java
@verride

public final void schedul eLaunchActivity(lntent intent, |Binder token, int
ident, Activitylnfoinfo, Gonfiguration curConfig, Configuration overrideConfig,
Conpatibilitylnfoconpatinfo, Stringreferrer, |1Voi cel nteractor voi cel nteractor,
int procState, Bundle state, Persistabl eBundl e persistentState,
Li st <Resul t | nf o> pendi ngResul ts, List<Referrerlntent> pendi ngNewl ntents,
bool ean not Resuned, bool ean i sForward, Profilerinfo profilerlnfo) {

updat eProcessStat e(procState, false);

ActivityCQientRecord r = new ActivitydientRecord();

r.token = token;

r.ident = ident;

r.intent = intent;

r.referrer = referrer;

sendMessage( H LAUNCH ACTIVITY, r);
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scheduleLaunchActivity 755 B 3) Activity B9 240325 B ActivityClientRecord ,
sendMessage J5{n] H 28 % 12525504 LAUNCH_ACTIVITY RY{H.E., 7 ActivityClientRecord
Rt &5, sendMessage J5 {0 B A1 B8 Activity HE HHUE £ EARITHEIA S, Xk
Jasl Activity RIS EF LR IT. H 2K handleMessage J57%45%f LAUNCH
ACTIVITY 2385074 B TACRR, Horh A T ActivityThread Y handleLaunchActivity 7575,
MifE handleLaunchActivity J5 75 L T ActivityThread B performLaunchActivity 7512, iX
— LR 5.2 O T, IR E Bk & F ActivityThread [ performLaunchActivity 757 :

frameworks/base/core/java/android/app/ActivityThread.java

private Activity perforniaunchActivity(ActivitydientRecord r, Intent custonmintent) {

Cont ext | npl appCont ext = creat eBaseCont ext For Activity(r);//1
Activity activity = null;
try {
java.l ang. d assLoader cl = appContext.getd assLoader();
activity = mnstrumentation. newActi vity(
cl, component.getd assNane(), r.intent);//2
StrictMde. i ncrenent Expect edActivityCount (activity.getd ass());
r.intent.set Extrasd assLoader(cl);
r.intent. prepareToEnt er Process();
if (r.state !=null) {
r.state.setd assLoader (cl);

}
} catch (Exception e) {

}
try {

if (activity !'= null) {

appCont ext . set Qut er Context (activity);//3

/'k*

*4

*/

activity.attach(appContext, this, getlnstrunentation(), r.token, r.ident,
app, r.intent, r.activitylnfo, title, r.parent,r.enbeddedl D,

r.last NonConfiguration I nstances, config,r.referrer, r.voicelnteractor,
wi ndow, r.configCallback);

i.f”(r.isPersi stable()) {

m nstrunentation.call ActivityOnGeate(activity, r.state, r.persistent
State);//5
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} else {
m nstrunentation. call ActivityOnCreate(activity, r.state);

}
}

r.paused = true;
mActivities.put(r.token, r);
} catch (SuperNot Cal | edException e) {

}

return activity;

}

1£ performLaunchActivity J5EH G R Z EEANEHE, XHRRE T Activity fY Context AH
THIZ 4R, RS 2 A A GIEE Activity RS, £E738E 1 Abifiid createBaseContextForActivity
F ik Bl Activity ) ContextImpl, F-§ ContextImpl & AjERE 4 AbHY activity [Y attach J5
B, FE1ERE 3 ALIR R T ContextImpl 1) setOuterContext J5:, B RTEIEERY Activity SZ{F]
TRIEZy ContextImpl [y BE 57125 & mOuterContext, X £ ContextImpl 4, 8] LLijj[A] Activity FYZS
ERH . R 5 Ak mInstrumentation [ callActivityOnCreate J5 725 H Activity BY
onCreate i, FMTEBIERE 1 4:HY createBaseContextForActivity J51

frameworks/base/core/java/android/app/ActivityThread.java
private Contextlnpl createBaseContextForActivity(ActivitydientRecord r) {

Cont ext | npl appContext = Contextlnpl.createActivityContext(
this, r.packagelnfo, r.activitylnfo, r.token, displayld, r.overrideConfig);

return appContext;

}
1+ createBaseContextForActivity J5 7 H 2518 F ContextImpl [ create ActivityContext J5 %
k618 ContextImpl, F&fT1EIF] ActivityThread { performLaunchActivity J57k, &BEERE 4
ALHY Activity [ attach 5%, 40 FFoR:

frameworks/base/core/java/android/app/Activity.java

final void attach(Context context, ActivityThread aThread,
Instrunentation instr, |Binder token, int ident,
Application application, Intent intent, Activitylnfo info,
Char Sequence title, Activity parent, String id,
NonConf i gurati onl nstances | ast NonConfi gurati onl nst ances,
Configurationconfig, Stringreferrer, |Voicelnteractor voicelnteractor,
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W ndow wi ndow, ActivityConfigCallback activityConfigCall back)

attachBaseCont ext (context);//1

nFragnents. attachHost (nul | /*parent*/);

MmN ndow = new PhoneW ndow(thi s, w ndow, activityConfigCallback);//2
MmN ndow. set W ndowCont rol | er Cal | back(t hi s);

mN ndow. set Cal | back(this);//3

mN ndow. set OnW ndowDi smi ssedCal | back(t his);

MmN ndow. get Layout | nfl ater (). set PrivateFactory(this);

mN ndow. set W ndowManager ( (W ndowManager ) cont ext . get Syst enBer vi ce
(Cont ext . W NDON SERVI CE), nToken, nConponent.flattenToString(),
(info.flags & Activitylnfo. FLAG HARDWARE ACCELERATED) != 0);//4
if (mParent !'= null) {
mN ndow. set Cont ai ner ( nPar ent . get Wndow() ) ;

}
MmN ndowManager = mA ndow. get W ndowManager ();//5

nmCurrent Config = config;
mN ndow. set Col or Mode(i nf o. col or Mode) ;
}
FETERE 2 /6% PhoneWindow, ‘%3¢ AL FFH . PhoneWindow £ iz 47 Hh 45 A4

il kAR Z 0, bhansdi . R FREELEAESE, XEHEEREERRLAS
PhoneWindow JCHERY Actvity, %5 % #:{Eilid Window.Callback 2 F1 528, Actvity SZ28] 73X
AN FEERE 3 4K 2410 Activity il id Window [ setCallback J5 (%3 45 PhoneWindow,
FEFERE 4 4b2h PhoneWindow 15t 'E WindowManager, 7E{£FF 5 4b3KEL WindowManager F-M{E
#4 Activity [ E 571728 & mWindowManager, iX #E£E Activity At v] DLl i getWindowManager
Fii k3R B WindowManager, {38 1 Ab[Y attachBaseContext J5 5k 4/E ContextThemeWrapper
HEEL, NN

frameworks/base/core/java/android/view/ContextThemeWrapper.java

@verride
protected voi d attachBaseCont ext (Context newBase) {
super . att achBaseCont ext (newBase) ;

}

attachBaseContext J5751% % Al ContextThemeWrapper FJ4L 2% ContextWrapper Y
attachBaseContext J51 .

frameworks/base/core/java/android/content/ContextWrapper.java

protected voi d attachBaseCont ext (Context base) {
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if (nBase !'= null) {
throw new Il 1 egal St at eException("Base context already set");

}
nBase = base;//1

}
HERE 1 bW base FIUAE — B EEb Lok Activity ) ContextImpl, B '&WK({H 4
ContextWrapper FA K A8 & mBase, X ContextWrapper FJZhHERE FTLAZEH ContextImpl

frameworks/base/core/java/android/content/ContextWrapper.java

Override
publ i c Resources. Therme get Theme() {
return nBase. get Thene();

}

A 11 FH ContextWrapper [ getTheme 757t , H i & 8 FH T ContextImpl 1 getTheme
Jiiko Activity {J Context Sl FEstFRIX B, B&5— T, {E/A5h Activity Y G
Contextlmpl, F:M&{E % ContextWrapper [ 5k i1 45 & mBase, Activity 4%7& B ContextWrapper
ff-2¢ ContextThemeWrapper, iXAH£/E Activity High v LA{E F Context Hg LT3 T o

5.5 Service[fContext{) d:id £

Service [)] Context G| 25 Activity [ Context Bt B0, &A4E Service 1Y )J25h
A FEFHEGIEERY,  Service iy Context Gl FEAIN T FTLAZ % & 5-3, ix gk A4 T,
f£ 422 iR T ActivityThread JE 2l Service [yt £2, FATM X B IF 4550 47
ActivityThread fi N 32 ApplicationThread 23 & B scheduleCreateService J5 7 3€ 23 Service,

WTHR:

frameworks/base/core/java/android/app/ActivityThread.java

public final void schedul eCreateService(lBinder token,
Servicelnfo info, Conpatibilitylnfo conpatlnfo, int processState) {
updat eProcessSt at e(processState, fal se);
CreateServiceData s = new CreateServi ceData();
s.token = token;
s.info = info;
s.conpat I nfo = conpat | nfo;
sendMessage( H. CREATE_SERVI CE, s);
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sendMessage J5{2: [ H 2% 1% CREATE SERVICE k&I 8., H 2AY handleMessage
75 ¥ &%t CREATE_SERVICE 2Ry Bt 708, H A i T ActivityThread f)
handleCreateService 52 ;

frameworks/base/core/java/android/app/ActivityThread.java

private void handl eCreateServi ce(COeateServi ceData data) {
try {
if (local LOGV) Slog.v(TAG "Creating service " + data.info.nane);
Contextlnpl context = Contextlnpl.createAppContext(this, packagelnfo);//1
cont ext . set Qut er Cont ext (service);
Appl i cation app = packagel nf o. makeAppl i cati on(fal se, m nstrumentation);
service.attach(context, this, data.info.name, data.token, app,
Activi tyManager . get Service());//2

service.onCreate();
nBervi ces. put (dat a. t oken, service);
try {

Acti vi t yManager . get Servi ce() . servi ceDoneExecut i ng(

dat a. t oken, SERVI CE_DONE_EXECUTI NG ANON, 0, 0);

} catch (RenoteException e) {

throw e. ret hr owFr onByst ener ver () ;

}
} catch (Exception e) {

}
}

AR 1 4b@d Contextlmpl R createAppContext 55 Gl T ContextImpl, FHf5iZ%
ContextImpl % A 3B 2 Ab service [y attach J51kH .

frameworks/base/core/java/android/app/Service.java

public final void attach(
Cont ext cont ext,
ActivityThread thread, String classNane, |Binder token,
Application application, Chject activityManager) {
attachBaseCont ext (context);//1
nThread = thread;
nCl assNanme = cl assNang;
nmlfoken = token;
mAppl i cation = application;
mActi vityManager = (I ActivityManager)activityMnager;
nBtart Conpatibility = getApplicationlnfo().targetSdkVersion
< Bui | d. VERSI ON_CODES. ECLAI R,
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R 1 AMAA T ContextWrapper [ attachBaseContext 75, 410 AR:

frameworks/base/core/java/android/content/ContextWrapper.java

protected voi d attachBaseContext (Context base) {
if (mBase !'= null) {
throw new Il 1 egal Stat eException("Base context already set");

}
nBase = base;//1

}

HBE 1 4bRY base — & &1 1 S A& ContextImpl, 5 ContextImpl Ii{E 25 ContextWrapper
f) Context JAUFY BY F1 742 & mBase, XHE(E ContextWrapper Hi5it n[ LA{# F Context f4 751,
i Service 47 H ContextWrapper, [@4E 0] LA{# FH Context 19751,

5.6 AF/M4E

ABTEHFEHF T Context UL, X T Application , Activity F1 Service [{J Context
SR, &5 A X oG A2 ] DL 4 b B A Context FYSCHRIEAV IR THBEAx, RN AR ZE
PN B ST )RS B IR 4 BINE, BIEIRAENE G, Bk EEE 4
BEINE .
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$BEY. $2F Android 24 8%; $ 35 pAEFAEEFHTE,;
% 45 ks TR

FERTTELFE AT 2300 Android REUAzhIERE, B AR Frib i Eshid B R PR AL T
TR, #BIER T AMS, (HEWEA RGHORUHRE, AFEtLL AMS Skt iifig,
A — iR SRR LR IR R S A A, XEAREEEER YR, ik,
BRAF SRR 5 FHINZ

6.1 AMS% ik

AMS RCERZ 2R 2%, Bk AMS HAGE “INEMSR”, mef —%Ife “ItFHE
TR, XEERSHER) AMS SERAHIGE HE, AMS Flixst “ILEayik” AR AMS K
J% . Android 7.0 F1 Android 8.0 X}F AMS AHIH s AL FRA R X 51, oA T SE 47 Hh PR i AMS
FIE, X H¥5 B48 Android 7.0 F1 Android 8.0 f AMS K }%.

6.1.1 Android 7.0 AMS

ActivityManager J&—/>F1 AMS #5CEcRIE, ‘B FEXFiafT iR Activity T4 EE, X
LR T AVE A AR R ActivityManager SRACHRY, 1222 H AMS RACFERY, ActivityManager
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g5 k4l ot ActivityManagerNative (UL )5 i F#R AMN) [y getDefault 75 3k 15 3|
ActivityManagerProxy (LLJG{HIFR AMP), #iid AMP g rl LI AMN #4715, 1 AMN &
— R, BRIIRER HBRYF-2E AMS SRACH, Fk, AMP jig AMS fyfRE2E, AMS
Ve W RGRS, 1RE APl AL BFEY ActivityManager [, [Klt ActivityManager 4L
& AMS IR — 1. b T HHE AMS 5%, X B, Android 7.0 #Yy Activity JEahid fk 2
f5il, £ Activity fj2zhid FErh 28 H Instrumentation Y execStartActivity 75, 40 FFin:

frameworks/base/core/java/android/app/Instrumentation.java

public ActivityResult execStartActivity(
Cont ext who, |Binder contextThread, |Binder token, Activity target,
Intent intent, int requestCode, Bundle options) {

try {
i ntent.mgrateExtraStreaniod ipData();
i ntent. prepar eToLeavePr ocess(who) ;
int result = ActivityManagerNative. get Defaul t ()
.startActivity(whoThread, who.get BasePackageNarme(), intent,
i ntent. resol veTypel f Needed(who. get Cont ent Resol ver()),
token, target != null ? target.nEnbeddedl D : null,
request Code, 0, null, options);
checkStartActivityResult(result, intent);
} catch (Renot eException e) {
throw new Runti meException("Failure fromsystent, e);

}

return nul | ;

}

1 execStartActivity J57EH2x I H AMN [y getDefault S3REL AMS FUCH2E AMP, &
AR T AMP 1] startActivity 757, Jek#FH AMN [ getDefault 7538 T2, 40 NAR:

frameworks/base/core/java/android/app/ActivityManagerNative.java

static public IActivityManager getDefault() {
return gbDefault.get();
}
private static final Singleton<lActivityManager> gDefault = new Singleton
<l ActivityManager >() {
protected | ActivityManager create() {
I Binder b = ServiceManager. get Service("activity");//1
if (false) {
Log. v("ActivityManager", "default service binder =" + h);

}
| ActivityManager am = aslnterface(b);//2
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if (false) {
Log. v("ActivityManager", "default service =" + anj;
}

return am

}

1t getDefault 75 ;R A FH T gDefault [y get 753, el HEE&H: & , gDefault ;& —~ Singleton
H, EERE 1 A1RRI 44 “activity” FY Service 51, Humt2 IBinder 245U AMS 1951,
B AR 2 IR B R AMP 803452, FR B IR A7 S gDefault v, JL/ETAH] AMN fy
getDefault J5 3k < B3R5 AMS [R5 AMP {385 2 4b#Y aslnterface J5 {41 Bk :

frameworks/base/core/java/android/app/ActivityManagerNative.java
static public I ActivityManager aslnterface(lBinder obj) {
if (obj == null) {
return null;

}
| ActivityManager in =

(1 ActivityManager)obj . queryLocal I nterface(descriptor);//1
if (in!'=null) {

return in;

}
return new ActivityManager Proxy(obj);//2

}

HEFE 1 A0AY descriptor {24 android.app.JActivityManager, (5B 1 AbAYFCRD 322 Sk A
A H IR & A TActivityManager $2 FUSCEL, A MR B, 2R A BAEER 2 &b
¢ IBinder 2571 AMS 5| HERE K AMP, AMP [1yt4i&E 75 340 F Bk :

frameworks/base/core/java/android/app/ActivityManagerNative.java

class ActivityManager Proxy inplements |ActivityManager

{
public ActivityManager Proxy(l Bi nder renote)
{
mRenote = renote;
}
}

£ AMP [1#93E 75 11l AMS /95 IRE 2575 & mRemote, XAEFE AMP Hugk o] LAf#
H AMS T, H [ActivityManager & —/~4% 1, AMN F1 AMP #3528 7 x40, HFsE
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HAERFEAFN Binder 1§15, F B3] Instrumentation {Y execStartActivity J57k, R#&EH AMP
[ startActivity J57%, AMP g AMN [YRERZE, RED4n TR

frameworks/base/core/java/android/app/ActivityManagerNative.java

public int startActivity(lApplicationThread caller, String callingPackage, |ntent
intent, String resol vedType, |Binder resultTo, String resultWo, int requestCode,
int startFl ags, Profilerlnfo profilerlnfo, Bundl e options) throws RenoteException {

data. witelnt(request Code);
data.witelnt(startFlags);

nRenot e. t ransact ( START_ACTI VI TY_TRANSACTI ON, data, reply, 0);//1
reply.readException();+

int result = reply.readlint();

reply.recycle();

data.recycle();

return result;

}

B A S80S A B Parcel 267U data v, 7EJERE 1 &b, @i IBinder 2%U%} 4
mRemote (AMS (5 1H) MRS 525819 AMS %% —/ START ACTIVITY TRANSACTION
RV BERE ARG K . B IRSS 230w AMS k2 M Binder £ifih it B P & R 5L
i, 25 AH AMN [y onTransact 751, 4T HiR:

frameworks/base/core/java/android/app/ActivityManagerNative.java

@ #Hr24) Overri de
public bool ean onTransact (i nt code, Parcel data, Parcel reply, int flags)
throws RenoteException {
switch (code) {
case START_ACTI VI TY_TRANSACTI ON:

{

int result = startActivity(app, callingPackage, intent, resolvedType,
resul t To, resul t Wo, request Code, startFl ags, profilerlnfo, options);

reply. witeNoException();

reply.witelnt(result);

return true;

}
1+ onTransact J5 k25 F B AMS /19 startActivity 5k, 20 s
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frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

@verride

public final int startActivity(lApplicationThread caller, String callingPackage,
Intent intent, String resol vedType, |Binder resultTo, String resultWo, int
request Code, int startFlags, Profilerinfo profilerinfo, Bundle bQotions)

{

return startActivityAsUser(caller, callingPackage, intent, resolvedType,
resultTo, resultWo, requestCode, startFlags, profilerlinfo, bOptions,
User Handl e. get Cal | i ngUser 1 d());

}
startActivity J5 kB /5 25 1R [B] startActivityAsUser J5#:, 401 iR

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

@verride
publicfinal int startActivityAsUser (I ApplicationThreadcaller, StringcallingPackage,
Intent intent, String resolvedType, |Binder resultTo, String resultWo, int
request Code, int startFl ags, Profilerinfoprofilerlnfo, Bundl e bOptions, int
userld) {
enforceNot | sol atedCal | er ("startActivity");
user | d =nlser Control |l er. handl el nconi ngUser ( Bi nder . get Cal Ii ngPi d(), Bi nder.
getCallingUd(),userld, false, ALLONFULL ONLY, "startActivity", null);
return mActivityStarter.startActivityMayWait(caller, -1, callingPackage,
intent, resolvedType, null, null, resultTo, resultWo, requestCode,
startFl ags, profilerinfo, null, null, bOptions, false, userld, null, null);
}
startActivityAsUser J5 #5545k [B] ActivityStarter fy startActivityMayWait 5%, X—
AT ROEME TAGEIN AMS KRN, Fx BAMAE T, BEMIAR-S
FErTAEFE 4.1.2 TNE . 1E Activity U EaEBEH 2R T AMP, AMN F1 AMS, &
LRHK T AMS KIEF 55, il 6-1 ok,

AMP J& AMN FINERSE, ‘BAITESEEL T TActivityManager 4% H, X AR BAT Tk T LASEEL
REF, BARYPZZARMREL. AMP fil AMN ZiafTfEM/HEREFR, AMP & Client
Ui, AMN Mz Server i, 1fi Server i H BRI IHREER & AMN B2 AMS SR SCBLIY,
., AMP 32 AMS 7£ Client yng{CHE 2, AMN X2l T Binder 2%, 3% #: AMP f1 AMS
StTLLdE e Binder SkgEfTiE R A 1S . ActivityManager jfiik AMN fy getDefault 75757535
AMP, @it AMP 5T LD AMS #4738 15 . B ActivityManager LAAh, FUEHZLE AMS i
fridfErZth i Zhdm st AMP, i 6-2 FiR,
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linterface IBinder

AMSH
+asBinder() +ransact()

T ?

lActivityManager Binder

+ransact()
+onTransact()

-
I
I
1

ActivityManageri# it |

ActivityManagerNative —
.getDefaultl) SF[AMP ActivityManagerProxy

ActivityManagerNative

T

ActivityManagerService |

ActivityManager

W

& 6-1 Android 7.0 AMS K%

Clent Server

ActivityManager /

|1

ActivityManageriative

Conteximpl | ActivityManagerProxy

Y

/ MdtivityManagerEervice

iy

:

]

& 6-2 AMP F1 AMS 47 1
ME 6-2 \LLEH, Bi ActivityManager 4, fE55 5 FA 731 ContextImpl 2R A8 ZEH0

AMS AT fE TR Ld AMP,
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6.1.2 Android 8.0 AMS

Android 8.0 fJ AMS %K }& 5 Android 7.0 F—2E22 51, AT EiF PR R 6= ], ]
BIHLL Activity Jazhid fE k241, RO iiA & Android 8.0, 7£ Activity 1 jEshid fErh & 14
JH Instrumentation [{] execStartActivity 51, TN FiR:

frameworks/base/core/java/android/app/Instrumentation.java
public ActivityResult execStartActivity(
Context who, |Binder contextThread, |Binder token, Activity target,
Intent intent, int requestCode, Bundle options) {
try {
i ntent. mgrateExtraStreanilod ipData();
i ntent. prepar eToLeavePr ocess(who);
int result = ActivityManager.getService().startActivity(
whoThr ead, who. get BasePackageNane(), intent,
i ntent.resol veTypel f Needed(who. get Cont ent Resol ver()),
token, target !'=null ?target.nEnmbeddedI D: nul |, request Code, O, null,
options);
checkStartActivityResult(result, inten t);
} catch (RenoteException e) {
throw new Runti meException("Failure fromsystent, e);
}
return null;

}
ActivityManager [ getService J5i%, 4N T An:

frameworks/base/core/java/android/app/ActivityManager.java

public static |ActivityManager getService() {
return | ActivityManager Singl eton. get();

}

private static final Singleton<lActivityManager> |ActivityManagerSingleton =

new Si ngl et on<l Acti vi t yManager >() {

@verride
protected | ActivityManager create() {
final 1Binder b = ServiceManager. get Servi ce(Context. ACTI VI TY_

SERVICE);//1
final |ActivityManager am=|ActivityManager. Stub. aslnterface(b);//2

return am
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getService FiiLIA A T TActivityManagerSingleton [ get 751, [ActivityManagerSingleton
F&=—/ Singleton 2%, 7E{FFE 1 /b/52 444 “activity” [ Service 5| (Context. ACTIVITY _
SERVICE HY{E A “activity”), HugtsE IBinder 227y AMS BY5IH ., HEETR 2 b e
# ik [ActivityManager 28 BUAYRT 4, X BRACAD R HRYAE AIDL, TActivityManager.java 252
AIDL T E{rga1%mt |3 2h A iy, TActivityManager.aidl BYSC{H:E& 224 frameworks/base/core/
java/android/app/IActivityManager.aidl, ZESCBLERR RLELE, ARSS 25 um k2 AMS HEE3E4k
7K TActivityManager.Stub 28 3£ SEBUAH R 5 8k /T LA T o SR AIDL JEsb AT 24 AMS
HIfCEE2E AMP T, [Alk Android 8.0 5351 T AMP, B [ActivityManager, ‘B4t AMS
FEA R, FA1E F] Instrumentation [ execStartActivity 5%, E{ERE 1 Ab9zbx LA
HJE AMS |9 execStartActivity 75k, B RIS BESAENE T, Bl 15-EF Android 8.0
1 AMS K, 41kl 6-3 Bk,

AMSFI&

ActivityManagerf
getService() 3i%{5% IActivityManager
[ActivityManager

ActivityManager

Stub

A

ActivityManagerService

6-3  Android 8.0 AMS K%

LG 6-3 F1E 6-1, WTLL%FL Android 8.0 AMS KK /5% , ActivityManager ff)
getService 15754133 [ActivityManager, AMS HZE3E4kK TActivityManager.Stub 2, gk nl
LLFI ActivityManager SEEL3EREEIEAIZ T .

6.2 AMSHY Az

A AP Hh PR AR AMS, 1RAG 428 T fif AMS (158t 2, AMS (1) j5 2l & 7E SystemServer
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R EZIRY, X T SystemServer #HFEHY AL 2.3 T Eaihd, x Bt
SystemServer [ main Jj {5 4GP, 40 TR

frameworks/base/services/java/com/android/server/SystemServer.java

public static void main(String[] args) {
new SystenBerver().run();
}

main F57%; R T SystemServer f run 7575, 40N ioR:

frameworks/base/services/java/com/android/server/SystemServer.java

private void run() {
try {

/| 8% ¥ & Looper
Looper . pr epar eMai nLooper () ;
[ 7m# Y 34 % | i bandroi d_servers. so
System | oadLi brary("androi d_servers");//1
per f or mPendi ngShut down() ;
11 RIE % Cont ext
creat eSyst enCont ext () ;
/| fi]# Syst enBer vi ceManager
nByst enBer vi ceManager = new Syst enBer vi ceManager (nByst enCont ext);//2
nByst enBer vi ceManager . set Runt i neRest art ed( nRunti neRestart);
Local Servi ces. addSer vi ce( Syst enBer vi ceManager . cl ass, nByst enfer vi ceManager) ;
Syst enBer ver | ni t Thr eadPool . get () ;
} finally {
traceEnd();
}

try {
traceBegi nAndSl og(" Start Servi ces");

11 B35 %K%

start Boot strapServices();//3

11 B s 4

start CoreServices();//4

11 sh £ AR %

start &t herServices();//5

Syst enBer ver | ni t Thr eadPool . shut down() ;
} catch (Throwabl e ex) {

Sl Og e(”&lst em‘ "******************************************")-
Sl og. e("Systent, "*x*xk*kxkxkkx Eajlure starting systemservices", ex);
t hrow ex;

} finally {
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traceEnd();

}

SystemServer [fJ run 75 % L2 AE 2.3.2 YiFigL, X HE R PR — e, fEERE 1AL
# T sh &% libandroid_servers.so, 1% FEFEFEE 2 AL 6% SystemServiceManager, ‘B4
Xt RGHINRSS HAT O . BN A A A R B, fETERE 3 ALHY startBootstrapServices Jj
#: 1 F SystemServiceManager J= 37 T ActivityManagerService ., PowerManagerService .
PackageManagerService 25 IR 55, fE{ERE 4 ARy startCoreServices ik Ml B3 T
DropBoxManagerService, BatteryService, UsageStatsService 1 WebViewUpdateService, fF
HR 5 AbHY startOtherServices J5 kA J25) T CameraService, AlarmManagerService |
VrManagerService Z5R 5SS, X EEARGSHIAC Y SystemService, MiFRBe 3, [EF 4. FFS
WY HEATLAE W, BHIERGNRS AT 3 MRE, 5hls kS . BoOIRS AL
MR55, o Hofth AR 55— SR R EMA T E LB B AR %5 . AT FEZREF I AR
AMS ;2 anfal JB2h, {d8 3 AbAY startBootstrapServices F5: 40 T iR :

frameworks/base/services/java/com/android/server/SystemServer.java

private void startBootstrapServices() {

traceBegi nAndSl og(" Start Acti vi t yManager");
mAct i vi t yManager Servi ce = nByst enBer vi ceManager . st art Ser vi ce(
Acti vi t yManager Servi ce. Li fecycl e. cl ass) . get Service();//1
mAct i vi t yManager Ser vi ce. set Syst enSer vi ceManager ( nByst enSer vi ceManager ) ;
mAct i vi t yManager Servi ce. setlnstal ler(installer);
traceEnd();

}

TEERE 1 AbIHH T SystemServiceManager [y startService 75, %S 52
ActivityManagerService.Lifecycle.class:

frameworks/base/services/core/java/com/android/server/SystemServiceManager.java

public void startService(@onNull final SystenBervice service) {

nBervi ces. add(service);//1

long time = SystemcurrentTineMI1is();

try {
service.onStart ();//2

} catch (RuntineException ex) {
thrownewRunti meException("Failedtostart service" +service.getd ass().
getNane() + ": onStart threw an exception", ex);
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}

war nl f TooLong(SystemcurrentTimeMI1lis() - time, service, "onStart");
}
£ A\ /] SystemService 25 %I service %% HI{E ) ActivityManagerService.Lifecycle.class,
FEERE 1 AN service XA INE] ArrayList 28U mServices W 5€ it Mt . FEERE 2 401
H service [1J onStart J573:K J53)) service ¥4, iX 4™ service X R EMIFI (T 2V Ffi 14
E1: TF, Lifecycle & AMS YNEYE, RAD4n FFR:

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

public static final class Lifecycle extends SystenService {
private final ActivityMnagerService nBervi ce;
public Lifecycle(Context context) {
super (cont ext);
nBervi ce = new Acti vityManager Servi ce(context);//1

}

@verride

public void onStart() {
nService.start();//2

}
public ActivityManager Service getService() {//3
return nBervice;

}
}

FRE RIS EE4E A SystemServiceManager [y startService J5 3k b1, B 1AL, fF
Lifecycle Fyi& vk lE 7 AMS 25, 2418 SystemService 255U service FYJ onStart J5
0, %ﬁﬂ:x%i)"‘]ﬁﬁ TR 2 4 AMS 1Y start 5k, (R 3 AbRY Lifecycle [ getService 751
IR [E] AMS S5, X FEIRA 5% SystemServer [1Y startBootstrapServices J5{EAERE 1 4b
mSystemServiceManager.startService(ActivityManagerService.Lifecycle.class).getService() 5E Pr

FEIATELE AMS 2, AMS B )Eahd Rt PERlx 5L,

6.3 AMSSH MR

22352 T Zygote {) Java tEZR )2 i, 23 Bl — > Server iifY Socket, ix 4~ Socket

Pk ZERE AMS 3K Zygote Sk GIELHTHY N HER Pt . ZRah— /R, EEERIE
XA B AR P I s S R P R O, fE BB R AMS SeRs v 4~ b H
P T T B B TR P A A A AR , AEERR S 12K Zygote HERR 61 75220 B AR P idh e
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X HLL Service By EEhE BB, Ko AMS 5 R HRE PRI R . Service £E a0
21 ActiveServices #Y bringUpServiceLocked 5, 40 F .

frameworks/base/services/core/java/com/android/server/am/ActiveServices.java

private String bringUpServiceLocked(ServiceRecord r, int intentFlags, boolean
execl nFg, bool ean whil eRestarting, bool ean perm ssi onsRevi ewRequi r ed)
throws Transacti onToolLar geException {

lli}iﬂx Servi ce BEABNHREAT
final String procName =r. processNarre /11
String hostingType = "service";
ProcessRecord app;
if (!isolated) {
app = mAm get ProcessRecor dLocked( procName, r.applnfo.uid, false);//2
if (DEBUG MJ) Slog.v(TAG MJ, "bringUpServicelLocked: applnfo.uid=" + r.
applnfo.uid + " app=" + app);
/1 #4547 Servi ce Hy B 2 P2
if (app !'= null & app.thread '=null) {//3
try {

app. addPackage(r. appl nf o. packageNane, r. appl nfo. versi onCode, nmAm
nProcessStats);

/'l B3h Service
real Start Servi ceLocked(r, app, execlnFg);//4
return null;
} catch (TransactionToolLar geException e) {
throw e;
} catch (RenoteException e) {
Sl og. W( TAG "Exception when starting service " + r.shortNane, e);
}
}

} else {

app = r.isol atedProc;

if (WebVi ewZygote.isMiltiprocessEnabl ed()

&& r. servi cel nf 0. packageNane. equal s( V¢bVi ewZygot e. get PackageNane())) {
hosti ngType = "webvi ew_service";

}
}
|1 48 B 54T Servi ce A B FHETHAE
if (app == null && !perm ssionsRevi ewRequired) {//5

1] Rl R AR A2
if ((app=mAm startProcessLocked(procNane, r.applnfo, true, intentFl ags,
hosti ngType, r.name, false, isolated, false)) == null) {//6

String meg = "Unable to | aunch app "
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+ r. appl nf 0. packageNare + "/"

+ r.applnfo.uid + " for service "

+ r.intent.getlntent() + ": process is bad";
Sl og. W TAG nsQ);
bri ngDownSer vi ceLocked(r);
return nsg;

}
if (isolated) {
r.isolatedProc = app;

}
}

lr.claturn null;

}

1E1F8E 1 i3 ServiceRecord [ processName F{E H-IR{E 45 procName , Hort processName
FkAfiR Service RE/EMBABERIBAT, BRINS MR, RO ATLA/E AndroidManifest
A% E android:process JE M B — - ERIE T Service, {E{EEE 2 A procName
F Service [J uid £ A 3] AMS [ getProcessRecordLocked ik, kEmiHEGHFLA—NT5
Service % ¥ [} ProcessRecord 2%t 42 app, ProcessRecord 3% SR dffiik s 11 7 AR T
HRRRIAE B . (EFERE S ALFIWT Service XY app A null WL HISKiz 1T Service B J HIHE
FERREAAFAE, WA RS 6 Abfy AMS (1) startProcessLocked J5 {334 61t I (1 o7 FA R
HERE, ST OIHER IR PRI A0 3 S0, (ERERE 3 BN AN RSB Service
o FARE RO R e, MBI ER: 4 ALRY realStartServiceLocked 53k B4 Service, Bk
IR ER 422 1, 84— T, AMS 53 HBFHBRCREEALNTH A

o JEh R AR I AMS S5AG 25X A B AR o5 22 i b R g R e & A7 1
o IR FTEN A FHBEAGFIE, AMS gt&iEK Zygote dERE GG T2 b HFE T
B,

6.4 AMSHE B EIRLSA:
AMS WK TIRZEREEA, XN Hr— T ActivityRecord, TaskRecord #I

ActivityStack, At 2552 EN1E? AT AR R REEER, A& Activity {E55 Ak
EElEOE- S TR
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WE, BNELE T Activity FIFTAE R, Kt
A Activity, "BAELEEB) Activity I#E6IEERY, BRI ActivityStarter [Y

startActivity J5iEh gk GlEn, BARALIEE 4.1.2 7, ActivityRecord HYHH 4y 35 5% A% &
4k 6-1 iR,

# 6-1 ActivityRecord BN EER AT E

% ¥ B " A

service ActivityManagerService AMS 151 H
Activity L1 AndroidManifes % B ¥ S48, E

info ActivityInfo 11 launchMode
launchedFromPackage String Jazh Activity 4,44
taskAffinity String Activity 752217 )@
task TaskRecord ActivityRecord it /£ TaskRecord
app ProcessRecord ActivityRecord it £ERY b AR 0t FE
state ActivityState LR Activity PR
icon int Activity i BRI IRARIRT
theme int Activity [ =E 8 IFARINT

MF 6-1 AILIEH ActivityRecord [(9fE, HMNERFIE T Activity (FTHIE R, @
AMS {51, AndroidManifes i 5.2 B
X E B4, B E R H TP 5 A% ActivityRecord Ff7EfY TaskRecord, X it
ActivityRecord i TaskRecord SEfRfE—#2, "B 1E Activity LSRRI TSR 7, Tl 14
% KA TaskRecord,

6.4.2

TaskRecord

Activity IR & . Activity FIE(Z B Activity 3EFE

TaskRecord FsRfiiid—4> Activity fE554, HNEHMARZAE LR, XEEE—

SO SR B R R T

4, Wk 62 Piom,

% 6-2 TaskRecord HERNEERRTE

& iR ¥ & ¥ ER
taskId int 1S5 AR ME—FRIRFF
affinity String 1L 55 A A it v
intent Intent JABhiE A S5 MY Intent
mActivities ArrayList<ActivityRecord> i B3 S IR HEB IR Activity 5%
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gk
% W ¥ & i EA
mStack ActivityStack YA B RY ActivityStack
mService ActivityManagerService AMS y5|H

MF 6-2 AILLA I TaskRecord HUTEM, HNEREGE TESARRIFTARE R, OFEESk
HIME—FRIRFF . RS AR M, 55t Y Activity idorFn AMS RS HISE, FREEER

AHFEA ActivityStack, Wik AT Activity (E55 4 BT &Y ActivityStack, T 1#:Ek
F ActivityStack,

6.4.3 ActivityStack

ActivityStack & —/ME Y, HREHASGIA Activity, HPAERYEY T Activity FYFT
HRE., BEREN Act1v1ty LR N Activity #HERIFFe 28048, ActivityStack & H
ActivityStackSupervisor ST FENY, 1fj ActivityStackSupervisor £ AMS F#5 38 75 1 A
G, AR

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java
public ActivityManager Servi ce(Cont ext systenContext) {

nBt ackSuper vi sor = creat eSt ackSuper vi sor () ;

}
1 createStackSupervisor J5 7k H 68 T ActivityStackSupervisor:

protected ActivityStackSupervisor createStackSupervisor() {
return new ActivityStackSupervisor(this, nHandl er. getLooper());
}

1. ActivityStack BJSC{5IZE R
1£ ActivityStackSupervisor H145 £ il ActivityStack =25, 40 B

frameworks/base/services/core/java/com/android/server/am/ActivityStackSupervisor.java
public class ActivityStackSupervisor extends ConfigurationContainer inplenents
D spl ayLi stener {

ActivityStack mHoneSt ack;
ActivityStack nFocusedSt ack;
private ActivityStack mlast FocusedStack;
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mHomeStack Fi3k17fi% Launcher App HJBTA Activity, mFocusedStack 371524 /i 1E A1 12
Wk A 8838 T —4> Activity BT A Activity, mLastFocusedStack 7R i A BT A
Activity, 1T ActivityStackSupervisor £t T3REL_ iR ActivityStack AU 51, EhanZERREL
mFocusedStack, REEZEJHM ActivityStackSupervisor [{J getFocusedStack J5ikmt el L T -

frameworks/base/services/core/java/com/android/server/am/ActivityStackSupervisor.java

ActivityStack getFocusedStack() {
return nFocusedSt ack;

}
2. ActivityState
1F ActivityStack Al #ea$ 7 T Activity BT AR E, W TS

frameworks/base/services/core/java/com/android/server/am/ActivityStack.java

enum ActivityState {
I NI TIALI ZI NG,
RESUVED,
PAUSI NG
PAUSED,
STCPPI NG
STCPPED,
FI NI SHI NG
DESTROYI NG,
DESTROYED

}

I A FRIATAT AR ER B X LR B RERIE L. B ActivityState B3
Rz, LA Fima .

frameworks/base/services/core/java/com/android/server/am/ActivityManagerService.java

@verride
public void overridePendi ngTransition(lBinder token, String packageNane, int
enterAnim int exitAnin {
synchroni zed(this) {
ActivityRecord self = ActivityRecord.islnStackLocked(token);
if (self == null) {
return;
}
final long origld = Binder.clearCallingldentity();
if (self.state == ActivityState. RESUMED
|| self.state == ActivityState. PAUSING {//1
mN ndowanager . over ri dePendi ngAppTr ansi ti on( packageNane,
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enterAnim exitAnim null);
}

Bi nder.restoreCal lingldentity(origld);
}
overridePendingTransition J5#: T8 & Activity FyJ#hzhimE , EERE 1 v LAER R
A ActivityState 2§ RESUMED R &8 # PAUSING R &R A STHH WMS 288IH)
mWindowManager %4 [1¥) overridePendingAppTransition J5 {3 4 zhHE .

3. FFHRIRZSHY Activity
1F ActivityStack Hr g T — LS8R AR Activity, 401N Fin:

ActivityRecord nPausingActivity = null;// E&E%ZEE Activity

ActivityRecord niast PausedActivity = null;// F—ABEZ%EH Activity
ActivityRecord nLastNoH storyActivity = null;// &¥E—KZH K £i2FM Activity
ActivityRecord nResunedActivity = null;// E.%4 Resune # Activity

ActivityRecord miast StartedActivity = null;// &I¥IT—KEZHH Activity

/1 ##%% convert ToTransl ucent #3%: ik FEM Activity

ActivityRecord nilransl ucent ActivityWiting = null;

X LEHERTR R ST ActivityRecord 2%y, ActivityRecord FSEida%—/ - Activity [}

1R R
4. YEIPHY ArrayList

{E ActivityStack F1 447 T 1R £ ArrayList, X %& ArrayList iy ER M FEH A
ActivityRecord #[1 TaskRecord, #nZ 6-3 fi =,

< 6-3  ArrayList FRYTTESR R HiRAA

ArrayList T EREXR Y A
mTaskHistory TaskRecord BB A WS Activity 11454
mLRUACctivities ActivityRecord FEAEIBITHY Activity, FIFRHAVE —A 4 B A& 50l B0 FARY Activity
mNoAnimActivities ActivityRecord 2% ERE B I Activity
mValidateAppTokens | TaskGroup AT 5% &I R F A h

ActivityStack #E3P T eER RIS, TaskRecord fF17E, X FE ActivityStack F1 TaskRecord 3t
BT FEE, Activity fESSAEAEBIE ActivityStack Hi, AMS T ZEIUEHREEA ActivityRecord
TaskRecord F1 ActivityStack g PFFix B, ZEAEE L4 T E 11 B 17 REED,
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6.5 ActivityFE B

FRATPPIHEOS I R #AE Activty JEIALE Activity (ES5AhE), A THEFHK, £45E
FOIF K 3 Tk RE % S 4F b B AN BE. Activity, SRTERAFMIL S, X— AR Y: 210
Activity AR BAHSCHI TR, PRI Z TSRS T i — T Activity fEF5ARRTY

6.5.1 Activity

Activity fESSARFFAR R G RN, ‘Bt 2 R EE L E A A KR, £ 6.4
A 1% 2] T ActivityRecord, TaskRecord F11 ActivityStack, ‘B TmtE Activity {55457
M E S B 5y, i 6-4 FioR,

ActivityStack

TaskRecord TaskRecord
ActivityRecord ActivityRecord
ActivityRecord ActivityRecord
ActivityRecord ActivityRecord

6-4  Activity {55 kA5 7Y

ActivityRecord F3Rida—/ Activity fJrE{E 8., TaskRecord FaL& T — A4
ActivityRecord, TaskRecord FH3kZ R Activity FUfESS#%, R AT ActivityRecord,
ActivityStack X 832 T —A 8. £/~ TaskRecord, ‘& TaskRecord [l , Activity A4
MAEHESIAE Activity (RS 2 LY, A TAREEE, FRAOTRTLI R R P 3Ef T4, B
HWTULE FH B & o DL R Ho b v FHRY Activity, 158 T 8RR B ande 18—kt 28 v H
XA R 2 N TR PO T R ANBUABES , 24FRA1 s bl & R R Kk i i
I, i 6-5 Bk,
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HAERIE E-mail

T s

B 6-5  Activity HefHH

FE2 B AN 2 S5 E-mail Hrfy Activity A& 40T A[E AR P IERRRY, a TAREEE, W
AT LA 8 55 T e B+ 50 oz P b BRI A T B AR AR T, SR s IR E, AT
RIGH AT, Android 2GR HE TRZECE, 4% Launch Mode, Intent ) FLAG #lI
taskAffinity %, s BIXHENTE T,

6.5.2 Launch Mode

Launch Mode KFKEEAPAA:, HT1&E Activity 19)Eah 755, TCie&WR a3, B
JEBIRY Activity RS Activity 2RUARTH, FZEHLLT 4 Ff Launch Mode,

e standerd: BRI, M:RJAZ) Activity #B2x B —ANHTHY Activity SEHi,

e singleTop: ZNRZEEFN Activity E27EARTI, MIASEHCIE Activity, [AH}i%
Activity fJ onNewlntent 7535 A . AR 22 23D Activity AEARTR, WIS EHT
B 1% Activity HYSEH,

* singleTask: 4IRZ BN Activity LAF{ET BRI RIS, BLAASOIETZ
Activity 225, FARd 7 1% Activity _FRYBTARY Activity Ak, [RIRFZ Activity B9
onNewlIntent F {5 # A . a2 R80T Activity ANMEETEREHEI&LS, F
HiZAARE, WISEHOIETZ Activity FSEHI, a2 R80T Activity AHZEIH Ry
HAAE, MIE Bl — 0k, R 6IEZ Activity SEEIFHHEA B

e singlelnstance: Fl singleTask ZEAS2K{LL, AREAVRE BEED Activity I, BEHCEANHE—
ANHTE, ARIE B IZ Activity SEEIFE R AGHTER T, #Fikkerh RSAFAAEX—4 Activity
LA,

6.5.3 Intent FLAG

{E Intent H3E L TR % FLAG, B JLA FLAG Wl LARE Activity #8052, 4n
R Launch Mode 11 FLAG %7€/ Activity 15855308 th%E, WL FLAG & Er A i,
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® FLAG ACTIVITY SINGLE TOP. #1 Launch Mode F1[{J singleTop % 5 —FERY

® FLAG ACTIVITY NEW TASK. # Launch Mode #1f{J singleTask %5 54t —#ERY

e FLAG ACTIVITY CLEAR TOP: f¥ Launch Mode H %4 5% b s, aniise
JABIHY Activity CLREET AR, WA LT B LAY Activity Hifk, singleTask
BONEA AR RIBCR o

BT BiRix =4 FLAG, i&F —28 FLAG %3 1o ks # A ses 8,

e FLAG_ACTIVITY NO_HISTORY: Activity — HIBH!, SEASAAAE A . [EIAEHD,
W ATLLAE AndroidManifest.xml H1i% & android:noHistory,

® FLAG ACTIVITY MULTIPLE TASK: #=%f1 FLAG _ACTIVITY NEW TASK —[d]
ERABHR, RAES B —HHIBSR DT E IR Activity,

® FLAG_ACTIVITY EXCLUDE FROM RECENTS: Activity NE#EHMAT] “HiL B
Y Activity” %I,

® FLAG_ACTIVITY BROUGHT TO FRON

T 3X A hra 038 5 AN A H B HTAR A AR Ams ActivityStarter
% B, Mi4& Launch Mode 2 singleTask '
b, HARSE SRR, —startactiviy >y

e FLAG_ACTIVITY LAUNCHED FROM startActivityAsUser

HISTORY : iX/Mbrafor il & A A2 H . FH AR
P e AR R 3 B 1 A MG S0 g e ,
it (K4 Home S, e e
e FLAG _ACTIVITY CLEAR TASK: Z53Ef ’

|
startAct ivityM ayWait—sge

startActivity
FLAG ACTIVITY NEW TASK — [7] ¢ Fl ;
i )
AHRR, HTHERS B Activity FH5¢ g o
TR AL Activity, |
startActivityUnchecked

Bkl 29uRMCk AR FLAG BRI, 1R
412 Hip R Activity EahI SRR AMS 1Y
startActivity J57:, 25 2B EA ActivityStarter 6-6 AMS | ActivityStarter {1 #2
IJ startActivityUnchecked F5i, 4 6-6 Fin,

frameworks/base/services/core/java/com/android/server/am/ActivityStarter.java

private int startActivityUnchecked(final ActivityRecord r, ActivityRecord
sour ceRecord, |VoicelnteractionSession voi ceSession, |Voicelnteractor
voi celnteractor, int startFlags, bool ean doResune, ActivityQptions options,
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TaskRecord inTask) {
setlnitial State(r, options, inTask, doResune, startFlags, sourceRecord,
voi ceSessi on, voicelnteractor);//1
conput eLaunchi ngTaskFl ags();//2
conput eSour ceSt ack() ;
m ntent. set Fl ags(nmLaunchFl ags);//3

}

R 1 AT Wia ik JE8h Activity RUEFELE, (ERDGATLRTS B B & Fhid & T
Bl &, XUBACE L4 ActivityRecord, Intent, TaskRecord F[1 LaunchFlags (Activity JEzhHY
FLAG) % 1#F& 2 #bAY computeLaunchingTaskFlags 7515 B T3 H Activity 250 FLAG,
FB B A (E R [E 4 mLaunchFlags, £E{ERE 3 46 mLaunchFlags 1% & % Intent, AF)IRE
Activity B3 A BRI, 235 k#F computeLaunchingTaskFlags 757 :

frameworks/base/services/core/java/com/android/server/am/ActivityStarter.java

private void conputeLaunchi ngTaskFl ags() {

if (mMnTask == null) {//1
i f (nBourceRecord == null) {//2
i f ((mLaunchFl ags & FLAG ACTIM TY_NEWTASK) == 0 & m nTask == nul ) {//3
Slog. (TAG “"startActivity called from non-Activity context;
forcing " + "Intent. FLAG ACTIMI TY_NEWTASK for: " + mintent);
mLaunchFl ags | = FLAG_ACTI VI TY_NEW TASK;

}

} else if (nBourceRecord. | aunchMde == LAUNCH_ SI NGLE_| NSTANCE) {//4
nmLaunchFl ags | = FLAG _ACTI VI TY_NEW TASK;

} else if (mLaunchSingl el nstance || nLaunchSingl eTask) {//5
nmLaunchFl ags | = FLAG_ACTI VI TY_NEW TASK;

}

}

VFELREN FLAG {384 HL e 2, 5 BRI T — /15, 24718% 1 ALY TaskRecord
JAUHY mInTask A null B, UEBH Activity ZUIMARARALE, Bk, x—/NRRRD 3 2R
RAY G & Activity BEANARIBAAFAER anfil TR B3R FLAG, fEHERE 2 AL,
ActivityRecord 27U mSourceRecord FTHfiiR “With Activity”, {1242 “Wiih Activity”
We? Lban ActivityA JE3)) T ActivityB, ActivityA st #04G Activity, [A]i{illi & {8 2 FoiEe
3 AP O/ A, ZETERE 4 10, AR 0 Activity” FTEERVRR R TEA A
Activity 525, Nt FTEEANE— 5%, RS AL, 4nif Launch Mode % & T singleTask
5 singlelnstance, M ZE QI —/Fkk
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6.5.4 taskAffinity

A TATLALE AndroidManifest.xml 1% & android:task Affinity, FskF57E Activity 752214
JERIA, EERINEOLT, F— R HERFFRIFT AR Activity A3 EHMHEIHY taskAffinity,
task Affinity £ T I B R DL 2372 A2 808

(1) taskAffinity 5 FLAG ACTIVITY NEW TASK ;% singleTask fic & . 40 szh
Activity [ taskAffinity FA%l1 task Affinity #H[E NIINA R ZARH s 2R ANE], s QI Btk .

(2) taskAffinity 5 allowTaskReparenting Ei 4, Zn5: allowTaskReparenting 4 true, i
B Activity HAHFERIRE D . EULATATBBA 6] (& 6-5), UHksd RHEED T & kbR
Activity, B AIEHBRRY Activity & FHEESE AL TR — e Y, I HAX MR TR G
S R IERB R Activity fYJ allowTaskReparenting 1% & 24 true, )5 E-mail i FH R fEAIARAL
TriE R, KIEMEER Activity 5k 4x B2 B FH A AR vh 5 F2 31 5 8 0 30 A B 14 .
(taskAffinity #H[E]) FrfERUARH, 2nEl 6-7 FioR,

BIaESE aaiEst
E-mail 5 2|
e T I
| BT BT
e -
{17 AR VI RE

6-7 (LES5AREAS

EE AT R GRL A F taskAffinity 19 vz F . ActivityStackSupervisor fY findTaskLocked
75 T3] Activity B ICECAYER, &4 ActivityStack {9 findTaskLocked 75 :

frameworks/base/services/core/java/com/android/server/am/ActivityStack.java
voi d findTaskLocked(ActivityRecord target, FindTaskResult result) {

for (int taskNdx = nTaskH story.size() - 1; taskNdx >= 0; --taskNdx) {//1
final TaskRecord task = nTaskHi story. get(taskNdx);//2

else if (!isDocunent && !taskl sDocunent
&% result.r == null && task.canMatchRoot Affinity()) {
if (task.rootAffinity.equal s(target.taskAffinity)) {//3
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i f (DEBUG TASKS) S og. d( TAG TASKS, "Found nat ching affinity candidate!");
result.r =r;
resul t. mat chedByRoot Affinity = true;

}
} else if (DEBUG TASKS) Sl og.d(TAG TASKS, "Not a match: " + task);

}
}

XA RGBS e, X AR TN taskAffinity AHCAYERy . AECERE | Kb h
mTaskHistory #1138, #I[FAITCEEN TaskRecord, B TAFME A P HR AV, (EHERE 2 4L
FEIE—ARAVE B R 3 AR AR rootAffinity (¥)4AHY taskAffinity) F1H AR Activity
) taskAffinity g% b, an5A8[E], N FindTaskResult [ matchedByRootAffinity J&¢:i% &
Jy true, UiBHHRE] [ ICELHIAR

6.6 AF/hg

RENET AMS UK. AMS [1J)535). AMS BZIEIREEHIF Activity A8 B 50
Hel, KT AMS FIRZ WA ALY 2], ARSI 48 TR A A P BRAHEE sy,
AR AHSEE L3 T AMS B BRINFE SR B AT K RIRRD IHEUR S . 5 AN F AR T
S HEINEAITREE, anRATH 5 mIREMIFER T, BLAREX —EIR TG E LN
K.
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PR % WindowManager

WindowManagerService (WMS) F1 AMS —#F¢, #B4& Android p FHIF & FELEARAYSN
Hr, WMS Wik eIt HohRe % %, RN L kTR, a0 R BHUHR WMS &
TRMEPEAE, A T EAFHbPEME WMS, 2L T i WindowManager B’J*Haé’ﬁn i, azz%lﬂj})k
FATER fAEEKF, WindowManager /&5 WMS KR EERIE, X —HEMST4
WindowManager 14 % . Window A2 EFT Window HIHA{E,

7.1 Window, WindowManagerflWMS

Window A IV IZIR#K, Ba— g, BR324 PhoneWindow, ‘BX View
FHATE R, WindowManager & — /M2 A%, 4K H3: 0 ViewManager, M ZFREEHIE B
FH k4 1 Window 1Y, ‘BRYSEELZE A WindowManagerlmpl, 20583 142254 Window (View)
BEATER N, S A B R Ve sk vT LA(SE B WindowManager, WindowManager 454 ELf& 1Y T4k
2 WMS SE4LHE, WindowManager 1 WMS @it Binder SEE{ i85 dEFRE S, WMS 14
2GRS AIR L AP B A 24y WindowManager Y, iX— 5.5 ActivityManager 1 AMS
E’J?é%ﬁ‘k:bﬁéw\o

*XT WMS Wihie, SES 8 miltirhrd, XBERMAFEmE I EEDREREH
Window 5t AL T, Window, WindowManager 11 WMS [1J3¢ & a] LATR & H FH B 7-1 Sk Z%15,
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View

|
|
|
|
|
WindowManager —%E—I-—:
|
|
|
|
|

7-1 Window, WindowManager 1 WMS HY% %

Window & T View H-XF View #4748 #, Window i 2%k K~ 2 K 25 Window & —
MRS, HkiR — A& 0, HALHEAEER, Window HYSLAH G & View,
WindowManager F&4°# Window, [fif WindowManager Frig it REE 2 2 3 WMS #: 17
RCEE

7.2  WindowManagerJ K52

F2 TR MIRRD FA B 43 # WindowManager e, M ARIRATR DAUE 47 PR A# Window
F11 WindowManager [958 £ .

WindowManager & —/MZ A2, 4k& H1% 10 ViewManager, ViewManager F15E X T 3
AN, s BIRERE I, FEAiER View, 40 FFoR:

frameworks/base/core/java/android/view/ViewManager.java

public interface Vi ewanager
{

public void addVi ew( Vi ew vi ew, Vi ewd oup.Layout Parans parans);
public void updateVi enLayout (Vi ew vi ew, Vi en&d oup. Layout Parans par ans);
public void remveVi ew( Vi ew vi ew) ;

}

WindowManager W4k Tix26757%, MiX )5 ihiE AR S HEE View K70, 1
Window &L View HIIERAR-LER . WindowManager 14k ViewManager (Y[R, XHIMATR
ZIhhe, Wi Window WURAVHIZ AT &, NEBRUA R —2757%k, HAPEMA T
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FE AR Window HURFEEINARY, 40T Fios.

public Display getDefaultDisplay();
public void renmoveVi em nredi ate( Vi ew vi ew) ;

getDefaultDisplay J5 {:HEMS 155X 4~ WindowManager SE 51 Window 78 ANEI WA 5 4
b7, WA iED, A3 WindowManager A BRAY 5k (Display) , removeViewImmediate
J5 B MEILE FE3X AN 75 1538 I T 257 B4 4T View.onDetachedFromWindow(), K52 1% AR
View FHRIEHE TI1E,

Window 2— g2k, BRYEMARSLHI2k 4 PhoneWindow, PhoneWindow & {r] v} 61 7
HIWE? 78 Activity JRzhid B2 48 H ActivityThread [y performLaunchActivity 75,
performLaunchActivity J5kH X 2518 H Activity fy attach J57: , PhoneWindow 3t & /£ Activity
[ attach 52 H G, 40T PR

frameworks/base/core/java/android/app/Activity.java

final void attach(Context context, ActivityThread aThread,
Instrunentation instr, |Binder token, int ident,
Application application, Intent intent, Activitylnfo info,
Char Sequence title, Activity parent, String id,
NonConf i gurati onl nstances | ast NonConfi gurati onl nst ances,
Configurationconfig, Stringreferrer, |Voicelnteractor voicelnteractor,
W ndow wi ndow, ActivityConfigCallback activityConfigCallback) {
at t achBaseCont ext (cont ext ) ;
nFragnents. attachHost (nul | /*parent*/);
MmN ndow = new PhoneW ndow(t hi s, w ndow, activityConfigCallback);//1
[*x
*2
*/
MmN ndow. set W ndowManager ( (W ndowManager ) cont ext . get Syst enBer vi ce
(Cont ext. W NDOW SERVI CE) , nTToken, nConponent. flattenToString(),
(info.flags & Activitylnfo. FLAG HARDWARE _ACCELERATED) != 0);
if (nParent !'= null) {
mN ndow. set Cont ai ner (mPar ent . get Wndow() ) ;
}
mN ndowanager mN ndow. get W ndowvanager () ;
nCurrent Config = config;
mN ndow. set Col or Mode(i nf o. col or Mode) ;

}
R 1 4815 T PhoneWindow, 7F13:%% 2 4L T PhoneWindow HYJ setWindowManager
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Jiik, XA~T5 kAL PhoneWindow {942 Window HisZH]

frameworks/base/core/java/android/view/Window.java

public void set WndowManager (W ndowMVanager wm | Bi nder appToken, String appNane,
bool ean har dwar eAccel erated) {
mAppToken = appToken;
mAppNane = appNane;
mHar dwar eAccel erat ed = har dwar eAccel er at ed
|| SystenProperties. get Bool ean( PROPERTY_HARDWARE U, fal se);

if (wm==null) {
wm = (W ndowManager ) nCont ext . get Syst enSer vi ce( Cont ext . WNDOW SERVICE) ; // 1

}
mN ndowvanager = ( (W ndowvanager | npl ) wn) . cr eat eLocal W ndowManager (this);//2

}

FA1E AR WindowManager Jj null, g fEiFBE 1 &b Context fY getSystemService
Fiks, FHAEARRSE 4 FR Context. WINDOW SERVICE ({f 24 window) , H{A&7F Contextlmpl
RSEEL, TR

frameworks/base/core/java/android/app/Contextimpl.java

@verride
public Qbject getSystenBervice(String nane) {
return SystenServiceRegistry. get SystenBervi ce(this, nane);

}
1 getSystemService J5 %A1 2518 SystemServiceRegistry [1Y) getSystemServiceName J57 :

frameworks/base/core/java/android/app/SystemServiceRegistry.java

public static String getSystenBervi ceName(d ass<?> servi ced ass) {
return SYSTEM SERVI CE_NAMES. get (servi ced ass);

}

SYSTEM_SERVICE_NAMES Jt—A HashMap 2R F St 2 ISR A7 R 5 0 45K
B2 t% Ay Context. WINDOW_SERVICE FIJict i £ 249 M HEEHETE

frameworks/base/core/java/android/app/SystemServiceRegistry.java

final class SystenBerviceRegistry {

private SystenServiceRegistry() { }
static {

regi ster Servi ce(Cont ext. WNDOWN SERVI CE, W ndowManager . cl ass,
new CachedSer vi ceFet cher <W ndowManager >() {
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@verride
publ i c WndowManager createService(Contextlnml ctx) {
return new W ndowVanager | npl (ctx);//1

1

}

}

fE SystemServiceRegistry HJi &AL i 21 H £/~ registerService 75, iX H H 7l 5%
TAA T A RH — A, registerService 5 ik N & R A B IR 55 HY A4 R A A E
SYSTEM_SERVICE NAMES w  )\ERE 1 /b eI LB H , £ AHJ Context. WINDOW_SERVICE
X st A WindowManagerlmpl s245], Kb H 451, Context i) getSystemService J5 kS
Y2 WindowManagerlmpl 2245, {15 [015] Window FJ setWindowManager 75, fE{E
B 1 4153 WindowManagerlmpl 2] J5%% 4 WindowManager 288, 7E7EBE 2 2RAT
WindowManagerImpl ) createLocalWindowManager J5 1 :

frameworks/base/core/java/android/view/WindowManagerimpl.java

publ i c W ndowManager | npl creat eLocal W ndowManager (W ndow par ent W ndow) {
return new W ndowVanager | npl (nCont ext, parent W ndow) ;

}
createLocal WindowManager J5 7 [FAE 42 61 WindowManagerImpl, A [&] 925X 7k Bl
WindowManagerImpl I} G1E EHY Window 1EAZ (% TR, XM WindowManagerImpl
A T Window Y51, wTEAX Window EAT#84E, Ebanfe Window Hrgsin View, 21
FH WindowManagerImpl {7 addView J51%, 401

frameworks/base/core/java/android/view/WindowManagerimpl.java

@verride
public void addVview @onNul | View view, @onNull Vi ewG oup. Layout Par ans par ans)

{
appl yDef aul t Token( par ans) ;

nd obal . addVi ew(vi ew, parans, nContext.getD splay(), nmParentWndow);//1

}

EERE 1 AJEH T WindowManagerGlobal [ addView ik, Higg— /2%
mParentWindow 3t A& I 1@ 2 2| A Window , #®] UL & H WindowManagerlmpl & 2% &
WindowManager HJSE 32, {H&EAG LI 26, M RhreL W LIEs
WindowManagerGlobal, ix B R AR, T WindowManagerGlobal Y addView
HiESE 74 Wi #T AR, Rk EF L WindowManagerlmpl  Hr & 4 ] 5€
WindowManagerGlobal {, 41T ffis:
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frameworks/base/core/java/android/view/WindowManagerimpl.java

public final class Wndowvanager|npl inplements W ndowManager {
private final Wndowvanager @ obal nd obal = W ndowManager @ obal . getlnstance();//1

private final Context nContext;
private final Wndow nParent Wndow; //2

private W ndowMvanager | npl (Cont ext context, W ndow parent Wndow) {
nCont ext = cont ext;
nPar ent Wndow = parent Wndow;, // 3

}

{EHRE 1 AL LA ) WindowManagerGlobal & —/~ {5, BaBAfE—/ iR A —4>
WindowManagerGlobal <& 5l , EB 2 AR L & ER 3 A& my A U B x4
WindowManagerIlmpl 2545 1E A4 Window FJ+ Window, X -HLutisd B E— /S dEFE
WindowManagerlmpl ®] e £ 4~5L1,

it an_ERIIRRD o, WindowManager USCERZE4NIE 7-2 FioR,

ViewManager

|

Window WindowManager

\

+setWindowManager()

|

PhoneWindow WindowManagerimpl WindowManagerGlobal

& 7-2 WindowManager fJcIE

ME 7-2 A[LLE H, PhoneWindow #k7k H Window, Window Jf it setWindowManager
¥ % 5 WindowManager % 4 3% B¢, WindowManager 2% 7&K H 43 I ViewManager ,
WindowManagerlmpl #& WindowManager % 0 #JSZIL S, (H& BRI EEa S RILA
WindowManagerGlobal S s2E],
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7.3 Window[J J&

#7273 1E T Window , WindowManager #1 WMS 22 [8] 3¢ & , WMS J& Window
B, Window 41 EEAE R T, WMS &Eik, 4T HEERE B TNFHREE L —
Be PR, XL PR st Window (B, EANIHEE AE WindowManager [
LayoutParams 1, 1 fi# Window )& P:RERS SE 47 bR fiF WMS RONER 3, Window HYJE
BIRZH, 5N HFREEVINA 37, B4 Bl Type (Window [1J2:%!) | Flag (Window
fIARd) 1 SoftinputMode  (CFREEELARICHRIA), TS B4R 3 Fl Window Y&

7.3.1 Window

Window FJRBIEMR L, Lban i AEFE N, RARREH . WALEH .
PopupWindow  Toast, Dialog % , E\RYK i, Window 43>k = K2 HY , 45 HilA&: Application Window
(RLFEFE H ). Sub Window (% H ). System Window (HRZiH H), HAKZAIH L
W& TIRZFAAL, EAHEE LAE WindowManager & NHSZE LayoutParams Hr, 4T
Koy X = KRBT I

1. MREFEO
Activity g — AP R AR R B, TR E Q&I T R

frameworks/base/core/java/android/view/WindowManager.java

public static final int FIRST_APPLI CATION WNDOW= 1;//1

[ & ey dEafl, R E T EEATRAME

public static final int TYPE_BASE_APPLI CATION = 1;

public static final int TYPE_APPLI CATION = 2;// L@ty & )FH 0 £A

I EREFRESHEORA, ATRARAENREFEO B THE 0

public static final int TYPE APPLI CATI ON STARTING = 3;

public static final int TYPE DRAWN APPLI CATION = 4;

public static final int LAST_APPLI CATION WNDOW = 99;//2

PR AL E 1L LR Type {A, HAvERe 1 ACRY Type Fom IR P H 2K
RUGVG(E , TERE 2 QLM Type Fm i FIAR FFBT 112605 sk (A, Ui/ O FAR FE T 1A Type
[EVEEA 1~99, EAKIERI R/ NS R E A B, ERsSE,

2. F&EO

TE N, BAEL, EARMAAE, FEMEALME DA LA, PopupWindow fif
BTFEA, & HZEE AT FR:
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public static final int FIRST_SUB WNDOVN = 1000;// 7% 0 kA

public static final int TYPE_APPLI CATI ON_PANEL = FI RST_SUB_W NDOW

public static final int TYPE APPLI CATION MEDI A = FI RST_SUB_ W NDOW + 1;

public static final int TYPE_APPLI CATI ON_SUB PANEL = Fl RST_SUB W NDOW + 2;
public static final int TYPE_APPLI CATI ON_ ATTACHED DI ALOG = FI RST_SUB_W NDOW + 3;
public static final int TYPE APPLI CATI ON_MEDI A OVERLAY = FI RST_SUB W NDOW + 4;
public static final int TYPE_APPLI CATI ON_ABOVE SUB PANEL = FI RST_SUB W NDOW + 5;
public static final int LAST_SUB WNDOW= 1999;// F% 0 XA £ k(i

" LVE % AR Type {E75H 25 1000~ 1999,

3. AZENO

Toast, MAMLGI . AHALRAEN . REMIENMRTASEN, REENM%
TUSE AT PR

public static final int FIRST_SYSTEM WNDOW = 2000;// #4% & 0 XA A4E

public static final int TYPE_STATUS BAR = FI RST_SYSTEM W NDOW / / #40k A#2% 0
public static final int TYPE_SEARCH BAR = FI RST_SYSTEM W NDOM1; / / # & 4% 0
public static final int TYPE PHONE = FI RST_SYSTEM W NDOM-2; / / #iE% 1
public static final int TYPE SYSTEM ALERT = FI RST_SYSTEM WNDOM-3; // %A% ALERT % H
public static final int TYPE_KEYGUARD = FI RST_SYSTEM W NDOM-4; / / 4 % 1
public static final int TYPE TOAST = FI RST_SYSTEM W NDOW-5; / / TOAST % &

public static final int LAST _SYSTEM WNDOW = 2999:// Z4% 0 kA &%k E

ARYUE NHRAUEA LT 40 4>, KBRS T—/Misr, REE HAY Type {E7EH A
2000~2999,

4. BOBRARF

H—~ERE R WMS HE—/~5 D, WMS 2508 DE BT, oh 15 % 1
ANRFPRVEER, FHUFRAEPTDURIIM X, Y, Z8ikZoR, Hrb Z 4 i T ks, b
NFR T BERESD, X HERE S D BoROF R EE NAE Z fh BRYIKT, XA KT RRA
Z-Oder, Type {f& Z-Oder HEFHIMRYE, A 1508 B AR P& M AT Type {EVEHA 1~99,
% 1 1000~1999, ZGitk M 2000~2999, FE—MIELT, Type {E#k KN Z-Oder HE 7k
FERT, SREEEL . HARE D ERRFRIE A X AW, HALERL, #0EL
HfEOL: ML AE HEY Type [E#& TYPE_APPLICATION, X[ WMS 245 & & Fiii Oidy
HEAHY Z-Oder, X AZHEAEARBATTHEIEH, X BIRMTHTFEAER N BRI FHIE
AR AT LT
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7.3.2 Window
Window fUbrE
AINERJE LayoutParams H, —3LA5 20 £/, X H4

*x7-1

$£ 7% I WindowManager

stAE Flag, HIT#%H] Window HYB7R, [RIFE#HEE LAE WindowManager
A LA bR s FI, angk 7-1 o,

& A i Window BYFRE

Flag

®

7

]

FLAG_ALLOW_LOCK_WHILE _SCREEN_ON

HEE DAL, s ARV Rk AR e

L8k

WHARRER A A SN, EEIZREMFER, FLAG NOT_
FLAG NOT FOCUSABLE
- TOUCH_MODAL 41 &
FLAG_NOT TOUCHABLE & A A s
PHLE P XIRI MR EE R R A H A Window, HiH RS
FLAG NOT TOUCH MODAL
- - ALBRE T X I A g g
FLAG_KEEP_SCREEN ON REGAAW, RERs—HREE
FLAG_LAYOUT NO_LIMITS yinaanFbun = Svd
FLAG_FULLSCREEN PR R RSEIRE O, LRAnfelEk. B bt BoR

FLAG_SHOW_WHEN_LOCKED % N Al LATES)

RN N2 EBoR

FLAG_IGNORE_CHEEK_PRESSES

20 PG e R (bR AndT L)

NGy 250 B e 1

FLAG_TURN_SCREEN ON

& AR R R e

% & Window Y Flag f5 3 Fi 51, H—Fdil

W ndow mN ndow =get W ndow( ) ;

1 Window H addFlags J57% .

MmN ndow. addFl ags( W ndowManager . Layout Par anms. FLAG_FULLSCREEN) ;

-]

W ndow mAN ndow =get W ndow() ;

i Window [ setFlags J51k:

MmN ndow. set FI ags( W ndowManager . Layout Par ans. FLAG_FULLSCREEN,

W ndowianager . Layout Par ans. FLAG FULLSCREEN) ;

H:sk Window [ addFlags J57ANERZ A setFlags J757%, BIHX PRI AR I K.

oy Pty
R HIR:

LayoutParams % & Flag, J{ifiid WindowManager [ addView J5i:dE{TH 00,

W ndowvanager . Layout Par ans m ndowLayout Par ans =

new W ndowManager . Layout Params() ;

mN ndowLayout Par ans. f | ags=W ndowanager . Layout Par ans. FLAG_FULLSCREEN,
W ndowvanager mW ndowManager =(W ndowManager) get SystenBervi ce(Cont ext.

W NDOW SERVI CE) ;
Text Vi ew nText Vi ew=new Text Vi ew(t hi s);

MmN ndowManager . addVi ew( nText Vi ew, M ndowLayout Par ans) ;
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7.3.3

W ARE A& o WS, (AR s AR B R N, TResa
B la) @, Phan SR F PO R SRR, BRI DU AR L 1 R RE S S R AHE
TH B, XEEH P ARE SRR, A T ERRE AR N RE ik 2Ok R,
WindowManager {## A A2 LayoutParams H g SCT #CEEAEAH AR, X A5 TR R L
A, gk 72 iR

F7-2 BEEEXEN

SoftinputMode o’
SOFT_INPUT_STATE_UNSPECIFIED BHREERE, FASEFE-DEENRESURE T E8 R E
SOFT_INPUT_STATE_UNCHANGED NS BE R RE
SOFT_INPUT STATE HIDDEN L P HEAEE O, RSB R
SOFT_INPUT_STATE _ALWAYS HIDDEN | 4% DIZREUE S, GREE sk b
SOFT_INPUT ADJUST RESIZE MER A R, & O SRR
SOFT_INPUT_ADJUST_PAN ARSI, B AT, SRR A SRR T Y

M A SoftinputMode, w[LL&EL, ‘Bf15 AndroidManifest H Activity FYJgE
android:windowSoftInputMode &% b Y, K, B T 1E AndroidMainfest H 24 Activity 1% &
android:windowSoftInputMode LL#MA v LAE Java ARG 24 Window 1% & SoftInputMode, 411
THIR:

get Wndow() . set Sof t | nput Mode( W ndowanager . Layout Par ans. SOFT_| NPUT_ADJUST_RESI ZE) ;

7.4 Window[{J35:1E

WindowManager %} Window 478, Ui R EBRAREL B A6 Window HYER N, 38T
FOMMERIERE, B R ENgkRA Window FUH(E, T Window AU#(E, R4S
22 H WMS SRFEATACEERY . T HRRVES A RHR 5y, —#64r & WindowManager AbBE S
57> BBy & WMS APy, Fdl 15038 Window 432k = K3, 43 Bil/& Application Window
(2P %E A ). Sub Window (% H ) F11 System Window (RZiH H), *FTAEZRER
W RIS RS A AR, Ha%t T WMS B Sy, A fR A A & —HERy, WMS
X = REE AEAS “—HIECE" /Y, &l 7-3 o,
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Window

Application System
Window Window

Y

WindowManagergb RS

Windowi2{E v

WMSELEEERS

7-3  Window ¥

A LDk Window #{ERY WindowManager ALBEERS), FT WMS ALBR 5y SRS
8 FHEATUF iR

7.4.1

Fef1nE Window 43 A = KK, AR AH Window (s it FRAL ARG, A7
FEHMASGE DEIERE. 258% DRSO RIEARN RS E 04X 51,
XHELLARSGHE H StatusBar SAff|, StatusBar j& SystemUI ()& S22 55y, B ETR RS
RERE, HF R RER, HEFESHER ., ik E StatusBar [1 addStatusBarWindow
ik, XT3 StatusBar {1 Window, 4R iR

frameworks/base/packages/SystemUl/src/com/android/systemui/statusbar/phone/StatusBar.java

private void addSt at usBar Wndow() {
makeSt at usBarView();//1
net at usBar W ndowManager = Dependency. get ( St at usBar W ndowanager . cl ass) ;
nRenot el nput Control | er = new Renot el nput Cont r ol | er (mHeadsUpManager ) ;
nBt at usBar W ndowManager . add( nSt at usBar W ndow, get St at usBar Hei ght ());//2

}

R 1 A TA9%8: StatusBar FULE, iR 2 AV T StatusBarWindowManager
i add 57, FHJ% StatusBar fJFLIE (StatusBarWindowView) 1 StatusBar {1455 Bt 2=,
StatusBarWindowManager [ add J57:401 T Fin:
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frameworks/base/packages/SystemUl/src/com/android/systemui/statusbar/phone/StatusBarWindowMa
nager.java

public void add(View statusBarView, int barHeight) {
nLp = new W ndowManager . Layout Par ans(
Vi ewG oup. Layout Par ans. MATCH_PARENT,
bar Hei ght,
W ndowanager . Layout Par ans. TYPE_STATUS BAR,//1
W ndowManager . Layout Par ans. FLAG_NOT_FOCUSABLE
| W ndowManager . Layout Parans. FLAG TOUCHABLE_WHEN WAKI NG
| W ndowManager . Layout Parans. FLAG SPLI T_TOUCH
| W ndowManager . Layout Par ans. FLAG WATCH _QUTSI DE_TOUCH
| Wndowvanager . Layout Par ans. FLAG DRAWS_SYSTEM BAR BACKGROUNDS,
Pi xel For mat . TRANSLUCENT) ;
nLp. t oken = new Bi nder ();
nip. fl ags | = WndowManager . Layout Par ans. FLAG_ HARDWARE ACCEL ERATED,
nlp.gravity = Gavity. TCP,
nLp. sof t | nput Mode = W ndowanager . Layout Par ans. SOFT_| NPUT_ADJUST_RESI ZE;
nlp.setTitle("StatusBar");
nLp. packageName = nCont ext . get PackageNane() ;
nBt at usBar Vi ew = st at usBar Vi ew,
nBar Hei ght = bar Hei ght ;
mW ndowManager . addVi ew( it at usBar Vi ew, nip);//2
nLpChanged = new W ndowManager . Layout Par ans() ;
nLpChanged. copyFron{ niLp) ;

B 68 LayoutParams At & StatusBar #L&E )@ M, 3% Width, Height, Type.
Flag, Gravity, SoftInputMode %5, Je#/EiERE 1 &b, X & T TYPE STATUS BAR, %~
StatusBar YL EIY 7 H AR ERE . (EHERE 2 AIHH T WindowManager HY addView J57%,
addView J5 i E X AE WindowManager ()42 25432 1 ViewManager /7, 1fij addView J5 1N 7F
WindowManagerImpl Hr=cBLHY, 40T iR

frameworks/base/core/java/android/WindowManagerimpl.java

@verride

public void addvi ew( @onNul | Vi ew view, @bnNull Vi ewd oup. Layout Parans par ans) {
appl yDef aul t Token( par ans) ;
nd obal . addVi ew(vi ew, params, nContext.getDisplay(), nParentWndow);

}

addView Jj{5RI5E — NS HIR A View, UiBIE ALl View RIEAAEER,
addView J5 218 H WindowManagerGlobal [ addView 5k, 40T iR

198



$£ 7% I WindowManager

frameworks/base/core/java/android/view/WindowManagerGlobal.java

public void addVi ew( Vi ew view, Vi ewd oup. Layout Parans par ans,
D spl ay display, Wndow parent Wndow) {

L AR SH R E
final WndowManager . Layout Paranms wpar ans = (W ndowManager . Layout Par ans)
par ars;
if (parentWndow != null) {

par ent W ndow. adj ust Layout Par ansFor SubW ndow( wpar ans) ; // 1
} else {

final Context context = view getContext();

if (context != null

&& (context.get Applicationlinfo().flags
& Applicationl nfo. FLAG HARDWARE ACCELERATED) != 0) {
wpar ans. fl ags | = WndowManager . Layout Par ans. FLAG_ HARDWARE ACCELERATED,
}

}
Vi ewRoot | npl root;

Vi ew panel Parent Vi ew = nul | ;
synchroni zed (nmLock) {

root = new Vi ewRoot | npl (vi ew. get Context (), display);//2
vi ew. set Layout Par ans(wpar ans) ;

Vi ews. add(view);//3

nRoot s. add(root);//4

nPar ans. add(wparans);//5

try {
root.setView(view, wparans, panel ParentView);//6

} catch (RuntimeException e) {
if (index >= 0) {
removeVi ewLocked(i ndex, true);

}

t hrow e;

}

A48 addView J5 AT eI TE 9L EE T fif WindowManagerGlobal HrZE4PRYF1 Window
VERHICHY 3 ANFIER, (R DAV, SERTFIMBERE R #R S KX 3 A5k, Bl e
View %Il (ArrayList<View> mViews ) . 4i J& £ %t %|# ( ArrayList<WindowManager.
LayoutParams> mParams) 1 ViewRootIlmpl #1|# (ArrayList<ViewRootImpl> mRoots), T fi#
TiX 3ANFIRIG, BlBEESHr addView F57%, HIHESXZS4L view, params F1 display i3
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TR, fEERE 1AL, AR YaiE D ZEEA & N, S AQHE N5 1Y
WindowManager.LayoutParams 2R wparams X & F A %, R 3 AR ey
View [RIEH] View FllFKrp, (EHERE S A0FE E’J%ﬁ%ﬁﬂ?ﬁ%%ﬂﬂﬁ* o (ETERE2 4L
B T ViewRootImp FHIt{E 25 root, L3425 1 13 B 4 Ab¥ root 17 A 3| ViewRootImpl #1|FE
TEHERE 6 AL ANt NS EGl ik setView 7572 1% B F| ViewRootImpl H1, A] WLFAT 14N
% 03X — e E ViewRootImpl Skt 7Hy,  ViewRootlmpl &1 TR Z T, FEAHLL
TILA:

o View HAUH 45 HE View #if,
o fihk View WilIE ., A JRFNZ i,
° iﬁﬁ)\$1¢lﬁ"]*%iﬁo
o & Surface,
515 WMS it fE AT .

THET ViewRootlmpl RJER T )5, el 1i%E KA HF ViewRootImpl HY setView J5

frameworks/base/core/java/android/view/ViewRootImpl.java

public void set Vi ew( M ew vi ew, Wndowhanager . Layout Parans attrs, Vi ew panel ParentVi ew) {
synchroni zed (this) {

try {

mOr i gW ndowType = mW ndowAt t ri but es. type;

mAt t achl nf 0. mReconput ed obal Attributes = true;

col lectViewAttributes();

res = mN ndowSessi on. addToDi spl ay( MW ndow, nBeq, mWndowAttri butes,
getHostVisibility(), nDi splay.getD splayld(),
mAt t achl nf o. mCont ent | nset's, mAttachl nfo. nt abl el nset s,
mAt t achl nf o. nQut set's, nl nput Channel ) ;

}

f& setView G AR £ 2 H, XERABIRT —/NBso, FERERAT
mWindowSession [ addToDisplay J5{%, mWindowSession A& IWindowSession 2k, &
—/~ Binder #%, HFdtf7dRREE, IWindowSession /& Client B fCRL, &=/ Server
UKL Session, BLRTHIAELZHAEZITEAMPERRT, 1M1 Session [fJ addToDisplay
FENEATE WMS FrfERydER: (SystemServer #t#2) wr, 4nlE 7-4 fior,
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AR SyztemServeriH iz
WMs
Binderi@{g
ViewRootImpl || [WindowSession - Session

& 7-4 ViewRootlmpl 5 WMS #i{&

ME 7-4 TLLE Y, AR R ViewRootImpl ZEAHFT WMS 3113 5 75 2 285 Session,
AL 2. Session Al G & 7E WMS Hilg? Ff1#55 1 & Session [ addToDisplay 75, 40~
PR

frameworks/base/services/core/java/com/android/server/wm/Session.java

@verride
public int addToD spl ay(| Wndowwi ndow, i nt seq, Wndowvanager . Layout Parans attrs,
int viewisibility, int displayld, Rect outContentlnsets, Rect out Stabl el nsets,
Rect out Qutsets, |nputChannel outl nput Channel) {
return nBervi ce. addWndow(t hi s, wi ndow, seq, attrs, viewisibility, displayld,
out Content | nsets, outStabl el nsets, outQutsets, outlnputChannel);

}
1£ addToDisplay J5iEH A T WMS [ addWindow J57:, ¥ H & st Session 1k
AZHE TS, AR R PR S 6 B —A~ Session, WMS 25 J] ArrayList SRR 71X
Lt Session, XptAE At 4B 7-4 dii) WMS 4% Session HYJFE R, X HERI AV TAEME R 45
WMS SRALEE, 75 WMS & AX AN e A 5y Surface, FEifiE® N B onk)F, w0
T B RN EA) & E A Surface, A E& HAL, WMS S BRTE B Surface 28 H
SurfaceFlinger £b#H, SurfaceFlinger 25:5%ix 46 Surface JEA & HIR & L.

A NG WMS ALERIESY 27628 8 BEHEFTURAR, ZA40hT 1 StatusBar (i At BRAVIT
RN 7-5 B,
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StatusBarWindow WindowManager
StatusBar WindowManagerdmpl &
Manager Global

I

'

I

I

'

I

'

|

1

I

|

.
13dd\llew

ViewRootimpl Session WMS

addstatusBariin dcrw;I
ad
I
I

i
i
i
I ' I
addview o I
i
I I I
I | |
1 1
0 etView H
1 '
' '
i 1
'
|
' addToDisplay—>g
' I
'
I
I
' addwindow-
|
I

1

K 7-5 Z%it 1 StatusBar [ I R 5 B

7.4.2 Activity

VAW E 1, ErE it e WMS CEEE 5 B A SRR, A SRR
e N BT %D S A LA, B2/ WindowManager ACBEER > 2 B Alal, X B
e SR TR 6 H Activity A, Activity £EjRghid ey, 4k Activity Br7ERUBEREA
FAAENI 25 QLB ERS , IR ERE Z et s T R AR L] ActivityThread,
ActivityThread & 85 27 b R P R REU R, IX1E Activity #Y 530t £ iz AR B
B, YREESHPH#ITRER, &M ActivityThread /) handleResumeActivity J5 %,
LUNNGIe

frameworks/base/core/java/android/app/ActivityThread.java

final void handl eResuneActi vity(I|Binder token,
bool ean cl ear H de, bool eani sForward, bool eanreal | yResune, int seq, Stringreason)

{

r = perfornmResuneActivity(token, clearH de, reason);//1

if (r.window == null && !a.nFinished & willBeVisible) {
r.wndow = r.activity.get Wndow();
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Vi ew decor = r.w ndow. get Decor Vi ew();
decor.setVisibility(View INVISIBLE);
Vi ewManager wm = a. get W ndowManager ();//2
W ndowManager . Layout Parans | = r.w ndow. get Attributes();
a. nDecor = decor;
| .type = W ndowMvanager . Layout Par ans. TYPE_BASE_APPLI CATI ON;
| .softlnput Mde |= forwardBit;
if (r.nPreserveWndow {

a. MV ndowAdded = true;

r.nPreserveWndow = fal se;

Vi ewRoot | npl i mpl = decor. get Vi ewRoot | npl () ;

if (inpl '=null) {

inpl.notifyChildRebuilt();
}

if (a.nmvisibleFrondient) {
if (!'a.mN ndowAdded) {
a. MmN ndowAdded = true;
wm addVi ew( decor, |);//3
} else {
a. onW ndowAt t ri but esChanged(|);

}

HBE 1 AbRY performResumeActivity J5ikB 2R A Activity B onResume J5¢k, fEiF
T 2 Ab158-3] ViewManager 5B wm X5, fE13B 3 /bR T ViewManager {J addView J5
%, 1 addView J5 i MI&{E WindowManagerlmpl HiSZERRY, JIGHYEREAE LIRIAY R GEH H
StatusBar [ I FE R E &2k, ME—FZE BRI ViewManager [ addView 75058 —
A28 DecorView, X B Acitivty % I H14543, 2y DecorView,

7.4.3 Window

Window HYEELFrit #2501 Window HYE AN R & 2Ry, F522AM ViewManager HY
updateViewLayout J5 7% , updateViewLayout J5 i £ WindowManagerlmpl sz Y ,
WindowManagerImpl [ update ViewLayout J5 %2518 Fl WindowManagerGlobal [} update ViewLayout

Ttk WTFPR:

frameworks/base/core/java/android/view/WindowManagerGlobal.java

public void updateVi emayout (Vi ew vi ew, Vi ewd oup. Layout Parans parans) {
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204

if (view==null) {
throw new |11 egal Argunent Exception("vi ew must not be null");

}
if (!(parans instanceof W ndow\vanager.Layout Parans)) {
throw new 111 egal Argunent Exception("Parans nust be W ndow\vanager.
Layout Par ans") ;
}
final WndowManager. Layout Parans wparans = (W ndowManager. Layout Par ans)
par ans;

vi ew. set Layout Par ans(wparans);//1

synchroni zed (mLock) {
int index = findVi ewLocked(view, true);//2
Vi ewRoot | npl root = nRoots. get (index);//3
nPar ans. renove(i ndex);//4
nPar ans. add(i ndex, wparans);//5
root . set Layout Par ans(wpar ans, false);//6

R 1AL SR 240X B 3 View H1, R 2 ARSI ZETHII S HAE View FIIZR 1Y
5|, R 3 ALAE ViewRootlmpl FI[ZH R $EZR 5 1155 % H Y ViewRootlmpl, {18 4 Fai e
5 0TS AT R 53, 18R 6 Ab1EFH ViewRootlmpl [ setLayoutParams 75 725 ¥ Y
ZH % B F ViewRootlmpl 1, ViewRootlmpl [ setLayoutParams 75 : {F & Ji 25 18
ViewRootImpl {9 scheduleTraversals 51, 41T .

frameworks/base/core/java/android/view/ViewRootImpl.java

voi d schedul eTraversal s() {

}

i f (!mlraversal Schedul ed) {

nTraver sal Schedul ed = true;
nTraversal Barrier = nHandl er. get Looper (). get Queue() . post SyncBarrier();
nmChor eogr apher . post Cal | back( Chor eogr apher . CALLBACK TRAVERSAL,
nTraver sal Runnable, null);//1
i f (!nUnbufferedl nput D spatch) {
schedul eConsuneBat chedl nput () ;
}
not i f yRender er O Fr anePendi ng() ;
pokeDr awLock! f Needed() ;

{EFE 1 AbHY Choreographer 24 “SREETE ", M THBCE/RASN VSyne 55, £
—/ i G AT —L£E4% 4% . Choreographer [y postCallback 75 A A2 =1 ,
XA IR DN [ R R AR T — ol i e N AT o XA Y R R R TERE 1 bRy
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TraversalRunnable 2%\ mTraversalRunnable, 40| i~

frameworks/base/core/java/android/view/ViewRootImpl.java

final class Traversal Runnabl e inpl enents Runnabl e {
@verride
public void run() {
doTraversal ();
}
}

1£ TraversalRunnable #Y run J5#: A A T doTraversal 5%, NS

frameworks/base/core/java/android/view/ViewRootImpl.java

voi d doTraversal () {
i f (nTraversal Schedul ed) {
niTr aver sal Schedul ed = fal se;
nmHandl er . get Looper () . get Queue() . removeSyncBarri er (niraversal Barrier);
if (mProfile) {
Debug. st art Met hodTr aci ng(" Vi ewAncestor");
}
per f or nilr aver sal s();
if (mProfile) {
Debug. st opMet hodTr aci ng() ;
nProfile = fal se;

}

1+ doTraversal J5ikd XA T performTraversals J51), performTraversals 75k {15
ViewTree J4f View B TAEHEE, 40 N FR:

1£ frameworks/base/core/java/android/view/ViewRootlmpl.java

private void perforniraversal s() {
rel ayout Result = rel ayout Wndow( paranms, viewisibility, insetsPending);//1

if (!nBtopped) {
i nt chil dW dt hMeasur eSpec = get Root MeasureSpec(mN dth, | p.w dth);
i nt chil dHei ght Measur eSpec = get Root Measur eSpec(nHei ght, | p. height);
per f or mveasur e(chi | dW dt hMeasur eSpec, chi | dHei ght Measur eSpec);//2

}
}
if (didLayout) ({
perfor mLayout (I p, desiredW ndowW dth, desiredW ndowHeight);//3
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}
if (!cancel Draw & ! newSurface) {
if (!skipDraw || nReportNextDraw) {
i f (nPendingTransitions != null && nPendingTransitions.size() > 0) {

for (int i =0; i < nmPendingTransitions.size(); ++) {
nPendi ngTransi ti ons. get (i ). start Changi ngAni mati ons();
}
nPendi ngTransi tions.clear();
}
performbDraw();//4
}
}
}

HBE 1 AbHY relayoutWindow J5 7% A28 A TWindowSession [ relayout J5 %€ 8 5t
Window #FE, x—idt B 741 TE 7-4 BEBE—FERY, REASTAH WMS /1Y
relayoutWindow 5k, Bk 24P, performTraversals GBS /EIERE 2. 3. 4 /o RIEH
performMeasure , performLayout £[1 performDraw J5 1, B TN E X 2318 View [1) measure .
layout 11 draw 757, XAEmtsch I View B LIEEE, {E performTraversals J5 i 887 |
Window #LEl, X$hfT Window Fiiy View FY LYE[ER, XAEHLTERK T Window RS BT, %
T Window FMNERIE FEHFFESE 8 AT TR

7.5 ARIE/heh
AFEIATF 2] T WindowManager [UFHICHITH S, 5 WindowManager FJ3CHE .
Window [ J& M1 Window fU#fE, 7EiX —FILM1%0E T Window iy Jg i, X T &

SAFEE), T## T Window, WindowManager 1 WMS 7 [A|fU3¢ %, H40E T Window
HIHERVE S PR I B AR & i WMS bR, X A58 8 ZYFE WMS ftdy T ik,
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M f%: WindowManagerService

£(BEFY. % 7% #MHE WindowManager

F2E 7 BmIA142] T WindowManager, AFF53EET4 WindowManager FIEFEH
WMS, WMS A A& WindowManager FIE B, ‘Bib A 1R % HEWINTT, AR 28 WMS
IERTT. WMS (IR fE . WMS B SR S K% Window IR AnFAMNERIE #E, (i
AT SEMIREE 7 HAINE,

8.1 WMSHIIH 57

R Zi%EEB%NE WMS J& Android fr FZ RS , 'EA& WindowManager 4 #1 , WMS
Tkt R JF &84 Framework JF & 8@ T EAVANIR A, FHEFEEED WMS G- %
M5E, BARRHSYREZEHERNASL, XER WMS @G —/ T8 ARzl AT—
M, BB TXAMAT, T8 At CE R4, WMS RS RIS IE S A EER
PAF LA

1. BOEE

WMS &% HEERE, BROTHE AR )E5). B, #oME AR/ MRSt
 WMS 48 BN 5 D& FEAYAZ .0 % A DisplayContent, WindowToken F[1 WindowState,
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2. BOzhE

T D AT, RS D shmE LB EE—L, Hazhmb WMS fzshE 1 &
gk o, FhE T RS EHE ) WindowAnimator,

3. MIANRZRI LU,

T A A T P A i R, InputManagerService (IMS) 255l 55 ik 471
WL, BAFH A HAENE DR Al I 55 B, WMS &5 D&, BIE bk
ARG AE AT T .

4. Surface B

& DA BALHINTRE, RIbEA % DEBTHEEA b Surface Skt { 2, hgEA~
% 4y Bt Surface & WMS K52 K1,

WMS [R5 AT LA B e 550 4 8-1 fR,

AMS

WMs

WindowManager BEOEE EHOE®E WindowAnimator

IMS —_—l

> SurfaceFlinger

ﬁ)\%ﬁﬁﬂnﬁ% Surface BT {=

K 8-1 WMS [YER T

M WMS BIRTTRI LA H WMS IREZ:, SEeRERATERE D&, & Hahm, MAR
Gefn Surface, ‘B ELHE MRS, ARG PIE D&, HA e
B HTF R ISR LR 55
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8.2 WMSHOI il

WMS # K B &mRSAES £, (BRI X MRS £, Tl b2 4 H B EmE
WMS A& anfaf G, WMS & 7E SystemServer JEFEHF GIEERD, A T fi# SystemServer JEFEI
AILAF 2.3 WM, JekAE SystemServer 1Y main 757, A TNRR:

frameworks/base/services/java/com/android/server/SystemServer.java
public static void nmain(String[] args) {

new SystenServer().run();
}

& main 7575 A T SystemServer [ run J57%, 40 N FoR:

frameworks/base/services/java/com/android/server/SystemServer.java

private void run() {
try {

/1 67 & Looper
Looper . pr epar eMai nLooper () ;
[ 7m# 7 3174 % | i bandroi d_servers. so
System | oadLi brary("android_servers");//1
per f or mPendi ngShut down() ;
11 Al Z %8 Cont ext
creat eSyst enCont ext () ;
/1 f]# Syst enBer vi ceManager
nByst enSer vi ceManager = new Syst enBer vi ceManager (nByst enCont ext);//2
nByst ener vi ceManager . set Runt i neRest art ed( nRunti neRestart);
Local Servi ces. addSer vi ce( Syst enter vi ceManager . cl ass, nByst enfer vi ceManager) ;
Syst enBer ver | ni t Thr eadPool . get () ;

} finally {

traceEnd(); // InitBeforeStartServices
}
try {

traceBegi nAndSl og(" Start Servi ces");

DR EIRSY

start Boot st rapServices();//3

D=Lk AN €3

startCoreServices();//4

15 H R4

start Ct herServices();//5

Syst enBer ver | ni t Thr eadPool . shut down();
} catch (Throwabl e ex) {
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Sl og e("wstem' "******************************************")-
Sl og. e("Systent, "*xx**xxxxxx% Eaj|ure starting system services", ex);
throw ex;

} finally {
traceEnd();

}

}

fEER 1 &k 7 2 & F libandroid_servers.so , 2 TR EFER 2 4 0 &
SystemServiceManager, ‘B&x RGEHIARSSHATOIEE ., BahFn: ay B, fERE 3 A0
startBootstrapServices J5 %71 Fl SystemServiceManager j5z) T ActivityManagerService .
PowerManagerService ., PackageManagerService Z5[R5S , F1388 4 AbRY startCoreServices J5 ik
M| j=223h T DropBoxManagerService , BatteryService , UsageStatsService 1 WebViewUpdateService,
EERE 5 AbRY startOtherServices J5ikH 23 T CameraService, AlarmManagerService .
VrManagerService Sl 55 . X LER I ARG SystemService, MIFRE 3, {HR 4, 1R S
eI T T AR, BRGS0 A T =F2, o5&k . ZOMRSH M
MR, HpH MRS & e BT SRS 3 AR SS . WMS e H AR 55 1 —Ff,
A RAFAE startOtherServices J5 7% H& Anfil J2zh WMS #y .

frameworks/base/services/java/com/android/server/SystemServer.java

private void startQherServices() {

traceBegi nAndSl og(" I ni t Wt chdog") ;

final Watchdog watchdog = Wt chdog. getInstance();//1

wat chdog. i ni t (context, mActivityManager Service);//2

traceEnd();

traceBegi nAndSI og(" St art | nput Manager Servi ce");

i nput Manager = new | nput Manager Servi ce(context);//3

traceEnd();

t raceBegi nAndS| og(" St art W ndowManager Ser vi ce") ;

Concurrent Uil s. wait For Fut ur eNol nt er r upt (nBensor Servi ceStart, START_

SENSOR_SERVI CE) ;

nBensor ServiceStart = nul | ;

wm = W ndowManager Ser vi ce. mai n( cont ext, i nput Manager,
nFact oryTest Mode ! = Fact oryTest. FACTORY_TEST LOW LEVEL,
I'nFirstBoot, nnlyCore, new PhoneW ndowManager());//4

Servi ceManager . addSer vi ce( Cont ext . WNDOW SERVICE, wn);//5

Servi ceManager . addSer vi ce( Cont ext . | NPUT_SERVI CE, i nput Manager);//6

traceEnd();

try {
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wm di spl ayReady();//7
} catch (Throwable e) {

report Wf("nmaking display ready", e);
}

try {

wm syst enReady();//8

} catch (Throwable e) {
report W f ("naki ng Wndow Manager Service ready", e);

}

}

startOtherServices 7575 T Rz HAb IR 55, HAbAR 55 RMEA 100 724, BHEAYAAS R
FIH T WMS DL EAH I IMS 1Y 3 5hi% 48, il i HAth IR 55 70 J5 22 Rl K Rl /N e
FEFERE 1, 188 2 Absy 51432 Watchdog L3 EEAT#I4A1E , Watchdog SR W% REGeHY
—LERBEAR S BATIROL, JECETRRIREI e, (R 3 OIE T IMS, FHK{E% IMS 2%
TR inputManager X142, (EFERE 4 AbthAT T WMS Y main J57%, HANESEE WMS, &
SRR main FEH A —MEARISEO R ETERE 1 ALEIEER IMS, WMS &ha A
fyrpigl, HAERE T IMS SIHHAEN. &4 B3, BATATLMEE WMS [ main J5
FAEisfT1E SystemServer [ run 5, #ATETERIBITIE “system_server” ZZfEH,
JEHEFRIES] “system server” iR, (RS S FNERE 6 45 Bl WMS F1 IMS {3
ServiceManager H1, iXFEAIR AR Fum AR gLl ] WMS, miaE3E4t 2 ServiceManager 4y
WEE, AREMRIEREES WMS FrfEfyt @ fEmE, & Pk il LUMER WMS T,
FEERE 7 AL HPR AL bR Bon 5 B, fECERE 8 ANkl &0 WMS, RGERIWILATE TIEC
22528k, HNEE A T WindowManagerPolicy Y systemReady J5#:, IRATREFERE 4 b
WMS ) main J57%, 4 FAR:

frameworks/base/services/core/java/com/android/server/wm/WindowManagerService .java

public static Wndowvanager Servi ce mai n(final Context context, final InputManager
Service im final bool ean havel nput Met hods, final bool ean showBoot Msgs, final
bool ean onl yCore, W ndowManager Policy policy) {

D spl ayThr ead. get Handl er (). runWt hSci ssors(() ->//1

sl nstance = new W ndowVanager Servi ce(context, im havel nput Met hods,

showBoot Msgs, onlyCore, policy), 0);

return slnstance;

}
{EFBE 1 4AbIEH T DisplayThread 1 getHandler 757, F 3% 53 Display Thread (1) Handler
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92§l DisplayThread & — /™ HFIIRAT G L& ER, X AZFE FRACHL TR ZURIE I W R AR SC £
&, FHHEH WindowManager, DisplayManager F1 InputManager SZiHi /7 sk /B, (E1E
FE 1 AbH) runWithScissors J5 i H{# H T Java 8 Hi [y Lambda 2R3ik3X, B0 T4 RS .

Di spl ayThr ead. get Handl er (). runWt hSci ssors(new Runnabl e() {
@verride
public void run() {
sl nstance = new W ndowManager Servi ce(context, im havel nput Met hods,
showBoot Msgs, onl yCore, policy);//2
}
}o0);

FEFRE 2 A1 T WMS 5545, iX 41 #2527 /F Runnable Y run 7575, ifii Runnable
Mf£3] T DisplayThread %} )v; Handler 1) runWithScissors J5kHr, iiHH WMS {687
£ android.display £efe ), FFEE ML, runWithScissors J5 k5 /N2 8E AR 0,
& 4es], Tifsk#E Handler 1 ranWithScissors J5 ki T4

frameworks/base/core/java/android/os/Handler.java

public final bool ean runWthScissors(final Runnable r, long tineout) {
if (r ==null) {
throw new ||| egal Argunent Exception("runnabl e must not be null");

}
if (timeout < 0) {
throw new |11 egal Argunent Exception("timeout nust be non-negative");

}

i f (Looper.nyLooper() == mLooper) {//1
r.run();
return true;

}

Bl ocki ngRunnabl e br = new Bl ocki ngRunnabl e(r);
return br.postAndWait(this, tineout);

}
FF2L0F £ A HY Runnable F1 timeout #£47 7 HWr, #n%: Runnable 24 null 8¢3% timeout /)y
T 0 M 5, fEERE 1 IO A2k A —A> Looper 5 BERHIMT 4 i (I ek
(system_server £¢f) &G 4% Handler Frigm ke (android.display Zif2), A2l &%
47 Runnable 1y run 51k, i A2 NE B BlockingRunnable [ postAndWait J51, F6
LHTZEFERY Runnable 1E 428 {5132, BlockingRunnable /& Handler FUNERZE, i
FiR
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frameworks/base/core/java/android/os/Handler.java

private static final class Bl ocki ngRunnabl e inplements Runnabl e {
private final Runnabl e nirask;
private bool ean nDone;
publ i c Bl ocki ngRunnabl e( Runnabl e task) {
nlrask = task;

}
@verride
public void run() {
try {
nrask.run();//1
} finally {
synchroni zed (this) {
nmDone = true;
noti fyAl I ();
}
}
}

public bool ean post AndWai t (Handl er handl er, long tinmeout) {
if (!handler.post(this)) {//2
return fal se;
}
synchroni zed (this) {
if (timeout > 0) {
final |ong expirationTine = Systen ock. uptimeM IIlis() + tineout;
whil e (!nDone) {
long delay = expirationTime - Systend ock.uptimeMIlis();
if (delay <= 0) {
return false; // timeout
}
try {
wai t (del ay);
} catch (InterruptedException ex) {
}
}

} else {
while (!nmDone) {
try {
wait();//3
} catch (InterruptedException ex) {

}
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}

return true;

}

EHEFE 2 Ab¥ 24 #i iy BlockingRunnable s %] Handler fJ{F % PAFIH . &
runWithScissors 595 /2 %0h 0, KL timeout 25T 0, XA 405 mDone ﬂj false {4
f._P." H VAR 3 AbRY wait J5i5{EA 4 HTZAE (system_server Z5#) HEASEFRIRA,

B SERFRD MR LR ARWE Y T 4E LR, fEHERE 1 AT T 1% AHJ Runnable EI’J run Jj i
(1§1TE android.display £&#¢), $h475CER/E1E finally fREGHer R mDone & true, Jf
VA notify All 75 72 M BEAL T 25 FRfR AL , X ARk A S ARSI FHTE RS 3 ALRY wait 7572,
K5 H A58, system_server ZeFE2E AUk A2 android.display Z&#2, — B #| android.display
FEPAT TE R HAT system_server £&F2, iX &K android.display £Z&FE N ERHAT T WMS
FIEIEE, i WMS B EIE R B E &, WMS G st RIx B, &/E&EF WMS 1ty
S IRCE

frameworks/base/services/core/java/com/android/server/wm/WindowManagerService .java

private W ndowvanager Servi ce(Cont ext context, |nputManager Service i nput Manager,
bool ean havel nput Met hods, bool ean showBoot Msgs, bool ean onlyCore ,
W ndowManager Pol i cy policy) {

m nput Manager = i nput Manager;//1

nDi spl ayManager = (D spl ayManager) cont ext . get Syst enfSer vi ce( Cont ext . DI SPLAY_
SERVI CE) ;
nDi spl ays = nDi spl ayManager . get Di spl ays();//2
for (Display display : nDisplays) {
creat eD spl ayCont ent Locked(di splay);//3
}

mAct i vit yManager = ActivityManager.getService();//4

mAni mat or = new W ndowAni mator (this);//5
mAl | owTheat er ModeWakeFr onmLayout = cont ext . get Resour ces() . get Bool ean(
com androi d. i nternal . R bool . confi g_al | owTheat er ModeWakeFr omN ndow
Layout);
Local Servi ces. addSer vi ce( W ndowManager I nt ernal . cl ass, new Local Service());
initPolicy();//6
\Wat chdog. get | nst ance() . addMoni tor (this);//7
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R 1 AR IR AR A IMS, XA WMS StFe G 1 IMS RIS, fEHRE 2 Abidid
DisplayManager Y getDisplays J5 {4+ F| Display %40 (451 ./~ i 85 #G — 1> Display S£44)
%G Display $t4H, £ 3 4bHY createDisplayContentLocked J57::% Display 32 gk
DisplayContent, DisplayContent F A —Huhrkt, fEHRE 4 AAF5] AMS 2, FHiES
mActivityManager, iX £ WMS 5t+A T AMS F95| B3 8 5 4b 6% T WindowAnimator,
EHTEREMANE D E, EEFE 6 Lwikit T&HE D FHRIEAEA R
WindowManagerPolicy (WMP), ‘& ¥ SL—/> 1 H 30 B SLE IE Y@ LS, (EHRE 7
Wb B B gk WMS sd@iid addMonitor 75 &R finEl Watchdog H1, Watchdog ok W% R 4%
B Lo B AR S5 W is A TR (Ebdnfd AR WMS B TR0 ), ax el Wi r ARk 55 2 e B
Watchdog.Monitor #3211, Watchdog 454> BH# A B AR RGN 5 BEATAR AL, AR p s
HIRGNRSS HBL T 3L, WIS RSE Watchdog B fERIIERE, HghA SystemServer #ti2, & FH
{EFE 6 ALY initPolicy J57%, 40T Fi/R:

frameworks/base/services/core/java/com/android/server/wm/WindowManagerService.java

private void initPolicy() {
Ui Thr ead. get Handl er (). runWt hSci ssor s(new Runnabl e() {
@verride
public void run() {
W ndowManager Pol i cyThr ead. set ( Thread. current Thread(), Looper. nyLooper());
nPol i cy.init(nmContext, W ndow\vanager Service.this, W ndowManager
Service.this);//1

b 0);
}

initPolicy J7 i FNAETIHHY WMS Y main J575 RSB, fEFERE 1 AbthdT T WMP /Y
init 575, WMP & — /50, init 5 H A PhoneWindowManager (PWM) w1528, PWM
Y init 551817 4E android.ui £k 27, ‘BRI SESL 255 T initPolicy 75 #: B /£ Y android.display
Zift, Wk android.display ZEFE255F PWM /Y init J5 kAT oebe)E, T HARRER
android.display ZeFE A 2 BEMLBE M kSR AT T RIS, A SCHARR] T 3 Ak, ol
system_server, android.display F/1 android.ui, 4 T8 FHME, T HIX 3 MR 2RI
%, 1l 8-2 FroR,
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system_server android.display

startCoreServices

L

WMS main() =I new WMS I

WMS5.displayReady() initPolicy()

I3 FEIR2

android.ui

Bl 82 =SB ZIE AR
MIE 8-2 WILAEH, =AM ZAIR RS A=A PRI

(1) BefE system_server Zxfedi#ifT T SystemServer [y startOtherServices J5i, fE
startOtherServices 7548 WMS Y main 57, main 54 61d WMS, Gl R
1£ android.display £&F2Hr 28, 68 WMS HIE5e g% 8 =, IRl system_server 5 F2 325 WMS
O SERE . AT FRRAHY system_server ZEFE A S5 Bl B A 4T s T B ARAD

(2) 1£ WMS [y#e3E F5 3 b & U A WMS |y initPolicy 75, fE initPolicy J5 3+ X 451
M PWM HY init 7%, PWM Y init J5{%4E androidui Zfrizfrt, BRIRERZE ST
android.display &2, Rt “android.display” £&FE3E%5 PWM [ init 5k fTo88e 5, AT
FEHpIRARY android.display ZeF2 A4 S 9 BRI 4k Leth AT T AR,

(3) PWM gy init Jj 4 fT5e5E)5, android.display Z&festse i T WMS AYGIEE, 51F
[ system_server Z&FE P f54kaithdT WMS 1Y main J5 7 /50248, thin WMS [y
displayReady 75 F w441t 5w B ~fE B (SystemServer [1Y startOtherServices 75 i AE R
T4b),
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8.3 WMSHY = K b

SR A Hb PR A WMS, AMEZE T fif WMS 2 anfa] Q1EE Y, B 22508 WMS iU E R A,
T3 HL P R R 1 WMS R840 B A B, 4n Rz

frameworks/base/services/core/java/com/android/server/wm/WindowManagerService.java

final
final
final
final
final
final
final
final
final
final
final
final

W ndowvanager Pol i cy nPol i cy;
| ActivityManager mActivityManager;
ActivityManager I nternal mAm nternal ;

AppOpshManager mAppQps;
Di spl aySettings nDisplaySettings;

ArraySet <Sessi on> nBessi ons = new ArraySet <>();

W ndowHashMap mW ndowivap = new W ndowHashMap() ;

ArrayLi st <AppW ndowToken> nFi ni shedStarting = new ArrayList<>();

ArrayLi st <AppW ndowToken> ni ni shedEar | yAni m = new Arrayli st<>();

ArrayLi st <AppW ndowToken> mW ndowRepl acenent Ti neouts = new ArrayList<>();
ArrayLi st <W ndowst at e> nResi zi ngW ndows = new ArrayList<>();

ArrayLi st <W ndowsSt at e> nPendi ngRenove = new ArrayList<>();

W ndowSt at e[ ] nPendi ngRenoveTnp = new W ndowSt at e[ 20] ;

final
final

final

final

ArraylLi st <WndowSt at e> nDest roySurface = new Arraylist<>();
ArraylLi st <WndowSt at e> nDest r oyPr eser vedSurface = new ArrayLi st <>();

HnmH = new H);

W ndowAni mat or mAni mat or ;

final |nputManager Servi ce m nput Manager

EmE ARSI T WMS (RS B B R, I 4 B EA AT T2

1. mPolicy: WindowManagerPolicy

mPolicy & WindowManagerPolicy (WMP) 2k#&If)A5 & . WindowManagerPolicy &% H
PRSI 128, R E —AN % 1 SR I 258 IR Al T TS, HE42 i T WindowManager
A RRER) ULAT 2, BRYEASLELS, PhoneWindowManager, iXA~SEHL2AE WMS €
HEpE A, WMP FVFE il i H RSNk T 1 2RI DA S oG s R AT R o

2. mSessions: ArraySet

mSessions x& ArraySet YA &, JEZAK A Session, EFHEHTHERERSE, H
o SRR e R AR F WMS SRR Tl 5t S5 B 40 Session, - H 44 N HFE Pk FE
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HREXF b —A~ Session, WMS 471X 6 Session FHRiC% A W WMS 42 H & 1 4& HR 5510
& i

3. mWindowMap: WindowHashMap

mWindowMap & WindowHashMap k#2458, WindowHashMap £k T HashMap,
BRI T HashMap /9 key [ERIZEE G 1Binder, value {H A2 %Y WindowState, WindowState
MTRAE HRE R, £ WMS g kiR — 4% 1, 28 R 451, mWindowMap i
R HER AT WMS & s DS .

4. mFinishedStarting: ArrayList

mFinishedStarting #& ArrayList 288y 25 &, JLZE KR AppWindowToken, B4
WindowToken {J7-2%, ZEARFf# mFinishedStarting B & 3, S35 T fif WindowToken 21
2,, WindowToken 3= 2245 W 4~1EH :

o WUABRMRAT KA R, Y R FRER WMS HigEFelE A% A, NEER
WMS HR A% H) WindowToken, AppWindowToken 1§24 WindowToken FJ+2, 35
SLFRA A B AR RS WindowToken £542), b AR P &4 Activity EBXR, —
AppWindowToken,

e WindowToken £5¥¢ 6 — /40 (EbznfE—4> Activity) BY% H (WindowState) 4E4
fE—ike, J{EER,

mFinishedStarting 5 & T 7 fif L& 52 &S R P& 1 (Ebfn Activity) (1Y
AppWindowToken [J%1)3¢, B& T mFinishedStarting 4, 4 2:{LIAY mFinishedEarlyAnim F[1

mWindowReplacementTimeouts, . #' mFinishedEarlyAnim 77-fi# T B2 52K & A& Hl3E B A
=R NE M & R AF surface By . H B 7 & H #Y  AppWindowToken
mWindowReplacementTimeout f7-if | 243 & Hufiy b B R 7% H A9 AppWindowToken, 415
AT, (B Hh R,

5. mResizingWindows: ArrayList

mResizingWindows A& ArrayList 2RI 25 £ e 250 % WindowState ,mResizingWindows

A Ok A IE /£ TR B RN DS 3K . 5 mResizingWindows 2 U] {9 38 A
mPendingRemove , mDestroySurface 1 mDestroyPreservedSurface 2§, H A1 mPendingRemove

RENFRERIEER, BilGa TR GIMERR%E 0, mDestroySurface B /74 75 24t
%A Surface, mDestroyPreservedSurface B H 74 % H T RAFAIE /5845 A Surface,

218



8% M fi# WindowManagerService

Lt DR AT X b Surface? X A& R4 % M 22 )5 Surface A8 {0}, % OFE%E—HAREE
[H Surface, H FI#F Surface 1958 —MiZ il 5E 5 o

6. mAnimator: WindowAnimator
mAnimator & WindowAnimator 28R AS &, T4 % N I zhmE DL K ik shm .
7. mH: H

mH & H Ry E, RSHY Handler 28, FIFHHES A S E&ARAIH S,
XA Z gk fE B A T,

8. minputManager: InputManagerService

mInputManager 4& InputManagerService X RV 45 &, M A RS0 & B &
InputManagerService (IMS) S5xf il TR, BA TR HAEIVE H RO EE fih
BRRE R, WMS &% OMEHEE, Rk WMS 1E A RGP R AEAL T,

8.4 Window[lJ Ik 2 (WMSZEPEER 57 )

FeAr1%mE Window HHRIES AP KER 5>, —&B4r & WindowManager AbBEHES Sy, 5 —H#B
537 WMS WP Sy, A8 7.4.1 T3 12 2] T Window & it #£/) WindowManager Ab#
sy, X —TIAHEE RS >] Window FUER LR WMS ALy . TSR RGH Hik
A& Activity, ‘B{1#Y Window (s it FE# 2 A WMS [y addWindow 5, HHFiXA~J
HRILZ LA &, X Bk 3 N SR .

frameworks/base/services/core/java/com/android/server/wm/WindowManagerService.java

1. addWindow F5% partl

public int addW ndow Session session, |Wndow client, int seq,

W ndowManager . Layout Parans attrs, int viewisibility, int displayld,
Rect out Contentlnsets, Rect outStabl el nsets, Rect outCutsets,
I nput Channel out | nput Channel ) {

int[] appQp = new int[1];

int res = nPol icy.checkAddPerm ssion(attrs, appQp);//1

if (res != WndowVanager @ obal . ADD CKAY) {
return res;

}
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synchr oni zed( M ndowMap) {
if (!nDisplayReady) {
thrownew I || egal Stat eException("D splay has not beeninitialialized");

}
final D splayContent displayContent = nRoot.getD splayContentOr Create

(displayld);//2
if (displayContent == null) {
Slog. (\TAGWY "Attenpted to add windowto a display that does not exist: "
+ displayld + ". Aborting.");
return W ndowManager @ obal . ADD | NVALI D_DI SPLAY;
}

if (type >= FI RST_SUB W NDOW && type <= LAST _SUB WNDOW {//3
par ent Wndow = wi ndowFor C i ent Locked(nul |, attrs.token, false);//4
if (parentWndow == null) {
Sl og. ( TAGWY "Attenpted to add window with token that is not a
wi ndow " + attrs.token + ". Aborting.");
return W ndowManager d obal . ADD_BAD SUBW NDOW TOKEN,

if (parentWndow. mAttrs.type >= FI RST_SUB_W NDOW
&& parent Wndow. mAttrs.type <= LAST_SUB_ W NDOW {
Sl og. ( TAG W "Attenpted to add window with token that is a
sub-wi ndow. " + attrs.token + ". Aborting.");
return W ndowvanager d obal . ADD_BAD_SUBW NDOW TCOKEN,

}

}

WMS 1 addWindow 3% [B] )& addWindow [ & FtR 2%, Lbanishn Window pETh, 6
Y display %22, ix SR A ¥k E L AE WindowManagerGlobal H, 7B 1 Ab#iHE Window
Hy Bk, A WMP [ checkAddPermission J5 #: AL AR , B4 £ PhoneWindowManager
1 checkAddPermission J5{3: Fp SCEL, 405 A SURNIA ST R LRI 5, fETERE 2
Rb i displayld & £K 73 & H 223 in 2 W 4 DisplayContent |, 40 R % A % F
DisplayContent, NI[3% [2] WindowManagerGlobal. ADD INVALID DISPLAY ix—iRk#Zs, H
r DisplayContent FH AR —Hehimt, fEHERE 3 4L, type REFE—H ARIRE, BRVEIAE
4T FIRST _SUB_WINDOW #1 LAST SUB_WINDOW 7 jd] (1000~1999), ix™4E & X
f£ WindowManager H, UiBHiX A5 A& —4FH H. fEERE 4 40, attrs.token 4 IBinder 2
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BRI 4, windowForClientLocked J57%:NENSHRTE attrs.token /E24 key {EM mWindowMap
HRENZFE AIACHE H . BB RACHE Rt T RIEr, anf A% A 24 null 863 type HYEUE
TE BIAS IE AU 2531 [ B R IR S

2. addWindow J53% part2

AppW ndowToken at oken = nul | ;
final bool ean hasParent = parentWndow != null;
W ndowToken token = di spl ayCont ent . get W ndowToken(
hasParent ? parent Wndow. mAttrs.token : attrs.token);//1

final int rootType = hasParent ? parentWndow mAttrs.type : type;//2
bool ean addToast W ndowRequi resToken = fal se;
if (token == null) {

i f (root Type >=FI RST_APPLI CATI ON_W NDOW&& r oot Type <= LAST_APPL| CATI ON_

WNDOW {
Slog. W TAGW/] "Attenpted to add application wi ndow w th unknown token "
+ attrs.token + ". Aborting.");
return W ndowManager A obal . ADD BAD APP_TCKEN,
}

if (rootType == TYPE_| NPUT_METHCOD) {
Slog. W TAG W/ "Attenpted to add i nput net hod wi ndow with unknown t oken "
+ attrs.token + ". Aborting.");
return W ndowManager d obal . ADD BAD APP_TCKEN,

if (rootType == TYPE_VO CE_| NTERACTI ON) {
Sl og. W TAG WY "Attenptedtoaddvoiceinteracti onw ndoww th unknown
token " + attrs.token + ". Aborting.");
return W ndowManager G obal . ADD BAD APP_TOKEN,

if (rootType == TYPE_WALLPAPER) {
Sl og. W TAGWYM "Attenpted to add wal | paper w ndow wi t h unknown t oken
+ attrs.token + ". Aborting.");
return W ndowManager G obal . ADD_BAD APP_TOKEN,

"

if (type == TYPE_TQAST) {.
i f (doesAddToast W ndowRequi r eToken(attrs. packageNare, cal lingU d,
parent Wndow) ) {
Sl og. W TAG W "Attenpted to add a toast w ndow with unknown token "
+ attrs.token + ". Aborting.");
return W ndowManager G obal . ADD BAD APP_TOKEN
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final I Binder binder =attrs.token!=null ?attrs.token: client.asBinder();
token = new WndowToken(this, binder, type, false, displayContent,
sessi on. nCanAddl nt er nal Syst em\WW ndow) ; //3
} else if (rootType >= FI RST_APPLI CATI ON_W NDOW && root Type <= LAST_
APPLI CATI ON_ W NDOW {//4
at oken = t oken. asAppW ndowToken();//5
if (atoken == null) {
Sl og. W TAG WY "Attenpted to add wi ndow wi th non-application token"
+ token + ". Aborting.");
return W ndowManager A obal . ADD_NOT_APP_TCKEN,
} else if (atoken.renoved) {
Slog. W TAGW/] "Attenpted to add w ndow with exiting application token "
+ token + ". Aborting.");
return W ndowManager A obal . ADD_APP_EXI TI NG

}
} else if (rootType == TYPE_| NPUT_METHOD) {
if (token.w ndowType != TYPE_| NPUT_METHOD) {
Slog. W TAG W/ "Attenpted to add input nethod wi ndow with bad token "
+ attrs.token + ". Aborting.");
return W ndowManager d obal . ADD BAD APP_TCKEN,

iR 1 Abi i displayContent fyJ getWindowToken 751532 WindowToken, fE{E B
2 8k, AnRAACE Nk ACE A type {AIRIE S rootType, AnR{EA R 4HI% HAY type
[HIRIEZ rootType, 12 [ kand: WindowToken 4 null, NIARYE rootType 8¢# type HI{E3E
FIX 4> BT, AR rootType [H%:F TYPE INPUT METHOD. TYPE WALLPAPER Z:[f
iF, MR ERR&{E WindowManagerGlobal. ADD BAD APP_TOKEN, iiBH rootType {4 %
F TYPE_INPUT METHOD. TYPE WALLPAPER Z{ff2 4 714 WindowToken 3% null
o T 2 RHY SRR, a2 EHERE 3 AL 1 WindowToken, X 15 A4 3%A]
e A AT LAA ) WMS 4244 WindowToken, Hiif /& rootType Fl type HU{EAS Ay i i 45 14
FIWT L AIE . WindowToken BasCA1E A G B & LA 431, {38 3 A0z 4 />
ZHh false AKX A WindowToken 2 B GIEE Y, #% T R AUAAID I 48 & WindowToken
Ay null F5, HiHE rootType F type AOUTEBEATHINT, FLanfEiERE 4 A FIlran a5 1 A b
MEFE A, E£ERE S &% WindowToken # #r 4 &[] £t 2 £ 77 & 1 #Y
AplendowToken R IGARTE AppWindowToken BY{E AT fG 20T,
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3. addWindow J53% part3

final WndowState win=newW ndowState(this, session, client, token, parent Wndow,
appp[ 0], seq, attrs, viewisibility, session.nuld,
sessi on. nCanAddl nt er nal Syst emW ndow) ; //1
if (win. nDeathRecipient == null) {//2
Sl og. ( TAG WY "Adding wi ndow client " + client.asBinder()
+ " that is dead, aborting.");
return Wndowvanager @ obal . ADD_APP_EXI TI NG

if (win.getDisplayContent() == null) {//3
Sl og. W TAG WY "Addi ng window to Display that has been renoved.");
return W ndowvanager d obal . ADD_| NVALI D_DI SPLAY;
}
nPol i cy. adj ust W ndowPar ansLw(wi n. mAttrs);//4
W n. set ShowToOaner Onl yLocked( nPol i cy. checkShowToOamner Onl y(attrs));
res = nPolicy. prepar eAddW ndowLw(wi n, attrs);//5

win.attach();
MmN ndowvap. put (client.asBinder(), win);//6
if (win mppQ !'= AppCpsManager. OP_NONE) {
int startResult = nAppQps. st art NoThr ow( wi n. nApp, Wi n. get Oani ngUi d() ,
W n. get Omni ngPackage());
if ((startpResult !'= AppQpsManager. MODE_ALLONED) &&
(start OpResult ! = AppOpsManager. MODE_DEFAULT)) {
W n. set AppQpVi si bi lityLw(fal se);
}

}
final AppW ndowToken aToken = token. asAppW ndowToken() ;

if (type == TYPE_APPLI CATI ON_STARTI NG && aToken != null) {
aToken. starti ngW ndow = wi n;
i f (DEBUG_STARTING WNDOWN Slog.v (TAG WY "addWndow. " + aToken
+ " startingWndow=" + win);
}
bool ean i mvayMove = true;
wi n. nifoken. addW ndow(wi n); //7
if (type == TYPE_I NPUT_METHOD) {
W n. m3 venl nset sPendi ng = true;
set | nput Met hodW ndowLocked( wi n) ;
i mvayMove = fal se;
} elseif (type == TYPE_I NPUT_METHOD DI ALOG ({
di spl ayCont ent . conput el meTarget (true /* updatel neTarget */);
i mayMove = fal se;
} else {
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if (type == TYPE WALLPAPER) {

di spl ayCont ent . mAél | paper Control | er. cl ear Last VWl | paper Ti neout Ti me() ;

di spl ayCont ent . pendi ngLayout Changes | = FI Nl SH LAYQUT_REDO WALLPAPER,
} else if ((attrs.flags&LAG SHOVWALLPAPER) !'= 0) {

di spl ayCont ent . pendi ngLayout Changes | = FI Nl SH LAYQUT_REDO WALLPAPER,
} else if (displayContent.mAll paperController.isBel owél | paper Tar get
(win)) {

di spl ayCont ent . pendi ngLayout Changes | = FI Nl SH LAYQUT_REDO WALLPAPER,
}

FEBE 1 /LGN T WindowState, ‘B & HAVFTA FPREE B, £ WMS R —
A0, FEAE WindowState 5 ARIZ 5, this 5192 WMS, client 51542 IWindow,
IWindow £5:$ WMS &5 F 4 HE i #8/E [|118 45 ViewRootImpl, token 3514 WindowToken 55
BEAER 2 ER 3 o BlHmiGE RIR NG AR e G CRET. HHM
DisplayContent »& ¢ 4 null, 205 & NIA S AT TR S Z 4, EERE 4 IAH T WMP
i) adjustWindowParamsLw 751, 1% 575 4E PhoneWindowManager F1528], IS RIEE
H type %t AR LayoutParams fY—LEpg fAS mdEf &k, EHER 5 LIAH WMP |1y
prepareAddWindowLw J5%:, HTFHEERE DRNBI RS H ., R 6 K WindowState
#AnE mWindowMap w1, FE{FEE 7 Ab¥F WindowState ¥ fNF|i% WindowState X o/ 1
WindowToken (52 Br 2 £ 77 /£ WindowToken HYAC 2 WindowContainer 1), X £
WindowToken FtAL 2 T [a]—/~ 2044/ WindowState

4. addWindow kR4

addWindow 545 T 3 B KT HHR, EEmEM T i 4 3.

o NHRTEEARINME D TARAE, WRE DA L&, MASTIST F IR
wh,

e WindowToken #H=UALEE, FhanBHIHE N 2R A ESE4E it WindowToken, &7 f24LHY
WA THARDZHE, AWEDRUNFEZEHR WMS &6l
WindowToken,

e WindowState By G @ FIAEICACHE, % WindowToken #1 WindowState #H5< 1k,
o QI FNECE DisplayContent, SERLHE HEINE| R SFEATIHERS LIE,
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8.5  Windowfi M3 ik

#17.4 ivh Window [ GIEEFISE Bt 24, ZEMiER Window FEE5E1A ] WindowManagerImpl
i removeView J5 7k, £ removeView J5 k4 X251 | WindowManagerGlobal [1) removeView
Fiidi, BATRNEBIFLEUEE . A TRRBES TR, ATRZEMERT Window (View)
fH#RA V, WindowManagerGlobal ) removeView J5 40 T Fis:

frameworks/base/core/java/android/view/WindowManagerGlobal.java

public void removeVi em( Vi ew vi ew, bool ean i medi ate) {
if (view==null) {
throw new |11 egal Argunent Exception("vi ew must not be null");
}
synchroni zed (mLock) {
int index = findVi ewLocked(view, true);//1
Vi ew curView = nRoot s. get (i ndex) . get Vi ew() ;
removeVi enLocked(i ndex, imediate);//2
if (curView == view {
return;
}
throw new ||| egal StateException("Calling with view " + view
+ " but the ViewAncestor is attached to " + curView;

}

FEERE 1 AL FNEE V 18 View 5|t 9235], 7R 2 &AM T removeViewLocked J5
BIERX AR Lk, TR

frameworks/base/core/java/android/view/WindowManagerGlobal.java

private void renoveVi enLocked(int index, boolean immediate) {

Vi ewRoot | npl root = nRoots. get(index);//1

View view = root.getView);

if (view!=null) {
| nput Met hodManager i mm = | nput Met hodManager . get | nst ance();//2
if (inm!=null) {

i mm wi ndowDi sm ssed( nVi ews. get (i ndex) . get W ndowToken());//3

}

}

bool ean deferred = root.die(i mediate);//4
if (view!=null) {
vi ew. assi gnParent (nul 1) ;
if (deferred) {
nDyi ngVi ews. add(vi ew) ;
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}

FEERE 1 ARARYE 2 A2 5 IE ViewRootImpl 512 f3k7E V [ ViewRootImpl, 7E{ER 2
40155 InputMethodManager 524, Znf InputMethodManager 52714 24 null MIZEERE 3 AL
H InputMethodManager {)J windowDismissed J5 {5 RE5 R V B AEAHCHIZ 5, EHFE 4
SEVA R ViewRootImpl (1) die 75, 40 FFiR:

frameworks/base/core/java/android/view/ViewRootImpl.java

bool ean di e(bool ean i medi ate) {
[1die 7FEEZHHATH L Vi ewRoot | npl FHEHAT per f or nilr aver sal s 7%
if (imrediate & !'msinTraversal) {//1
doDie();//2
return fal se;

}
if (!msDrawi ng) {
dest r oyHar dwar eRender er () ;
} else {
Log. e(nTag, "Attenpting to destroy the w ndow while drawi ng!'\n" +
" window=" + this + ", title=" + mMNndowAttributes.getTitle());

}
nHandl er . sendEnpt yMessage(MSG DI E) ;
return true;

}

EERE 1 A4ndR immediate 24 ture (FFEALAIHT), FH misInTraversal {& 4 false M|
HATERE 2 AoRIACRS , mIsInTraversal £E 447 ViewRootImpl [ performTraversals J5 {: 45 9%
B A true, {E performTraversals J5 kAT # 1% B4 false, [RIbiFRE 1 AWl UABEfRA
die JFEFEE AT BIHfT I BT ViewRootlmpl A~ fT performTraversals J5i:, fEEEE 2
QbR doDie J5 {40 T B «

frameworks/base/core/java/android/view/ViewRootImpl.java

void dobDie() {
I B A& HAT doDi e 77 ity & A2 oy E 7 1
checkThread();//1
if (LOCAL_LOGV) Log.v(nTag, "DIEin " + this + " of " + nBurface);
synchroni zed (this) {
if (nRenoved) {//2
return;

}
nmRenoved = true;//3
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if (mAdded) {//4
di spat chDet achedFr omW ndow();//5
}
if (mAdded && !nFirst) {//6
dest r oyHar dwar eRender er () ;
if (MView!= null) {
int viewisibility = nMiewgetVisibility();
bool ean viewisibilityChanged = mMiewisibility !'= viewisihility;
if (mW ndowAttributesChanged || viewvisibilityChanged) {
try {
if ((relayout Wndow mW¥ ndowAttributes, viewisibility, false)
& W ndowvanager G obal . RELAYQUT_RES FIRST_TIME) != 0) {
MmN ndowSessi on. fi ni shDrawi ng( mA ndow) ;

}
} catch (RenoteException e) {
}
}
nBur f ace. rel ease();

}
}
mAdded = fal se;
}
W ndowanager d obal . get | nst ance() . doRenmoveView(this);//7

FEERE 1 A TS AP AT doDie 75 ERAER IERAME, FEIERE | eI PNER & HIM AT
doDie kL FER& GG V IR, mANEmSIHH ST, XEEHRGEIH V
MR AR LA RERBHRIE V., 1R 2 2IVERE 3 AIARRS FH TP 1L doDie ikt EE M, 1
HER 440 V BT View £ HTERE 5 4bAY dispatchDetachedFromWindow 75 7 3 44 5% View,
TEHERE 6 JhanR V A1 View H HARE RGN, MSPaT/ami 2, Fr 7
AbHY WindowManagerGlobal 1) doRemoveView 5, #1F s :

frameworks/base/core/java/android/view/WindowManagerGlobal.java

voi d doRenoveVi ew( Vi ewRoot | npl root) {

synchroni zed (mLock) {
final int index = nRoots.indexO(root);//1
if (index >= 0) {
nRoot s. remove(i ndex) ;
nPar ans. r enove(i ndex) ;
final View view = nVi ews. renove(index);
nDyi ngVi ews. r emove(vi ew) ;
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i f (ThreadedRenderer. sTri nfForeground && Thr eadedRenderer.isAvailable()) {
doTri nFor eground() ;

}
}
1F 7.4.1 5315038 T 4 WindowManagerGlobal Hr #3711 F1 Window #{/EFH IR =>4
7, doRemoveView Jikas ix =AFIIRHIHER V A RHITTER . fEERE 1 ALHE] V X R
ViewRootImpl ££ ViewRootImpl 7| HH9Z25], #ZERIEX 1225 ViewRootlmpl 41|35 .
MRS HFIFF View FIERPMERS V 6 RAITCE,. Tl 15 HF] ViewRootImpl () doDie
ik, THEETRE 5 AbRY dispatchDetachedFromWindow 5 711 4.

frameworks/base/core/java/android/view/ViewRootImpl.java
voi d di spat chDet achedFr omW ndow() {
try {
MmN ndowSessi on. r emove( mMA ndow) ;

} catch (RenoteException e) {
}

}

fE dispatchDetachedFromWindow J5#:H 3 F T IWindowSession [} remove J5{:,
IWindowSession 7E Server i SCEl 4 Session, ANHREIZHIEEER 74.1 7, XEAFR
i, Session [ remove 7540 T /R :

frameworks/base/services/core/java/com/android/server/wm/Session.java
public void renove(l Wndow wi ndow) {
nBer vi ce. renoveW ndow(t hi s, w ndow);
}

B:#EAH WMS [ removeWindow 75 :

frameworks/base/services/core/java/com/android/server/wm/WindowManagerService .java

voi d removeW ndow( Sessi on session, |Wndow client) {
synchroni zed( MW ndowvap) {
WndowState win = w ndowFor d i ent Locked(session, client, false);//1
if (win==null) {
return;

}

wi n. removel f Possi bl e();//2
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EERE 1 AN T3RE Window Xt v [ WindowState, WindowState F T 7% H BY/E &,
£ WMS g SR —A% 0, 3E R 2 4b1F ] WindowState [y removelfPossible J5
%, W FPUR:

frameworks/base/services/corel/java/com/android/server/wm/WindowState.java
@verride

voi d renovel f Possi bl e() {
super . renovel f Possi bl e();
renmovel f Possi bl e(fal se /*keepVi si bl eDeadW ndow*/) ;

}
W 218 removelfPossible 5, 40T Fis:

frameworks/base/services/corel/java/com/android/server/wm/WindowState.java

private void renovel f Possi bl e(bool ean keepVi si bl eDeadW ndow) {
o REHBE, HRAT AR MRS return, HRMREE
removel nedi atel y();//1
if (wasVisible && nBervice. updat eCri ent ati onFr omAppTokensLocked(f al se,
di splayld)) {
nBer vi ce. mH. obt ai nMessage( SEND_NEW CONFI GURATI ON, di spl ayl d).
sendToTarget ();

}
nBer vi ce. updat eFocusedW ndowLocked( UPDATE_FOCUS_NORMAL, true /*update

| nput Wndows*/);
Bi nder.restoreCal lingldentity(origld);
}

removelfPossible J7IEMIERI A F—HE, FFAZEEIITIERRIER, mddtfr 244
P E, e b —A Mk ss return, HRMERRIE. tan V IEEBT—A3hE,
XIS MR R, B RIShm e, X e I SRRk S TR 1 AbHY

removelmmediately 751 :

frameworks/base/services/core/java/com/android/server/wm/WindowState.java

@verride
voi d rerovel medi atel y() {
super. renovel nredi atel y();
if (nRenoved) {//1
i f (DEBUG ADD REMWVE) Sl og. v(TAG W/
"WB. removel medi ately: " + this + " Aready renoved...");
return;

}
nRenmoved = true;//2
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nPol i cy. removeW ndowlw(this);//3

di sposel nput Channel () ;

MmN nAni mat or . dest r oyDef er redSur f aceLocked() ;
MmN nAni mat or . dest r oySur f aceLocked();

nBessi on. wi ndowRenovedLocked():// 4

try {
nQ i ent. asBi nder (). unl i nkToDeat h( nDeat hReci pi ent, 0);
} catch (RuntineException e) {

}
nBer vi ce. post W ndowRenoved eanupLocked(this);//5

}

removelmmediately J5:anfR' B 47 —4, HTLBNEATIMBERSRAE, fEEER 1 ALY
mRemoved 7 true WA E IEEHATIIER Window #21F, 7ETERE 1 BIHRE 2 A Z [AIAYARAS
T 1 B R R A R 3 Ak AR 24 mi ZE M B Y Window & StatusBar 8 NavigationBar
A BX S Window MR A il gs MiBR . FEERE 4 Jb¥F V X R Session L WMS |y
ArraySet<Session> mSessions H1 il B& - i B& Session Xt j fJ  SurfaceSession & i
(SurfaceSession #& SurfaceFlinger fi—/“i&48 , il it X B AT LGN EE 1 8% £ 4 Surface
FHra e s b)) AFERE S AR T WMS /Y postWindowRemoveCleanupLocked 5% F T
VTSR E R TR, XA EARSRAE T X, AOLBiRE U BT EE
JERL

Window [t Bt F)ix B, BARMIBRIEIEZ LA E 2%, (H2 AT LA i &
FHUNT 4 5

o WMAMERZRERIEDIME, R EFEAL 55,

* J\ ViewRootlmpl #1|3% | i JmZ 4 711ZH0 View FIERH HERS V *RHITTEH.

o TG T DA E B TINERIRIE, an R A RESEHE B I ER AR 1E

o PuUTMIBRERME, HEFRKS V AHR—UITIR,

8.6 Aw ok

FEX—FHAVF ] T WMS (ERGTLLR Window BT AN B B2 55 Jnikal, L WMS
FUBASTRICAR tH WMS IR %, SESRRIA R ML, % A3hm ., %A RS Surface,
EME— e BELHERVARS, ARTEHEPRE D&, BT RRIx
HRELE B, BT HAM WMS SCIRAY R GEN T 281335 25 B B b — LE 8L AT AR S
HIFFERNTIRE T
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INI it B

INI & Java Native Interface W45 S, ¥4 Java AHhiz O, & Java 5SHALIE S @ IE098
2 MBS H Java LRSS, JF RN Gk T DA INTE ARk 52k, — Mk
WFEEELLTERFEZEHE INLHE A,

o THHEVAM Java IEE A SRRV T BIER S F- BRI —LE T RE, Filan. FTEEIRA]
HATHY UNIX RGERIFEATIRE, 10 Java A SCHrXADhRE, shde 23] INT HoARARSE
P

o iy TEA—ELIETHIAE Java IE SRR RS, Filan. fEZMERBISCHLRY C/Crik
BRI —LEDREM AL, FHX LEDhRER & B Y A RS HIRA

o AT HEBFIB TR, BACRHEMIES (bl C/CHIES) RRETHSITHER,
Bilan. Wk, ERIF KD KA E PSR AR AT & R 2 il 55 S S PR AL B L

INI A HAE R T Android &, BAEIEF ) IZH R AR, INI{E Android Hif iy
RSt iz, FRAEWHI L. MMEERHEGL. BnIrk. 2GRS,
T {E L INLE R, Android i842 4 T NDK ix > T HAE A, NDK JF k25T INI
(9, BRI INI LA B A A, B T INLJEEE, NDK JFRWSIRASER, A%
AEAr#8 NDK R FI%nIR, i N R ZEIREDE FAY MR INT B e T 0¥ . AZEA28
INI AW AHE: — R0 THRASIRND, AR AR INLEBRAE, IBAH A
IR S 15 W AE Java Framework B 55—/t A UFRFRAE S FNH - (L i IR BRSO 21
it DX R RTULE ARS8 Android i FFF & W LA S & INT, (RILATE A
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Zeid TR A UFR INT, AR AR B0 AN AR 21 Wl A% 5T 1443 INL F NDK (94145
FEFN S,

9.1 Z %I FINI

Android ZZH1E S R K0 TG /S AL, 40 Bl Java fH55F0 Native fHH5, 24
H LK 2 K53 W8? Android G Java a5 A 4FID? BT HERERIIRE SN, BT 2R K
e fE Java PEAE 2R, SARZETFFZEAZEH Native I5F 51, Fik, EEFIHXLE
Native {& 40 B W& L EM, 5 H Native 155 4w B1)EELA EAFOMERE. X AERE™
T AR, Java SRS ZEE 2048 F Native S HIARIEIE? X st 52— A 2 K4
CABEEE—E, 1 INLEEXAPRE, B 9-1 B,

Javattt 7

g

iz

g

Nativeth

& 9-1 INIAFZ:
it NI, Java S EARED sk T LA [A] Native tHFAIRAD, [AFEHL, Native AR
it a CATGA] Java HERAED . 24 T UEIR INT3RAT75 250 R GEIERD, {ERT{E (Android
BB ZIEY —AR R E— = Fe 4 MediaPlayer HEZ2Mi T %44, iX B MediaRecorder 42
HEEG, EFN MediaPlayer HEZR TR A2 10 2640
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9.2 MediaRecordertEZ:H 1 INI

MediaRecorder F A1 iZ B APEE, BHTRFMXG., TEASFENH
MediaRecorder HEZ2, & A4 T281002& MediaRecorder fEZ2H ) INI, #niE 9-2 ik,

Java Framework 2
(MediaRecorder java)

¥

INIE
{libmedia_jni.so)

:

Native 2
(libmediaso)

& 9-2 MediaRecorder {EZ2 1y JNI

& 9-1 s, Java Framework EXf b A& MediaRecorder.java, 523l 140
KA BRI AR INT Eo6f Y2 libmedia_jni.so, RILAE FXASh AR A FRE A < _jni”,
XU ER—A INLRYZh& A, Native ZExt & libmediaso, iXAZh&AETER T LRy
PR HEIZhRE, BT kA4 B2% 2] Java Framework 2 F1 INI 2[4 MediaRecorder,

9.2.1 Java Framework MediaRecorder
19K 4% MediaRecorder.java FJJRRD, #HGH > F1 INT A YIRS A0 T AR

frameworks/base/media/java/android/media/MediaRecorder.java

public class Medi aRecorder{

static {
System | oadLi brary("nedia_jni");//1

native_init();//2

}

private static native final void native_init();//3

public native void start() throws Il1egal StateException;
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SRS g Se AR TR | ARIARRD, FRINgk 44 media_jni IE)A)E, Hik
#& libmedia jni.so, 25 HHEFRE 2 AbHY native init 57, H NS Native 5, F%E
SERE INTHYTENE . % 3 ALHY native _init J575 1] native Kf& 1, UiBH B — native J57%,
ZEorAH INI SRscHEL, MediaRecorder [ start J5i:[al#ft 2 —4~ native 5k, XT Java
Framework B2 156 A TF 2 MEBO BT INT FE, #3675 ] native 55k v UL T, RITHYLIE
B INL ERSER.

9.2.2 JNI MediaRecorder

MediaRecorder {7 NI 2 i android media recorder.cpp S£¥{., native J5{; native init F1
start i INT ESEBLAN T BTN

frameworks/base/media/jni/android_media_MediaRecorder.cpp

static void
andr oi d_nedi a_Medi aRecorder _native_init(JN Env *env)

{
jclass clazz;
clazz = env->Fi ndd ass("androi d/ medi a/ Medi aRecor der") ;
if (clazz == NULL) {
return;
}
fiel ds. post_event = env->Cet StaticMethodl D(cl azz, "postEvent From\ative",
"(Lj ava/l ang/ Coj ect; I 1| Lj aval | ang/ Coj ect ;) V');
if (fields.post_event == NULL) {
return;
}
}

static void
andr oi d_nedi a_Medi aRecorder _start (JNI Env *env, jobject thiz)

{
ALOGV("start");
sp<Medi aRecorder> nr = get Medi aRecorder (env, thiz);
process_nedi a_recorder_call(env, nr->start(), "javallang/RuntimeException",
"start failed.");
}

android_media MediaRecorder native init J5{k4% native init J5{%E/E INI BRI,
android _media MediaRecorder start J5:0I|& start J5i:4E INI ERJSLEL, B2 native init J5
AT R %) v /Y android media_MediaRecorder native init J57ERIVE? X5k T2 T i
INI 75 B M i
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9.2.3 Native

Native J5 :{EM 4 A SEMFZh AN, B #R&EM £ A+ NDK Jf %, shiE
Mt 2 T Framework JF %, 114 B B M 5 2t A i i

9.2.3.1 B&AEM

1 Android Studio (AS) w3dt—/> Java Library, fiy44°4 media, X B {518 RS0
MediaRecorder.java, &—/ & #.AY MediaRecorder.java, #1 K.

media/src/main/java/MediaRecorder.java

package com exanpl e;
public class Medi aRecorder {
static {
System | oadLi brary("media_jni");
native_init();

}
private static native final void native_init();
public native void start() throws Il1legal StateException;

}

XEAZLET FBAIE AS AREL: “$RAE native init F1 start 755 Frad iz INT J5
37, B FEZE ARk A Native Jiid & anfa{E: MY, AS FRELAVIAIEFEA & E N,
HAEFRATTX4 MediaRecorder.java #4748 04 B INT 5%, # AT HAY media/src/main/java
B e ATan a4

j avac coni exanpl e/ Medi aRecor der. j ava
j avah com exanpl e. Medi aRecor der

BN A SR YR Bk (media/sre/main/java) H14E B com example MediaRecorder.h
X, IR

media/src/main/java/com_example_MediaRecorder.h

/* DONOT EDT THHS FILE - it is machine generated */
#i ncl ude <jni.h>

/* Header for class com exanpl e_Medi aRecorder */

#i fndef _Included_com exanpl e_Medi aRecor der

#define _Included_com exanpl e_Medi aRecor der

#i fdef __cpl uspl us

extern "C' {

#endi f

/*
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* d ass: com exanpl e_Medi aRecor der

* Met hod: native_init

* Signature: ()V

*/

JNI EXPORT void JNI CALL Java_com exanpl e_Medi aRecorder _native_1linit
(JNLEnv *, jclass);//1

/*

* d ass: com exanpl e_Medi aRecor der

* Met hod: start

* Signature: ()V

*/

JNI EXPORT void JNI CALL Java_com exanpl e_Medi aRecor der _start
(JNTEnv *, jobject);

#ifdef _ cpl usplus

}

#endi f

#endi f

nativeinit J5 8% 75 W A7ERE 1 bR, ke Java com example MediaRecorder

native linit, L) “Java” F3LUGHAZFE Java & h i INT 55T, J51ERY com _example
MediaRecorder native linit 5[4 4+ 4+ 75 140, JEALE Java N iZ2L) .7
KidtfroEl, FBEAMT 7 (Bk), X&EALE Native IEFH 7 FRHRIIE L, &
AHNRIAVIRE BB THR 1 om0 % 7T—4 “17, X2&Rh Java [ native_init J57%
R ET 7, BB INT G E SR ¢ 17, Hor INIEny 42 Native tH:5trft Java SR55H)
3, it INIEnv *$5%51 5k T UALE Native t55rijila] Java AR RIS HATHNE, ©RAEE]
HERISREE AR, AREE LSRRG, jelass J& INT BYEHR S AL, X1 Java [ java.lang.Class
L5l jobject [RIAFAAE INT FUEHER A, R T Java B Object, & INIEnv F1 INT H4H7
RIS AE G AT 4,

WIRAMILE Java HiE ] native init J5iERS, st M NI A 53k Java com example

MediaRecorder native linit %%, nFEA SR, BB EE S0 native init Fn
Java_com example MediaRecorder native linit 857 5CHE, HSzRORAE INI B R385, X
FEFFRIA I native_init J5 75 B4 OE XA e EGRERFTUA T o it AR 75 4,
Ff Java J5 {30 INT s B ST G, R BA —Lehiui
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Fed15mE , FrSEM AL Java (1) Native J5 7@ 5 455k 5 INT 475688, 22k Java
[y Native J5 L A8 EAE INT Ht B2 R 5L, b el LB Bk Bk A3, X sk sh ATEM

0.2.3.2 mhAsEM

INI g — P& k10K Java (19 Native J5ikF1 INI kB &, Bitd
JNINativeMethod, ‘BfE jnih A E X
typedef struct {
const char* nane;//Java FiEth4F
const char* signature;//Java 7 :MNE4E A
voi d* fnPtr; /1IN vt ey 07 4R 4T
} JN NativeMet hod;

%4t MediaRecorder 2% Rt & s &EM, FRAPRAEZR ERY INI BB LMY

frameworks/base/media/jni/android_media_MediaRecorder.cpp
static const JN NativeMethod gMethods[] = {

{"start", "V, (void *)androi d_nedi a_Medi aRecorder _start},//1
{"stop", "V, (void *)androi d_nedi a_Medi aRecor der _st op},

{" pause", "V, (void *)androi d_nedi a_Medi aRecor der _pause},
{"resune", "V, (void *)androi d_nedi a_Medi aRecor der _resune},
{"native_reset", "()V', (voi d*)androi d_nedi a_Medi aRecor der _native_reset},
{"rel ease", "V, (void *)androi d_nedi a_Medi aRecor der _r el ease},
{"native_init", ")V, (voi d *)androi d_nedi a_Medi aRecorder _native_init},

}

L LT — /4> ININativeMethod 2% %Y 1) gMethods %¢2H , H [ 17 i 0 5k &
MediaRecorder [} Native 515 INI BEREIFT M &, HPER 1 4 “start” 2 Java By
Native J5v%, ‘BXT AT INI ERJEA%ChH android media_MediaRecorder start, “()V” #& start
FHEEAER, 9%? Java HEE 4G BRSNS, HE X ININativeMethod 28741y
B A R, BEZEME, EMAYEECA register_android media_MediaRecorder, X

RS ER IR FVE? B RAALE register_android media MediaRecorder BRIy 30 BE
k. JNI_OnLoad in android media MediaPlayer.cpp, iX/~ JNI OnLoad B %¢ 2758 H
System.loadLibrary ER%{/SIR, oA EEAMELE AR ZHEZEEREL 1T ININativeMethod
BEHEEN, Bk, MR Bk SE— & XAE android_media MediaPlayer.cpp [ JNI_OnLoad
B, AR
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frameworks/base/media/jni/android_media_MediaPlayer.cpp

jint JNI_OnLoad(JavavVM vm void* /* reserved */)

{
JNI Env* env = NULL;
jint result = -1;
if (vm>GetEnv((void**) &nv, JNI_VERSION 1 4) != JN_OK) {
ALOGE("ERROR GetEnv failed\n");
goto *bail;
}

assert(env !'= NULL);

if (register_android_nedi a_MediaPlayer(env) < 0) {//1
ALOCGE("ERROR  Medi aPl ayer native registration failed\n");
goto *bail;

}

if (register_android_nedi a_Medi aRecorder(env) < 0) {//2
ALOGE("ERROR  Medi aRecorder native registration failed\n");
goto *bail;

}

result = JNI_VERSION_1_4;
bai l :
return result;

}

£ INI_OnLoad (&% i T %4> 2 A AHEZER{F M ININativeMethod $(ZHAVEA%L, 1
ER 2 AbTE A T register_android media_MediaRecorder %4, [GlFEHE , 7E{EFE 1 &b MediaPlayer
HEZRAJF- T ININativeMethod %20 /' ki 4§ register _android_media MediaPlayer HgiHH T .
register_android media_MediaRecorder ER%LN T A7 :

frameworks/base/media/jni/android_media_MediaRecorder.cpp

/1INl _OnLoad in androi d_nedi a_Medi aPl ayer. cpp
int register_android_nmedi a_Medi aRecorder (JNI Env *env)

{
return Androi dRunti me: :registerNativeMethods(env,

"andr oi d/ medi a/ Medi aRecor der", gMet hods, NELEM gMet hods));
}

fF register_android media MediaRecorder J5 #: 1 iR [l T AndroidRuntime
registerNativeMethods K%, 40T~
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frameworks/base/core/jni/AndroidRuntime.cpp

/*static*/ int AndroidRuntime::registerNativeMet hods(JN Env* env,
const char* classNane, const JN NativeMet hod* gMet hods, int numvet hods)

{
return jni Regi sterNativeMet hods(env, classNane, ghMet hods, numiet hods);

}

1+ registerNativeMethods (A% iR [B] T jniRegisterNativeMethods pR%L, B E AL
JNI #5825 INIHelp.cpp H:

libnativehelper/JNIHelp.cpp

extern "C' int jniRegisterNativeMethods(C JN Env* env, const char* classNane,
const JNI NativeMet hod* gMet hods, int numvet hods)

{

if ((*env)->RegisterNatives(e, c.get(), gMethods, numiethods) < 0) {//1
char* tnp;
const char* nsg;
if (asprintf(&np, "RegisterNativesfailedfor '9%'; aborting...", classNane)
=-1) {
nsg = "RegisterNatives failed; aborting...";
} else {
nsg = tnp;
}

e->Fat al Error(msg);

}

return O;

}

MR 1 AATCLE H, B2 18 F %) INIEnv 1) RegisterNatives B 53k 52 % INT (1973
M, INIEnv /£ INI 5y B2, JREISMAT. SIAEMBIEEIXE, wTUUE &N
LR SEM E 22, [Ha—5kik.

9.3 HImISHIIF

INT %4 25 B #4451 451 105 I[H DA _ESCUFZIHY MediaRecorder k245, Jek&F
android media MediaRecorder.cpp #'[Y) android media MediaRecorder start pE%Z, 20T Bin
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frameworks/base/media/jni/android_media_MediaRecorder.cpp

static void

andr oi d_nedi a_Medi aRecorder _start (JNIEnv *env, jobject thiz)

{
ALOGV("start");

sp<Medi aRecorder> nr = get Medi aRecorder (env, thiz);
"javall ang/ Runti meExcepti on",

process_nedi a_recorder_call(env, nmr->start(),

"start failed.");

}

android_media MediaRecorder start B$AI5 240k jobject 2554, &2 INI ERV%L
PEAY, Java WYELHRISTIE] T INT Bk T 264 A INT B EdEZRA, Java BEHEZ A5
AFEAFLR RTINS | AR 2R A, INI B X R 2R B i T X 5, TRk AEREA

Ba e R s

9.3.1

MF 9-1 WLARH, HABIRRT AR, bR T HJa—1TH) void, HABAYEEZR HE
SERTEN L 5" BEATEAT o S5 =41RY Signature REZE LM, JEHANMEE, HERE

51 BE S T et

®9-1 EAKIEXRBREIR

Java Native Signature

byte jbyte B
char jchar C
double jdouble D
float jfloat F
int jint I

short jshort S
long jlong J

boolean jboolean Z
void void \%

9.3.2

MF 92 WILAEH, B INI BERRTLLL “Array” S5, AT LA
A 7. WEEEASRERTNEALL 7 &R, SIMBIRRERAGHAR R, M

K 9-3 o,
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& 9-2 SIABIEATRER
Java Native Signature
Bl 4 jobject L+classname +;
Class jclass Ljava/lang/Class;
String jstring Ljava/lang/String;
Throwable jthrowable Ljava/lang/Throwable;
Object(] jobjectArray [L+classname +;
byte[] jbyteArray [B
char(] jcharArray [C
double[] jdoubleArray [D
float[] jfloatArray [F
int[] jintArray 1
short[] jshortArray [S
long|] jlongArray [J
boolean[] jbooleanArray [z
jobject (all objects)
— jclass (java.lang.Class instances)
| jstring (java.lang.String instances)
— jarray (arrays)
jobjectArray (Object[])
jbooleanArray (boolean[])
jbyteArray (byte[])
jcharArray (char[])
jshortArray (short[])
jintArray (int[])
jlongArray (long[1)
jfloatArray (float[])
jdoubleArray (double[])
L— jthrowable (java.lang.Throwable objects)

B 9-3  SIFERERAVARAR R &

ME 9-3 RTLLE H jelass, jstring., jarray Fl jthrowable B4k 7K jobject, [fij jobjectArray,

jintArray Fl1 jlongArray ZE2: BIARAR K jarray,

FKTFoIRABIEZRR, X HEEEY5 MediaRecorder HEZR[1 Java 5k, 4N T AI/R:

frameworks/base/media/java/android/media/MediaRecorder.java

private native void _setQutputFile(FileDescriptor fd,
throws |11 egal StateException,

_setOutputFile J5 &% b AT INI BRI 5124

| OException

l ong of fset,

 ong | ength)
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frameworks/base/media/jni/android_media_MediaRecorder.cpp

static void
andr oi d_nedi a_Medi aRecor der _set Qut put Fi | eFD(JNI Env *env, jobject thiz, jobject

fileDescriptor, jlong offset, jlong |ength)

{

}

XX AT LT LA F, FileDescriptor 2847 T jobject 287U, long F AUy
T jlong 27,

9.4 Jiik&A

FEF 9-1 FFk 9-2 iz THAm A A Z A 46X (Signature) , J5 7% At th 25 Atk
NAFHT, AT EELATAMERVE? FRATE T mATFRD
frameworks/base/media/jni/android_media_MediaRecorder.cpp

static const JN NativeMethod gMethods[] = {

. .{." native_init", "()V', (void *)androi d_nedi a_Medi aRecorder_native_ init},
{"native_setup”, "(Ljaval/lang/ (hject;Ljaval/lang/ String;Ljava/lang/ String;)V',
(void *)androi d_nedi a_Medi aRecor der _nati ve_set up},
b
gMethods %20 H 7 fi /& MediaRecorder [ Native 75745 INI B £ xt 52 &, H
Fr “OV” F1 “(Ljava/lang/Object;Ljava/lang/String;Ljava/lang/String;)V” 5k H k% 4., Java
A BRI EN, FTLUE L EAHE, B2ECART %, ERShant, 78 INT ${X
I T5 5 AR TCIEARE Java rorf IR EAAR T 5, INT A 1 il ix — [l 5 2 3 B
R AR A AE—HE 1A T 5% 4 ol 1 T 1 % A A0 T3 1 A ik rT AR E X BLEY Java 75 7%
INT #7532 5 2 9k A -
(BHELHBA. .. ) REEELHER
A E1in gMethods #Z1f) native_setup &3], “ZAE Java & LAY

private native final void native_setup(Chject mediarecorder_this,
String clientName, String opPackageNane) throws |11 egal StateException;
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‘BAE INI iy 5 k% 440h -
(Ljaval/l ang/ oj ect ; Lj aval/l ang/ String; Ljaval/l ang/ String;)V

ZMRFE 9-2, native setup BEAYE — S HAIE 4K “Ljava/lang/Object;”, JeINS
% 44 “Ljava/lang/String;”, R FI{E A void Y& #4 V7, A KL LTy
A, RFAVERIRE INI EREA L% 4, st — b BEk s, A
wH M, SEAF Java AL T javap @y &Sk HANER T EE L, BAES — AR
MediaRecorder.java £, & &Y native_setup J5 7

public class Medi aRecorder {
static {
System | oadLi brary("nedia_jni");
native_init();
}
private static native final void native_init();
private native final void native_setup(Cbject mediarecorder_this,
String clientNane, String opPackageNane) throws |1 egal StateException;

}

XA~ Java U AL ) D:/Android/MediaRecorder.java, $#EHITANT 4 :
javac D:/Androi d/ Medi aRecor der. j ava

AT 4 52542 B MediaRecorder.class 304, e/ i H javap 4.

javap -s -p D/ Androi d/ Medi aRecor der. cl ass

Horh s Fork N ERZR T 4, p ZORFTEN B A Y5 15 A0 B 53 CERIAAT EN public B 51)
BRAAE emd HHTFTENSE R AN 9-4 ok,

C: \Users Adninistrator .EIT-208168520RHS > javap —= —p D:“fAndroid-MediaRecorder.clas
Compiled from “"MediaRecorder.java"
public class MediaRecorder {

public MediaRecorder();

descriptor: OV

private static final native void native_init<¢d;
descriptor: U

private final native void native_setup{java.lang.0Object, java.lang.String,. jav
a.lang.8tring? throws java.lang.IllegalStateException;
descriptor: (Ljavarlang~0Ohject;Ljavaslang-String;Ljavaslang-String;>l

static {3;
descriptor: OV

9-4 FTENZER
M 9-4 ] LIRS b7 % tH HY native_setup J5 700 A AL AT 25 AT — 2,
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9.5 fEATINIENV

INIEnv 4 Native 158 Java FR3ERIFE, @l INIEnv *35%} 5k vl LALE Native 58
Piln] Java R RS THAE, CRECE SRR AL, FAREESREELE, FHIEAR
LAY INIEnv & fi L FRST Y, INIEnv B9 EZERA LA TR A

o M Java Y5,
o {fE Java ($21E Java HiyAs SRR 55,

JekF INIEnv B L, AT FR:

libnativehelper/include/nativehelper/jni.h

#if defined(__cpl usplus)

/1 G+ IN Env #y£A

typedef _IJNIEnv JNIEnv;//1

typedef _JavaVM JavaVM

#el se

/1 CH IN Env By

typedef const struct JN Nativelnterface* JN Env; //2
typedef const struct JN I nvokel nterface* JavavM

#endi f

X B T L2 cplusplus SR [X 43 C 1 CHFFPRED, 4n2fE LT __cplusplus, 5k
& CHRI R EE S, SR CRISHE L, EXBEIRNHLER T JavaVM, BEIE
PHLLE INT BRI, fE— A EAWLEERE T R —A JavaVM, Kk, iZ3ERERY T A L2408
A LMEH XA~ JavaVM, it JavaVM [ AttachCurrentThread BRI %5 A DAZREUX A S FE Y
INIEnv, X5 ] LLEEA R EAR R Java 53T 8 Eidt Z’j‘—_{i ] AttachCurrentThread
R AL AR AT, 54 Z R DetachCurrentThread bR Bk BT IR

MR 2 AbRTULE R FE C d, JINIEnv 287502 ININativelnterface®*, MIERE 1 oRLLE
H7E C++H INIEnv {92 A& INIEnv, JNIEnv J&4nfafE CHIWE? 4n T AR

libnativehelper/include/nativehelper/jni.h

struct _INEnv {
/* do not renane this; it does not seemto be entirely opaque */
const struct JN Nativelnterface* functions;

#if defined(__cpl uspl us)

j class Findd ass(const char* name)
{ return functions->Findd ass(this, nane); }
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j met hodl D Get Met hodl D(j cl ass cl azz, const char* nane, const char* sig)
{ return functions->Get Methodl D(this, clazz, nane, sig); }

jfieldl D GetFieldl D(jclass clazz, const char* nane, const char* sig)
{ return functions->GetFieldl D(this, clazz, nane, sig); }

}

_INIEnv £ —/-E5tfk, HNE 8124 T ININativelnterface, ££_JNIEnv g X TR %
B, X HEANA T 3 ASERERE YA %L, FindClass FR$KE] Java rraiE £ HRAYAE,
GetMethodID k443 Java Hify 7%, GetFieldID FK153] Java iRk A28 &, ix B AL
RIX ZA BT H T ININativelnterface HE LIRS, FIL DA HISE R, TTigk C
W2 C++, INIEnv B2 BIERFD ININativeInterface 544 3¢, ININativelnterface Y& 40
B

libnativehelper/include/nativehelper/jni.h

struct JNI Nativelnterface {

.j.(.:l ass (*Findd ass) (JNI Env*, const char*);

.j.r.ret hodl D (*Get Met hodl D) (JNI Env*, jclass, const char*, const char*);
.j.f.i eldlID (*GetFieldl D (JN Env*, jclass, const char*, const char*);

}

£ ININativelnterface £5#grh 7 S TR ZF1 INIEny kg fdxd b R BR e, X B R4
7 b1 INIEny 544 0 rhoeh BB =/~ BRBGHR B SC o il X S pR SR BT E 3L, ERERE &
FEFPREAUMLH Y INT s e, Afask3L T INL EAEREAUMLH B9 BOR A, XM INT skl
CLIR AL Java A5 T o

9.5.1 ffieldID jmethodID

FE_INIEnv &5t LT IR Z e B, X Lk B A AR A, 40 R

libnativehelper/include/nativehelper/jni.h

struct _INIEnv {
const struct JN Nativelnterface* functions;
#if defined(__cpl uspl us)
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jmet hodl D Get Met hodl O(j cl ass cl azz, const char* name, const char* sig)//1
{ return functions->Get Methodl D(this, clazz, nane, sig); }

jfieldl D GetFieldl D(jclass clazz, const char* nane, const char* sig)
{ return functions->GetFieldl D(this, clazz, nane, sig); }

}

X HILAMFEE TP RS, XA B B3R [l {E 2> %112A jmethodID 1 jfieldID, 245%
AHHAMIR LR RBIE, Eban jobject, JbooleanArray F1 jboolean %%, ix H F%(14x jmethodID %[]
jfieldID St f748 ], A A ix LR B{EAE INL JZ R H . jfieldID F1 jmethodID 43 5 AR
< Java KPR 1A EFN s . (EVERE 1AL jelass fR3R Java 2, name fRFE B I 5 i
B R AT, sig XA RIS 4, FAPREF MediaRecorder FEZE/Y INT
Al {fi Fl GetMethodID F11 GetFieldID 3% /4~ 50, 40 F s

frameworks/base/media/jni/android_media_MediaRecorder.cpp

static void
andr oi d_nedi a_Medi aRecor der _native_i nit(JN Env *env)
{
jclass clazz;
clazz = env->Fi ndd ass("andr oi d/ medi a/ Medi aRecorder");//1
if (clazz == NULL) {
return;
}
fields.context = env->CetFieldl D(clazz, "mNativeContext", "J");//2
if (fields.context == NULL) {
return;
}
fields.surface = env->Cet Fi el dl (¢l azz, "nBurface", "Landroi d/view Surface;");//3
if (fields.surface == NULL) {
return;
}
jclass surface = env->Fi ndd ass("androi d/ vi ew Surface");
if (surface == NULL) {
return;
}
fiel ds. post_event = env->Cet StaticMethodl D(cl azz, "post Event FromNative",
"(Ljaval/l ang/ Qoject;I1l1Ljava/lang/ Chject;) V');//4
if (fields.post_event == NULL) {
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return;

}

TEFERE 1 &b, @it FindClass Sk383] Java 2[4 MediaRecorder [1 Class %142, FMk{EZS
jelass RIS & clazz, K, clazz i Java ERY MediaRecorder 7 INI ERJFR ., fE1F
BE 2 FiE e 3 A AUAR RS Sk $k 3] JTava E Y MediaRecorder 1 44 24 mNativeContext /1 mSurface
MRk RS &, Ho B EZS context F surface, fE{ERE 4 4b3kEL Java E[1Y MediaRecorder
1 #74 postEventFromNative & T %, HIRIEZE fields.post_event, Hir fields & LA -

frameworks/base/media/jni/android_media_MediaRecorder.cpp

struct fields_ t {
jfieldlD context;
jfieldlD surface;
jmethodl D post_event;

iiatic fields_t fields;

X LEpR 5178 B A5 VAT (E 45 jfieldID F0 jmethodID S RUA AR A AN B« 55—l
TRERZEE, AR A A R A &, BASRICRIRR, B X
SRk A BN R A S [ ], {F android media MediaRecorder native init p%0iR [A] I}
XA S| AW H R, KL fields SkitfT0R7F, LMEELSHER, X TAMEIHS
fE 9.6 bR, &AL mRERE, {£ MediaRecorder HEZE INI ERIFIAG1L T T4
android media_MediaRecorder native init H}fix 2& jfieldID F1 jmethodID 25 AU AT B R {742
K, AT E RS EEE .

9.5.2 jfieldID jmethodID

A7 T jfieldID il jmethod D XM i, B G A (LN E? A FHTA:

frameworks/base/media/jni/android_media_MediaRecorder.cpp

voi d JNI Medi aRecorderListener::notify(int nmsg, int extl, int ext2)
{
ALOGV(" JNI Medi aRecor der Li stener::notify");
JNI Env *env = Androi dRunti ne: : get IN Env();
env->Cal | Stati cVoi dMet hod( nd ass, fiel ds. post_event, nChject, nsg, extl, ext2,
NULL);//1

}
B 1AL T INIEnv fy CallStatic VoidMethod 4%k, Hodhgh {5 A T fields.post_event,
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M 951 i1, BHELERA T Java F MediaRecorder 1Y i & 7

postEventFromNative ;

frameworks/base/media/java/android/media/MediaRecorder.java

private static void postEvent FromNati ve(Cbj ect medi arecorder_ref,
int what, int argl, int arg2, Cbject obj)

{
Medi aRecorder mr = (Medi aRecor der) (( WeakRef er ence) medi arecorder _ref). get();
if (m ==null) {
return;
}
if (nr.nBEventHandler !'= null) {
Message m = nr.nEvent Handl er . obt ai nMessage(what, argl, arg2, obj);//1
nr. nEvent Handl er. sendMessage(nj;//2
}
}
EERE 1 &0 —HE, R 2 AR M HERIX% MediaRecorder PAHE

mEventHandler SRALER, XAEMUT H &R RS2 $ha f 7 1E b Jﬂ ﬁfp frF e, INIEnv
HJ CallStaticVoidMethod ¥ $¢ 25 A il Java |2 MediaRecorder [l 25 75 #; postEventFromNative,
Hugt A& 1 INIEnv [ CallStaticVoidMethod (g v LAT[R] Java WU 257578, RIERAn R A8 25
[a] Java {75 ¢ MW LL{#E F INIEnv {9 CallVoidMethod p&i%, b 1R 5l F+% & Fil T jmethodID,
KA jfieldID & anfal 7 HEY -

frameworks/base/media/jni/android_media_MediaRecorder.cpp

static void
andr oi d_nedi a_Medi aRecor der _prepare(JN Env *env, jobject thiz)

{
ALOGV( " prepare");
sp<Medi aRecorder> nr = get Medi aRecorder (env, thiz);
j obj ect surface = env->Cet (hjectField(thiz, fields.surface);//1
if (surface !'= NULL) {
const sp<Surface> native_surface = get_surface(env, surface);

}

process_nedi a_recorder_call (env, nr->prepare(), "javal/iol/ | CException", "prepare
failed.");
R 1 4R T INIEnv 9 GetObjectField %, 2% Ry fields.surface & jfieldID
KA E, FR{RAF Java B MediaRecorde H1[ % 5128 & mSurface, mSurface {3571 %
Surface, XAEH T GetObjectField B4 mtfS 2] T mSurface ££ JNI ZE %] v/ Y jobject 2k R4

& surface,
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9.6 HIMFER

F Java (5 2R —4E, INLWA ST, 15 B& A 51 (Local References) |
2551 H (Global References) Fl1554 /55| FH (Weak Global References), 4 2B 81,

9.6.1

INIEnv $2 8L s BRI Y5 A A BEEA MBS I, A S [t INT drfe i
LRSI RIS, AHb s | HRRr S AL T LA :

* 24 Native BECR IR, X AAHE R 28 A sh B
o RO BRI P AR, FREMESLAR(E I,
o JuHB5I Al IVM TSI HEAL, % JVM &3,

XU AT REA Lo MEFE AR, (5IHCAFRATIZ4 KA android media MediaRecorder native init
BRECRZE G, a0 TR -

frameworks/base/media/jni/android_media_MediaRecorder.cpp

static void
andr oi d_nedi a_Medi aRecor der _native_i nit (JNI Env *env)

{
jclass clazz;
clazz = env->Fi ndd ass("andr oi d/ medi a/ Medi aRecorder™);//1
if (clazz == NULL) {
return;

}

}

B 1 ARy FindClass 43R B clazz, X4 clazz st A<# 51 H, =& %
android media_MediaRecorder native init p& %I IR 8] )5 85 B sh Bk, FRATHL T LS
INIEnv [ DeleteLocalRef pi%TF-shBRAs#b5 1, DeleteLocalRef b5 iy o £ 3
FAE native PRECR BRI S T KENAE, 525 DeleteLocalRef b4 %57 BIAHER A Hb 5 | FH

9.6.2
RS IRAAME IRy, EREEARLN TR
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* f£ native pRECR M A2 B H SRS, BlIIL AR5 I TR Tk TR, JEHA
2 GC [,

o &Jay5 A R CARS SRR (E AT

o LJRSIHAZE IVM 8L,

INIEnv [ NewGlobalRef &% sk G184 JR51FH, I8 INIEnv {J DeleteGlobalRef [
Bk B /51
frameworks/base/media/jni/android_media_MediaRecorder.cpp

JNI Medi aRecor der Li st ener: : JNI Medi aRecor der Li st ener (JNI Env*  env, jobject thiz,
j obj ect weak_t hi z)

{
jclass clazz = env->Cet (hj ectd ass(thiz);//1
if (clazz == NULL) {
ALOGE("Can't find android/ medi a/ Medi aRecorder");
j ni Thr owException(env, "javal/lang/Exception", NULL);
return;
}

nC ass = (jcl ass) env- >Newd obal Ref (cl azz);//2
nthj ect = env- >Newd obal Ref (weak_t hi z);
}

FEFERE 1 AR I clazz ARSI H, FHEARFER 2 40, AR 2 /U H INIEny /Y
NewGlobalRef {40 clazz #4725 k4 J5 51 Fl mClass, AT A HE 4551 F mClass Bl
W22 {13k FH INIMediaRecorderListener [T A4 BRI «

frameworks/base/media/jni/android_media_MediaRecorder.cpp

JNI Medi aRecor der Li st ener : : ~JNI Medi aRecor der Li st ener ()
{

/'l remove gl obal references
JNI Env *env = Androi dRunti ne: : get IN Env();
env- >Del et ed obal Ref (mbj ect);
env->Del et ed obal Ref (n0 ass);//1
}

M YR AT A% bR B R Bl T LA, XA R BT R B & s |, fEERE 1 Ab
i 74551 H mClass,

9.6.3

55475 R —FReki 2 Ro I, e R I R SARL, AR 594 R nl
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DAk GC [mIehy, 55451k GC Bz f5 25451 NULL, INIEnv ) NewWeakGlobalRef
ERECH R G554 )55, I INIEnv 1) DeleteWeakGlobalRef bk B 55 2 /5 H.
BT854 m5 I T REd: GC B, WL/EEM B ZarEetifredaoimll 17, ikt
{ F} INIEnv [ IsSameObject %5k HiK .

i f (env->lsSameoj ect (weakd obal Ref, NULL)) {//1
return fal se;

}
... 1/ weakd obal Ref
weakGlobalRef 22—/ 852 )RS, =201, J8H INIEnv fJ IsSameObject pR%{,
EA R PN AR A ST & & A SR, anRAHSEIR [B) INL_TRUE, A3 AH %5 R E
JNI_FALSE, {E8 1 4b4ntik [a] INI_TRUE 15t 8§ weakGlobalRef 25+ NULL Jf-#% GC [n]l)i
T, BtV return false AT R RIACIDZ 4, &Mt 6E 554 /R 51 H weakGlobalRef,

9.7 ARF/PG;
AEEIN ARG RIRAD Y FA FE YRR T INL )58, 46 MediaRecorder HEZE Hr 1 INT (1 2 F .

BAa e B At . T3R5 4 . INIEnv FI5IHIZEAY, 1R R A& T X LeRniR st 2 0% 1,
AR AHEE T RS S 1 INL AR sk T D e L T DR INL A 54E
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Java JEIAL

(BEYH. % 11 & Dalvik #= ART; % 12 & 22## ClassLoader; % 16 &= 24440

A AR, ST Java IELIOBR W] hITEAABMAZ TR £%
A TR

o BIRALTTIF Java IBHUNLAIAS, (HAZXT Android F & IHAT AL, KBEMILKIZ
73, 24 Android JF A AT T AR 4 2 AR, RIbiX — #2514 Android
TR TIEABNNEEAR R T, AERERA T NIRRT Java IEHUALTY
ik,

® JRANERSE Java JEAUNL, kAR T X SERTHY AR I

10.1 Mk

A1 3Ly JDK (Java Development Kit) £125 T Java JE & . Java FEHIALFN Java API 2%
JEX =84y, A& Java BE R & B/ NAYEE . i JRE (Java Runtime Environment) £ T Java
API H1ff) Java SE AP -4F1 Java BEHINLIXAER S, <& Java R i THOBRIEIRSE . B4 W]
DA Java [BIUNLYE ZEME, BB Java PFERIEA, & Java B S RIFAMANE TP
B o PRATLAE Java JRAUNLETE— MR IITHENL, B & e 4 & fia i 1IN 4o X 8.
EIRY Java [BAUML, HHSE/EE 2 BIBfTHIIES TG Java, B84 Kotlin, Groovy,
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Scala, Jython %, AT Android FF A& ki, BRI K RIS Java B/ Kotlin, {R#ED
TR R PR Java [EAUAL,

10.1.1 Java

AU E ATREIND Java IEPLELE “—A" BIWLNE, BRAKIE? S&INA Java
HEAUNLIRESE 2 Oracle ) HotSpot JEAUAL, X B RME A Java BIUNLK IR, B M 1996
4F Sun 23 ®] & A JDK1.0 #4211 Sun Classic VM E[4-K, HELFIVHT: TR Z FUEHWL,
Pl ix B 28 B RS AR 3237 Java UL,

1. HotSpot VM

Oracle JDK {1 OpenIDK w { H# AU, A& e IR AFI(E G E ) 1Y Java JEAUHL,
28 Java BN AR SCEE , A0SR AU AT , KB #BA2& /43 HotSpot VM [1, HotSpot
VM k& Sun 23 FFFRHY, A& H Longview Technologies iX % /N RIX TR, BAE 1997
AEME Sun 23 R, Sun 23 F) XAE 2009 4E# Oracle U,

2. J9VM

J9 VM & IBM JF Rk EHIAL, B R bk R Java AL, J9 VM By ai iy e i
HotSpot VM T, ‘Bt —ak Bt B M AR 55 2% v 21 52 10 b FH 2 i A RER 2% FE 2/ £ ik i
AL, BHAETI9 VM fydRE/K K E S HotSpot VM A& —/ M4k Y

3. Zing VM
LA Oracle fJ HotSpot VM JhJkfli, 2ot T VFZ5MRERAIANTT . ki 3 ANSZAAnT

o fREER, “TLEE” I C4 GC, GCHiRAYE{F nTMEHIE 10ms DL RIZ, b
{7 Java R/ VAT LGKE] 1TB,

o Al tuE A IIRE.

o FEERME: FIH, AR AN R, BALE IVM MRS T H Zing Vision,

T ENIE, Android H Y Dalvik 1 ART AL BT Java JEIUAL, Kbix B¥%
HHIH M, =F Dalvik #1 ART EHINLBIES 11 S#HT442,

10.1.2 Java
YN PAT A Java B FIE, BRIPATIREEANE 10-1 7R,
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g
2
F

A class

i Clss th

RIEETHE  ( JwuRiEE ::> ST jaamni

0

B 10-1 Java EHMLPATIRAR

M 10-1 el LK ER Java JEAUNLEA TIRERE 5 AR KSR 45, 4 B g 1R I RS Fis A Tt
WL, Mq—A Java L2 0t Java gRiFas gk AR Class U1, iX A~ Class SCF45H Java
HEAWLR A TALEE , Java EHINLS Java IBF A H 28RN R, B RERER i
f: Class XA, HILTLIREMTES RERESIF K Class ST, AT LA#E Java JEUMLIR
BIFHPAT, nE 10-2 Fios,

Java Kothn Groowy HiiES
RIFEE
Class 1 = TavaEHAHN

B 10-2 {EF 5 Java [EHAL

10.2  Java)EALLEH

X HFTUFRI R R A, /Y2 Java BEAUNLATHR AT, 1A B R RTEL 4n HotSpot VM
MISCIL, 2 08 Java JEAUHLELYE, HhRAY Java JEAUHLANIE 10-3 FoR,
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Classft |::> TR

EATEIE B I

Java BB HHL T iEH

A

F i HE

Bl resmssnsrR
[] aenam sy

& 10-3  Java EIIHLEEH

M 10-3 WILAE H Java JEHNLEAY WAR S T BEE X8, AT 515 A ZEHR AR
W7 IE A, B ARG AR T Java IEAUNLEYNEREAY . 18] 10-3 rhbrit 12k fedh =
SRR RIIR, ELands XM Java sl At B 2o et S A Bola X ds, T il BF»F & 10-3
KeAr 4l Android F & T HEERAY Class U ARSI T Bt X 3.

10.2.1 Class

Java SCU-9E SR fa e T Class ST, X i ik S SCHAS (RIS T o OO B
VEZRGE, WA Class SCH-h#x R EME—RIRECE Qe UE R, HERSE N
AN SUAESC R, B anZfngs 1 el Dot 2onAas ok B iR i, 10.1.2 5 3ifi 1 mE
TERATLAITE & RERegwiE X Class SCfF, st rTLARE Java BAUAHLIRBIH-PAT, AT W Class S
A S, TR ER TR IR T Java JBHUNLIVIE S S AR, TRk
2] Class X4, a0 T HR:
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O assFile {
u4 magic;// FE%, e OxCAFEBABE, FIKF|MT Yl XA M4t Java EHIAIEA A ass XHF
u2 mnor_version;

u2 maj or _version;

u2 constant _pool count;
cp_i nfo constant_pool [ constant _pool _count-1]; // % &
u2 access_fl ags;

u2 this_class;

u2 super _cl ass;

u2 interfaces_count;

10.2.2

u2 interfaces[interfaces_count];

u2 fields_count;

field_info fields[fields_count];

u2 nethods_count;

net hod_i nf o et hods[ et hods_count ] ;

u2 attributes_count;
attribute_info attributes[attributes_count]; // Bk

FLAEE| ClassFile AARGEAHARE D, B& TIRZKGHEAVEER, Kb wd, w2 FR
CHARARRTL", class FRIEALIRRTL AT PR,

ul.
u;
u4.
u8.

L, SR,
297, AR,
4, FRFERA,
8, TAFBAT,

I &R AE
Il EAS
[ BT B

|1 RFagE b B R AR
[ (%3]

11 R%%3|

E: 300 &

INE:3=F 3

1] FEHE

2 &3

1177 %t #

11 ¥k

11 BT sE

—A Java STHHINAE] Java BEAUBLIN A7 b 2N A rh S B B SRR A 2R AT A= i 4]
B, epddr FIEAERIBT B oy i . na. EER. WAL, [ERANENE, AR EE
TEAWB: WEE, A AT, SRR A A RIS T 7 AN B, )T SRR TR N
BALAE TR A R S A B, o bR g, B (JE. MR . R04GTE. 4n
10-4 Fror,

1 TR KM T 282 BN A A By BT T, A PR,

(1) hngk. &EHRIFF Ik Class i,
(2) Hhf. BARUSUE. HEETNRMT,
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o PSUE: FACRBE ST AR EME.
o gy ARMEETRORTE, HHABIMEMMABIXETE,
o M. MERNLREF EAb N RS o R A B RS .

I
| i !
! gk I
: |
S l l
Y | :
1| wiE > HE e B | | !
I I I
!

X ) |
y T T T TTTTrrT T - TTr-="- I
I \ :
I L !
! ]
! I

10-4 2epyHe iy 391
(3) Fdafe. KR EAAAIE A IEMMBIAIE.
MR (AL Java JEAUNLY AU, BB (g 2eiindk) E2Ei T 3 .

o MEE AR E 1 A .
SRR AN RE A A AR AR ST A R LA T5 Tk I AT I R S5
o TERAFH AR — M UEIX AR javalang.Class X5, EATT DGR RAE P
T EVNER
Horp s — gt b Java JEAIALAMBAIZINE T RGERTERAY, THBARY: 212K
&5t

10.2.3

PN A R GUA T L FNBE R AN Class SCHHE] Java JEHLIHLHT, Java
HUA PIRREINAES . REUIMBE AN B & SOn#ids . Hrh REUMBE WAL T =H,

1. Bootstrap ClassLoader (5|53 m#E)

1 CICHHARRGSEEA Inaseas , FTmaR & /Y JIDK AURLO2E %, LLan javalang., java.uti.
SRR, BHRINELLT H e 28 E
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e $JAVA HOME/jre/lib H 3,

e -Xbootclasspath Z%45 /I H %,

Java JEAUALIY JEahil Al 5 | 2ok es Gl — S wta 2ok e iy . lF2omikes &
i S HHCICE C/CHIET S, FrLAZ g as AREDE Java FRED UG RIE], (HAEFRA]
AT AR IR 28 A 4 5 | S 2hngdas hngdiat .

2. Extensions ClassLoader (VafEZhn#;8)

FTF Ik Java fodn 2, $REEER T R ZHAMIEINEIRE . B HRINELL T B Xy
By

o JN#$JAVA HOME/jre/lib/ext H 3.

* AR java.ext.dir FrgE ) B,

3. Application ClassLoader (R FfEFZmE;R)

X HR{E System ClassLoader (ZREGEAME T ), X & B AIX A 23 2 T UL ok
ClassLoader ] getSystemClassLoader 753k B, ‘&ML T B 24 .

o M5 FH#EF Classpath H %,
o Z4i )@ M java.class.path $5E M H %,

B T RGNS A A E UMBds , BREdEiE 4K javalang ClassLoader 281975 2ok 58
BLE CRY N aeny . kT x BIVRRI AT, £ 12 ma T4,

10.2.4

%2 N Java UM A750 AHENAF (Heap) FidkNAF (Stack), iXFpor i AgifERf, Java
FIN AR X 3 KI5y b EIEbbiX BE 28, Java EAUNLIEIAT Java 2T f rp SR BT L
HINAE RS> AR B R X I8, ARYE (Java SEAUMLELYE (Java SE7 fl0) ) FURILE , X SE%048
XI5y BIODRR P LS . Java EAUMLER. AHB T A%, Java HEFIG LK, Fii——X&A]
I,

1. PRt 3R

AT RIERFRERSIE S HAT T 2%, AL 2 A B FELETFBORE T — S4R 4t
b, R B IR AR ENX A . FRFTHEE (Program Counter Register) HLRH{E PC
G, P NN, EREIUA RSB b, R AR g TR it i i e
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R USRI T — KT EIITHIF DG4, Java JEAUNLAY 2 bt i 7 im )
I 55 B AR LS PR AT IR 7 ROk SEILEY,  AE— A RO 2 U — A PR g A T — SR 2%
e a4, A TAELRRUIR S REE B EMIPAT B, BASRES A — MR
Frit8eds, Bk, BFTHEE S SBAAT ., AREBRPITAV TS A Native F5ik, MIF:
Fr B8 RAF IEAE AT I T R04R 2 3k, an2Rag Native 77 R MR 7 U B s RO (E A =2
(Undefined) , #&/¥it%id% Java HEALWLRLTE rhME— 5 HLE (2 /o] OutOfMemoryError i
AR DX

2. Java [E#IN%

5% Java BN EA LA A Java BHIHLAL (Java Virtual Machine
Stacks), ‘BHYAfr EHI SLFEAHE, SRS RGN, Java BN LA+ Java
HEAHPRE, GAEREA R, S8 REMELL SGEFE R RIZERE, —> Java ML
Bt & T 2, — M RWiITRE R RR, BIEEkk. Sh&ie:. Hih N &6
Bo HEBEHH A Java Fiht, BIIALEA — BN IZ LD Java BN,
FEIZ T AT G, X R iimt A Java FEFUHLAR FR o i . Feli 1P Frid AR N 77 (Stack)
B Java [BHUNIAL . Java JEAUNLILTE A LT PR S 1 0
* NIRRT R BLIAR S BBt Java JEHNLAT RIUF RIS R A &, Java JEHIHLS M
StackOverflowError,

o LR Java [BIUNLAR FTUAZhEY & (K¥sr Java IBIUMLAS AT LAZhEY &), (HEd &
I TC: G B 2 BN AE, B0 18 G BT Y SR AR I A R A8 I N A8 25 G L% Y
Java EAUMLAR, MISHH OutOfMemoryError R4,

3. AMFIEK

Java AL I rTREZEHIF C Stacks Sk 3¢ #F Native {55, X/~ C Stacks jghae 4 75 i
# (Native Method Stack) , ‘&5 Java JEHUNUARRL, SN AR5 4 F ok X Native
T, ik Java JEHUMNLAS SCFE Native 7535, H-H AT C Stacks, ®TLLTEA L FiA
o5 k. TE Java EAUALHLTE H XAt 75 AR T & AR S5 4 S v A R il e, RbE
Ry Java FEALWLFT A B 1S3 E, Eban HotSpot VMR A ih 75 e Fil Java FEHIW AR & —h—,
5 Java EHINLAERCL, A5 B4t 2 StackOverflowError 1 OutOfMemoryError S,

4. Java
Java #i (Java Heap) J& 4 i A SRE L S m0ia AT A7 X 38k, Java M FH SR AT O 5 43,
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JUP B A B R BB B BE N AT . Java HEAF i O RO R I SE s BB, X LB 4
BT RICTE B AR . ININAF IO fg BEok 43, Java S ] DURLI 5 Sy AR (AN E 4R
R, NAES BCRY FE Java HErh T RERI 5> H 2 AR HI S BLZR MR IX . AEanfar&ilsy
Java SEAF RGN A REAZRY, HEATRISD 24 T RESE P I sl 70 BENAF . Java HERY 2T &
UG EERY, WAlLASh&Y e, Java HEFTEE R NAF ML EATR SHES:, B4R 1iEs:
BT, Java REAUNLERTERE C T — R i 00 AnRAE st b A A 05 B A AR SE B BBl 43
Bic, JRHMERICIEBEATY R, W2l OutOfMemoryError 5,

5. F&EKX

J:X. (Method Area) &4 &fetk =0a it A X, HRAHE L Java
BN E R, BihaiThE &, FRAMTGEER. BT RS, 7
LA Java HERDIPHRA B, B AEEWRE EANEEIES:, JH AT LOEEET X R A
IR EE . X FHAER T AAL, HAERFhH HotSpot VM fi F 7k AR S B T5
X, *FHARY Java JBIIHL, Eban J9 Fi JRockit 2, FEAFFIEK ALCHER,

£ Java UM LHLTEH E T —Fh S i G 0L . anf 05 X BN AT 22 ATl 2 N A4 Bl 55
ki, Java BEHIPLSEH OutOfMemoryError S5 .

6. BITHRIEEZ

BT it (Runtime Constant Pool) JEAVE B TR KA b — 5+, il
X &85 £E 10.2.1 FH 1350, Class SCHEAMEERMIRA ., 0, FBMH %
FER, BEEF R, CHRERGRER AR T s oI H, XERNESER
INZG A HAE TS X s AT it rf . s £ 7 it wT CAPR AR A A 2 sl 1 Y sty
BT R,

1 Java UM UHTEH E T —FhSa i ol . 24 602880k O, aniiAiigiafTist o &ith
FrEINAFABL T 5 X FTRERR A B KME, Java JEAUHLA I OutOfMemoryError 775,

10.3 M RMEIE

R A O FAT W MY, Al new 454 RS — R RAVBIERY, 24
MEFALIZICE]— /> new 1541, EX WA FRIERIE,
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1. FIBTT R AIKRBEINE . EEMAIEIL

HEADALIENL B — 4% new $54 1, B LS FAEEIXMEERNS RS G REAE H R ith & fr
BRI S5, HFEAEXAFF S0 ARG G E o ZomBds nd, sEAnm
ettt

2. AMRDEANE

RINBGERR , HE SAE Java e Ry — B NAF 2 BLAA X R . AT 43 BLARYE Java Hide:
R, AR

o JkbniidE: A2 Java HERI AR MUY, BOATA FGE PN AR OE —30, TZS RPN
FEAE S —1D o 5y BENAFIERE LT v IR AR HE /R T2 R AT N PR 3 — B SR
R/ADFHFERIRE RS, X R SE R BL AT T A

o ZERFIF: AR Java HERINAFAERUEERY, IFEE HHEAUNL4Edr— A F1IZk 10 Wik
SEINAFAE AT IR  SXAEAE S5 BC A (e nT DA B2 i A T E 2 5 KRN A0 BL 2 3 4
e BLIR EFFIFR L.

Java Hi [ PN 772 7B SRR 7 5% FH A B S i B 23 5 1A A SR FL I RE A O
3. AEBHAZEN)H
BIE S — AN AR AR ERIE, LA BRI R 8, ARR T

o oy Bl NAFZE [ B s MEEA T [RIZPACER , LbAnfE B UM LR A CAS R e M ik
F 7 ORI SE AT 45 VE A S -k

o EAERARAE Java HEH TSR 40 B —/ NRINAE  IX BN AERR D A B 2845 5y Bl 2% 0 (Thread
Local Allocation Buffer, TLAB), Zkf2ET=AE NIRRT, ERTMEZ&ER TLAB
SrEENAT, MLy TLAB H5E3F o BB 1#iHY TLAB I, X i A4 55 2[R
BHE, Wid-XX+/-UserTLAB 2240k e REAUWLA &4 8 TLAB,

4. AN SEREIMAFTIE

Py BBIINTE, B T RGN AR LA FE

5. WEMNRIRK

FrT R EZE k4 HashCode AR AY GC 4y fRARIS S Ba 7 (i o0 R Bk
Ho RTXRK, 104 i ST Ired.
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6. BT init FIEEITHISAEMK
PAT init ik, PRI RV BZE & HARATRIE T5 i, XA — X Gk Bl Bl
T,

10.4 MR HEN A7 5

MR AIEE, I HCRAE Java e oy Be T INTE, B2 X RAEMEAAE2 Anfaf A T4 R
(FJWe? LA HotSpot HEHLULA B, Xt RAEHE N AF AT IRy 23 A = A~ K38, 47 B X 3k (Header) |
SI%dE (Instance Data) . XFFIHFE (Padding), " IZ HIRIE = A~ DX AT TR AT 2.

o MGk ML BAFERESE R, 4l Mark World Fiyc#iE+e%sr, Mark World
AT Ffig e Gaaf it %dE, than HashCode, R EArE. GC o RUAERY, LFEF:
ARV mCEIER e TR 5 Ay B AR R T EdE , Jd ik Te A T AR
TEX R AAERA, B SLBAIER 10.5 71,

o SR FHTAEE R PR SRR B S (AR AR AR,

o XFEF: MFHAA—ELE, BT HFAER, BARBINE L,

Mark Word 7£ HotSpot H 15281 254 markOop.hpp, markOop #i% i+ pk—HE R E %L

PaEEh, XA T AE /N2 ] A A7 i R 2 A, 32 f B ALY markOop #4340 T
FioR

hash: 25 ------------ >| age:4 biased_|ock:1 lock:2 (nornal object)
JavaThread*: 23 epoch: 2 age: 4  biased_|l ock:1 | ock:2 (biased object)

SIZ@:I 32 m - m > (OMB free bl ock)
Pronot edthj ect*:29 ---------- > pronmo_bits:3 ----- >| (OVB pronoted object)

Hr o BAR R AR T .

e hash: XJRIVAEFID,

o age: WRM AR,

e biased lock: fiHBIFRIANT,

® lock: FRREFRIRGL,

® JavaThread*. ¢4 fhlnlB{HYLEFE ID,
® epoch: fli (A8,

X RAIHENAFAR SR anE 10-5 o,
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Mark World

TR

LA

TR

B 10-5 XFRAMENA D

10.5 oop-klasstiZ!

oop-klass #E 7Y JE F SR Java X5 SLEIRY—FRBEAY , 243 A4, OOP (Ordinary
Object Pointer) A&l X RIEE, FRFZ R RIILGIEE . klass FHRAA TR .

£ HotSpot Hijgt>R FH T oop-klass #%, oop SLBriE— KK, Java BEHIHLNEE S E XL
fRZ oop 27, 40 FHIR:

hotspot/src/share/vm/oops/oopsHierarchy.hpp

t ypedef
t ypedef
t ypedef
t ypedef
t ypedef
t ypedef

class markCQopDesc* mar kQop; / / oop FRit it £

cl ass oopDesc* oop; / / oop Kk THER %

class instanceQopDesc* i nstanceQop; / / &7 Java &4
class arrayQopDesc* arrayQop; / | #14xt %

cl ass obj ArrayCopDesc* obj ArrayQop; // 5l A XA H A%
cl ass t ypeAr r ayCopDesc* typeArrayQop; / / FEAKE A B at &

Horh oopDesc ZFr A oop WITHZL A2, arrayOopDesc 4 objArrayOopDesc Fll
typeArrayOopDesc 435, instanceOopDesc Fl arrayOopDesc #[5a] UL S #t 42 3k

1E oopsHierarchy.hpp Hif & L T klass 5 Jik :

hotspot/src/share/vm/oops/oopsHierarchy.hpp

cl ass
cl ass
cl ass
cl ass
cl ass
cl ass
cl ass
cl ass

Kl ass; // kl ass FHEMHR %

I nstanceKl ass; / / i Java £ 544

InstanceM rrorKl ass; // ## j ava. | ang. O ass =4

I nst anced asslLoader Kl ass; // ##H | nst anceKl ass, FHR 5K
I nst anceRef Kl ass; // ## j ava. | ang. ref . Ref erence ByF %

ArrayKl ass; // #3it Java K4 % &

Obj ArrayKl ass; / / #it Java %5 F £ R 4k 4 W ECE 4

TypeArrayKl ass; /[ #ik Java A KRB B HR A
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Horp Klass & klass FEAIRSE (ARTIHCY), ArrayKlass s ObjArrayKlass 1
TypeArrayKlass (502, "TLLA B oop SRR B FN klass SKEHI R A EX AL R, b
411 instanceOopDesc %} v InstanceKlass, objArrayOopDesc % ObjArrayKlass, ix HIkf 14
instanceOopDesc I InstanceKlass F&} B ¢ F R 26 (0], H: b % 7 ¢ 28 2 AL AY .
instanceOopDesc [JE AN s :

hotspot/src/share/vm/oops/instanceOop.hpp

cl ass instanceCopDesc : public oopDesc {
publ i c:
static int header_size() { return sizeof (i nstanceQopDesc)/HeapWr dSi ze; }
static int base offset_in_bytes() {
return (UseConpressedOops && UseConpressedd assPointers) ?
kl ass_gap_offset _in_bytes() :
si zeof (i nst anceQopDesc) ;
}
static bool contains field offset(int offset, int nonstatic_field_size) {
int base_in_bytes = base_offset _in_bytes();
return (offset >= base_in_bytes &&
(of fset-base_in_bytes) < nonstatic_field_size * heapOopSi ze);
}
|

WL H instanceOopDesc 4k& T oopDesc:

openjdk/hotspot/src/share/vm/oops/oop.hpp

cl ass oopDesc {
friend class VMBtructs;
private:
vol atile nmarkOop _nark;
uni on _netadata {
Kl ass* _kl ass;
narrowkl ass _conpressed_kl ass;
} _netadat a;
/1 Fast access to barrier set. Mst be initialized.
static BarrierSet* _bs;

}

oopDesc HHELE RSB EE F . mark F1_metadata, H:Ar markOop 25 HYH) mark X% F5H
ST R Mark World, metadata & —/4~3L {4, Hirb klass f&35@ #8541, compressed klass
R EAEIARE, B 104 WU CEARIRE, XA TREHARIE R R OE RS R IR
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instanceKlass, instanceKlass A] UL HG A TCEAE, Fl1HEEE &, instanceKlass LR
F R

openjdk/hotspot/src/share/vm/oops/instanceKlass.hpp

class InstanceKl ass: public Kl ass {

enum d assState {
al | ocat ed,
| oaded,
|'i nked,
being_initialized,
fully_initialized,
initialization_error

}
}

instanceKlass k7 [ klass, #rz¢ ClassState FAriIH* T2 AU IN#SdE e, klass HE LHY
T F B AN TR

hotspot/src/share/vm/oops/klass.hpp

jint _layout _hel per; /| 3t %47 F 45 bk 45
Synbol * _nane; /| ¥4

oop _java_nmrror; /| gL

Kl ass* _super; /| X%

Kl ass* _subkl ass; /] &—/F%

Kl ass* _next_sibling;// T—M#EF A

jint _nodi fier _flags;// B4G447RR

AccessFl ags _access_flags; // B RARR

Al LAE R klass 38 T ook, BRIV Java 257E Java AL GFEERY CH27Y
ik, XAELkAK B klass [1Y instanceKlass [RI4E R UL KA A TTEAE ., THE T opp-klass #5571,
AR AT AT Tava HEALUMLAR: 40 fa] a2 A il o A 5 5 1 R B 2 ikt R 52 B, 40
10-6 7R,

ME 10-6 Fwl LLE H, Java JEALHLIE o A i vp B9 % G 51 FH R F] Java Hi i iy
mstanceOOpDesc, X AEEE AT LAV () ) Java X RIVLGIE B, MTRZ U5 R G H AR 7 4
B, Lt instanceOopDesc H T ETE 51 2k He 2 5 vk X v b2 [y instanceKlass,,
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Javakk Javalt

int T &

___________._.--—--—"""""" instanceCopDesc
reference

\

\
IR \

instanceKlass

& 10-6  HfE X R BT

10.6 Sibricsik

hrffesEss (Garbage Collection), i #FR1E GC, 2% GC, RZ NINA'CEER
Java i BRI, H5E GC HBLAYIT I ZELL Java BLOK 2 T, ‘B 1960 4EHEAE T MIT ) Lisp,
GC FZM THA TIE, —DERNFRID DB, 5B— Rkt frmlg, S FNAEe
XisyFnsrhic, HAT Java BHUNLINAFI RIS & T GC iy, thanBife GC #B&RA T
Sy PRI SE LB IR (), Java HEFE S GC BRI I, BEals A b RO AR,
FANEL— s E AR SR LAKI Sy ) Eden #3[A] . From Survivor Z3[A], To Survivor Z5[A%, iX
FERI A oA T S 3£ T Ao B R RIS, 23 B R 43 &, GC gl T LA A5 5 o B R A7 251
FFRBIR AT E, 951 A SR AFERIRT R, mANEE I A SR IR ER (h
kAR ) , GC BEX o HAFTE I LA IR R (Mt bR ARIC) , R hrRkadt 47 E .,
FEXFRL I AT B R, GC Behric bk, A2 anfilbricVe? HRiA WALk bRICH S,
53l 5 DR BCR AR RS, X RN S L A Seoe b, BRI Rbric Bk
A, FAISE R — T 5 DR AIR A,

10.6.1 Java

f£JDK1.2 2 )5, Java R oy 455, oI, 5951 ARSI,

1. ®5|H
LA TR AN R G T AN A RS AR S, AR B RS,
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btk s ke A I Java BEAUNL T JE M OutOfMemoryError 5, R 7 4
1k, WA R EA RS A GOR AR N A A 2 I [R)E

2. ®51H

MR R R EGHKEIH, YNFEAGE, SERGXEEXT RN, B mfd
A RBHINTG, At OutOfMemoryError 5, Java 32l T SoftReference 253451
51 H,

3. 555|H

595 FELARH s | FEAE BRI A oy B, bk 225 — BB T R B 595 A 4,
AEMETNF G R, BB ERINA ., Java $2{t T WeakReference 2R SEILE55 [ H ,

4. E3|H

HESIHFA S ER G R A G A, AR — R A RS I, XA Ems]
FA—#E, TEAEfTIH el rl RERE R e e 88 i, — /N REAG RS IS, bRk &
B SUCE]—/ > R Gl sn, X2 FE/EM, Java #24it T PhantomReference 2
RIS,

10.6.2

SR BERTER A B S AT REA — A S URTHEGE: , 0 R #E 5 1 HIAY
e, RIS DRSS gn 1, SR SR80k 1o 245 I AT R4 0, MZXR
FEARERME A, R T ER

H Al im0 Java HEADWLIEA BB 5 | THECGR R A SR ARIE , BRI 5 I TR
LA TR R Z A LGRS [l

2, AR AR | AR 2 4b, dl F0 d2 #HESTH, BRIEZANX AT
FIARHARS I, SEkbr EIXPRA R OAET, MIZEARSRBE R, (Hal TX i
MEHEAMSIH, SUHHEGRAS 0, anlk Java EEAWLRA T 5 UHTHECGED:, bR ss
Sk ECERT,

class 2MB Data {

public Chject instance = null;
private byte[] data = new byte[2 * 1024 * 1024];// F& & W, MREH B
}
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public class ReferenceGC {
public static void main(String[] args) {
_2MB Data dl1 = new _2MB Data();
_2MB Data d2 = new _2MB Data();
dl.instance = d2;//1
d2.instance = di1;//2

dl = null;
d2 = null;
System gc();

}

AR Fl Android Studio, #tfE Edit Configurations H1[) VM options Sl A 41 T iE 4%
RN GC H &

-XX:+Print QChetail s

BiTR T, GC HEA

QC (Systemgc()) [ PSYoungGen: 8028K->832K(76288K)] 8028K->840K(251392K), 0.0078334
secs Full GC (Systemgc()) [PSYoungGen: 832K->0K(76288K)] [Pard dGen: 8K->603K
(175104K)] 840K- >603K(251392K), [ Metaspace: 3015K->3015K(1056768K)], 0.0045844 secs

Heap

PSYoungGen total 76288K, used 1966K [0x000000076af 80000, 0x0000000770480000,
0x00000007c0000000)

eden space 65536K, 3% used [0x000000076af 80000, 0x000000076b16bac0O, 0x000000076
ef 80000)

from space 10752K, 0% used [0x000000076ef 80000, 0x000000076ef 80000, 0x000000076
f a00000)

to space 10752K, 0% used [0x000000076fa00000, 0x000000076f a00000, 0x0000000770
480000)

Pard dGen total 175104K, used 603K [0x00000006c0e00000, 0x00000006ch900000,
0x000000076af 80000)

obj ect space 175104K, 0% used [0x00000006c0e00000, 0x00000006c0e96d10, 0x00000006
cb900000)

Met aspace used 3046K, capacity 4496K, comitted 4864K, reserved 1056768K cl ass space
used 334K, capacity 388K, commtted 512K, reserved 1048576K

HHM GC HERIRNERER TH— T &28HIE XL, [GC (System.ge()FA[Full GC
(System.gcQO) BB T X IR BRI RS, A&k X BT R GC Fg AR GC Ay,
[Full GC (System.gc()) it BHix &k GC %t 7 STW, STW Higt 2 Stop the World HL, & 2
ULAEBATEOR IR BIER, R GC ZfifEinfr, HABRILKEENIS 2EE, %iF GC £
T e R R A e FHKIBAT .
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PSYoungGen f{Z&Hi4:18, ParOldGen fRFEEFM, Metaspace fFIrzim (JDK 8 i
FHSR B A AL PermGen) ,

HA 12k F HEM[GC (System.ge()), PMAFAE{LA: 8028K—840K(251392K), 8028K 1t
FBIPRTAINAE R/, 840K AR BIBFIINAE R/, 251392K RENFES KN, BRI AT LA
fRHEnNAF IR /A (8028-840) KB, ixmtisiBH JDK 8 1 HotSpot [EAUALIH- %A 5 T4
BRI, X BRI N SE TR R B 5 | AT T R,

10.6.3

AR A B e — 25X R IESh GC Roots, FFHBMRXRIES, RELLIX
2L GC Roots R RIEARIARL, A THEZE, 4R BFRXRE] GC Roots S HERT, AT
NIFRIZ B AR GAE rlIkHY,  andf BARe GAN al ik U B B ot G nT LARE RIS XTSR, 4n
10-7 Fim.,

l GC Roots RERES

Obj5 Obj6

@

B 107 HRAIRES

MIE 10-7 "[LAE H, Obj5, Obj6 i1 Obj7 #BAEARARIXTER, o Obj5 1 Obj6 HR
HAHSIH, (A& AHENE GC Roots AR FIERT, FrLL T IHER 4w B xR,
XAEAR IS R Lt Ao T 5 R O R Rl . 250X R R AFHEL 5 | if
AREBE I, E Java d1, ALIVES GC Roots (4 FEALL T JLF:

o Java e 5| R4,

o AR INL SRS,

o kX st it w4,
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o kX iSRS AR,
* iBfTHHAYEAE.

* 5N IR R

* GC {ZHilH 4,

A — AN RO ARIC A A rR AR 2 BN br T A 23 UGG 2 42 ] B A ] i
FAMTE S TR Java M RAE AL HIAE d R

10.7  JavaX RAEJEWALH Y A4 J8 1Y)

£ Java S gt Bz 8 ik BB WL f5, Java SHRAE Java JBIUNLEA 7 PEL.

1. BIEME (Created)

GIRERY B AL TR -

(1) A5y BAFfE = A,

(2) HEXSR,

(3) Ak F-2ext static 5 B BEATRIAATE

(4) BV ARIE T X,

(5) HH-FLIIRET 5.

2. MNAKE (InUse)

MR, ForBess s mIRIER, REFEE] T A BE . X — BB R R
MEHA ARSI, S BAME RS IR, s95 R8RS .

3. AAIREEL (Invisible)

PR R R IR QIOERTIS |, Ho AR FFOBT E 28 T AT RATE IR,
AT BB, %3 AT REHASTRAISEE | GC Roots FHf 2%, LLATAME BeAchl Jyikebertt INI
Al ET =P 2Rl E R
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4. ATAEMER (Unreachable)
R R ERARI R AETRE 1, - H AR g 2% & BT R A AT ik,
5. UXEEMEL (Collected)

BRI e S A R B R ATGE, F AR K E S B8 & 4 EXHZ RN 2217
B TR, XABHEANRIZAT R EE T finalize J5:, WISEHIZG .

6. RZEMEL (Finalized)

FEXRAITE finalize T5 ik G 5SRAE T A Al B IR SR, SRR AES finalize 7574,
WZAT R BEALEEG By, FFAE BRI SR 2% B2 SR 22 ]

7. WRFTEEFHOCHNEL (Deallocated)
214 7 3% W 2% 6 R R PR A7 2 TRD 3R AT 1T U e 3 T 40 O IR X /b Rk S RS T 2% .

T, BANCE TR T Java S GAEREHAL AL dr R, PRk B 10.6.3 F53EAT[R])
BRI A A AR HA R AT B AR 25 UG IRBARE AR, bR A A rTIR A
REPEAWERTEL, XS PITIENRE B finalize F5ik, AREAES finalize J5iksi
finalize J5 i b A EHT 5 — A rIAR RATRIRA S EAL SR B, R plinllig,

10.8 M SF D

f£ 10.6 iR FA15 2] THORARICTRE, SOk #ARIC)E, GC st bkdtfriicd, bi
PMEAR PR, XAk a8 H AR R R kR B AR,

10.8.1 —

Prid—iHERRE (Mark-Sweep) J&—Fhvig WRYZE MBI R, BRI E S 4
A BT B

* FricHrBt: Arictl rTCARUAIXTER.
o [HERFTEt: BIUCHARICHIXT R BTG FEIZER
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PriC—IE BRI Z P DR AR, A& PR oA St D 2 A SR e B TR A AR B T )
fift EREA T HER . ARIC—TRBRIEERISATIE R AN AT 10-8 B,

EMARA AR

EMCEH A

Bl 10-8  Aric—IHERBFARIPI TR

Pric—iaRREIE B EA WAL, — D RPRICATERRIVARCRE A S, 55—/ A& 10-8
SERTLAE R, AR 5 P AR KR ARSI NI F, WA K2 TRES S BUR SR A 2
HIEEERIN AT Sy BLAR BORRIX 5, AT Al i e T — iR SR M e 5h 1

10.8.2

h T IRORARIC—TERBIERBE A m I, 7oA T EHIRE. eiENa R R
AAHTFRICI, R U A — AN D, AERL SR BRI, 3 0 A AT A IX I, HE G
PRI F A I, B SR 24 i A D el e Rt AT . B I
HIh AT FEan i 10-9 Fior,

RIS A A X AT NAF I, AR BIENARE R AR, A
WA, EHIFEBR S EE R R 2 DERRIIRR, aRAFE X
FARA, FHIRREAAR R SR . BT HRR S HOT R A by IR, T Bk 6 dy
BRI G oA, FRDAE SIS T2 B TR AR, ST A A A2 il
REWIN, SAE R R R R 28,
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Bl

BT

=] [ =

K 10-9  EHIE TR

10.8.3 —

R T LA TR 0, (e 2 E Uk A REEREE HIS D T, HAZERR
MEAFEREEGE, BHSARLNEHHERIE, SBECRRMR, fric—mREE T LR
FERENRT, (REBEREAR, ENFEEEE S ERENTFER . Btk T —Mhx
i— 4% (Mark-Compact) Bk, SFrIC—IERREEAFERE, FEARIC AT B G ER B
ARG G EGERINAE R —, e SEHRS e, SRIEXH AR LASM N A4 T ]
e, ENE, EHACRABINAFERES B —iL, AR —HgRERII T A2 4nlEl 10-10 FR,

EMETAES

EMEER A

] [ oo

& 10-10 Frid—E4 BRI R
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Prid— gD AR ISR BRI A 5 e e R RN R BRI, ek
JHZ TR,

10.8.4

SR ERE AL A A FRIBUE R R AR 2SR, B EE 2 o RIGERE: 2
BIFRATE 5658 T AR Java HE[X HO 23 fE] KI5y, Java HEX BYZS A1 RIS 7E Java BEAUBLHT, & Fisd 4
AR A RIS A BRI ZE 0, RER o % G A d AR ET R, 0o % Gk di AR K,
AHIHEE R AR LA Java REAUNLATZAT R — AR, BRIk, BOZR AR A dir JE et
R FIIWSE SRS, AR Az i AR AR 150 BRI R I, FHEA R X
KA, X2 RARE S . BUAETIRAY Java JEAUA LRSI B BE 25 B8R H 40
R % (Generational Collection), Java HE[X F T RRAGHEZ, 4 AF A (Young
Generation) FIFZ 44 (Tenured Generation) , EH 34 AR 414> 24 Eden %3 A] . From Survivor

ZE[AIFN To Survivor Z5[A], [K| 4 Eden 23 [A] H YK 22 Bt G b i FELATR A, ArUA A= ARAY 23 ]
XI5y H A& 57 HY, HotSpot JEAUNLERIA Eden Z=[EFIFE A4S Survivor 22 [ FT 5 B LLEIA 8:1,

1. oRk&E
FR4E Java HEX IR AR5y, B3R EERI2 A AR, B4 5140 T,
e Minor Collection: FiA:fChrik L,

e Full Collection: X ZAFEMHFTHE, X A]LIFRYE Major Collection, Full Collection i
UL &R 2 > — k) Minor Collection, BRRIKUESMREINE, FERHEK .,

L F7—7% Minor Collection v}, Eden 23 [A] RIS ¥ 29t & ]3] To Survivor %3 d],
- H . ZHr£ et —& Minor Collection -7 From Survivor %% [B] {71 B {5 4R 62 F 4 G2 th 25 4 76l
F| To Survivor %2 ] , A HiFHE % Eden %5 [B]F1 From Survivor %3 [AI 771G A% R A2 & Hl%] To
Survivor =% jH] , i H I A A, — Fh R AR IE R R o AR R
-XX:MaxTenuringThreshold ( FT4& %t & 4 [ £ bk Minor GC A G FH-FIZHE) g E
HIEITE, 55—Fi& To Survivor Z3 (Al ZF SR I (E . 4B A A6 B G4 & il F] To Survivor

A, SHEEIBNZAA, WEkE%E Eden 23R F1 From Survivor 23 Al T AYHAE A] =1L
X4, 4 10-11 fior,
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A
een | | wmme | [omie] [amie| | en |
From Survivor - """-.__NTO Survivor
i
[ | | =ens | | woe |-H> =
N
N\
N
N
N\
A
~ 5
4

Bl 10-11 ST AEH A A b B

E/HE GC $47 Minor Collection, Eden %3 [a]F1 From Survivor 23 [ Ef & #iE S, 7
He AR ARG BT R AR E To Survivor %5 [A], 13 T 36 From Survivor %2 [A]F1 To Survivor
A AR, st LRETHY From Survivor Z3[E A4 TELERT To Survivor Z5[A], 4Rk
Survivor %3 [A] AL AR ELLRIIE To Survivor ZE (A2 ZEHY, Xt & Hil Rk fEHT A A A B
TEZAARN SR AbRIe— e RSB bR — G bR .

10.9 AF/NGE
Tava ML — M RBERIIANIRK 2, A2t SR A28 T Tava AWML R o
f—isy, 4% Java JEAUMLEEH . oop-klass 7 | BrsbRic B AR R B SE . % F

Android JF & E KL, T X LIRS E A Android JT % TVESE &, anfAHE w5
AHB T i Java AN S22 8] 154 LA 24 Java FEAUHLAYASEE,
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Dalvik 1 ART

F(BEEYF . % 10 % Java EIL

10 BIRA 2] T Java JEHIML, X —FIATMAHAK 2] Dalvik F1 ART, RTXH4
MEADHLI iR R R LA T4 BERIY, X Android B ARUL, 2R EMTHIEEA LI
HEF BN Log ghal LA T, BIILART S 4 Dalvik F1 ART Ry2Fl,

11.1 Dalvik)E#WAL

Dalvik L (Dalvik Virtual Machine ), f&#R Dalvik VM 3% DVM, ‘E2&H Dan
Bornstein 4g 51, £ 5 T A5 Hk 1 £ 4 Dalvik fy/hfakt, DVM & Google %]
7 Android *F-5FF K HIEIINL, ‘EiafT/E Android izfTiM Ed, TEFEERE DVM A2
—A~ Java JEHIHL (CATNEFRIVM), BT M4, FTXEHIREE,

11.1.12 DVM JVM

DVM ZFUAE—4~ IVM, FZFERE DVM A EE JVM #7ikseEl, DVM
5 IVM FZEALLT X5,

1. ETHREARE
JVM RPN A R LR 58, IriRiie 4 S8 L, RS SE0E LR R,



% 11 Z Dalvik f! ART

XTEREA PREVEZ B XA, BAANRINE AR, DVM gtk T3 fras iy, B3A & THRIE
TUNLAE S I i BE R R R AR 4, RIS A 558, R, HEhTEX
8 THAER, U T A7 2 iR A S LA TR A Z K, B2l THRAB=rImL,
SRRIEA LD,

2. PUTHIFTREARE

£ Java SE F2/7Hr, Java Bpignikpk— i 1 class XM, FRATEK jar X, 1mifE
JVM sl MR class SCHFI jar SCEEEREUH P 71985 . SATIRT 2 java 34— class
S — jar XM, 1 DVM 23 H dx T HRE BT (1. class SCH#EH—A~ . dex SCHF, 885 DVM
2% dex SCHHSEEGE A FIEHE . AT 0 java SCfE— class SO —.dex SCfF,

il 11-1 Fros, jar SCOEBLEELE 24 .class SO, 44 .class SO AL S TI%2KAY
W, A5 R B, 2 IVM N jar ORI, Soingk BRI BT A Y .class SO,
JVM (X Fonz 5 2R 12, N A IR IX &SI A E . MifE.apk XHEH REET
—A-dex X, XA dex LKA . class BT & G BB AE—E T, X
gt T, class SCHFERZMTTAGE R, dex TEASEBRIIARFEL, HEAHA
f.class SCO-HE A B dex SO, b T VO #8408, hnPl 7m0 A s

f Jar .apk
«<lass Jdex

Magic Number

[=. Header
SHA-1 Signatue
ofher

Shings
Constant Pool

Type/Class
Constant Pool

Method
Constant Poal

Class

Method List

Code Header

g g |lgsll8

Local

[ class } Variables
)

B -1 ST AN R
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3. DVM RFERRNAFEHRERIETZ I iEE

DVM i fitft, RVrEA RN RN iafT 24342 . (£ Android iy 5E—/~ 1 il
#WizfTE—A> DVM skfilh, —4 DVM SLfil#fatTE— stz iml v, fhsrmy
RERE FT AR LEAE READL A {5t IR i A R P B G A

4. DVM H Zygote B2 F#i&1L

AESE 2 Fog2id Zygote, BR—4~ DVM @42, [HIR AR GIEFI#4A1L DVM
KBl A ARGHE AR AR BRI, Zygote g2y fock | 5, PR QUEFIRILGTL—
A~ DVM stfil, HIT AR FRTE T, X2 RSE, iR DVM SLES A
Zygote It —HNTFIXI, i T NAFIFH.

5. DVM BLZH1#

DVM A P —L =L, AR R Z R s T T A AR 2, 916 S
A i VM LA X R L, A RIEIER R, T REUG R AR A AT /Y,
BEEN RN TR, st R A IngAns Ty, ekt irit=,

6. DVM REIRBFERH JIT miFss

JVM i T JIT 45i%#% (Just In Time Compiler, BIRfZRi%%s), i DVM R4
NT ZwiFes . FHI DVM SRk TARRD, APFE 20 o R e dex RADZRIFHMLARD, 2R
JERB RGN, JREALMRE ., A T X —RE, M Android 2.2 Bt A4 DVM fi H
T NT SiFas, B2 RBTIRE (G ReD) Sh1r4miE, AR 2w I A By L#%
fih (Native Code), XAFEAE NIRBATRIFHRIZ AT, EEM A EZEHIA LD,
MARBRATERE., TEEBNS, MHARFE—REFsi TR E, #EREBoxA
IETTAE, Uk ERHTIF R T, #ha2 IT ik,

11.1.2 DVM

DVM HyJES AT dalvik/H 2T, Android 8.0 H1() DVM R IER 5y H e BB ANk 11-1
Firse

%= 11-1 DVMRIERHEZ

BRI ¥ EA
dexdump Az dex SO R GRIFA R TR, FEARESRIFT RN RIS T ERR RS
dexgen dex YA A B2 I H
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BRI W A
docs DVM HHFEF5 B SckY
dx Java T 504645 DVM YLD T A
libdex HE B ERLANBE A AL dex SCIRRYPE
tools — SRS T AR T A
Android.mk REAUNLSR IR makefile it B ST

MODULE_LICENSE APACHE2

APACHE2 JftA = W) 3L f:

NOTICE

RE AL BRI 28 =3 S 1

Hrfr, dalvik/libdex £ #2515 Ak libdex.a A%,

A dex A R4 1E TR, DVM Zganial 11-2 for,

.class

DXTR

dex

Y

Class Loader

FHE

Y

AR
MEFEEE
HEER

Linux

B 11-2 DVM %24y

e dex T EHA#M; dalvik/dexdump

ME 112 ATLVEH, B Java Zaikas ez class CE4d DX T HEEH A .dex X
P, dex UMM A ACEE, BEE MRS ARIETR A 5t Dalvik 7t TiRRE. T,

B )52 T Linux AbHE,
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11.1.3 DVM

DVM fyia A7 FbRic—i&RR (Mark-Sweep) Bi%#E4T GC, "Bl Space LA
LB BB EEMIZH K, A~ Space 43 Rili& Zygote Space (Zygote Heap) #l1 Allocation Space
(Active Heap) , Zygote Space FI 45 Bl Zygote JEFEAE JE ghid 2 i UM FN 61 e i & Floef 42,
Zygote Space AN filik GC, fE Zygote #EAEF1 R FHRE Pt 2 i &5 3 % Zygote Space, 7E
Zygote itfs fork 55—/~ Z A, S4B Zygote Space 53 AMANE Sy, JFORIIC L fE A
HIARES Sy HES IHPY Zygote Space, iiA{E FIAIARES s Himk I Allocation Space, LAJEHIX S
#B231E Allocation Space bidtf74y BCFIHEJit, Allocation Space A& iEREAIAL =1, fEREA2E
ST A —0r . B TiX WA Space, BRLE LA T EIRE .

e Card Table: F-F DVM Concurrent GC, 4% —kiirbriAnic)s, ioxbikis e,

® Heap Bitmap: AP/~ Heap Bitmap, —/~Hkidsk Rk GC FHERIXE, H—1H

Fiogix ik GC fRiGHIR 4,

e Mark Stack: DVM iz 7 He(d FbRIC—IEBR (Mark-Sweep) HikiHfT GC, Mark

Stack A&/t GC HIARICHT BAEFRY, &k G 5,

11.1.4 DVM GC

1£10.6.2 3] T Java JEHUHLAY GC H &, DVM 1 ART #J GC H &5 Java [BHL
B H SRR S, £ DVM drigk hik i EA S0 GC HEFTENF] logeat Hr, BRI
FRA -

D/ dal vi kvm <GC_Reason> <Amount _freed>, <Heap_stats> <External _menory_stat s>,
<Pause_ti me>

A[LAES DVM I HERA 5 M5B, Hp GC Reason IR L H, X Bl et
K FTI A,

1. 5l#& GC HERA

GC Reason st 5 [#2 GC JEE, HLLT JLFR,

® GC_CONCURRENT: Y4 Jf 4t 7ER;, J& GC alLIBHNAF o

* GC_FOR MALLOC: Y{HENAECLifilt, App 25 BLNAF 5 AR GC, ZRGUI0
{51k App FE BN AE

* GC_HPROF_DUMP_HEAP: {{Ri&=k 6lli& HPROF 3L {43k 5y #r i N A7 HH BLID GC,
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* GC_EXPLICIT: &Y GC, {4l System.ge() (RriZ#EsilMEAR GC, &
E GC HAETEMIBIT) .

® GC_EXTERNAL_ALLOC: {ii& T API 51/ 10, HHATAMRs BN A
GC,

2. Hibm{E2

Br T 5l GC YR, HAREET,

e Amount freed: A&k GC B NAAERI RN,

® Heap_stats: HEMIZEINNAFH L (CHNE) / (RSN,

* External memory_stats: API/NFEETFE50 10 BN B (EEIINAE) / (B
GC HIH{E)

® Pause time: Ef{EHFIE], B RAYHESA ERAVESH A, JE R SRR & B RS
(Al B—AN I BLERIR TR 4alt, 55— A BB IR S TR 22 52 i

3. SEBIsHh

h TIERFKE 4B DVM Y GC HiE, 2 —/4-B ARy GC HESEG], WMTHR:

D dal vi kvm GC_CONCURRENT f reed 2012K, 63%free 3213K/ 9291K, external 4501K/ 5161K,
paused 2ms+2ns

XA GC HEME S 51k GC /Y& GC_CONCURRENT; A7k GC BN A

4 2012KB; HERIZE RN A 4 b 63%, CHMNAEA 3213KB, HEEN A 9291KB;
HEHYERHC T 4ms,

11.2 ART)EWAL

ART (Android Runtime) fZ4JHL & Android 4.4 % 4[4, F3k#E#r Dalvik E#I#1, Android

4.4 BUAR AL DVM, ARG A— A EIRIF S ART, ££ Android 5.0 fiftAs R EIAR
T ART, DVM MR H D 2565 .

11.2.1 ART DVM

ART A1 DVM WX B FZAH T 4 5,
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(1) M 11T S53A1mE , DVM iy il A kis A iy, - AR a2l JIT Sai% a9
FEANLEERD, XS AR AT RCRIEC. e ART B, RGUELIREN ARF &
EAT—k AOT (ahead of time compilation, FiZi%), K5 TR HICH IF AL DI 17 ik £E
A L, IXAER R ST A TR A THRIE T, TR AR T, A RER
EW PR, XA LI IEL D R E, DVM 3T BRIk, ART N2 E
N —FAR m, BRI AN AT e, (B SRS B R 0 S IR . SR AOT
WA B, EEAMA: F—A 0 AOT Z{EfF R AR FIILREN AR, THR 5T
I 58 AR TR e AR I LR RS, HLES R LR i & 225, A TR
P BHIFGR AL, Android 7.0 RieAH Y ART JnA T BN 4 JIT, B4 AOT fy—4-#h3E,
2B AR 722 3 AN 20 TR 2 BRI LA D, T AEis 4T R A ARG S 128 AL
by, ITAE LI AR P LN IR 5 2 1 AR i =S il

(2) DVM 274 32 fi. CPU ix it 1l ART S8% 64 fiiJf-3f % 32 fiz CPU, Xt DVM
BRI TR 2 —.

(3) ART XFECR MIWCHLHEST 1o, PLansEsm B AT Thrslk e e, # GC £
2 iy 1 ikEE

(4) ART By {7 = A XI55 A1 DVM R ],

11.2.2 ART

5 DVM f§ GC R, ART M T £HEICE %, BA ) ELEH R RS
W RS, BRINAL R FH T CMS (Concurrent Mark-Sweep ) 5 %2, 1% 5 22 - 2{f Ff T sticky-CMS
il partial-CMS, MRIEAFERY CMS J%, ART fuizfriHiryzim s AR RRIRIS, BRIA
= 4 4 Space F1Z BN EARE AL AT, 4 1> Space 43 Jlli& Zygote Space, Allocation
Space, Image Space F1 Large Object Space, Zygote Space, Allocation Space 1 DVM i {E
FRE—#£HY, Tmage Space HIRAF—LETin#di, Large Object Space K5y Bt —LE R34
(BRiAAK/NA 12KB), Hid Zygote Space 11 Image Space & #EFE AL =2, R AFRIC—IER
B TN HE S A R o an &l 11-3 R,

DVM Zygote Space

Allocation Space l

ART

Zygote Space

Allocation Space l

Image Space “ Large Object Space

Bl 113 SRJABRIC i R BB 7 I 2 (A Kl 2y
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BT PO/~ Space, ART [Y Java HEA A 454 Mod Union Table, —/~ Card Table,
P/~ Heap Bitmap, P/~ Object Map, L. =/ Object Stack,

11.23 ART GC

ART §J GC A& 5 DVM Avfd], ART 2 AARLE L higRATh R i 8% A GC
PRI A XATED GC HiE. GC g H5HIE GC Bisiid Sms #i GC HrLih AL
100ms, 42k App AU TR g2t SRR, ML BRI GC ARSI A2 B,

ART 1y GC HEEMIIHEA .

I/art: <GC _Reason> <GC Nane> <(bj ects_freed>(<Si ze freed>) Al locSpace Ohjects,
<Large_obj ects_freed>(<Large_object_size freed>) <Heap_stats> LCS objects,
<Pause_ti ne(s)>

T GC HERIH BT AT 4

1. 5l#& GC RH
ART fJ51#2 GC J&[Al (GC_Reason) ZELk DVM £—26, FLLFJLFH,

Concurrent; Jfk GC, AZxfd App RIZFRE1E, % GC 2IEEFG&EEITH, A
S5BA L N AR5 B

Alloc: MHENAFE Ui, App 2o BLNAFm o &2 GC, X4 GC Sk 4IRS
SrBe NI

Explicit: App B rIUiE KRB, FlZniiH System.ge(), 5 DVM —#, HfEf
o IS GC IRk W iE K GC, AR GC SPHIES BL& e A4 2
iR 3% CPU JE ], a0k BN F ok GC SECLALREDHAR 5 , IB 4 A T RES T3 jank
(App [F]—1jim T £K) .

NativeAlloc: Native NTE4-BCIRF, Ebanh Bitmaps 553 RenderScript 4y Bi3 4, X4
33 Native NAFEE T, Mififitk GC,

CollectorTransition: HiMiEFE45 ERY RN, X2 fTh Uk GC MmohEry, Wik
AR B A 3 G N2 N B 25 ) B R R 4R 25 8] (e 2 0R8R) .« 24317, WdE
ar PR AE DL P O T HEL . ENAFE/ MRS L, App Frdf RS AT 82 0 &
{EREBE AR RE (RZIFR).

HomogeneousSpaceCompact: 5423 [A] 45 & 15 23 PR 71| 28 2 H 4 19 28 R 71 26 25 1
W R ALY App CAFEEh B AT 2R (SRR A . X RO 32 22 I R gk b

283



Android # M E=

284

T NAEE IR HE N AR g A TR

DisableMovingGe: A& HIEfitk GC R, RAEH LRGN, HTHEHT
GetPrimitiveArrayCritical , W8 & #EPHE . £ — MG T, 8IEICAZ
GetPrimitiveArrayCritical, KA 'BAEFEahEE 2% 05 11 ELA PR,

HeapTrim: Agfiik GC HRHK, HREFEER, WES—HHME, HEFHENGE

ek,

2. BRUERER RN
GC_Name b R Se 85 28R, HLLT LA,

Concurrent Mark Sweep (CMS): CMS W8 2% & — PSR ER SR e B2 B {55kt 1) o4 B
PR SRS, R TARIC—IEFPRFLL LB, B BauEbR e o, REREBR T
Image Space #MH T A RIZS (A,

Concurrent Partial Mark Sweep: #4528 HELI IR I EE %, RERSHPS T Image Space
F1 Zygote Space YA 23],

Concurrent Sticky Mark Sweep: #hiPEWr8E2S, JEToRpubk i EE8HE, B HRER
HH Bk GC LSk Bliuxt 5, X A e & b — A~ 52 8 Ry sl o Se B bR i
LR EME, B TERI B A E AR I,

Marksweep + Semispace: JEH- k) GC, &l GC FTHEFEAR UL K tE2s A ey (He
PR ),

. HitER

Objects freed: A<k GC MIE Large Object Space A [B IS FOXT & 5= .

Size freed: A7k GC MIE Large Object Space H [l A F7%%

Large objects freed: Z<¢k GC M Large Object Space H [m] St A% & A& .

Large object size freed: A~k GC M Large Object Space H [t T4

Heap stats: HEQUZEN NGB b, B (EHNAE) / EREANG),

Pause times: #{=ita], (= A S5 GC @tk ruxt 45 AR S Gl
HAi, ART #y CMS WAEZH A —kE 5, BHIE GC R4 EME., Bahrubifk
W B REIT IR SR, S AERHER o b MO Rl 22 B

4. SEBISHR

I/art : Explicit concurrent nmark sweep GC freed 104710(7MB) Al l ocSpace objects,
21(416KB) LGOS objects, 33%free, 25MB/ 38MB, paused 1.230ns total 67.216ns
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XA~ GC HERE AT GC R K2 Explicit; HrRkUdEasoh CMS Yedias; Boo
REVEEA 104710 />, BECFHECH TMB; BB G ECE A 21 4, B R 51
4 416KB; HERIZS IRNINAF A 40 EbA 33%, CHNAEA 25MB, HERU S NFFE A 38MB; GC
e A 1.230ms, GC B4 67.216ms,

11.3 DVMANART it
%% DVM A1 ART FO4mR M Z k4 e, (B TR 107 A4 4 % T i DVM £ /8 2561,

££ 2.1.5 g kit init j53) Zygote 25 H app_main.cpp 1Y main (A%, 20T FR:

frameworks/base/cmds/app_process/app_main.cpp

int main(int argc, char* const argv[])

{
if (zygote) {//1
runtinme.start("comandroid.internal.os.Zygotelnit", args, zygote);//2
} else if (className) {
runtinme.start("comandroid.internal.os. Runtinelnit", args, zygote);
} else {
fprintf(stderr, "Error: no class nane or --zygote supplied.\n");
app_usage();
LOG_ALWAYS FATAL("app_process: no class name or --zygote supplied.");
return 10;
}
}

TEEERE | AR ture, BRULUIMATRLIFISFHE Zygote bR, EVERE 2 AbIAH
AppRuntime FY start {25, start (5 EALE AppRuntime A4 2 AndroidRuntime Hr=ZE]L, 4n
THIR:

frameworks/base/core/jni/AndroidRuntime.cpp

voi d Androi dRunti ne: : start(const char* cl assName, const Vector<String8>& opti ons,
bool zygot e)

{

Jni I nvocation jni _invocation;
jni_invocation.Init(NUL);//1
JN Env* env;

11 & %h Java AL

285



Android # M E=

if (startVm&lavaVM &env, zygote) !=0) {//2
return;

}
onVr eat ed(env) ;

11 % Java ERFLEA INL 7%

if (startReg(env) < 0) {//3
ALOCGE("Unabl e to register all android natives\n");
return;

}. L
FEFRE 2 WO startVm pRBOR B8 Java JBIUAL, FEERE 3 LI startReg pRECR A
Java EAUALEEM INT 7572, 7EiFRE 1 &0 T jni_invocation Y Init pR% .

libnativehelper/Jnilnvocation.cpp

bool Jnilnvocation::Init(const char* library) {
#ifdef _ ANDROD _
char buffer[ PROP_VALUE_MAX] ;
#el se
char* buffer = NULL;
#endi f
library = GetLibrary(library, buffer);//1
const int kD openFlags = RTLD NOW| RTLD NCDELETE;
handl e_ = dl open(library, kD openFlags);//2
if (handle_ == NULL) {
if (strcenp(library, kLibraryFallback) == 0) {
ALOGE("Failed to dlopen %: %", library, dlerror());
return fal se;

}

return true;

}
TEVERE 1 AbIAFH T GetLibrary % :

libnativehelper/Jnilnvocation.cpp

#ifdef _ ANDROD //1

static const char* KkLi brarySystenProperty = "persist.sys.dalvik.vmlib.2";//2
static const char* kDebuggabl eSystenProperty = "ro. debuggabl e";

#endi f

static const char* KkLi braryFal |l back = "libart.so";

tenpl at e<t ypenanme T> void UNUSED(const T&) {}
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const char* Jnilnvocation:: GetlLibrary(const char* library, char* buffer) {
#ifdef _ ANDROD
const char* default_library;
char debuggabl e[ PROP_VALUE MAX] ;
__system property_get (kDebuggabl eSyst enProperty, debuggabl e);
if (strcnp(debuggable, "1") '=0) {//3
l'ibrary = kLi braryFal | back;// 4
default_library = kLibraryFal | back;//5
} else {
if (buffer !'= NULL) {
if (__systemproperty_get (kLi brarySystenProperty, buffer) > 0) {//6
default_library = buffer;
} else {
default _library = kLi braryFal | back;

}
} else {
default _library = kLi braryFal | back;

}
}

#el se
UNUSED( buf fer);
const char* default_library = kLibraryFal |l back;//7
#endi f
if (library == NULL) {
library = default_library;//8
}

return library;

}

HRE 1 AbRFEAE Android &, 1EFE 2 LAY persist.sys.dalvik.vm.1ib.2 & —A~ R 5 @,
BHRIBUE T LG libdvm.so B libart.so, {E 4 libdvm.so 3¢ B 24 Fif A& DVM, {B 4 libart.so
A i I ART, fEIRE 3 Abank debuggable AZET"1", UMY R A A& Debug £
PR, A TRV Bh A E R IUMLEN &R . R 4 FIVERE 5 AL libart.so IR{E 4 library
F0 default_library, 422 Debug #izA S FETHBE 6 ALTRHL persist.sys.dalvik.vm.lib.2 fid &
HE & A A2 buffer, 0 A default_library WX{E A buffer, AR &A%
default library W{& A libart.so, fE{FRE 7 &b AEAE Android 24, default library f{A
Y libart.so, 7E7EFE 8 Ab4ni library 4 NULL 3l default library W{E 5 library 3% [H]i%
library, X B A 15038 Android 8.0 Znf A& Debug #RAMgHE, HAEIRIE libartso, [HF]
Jnilnvocation {Y Init (K%, {F8 1 AbHY GetLibrary pf%45 1% [[] libart.so &3 libdvm.so, %
TEERE 2 AbEH dlopen B %K inZk libart.so 8¢ libdvm.so, K I 14n1E Jnilnvocation [
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Init bR BHY T 2EAERLE #04R1E ART 8% DVM USRS, #l4a e B A startVm g6 B0k
RS RAIIEAONL . BEEX BBA TN 12508 DVM A1 ART 2anfaf A T, 8, &/
Zygote BEREHIEAERY, X HE Zygote BERRIEFFA T DVM 80 ART BysEfil, )5 Zygote it
fi fork F S QR AR FFRERERS, BLARE Pt i 3 T DVM 8 ART HUSEfi], XAk
NI RS PR Fr it FE A2 G DVM 838 ART, ATfimbe 1B AR 2t AR i 5 50
W,

11.4 AF/hgh

AES 4T DVM AT ART FURA R, anfrf (8 i 2 1/Y log 71 DVM, LU ART AYiE
A BAS RIS A 2 55, 55 3 BN 10 A AFI T M ATAELF, DVM Fi1 ART [y
SRR R US AN, aREEE 2 TR el E R BREMEE, &
FEZ (BT IR, BilA — R 5L 148 DVM AITART, 883K THY Android
WRAFLEE, (BRAZZ%E.
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PR % ClassLoader

(BT, % 2% Android 24 BF); % 10 = Java ERAL

ARG P2 B TP TR , AR A Hb 2 48 T 175 2558 T fif ClassLoader,
T ClassLoader, R RERMIEFEINA Java 11y ClassLoader 1 Android Hfi}) ClassLoader
BRI, FE45 11 Zrh3%fi10:E DVM F1 ART fin#kiy & dex ST, ifi VM gk Class
i, eI S ClassLoader 15 & 2 A X BN, X —E4r BIAr 42 Java Hiffy
ClassLoader #[1 Android A1 ClassLoader, XAE AT Bt —E TR T .

12.1 Java‘fffJClassLoader

£ 10.2.3 TR B 2O R4, ‘BRI MR ilid £ F2emads (ClassLoader)
KAHAME Class CAHF] Java FEAUHLA,

12.1.1 ClassLoader

Java Wil hnakes EZAWRREL, QRGNS A & s, Hph A5k
InZZSEFE 3 A, 47 B2 Bootstrap ClassLoader, Extensions ClassLoader F1 Application
ClassLoader,
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1. Bootstrap ClassLoader (3|52 n#;s8)

C/CHRAG B ERR: , T hndda ey IDK iui%.038%, bhan javalang. | java.uti.
XL ARG, ERRMNELL T B2 E

e S$JAVA HOME/jre/lib H %,

e Xbootclasspath 2435 & /I H 3%,

Java JENLHY Eahmitidid Bootstrap ClassLoader Gl —MEI4aZk eI, HT
Bootstrap ClassLoader & {fi | C/C++iEF LEAY, FrLAZnEas A aesk Java A5 F],
EFUEE R, Bootstrap ClassLoader H- A4k 7K java.lang.ClassLoader, FfTel L zn N4
k75 H Bootstrap ClassLoader Fi inkft) H 3% :

public class O assLoader Test {
public static void nain(String[]args) {
System out. printl n(System get Property("sun. boot. class. path"));

}
}

FTENEE R -

C.\Program Files\Java\j dk1.8.0_102\jre\lib\resources.jar;C\Program Fi |l es\Java\
jdk1.8.0_102\jre\lib\rt.jar; C\ProgramFiles\Java\jdkl.8.0_102\jre\lib\sunrsasign.jar;
C\Program Files\Java\jdkl.8.0_102\jre\lib\jsse.jar;C\Program Fil es\Java\jdkl.8.0_102\
jre\lib\jce.jar; C\ProgramFiles\Java\jdkl.8.0_102\jre\lib\charsets.jar; C\Program
Files\Java\jdkl.8.0_102\jre\lib\jfr.jar; C\ProgramFil es\Java\jdkl.8.0_102\jre\cl asses

W LARI LR ESIAVA HOME/jre/lib HixH Y jar £, L5 rt.jar, resources.jar #l

charsets.jar 4§,

2. Extensions ClassLoader (AR Zhn%k38)

Java H SR 2k ExtClassLoader, [Fbw] LA f&i#5 A ExtClassLoader, BT hnzk Java
n R, $eMtER T RG I 2 IMNEISMEhEE . ExtClassLoader FRNZREL T H R AU :

o JN#$JAVA HOME/jre/lib/ext H 3.
* R RN java.ext.dir P E Y H 3,

Bt DL SRS AT L5 3] Extensions ClassLoader Jinzk H 5% .

Systemout. println(System get Property("java.ext.dirs"));

FTENEE R
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C.\Program Fi | es\ Java\j dk1.8.0 _102\jre\lib\ext; C\Wndows\Sun\Java\li b\ext

3. Application ClassLoader (N FTERF3EMEE)

Java =Bl 254 AppClassLoader, [ wT AT FRA AppClassLoader, [ 3w LA
#R1E System ClassLoader (ZR&EIMNZRZT), X K4 AppClassLoader W[ L it ClassLoader
[ getSystemClassLoader J5 3R E], BRI MZRLL T B rp 2%

o URIFEFY Classpath H %,
* Z4: )8 M java.class.path $5 19 H 3%,

4. Custom ClassLoader (BENZmEE)

B T R HERI SRS, BT UL E & RN, B 2 R4 o 4k K
java.lang.ClassLoader 250y 7 2k s2 8l B LUk n#k 2%, Extensions ClassLoader F1 App
ClassLoader 114K T java.lang.ClassLoader 2%, 3&T B & M8 GRS 1T/ 45,

12.1.2 ClassLoader

BT —A Java BT B LAN R BRI 2B VE? A TR,

public class O assLoader Test {
public static void nmain(String[] args) {
O assLoader | oader = O assLoader Test. cl ass. get d assLoader ();
while (loader != null) {
Systemout . println(loader);//1
| oader = | oader. getParent();

}

B FH AT 2 ClassLoaderTest HYZANZLRS , FEAEHRE 1 AATENHR, SHEBFTENH
RIS FOMAR A A NAR A, B RIA SO A 2 L3N, ATENES R A N AR

sun. m sc. Launcher $AppCd assLoader @5b84c92

sun. m sc. Launcher $Ext G assLoader @ b6d3586

%1 fFULBH A%, ClassLoaderTest Ry 2k hnzk 2% & AppClassLoader, 25 2 4715 BH
AppClassLoader A2 in#% 2% 24 ExtClassLoader, 2T A i[5 AFTENH ExtClassLoader B4 N
# 2% Bootstrap ClassLoader, X &[K4 Bootstrap ClassLoader /& C/CHERERY, HA2E—
A~ Java 28, BRIFRATTTCELAE Java ARED HERECERY S TH . RGEATIR LR ZOMERER A 3 Fhk iy,
B RGP EHY ClassLoader HIA A 3 4>, B4, AppClassLoader HI Nz A
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ExtClassLoader, 3 ftF AppClassLoader 4k%& H ExtClassLoader, ClassLoader FJ4k#& ¢ %
i 12.1 fiow,

ClassLoader

+getParent().ClassLoader

T

SecureClassLoader

T

URLClassLoader

ExtClassLoader AppClassLoader

[ 12-1 ClassLoader {2k % &
ATLAEZEE 12-1 3 5 /> ClassLoader #1628, Rl X EN AT 4H,

e ClassLoader & —/~Hh% 3k, HrarE X T ClassLoader i) FEIhHE.
e SecureClassLoader # 7 T $lj %2 2& ClassLoader, {H SecureClassLoader F A~ &

ClassLoader JSZEi2, Tis&4h/E T ClassLoader 25h0A TAPR 5 IHIAYINHE, JHsd T

ClassLoader [y2¢ 41,
e URLClassLoader Z7& H SecureClassLoader, R[LLifit URL P42 M jar SCHFISC {352
g SRR

e ExtClassLoader Fl1 AppClassLoader #4k#& H URLClassLoader, ‘&2{ 18P +& Launcher HY
N#ERZE, Launcher & Java JEAUMLAIA N, ExtClassLoader #1 AppClassLoader
#BA&AE Launcher Hgbf 7 9I4A 1LY

12.1.3

FmBEGEA Class PrRHREICERFERN, PR AU & & St HIwTi%
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Class j&£ iy 23, aREANAL B & &M ETAESR s T &+, XMk
HATEEH, BEAIRFERIENER Bootstrap ClassLoader, %% Bootstrap ClassLoader (3] T
1% Class, s EHFZERME, aREFRE], WIAkSefkkin T4, aREEHEINKES2EH
HE AR, IR ASS, KRR 12-2,

ENELTF R

HOFESIAVA_HOME/ jre/lib B
FEids-XbootclasspathifEli
iEREBRPIEF

Bootstrap ClassLoader

Y

TnEESIAVA_ HOME/jre/lib/ext
BERFai&javaext.dirfsER
RrhAlEE

ExtClassLoader

Y

!

E3jaaln] =2 2100

f0FClasspathB Rl
AppClassLoader #=| javaclass pathigTE BRPRIEE
=

iEidjava.lang.ClassLoaderf

Custom ClassLoader st WINE Class

\)
I

B 12-2 BEGERFERGK

A mmE ST ARG RAFRFINZ Class SCHEF] Java JEHUNLF, RIEFRATZ N
— /LT D £ Class S, iXBF RGN AR & 55, X Il T 22 3% AT ]
H & Xk 254k & H java.lang.ClassLoader, 758 5 ‘BHY findClass J51;, inZk D #LAY Class
XHDIRAT

(1) BN GNP AEFR Class SO B CLME, a2 mzmR
[|1i% Class, A0SR MNZRNIZHEL SN &5 ik & AppClassLoader,

(2) $2HRE 12-2 LR 5 s H 200 1,

(3) —H.ZHEH Bootstrap ClassLoader, #15: Bootstrap ClassLoader 2 #2217 M5 A I
#; Class X, NIFESJAVA_HOME/jre/lib H 3% 83 --Xbootclasspath Z:4¢+57E 1Y H s ik

Y

Class

293



Android # M E=

AR, RFN R INEIFR % Class, 4R3I ZE 25 In#dids ExtClassLoader,

(4) ExtClassLoader fE$JAVA HOME/jre/lib/ext H sl 250 &M java.ext.dir fifgE

W B T gEAT A, ARREIMBIFIR A, $AFNIZE 2y AppClassLoader,

(5) AppClassLoade £ Classpath H 3tk 2408 M java.class.path 35 &1 H s H k(T

A, AREEEMBIFR ], EABIZZARATA E CAIF B, ARG HA BN

A
SRR LA Class SCHEMBEIZOMB A RSUG, JeilvE B 12-2 L5 A T

FHATRAE, FHEESRL G R A i PR AR R, BA RS EET. &A
12.1.2 irp kR ClassLoader [J4kA&SE &, rILAARH ClassLoader 4T3 R HA & i 4k
AR ST, A AL A RSB E .

FomBILPRAE JDK8 ARG b th 3] 7RI, TR REFRMER L ClassLoader HY

loadClass 5 .
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protected O ass<?> Mre ...loadd ass(String name, bool ean resol ve)
throws O assNot FoundException

synchroni zed (get d assLoadi ngLock(nare)) {

0 ass<?> ¢ = findLoadedd ass(nane);//1
if (c ==null) {
long t0 = System nanoTi ne();
try {
if (parent !'=null) {
¢ = parent.loadd ass(nane, false);//2
} else {
¢ = findBootstrapd assOrNull (nane);//3
}
} catch (d assNot FoundException e) {
}
if (c ==null) {
long t1 = System nanoTi ne();
¢ = findd ass(nane);//4
sun. m sc. Perf Count er. get Par ent Del egati onTi me() . addTime(t1l - t0);
sun. m sc. Perf Count er. get Fi ndd assTi ne() . addEl apsedTi meFron{t1);
sun. m sc. Perf Count er. get Fi ndd asses().increnent();
}
}

if (resolve) {
resol ved ass(c);

}
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return c;

}
}

EERE 1 AR AR ARG O mEk, Ak C2maN 5 mr R A ST,
ISR BNZMNEE . A MBSEE R THAT, EERE 240, anRAFMNEE A0 null,
A A 2 AR & 1Y loadClass 75, AnRACZhn##s A null A HERE 3 40
findBootstrapClassOrNull 75, X AN NS A M T Native J5{; findBootstrapClass ,
findBootstrapClass 75 H 5 242> Fl Bootstrap Classloader SRASHIZ2R 2T ELLNE, k&
Ak a] EZAEImER TP A gz, WA TR 4 4R findClass 75 i:4kEE R T i
AR

RPVGEZACA T ZA 40 T P a4k,

o ERE N, aRCLMBL Ik Class, SEATREFXMNE, miHEFERRCE
T Class,

o WA, WIRAEHIGERFER, #trlLLE & L —4> String RSB RGN
String 3¢, X BARSE R A RUE, RASCGEZTAEA S #1453 RS String 247E Java
REAWL S BhI sh lena, Hugh ik B & X String ZORBF R AR GHY String 2, BrAEFR
MBS MBI R R BONGE D, A —m, RAWSEL SO HER 2%
InEEE g, Java JBHINLA SN BIT& R A2, HZEHL Java BIUHLE A
AEMWLZES

12.1.4 ClassLoader

F GRS HAENS n#dis € B 3k T HY jar fF0 Class SCHF, AnRARZmE ML
FHIEEE D RS Y jar B Class SCANIFESE A € ) ClassLoader, SLHLE E X
ClassLoader ZEZE 4N T A LI .

(1) XY —~HBE N ClassLoade H-4kA& % J¢ ClassLoader,
(2) BB findClass 5, FAF findClass J5: /i ] defineClass J5:,

AL A E L —4 ClassLoader H 3k in#fiz T D:\lib iy Class 3¢, 564 5 Mk
FeFH Bk Class I, A TR

package com exanpl €;
public class Jobs {
public void say() {
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Systemout. println("Cne nore thing");

Biix A~ Jobs. java A F] D:\lib H, {# B emd 4y 433k A D:\lib H 3% h, $1f7 Javac Jobs.java

X% java SO TSR, XBFSAE D:\lib WAz B Jobs.class, # FoR7E AS HBIE—4 Java
Library, %#5 H % X ClassLoader, #1TFiR:

296

i mport java.io.ByteArrayQutput Stream

import java.io.File;

import java.io.FilelnputStream

i mport java.io.|CException;

i mport java.io.lnputStream

public class D skd assLoader extends O assLoader {

private String path;
public Di skd assLoader (String path) {
this.path = path;
}
@verride
protected O ass<?> findd ass(String nane) throws O assNot FoundException {
dass clazz = nul | ;
byte[] classData = | oadd assData(nane);//1
if (classData == null) {
t hrow new O assNot FoundException();
} else {
cl azz= defined ass(nane, classData, 0, classData.length);//2

}

return clazz;
}
private byte[] |oadd assData(String name) {
String fileName = getFi | eNange(nane);
File file = new Fil e(path,fil eNane);
| nput Stream i n=nul | ;
Byt eAr rayQut put St ream out =nul | ;
try {
in=newFilelnputStrean(file);
out = new ByteArrayQutput Strean();
byte[] buffer = new byte[ 1024];
i nt |ength=0;
while ((length = in.read(buffer)) !'=-1) {
out.wite(buffer, 0, length);
}
return out.toByteArray();
} catch (1 OException e) {
e.printStackTrace();
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Minally {
try {
if(in=null) {
in.close();
}

} catch (I CException e) {
e.printStackTrace();
}
try{
if(out!=null) {
out.close();
}
}catch (1 CException e){
e.printStackTrace();
}
}
return null;
}
private String getFil eName(String nanme) {
int index = name.lastlndexOr('.");
if(index == -1){// wREAKE" ' WEHEAEKER. cl ass
return name+".cl ass";
}el sef
return nare. substring(index+1)+".cl ass";

}

}

XEBAIA LR TREEERER, R 1 ALY loadClassData 7574253k 1% class SCHFRY ST
W ECE , HAEF RS 2 AL TRH defineClass J5 556 class ST 7 TG E A 4 ) Class 2544,
£ loadClassData J5 {3 H 5 SRR A THRAE, S IVRIVERIEZMAE finally iE Ay, JfH 2
% in Fl out 4y BIEH try 1847, 40 in Fi out [FEE—A try i), {Ri% in.close() %k A
MG, O AT out.close(), e A IRYEIIE DiskClassLoader A& v H, AAH 4N T Fi7R:

import java.lang.reflect.|nvocationTarget Exception;
i mport java.lang.reflect. Mt hod;
public class O assLoader Test {
public static void main(String[] args) {
D skd assLoader di sk assLoader = new Di skd assLoader ("D:\\lib");//1
try {
0 ass ¢ = di skd assLoader. | oadd ass("com exanpl e. Jobs");//2
if (c!=null) {
try {
Qbj ect obj = c.new nstance();
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Systemout. println(obj.getd ass().getd assLoader());
Met hod net hod = c. get Decl ar edMet hod("say", null);
net hod. i nvoke(obj, null);//3
} catch (InstantiationException | I1legal AccessException
| NoSuchMet hodExcepti on
| SecurityException |
Il egal Argunent Exception |
I nvocati onTar get Exception e) {
e.printStackTrace();

}

}
} catch (d assNot FoundException e) {

e.printStackTrace();
}

}

FEBE 1 #6153 DiskClassLoader % ALK EE 12, R BE 2 Abhn#k Class S,
TWREBENE, NEEN A TEPAF/EA com.example.Jobs {Y Java S, & MG S
F DiskClassLoader 3£ finzk, i H AppClassLoader £ i35 nZk, XFEEHRMTE XHI
DiskClassLoader 5t B2 TCE M . 25 P RAEERE 3 Abidd Rtk A A Jobs 1 say 5k, 4T
ENGERANT

com exanpl e. Di skd assLoader @554617c One nore thing

fdi F T DiskClassLoader > fing¥ Class 3¢, say J5 B IR R AT, T4 10D B BkisE] T,

12.2 Android9 f/JClassLoader

121 12T Java 1Y ClassLoader, FHRYi%HE S Android F1 Java Hfy
ClassLoader #5ii , #: £ 251\ 24 Java H1 1y ClassLoader #1 Android H1ff ClassLoader J&—F£f,
X BIREAK, X — BB IRA kK% 2] Android Hif) ClassLoader, K5 &F1 Java
fYJ ClassLoader £ {A[ [l .

12.2.1 ClassLoader

FeA1%mE Java F1iY ClassLoader RTLLMNZL jar SCEFN Class UM (AR B ngd Class ¢
), iX— 5 A7E Android HIFAE M, FIATLIEA DVM 1B ART, B TINZEMIA T2 Class
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3CHE, A dex 3CfF, XEEFREEEFTIXTE ClassLoader AH32, Ffi1Jeks4>] ClassLoader
IOESTIER

Android H1f4J ClassLoader 2$%U%0 Java 11 ClassLoader 25211, {ﬂﬁi’gﬁiﬁ@é‘ﬂ
Sl RGIMB A A & Xm#Eds ., Kb R mads EEasE 3 fr, 2%l
BootClassLoader, PathClassLoader #1 DexClassLoader,

1. BootClassLoader

Android Z&%; J235hIt {8 Fl BootClassLoader TR NZ w F2E, 5 SDK H1fJ Bootstrap
ClassLoader "[F], BHALH C/CHAMSZELRY, M2l Java s2BLAY, BootClassLoader
FIRAD A0 T BT R -

libcore/ojluni/src/main/javal/java/lang/ClassLoader.java

cl ass Boot O assLoader extends O assLoader {
private static Bootd assLoader instance;
@i ndBugsSuppr essVar ni ngs( " DP_CREATE_CLASSLQADER | NSI DE_DO PRI VI LEGED")
public static synchroni zed Boot C assLoader getlnstance() {
if (instance == null) {
i nstance = new Boot O assLoader ();

}

return instance;

.} .

BootClassLoader /& ClassLoader fNERSE, FH-4k& B ClassLoader, BootClassLoader &
—ABI, IR BootClassLoader FYTHIRIE TR ECIARY, RAER—RHA
ATLAT ], PR FRAT e N AR e v o e EL B A Y

2. DexClassLoader

DexClassLoader A LAz dex SCHEUA R A8 dex WESE3Cfk: (apk 1 jar SCf) , AN
MR SCf:, B AR NEL dex X, (EX—FA T HEEMRAIBGE, K dex SCHLAK AL
& dex W ELE CHGEFRA dex #HIE S0, & F DexClassLoader RS, 41T AR :

libcore/dalvik/src/main/java/dalvik/system/DexClassLoader.java

public class Dexd assLoader extends BaseDexd assLoader {
publ i c Dexd assLoader (String dexPath, String optimzedDirectory,
String librarySearchPath, d assLoader parent) {
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super (dexPath, new Fil e(optim zedDirectory), librarySearchPath, parent);

}

DexClassLoader F4i& /5 A 40 T 4 S5

dexPath: dex AHR -G 1RE A, 2B SCH o BB 4B , BRI SCHR BR A “: 7
optimizedDirectory: fi#H:HY dex LAk 1R, XA BRIRL A& — D N2
AT, 2480y ABRFIIRA A &4 /data/data/<Package Name>/...,
librarySearchPath: & C/CH+ERBKEES, LRGSR, "L
4 null,

® parent: ACHNEAS .

DexClassLoader #k7& H BaseDexClassLoader, J5:#{E BaseDexClassLoader A1 S2F)

3. PathClassLoader
Android £ {# H PathClassLoader SNzl G350 HFE PRI, THERER ERIRAD .

libcore/dalvik/src/main/java/dalvik/system/PathClassLoader.java

public class Pat hd assLoader extends BaseDexd assLoader {
public PathC assLoader (String dexPath, O assLoader parent) {
super (dexPath, null, null, parent);

}
public Pathd assLoader (String dexPath, String |ibrarySearchPath, O assLoader
parent) {
super (dexPath, null, |ibrarySearchPath, parent);
}

}
PathClassLoader Zk7& | BaseDexClassLoader, H,Z[{F BaseDexClassLoader F1 SZFj

1+ PathClassLoader #4318 75 i Hh %A 224 optimizedDirectory , iX & [F| 4 PathClassLoader
B2 BN T 2% optimizedDirectory FJ{E h/data/dalvik-cache, 18 4%k PathClassLoader Joik
TESMRIERY dex SCHAFfig %1, Bk PathClassLoader i & HI>R AN# 4% 3ERY apk HY dex
SO (34 apk HY dex U2 £7-fif f£/data/dalvik-cache Hr),

12.2.2 ClassLoader

BT/ R P TR S LA B 2B Ve ? an T P
public class MinActivity extends AppConpatActivity {
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@verride
protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOr eat e( savedl nstanceState) ;
set Content View R | ayout. activity_main);
O assLoader |oader = MainActivity.class.getd assLoader();
while (loader !'= null) {
Log. d("li uwangshu", | oader.toString());//1
| oader = | oader. getParent();

}

HOLHAEFE] MainActivity (92 inaas, JRAEERE 1 Abidliid Log 4TENH R, HF @
I PEIFTEN 2 B2 B s R SN Eas , B BIEA SOMBAs 2 IbIE3R, FTENZS R an
THR:

10- 07 07: 23: 02. 835 8272-8272/ ? D | i unangshu: dal vi k. syst em Pat hQ assLoader [ DexPat hLi st
[[zip file "/datalapp/ comexanpl e.|iuwangshu. nooncl assl oader - 2/ base. apk", zip file
"/ dat a/ app/ com exanpl e. | i unangshu. nooncl assl oader -2/ split_| i b_dependenci es_apk. apk",
zipfile"/datal app/ com exanpl e. | i unangshu. nooncl assl oader-2/split_lib_slice_0_apk.apk"
zipfile"/datalapp/ com exanpl e. | i unangshu. mooncl assl oader-2/split_lib_slice_1_ apk. apk"
zipfile"/datal app/ com exanpl e. | i unangshu. mooncl assl oader-2/split_lib_slice_2_apk. apk"
zipfile"/datal app/ com exanpl e. | i unangshu. mooncl assl oader-2/split_lib_slice_3 apk.apk"
zipfile"/datal app/ com exanpl e. | i unwangshu. mooncl assl oader-2/split_lib_slice_4 apk.apk"
zipfile"/datal app/ com exanpl e. | i unangshu. mooncl assl oader-2/split_lib_slice 5 apk. apk"
zipfile"/datal app/ com exanpl e. | i unangshu. mooncl assl oader-2/split_|ib_slice_6_apk. apk"
zipfile"/datal app/ com exanpl e. | i unangshu. mooncl assl oader-2/split_lib_slice_7_apk. apk"
zipfile"/datal app/ com exanpl e. | i unangshu. mooncl assl oader-2/split_lib_slice_8 apk.apk"
zipfile"/datal app/ com exanpl e. | i unangshu. nooncl assl oader-2/split_lib_slice_9_apk.apk"],
nativeLi braryDi rectori es=[/ dat a/ app/ com exanpl e. | i unangshu. mooncl assl oader-2/1i b/ x86,
/vendor/lib, /systemlib]]] 10-07 07:23:02.835 8272-8272/7

D/ i unangshu: j ava. | ang. Boot A assLoader @175998

W UAERAWMEINEZE, —Ff PathClassLoader, % —Fplll/2& BootClassLoader,
DexPathList w &, & T R £ apk Ay B% &, H b /data/app/com.example.liuwangshu.
moonclassloader-2/base.apk gt #& 71 {51l b7 ] % % /£ T L b #Y {7 B , DexPathList & {
BaseDexClassLoader 441 75 i @1 Ry, BEAFfiE T dex MHXRCHEMIEK®E, 1E
ClassLoader $hATHCEZRALR A A FEIN 2 M DexPathList gt A4k, /£ 12.2.3 53k
e HREIE,

Br 7 LT 3 Fh SR mAL AR S, Android bR T fh A 2 E 2%
ClassLoader #H5<2k, ClassLoader Fy4k& e Zan& 12-3 s,
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ClassLoader

BootClassLoader BaseDexClassLoader SecureClassLoader

I T

URLClassLoader

InMemoryDexClassLoader PathClassLoader DexClassLoader

12-3  Android8.0 ' ClassLoader fY4kA& % &

A LLESE 12-3 f—3 8 /)~ ClassLoader #3535, HAr A —LEF Java 1Y ClassLoader
15 e S i 1 W NTETN T 0 e (P A

e ClassLoader s&— %2k, Hrbg YT ClassLoader ) FEIhiE. BootClassLoader
= BHINERE,

e SecureClassLoader 2% JDK 8 A1 SecureClassLoader LD R —FERY, ‘B4k& T
%2k ClassLoader, SecureClassLoader F-A~J& ClassLoader BYSEELYE, WiAIRE T
ClassLoader 28 A T AR5 THIHUENRE, fN5% T ClassLoader A% 4,

e URLClassLoader 2%F1 JDK 8 f1[fy URLClassLoader ZSfyfCrd 2 —ERy, B4kAH
SecureClassLoader, FfKifiid URL B&FRM jar SCHEFISCH- & s R IFTE R

e InMemoryDexClassLoader #& Android 8.0 7 3% 1y 28 Jn % % , 4% &K B
BaseDexClassLoader, FThnZkNEH A dex X4,

e BaseDexClassLoader 4k7& | ClassLoader, f&3hZ& 2k ClassLoader [JHE fAscEi3%,
PathClassLoader, DexClassLoader f[1 InMemoryDexClassLoader #i4k& B ‘&,

12.2.3 ClassLoader
Android [y ClassLoader [GIF5EJE T B EERIER, ClassLoader Y hn#kJy 4 loadClass
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Tk, EATTEEWE LAERZR 2 ClassLoader 1, 40T 7R

libcore/ojluni/src/main/javal/java/lang/ClassLoader.java

protected O ass<?> | oadd ass(String nane, bool ean resol ve)
throws O assNot FoundException

{

d ass<?> ¢ = findLoadedd ass(nane);//1
if (¢ ==null) {
try {
if (parent !'=null) {//2

¢ = parent.|oadd ass(nane, false);
} else {
¢ = findBootstrapd assO-Nul |l (nane);//3

}
} catch (d assNot FoundException e) {

}

if (c=null) {//4
¢ = findd ass(nane);//5
}
}

return c;
}

ClassLoader {9 loadClass J5:F0 12.1.3 F53FHY loadClass /51 (JDK H ClassLoader fY
loadClass J51%;) M, fEVERE 1 AbHRASEHE AR E G CEmE, ke LmnEomiz m
P2, AR A B AR 2 A FIT AR 2% & A AA1E , A ERk U A In#k 5 1Y loadClass
ik, ARAAEAERE AR 3 AbHY findBootstrapClassOrNull J5ik, X AN75 & B HRIR ]
null, 2R 4 ACHIARD RO, TR F AR AR A 2R O Ao, sasaTiE
B 5 AbHY findClass J5 ik #E4 7 A4k ik, findClass 75540 T Fi7R

libcore/ojluni/src/main/javal/javal/lang/ClassLoader.java

protected O ass<?> findd ass(String nane) throws O assNot FoundException {
throw new d assNot FoundExcept i on( nane) ;

}

fE findClass 75 A B T 5%, XULB findClass J5 &% B 1R L,
BaseDexClassLoader RS 4n F 7 n .

libcore/dalvik/src/main/java/dalvik/system/BaseDexClassLoader.java
publ i c BaseDexd assLoader (String dexPath, File optimzedDirectory,
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String librarySearchPath, d assLoader parent) {
super (parent);
this.pathList = new DexPathList(this, dexPath, librarySearchPath, null);

if (reporter = null) {
reporter.report(this.pathList.getDexPaths());
}
}
@verride

protected O ass<?> findd ass(String nane) throws O assNot FoundException {

Li st <Thr owabl e> suppressedExcepti ons = new ArrayLi st <Throwabl e>();
O ass ¢ = pathList.findd ass(nane, suppressedExceptions);//1
if (c ==null) {

d assNot FoundException cnfe = new d assNot FoundExcept i on(

"Didn't find class \"" + nane + "\" on path: " + pathList);
for (Throwable t : suppressedExceptions) {
cnf e. addSuppressed(t);

}

throw cnfe;
}
return c;

}

{£. BaseDexClassLoader A4 75 ;i Q8 T DexPathList, fEyER 1 ALUHA T
DexPathList [ findClass J57% :

libcore/dalvik/src/main/java/dalvik/system/DexPathList.java

public O ass<?> findd ass(String name, List<Throwabl e> suppressed) {
for (Element el ement : dexE enments) {//1
d ass<?>cl azz =el ement . fi ndd ass(nane, defi ni ngCont ext, suppressed);//2
if (clazz '= null) {
return clazz;

}
}
i f (dexEl ement sSuppressedExceptions !'= null) {
suppr essed. addAl | (Arrays. asLi st (dexEl enent sSuppr essedExceptions));
}
return nul | ;

}

RS 1 4bia [ Element 420 dexElements, £F 13- B¢ 2 #b1# i Element {4 findClass 757,
Element 5 DexPathList &% 25 A 2B .
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libcore/dalvik/src/main/java/dalvik/system/DexPathList.java

/ *package*/ static class El enent {
private final File path;
private final DexFile dexFile;
private d assPat hURLSt reanHandl er url Handl er;
private boolean initialized,
public El ement (DexFile dexFile, File dexZ pPath) {
this.dexFile = dexFile;
this.path = dexZi pPat h;
}
public El enent (DexFile dexFile) {
this.dexFile = dexFile;
this.path = null;
}
public El enent(File path) {
this.path = path;
this.dexFile = null;

}

public Oass<?> finddass(String name, O assLoader defi ni ngCont ext,
Li st <Thr owabl e> suppressed) {
return dexFile !'= null ? dexFile.loadd assBi naryNane(nare, defining
Context, suppressed) : null;//1

}
}

M Element fy#4i& 53 rT AR HY, HANETE 2 T DexFile, ‘BT hN#k dex, {(EHEFE 1
AbanER DexFile A4 null i DexFile BY loadClassBinaryName J5 7

libcore/dalvik/src/main/java/dalvik/system/DexFile.java
public O ass | oadd assBi naryNane( String name, d assLoader | oader, List<Throwabl e>
suppressed) {
return defined ass(name, |oader, nCookie, this, suppressed);

}
1 loadClassBinaryName J5y:H i T defineClass J5 :

libcore/dalvik/src/main/java/dalvik/system/DexFile.java

private static O ass defined ass(String nane, O assLoader | oader, Object cookie,
DexFil e dexFile, List<Throwabl e> supp ressed) {
Cass result = null;

try {
result = defined assNative(nane, |oader, cookie, dexFile);//1
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} catch (Nod assDef FoundError e) {
if (suppressed !'=null) {
suppr essed. add(e) ;

}
} catch (d assNot FoundException e) {

if (suppressed !'= null) {
suppr essed. add(e) ;

}
}

return result;

}
FEERE 1 A0VAM T defineClassNative J5 {3k g dex #3301, X A~J5 it Native J5
B, R ERR PR TOHT, A GBI AL A 4T IRRY . ClassLoader {9 it it &
HIREBCRTATR, R FHTIMAR A A B PRI InEud (2 AR, whiHA ClassLoader
Y findClass 5, Java B 2251 DexFile [ defineClassNative J5 3k TR AE ,
I 12-4 Fos.,

2 senﬂaa’sha* . Dexpaﬂ‘li“ “ m
n IoadCIass——-»I : 3 3
findClass S

ﬁndchssj 3
findClass >l
"—loadClassBinaryNam:

:

& 12-4 ClassLoader Zx+eimfe

12.2.4 BootClassLoader

BootClassLoader /& {Efa[ s # G FIWE? X FRSE I\ Zygote HEFEFF4RTEES, Zygotelnit [
main 540 F PR

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

public static void main(String argv[]) {
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try {

pr el oad(boot Ti m ngsTracelLog);

}

main J5 A% Zygotelnit 9 A A58, HA i T Zygotelnit {Y preload J513;, £ preload
JiH XA T Zygotelnit [ preloadClasses 751, 40 FFiR:

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

private static final String PRELOADED CLASSES = "/systeni et c/ prel oaded- cl asses";

private static void prel oadd asses() {

final VMRuntine runtine = VMRunti me. get Runtime();

I nput Streamis;

try {
11 #/ syst e et ¢/ pr el oaded- cl asses X #F# % & Fi | el nput St ream
is = new Fil el nput Stream PRELOADED CLASSES);//1

} catch (Fil eNot FoundException e) {
Log. e(TAG "Couldn't find " + PRELOADED CLASSES + ".");
return;

}

try {
/1 ¥ Fil el nput St r eam#{ % % Buf f er edReader
Buf f er edReader br

= new Buf f eredReader (new | nput St reanReader (is), 256);//2

int count = O;

String line;
while ((line = br.readLine()) !'=null) {//3
line =line.trim);
if (line.startsWth("#") || line.equals("")) {
conti nue;
}
Trace. traceBegi n(Trace. TRACE_TAG DALVIK, line);
try {
if (false) {
Log.v(TAG "Preloading " + line +"...");
}
O ass.forNane(line, true, null);//4
count ++;
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} catch (d assNot FoundException e) {
Log. ( TAG "dass not found for preloading: " + line);

}
} catch (1 CException e) {
Log.e(TAG "Error reading " + PRELQADED CLASSES + ".", €);

} finally {

}
}

preloadClasses 77 % il T Zygote it Bt ) 4 {64 UM ¥ %, (7E R 1 A0
PRELOADED_ CLASSES E]’j{ﬁjjh/system/etc/preloaded classes -3+ g FileInputStream,
preloaded-classes CfF A A T MEH K B 3, XA CIEEZRS TG b IR 72 h
frameworks/base/preloaded-classes, ix H %1|%¢— & preloaded-classes LA Y TR NZ 2 A4 FR,

LUNNGIZ

andr oi d. app. Appl i cati onLoaders

andr oi d. app. Appl i cat i onPackageManager

andr oi d. app. Appl i cat i onPackageManager $OnPer ni ssi onsChangeli st ener Del egat e
androi d. app. Appl i cat i onPackageManager $Resour ceNane
andr oi d. app. Cont ent Pr ovi der Hol der

andr oi d. app. Cont ent Provi der Hol der $1

andr oi d. app. Cont ext | npl

andr oi d. app. Cont ext | npl $Appl i cat i onCont ent Resol ver
andr oi d. app. DexLoadReport er

andr oi d. app. D al og

andr oi d. app. Di al og$Li st ener sHandl er

andr oi d. app. Downl oadManager

andr oi d. app. Fr agnent

AL B preloaded-classes SC{H: A7 BT ANZ8 AT PR A TR 2 BB & TAT1HE & 2 Ey , Tiom
BE T S A [ 3, Zygote PRBERC B f k(e bl H, PR b Rt 7 2 B i
FFEE bk b, TOMZRER T U, A USSR 5, oA AT
I AL, X A FIE Y T 25 1, |IE] preloadClasses 75 HJiERE 2 4L, FileInputStream
F13E 4 BufferedReader, H-7E{FE: 3 Abiw 7 BufferedReader, i%H B TAINERI 4R, &
PR — /N TUINZEZE B ARt U R R 4 AE R ARRD n#kiZ 3 , Class (1 forName 75740 T iR :

libcore/ojluni/src/main/java/javal/lang/Class.java

@al | er Sensitive
public static Oass<?> forName(String name, boolean initialize,
d assLoader | oader)
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throws O assNot FoundException

{
if (loader == null) {
| oader = Boot O assLoader. getlnstance();//1
}
d ass<?> result;
try {

result = classForNane(nare, initialize, |oader);//2
} catch (d assNot FoundException e) {
Thr owabl e cause = e. get Cause();
i f (cause instanceof LinkageError) {
throw (Li nkageError) cause;

}

throw e;

}

return result;

}

TEFHRE 1 b8 T BootClassLoader, #-ff BootClassLoader S5 AZ TR 2 ALY
classForName J}:H, classForName 7572 Native i, THISZELH C/CHALRD 52 R,
MR

@ast Native
static native O ass<?> classForName(String classNane, bool ean shouldlinitialize,
O assLoader cl assLoader) throws O assNot FoundExcepti on;

Native J5{:ix Bk AN FE 41 T, el 15038 T BootClassLoader & 7F Zygote 32T Zygote
AR5 9 a1, T m#k preloaded-classes S H 7 A I TIUINE K o

12.2.5 PathClassLoader

PathClassLoader (GBI HfF M Zygote FHAETF4GIEAS, Zygote 255 SystemServer
HEER TR H Zygotelnit [ startSystemServer 5, 41w

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

private static bool ean startSystenBerver(String abiList, String socket Nare)
throws Met hodAndArgsCal | er, RuntimeException {

int pid;

try {
par sedArgs = new Zygot eConnecti on. Argunent s(args);
Zygot eConnect i on. appl yDebugger Syst enPr opert y( par sedAr gs) ;
Zygot eConnect i on. appl yl nvokeW t hSyst enPr oper t y( par sedAr gs) ;

309



Android # M E=

[*1*]
pi d = Zygote. f or kSyst enBer ver (
par sedAr gs. ui d, parsedArgs. gid,
par sedAr gs. gi ds,
par sedAr gs. debugFl ags,
nul |,
par sedArgs. perm ttedCapabilities,
par sedAr gs. effecti veCapabi lities);
} catch (111 egal Argunent Exception ex) {
throw new Runti meException(ex);
}
if (pid==0) {//2
i f (hasSecondZygote(abiList)) {
wai t For Secondar yZygot e( socket Nane) ;
}

handl eSyst enBer ver Process(parsedArgs);//3
}

return true;

}

TEERE 1Ak, Zygote 2 i forkSystemServer J57; fork B & 6|81 3E#2 (SystemServer
PR . FEERE 2 AbandRt forkSystemServer J5ikiR AN pid ST 0, d W4 Al AR 7E 55T 61
HEHY SystemServer R HATHY , BEE RS TEERE 3 ALHY handleSystemServerProcess /57 :

frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

private static void handl eSystenerver Process(

Zygot eConnect i on. Argunent s par sedAr gs)
throws Zygote. Met hodAndAr gsCal | er {
if (parsedArgs.invokeWth !'=null) {

} else {

G assLoader cl = null;
if (systenServerdasspath !'= null) {
cl = createPat hd assLoader (syst enerver d asspat h, parsedArgs.

target SdkVersion);//1
Thr ead. current Thread() . set Cont ext O assLoader (cl);

}
Zygotel nit.zygotel nit(parsedArgs.target SdkVersi on, parsedArgs.

remai ni ngArgs, cl);
}
EER 1 AR T createPathClassLoader 51, 4N R w:
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frameworks/base/core/java/com/android/internal/os/Zygotelnit.java

stati c Pathd assLoader createPat hd assLoader (String classPath, int targetSdkVersion) {
String libraryPath = System getProperty("java.library.path");
return Pat hd assLoader Factory. creat ed assLoader (cl assPath, |ibraryPath,
l'i braryPath, O assLoader. get Systen assLoader (), target SdkVer si on,
true /* isNamespaceShared */);

}
1£ createPathClassLoader J5kH X T PathClassLoaderFactory HY createClassLoader
J51:, & PathClassLoader /& H T.J Rt f TGN :

frameworks/base/core/java/com/android/internal/os/PathClassLoaderFactory.java

public static Pathd assLoader created assLoader(String dexPat h,
String librarySearchPath, String libraryPermttedPath, O assLoader parent,
int target SdkVersion, bool ean i sNamespaceShared) {

Pat hA assLoader pat hd assl oader = new Pat hd assLoader (dexPat h, |ibrary SearchPat h,
parent);

return pat hd assl oader;

}

1 PathClassLoaderFactory [ createClassLoader J5 i H 23 6l PathClassLoader, 3%
Bl 54518, PathClassLoader & 7F SystemServer JEfE A % FH T #iC G,

12.3 AFi/NEE

A543 BI%F Java Fl Android {1 ClassLoader #4784 , 3@ i Java £l Android 1 ClassLoader
2 AYFN ClassLoader fYgkk e &, wErTLMRIEEHE B BN ZER, FEALLTILA:
* Java [y 5| SN AL H CH4a B 1Y, Android Hr iy 5 | 3 hnaas W& FH Java i 5 1Y,
* Android HUAKARIE R ELL Java R C R E 0 —L8, 1RIEIIhREHRLZ .
e 1T Android FinZEI AT Class 30, F It Android Hi{%4a ExtClassLoader F1
AppClassLoader, #0142 PathClassLoader F11 DexClassLoader,
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{£ Android JHFFEH, ERH AR LA REFER, WHIL TRZ#(E
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T SR I N SEBURAS 5, ELan™s AT E).

T g BIRRTRE, SVEERESGE A T o T Bug RUARHEE, TFA N SIS Tk
HE THESE, (ETF A B R ol A A PR TR R A B, C A DU B3 58 R

13.2 B LHERII PRI IL

IETHEZERIR R B L, M2 RIIBA K oy T S sk 13-1 By LA,
F13-1 RBARENK S A EIER

eS| 154
[y HL & AndFix, Dexposed, F[HE T )I|. Sophix
B AR fERY Tinker, QQ ZE[RIATEHAN T . FHL QQ HY QFix
S SR Robust, 1 T4 H) Amigo, RN UL EEZEHTIY) Aceso
Hith RocooFix, Nuwa, AnoleFix

BARMEEHERRS , (HRBEEHERR OB T EA =2,
B MmMEREEE, KhEB MR AR L ARIEARTGTE, SR EA
ANFERISEIL, BN LR T HEZLFE AW Bk, Wl WA T HESERIH AR SR LA
BB, (FATFRETE TR LR T RAREA I, XAt T ALAAE B2

Hh o BB EAEZEA A Engk 13-2 iR,

® 132 HoRIEEEZRAIXILL

e fibEs ., Tk

¥ AndFix Tinker/Amigo QQ =g Robust/Aceso
I R g P & & &
T iR I I b A
kit & = = ES
FeLERE S # b & &
so T4 % = E S
SZF¥ gradle & A Fa &
F+§ ART s = = A
S+ Android7.0 I b A A
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AT 13-2 AEMll 55 R Sl VB EHESE, 42K 5% 13-2 FuriifE &
TRMEM R 58 2o, DA S5 RO AE B HEZGE AL AT ST K

MF 13-2 LK B Tinker F1 Amigo $HA IR R S, AL TIE? A
R, WAFEZ W EREERMRE R, BOTFHERIL S REFRATEN, |
AT R B R 57804, AB 4 (8 A Tinker F1 Amigo B8 & KA/ NHT . BoMRT B
T S AT A3, BB 4 Tinker F11 Amigo A JGi:ii 2 75 2K 1Y, %+ F-BIiF A= 38, AndFix  Robust
F1 Aceso #PIH R X — A, XAAR Y AndFix RRLEE R TIRER T %, i Robust F1
Aceso RIS E % T Instant Run JRFE, X SEJRPR eS0T 48, Fdi ek 21 BHR
BE,

13.3 BRMBA

R 2 P& E IHEZRIRIREE 22 T Instant Run &I S 00 EH, FH®RITEAE
T f# Instant Run &1+ 4..

13.3.1 Instant Run

Instant Run & Android Studio 2.0 LAJE#rHH—ANiaf7HL], #ems &bk N g
TR K AR RS B R, £E5A (] Instant Run §, 34140 1PEH0E b AR P IR RE
i 13-1 Fis,

Run
. o | TTEFIERE
fRmsE > T

B AppiHsk

AppER | Activity IS

BEMATLR
BT

B 13-1 fegesmieii®
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M 13-1 /JULEH, (BFIgaiR50 8 7 B 2% App FNE 2 App, iX B AR S REERT,
Instant Run 2B 6iX — 500, & 13-2 iR,

AppER
Cold Swap
Instant Run Hot Swap "
frmmE > o »| mEEmEs »{ P
Warm Swap

ActivityB= 5

& 13-2 Instant Run Z7iF302

M 13-2 W[LAE H Instant Run (4 BRI & ER A& A6 T 50 e 5640 1Y . Instant Run 33
A= 3, Instant Run SARYERAD I DLk g % VRS & 5 2, TCieMbFh 5 2 A
THEEPLEE App, X—mEtE8fE TAIIRER,

* Hotswap: MAFRMLATLLR ) Hot Swap 23U fem BTS2, AR ESE A
TS 5 App, HEBEATFEE S Y FIAY Activity, [Edc— B 574 PRSI 2%
JH Hot Swap,

® Warm Swap: App AFEEE, {H& Activity HEEE. BoksMbRr— A -IARI R
25K ] Warm Swap,

¢ Cold Swap: App FZH )5, (HENTHEAEF L, R Cold Swap HUEILRE, Lk
g, MERSUE S — BRI in— A2,

13.3.2 Instant Run

RESRIR £ P& B IHEZR BRI EE 2% T Instant Run AUEIREE R, BT fE
Instant Run %R 1E 8 JE B rI UL T . Instant Run 345 & Android FUJRRY, F5258 1 X 4%
PREL, "LAZZZHHEA55E,

Instant Run & J§ &8 1% .08 #57F MonkeyPatcher [)) monkeyPatchExistingResources J5
R, TR
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com/android/tools/fd/runtime/MonkeyPatcher.java

public static voi d nmonkeyPat chExi sti ngResour ces(Cont ext context,
String external ResourceFile, Collection<Activity> activities) {
if (external ResourceFile == null) {
return;
}
try {
/1 6 #—/ 3THy Asset Manager
Asset Manager newAsset Manager = (Asset Manager)
Asset Manager . cl ass. get Const ruct or (new O ass[ 0] ) . newl nst ance( new
oject[0]);//1
Met hod nmAddAsset Pat h = Asset Manager. cl ass. get Decl ar edMet hod(
"addAsset Path", new dass[] { String.class });//2
mAddAsset Pat h. set Accessi bl e(true);
/1 i3 K 494 A addAsset Pat h 7 3 An 4h4 iy 9498 ( SDF)
if (((I'nteger) mAddAsset Pat h. i nvoke(newAsset Manager, new Cbj ect[] { external
ResourceFile })).intValue() == 0) {//3
throw new ||| egal St at eException("Coul d not create new Asset Manager");
}
Met hod nEnsureStringBl ocks = Asset Manager. cl ass. get Decl ar edMet hod(
"ensureStringBl ocks", new O ass[0]);
nEnsur eSt ri ngBl ocks. set Accessi bl e(true);
nEnsur eSt ri ngBl ocks. i nvoke( newAsset Manager, new Cbj ect[0]);
if (activities !'=null) {
for (Activity activity : activities) {
Resour ces resources = activity.getResources();//4
try {
/1 R 4t%%%| Resour ces f Asset Manager £l # mAssets 7
Fi el d mAssets = Resources. cl ass. get Decl aredFi el d("mAssets");//5
mAsset s. set Accessi bl e(true);
11 ¥ mAsset s F 5By 5| JF &4 0 %10 # 8 Asset Manager
mAsset s. set (resour ces, newAsset Manager);//6
} catch (Throwabl e ignore) {

}
/1 %% Acti vi ty 1 Resour ces. Thene

Resour ces. Thene theme = activity. get Thene();
try {

try {
/| K 475%| Resour ces. There i) mAsset s Z /&

Fiel d ma = Resources. Thene. cl ass. get Decl ar edFi el d("mAssets");
ma. set Accessi bl e(true);

/1 ¥ Resour ces. Thenme # mAsset s FF#%# % newAsset Manager

ma. set (t heme, newAsset Manager);//7
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} catch (NoSuchFi el dException ignore) {
}
} catch (Throwable e) {

Log.e("InstantRun","Failed to update existing thene for activity "+
activity, e);

}
pr uneResour ceCaches(resources);
}
}
/**
* MR SDK MUAEY AR, AR R A2 Resour ces By 55|l &4
*/

Col | ecti on<WeakRef er ence<Resour ces>> ref er ences;
i f (Build.VERSION SDK_INT >= 19) {
O ass<?> resourcesManagerd ass = d ass.forNanme("androi d. app. Resources
Manager") ;
Met hod nCet | nstance = resour cesManager O ass. get Decl ar edMet hod(
"getlnstance", new dass[0]);
nmCet | nst ance. set Accessi bl e(true);
Cbj ect resourcesManager = ntet | nstance. i nvoke(nul |, new Gbject[0]);
try {
Field fMActi veResources = resourcesManager d ass. get Decl ar edFi el d
("mActiveResources");
f MActi veResour ces. set Accessi bl e(true);
ArrayMap<?, Weak Ref er ence<Resour ces>>ar r ayMap
=(ArrayMap) f MAct i veResour ces. get (resour cesManager) ;
references = arrayMap. val ues();
} catch (NoSuchFi el dException ignore) {
Fi el d nResour ceRef erences = resour cesManager d ass
. get Decl ar edFi el d("nmResour ceRef erences");
nResour ceRef er ences. set Accessi bl e(true);
references = (Col | ection) nmResour ceRef erences. get (resour cesManager) ;
}
} else {
O ass<?> activityThread = d ass. f or Nane(" andr oi d. app. Acti vityThread");

Field f MActiveResources = activityThread. get Decl aredFi el d("mActi ve
Resour ces");

f MAct i veResour ces. set Accessi bl e(true);

(bj ect thread = getActivityThread(context, activityThread);

HashMap<?, \WakRef er ence<Resour ces>> map = (HashMap) f MActi veResour ces
.get(thread);

references = map. val ues();

}
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[ 1 373155 55| £ 4 i Resour ces, # Resour ces # misset s 5205 &4 rk 3t Asset Manager
for (WakRef erence<Resources> w : references) {
Resources resources = (Resources) w.get();
if (resources !=null) {

try {
Fi el d mAssets = Resources. cl ass. get Decl ar edFi el d(" mAssets");
mAsset s. set Accessi bl e(true);
mAsset s. set (resources, newAsset Manager);
} catch (Throwabl e ignore) {

}
resour ces. updat eConf i gurati on(resour ces. get Confi guration(),
resour ces. get D spl ayMetrics());

}

}
} catch (Throwable e) {

throw new |1 egal StateException(e);
}
}

EERE 1 ALGIE — /A HTHY AssetManager, {EyERE 2 FiERE 3 Abad ok s S8 H
addAssetPath 75 7 HiZE /M5B (SD 8 ) IEIR AR 4 Abaa [ Activity 7113, £ 2457 Activity
i) Resources, {E{FEE 5 Abilid 53] Resources [ AssetManager 2% [ mAssets ZFE¢,
FEEERE 6 A5 mAssets 7B S I HIA#THY AssetManager, “RHEFEII A, (EERE 7
AbFF Resources. Theme [ mAssets FER 5 | & A8 G 8 A AssetManager, 'S ERTE
SDK fRASHIA G, FHAAERI R B3] Resources fU555 | FHES, FHiRIGX /55 HES,
F555 1 FHEE A H11) Resources ) mAssets - Bt 5 | FHERE BT G LT AssetManager,

AJLAF i Instant Run fpEGBEIREE & AT DATR] B E5 A P A4~ 2D 3

(1) GIZHRY AssetManager, JEit [ 5118 addAssetPath J5 E: N /M RIRIR, X AE
HEIERY AssetManager & A T IMBRIR,

(2) ¥ AssetManager 255U mAssets FER U5 | 25l A 618 AssetManager,

13.4 Az 4

RIGBEELEEA 3ANTTE, SHRIKERITT S, FmE07 /0 Instant Run J5 %,
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134.1

B AT Dex R, fH4& Dex 0BG ER? XA 65536 BRHIFN
LinearAlloc PRl AL

1. 65536 Rl

B & I HIhRER R J, RIS EAWIE R, SIARERBCRZ , "TRES/ESIE
AN
com andr oi d. dex. Dex| ndexOver f | owException: method ID not in [0, Oxffff]: 65536

X 15 B o H S R 5 8808 T B kB 65536 A, FrAzix —[n) @iy R Rl sk A& 2 G
65536 R, 65536 BRI T ZR K& DVM Bytecode fIRR I, DVM 54411075 ;A 5
A invoke-kind 235 %% 16bits, #ZREE|H 65535 A%,

2. LinearAlloc FR#l

FE 22355 B IR AT fE4y$ o INSTALL_FAILED DEXOPT, =z fJ5 it LinearAlloc
B, DVM Yy LinearAlloc & —/AMEERVZATIX, 75 EREOBH T AT IXAYR/ MR 24

A T e 65536 BRH#IFN LinearAlloc FRi, Mifif=4: T Dex 4341 J5 %, Dex 43t %3
LR CEAT LR B ARG 5 B 2/~ Dex, b 2l a4 250 F 1 i 20X Be 8 i 2
SIUHZRIEE E Dex v, HAWRBDHEK Dex v, 45 S shE 56 N3 Dex, S50 H &
e ANk Dex, MMZEMR T3 Dex [ 65536 PRilF LinearAlloc B,

Dex 530 RFELEH IR, 45/ Google B 5%, Dex A sz Mm%,
K28 Dex 535 EARATEINE A, X B A TS 208, Bl HEE RS 130 %,
f£ 12.2.3 Hitp4>] T ClassLoader Aym#EEE, H— /30 Yigk& A DexPathList f)
findClass 9 75%, 40 FFR:

libcore/dalvik/src/main/java/dalvik/system/DexPathL ist.java

public O ass<?> findd ass(String name, List<Throwabl e> suppressed) {
for (Element el enment : dexEl enments) {//1
d ass<?>clazz =el enent. fi ndd ass(name, defi ni ngCont ext, suppressed);//2
if (clazz '= null) {
return clazz;
}
}

i f (dexEl ement sSuppressedExceptions !'= null) {
suppr essed. addAl | (Arrays. asLi st (dexEl enent sSuppr essedExceptions));
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}

return nul | ;
}

Element N#E3E T DexFile, DexFile JiiTn#k dex 3¢, Ik~ dex ST R—A4
Element, %/~ Element 4 5% T #)71J Element %#H dexElements, 4Z2A$k3emt, SEHRE
1 b3k 7 Element %¢4H dexElements (24T 5 dex SCIEEZE), Rk 2 401 A Element [y
findClass 75k, HIGE:NE4 A DexFile i loadClassBinaryName J5i:# k2%, anfqr
Element ff (dex SCfF) RF] TR El, A& A IKREBEELE T4 Element Hrijff {7
Ak, YA LA, FAT¥A Bug B2 Key.class #f41&0k, K Key.class T4
AL S dex HAD T 42 Patch.jar, Ji{E Element %¢{#H dexElements 58 —/~703, XHESEEL
| Patch.dex Hhffy Key.class J4e 2 i /E Bug 9 Key.class, HE{ERCIETIY dex SO
Hi 17 7E Bug 1 Key.class #R 4% ClassLoader [XCERACH ARG A S N, Xk Ima iy
%, A 13-3 for,

ClassLoader

ClassLoaderfizsts Ar8 >

o I
Element#i
Key class Key.class
Patch.dex Classes.dex Classes2.dex

Bl 13-3 T %

K LFEZEE S App Joilk ClassLoader HETINFFAIZE, bt L FTEEBR? X
AR AR T ER Y, AR ROMBRII IR TR EE S App, BRI Z1
B EHEZE S A RERNIN A4 Y . BARR Z B EAESE R T 2omB %, (HEMAKRYSCBLA
TP TG EA X B, Lhan QQ Z= R AN TH1 Nuwa &2 18 AR T/
HAE Element £V — AT AR NS, 15 Tinker FHTIH APK fi 1 diff, 153
patch.dex, P4 patch.dex 5FHLH APK [ classes.dex &3, 4 pKHTHY classes.dex, #R)5
s Tt i s SR classes.dex UfE Element (ZH105E — A0, 1k T 4 1) Amigo M fF
# TR A dex Xt Element BUH K, 2 54 BT Element 340, 7Eiaf7itadd i 5
FH#iHY Element %7 2H 445130 47 1) Element $74H .
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FeHIZNNETT W FEAUMBERAR AT, BAEMIER Tinker, QQ ZEMAVEHAT . F
HL QQ K QFix, T 41y Amigo FI Nuwa %,

13.4.2

BRI ZARRE, KBRS BASFIOMBGR, kB Native Bk
JRAZ, HTEREASEETEURGIS KL, BARRERURA R EMT B, Rk
TG T 53880, I TTEZ S B, X FETG ) )5 i 2 ol 22 5 1R E Wi
Jitd, TRIRRHY B RIS DL, i B 7 S0 B SR I B BB GG, k& 0 T Rk ¥
Kit, HiERSHIRATTLLUE A java.lang.Class.getDeclaredMethod, {Ri%Ff1ZE & Key 1Y
show 5%, ZXPAMAN T FRauACa .

Key. cl ass. get Decl ar edMet hod( " show") . i nvoke( Key. cl ass. newl nstance());
Android 8.0 f{J invoke J57, AT FR:

libcore/ojluni/src/main/javal/javal/lang/reflect/Method.java

@ast Nati ve
public native Cbject invoke(Cbject obj, Chject... args)
throws |11 egal AccessException, |l egal Argument Exception, |nvocation

Tar get Except i on;
invoke 5 & —~ native J5{%, X} Ini BRUREDA .

art/runtime/native/java_lang_reflect_Method.cc

staticjobject Method_i nvoke(JN Env* env, jobject javaMet hod, jobject j avaRecei ver,
j object javaArgs) {
ScopedFast Nat i ve(hj ect Access soa(env);
return | nvokeMet hod(soa, javaMethod, javaReceiver, javaArgs);

1+ Method _invoke #4571 InvokeMethod (444

art/runtime/reflection.cc

j obj ect | nvokeMet hod(const ScopedChj ect AccessAl readyRunnabl e& soa, | object
j avaMet hod, jobject javaReceiver, jobject javaArgs, size_t numfranes) {

Cbj Ptr<mrror:: Execut abl e> execut abl e = soa. Decode<nirror: : Execut abl e>(j avaMet hod) ;
const bool accessible = executabl e->I sAccessi bl e();
Art Met hod* m = execut abl e->Get Art Method();//1
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TERE 1 AL3RHUE ARY javaMethod (Key fJ show J57%) fE ART REAUALH xR —4
ArtMethod $5%}, ArtMethod Zi#(R % T Java GEERITAE R, BFEIITAR . Ui
B, @ AIARRS AT AL RS, ArtMethod S54940°F B«

art/runtime/art_method.h
class ArtMethod FI NAL {

pr ot ect ed:
GcRoot<mirror:: d ass> decl aring_cl ass_;
std::atomc<std::uint32_t> access_flags_;
uint32_t dex_code itemoffset ;
uint32_t dex_met hod_i ndex_;
uint16 t nethod i ndex_;
uint16 t hotness count_;
struct PtrSizedFields {
Art Met hod** dex_cache_resol ved_nmethods_;//1
voi d* data_;
voi d* entry_point_from qui ck_conpiled_code_;//2
} ptr_sized_ fields_;
}
£ ArtMethod £5#4 b BLER B BEAY T B AR {E S 1 AbRY dex_cache resolved methods Fl1i3 B&
2 4bHY entry_point_from_quick_compiled_code, ‘BATEGIEIIPATA R, MFATHHIE—1
ikt (bban Key B show J5i%), Bt&EUE show FHLRIBATA R, st HudT A Fk T oA
Bidk 44T show 57k, B ArtMethod 5k iy B sl 4 A~ ArtMethod &5 4414,
AR BT 5. AndFix R 240 ArtMethod Z5# R A B, XA IR
A, A BT RES B Ee ArtMethod Z544 Ak, FE5 RS, Sophix SR FH Y& R4 5
/> ArtMethod Z5#0k, IXFENSAFEFA MR, BB ZH R 7575, "TLASLAN
HEATEE R, RAKER M ZEERME 03, W4F AndFix, Dexposed, FfHE
JIl. Sophix,

13.4.3 Instant Run

BT o iREE, &R R4 T LME % Instant Run 8, RTLLE Instant Run {19 H
IHES) T B EAEZRM L J& . Instant Run 7E55 — kA APK IWf, i ASM fE43—AJ5k
A T P T ARHD .

I ncrement al Change | ocal | ncrenent al Change = $change;//1
if (locallncrenental Change !'= null) {//2
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| ocal I ncr enent al Change. access$di spat ch(
"onCreate. (Landroi d/ os/Bundl e;) V', new Qbject[] { this,
paranBundl e });
return;

}

HoryERE 1 AR —4 K FiZ5 & locallncrementalChange, ‘BRY{E A $change, $change =L
BLT IncrementalChange X/AMliG4% M, A 1mids InstantRun I, 4uR 755322 ML
$change Jj null, EJAH return, AUEMACEE, 2RGEEARMN, AR, XEK
{11 i% MainActivity [ onCreate J5 i T &0k, 5o A i #i2s MainActivity$override, X
AZSZIL T IncrementalChange 132 1, [&]I 25 A2 lic— )~ AppPatchesLoaderImpl 2%, X/~
[ getPatchedClasses 75 25K BIME &2 IFIZR (R E A E T MainActivity) , R$EFIZFE
2% MainActivity fJ$change i% & 24 MainActivity$override, [Fibihie TR 2 U, &
AT MainActivity$override [ access$dispatch J57%, £ access$dispatch J5iEH SRS 4L
"onCreate.(Landroid/os/Bundle;)V"$fT MainActivity$Soverride' /) onCreate J57%, MIMEEEL T
onCreate J5 L&k, % Instant Run {8 FRAYFVIE B HEZE A Robust F1 Aceso,

froR ASM?

ASM JE—A~ Java FH I RIEHESE, CREMS 2L R S E R I KAV hRE. ASM
ALLE A=A clsss SO, AT AR BOMBE EAML 2 AT sh Sk 2B K117,

135 EHERENEL

Android “E& WIEh AR E BRI so i, h T HEAFHEER, A BB ERR
Ty so, PEEHEZLN so BB E YT BT so, Ha)ifiiimt & =ik so, FEik so iz
A FE A R gk N7 so,

13.5.1 System load loadLibarary
gk so FEF|T System 2 load F1 loadLibarary 753, 41T FiR:

libcore/ojluni/src/main/java/javal/lang/System.java

public final class System {

@al | er Sensitive
public static void load(String filenane) {
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Runt i me. get Runti me() .| oadO( VMt ack. get St ackd ass1(), filenane);//1

}
@al | erSensitive

public static void |oadLi brary(String |ibnanme) {

Runti me. get Runti nme() .| oadLi brar y0( VVst ack. get Cal | i ngd assLoader (),
l'i bname);//2

}

System [ load 75 #: & A I 2 $02: so fEREFL Y 5E e B8 AL , T m#da & % 121 so,, System
Y loadLibrary 75751k AR EE so IAFR, HTInZk App 2345 H ah M apk &L & ilF]
/data/data/packagename/lib N so, BRI so BIEEHREE T XM G, X H o RIHX
AT ik TR

1. System By load J55%

R 1 4LAY Runtime.getRuntime()£5 155247 Java b AR FAYE TER3E Runtime,
Runtime [ load0 J5&:4n FFix:

libcore/ojluni/src/main/java/java/lang/Runtime.java

synchroni zed void | oad0(d ass<?> frond ass, String filenane) {
if (!(new File(filename).isAbsolute())) {
throw new Unsat i sfi edLi nkError (

"Expecting an absolute path of the library: " + filename);

}
if (filename == null) {

throw new Nul | Poi nt er Exception("fil ename == null");
}
String error = doLoad(filename, fronC ass.getd assLoader());//1
if (error '=null) {

throw new Unsati sfiedLi nkError(error);
}

}
FEHERE 1 ALTRAL T doLoad 75k, FREMNBIZZERIZEMBENEAS L LAt S

libcore/ojluni/src/main/javal/java/lang/Runtime.java

private String doLoad(String name, O assLoader |oader) ({
String librarySearchPath = null;
if (loader !'= null && | oader instanceof BaseDexd assLoader) ({
BaseDexd assLoader dexd assLoader = (BaseDexd assLoader) | oader;
|'i brarySearchPath = dexd assLoader. get LdLi braryPat h();

324



F13F MBLHM

}
synchroni zed (this) {

return nativelLoad(nare, |oader, |ibrarySearchPath);
}

}
doLoad J57:4: 18 FH native 757 nativeLoad, 2%F nativeLoad J5 /51 HEF .
2. System B9 loadLibrary 753%
M 3EE Rk F System |Y loadLibrary J5 7, Hrp £ F] Runtime ) loadLibrary0 J57%

libcore/ojluni/src/main/java/java/lang/Runtime.java

synchroni zed voi d | oadLi brary0(d assLoader |oader, String |ibnanme) {

if (libname.indexOr((int)File.separatorChar) !'=-1) {
throw new Unsat i sfi edLi nkError (
"Directory separator should not appear in library name: " + |libnane);
}
String libraryName = |ibnaneg;
if (loader !'=null) {
String filename = | oader.findLibrary(libraryNane);//1
if (filename == null) {

throw new Unsati sfiedLi nkError (|l oader + " couldn't find \"" +
System nmapLi braryName( | i braryNane) + "\"");

}
String error = doLoad(filename, |oader);//2
if (error !'=null) {
t hrow new Unsati sfi edLi nkError(error);
}
return;

}

String filenanme = System naplLi braryNane(li braryName) ;
Li st<String> candi dates = new ArrayLi st<String>();
String lastError = null;
for (String directory : getLibPaths()) {//3
String candidate = directory + filename;//4
candi dat es. add( candi dat e) ;
if (loWils.canQpenReadOnl y(candi date)) {
String error = doLoad(candidate, |oader);//5
if (error == null) {
return; // W successfully |oaded the library. Job done.

}

|astError = error;
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}
if (lastBError '= null) {
throw new Unsati sfiedLinkError(lastError);

}

throw new Unsati sfiedLinkError("Library " + libraryNane + " not found; tried "
+ candi dat es);

}
loadLibrary0 751545 /5045, — 1% AR ClassLoader A~ 4 null fEpsy, B—A
42 ClassLoader 24 null B9EB4sy, FrA14e3kFE ClassLoader 24 null fUER sy, EFEEE 3 ARG
getLibPaths 75k, iX/~77{%%iR Al java.library.path HEIiilC & U8 . fETERE 4 A0DFH%
Hoso IR HAE ATERE 5 AR Y doLoad FikHr, 24 ClassLoader A~ 24 null b}, 7R 2 4b
[EAEAH T doLoad 57k, HA S — >S40l i 1 &Ry ClassLoader [y findLibrary J5
k15310, findLibrary J575:7E ClassLoader FY=£E] 2% BaseDexClassLoader H152E]

libcore/dalvik/src/main/java/dalvik/system/BaseDexClassLoader.java

@verride
public String findLibrary(String nane) {
return pathList.findLibrary(nane);

}
1 findLibrary J5%k 748 H T DexPathList [1¥) findLibrary J5v% .

libcore/dalvik/src/main/java/dalvik/system/DexPathList.java
public String findLibrary(String |ibraryName) {
String fil eName = System mapLi braryNane(|i braryNane);
for (NativeLibraryE enent el enent : nativeLi braryPat hEl ements) {
String path = el ement.findNativeLi brary(fileName);//1
if (path I'= null) {
return path;

}
}

return nul | ;

}

XA 13.3.1 Y3 DexPathList [ findClass J51:35(L), 7F NativeLibraryElement %2
45—~ NativeLibraryElement %} i —/™ so F, fE{F 8 1 #bi8 A NativeLibraryElement [
findNativeLibrary J5 333k v LAR [l so AUE&Ae, _LIRAIARRDEE & 13.3.1 iom#r %, st
FICARHE] so BUEE R —FT5 %, wiAHs so #1146 A2l NativeLibraryElement (20 HU R #5,
ik so %M THYEE RStk |1, FRH Runtime [ doLoad 75 ikt /n#k, {E doLoad J5km12x
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A F native J57% nativeLoad, &3 System {9 load J5 75 #1 loadLibrary 755 £F Java FrameWork
B I ER A nativeLoad J5i%:, FA1#5% K 5 #r nativeLoad 757,

13.5.2 nativeLoad

nativeLoad J5 %) b9 INI 2 540 T s

libcore/ojluni/src/main/native/Runtime.c

JNIEXPORT jstring JN CALL
Runti me_nati veLoad(JN Env* env, jclass ignored, jstring javaFilenane,
jobject javalLoader, jstring javali brarySearchPath)

{

return JVM Nati veLoad(env, javaFilenane, javaloader, javalibrarySearchPath);

}
1E Runtime_nativeLoad P4 H T JVM_NativeLoad BRI .

art/runtime/openjdkjvm/OpenjdkJvm.cc

JNI EXPORT jstring JVM NativelLoad(JN Env* env,
jstring javaFil enane,
j obj ect javaloader,
jstring javali brarySearchPath) {
I ¥ so #5014 44 % ScopedUt f Chars %4
ScopedUt f Chars fil enanme(env, javaFil enane);
if (filename.c_str() == NULL) {

return NULL;
}
std::string error_nsg;
{

[ RER S w2 AT B 8 R B

art::JavaVMExt* vm = art::Runtine::CQurrent()->CGtJavavVM));//1

I EDHAmE so

bool success = vm >LoadNati veli brary(env,
filenane.c_str(),
j avaLoader,
j avali br ar ySear chPat h,
&error_nsQ);

if (success) {

return nul | ptr;
}
}

env- >Exceptiond ear () ;
return env->NewStringUTF(error_nsg.c_str());
}
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FEERE 1 AFREC Y s AT AY JavaVMEXt 288454, JavaVMExt F %K — /N AL
sefhl, BEiE A JavaVMEXt B9 LoadNativeLibrary pR%g3E in# so, LoadNativeLibrary pi%§
REGALE L, X B4k 3 A5 KR,

1. LoadNativeLibrary &% partl

art/runtime/java_vm_ext.cc

bool JavaVMExt:: LoadNati veLibrary(JN Env* env,

const std::string& path,
j obj ect cl ass_| oader,
jstring library_path,
std::string* error_nsg) {

error_msg->clear();

Shar edLi brary* library;

Thread* self = Thread:: Current();

{
/1 TODO nove the |locking (and nore of this logic) into Libraries.
Mut exLock mu(sel f, *Locks::jni _libraries_|ock );
library = libraries_->Get(path);//1

}

if (library !'=nullptr) {//2
if (library->Cetd assLoader Al locator() != class_|loader_allocator) {//3
StringAppendF(error_nsg, "Shared library \"%\" already opened by "
"O assLoader %; can't open in O assLoader %",
path.c_str(), library->CGetd assLoader (), class_|oader);
LOG WARNI NG << error_nsg;
return fal se;
}
VLOG(jni) << "[Shared library \"" << path << "\" already |oaded in "
<< " O assLoader " << class_|l oader << "]";
if ('library->CheckOnLoadResult()) {//4
StringAppendF(error_nsg, "JNI_OnLoad failed on a previous attenpt "
"to load \"%\"", path.c_str());
return fal se;

}

return true;

}

EERE 1 AR so AU AR libraries Hr3REUCH v /Y SharedLibrary 2554354 library, 4n
I RS 2 A 45 TRk U B RINZ0E 1% so, FEVFRE 3 Aban ik AT im# FHAY ClassLoader
12410 {5 ARY ClassLoader AAHIEYIE, wtssiR Al false, fEHRE 4 AbHIMr _Lakom#k so 4
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R, AR IR E false, HRWT so g, AR TR 2, R 3. TR 4 A%
k2R | true, AFFEEINE so,

2. LoadNativeLibrary & ¥ part2

Locks:: nutator_| ock_->Assert Not Hel d(sel f);
const char* path_str = path.enpty() ? nullptr : path.c_str();
bool needs_native_bridge = fal se;
/**
* 1 {TFFEAfZ path_str #9so &, %% so 44 handl e
*/
voi d* handl e = androi d: : QpenNat i veLi brary(env,
runtime_- >Cet Tar get SdkVer si on(),
path_str,
cl ass_| oader,
l'ibrary_path,
&needs_nati ve_bri dge,
error_mnsg);

VLOEjni) << "[Call to dlopen(\"" << path << "\", RTLD NOW returned " << handl e
< "1";
if (handle == nullptr) {//2
VLOGEjni) << "dlopen(\"" << path << "\", RTLD NON failed: " << *error_nsg;
return fal se;

}

i f (env->ExceptionCheck() == JN_TRUE) {
LOG ERROR) << "Unexpected exception:";
env- >Excepti onDescri be();
env- >Exceptiond ear ();

}
bool created_library = fal se;
{

/**

* 3 4| SharedLi brary

*/

st d: : uni que_pt r<Shar edLi brary> new_| i brary(
new Shar edLi brary(env,
sel f,
pat h,
handl e,
needs_nati ve_bri dge,
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cl ass_| oader,
cl ass_| oader _al l ocator));

Mut exLock nu(self, *Locks::jni_libraries_lock_);

library = libraries_->CGet(path);//4
if (library == nullptr) { // W won race to get libraries_| ock.

library = new library.rel ease();
l'ibraries_->Put(path, library);
created_library = true;

}
}

TEERE 1 ALARYE so FUES 1R path_str SRFTHF1Z so, FHiR B3 so Ak, 7EHRE 2 Abanik
FREL so e ot 251k [|] false, T so fn#k, 7E{ERE 3 AbHrEIEE SharedLibrary, 3% so
TWVE A SR T NS, TEEERE 4 AL3REU%L A path X 3R library, 4 library Az 454,
BB B8t i) SharedLibrary I{E 45 library, J% library 773 libraries v,

3. LoadNativeLibrary &% part3

bool was_successful = false;
voi d* sym = |ibrary->Fi ndSynbol ("JN _OnLoad", nullptr);//1
if (sym==nullptr) {//2
VLOEjni) << "[No JNI_(nLoad found in \"" << path << "\"]"
was_successful = true;
} else {
env->NewLocal Ref (sel f->

ScopedLocal Ref <j obj ect > ol d_cl ass_| oader ( env,

Get A assLoader OQverride()));

sel f->Set A assLoader Overri de(cl ass_| oader);

VLOEjni) << "[Calling JNI_OnLoad in \"" << path << "\"]";

typedef int (*JN _OnLoadFn) (JavaVMr, void*);
JNI _OnLoadFn jni_on_|l oad = reinterpret_cast<JN _OnLoadFn>(syn);

int version = (*jni_on_load)(this, nullptr);//3
if (runtine_->CetTarget SdkVersion() !=0 & runtime_->CGet Tar get SdkVer si on() <=

21) {
Ensur eFr ont O Chai n( S| GSEGV) ;

}

sel f->Set d assLoader Override(ol d_cl ass_| oader. get());
if (version == JN_ERR) {
St ri ngAppendF(error_nsg,

path.c_str());
} else if (JavaVMExt::|sBadJni Version(version)) {

"JNI_ERR returned from JN_OnLoad in \"9%\"",
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StringAppendF(error_nsg, "Bad JNI versionreturned fromJN_OnLoad in\"%\": %",
path.c_str(), version);

} else {
was_successful = true;//4
}
VLOEjni) << "[Returned " << (was_successful ? "successfully" : "failure")

<< " fromJN _OnLoad in \"" << path << "\"]";
}

|'i brary->Set Resul t (was_successful);
return was_successful;

}

FEHERE 1 A4 4K INT_OnLoad R ARSI IE L 2455l sym, {E 9.2.3 Fidh AT 1%ni&
INI_OnLoad & 41T native 5 ik &M, AEEERE 2 A4 Ri% A k3] INI_OnLoad k4%
ks was_successful BRIE A true, Ui MBS, BAHEF] INI_OnLoad B % th 35k
B X A& B FEA & A so #E LT INI_OnLoad B %L, KI2A native J5 Bk T &M,
DAFSEM . R IKEBT INI_OnLoad A%, SRR 3 Ab4hfT INI_OnLoad pf %7 FKf
FERIR(EZ version, 4 version 24 JNI_ERR 3% BadJniVersion, iiiBH3EA AT,
was_successful FI{E S IH ABINRY false, & NIEEEF was_successful TR{E A true, H& 43R [E]

i% was_successful,

4. LoadNativeLibrary &% =45

LoadNativeLibrary B39 750iR %, X Hkeft—/ 545, LoadNativeLibrary (% %3- 328
8T 3 5 LR,

(1) 0 so A& phn#it, Wik ClassLoader A& & & Rl—1~, #E so BE INE,

(2)FTTF so F-3 2 so UM, A so FRERIAKNC , whik 2] false, AT SharedLibrary,
AR AL A path SR library Jyzs$gl, skl Hi 014 SharedLibrary WEZ; library, FfHf
library f£i%% libraries H7 .

(3) #4K INI_OnLoad [ A% 45El, MRIBARIE X E was_successful FU{E, HZ R

i% was_successful,

XEEREE A REA Lo, LoadNativeLibrary pf 47 10im e Bl 4nEl 13-4 Fiok,
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LoadNativelibrary

|

EER—

so2FEInES 22— ClassLoader T
nnzE
=5 E
¥ Y
FTFFso kTR ‘Rﬂuﬁ%ﬁm ]
fljiSharedLibrary
FAMlibraries_
&
BN OnLoadE®
HEAFEEHRES
sym
l \
sym 2555 22— DEERELD
&
versionjg o
= BadJniVersion = |
A\

#14TINI_OnLoad
iR Elversion

& 13-4 LoadNativeLibrary &% AE &l
PELX S — T so BEFEAWINTE:

(1) #% so %b T #f A F| NativeLibraryElement 520 U RiTHE, 1k so ¥b T AIRR AR SR |50
j]nﬁo

(2) VA System [ load J5 #3245 so BUNZRA O,
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13.6  ARFE/NG

AFBEAR (Android BB 2 ) — A HHEE R X LHEZR IR, 3 M RUE A -
—ARMBEEIIMELERZ T MR HESLEAE AW SE R . BRI AR A %
MREE IR EAT, BRIITA RS TSRS A Tix ST A Y, Fef1E iR IX
S B E FTALAANAE R , — 05 T T A AP BB S HEZE, M T Rz —
5 e e AR RS R IR AR R TR
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Hook £z A

(BEY. H4F wRkA AT

AR E AR T RSO, S REARAER £, tank
MR Eshiik. HRA MRk, AMS JHEL, ClassLoader JiFH, |- "F3C Context %,
XL ARAEA RS> RN, EARZEA BT BIEERERATA, ot
EBLHLEI, Gradle, Binder HLfi15%, FRILZIMNEA —AHARR BN EH), XA Hook 1
A, AR BOAR A 2%, Hook HoRMIANIARARR £, A5 R R - UARSE
HIERSY o

%] Hook HeARMIEARFNn TRE, i 1) TRRIE T il S 4T b A RE oy b, e
FEHAREARRSPI S EA R E BRIBIL T, EEMS T, 5 ik
THIRER, Ao Ak ST ST, RS Hriefe —FESIITR PR
UL AT AT AT I EA s S 4 LR Fria i e B Pl A7 IR B R
Hook B ARk B+ Sh& 07, "EAMUAE Android &g B, F-f£ Windows -5 ik L4
R T

14.1 HookF AHEIA

FA1mE Android FRGERY DR AN ] RTAT A 14— P A THY , 3 B3 —/ 1] o
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I+, ankE 14-1 Fos,

Y

—
-

B 14-1  IEFRRRAEE

MR A VARG, *E B MG R s RRZE R A, 13K G R Hook BRI
ik, ANl 14-2 Pios,

Y
Y

FHEA Hook o=}

)
-

A

& 14-2  Hook {7 HFnEE

& 14-2 sy Hook A[LAE—ANT5i58E — AR, ER— 1T —HAEEX G A Tt
LBz, SR AR B Zaifil—bf (bbanf&ek a2 R EIE), &
T ERSTT AUPER, SHEUL Hook @y, AANULREFRRAENGTILE, Bl 1%nif B
FREFFBERE Z IR ISR Y, B R Pt RN R ST A Z TRl o it RHSEAE B HIRR
PR ARG R FLE T A IRME B SEEL, A T Hook HoAR, BTk rl LAZERER [RIEAT
FrohsEdk, anEl 14-3 fioR,

CIFSfEfFHTE RifiiE

/
\J

THRA o Hook a1

A

A

14-3  Hook
FLAFEF] Hook rTLLKE F CRAAZIERTEEI RN R (35 B) FrERIERH, Boh &R
GEHERERI—HB 5y, X ARFA Tt T LA#E Hook SR BOHE B AT, #EFRIER (H4R
B), FRfE Hook s, AT fRIE Hook HIEAEME, Hook mi—Miktess 5 F T HA 5L (LY
X, AR AR G T A X — S
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14.2 Hook#E A3

Hook HiAAIRAELESZ , Ak Hook BEEARMRIE A FRI LS AHIRZ Ry 2, X BT

Hor iy =Fhor 2k,

RPE Hook [y API IE= X4y, 424 Hook Java Fl1 Hook Native,

® Hook Java == i i G FICBESR 528, o2 FHT7F SDK JF & BRsE &k Java fRHD,
® Hook Native NIl iz H £ NDK JF & FREE 1 2 G k& Hh & ok Native 18RS,

¥ Hook HIBEREX!Z, 43 24 b AR Fr it A Hook A4 J5) Hook,

o 1 R RE Hook HAE Hook 24 Bif BT ZE 11 o7 AR Fedh e
o MR Zygote B fock HoKHY, 4nRXT Zygote #4T Hook, skl LASEEL
Hook ZGEHTA IR FHFEFFHERE , iXhag 427 Hook,

R Hook HYSEILTT A K%, 43 Aan T Wik,

o i I EHFBELSEEL, HHE Hook 4 Fi Y b FHAR il FE
o fiit Hook HEZERSLEL, Eban Xposed, ®ILASLELA: /R Hook, {HAEFEEE root,

Hook Native, 45 Hook F13d i Hook HEZESKHLIX e 45 JAMHE L ECASCIRAK, A

FEFEE W)L Hook Java, AHEEW 47Hb~42>] Hook Java, B0 %E TR,

14.3 ACERFE K

R PZAEREE, AR IR THE R — b, EILSCAETE rh B T B2 DACER

B RARSE, iy, LW, 475 75,
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® Subject: fFREMIA, FHWIH LTSS REMILE RO,
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PR RSk 2R T ik



% 14 E Hook A

o Proxy: fUHEE, HA 0B FEMISIH, EHATSEIAREE 05 B R S
AR B I D AT
® Client: & P2k,

Subject
Client >
< +request()
RealSubject Proxy
&
B
+request() +RealSubject +request()

e 14-4  AREEEEE A

14.3.1

[FRIB RIS IRIERIZL NG, (B AR (A WIS RIE, shZeFEAENS /RIEAY N ACHS
2D

1. MRETA
B SRR AT L KA S R O 7k, AR, TSR it
W%

public interface |Shop {
voi d buy();
}

2. ELFIAHE

XML LiuWangShu sk &3, Bl T IShop £ DR buy() 5, 40T FR:

public class LiuwangShu inpl enents | Shop {

@verride
public void buy() {
Systemout. println("H*"):

}
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3. fKIEH

TARI A ke PR, RIFELTREESEIL IShop 4% 1, Jf HEF AP, 1E buy
T T BB buy J5:
public class Purchasing inplenents | Shop {
private | Shop nthop;
publ i ¢ Purchasi ng(1 Shop shop) {
nshop=shop;
}
@verride

public void buy() {
nmshop. buy();

}
}

4. BRmAE

public class dient {
public static void main(String[] args){
/] £]# Li uangShu

| Shop |i uwangshu=new Li uMangShu();

116 BRI 2 304 Li uMangShu 1F A 41 @ 55 5t

| Shop pur chasi ng=new Pur chasi ng(|i uwangshu) ;
pur chasi ng. buy();

}
}

& P AR e R & TR Se R (BB, &I MRYHR S Bk M
% (BRERE) SRBLRT5ik, fE Limry it LiuWangShu 280 buy 757k, BrLLiEfTH)
SRR MR

14.3.2

MERRDE F B S Ud, ARPRRER  AF SABRFNZh AR, 14.2.1 FA9G T2 iR,
RIS IR O AFE T RBLAY class G i, mizh SN/ iz 17 it R
Sk h A A BARBEAAD R 52, FEBE B ECR AR i, b2 BAMERIDI B TR ZAE
R, BTN ARSI g, Java f2 4t T &R AABEEE O InvocationHandler,
L% N REE S invoke J57%, NEFRANE LEESRIEAGT L&, EReED)
SE, REBAWTHIR:
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public class Dynam cPurchasi ng i npl ements | nvocati onHandl er{
private Chject obj;
publ i ¢ Dynami cPur chasi ng( Chj ect obj){
t hi s. obj =obj ;
}
@verride
public Cbject invoke(Chj ect proxy, Method nethod, Chject[] args) throws Throwabl e {
(bj ect resul t=ret hod. i nvoke(obj, args);
i f (et hod. get Nane() . equal s("buy")){
Systemout . println("Li unangshu &% %");
}

return result;

}

TEANEARBER AP FATEIH—/> Object RIS, ZSIHFRMBEREEAE, AT AR
R AT ILLE invoke ki AT, # FARBENESE Fim g .
public class dient {
public static void main(String[] args){

/1 £]# Li uangShu
| Shop |i uwangshu=new Li uMangShu();
1Rl s A RE
Dynam cPur chasi ng nDynami cPur chasi ng=new Dynani cPur chasi ng(| i unangshu) ;
/| £]# Li umangShu # A assLoader
O assLoader | oader =l i uwangshu. get d ass() . get d assLoader () ;
1] shashlREE
| Shop pur chasi ng= (I Shop) Proxy. newProxyl nst ance(l oader, new C ass[] {| Shop.
cl ass}, nDynani cPur chasi ng) ;
pur chasi ng. buy();

}

P Proxy.newProxylnstance()3# 4 ik zh A fCHE2k, JAM purchasing ) buy J5ik4E
DynamicPurchasing [ invoke 7573, ARBRARA N GRB Y T L4 A i s ARBRFNZh & AR,

14.4 Hook startActivity J7 13;

FA15mE Hook FTUAFIREIFIRIG, A FFAIXTSAUME Hook £, HIEERXTGORAEAR
Hook x5, X AEFA ik vT LAEAEE ESCEL B AR IE . iX BLUL Hook #; FHHY startActivity
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TiEAA, startActivity J5i%50 A, AT FIOR:

startActivity(intent);
get Appl i cationContext().startActivity(intent);

E—AN Actvity BY startActivity 5, 55 A& Context ffy startActivity 5, XA~
TG RARR, X By rtiriig,

14.4.1 Hook Activity startActivity

Activity [ startActivity J57:4E 4.1.1 235, a0 FR:

frameworks/base/core/java/android/app/Activity.java

@verride
public void startActivity(lntent intent) {
this.startActivity(intent, null);

}
MAEHT startActivity J57%

frameworks/base/core/java/android/app/Activity.java

@wverride
public void startActivity(Intent intent, @wllable Bundle options) {
if (options !'=null) {
startActivityForResult(intent, -1, options);
} else {
startActivityForResult(intent, -1);
}
}

HERE startActivityForResult J57:, 40 Fin:

frameworks/base/core/java/android/app/Activity.java

@verride
public void startActivityForResult(
String who, Intent intent, int requestCode, @ullable Bundl e options) {
Ui referrer = onProvideReferrer();
if (referrer I'= null) {
intent. put Extra(lntent. EXTRA REFERRER, referrer);
}
options = transfer SpringboardActivityQptions(options);
Instrunentation. ActivityResult ar =
m nstrunent ation. execStartActi vity(
this, nmMai nThread. get Appl i cati onThread(), nToken, who,
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intent, requestCode, options);//1
if (ar '= null) {
nMvai nThr ead. sendActi vityResul t (
nToken, who, request Code,
ar.get Resul t Code(), ar.getResultData());
}

cancel I nput sAndSt art Exi t Transi ti on(opti ons);

}

R 1 A A T minstrumentation {Y execStartActivity J5 753K JE3h Activity, Fl&HIIH
AR 4.1 HNET, EEAFIRL ., XA minstrumentation #& Activity [ AL &,
A 15 & £ Instrumentation 24 Hook /5, FifGH Instrumentation 335 441" Instrumentation
K5E B Hook, B 5EHA 1585 HIALHE Instrumentation 2%, 41 T Fi7R:

InstrumentationProxy.java

public class InstrunentationProxy extends Instrunentation {
private static final String TAG = "Instrunentati onProxy";
I nstrunentation nmnstrumentation;
public InstrumentationProxy(lnstrumentation instrunentation) {
m nstrunmentation = instrunentation;
}
public ActivityResult execStartActivity(
Context who, |Binder contextThread, |Binder token, Activity target,
Intent intent, int requestCode, Bundle options) {
Log. d( TAG "Hook " + "---who:" + who);
try {
[ BT R4 E | nstrunent ati on 4 execStart Activity #i%
Met hod execStartActivity = Instrunentation. cl ass. get Decl ar edMvet hod(
"execStartActivity",
Context. class, |Binder.class, |Binder.class, Activity.class,
Intent.class, int.class, Bundle.class);
return (ActivityResult) execStartActivity.invoke(m nstrunentation, who,
context Thread, token, target, intent, requestCode, options);
} catch (Exception e) {
throw new Runti meException(e);

}
}

InstrumentationProxy #k 7 T Instrumentation, Ff @) % Instrumentation [{J 5| FH ,
InstrumentationProxy 2 ¥ T execStartActivity J5 i, H PN #84s3@ o i 5+ 2 -8 H
Instrumentation [ execStartActivity 75k, £ Tk FK {1/ InstrumentationProxy % #i
Instrumentation, fCRLANF s
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MainActivity.java
public void replaceActivitylnstrunentation(Activity activity){

try {
/142%| Activity # ninstrumentation ¥
Field field = Activity.class. getDecl aredField("m nstrunmentation");//1
11 BUH Java A0 IR A5 Hl 4 2
field. setAccessible(true);//2
Instrumentationinstrumentation=(lnstrunmentation)field.get(activity);//3
Instrumentation instrunentati onProxy = new | nstrunentationProxy
(instrunentation);//4
field. set(activity,instrumentationProxy);

} catch (Exception e){
e.printStackTrace();

}
}

FEFRE 1 Ab153) Activity 5K (7748 & minstrumentation, X4~ A28 =2 FA R, Bk
FETERE 2 AbHH Java PR PRSI, XAt AT AT [A] mInstrumentation FBt, {E{EFE 3
AR R Activity A9 Instrumentation X4, fE{ERE 4 AL G InstrumentationProxy FH{£ A F
T 3 Ab15-3RY Instrumentation 34, 5 J5 H InstrumentationProxy 7 Instrumentation, iX
FEpk e B T AL Instrumentation 354 Instrumentation {Y) H ¥, % /5 7F MainActivity f*J onCreate
7517 B replaceActivitylnstrumentation J5¢k, 0 N

MainActivity.java

public class MiinActivity extends Activity {

@verride

protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOr eat e( savedl nstanceState) ;
set Content View R | ayout. activity_main);
repl aceActivitylnstrumentation(this);
Intent intent = new Intent(lntent. ACTI ON VI EW;
intent.setData(Uri.parse("http://liuwangshu.cn"));
startActivity(intent);

}
f£ onCreate J5 ik ila] T FAVSALIES, FTENHY Log 40T -

D' I nstrument ati onProxy: Hook j 3 ---who: com exanpl e. | i umangshu. hooki nst r unent at i on.
Mai nAct i vi ty@7f cd35
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14.4.2 Hook Context startActivity

158 5 Tiffat, Context FY=LEL 4 ContextImpl, ContextImpl [ startActivity J57:4n
Iy

frameworks/base/core/java/android/app/Contextimpl.java

@verride
public void startActivity(lntent intent, Bundle options) {
war nl f Cal | i ngFr onSyst enProcess() ;
if ((intent.getFlags()& ntent.FLAG ACTIVI TY_NEWTASK) ==
&% options !'= null && ActivityQptions.fronBundl e(options).getlLaunch
Taskld() == -1) {
throw new Andr oi dRunt i neExcept i on(
"Calling startActivity() fromoutside of an Activity "
+ " context requires the FLAG ACTIVITY_NEWTASK flag."
+ " Is this really what you want?");
}
nmvai nThread. get I nstrument ati on() . execStartActi vity(
get Qut er Cont ext (), mvai nThread. get Appl i cationThread(), null,
(Activity) null, intent, -1, options);
}

G — 47 T ActivityThread [ getlnstrumentation 75 %%k BU Instrumentation ,
ActivityThread £ F £ FE AU EE2, Instrumentation A& ActivityThread fJ B s &, —/~dEE
H B — > ActivityThread , ey IH %5 ¢ Instrumentation {E %5 Hook s, FHfCH
Instrumentation 3 %% #& Instrumentation , f¢ ! Instrumentation F1 14.3.1 5 28 H 1Y

InstrumentationProxy ft i & — A£HY, 4 T K I {11 H InstrumentationProxy & % #
Instrumentation, fXASZNT B/

MainActivity.java

public void replaceContextlnstrunentation(){
try {
1 3KB Act i vi tyThread %
d ass<?> activityThreadd azz = d ass. f or Nanme( " andr oi d. app. ActivityThread");
Field activityThreadFi el d=acti vityThreadd azz. get Decl aredFi el d
("sCurrentActivityThread");//1
activityThreadFi el d. set Accessi bl e(true);
bj ect currentActivityThread= activityThreadField.get(null);//2
[/ A ActivityThread #4 n nstrument ation 5%
Field mnstrumentationField = activityThreadd azz. get Decl aredFi el d
("mnstrumentation");
m nstrument ati onFi el d. set Accessi bl e(true);
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Instrunentation mnstrumentation = (Instrumentation) mnstrumentation

Fi el d. get (current ActivityThread);
Instrunentati on m nstrunmentati onProxy = new | nstrumentati onProxy

(mnstrunentation);//3
m nstrunent ationFi el d. set (current ActivityThread, ninstrunentationProxy);

} catch (Exception e) {
e.printStackTrace();

}
}

BT T S 3R B ActivityThread 2%, ActivityThread 2% — /A4S
sCurrentActivityThread, F T /R4 AIAY ActivityThread *F 4, Kb /EFRE 1 Absk El
ActivityThread 17 LAY sCurrentActiVityThread T, EFEE 2 Ab3REL Field ZEHI1Y
activityThreadField *} 4 fJ1E , XA 5L sCurrentActivityThread 42, [a]BH 2K B Y Hi
ActivityThread ) mInstrumentation X142 , fF{3B 3 Ab & InstrumentationProxy F:{& A IR
f53[#Y minstrumentation ¥4, #J5 M InstrumentationProxy ##i minstrumentation, 7E
MainActivity #{§i i replaceContextInstrumentation 51, 4T iR

MainActivity.java
public class MiinActivity extends Activity {
@verride

protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOr eat e( savedl nstanceState) ;
set Content View R | ayout. activity_main);
repl aceCont ext I nstrument ati on();
Intent intent = new Intent(lntent. ACTI ON VI EW;
intent.setData(Uri.parse("http://1iuwangshu.cn"));
i ntent. addFl ags(| ntent. FLAG ACTI VI TY_NEW TASK) ;
get Appl i cationContext().startActivity(intent);

}
& onCreate J5 5 H {5 IH Viln] T 3RAVARST 1%, FTENRY Log 2
DY | nst runent at i onProxy: Hook i Zh- - - who: andr oi d. app. Appl i cati on@f 21e30

14.4.3 Hook startActivity

Hook Context Y startActivity J5 7551 Hook Activity { startActivity 7575 & R HY X Bilmk 2
L Instrumentation A[E], FiE & ActivityThread A [ Instrumentation, 534 Activity
HifJ Instrumentation, BAIMNE — HFEEFEENL, X B¥AIGFEZAE MainActivity Y
onCreate Jj% 47 Instrumentation B4, X BA MR RAERPRR A AL, A T
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{264, WTLAZZIRAE Activity BY attachBaseContext 75 7% #1347 Instrumentation %64, [K 41X
AT EESET Activity /Y onCreate J5 738 1A T UFEIx B, F-A1105&E 1 Znfaf {8 HIACHSK Hook
startActivity J57%, (AL ULt A2 FRE] Hook f1, PRI Gk B4t Hook £,

14.5 AT/

AREFRAG T RN, 2R T UHREEEW, LRk —2, AR
fH ML AT 28 T Hook £ AHEIA . Hook $ A 4> 20 Hook startActivity 51, XEERNAFERE
AT T —EUHRIE O, R IRRA R Hook HiARMIATINEG, MW Lih T i
Hook £ ARG ) #HI Ll 5 5E
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TR P

£BEEY. F2F Android 2% BF; H 4 F v KAH TAFEAE;
% 6 % I ActivityManagerService; % 9 % INI R¥;
% 12 = Hf# ClassLoader; % 13 3% #GH R, % 14 = Hook # K

WG I AT e R RHLSERN S 2 BE okl i, AR LB A e T Z oy PR & A BRI R
BT A CEARTRE T HAR R T ahEmBE A, W BRI fERE,
CHARBAA BT A R, TR &R 2 B /N B AR D i3 A 4 22k
FRILEOR . BARIR I BOR L B RIUEAR R, (EA SR (LAY T T B I R R
RIPARKAVIEE), rTCAEURE A7 PR AR R GERIIRRY , FEHs R GTIRRD AN TF RAHES &
e —MRIERAV IR R, H—REINE HGEN Ao A LREE, ARE LR
SRR S | ERIEH . EARTEAR ZAT, Android P preview F4aBR IR HIE 5% API,
R T — Lot FRAFIATTT 2, HIEIRRMAT 2075, A ERRA R BLR T
TR, DA RERTIE e SR A SRR, LA 3 foc i O Bl T BE ARABOR o

15.1 FEIMEHA

VBRI Z B, FR200 TR BRIRT S . SR, shamBeARA R
FIfE Android JF A&k, FEARZIF R GUSARI L, X BHEATTHER A sh B R /E
Android JF & GUSHI R . f£ Android fE5ETF kv, — B RIS #AT A APK JE4 b



F15F LR

ERIEAYE T, BATHARER SO ARG 17, R Aed i Ik 55 a4 il 1 vh i B2 Y
5 3R, AHRAR B IRATTTCTETR A PN TR RN 2SR e AL O, Wl A RESR AT A2 1
RO TR 5 SRR, Xk TR B &R . R R B T, Shami—LL
R H R ASA AR R AT T SO is AT e S B RG24, AT SR B IR B oy A
PR, — R BN ARBERE so, e dex ISR (dex AR ELE dex /Y jar/apk SC{F),
BENX BR LA WRERIL T, /25 13 TRRATUHREVE 5B iR 2] 7 EIR BT T3¢
TRRTNEL, X0 A RE T HARA B it sh A B AIRAE R . BEE R R AR
W FHIEL R, SEMBAEARIREHRAEA, 5 RMEEHEARTE AR, &
15-1 B,

PiEERA

\ R

B 15-1 Bh B ARRIRAEA

HhAEEBRARTEARBEE Bug, HAMCEARN TN T B A b R DA B
IhRERER IS, BISEE A HA I TR Z RS HESE RN (- ILHESE, 1658 13 TakA(]
TR TRZAMEEHELE, X — IR T — e MU EZE . TREERNRE, shimidt
AEGIBEAWE TN, JFHRA— AR REAR, EEINXTEARSGEEIFAE, €
A7 A S 2 AR [l DA ML 55 75 SR AN B B 5

hAINEE A

15.2  $hifHer - A

FEVHR R L IR Z /T, 3RO A B2 T R anfer = AR Y

15.2.1
£ Android J % F-HIRD RIS EMBEA, A Al 55 T KA A Z A
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FeBERA AR G, (HREE LA s & J, & HELLA T ILARME L
1. WFEH, RRES

Bl 55 MOk R e thillok k2%, SBUM AR PR BIOR R, B FIRS 7Y TR AN )
RERB A ORI L, — AN ATRER L. LA AR &2, 1R%Z TR RERSL
e A/ MABHTIF R AEDHT, AR IV REBR RIS & L ELES S, Bde— A IhRef &
SONRHAD D RERE S, b SR HE A i AR o

2. NFERIIEN

— AR BRI RI R, & ATRERE B AT IRL . S FHLImSk b, ERYiR
SRR R, SRR R L e BRI, . KRR, . i
TONE (MFSNSE) S AT TS P, SHREAEOICEIR R, [ T g
PUBIHE T CHIBE Tk, AR LA TR, £ AL

o HCAn 5D B AP T4 e W5 60 S EHO T R A A

— A B, SRR PRI, R A R A S L
HIESMI SR AT % 5, Sl T ABICIR B o, BEAE R,
T 2080 525 S AN A R LA T

o HCA TR PUREA T S SRR, #5822 ORI K, eI i

SAEHARAK, /> Bug FIShRERES HALNRIF & A h TALRIAEL 2 e
VRN TFR B, BORHBREIN T TF R MR A R A, B REA AL
%, WA R AR 2 A T

3. 65536 fR#I, RELHAX

2 13.4.1 TR IRA150E T 65536 PRI, B B AR E AR, 51A R hbksk
W%, FrRE N EE R A, LT B BR 2 BilEid 65536 4, R AR R 1
eS8 T N S A RENT,
15.2.2

Android ZGEA G IFEATR IR ZAIIIRE, BN ABCRRADRRBMREGIR, &4
NS HINLEE N, RREWE NEEEARRITER, il 15-2 ok,
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f, AL XA HLas NLaIRZ AR, (Eefe it E ZAIThRE,

/ -’<

F15F TR

=

B 15-2 044K Android 5

ATLVEEIRIGGHINL G N A IEAE, bl DS

iiztiz)

iR T3

g

e

B 15-3 2% G Android 4%

FEFH

[
\

)

i

e

HREILEDRE, KBRS HLEZE

HhE

M=

AN

MBI EER

i

i 15-3 Fios,

FAMEXAHLE NG TIRZ B, XL A S T AR E LT, Rt 75
SRITRE, BATRIUABClE k., Wr i Ay, Hlas ARYZHE

=2 THRRIETE, REBAN
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RILME LRSS . IXLEZALAY N aT AR AR i, X e ( aT UL B pt gt A7 fidk, b
MBAMTF BBl R AT LA 3 “ EERM”, ARt e s . X 2 Uk K
Android, i0S, Mac S {ERGURRER R XA, Wit tas,

15.2.3

15.2.1 5 Frfe A R) sk vT DA B (AL AR o, Rt R iR 1E, A4
LI 7% P I HEZE T A& SRR AR 4 15-4 PRk,

FREEFH
B MR =) BR
RuE TEHEIRAT THEIRE HEIE

B 154 HHLR AR 5 %

[l 15-4 R BRI % Pims s ARKE, — AR A SRl s, tan
R, IHEAHERSE, B e BIMERHABRI R LSS, PLanBRIRIR, AR
WFEIPLE, WRRARXFERAATTZ, oG4 15.2.1 Ry & Fhia) i,
AT R eI, FRATTAT DR A AU AR R R & PumHESE A T s, AnlE 15-5
FiR,

s
G /
\ FEEEEFH
/ WIS
HE - FRE
/ \ ERE
wE \
EiE

B 15-5 RAMHEGCEETEE R i
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EPELRI R Pt e SRR A e, 18 B R AR e R THLH Y APK,
e T AT 8 APK, itk —fog ez AbERAY APK, so Fl dex 30, fiff:al
DABEE FEA TN, AR T UAMEA APK SiarsfT, A HR 6 (L p i % -
vt sy A T PRER Sy, —Eb o ReAE Ry, Wik E R P, AR S T AR
F—Ehor iRy, AOURAE TAMERAR RS, PLanZ AT AR T, R
WA TS A S AL S, EAHEMER ., TEEERE, KRR EE LN THE
TR, ORISR Pl R ) — R I AUHERY, FIRSERR R Pn A AR
RATXCH. PEEDX Bk rTUAS | A LAY E SC . B — A B 4 B -y 05 Xk AT & it
Pt AHVERR L . R TR A-LIE % w7 15.2.1 Vit & R, 720
VEJ5 T, AT EAR — A NS — A NREATH R, & A 2], DARAE (A E
T Z ARG BERPEIR. BRI AR B e, BA AR AT ELMTACD
HOAR—HBor sk el LA T o BIAIEAR T dex BYMRBIUL AR /N, Rl HEBE S T 65536 PRl
UM BIN ARG EE TR P, RS R A 2R R s 2 N A
XAERLIRL T AR &

15.3  lfHEHEZR A JL

T T R B, L TR ZARACHESE . AR AU HEZR Rl AR A 52
Bz R, (HHSCAE 2012 2R A A PR B R0 T AndroidDynamicLoader HEZE,
XA AR EHESE . SR LER R R BIEE, Car=A T LM LiESE, sk 15-1
FR,

%= 15-1 iHEEILiESE

A AESE £ & A LAESE £ &
DynamicAPK MR dynamic-load-apk FEN
DroidPlugin 360 Small Wequick
RePlugin 360 Virtual Apk e

H Al a1t 5 26t angé 15-2 fios,
< 15-2 EREVHEEIL T RaTEe

LCI VirtualApk DroidPlugin Small RePlugin
HHF KA e ST H3ZHE Activity ST
20 (- TCAM AF 15 &= manifest Fp TR Yes Yes Yes Yes
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oM VirtualApk DroidPlugin Small RePlugin
T AR e Yes No Yes Yes
F#% PendingIntent Yes Yes No Yes
Android P 3 HF JLFaEs JLFa R KERS JLPaE
ez P i & [ &% [
AL Gradle ffiff: /5 Gradle ffiff: Gradle ffiff:

AR MBI AT S EA RS, tWainE BT, tanndeg =77
App, B2 4R RePlugin, HABAIEILHERE(E VirtualApk, T Virtual Apk ££ 1280
AT AR MR ZER e, RS RAEE, AREEEA VirtualApk SRR
LRI, Eedn s BRG] K3l Activity, Service fliffft, &E—/AniRfifd it K
YEMl, #RJG1E) f&. ContentProvider, FIFFN so (UL YH# Virtual Apk & anfal SEHELHY,
XAE A B TR AR (A BB

15.4  Activitysfif}ft

VY KA G PR R AR PR H AR WIAZL D AR, T Activity fRfE (LR 2 EP 2 &,
Activity $i L EZEE 3 FracBl i, 4 Bl ROSTSRE, 482 1 SEBUR Hook £ AR SKEL, it
FLHLSRHPERE A s, FERAE AR ZR A R A 55X, 3¢ T4 1 Se 8wl DL 3%
dynamic-load-apk IS, X B AMA2E, HaT Hook B AR SCHURE R, HitAREEENE
Hook £{ RsEH,

Hook $ A SLILFEAPIMEI T %, —Figifiid Hook [ActivityManager 528, 75—
Fi& Hook Instrumentation SZI , £ PFEIX P/l 75 00, I TFEMNEMA BT Activity
M R .

15.4.1 Activity

Activity AN B EZE 5 MR, —FER Activity RYRZNE R, H—Medil
Activity FEahd e, S TR Activity (Y REhIERAE 4.1 28, X HR R T, 40
Bl 15-6 Fi.,
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SyetemServer#ig BiFEiEEHE
ActivityThread
AMS 4 TR ERRIRACtivity | ApplicationThread
A
[y 2 ERERE R R T
LimReEEFActivit
iHREEEIRACtivity 3 SREERRRHE
Launchen#fiz Zygoteitiz

B 15-6 R Activity jBzhid 2

B4t Launcher 2 7] AMS &R B8 Activity, AMS Z33|WiR Activity g b
FEFP R SAEEIFJEED, ARAFERR 231 K Zygote JERR G B HRE Pt . AR
R BB G, AMS gk N R bR G IF R AR Activity, 53l Activity FIAR Activity
HEshd FERE N, (BB IX LB R, B KR AR PRI G, 5 Launcher
xR, ik 15-7 fros,

EREFE SystemServeriflig
Activity -—-__________:“f_if];____——
=
Activity Thread AMS

ApplicationThread |1 752

B 15-7 5§ Activity E3hid i
[l 15-7 S5 ih s 1 73558 Activity BRI, 75 R FERE Y Activity 1] AMS
R Ol Activity (B 1), AMS S5/ Activity 192 fr FIRIRAREF T80, bl
Activity 28, T IIEA R 6.5 1, A Activity /2 AMS BIBKS, AMS 4 iRk
FAREFFERE Y ActivityThread 23 GIEEH J5h i@ Activity (B 2).
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15.4.2 Hook IActivityManager

AMS F£{ET SystemServer BEREH , FA 10 AL Bk, ARELE B FHRE b vp il 3
AILLSR TG b BUi 5 SR g e A fE AndroidManifest.xml w3 2 A BHAD[RIRE, ELAf:
WAL 15-7 frniI2b 58 1 2 Rifd Fl— /1 AndroidManifest.xml F1 {7 Activity gt {7
b, AR AMS BURES:, BEEEDTR 2 2 MM Activity B T HLRY Activity,
TORARIE XA R T ZIRATRE R — T,

15.4.2.1 EMR Activity T EET

Hy T AR R Sh A Activity PUJRER, X BLARE THE1E Activity a2 48, A
G — 4~ TargetActivity >RACFR OB R F Activity, 5 FRATH GIE —4
SubActivity FE 53T, 7E AndroidManifest.xml Hr{F: I SubActivity, Zn B

AndroidManifest.xml

<?xm version="1.0" encodi ng="utf-8"?>

<mani f est xm ns: androi d="http://schenas. androi d. coni apk/ r es/ andr oi d"
package="com exanpl e. | i uwangshu. pl ugi nacti vi ty">S
<application

<activity android: nane=". St ubActivity"/>
</ appl i cation>
</ mani f est >

TargetActivity JH >k R & & £ fn ¢ 2F ok W # 7 Activity , AT EAE
AndroidManifest.xml FrEf7{E M, a0 IRATELFE/E MainActivity H j5 23 TargetActivity 7€
2t (android.content.ActivityNotFoundException 5% ) .

15.4.2.2 f£F &1 Activity iBiT AMS 383iF

KT REE, =308 B 3hRY TargetActivity 344 SubActivity, i SubActivity 33l
it AMS IS, 1E% 6 Edhiffit Android 8.0 5 Android 7.0 ) AMS K ikf 2625, F
B Android 8.0 3T AMS HIfLEE ActivityManagerProxy, U3 BRI [ActivityManager,
H %K JH AIDL g gk 17 JF #2 A i 15 . Android 7.0 HY Activity HJ 2 3h 25 IR
ActivityManagerNative 4 getDefault 57, 40 s

frameworks/base/core/java/android/app/ActivityManagerNative.java

static public I ActivityManager getDefault() {
return gDefault.get();

}
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private static final Singleton<lActivityManager> gDefault = new Singleton
<l ActivityManager>() {
protected | ActivityManager create() {
I Binder b = Servi ceManager. get Service("activity");

if (false) {
Log. v("ActivityManager", "default service binder =" + h);
}
| ActivityManager am = asl nterface(b);
if (false) {
Log. v("ActivityManager", "default service =" + anj;
}
return am

|
getDefault J57%iR [ T TActivityManager 255U} 4 , IActivityManager {8 B T Singleton
ok BB, i H. gDefault SO AR, B IActivityManager /& —/~ LLES 41 Hook 55,
Android 8.0 {J Activity B9 J23)& 8 ActivityManager /1) getService 5k, 40 F s

frameworks/base/core/java/android/app/ActivityManager.java

public static |ActivityManager getService() {
return | ActivityManager Si ngl eton. get();

}

private static final Singleton<lActivityManager> |ActivityManagerSi ngl eton =
new Si ngl et on<l Acti vit yManager >() {

@verride

protected | ActivityManager create() {
final |1Binder b = ServiceManager . get Servi ce(Context. ACTIM TY_
SERVI CE) ;
final |ActivityManager am= | ActivityManager. Stub. aslnterface(b);
return am

}
¥
[FIFEHE, getService kiR Al T IActivityManager 28414, FfH. IActivityManager
fEBh T Singleton 2535 S B0 B3], 45 4 & 6-1 F1 6-3, ffiE T o1& Android 7.0 1454 Android
8.0, TActivityManager &l ELESAFHY Hook A&, Singleton 2240 A, JsmES AR

frameworks/base/core/java/android/util/Singleton.java

public abstract class Singleton<T> {
private T nlnstance;
protected abstract T create();
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public final T get() {
synchroni zed (this) {
if (mMnstance == null) {
m nstance = create();

}
return mnstance;
}
}
}
H1 T Hook 7522 2 ot - B AT ROAHRME, S5 —A>F B T H 2 FieldUtil.
FieldUtil.java

public class FieldWwil {
public static Cbject getField(dass clazz, Object target, String nane) throws
Exception {
Field field = cl azz. get Decl aredFi el d(nane) ;
field. set Accessi bl e(true);
return field.get(target);
}
public static Field getField(dass clazz, String name) throws Exception{
Field field = cl azz. get Decl aredFi el d(nane) ;
fiel d. setAccessible(true);
return field;
}
publicstaticvoidsetField(dassclazz, Gbject target, Stringnane, (bj ect val ue)
throws Exception {
Field field = cl azz. get Decl ar edFi el d(nane) ;
fiel d. set Accessi bl e(true);
field. set(target, value);

}

Sk setField J5 2k A& T b IS, BE 75 SUB R TActivityManager {9 f€ 3 %
IActivityManagerProxy, 40|

public class |ActivityManagerProxy inplenents |nvocationHandl er {
private Chject mActivityManager;
private static final String TAG = "Il ActivityManager Proxy";
public IActivityManager Proxy(Cbj ect activityManager) {
this. mActivityManager = activityMnager;
}
@verride
public Cbject invoke(Chject o, Method nethod, Chject[] args) throws Throwabl e {
if ("startActivity".equal s(method. getName())) {//1
Intent intent = null;
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int index = 0;

for (int i =0; i <args.length; i++) {
if (args[i] instanceof Intent) {
index = i;
br eak;
}
}

intent = (Intent) args[index];

Intent sublntent = new Intent();//2

String packageNane = "com exanpl e. | i unangshu. pl ugi nactivity";

subl ntent . set d assNane( packageNane, packageName+". St ubActivity");//3
subl nt ent . put Ext r a( HookHel per. TARGET_I NTENT, intent);//4
args[index] = sublntent;//5

}

return nethod. i nvoke(mActivityManager, args);

}

Hook 5, [ActivityManager & —/~43% 1, Bt ICR B SR 7EERE 1 A0£248 startActivity
Jith, BEAHRBUBAL args 5 Intent 4, AL AP TargetActivity ) Intent,
fEERE 2. R 3 WHdE—1 sublntent HISK 53 StubActivity, fE{HERE 4 AbFfax A
TargetActivity [ Intent f£77-3] sublntent 1, {#TLLGAJE TargetActivity, fFiFE 5 4-H
subIntent IR {E 25 224 args, XAEENHT HARGEAE A T StubActivity, FIsRidid AMS FIKE:,
B S FACHE 26 TActivityManagerProxy S &4 [ActivityManager, 40 [ ffi7n:

HookHelper.java

public class HookHel per {
public static final String TARGET_INTENT = "target_intent";
public static void hookAVS() throws Exception {
Cbj ect defaul t Si ngl eton=null;
if (Build. VERSION SDK INT >= 26) {//1
A ass<?>act i vit yManaged azz = d ass. f or Nane( " andr oi d. app. Acti vi t yManager") ;
/1 3% acti vi t yManager 8y 1 ActivityManager Si ngl et on F#
defaul tSingleton= FieldWil.getField(activityManaged azz ,null,
"1 ActivityManager Si ngl et on");
} else {
d ass<?> activityManager Nati ved azz = d ass. f or Nane("andr oi d. app.
Acti vi t yManager Nat i ve");
/1 3kB Act i vi t yManager Nat i ve #ty gDef aul t F
defaul tSingleton= FieldWil.getField(activityManagerNatived azz,null,
"gDefault");
}

O ass<?> singletonCazz = dass. forName("android. util.Singleton");
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Field mnstanceFiel d= Fiel dWil.getField(singletondazz ,"mnstance");//2
/1 KB i Act i vi t yManager

Cbj ect i ActivityManager = m nstanceFi el d. get (defaul t Singleton);//3

O ass<?>i Acti vi t yManager d azz = d ass. f or Narre( " andr oi d. app. | Acti vi t yManager");
Cbj ect proxy = Proxy.newProxylnstance(Thread. current Thread(). get Cont ext
0 asslLoader (), new O ass<?>[] { iActivityManagerdazz }, new
lactivityManager Proxy (i ActivityManager));

m nst anceFi el d. set (def aul t Si ngl eton, proxy);

}

B ER 1 O RS RAREFTIX 4y, S 3R Singleton<IActivityManager>2: 7
HJ IActivityManagerSingleton 8¢ gDefault S B , fE1EFE 2 Ab3REX Singleton 2 H ) mInstance
FB, AT Singleton JHYfCRLRTUA#R%N minstance “FEYRAIA T, (R 3 A3
IActivityManagerSingleton 53 gDefault 2Bty T f2R%0, T g2k %1% [ActivityManager,
B Jo 20 & 61 & A B 2% IActivityManagerProxy , f IActivityManagerProxy 3£ %% i
IActivityManager, H & X —/ Application, f£H 7ifH HookHelper FYJ hookAMS J5¢%, 4N
THiR:

MyApplication.java

public class M/Application extends Application {

@verride
public void attachBaseContext (Context base) {
super . att achBaseCont ext (base) ;

try {
HookHel per . hook AVB() ;

} catch (Exception e) {
e.printStackTrace();

}

}
£ MainActivity H J2 %) TargetActivity, #0 1 Fi7s:

MainActivity.java
public class MiinActivity extends Activity {

private Button bt _hook;
@verride
protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOr eat e( savedl nstanceState) ;
set Content Vi ew(R | ayout . activity_main);
bt _hook = (Button) this.findVviewByld(R id.bt_hook);
bt _hook. set OnQ i ckLi st ener (new Vi ew. Ond i ckLi stener() {
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@verride

public void ondick(View view {
Intent intent = newlntent(MinActivity.this, TargetActivity.class);
startActivity(intent);

1K

}

1515 Button Ibf, BB A2 TargetActivity fijf& SubActivity, [F]IF Log H3TEN T “hook
BEh”, ULEIRATCZL D SubActivity Jfiit | AMS U5,

15.4.2.3 EJREHEM Activity

R A BT Activity 3l T AMS [UARSE, (HAE A1 S 3R &4 TargetActivity, &
T2 TargetActivity R4 5 HTHY SubActivity, X —FHHLEL/E R 15-7 Froriy
FB2 75, £ 413 iRl T ActivityThread J23h Activity Fyd#2, 4n® 15-8 frow,

ApplicationThread ActivityThread H Instrumentation Activity

I |
|—schedu leLaunchActivity H
I I
sendM 5535HL
i
I
|
0 handleMessag;
'
'
'

ﬁhandleLaunchActivitv

performLaunchActivity

i
i
|ActivityOnCreat:
performCreate-

onCreate

& 15-8 ActivityThread j5zh Activity A9t f2

ActivityThread 25l H 28R CHD 2 D)) 2 ferh, H 282 ActivityThread fJ /A
H2IT4kK B Handler, 40 FPiR:
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frameworks/base/core/java/android/app/ActivityThread.java

private class H extends Handl er {
public static final int LAUNCH ACTIMITY = 100;
public static final int PAUSE ACTIMVITY = 101,

public void handl eMessage(Message nsg) {
i f (DEBUG_MESSAGES) Slog.v(TAG ">>> handling: " + codeToString(nsg.
what));
switch (nsg. what) {

case LAUNCH ACTIVITY: {
Trace. traceBegi n(Trace. TRACE_TAG ACTIM TY_MANAGER, "activityStart");

final ActivitydientRecord r = (ActivitydientRecord) nsg.obj;

r. packagel nfo = get Packagel nf oNoCheck(
r.activitylnfo.applicationlnfo, r.conpatlnfo);

handl eLaunchActivity(r, null, "LAUNCH ACTIVITY");

Trace. traceEnd( Trace. TRACE_TAG ACTI VI TY_MANAGER) ;

} break;

}
H 2t 5 B 1Y handleMessage J5 2% LAUNCH_ACTIVITY 2887 B TACE], B

Z MM Activity [f) onCreate J5 ik, A2 fEMBHEAT R 4B ? 5% Kk F Handler [y
dispatchMessage J5v

frameworks/base/core/java/android/os/Handler.java

public void di spat chMessage( Message nsg) {
if (nsg.callback !'= null) {
handl eCal | back(nsg);

} else {
if (nCallback !'= null) {
i f (nCal |l back. handl eMessage(nsg)) {

return;

}

}
handl eMessage( nsg) ;

}
Handler 1y dispatchMessage F TACHEE.E, FR 415 Handler 1y Callback ZE %I
mCallback A~ 24 null, Bt T mCallback /) handleMessage J51%, R, mCallback =] LL{E
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“ Hook i, A TRTLAH A & LI Callback >34 mCallback, H & I Callback 41 i/ :

HCallback.java

public class HCal | back inplements Handl er. Cal | back{
public static final int LAUNCH ACTIM TY = 100;
Handl er nmHandl er;
publ i ¢ HCal | back(Handl er handl er) {
nHandl er = handl er;
}
@verride
publ i c bool ean handl eMessage( Message nsg) {
if (msg.what == LAUNCH ACTIMTY) {
Cbj ect r = nsQ. obj ;
try {
[/ BZ B HE I ntent (B30 SubActivity & Intent)
Intent intent = (Intent) FieldWil.getField(r.getdass(), r, "intent");
IR E[ LR R F R RE | ntent (530 Tar get Activity #71 ntent)
Intent target =intent. get Parcel abl eExt r a( HookHel per. TARGET_| NTENT) ;
/1 ¥ 23 SubActi vity B | ntent #¥#:% B 5h Target Activity # I ntent
i ntent. set Conponent (t ar get . get Conponent ());
} catch (Exception e) {
e.printStackTrace();
}

}
nHandl er . handl eMessage(nsg) ;

return true,

}

HCallback 5281 T Handler.Callback, F+# ‘5 T handleMessage 751, 24Uk RI{H. B HIZEHY
4 LAUNCH_ACTIVITY I, % J53h SubActivity { Intent 354k A) J5 5l TargetActivity fJ Intent,
$:ETA 1/E HookHelper H1 7 S —4> hookHandler 5%, 1 FFi/R:

HookHelper.java

public static void hookHandl er() throws Exception {
O ass<?> activityThreadd ass = d ass. f or Nae( " andr oi d. app. Acti vi tyThread");
(bj ect current ActivityThread=Fiel dWil.getField(activityThreadd ass, null,
"sCurrent ActivityThread");//1
Field mHField = FieldWil.getField(activityThread,"nH");//2
Handl er mH = (Handl er) nHField.get(currentActivityThread);//3
Fiel dutil.setFiel d(Handl er. cl ass, nH, "nCal | back", new HCal | back(nH));
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ActivityThread 28t — N~ % £ 25 & sCurrentActivityThread , T 3% 777 24 7 /Y
ActivityThread X4, KA 1 A0FREL ActivityThread H g LY sCurrentActivity Thread
FTE R 2 Ab3REL ActivityThread 20 mH £ EX , 35 R 3 Ab3RELY Aij ActivityThread
Sty mH %49, f:J5H HCallback ¥4 mH H1{) mCallback, 7F MyApplication [
attachBaseContext 751 H1iH F] HookHelper i) hookHandler J513;, @7/ F, JIkM18aE “B
AT RN, KBRS TargetActivity,

15.4.2.4 FHf Activity B4 45 E EA

ffift TargetActivity BiiSE /580 1, {HaBA L EIHIND? X B M RER AT 4T,
Activity Y finish 757 r] LA % Activity B A iy ISR (L, RN Activity B S hid B228{0,, finish
TR

frameworks/base/core/java/android/app/Activity.java

public void finish() {
fini sh(DONT_FI NI SH TASK WTH_ACTIVITY);
}
private void finish(int finishTask) {
if (nParent == null) {
int resultCode;
Intent resultData;
synchroni zed (this) {
resul t Code = nResul t Code;
resul tData = nResul t Dat a;
}
if (false) Log.v(TAG "Finishing self: token=" + nToken);
try {
if (resultData !'= null) {
resul t Dat a. prepar eToLeaveProcess(this);
}
i f (ActivityManager. get Service()
.finishActivity(niToken, resultCode, resultData, finishTask))
{111
nFi ni shed = true;
}
} catch (RenoteException e) {
/1l Enmpty
}
} else {
nPar ent . fi ni shFronmChi | d(this);

}
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finish J57ARY M BERD Activity HYRZhd B 2K AY, fEER 1 LM AMS 1y
finishActivity J51, #2554 AMS i@ 1d ApplicationThread i ActivityThread, ActivityThread
Ml H 2% % DESTROY_ACTIVITY KA p{H B, H REFZWIXAHE S AT
handleDestroyActivity J57, handleDestroyActivity 7575 XA T performDestroyActivity J5
%, WTHHER:

frameworks/base/core/java/android/app/ActivityThread.java

private ActivitydientRecord perfornDestroyActivity(lBinder token, boolean
finishing, int configChanges, bool ean get NonConfi gl nstance) {
ActivityCQientRecord r = mActivities.get(token);//1

try {
r.activity.nCalled = fal se;
m nstrunentation. cal | ActivityOnDestroy(r.activity);//2

} catch (SuperNot Cal | edException e) {

}
}

mActi vities.renove(token);
Strict Mode. decr enent Expect edAct i vi t yCount (activityd ass);
return r;

AR 1 Abdad IBinder 28 EU R token K FRAX ActivityClientRecord, ActivityClientRecord
FHTHEA N R A Activity, £E{ERE 2 AL Instrumentation [ callActivityOnDestroy
FikkiE R Activity [ OnDestroy J51%, F-{5 A T ractivity, R4 +3%A 1 SubActivity
T TargetActivity il T AMS AIRES , iXH: AMS H4nE SubActivity FIFE4E , Il AMS
A& AT RESE Tl TargetActivity Az AR EIRIVE? FAHEEE TF, A3 Activity 2514
FH ActivityThread [ performLaunchActivity 5, #0 1~

frameworks/base/core/java/android/app/ActivityThread.java

private Activity performiaunchActivity(ActivityQientRecord r, Intent customntent) {

java.l ang. d assLoader cl = appContext.getd assLoader();
activity = mnstrumentation. newActi vity(
cl, conponent.getd assNane(), r.intent);//1

activity.attach(appContext, this, getlnstrunmentation(), r.token, r.ident,
app, r.intent, r.activitylnfo, title, r.parent, r.enbeddedl D,
r.lastNonConfiguration Instances, config, r.referrer,
r.voicelnteractor, w ndow, r.configCallback);
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mActivities.put(r.token, r);//2

ret'l;r'n activity;
}

TEERE 1AL Activity 2544 i ClassLoader fin#; Acitivty, #2518 Activity [ attach
Fik:, 5 r.token MR{EZS Activity K 175 & mToken, {E{FFE 2 A ActivityClientRecord #i
& r.token {47/E mActivities H1 (mActivities 25 %14 ArrayMap<IBinder, ActivityClientRecord>),
FR&E A Activity [1 finish 75 B0 RE 1 AL, ATUAR S5 . AMS FiI ActivityThread 7 [A] )38
TSR T token Xt Activity BEATFRIR, I HLULJE AT Activity (25 fiy AL BE th R AR token
kxt Activity BEATARIREY, FIELXAEIF-2K, FRATE Activity JEa0IN i TargetActivity
b BT SubActivity, X —id BELE performLaunchActivity 75 2 A, BB 2 A0
rtoken F5[A]AYAE TargetActivity, 7E performDestroyActivity FI{ERE 1 KRB AR TER
TargetActivity {YJ ActivityClientRecord, =] I, TargetActivity 2 E A A= 4y B HIRY

15.4.3 Hook Instrumentation

Hook Instrumentation SZE{3ELEL Hook IActivityManager 2B fE) f—28, /GRS SN
Hook IActivityManager sScElFHEE , BEE RS X BAEEA, Hook Instrumentation SZEf
[FIFEDZE3E 2 5 BT Activity, 55 Hook IActivityManager SEEUAS G UAE, FH 5 BT Activity %%
Bl Activity DL JEAF 2 Activity [ 5 AS[R] , Acitivty [ startActivity 75718 FIHF

i 15-9 Fiork,

MO 159 W LL% BL, fE Activity 5@ if AMS BRI, & H Actvity [
startActivityForResult J5{: :

frameworks/base/core/java/android/app/Activity.java

public void startActivityFor Resul t (@Requi resPermssion Intent intent, int requestCode,
@Wul | abl e Bundl e options) {
if (nParent == null) {
options = transferSpringboardActivityQptions(options);
Instrunentation. ActivityResult ar =
m nstrunent ation. execStartActi vity(
this, nMainThread. get Appl i cati onThread(), nToken, this,
intent, requestCode, options);

} lell.se {
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‘ Activity Instrumentation IActivityManager AMS

——startActivity

startActivityForResult

|
I
|
execStartActivity—= |
startActivityT
|
|
|
1
1
|

——startActivity—— ,\I

[’ 15-9  Acitivty [ startActivity J5 5 )8 F 7 &

1 startActivityForResult J5#:H i T Instrumentation [ execStartActivity J5 7K #iG
Activity 194 dy B,

& 15-8 4y if F ActivityThread [ performLaunchActivity 5, 405 in:

frameworks/base/core/java/android/app/ActivityThread.java

private Activity perfornLaunchActivity(ActivityQientRecordr, Intent customntent) {

11 RIEZ 5 Activity By ET X
Cont ext I npl appCont ext = creat eBaseCont ext For Activity(r);
Activity activity = null;

try {
java.l ang. d assLoader cl = appContext.getd assLoader();

11 A R 2B R A2 Acti vity B 57]
activity = minstrunentation. newActi vity(
cl, conponent.getd assName(), r.intent);//1
} catch (Exception e) {
}

return activity;
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FEFEPRE 1 AR T minstrumentation [ newActivity J5ik, FPNEE FIZOMZR & K Gl #:
Activity B2, BEXBRATTLAERITZ, iafE Instrumentation B execStartActivity
Fi A H 5 B SubActivity SiiEid AMS fYZETIE, 7F Instrumentation [ newActivity J5 A iR
Ji TargetActivity , iX B4 (E#BFI Instrumentation A ¢, FELIRAIATLAH B & LW
Instrumentation 3£ 3 Hidsi minstrumentation, B4 A1 H € X — ) Instrumentation, fF
execStartActivity J5 7B BBl TargetActivity %4 SubActivity, 40T

InstrumentationProxy.java

public class InstrunentationProxy extends Instrumentation {
private Instrunmentation mnstrumentation;
private PackageManager nPackageManager;
public InstrumentationProxy(lnstrunentation instrunentation, PackageManager
packageManager) {
m nstrunmentati on = instrunentation;
nPackageManager = packageManager;
}
public ActivityResult execStartActivity(
Cont ext who, |Binder contextThread, |Binder token, Activity target,
Intent intent, int requestCode, Bundl e options) {

Li st<Resol vel nfo> infos = nPackageManager. querylntentActivities(intent,
PackageManager . MATCH ALL) ;
if (infos == null || infos.size() == 0) {

i ntent. put Ext r a( HookHel per. TARGET | NTENsT_NAME,

i ntent. get Conponent (). getd assNane());//1

i ntent.set d assName(who,

"com exanpl e. | i unangshu. pl ugi nactivity. StubActivity");//2

}

try {
Met hod execMet hod = I nstrunentation. cl ass. get Decl ar edMet hod( " execSt art
Activity", Context.class, |Binder.class, |Binder.class, Activity.class,
Intent.class, int.class, Bundle.class);
return (ActivityResult) execMethod.invoke(m nstrunentation, who,
context Thread, token, target, intent, requestCode, options);
} catch (Exception e) {
e.printStackTrace();

}

return null;

}
HREKRE S Activity £ % B4 7E AndroidManifest.xml FriEM T, i A HEM
BEAEERE 1 A B 3E B30 Activity(TargetActivity)[J) ClassName {RfF#23€ T /5104 R
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TargetActivity, 1ZELEERE 2 AT BB Activity & StubActivity, & )5l R 51H
execStartActivity 757k, XL R L StubActivity 3@ i AMS BJIETIE 77 InstrumentationProxy
i newActivity J5kH iR R TargetActivity, a0 R

InstrumentationProxy.java

public Activity newActivity(d assLoader cl, StringclassName, Intent intent) throws
Instantiati onException,
I'll egal AccessException, O assNot FoundException {
String intentNanme = intent.getStringExtra(HookHel per. TARGET_| NTENT_NAME) ;
if (!TextWils.isEnpty(intentName)) {
return super.newActivity(cl, intentName, intent);

}

return super.newActivity(cl, className, intent);

}

£ newActivity J5E 618 T e ATER1ERY TargetActivity, 5Eh T 18R TargetActivity, %
‘5 hookInstrumentation 757, F InstrumentationProxy #5# mInstrumentation;

HookHelper.java

public static void hookl nstrunmentation(Context context) throws Exception {
O ass<?> context | npl dass = d ass. for Nae("andr oi d. app. Context I npl ") ;
Fiel d mvai nThreadField =FieldWil.getField(contextlnpld ass,
"mMvai nThread");//1
Cbj ect activityThread = mivai nThreadFi el d. get (context);//2
O ass<?> activityThreadd ass = d ass. for Name("androi d. app. Acti vi tyThread");
Field mnstrunmentationFiel d=FieldWil.getField(activityThreadd ass,
"mnstrunentation");//3
FieldUil.setField(activityThreadd ass, activityThread, "nm nstrunentation”,
new | nstrument ati onProxy((Instrunentation) ninstrumentationField.
get (activityThread), context.getPackageManager()));

}

FEERE 1 AbgREL ContextImpl 28HY ActivityThread 25%Yf) mMainThread FE%, R 2
REARICY AT bR SCARERY ActivityThread 42, fE{FE 3 ALZRI ActivityThread iy
mlinstrumentation = E& , # J5 B InstrumentationProxy g #% #i mlnstrumentation , £
MyApplication [ attachBaseContext J5 75 H 8 Fl HookHelper Y hookInstrumentation J57% , i@
rfery, MFdsds “JEshEeE” R, RIS IRYR AR TargetActivity,

15.4.4
X—TIAME T B Activity BJREE, FEN G kL H -
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AndroidManifest.xml Fr{E M Activity 4T 5T, FSkil AMS RS, #EEAEN
EHLIR H: Activity B8t 5501 Activity, b T S AFHBUEAR RS20 1k Activity ROBCRE, k%
HWE T4 Activity FUINEGZH, BG4 TargetActivity U3 O 4 hn#adk k46 i
Activity, [RIFFX — T EIRATEAFHIERAR T Activity 1y B ahid £2,

15.5 Servicefdif}1t

Service fif{-{LFN Activity (LY ELA LEA R, BATISEK BB — T Service #YJ535)
155.1 Service Activity

1E 42 HkE| T Service WIRZNERE, ‘BF1 Activity fRzhid 2500, (HA R,
ContextImpl F| AMS i Fid 2 an & 15-10 AR,

ContextWrapper Contextimpl IActivityManager AMS
startServich
’ tartSenchj
startServiceCo_.mmon
startServics

|
|
|
|
|
|
|
|
|
i
startservic ]'
|
|
!

B 15-10 Contextlmpl F| AMS FJiE T2

£ Contextlmpl 3] AMS FYIE RSB HE A H Instrumentation AN, {EJ5420Y
ActivityThread J5zf) Service it FRp i —#E0Y, & 15-11 fiw,
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AMS ActiveServices ApplicationThread ActivityThread H Service

1 i
1 |
i i
startServic |
i
|
i
startSenriceLocked%I‘_‘
|
|
|

startServicelnnerLocked

bringUpServicelocked

A

realstartServicelocked

I:I_c‘hedulecreates ervic
I
i
-sendM essag E
1
'
!
I
handle Masagvjl

|

|

i

i

i

i

|

i

|

i

i

|

o<-handleCreateServic ]

| 1

| |

-onCreate -
|
|
i |
i |
| |
| |
| |

B 15-11  ActivityThread J25f) Service

\] I, Service (1% JE b1 Instrumentation 524 % 4G =1, Rl L Service $#ifE L A @ i Hook
Instrumentation 328, Service {1t 7] LI Hook IActivityManager {75 23 ScEiid 2 #;
FIXAEER], FATTFEE T MREARCEE 5 1 Activity FI1 Service AR, FEALLT 3 M

* Activity i Bk TAREFERY, — /MR AY Activity FIECE A S K S, BIARIELHESE AL
BRI Activity $RREABRAT, FTUAFBIA RIS BT Activity SRSKIL, BrEmif:
RGP, I CAEZR AL PR (45 1 Service %R AT LLEIT P ICRRIM, Toi: AR
FY &5 3t Service S s2E) .

® {E Standard #5532k JEBNRI—H YU Activity RTUAGIEE % 4> Activity S, {H2
2k JAE) E BT Service HAS Bl £ A4~ Service LA,

o H PRI B4 E] Activity RUA I, BURAETE Activity B4 dy BT
R ARSREH, Hook IActivityManager J5ZH b JEfifE Activity 52k TiX—
Mo Service BA Ay JEHHANSE FA P, rTUAHIIF R EE PR A dr B, (A D285
.
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LiA b 3 SR, Service LA AT LA Hook IActivityManager 75 %33k
L, IRATFHEIRB—AH G %,

155.2

Activity i LHYE AE T 2RUE BRI A G R, 1o Service flf LAY E F& IRIEERY
RS, XtTEFH— A HIERY Service RSEEL, MARR GHT Activity ARFEE—/A~ ST
TEM . 24 )52hiEfF Service i, wisx s BahfRHEE Service, 24X M UHE Service iBfT#e R 2 A,
£ BHY onStartCommand 25751k HE 474 k&, $STHf: TargetService [ onCreate & 51,
X MEREE S K .

15.5.2.1 RBziKIE Service

Service LT — A HIERY Service KL, FATSEZAE AndroidManifest.xml iy
W ProxyService, #0FFiR:

<?xm version="1.0" encodi ng="utf-8"7?>
<mani f est xm ns: androi d="htt p://schemas. andr oi d. coni apk/ r es/ andr oi d"
package="com exanpl e. | i uwangshu. pl ugi nservi ce" >

<application

<servi ce androi d: name=". Pr oxySer vi ce"
/I andr oi d: pr ocess=": daenon”
/>
</ appl i cation>
</ mani f est >

X BT RAZEFEM T ProxyService, 1kBisfT/E24 0 HER PG, RELATELE X
android:process T £, £ MainActivity 1 J2zhiE¢E Service, Zn A~

MainActivity.java

public class MinActivity extends AppConpatActivity {

private Button bt_hook;

@verride

protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOr eat e( savedl nstanceState) ;
set Content Vi ew(R | ayout . activity_main);
bt _hook = (Button) this.findViewByld(R id.bt_hook);
bt _hook. set OnQ i ckLi st ener (new Vi ew. Ond i ckLi stener() {

@verride
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public void ondick(View view {
Intent intent = new Intent(MinActivity.this, TargetService.class);
start Service(intent);

Ik

}

K TAETRRAR, X EAWE T H0F Service fUM#E 2, HIZOIH —/ TargetService At
F e hnFadt ki Service, TargetService FUACES AN T PR :

TargetService.java

public class TargetService extends Service {

private static final String TAG = "Target Service";

@ul | abl e

@verride

public IBinder onBind(Intent intent) {
return nul | ;

}

@verride

public void onCreate() {
super.onCreate();
Log. d(TAG "onCreate");

}

@verride

public int onStartCommand(Intent intent, int flags, int startld) {
Log. d(TAG "onStart Conmand");
return super.onStart Command(intent, flags, startld);

}

TargetService 2 HIR4TE Log, #iE H I i & ek, TargetService Fisk
HREFEHE Service, NREREE AN, THEIEHHE ProxyService, 24 TikFix— HAYF
1175 % Hook IActivityManager, HERVIFEBFIBZIRY 1542 iR R0, & O
TActivityManager FJfCEESE [ActivityManagerProxy, 401 1R

public class |ActivityManagerProxy inplenents InvocationHandl er {
private Chject mActivityManager;
private static final String TAG = "I ActivityManager Proxy";
public IActivityManager Proxy(Cbj ect activityManager) {
this. mActivityManager = activityMnager;
}

@verride
public bject invoke(hject o, Method method, Cbject[] args) throws Throwabl e {
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if ("startService".equal s(nethod. getName())) {//1

}

Intent intent = null;
int index = 0;

for (int i =0; i <args.length; i++) {
if (args[i] instanceof Intent) {
index = i;
br eak;
}
}

intent = (Intent) args[index];

Intent proxylntent= new Intent();//2

String packageNane = "com exanpl e. | i unangshu. pl ugi nservi ce";

proxyl ntent. set d assNane( packageNane, packageNane + ".ProxyService");//3
proxyl ntent. put Ext ra( ProxyServi ce. TARGET_SERVICE, intent. get Conponent ().
getC assName());//4

args[index] = sublntent;//5

Log. d(TAG "Hook #&");

return nethod. i nvoke(mActivityManager, args);

}

FEERE | b4 startService 1513, $#E RIS args 55—/~ Intent X} 52, "BJRAE
JEZhiE Y TargetActivity fy Intent, FE{ERE 2. [FF: 3 AbHiE—/ proxylntent fkE3h
ProxyService, 3B 4 Ab¥BiX /)~ ProxyService [ Intent {£ 173 proxylntent #v, {5 dEfT
5y Ko AETERE S AbHF proxyIntent BR{EZ 245 args, XA EENHY BFREAE A T ProxyService,
E X T TActivityManagerProxy , F {15k 55 % H TActivityManagerProxy & % #t & 58 1Y
IActivityManager, 40 PR

HookHelper.java

public class HookHel per {
public static final String TARGET_INTENT = "target_intent";
public static void hookAVS() throws Exception {
(bj ect defaul tSingleton=null;
if (Build.VERSION SDK_INT >= 26) {//1

d ass<?>activi t yManaged azz = d ass. f or Nane( " andr oi d. app. Acti vi t yManager") ;

/1 ¥ acti vi t yManager 8y 1 ActivityManager Si ngl et on
defaul tSingleton= FieldWil.getField(activityManaged azz ,null,

"1 ActivityManager Si ngl et on");

} else {
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/1 3B Act i vi t yManager Nat i ve ## gDef aul t 5 £

defaul tSingleton= FieldWil.getField(activityManagerNatived azz,null,
"gDefault");

}
O ass<?> singletond azz = d ass. forName("androi d. util.Singleton");

Field mnstanceFiel d= Fiel dWil.getField(singletondazz ,"mnstance");//2
/1 FKBi Act i vi t yManager

Cbj ect i ActivityManager = ml nstanceFiel d. get (defaul t Singleton);//3

0 ass<?>j Activi tyManager d azz = d ass. f or Nane( " andr oi d. app. | Acti vi t yManager");
Cbj ect proxy = Proxy.newProxylnstance(Thread. current Thread(). get Cont ext
d assLoader (), new O ass<?>[] { iActivityManagerd azz },

new | activityManager Proxy (i ActivityManager));

m nst anceFi el d. set (def aul t Si ngl eton, proxy);

}

HIEAEERE 1 X RGMRARIEATIX 50, B 2R B2 Singleton<IActivityManager>2: %Y
) IActivityManagerSingleton 53 gDefault T2 B , fE{EEE 2 Ab3REX Singleton 2 1) mInstance
FEB, M 15.4.2.2 Fidp 45 I Singleton 28 fRAL I L4740 minstance F-BeHYAA T, fEHERE
3 418 F| TActivityManagerSingleton B gDefault EE iy T FYRA, T AIEE A
[ActivityManager, H/zh&0IEfCHEZE TActivityManagerProxy, Fi TActivityManagerProxy
Sk 1ActivityManager, Fordb 3 T FieldUtil 2, ix AN2RA0E XAE 14.5.1.2 B2k,
H & . —~ Application i§ /| HookHelper FJ hookAMS 5%k, 4 FFrs:
MyApplication.java
public class M/Application extends Application {
@verride
protected voi d attachBaseCont ext (Context base) {
super . att achBaseCont ext (base) ;
try {
HookHel per . hook AVS() ;
} catch (Exception e) {

e.printStackTrace();
}

}

iz A7 A L MainActivity BYHZEI, JRZHIA R TargetService, i fL
ProxyService, £ [ RFAIFFEAE ProxyService rdtfT LB % .
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15522 REHXL
Y45 ProxyService 2%, 41 FFi/R:

ProxyService.java

public class ProxyService extends Service {
public static final String TARGET_SERVICE = "target_service";

@verride

public int onStartCommand(Intent intent, int flags, int startld) {

if (null ==intent || !intent.hasExtra(TARGET_SERVI CE)) ({
return START_STI CKY;

}

String serviceNanme = intent. get StringExtra( TARGET_SERVI CE) ;

if (null == serviceName) {
return START_STI CKY;

}

Service target Service=nul | ;

try {

d ass activityThreadd azz = d ass. f or Nane( " andr oi d. app. Acti vityThread");
Met hod get ActivityThreadMet hod = activityThreadd azz. get Decl ar edMet hod
("get ApplicationThread");
get Acti vi t yThr eadMet hod. set Accessi bl e(true);
Cbj ect activityThread = FieldWil.getField(activityThreadd azz, null,
"sCurrent ActivityThread");//1
Cbj ect applicationThread = get Acti vit yThr eadMet hod. i nvoke(activityThread);//2
G ass ilnterfaced azz = O ass.forName("android.os.|Interface");
Met hod asBi nder Met hod = il nterfaceCd azz. get Decl ar edMet hod( " asBi nder");
asBi nder Met hod. set Accessi bl e(true);
(bj ect token = asBi nder Met hod. i nvoke(applicationThread);//3
O ass servicedazz = d ass. forName("androi d. app. Service");
Met hod attachMethod = servi ced azz. get Decl ar edMet hod( " at t ach”,
Context.cl ass, activityThreadd azz, String.class, |Binder.class,
Appl i cation.class, Qbject.class);
at t achMet hod. set Accessi bl e(true);
(bj ect defaul t Si ngl eton=nul | ;
if (Build.VERSION SDK_INT >= 26) {//4

d ass<?> activityManaged azz = ( ass.forNane("android. app. Activity

Manager") ;
/1 #%H act i vi t yManager 8y 1 ActivityManager Si ngl et on F#
defaul tSingleton = FieldWil.getField(activityManaged azz, null,
"1 ActivityManager Si ngl et on");
} else {
O ass<?> activityManagerNatived azz = ( ass. forNanme("android. app.
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ActivityManager Native");

/1 33 Act i vi t yManager Nat i ve ##7 gDef aul t 5

defaul tSingleton = FieldWil.getField(activityMinagerNatived azz,
null, "gDefault");

}
d ass<?> singletond azz = O ass. forName("android. util.Singleton");
Field mnstanceField = Fiel dWil.getField(singletondazz, "mnstance");
/1 3XBi Act i vi t yManager
Qbj ect iActivityManager = mlnstanceFiel d. get (defaul tSingleton);//5
target Service = (Service) O ass.forName(servi ceNane).new nstance();//6
at t achMet hod. i nvoke(target Service, this, activityThread, intent.
get Conponent (). get O assNane(), token, getApplication(),
i ActivityManager);//7
target Service.onCreate();
} catch (Exception e) {
e.printStackTrace();
return START_STI CKY;

}

target Servi ce.onStart Command(intent, flags, startld);
return START_STI CKY;

}
f£ onStartCommand 75 ;i b4 TREE 3 e, X BRI LR, 20T 3 i

® ProxyService FFZEAKIF[AIXF Service #4750 KALEE, FrLAMESECSRMANE . TS
RS P T 5E BRI 5 25K ] START _STICKY, iX £¥ ProxyService £x 2 # G Jf:
47 onStartCommand 5,

o fIl%t targetService - ) 5118 H targetService {Y attach 51,

o JITACH %K, AT targetService [ onCreate 75,

X F AR RIS L, WSRO — T, AT IS Service [ attach
Tk, Br T E RS E] attach 5540, R FEZEAGF] attach TR EHIZ 4L ActivityThread,
IBinder, IActivityManager 2¢, fE{ERE 1 4bfE3| ActivityThread %%, fZEEF: 2 ACARTE
ActivityThread 53] applicationThread %1%, 5% applicationThread %% A& R 3 4b
FCHE H ApplicationThread [ asBinder J5 7553 token %4 , fEJE AL H1iX /™ token 4& IBinder
PR, R 4 RCBFRE 5 b 2RI R Z AT Z R B, OVIZAER AR T,
Aok T 3REU iActivityManager, fE{ERE 6 Ak ) 51153 targetService, X H R A T 52,
H targetService fXF% CL& gtk U4 Service, HIE AU LAHELE S A ClassLoader KA
Fiddi Ay Service, {EIHEREE 7 AL B4R T targetService [ attach 7575, FH-f& ABLHTHF (Y
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2R, BT targetService {Y onCreate J5 75K 52 sl BR 4 & . 1847 b B0 MainActivity
IR, AMXEs) T ProxyService, #fiff: TargetService W4 /250 T .

15.6 ContentProviderififf{t

5 Activity, BroadcastReceiver {35 Z(di FHA#HEL, ContentProvider {if RS =R H- A5,
R A EetE b HEZE H- A 5 ContentProvider #ifE{t . 7Ei%] ContentProvider # {41t 2 Bl
{75 1H 2 {5 B [al i — T ContentProvider { Bzl F2,

15.6.1 ContentProvider

ContentProvider =% Ffl T3 AR N AIHERE I U4 PE 4L =, ‘B RIFEREE25d AMS skeitfrib
PR, query 5753 AMS WUiA B 4anE 15-12 o,

ContentResolver ApplicationContentResolver ActivityThread IActivityManager AMS

———query

acquirel nstableProvider

H
i
'
'
1 | |
i i ]
I I |
I I i
I I |
| : : ‘
acquireUnstableProvider i 3
I ' i
I 1
' cquireProvider: H 3
I getContentProvider- ]
j 1
E -getContentProvider. "
I
|
1

getContentProviderimpl

attach

attach.ﬁppllcatlonl
-attachApplication

Bl 15-12  query J57%3] AMS By it 2

1
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ME 15-12 "] F H ContentProvider [y query J51:43 8 ActivityThread fY acquireProvider
ik, TR

frameworks/base/core/java\android\app

public final |ContentProvider acquireProvider(
Context c, String auth, int userld, bool ean stable) {
final |ContentProvider provider = acquireExistingProvider(c, auth, userld,
stable);//1
if (provider !'= null) {
return provider;

}
Cont ent Provi der Hol der hol der = nul | ;

try {
hol der = Acti vityManager. get Servi ce() . get Cont ent Provi der (

get Appl i cationThread(), auth, userld, stable);//2
} catch (Renot eException ex) {
throw ex. r et hr owrr onByst ener ver () ;

}

if (holder == null) {
Slog.e(TAG "Failed to find provider info for " + auth);
return null;

}
hol der = install Provider(c, holder, holder.info,

true /*noi sy*/, hol der.noRel easeNeeded, stable);
return hol der. provi der;

}

TEFRE 1 AbAY acquireProvider 75 i #1235 i) mProviderMap & & 4 H #1 IContentProvider
G, ANERE, #EBSTEAERE 2 4bRY IActivityManager 19 getContentProvider 751,
B4 48 AMS fJ getContentProvider 75 3k Bt ContentProviderHolder ( HLJfj £ 25
IContentProvider 2k7%I%¢#E ), IContentProvider s&—/> Binder %1%, HTHFEEEE,
ContentProvider 3L A S FFE4S IContentProvider SEANEE . AMS =7 Content Provider
fd RS Activity F1 Service 28{0l, #fi&idid ActvityThread ] H A&k {HEHY, RAAIDZHE
BITEELREF, B ContentProvider {J onCreate 75, HAMNFIEAEF 4.5 17,
XEAFER,

15.6.2 VirtualApk

ContentProvider LAY FEEE T ContentProvider $E{- L =248/~ 4%, F1 Service
WL, FTFEEM —AEIER ContentProvider /£t ContentProvider, FfEix /MY
Jf ContentProvider =258/~ 245, W T4ffk ContentProvider RYidE k443858 B CHE
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ContentProvider AbFRFE4> %k 25 %] b 36 ContentProvider, Xt ContentProvider #H{:{LHY
JREE, X AR M Activity 1 Service i EABE D B —A/IMAl- R LB, WA —F
3K, i Virtual Apk fJ ContentProvider ffiff-{t & anfrf SEBLRY . AREA T A HY 21
MR, MERABESIE = THERSBNTZL,

15.6.2.1 VirtualApk #3481t

AW PR iR VirtualApk % T ContentProvider ffi{:{tAISLEl, T35 RME T MR
Virtual Apk A& 4n{Af #4510 Y, VirtualApk 25 H T {8 AR F{CES, 7E MainActivity {Y onCreate
FHEFIAHT RS

app/src/main/java/com/didi/virtualapk/MainActivity.java
this.loadPlugin(this);

MainActivity fY loadPlugin J5 40 F s :

app/src/main/java/com/didi/virtualapk/MainActivity.java
private void | oadPl ugi n( Cont ext base) {
Pl ugi nManager pl ugi nManager = Pl ugi nManager . get | nst ance(base);//1
Fil e apk = newFi | e( Envi ronment . get Ext er nal St orageDi rectory(), "Test.apk");
if (apk.exists()) {
try {
pl ugi nManager . | oadPl ugi n(apk);//2
} catch (Exception e) {
e.printStackTrace();

}

}
EERE 1 A TFmiattEt b 25, EERE 2 HFmEddEf:. PluginManager [
getInstance J5 {40 N~ :

CoreLibrary/src/main/java/com/didi/virtualapk/PluginManager.java

public static Plugi nManager getlnstance(Context base) {

if (slnstance == null) {
synchroni zed (Pl ugi nManager. cl ass) {
if (slnstance == null)
sl nstance = new Pl ugi nManager ( base) ;
}
}
return slnstance;
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private Pl ugi nManager (Context context) {
Cont ext app = context. get Appli cati onContext();
if (app == null) {
this.mContext = context;//1
} else {
this.mContext = ((Application)app).getBaseContext();//2
}
prepare();
}
private void prepare() {
Syst ens. sHost Cont ext = get Host Context();//3
thi s. hookl nst runent at i onAndHandl er ();// 4
i f (Build.VERSION SDK_ | NT >= 26) {
t hi s. hookAVBFor () ;
} else {
t hi s. hookSyst enBer vi ces();
}
}

PluginManager [ getlnstance J5 iR FH& B GIREAGAARGN (DCL), fEHERE 3 Abgk
Hup 9 BT 3C Context, {E 7 this.mContext, BELEHERE 1 AR 3 AWAIE, (8 4 2CH
F Hook Instrumentation 11 H, 3#ERIEAFEIAY RS04 Hook [ActivityManager, iX % Hook
JRPRLE 15.4 Fivh ¥kt , 2% LA MainActivity {9 loadPlugin J57%;, 7E7ERE 2 AbiEH
T pluginManager [ loadPlugin J5 ;.

CoreLibrary/src/main/java/com/didi/virtualapk/PluginManager.java

public void | oadPl ugin(File apk) throws Exception {

LoadedPl ugi n plugi n = LoadedPl ugi n.create(this, this.nmontext, apk);//1
if (null !'= plugin) {
thi s. Pl ugi ns. put (pl ugi n. get PackageNane(), plugin);
pl ugi n. i nvokeApplication();//2
} else {
throw new RuntinmeException("Can't load plugin which is invalid:
apk. get Absol ut ePat h());

"4

}

AR 1 AHA T LoadedPlugin { create J512: 3k Gl LoadedPlugin ¥4, fEHEEE 2 &b
BIEEREERY Application, LoadedPlugin FUA43& 75 40 N B

LoadedPl ugi n( Pl ugi nManager pl ugi nManager, Context context, File apk) throws
PackagePar ser. PackagePar ser Excepti on {
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t hi s. nPl ugi nManager = pl ugi nManager ;
thi s. mHost Cont ext = context;

this. mPl ugi nCont ext = new Pl ugi nContext(this);//1
this.mNativeLi bDir = context.getDi r(Constants. NATI VE DI R,

Cont ext . MODE_PR! VATE) ;

this. mMResources = creat eResour ces(context, apk);
this. nd assLoader = createCd assLoader (context, apk, this.nmNativeLibDr,

cont ext . get d assLoader ());

/| Cont ent Provi der #1% %64

Map<String, Providerlnfo> providers = new HashMap<String, Providerlnfo>();
Map<Conponent Narre, Provi der | nf o> provi der | nf os = new HashMap<Conponent Narre,

}

Provi der | nfo>();

LoadedPlugin FY#41& 5 i A bb e £, E 2R G/ — S R R Ay 52, bk 4n
Packagelnfo, Resources, ClassLoader %, b G ARk VU KA MEHHC ISR EEH), Lhin
Map %%, FEEEARE, (8B 1 SR ARY |7 3C PluginContext, & Virtual Apk %])
IRfEst ERX B, FA 4% 11 2] ContentProvider ffiff-ftix —1E,

15.6.2.2 RBziMXIE ContentProvider

1F MainActivity {J onButtonClick 75k # 25 1lli, ContentProvider, 41F .

app/src/main/java/com/didi/virtualapk/MainActivity.java

public void onButtondick(Viewv) {
if (v.getld() == Rid.button) {

}
}

final String pkg = "comdidi.virtual apk. demo";

/1 test ContentProvider

Ui bookWri = Uri.parse("content://comdidi.virtual apk. deno. book.

provi der/ book");

LoadedPl ugi n plugin = Pl ugi nManager. get | nstance(this). getLoadedPl ugi n
(pkg);

bookUW i = Pl ugi nCont ent Resol ver. w apper Uri (pl ugi n, bookUri);

Cursor bookCursor = get Cont ent Resol ver (). query(bookUri, new String[]
{"_id", "name"}, null, null, null);//1

elseif (v.getld() == Rid. about) ({
showAbout () ;
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£ Activity 2z Virtual Apk 5t i# i Hook Instrumentation fJFER,, ££ VAlnstrumentation
HJ callActivityOnCreate 757+ Fi PluginContext 4 T ContextWrapper HJ 5% 5122 & mBase,
mBase 4% Context 5%y, A T % mBase fIEEFR 5 3=, B 1 1Y getContentResolver
bR A2 PluginContext [1Y) getContentResolver J5 1

CorelLibrary/src/main/java/com/didi/virtualapk/internal/PluginContext.java

@verride
publ i c Content Resol ver get Cont ent Resol ver () {
return new Pl ugi nCont ent Resol ver ( get Host Context ());

}

1£ getContentResolver J5ykH H I E T PluginContentResolver 7% A T 75 £ A Context,
K24 IR TR A getContentResolver {Y query J5 i, 2B 2 HH T PluginContentResolver
f) query J5 %, MAEE 15-12 Frox w40, query J57% 2 M ContentResolver [
acquireUnstableProvider J57%, PluginContentResolver  E T acquireUnstableProvider J5 .

CoreLibrary/src/main/java/com/didi/virtualapk/internal/PluginContentResolver.java

protected | Content Provi der acqui reUnst abl eProvi der (Context context, String auth) {

try {
i f (nPl ugi nManager . resol veCont ent Provi der (auth, 0) !'=null) {//1

return nPl ugi nManager . get | Cont ent Provi der () ;
}

return (I ContentProvider) sAcquirelnstabl eProvider.invoke(nBase, context,
auth);

} catch (Exception e) {
e.printStackTrace();

}

return null;

}

EER 1 oaEEEh 2 G A AR ContentProvider, #nREA#IAH £S5
ContentResolver FYJ acquireUnstableProvider 75 5, A BYif < I H PluginManager fJ

getlContentProvider 5, 1.

publ i c synchroni zed | Content Provi der getl ContentProvider() {
if (m ContentProvider == null) {
hookl Cont ent Pr ovi der AsNeeded() ;

}

return m Content Provi der;

}
hookIContentProviderAsNeeded 540 | i~ :
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CoreLibrary/src/main/java/com/didi/virtualapk/PluginManager.java
private voi d hookl Cont ent Provi der AsNeeded() {

/1 3345 Cont ent Resol ver #7 Uri
Uri uri = Ui.parse(PluginContentResol ver.getUri(nContext));//1
/1 #2%] | Cont ent Provi der
nmCont ext . get Cont ent Resol ver (). cal | (uri, "wakeup", null, null);//2
try {
Field authority = null;
Field nProvider = null;
11 K552 ActivityThr ead 524
ActivityThread activityThread = (ActivityThread) ReflectWil.
get Acti vi tyThread(nCont ext);
Map nProvi der Map = (Map) Reflect Wil . getFiel d(activityThread. get d ass(),
activityThread, "nProviderMp");//3
Iterator iter = nProviderMap.entrySet().iterator();
while (iter.hasNext()) {
Map. Entry entry = (Map. Entry) iter.next();
Chj ect key = entry. getKey();
Chj ect val = entry. getVal ue();
String auth;
if (key instanceof String) {
auth = (String) key;
} else {
if (authority == null) {
authority = key. getd ass(). get Decl ar edFi el d("aut hority");
aut hority. set Accessi bl e(true);

}
auth = (String) authority. get(key);

i f (auth. equal s(Pl ugi nCont ent Resol ver. get Authority(nContext))) {
if (nmProvider == null) {
nProvi der = val.getd ass(). get Decl aredFi el d("nProvi der");
nProvi der . set Accessi bl e(true);
}
| Cont ent Provi der rawProvi der = (1 ContentProvider) nProvider.
get(val);
| Cont ent Provi der proxy = | Content Provi der Proxy. newl nst ance
(mContext, rawProvider);//4
m Cont ent Provi der = proxy;//5
Log. d( TAG "hookl Cont ent Provi der succeed : " + nl Cont ent Provi der);
br eak;

}

}
} catch (Exception e) {
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e.printStackTrace();

}

T2t T AR, XA~ 5 & ok Hook IContentProvider (1, {E{EFE 1 Ab3RIFAR
F ContentResolver {1 Uri, 7EiFE8& 2 A8 ContentResolver [ call 5, mContext f&15F
i Context, K| ix B JH FH #2785 F ContentResolver | call J5{%:, 7753 IContentProvider,
1E{FRE 3 Ab3REX ActivityThread () mProviderMap, 2% N385 mProviderMap, &I/ JC iy
IContentProvider, £E13-B& 5 &b F A Bl IContentProviderProxy 4 IContentProvider, 52 5k Hook
IContentProvider, IContentProviderProxy Y wrapperUri J5 5 S2EL T %64 Uri FUHR1E, R
PR

CoreLibrary/src/main/java/com/didi/virtualapk/delegate/IContentProviderProxy.java

private void wapper Ui (Mthod method, Cbject[] args) {

Pl ugi nManager pl ugi nManager = Pl ugi nManager . get | nst ance( nCont ext);
Provi derlnfo i nfo = pl ugi nManager . r esol veCont ent Provi der (uri . get Authority(), 0);
if (info!=null) {
String pkg = info.packageNane;
LoadedPl ugi n pl ugi n = pl ugi nManager . get LoadedP! ugi n( pkg) ;
String pluginWri = Wi.encode(uri.toString());
StringBuil der buil der = new StringBuil der (Pl ugi nCont ent Resol ver. get Uri
(mContext));//1
bui | der. append("/ ?pl ugi n=" + pl ugi n. get Location());
bui | der. append(" &kg=" + pkg);
bui | der. append(" &uri =" + pluginUri);
Ui wapperWi = Uri.parse(builder.toString());//2
i f (nethod. get Nane().equal s("call")) {
bundl el nCal | Met hod. put St ri ng( KEY_WRAPPER URI, wrapperUri.toString());
} else {
args[index] = wapperWi;//3
}

}

EERE 1 AMSREUR R Urd Hrd 2 5k StringBuilder, 22 3k *] StringBuilder JE478#4%,
FETERE 2 A2 — /) Urd, fE7ERE 3 A% Uri, X AEFRAT1 B3 —/ 4 f: ContentProvider
254t B3 AL ContentProvider,

15.6.2.3 KES %

fEHH ContentProvider .2 fF AndroidManifest.xml F{EM T, 40 TS
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CoreLibrary/src/main/AndroidManifest.xml
<provi der

andr oi d: name="com di di . vi r t ual apk. del egat e. Renot eCont ent Pr ovi der"
androi d: aut hori ti es="${applicationld}.Virtual APK Provider"
andr oi d: process=": daemon" />

LI ContentProvider {J query J5vhiFy, s£iR2JHH RemoteContentProvider {Y
query J5{%:

CorelLibrary/src/main/java/com/didi/virtualapk/delegate/RemoteContentProvider.java
@wverride
public Cursor query(Uri uri, String[] projection, String selection, String[]
sel ecti onArgs, String sortOrder) {
Cont ent Provi der provider = getContentProvider(uri);//1
Ui pluginWri = UWi.parse(uri.getQeryParaneter(KEY_UR));
if (provider !'= null) {

return provider.query(pluginWUi, projection, selection, selectionArgs,
sort Order);

}

return null;

}

FEEFR 1 b4t RemoteContentProvider R getContentProvider J5 ik 15 | — />

ContentProvider, &M BZHY query 57, RemoteContentProvider [ getContentProvider J5
BT RR:

CorelLibrary/src/main/java/com/didi/virtualapk/delegate/RemoteContentProvider.java

private ContentProvider getContentProvider(final Ui uri) {
final Plugi nManager pl ugi nManager = Pl ugi nManager. get | nst ance(get Context ());
Ui pluginUri = Wi.parse(uri.getQeryParameter(KEY_UR));
final String auth = pluginUri.getAuthority();
Cont ent Provi der cachedProvi der = sCachedProvi ders. get (auth);//1
if (cachedProvider !'= null) {
return cachedProvi der;
}
synchroni zed (sCachedProviders) {
LoadedPl ugi n pl ugi n = pl ugi nManager . get LoadedPl ugi n(uri . get Quer yPar anmet er
(KEY_PKG));
if (plugin = null) {
try {

pl ugi nManager . | oadPl ugi n(new Fi | e(uri . get Quer yPar anet er (KEY_
PLUGN))); /12

} catch (Exception e) {
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e.printStackTrace();
}
}

final Providerlnfo providerlnfo=plugi nManager. resol veCont ent Provi der (aut h,
0);/13
if (providerinfo !'=null) {
RunWi |l . runU Thread(new Runnabl e() {
@verride
public void run() {
try {
LoadedP! ugi n | oadedPl ugi n = pl ugi nManager . get LoadedPl ugi n(uri .
get Quer yPar anet er (KEY_PKG) ) ;
Cont ent Provi der content Provi der = (ContentProvider) d ass.
f or Nare( pr ovi der | nf 0. nare) . newl nst ance();//4
cont ent Provi der. att achl nf o(| oadedPI ugi n. get Pl ugi nCont ext (),
providerinfo);//5
sCachedProvi ders. put (auth, content Provider);
} catch (Exception e) {
e.printStackTrace();

}
}
}, true);
return sCachedProvi ders. get (aut h);
}
return null;

5 A B RO AR uri FEARBT S auth, 7E7ERE 1 b2 MEE T h iU 7 47 ICRE auth (1)
i1 ContentProvider, %A TG S AR 2 oSt APK, HM ELm#fy APK rh 733
PC i auth {fY ProviderInfo , R $&:X 4~ ProviderInfo 5t v] UALE{F R 4 4 61 8t #E {4 ContentProvider,
FETERE 5 AbI G ContentProvider [y attachInfo J57:, HPNERS Affif}: ContentProvider
e B 250 FF R B0y onCreate 57, iX A4} ContentProvider gt J52h 1, & fix /el
4 ContentProvider IAZZ A7, S H 4 G844 ContentProvider,

15.7 BroadcastReceiverfiififi1t

BroadcastReceiver fJ{E M4 A F R, 2% 'Jz%%%u&ﬂﬂ%ﬂz:)ju&ﬂﬂ £ 44 HNABT
BroadcastReceiver FUZh#&EM, sh&EMEE AMS k52hk, sh&EMIEESHFE AMS
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th, BSEMEESEE/E AndroidManifest.xml iy}, B FAEZedtn, PackageManagerService
(PMS) z;lJ_] JH PackageParser [\ parsePackage 75Kt APK, it fi#tr APK whif
AndroidManifest.xml SCERIFRZERE] APK A Y& FifE BB BAH RIS B2, b
ApplicationInfo, ProviderInfo F1 Activitylnfo &, [KshBEMIIEBSTELE PMS tf,

15.7.1

# A{EMHY BroadcastReceiver 25 {F AndroidManifest.xml Hi% & <intent-filter>$3%: ,
BroadcastReceiver AR#EIXAMHR% HI(ERIZIC “BELER” BT #E . AR Activity
Ly Hook IActivityManager J52¢, F—/~ 55t BroadcastReceiver S8 1A Al f1
Wy, BREAIRMIE B FEHE ¥ &MY BroadcastReceiver fi<intent-filter>#r%s, XFEL
Bt BroadcastReceiver JCEEiEULE] “REILER” 1) 15, & S7EMPY BroadcastReceiver [
<intent-filter>Fr & L NI B, HE3) K FEMHY BroadcastReceiver £ v L@ &% B
IntentFilter [, PFEX BILANEE] T A0, IBptd ik AEMAY BroadcastReceiver

IO BN ATEM SR AL PR, BARFRAFIZ) AR BroadcastReceiver 194 fiy JEHIAIE, (HA&
7’9 TR, XA R AR AN S i [A)E

15.7.2 VirtualApk

£ LoadedPlugin {4418 75 2 Fh SCBLER AL MY BroadcastReceiver #4142 &3 M, 40
THIR:

CoreLibrary/src/main/java/com/didi/virtualapk/internal/LoadedPlugin.java

LoadedPl ugi n( Pl ugi nManager pl ugi nManager, Context context, File apk) throws
PackagePar ser . PackagePar ser Excepti on {

Map<Conponent Nane, Activitylnfo> receivers = new HashMap<Conponent Narre,
Activitylnfo>();//1
for (PackageParser.Activity receiver : this.nPackage.receivers) {
recei vers. put (recei ver. get Conponent Nane(), receiver.info);//2
try {
Br oadcast Recei ver br = Broadcast Recei ver. cl ass.
cast (get d assLoader (). | oadd ass(receiver. get Conponent Nane() .
get A assNarre()) . new nstance());//3
for (PackageParser.Activitylntentinfo aii : receiver.intents) {
t hi s. nHost Cont ext . regi ster Recei ver (br, aii);//4

}
} catch (Exception e) {
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e.printStackTrace();

}
}

this. nRecei verInfos = Col |l ections. unmodi fi abl eMap(receivers);
t hi s. mPackagel nfo. receivers = receivers.val ues().toArray(new Activitylnfo
[receivers.size()]);

}

TR 1 ALY receivers F T4t fF b AR HAY BroadcastReceiver {5 8, AHYIEE A]
BB %ER], A T 4 receivers RJZ YL AU 252 ActivityInfo, 1X A% [K A PackageParser 1 fif#tT
AndroidManifest.xml [ $% <receiver> ¥y &5 24 1 <activity>Fr & A0 B T, I R AT 15 2 /Y
BroadcastReceiver 13 B AR (F Activitylnfo A, £E{EEE 2 A3 4 BroadcastReceiver {3 8
AL receivers i, [ERE 3 WA ALK, BoARASPE, PR 1 AEELE
BroadcastReceiver {2544, H ClassLoader fn#kif-alaxt% (%14 Object); HUE 2 &4
Object ##i4 BroadcastReceiver 255 | {E7ER: 4 4L1E 15 E Context [ registerReceiver J5
33k 52 1 BroadcastReceiver f{EN}

15.8 BHFEAIG1L

fE L —m PR IAME B I R T RHIRIE R, BHRMEE S AssetManager JEA KHY, [F]
FEdh, SRR AL ANk, AR RGEAI R IR AT a8 .

158.1

Jazh Activity 438 M performLaunchActivity 757, H NS EH LoadedApk
makeApplication J57% :

frameworks/base/core/java/android/app/LoadedApk.java

public Application makeApplication(bool ean forceDef aul t Appd ass,
Instrumentation instrunentation) {

Cont ext | npl appCont ext = Context | npl . creat eAppCont ext (mActi vi t yThr ead,
this);
app = mActivityThread. m nstrunentation. newAppl i cati on(
cl, appd ass, appContext);//1
appCont ext . set Qut er Cont ext (app) ;
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TEERE 1 AbBI%E Application, ContextImpl ) createAppContext 75 % F T 6% b Y
Context:

frameworks/base/core/java/android/app/Contextimpl.java

static Contextlnpl createAppContext(ActivityThread mai nThread, LoadedApk packagel nfo) {
i f (packagelnfo == null) throw new Il egal Argument Excepti on(" packagel nfo");
Cont ext | npl context =newContext | npl (null, mai nThread, packagelnfo, null, null,
null, 0, null);
cont ext . set Resour ces( packagel nf o. get Resources());//1
return context;

}

EFRE 1 A LoadedApk 1 getResources J5 453 Resources, F-3f Resources Nt {H
2 ContextImpl, LoadedApk Yy getResources J5 {540 F s :

frameworks/base/core/java/android/app/LoadedApk.java

publ i c Resources get Resources() {

nResour ces = Resour cesManager . get | nst ance() . get Resour ces(nul |, nResDi r,
splitPaths, mOverlayDirs, mApplicationlnfo.sharedLibraryFiles,
D spl ay. DEFAULT_DI SPLAY, null, getConpatibilitylnfo(),
get d assLoader ());
}

return nResources;

}

getResources 75125l ResourcesManager HY getResources J5 7k, HPNEHE IR A
getOrCreateResources 75 :

private @ul | abl e Resources get O O eat eResour ces(@Wl | abl e | Bi nder acti vityToken,
@onNul I Resour cesKey key, @onNul|l d assLoader classLoader) {

Resour cesl npl resourceslnpl = creat eResourcesl npl (key);//1
if (resourcesinpl == null) {
return null;

}
synchroni zed (this) {

final Resources resources;
if (activityToken != null) {
resources = get O Oreat eResour cesFor Acti vi t yLocked(acti vityToken,
cl assLoader, resourceslnpl, key.nConpatlnfo);//2
} else {
resources = get O Oreat eResourcesLocked(cl assLoader, resourceslnpl,
key. nConpat I nf 0) ;
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}

return resources;

}

B 1 AbEIEE ResourcesImpl, & AT H &S] Resources, fF Resources BI|& /5, 2
P& Resources [ setlmpl J5 74+ ResourcesImpl 1% & i35, 7EFERB: 2 4615 Resources,
createResourcesImpl 5 v:40 N An:

frameworks/base/core/java/android/app/ResourcesManager.java
private @ul | abl e Resourcesl npl creat eResour cesl npl (@onNul | Resour ceskey key) {
final DisplayAdjustments daj = new Di spl ayAdj ust ment s(key. nOverri de
Configuration);
daj . set Conpat i bi l'i tyl nf o(key. mConpat | nf 0) ;
final AssetManager assets = creat eAsset Manager (key);//1
if (assets == null) {
return nul | ;

}
final DisplayMetrics dm = getDi splayMetrics(key.nDisplayld, daj);
final Configuration config = generateConfig(key, dm;
final Resourceslnpl inpl = new Resourceslnpl (assets, dm config, daj);//2
if (DEBUG {
Slog.d(TAG "- creating inpl=" +inmpl + " with key: " + key);
}

return inpl;
}
TEFRE 1 Ab G AssetManager, /514 B8 2 &b Et ResourcesImpl 54 , 1% AssetManager
TEAZHEE 2, X2 K4 Resources 2 k¥l AssetManager & fIN# 3

15.8.2 VirtualApk

BRMIRIEL T REEAWM . —Fo &R R, BRI 2 5 15 £
fJ Resources Ht, 3XFh75 Zffi -l AU [l ERYBTIR . 55—l it otiiior 28, B H
{ A A4 1% H A2 Y Resources, X FhT5 Zefif Al LAY [R5 £ 3R, VirtualApk SR TUAE
PR %, BARRIRADZARAE LoadedPlugin /v, 417FFR:

CoreLibrary/src/main/java/com/didi/virtualapk/internal/LoadedPlugin.java

@\or ker Thr ead
private static Resources createResources(Context context, File apk) {
i f (Constants. COMBI NE_RESOURCES) {
Resources resources = ResourcesManager.creat eResources(context, apk.
get Absol utePat h());
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Resour cesManager . hookResour ces(cont ext, resources);//1
return resources;

} else {
Resour ces host Resources = context. get Resources();
Asset Manager asset Manager = creat eAsset Manager (context, apk);//2
return new Resources(asset Manager, hostResources. getD splayMetrics(),
host Resour ces. get Configuration());//3

}

createResources J5 7% FH TGl Resources, #anfi A3 %8 52, 251 ResourcesManager
ffJ createResources J57%, HMNHSLMERIMEE ERIRAY AssetManager, Fd it M
AssetManager Y addAssetPath S IR 7R , 1R B3R Resources, £E{3BE 1 Abidi i Hook
(975 BT Resources 4 tb i) Resources, AMREAEARIETHE T ER, SEHER 2 At
Bl AssetManager, F1 Gl Resources 75 AssetManager £ &40 {5 i3 35  create AssetManager
J 40 TR

CorelLibrary/src/main/java/com/didi/virtualapk/internal/LoadedPlugin.java

private static Asset Manager creat eAsset Manager (Context context, File apk) {

try {
Asset Manager am = Asset Manager . cl ass. newl nst ance();

Refl ect Wil .invoke(Asset Manager.class, am "addAssetPath", apk.
get Absol utePat h());
return am
} catch (Exception e) {
e.printStackTrace();
return nul | ;

}

ﬁf’ﬁﬁj}uﬁ' feis AssetManager T 5HE R AssetManager Y addAssetPath 75 1558 inzk i
=, XA~ AssetManager R THEERIEIR, Kk createResources J5 vk RE 3 b 61l
i) Resources &4 {5, Virtual Apk SEEUSEHFEIX B, X T RGMAFITFHLE 58E AeHY
()X AR S, T MR TE A 17515 Virtual Apk 78RS,

15.9 solifift

so WAL AT LAGE & 58 13 BEUFRIRY so B R R 2], so IMBE TR MR %
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® }% so #b T ##i A F| NativeLibraryElement £t2H U RGEE, ik so M T AYEE 12 SE #E IR B F0
Iz,
o i System [ load J5 ¥ K44 so BUMEA 1,

so HIHEMTLAY T ZHN so PIEE S M R0, BRI SR so ff-E AT
NativeLibraryElement 20+, FH 5171 so $H 4RI SCEHE inZ nativeLibraryDirectories 4&
EHEATLLT . BADRAFE VirtualApk SEBL, {E LoadedPlugin (443 J5 2 p &5 TR H
createClassLoader J5 3.

CoreLibrary/src/main/java/com/didi/virtualapk/internal/LoadedPlugin.java

private static O assLoader created assLoader(Context context, File apk, File
libsDr, CassLoader parent) {
File dexQutputDir = context.getDir(Constants. OPTIMZE_DIR  Cont ext. MODE_
PRI VATE) ;
String dexQutput Path = dexQut putDi r. get Absol utePat h();
DexC assLoader | oader = new DexC assLoader (apk. get Absol ut ePat h(),
dexQut put Path, 1ibsDir.getAbsol utePath(), parent);//1
i f (Constants. COMBI NE_CLASSLOADER) {
try {
DexUWil .insertDex(| oader);
} catch (Exception e) {
e.printStackTrace();
}
}

return | oader;

}

R 1 A6 H T n#iddE kY DexClassLoader, FH-E A28 (% A DexUtil 1Y) insertDex
i

CoreLibrary/src/main/java/com/didi/virtualapk/utils/DexUtil.java

public static void insertDex(Dexd assLoader dexd assLoader) throws Exception {
(bj ect baseDexEl enents = get DexH enent s( get Pat hLi st (get Pat hA assLoader()));
Cbj ect newDexEl enents = get DexEl enent s(get Pat hLi st (dexd assLoader));
(bj ect al | DexEl enents = conbi neArray(baseDexEl ements, newDexEl enents);
Chj ect pathLi st = get Pat hLi st ( get Pat hd assLoader ());
Reflect Wil.setField(pathList.getdass(), pathList, "dexEl enents", allDex
El ements);//1
i nsert NativelLi brary(dexd assLoader);

}
insertDex 75 {:25 615 = Fiddi {19 DexElements 4752 allDexElements , 38 i [ 57
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allDexElements 354 dexElements, J=J7ER 1 AbR9 RN 14.5.2.3 T35 FieldUtil.setField
T2, so IR OARRS {E insertNativeLibrary J5iiH, 40 FFi7s:

392

CoreLibrary/src/main/java/com/didi/virtualapk/utils/DexUtil.java

privatestatic synchroni zedvoidinsertNativeLi brary(Dexd assLoader dexd assLoader)
throws Exception {
if (sHaslnsertedNativelibrary) {//1
return;
}
sHasl nsert edNati velLi brary = true;
(bj ect basePat hLi st = get Pat hLi st (get Pat hC assLoader ());//2
/1 Androi d JiARA T 5.1
i f (Build.VERSI ON. SDK_|I NT > Build. VERSI ON_CCDES. LOLLI POP_MR1) {
Li st<File> nativeLibraryDirectories = (List<File>) ReflectWil.getField
(basePat hLi st. get d ass(), basePat hLi st, "nativeLibraryD rectories");//3
nativeLi braryDi rectories. add( Syst ens. get Context (). get D r (Const ant s.
NATI VE_DI R, Cont ext. MODE PRI VATE));//4
bj ect baseNati veli braryPat hEl enents = Refl ect Wi | . get Fi el d( basePat hLi st .
get G ass(), basePathList, "nativelibraryPathEl ements");//5
final int baseArraylLength = Array. get Lengt h( baseNat i veLi br aryPat hEl enent s) ;
(bj ect newPat hLi st = get Pat hLi st (dexC assLoader);
bj ect newNati veLi braryPat hEl ements = Refl ect Uti | . get Fi el d( newPat hLi st .
get A ass(), newPathList, "nativelLibraryPat hEl enents");//6
d ass<?> el enent d ass = newNat i veLi br aryPat hEl ement s. get d ass() .
get Conponent Type();//7
(bj ect all NativelLibraryPat hEl ements = Array.new nstance(el enentd ass,
baseArrayLength + 1);
System arraycopy(baseNati veLi braryPat hEl enents, 0,
al | NativeLi braryPath El ements, 0, baseArraylLength);//8
Fi el d soPat hFi el d;
i f (Build.VERSION. SDK_| NT >= 26) {
soPat hFi el d = el enent d ass. get Decl ar edFi el d(" path");
} else {
soPat hFi el d = el enent d ass. get Decl aredFi el d("dir");
}
soPat hFi el d. set Accessi bl e(true);
final int newArraylLength = Array. get Lengt h(newNati veLi braryPat hEl erment s) ;
for (int i =0; i < newArraylLength; i++) {
bj ect el enent = Array. get (newNati veli braryPat hEl enents, i);
String dir = ((File)soPathField.get(element)).getAbsol utePath();
if (dir.contains(Constants. NATIVE_DIR)) {
Array. set(al | NativeLi braryPat hEl enent's, baseArrayLength, el enent);
br eak;
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}

}
Reflect Wil . setFiel d( basePat hLi st. get d ass(), basePathLi st

"nati veLi braryPat hEl enents", al | Nati veLi braryPat hEl enents);
} else {

}
}

R 1 A TR R A so, (E{ERE 2 RbFKELT basePathList $5[1/2& 1 32 1Y PathList,
T RXTAIR Android R AL E ARIFACHE, X B HiHE Android FiiAs kT 5.1 fUIE L,
R 3 AR RIS T/ fiF so SC:AY List ££ 4 nativeLibraryDirectories, S5 R 4 A%
A7 so SRR INF nativeLibraryDirectories 1, fEIERE 5 TR 6 Absy Bk HUE FHY
NativeLibraryElement ( baseNativeLibraryPathElements ) #[1 i {4 i) NativeLibraryElement
(newNativeLibraryPathElements) , {E{FEEE 7 A5 5[4FERY newNativeLibraryPathElements 2%,
FEEIELX 2RI %2H allNativeLibraryPathElements, 7£71- %% 8 4b:f; baseNativeLibraryPathElements
Z #ll%] allNativeLibraryPathElements #*, &5 newNativeLibraryPathElements, ¥ so #AnF|
allNativeLibraryPathElements 7 . # J5 il & & &1 J allNativeLibraryPathElements %% i

nativeLibraryPathElements, XAFEEETER T so HIH1LE{L.,

15.10 AF/pek

R TR SR EAEZERTEL . PURA R, IR so IUffHL
% W - RERRMIRA R, H—EINE RGBT A T o iE LR, than
AR IMBMLHIR A VER], SRR EALEIT R E A PR, —Fi& Hook ClassLoader,
F—FEZHEA RS ClassLoader FHU A, TLie&W—Fhh %, JHEEREAFFE 12 %
PHRINZE . BIMREN B RER ESTE R HE S 2 B, AR AR s 23
LR, 15 15-1 Al H A A S AR 2R IR D
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AL

ZBEH. £ 10F Java B, % 11 ¥ Dalvik #2 ART;

WE# Android B HIFF & H Bk, KRB R ORI L , B T 58 G R Bk 21
FLHERT B Bl 55 B REW 5 I 81, B SR B P AR, XA AP PR Gt
xR PERE A SR SR, 3817 Android RGTHYTAL, BIRECEAEAWHET:, (HHIAL
{540 PC #HEL, TCikicE] PC AR A BRI N LA K st RERY CPU,  [AIBLAEJT % Android
B2 ARSIt AN AT RETC Rl GE ] CPU A0, Anixt CPU RPN A 24 th 23 18 1R
FHHTRWURIN A7 i (1 37 A1, (AR B5 DA e 15 A B BIR il S B PERE L B R bl 2 21V RO F AL
P PEREPLIE WA T Android I % 3% 4 & WU REZ —

PEREMLILRE —MRIERRIEIRIE R, BRASHILL. NFEe, mEltit, Babitit.
FigfLit. R, BRI APK fLfbss, XENEZRLWUE A4, e300
REAABRTME TN (5 10 3, 5 11 5), A5t iit.,

16.1 2k RE AT
Android F7 FIEEZEH 1 ORISR 2, R P AR 28 1, T i

KEE, X TR F I EGIERE T, ERHRA T, S5 B4 HIERE S AT
i) T E.: Profile GPU Rendering, Systrace f1 Traceview,
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16.1.1

View I HliREEA 3 TP 0E, 4 5li& measure, layout fl draw, ‘B 1EE@iTIERSE
M HFEZE R i E R a3 Fi: E RIS £ 48 Native 2R SurfaceFlinger i 55K 52
5408

2l AR T3 CPU k47 Measure, Layout, Record, Execute [fU%¢#Ei+E T./E, GPU
o b, E4, CPU f1 GPU it BIEIRZ) Bk mEHEN, KIEWRS)ELEy T —
ABAZF, CPU 4 display list JANEIZEAZIH, iX A GPU gt Al LAMGX A~ PAZI FR B S Bes 1047
224l

Ud B2 LRk TR AR R WECX M . WA LE 1 POl A E s, th
Al AR iR A B T A B a5 B RV P REAS BT JLik , i H FPS (Frames Per Second) IR, f&—
e ER R MR, il el E St BRI E T B TiashIR R . Fel B 58 5k A
WA Bt , Animif£E 60fps WA Bt 2R, AT 60fps, Lhhn 50fps M2k
WENR, XA B o AN R S AT AL PR IRER B B 8., SO ] Ak 22 1
WERCEE, BEREA SO IR IR, RIERE A B/ MECE 10fps ~ 12fps, 33 /et 18 K i
A ANTE XA B AAF L 22E e,

SR RRFFAE 60fps, TEHEBERAL 1 FPINRIGET 60 vk, kit 16.6667ms il —ik
(AR 16ms LAN), 4l 16-1 B,

16ms 16ms 16ms
| | |
(v [ ww | o |
I | .

Bl 16-1 IR FF{E 60fps

Android RS 16ms % VSYNC (5%, filldkoxt UL dEATES:, AR ERIE SRR
Ly, EFRRE %K B 1 1 B ids 209 601ps, APfF 2 VSYNCWE? VSYNC 2 Vertical
Synchronization (#E[R2) W4, &—FER i, —HIF VSYNC {55, CPU it
ARACEE A A . ARIEARIEEAE DT 24ms, XAERGUERF] VSYNC (5 S Lkt TiE
WHEY, SRAEFW. P EAE 32ms AR [ —WifymE, i 16-2 Pk,
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16ms 32ms
1 A
Il \

UPDATE 24ms UPDATE

DRAW! i DRAW!

Whoops!

dropped frame

Bl 16-2 [ i ok R4 £E 60fps
FEERIREARS, EEALUT LA
* i) Layout if T 2%, JCiAfE 16ms NITERIE S,
o [al—WFRIZhmEHSTHIRE L %, F8 CPU 8 GPU fi#lid &,
o View it FELxH|, FEFCLEAR AL R — il (Al A B2 I 2 2K
o £ UL AR b i 7 RHROREIT AR
* GC (a7 (it il it R sl A B R GC = A R BRI (I TR
AT R BRI, BT 3T S AR RS, AT DA B — e T Bk
AR

16.1.2 Profile GPU Rendering

Profile GPU Rendering #& Android 4.1 RGEIEMEIFF L FiBIThRE, Tl 1T LAEFF Kk &1k
TR FT X —Thie, 4niE 16-3 fiR,

A 185 Profile GPU Rendering i%&TiFH-1%£: On screen as bars RJFFJ5 Profile GPU
Rendering Bjfg, #E s Dot B arERE, wE 16-4 Fios,

B o GRS A], DN oR e — MR RERT, SRR A B Lk, Ml iX K8 NE
WWERHGREE T 16m, REERIEEENE AR ERIFAESLE T, XEEE A
RERFE i, AEFERFAHIRERFEARE X,
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<  Developer options

<  Developer options

On
On

Animation scale 1x

Monitoring Transition animation scale
% Animation scale 1x
Strict mode enabled :

en when apps do long operations on

Animator duration scale
Animation scale 1x

Show CPU usage
Screen overlay showing current CPU usage

Profile GPU rendering QZ'
off

Enable OpenGL traces
None

Simulate secondary displays
None

Multi-window mode
Multiple activities on screen at the same time.

Hardware aceelerated rendering

Apps Force GPU rendering

Force uselbf GPU for 2d drawing

Don't keep activities
Destroy every activity as soon as the

Background process limit
Standard limit

< o] (]

&l 16-3 & FH L E 16-4 FeraiRE

o PEEARLEPINTR, & CPU iy GPU &g —mifb Ty, X —A-FHLIERM,
i CPU &— B %1 GPU R R SRR, anis GreRIEMRE, Wk GPU
TREAC,

o LLEMREHITHIRIR, X &4 Android #£17 2D {54 Display List fibF iR, AL
GHRETR &, TREMR TEFHES T SBHY . EAERIIEE L View B2
FELLAIAER B &

o IEEARIERMBLHIRIIN ], Huite 752 2 KNl & B FISE BT DisplayList, 4Rl
GHRIETR &, FTRERR RN, & View By onDraw 5L HK £

£ Android 6.0 i, HH ZHIB AN 7K, Android 6.0 BHita & LANKE 16-5 FivrR,

. Swap Buffers
. Command Issue

Sync & Upload

. Misc Time / Vsync Delay

B 16-5 Android 6.0 e & X
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HT-BRENRIA &R, FisE kX B 16-4 F1 16-5 g, X—malliZ
ZEIRNWITH % S E . http://liuwangshu.cn/application/performance/draw- 1 -performance.html,

RS BB EA IS .

* Swap Buffers: FoRACHEIRE, F1_Em IR 64,

* Command Issue: FKonPATHURFR], F1 LT PFRIAVLLE—FE,

® Sync & Upload: FKIRAY& M YT LA R iliy B R ke St auitial, 4 75
LB XIS T ], FRATTRT DA b B R B R s sl s/ N R RN

® Draw: ol ANl e 728 s 2RIt iE, Fn B grsin i a—H,

® Measure/Layout: Z&7154f Jof onMeasure 5 onLayout b #e s E], — BRI K,
kA A ARG A B I R A A A ™ A PERE RIS

* Animation: FIRUFEHATIEPTTZEALRIIN R, @ERIZhEA ObjectAnimator,
ViewPropertyAnimator, Transition %, — Hix H ST AT, SR A2
M THEE s TR SR A EPI TR R e itk T BHREE,

* Input Handling: F/xRGEACERSM A 1FFrRE e Ayt fa], RHBE 5 T G 05 3t
PATHII A, — BRSSOk E AT P RS A SRR 5 BT T 2%
HIHRAE,

® Misc Time/Vsync Delay: FonfEEL&BEHHAT T RZMIES, S8 UL @EILERA L
VSYNC 1915 = ifii tH BLps iy 1 .

Profile GPU Rendering w] AR F|7E Yu A [m) @l ) 5, (HAE R EEE IE, Sk Profile
GPU Rendering £ AT, 7] UL A B —4~ T H Hierarchy Viewer &2 F 45 JF) Bk FidgA~ View
Briefaitinl, XA TRASERmHITIE,

16.1.3 Systrace

Systrace x& Android 4.1 rfuEisHIEEREEIE RAEFN >0 TH., ‘BRI LIBBIIF R FH W
Android S8+ 2% (SurfaceFlinger, WMS % Framework 34y o f@tsibe . RS, View A&
RG) WisfTfE 8. Systrace RIBIRERAIGIRER RS VO #1E. W LIEAFI. CPU fi
B LA Android &/~ REGEAVIZITIROLEE . *T UL BornPERe, Euansh ROy, E5
R SR T AR

16.1.3.1 f¥H Systrace
Systrace FREZAVIZ 25 ZEA/E Android 4.1 UL _ERRAs F i, 5T Android 4.3 2 2 miifn 4.3

398



E16E LM

WA 2 Ja (A S X A, BEWR/E AH Android 4.3 ZRETHIMRA T, .EEJXERI#
Android 4.3 UL RRASHIfE H 57, Systrace "] LA{E DDMS Ef#i ], "TUAE Har A 17K #H,
W CAEARRD rh b AT ER R . 42 TR BRI 43X =5 2.

1. 7£ DDMS #f§f Systrace

(1) H5EFRAT1ZFT I Android Studio Y Tool H1ffJ Android Device Monitor, F-3%#:FHL.,
(2) #d Systrace #ZHHEAINEURX B, 40k 16-6 iR,

HDEvi[ES x4 E 3 & 29 @ &1 . "F" V' ¥ = O ||% Threads Heap Allocat

Hams | Capture system wide trace using Android systrace M

4 B emulator-5554 Online ? [6.0, debug] > & acct 201

B 16-6  PA; Systrace %40
PRER IR B A rT UL B RRERAIITE], DA% trace SO TR IHbIESENZE, ani& 16-7 Bk,

o = -
Systrace (Android System Trace)
Settings to use while capturing system level trace

S e em—— e

Trace duration (seconds): 5
Trace Buffer Size (kb): 2042
Enable Apphcation Traces from: [None -

[ @ Graphies
| & Inpur
¥ View System
¥ WebView
| @ Window Manager
| B Activity Manager
& Application
| ¥ Resource Loading
| @ Dahik vM
| @ cPu Scheduling
| ¥ DiskyO

Commonly Used Tags:

] Syne Manager
| 1 Audio

Bl 16-7 PRI E S
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(3) BEEZEHE, IOk ARIEREN SRR, MER RIS RS, Ak trace.html L,
(4) F Chrome §TJF trace.html X170, W5 ke & eE] .

2. A2 1TEM Systrace
Android $2{it—/ Python {IA 3¢ {#F systrace.py, ‘B{ii T- Android SDK H F%/tools/systrace
W, FRATATCASRATEL T din 42k fi FH Systrace:

$ cd androi d- sdk/ pl at f ormt ool s/ systrace
$ python systrace.py --tinme=10 -o newtrace. htm sched gfx view wnm

3. ERFBHEM Systrace

Systrace H- A B EL N A TAE, £ Android 4.3 UL ERRARIRADH, "L
Trace 25t % B v ) ELAATE Zhidt 41382, Android JERS A B T Trace 2%, A TR TREEH
M, X B RecyclerView fiERS 4 Android 6.0 iltA<f (Android 7.0 Jz UL FRRAS B R A ELML)

frameworks/support/v7/recyclerview/src/android/support/v7/widget/RecyclerView.java

private final Runnabl e nUpdat eChil dVi ewnsRunnabl e = new Runnabl e() {
public void run() {
if (!nFirstLayout Conplete) {
return;

}
i f (nDat aSet HasChangedAft er Layout) {
TraceConpat . begi nSect i on( TRACE_ON DATA SET_CHANGE_LAYQOUT_TAQ) ;
di spat chLayout () ;
TraceConpat . endSection();
} else if (mAdapterHel per. hasPendi ngUpdates()) {
TraceConpat . begi nSect i on( TRACE_HANDLE_ADAPTER_UPDATES_TAG) ;
eat Request Layout () ;
mAdapt er Hel per . pr eProcess();
if (!mLayout Request Eaten) {
r ebi ndUpdat edVi ewHol ders();
}
resumeRequest Layout (true);
TraceConpat . endSection();

|
TraceCompat 254} Trace 253F 1T T H13E, Hrb beginSection J57%:F1 endSection J57% 27 [H]
MRS & 9B B, endSection 5 ks R &5 R At Y beginSection 75, KL ZERIE
beginSection 75441 endSection J5 AR AR B SEAHE] .
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16.1.3.2 F Chrome 43#f Systrace
10 3 R T 5 A2 B trace.html WL Chrome $T5F, 4T JEHZSCRANE 16-8 Bk,

PPRNPRED PSPPI PSS P —— 5 e e

e [ . e -
|serts [¢ aYatalial o) annn Do

U usage

| »

1 iy
s

it Nanor: = = i i
lqpendingom example luwa

= & L
FIE R W T e
PINEENTIEN (MM BT

& 16-8 F Chrome #] JF trace.html

FATRTCAGE ] W g0 S gt iR s/, A #fn D st fr A 25), B RN 4
l 16-8 YA/ B X 8

1. Alert X3

HIERE Alert XI5, X —XIBAARICHMERER [FETY 5, 505 Ebrak rl A B 5
—A~ Alert [y[n)#EifHA ,, 4nkE 16-9 Pk,

1 item selected. Alert (1)
Alert Expensive measure/layout pass
Time spent 3.083 ms
measure took 0.09ms
layout took 3.00ms
Frame
Description Measure/Layout tock a significant time,
contributing to jank. Avoid triggering layout during
animations.
Video Link Android Performance Patterns: Invalidations, Layouts, and Performance

E 16-9  Alert [X 15

XA Alert 5 T View /£ Measure/Layout BHESt TR R, S8 HEL jank ([F]—
T T 250k ) o 2 H I TS0 B O 1 20 i 2 i ) I 4 1047 ) o

2. CPU [Xig

B TRENPRAR CPU X, 73— CPU O EHITIES HIRTA J, Ji
KRIEEKEH G CRAE - DPITRIEER, AHRRKERFIMATIT, 20E 16-10 FrR,
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= Kernel

CPU 0:
[EBHL1:

B 16-10 CPU [X i

B i CPU 0 F 354017 adbb Z5F2F1 InputReader Z5#2, CPU 1 F 354047 T surfaceflinger
5 B2 ordinatorlayout JEFEH1 ) RenderThread 2582, Fk{1#.0F RenderThread tabl, 245H
RenderThread FYAHIC(E B, anlE 16-11 o,

1item selected. | CPU Siice (1)
Running process: ordinatorlayout (pid 2824)
Runming thread: RenderThread
Start: 4,951.647 ms
Duration: 2720 ms
Active slices: Click to select
Args: fconm: “RenderThresd”,
tid- 2871,
pria: 104,
state¥handescheduled: “R+°]

B 16-11 RenderThread [FH%1 &
B 16-11 251 T Y AT et s fr IS B . JT B RSt 7 2515 A,

3. MAXiE
W X84 Bom A, i 16-12 Foi,

« ordinatorlayout pid 2824]
jitterMNanos:

lacppending:com example liuwan
Frames [F] e 0 7] (7] [F Pl (7] (F1F] @ ] [ 7] (7]
+ animator

+ animator.opacity
+ deliverinputEvent

+ Ul Thread f — - L | i b —— =
= RenderThread L o s - 3 T
» hwuiTaskl '

B 16-12 R HIX I

Systrace 2325 tH b 1) Frames 53 #7, 45—k —A> F [, F REAE =fgie,
Hrp & %R Frame {54470, O ANREE YR RIEE T 16.6ms, HALLHE ™
H-U gLl F B, S45Hi% Frame (9158, 40k 16-13 FioR,

M 16-3 e[ LLF Y, Frame £5H T A2/~ : Scheduling delay (JREXER), 24—
2l AR 19ms Sk %8R, BATHX —WiE 20 40ms T, SEOX —[AIEr=A: 1)
JRR B LR AR A I, ZEMR K — BRI RIAR A o BB CPU IR fy, Rk Teikgkseit 17
2, M ok E Iz R, JA1RAER CPU G, nlE 16-14 iR,
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1item selected.

Frame (1)

Alert Scheduling delay

Running .752 ms

Mot scheduled, but 4, 966 ms

runnable

Sleeping 1083 ms

Erame

Description Work to produce this frame was descheduled for

several milliseconds, contributing to jank. Ensure

that code on the Ul thread doesn't block on work
being done on other threads, and that background
threads (doing e.g. network or bitmap loading) are
running at

android.os.Process# THREAD_PRIORITY_BACKGROUND
or lower so they are less likely to interrupt the UL
thread. These background threads should show up
with a priority number of 130 or higher in the
scheduling section under the Kernel process.

& 16-13  Frames 43 #7

PU O
PU1
» sty tyct 34

ittesNanos.
|acrpending com example luwar

Frames
» animator

. dl\ll\'d;:l ODERH'-'
= deliverinputEvent ¥ _~
= Ul Theead -
+ RenderThveed | “ F
. ;
P Task] b, -

& 16-14 CPU f{E

AU ik A~ TRl Be b i 4~ CPU BRAET T fiistT. ETHRMARM41E CPU B,

THd ] Traceview R fToHr .

4. Alerts B{kDHR
MR BRI Alerts #7145 Alert B A0, 4nEl 16-15 FioR,

Alert type
Scheduling delay

Expensive measure/layout
pass

Count
102
2

& 16-15 Alerts S5 #r

Alerts 2325 H Alert 2%,
] B il REA — /> RME T M, B TS
|l —LEfE B, RREAFRA LA —
AR AT
FELE T R A B

o LAE T fRRHERIHE O, AH 2 an S B EEE4ny, bban B4R 32T 4
MBS B 55—/~ T H Traceview,

DAR B AL, A T X LG RB b, 5 8 KR
T =%, HT Systrace ZLARGHI LR
ERITR A BRAY, Bl TaT LU ek TR

ik CPU 2,
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16.1.4 Traceview

TraceView & Android SDK H [ #5HI8IR REFHSHT T H , —f%kil, @it TraceView
FATRT S BICL T P AP ECHE -

o FIRPATHERI TG 5.

* PATIREZ T k.

16.1.4.1 €M Traceview

3t Traceview, NI JeEAG3]—/ trace 0, trace SCA-RIZREUA IR T2, 459l
J&{E DDMS i FIAfEARRS oI AR EE /), T o B B R T 28.

1. DDMS #{EH

(1) H5EFA13E4TFF Android Studio [#J Tool H1fJ Android Device Monitor, Fi#4:TF-4HL,

(2) MEFEARPBERE, JfHds Start Method Profiling 4% .

(3) e 7 v S B M A P R R A TR A

(4) ik Stop Method Profiling 354f, 2 H ZBkF TraceView L[ ,

2. ERBEHMNFRER

AERTF R R A G B (R, MR 2R ARG A N TraceView Wi#iE4), AL
AT B
Debug. st art Met hodTr aci ng() ;

Debug. st opMet hodTr aci ng() ;

FETF AR MR AE WO 75 T startMethodTracing 75 7%, /£ 75 2£ 45 A W 455 A9 b 75 1A
stopMethodTracing 751k, ZRESE SD R A Bk trace XX, #F trace 30 S:H 1 SDK
By Traceview #T FF Bl v , 24 4k A 3£ % T £ manifest 7 fjl A <uses-permission
android:name="android.permission. WRITE_ EXTERNAL STORAGE"/>#{[},

16.1.4.2 4% Traceview

AT o Traceview, Ffi 15k 28— ARG TR Az & trace S, X BRI — My
X FEREHIMARIER, R4 TR.
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public class CoordinatorLayoutActivity extends AppConpat Activity {
private Vi ewPager nVi ewPager;
private TablLayout niTabLayout;
@verride
protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOreat e( savedl nstanceState) ;
set ContentView R | ayout. activity_tab_|ayout);
Debug. st art Met hodTraci ng("test");//1

initView);
}
private void initView) {
try {
Thr ead. sl eep(1000) ;
} catch (InterruptedException e) {
e.printStackTrace();
}
}
@verride

protected void onStop() {
super. onSt op();
Debug. st opMet hodTr aci ng() ;

}

FECERE 1 RCIA T startMethodTracing Jiik A ME, Horr test & A gk trace SCLFTY
k. TE initView FREAIREE A sleep 5 RMBGRERHEE. 7E onStop i 3 TAH T
stopMethodTracing J5 725 R W% . XIS /E SD AR H 3k AE AKX test.trace SC, FATTFFIZ
B m, H Traceview k434 test.trace X, {E cmd Hr$ifT4anE 16-16 Frrfym4 .

t Corporation. {RE5

rs\Adninistrator .EIT-28168528RHS>D : \Androidssdk\tools \traceview.bat
The standalone version of traceview is deprecated.
Please use Android Device Monitor (tools/monitor} instead.
Usage: java com.android.traceview.MainWindow [-r] trace
- regression only

G:~sersidninistrator .EIT-20168520RHE >traceview G:sers™idninistrator.EIT-20816
B52BRHS “\Desktopstest .trace

& 16-16 ST traceview #yd>

BEA traceview FR/EMIH e (E 8K traceview.bat i A% cmd H), FEHATE 16-16 Ff
7RI traceview iy 4 529 Y Traceview #ILE], ‘B4 APPSR, 4 BIFE A R R0 20 #r 1
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B, BATVERER R ER, 0 16-17 FiiR,

maec: 7,500 max msec: 7,500 (real time, dual cleck)
r T T T T T T T T T T T T T T
0 00 L1000 1500 2,000 2500 2.000 3500 4,000 4500 5,000 5300 6000 6500 7.000 500
(12379) mainf | T | P . | I E P
[12388] FinalizerDasman 1

o X R ORI RIATHFE, S04 ms, Y HRAA 2t
MR B RIS B 56, R rid s

& 16-17 Traceview #L & BT IR A Hib

— RS ER YK,
ST, 4nE 16-18 Fik,

Name
1 0 android.os.Handler.dispatchMessage (Landroid/os/Mes
0 1 android.os Handler handleCallback (Landroid/os/Messa
1 2 android.view.Choreographer§FrameDisplayEventReceive

1 3 android.view.Choreographer.doframe DV
4 android.view.Choreographer.doCallbacks (LI
B 5 android.view.Choreographer$CallbackRecord.run ()V
B 6 android.view.ViewRootimpl§ TraversalRunnable.run OV
7 androidview ViewRootlmpl.daTraverssl OV
1 & android.view.ViewRootimpl.performTraversals OV
1 9 android.support.y7.widget LinearLayoutManager.fill (Lar
10 android.supporty?.widget LinearLayoutManager layou
1 11 android.view ViewGroup.Jayout [TV
12 android.view.View.layout (IIIHV
1 13 android.widget FramelayoutonLayout IV
1 14 android widget Framelayout layoutChildren (ITIZ)V
1 15 android.widgetLinearlayout.onLayout (ZIINV
A cacsskritcl ko M wl onctEmmak acssrced amscsh . cumcbiniedi

Incl Cpu Time...  Incl Cpu Time Excl Cpu Tim... Excl Cpu Time Incl Real Tim..  Incl Real Time Excl Real Tim..  Excl Real Time Calls+Recy =
86.8% 3746.096 0.0% 1154 44.3% 4553.182 0.0% 1192 83+0
85.9% 3704539 0.0% 1124 43.8% 4504.067 0.0% 11n 72+0
82.8% 3569.476 0.0% 1.060 422% 4344131 0.0% 1.049 88+0
8.7% 3568.416 0.2% 7373 42.2% 4342.789 0.1% 7725 68+0
82.3% 3549.034 0.3% 14736 420% 4319.965 01% 15.373 270+0
81.6% 3521523 0.1% 4.036 41.6% 4275.501 0.0% 4.069 18540
63.6% 2744.458 0.0% 0.906 32.9% 3387.796 0.0% 0.895 60+0
63.6% 2743552 01% 2203 329% 3386.040 0.0% 2236 8040
63.4% 2736.564 0.2% 8457 328% 3378.878 0.1% 8774 60+0
29.8% 1286.573 0.0% 1687 138% 1415.240 0.0% 1704 32+0
29.2% 1260939 0.1% 1550 13.5% 1388.012 0.0% 3.504 36+0
27.9% 1205.463 0.0% 1395 13.0% 1333.297 0.0% 1.360 6+101
27.9% 1205.387 0.1% 5.926 13.0% 1333.216 01% 6.046 64185
27.8% 1199.104 0.0% 0468 12.9% 1326.756 0.0% 0473 6+36
27.5% 1199035 0.1% 3.961 12.9% 1326686 0.0% 4023 6:38
27.6% 1192.050 0.0% 0637 12.8% 1319.688 0.0% 0623 4446

n '

P 16-18 sy #rifiti

A IRRI RIS Lk 16-1 ok,

F16-1 OERIIBIES X

&

& X

Name

ZEFs Tl R I R B

Incl Cpu Time%

FAT5 i AR R R T B 75 735 5 JH CPU IRFiRI T 57 B

Excl Cpu Time% FEAT5 1AV RLAE H N ER A A 5 7557 o5 i CPU I R] 40 b
Incl Real Time% FEAT5 1AL A R UR PR B 75 3 P o JH LS 1R 7 40 b

Excl Real Time%

A5 T A ELAR H N R R 05 1297 o B SGIR TR 45 Ll

Calls + Recur Calls / Total

FEAT5 i B VA R B

Cpu Time / Call 53,5 ) CPU K|
Cpu Time / Call %0533 A E SE ]

Incl Cpu Time

FAT7 AR N ER RT3 1297 i ] CPU [ ]

Excl Cpu Time

FAT5 ik A EAR N ERA IR J5 7297 & 1 CPU I [

Incl Real Time

FEAT5 03 LR H N A TR B 5 15 9 o JH L S )

Excl Real Time

A5 05 AR H N BRI A 05 1597 o R ELSCI [a]
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BRI AFRATH sleep J5 Bk ATRERH1E , BRLARTLLHL Incl Real Time SRt 4 7R 7 HES ],
HoHIRZ ZGAMEI T, Jelll—— A7 08 & TR BL T CoordinatorLayoutActivity
E]’J initView J5 & Incl Real Time BB 1E] 24 1000.493ms, X T ARG 0, 4nE 16-19 Fias,

Name Incl Cpuw  Excl ~ InclReal Time Excl Real Tim.. Excl Real Time  Calls#Recur( *
2292 com.example li hu.mooncoordi CoordinatorlayoutActivity.initView OV 00% . 00% 1000493 0.0% 0.049 140
Parents
(toplevel) 100.0% . 1000493 n
Children
self 111% . 0,049
2228 javalang.Thread sleep U)V 88.9% . 1000444 1z

P 16-19 sy #rifiti

M 16-19 FRFATTRT AR AT sleep 51k S8 AVRER . 5T Traceview ib A 1R £ F
SHTIEOL, T ERKAEER TR T,

16.2 A At

A ST P A Al Ao 3 VA SR SE T, IR AT SR B Bk 25 v N R Y
WHiE, MmPERESE SRR T, M5kx R Rt —J51h, A2 anfal et 47 46 )Ry o
WFAIPLAEE? AN ESH IR — M THENE R,

16.2.1

FEFR AT AT A R PLAERT, FRASek IR RO iE R TR, 4y %% Hierarchy
Viewer Fl1 Android Lint,
16.2.1.1 Hierarchy Viewer

Hierarchy Viewer A& Android SDK H47H9 a[ AL AR T EL, F kA A Rk E MLl
IFTR], 5 SRR AE Android FYE 5 SCRHRE] . T2 2% )&, Hierarchy Viewer H
fE1%E4: Android FF & R FHLSAELZS . B@5EFRA17E Android Studio H%E$E Tools— Android—
Android Device Monitor, f£ Android Device Monitor F13%#¢ Hierarchy Viewer, & 16-20

iR
1% Hierarchy Viewer J5453TFF Hierarchy Viewer % H
f£ Hierarchy Viewer & v 4 A~ 1, ENIRITERAIT.
* Windows: 4Rijic#5 BT A HislZ,
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Tree View: 247 Activity [FTAT View 112 i B B2 M A B4 i ik
Tree Overview: 2@t , CAGERRIITER DR,

Layout View: #(Ai R, CATFHURES F IS B SIIE, 23— A,
Z51E Tree Overview % I H g s H B 951,

| & | @mowE)

@ Open Perspective

©D0MS (default)

35 Debug

D Hierarchy View <:3
Q_ pixel Perfect

[ Resource

| € Tracer for OpenGL ES

Cancel |

& 16-20 #TFF Hierarchy Viewer

AR _L HTPFEIRY Hierarchy Viewer 1) 4 A1 1, 3T TR LURE 5 A B AT Rtz (0=
PR F o 242K Hierarchy Viewer i& ] UUAFIE—A View HIRERT, FfTTrI DLERSE—/4 View,
SR JE i dianiE 16-21 FroniEi kAR B, X A HEML EFRY Layout Time 424,

= 8

“#§ Tree Overview I3

Obtain layout times for tree rooted at selected node

3 views

& 16-21 Layout Time $%%H
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ME 16-21 thal LLF H ¥k H i RelativeLayout H &Y Measure, Layout F[1 Draw fJFER;
Fm#l A n/a, #d; Layout Time 2415, skl LAEE View HURERHENL T, 40l 16-22 Fiok,

B 16-22  View [FTEER

Wk Hh Y LinearLayout 45 T H & Measure, Layout #i Draw HUFERS, T H EF &R
View HEBE T 3 MERET, 4 BIACFE Y BT View £ Measure, Layout §1 Draw fURER, 2t
e Z2Lb Hofth 50%View FOEIMTE: (Eb4n Measure [f7EE) i EESEpe, #% L Hoqth 50% View
[y B 8, LT A MIMRFR L H A View RN BERELE, B AT SRR T . 4R A
SR View HUEARFER, Hi% View gEalLA T

16.2.1.2 Android Lint

Android lint &£ ADT 16 Fr4@ b LH., ‘e — Ui TR, @i RmF s
R K BACHD BRI AR, R4 LI . ARAAVEE R AL T ILA:
e Correctness (IEAf:) o
Security (Z24:1k),
Performance ({4RE).
Usability (A ).
® Accessibility (w[55:) .,
¢ Internationalization ([EPr{t).

Android Lint Zhgg+4y 58K, X BN THEHE XML Fi e, wJLLi# it Android Studio
#J Analyze— Inspect Code Rt B AT, 4nl& 16-23 FioR,

FL A 16-24 iy OK #), shavibr (AR A, ARV R anlEl 16-24 FiR.,
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¥ o MoonMvpSimple (64 items)

Android > Lint > Correctness (1 it=m
# Specify Inspection Scope Li—:hj droid > Lint > Internationalization (1 it=m
Android > Lint > Performance (= items
Inspection scope Android > Lint > Security (1 =
£ Whole project Android > Lint > Usability (1 e

Class structure (1 it=m

() Custom scope Compiler issues (7 e

Include test sources Data flow issues (1 it=rn
| Declaration redundancy (32 items
| Inspection profile General (7 |
: i % Default n E| Imperts
| Properties Fi

e L e L A spelling (2 items
m | cancel | | Help | XL (1 iterm)

& 16-23 B EAATLE B 16-24 AyEER

16-24 whAlH T I H A BLRI RIS, DUR BB/ R A4, RBP4
FATATIEHERIN) Correctness, Internationalization, Performance %, s BT & /a0y XML
—I, AR, ks AR 16-25 BRRTRRR.

Name
fragment_ipinfo.xml

Location

file [app] - ...\app\src\main\res\layouthfragment ipinfo.xml

Problem synopsis
Namespace declaration is never used (at line 3)

Problem resolution
Remove unused namespace declaration

suppress
Suppress for tag

B 16-25 XML #£7~

& 16-26 #5H T Namespace declaration is never used FU$gs~, F45H T M@ BT ERSCH:
frs, AR GEcE 3, EEBRARIREERARN, KRS
<?xm version="1.0" encodi ng="utf-8"?>
<Rel ati veLayout xm ns: androi d="http://schenas. androi d. cont apk/ r es/ andr oi d"
xm ns:tool s="http://schenas. androi d. comt ool s"//3
android:id="@id/activity_min"
andr oi d: | ayout _wi dt h="mat ch_parent"
andr oi d: | ayout _hei ght ="nat ch_parent ">

{3 AbHY Namespace ffisey% A #E FHE] . 202 B % X Android Lint & 2R,
WLt File— Settings— Editor— Inspections (it & Android Lint, 40/ 16-26 Fris,
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. LFW
a B T SR ———
* Apptarance & Behavior
i Brofile: | Project Oellulkn | Manage ~
+ Editor
| General TIizadaw
ol A e = Android > Lint > Performance [ | Deserigtion
* Android » Lint » Security =
| codesye | - Android > Lint > Usabllity [E] | Thisinspection checks for unbiound namespace prefiuss in
; ~ Android > Lint > Usability » lcons WE | L
pecBon: L
i : * Androld > Lint > Ussbllity > Typography | 1=
File ared Coxbe Termplates . oEfEes 17
File Encodings » General =]
. o + Google Cloud Endpoints 1]
Live Templates » Geadle 1]
File Types =
Layzut Editor ] g
- Copyright I=i
Emmet.
|- B Seuady [MWarsing =] [In Al Scopes -
mages
:
Irtentions = W Server Probiem
* Language Injections L |5} M infe
X a Weak Warnin
Speling ke Warning
7] ;
Lk " W Warring
W Error
i 1]
( 1] it severititt,
* Version Control 17 B
~ Bulld, Execution, Deployment
b o Unresolved DTD reference [ ]
R L T
o = e

B 16-26 [ X Android Lint (AR5

M 16-27 "TLARBL, FefiTATUABC & Android Lint 4475 {7 BBl A K [ RBFA ™ B 254

16.2.2

R T AR L, FEEMEAHIZ M), Include, Merge 1 ViewStub, [
XX Se N R AT YRR

16.2.2.1 AEERHGE

& A 3224 LinearLayout, RelativeLayout f1 FrameLayout 25, & FHb{E ‘&1
A LA#E 1S Android £l TfERAR L, MEREMASIFE R, 28R G 1.

<?xm version="1.0" encodi ng="utf-8"7?>
<Li near Layout xm ns:androi d="http://schemas. andr oi d. coni apk/ r es/ andr oi d"
androi d: | ayout _wi dt h="mat ch_parent"
andr oi d: | ayout _hei ght =" nat ch_parent"
androi d: ori entati on="hori zontal ">
<Text Vi ew
androi d: | ayout _wi dt h="wrap_content"
androi d: | ayout _hei ght ="w ap_content"
androi d: text =" EMLML" />
<Li near Layout
androi d: | ayout _wi dt h="wrap_content"
androi d: | ayout _hei ght ="wap_content"
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andr oi d: | ayout _mar gi nLef t =" 10dp"

android:orientation="vertical">

<Text Vi ew
andr oi d: | ayout _wi dt h="wrap_content"
andr oi d: | ayout _hei ght ="wap_content"
androi d: text="Merge" />

<Text Vi ew
andr oi d: | ayout _wi dt h="wrap_content"
andr oi d: | ayout _hei ght ="w ap_content"
androi d: text ="Vi ewSt ub" />

</ Li near Layout >
</ Li near Layout >

FHiEIAS A T P4 LinearLayout BEATAR S, i T80 4nEl 16-27 R,

4w 11:39

[ 16-27 B4 TR

F&A1H Hierarchy Viewer kA& R OL, ANl 16-28 Fiok.,

5 views
Measure: n/a
Layout: n/a

Draw: n/a

B 16-28  AFHRGAFIL

AUERBENARILE 3 B, —3E&H 54 View, AR ILA1H RelativeLayout 4T
B EWe? R TR

<?xm version="1.0" encodi ng="utf-8"7?>

<Rel ati veLayout xm ns: androi d="http://schenas. androi d. conl apk/ res/ andr oi d"
androi d: | ayout _wi dt h="mat ch_parent"
androi d: | ayout _hei ght =" nat ch_par ent ">
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<Text Vi ew
android:id="@id/tv_textl"
andr oi d: | ayout _wi dt h="wrap_content"
androi d: | ayout _hei ght ="wrap_content"
androi d: text="f A" />

<Text Vi ew
android:id="@i d/tv_text2"
androi d: | ayout _wi dt h="wrap_content"
andr oi d: | ayout _hei ght ="w ap_content"
andr oi d: | ayout _mar gi nLef t =" 10dp"
androi d: | ayout _toRi ght Of ="@d/tv_text1"
androi d: text ="Merge" />

<Text Vi ew
android:id="@id/tv_text3"
androi d: | ayout _wi dt h="wrap_content"
andr oi d: | ayout _hei ght ="w ap_content"
andr oi d: | ayout _bel ow="@d/tv_t ext 2"
andr oi d: | ayout _mar gi nLef t =" 10dp"
androi d: | ayout _toR ght Of =" @i d/tv_text 1"
androi d: text ="Vi ewSt ub" />

</ Rel ati veLayout >

MR T—4 RelativeLayout #1747 /&, Fil Hierarchy Viewer #F 24500, Zn&l 16-29
i

Measure: nfa
Layout: n/a

Draw: n/a

@64bdf2b
id/tv_text3

& 1629 EFKIEm

iRt AW E, —LE&EH 44 View, Mix BELFA 15k 7T LLE H H RelativeLayout /0 T
— B R, 2M48Rix HE ARG, R RE LR, 4 AHH A RelativeLayout 3k
# A LinearLayout 2%/ MR £ B4 R, anBARYE FEAIHI1K &, RelativeLayout fJPERER:
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kb LinearLayout i, [K2h RelativeLayout F1fJ View FIHEZ T R A2 2 TR iRy, (B2
SEBRIF & TR IEOLELES 2, ANReie St iR ERE S 4T, BB OL T, anfiAn B
BZI, H#if7H RelativeLayout RSB, AfA Rtk L , #ifA{f H LinearLayout S SZEL,

16.2.2.2 {£H Include #x&ki#1THEER

—MRE Wt , 200 REEE A HEEAR )R, than—/> TitleBar, g
X R ARE N _E5X AN R A5 SR TitleBar, bRk IRBRAT, Tl 17554 il TitleBar f4f
JR B T LA AR, X R ) R At . AR &0k TitleBar M 7522 54451 H TitleBar
BIAT SRR AT &M, A T RDLIX SR, FAT TR Include Hr% R fifie

HIERAEkRE —/~ R HLEY TitleBar A &) :

titlebar.xml

<?xm version="1.0" encodi ng="utf-8"7?>
<Li near Layout xm ns:androi d="http://schemas. androi d. coni apk/ r es/ andr oi d"
andr oi d: | ayout _wi dt h="mat ch_parent"
andr oi d: | ayout _hei ght =" 40dp"
andr oi d: backgr ound="@ndr oi d: col or/ dar ker _gray">
<l mageVi ew
andr oi d: | ayout _wi dt h="30dp"
andr oi d: | ayout _hei ght =" 30dp"
andr oi d: src="@lrawabl e/ico_l eft"
andr oi d: paddi ng="3dp"
androi d: | ayout _gravity="center"/>
<Text Vi ew
andr oi d: | ayout _wi dt h="mat ch_parent"
andr oi d: | ayout _hei ght ="w ap_content"
androi d: | ayout _gravity="center"
androi d: gravity="center"
androi d: t ext =" &4 k" />
</ Li near Layout >

XA~ TitleBar {1 ImageView F1 TextView 20 5%, T~ mfF TitleBar 5| A ) 3&A 1 i AT /Y
%E)% IZP B ﬁn‘FFﬁﬁ_‘. :

<?xm version="1.0" encodi ng="utf-8"?>
<Li near Layout xn ns: androi d="http://schenas. androi d. coni apk/ r es/ andr oi d"
andr oi d: | ayout _wi dt h="mat ch_parent"
andr oi d: | ayout _hei ght ="nat ch_parent"
androi d: orientation="vertical">
<include layout="@ayout/titlebar" />
<Rel ati veLayout
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andr oi d: | ayout _wi dt h="mat ch_parent"
andr oi d: | ayout _hei ght =" nmat ch_parent"
>
<Text Vi ew
android:id="@id/tv_textl"
andr oi d: | ayout _wi dt h="wrap_content"
andr oi d: | ayout _hei ght ="w ap_content"
androi d: text =" EHMA" />

</ Rel ati veLayout >
</ Li near Layout >

H include $rZESIA T titlebar #iJ5), iaf720R4nE 16-30 FiR,

£

ALt Merge

ViewStub

&l 16-30 sfTRCk
16.2.2.3 F Merge fr X LRSS RER

Merge BEME A, EAGEHIEAEH Merge fr% ] LU/ 2RIV ES . Merge fr%
— % F0 Include FRZFEBAEH, EmaYH] 1, Felf1H Hierarchy Viewer k& F AR mES, 40
16-31 FirR,

B 16-31 AiJm RS
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Include $r%5 5 | AR JRIAR A Jij A& — > LinearLayout, 03 AE FH Merge Fr%5 k5%
#i LinearLayout W22 titlebar.xml FJRHED4N T s :

titlebar.xml

<?xm version="1.0" encodi ng="utf-8"?>

<merge xni ns: androi d="http://schenas. andr oi d. conl apk/ r es/ andr oi d"
andr oi d: | ayout _wi dt h="mat ch_parent"
andr oi d: | ayout _hei ght =" 40dp"
andr oi d: backgr ound=" @ndr oi d: col or/ dar ker _gray

>
<l mageVi ew
andr oi d: | ayout _wi dt h="30dp"
andr oi d: | ayout _hei ght =" 30dp"
androi d: src="@lrawabl e/ico_| eft"
andr oi d: paddi ng="3dp"
androi d: | ayout _gravity="center"/>
<Text Vi ew

andr oi d: | ayout _wi dt h="mat ch_parent"
andr oi d: | ayout _hei ght ="w ap_content"
androi d: | ayout _gravity="center"
androi d: gravi ty="center"
andr oi d: t ext =" 24%|#E 1" />

</ mer ge>

X FA 1 Hierarchy Viewer kA E 4 J 24, 4nl&l 16-32 fr.

Bl 16-32 iRk
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BERTAYAR A ) LinearLayout (%4 T, {HAZiX B merge #r% k%L LinearLayout 25 &
# LinearLayout 3%, i ik s EhL. merge bR i &8 FrameLayout s A Jij J5 [a] —
H(HY LinearLayout, Lban4ijseAi)m LinearLayout YA J&J & B AT, WEHT1i )R
LinearLayout {77 J&y /5 A& A 1Y, WIRTLAM merge #3%, MWi4siy st TitleBar AUHAG &)
LinearLayout FJ7f )75 A& /K-FH, BARIFATFAX —ZRK, HEm R EREEAY 5
H{ H merge brZAE RTUARY, ik F4EK B LinearLayout {) H & 3 View, fAE40 T Fi7R

<?xm version="1.0" encodi ng="utf-8"?>
<Li near Layout xm ns:androi d="http://schemas. andr oi d. coni apk/ r es/ andr oi d"
androi d: | ayout _wi dt h="mat ch_parent"
andr oi d: | ayout _hei ght =" nat ch_parent "
androi d: orientation="vertical">
<com exanpl e. | i unangshu. noonl ayout . Ti t | eBar
andr oi d: | ayout _wi dt h="wrap_content"
andr oi d: | ayout _hei ght ="w ap_content"
androi d: orientation="horizontal "
andr oi d: backgr ound="@ndr oi d: col or/ dar ker _gray" >
</ com exanpl e. | i unangshu. moonl ayout . Ti t | eBar >
<Rel at i veLayout
andr oi d: | ayout _wi dt h="mat ch_parent"
andr oi d: | ayout _hei ght =" mat ch_parent "
androi d: orientation="horizontal ">
<Text Vi ew
android:id="@id/tv_textl"
andr oi d: | ayout _wi dt h="wrap_content"
andr oi d: | ayout _hei ght ="w ap_cont ent "
androi d: text =" Bk />

</ Rel ati veLayout >
</ Li near Layout >

AR R TitleBar gk —/~ H & X View, ‘B4k7& H LinearLayout, {F TitleBar $r%:
I RTAY LinearLayout fJ)Z . android:orientation F[1 android:background, XFEtiks3] T
Hi,

16.2.2.4 {£H ViewStub RIESMEBIRE

— AR W R s e Bl TR — AR Rt , HEAR AT A R R S B on ok,
i B —#85, XTI, Bl — MR AR5 Lt £/ View [ GONE #I
INVISIBLE J& {4k, XF738E NG, BAREE] T RGEH B, HRIMEMARYT, R4
VRSN AT, FTLEAH ViewStub SR fifiRix —[mil, ViewStub JE42EILH View, AL
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HEAGMRAE, 24 ViewStub JAH] inflate 7574 E X B AT W, FRGL# ViewStub
e R, ARSERHX A R nE] ViewStub v, 73+ ViewStub JAH] inflate 755 1%
BRI ZH, EeASMRERIMAGTIEN, ©EZ0HHBE A BARILE 5 H—A
B, Bk, M ViewStub " UE s A A AA LI PERE,, AT i S T O mEos . | 5EAE
AR mA ViewStub 125, A Jm RS ANT Bk -
<?xm version="1.0" encodi ng="utf-8"7?>
<Li near Layout xm ns:androi d="http://schemas. androi d. coni apk/ r es/ andr oi d"
andr oi d: | ayout _wi dt h="mat ch_parent"
andr oi d: | ayout _hei ght ="nat ch_parent"
androi d: orientation="vertical ">
<Vi ewSt ub
androi d: i d=" @i d/ vi ewsub"
andr oi d: | ayout _wi dt h="mat ch_parent"
andr oi d: | ayout _hei ght =" 40dp"
androi d: | ayout =" @ayout/titlebar"/>

</ Li near Layout >

{E ViewStub 7% 1 F android:layout 5 | Fi T BB & 4F (94 J&) titlebar.xml X FHETTRR )T,
ViewStub Fx% 5| A R SEon AN HISR Y, BRI A0 JRad e A n# g ViewStub r, 21
e A ARG H i ] ViewStub .

public class MinActivity extends AppConpatActivity {

private ViewStub viewsub;

@verride

protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOr eat e( savedl nstanceState) ;
set Content View R | ayout. activity_main);
vi ewsub= (Vi ewSt ub) findViewByld(R id.viewsub);
viewsub.inflate();//1
viewsub.setVisibility(ViewVISIBLE);//2

}

FERE 1 ke 2 bR nD H Rk ViewStub 5| YRR Ry in# 3 ViewStub 1, X #:5(H
HA Rk o s ok T . FE(E FH ViewStub B 55223 220 [R)7#
® ViewStub HEENN#—K, INE)5 ViewStub X5 5wt B A%, XHEAE ViewStub 5| H
B SR s, skANRE A ViewStub S IS IHIA R T . Bk, ik — 4805
BIAWTHb BRI, 2L View 1 Visibility J& .,
® ViewStub HHEHRE Merge Fr%s,
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* ViewStub #{ERIEAR R0, Wik FEMERERAER View, &2 H View 1Y
Visibility &,

16.2.3 GPU

2t IR RARITA T, RIEIRER R TR R, —JF4aR T4k,
B SR T 56, XA ek e R, st Ui kK E R TEAM T, R
FHUR RN A, i B 2 il i 7E e b AR SRR — Wit ) N w2 i 22 0k
MRS T GPU F1 CPU WK, 7= AR — 150 = 2 A A IR A

o f£E XML fiJyrh, HEFAESHAAREN .
® View }J OnDraw ££ [a]— X &l 2 1K

it BEL R AR AR Gy, it Z Ayt BRI SR TR 2 WHR, JF B S 8ctkRe ),
Bk, Bt BRI T BB, FRATATLAM Android Z4erh B 5 HY T H AR M B 25
il HHRERIEARGIRALE Android 4.1 UL F, SEEIT R EET I IFIAIK GPU i %
il v LA#E A GPU o B2 i, 4nfEl 16-33 Bk,

]
= HEHEW

pil=

B ER

SHIAIT GPU B

WA GPU T 20 2E

£ GPU 1B ST

{BF) GPU it T4 BBt A IE B R 6 I P E

ERERE °

Flash BfFEEHTERHERFAEE

ik GPU HEEAH
o i E R I

L ARER T AR

*H

SRS 4x MSAA
{E OpenGL ES 2.0 AR A 4x MSAA

12/ HW BIE

B 16-33  GPU jif B2 itk

X FEE s HELH & Fhigi e, FLEALLUT LR,
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* Ht: BAELELSH—B MRS LS T k.

o . —kELH—BMEE AR LAH TR,

o Lkt Ik ELH—BMEE AR LAH T =k,

o Byt =k ELH—mM RS AERR LAH TR,

o L0 PUIREPUIR LA it BE il —— A AR 3R AR SR R T ks Lk b

AR TR L HE UL AR G 1, skl EXIRA R AN =02 —, B
R IRAR AT
WGt BRI FEA LN TR
* FEERANTRZEHY background,
e 1f HE X View [fJ OnDraw Ji:A, H canvas.clipRect K35 E&HIHIX I, PHiEES
AR e Aok 2

16.3 AFi/NGL

ARBESELHRIX 08, /28 T ahlRE . SRR AT TR R IR TS
%, XEENFRER I KB EmBub ot L Am, Bbd LRI A, REE TIRS S
FIPLIEAR G T B, 1RZ TRARRE A AIREA D, XRIAEHRREAAT], FREI%En
IHRE TR KA KB R .
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W AFAIAL

(BEEN. % 10 % Java EBL; % 11 F Dalvik #2 ART; 5 16 & 241464k

22°% 2] Android FJNA-IRIL, EHE%E T Java BEAUMLFI DVM&ART, 55 10 BFIE 11
T AR S AR . AR EER NIRRT, RIEN 4% N TR
Memory Monitor, Allocation Tracker 1 Heap Dump, /)57 2847Hr NAEIHRAYFIZS MAT Fi
LeakCanary,

17.1 B ATFE PIAT I

AR T AR BT RE NI RIEE , Eanfml e R — £ TR 4, At E
AR, H—BIRSRAIEREEAE, B, nfasd., SIURE o A7tk 22 £+
TATEE XA 2 an ik G N A7t

17.1.1

A BT RS BN AR SE A TR, h T iR Android Z&Ehy /i TS 2 05
P77, Android FRGeAE S AT AT NIy i, 212 R I, Android BT i &K GC,
GC SR AHI AR R R ik, RS ATTAAR 1069, Al 17-1 Bis,
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l GC Roots RS ES

\i

Objl

>
<

17-1 MU

M 17-1 a[EVEH, Objd & rlikRIR R, FonBIEWE I, B SHRIE A T FYH
X4, Obj5, Obj6 F1 Obj7 #AE A RIEHIX G, Hrh Objs F1 Obj6 SARILAASIH, {HER
hEf1E] GC Roots A AIERY, FrEAEIIHBARIC A T B ATRER .

At it 2 Fi A X4 E] GC Roots EFARY O 48i51H), 58 GC JLikml
WeiZxt 5, Bei, andf Obj4 & —AN A AR, (H'eh5 GC Roots & R[K[Y, A2 Obj4
b R AT . AP AR R R, 8 A =Kk

o MR R A GG AR,

o BB =T HESLE AT

* {1 Android RZEsE % =77 ROM i Bifittifs .

FEBFEREILT, 55 FFsE =AU T Android IR F R ULZA /TR, (B
PO PTEERY, BRARE ATHERY, RIS R A SR B S i N A7t $ Tok
G2 I N R 5

Y

oms) Objs  |a—| Objs

17.1.2

XA -SRI, SRR TP R RS, (B AR IR T, Atk
BH T,

1. IFERSHARRERIERS LA

RS NERR S FA SRR LB ST, AR AR RN R AT BRI, s
PR AR E SN S I, BLIE RS R, R 4n T s
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public class SecondActivity extends AppConpatActivity {
private static bject inner;
private Button button;
@verride
protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOreat e( savedl nstanceState) ;
set Content View R | ayout. activity_main);
button = (Button) findViewByld(R id.bt_next);
button. set Ond i ckLi st ener (new Vi ew. Ond i ckLi stener() {
@verride
public void ondick(Viewv) {
createl nnerd ass();
finish();
}
s
}

voi d createlnnerd ass() {
class Innerdass {

}

inner = new Innerdass();//1

}

2 i Button b, SRR 1 AL GBI R A AHEDE InnerClass FUH AL inner, %5k
Bl A R Sy HEF MK, JFH —B+FA SecondActivity fI5IH, T
SecondActivity T2 #% AL .

2. ZEIERXHERMIBLR/AFSHIRRE

AR SN A, E RN RS FFEINTRLEIIE I H, LRz
%5 AsyncTask 3%, Thread 28 F1SCH] Runnable $; MY2EEE, BITIE & NSBR /AR S NED
AR e R ERE Pl R K AR NI, X B AsyncTask RYEE & NERE =G, 40T iR

public class AsyncTaskActivity extends AppConpatActivity {
private Button button;
@verride
protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOr eat e( savedl nstanceState) ;
set Content Vi ew( R | ayout . acti vity_async_t ask);
button = (Button) findViewByld(R id.bt_next);
button. set Ond i ckLi st ener (new Vi ew. Ond i ckLi stener() {
@verride
public void onCick(Viewv) {
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start AsyncTask();
finish();
}
DK
}
voi d start AsyncTask() {
new AsyncTask<Voi d, Void, Void>() {//1
@verride
protected Voi d dol nBackground(Void... parans) {
while (true) ;
}

}. execute();

}

FEERE 1 ALsE it —/4> AsyncTask, AsyncTask i) 52 1E55 75 J5 & PATHRER 55 1],
AsyncTaskActivity #5525 T, # AsyncTask 354 /) AsyncTaskActivity SEF AL fl b P e 5
axPlfe, HBISPESEER, R, HEXH AsyncTask 4R NS K AN
frithif . fROLIR It A € L— A FRAHY AsyncTask, 40T Fios:

public class AsyncTaskActivity extends AppConpatActivity {
private Button button;
@verride
protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOr eat e( savedl nstanceState) ;
set Content Vi ew( R | ayout . activity_async_t ask);
button = (Button) findViewByld(R id.bt_next);
button. set Ond i ckLi st ener (new Vi ew. Ond i ckLi stener() {
@verride
public void ondick(Viewv) {
start AsyncTask();
finish();
}
DK
}
voi d startAsyncTask() {
new MyAsyncTask().execute();

}
private static class M/AsyncTask extends AsyncTask<Void, Void, Void> {
@verride
protected Voi d dol nBackground(Void... params) {
while (true) ;
}
}
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3. Handler A7FittRE

Handler f\] Message #f7fi /£ MessageQueue H1, 4Lk Message F-ARED FHAbTE, &
I1{E MessageQueue HFE/ERII ISR K, XEte 53 Handler Joik#i g, 4nf Handler
AdEFRARY, W Handler th 25 52805 | H B Activity 8(# Service NRE#E I,

public class Handl erActivity extends AppConmpat Activity {
private Button button;
@verride
protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOr eat e( savedl nstanceState) ;
set Content View R | ayout. activity_handl er);
button = (Button) findViewByld(R id.bt_next);
final Handl er nHandl er = new Handl er() {
@verride
public voi d handl eMessage( Message nsg) {
super . handl eMessage(nsg) ;

}
b
button. set Ond i ckLi st ener (new Vi ew. Ond i ckLi stener() {
@verride
public void ondick(Viewv) {
nmHandl er . sendMessageDel ayed( Message. obt ai n(), 60000);
finish();
}
s

}

Handler /& B A ATIE &4 NEZ L6, BasBatks | AN HandlerActivity, _ETAIAY
-3 A 4 A1 7 Button [, HandlerActivity 23455, {Ha& Handler H1HYIH BB A B
ROER, [Rlk HandlerActivity Joii# BN, RO ZA WA, —A 2 H—A F# &1 Handler
NRZE, Handler £54 1% 4 B E 5551 H -

public class Handl erActivity extends AppConmpat Activity {
private Button button;
private MyHandl er nyHandl er = new MyHandl er (thi s);
@verride
protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOreat e( savedl nstanceState) ;
set Content View( R | ayout. activity_handl er);
button = (Button) findViewByld(R id.bt_next);
button. set Ond i ckLi st ener (new Vi ew. Ond i ckLi stener() {
@verride
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public void ondick(Viewv) {
nyHandl er . sendMessageDel ayed( Message. obt ai n(), 60000);
finish();
}
IO
}
public void show() {

}

private static class M/Handl er extends Handl er {
private final WakReference<Handl er Activity> nmActivity;

public MyHandl er (Handl er Activity activity) {
mActivity = new WeakRef erence<Handl er Activity2>(activity);

}
@verride
public void handl eMessage( Message nsg) {
if (mActivity !'= null && mActivity.get() == null) {
mActivity.get().show);
}

}

MyHandlerj&—/MFRARINERE, EFeA fYHandlerActivity st G (5 755511, X HEE
WEGR T NAF MG o AR SR RRART, o Wl DA FH 3B 6 N A7 Tt Y Hand ler -5 2 Weak Handler ,
Hb 41l A https://github.com/badoo/android-weak-handler , & A — /™ fift Pt 5 22 & 7F Activity [l
Destroy ;5 i 1 #2MessageQueue HH ITH B, 411 F iR

@verride
public void onDestroy() {
if (nyHandler !'= null) {
nyHandl er . renoveCal | backsAndMessages(nul | );

}

super . onDest roy();

}

£ onDestroy J5 it Callbacks F1 Messages 2l s, %X Fpfio 7 20015,
Handler H1 {48 /T RETCI A FPALBESE, Rk ix BLAL I S — Bl 5 %

4. KRIEFHER Context

ST A M58 B Activity 1) Context [ %, (Dialog [ Context #4451 {# B Activity [1Y
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Context) , FA 10 LLZ% FEfE Fil Application Context 0%k Activity [ Context, X #£ 7] LLEE%
Activity JitJ, Eodngn TR sk

public class AppSettings {

private Context mAppContext;

private static AppSettings mAppSettings = new AppSettings();
public static AppSettings getlnstance() {

return mAppSetti ngs;

}

public final void setup(Context context) {
mAppCont ext = cont ext;

}
}

mAppSettings {EAFRER G, HAdr FIS KT Activity, 3T heRElERERT, fEB0A
BT, REEHBEAT Activity, FI2424RT Activity I T setup 757, JFEA T Activity
Context, ffifs Activity #—MHLGIFE , SBEGEIRCES LRI, L T N,
firk 75 15k A2 8 JH Application [J Context:

public final void setup(Context context) {

mAppCont ext = cont ext. get Appl i cati onContext();
}

5. &4 View

(E A View rTLUBE G IR B8 Activity #RRIRBUFEY: View, (HAE#E View &Ff
A Activity B5IH, S8 Activity Tkl W, fROLAIIRIERE(E onDestory J5 7% Hfi &
View &7y null, RN FR

public class SecondActivity extends AppConpat Activity {
private static Button button;
@verride
protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOreat e( savedl nstanceState) ;
set Content Vi ew(R | ayout . activity_main);
button = (Button) findViewByld(R id.bt_next);
button. set Ond i ckLi st ener (new Vi ew. Ond i ckLi stener() {
@verride
public void ondick(Viewv) {
finish();
}
s
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6. WebView

ANl Android fig 4 WebView 254 2 %, I EANE]) w5 7E il ROM [y WebView (122
R, X5t 558 WebView {7755 IR KA, WebView #5257 7E AR IR D[R], 7E
Rz FH R R B ] —k WebView, A7 A S HBMER . 5 R Ikl & o WebView H
FF—AdkfE, i AIDL 55 R T . WebView gER2 rl AR 555K, 18
A I LA T RS

7. BIEITRAKXHF

FIER R LLan Cursor, File %, FEAEAMEA T0h, S@ERNEME, Hik, ERE
SRAMERR, —EEHAelegxmHefsI HES null, @7 finally §&4A)H
BEATRH, Bh BRI, SRR R [,

8. EAPWRIEHE

WA R I AR THEA T, YAFEIZHRE, AR TSN
EAPIEMR, XFEXNMEAR SR, XA static (1E, ABEDURES E
FEE,

9. Bitmap &

(1Bt G P B AR ERCK Y Bitmap %4, (E45t AR /82051y Bitmap %45 2 )5,
P12 RHE B R AR Bitmap, X FEREMS B BB ALE 44 Bitmap B i FHIZS 1], B RS &
Fif bLie ki) Bitmap W& s i KRR AT %, nR E 2, ERME S LR ET &,

10. MNrEER X

R£ 25 0k% (Ek4n TelephonyMannager, SensorManager) 235 register £l unregister
W%, T 1T ZEMORAE A W i B i unregister JPEENET 2% . H CLF-shE NI Listener,
FO LA G I o S 2 ERIX 4> Listener,

17.2 Memory Monitor

BRI NI T, SR AT AR, —5o &R RN UL i IR
FH—#hsrhdE T s NI TH, A gtk iHi# Memory Monitor, £ Android
Studio (LA T fai#Rk AS) # Android Monitor & —/~E% 0, B8.%& | Logcat, Memory Monitor,
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CPU Monitor, GPU Monitor #[1 Network Monitor, H:A* Memory Monitor a] LLE24A# WAl b
AR FFROPEREFINAFE TGO, UAME T4 Bl Rt 5, e, FrERERERE X
v ELEE I NAF$CE . Memory Monitor m] AR H A B FHER P I INAF o Bl il 0L, 5
T4 1 B0 B AR I N . EITER AT

o SCi B R A RS BL Ry Java NAFIEIZE

o L EoRBIRIEE (GC) T,

o jEdhhIR L,

o PRl N R PRV R O St B b IR SE A
o P M N RS T HR it & S INFERE RS A .

17.2.1 Memory Monitor

{E{ FH Memory Monitor 2 B SEBIR FHLIF 5 T - & FHF0 USB ik, {EHIAY
IR .

(1) iBfri B ien b R,
(2) #.di AS itk TIEIAY Android ElfR, JH-1%#F Monitors I,

4R Memory Monitor E 4547, ZURANE 17-2 PR,

Android Monitor #¥- L
| Genymotion Custom Phone - 6.0.0 - API 23 - 768x1280 Android 6.0, AP 23 B com.example.iuwangshu (1982) n

it logeat | Monitors "
o

MMemory I ™ g [ 7 B
& 1 2 3 —

5.0

= 4 pa4we|
@ 5 M Atocatea [2.08 WB]
? S4m 40s S4m 455 &

Kl 17-2 Memory Monitor
P AREE R ZHREAN T

Initiate GC ($riH 1): FkTFshihk GC,

e Dump Javaheap (FriH2): RENTEHEIE,

Start/Stop Allocation Tracking (kxiH 3) : ¥TFF Allocation Tracker T.H.(17.3 H&/45).,
Free (briH 4): Mu0R RS BLRINAE RN,

® Allocated (HxiR S): 247 R FH oy BLINAR/I,

P 17-2 Y s 24 i R B 53 B N AR 23 BC I N AR/ s X R 2 1 BRI TR
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17.2.2 GC

M 17-3 alLVEH, BRI 2R BT, Xabe RN BCRIS s, FeA 12X
R A BRI BCHINAT, & Bitmap i8R HABRI RS, I EXTXFRE IR T,
MDNTFFF . TR BCRINAF HELRURI T R, X FORBIRICIE S, FRBERNTE.

MMemory I ™ E @ ? +t 44
37.08 MB

I Free [3.98 MB)

32.00 ME [ Ainocated 27.10 M8]

28.00 MB
24.00 MB
20.00 MB
16.00 MB
12.00 MB
8.00 MB
4,00 MB

0.00 ME-

29m 50s 29m 555 30m 0s 30m S5s

B 17-3 KAAF G 5 GC

17.2.3

AT — R AEIRFEAIINT IR A A A T 2 RN Ao BCARRENC, T BRI NAF it &
BN R PP R, NAFRES) B S5 A 5 S I T A0 B3 B e 5 (AT REAE IR H G
MR, WAFA T BATXAMEIL, et GC,

AFET GC FERERT . SRR, 257 GC TV
B{ESEHURIS THF. MARHER) OC ik TR
AV PP, 5 SRR BRI, AT '

ZREHI— IR T 16ms, FAREL G2 St
TR, ZRaakealr=te TNfrtal, 7oA T HReRAY
FrahlEss, i 17-4 for,

B 174 NP

17.3 Allocation Tracker

Allocation Tracker FISRIREZNAF 2 BL, ‘B RIUFURIEDAT HELEHR VB[R] B W AR AE (T b 4>
BEXf 5, T fRiX By Be 6 PRAEAS TR 5ix Se B EFESC I 5 A, DAL FRE i RE AN
WA, Allocation Tracker REWS MR 4N T HIZE1G
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o ORI BRI KN, SrEERR . HEARIRERIITRIFNGLE

o i A 1oy B BB B IR BN A AR 1L

* 245 HPROF Viewer £5A{F HItF, ®TULREBIRERERNAFiIR . fildn, anfyrfe 1
FH|—A~ Bitmap X4, {RKa[LAf#H Allocation Tracker 483 H /eI & .

17.3.1 Allocation Tracker

AS F1 DDMS H#B4 Allocation Tracker, ix B H4v#43 AS H1fy Allocation Tracker #n{a]{#
M. BAREWMRERRFII R T REENX, HHIF)ET USB K, EHPERINT:

(1) BfrEEsn N HEF.,
(2) #ads AS Hibk FHERY Android ElFR, J-1E#E Monitors %5,

(3) #if Start Allocation Tracking #%4H, X[ Start Allocation Tracking #2#148 4 T Stop
Allocation Tracking %41

(4) #RIERHRT.

(5) P Stop Allocation Tracking 3251, ZE#HelE, X} Memory Monitor 2% ig 7~ H 4
RO IEYEE], ikl 17-5 s,

Android Monitor
Genymotion Custom Phone - 6.0.0 - API 23 - 768x1280 Android 6.0, API 23 n com.example.liuwangshu.leak (21222) '
iE& logcat | Monitors +*
o — -
& M Memory | . |g' ?
£.19 MB
(x] -
400 MB e
=] —I—\___———Iii [
0.00 MB T T T T T T T
? 2m 10s 2Zm 155 2m 20s m 255 30s 2m 355 2m 40s

B 17-5  Jigict B a)
(6) I ERES BT IF—A & 0, B s mrd sy alloc SCHERINAEBE .

17.3.2 alloc

H ah$TIFY alloc SCHEE H A&l 17-6 Fiok,
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|18 com.example.liuwangshu leak_2017.07.08_17.27.alloc *

Group by Method = | [ ?
Method
E < Thread1 >
™ main(:616, Zygotelnit (com.android.internal.os)
™ draw():694, RippleDrawable (android.graphics.drawable)
™ callActivityOnCreate(:1107, Instrumentation (android.app)
™ drawBackground():16357, View (android.view)

Count 7

Total Size

|» @ performLaunchActivity(:2369, ActivityThread (android.app)

@ draw():16169, View (android view)
@ getDrawableRenderNode(:16421, View (android.view)
@ run():726, ZygotelnitsMethodAndArgsCaller (com android.internal.os)

B 17-6 alloc X H

i% alloc SCHE M A Ak 17-1 FosidfE .

% 17-1 alloc XHEEOFIHEHER

5

i

FH

Method

T4 B Java J5

Count

5y BL R SE S AL

Total Size SEENAFRET

Bif

BB RN DR HTE 17-6 AT HERINZS, T

R4 BiR Y Java 75 ;4 performLaunchActivity

NAFBLF514 2369, 4y BLRIR R A ActivityThread, 43 BLYSE(IEHA 300 4, 5y BL AT

T

54,

BT 7112 T% Group by Method, AL LA Group By Allocator,

FR,

FECHA 10512, A T fif performLaunchActivity J5#:F0 ActivityThread A% al LIS 2%

e 17-7

\L’ com.example liuwangshu.leak_2017.07.08_17.27.alloc *

Group by Allocator = | [ ?
Method
€ = Unknown =

java

org

android

dalvik

com

example
liuwangshu

leak

S

A

Total Size:

€ MainActivity
o1 android.contentIntent
€ SecondActivity
o1 com.example.liuwangshu.leak.SecondActivity$1

o com.example.liuwangshu.leak.SecondActivity$linnerClass

android
dex

internal

libcore

1728 (0.25%)

& 17-7  Group By Allocator f{ B,
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T EAFHb AR 17-7 Fh Y1 B, X AR Y ACRD , MainActivity F1 SecondActivity
AR AN T s :

MainActivity.java

public class MainActivity extends AppConpat Activity {
private Button button;
@verride
protected void onCreate(Bundl e savedl nstanceState) {
super. onOr eat e( savedl nstanceState) ;
set Content View R | ayout. activity_main);
button =(Button)findVi ewByl d(R i d. bt _next);
button. set Ond i ckLi st ener (new Vi ew. Ond i ckLi stener() {
@verride
public void ondick(Viewv) {
startActivity(new Intent(MinActivity.this, SecondActivity.class));
}
1

}

SecondActivity.java

public class SecondActivity extends AppConpat Activity {
private static Object inner;
private Button button;
@verride
protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOr eat e( savedl nstanceState) ;
set Content View R | ayout. activity_main);
button = (Button) findViewByld(R id.bt_next);
button. set Ond i ckLi st ener (new Vi ew. Ond i ckLi stener() {
@verride
public void onCick(Viewv) {
createl nnerd ass();
finish();
}
1
}

voi d createlnnerd ass() {
class Innerd ass {

}

i nner = new I nnerd ass();
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Horr SecondActivity JEAE/ENAEEIRAY, AR pcb FRIIR], FRAVERVEM 2 /E MainActivity
F1 SecondActivity 2 [AlBk4% T 3 vk (s5di Button 3 6 k), XBFFATELE L RER 17-7 5
HEF HU{E B, MainActivity 2345 Be T 3 4™ Intent 24, 5 FHNAEH 192 57, Second Activity
SR T 6 AN, HHWAAR 96 71, HhsarBl T 3 AME & NEZE OnClickListener
A5, 3 A4~ InnerClass [ SEf,

AT CAEBS I P — 0, Fah bR B, FE5% tH AR B AP £ jump to the source
ik T CABREL 2% BLAIR S , BRitbz b, I T LA Show/Hide Chart 423K B~ £ #Y
EIEAL, &l 17-8 Fios,

Sunburst ~ | | Size =

Total allocations: 8467
Total size: 697.54K

android

B 17-8  Kedla i ETEAL

17.4 Heap Dump

Heap Dump {3 2 DD RERE & 26 A R B R RE A A EE TS DL, E T B IR
HBIER, el Dt Bl 922 L R BN A7t

1741 Heap Dump

#THF Android Device Monitor T.H., £ /211 Devices #I|Z& g B2 E FI N AR HE,
Hiii Update Heap #24 (—P st CRIBIKNR), {E4 %S Heap 50, Ff#.d: Cause GC
L, IR BoREE . Bk s Cause GC H AR 2 5 il i AR P EA Tk B, I
FHE RS REAE o /E Heap THRA, 20k 17-9 Fiow,
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% Threads | @ Heap 2 | @ Allocation ... | & Network St... File Explor... | @ Emulator ... | 5 SystemInf.. | = O

Heap updates wil happen after every GC for this chent
ID Heap Size  Allocated Free % Used  # Objects

1
1 2346 MB 1346 MB 1000 MB  57.37% 24,058
Display: |Stats -

Type Count  Total Size Smallest Largest Median Average
free 925 1213 MB 16B  62.656 KB 96 B 1.342 KB
: data object 4454 337281 KB 168 37281 KB 2B 758 |
class object 409 410.641 KB 1448 8.000 KB 464 B 1.004 KB
1-byte array (byte[], boolean[]) 20 60609 KB 168  39.070KB 168 3.030 KB
2-byte array (shortl], charl) 7 89.969 KB 32B  S1156KB 43B  12.853KB
4-byte array (object]], int[], floatl]) 1,440  455.703 KB 168 28.000 KB 28 3248
8-byte array (longll, doublell} 129 7.719 KB 168 1288 328 618
non-Java object 2 504 B 248 4808 430 B 2528
2

lonl

& 17-9 Heap Dump $iL[&l

Heap Dump 404 =/, o3 S ilE (Bril 1), BEEE BRIl 2) Fnhfrsr
BCHoRIE (BRiA 3),

1
Horp S ST AT B R AT 0L, BTN UL IR 4nER 17-2 B
#17-2 BYEAEF IR

5l iz} BA
Heap Size WAk sy L2 iR RE PP N AR/
Allocated s Bl RN R/
Free ZEIREBINFER N
%Used 247 Heap AYf# F# (Allocated/Heap Size)
#Objects KRB

EEEFRNT-2H0E 179, FRAMESTRLEhIREFAIE Bt . ks Bz 2 iHy R

FRRINAF R/ A 2.346MB, o3 BTN AE A 1.346MB, 22 HEINAEA IMB, 247 Heap [
i FHZN 57.37%, SHRECE D 24058 />,

2. FFIE
FRAIPLEE R T A OB 2R AT N AR DL, HRAIA & SLansk 17-3 Foms,
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*F 17-3 FANETINE X

Ll W A
Type Kem AT
Total Size St RN AR RN
Smallest PHEEAR TR G NEIHRS, HEAESE — AR G & A AR
Largest PHZEAE IR ZNNFIRHES, HEE B — AR G i - N A7
Median PAZHAR IR GNNEIRHEF, HEZE A T3S S B i RN AR
Average BRI G TN AR (B

Br T AIRE X, BFTHE L, ik 17-4 PR,
®17-4 FEEREITHEX

T i AR
free AR R
data object PiEd
class object %
1-byte array (byte[],boolean[]) 1 R BT 5
2-byte array (short[],char[]) 2 T A S
4-byte array (object[],int[],float[]) 4 FRVEEA R R
8-byte array (long[],double[]) 8 TR AN FR
non-Java object 4k Java # 4

FLAR B B free X—fTHUME R, B 5 BWME AR free & SURRE, ERENFRE
o BTG — R, AR NAERER xR, W R NAE, SNk free
23] (R SRR Y free) XIS AR XA HIAT S, free & HIWT N AERE R (LRR EE R — A
HENER, AP, 1-byte array iX —f7H0fE B MREE, KK R ZELL byte[IFE A7
FENAEHD, iRk 1-byte array —FTHVELHE L K, MISREASA B R BINAEE T

17.4.2

Heap Dump 7] AN 771t . £E /230 Devices 5|36 i B B A & 1 b RE it A,
#i:f; Update Heap #2481 (—2-2 2k GIRAEIR), 7E47 0% Heap 2£T0, Jf#id; Cause GC
YREL, RIFAR g s, &l 17-10 Fios,
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% Threads | @ Heap 52 | @ Allocation ... | & Network St.. File Explor... @ Emulator O systemInf.. | = O
Heap updates will happen after evt
D HeapSize  Allocated Free % Used  # Objects
1 2222MB 1226 MB 1020125.. 55.16% 22,854

Display:
Type Count  Total Size Smallest Largest Median Average
free 660 1170 MB 16B  64.004 KB 1288 1.814 KB
data object 3,540 166 37.281KB 488 788
class object 397 405.594 KB 1448 8.000 KB 464 B 1.021 KB
1-byte array (bytell, boolean()) 13 21422KB 166 12133KB 165 1647 KB
2-byte array (short(l, char(l) 7 89.969 KB 32B  5L156KB 438 12.853KB
4-byte array (object]], int[], floatl]) 1,201 434383 KB 168 28.000 KB 28 3708
8-byte array (long[], double[]) 76 4.406 KB 168 1288 28 598
non-Java object 2 504 B 248 4808 480 8 2528

B 17-10 RN At

XI5t data object {J Total Size 24 270.266KB , 15 g2 /ER A, XA A IHALE 17.3.2
T ETE N AR B, R HE MainActivity F[1 SecondActivity 7 [AlBk#4 T 10 7k (.
i Button 1t 20 %), $E W nanE 17-11 PR,

Type Count Total Size Smallest Largest Median Average

free 1,620 1.079 MB 168 66.062 KB 64 B G698 B

data object 12,101 | 768172 KB 168 37.281 KB 328 65 B

class object 409 410641 KB 144 B 8.000 KB 464 B 1.004 KB
B 17-11  Higf Button 3 20 /Ry %cd

data object ) Total Size A5 A T 768.172KB,, ix It B Cause GC %40 , i Bonan&E 17-12

PR,

Type Count Total Size Smallest Largest Median Average

free 1,446 1.530 MB 168 76.062 KB 1288 1.083 KB

data object 6,450 444,516 KB 6B 37.281 KB 328 708

class object 409 410641 KB 144 B 8.000 KB 464 B 1.004 KB
Bl 17-12 i Cause GC 5 HY Bt

"L 2 data object 1Y Total Size 254 T 444.516KB, P rdi—yk Cause GC %45, %k

o aniE 17-13 pios,

Type Count Total Size Smallest Largest Median Average

free 942 1.697 MB 16 B 104.312 KB 160 B 1.845 KB

data object 4,392 323.312 KB 16 B 37.281 KB 32B 75 B

class object 409 410.641 KB 144 B 8.000 KB 464 B 1.004 KB
Bl 17-13 PRk Cause GC 4R HLHIE

Total Size 25 % T 323.312KB, £3 ik Cause GC [1J#5:1E, Total Size BI{E M 768.172KB
A5 T 323312KB, X & —ANELESKAVA L, UIHBALE Cause GC #:1EZHiA 462.86KB
(768.172KB-323.312KB) HINAF&A#E RN, "IRER AL T WAt .
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17.5 WA THMAT

FEREATNAE S BTIRE, 3ATTRT LA I Memory MonitorfHeap Dump g2 A7 HI{E AT UL,
{ifi FH Allocation Trackerf i A 74> Bt U AE O , T DL ix 28 T BRI SR K& Az N A7k
HIPLE . AHAE A R AR SR A MDA T o A HE 0 N AR, Sk B AT BE(DUR A N A itk ks B
He B MEAfif S . HEAE % SC O T LAfE FHDDMS 535 Memory Monitor>R Az B, i HiAY S
#&3 Ahprof, MMATE & 5> M HEAFfif SC - . MAT 4R Memory Analysis Tool, &%} A 47
AT Hr) T H,, ‘B&EclipsellJ4fifl:, 4nf FH Android Studioif 1771 & I F5ZE Ak T 3%
B, FEdhll Ahttp://eclipse.org/mat, X B YFEFIMATHIRRAS A 1.6.1,

17.5.1 hprof

MAT RSk #7 hprof U, B SeBA1EEF 21 anfal k& hprof (i, FEAMMA,
45 Bl DDMS 4= % hprof 3C4:F1 Memory Monitor A= g% hprof ¢4,

1. EERNFRRIAE

AT e — B R AN, TR

public class MinActivity extends AppConpatActivity {
@verride
protected voi d onCreat e(Bundl e savedl nstanceState) {
super. onOr eat e( savedl nstanceState) ;
set Content View( R | ayout. activity_main);
LeakThread | eakThread = new LeakThread();
| eakThread. start();
}
cl ass LeakThread extends Thread {
@verride
public void run() {
try {
Thr ead. sl eep(60 * 60 * 1000);
} catch (InterruptedException e) {
e.printStackTrace();
}
}
}
}

T AR AR S A R AR I (51, R R T ERR S A 82 Leak Thread £5 45 4M5B
2k MainActivity 5|, LeakThread H it T HEN1E, S8 MainActivity Joi: B,
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2. DDMS & & hprof x4
He j hprof SCHEFEEE53 ALL T LD
(1) 7£ Android Studio H§TFF DDMS, =f1#%.

(2) 7 Devices H e 353 iy LI RE FF 2t A2, #iddi Update Heap $08H (—g 2k (aRY
FAEAR) TR TIBER.

(3) #EATRATRER A A RS BRIE - (AR SR Bl s A AT B DD B B )
(4) #di Dump HPROP File #1485 HBER, A IFRAF hprof Ui, 4nl&l 17-14 Fr,

) Android Device Monitor -

File Edit Run Window Help

FIREE  H#WEBE. EMhprofIif

QDi:es? = 0
| Ih olz2|ela @ my ~
MNarm

a g sm_g9500-98895a415a46305153 Online
com.example.liuwangshu.leak 12996

& 17-14 DDMS gk hprof 3¢

DDMS Az Y hprof SCAEFEAARMERY , B 75K EHA0 APRIERY hprof SC:, XA¥ A
25 MAT (RSN TIRE T 5047, "TLMER SDK H#:#Y hprof-conv 4Tk, CHIKELE
sdk/platform-tools Ht, AN FIZEEAEHATLL T iEAIRN A .

hprof -conv D\ before. hprof D \after. hprof

Horh D:\before.hprof & ZEFEHAY) hprof SCHEEES, D:\after.hprof NI #5#u S5 hprof 3¢ {4
IR AR AR

3. Memory Monitor & i hprof 321

T Fl DDMS 3§ A gk hprof 32440, AR AS 1 Memory Monitor 34k gk hprof 3¢
. A Bk hprof U4 ALL T ILA D0

(1) £ Android Monitor H & 345 B iy bz il B b e
(2) #EATATRER A AT RO ERE (ARSI Bl A AT D B 5 )
(3) #iifi Dump Java Heap ##H, A hprof 3¢, 4nfE 17-15 FioR,
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Android Monitor

Samsung SM-G2500 Android 7.0, API 24 n com.example.liuwangshu.leak (2920) n
if% logecat | Monitors +° /Dump Java Heap
o - i
M Memory mn . |L Ig_‘ ?
&
9.44 MB
o
4.00 MB
@
0.00 ME’ T T T T T
» 3m 30s 3m 355 3m 40s 3m 45s 3m 50s

17-15 Memory Monitor Az j§, hprof 34

Memory Monitor £ fic Y hprof U A @ FRIERT, AS TR AL T FERYFE40 550 : Memory
Monitor 4= B hprof L4 B ~AE AS MY Captures FrZ 1, 1F Captures Fr%5Hik#E
B hprof SO, BT BRUbRA 8, 7RS4 IR Y= B i £ Export to standard.hprof G0,
B mr S ARy hprof SO, 4nf&l 17-16 fios,

4 | Captures - 1=

Heap Snapshot
| Igl com.example.liuwangshu.leak 2017.08.10 23.20.hprof
= Expand All
= Collapse All
Show in Explorer
Rename... Shift+F6

Delete

Export to standard .hprof

=] 7: Structure

s Captures

17-16 S HARAERY hprof ST

17.5.2 MAT hprof

F MAT ¥TFAr#MER hprof 304, 1%E#E Leak Suspects Report &I, X MAT 54s 4k B¢
s, EANRES ABEAFRET, —/4& Overview, 75—/ & Leak Suspects (PN A7ilikiR f&
), i 17-17 iR,

£ Leak Suspects HH&5H T MAT I\ al ge BN AE itk (B b 75, 1B 17-17 45 M
T3NS AR, it A N AR 5 A2 Details v LR B R AR HriG B
o AR NAEIR AN AR BB, it Leak Suspects 1Rk & BN A- I AL &

FTH Overview br%5 01, BB —TUHRE, BEEAR B RNAFIIEEE, DRR
EII# AR R W BRI NAE, K EAKIBULEE NN, AdE I # aRIR LI RX
XA E 8, i 17-18 Fios,
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[ sherrpeatf &

PG E-R-Q

1 Overview B defaultreport crgecipsematapisuspects 5
Luak Swarenis

Leak Suspects

System Overview

~ Leaks =

= Overview

=) 45MB

i) 4348

Tetak 157 ME

= @ Problem Suspect 1

1406) bytas.

Biggest instances:

Keywords
ngClass

18] S5M8

S IRy ——

4,894 instances ol | =java.lang.Class®, leaded by "<system dass loadars" seupy

* class android.icu.impl.call.CollationRoot @ Ox70fa8640 - 505,432 (3.08%) bytes.
* class sun.security.jea Providers @ 0xT09349¢0 - 230,720 (1.41%) bytes.

B 17-17 A pidh s

I Overview o1 | defautt repor arg.eclipse.matapinuspects |
+ Detaild

Sire: 15.7 MB Classes: Sk Objeets: 1798k Class Loader: § Unreachable Dbsects Histogram

- Biggest Objects by Retained Size

sur
Total: 3.7 M8

o Sowimpleol ®

Shallow Size: 18 B Retained Size: 4338 KB

= Actlons = Roports

Ml pistogram: Lists number of instances per class
% Daninator Tres: Lict the biggart abjects and what they Lusap alive.

Leak Suspects: inchides leak suspects and a system cverview

0 Components: ket raporte for companante bigger than 1
. N percent of the totsl heap.

Tap Comurners: Print the mest enpensive objects greuped by class e P-

sed by package.

Duglicate Classes: Detect classes loaded by multiple class loaders.

& 17-18 Overview

BT

A THE, Actions —£21 THEFIH T MAT $2{£[Y 4 Ff Action, 4547 A £k 5
“H FRIEEAE Histogram 1 Dominator Tree, F{ 185 Actions Hr 5 s aE £ MAT T H
4w B A B A gk W] LAFTFF Dominator Tree F1 Histogram, MAT T HA%4nE 17-19 Fior,
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TR R B

B 17-19 MAT T .Hf

Horp 2305 AN Histogram, 55 =AM Dominator Tree, 25 P4 /4N %52 OQL,
Tﬁﬁ'ﬁ[ ke TEf T IR

17.5.2.1 Dominator Tree

Dominator Tree & A3 Bobt, M &ZFR5EATLLE B Dominator Tree B 32F 245473 S 1Y
sIHX &R, 4l 17-20 Fios,

i Overview L default_report orqeclipse.matapisuspeets| s inatae_tree G

Class Marne Shallow Heap Retained Heap  Percentage
iF =Regexs = Nurneric> =Mumeric  =MNumerics
& class andraid i yhni pdateListener @ Ox12c6: ] o 0.00%
5 class android.s prmn ¥T.app.ActinnBarS Tablistener © 0:12ch3c m\s, tem Cl: 0 o 0.00%
&) class android paActionBar§e v v 0.00%
& class andreid suppartyT.app ActionBar§CnNa o o 0.00%
12 class android suppart wd.iewViewCompatlollipepStn, nnnly Windowlnsetslis 0 o 0.00%
& ol stedScrallingChild 8 Ox12¢6/680 System Clas ] v 0.00%
& ol erprise knon keystore ITimakeystore @ Oxl2¢6F780 System ] [] 0.00%

& 17.20 Dominator Tree

® Shallow Heap: Xf%H & 5 HINAFR/DN, NEFEBTIHAANSR, RS EEH A
HIXE, BRIR/NHEEH TR KEIE . AR AR R RIR A 4,
BRIR /N B R AR B SR T e

e Retained Heap: — /¥4 Retained Set & %4 il 5 NAERIE R/, HA)igid,
Retained Heap 5t /& 4 Rl * T 528 GC J5, M Heap b EILEERBARIINAT .

Retained Set $FAVAZAX/NATRA G CEA 5| HIUXT R UL BGX S5 X4 1) Retained
Set Fﬁﬁﬂﬂﬁjﬁd\ﬁ’lu%ﬂ SRR E G E iR 17-21 B,

A and B are garbage collection roots,
/‘ \ e.. method parameters, locally created
D

\,
A/ \E

B 17-21 5| FE#E 51 E

objects, objects used for wait(), notify() or
synchronized(), etc

Leading Set Retained Set
EG

C CDEFGH
AB ABCDEFGH

\m—po

ME 17-20 e[ LLFE H E /4 Retained Set 24 E #1 G, C i) Retained Set 4 C. D, E_ F,
G. H, MAT FriE SCHY S Bt A B 17-21 sy o HBRETR . /E5 TR H, ke
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F17E ML

—&E Y BBELARERE X, o X XY, X B Y WA ERFTA LY /Y
MG, X Y Bl — A5, SR AT XA B SR OC &, SRR, AT
RESIR TR A 17-22 Frossie B 77 1R (R — A 5 DR B Sl R B

L L — X
\c/ d A B c

WAV

B 17-22 5| AT BRI R &R

C H¥:XE. D, E, Kk CA& D, E AT, X —ri i LmiEis R 5 Hasie.,
C HEEXE H, XATRESALEEEN, REEA H HTEAMAKIE, MiXMAiEE FD f1 GE
AR MM ELLE R, RA CIHE TX—m, Bk C AR H, Cpiad HIL A,
AL SR, FA Tk AT AR 7% Sy by — Ak 4 ) Retained Set, Ebgn E # 1N, WIS REK
E. GWNAE, MiASER HNA, B2 F AR5 HE H, 2 C #Ell, HHNRT
SWRE . X EO AR AT TR, RO —AE51E . @ik MAT $24ty
Dominator Tree, A] UAfRIGM ] —/AN G R E KBS, R SRS PR HELT
ANZARS, Ui &L T WA, /£ Dominator Tree FYTHHS Regex ml LI At 1€ 5%
f (XFFEMFRIBR) , AR EE Activity NFFHR, RTUA/E Regex Hifii A Activity ) £
PR, BLAmX A~ 7T LA A MainActivity, Dominator Tree f{E .8 41 17-23 Fi7R,

X

g

= —.;m./-r!?; —@

i Overview £ default_repent argecipsematapesuspeds Ts dommmator tree [
Shallow Heap Ertained Heap  Percertage
<Numeric> <Numerics  <Numeric>
ity & Ox12d17000 System Class 16 4760 0.05%
sinActivity @ 0x12cd1340 280 1120 0.01%
© Oxl2ed1cd0 80 1120 0.01%
ivity @ Oul2edlef0 280 L1120 0.01%
260 1120 0.01%
280 1120 00m%
280 L1120 0.01%
280 1120 00m%
280 1120 0.01%
80 1120 0.0m%
280 1120 0.01%
230 80 1120 0.01%
ctivitybLeakTheead @ Ox12d26¢00 Sy 16 520 0.01%
KTheead @ Oxl2cbleS0 Thread 136 16 0.00%
ivit eakThread @ Ox12ed2700 Thread 138 216 0.00%
SLeakThread @ (12649280 Thread 136 216 0.00%
tivit ecokThread @ Ox12¢d%910 Thread 136 26 0.00%
sindctivity$LeakThread @ Owl2ci29d0 Thread 136 216 D.00%
2 tivity§leakThread @ Ox12d2860 Thread 136 ns 0.00%
kThread @ Ow12d75160 Thread 136 216 D.00%
yileakThread & 0nl2d75060 Thread 136 16 0.00%
sinctivitySLeakTheead @ Dx12f16790 Thread 136 216 0.00%
: g KTheead @ Ox12/16670 Thread 136 16 0.00%
o comecample livaangshu leak Mainactivity$Leak Thread @ 0wl 2M5820 Thread 138 6 00
Z Total: 24 entries (63,510 filtered)

& 17-23 Dominator Tree fJ{E &,
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1£ Dominator Tree H 71| T 1R £ MainActivity =25, MainActivity AN %A X 4 £ 52145
0, FEARWUAWE kA TN, BAENFlRIRE, TLAESR GC SIHHE, {F
MainActivity BE51_F B o b4 8, 7E55 )32 # b % % Path To GC Roots 3£ 55, Znf&] 17-24
FioR,

i Overview ED default_report org.eclipse.matapi: L _tree 11

Class Name Shallow Heap Retained Heap  Percentage
% "MainActivity.” c Numeric Numeric
&) class com.example liuwangshu.leak MainActivity @ 0x12d17000 System Class 16 4,760 0.03%

5 z o 1120 0.01%
. — List objects »
L) com.example.liuwangshu.leak.MainActivity R 1120 0.01%
D ple i huleak.MainActivity Show objects by class L&) Fe e
[ com.example.Jiuwangshu.leak.Mainactivity| E5  Path Te 6C Roote > with all references
0 pledi huleskMainactivity| &2 Merge Shortest Paths to GC Roots » exclude weak references
[0 com.example.liuwangshu.leak.MainActivity Java Basics » exclude soft references
D leJi huleak.MainActivity Java Collecti » exclude phantom references
LI com.exampleliuwangshu.leak MainActivity Leak Identification » exclude weak/soft references
U le.i leak.MainActivity| %, iate Domi exclude phantom/soft references
1) com.example fiuwangshu.leak.MainActivity| g ghow Retained Set exclude phantomyweak references
1 commample huweangeinlealMuinAdiiily Copy » exclude all phantom/weak/soft etc. references
&) class com.example livwangshu.leakMainAl .
o el (i .. | Eb Search Queries... exclude custom field...
L) com.example.ivwangshuleak. MainActivity! [ Calculate Minimum Retained Size (quick approx) 216 0.00%
4 com.example.i leak MainActivityl [ Calculate Precise Retained Size 216 0.00%
o com.example liuwangshu.leak.MainActivity! 216 0.00%
= R | Columns... »

& com.exampl leak. 216 0.00%
o e hu.leak.MainActivity$LeakThread @ 0x12d28b0 Thread 136 216 0.00%

& 17-24 1%4$& Path To GC Roots 1%

Path To GC Roots i1 IR FKm M4 E] GC Roots HUS%1R, ARSI FHRAISAH 2 Fuk
T, bk 4n with all references 58L& A RIS A, iX B Ik {1 HE exclude all phantom/weak/soft
etc. references, K AXAkIiHls THESIH. 555 I HFERG I, X5 FH—B2 rTEA#E [l
Wiy, X MAT 54545 Hi MainActivity ) GC 51 %%, anl&l 17-25 Fios,

i Overview &% default_report org.eclipse.mat.apissuspects = dominator_tree | &3 path2gc [selection of ‘MainActivity @ 0x12cd1340|
Status: Found 30 paths so far.

Class Name Shallow Heap  Retained Heap
ER— . . . .
5% <Regex= <MNumeric= <Numeric=

T thisso com.exampleliuwangshu.leak.MainActivity$LeakThread @ Ox12cb1e50 Thread 136 216
b D mContext, mOnWind ismissedCallback, mWind ollerCallback com.android. 368 15,880

Z Total: 2 entries

& 17-25 MainActivity [ GC 2| Fl%%
5| MainActivity 42 LeakThread, this$0 Y2 SCmtAd NERSE B shif B — A48 W B
FEANEREBISIH, X ANt AE MainActivity, X4 58 MainActivity Joi:i# GC,
17.5.2.2 Histogram

Histogram 5 Dominator Tree A~ [6] Y& , Dominator Tree & M\ 352 S2 {504 £ BE AT 07,
HEE SR, 1fn Histogram WA fAEGEAT 4047, BRI 1, Histogram Hiy
NN 17-26 FioR,
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FI7TE WA

2 after.hprof i

i e @ E-R QBB E

i Overview % default report org.eclipse.matapisuspects | Il Histogram &2
Class Name Objects Shallow Heap Retained Heap
i Tb <Regex= =Mumeric= <MNumeric= =Numeric= |
[c] bytell 4831 8,005,928 == 8,005,936
@ charll 59,039 4,153,688 == 4,154,320
Giava]ang‘..‘ 58,283 1,398,792 == 5,308,360
@ int 4757 767,544 == 768,176
@ javalang... 4,904 172,952 == 5,803,752
@ javalang... 2,007 148,360 -= 510,768
@ java.utilH.. 5454 130,896 == 267,944

[ 17-26 Histogram HHFJN 2%

1£ Histogram Hh 4124 4 511448 , 5= T Shallow Heap 1 Ratained Heap HJ& Y AE 17.5.2.1
HEBNEE T, F4H Class Name 72k 44, Objects fEZEX 5 LI/~ 41 . 7F Histogram
AT Regex [RIAE AT LA AL iIE 45, X BL R AES A MainActivity, CR40E 17-27 Bk,

& afterhprof 2
P B E-&-|AF- 8-

i Overview £2 default_report org.edipse.matapisuspects | lil Histagram &

Class Name Objects Shallow Heap Retained Heap
Eto“MainActivity.> <Numeric> =Numeric= <Numeric= |
@ com.example liuwangshu leak MainActivity 11 3,080 == 17,080
@ com.example liuwangshu leak.MainActivity$LeakThread 11 1,496 == 3,296
Z Total: 2 entries (4,992 filtered) 22 4576

B 17-27  TiiEh Regex %i A MainActivity

MainActivity F1 LeakThread SEf5i% 4 11 4>, HEA ERTUAME KB T NAFltte. BAAN
FRIIREA , [FIFERTUAE S GC 51 HBE, fE MainActivity 2£T00_F G bR BE, 3T
S H. %P Merge Shortest Paths to GC roots, F-£F 1535 H 1% £& exclude all phantom/weak/soft etc.
references, Path To GC Roots 15 B.4n& 17-28 frr,

i Overview E& default report org.edlipse.matapisuspects il Histogram | &= merge_shortest_paths [selection of 'MainActivity'] -excludes java.lang.ref Referenceireferent 52
Class Name Ref. Objects  Shallow Heap Ref. Shallow Heap  Retained Heap
3 <Regex= =Numerics =Numeric= <Numeric= <Numeric=
4 L] comexampleliuwangshu.leak MainActivity$LeakThread @ 0x32c05700 Thread 1 136 280 216
» [k this$0 com.example.liuwangshu.leak.MainActivity @ 0x32c2b230 1 280 280 1120
> 1| com.exampleiuwangshu.leak. MainActivity$l eakThread @ 0x32d66310 Thread 1 136 280 216
- 1] com.exampleliuwangshu.leak MainActivity$LeakThread @ 0x32e1b550 Thread 1 136 280 216
. &) com.example.iuwangshu.leak MainActivity$LeakThread @ 0x32ec2670 Thread 1 136 280 216
+ &) com.example.liuwangshu.leak MainActivity$LeakThread @ 0x32dclea0 Thread 1 136 280 216
- 1] com.exampleliuwangshu.leak MainActivity$LeakThread @ 0x32d66af0 Thread 1 136 280 216
> | com.exampleiuwangshu.leak MainActivity$l eakThread @ 0x32e70dcd Thread 1 136 280 216
. 1] com.exampleliuwangshu.leak MainActivity$LeakThread @ 0x32ec2250 Thread 1 136 280 216
- &) com.example.liuwangshu.leakMainActivitySLeakThread @ 0x3221bd30 Thread 1 136 280 216
- &) com.example.liuwangshu.leak MainActivity$LeakThread @ 0x32dc1430 Thread 1 136 280 216
- 1] com.exampleliuwangshu.leak MainActivity$LeakThread @ 0x32e705e0 Thread 1 136 280 216

Z Total: 11 entries 11 1496 3,080

17-28 Path To GC Roots [ &,
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Histogram & M\ Z (1 #1 BEEA7 5747, 1T Path To GC Roots <& HIR /3 M 83 R, Rk
1F Histogram 1 J5y3: {8 A Path To GC Roots #xif), #] LL{# Fl Merge Shortest Paths to GC roots
i), BFRBM GC roots F|—NEi—HIM R AL E, HHAVEERFN 17.5.2.1 2 AH[H]
HJ, S|H MainActivity /& LeakThread, X533t T MainActivity Toik#k GC,

17.5.2.3 0OQL

OQL 474 Object Query Language, 24U/ SQL &I E NG F . REMS R A 24 Aif
WA iR F 8 SR IFRI TR A R, BRI AR IR AR A T

SELECT * FROM[ |INSTANCECF | <class_name> [ WHERE <filter-expressi on>]

Lk A select * from instanceof android.app.Activity }-4% | F5 b} (83 s T HAeL A
LIS, R ai AR A Activity #3E s R, anlEl 17-29 Fios,

i | E& QB a| o

i Overview £ default report org.eclipse.matapiisuspects | ) OQL 52
select * from instanceof android.app.Activity

Class Name Shallow Heap  Retained Heap

3 <Regex> <Numeric> <Numeric=
» [l com.example.iuwangshu.leak MainActivity @ 0x12f4e230 280 1,120
» [} com.exampleliuwangshuleak MainActivity @ 0x12e1def0 280 1,120
>[4 com.example.iuwangshu.leak MainActivity @ 0x12e1dcd0 280 1,120
> [ com.example.iuwangshu.leak MainActivity @ 0x12e1dab0 280 1,120
» [} com.exampleliuwangshu.leak MainActivity @ 0x12e1d890 280 1,120
> L) com.example.iuwangshu.leak MainActivity @ 0x12e1d670 280 1,120
» [ com.exampleiuwangshu.leak MainActivity @ 0x12e1d450 280 1,120
» [} com.exampleliuwangshu.leak MainActivity @ 0x12e1d230 280 1,120
> |4 com.example liuwangshu leak MainActivity @ Ox12cd1ef0 280 1,120
>[4 com.example.iuwangshu.leak MainActivity @ 0x12cd1cd0 280 1,120
» [} com.exampleliuwangshu.leak MainActivity @ 0x12cd1340 280 1,120

Z Total: 11 entries

E 17-29 OQL %4

Al Activity P %, BB IREEAMIIZE, aTUUE B4 A BRI 2R AR

sel ect * from com exanpl e. i uwangshu. | eak. Mai nActivity

WA RGOS | /T DA BN A S . S TOQLIE AR Z Mk, X Bt A
TE2NE T, BRERAUEEE 5 XA http//help.eclipse.org/luna/index.jsp?topic=
/org.eclipse.mat.ui.help/reference/oqlsyntax.html

17.5.2.4 Lk hprof 324

BA XTI AR e, AT LAl BT 75 i T DAREIN AR A SR ], (H 2
FOE DLk R S b L hprof SCHRBEAT AT 1. SEHP AT
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(1) #IERA, A —A hprof (4,

(2) AT B AERIE, FRAEBEE A hprof (1,

(3) I MAT 47X 4~ hprof SC{:,

FI7TE WA

(4) BB —/Fn5E — A hprof XXy Dominator Tree & Histogram 5 fiiE| Compare

Basket #7, #n& 17-30 fir.

|5 Motes B Navigation History &3
i OverviewPane
Il histegr—
= #  Activate
& comp

i Close
[ Close Branch

M Remove from List

Compare Basket

Add to Compare Basket

Bl default_repont org.eclipse.matapisuspects

&l 17-30

@ in#| Compare Basket (U 1E

(5) f£ Compare Basket i P41 (81 5-3%40 4 i Compared Tables, Compared Tables

& 17-31 fior,

Class Name

Objects %0

i Overview B} default report org.eclipse.matapiisuspects | Il Histogram | E% Compared Tables 52
B Objects #1  Shallow Heap #0  Shallow Heap #1

B
H <Regex-

<Numeric=

<Numeric=

<Numeric:

<Numeric=

@ android.R$styleable

@ android.accounts.Account

@ android.accounts.Account$l

1 android.accounts.AccountManager

@ android.accounts.AccountManager$ 1

@ android.accounts.AccountManager$ 11

@ android.accounts AccountManager§AmsTask

@ android.accountsAccountManagerfAmsTask$ 1

© android.accounts AccountManager$AmsTask$Respo...

oo oo oor oo

oo ooooraoo

© o 0000 ®mo o

oo oo o0 oo

Kl 17-31

Compared Tables

(6) 1t Compared Tables 1,4 THHE Regex, i A MainActivity #17051%, an&l 17-32 B,

Class Name

i Overview E3 default_report org.eclipse.mat.api:suspects | il Histogram &2

Objects Shallow Heap

- oo *MainActivity.*

<Numeric>

=Mumeric=

@ com.example.liuwangshu.leak....
@ com.exampleliuwangshu.leak....
Z Total: 2 entries (4,958 filtered)

+6
+6
+12

+1,488
+816
+2,304

17-32

fE Regex A ik

MainActivity fEiX—iBHH N T 6 4>, MainActivity fSEHHE A RIZEINRT, XTI
KA T NAER, ATLGEE AR GC 5IHBEREEI Nt BRI . Br T _LmEe L
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73k, Histogram i n] DUl i T HAZAIR FLHR AR TR EL, XTECHHLILIE 17-33 Hhy i
frm.,

P Pw B E-B QB [De—

i Overview £3 default_report org.eclipse.matapisuspects | il Histogram 52

Class Name Objects  Shallow He... Retained H..

3o <Regex= <Numeric=  <Numeric>  =Numeric= (= = 5
£ Select Baseline e

@ bytell 4800 7989656 o= 7,9806..

© chart 39,286 4170568 | »= 41712 ket (e ' (e e e st o o

@ javalang... 58,531 1404748 ==53312.

@ int 4837 767,312 »= 767,944 {2 afterL horof [C:\Users\Administrator.EIT-20160520RHS\[

@ javalang... 4,960 171468 == 58784..

@ javalang... 2,156 152086 == 518,600

@ java.utilH.. 5454 130896  -= 267,136

@ longll 677 125360  »= 125992

@ javalang.. 2,246 102,608 == 149,976

@ javalang... 1,885 75400 == 168696

@ java.utilH... 368 68,288 == 336,808

@ java.utilLi. 2,060 65020 == 212232

@ java.util.A. 2,370 56,880 == 338,816 -

@ andraid... 1,905 45720 -= 46632

@ sun.misc.... 1,071 42,840 == 75152

- 4 1 L3

Z 7 {7 Compare Basket &2

Results to be compared Heap Dump

Il histogram C:\Users\Administrator.EIT-2016052

1l histogram C\Users\Administrator EIT-201605 2t e

B 17-33  *tkbigsn

(7) A& R F Compared Tables 241, Ffl 15 A MainActivity 3E1705%E, 4niE 17-34
iR,

i Overview %de{ault_raport arg.eclipse.matapisuspects | Il Histogram 22
Class Name Objects Shallow Heap

< *MainActivity.* =Numerics <Numeric= |

@ com.example liuwangshu.leak.... +8 +1,488

@ com.example liuwangshu.leak.... +6 +816

2 Total: 2 entries (4,958 filtered) +12 +2,304

B 17-34 % A MainActivity #1757
A[LLEF% A hprof SCEELEE— hprof L% T 6 /> MainActivity SZf,

MAT I G1RZDhfE, X B 4] 7% HIRZhEE, Hb Ay ShREmt R 258 0 il 2
R EIIFRA .

17.6 LeakCanary

AR FHAMAT R Hr N8, S8 LS, JF AR AR e, dF 1N
MR, FTREZEI AT Z Uk HEE RN L . A T REAS IV b & BN AR, SquareZy ml AT
MATH-{Ji T LeakCanary, Hbjil Ajhttps://github.com/square/leakcanary,
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$£17E NI

17.6.1 LeakCanary

B E build.gradle:

dependenci es {
debugConpi | e ' com squar eup. | eakcanary: | eakcanary- androi d: 1. 5. 2'
rel easeConpi | e ' com squar eup. | eakcanary: | eakcanar y- andr oi d- no-op: 1. 5. 2

}
% T RAE Application FEIA AT XD .

public class LeakApplication extends Application {
@verride public void onCreate() {
super.onCreate();
if (LeakCanary.islnAnal yzerProcess(this)) {//1
return;

}
LeakCanary.install (this);

}
}

LERE 1 ACHARRD R BT L B4R 1F , AR Y AT AYERE S R 25 LeakCanary E17HE5 #7
FINGR A, W4T LeakCanary Y install J77%, XAERATgk el LAf#H LeakCanary T,
AARAGIEIFEA Activity A NAFilitdE, LeakCanary ghov2a i,

17.6.2 LeakCanary

17.6.1 TR Gl RS HRERSASIN Activity FPN ARG , An2Rad 35 4G DIH: fth 2R 1 A A1
i, AT RefWatcher RZE T, 4’5 Application, 41T /K.

public class LeakApplication extends Application {
private RefWatcher refWatcher;
@verride
public void onCreate() {
super.onCreate();
ref Wat cher = set upLeakCanary();
}
private RefWatcher setuplLeakCanary() {
i f (LeakCanary.islnAnal yzerProcess(this)) {
return RefWat cher. Dl SABLED;
}

return LeakCanary.install (this);
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public static RefWatcher getRefWatcher(Context context) {

LeakApplication | eakApplication = (LeakApplication) context.getApplication
Context ();

return | eakApplication.ref\Watcher;

}

install 75 %251 [8] RefWatcher S W51 4 , Leak Application HiA SEFEfi getRefWatcher
FRA kiR F 4 Ji) RefWatcher, fe b T 245, A E—BAFENARIIRAIARRD R 5IA
LeakCanary W%, Z0 NFiR:

public class MinActivity extends AppConpatActivity {
@verride
protected voi d onCreate(Bundl e savedl nstanceState) {
super. onOr eat e( savedl nstanceState) ;
set Content View R | ayout. activity_main);
LeakThread | eakThread = new LeakThread();
| eakThread. start();

}
cl ass LeakThread extends Thread {
@verride
public void run() {
try {
Thread. sl eep(6 * 60 * 1000);
} catch (InterruptedException e) {
e.printStackTrace();
}
}
}
@verride

protected void onDestroy() {
super . onDestroy();
Ref Wat cher refWatcher = LeakApplication. get Ref Watcher(this);//1
r ef Vat cher . wat ch(t hi s);

}

MainActivity 7 {E N A7 it s, 5t 85k 2 dE i AR N8 26 LeakThread % A A1 2
MainActivity FJ5 |, 7£ LeakThread Wi THERERIE, 5% MainActivity ToiktB, (E1E
Bt 1 4153 RefWatcher, FH-iAH'BHY watch 573, watch J5 LS50S s S, 4
5K, {EXA - onDestroy J5 i3t 2 sk HY, KA LeakCanary {EIA ] install J5 725 ) —
/> ActivityRefWatcher 2, ‘BT H zha% Activity $if7 onDestroy 751 2 Ja & & A N AR
o X BN THEZG], AR giWis Fragment, fF Fragment Hifsfin4n_ /Y onDestroy
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FI7TE WA

AN, BT, XBSERE BA R~ 4% Leaks [0 FH EbR, 2 T ARABH
PR BR, axX SN —AMERHE, $27RINA ) “Dumping memory app will freeze.Brrrr.”
PR RZI, WAEIRETS Btssifiant Notification JEyRiH R, Lhan=/2 S8 filsnfsanE 17-35
iR,

1690 9E1B, RME s ]

ARERR 081.00068

o ek

MainActivity leaked 787 B
Click for more detaily

" losk

MainActivity leaked 787 B
Click for more details

" e

MainActivity leaked 787 B
Click for more details

USB EFE R

& iR RT I LISE K

M W

B 17-35 =/ S8 f@ st

f£ Notification Hif£75 MainActivity &4 7 NAEtE, MIRAINTE A 787B, M
Notification s ] LAt A AR RIS 0T, Bk 2 SMb e L@ it Leaks b O FIZ AmdEA
AR RS T AN 17-36 B,

€ MainActivity leaked 787 B

B 17-36  PNAFIRIEL T
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Adins st T AR BARR I ENE AR, BATEESE —4 5 %% : MainActiviy [y
N LeakThread 5| T LeakThread f¥ this$0, this$O (192 St NERE A shix B —4~
FRIA TSNS TR, X A~ SN St T DU 5 — 17 A 4h T MainActiviy fY S5,
TP FE MainActivity Tt GC, Ml Az A AE ik .

Britzoh, BATERTLLKS heap dump (hprof SCff:) Al info f5 84y =£Hid:, 4nldl 17-37
FirRe

MainActivity$LeakThread.

refer >
Main ml\SLeakThread

leaks MainActivity instance

B 17-37  fENAFER TRAE 0T 4 215 8

AR 55 S A hprof SCPFIERARIENY hprof SCHF, K EHM bR
{9 bprof SC P, kA2 MAT IRBUATERT 57 B — T e 25t A LeakThread
BRI, AT

public class MinActivity extends AppConpatActivity {

static class LeakThread extends Thread {

@verride
public void run() {

try {
Thread. sl eep(6 * 60 * 1000);

} catch (InterruptedException e) {
e.printStackTrace();

}

Hikizf#E 7 LeakThread g A4 NIRRT o
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17.7 AF/NEE

AEEPFINERME M2, BTN I & panfai s ns N, 1
FKAE T w N TESH T E: Memory Monitor, Allocation Tracker 1 Heap Dump, Xt
THRTLUH AR T80T, $RBIBE R AN AR MR AL E, AR AR SR A NAF 24757
BrIFafE WAL 5 227 21 MAT BTG, 2428 MAT igQE S A —2euk %, FEH
BWAERE, FHGENH T LeakCanary (U FH 5, X Se T HAYE AR EAIAL]
T3, ARBLHPTAYIE IR TR (R H T 2 gk T Stk
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&1171‘1 ﬁ)if“ HH

Ll H R AL RS A i A LA AL ATAUR AR B iRl , &2
] B el e R S AR A A T s TR B SR AR o, i
(Pt NRILRIEEEARRGE: ), HAT R AR AR B R F DA 7B, M LR
LR LI URPS ER VLI E g

N T YEPTGRRRY , RPN S 120G , FARRHGR AR A TR AR
AR N WA 22 N WA o , ARl A B, 5
RS R AR S AR .

ZEARHLE: (010 )88254396; (010 )88258888

& H. (010)88254397

E-mail: dbqq@pheicom.cn

Wfhl: JEHI AR 173 5/ B DG S A%

Mg 4. 100036
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