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MR e B ICIRASEAE, FFaR B4

ARZAXT N T A8 5 #ds 197284k, 78 Hyperledger Fabric 7, [X Bk (PRS2 R AL
71, H keylvalue store (KVS) F£ix. Hr key /247, value &R CANE, R
G FR I SR IC R I ARAS o X S E A ) 25 R BRI IS PUT AT GET #RAF R B . 7
it ZHI R, IR REAMARAE SR R, APR38R 3 S Rl = 1 .

AR T BT A DR A 8 1) 2038 S AN D 22 S e 1 i ok

WA 2 B Ordering Service #4) & 1 — A58 4 7 ()58 p B 2H B 1) X B 7 i
(Hash Chain).

MK A B ] LA 76 T 1) peers 15 05 b, SORT DUIRFRAZAEAE JL orderers 7 £ L

Ak, IRAS VR BT A 2S5 D7 SR e sk, FF HLE ER SR .

JHIE)JZ 48218 IE (Channel), #IiE & —FF Hyperledger Fabric Z# kg 2 HLH],
AT RIELGEERERXSS 5T . MAEEHZ — ML X e, K2
AP DAL F AN XHREE RS, 1A HH 05 B ) 8

PR 28 J2 F T4 X BV I 288 T 5 AN IEAE 1T i 3R AL P2P 4 SCRE, R ORFRIX Husk ik
AR R RS 2 —

7t Hyperledger Fabric #', Node /& [X B8 il {5 524k . Node (AN Z— & |
MThRe, ZNAFEZEAE) Node T LLEATLE R — MR IR 55258 41 Node 5 =Fpas Y,
4y AR P peers 1 55 A1 Ordering Service

Hodp, 2 7 F AU P IAE 5 SR GE B X HURE I 26 v

peers i & 61 ST 4ES X BLEEIK AR, peers 77 55 1] LL4) A4 endoring peers Il committing
peers FiF. endoring peers A ZVENIE, INIERE A E WA 5 KA %, Fxt
A 5y i AT %544 s committing peers BRI ELAF T IX B, H B ANXHEEH . 5 Node 25484,

peers i f 0 Z B M, endoring peers F1 committing peers TiJ LLFI 3B AE— G
AL L.
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Ordering Service ¥R HE R, I HAF EHI UMK, K5, 5AXTR
e, EJEi AR EZ committing peers.

JLREHRT Kafka. SBTF S5 LR EyksEHl. Hyperledger Fabric F ] Kafka %52
s BT HE AL H, RSt ACER A FRRE Jy,  F HAEER R A SRR A
RS . AHEL T Kafka, SBFT (faifFF S RERE) RESRAL S nml SE i HEF 5002,
B35 A T R DL — i R R T R

A4 )7 ¢ Hyperledger Fabric ()% it %)= Blockchain, Blockchain R\ H Go &
5. Blockchain IZAT AR T IAERERS, FrA RSB AEIE, FHMTFPATEZS .
7t Hyperledger Fabric H', RAGRAINFI AL 5 A REM AR« T2 T AT BERD b (1)1 AE
WA, FUICEEERZ 0N . FGEE RN R ARSI EERS, M T
HR A S

N 2 5& Hyperledger Fabric 84NN LR o

AL, BESRZBESASE, 7E Hyperledger Fabric Frib A —AMEHE [T H T % B 3 N
(KR AT, Bl Membership Service Provider (MSP), MSP F /& P 52 IAIE
B, N A peers 15 HE AR R R ARAUR S -

2.4 XR¥EERAZRN

2, BAICE 7 7T HREm . BLRYGA Hyperledger FI2EM 101, =38R
WEAE RS ET A AR B, EIE 2R R 2L E] A, AT DA T aX
S ) A T £ 2 B 1) R 2 SR A

ARAS AL I B B IS = A W ] 2-4 B
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EfEE EXEARIFL EXERRTF2 EXERRIFI N

i PBFT
iR ( Practical Byzantine Fault Tolerance )

FEE
- Lo | (]| [ ]

Kl2-4 HRERHEIRE A

e 2-4 v, BATRXERZ 728 6 /2, W NE LR aEE. Bz K
&)z ERZEL BUEABHZ -

PR LB 5 HEMLZGHRMNE . Hd, 25 HERET LogBack 3k
o A2 5 (PN 25 B0 ) BT SQLite $ds PE 7%, 1525 SQLite i i v] LAJE T JPA S
= 55 1 4 T B (S B i RocksDB 8% LevelDB 7214 .

Bl 2t XHATX e “8” (XBREERSHD dfe Hor, XBRpIb & kg
Dy HIRAE Merkle #4 H (AF il SARTT G AT SZ B I A B 75 Z I AR BE
MR EE A 2 A AL, O ROE BT S S R R A, B BONA RS
RATAFR A R, PMEIE .
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DR 28 J22 AR AR B A B A IR 2 SR . EXKHEE Y, AN R BE
IR RIE T, SOREIE T o aT AU s R R g, SO RS i
TR BT RIEER I, fEARTH, FRATAT LA T WebSocket F I AE 5 gk
R, Wl DR TROERESE =7 THRAS,

FLRZ R PBFT (Practical Byzantine Fault Tolerance) FLiRE L . AN[E T A%EK)
SHHLE, BCHBEPEREES T AGEENS —, R g 220, BEFERE R
I E o

Wl /= 3 B2 T (Coin) I Token FAUA FIIE . £EARET, B2 ARER R 2
{HEBC B AE R AR LT . AP BEE R MEk Token ifa] & 37 28 57 A R il i 3L
i, HERERMERAT Y], AMEARYEE SEI T L Token (A ICI2 4 .

N 2 T T R B R A S VR . — IR R A 1 N 2 T T ATV
FiE AT Ml A 1 1

Java B R B O BB A B 2-5 B

BTS2 %Eﬁ#NT

30} st EE
B izgehoe =

K 2-5  Java iibc i A B35 2



F2F XHRERM | 19

BRBLREE 1 AR SR TR AR, BT R B T 7
s, I FLa EIHLR SR AT U . R M TR . DR T 5
SO AR, IR S, S BB < % O Ib,
(R R4 R O

BANFF R I FE T Spring Boot 2.0 528 % Spring Boot FF &, FJ LA 2
KB xml B SO 9n S, e R AL TR 7E POM SCIFHIC B 11 & 24 i . Spring
Boot i T 25 Fh starter, FTLASCELHZNMLACE, $EmITFRRCE.

25 IN\NG

KENPT T LUKYT. Hyperledger 2RIV, FFIH45 T 38 FH 6 A5
R T . RS DR A SE AT B R 1 SR AN Java SEEEANA .
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SRR H WA R AN, %%iﬁﬁiﬁﬁﬂifmmmmﬁ% e
. FHUGR B E T s g, 45

SR 2E— 1A YR E 75 B SC kryptos & logos, 1E 7 15 i N Baat S 2 o R B
FLR BT A A TCHT 405 4, iy A5 I e SR 0 Lk 2 1) 4P 2 3 R R 4ok 3. 7
H Lk BAE 5 TSR B R S — T 2 B, R T 0 B TR A U8 B ] SR T
K. NI R S R EIE BT E AT E . 18, ATER BRI T —
24 WU Sy ][] e O A5 I AL 0. IS B D98 — 2% A1 T A LG 3 1 5 T 7
BRI, 307 2 22 BA e i S S A T8 A A0 s SR AE T IR S8 i, SRR R R
TS AR B TE T ()RR R T — B0 I {B A e L (R 906 o] ) I A, SR
72 DA E £ 7E T A FE PR R B i, X T A FE A TR ZE . i A E AR
PEX A IER D oo TR TR, DURVER A R 2 35535t T o B ZEBA
MRS T Bz . BEfS, Bk BN AEAAE L, &5 s 1 i iR

TAE B A, kR Al R S 22 1 53— FRE N 1.

ARERRRINHT, B R EAZEN B ARG B SRk, %
o e I B . R AR 2 A5 B AN I8 2 )5 7 REAE ELHR MY A% 3%,
RAEATTIARE D EA . BRE BRI BINE . F8INE. By mEy]
CEEWIEIESK e IR

X HRBEROR MBS AT &%, AT LA RS 7 2 X R G R A 2 —

MAZERS, RATKZ DN A X HEE RG0S ML OB B S2 I 5
3.1 NIBERERR

3.1.1 MEEEZREN

TN 5 AR FE R B AT S AR B o A% 10 IR RV s fr) i A2
INERGAE A EAE S (EIBIS0) AE A (BRI S0, ikt i Fe B 2 it
R, MRERBACAUSIEIN (BIES0 B bl a5 2 (RIS . R s ffig s (1t
Ferh, EHRARR KB AT,
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EAT, D BOR T 250 A0 RRINE « ARERRIN & FIAS AT n 2 = 2R 500

RN S5 B R I 8 SR, BOR 0 B AR PN kb,
MR I o RFREPIEARA IR AR 7B AP 5 # .

XIFRINE Sk R R A ATT . RN IR INE AR . AR
ZHbFE, ZH XTI FRE Y, ZeEAARIGRIE. BT, T AR RO AR N
#5134 DES. 3DES. IDEA fil AES %%, b, S EZbriE 18 T 1 AES RI¥1E
KR HERUR DES.

ANKERR AN AT F AR 58 AN R X e 2 TURC ) — R L, Rz A A SHATRA
B, AR EAE . BET, TN HBAXNFRINS Fi5A RSA Hikfisk
[ FbrdE R ) DSA. FRATH WIME 7454 (Digital Signature) HARELZ LA
MEFRI0 R R IR . AR X IR N2 FE I 2 AR 2 T iR, (AR T AR
IR, A EEEE . SR,

AN T AR A R AN IR R R BRSNS R e A 7 A R
F NP SCJG R S8 B 0 N2 SR AR BE R S, N i (B S TV S
REBEFMARL, FHHRE FEREA TN EIRAC R, 15 2 [F) 50 2 %5 5L
W RFEHVONG, AReBEIEMEE. B, MHABZ A THINSHEZEG RSA &
F R B MD5 BN HH 5 [ [ AR 5 AN il 38 N & A vt SHS (Secure Hash
Standard, 4= Hash #xifE) %5,

3.1.2 Java sEI

BATEE ] LLEE T Java JEAESCBL NS M fg s, ] LT 58 = 5 1) L B A s,

N HFRATE SSANHIET Java J5AE APL FSEEL 7%, HE 4R 55 = J7 1. A4 hutool
A1 Tink fRIN0% i AP A FH J7v2:

1. Cipher 3£

Java "] Cipher 28 32 ZR L2 A& K DhRe, %A1 T javax.crypto 5K, A
Bi A public class Cipher extends Object, ‘E k% I Java Cryptographic Extension (JCE)
HEZE IAZ Lo o
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i Cipher 2515, TEA4% Cipher X%, HIHF Cipher [ getinstance J5i5K 5k
WMo TWEFREMNE, XEATUIEH P E 2 XM%S . 7E Cipher ISR N “ ¥4,
CHE AR A O S R SR, R R

RS B Rk
fil4n: Cipher ¢ = Cipher.getinstance("DES/CBC/PKCS5Padding™);

Cipher K I H B 7B 2A:

public static final int ENCRYPT_MODE: H ¥ Cipher #J4f 1k AN = 1)
W,

public static final int DECRYPT_MODE: H-T¥ Cipher #J4f 1k A 2 15511
.

public static final int WRAP_MODE: T Cipher #1464k % #4025 1555
D)=

public static final int UNWRAP_MODE: - T-¥ Cipher #1451k % 1 fift fu 45
A H &,

public static final int PUBLIC_KEY: FTHRREMARIEHN “NH” 1w

1=)

Ho

public static final int PRIVATE_KEY: FiTFREMAKEYN “BE8” 1
W,

public static final int SECRET_KEY: HF#RREMAMNEHAN “FEEH”
(1 =

Cipher S it 7 #giE ik, A B € SUEHT, #3& 5 0k s

protected Cipher(CipherSpi cipherSpi,Provider provider, String
transformation)

Cipher KH I L ITIE R GEI0T

1) public static final Cipher getlnstance(String transformation)

%7 IR A S FL A € #5451 Cipher X§%t. transformation A5 ¥ 48K, i,
DES/CBC/PKCS5Padding.
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2) public static final Cipher getlnstance(String transformation, String provider)
B TR BISEELEE 2 4] Cipher X%,

3) public static final Cipher getinstance(String transformation, Provider provider)
ZITVEFRE TR R SC LR 2 e  1) Cipher X 4.

4) public final Provider getProvider()

1%J71H TR [E] Cipher X R )52 .

5) public final String getAlgorithm()

Z 7 TR [E 3 Cipher X% HIHEAZ TR

6) public final int getBlockSize()

BOTER TR BB RN CBLE S AL o

7) public final int getOutputSize(int inputLen)

GITEMRIE S E KL inputLen (AN 8L, IR [FIRAE T —> update
B doFinal #4445 B P 5 At S P XA (LA 1 N ).

8) public final byte[] getlV()
BITE M TR B b X R AR L A B (1V).
9) public final AlgorithmParameters getParameters()

73R A1tk Cipher {24, & B ZH0rT B S5 4)4a L Cipher i {1 HY
SHMFE . WRIE Cipher 75 25524, (HARMEAMEM S HuAT W1, IR (A
2O HERUEANEZ Cipher SEHLFTSE H A BENL 2 E0E 2H 5

10) public final ExemptionMechanism getExemptionMechanism()
1%J7153& Bl Cipher % (exemption) ALHIX 4.

11) public final void init(int opmode, Key key)
IR E I Cipher,
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12) public final void init(int opmode, Key key, SecureRandom random)

I3 A BEHLIE )R L Cipher.

13) public final void init(int opmode, Key key, AlgorithmParameterSpec params)
%7V S A — A1 5 S BRIt Cipher.

14) public final void init(int opmode, Key key, AlgorithmParameterSpec params,

SecureRandom random)
YITEM—AEH. —HERSHM D RENERI A1 Cipher.
15) public final void init(int opmode, Key key, AlgorithmParameters params)
WINEME I — HEESH ARt Cipher.

16) public final void init(int opmode, Key key, AlgorithmParameters params,

SecureRandom random)
WINEM— B —HEES N — P RENEYIgR1EEE Cipher.
17) public final void init(int opmode, Certificate certificate)
ZITEHI A 4 E R AR L Cipher.
18) public final void init(int opmode, Certificate certificate, SecureRandom random)
7 VE R IE 45 UE R I A A BENLIE VI 4640t Cipher.
19) public final byte[] update(byte[] input)
20) public final byte[] update(byte[] input, int inputOffset,int inputLen)
21) public final int update(byte[] input, int inputOffset, int inputLen, byte[] output)

22) public final int update(byte[] input, int inputOffset, int inputLen, byte[] output, int
outputOffset)

23) public final int update(ByteBuffer input, ByteBuffer output)
IR JUR TG TR S AT N s I 5, I R K E U
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AT I S, A — N O N B AR 7 EL A update 77

24 ) public final byte[] doFinal() throws IllegalBlockSizeException,
BadPaddingException

TR KR w5 B AT I B 13, BRI R R R o
TN B, doFinal ()5 M 58 I o & sl s U R A . bhtn, fpin
BRI R E AR P LA 9 4, BRI 4 4y, WEE=Htostel 1 0y, X 1 R
H1 doFinal ()7 2P0 AT Xof L PR N 85 B igh 2 # A

\

%

25) public final int doFinal(byte[] output, int outputOffset)

26) public final byte[] doFinal(byte[] input)

27) public final byte[] doFinal(byte[] input, int inputOffset, int inputLen)

28) public final int doFinal(byte[] input, int inputOffset, int inputLen, byte[] output)

29) public final int doFinal(byte[] input, int inputOffset, int inputLen, byte[] output,
int outputOffset)

30) public final int doFinal(ByteBuffer input, ByteBuffer output)

B3R UR 7 iR R R A A B R AT N B 3 5. > ERER
L — B BRI A s Bt s KR = B AT N B 1 R, RRER
AR D AGEAT INE SR, doFinal ()75 72 I T 58 i 2 b ohn & g ORI
o botm, Fynes s iR EEHE T A8 9 6y, BEEIK 4 6, TUIER =HEUHR 1
fr, X 1 8 B doFinal ()5 VSR AT X I Ao e s fe s 454

31 ) public final byte[] wrap(Keykey) throws IllegalBlockSizeException,
InvalidKeyException

BT TR
32) public final Key unwrap(byte[] wrappedKey, String wrappedKeyAlgorithm,int

wrappedKeyType)throws InvalidKeyException,NoSuchAlgorithmException
ZITVE TR — A ARG 1 35 5


https://blog.csdn.net/u010142437/article/details/17785089

SHBNFRBE AT

e wrappedKey: FFffELIIE .
e wrappedKeyAlgorithm: 5 4025 2 8 S BE I BT

e wrappedKeyType: CfLARZHIRM . HARM LN SECRET_KEY .

PRIVATE_KEY 5 PUBLIC_KEY Z—.

2. BT Cipher SEIIZBRfRZS

TE#ZR T Cipher 322 API J5, FATEET Cipher 455 & A2 AL W1 R

package com.niudong.demo.util;

import java.io.lOException;
import java.security.SecureRandom;

import javax.crypto.Cipher;

import javax.crypto.SecretKey;

import javax.crypto.SecretKeyFactory;
import javax.crypto.spec.DESKeySpec;

import org.testng.util._Strings;

import sun.misc.BASE64Decoder ;
import sun.misc.BASE64Encoder;

/**
* JET Cipher SEHL IR Al TH K

* @author %
*
*/
public class DeEnCoderCipherUtil {
/7 NE. fEES
private final static String CIPHER_MODE = "DES";

// DES %%
public static String DEFAULT_DES KEY =

"IXCREE R AT BRSO R SRR I AR T L EOR R Y

RS S W
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/**
* function N i#H %
*
* @param originalContent:
* @param key N #4%A
* @return %3¢
*/
public static String encrypt(String originalContent, String key) {
/7 IISCEUNE A A
iT(Strings.isNullOrEmpty(originalContent) || Strings.-isNullOrEmpty
(key)){

return null;

}

/7 BB A A
try {
byte[] byteContent = encrypt(originalContent.getBytes(),
key.getBytes());
return new BASE64Encoder () .encode(byteContent);
} catch (Exception e) {
e._printStackTrace();

}

return null;

b
function @%@ 5%

@param key DES f## %40 ([FIIN% %4
@return B¢
*/
public static String decrypt(String ciphertext, String key) {
/7 EESCEINE B N
iT (Strings. isNullOrEmpty(ciphertext) || Strings. isNul IOrEmpty(key)) {
return null;

*

*

* @param ciphertext %3
*

*

}

/7 FEIENE A A TR

try {
BASE64Decoder decoder = new BASE64Decoder();

byte[] bufCiphertext = decoder.decodeBuffer(ciphertext);
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byte[] contentByte = decrypt(bufCiphertext, key.getBytes());
return new String(contentByte);

} catch (Exception e) {
e._printStackTrace();

}

return null;

}

/**
* function 5 N% 5%
* @param originalContent: B
* @param key HZE %K byte 4
* @return %[ byte £4
*/
private static byte[] encrypt(byte[] originalContent, byte[] key)
throws Exception {
7/ BIR 1. AERTEAE R BEHLER
SecureRandom secureRandom = new SecureRandom();

7/ PYR 2. BT EA%E A1) DESKeySpec X4
DESKeySpec desKeySpec = new DESKeySpec(key);

/7 L% 3. QIS4 T), ¥ DESKeySpec ##ii SecretKey i 5 RARTER R 254

SecretKeyFactory keyFactory=SecretKeyFactory.getlnstance
(CIPHER_MODE) ;

SecretKey securekey = keyFactory.generateSecret(desKeySpec);

// BYR 4. Cipher X RSEFRTEHINEERAE, 4578 H SR E s A Bk
Cipher cipher = Cipher.getlnstance(CIPHER_MODE) ;

// F% 5. HEHYIIE Cipher %1%, ENCRYPT_MODE 7 n# it
cipher.init(Cipher_ENCRYPT_MODE, securekey, secureRandom);

/7 R[S
return cipher.doFinal(originalContent);

}

/**
* function FIRE L

*

* @param ciphertextByte: %
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* @param key fR#Z#=4H (FMZEFEE) byte Fid
* @return B3 byte #4
*/
private static byte[] decrypt(byte[] ciphertextByte, byte[] key)
throws Exception {
/7 B 1 LR EAERIBE LB
SecureRandom secureRandom = new SecureRandom();

7/ BPR 2. NJRIE% HHIE G DESKeySpec X 4
DESKeySpec desKeySpec = new DESKeySpec(key);

/7 L% 3. QIS4 T), ¥ DESKeySpec #H#im SecretKey i 5 RARTER R 254

SecretKeyFactory keyFactory = SecretKeyFactory.getlnstance
(CIPHER_MODE) ;

SecretKey securekey = keyFactory.generateSecret(desKeySpec);

// FBYR 4. Cipher X RSEFRTE MR ERAE, 4578 H SRR SR s A s Sk
Cipher cipher = Cipher.getinstance(CIPHER_MODE) ;

// F% 5. HEHYIIE Cipher %1%, DECRYPT_MODE /iR it
cipher._init(Cipher_DECRYPT_MODE, securekey, secureRandom);

/7 R[S
return cipher.doFinal(ciphertextByte);

HATH T TestNG M Mockito i Jf ¥d BV W Ff 52 A MIffisx B) HW'S
DeEnCoderCipherUtil i 37 (1) 5 76l i A5 DeEnCoderCipherUtilTest 41T :

package com.niudong.demo.util;

import org.testng.annotations.Test;
import org.testng.Assert;

/**

*

*

*

*

DeEnCoderCipherUti I {5 gillit2E

@author 4%
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*/
public class DeEnCoderCipherUtilTest {
private static String ciphertextGlobal;

@Test
public void testEncrypt() {
// casel:originalContent = null;key = null;
String originalContent = null;
String key = null;
Assert.assertEquals(DeEnCoderCipheruUtil .encrypt(originalContent,
key), null);

// case2:originalContent != null;key = null;
originalContent = "2019 JEfZFEHBEIFEmi1 *;
key = null;

Assert.assertEquals(DeEnCoderCipherUtil .encrypt(originalContent,
key)! null);

// case3:originalContent = null;key = null;

originalContent = null;

key = " 2019 Jai 2SI E wh ¥ SRR DI 9sad RiF L

Assert.assertEquals(DeEnCoderCipheruUtil .encrypt(originalContent,
key), null);

// case3:originalContent = null;key != null;
originalContent = " 2019 AR EFHIEIFEHT *;
key = " 2019 Jm A bel $H ¥ TT 5 whr 1A HEST P 5 kwr "
ciphertextGlobal = DeEnCoderCipherUtil_encrypt(originalContent,
key);
Assert.assertEquals(ciphertextGlobal,
' Jd/2DCI15MX698EKTgR/KkGzy90USBxsToQKMIpR3FCaE= ) ;
¥
@Test(dependsOnMethods = {"'testEncrypt'})
public void testDecrypt() {
// casel:String ciphertext = null, String key =null
String ciphertext = null, key = null;
Assert.assertEquals(DeEnCoderCipherUtil _decrypt(ciphertext, key),
null);

// case2:String ciphertext !'= null, String key =null
ciphertext = ciphertextGlobal;
Assert.assertEquals(DeEnCoderCipherUtil .decrypt(ciphertext, key),
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null);

// case3:String ciphertext = null, String key !=null

ciphertext = null;

key = ** 2019 JEKeFEHISTF ki Py B kg | 3

Assert.assertEquals(DeEnCoderCipherUtil .decrypt(ciphertext,
key), null);

// case4:String ciphertext = null, String key !=null
ciphertext = ciphertextGlobal;
key = " 2019 JEEFEHIETF R 1 PO R ¢ s
Assert.assertEquals(DeEnCoderCipherUtil .decrypt(ciphertext,
key), "2019 fmfbdiHIGIT R )5
}
}

3. Hutool f&7T

f£ Java 51, AES. DES HINE % 75 228 1] Cipher % R K EIN % il 5% R 4t
A A T HRICRTET KW ? M98 | Hutool #i2—NMFBF.

Hutool +&—ANSZ ) Java T H AL, 45 pom.jar. javadoc.jar Fl sources.jar 2 {4,
RO SRS Y DA R BED. IR, ZRFE. XML 55 IDK ka7 R, AR
Fioutil TH. &EHT Web JFR, SHAMMERTLHE, @Sk,

FEIN AR A5 X 58 43, Hutool £ IDK SCREIFTA X FR DA BEAS G 1 343, 3
%75 SymmetricCrypto 2§, AES #1 DES ZItKHF R, Wiz, 1%
A ) B3 A 2% R RT A AR 7] 777 32 0 3 i 53 - 1 B0t 52 o

T Hutool SCHFII RN Sk M A -

e AES

e ARCFOUR
e  Blowfish

e DES

e DESede

e RC2


http://www.onlinedown.net/soft/35394.htm
http://www.onlinedown.net/soft/105292.htm
http://www.onlinedown.net/soft/107740.htm

e  PBEWIithMD5ANdDES
e  PBEWIthSHA1AndDESede
e PBEWIthSHA1AndRC2_40

X UER 2 4 B AE SymmetricAlgorithm Fg 5] 2

X FAXTFR N2 , B 5k & RSA A DSA, 7 Hutool H{#i i AsymmetricCrypto
X GR DTN A

4. ETF Hutool SLIPNIZRARZR

1§ F Hutool 2 /i, 7 TAEF7E 5] N\ Hutool MIKIACE , BB W N Fis:

<dependency>
<groupld>com.xiaoleilu</groupld>
<artifactld>hutool-all</artifactld>
<version>3.0.9</version>

</dependency>

LT Hutool T H 2% fig 2% 2% DeEnCoderHutoolUtil fEACHL T T -

package com.niudong.demo.util;

import java.security.PrivateKey;
import java.security.PublicKey;
org.testng.util.Strings;

import

import
import
import
import
import
import
import

/**

cn.
cn.
cn.
cn.
-hutool

cn

cn.
-hutool

cn

hutool
hutool
hutool
hutool

hutool

.core.util._CharsetUtil;
.core.util.Strutil;

.crypto.
.crypto.
-crypto
-crypto.
-crypto.

SecureUtil;
asymmetric.KeyType;

-asymmetric.RSA;

symmetric.AES;
symmetric.DES;

* BT Hutool TTHIEMIINE ARk

*

* @author 4%

*

*/
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public class DeEnCoderHutoolUtil {

// K RSA X4

private static RSA rsa = new RSAQ;

/7 SR

private static PrivateKey privateKey = rsa.getPrivateKey();
/7 FRAH

private static PublicKey publicKey = rsa.getPublicKey();

/**
* function RSA B i 5 ik 2 Xt Bk e fift
*
* @param originalContent:
* @return &
*/
public static String rsaEncrypt(String originalContent) {
7/ WSCEUN B AR
if (Strings.isNullOrEmpty(originalContent)) {
return null;

}

/77 NEINE, Z RS
return rsa.encryptBase64(originalContent, KeyType.PublicKey);
}

/**
* function RSA fif 5 i FI 77 1% - R HROIN a fif o
*
* @param ciphertext %X
* @param key RSA %% (RN ZH)
* @return B
*/
public static String rsaDecrypt(String ciphertext) {
1/ ESCEINE N
if (Strings.isNullOrEmpty(ciphertext)) {
return null;

}

return rsa.decryptStr(ciphertext, KeyType.PrivateKey);

}
/**



function DES Nt J7 vk - X FR s it 25

@param key %% 4H
@return &
*/
public static String desEncrypt(String originalContent, String key) {
/7 WISCEOINE B A
iT (Strings.isNullOrEmpty(originalContent) ||
Strings. isNul lOrEmpty(key)) {
return null;

*

*

* @param originalContent:
*

*

}

// EF]LAREALA: B H
// byte[] key = SecureUtil.generateKey(SymmetricAlgorithm._DES.
// getValue()) -getEncoded();

/7 g
DES des = SecureUtil.des(key.getBytes());

/7 nE
return des.encryptHex(originalContent);

function DES it J7 vk - X RN it 25

*
*
* @param ciphertext %3
* @param key DES f@Z %41 (A= FbEH)
* @return B
*/
public static String desDecrypt(String ciphertext, String key) {
1/ ESCEINE A
1T(Strings. isNullOrEmpty(ciphertext) | |Strings. isNullOrEmpty(key)){
return null;

}
// &RT CAREALAE B

// byte[] key = SecureUtil.generateKey(SymmetricAlgorithm._DES.
// getValue()) -getEncoded();

/7 REE
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DES des = SecureUtil _des(key.getBytes());
/7 fRE

return des.decryptStr(ciphertext);
3

}
[FIREN T 70, FRATEE T TestNG A1 Mockito HESE S 5 S ol il At T -

package com.niudong.demo.util;

import org.testng.Assert;
import org.testng.annotations.Test;

import cn.hutool.crypto.SecureUtil;
import cn.hutool.crypto.symmetric.SymmetricAlgorithm;

/**
* JET Hutool TR AN i 2 1) B e It 26

*

* @author 4%

*

*/

public class DeEnCoderHutoolUtilTest {

@Test
public void testDeskEncrypt() {
// casel:String originalContent=null, String key=null
String originalContent = null, key = null;
Assert.assertEquals(DeEnCoderHutoolUtil .desEncrypt
(originalContent, key), null);

// case2:String originalContent!=null, String key=null

originalContent = 2019 JEAZEEIET T Emir ™ ;

Assert.assertEquals(DeEnCoderHutoolUtil .desEncrypt
(originalContent, key), null);

// case2:String originalContent=null, String key!=null
originalContent = null;

key = " 2019 Jm A bel R BT 5 whr § A HEST P 75 kwr "
Assert.assertEquals(DeEnCoderHutoolUtil .desEncrypt



(originalContent, key), null);

// case4:String originalContent!=null, String key!=null
originalContent = 2019 fmA& BT Emi1";
key = new String(SecureUtil.generateKey(SymmetricAlgorithm_.DES.
getValue()) .getEncoded());
Assert.assertNotNul I (DeEnCoderHutoolUtil .desEncrypt
(originalContent, key));
¥

@Test
public void testDesDecrypt() {
// casel:String ciphertext =null, String key = null
String ciphertext = null, key = null;
Assert.assertEquals(DeEnCoderHutoolUtil .desDecrypt(ciphertext,
key), null);

// case2:String ciphertext ! =null, String key = null

String originalContent = 2019 AR EHHEEI B ;

String keyTmp =

new String(SecureUtil.generateKey(SymmetricAlgorithm._DES.
getValue()) -getEncoded());

ciphertext = DeEnCoderHutoolUtil.desEncrypt(originalContent,
keyTmp) ;

Assert.assertEquals(DeEnCoderHutoolUtil _.desDecrypt(ciphertext,
key), null);

// case3:String ciphertext =null, String key I= null

ciphertext = null;

key = new String(SecureUtil.generateKey(SymmetricAlgorithm.DES.
getValue()) .getEncoded());

Assert.assertEquals(DeEnCoderHutoolUtil .desDecrypt(ciphertext, key),
null);

// case4:String ciphertext !=null, String key != null

ciphertext = DeEnCoderHutoolUtil.desEncrypt(originalContent,
key);

Assert.assertNotNul I (DeEnCoderHutoolUti Il .desDecrypt(ciphertext,
key));
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5. Tink &t

Tink A& A — B 22 R 22 4 TR m 5 3530 12 . GitHub FFJR Ik
https://github.com/google/tink/.

Tink FJHEAERRE T Google 7= FIPA 48 LA, MOBE T HRA LI
P, JRERAEE TR AP FH P RTRL R A, AR S SR A AR R

Tink $24t T 5 T IEf A BA S #0R A 224 APL. Tink il BUH P G
Wik U R ARRS S ARG B A DL R B, R > T TR R R L
EHMGEHE. ERE Tink SR 2= EdE, W, EErm. o
HRBLFE. Firebase. Android #8235 FH %%,

5 F Tink & 6 B0 72 22 %% Bazel, SRJEHIE. ISATAIEEIL GitHub H T )
hello world 7= .

Tink 8 JFIE AT INEAT S, AR E A& L F5 72 S S D RE 1A N B2 1 e X
Mo Ban, SRR EE AEAD JFiE G A RBCEHE FIGEINE ) $24L1,
B SR AR

1) fn% (BA3C, associated _ data), fN% 45w B (fH associated _ data /EA
BUANE AEAD BTN, HIR B 45 5%

2) i (3L, associated _ data), ‘M 4S E I S (fiFH associated _ data
TENESME AEAD I\, FFIR E1 45 RS

H#l, Tink [ Java i 5 i Android & 5 . C++ili 5 AT Obj—C & 5 i AR il
TSR, R EBNAEFEEE . MET Tink BIEGHTRRASE 1.2.0, KA T 2018
F8H9H. A, Tink 1 Go i F WA JavaScript i 5 iRA IEFEFRRARIT K

6. Tink BYfEF3

Tink 7] LU Maven 5% Gradle SRSZHLK#5E E . 7E Maven 7, Tink £ group 1D
& com.google.crypto.tink, artifact ID /& tink.

Java JF & N\ R EET Maven ££ TAE K POM SCAEF b0 Tink AR & a0
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G
w
ot
B
=
ik

<dependency>
<groupld>com.google.crypto.tink</groupld>
<artifactld>tink</artifactld>
<version>1.2_0</version>
</dependency>

1) Tink FIHIEE1L,

Tink $&4E 7 AlERIIAIAIE, SCVFH RS PT JRIE AR E e (Rl SR AR
o Tink FIFTG B EMR LI, BUE Tink “RiE” FH P 88 sl r 2.

Biltn, EAEAE A Tink T BTA EERSEILATAa1E,  WARTAE AL A A 22 a0 fir

import com.google.crypto.tink.config.TinkConfig;

public void register() {

try {
TinkConfig.register();

} catch (Exception e) {
e.printStackTrace();

}
+

WAL AEAD JEIESEIL, TR RAAAT DL T #24E

import com.google.crypto.tink.aead.AeadConfig;

public void register() {

try {
AeadConfig.register();

} catch (Exception e) {
e.printStackTrace();

}
}

AR, Tink SRR B E XRIEAG, RVE R R S AT, AR A
TR

import com.google.crypto.tink.Registry;
import com.niudong.demo.util._MyAeadKeyManager;

public void register(){
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// Register a custom implementation of AEAD.
Registry.registerKeyManager(new MyAeadKeyManager());

}

o+ MyAeadKeyManager 4 H & L[] KeyManager
HEMEE LIS, Tink (EAE 4> =20 AT
(1) InEKsE R =Y (Tink ARiEHEEHE) .
(2) fiiH] key ZREUIT I JF 15 52451

(3) M S 15 5 UM # AL 55
B, fEH Java 1ir) AEAD i I i 25 i (AR s i

import com
import com
import com
import com

-google.
-google.
-google.
-google.

crypto
crypto
crypto
crypto

.tink.Aead;
-tink.KeysetHandle;
-tink.aead.AeadFactory;
-tink.aead.AeadKeyTemplates;

public void aead(byte[] plaintext, byte[] aad){

try {

/7 1. EEARERAE

KeysetHandle keysetHandle = KeysetHandle.generateNew(
AeadKeyTemplates.AES128 GCM);

/7 2. M key SREUIIE A ) S 4
Aead aead = AeadFactory.getPrimitive(keysetHandle);

// 3. {EHREBRINE S
byte[] ciphertext = aead.encrypt(plaintext, aad);
} catch (Exception e) {

e.printStackTrace();

}
}

2) HERHE N

(4D

BB HLAE KeyManager FSEILERSR AL 18 2% BH I A2 B 11 newKey(...), 1%
BE R YE F P W B S R O 0. AR, N T B R S B R b
e, RN RIS PR AZ/NOBES (S RS EH (S RS, A
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TCFRREE T AR Z (8] 708, Tink B4 fit 17— 4408 Tinkey Hdr 4T TR, WHT
NIEHARE

W P T EAE Java RS H ELEE FBT I A A2 B KeysetHandle, U A 7 m] DU
F keysteadle T_H.2&. f5l4n, F ] PLAE pBL & BEMLAE BT AES 128 - GCM #4711
FAEE, RIS F PR

import com.google.crypto.tink.KeysetHandle;
import com.google.crypto.tink.aead.AeadKeyTemplates;

public void createKeySet(){
try {
KeyTemplate keyTemplate = AeadKeyTemplates.AES128 GCM;
KeysetHandle keysetHandle = KeysetHandle.generateNew(keyTemplate);
} catch (Exception e) {
e._printStackTrace();
}
¥

3) it A
ARG, B DG HARAE RIS R g, Bl s A, AR TR

import com.google.crypto.tink.CleartextKeysetHandle;
import com.google.crypto.tink.KeysetHandle;

import com.google.crypto.tink.aead.AeadKeyTemplates;
import com.google.crypto.tink.JsonKeysetWriter;
import java.io.File;

public void save2File(){
try {
/7 fI# AES Xf N[ keysetHandle
KeysetHandle keysetHandle = KeysetHandle.generateNew(
AeadKeyTemplates. AES128 GCM);

// S\ json At

String keysetFilename = "my_ keyset.json";

CleartextKeysetHandle.write(keysetHandle,

JsonKeysetWriter.withFile(

new File(keysetFilename)));

} catch (Exception e) {
e.printStackTrace();
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}

s el LAM#E - Google Cloud KMS key k%t key fin#, H:r Google Cloud KMS
key 17T gcp-kms:/projects/tink-examples/locations/global/keyRings/foo/cryptoKeys/bar
as follows, {RAELESCAREH ARRS 7R 40

import com.google.crypto.tink.JsonKeysetWriter;

import com.google.crypto.tink.KeysetHandle;

import com.google.crypto.tink.aead.AeadKeyTemplates;

import com.google.crypto.tink.integration.gcpkms.GecpKmsClient;
import java.io.File;

public void save2FileBaseKMS(){
try {
// % AES Xt R[] keysetHandle
KeysetHandle keysetHandle = KeysetHandle.generateNew(
AeadKeyTemplates.AES128 GCM);

// S\ json X
String keysetFilename = "my keyset.json';
// f#H gep-kms 75 202 02
String masterKeyUri = "gcp-kms:
//projects/tink-examples/locations/global/keyRings/foo/
cryptoKeys/bar";
keysetHandle.write(JsonKeysetWriter.withFile(new
File(keysetFilename)),
new GcpKmsClient().getAead(masterKeyUri));
} catch (Exception e) {
e.printStackTrace();
}
}

4) InEEH
Al LU KeysetHandle In#ins s 47445, AR Ean T -

import com.google.crypto.tink.JsonKeysetReader;

import com.google.crypto.tink.KeysetHandle;

import com.google.crypto.tink.integration.awskms.AwsKmsClient;
import java.io.File;
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public void loadKeySet(){
try {

String keysetFilename = "my_ keyset.json";

// 1§ aws-kms J7 202 02

String masterKeyUri = "aws-kms:

//arn:aws:kms:us-east-1:007084425826:key/84a65985-f868-4bfc-

83c2-366618acf147";

KeysetHandle keysetHandle = KeysetHandle.read(
JsonKeysetReader .withFile(new File(keysetFilename)),
new AwsKmsClient().getAead(masterKeyUri));

} catch (Exception e) {

e._printStackTrace();
}
}

WA INEI SO A A, W ZAE A CleartextKeysetHandle 35:

import com.google.crypto.tink.CleartextKeysetHandle;
import com.google.crypto.tink.KeysetHandle;
import java.io.File;

public void loadCleartextKeySet(){
try {
String keysetFilename = "my_ keyset.json";
KeysetHandle keysetHandle = CleartextKeysetHandle.read(
JsonKeysetReader .withFile(new File(keysetFilename)));
} catch (Exception e) {
e.printStackTrace();
}
}

5) J5i% 1 A FIZREL
JETE Tink ARl NS e, FULEATHIR T Tink AP IR

JFiEE AR, BARE T RIRRER IS A R . — DN EIE T AT 2 SEEL,

JH P RT D o A5 P2 A 2 2 (1 B R B A R SR B

R 3-1 B4 7 24l F s R JEE R Java SEEL
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# 3-1 [RiBRY Java LIMAT KRR T
poR=s & B Java SEI
1 AEAD AES-EAX, AES-GCM, AES-CTR-HMAC, KMS Envelope
2 Streaming AEAD AES-GCM-HKDF-STREAMING, AES-CTR-HMAC-STREAMING
3 Deterministic AEAD AES-SIV
4 MAC HMAC-SHA2
5 Digital Signatures ECDSA over NIST curves, ED25519
6 Hybrid Encryption ECIES with AEAD and HKDF

6) KRR N

SRAGAEH] AEAD GEIINIERIINE, LU s Ko ) A fiin T -

import com.google.crypto.tink.Aead;

import com.google.crypto.tink.KeysetHandle;

import com.google.crypto.tink.aead.AeadFactory;
import com.google.crypto.tink.aead.AeadKeyTemplates;

public void aeadAES(byte[] plaintext, byte[] aad){

try {

/7 1. Qi AES XM keysetHandle
KeysetHandle keysetHandle = KeysetHandle.generateNew(
AeadKeyTemplates.AES128 GCM);

/7 2. AL

Aead aead = AeadFactory.getPrimitive(keysetHandle);

// 3. HAREAmE IS
byte[] ciphertext = aead.encrypt(plaintext, aad);

1/ fREEL

byte[] decrypted = aead.decrypt(ciphertext, aad);
} catch (Exception e) {
e_printStackTrace();

}
}

) HFE4

K7 2544 1035 44 B IE R 9 AARS An T B -



import
import
import
import
import
import

//

com
com
com
com
com
com

X4

public
try{
/7 1. G ESCSA X} R[] KeysetHandle %f %

KeysetHandle privateKeysetHandle = KeysetHandle.generateNew(
SignatureKeyTemplates_ECDSA_ P256) ;

-google._crypto.
-google._crypto.
-google.crypto.
-google.crypto.
-google.crypto.
-google.crypto.

tink_KeysetHandle;

tink_PublicKeySign;
tink.PublicKeyVerify;
tink.signature.PublicKeySignFactory;
tink.signature.PublicKeyVerifyFactory;
tink.signature.SignatureKeyTemplates;

void signatures(byte[] data){

/7 2. ALY

PublicKeySign signer

= PublicKeySignFactory.getPrimitive(

privateKeysetHandle);

/7 3. RS
byte[] signature = signer.sign(data);

// ZEBIAE

/7 1. FREUAHARTR KeysetHandle Xf %
KeysetHandle publicKeysetHandle =
privateKeysetHandle.getPublicKeysetHandle();

/7 2. REAEH
PublicKeyVerify verifier = PublicKeyVerifyFactory.getPrimitive(
publicKeysetHandle) ;

// 3. ([FRMARRA A
verifier.verify(signature, data);

} catch (Exception e) {

}
}

e.printStackTrace();

{8 ] Tink AOVER ST

(D ANEFERE @ Alpha JERBE 7B AR APl X8 APL AT RL AT 77 5K
e, EEnTDIBERER . AU TR, A2 A KA.
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(2) ANEFE com.google.crypto.tink.subtle Ff# ] API. B RIXEL API i H {4
KN, EHAEE AT, KR CABEE DT A7 28 o 2 Mgk

3.2 6%

3.2.1 BEHIREE /T

W 75 BR B AR VIS PR 2, FELESE B R (5 (IR

HF) FFOT T AR E KRB 5 3] B R K DB AT R B, #K ) S
g@%ﬁ%ﬁﬁ@ﬁ AR HET R AT HKF) B HGRE oA A R B AR
, oA R A EAAERAE PR T ik & R AIE T R AIEL M

VRN S — A, B RR B — e S e S i A i), B — S AR S35 ST Y
Kﬁfiﬁﬂﬂiﬁi /\ﬁﬂl]‘ *%Ia &ﬁ%m iIEIE?Eo

OISR IR S8 - Dt S A B/ 7K o N VTR SN A R 7 S8 AT e 1
TR TR RN, AR EAR /N, 1 AR B e A 5. 5
RN TERGERHE, A EA LB . TS R PR R T
LRI E, TCVAEIHER N I RO B . X 2 B R e A (1 EE B

2R, KGTCRR N 46 B0 IR BN BB VS A, AN AT g e 2 AN TR G N 2
HIAH M FIVE A E A RERE S 5. R BRI 1 2 — A R AR B3O8 R B b 46 26 1F o

Hul, MaEEEEEAMHIE: MD #2581 SHA £%. MD (Message Digest, ¥
BEHRED K% MD4. MD5. HAVAL %, SHA (Secure Hash Algorithm, Z24= (%)
Hik) #54 SHAL. SHA256 25, Hrb, MD5 &% %% 5% R.L.Rivest #% 11, SHA
& 5 [ FE I e AL BT

OIS 7S B SHA-L B9k, SHA-2 B3, SHA-3 B, A RINBumT.

1) SHA-1 5

SHA-1 Bk i N fe KK /N T 264 SRR, #INTEE L 512 f1H940 40N
AL HEAT AL R, 2 160 A2 H S B . SHA-L Sk B Sl ik P% 25 55 SEI
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A A T =
2) SHA-2 &k

SHA-2 Sy K B AT HYX 224 7.4 256 17 384 £ 512 7, 43 HI%T N SHA-224.
SHA-256. SHA-384. SHA-512. ‘BI85 5 4N i SHA-512/224, SHA-512/256.
Eb 22 BT F W 5 S92 LA B R Y 22 A R R A O R RO K BE, b, SHA-256 S
%%, SHA-256 SHEIH N2 S KK /N T 264 ALTH S, frt 2 256 A7 r)vH &
FE, N E L 512 7 1) 4 4 N s 347 Ab

3) SHA-3 #i%

EFE UL Keccak BiE1E N SHA-3 HiRm & krdE, KN Keccak H ik
RUFHIINZ H5e A R PR BE T .

4) RIPEMD #:

RIPEMD (RACE Integrity Primitives Evaluation Message Digest), B[l RACE J&#4
SERMERSIG Y B E ., RIPEMD f#iH MD4 F1i TR, FE4FXT MD4 [r &0y 5 i it
AT T o, 1996 4E 8 kK AT RIPEMD-128 fR A, ‘BfEMERE F5 SHA-1 B4,

G, SHA-1 BiEC&ifiR, SHA-2 Bk 2 FyE B2 EE,
S TR . R /AMRKEETT S, AT TR 55 3R AR )i 7
SE R AR U6 5 AR IR T A A VR

TEXHEE R G, H il P E IR 75 578 SHA-256, 1 THPE SR R A
AL RN WA AT A A T

3.2.2 SHA-256 Java Lk

AT L 20715 RSB Java 4’5 SHA-256 WA iH& 0. mLiE T
Apache commons-codec [ T. B2k 528 SHA-256 hn%s, thn] LA Hutool () T H.2%
KLHL SHA-256 il »

"N T JE 7~ F F Apache commons-codec [ T. 2258 SHA-256 % i) CA% A1 R FH
Hutool ) T HZESH SHA-256 Jin % (RS, ARG R :
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package com.niudong.-demo.util;

import java.io.UnsupportedEncodingException;
import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

import org.apache.commons.codec.binary.Hex;
import cn.hutool.crypto.digest.DigestUtil;

public class SHAUtil {

/***

* FIH Apache commons-codec )T B252H SHA-256 fiiss
*
* @param originalStr BN AT
* @return String HN%JE TR
*/
public static String getSHA256BasedMD(String originalStr) {
MessageDigest messageDigest;
String encdeStr = "
try {
messageDigest = MessageDigest.getlnstance(*'SHA-256");
byte[] hash = messageDigest.digest(originalStr_getBytes("'UTF-8"));
encdeStr = Hex.encodeHexString(hash);
} catch (NoSuchAlgorithmException e) {
e.printStackTrace();
} catch (UnsupportedEncodingException e) {
e.printStackTrace();
}

return encdeStr;

}

/***

* FH Hutool [ LHSEH SHA-256 Jii#

*

* @param originalStr Jn%s TR

* @return String jn% 5 KK C

*/

public static String sha256BasedHutool (String originalStr) {
return DigestUtil._sha256Hex(originalStr);

3



}

W IR TR, BATTS2EL T getSHA256BasedMD() Fl sha256BasedHutool () /772 »
TS S BRI AR T, eI T

package com.niudong.-demo.util;

import org.testng.Assert;
import org.testng.annotations.Test;

public class SHAUtilTest {
/**
* SHAUti I JIlt3k
*/

// X getSHA256 /54
@Test
public void testGetSHA256() {
String originalStr = "X AR XEIE A ST mfLd. HRyLEl. e
FESE T RN R N A ;

Assert.assertEquals(*'3c8fede03b42a9a3186Th96d7F22a1862bcb00e445e0b2956
6c613590306e3da"",

SHAUti I .getSHA256BasedMD(originalStr));
¥

// Nk getSHA256 J5i%
@Test
public void testSha256BasedHutool () {

String originalStr = "X SMAEIREM . 2O s, JHRLR . nss
BT E AR R B R AR s

Assert.assertEquals(*'3c8fede03b42a9a3186Fb96d7122a1862bcb00e445e0b2956
6c613590306e3da",

SHAUti I .sha256BasedHutool (originalStr));
3
he

£ IDE & P dr bl b, fEA BRGESC R Bh “Run As”, E5 I A T R 512K
R “TestNG test”, AT HITIIAAAS . W48 K th T
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PASSED: testGetSHA256
PASSED: testSha256BasedHutool

Default test
Tests run: 2, Failures: 0, Skips: 0O

Default suite
Total tests run: 2, Failures: 0, Skips: O

[TestNG] Time taken by org.testng.reporters.
JUnitReportReporter@2d3fcdbd: 9 ms

[TestNG] Time taken by org.testng.reporters.
EmailableReporter2@1936f0f5: 12 ms

[TestNG] Time taken by org.testng.reporters.jq-Main@62043840: 66 ms

[TestNG] Time taken by [FailedReporter passed=0 failed=0 skipped=0]: 0 ms

[TestNG] Time taken by org.testng.reporters.XMLReporter@3567135c: 10 ms

[TestNG] Time taken by
org.testng.reporters.SuiteHTMLReporter@180bc464: 54 ms

Picked up JAVA TOOL_OPTIONS: -Dfile.encoding=UTF-8

3.3 Merkle #it

3.3.1 Merkle & &1\

Merkle # /& Ralph Merkle T 1979 $& i 3-H B O 4 7 % I —Fh 4 4544
H2 2 Merkle g ? 23E 75 Rt Merkle B 5E L F -

BF AR A, A AR Merkle B A& —FPA, HPEATFH
EAARITH B AGEAT, mAA AT TN B AR LT B AR A
Hoh A, Merkle BT KR K IELEM 09 WA BEAT A L. RAWMKIE, &
3 5) E Ao 3 409240




Merkle B &5#an &l 3-1 Fros .

node name: A

Hash ( A)

Hash ( Hash ( B ) +Hash (C ) )

)

node name: B

Hash (B )

Hash ( Hash ( D ) +Hash (E ) )

A

ot

E8
=
Ak

node name: C

Hash (C)

Hash ( Hash { F ) +Hash (G ) )

A

51

node name: D

node name: E

node name: F

node name: G

Hash (D)

Hash (E)

Hash (F)

Hash { G)

Hash { datal )

Hash { data2 )

Hash ( data3 )

Hash ( datad )

A

A T A

datal data2 data3 datad

B 3-1 Merkle #if #2514

WK 3-1 AT LAE R, ¥R datal. data2. data3. datad FIHG N[ Merkle %1
MLt E R, e, XEdE datal. data2. data3. datad iFERSAAE, WA TVER]
PLEET SHA-2 RAIE LB MD5,  FHKE 04 75 (B G B A2 B k-1 1

M55 GIT UGB i b — s R e A (L, EL AR B R — MR RO
ko b= RS A E OB A T RS A L, — BRI A H & e
RIS A EAE N b — 0 s A (H

M EiE Merkle ST AR A HE R I : Merkle RS 5T b st fe — Rl U254, 6
A IR Z X . Merkle B IHT41 fUHY value I T 88l AOE Ay o AR5 51
(¥ value A& ARHE & 22 A7 1% 11 s AT K39 i 6L, SRR 1% IS A SA TS M A )

FAT, Merkle BAEE B M. FRIVUE . SO 58 BRI AR AU |2 M
H, antE bes mAT LK Y &40 R Merkle proofs SRAFEREAN X RIIZE 5y, THRA
TER A H SO R A S LT Git 23l 1d Merkle B RBEAT 58 REE RS -

TEX Bk R, Merkle B 5 DL A 77 Ul & 4 3842 5 B0 da 5 M 1T Merkle
B, FEiEAA R Merkle SRR ARG AAE. T IIRATE B il iF & Merkle $§4R 5
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R PR A A B AT Ky 3 52 5 B0 %ok 12 ¥ Merkle B4 o

3.3.2 Merkle #} Java SEkk

FE &R AN AL S 28 5y B df o N2 FK) Merkle S ARG AT, FATSEXS Merkle BEAR TS g
BT ST — AR R s, ARSI

package com.niudong.demo.util;

import java.util_ArraylList;
import java.util_List;

/**
* TRILHT Merkle AR Rins A (E 15

*

* @author F%

*
*/
public class SimpleMerkleTree {

/7 % NMerkle f BARTHEAR Y A A {E
public static String getTreeNodeHash(List<String> hashsList) {
if (hashsList == null || hashsList.size() == 0) {
return null;

}

while (hashsList.size() = 1) {
hashsList = getMerKleNodeList(hashsList);

}

7/ R ART R
return hashsList.get(0);
3

/7 ¥ Merkle W EARTHERR S S5 A H
public static List<String> getMerKleNodeList(List<String>
contentList) {
List<String> merKleNodeList = new ArrayList<String>();

if (contentList == null || contentList.size() == 0) {
return merKleNodelList;
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}

int index = 0, length = contentList.size();
while (index < length) {

/7 R R

String left = contentList.get(index++);

1/ WA ZT N A
String right = "
if (index < length) {
right = contentList.get(index++);
}

7/ AT RIS R e A A
String sha2HexValue = SHAUtil.sha256BasedHutool (left + right);
merKleNodeList.add(sha2HexValue) ;

}

return merKleNodelList;

}

}

n FRAAS AR, FoATiE i SimpleMerkleTree 5% 45 J7% getTreeNodeHash()
Kt 5 Merkle MR g A fH . Hr i AN WA 7RISR List hashsList, 7E£
i hashsList [ 2 ME)E, TFAGMCIREL List M4 R MME, PHEEET SHAULL
sha256BasedHutool () 1H &M A {E . £ List FIIC RN ECNAE, WA KRG — N cEM
TR HATHH IS A

B—% List STTRMWNITHR SR AE)G, 2arEdE i b — 08 59 miat - A e e
T SRIGEENIA N List (037, FXTHT List #ATRMAEE, EE List HURE—4
JuE, MEHZIC R IR A E 2 Merkle BERR AT s RIa A .

SR AR XS L T SRAAS T

package com.niudong.-demo.util;

import java.util_ArraylList;

import java.util_Arrays;

import java.util_List;

import org.testng.Assert;
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import org.testng.annotations.Test;

/**
* SimpleMerkleTree [5Gl
*
* @author %
*
*/
public class SimpleMerkleTreeTest {
@Test
public void testGetMerKleNodeList() {
// casel:List<String> contentList = null;
List<String> contentList = null;
Assert.assertEquals(SimpleMerkleTree.getMerKleNodeList
(contentList).size(), 0);

// case2:List<String> contentList = new ArrayList<>Q);ELAAE

contentList = new ArrayList<>();

Assert.assertEquals(SimpleMerkleTree.getMerKleNodeList
(contentList).size(), 0);

// case3:contentList ff A& HEF
contentList = Arrays.asList('XIuaE", " AR, "MEE", "K12 #F5
RPN 5
Assert.assertEquals(SimpleMerkleTree._getMerKleNodeList
(contentList) .size(), 2);

}

@Test
public void testGetTreeNodeHash() {
// casel:List<String> contentList = null;
List<String> contentList = null;
Assert.assertEquals(SimpleMerkleTree.getTreeNodeHash
(contentList), null);

// case2:List<String> contentList = new ArrayList<>(Q);HEHNE

contentList = new ArrayList<>();

Assert.assertEquals(SimpleMerkleTree.getTreeNodeHash
(contentList), null);

// case3:contentList AN ZHA
contentList = Arrays.asList('XHuE", " ALERE", "MWE=E", "K12 47



BRI A ;
Assert.assertEquals(SimpleMerkleTree.getTreeNodeHash
(contentList),
*f0e7e2c8716a92d1Fa9909149279ea2201d488cea0278ba23033b8aed13a667d™") ;
}
¥

£ IDE & A dr b, fEA BARGESCHR A BLTE “Run As”, FE5 I 1 R R 512K
e “TestNG test”, AT Tl . W4E Rdar th nh -

PASSED: testGetMerKleNodelList
PASSED: testGetTreeNodeHash

Default test
Tests run: 2, Failures: 0, Skips: O

Default suite
Total tests run: 2, Failures: 0, Skips: O

[TestNG] Time taken by
org.testng.reporters.JUnitReportReporter@2d3fcdbd: 17 ms

[TestNG] Time taken by
org.testng.reporters.EmailableReporter2@1936Ff0f5: 7 ms

[TestNG] Time taken by org.testng.reporters.jq-Main@62043840: 106 ms

[TestNG] Time taken by [FailedReporter passed=0 failed=0 skipped=0]:
1 ms

[TestNG] Time taken by org.testng.reporters.XMLReporter@3567135c: 24
ms

[TestNG] Time taken by
org.testng.reporters.SuiteHTMLReporter@180bc464: 47 ms

Picked up JAVA TOOL_OPTIONS: -Dfile.encoding=UTF-8

T AR JE s T AR Merkle B R J5 B SR B4R N A A0S B ) Merkle A4 AR
TRMEAE, HEREXRERS T, MUSHERY fRAE, EFHEET
Merkle P56 IESE 5 FOA 2P, BRI, N RS o e ) e FC AR SC R Merkle ##

FER 3 Merkle B 2|, FAT56E X Merkle B &A1 S B 45 A U
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package com.niudong.-demo.util;

/**
* T R E X

*

* @author %

*/

public class TreeNode {
// —XWRIEZT
private TreeNode left;
/! —XWAZT
private TreeNode right;
// X R A
private String data;
/7 "SRR T R B RS A, EAE R AT SHA-256 HkAEE
private String hash;
/7 TR
private String name;

// sl
public TreeNode() {

}

// G R 2

public TreeNode(String data) {
this.data = data;
this.hash = SHAUti Il .sha256BasedHutool (data);
this.name = "[Ta: " + data+"]";

}

public String getName() {
return name;

}

public void setName(String name) {
this.name = name;

}

public String getData() {



return data;

}

public void setData(String data) {
this.data = data;

}

public TreeNode getRight() {
return right;

}

public void setRight(TreeNode right) {
this.right = right;
}

public TreeNode getLeft() {
return left;

}

public void setLeft(TreeNode left) {
this.left = left;

}

public String getHash() {
return hash;

}

public void setHash(String hash) {
this.hash = hash;
}
¥

n ERAE TR, Merkle MR B AL TR RGEE . B S 8EE.

BT A TR AR B W A A S AR
N 2T TreeNode 7% Merkle # ARSI F

package com.niudong.demo.util;
import java.util_ArraylList;

import java.util.Collections;
import java.util_List;



58 | X#R§EEE&IT Java LK

/**
* Merkle AR Az ROHR i 7 (B A TR

*

* @author 4%
*
*/
public class MerkleTree {
// TreeNode List
private List<TreeNode> list;
/7 R R
private TreeNode root;

// IR
public MerkleTree(List<String> contents) {
createMerkleTree(contents);

}

/7 FEE Merkle i
private void createMerkleTree(List<String> contents) {
17 BN ASBATAE T AL 2
iT (contents == null || contents.size() == 0) {
return;

}

/7 Wit
list = new ArraylList<>();

/7 RAEHE O S A
List<TreeNode> leafList = createlLeafList(contents);
list.addAll (leafList);

/7 BV
List<TreeNode> parents = createParentList(leafList);
list_addAll(parents);

7/ PEIR RS AT i H AR

whille (parents.size() > 1) {
List<TreeNode> temp = createParentList(parents);
list.addAll(temp);
parents = temp;

}



}

E3IT

root = parents.get(0);

/7 QI RSB

p

}

rivate List<TreeNode> createParentList(List<TreeNode>
List<TreeNode> parents = new ArrayList<TreeNode>();

/7 TR
iT (leafList == null || leafList.size() == 0) {
return parents;

}

int length = leafList.size();
for (int 1 = 0; 1 < length - 1; i1 += 2) {
TreeNode parent = createParentNode(leafList.get(i),
leafList.get(i + 1));
parents.add(parent);
¥

/7 FEAT AR, B E — N R
if (length % 2 1= 0) {

leafList) {

TreeNode parent = createParentNode(leafList.get(length - 1),

null);
parents.add(parent);

}

return parents;

1/ BT R
private TreeNode createParentNode(TreeNode left, TreeNode right) {

TreeNode parent = new TreeNode();

parent._setLeft(left);
parent_setRight(right);

// R right N7, WAHT fifa 7 E N left (Is A 1E
String hash = left.getHash();
if (right = null) {
hash = SHAUtil.sha256BasedHutool (left.getHash() +
right.getHash());
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}

// hash 7Bl data 7B A
parent._setData(hash);
parent._setHash(hash);

if (right '= null) {
parent.setName("'("" + left.getName() + "AI" + right.getName() +
IR )™ 3
} else {
parent.setName("' (% &ET S{" + left.getName() + "FHANRTTE)"™);
}

return parent;

}

// MRS R AR
private List<TreeNode> createlLeafList(List<String> contents) {
List<TreeNode> leafList = new ArrayList<TreeNode>();

/7 TR
iT (contents == null || contents.size() == 0) {
return leafList;

}

for (String content : contents) {
TreeNode node = new TreeNode(content);
leafList.add(node);

}

return leafList;

}

/7 B

public void traverseTreeNodes() {
Collections.reverse(list);
TreeNode root = list._get(0);
traverseTreeNodes(root);

}

private void traverseTreeNodes(TreeNode node) {
System.out.println(node.getName());
if (node.getLeft() != null) {



traverseTreeNodes(node.getLeft());
}

if (node.getRight() = null) {
traverseTreeNodes(nhode.getRight()):
}
3

public List<TreeNode> getList() {
it (list == null) {
return list;

}
Collections.reverse(list);
return list;

}

public void setList(List<TreeNode> list) {
this.list = list;
}

public TreeNode getRoot() {
return root;

}

public void setRoot(TreeNode root) {
this.root = root;

}

R AR N T I AR R
package com.niudong.demo.util;
import java.util_ArraylList;
import java.util_Arrays;

import java.util_List;

import org.testng.Assert;
import org.testng.annotations.Test;

/**

ot

B

ik

61
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* MerkleTree a2k

*

* @author %

*

*/

public class MerkleTreeTest {

@Test
public void testMerkleTree() {
// casel:List<String> contents = null;
List<String> contents = null;
Assert.assertEquals(new MerkleTree(contents).getList(), null);
Assert.assertEquals(new MerkleTree(contents).getRoot(), null);

// case2:List<String> contents = new ArraylList<>();

contents = new ArrayList<>();

Assert.assertEquals(new MerkleTree(contents).getList(), null);
Assert.assertEquals(new MerkleTree(contents).getRoot(), null);

// case3:List<String> contents HH%
contents = Arrays.asList('XHEgE", " ATEAE", "Rk, K12 #5485
NG
Assert.assertEquals(new MerkleTree(contents).getRoot() .-getHash(),
" a1le908f0d5bd38569525c1a002af3fde5b2773d94514159F1bd2e37db59
69cc4™);
Assert._assertEquals(new MerkleTree(contents).getRoot() -getName(),
OO XBREETAIL A N RETAACH RO AL s I REAT A A
K12 #H EERILF A R TR R BIACH E) ™) 5

new MerkleTree(contents).traverseTreeNodes();

}
}

£ IDE & P dr bl b, fEA BRGESC R Bh “Run As”, E5 I A T R 512K
HEFE “TestNG test”, AT TS . W4 Rdar th nF

(([F5 A5 DXERBEVFI[S . N TR RIS M)A e IREE AN A K12
HOE AERTR A T AT ) AT )

(CF e XHEE[T R N RIS /)
[T XHLE]
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[Fmi: NTERE

(O R MRFEIR[T R K12 B BRI A A5 )
[t iR

[ K12 #H SRR A ]

PASSED: testMerkleTree

Default test
Tests run: 1, Failures: 0, Skips: O

Default suite
Total tests run: 1, Failures: 0, Skips: O

[TestNG] Time taken by org.testng.reporters.
JUnitReportReporter@2d3fcdbd: 9 ms

[TestNG] Time taken by org.testng.reporters.
EmailableReporter2@1936f0f5: 6 ms

[TestNG] Time taken by org.testng.reporters.jq-Main@62043840: 52 ms

[TestNG] Time taken by [FailedReporter passed=0 failed=0 skipped=0]: O ms

[TestNG] Time taken by org.testng.reporters.XMLReporter@3567135c: 8 ms

[TestNG] Time taken by org.testng.reporters.SuiteHTMLReporter@180bc464:
29 ms

Picked up JAVA_TOOL_OPTIONS: -Dfile.encoding=UTF-8

3.4 ING

A RN A FE R 1 X EE A R B R 2 LA 232, AN L A
Merkle #, JM Java SEAGI I RE NI FoR 1 A FIARRG S BN ES « W4 AT Merkle
o
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% 3 BN T XBERG A 2 E A X PEER G PN ], A ER
B IXPEER G 5 — AT —P2P MIZR I .

FEH DL 73 AT AR 55 o, SBUA [F) 5 18] F) e RO A5 A — T Rt R o [ 2,
DX BRBE R G O AT IR 55 1) —Ffr, AN [ IXCHR 0 ) F) v OB A5 [ R 22
P2P JE{E M 2% 2 X HhBE R G h Bl AL . ILA R — B2 Gl . ARTERE AN P2P FA
ORGSR YR, 1A AR TATDURY PP ML AR, fieJa B R 4R
LGRS T P2P 2 44 752

4.1 P2P BT

P2P [l Peer-to-Peer, fi-#2yi T 1997 4F. X —4F, Hotline Communications /A 7]
W T Re Lk P MO U R R BN A R, X R R P2P. I P2P 2%
—IE XSG, B P2P W2 —R avr—4H M P B AE R B WA
Bk FIRBOCCAF I 2% . Hotline 84— FE Rl P2P M 4% (14044 3], W45 SC & DL “Hotline
— The Glory Days Of P2P” @i/ 28 24 ) f) 00

BB TR R e, P2P AR 1 —Fh A s 25 o FE A N2, X1 4%
ARG BRI, W ST K — 38 BEIF BT,
WMEAE AL TERE ST (B BAFGERE ) THRMIERERE ST FTEINLAR . £ P2P 70 A 4%
XL PR R B A A5 R (peer) ELEEVII, TEAET HhEIK IRSS 45

L O 2% T ) RS T AT R U By, B R 55 AN N A A L S SRR SR it
(server), SUZARFSAIN A SETTIRAIIRICE (client).

BT R A IR T PSS HE P2P 43 A 2 48 PR RF Al R

(1 T Rikss &, T8 C/IS B,

(2) F 7 Z I8 BT ) Aoy S50 AF

BEEH AR K RE, P2P HRFN P2P W45 (1 4yab (RIS IR AE A5 2 78 70 F FH Al e K
AR B FE AW IR s N A LVATL . %Fik, Microsoft 7E “Introduction to
Windows Peer-to-Peer Networking” —SCH 45 T #8420 NS 5, Wi RIS @15 N A,
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AR IATAER QQ. FUESFL 5.

eAh, P2P (R IR ALFE SIS P2P 2% A%, W1 Napster. Gnutella,
eDonkey. emule. BitTorrent £5; $2{ti24 P2P X253+ 57 A8 S FAZ L =68 J1HIN
U1 SETI@home. Avaki. Popular Power &; 2T P2P J5 A ¥p[A) b £ 5 AR 55 2 =7
&, W IXTA. Magi. Groove 2%,

£ P2P AT SRS, HA AR TR AR 2 7 i AN L, (RIS (AR A7
FRERIRST, LERIZE T R 8 e ELR AT A AR i, Bl A%l T LodE g
SRR A RRS SCPF R L 25 SEHL

BEAh, P2P sp AR Mt R, Bl ERA R T i, B HEA A AT RS AR
F 3, AT EEAEAN G IR 5] SREZ W AR AT, W1 IPFS SUIF RGTat2e i T P2P
o AR IR B — RS, AEIXAS R Ge AT LA R A SR R

4.2 [XiRbE P2P MESEPIE R B4

TE X HEEATR, ANFEIRABERGITHEE P2P MR AR RKAMIE. EHNIRE R
A B X S BE SO 22 48 TCFS 25T IPFS SEHLAY, ELAs T R 481 P2P M8 I 45 M 1,
M LAKTH) P2P W48 A 45 M

TEDLRY H, P2P W#% 3% ] Kademlia 23528, Kademlia /&4 4 SB35 32
(Distributed Hash Table, DHT) AR —F. f&BHZEAR, PUOKYI RS SLI 1 £ 40
IR N P i B o A0 S B

oA AL S8 — AN T 9 KRR R L R4 I BRI . Xk
Wy BISAES M, AT A SIS AN ET B OB, FBON XA H
PR . DHT 79 RURZNEAN, 1E77 A0k, @l iz s ms, R4 7ok
SRR AT ARG s 128 A7 B 160 AL SIE. HHG, Tapestry. Chord. CAN Ffl
Pastry #fi H 1 0 A7 B SR FR

MR, AL P2P 2%, AAFEIRIE RIS S, HURS TR ST R 28 25
BHHM. BE SR, mEORYI M 5T T A s IR . e

74
BO L TSR K-S, 45M LR, SRS R, (H 7R g
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PR T EURE T, ARJS b T (A A AR
FEARATH, FRAT S SEILSRABA LRy 1 28 Gt v P P FCD X 2% 4544

W 2% G A T RESE AN IE RN IS5 I, BRI R N A 2B e A . A,
Tt ZHH 0 | 7E Java AR, AT T SR BIL R £% g RE B S PRI A B R A R B %,
WL S A A1 Socket ZwFE . RMI (Remote Method Invocation, 32 /57218 H ). RPC
(Remote Procedure Call, ZAEidF2iH ). Apache Mina (—4~3&F TCP/IP. UDP/IP
PSR A E HESL)  Hessian(— AN 42 824 ) remoting onhttp T2 ). JMS(Java Message
Service, Java V255D Netty (JBOSS F2HERI—> Java fl 4% Ix 55 28 A& 7 o A2
FEIFIRHESE ). WebService (41 HTTP) 4%,

B, BR TR EOR, HBCH B R W T DL T AR s .
WebSocket. Vert.x. t-io. J-IM. http-kit. netty-socketio. async-http-client . FH,
WebSocket & HTML5 F 8 hil; Vert.x (Rik: http:/ivertx.io/) & — A IET VM,
Bed. SERKINAT G, T 450 Java i %% Netty; t-io /&3ET Java Aio [
PIERGMAEAESE , S RRAT LLER T A METE R I8 gt s J-IM s2 H Java g5 (1), 2%
T t-io FFRIAREY . T RE LS HESE .

PAESKEEHOR AT AFE A BE . R EE . AABE P 7Y R IA] HSE A5 o fEL7E B B i
ABERZ AT R, TR O E T a0 BRI ERE R RS R 2
R FATATUAEET MQ 8 Kafka &5 rp a5 SEELH B HA AT, EIVEC R B h 254>
T AT DA RIT AR RV topic, =% i 75 BE BRAR B A D S, 1711% topic #EIEA
[FIRAL A R RIAT, EEAZ S A A BT 5 R 2 mT LUERE 1T 14 topic SR SEBLTH B
BRI REAT H AL

75 FiRix s R b, Socket g 2 B 25 At 1) Java 2K, T WebService (41 HTTP).
RPC (Remote Procedure Call, it #2177 2UnT sext 73 A Uik 55 1 K 1K /Mk
PRI S AR . — M, Web JIRSS87E - JE B HL 2 5l TR 2 AR 554 Hh mT LASERE
T3AS HTTP % #28 WebSocket %4 . PRIt 7E 1 A 5% - 4 WebService 5 RPC 584>
B TRl

Beiy, TERCEREEH, @ XEEREE GG, FRATAT DLIRECEAN T s E R
AR AR P, R FRATAT LAEEF HTTP 5k RPC (11 ProtoBuffer. Thrift) % +5 r
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IEAE 2% o RO i AT SN, 3 D I 1 sl AR P B1IR, 73l ) IR B R 55 4%
& HTTP K8 RPC 15K [AII, HI 8N R 1 X N AR 5 A Fr - PRt
AL RN HTTP 3 3R 8 RPC 155K BEAT AL B

2 HTTP B 2 15 A I8 A5 W48 B, B AT DL HTTP 2.0 #p3. 2017 4E,
Java 9 1 Spring Boot 2.0 JF 443 ¥ HTTP 2.0 ¥4, Tomcat 9 T 2018 4£ 8 H 17 H s
YEFT HTTP 2.0.HTTP 2.0 Hf Js [ #fEi% ( Server Push) Th g KM a4k 13 F HTTP
1.1 A K LR

BAR P2P WEGHESCIEAR A R Z R, HFEHEEA . AL, P2P Mih
FAEE R TR — B RS ERAL LR R4 — BRSNS, T
P (41 HTTP. TCP. UDP 28 #3380 A% 1/0 K58l 1 HTTP. TCP. UDP }
SEHFEFHET Socket SEIRF .

iH-T WebService, RPC. MQ F1 Kafka Z¢ 3 AR A1E 43 A7 AR 55 B F R AR5 WL,
DA A 5 AN Pt 22 ek L v o TP KT 43 43 X 55 I FH 7 55 i WL f - Sockeet
Mina. Netty S5H0AR, AP A 2 R UG Socket SE3, tHA2x%:T Netty S23,
MAREETHRN EABER) . HHIER, W WebSocket AR, FIAHX A ZAZRAHIR
Ao EFHMRSSENTZM tio AR, Sl BiEsE R st A
.

4.3 EF WebSocket ¥35E P2P W4

4.3.1 WebSocket /+43

WebSocket #& HTML5 42 H: i — AN iR .

WebSocket £J5E T IB{E MHE, EIEEFHH, 20 Cnn R ARG 3D <
(AR S — N TCP I, AT 5 (8 % P i FH IR 55 i 2 [R) RS, RE 0 IR 5%
Uit (6 32 B0 [F) 2% P it HEIS 9 U2, o 72 WebSocket P H B2 7T, Web A8 H— /& 36 F HTTP
(R B KB SL I, EE R RIE M MEL Comet K. ER&EN
WebSocket SZHL T i W 2% 5 IR 55 28 0 40U LIEME, 74 B IESZEL T Web [ SERF @[S .
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WebSocket 1) TAERAZ KRBT : W #s i@t IS 485 (JavaScript A1) 7] %%
ﬁfﬁjiﬁi__L WebSocket JEHEiE R . 7E WebSocket i@ TG, 27 b MRS
Sk AT LAl TCP AL MEdE T .

TIPS 28 3T WebSocket A #) 22 P2P X 4% .

4.3.2 EHF WebSocket ¥3iE P2P W&

7E % WL Java Web JF &k o, FATH M A Spring Boot AE 42, 5l A
spring-boot-starter-WebSocket 1k #i , W & ServerEndpointExporter J5 , f# H
@ServerEndpoint €% WebSocket ] endpoint.

Ym’5 endpoint B, FREEFLIT k. EREESRINEH K 7 onOpen(),
R R FH 0 7512 onClose(), W34 F iy 1B 5 TR FH 0 77 ¥ onMessage(), 7;ZEE%H PR
B5F 18 FH 19 7925 onError()

EX Y R, B AR RS, SRR P B B EE, X
W B RENCE . 5 UL Java Web FT & T ff ] WebSocket AN[R], 75 2E7E IR 55t 2
(B BEATVE BB . R, RAefdi A spring-boot-starter-WebSocket 4 i .

EX P R4, AT ZAED Java-WebSocket R4 X HbE 5 48 R AN [R5 £
A ERE, DMEBHTIHEIEE. £ RN POM SXfF, AR & Java-WebSocket
((IEEISS I

<dependency>
<groupld>org. java-websocket</groupld>
<artifactld>Java-WebSocket</artifactld>
<version>1.3.8</version>

</dependency>

7£ mvnresponsity [R5 R # 15 Java-WebSocket [IfHi iR AN 1.3.8, WK 4-1
Ji7R o


http://mvnrepository.com/）中可查得leveldb-api和leveldb的最新版本均为0.10
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Home » org.java-websocket » Java-WebSocket

Java WebSocket

A barebones WebSocket client and server implementation written 100% in Java

License m

Categories

Tags

Used By 120 artifacts

Central (6)

Version Repository Usages Date

138 | Central | 15 Mar, 2018
1.3.7 | Central | 3 Dec, 2017
138 | Central | 5 Nev, 2017
135 | Central 5 oct, 2017
134 | Central| 13 Jun, 2017

& 4-1 Java-WebSocket iz 2 %1%

Java-WebSocket & — /N2 EZ . 100%H Java SZHL WebSocket 7% ) i A1 IR 55 Ui
TEA, KIEFATE BT Java-WebSocket #) % P2P 4% .

T RE 53 53] FE s e 55 i A 7 S RO AR S B, R 55 3 ARES 40 Bl -

package com.niudong.demo.p2p;

import java.net.lnetSocketAddress;
import java.util_ArraylList;
import java.util.List;

import javax.annotation.PostConstruct;

import org.java websocket.WebSocket;

import org.java_websocket.handshake.ClientHandshake;
import org.java_websocket.server.WebSocketServer;
import org.slf4j._Logger;

import org.slf4j.LoggerFactory;

import org.springframework.core.annotation.Order;
import org.springframework.stereotype.Component;
import org.testng.util._Strings;

/**
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#F Spring Boot 2.0 [ WebSocket Ik %%

*
*
* @author %
*
*/
@Component
public class P2pPointServer {
// HEER
private Logger logger =
LoggerFactory.getLogger(P2pPointServer.class);

/7 &Hl Server ] WebSocket i -]
/7 Z P AT A Al
private int port = 7001;

7/ P ERE S5 ) WebSocket ZA74%
private List<WebSocket> localSockets = new ArraylList<WebSocket>();

public List<WebSocket> getLocalSockets() {
return localSockets;

}

public void setLocalSockets(List<WebSocket> localSockets) {
this.localSockets = localSockets;

}

/**
* YI4EK P2P Server
*
* @param Server i) 05 port
*/
@PostConstruct
@0rder (1)
public void initServer() {
/**
* Wik WebSocket ik 453 € XA RSN R socketServer, JiT
WebSocketServer; new
* InetSocketAddress(port) & WebSocketServer #i& 25 S 4
InetSocketAddress /& C(IP Huhb+3510-5) 287, Rl O Hhk 2R
*/
final WebSocketServer socketServer = new WebSocketServer(new
InetSocketAddress(port)) {
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/**
* BE S NEMTE, BRI Ao R T ik
*/

@0override
7/ BRI filR
public void onOpen(WebSocket webSocket, ClientHandshake
clientHandshake) {
sendMessage (webSocket, "IbE RS im B Ih QI EERE) 5

/7 4B —/ WebSocket HEHET, A% NN S
localSockets.add(webSocket) ;
}

@0override
// WIT RN AR Al &
public void onClose(WebSocket webSocket, int i, String s, boolean
b) {
logger . info(webSocket.getRemoteSocketAddress() + & it 5 IR 55 %
PR ) ;

/7 4% PERETTERERT, WebSocket I %% 1
localSockets. remove(webSocket) ;

}

@Override

/7 SR i R R RN A

public void onMessage(WebSocket webSocket, String msg) {
logger . info (b R4 B 2 & P imiE B ™ + msg);
sendMessage (webSocket, "URZVHE™);

3

@Override
7/ EFERAERAA, BHEEMK onClose Jii%
public void onError(WebSocket webSocket, Exception e) {
logger . info(webSocket.getRemoteSocketAddress() + "%/ imikfsd
! ");
localSockets. remove(webSocket) ;

}

@Override
public void onStart() {
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logger. info("'Jt = ) WebSocket Server /a3 ..");
T
}:

socketServer.start();
logger . info (b k%53 it socketServer iH: ™ + port);

}

/**
IR BIAH LK I 20 7 i KI5 2

*

* @param ws
@param message

*

*/
public void sendMessage(WebSocket ws, String message) {
logger.info("kKi%%4" + ws.getRemoteSocketAddress().getPort() + i
p2p HE " + message);
ws.send(message) ;

}

/**

* T EEBIANL S P i R S

* @param message: 1) fEHNZA

*/

public void broatcast(String message) {

if (localSockets.size() == 0 || Strings.isNullOrEmpty(message)) {
return;

}

logger.info(*'Glad to say broatcast to clients being startted!™);
for (WebSocket socket : localSockets) {
this.sendMessage(socket, message);

}

logger.info(*"Glad to say broatcast to clients has overred!');
}
}
wn ERARSFTR, BRS5 U A initServer() 7701464, ERIAFTITAHL 7001 3
N IRGS Ui 1o AE initServer() P EL S 5 ANEEAETTE, X LSRR A AR I i RO B T o
X 5 ANIPVEEEA MRS v A S 7572 onStart(), 618 R BTN i 1) 7k
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onOpen(), WrIT &R il A& 7732 onClose(), Wit 37 7 i & Sk v JEL ISt fink o 1 7 ¥
onMessage ()% 12 & A AR IHE FH 0 572 onError(). onError() 5 22 76 8 FH 5¢ B o fid
% onClose /5%, onMessage W EI7H B J5 & P amik A “ 287 i R .

RNARAE initServer()7E IR 25 J5 shis sl Ge in#k, F @PostConstruct Fric i FAE Ik 55 4%
hn#k bean I iz 47, FFH R SRS PAT k. [, AT RIERS L T &
P in#, F@Order(1)#xiR T initServer().

BEAh, RS it ARG A I S B T 1 0 B B AR ML R P i R I T B 1 T vk
sendMessage()Fl [ BT B 342 B AN & ) #7678 J2. 10 77 7% broatcast() »

2 P AR S BLIE AN R PR -

package com.niudong.demo.p2p;

import java.net.URI;

import java.net.URISyntaxException;
import java.util.ArraylList;

import java.util._List;

import javax.annotation.PostConstruct;

import org.java websocket._WebSocket;

import org.java websocket.client_WebSocketClient;
import org.java_websocket.handshake .ServerHandshake;
import org.slf4j._Logger;

import org.slf4j.LoggerFactory;

import org.springframework.core.annotation.Order;
import org.springframework.stereotype.Component;
import org.testng.util.Strings;

/**
* J£+ Spring Boot 2.0 ] WebSocket & F i

*

* @author 4%
*

=/

@Component
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public class P2pPointClient {
// HEER
private Logger logger =
LoggerFactory.getLogger(P2pPointClient.class);

// P2P WL AT B R IR S5 0w, SR . A MR ST Iz AT L 7001 i 1

// (P2pPointServer ] port ZB) , FAN{ERN% P iE ws://1ocalhost:7001
1/ ERRRS

private String wsUrl = "ws://localhost:7001/";

1/ FTH % P WebSocket ({34 B2t 22 47
private List<WebSocket> localSockets = new ArrayList<WebSocket>();

public List<WebSocket> getlLocalSockets() {
return localSockets;

}

public void setLocalSockets(List<WebSocket> localSockets) {
this. localSockets = localSockets;

}

/**
* R B 55 v
*/
@PostConstruct
@0rder(2)
public void connectPeer() {
try {
// flE WebSocket f7% f it
final WebSocketClient socketClient = new WebSocketClient(new
URI(wsUrl)) {
@Override
public void onOpen(ServerHandshake serverHandshake) {
sendMessage(this, "Jbi% 7 i Ih O % 7 i) 5

localSockets.add(this);
}

@O0verride
public void onMessage(String msg) {
logger. info ("It & P omi B IE R 55 m R IERITE S - + msg);



76 | XP4EKEIRIT Java 2R

}

@Override

public void onClose(int i, String msg, boolean b) {

logger . info("db 5% PS4 A 5
localSockets. remove(this);

}

@Override
public void onError(Exception e) {
logger . info("db s & iR eE ™) ;
localSockets.remove(this);
}
}:
/7 TR E R R 5 v
socketClient.connect();
} catch (URISyntaxException e) {
logger. info("JbRUZERH R " + e.getMessage());
¥
}

/**

* RS RIEW E, Y4BT WebSocket (172 Socket Hihil w2 IR 25 5
* @param ws:

* @param message

*/

public void sendMessage(WebSocket ws, String message) {

logger.info("KIE4™ + ws.getRemoteSocketAddress() .getPort() +

p2p HE:" + message);
ws .send(message) ;

}

/**

* o) AR I IR S ) #E T S

* @param message: £/ #EMIH A

*/

public void broatcast(String message) {

"

if (localSockets.size() == 0 || Strings.isNullOrEmpty(message)) {

return;

}
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logger.info(*"Glad to say broatcast to servers being startted!');
for (WebSocket socket : localSockets) {
this.sendMessage(socket, message);

}

logger.info(*"Glad to say broatcast to servers has overred!');

}
}

W EIRAREG AR, %5 5 connectPeer() 7 v 4 B AR S5 v, AE 7V, B b
It ws://localhost: 7001 JE#E R RS 5 RS ImIEAL, 7§F' /£ connectPeer() 1

55 NG I, X RS R AR I il R R 9. X5 AN R A R
SR 87715 onStart(). O % 42 i T i fil & 14 75772 onOpen () W T 2 2 0 fir (1
7772 onClose()~ o3 Ak 45 ity & A B9 S ik &2 1 757 onMeessage() 7E 42 & A2 # iR
W I 79 onError(), onError() 77 vk 4 76 A 58 e JG it & onClose 5, Jf H.
onMessage AT AL, (FTEITHER R

JARAIE connectPeer()7E R 25 J5 BT Bt REIN#EK . FH @PostConstruct Fric ffi H 75 il 55
e INEL bean B 21T, FFH R SPERSGHEPAT—K. FRF, N TRIER b T
AR 45 %k, FH@Order(2)F5iR T connectPeer().

Bk, 2 ity A R IR S B T 1) B 4% il 6 B 1% sendMessage()s A1 T A
HERE RS ) #E YV S 7 7% broatcast() .

RS 5 5CRE, 1E4 8 demo ) T2 H 3% Fi247 mvn clean package 74>,
demo A2tk demo.jar, Bl 5 1)#e3 target H%, 44T java -jar demo.jar, 755145
R 4-2 fiow o

K42 RigiEirHE
ERTPRAT T BN Sever difar . 347219 55 8 P i AR 5% ity ELAH 326
EI‘J‘J‘%'EW BARWR:
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1) 4 Client Zi#h AT connectPeer ()72, MPiEH:F] Server i onOpen 75

JIR % it 70 2 - it AT S T

K 3% 2 59376 44 p2p i B2 LTRSS 5% R T ) i ik

2) &P IR S B S, filk onMessage J7ik, FTEDHEMT:

TFE P K E IR Sk R A0 B RTIRS R 6 ik

B J5 %5 7' i onOpen J7 #4047 sendMessage (this, “ b 5T % 7 i B I 61 %5 7 5 7 )
WBA), KIEWER] Server b, R

RIFELT001 69 p2p 4 B AR E PRI EER P

3) Server uli E] Client i 1% 1% P G B, filk onMessage 7737, FF[HI
5 Client smSt 2V 240

TR G 5B BB P ol & LRE P BRI EE P %

B J5 1 A sendMessage() /i, KIELA R P umiE S0 R .

K% 5 59376 49 p2p K BT KEE &

4) Client w5t 1Al 55 s A& HITH B, fili % onMessage() 7i%, FTENHEWT:

A TE P amK B TIRS9m AL E 09K & KB &

4.4 ETF t-io HAE P2P ML

4.41 t-io 4B
t-io/tio J& — MR IRFEMELE, BRFRN TCP KiZERafEZR, HE 7 Mnirh &K,
t-io/tio MUV 2 F JiZhk TCP KIEHEAELE

BT t-io (fLAFF R IM. TCP RAE WM. RPC. kIR 4sasii . HHEEARSS . seit
W%, WIBEM . UDP. Socket 20524515245 Bif ) a7 2.

FAT, t-io/tio FACRY CAERS 2= TR & T OFIR. £ 2017 SEiS = E it A 1 E


https://www.baidu.com/link?url=v_VNhyfPcWL0ezFJQcliZIejzv951f9Oto85rkf8GHK&wd=&eqid=e178bbb1000027fd000000025b5ec103
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THEBUH PR, tio B8, =P & AHMUK VIEH, WK 4-3 Pios.

D

GV1

PN X ER/IRIED,

sitee Most Valuable Pro

REBHFRIE

talent—tan/t-io

NIE 2017 FRFEB R GVP
SZEEHMEAFILES, LAEER

FHRPE

oschina.net

[BHE TS

%

2017-10-1

BT

4-3 Wz A PEITIEITH IEIES

2017 FEZHOBIFIR AR L, R RIS Hutool, POI [1EH4% T H K
EasyPoi, JTU§ R HEBEM 2 A+ 245 roncoo-pay, %77 Java €t T. B Spiderman, T
Spring Cloud k&AL FF & F & AG-Admin, JEHHEL: WebMagic, P FjHh 42 b B
ip2region, & 0AT RAT S EEHELE xxI-job, T S HITFIEZE R 5 2 4% EasyPR,
WfE Java & T H AL weixin-java-tools, #b7%. #IAMFELLT % miaosha, 5k Azt
A ID A= AR ) sequence F 2 1 o0 R A EE A A A4 Sharding-JDBC, 500
ITRISSEILRL T . 5. =itERE AIO HESE smart-socket %% .
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4 t-io AT AFEI CHKNR? 2 E M, BRATSEWT:
t-io — &5 tio-core, 'BAEIET Java AlO [ Z& 4 FEHELE, A Netty J& T [F12%.
t-io X4 tio-core 41, IS4 tio-websocket-server. tio-http-server . tio-webpack-core .

tio-flash-policy-server %%, J& i i Z1#R &35 T tio-core FF R [N F Z 4% R THI 435
2 t-io KRS, Horp

e tio-core: JET Java AlO HIMZmARHESE . ff FH /=192 tio-showcase.

e tio-websocket-server: & tio-core FF &) WebSocket k45 %% . 14 w2
tio-websocket-showcase

e tio-http-server : &t T tio-core JF K B HTTP flk 5% % . i H /= #l &
tio-http-server-showcase

e tio-webpack-core: FEF- tio-core F & ff) JSICSS/IHTML ¥ k46 T E .

e tio-flash-policy-server: 2T tio-core JF & 1] flash-policy-server .

Al S tio-core $5 AR f 2 61 1 2247

IM: J-IM,

TR S5 Faim:  DUB AR o

Tﬁ%ﬁ&%: q:uaz%%o

WM. R m 4.

4.42 t-io MIEEMAE

FHAAH tio WA, t-io W HIFEZESAH ChannelContext. GroupContext .
AioHandler. AioListener. Packet. AioServer f1 AioClient. 1, ChannelContext /&
IIE E T OCHIREIZE, GroupContext TSI B 5 4E47, AioHandler &1 B AbHE 4
1, AioListener 2 iHiE W+, Packet &R HZMEHEEL, AioServer & t-io k55
A2, AioClient 52 t-io 2 ImHI N 2K, BAANHT .

1. ChannelContext (@& FTX)

F—A TCP M #2>r"4 — ChannelContext %%, X&— %k,
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WS t-io fE4 TCP % Fii, #-4 5 5& ClientChannelContext. 115 B 4 t-io {4 TCP
AR %53, B84 M2 ServerChannelContext.

& 7 it A1 AR 2% i &5 FH 1) ChannelContext 17 -
1) ServerChannelContext

ChannelContext 35, 4 t-io fEA TCP ARZ RIS, M2 E Bl 2 X 2K
SEA

2) ClientChannelContext

ChannelContext 1125, 4 t-io /EN TCP & i, V5% E 32X AN 2K
i{ﬁ”O

2. GroupContext (RSZEES4HIF)

GroupContext JFHRHC B 26 F2ith, ff 2 Wty 11, ZE97 2% 7 g 19 25 40090 55
GroupContext & ™4 £ 2%, W R tio /AN TCP % F i, M4 EG#
ClientGroupContext. 415 t-io {4 TCP k55, A4 7526 ServerGroupContext.

Horp
1) ServerGroupContext

GroupContext T2, 24 t-io fE2N TCP ARZS Uty , k55 =48z fik (1) & 1% /N 2R 1) 5K
.

2) ClientGroupContext

GroupContext T35, 4 t-io /Ey TCP & i, V5% E 3 fl ) & X AN K 1 s
i,

3. AioHandler GHEAEREO)

AioHandler & AFEH B Z 0D, EAMA T D ClientAioHandler Al
ServerAioHandler. 4 t-io £ TCP % /i, 7FHZESZH ClientAioHandler. 4 t-io
1EN TCP IR &5 umhs, 752528 ServerAioHandler.
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AioHandler F=E 5% X T 3 N7k, decode(). encode()Al handler(), 43l kb g
0. fRASANE EA.,

1) ServerAioHandler
AioHandler #1325, 4] t-io fF N TCP AR &5 uih), &2 sLdliZz 1.
2) ClientAioHandler

AioHandler #1735, 4/ t-io /EA TCP &/ i, v 45 Eseiliziz .

4. AioListener (GBEHBIFE)

AioListener s&AbFRVH B0 08O, EHMAFH O, ClientAioListener Fll
ServerAioListener. 24 t-io /EN TCP & Fuwhf, FESZH! ClientAioListener. 24 t-io
YEN TCP M5 umi, 752l ServerAioListener.

AioListener I Z5E X 7 W K J5 £ : onAfterClose() - onAfterConnected() -
OnAfterSend(). OnAfterReceived()F1 OnBeforeClosed(). ', onAfterClose()7 &+
KM JEf %, onAfterConnected()fE IR 5 fii &, OnAfterSend()7E7H B AL K%
Jafil A, OnAfterReceived() 7EUS 2 7H B FF M AS D) J5 fis &,  OnBeforeClosed() 7t i 4
R P I ik %

Hr:

1) ServerAioListener

AioListener 1725, 4H] t-io N TCP RS, k4% 2 seiliziE o,

2) ClientAioListener

AioListener {72, M t-io fE AN TCP &/ i, M55 2L Pz,

5. Packet (NAEEHIES)

TCP JZRL KM, 1% t-io BRMEMG K Packet XF 5, N HI# R E 4k AKX A
J, IMSEBELE SRk 55 kA
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6. AioServer (tio [REIFALOZE)
AioServer #& t-io IS5 AN 12K, 1F start 77 S 8035 1P g O IR SS
7. AioClient (tio BFIRAOZ)

AioClient #2 t-io & /g A 138, $2&4 connect(). asynconnect() /72 1% H T F AR 55

i (¥ [ 2 RS 2045 S A% Al o

4.4.3 EHT t-io HE P2P ML

T

Sl

FETRE ] t-io F 2 P2P MIZXI, 525N t-io AHRHIRHIRC &, i & AR

<dependency>
<groupld>org.t-io</groupld>
<artifactld>tio-core</artifactld>
<version>3.1.4.v20180726-RELEASE</version>
</dependency>

FE AR R AT 75 2 — 0 5 A58 4k Packet, PRI S g S — AN & A LR N fir

package com.niudong.demo.tiop2p;

/**
* JET t-io X HEERZ P2P M&-F & iR i &

*

* @author F%
*/
public class Const {
/**
* JRS5 ARk
*/
public static final String SERVER = "127.0.0.1";

/**

* USIT C

*/

public static final Int PORT = 6789;
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/**
Lo Bk B[]
*/
public static final int TIMEOUT = 5000;
}

TEXPUEE R4, AT E HIL I Packet iy 44 BlockHelloPacket, RAS 1R Fiy

package com.niudong.demo.tiop2p;
import org.tio.core.intf.Packet;

/**
* XHBERZ EHI Packet

*

* @author %

*

*/

public class BlockHelloPacket extends Packet {
// Metm® i, XEBEXH Java 57404075 5
private static final long serialVersionUID = -172060606924066412L ;
/7 BRI
public static final int HEADER_LENGHT = 4;
1/ TR
public static final String CHARSET = *"utf-8";
/7 RN AR TS
private byte[] body;

/**

* @return the body

*/

public byte[] getBody() {
return body;

}

/**

* @param body the body to set

*/

public void setBody(byte[] body) {
this.body = body;
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}
}

JIR 55 i AH R I ARRS 40 7S -
package com.niudong.demo.tiop2p;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.tio.core.ChannelContext;

import org.tio.core.GroupContext;

import org.tio.core.Tio;

import org.tio.core.exception.AioDecodeException;
import org.tio.core.intf._Packet;

import org.tio.server.intf.ServerAioHandler;

import java.nio.ByteBuffer;

/**

* T t-io X HEEKE P2P MIZ-T 4 KRk 553 Hand ler

* @author F%

*

*/

public class BlockChainServerAioHandler implements ServerAioHandler{

//HEEF
private Logger logger =
LoggerFactory.getLogger(BlockChainServerAioHandler.class);

/**

* RS AEELEIR ByteBuffer fERG S AT AR A Bl 5571 S

* AR HEk + HEE

* JHERGH: AATAT, AEAETH BRI

* JHERZE Y XS ISON & ) byte[]

*/

@Override

public BlockPacket decode(ByteBuffer buffer, int limit, int position,

int readableLength, ChannelContext channelContext) throws

AioDecodeException {
//RFE: buffer WIFBAMEIHFA—ER 0, MHFEEMN buFfer.position( ik
/I
772 HBR o2 Bl 256 BlockPacket, iz E nul | AR EHEK E A%
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if (readableLength < BlockPacket_HEADER_LENGHT) {
return null;

}

77U BRI K E
int bodyLength = buffer.getint();

//EHEANERA, T4H AioDecodeException =
ifT (bodyLength < 0) {
throw new AioDecodeException(‘'bodyLength [** + bodyLength + ]
is not right, remote:* + channelContext.getClientNode());

}

1/ AR T B BE R
int neededLength = BlockPacket.HEADER_LENGHT + bodylLength;
VZLVE R e Pty 2R D)
int isDataEnough = readableLength - neededLength;
/7 AEERAEKE G buffer 4 7240
if (isDataEnough < 0) {
return null;
} else //741HRTh
{
BlockPacket imPacket = new BlockPacket();
if (bodyLength > 0) {
byte[] dst = new byte[bodyLength];
buffer._get(dst);
imPacket.setBody(dst);
3

return imPacket;

}

/**
* gafidh: ML SSE B A RS TT LR IE ) By teBuffer
* RTH RN HESk + HEA
* HEREH: AT, AR BRI
* JHERLR: X5 ISON Hi ] byte[]
*/
@0verride
public ByteBuffer encode(Packet packet, GroupContext groupContext,
ChannelContext channelContext) {
BlockPacket helloPacket = (BlockPacket) packet;
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byte[] body = helloPacket.getBody();
int bodylLen 0;
if (body !'= null) {

bodyLen = body.length;

}

//bytebuffer FEKER = HEKMKE + HEARKKE
int allLen = BlockPacket.HEADER LENGHT + bodylLen;
/78— bytebuffer

ByteBuffer buffer = ByteBuffer.allocate(allLen);
/BT
buffer.order(groupContext.getByteOrder());

J/ENTEESL, THESLI A HR T BRI B
buffer_putint(bodylLen);

[/ E N B

if (body '= null) {
buffer.put(body);

b

return buffer;

/**
* JhFVH R
=/
@Override

| 87

public void handler(Packet packet, ChannelContext channelContext)

throws Exception {
BlockPacket helloPacket = (BlockPacket) packet;
byte[] body = helloPacket.getBody();
ifT (body != null) {
String str = new String(body, BlockPacket.CHARSET);
logger. info(C" bt iR ZumIKEIH E: ™ + str);

BlockPacket resppacket = new BlockPacket();

resppacket.setBody (b5t R4 um i ] TIRIIE S, REEEZ" +

str) .getBytes(BlockPacket.CHARSET));
Tio.send(channelContext, resppacket);

}

return;
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}
}

package com.niudong.demo.tiop2p;
import javax.annotation.PostConstruct;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.core.annotation.Order;
import org.springframework.stereotype.Component;
import org.-tio.server._ServerGroupContext;

import org.-tio.server._TioServer;

import org.-tio.server.intf.ServerAioHandler;
import org.tio.server.intf.ServerAioListener;

/**
* T t-io WX HEEK)ZE P2P W4-F & I R4 ity

*

* @author %
*
*/
@Component
public class BlockChainServerStarter {
// HEER
private Logger logger =
LoggerFactory.getLogger(BlockChainServerStarter.class);

// handler, G540, f5. JHEAH
public static ServerAioHandler aioHandler = new
BlockChainServerAioHandler();

/7 FEEEEE, ATLUA null, EEWE CsEPiZEH, A3 showcase [ iz
public static ServerAioListener aiolListener = null;

/7 —HEESLHN E RO R
public static ServerGroupContext serverGroupContext =
new ServerGroupContext(**hello-tio-server'™, aioHandler,
aiolListener);

// tioServer %%
public static TioServer tioServer = new
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TioServer(serverGroupContext) ;

// GRHMETRELYE IP, ARENN null
public static String serverlp = null;//Const.SERVER;

/7 W O
public static int serverPort = Const.PORT;

@PostConstruct
@0rder (1)
public void start() {

try {
logger . info (At st A 45 i R E 3 5

serverGroupContext.setHeartbeatTimeout(Const.TIMEOUT) ;
tioServer._start(serverlp, serverPort);

logger. info (bR IR 55 JE sh e 52) ;
} catch (Exception e) {
logger.error(e.getMessage());

}
3

}

mERKRWEF R, BT tio MXIEKE P2P W 4 7 & I Ik 55 o 28
BlockChainServerStarte [ start() 77 v J& 2 ik 2% i i, & 238 45 2 ¥) 4R Ak
serverGroupContext, Filil tioServer.start() /7748 sh48 & K IP Flii 1. ALRIIE start()
1ERRS 8 it ek BE %%, FH @PostConstruct Fic 3 H 76 AR 45 vt i %% bean (RS %1247,
It B R RS wm AT — ke RN, A T ORIER S o s T2 7 s gk,  H@Order(1)
PRI T start()o

BT tio M X HEEKE PP W %K & MK % i Handle 1) 2%
BlockChainServerAioHandler #& it Ty 2 10 #5773 decode() H B 1 4w 65 7 vk
encode() S AbEE(E S IBH handler() /7%, FoHb, handler() /7% & 48 & — 04T EIVH
BHE, —REIRF5mE

Ak, BT REEPLW L, FEX W O A EEN T AW
getConnecttedNodeCount() 1 11 & pbft 8 & 7 & & 2 AN 4> 2 W o7 7%
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getLeastNodeCount()ZEAT Ml Zwfi, R [EMEITN 1.
& i A R FRARES 40 T s

package com.niudong.demo.tiop2p;
import java.nio.ByteBuffer;

import org.slf4j._Logger;

import org.slf4j.LoggerFactory;

import org.tio.client.intf.ClientAioHandler;
import org.tio.core.ChannelContext;

import org.tio.core.GroupContext;

import org.tio.core.exception.AioDecodeException;
import org.tio.core.intf._Packet;

/**
* LT t-io X HEEIR P2P W41 & % F i Handler

*

* @author 4%

*

*/

public class BlockChainClientAioHandler implements ClientAioHandler {

// HEER
private Logger logger =
LoggerFactory.getLogger(BlockChainClientAioHandler.class);

private static BlockPacket heartbeatPacket = new BlockPacket();

/**

* . JEREI ByteBuffer ARG SN AT DAL 55 B8 . S B4
HEK + HEMA. WEKEH: 4407, FEEEARNKE. HEASHH: WNEH
JSON #:f#7 byte[]

*/

@Override

public BlockPacket decode(ByteBuffer buffer, int limit, int position,

int readablelLength,
ChannelContext channelContext) throws AioDecodeException {

/7 FEWEIRBEEA THBL SR, NWERE null, PAERREEEKEA
if (readableLength < BlockPacket_ HEADER_LENGHT) {
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return null;

}

7/ SEHUH BRI K E
int bodyLength = buffer.getint();

// BAEAIEM, NP AioDecodeException 5
if (bodylLength < 0) {
throw new AioDecodeException(
"bodyLength [ + bodyLength + "] is not right, remote:" +
channelContext.getClientNode());
}

/7 VARG R
int neededLength = BlockPacket.HEADER_LENGHT + bodylLength;
VARVE:[:0E e oy iy 22 RN
int isDataEnough = readableLength - neededLength;
/7 NG BARKE (FFH) buffer A4 1H 240
if (isDataEnough < 0) {
return null;
} else // HBEI)
{
BlockPacket imPacket = new BlockPacket();
if (bodyLength > 0) {
byte[] dst = new byte[bodyLength];
buffer.get(dst);
imPacket.setBody(dst);
3
return imPacket;
}
3

/**
* i ML S A4S AT LUK IR ByteBuffer. SVHESM: HEL + HE
o YRR A AT, AT BRI B o T BS54 X 5K ISON & ) byte[]
*/
@Override
public ByteBuffer encode(Packet packet, GroupContext groupContext,
ChannelContext channelContext) {
BlockPacket helloPacket = (BlockPacket) packet;
byte[] body = helloPacket.getBody();
int bodylLen 0;
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if (body != null) {
bodyLen = body.length;
}

// ByteBuffer M KE = HELKMKE + HEKMIKE
int allLen = BlockPacket.HEADER_LENGHT + bodylLen;
// GI#E—A¥H ByteBuffer

ByteBuffer buffer = ByteBuffer.allocate(allLen);
/7 FEFNF
buffer.order(groupContext.getByteOrder());

/7 ENHR, HEKI AR SRR
buffer._putlnt(bodyLen);

// SNHEAE

if (body !'= null) {
buffer.put(body);

b

return buffer;

}

/**
* JhFEH R
*/
@Override
public void handler(Packet packet, ChannelContext channelContext)
throws Exception {
BlockPacket helloPacket = (BlockPacket) packet;
byte[] body = helloPacket.getBody();
it (body '= null) {
String str = new String(body, BlockPacket.CHARSET);
logger. info(dt & Fumi BIHE: ™ + str);

}
return;

¥

/**

* WIPEI IR E nul L, THESS A2 R 0Bk W RIREEE nul b, JUHESE 2 1 43 8 i
KA TT 1R [ v B

*/

@Override
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public BlockPacket heartbeatPacket() {
return heartbeatPacket;
}
}

package com.niudong.demo.tiop2p;
import org.tio.client.TioClient;
import javax.annotation.PostConstruct;

import org.slf4j_Logger;

import org.slf4j._LoggerFactory;

import org.springframework.core.annotation.Order;
import org.springframework.stereotype.Component;
import org.tio.client.ClientChannelContext;
import org.tio.client.ClientGroupContext;

import org.tio.client.ReconnConf;

import org.tio.client.intf.ClientAioHandler;
import org.tio.client.intf.ClientAioListener;
import org.tio.core.Tio;

import org.tio.core.Node;

/**
* T t-io MXREERIZ P2P M- G 1% b

*

@author 4%

*/

@Component

public class BlockChainClientStarter {
// HEER
private Logger logger =
LoggerFactory.getLogger(BlockChainClientStarter.class);

/7 RS R
private Node serverNode;

// handler, G&EmY. Y. JHEAE
private ClientAioHandler tioClientHandler;

93

/7 FAEEVRES, WTRCA nulll, HEE CSEIZEE, TS showcase T f#E: I
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private ClientAioListener aioListener = null;

// WiBEJE EEhdER:, HAVE B SERE RN null
private ReconnConf reconnConf = new ReconnConf(5000L);

7/ BN EROTR
private ClientGroupContext clientGroupContext;

private TioClient tioClient = null;
private ClientChannelContext clientChannelContext = null;

/**

* JHENFEF A

*/
@PostConstruct
@0rder(2)
public void start() {

try {
logger. info(Cdb & Fum Bl B 3™ 5

7 /71564

serverNode = new Node(Const.SERVER, Const.PORT);

tioClientHandler = new BlockChainClientAioHandler();

clientGroupContext = new ClientGroupContext(tioClientHandler,
aloListener, reconnConf);

clientGroupContext.setHeartbeatTimeout(Const.TIMEOUT);
tioClient = new TioClient(clientGroupContext);
clientChannelContext = tioClient.connect(serverNode);

/7 ELE, R BINR
sendMessage() ;

logger - info ' dba% F e 2l 52 5E) ;
} catch (Exception e) {
logger .error(e.getMessage());
}
}

private void sendMessage() throws Exception {
BlockPacket packet = new BlockPacket();
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packet._setBody(*'tal say hello world to
blockchain!" _getBytes(BlockPacket.CHARSET));
Tio.send(clientChannelContext, packet);

}
}

i FiRAAS TR, JET t-BlockChainClientStarter f start() 5 B 505 i, 15
12 45 JE W1 46 1k clientGroupContext Al tioClient, 5 AR 55 ¥ @ 57 & 8 )5, @ id
sendMessage () /7 V217 ik 5% it & 3% — 2% 2. “tal say hello world to blockchain!”.

ARAIE start()7E AR5 3 shis sk RE N2k, FH @PostConstruct Fric i 75 iRk 5528 N 2%
bean MIEMEIZAT, HHRSWRFARPAT—IK. FES, R 7IRUER i T RS i
n#, F@Order(2)FriH T start().

BT tio MIX BB K ZE PP M%K% F & W% P i Handler [ 2%
BlockChainClientAioHandler #&ft 1 i & 1 #5577 v decode()~ ¥H & 11 4w 15 J5 1%
encode() S AbFE(E B4R handler() /7%, Hrh, handler() )5 i2: 38 48 52 A AT ENTH
B AT AL

TE 449 demo 111 LF24E H 321217 maven 74 : mvn clean package ¥ demo LF£+T
£ 5% demo.jar, BH/E 1142 target H X T, #4744 java -jar demo.jar, F2/FHATHIRL
R 4-4 fios .

4-4 RigizfTHE

b3k H & s
D WSS msEATRal, BEE A
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)% P R B se Y, 383 P sendMessage 77 12 [ IR 45 3 2 125 91 2.« tal say hello
world to blockchain!

3) Mlz4s#% BlockChainServerAioHandler U3 B 5, Zf#%22 B handler 75724k
H, HFATEH SRR

IFARRE P MBI B 3 AR CRIR G- 3m B) T AR 69 7K B o 4R 49 74 852« tal say hello

world to blockchain!

45 NG

A F N P2P MR AN SE R R VHED, BB AR T HRE TR LUK Y i P2P 4%
Mg, FERGE T AR R T DU TR P2P ML IEAE AR, RGE AW
TECRETI P2P MR T . A E EE R L BN T AT WebSocket 1 t-io 444
SCHL P2P IR 50, i T LUAREE SRR BRI 22 FIWT B 2L X B
S P A P AT R R AR S IX HUE P2P S M . EHIRFER IR S BRI ET
WebSocket /723K SEHH »
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ATHHHA 1 X PR R G PR A ——# A R A P2P MIZR M, A
FRN B PEER G 55— A —HRAE,

o 3LiRle? il KB ILFRKVIR, —BEE. EXRERGT, 3K
RIS DXCEREE R 48 b A KA B [ 25 R s B

REEIF AR R A, MR T A RGP A BRI 70 A 2 — Bk
fRE. Bk, ARERME R -BEEIT G, PP 5 SRE R IRE
% REREERENSMNA-BEEN “KAL7, FISLHRAREMSE LG IR K,

5.1 XRpEEyDmIy

X Pt RGAT RSN RG, MESMRRGEF, %00 n B &
“—3 % (Consistency) {117, RITE 5347 2028 8N 5 a5 A an o] R 31 s 5040 1
—HM. MBESARNRGT, —BMLEFE, BAMARKRGEHL T A0 H
MRS, FHE -8R MR R BN EEN AR .

B AR5, BRI —BERN, 42 B AR 400 4 CAP
Hit. CAP HRHIRAR T AR —A 5041 XN R SR TCE [F]IS i &2 Consistency (—3
P£). Availability (A JH¥%) 1 Partition tolerance (73 X &4 X =ANFATE R, &
Z RRei 2 H I, 1 — SR AR AT .

R, A ARG A R — B i) B A R PR E S ) — Btk

Hil, &R mARGEPHHM AR -BUEE RS, EEAREZIET
Paxos 43 fi 2\ —# 5%, 1EUW Google Chubby ffi1E# Mike Burrows ff & :

“there is only one consensus protocol, and that’s Paxos — all other approaches are just

”»

broken versions of Paxos.

Al BN i B R RS E R, TR Paxos, BT Hofth — Bk H:
#B & Paxos HIEMIA TR .

e A R G — B SR UK AN Paxos Bi5TT 4R .
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5.2 Paxos &%

Paxos Bk « 2244 (Leslie Lamport, IALER Tt ) T 1990
SRR, R R T B AR R B AR SRR« 22 AdET 2013 RS T
R, A R B e T IX 2R AL

SRR « ZAAREE 1978 S RE TS (N RGE N HIET[A] B8 LRI )
(Time, Clocks, and the Ordering of Events in a Distributed System), X518 3CECA H Fi
THHEMURNE S B85 R Z I SCHR . I8 SRR R MHINE 5 50 IE 58 BT 72
DR T %0 R B

Paxos 5L e 7E WA « ZAHHEAIE SC The Part-Time Parliament H#2 Hi ). 7518
e, Al LS 7 AFIR T Paxos k.

XAMER EENET

A G — A Paxos #9 Byl , &R F i Ee— /N By, Paxos 2 — /ANt B
HRLF P, EXANEME, MR 55 TAT AR RGHX
#HAT, mAFBLARLEE,

IR kAL N RN BELE G TR AR EH#, W EC@degE
L ML FAEE

EHLE, LER, MAZWRETZLFRFE, AREAARBBRLLEN
ARTEMNKB|RA G H— AN REE R LI, A, AR Hk4%
PANEEEE, ARiLk—RA AR RS, FAESTH—Ak—
S5, AT HRBFEANR FEES NG — 5, HEET 2 AR
BARPEMRE, FTANE— LB EHRERE,

ENATPHSEMAEHARN: WRAFRSES T, RS R0 TR g &
AT EHEZE, WA IR AR EFERERF AT HELEE
B CEAEAER



http://research.microsoft.com/en-us/um/people/lamport/pubs/pubs.html#time-clocks
http://research.microsoft.com/en-us/um/people/lamport/pubs/lamport-paxos.pdf
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B TR AR 4 A T 56 RT3, AT AL KA B & B o4 &A% FH 16 it 4t
EAMRBITNARIT, BRERLATHRELAZEE, SRETERAH
AR G F ARG BB A KR THAT R R R, BRAY
Wi T RARIESE LR 0L T 4645 EAAS T T AR A Z A R,

Bk R Ru, DU 8 /A &5 4 proposers #= acceptors.,

B — AR R, S ABAUE

M-#x 1. prepare M

proposer £ #F— /MR E %5 n, ¥ prepare #F K & % 4 acceptors AHK

acceptor ¥ %] prepare H &5, WRRENH TR TECLE2OAWHA
prepare 7% &, W] acceptor ¥ B T Loz a94% %@ £ 4 proposer, FARETR
BT nRE; wRRENHT D TFTECLEEILNGPA prepare
HE, WHARELNE, REZTILAE,

it 2. BEME

% proposer M %] % 4 acceptors *f prepare #9= £ )5, sREAMEN K, ©&
1= & prepare 7 5K 49 acceptors & i% accept 7 5K . acceptor %] accept i K
J&, W PPk i AN R

22 B 3 A X — SO B9 Paxos A, I8 4 — B B0 th a1 FR AT FH 6 v a4
W, U ZooKeeper, . ZFVERFEASUMNEE. FHPKE AN A A B BIEAE
Zookeeper fl . = BARAZ LN

5.3 ZooKeeper DD —HEELI

ZooKeeper J&—MNFIRII A AR SS, 047 =08 FE 7 v BAZE T8 sE i
s mARAT AT RS A PhAAE s R, Master 25,
AT AR 2341 A F 5T RE . ZooKeeper (¥ it B ABJE T Google ) Chubby, H i
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#& Hadoop #11 Hbase () 5 4 14

ZooKeeper 1§ ] T ZAB (ZooKeeper Atomic Broadcast, ZooKeeper J& T 2T %)
PSR R G — B A% 0L . ZAB HUGE N ZooKeeper 10T — P S FF
FR IR B R T R

FTF ZAB Wi, ZooKeeper SEHL T 7F T/ BT I R G4 RO EF R %
R A 2 T P 040 — B . ZooKeeper {88 F — ™ B — (1) £ ERE SR A WSO AL B P i P T
AHEIER, KA ZAB WUk Ik 55 25 2dfs RS AL 51 DL 5% Proposal HITE ™ #%
B FA R A SRR T, ZAB P AR B B8 CRAE T R — I ZI S L e — A
FHEFER T IR RS 2R IR AR T, KL AR A5 1R 4 Hh AR B P ity (1)K B R K

ZAB TSR O 5E T BERUAE ZooKeeper R 5% i b IR A8 10 3 453 SR i b 78
F3, BIETE H45 R — A4 R ME— I AR S5 28 R R AR B, IR I R 55 25
PN Leader R4 2%, HAhAR S 28 NIFR 9 Follower R4S 5% . Leader 45548 7 50K — 4>
7% i A SR — 55 Proposal (3210, F4¥41% Proposal 23 K488 #E T T
A1 Follower ik554%, )5 Leader 5548 s Z 557 T A Follower IR 4 10 = 5. —
B 20 Follower R £ 48 3HAT T IEMIY RS, 84 Leader #t<s B A BT A 1
Follower If. 4528 % & Commit Ji 5., ZRHAZAZHT—A> Proposal .

FERANRSHESLE BT AR T, 1R Leader IR%5 25 HHILMZS il AR H 5 =
JREESHHAROL, W ZAB PhSU & AR BRI, IFiE2 7 4B Leader k3545 . 4
M2 TR Leader IRs5 4%, HARMETH LA RN 5% Leader JIR 5545 7€ B
TIREFZP A, ZAB U= B KB . IREFERARERFL, RRERIE
SERE R B A BERE A Leader ik 55 a8 IR S TR 15— 2.

B leader [IEAS 5048 0 A S — EUE BVE ) —Fh . 7E ZooKeeper H1, $RAE T = Ff
We2E B, 43 5J& LeaderElection. AuthFastLeaderElection 1 FastLeaderElection. %k
AP 28 B V% 2 FastLeaderElection. FastLeaderElection [1) Leader 2553 f2 40 T .

FANE ZooKeeper FEHFH 1) IR 55 45 #R 21 HU H MRS #8 H 4 1 R AT FE A ZS 1R 4K
#%, ZooKeeper R4t B EAE, #A —AME—1 id {H. id [ERMKIISEIEH,
PEASHT OB, XTI id (B AR .
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22y

B e e 2 Ja, ZooKeeper AR 4573wt ml AJFJE Leader 25 1. JEW A
ZooKeeper IR 528 &% H Cik %41 Leader {5 B AP 28 PR L4 N %

1) Frigzé Leader f¥) id. Leader [ id Y5 T Hc & SO A C & 1R HRSS 4314 ido
FERZETTURIN B, R GRS w28 5 O Leader, XAMER A H SRS 2810 id.

2) TR ST A KB A ido AR S5 A I AMEEOR, Ul BRI B T

3) WHENPHIE. BERNEREMMN 0 TR, FUaERN—14. Hit, 7£
A — Yk sé o, BRI B O N % — B A B R O R, B
B, UBHIX GE RS Leader R RHT

4) ANAE AR R H BPRE . EASIRAESA 4 PR, 73502: LOOKING.
FOLLOWING. OBSERVING. LEADING.

6 MRS AR H OGS 8 FPIRS B A2 B h i A iR S5 A 2 Jm, Bk
ook B HoAth A 55 2 RS Bt JFREAT R b B

1) AR PO i 55 2 FPIR SR AE L 280 B (R LOOKING R7&), A ®
SoHIWHZ AR I B RE, BRI 20 O BUR =R 5L -

) AR AE L SRR SR T 2 i R AR N

VI L 2 BT DR A7 e 28 SO0 — IR 25, I 7 22 S AR ML AR 32 A I b 4
i, [FIPRE 2 BTSRRI K B HAT IR 55 3 1L 248 25, DUODIR s Ca A A AL
I

Wt B A 75 7 BT AT DA I, S5 SR L2 Leader id fRAF (1)
FRORHE id R 75 75 BT A L

o MY id ANE, HdE id KE M.
o UM id AHEINT, LA Leader id [#ME, Leader id A k.

Bl PR B B ORI A 45 R R 20 SR v ) A R 5545
b) RIEILRIE A Bl EE N T AN IZ R B
XUCHIR T E— DX R e s B R o, B T E S HE, RS S it
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HAZM Y HlE, R FRANLEEE Kkt L /AT,
) AIRILRIE RIS BBl 5 AN A2 AR Bl A A1 ) o

BER i H totalOrderPredicate BRI W7 2 75 75 22 BHT ANLA B, o S 75 08T,
MK B CBoR IR 28 45 R R S R b 0 oA AR 5525

DAL =FE oAb B e e J5, TR A ER A R AR s

a) FIWMT RSS2 TR S T ARBE T AT IR IR 2ORAS o

A, MIRYEE 24 R E H ORI (FOLLOWING it /2 LEADER), JFiR
b) A WS FTA IR 3 R 2R A o

W) 75 S AR HE DL L R 26 ) Leader 2 ANZ15 2 T #E I 50 LU FARSS 2511
. WIERJE, MZHATE 200ms P . W RBA AR 2R, WU KK
HEABINTIXANEER, REACHAE, BHIEXLTE,

2) WIR RS 28 M AL T IE 2R, W2 7E FOLLOWING 5k# LEADING R
&, BEEFSAELLT AN W

a) WHZHENPAHE, NP ZEPE R 2 recvset. R FTERS 2 B E 2
#& Leader, HAMGHIWREARAE LHUL ERRESSER T, WHE, Mk EIERESR

b) S BEE AR, MUEHTE — Mk R OEf TikE4 R, TE2H
%24 45 B\ B outofelection £, FEAR#E outofelection i) W2 75 AT L4 o itk
Z&6, WIRATDAZE kRS, WRAAZ R, WEIERORES, BHIEEERE,

54 . =KEARRZIMY

2PC (Two-Phase Commit, —[rEtFEAC#M) 1 3PC (Three-Phase Commit, =
M BRI ) 22 M i oA R— B . R348 2PC F 3PC A SeFL R 3 .
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5.4.1 MRz

B BRI, AL R SO K 55 I PR AL R 2 AN BOREAT . X
BB R A B BORSEAZ i Be o AR SR BERE AR, W RPN, 2
WHEMSE% . K, EEWNROREONDYE, HENPITERANSSE .

9 1B Be (BIHERETBO BT

D WiREFRAZ5EREESNE, BRSNS 5ELETIRLEHS, I
ERTHZEEER.

2) S 5EPITELEE, ¥ Undo Al Redo 5 EIC NF 45 HEH HLHPAHRAS
H5)o

3) Wi S 5HEPAT R, W25 B S A5TA] DLREI IR 455K AR AT 2RI,
WU Bl R 2 S 5 AT R I 45 2R

FES 2 rBe (RIBZACHBO AT .

MIAERIBIREII SN S E5E RIS R, T ARPAE. WNETESS
F BT AR I3RS G5 R, WA F R aC . BRI PR A 2 5 35 1 db 32
i g /(1

D WilE R 2 5E I IRCFH SRR, H Commit 353K .

2) Z5HF) Commit iR 5, 147 Commit K. Commit iER#AT B )G
FEBCEA 55 18] 5 FH A B R

3) 5 PR K Commit & RAT 78 LI & .
4) AF R 2 5% )BT SR BUERR T 2RI EH55 IR AL .

BHEM NS 5E REGERACRIRI SR, B HUR 255 . SR 17
WEMZ & WL HEZ R

D WiAE R Z 5% K ERIER, B Rollback iFK.

2) Z 5% #| Rollback [FRER G, FEAEE 1 rBo 9 Undo 15 2 04T [R1R
£ Rollback 1 RHAT TG, [FIRERE EORHUREA 3155 98] o5 T A B0



B58 HHN—BMSHIREE | 105

3) S 5FPhEE ik Rollback 15 3R T 5 B I B,

4) AZEIE TS 2 538 AR T 55 w58 524 155 45 1 R kT .

ERNEZ LT, PhifE S5 EE RS, RS2 — AR
e, —HIEESI, BRSO AN GESEE . DR ek R ) =15 S 4R A Py
WA, % CEE T —H N 4E.

5.4.2 =MEIR3zHN

BRI, A SO R A NS A BT . X =AY Bl
#& CanCommit. PreCommit F1 DoCommit. T [fi %A/ 243X =AM B [ AL EE 2 4

S 1MBE, BP CanCommit [y BRI AL EE B 48R .

L hiAFE M EANS 5 E Ki% Commit 153K,

2) Z 5% E] Commit 1R J5, FIWHE S LIRS WRATEASRAS, MR [E] Yes
Wi 2, 753 U3 [5] No Wi b o

(e o5 B BEFRAS ML, ASKE A = Be 3R 2 W 1) CanCommit fr B —BirBe
FRAZ PP S B BURFA L

52 B, BP PreCommit B ER A FEZ 440 T .

U R 315 5 01 [ 45 R 2 TS B 5 10 PreCommit 1.
R R AT WO SN e

D G5 5ER A4 R A S Yes MR o BLIH & 2 20 24T 345 I AT,
E PreCommit #1E .

a) A RFTA S 5% Ki% PreCommit iR J5, #E Prepared Ffr B .

b) HAZ5FHLIE] PreCommit 1K Ja, AT H IS THLZ KA, I Undo
A Redo {5 BidxB|H 5 HET . HZ5FMINIAT T H5HHHRZERM)E, Wi b
W IR A ACK WiIRE, [RII T AR5 i 4452

2) HAAE NS HH AP FEE KX T No L, i P # A ik s
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B Z5MmE, AW mrE S . PSR ZE R
O iE RSN 5E KER KGR, B abort 153K .
b) & 5FHWFIK B P A E R abort 153K 2 J5 18 FF 4 04T 3555 1) W 484 .

F=FE, Bl DoCommit FirB. iZM B R EIER FSIRAA IR EL, HAab#Z
i/

D HhiAEWRITE 2 541 ACK MM G, BEAPUTIRIOIRAS. B ab e
BT .

) WMiEREANS5EHKIZRTIER, B doCommit iR, FF3E NIRITIRE

b) = 5E BRI HMAE ) doCommit iR 5, HUTIERMHFELSIRT . ElF
FA NG, RS PAT IR S IR

¢) SHEWRTTEHSG, MPEEKIE ACK N,

d) HAZE BRI 251 ACK W N 2 J5 k58 i 1 55 14258 TAE.

2) M E IR E S 5 ) ACK T RAS B, T 5 5hEE 511 b B 4

5.5 XiRpEPeyDmIN—EE

FEXBRBER, KA S 8o — Bk M SRERR 2 RS

X Pk b () 3R B0 TAEEAER] (PoW, Proof of Work) . (25 1ERH (PoS, Proof
of Stake ). #EiR T{F & 1iF B (dPoW, Delayed Proof-of-Work) . %4 PoS( DPoS, Delegated
Proof-of-Stake ) . AU E B (PoA, Proof-of-Authority ). A iF B ( PoWeight,
Proof-of-Weight). 7 2:4E8] (PoR, Proof of Reputation). FT F i [E]4ER (POET, Proof
of Elapsed Time). #=ilEB] (PoC, Proof of Capacity). [ 52k (PoHistory, Proof
of History) A 25 It 8 1iE B (PoSV, Proof of Stake Velocity ) . 5 %% iF B (Polmportance,
Proof of Importance). FF 5 EE 242 (Byzantine Fault Tolerance). S FF b B 25 4
¥ (PBFT, Practical Byzantine Fault Tolerance). %K FE 5 EEREEHE (ABFT,
Delegated Byzantine Fault Tolerance) %%.
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HrP EbHR T PoW #9%. PBFT (Practical Byzantine Fault Tolerance, =25
FEREE D M PoS Bk, HUBUE W. 2o 4H PoW BVETE EURE AN LUK o
MISCBL, AT PBFT SEOLBCHRBE ML IR E L,

5.5.1 Pow &%

Ok M R G LR Y R Ge 3T PoW SRR SEILHIL RS F i 25 44
PoW SLIRBVEALE LURS T R GEAN LKD) R 48 IR SE 3 o

5.5.2 PoW B XA#EL4Fh ARG RIREESSEIN

E LR M FRSEEL A, PoW SIELE mining.cpp 2R sedl, HAZ ARG IR

UniValue generateBlocks(std: :shared_ptr<CReserveScript>
coinbaseScript, int nGenerate, uint64_t nMaxTries, bool keepScript)

{

static const int nlnnerLoopCount = 0x10000;
int nHeightEnd = O;
int nHeight = 0;

}

// Don"t keep cs_main locked
LOCK(cs_main);

nHeight = chainActive.Height();
nHeightEnd = nHeight+nGenerate;

unsigned int nExtraNonce = 0;
UniValue blockHashes(UniValue::VARR);
while (nHeight < nHeightEnd && !ShutdownRequested())

{

std: :unique_ptr<CBlockTemplate>
pblocktemplate(BlockAssembler(Params()) -
CreateNewBlock(coinbaseScript->reserveScript));
if (Ipblocktemplate.get())
throw JSONRPCError (RPC_INTERNAL_ERROR, "Couldn®t create new
block™);
CBlock *pblock = &pblocktemplate->block;

{
LOCK(cs_main);
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}
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XREERZR T Java L

IncrementExtraNonce(pblock, chainActive.Tip(Q),
nExtraNonce) ;
}
while (nMaxTries > 0 && pblock->nNonce < nlnnerLoopCount
&& 'CheckProofOfWork(pblock->GetHash(), pblock->nBits,
Params() -.GetConsensus())) {
++pblock->nNonce;
--nMaxTries;
3
ifT (nMaxTries == 0) {
break;
}
if (pblock->nNonce == nlnnerLoopCount) {
continue;
}
std: :shared_ptr<const CBlock> shared_pblock =
std: :make_shared<const CBlock>(*pblock);
if (!ProcessNewBlock(Params(), shared_pblock, true, nullptr))
throw JSONRPCError(RPC_INTERNAL_ERROR, "ProcessNewBlock,
block not accepted™);
++nHeight;
blockHashes . push_back(pblock->GetHash() -GetHex());

//mark script as important because it was used at least for one
//coinbase output If the script came from the wallet

if (keepScript)

{

coinbaseScript->KeepScript();

}

return blockHashes;

ELLSS T R G, PoW Sy i 72 vl B AR N AN BT i %2 Nonce {. 1F%% Nonce 1B
AR X B SL A #E SHA-256 WA ia B, (11545 i 245 e B E T 0 s A E M
AR, HAFRrS o gL BURTIZ M, 505 0 NSRS, 20 MEE O,

HARR AL HZ R
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D EREMEL S, a5 HAMPTA AT Rt XRS5 — R H R 5 FI 3R
Bt i J2 122 5 B 3% R B0 AR B Merkle B, FRT1HEE Merkle REAR T 55 (105 7518 -

2) K Merkle SRS s MG A5 (5 5 At 3 B (CRnIX e e L I R) A% ) 4Lk X B
Jer K 80 TR LA X HLATE N PoW SERIHIA -

3) AWrAS X He sk A (I BENLEL Nonce, X285 Ji5 () X He LA E SHA-256 15 75
B ARG S mrE R 1) B ARE ML, B NF EARHERE, B Pow Sk
SE R

1E— 52 I 18] BE P 25 58 B PoW B9 IX e g 4 X T3, oAt 5 A 36 30F Ho2 A5 7%F
BN, G RIGUEA R, HARTT AU R R X e, FERHINE O X HBE Y 5, BE G
Fa R 5820

HETLLRF T R GE e ] 1 B 57, HofbhAEIE T Pow LIRMLHI A X
BRBE /B N AR AESRAS AN R R S TR ORBE T E B ) 2c 4o oAb, SRRGE R i J 8%
K, P07 IE ORI AT S BRI B (s AN A R

5.5.3 LAKIAHY PoWw SEIY

ELARYT OFJEACRSHE:  hitps://github.com/ethereum/go-ethereum/) Ft T S 3
H, PoW HVETE sealer.go FSH s, HAZMUSAN R :

// mine is the actual proof-of-work miner that searches for a nonce
// starting from
// seed that results in correct final block difficulty.
func (ethash *Ethash) mine(block *types.Block, id int, seed uint64,
abort chan struct{}, found chan *types.Block) {
// Extract some data from the header

var (
header = block.Header()
hash = header .HashNoNonce() -Bytes()

target = new(big.Int).Div(maxUint256, header.Difficulty)
number = header.Number.Uint64()
dataset = ethash.dataset(number)
)
// Start generating random nonces until we abort or find a good one
var (
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attempts = int64(0)
nonce = seed
)
logger := log-New("'miner", id)
logger .Trace(''Started ethash search for new nonces", "seed", seed)
search:
for {
select {
case <-abort:
// Mining terminated, update stats and abort

logger .Trace(*’Ethash nonce search aborted™, *"attempts™,
nonce-seed)

ethash._hashrate .Mark(attempts)
break search

default:
// We don" t have to update hash rate on every nonce, so update
//after after 2”X nonces
attempts++
if (attempts % (1 << 15)) == 0 {
ethash.hashrate .Mark(attempts)
attempts = 0

s
// Compute the PoW value of this nonce
digest, result := hashimotoFull(dataset.dataset, hash,

nonce)
if new(big.Int).SetBytes(result).Cmp(target) <= 0 {
// Correct nonce found, create a new header with it
header = types.CopyHeader(header)
header .Nonce = types.EncodeNonce(nonce)
header .MixDigest = common.BytesToHash(digest)

// Seal and return a block (if still needed)
select {

case found <- block._WithSeal (header):
logger .Trace("'Ethash nonce found and reported”,
"attempts', nonce-seed, '‘nonce', nonce)
case <-abort:
logger .Trace("'Ethash nonce found but discarded",
"attempts', nonce-seed, "nonce', nonce)
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b

break search
s
nonce++

}
}

// Datasets are unmapped in a finalizer. Ensure that the dataset
// stays live

// during sealing so it"s not unmapped while being read.
runtime.KeepAlive(dataset)

b

WARRL TR, LK ) PoW &% & Ethash. Ethash &35 4% O AR & 4R 5| — A
A& ) Nonce {1, TENEIVEREOMANS, SiHEIEE S5 B4 BRI TH E N
JEE F B -

Ethash 5yEHZ 840 F AR

1) fFE—ANFT seed, @I FAFEH S AP H ORI A

2) WRIGX AT seed, FJLLIHE— 16MB HITHBENLZETE cache, B% Ik AT
HIXANEAT

MIXAGEAF cache 1, FRAITRERS ALK —AN 1GB e, ZEdE4E a0
HRER T A7 () — /N oo SERER P u A TATAE XA, s SE bt i
[ £GP K

ELLRY R G, 120 M TAEGE T IBUCEIEEMIBENL Y, DA is e 7 o 5
TFEEA]. F3 TAERERETEAR N A IR EE R 5e al, 8 A FH 28 A7 B U A AT 75 R
PEBIRER B, T T R FE AR B 5247 cache BT,

5.6 BxEEHECD PBFT BYSCIR

FEBREIBE T, BN RUEAEEOR A R A7k, A IR AT N P AR A
DR SHR IR S B A A 0 K SE o i AL i RO R o T POW S92 AR I 24 HL 9 3% 77,
SRR B B I ANE A

M, FEAFEPR/ NG PBFT SIAER B SE P 2A Falz . PBFT 5k
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AL RN BN 2, H R A Hyperledger T H IEE T & 3T PBFT SZHL)
FLREE, K, ATTEBE SAG PBFT B, JE3:T WebSocket 1 t-io % 528,

5.6.1 ft4= PBFT

PBFT, 4:#%y Practical Byzantine Fault Tolerance, &= sk JE b REREEHIE. %
L RETREZ (Miguel Castro) AR R (Barbara Liskov) T 1999 “E42H, &
TE PR 506 T o B 25 4 R R AN 1 ) T Ao A 2 A R 1 2 R B A
(Barbara Liskov) FiZAPEAE, At 252 35 4 1) IR B e i (LSPY A, 8T
2008 FIR1FE R # .

PBFT SEHIHE 2N T MR 5 BB ZE n) 8. AF 22 FE R 2 1 Je 2 FF o
JE 4 % ) i i L2 1 Leslie Lamport. Robert Shostak #1 Marshall Pease 7E 1982 4%
FXI18 3 The Byzantine Generals Problem #1#2 H ).

HAERBEZNARTERELEEMWEERY, A EXF AT

FEb AR Fhedtd LE LGP AEA R, RERAFLFEG G, b
BEF Ly B RiLE, AT FARRGHEGRR, ALEY L& EOGA
Pt ARIEIL — I K E LA N, L ERMS R, 7L FI
PR R EE AR L,

FEEGS R A TR o5 B B %% SO AN T R 2 ik e — MR, iR
BH MV = BEZBETERNEE . AL, EZEBNNA AT ReAF A RAE SR 1)k,
K NTRL T ERF, EAERENNRE, MR EITESRIOR. A, ECH
R AT A RAERITE DL, FA IR A T ) 4 e s — B il Ve 7 IX 2 7
o EA B i) L

Leslie Lamport £ 3CHIER] 1 /ERK ZE S BOK T 3F, By f 8l D I E I
T, S ER LUA S a4 B —8 B 3f+1<n. BIEE R N o (n\(f+1), &

SRS A AR . Uk, R RIRI T RLRTE 1999 42 K& K 1)1t 3T Practical
Byzantine Fault Tolerance H & Vg PBFT, %50 25 B i & 3f+1<n, (HEE

IR N o (n"2).
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PBFT 4r AN BE S, AT A 75 2250 AE A 5 plide st — A E 97 5, BT X
A EAT R AT R T RS, JTIRTESE PBFT. PBFT KL B i) 2 -
Request B Pre-prepare BBt Prepare  BYEt. Commit BBt 447 Reply. NIHI
73 ) [ 3R 5 A B AL BB AR

RBLIEET A T8 A LR A 271 R 3 71 st gk IYANTY R

1 B B Request BB Ab BB 4 T .

% S BT K

2) BB, B Pre-prepare BB AL BRI H LT

AT RSCEE P i SR R 4 TR EAT T .  JFAGX pre-pre JETUAE B 45 HuAd AT

3) F=KEL, Bl Prepare i B IALEEIZARUNT -

ML SRR ET AE RS S, HR K% prepare S8 B 25 57T RN HoAth g A
M TR L AAERE RS S, AT,

ML R SRR 5 A A AT RS R HH R R S 2 BC ) 9 5 () prepare 2K
PIE R, NIRRT S PPRAE N Prepared, i3t N Commit fi B

4) PR E:, BI Commit B HIACEE B 4 -

M1 s 3E N Prepared IRZS 5, K kiE—2% commit SEMUE B8 AL AT A T A
B VFHAR T AUCUET A 1 s 2 &3 Prepared IRE T .

AN 17 AR 2f+1 2% commit /5 S, WERA A 145 2 LN Commit R4S
M AMESRAEFA S S PRI Commit IRA&GJE, ZAE R WAL ST

5) SEAMEL, BIHAT & Reply BB Ab#L 45 n  -

PAT X Bz Bt Reply Az s

H i, Hyperledger Fabric # E% PBFT gy N Hif ik JLiRETV4E . ANk, PBFT [
BOS AR, BT e as 1A, IR B AU WU AN E i 58 32 A,
PBFT 4 JoiZ 1B ik 3Ll
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BEAk, SRR B b & AT A AR H R AT b A R R AL A AR, (H 224
PERIFEAT NI — B35 B R B2 AR, HAbT fORA R SO R . X
2 I B A v A T e G AL B ) AL

XA NHT PBFT BEHE, THIBAVER T 4 T P2P ML E L1,
A48 PBFT Bsc8l, BEIFRATiEd WebSocket i t-io 43 7l S PBFT.

5.6.2 PBFT &7F WebSocket gY52I}

7€ PBFT tf, 5 S 2E IR, 0 Pre-prepare JIRAS. Prepare IRZA. Commit AR 2
o XM E| Java AR H, FRATE E BRI B 3 MRS HI Enum W1 R FTR :

package com.niudong.demo.p2ppbft;

/**
* pbft 5 Enum 2

*

* @author 4%
*/
public enum VoteEnum {

PREPREPARE ("5 & H ©.4: ik Block™, 100), PREPARE("*i ik #1i# K £ i Block
BV, HEANHEROIRTS, FEXEAM T HBIRES™, 200), COMMIT (&A1 sl B i
2F+1 AT A commit JHE S, WA NZX R E &k p—2, Bl Commit R
A, HBHEEANR X PEEEARES", 400);

/7 FEE B R
private String msg;
/7 BRI BURESTY
private int code;

/7 MRARZSE IR B R Enum
public static VoteEnum find(int code) {
for (VoteEnum ve : VoteEnum.values()) {
iT (ve.code == code) {
return ve;
}
}

return null;

}
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public String getMsg() {
return msg;

}

public void setMsg(String msg) {
this.msg = msg;

}

public int getCode() {
return code;

}

public void setCode(int code) {
this.code = code;

}

VoteEnum(String msg, int code) {
this.msg = msg;
this.code = code;

}

}

PBFT fEF R FE I BUER SHAR R E A7 LIk VoteEnum (IR, a8 m]
PAELE A 5N DXL P9 28 SO0 2 B Merkle BEAR TS B 7 (B, DRI L 31T THE) S 4 2 S
k3 Votelnfo. Votelnfo Z5IRRS 40 Fai:

package com.niudong.demo.p2ppbft;

import java.util_List;

/**
* PR

*

* @author 4%

*

*/

public class Votelnfo {

if

S e

8

J

/7 BERFSRY
private int code;
1/ BFEANXBHIAE
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private List<String> list;
// FEBANXBRIP AN Merkle AR mis A E
private String hash;

public String getHash() {
return hash;

}

public void setHash(String hash) {
this.hash = hash;

}

public List<String> getList() {
return list;

}

public void setList(List<String> list) {
this.list = list;
}

public int getCode() {
return code;

}

public void setCode(int code) {
this.code = code;
}
}

Jik 25 AR G0 R B -
package com.niudong.demo.p2ppbft;

import java.net.lnetSocketAddress;
import java.util_ArraylList;
import java.util_List;

import javax.annotation.PostConstruct;

import org.java_websocket._WebSocket;

import org.java_ websocket.handshake.ClientHandshake;
import org.java_ websocket.server_WebSocketServer;
import org.slf4j.Logger;
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import
import

import
import
import
import
import

/**

E58 HHXN—BMSHIREX

org.slf4j _LoggerFactory;
org.springframework.core.annotation.Order;
org.springframework.stereotype.Component;
org.testng.util.Strings;

com.alibaba.fastjson.JSON;
com.alibaba.fastjson.JSONObject;
com.alibaba. fastjson.parser.JSONScanner;
com.niudong.demo.util._SHAUtiI;
com.niudong.demo.util_SimpleMerkleTree;

* JLF Spring Boot 2.0 ] WebSocket JIk 55 ¥

*

*/

@author 4%

@Component

public

class P2pPointPbftServer {

/7 AEdx

private Logger logger =
LoggerFactory.getLogger(P2pPointPbftServer.class);

// KHL Server [f] WebSocket i [
/7 ZHLIGE AT e AR ZAE
private int port = 7001;

/7 A ERFR S i ) WebSocket Z247 4%
private List<WebSocket> localSockets = new ArrayList<WebSocket>();

public List<WebSocket> getLocalSockets() {
return localSockets;

}

public void setLocalSockets(List<WebSocket> localSockets) {
this.localSockets = localSockets;

}

/**

* WIiG4K P2P Server i

*

117
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* @param Server i 05 port
*/
@PostConstruct
@0rder (1)
public void initServer() {
/**
* Hga4k WebSocket [R5, & L NEIZEA R socketServer, JET
WebSocketServer; new
* InetSocketAddress(port) & WebSocketServer iS4,
InetSocketAddress J& (1P Hutib+u 145D 2874, Bl C Mk SRR
*/
final WebSocketServer socketServer = new WebSocketServer(new
InetSocketAddress(port)) {
/**
* BG5S ANEMTTIR, FAR R R T
*/

@Override
7/ BRI fil R
public void onOpen(WebSocket webSocket, ClientHandshake
clientHandshake) {
sendMessage (webSocket, "IbE RS i B Ih QI EERE) 5

/7 SR —A WebSocket R, KZIERIN N E R
localSockets.add(webSocket) ;
}

@0verride
// WIT RN AR Al &
public void onClose(WebSocket webSocket, int i, String s, Boolean

b) {
logger . info(webSocket.getRemoteSocketAddress() + & it 5 IR 55 %
WroTgEs ! ™) ;

// 4% PERETTERER, WebSocket I 5 %% 1
localSockets. remove(webSocket) ;

}

@0verride

/7 R i R R RN A

public void onMessage(WebSocket webSocket, String msg) {
logger . infoC At at IR & Ui 2125 P i B ™ + msg);
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VA EIPNEROMERSY IR NN 3ES
iFCHER TR X RN e - equals(msg)) {
return;

}

/7 IR EIRIAE ISON ALHdhs, MU BRI AL AE U7 BT fE b . H Al
/7GR, RORBE
iIT (Imsg.startsWith(C'{"")) {

Votelnfo vi = createVotelnfo(VoteEnum.PREPREPARE) ;

sendMessage(webSocket, JSON.toJSONString(vi));
logger . info (bt AR 55 v A& BI% P ) ppFE HE: ™ +
JSON . toJSONString(vi));

return;

}

// R ISON A8ds, MIFRH CE# AT 7 PBFT #EEMM L
JSONObject json = JSON.parseObject(msg);
if (!jJson.containsKey(*'code™)) {
logger . info("JL IR 55 Im i 2 9E ISON HEHE™) ;
}

int code = json.getlntValue(*'code™);
iT (code == VoteEnum.PREPARE.getCode()) {
1/ BESe A
Votelnfo votelnfo = JSON.parseObject(msg, Votelnfo.class);
if (lvotelnfo.getHash() .equals(SimpleMerkleTree.
getTreeNodeHash(votelnfo.getList()))) {
logger . info (b IR 25 m B4R 1) ISON AEHE"™) ;5
return;

}

/7 B R), RIE T AR R E R

Votelnfo vi = createVotelnfo(VoteEnum.COMMIT) ;

sendMessage(webSocket, JSON.toJSONString(vi));

logger . info (At AR5 A% B & F o pbFE HE: ™ +
JSON.toJSONString(vi));
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@Override

/7 ERRAEREEEA, BEEMKZ onClose Jiik

public void onError(WebSocket webSocket, Exception e) {

logger . info(webSocket.getRemoteSocketAddress() + "% /it

wm!l");
localSockets. remove(webSocket) ;

}

@Override
public void onStart() {
logger. info(""It 5 f¥] WebSocket Server ui/Es). . ."");
¥
}:

socketServer.start();
logger . info (b5 ik 453 MW socketServer i ™ + port);
s

// 145 VoteEnum H X FORZS 1) Vote Info

private Votelnfo createVotelnfo(VoteEnum ve) {
Votelnfo vi = new Votelnfo();
vi.setCode(ve.getCode());

List<String> list = new ArrayList<>();
list_add("'Al™);

list_add('BlockChain™™);

vi.setList(list);
vi.setHash(SimpleMerkleTree.getTreeNodeHash(list));

return vi;

/**
DR BIAH L I 20 P i KI5 2

*

* @param ws
* @param message
*/

public void sendMessage(WebSocket ws, String message) {
logger.info("KIE%4™ + ws.getRemoteSocketAddress() .getPort() +

p2p HE " + message);
ws.send(message) ;

"
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}

/**
* AT BRI R )R B

*

* @param message: {4 H#ENA
*/
public void broatcast(String message) {
iT (localSockets.size() == 0 || Strings.isNullOrEmpty(message)) {
return;

}

logger.info(*"Glad to say broatcast to clients being startted!');
for (WebSocket socket : localSockets) {
this.sendMessage(socket, message);

}

logger.info('"Glad to say broatcast to clients has overred!');
3

}

wn FRARES TR, BRS5uH initServer() 504G, BRIAFTFFAHL 7001 i F14E
TR B 1 o 7E initServer() B 'S 5 AN TTVE, KR RS AR IR R RS R 77 7
X 5 N7 Al IR S5 v JE S I FH )77 onStart(). B B i R 1R TV
onOpen(). Wi FFIZE £z i fi & 10 7732 onClose() W E1 % 7 ity & R 18 S fit &% 16 77 2%
onMessage(). & AR A 5% onError(). onError() 5 v F 58 B Ja 2 fi
& onClose Jji%.

Hrf, onMessage J77¥2 B S T RS i) PBFT, EEEHUIR:

D 2RSS umc R “Ibnt% e XN EE L TR, iRkS5EmiA PBFT
SRR K, PIEA X S AT A2

2) YRS SIS BN B A JISON AEE I, Wi BT LE X5 SR i i
. HEGEENINIE LB, TRARKESE, BENEIIREE ) Pre-prepare IR
2

BN o

3) MRS IR HIH B N A2 JSON AeHdl, WUEI H AT &dt A2 7 PBFT
PR Beo W 55t Bt A5 B AT IR, R ISR B DY Commit IR 7.
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JNARIE initServer()TE AR 55 JE sl st REINEK, F @PostConstruct Fric i L7 AR 55 2%
In#k bean I EIZAT, I H R SRS SEHAT IR FI, A TIRIERS e T %
P nE, FH@Order(L)FxiR T initServer().

WAL, B 55 v ARRS R S I T I 3 2 B0 AR ALK B % P i R IR R T vk
sendMessage () Fl 1] B A7 3 42 B AH LI & 7 o | H ¥ J2 1 7732 broatcast() -

%% P o AR SE LI AR 40 R T

package com.niudong.demo.p2ppbft;

import java.net.URI;

import java.net.URISyntaxException;
import java.util_ArraylList;

import java.util_List;

import javax.annotation.PostConstruct;

import
import
import
import
import
import
import
import

import

import
import

/**

org
org
org
org
org
org

com

com

-Java_websocket.WebSocket;
-Java_websocket.client.WebSocketClient;

. java_websocket.handshake.ServerHandshake;
.slf4j.Logger;

org.
-springframework.core.annotation.Order;
org.
-testng.util_Strings;

sif4j .LoggerFactory;

springframework.stereotype.Component;

-alibaba.fastjson.JSON;
com.
-niudong.demo.util._.SimpleMerkleTree;

alibaba.fastjson.JSONObject;

* JLF Spring Boot 2.0 [ WebSocket % ™ i

*

* @author F%

*

*/

@Component

public class P2pPointPbftClient {
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// HEER
private Logger logger =
LoggerFactory.getLogger(P2pPointPbftClient.class);

// P2P Mzt MR MRS i, SR % . AENIRSS S ATAE 7001 s, [FINAE
// NE i ws://1ocalhost: 7001 #4452 IR 55 3
private String wsUrl = "ws://localhost:7001/";

/7 P % i WebSocke't ¥ #2247
private List<WebSocket> localSockets = new ArrayList<WebSocket>();

public List<WebSocket> getlLocalSockets() {
return localSockets;

}

public void setLocalSockets(List<WebSocket> localSockets) {
this.localSockets = localSockets;

}

/**
* AR B IR S5 i
*/
@PostConstruct
@0rder(2)
public void connectPeer() {
try {
// 1 WebSocket H1% /7 3
final WebSocketClient socketClient = new WebSocketClient(new
URIT(wsUrl)) {
@Override
public void onOpen(ServerHandshake serverHandshake) {
sendMessage(this, b5 7 i BTN O i) 5

localSockets.add(this);
}

@Override
public void onMessage(String msg) {
logger . info (b5 o i 246 5t IR &5 i RIX HIVH B2 + msg) ;

/7 WREEIRA L ISON (L&, B A & PBFT B EX
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if (Imsg.startsWithC'{"")) {
return;

}

/7 GERE - ISON ALt , 35 W] /2 PBRT BirBX
// WRSE ISON s, MEANZR]T PBFT #EH B
JSONObject json = JSON.parseObject(msg);
it (!json.containsKey(*'code™)) {

logger . info("Jb & P ol 29E IJSON tAHE™) ;
3

int code = json.getintValue('code');
if (code == VoteEnum.PREPREPARE.getCode()) {
1/ RV
Votelnfo votelnfo = JSON.parseObject(msg, Votelnfo.class);
if (lvotelnfo.getHash().equals(SimpleMerkleTree.
getTreeNodeHash(votelnfo.getList()))) {
logger . info (b5t %/ oW ) b 5Ok 55 i i 12 H9 ISON AL Ei ™) ;5
return;

}

/7 BE R, RiE TN — ARSI EE

Votelnfo vi = createVotelnfo(VoteEnum.PREPARE) ;

sendMessage(this, JSON.toJSONString(Vvi));

logger - info (b mt & F o K% B R 55 PBFT JHE: ™ +
JSON.toJSONString(vi));

return;

}

if (code == VoteEnum.COMMIT.getCode()) {
1/ BRRE A
Votelnfo votelnfo = JSON.parseObject(msg, Votelnfo.class);
iT (lvotelnfo.getHash().equals(SimpleMerkleTree.
getTreeNodeHash(votelnfo.getList()))) {
logger . info (bR & P v AL BT AR 25 v % (19 ISON LA ")
return;

}

/7 B, KR AN O A

if (getConnecttedNodeCount() >= getLeastNodeCount()) {
sendMessage(this, "dbEE PG XN ER™) ;
logger. info("Jb & P o 4G X HN FE ) 5
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}
}
}

@O0verride

public void onClose(int i, String msg, boolean b) {
logger . info("dLE & o< A1) ;5
localSockets.remove(this);

}

@Override
public void onError(Exception e) {
logger. info (b % R4l ) ;
localSockets.remove(this);
}
}:
/7 TR E R R 5 v
socketClient.connect();
} catch (URISyntaxException e) {
logger. info("JbRUZERH R " + e.getMessage());
}
}

// CEAEERNT RN

private int getConnecttedNodeCount() {
/7 EHIRRS, HIEH 1. LERIFREEZ AT R, LR LR ]
return 1;

}

// PBFT Ji BT s/ A Hort 55

private int getlLeastNodeCount() {
7/ EHIRAR, FIEN 1. SERRIFRERE 2N RN, PBFT BikdF b EET mcE £,
1/ BT RS 3T+
return 1;

}

// 4 VoteEnum HEXN RORZS ) Vote Info

private Votelnfo createVotelnfo(VoteEnum ve) {
Votelnfo vi = new Votelnfo();
vi.setCode(ve.getCode());

List<String> list = new ArraylList<>();
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list_add("'Al™);

list_add('BlockChain™);

vi.setList(list);
vi.setHash(SimpleMerkleTree.getTreeNodeHash(list));

return vi;

}

/**

* RS R IEN E . M4BT WebSocket (13 F: Socket Huhk i 2 iR 45wk

* @param ws:

* @param message

*/

public void sendMessage(WebSocket ws, String message) {
logger.info("kKi%%4" + ws.getRemoteSocketAddress().getPort() + i

p2p 4" + message);

ws.send(message) ;

}

/**
* o) AR I IR S i) #E T S
* @param message: 1) HEHIH B
*/
public void broatcast(String message) {
if (localSockets.size() == 0 || Strings.isNullOrEmpty(message)) {
return;

}

logger.info(*'Glad to say broatcast to servers being startted!™);
for (WebSocket socket : localSockets) {
this.sendMessage(socket, message);

}

logger.info(*"Glad to say broatcast to servers has overred!');

}
}

IR AT N, & i F connectPeer() 7 A B B AR 55 i, 7E 7 VP& P i i
1t ws://localhost: 7001 FE 43 Ik 55 3« 5 IR 55 528 ML, % P i fE connectPeer() 5 5
AT, 0 R A A A Il R LR 5. 3X 5 AN TSR 2 R G A B
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VA B777% onStart(). 8122 82 TN fih & 17515 onOpen() W32 452 i e fid & 1 T
% onClose()« W2 AR 55 v & SR yH J2 S itk &2 1) 77 v2: onMessage () 3245 Ak A A 1R i i
f)77¥% onError(), onError() /721 56 B2 J5 £ i &% onClose J5i%:.

Hrr, onMessage() 77k LSBT % i) PBFT 5yk, FEZBELT:
1 ME P RN 238 JSON AL i, Ui B 2 /T AN 2 PBFT BB

2) BRI IR S A A Z JSON fdlmy, Sl HATC AT T PBFT
B B 2 i Bl s R AT IR, R ERERIRAE BN Prepare RS

3) HF A R IE . H AT I AN O R T AR A R 55
A& “ACRUE P T AR X BN 2

FPRAE connectPeer()7E Ik %5 J5 sl sl gE In#k, H @PostConstruct s e 3 HAE x5
A%k bean MIBHKIZAT, Jf H R SWRSSHAT —IR. FIR, A 7 ERIER P o fE T
AR 455, F@Order(2)F5riR T connectPeer().

Ub A, 2 P i AR A R ST T T B4 TR T B T AN B vk
getConnecttedNodeCount() ~ PBFT ¥ B 7 & & 2 # ik AN it 5 0 5 7%
getLeastNodeCount(). [ ik 55 uifi & 325 V8 J2. 10 /512 sendMessage(), LA Al Fr B 2L 10
Jk 25wt ) % ¥4 JEL ) 77 1% broatcast() -

RS 5 CE, FAES N demo 1) T2 H 3% Ni24T mvn clean package #ir 4,
4 demo THEFT 9% demo.jar, Fifif5 V)43 target H3%, 44T java -jar demo.jar, 153
(g R 5-1 Fios o

5-1 MiziTHERE
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5.6.3 PBFT EF t-io BYSCIR

FIHTTH T WebSocket s28 PBFT 28400, 7EFET t-io SZI PBFT B, 5B &
FEEMBLAIRAS, bR EE 3 AR HY Enum ARSI T BT 7S o

package com.niudong.demo.tiop2ppbft;

/**
* PBFT #5% Enum 2K

*

* @author 4%

*/

public enum VoteEnum {
PREPREPARE ("5 & H ©.4: ik Block™, 100), PREPARE(*i ik #1i# K £ i Block
H R, BEANAERIRTS, FFXAN#HZIRAS™, 200), COMMITC AT SIS B 2F+1
ANAFET R commit HEE, MUCHIZXREEER—8, BN Committ RE, i
HFF A B X S 2™, 400) ;

/7 BRI BUAR
private String msg;
/7 BRI BURESTY
private int code;

// HRARIRES RS B Enum
public static VoteEnum find(int code) {
for (VoteEnum ve : VoteEnum.values()) {
iT (ve.code == code) {
return ve;
}
}

return null;

}

public String getMsg(Q) {
return msg;

}

public void setMsg(String msg) {
this.msg = msg;

}
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public int getCode() {
return code;

}

public void setCode(int code) {
this.code = code;

}

VoteEnum(String msg, int code) {
this.msg = msg;
this.code = code;

}
}

Fon PBFT 75 2 B2 Fh 4 S22 75 B & B3R VoteEnum A [ HEERIR 64,
AT DAL B 435 5 ON XL P 25 % 6 87 1T Merkle BEAR 5 i i ia 7548, DRI IR AT TR 2 4%
=S4k Votelnfo, Votelnfo 2E[RACRS 0T ff 7~

package com.niudong.demo.tiop2ppbft;
import java.util_List;

/**
* BEFERE

*

* @author 24
*/
public class Votelnfo {
1/ BEHRED
private int code;
/7 FFE NN
private List<String> list;
/7 FEE NI 21 Merkle ARERR T 2506 75 (5
private String hash;

public String getHash() {
return hash;

}

public void setHash(String hash) {
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this.hash = hash;
b

public List<String> getList() {
return list;

}

public void setList(List<String> list) {
this.list = list;
3

public int getCode() {
return code;

}

public void setCode(int code) {
this.code = code;
3
}

FENR S5 31, HET t-io FIXRBEK)Z P2P 451 & BT 1) H B2 LW T

package com.niudong.demo.tiop2ppbft;

/**
* JET t-io WXHEEIRZ P2P 451 & s i H &

*

* @author F%
*/
public class Const {
/**
* JRS5 ARk
*/
public static final String SERVER = "127.0.0.1";

/**

* WO

*/

public static final Int PORT = 6789;

J**
* Lol I (]
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*/
public static final Int TIMEOUT = 5000;
T

JIR 55 3 5 4 (0 DX ERBE TR JZ Packet AURS 1N s :

package com.niudong.demo.tiop2ppbft;
import org.tio.core.intf.Packet;

/**
* XHBERZ EH) Packet

*

* @author 4%

*

*/

public class BlockPacket extends Packet {
// WAL 5L, XERM Java B 75677
private static final long serialVersionUID = -172060606924066412L ;
/7 EERIKE
public static final int HEADER_LENGHT = 4;
1/ TR
public static final String CHARSET = "utf-8";
/7 RN AR TS
private byte[] body;

/**

* @return the body

*/

public byte[] getBody() {
return body;

}

/**
* @param body the body to set
*/
public void setBody(byte[] body) {
this.body = body;
}
}

i 55 S AR < KA 40 R s «
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package com.niudong.demo.tiop2ppbft;
import javax.annotation.PostConstruct;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.core.annotation.Order;
import org.springframework.stereotype.Component;
import org.tio.server.ServerGroupContext;

import org.tio.server._TioServer;

import org.tio.server.intf.ServerAioHandler;
import org.-tio.server.intf_ServerAioListener;

/**

* BT t-io MXREEEZ P2P W41 5 Bk 55 i

*

* @author 4%

*

*/

@Component

public class BlockChainPbftServerStarter {
// AEF
private Logger logger =
LoggerFactory.getLogger(BlockChainPbftServerStarter.class);

// handler, 3EgA%. RS, WS40
public static ServerAioHandler aioHandler = new
BlockChainPbftServerAioHandler();

// FAREEE, WL null, (HENH LI EEN, 1LZ% showcase T g1
public static ServerAiolListener aiolListener = null;

7/ —HEELAN R OYR
public static ServerGroupContext serverGroupContext =
new ServerGroupContext(**hello-tio-server™, aioHandler,
aloListener);

// tioServer X%
public static TioServer tioServer = new
TioServer(serverGroupContext) ;

// FNEFRESE 1P, AFZENy null
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public static String serverlp = null;//Const.SERVER;

/7 VT
public static int serverPort = Const.PORT;

@PostConstruct
@0rder (1)
public void start() {

try {
logger . info (bRt iRk 45 v UK JE 3 5

serverGroupContext.setHeartbeatTimeout(Const.TIMEOUT);

tioServer._start(serverlp, serverPort);

logger . info (At k55 b Jo 2 72 ) ;
} catch (Exception e) {
logger.error(e.getMessage());
}
3
}

package com.niudong.demo.tiop2ppbft;

import org.slf4j_Logger;

import org.slf4j._LoggerFactory;

import org.-tio.core.ChannelContext;

import org.tio.core.GroupContext;

import org.tio.core.Tio;

import org.tio.core.exception.AioDecodeException;
import org.tio.core.intf.Packet;

import org.tio.server.intf.ServerAioHandler;

import com.alibaba.fastjson.JSON;
import com.alibaba.fastjson.JSONObject;
import com.niudong.-demo.util._SimpleMerkleTree;

import java.nio.ByteBuffer;
import java.util_ArraylList;
import java.util_List;

/**
* HT t-io WX HEERE P2P W4%-F & k%% Hand ler

133
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*

* @author %

*

*/

public class BlockChainPbftServerAioHandler implements
ServerAioHandler {

// HEER
private Logger logger =
LoggerFactory.getLogger (BlockChainPbftServerAioHandler.class);

/**

* fEAG: SERCEIR ByteBuffer fRAD U A AT LR A58 B . SRV B4
HEL + HEM. WREKEM: 44T, FHEHERIKE. HEAREN. YR
JSON #:f#7 byte[]

*/

@0verride

public BlockPacket decode(ByteBuffer buffer, int limit, int position,

int readablelLength,
ChannelContext channelContext) throws AioDecodeException {

// $EWE: buffer PP B IHFA—EZ 0, MAHFEZEMN buffer . positionQJF L
/7 WU
/7 FEWEIREARETTEA BV, MERE nul b, 2 IFHEZR SR A 12
if (readableLength < BlockPacket_HEADER_LENGHT) {
return null;

}

7/ SEHUH BRI K E
int bodyLength = buffer.getint();

// FAEAIEM, NP AioDecodeException 5
if (bodyLength < 0) {
throw new AioDecodeException(
"bodyLength [ + bodyLength + "] is not right, remote:" +
channelContext.getClientNode());
}

1/ T EARREE B

int neededLength = BlockPacket.HEADER_LENGHT + bodylLength;
7/ WEINEHE =S R AT

int isDataEnough = readableLength - neededLength;

/7 NEHBARKE FFH) buffer A4 1H 240
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if (isDataEnough < 0) {
return null;
} else // HEEIH
{
BlockPacket imPacket = new BlockPacket();
it (bodyLength > 0) {
byte[] dst = new byte[bodylLength];
buffer.get(dst);
imPacket.setBody(dst) ;
¥
return imPacket;
}
¥

/**
* i FEML ST S ARID N R LUk I ByteBuffer., SEITHESM: HESL + HE
o THESREH A DT, AR BRI B o T SR S5 K - X R A ISON £ ) byte[]
*/
@Override
public ByteBuffer encode(Packet packet, GroupContext groupContext,
ChannelContext channelContext) {
BlockPacket helloPacket = (BlockPacket) packet;
byte[] body = helloPacket.getBody();
int bodylLen 0;
if (body != null) {
bodyLen = body.length;

}

// ByteBuffer (EKE = HEKWKE + HEAKKE
int allLen = BlockPacket.HEADER_LENGHT + bodylLen;
// GI#E—¥H ByteBuffer

ByteBuffer buffer = ByteBuffer.allocate(allLen);
/7 FEFNF
buffer.order(groupContext.getByteOrder());

/7 ENHR, HEKI AR SRR
buffer._putlnt(bodyLen);

// SNHEAE

if (body != null) {
buffer.put(body);

b5
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return buffer;

}

/**
* AbIEYH
*/
@Override
public void handler(Packet packet, ChannelContext channelContext)
throws Exception {
BlockPacket helloPacket = (BlockPacket) packet;
byte[] body = helloPacket.getBody();
if (body != null) {
String str = new String(body, BlockPacket._CHARSET);
logger. info("db Rk BIHE: ™ + str);

/7 IRAEIRA R, JSON ALK, S AN /& PBRT B B
if (Istr.startsWith("'{"")) {
BlockPacket resppacket = new BlockPacket();
resppacket. setBody (b5t R &5 umtii 2] 7 & P i S, & miiE e A +
str) .getBytes(BlockPacket.CHARSET)) ;
Tio.send(channelContext, resppacket);
return;

}

/7 IR R ISON Hdls, Wi B2 PBFT BBk
/7 WnSRSE JSON AL, MIHENS] T PBRFT i B
JSONObject json = JSON.parseObject(str);
if (!json.containsKey(*'code™)) {

logger . info (b3t k55 m e 1 ISON fb&5d™) ;
}

int code = json.getlntValue('code');
iT (code == VoteEnum.PREPREPARE.getCode()) {
1/ BT
Votelnfo votelnfo = JSON.parseObject(str, Votelnfo.class);
if (lvotelnfo.getHash() .equals(SimpleMerkleTree.
getTreeNodeHash(votelnfo.getList()))) {
logger . info ("It Mk 25wt 24k 5 & P v 1% [ ISON AL dE™) ;
return;

}
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/7 BREEE, KIET AR

Votelnfo vi = createVotelnfo(VoteEnum.PREPARE) ;

BlockPacket resppacket = new BlockPacket();

resppacket.setBody(JSON.toJSONString(vi).
getBytes(BlockPacket.CHARSET));

Tio.send(channelContext, resppacket);

logger . info (" db it Ak 55 o &% 2L R & P PBRT JHE: ™ +
JSON.toJSONString(vi));

return;

}

if (code == VoteEnum.COMMIT.getCode()) {
/7 KA
Votelnfo votelnfo = JSON.parseObject(str, Votelnfo.class);
if (lvotelnfo.getHash().equals(SimpleMerkleTree.
getTreeNodeHash(votelnfo.getList()))) {
logger . info ("t Mk 25wt 24k 5 & P v 1= [ ISON AL dE™) ;
return;

}

/7 RS R, RR mEANBOR AR

iT (getConnecttedNodeCount() >= getLeastNodeCount()) {
BlockPacket resppacket = new BlockPacket();
resppacket . setBody (b5t AR 5 b T 46 DX HN FE

" _getBytes(BlockPacket.CHARSET)) ;

Tio.send(channelContext, resppacket);
logger . info (AL RS T 46 X HN FE ™) 5

}

}

}

return;

}

[/ BRERRT A

private int getConnecttedNodeCount() {
/7 EHIRRS, HIEH 1. LEIFREEZ AT R, ZSLbRE LR ]
return 1;

}

// PBFT M B S /A Eot &
private int getlLeastNodeCount() {

137
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7/ BHIRET, SI0R 1. SERRFRHE 21 s, PBFT Bk HEET riiE f,
/7 B A 3T+
return 1;

}

/7 1345 VoteEnum M RARES H Vote Info

private Votelnfo createVotelnfo(VoteEnum ve) {
Votelnfo vi = new Votelnfo();
vi.setCode(ve.getCode());

List<String> list = new ArrayList<>();
list.add("Al'™);

list_add('BlockChain™™);

vi.setList(list);
vi.setHash(SimpleMerkleTree.getTreeNodeHash(list));

return vi;

}
}

wmERKREGFT R, BT tio WX KE P2P W % F & ik 55 o 2K
BlockChainPbftServerStarter 1] start() J7 ¥ 5 zh iRk 45 o6, 35 232 R W UG 1k
serverGroupContext, F£i@id tioServer.start() /72 Ja sh45 & ) 1P Al . AARAIE start()
TEAR S5 JE s wt g inZk, F @PostConstruct i H7E iR 45 5 N %K bean FR 1247,
I H R SRS 2R PAT— IR RIS T ARAIE AR 555 5 T P i in#k,  H @Order(1) ks
T start().

BT tio M X R E PP W % F & R 55 % Handle [ 2%
BlockChainPbftServerAioHandler $2fit 1 ¥ S5 7775 decode(). v & MI4wAS 5 1%
encode(), LLSALFE(E K2 handler() /5%, Hidr, handler() )7 i 8 2«

D M5l Bk B % ) 3E JISON ALEHE S, T35 B M AT AN & PBFT M B,
X BSOS R 9 B RAR 25 5 P i o

2) MRS U R )52 JSON Ab i, It BE H A& PBFT MrBt. AR45um i
30V S RA R, Rl S FARAE B RIS AT AN Y PBFT 25 A0 2.

a) HHRS i B A2 pre-pre Y, NPKTH ERPIRZESE N Prepare, FHHIHE K
IELE R il o
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b) RS uRICEI KL commit YR, WAL SN EUR BA XL A AR
VL PBFT —EPRIA AL, 3R IIE o “ AL Btk 55 o T Foh DXCER N R IV

UEAh, T R ALK, R R W O R BT A B O vk
getConnecttedNodeCount() #1 it % PBFT W B % & & 2> # A A B 1 o7 3%
getLeastNodeCount()id AT gmtt, iz [FEIEA 1.

7 S AR AR R P s -

package com.niudong.demo.tiop2ppbft;
import org.-tio.client_TioClient;
import javax.annotation.PostConstruct;

import org.slf4j_Logger;

import org.slf4j._LoggerFactory;

import org.springframework.core.annotation.Order;
import org.springframework.stereotype.Component;
import org.tio.client.ClientChannelContext;
import org.tio.client.ClientGroupContext;

import org.tio.client.ReconnConf;

import org.tio.client.intf.ClientAioHandler;
import org.tio.client.intf._ClientAioListener;
import org.tio.core.Tio;

import org.tio.core.Node;

/**
* BT t-io MXREERZ P2P M- G 1% 7 b

*

* @author %
*
*/
@Component
public class BlockChainPbftClientStarter {
// HEF
private Logger logger =
LoggerFactory.getLogger(BlockChainPbftClientStarter.class);

/7 S5 AET R

private Node serverNode;
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// handler, BfEgS. AFS. B S 402
private ClientAioHandler tioClientHandler;

/7 FEHEEVEE, ATDCN null, (HEWECSELZEEN, 1LlZ2% showcase T fifkz
private ClientAioListener aiolListener = null;

// WiEJsT HahER, A AR BSNERE RN null

private ReconnConf reconnConf = new ReconnConf(5000L);

/7 —HEEIAIN LR 5

private ClientGroupContext clientGroupContext;

private TioClient tioClient = null;
private ClientChannelContext clientChannelContext = null;

/**

* FREEFAH

*/
@PostConstruct
@0rder(20)
public void start() {

try {
logger . info b E & i BUEE JE 30 5

//Thread.sleep(10*1000);

V&L

serverNode = new Node(Const.SERVER, Const.PORT);

tioClientHandler = new BlockChainPbftClientAioHandler();

clientGroupContext = new ClientGroupContext(tioClientHandler,
aiolListener, reconnConf);

clientGroupContext.setHeartbeatTimeout(Const.TIMEOUT);
tioClient = new TioClient(clientGroupContext);
clientChannelContext = tioClient.connect(serverNode);

// E LR, K20 BN
sendMessage() ;

logger. info (AL &% P ja sh 5E 5 5
} catch (Exception e) {
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logger .error(e.getMessage());

}
}

private void sendMessage() throws Exception {
BlockPacket packet = new BlockPacket();
packet.setBody(*"'tal say hello world to

blockchain!" _getBytes(BlockPacket.CHARSET));

Tio.send(clientChannelContext, packet);

}
}

package com.niudong.demo.tiop2ppbft;

import
import
import

import
import
import
import
import
import
import
import

import
import

import

/**

jJjava.nio.ByteBuffer;
Java.util _ArraylList;
jJava.util._List;

org.slf4j.Logger;

org.slf4j ._LoggerFactory;
org-tio.client.intf._ClientAioHandler;
org.tio.core.ChannelContext;
org.tio.core.GroupContext;
org.-tio.core.Tio;
org.tio.core._exception.AioDecodeException;
org.tio.core.intf_Packet;

com.alibaba.fastjson.JSON;
com.alibaba.fastjson.JSONObject;
com.niudong.demo.util.SimpleMerkleTree;

* T t-io X HEERE P2P M4 4 [0 i Hand ler

*

* @author F%

*/
public

class BlockChainPbftClientAioHandler implements

ClientAioHandler {

// HEx

141



142 | XY4EEERIT Java SEEL

private Logger logger =
LoggerFactory.getLogger(BlockChainPbftClientAioHandler.class);

private static BlockPacket heartbeatPacket = new BlockPacket();

/**

* . JEEEI ByteBuffer MRAY N T AT LA L 55 B . iV B 45 .
HER + HEMK. HEKREM: 440, FEHERNIKE. HEAKSEH: XEK
JSON ## byte[]

*/

@Override

public BlockPacket decode(ByteBuffer buffer, int limit, int position,
int readableLength,

ChannelContext channelContext) throws AiloDecodeException {

/7 FHWERIKBEETCEH LS A, WERE null, & FEZREE A0
if (readableLength < BlockPacket.HEADER_LENGHT) {
return null;

}

/7 FEHOH BRI EE
int bodyLength = buffer.getint();

/7 BIERIER, WP AloDecodeException 5%
if (bodylLength < 0) {
throw new AioDecodeException(
"bodyLength [ + bodylLength + "] is not right, remote:" +
channelContext.getClientNode());
}

1/ W EARREERBAE
int neededLength = BlockPacket.HEADER LENGHT + bodylLength;
/7 WEIREHE R 2 A E
int isDataEnough = readableLength - neededLength;
/7 NG RBARKE R E) buffer 44 1 H 2440
if (isDataEnough < 0) {

return null;
} else // BRI
{

BlockPacket imPacket = new BlockPacket();

if (bodyLength > 0) {

byte[] dst = new byte[bodylLength];
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buffer.get(dst);
imPacket.setBody(dst) ;
}
return imPacket;
}
}

/**
* gafidh: ML B AR T DL IE ) ByteBuffer, SiTHELM: JHEK + HE
o B R G A DT, AR BRI . T B AR SR X2 A ISON H ) byte[]
*/
@Override
public ByteBuffer encode(Packet packet, GroupContext groupContext,
ChannelContext channelContext) {
BlockPacket helloPacket = (BlockPacket) packet;
byte[] body = helloPacket.getBody();
int bodylLen = 0;
if (body != null) {
bodyLen = body.length;
¥

// ByteBuffer MIE KR = HELMKE + HEAKIKE
int allLen = BlockPacket_HEADER_LENGHT + bodyLen;
// B#E—A ¥ ByteBuffer

ByteBuffer buffer = ByteBuffer.allocate(allLen);
/1 HEFF
buffer.order(groupContext.getByteOrder());

7/ BNHEBL, HERAA RN SRR K E
buffer.putint(bodylLen);

7/ SN B

ifT (body != null) {
buffer .put(body);

}

return buffer;

}

/**
* RhPRVE S
=/
@Override
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public void handler(Packet packet, ChannelContext channelContext)
throws Exception {
BlockPacket helloPacket = (BlockPacket) packet;
byte[] body = helloPacket.getBody();
if (body !'= null) {
String str = new String(body, BlockPacket.CHARSET);
logger.info("db & P B E: " + str);

/7 WEINFERTE BRI
it CHERURSS TR XN - equals(str)) {
return;

}

// Ki% PBFT (5 5
/7 GREI A2 ISON W, Bt AE RS AR . HRNEREC S 2
// SLEEE, REHREE
if (Istr_.startsWith(C'{")) {
Votelnfo vi = createVotelnfo(VoteEnum.PREPREPARE) ;
BlockPacket bp = new BlockPacket();
bp.setBody(JSON. toJSONString(vi).
getBytes(BlockPacket.CHARSET));
Tio.send(channelContext, bp);
logger . info (b % F i &% B IR 55 i 1) ppFEJHE: ™ +
JSON.toJSONString(Vvi));
return;

}

/7 FGE JSON AL, WIERMIHEN T PBFT $2 kB
JSONObject json = JSON.parseObject(str);
it (!json.containsKey(*'code™)) {

logger . info("Jb & P w2 9E ISON LA™ ;
3

int code = json.getlntValue('code');
iT (code == VoteEnum.PREPARE.getCode()) {
/7 KA
Votelnfo votelnfo = JSON.parseObject(str, Votelnfo.class);
if (lvotelnfo.getHash() .equals(SimpleMerkleTree.
getTreeNodeHash(votelnfo.getList()))) {
logger - info (b % P i R 245 1R 1) ISON Fh 2545 ;
return;

}
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/7 BB, RKAETN ARSI EE

Votelnfo vi = createVotelnfo(VoteEnum.COMMIT);

BlockPacket bp = new BlockPacket();

bp.setBody (JSON.toJSONString(Vvi) .
getBytes(BlockPacket.CHARSET));

Tio.send(channelContext, bp);

logger . info (b % F i &I B IR 55 i 1) ppFE JHE: ™ +
JSON. toJSONString(vi));
b
s

return;

}

/**

* WOPEWSRIRE nul L, MAERLZETAS R 0BE: WSIREILE null, JUHESE 2 T2 58 I
RAS T IR [ v S

*/

@Override

public BlockPacket heartbeatPacket() {
return heartbeatPacket;

}

/7 1R VoteEnum HEXT RARAS [ Vote Info

private Votelnfo createVotelnfo(VoteEnum ve) {
Votelnfo vi = new Votelnfo();
vi.setCode(ve.getCode());

List<String> list = new ArrayList<>();
list.add("Al');

list_add('BlockChain™);

vi.setList(list);
vi.setHash(SimpleMerkleTree.getTreeNodeHash(list));

return vi;
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mERKRWEF R, BT tio MXIEKE P2P W4 7 & 1% /' i 2K
BlockChainPbftClientStarter 1] start() 77 % J& 20 & P i, £ B 2 % & ¥ 6 b
clientGroupContext I tioClient, 5fR45ma %R, @it sendMessage() /71 I IR
253 3% — 465 2. “tal say hello world to blockchain! 7.

NARIE start() /7 VATE R SS I s St RE IN#K, ] @PostConstruct #ric fif F 78 Ak 55 2%
IN# bean W EIZAT, I H R SRS BPAT—R. FE, BT RIER 5 Tk
SNk, Fl@Order(2)FriH T start().

BT tio WX HEBEEZE PP W% & 1% P i Handler [ 2%
BlockChainPbftClientAioHandler #2142 (RS J71% decode()s ¥H B[4t 7 4
encode() & AbHE {5 HiZ#51) handler() /7% . FLrR handler() 775 138 5 2 -

1) MRS U E] T R & i R JISON AL 8, ELAE A “JbatiRk &5 i P 4
XHENFE”, W38 PBFT BB —S(HE O RE G, A EZE 2. 0, BT
b AL

2) MRS umi ER B & R JSON fe s, HAR AN “ bt i i 46
XHNFERR”, T B 4 H AN a2 PBFT BB, X BLACKR SR v B IR 45 i 55 it o

3) HRSuIEI 2 JSON A, IR H A& PBFT BrBt. Ak4umsarei:
TR R, RIS F AR T S RS R R T AH R PBFT 1248403 .

#5551 2 prepare JH S, NPKEH S PR BN Commit, FHK7H B R IE
25 MR 55 i o

1E 448 demo Y LFEAR H 31247 maven 74 : mvn clean package, # demo L%

TR demo.jar, FifiJ5 )43 target H3X T, $AT#r4 java -jar demo.jar, F2/FHATRL
K 5-2 fion.
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K52 fidizfrHEHE
5.7 NG

RENE T 7 DXBEER G A —ILREE,

AR N ATR— B R E UG, 2Pt 1 oA N R R B I A Rl
B AT B RIVE N, BENE T X B R BRI, a0l 3
T WebSocket 1 t-io SZHL 1 5k B 5% & H ) PBFT JLiRE L,

FEAA T, SEFHER 6 5 5 BT I3 WebSocket J5 {25k SEHL
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X P X Bt AL O IR 450 . UF LUATIE S % B VA%, BRI/, B,
EARER, HREONHBGRMIIN. 520, BREAN AR BN X kit
AN, B X B A% O B R AL o AR 55 ELARE I LUK #8244 (Hyperledger)
X BB TN, B JE A48 Java i [X B o 1 X 5 7 e e 1t

6.1 LERFMBYXERIZT

AT RN, PURE T R GRS R R« ERs i X B i% 1H7E block.h SCAH,
HH SO ARG Z B nT A, LUK X HE CBlock 85K, CBlock ()3 AT B2
CBlockHeader.

CBlockHeader FIACHS S5 U1 T B :

class CBlockHeader
{
public:
// header
int32_t nVersion;
uint256 hashPrevBlock;
uint256 hashMerkleRoot;
uint32_t nTime;
uint32_t nBits;
uint32_t nNonce;

CBlockHeader()

{
SetNull();

}
7/ HABAHE S

CBlockHeader 17~ BfE L an#k 6-1 Frn.

% 6-1 CBlockHeader B)FERFE X

FERAMN E:3il) AR
nVersion int32 A
hashPrevBlock uint256 AN X
hashMerkleRoot uint256 3 Gy Merkle BIARTT SRS A {E
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&k
FEREM i) AR
nTime uint32 U HTIN TR
nBits uint32 METESHRERE, nBits #/N, XEEHC
nNonce uint32 Bt 14 Nonce &

CBlock AL ZE RN R AT «

class CBlock :
public CBlockHeader

{
public:
// network and disk
std: :vector<CTransactionRef> vtx;

// memory only
mutable bool fChecked;

CBlock()

{
SetNullQ;

}

CBlock(const CBlockHeader &header)

{
SetNull();

*(static_cast<CBlockHeader*>(this)) = header;

}
7/ AR S

CBlock )7 BURE X An T -

std::vector<CTransactionRef>/t 535 5 %)%, CTransactionRef A2 5 25 524k,
CBlockHeader 4 [X B[] Header it
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6.2 RAIKIHEIXIRIZLT

PUKY; R4 RIS 2 FRUR I, DURY X BT 7E block.go SCHFH . HHXC
AR AR T 4, DUARDTI X Beir block.go 2Ksel. MARASF Rl LA H, BLK
5 X H i1 Header 11 Body 1% &5 73 4L it

Hr, Header FIARAL LS U1 R Frs:

type Header struct {

ParentHash common.Hash  "json:"parentHash™ gencodec:"'required”
UncleHash common.Hash  "json:*'sha3Uncles™ gencodec:"'required""
Coinbase common.Address - json:"miner" gencodec:"'required"”
Root common.Hash " json:"stateRoot" gencodec:"'required””
TxHash common.Hash " json:"transactionsRoot" gencodec:"'required””
ReceiptHash common.Hash “json:"'receiptsRoot™ gencodec:"'required"”
Bloom Bloom " json:*"logsBloom* gencodec:"'required'*
Difficulty *big.Int "json:“difficulty" gencodec:"'required"*
Number *big.- Int " json:"'number*” gencodec:"'required'*
GasLimit uint64 "json:"'gasLimit" gencodec:"'required*
GasUsed uint64 " json:"'gasUsed" gencodec:"'required™"
Time *big. Int " json:"'timestamp" gencodec:"'required"*
Extra [1byte " json:"extraData" gencodec:"'required"
MixDigest common.Hash  "json:''mixHash" gencodec:"'required”
Nonce BlockNonce " json:"'nonce"" gencodec:"'required"

}

Header 132 225 BORE L1 6-2 P

% 6-2 Header WEEFERNX

FERAMR £ i ¥ EA
ParentHash common.Hash SIX B A
UncleHash common.Hash X7, Bk Body H Uncles 404 RLP IS
Coinbase common.Address i il
Root common.Hash StateDB HH state Trie #7751 RLP F5 75 {E
TxHash common.Hash Block H tx Trie #4550 RLP W51
ReceiptHash common.Hash Block 1 Receipt Trie #2975 RLP IS5 {H
Difficulty int IXERAERE, B4 420 #E




152 | XYuEEERIT Java SEEL

FEAM £ Y A
Number int X F+, BIACX B Number+1
GasLimit uint6 XN Gas IHFEMIENE IR, QI FR 22 , FRAQIX B GasUsed H1 GasLimit
AT
GasUsed uint64 XA Transaction $UTHHHFER Gas &R
Time int AT TR
Nonce BlockNonce | Bif/l£k Nonce i

fE BT Beh, SIXH BRI HE — AL, 1 DUR DS s
FEEUR, B A DURY 0 R BN 45 7 a4, Ui LAk
FE I, SR B E ., —RAEIRT T, R RERE.

Body FARASZERI U R FT s :

type Body struct {
Transactions []*Transaction
Uncles []*Header

b5

Body 195, i1 A8 &R LA

e  Transactions #4285 513 .

e Uncles &5 FHRIRIX HF) %,

6.3 Hyperledger BYX 3121t

Hyperledger_ % 4t (1) U5 AA S [R] A 52 U 9 . Hyperledger R 4t & 1) fabric .
composer. sawtooth-core. indy-node. burrow Al iroha 6 > T3 H .

Hyperledger 4t (1) IX Bk it7E fabric 730 H Y block.go 1 common.proto 344
o, H S AR IZ B AT A, Hyperledger [X3HtH Header. Body 1 Metadata = 3
I3

Hrb, Block B L5 UNT Frs:

Block
message Block {


https://github.com/hyperledger

$6E XBRRIT | 153

BlockHeader header = 1;
BlockData data = 2;
BlockMetadata metadata = 3;

}

message BlockHeader {
uint64 number = 1; // XEEpEE
bytes previous_hash = 2; // #i—XHRHIE#HE
bytes data hash = 3; /7325 Merkle SR 2B s 7518
}

message BlockData {
repeated bytes data = 1;

}

message BlockMetadata {
repeated bytes metadata = 1;

b
Block 17 BURE LR -

Number N [X ¥4, previous_hash Jy¥g M HT—/N X HIFE4l, data_hash 24 Hi
DX B (106 A H

6.4 Java fRXRIZIT

MRAEHTT A2, e BAZxT H AT BRI EE RGERXCRBTE T — 2 7 .

WIS HTTP LLREE, e RILIX B 4584 7H A1 Request/HTTP Response 44
FIBETHSAl, 40 HTTP Request tH 2 i =343 418K, 4372 Request Line. Request
Header Fl Request Body; HTTP Response 42 B =43 2H i [, 437 /& Response Line.

Response Header 11 Response Body. L X He— Mt HH Header 1 Body 41 A

T FRA T S X X U R 4 1 X BB T 7 Sk it Java Wi X Ht. Java hiz[X Bt
Block Hi BlockHeader. BlockBody Al blockHash #415%, H:+', BlockHeader $i )2 [X
B3k, BlockBody 52 X £t body, blockHash $& /& X e e 75, HIX B N2,
5t & BlockHeader #1 BlockBody #i#fs SHA256 it 51535

Hor, Block MIARES Bt T
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package com.niudong.demo.blockchain._block;
import cn.hutool.crypto.digest.DigestUtil;

/**
* X b
*
* @author niudong.
*/
public class Block {
/**
* Xk
*/
private BlockHeader blockHeader;
/**
* X3t body
*/
private BlockBody blockBody;
/**
* LY
*/
private String blockHash;

/**
* AR IX PP A JE T SHA256

*

* @return sha256hex
*/
private String getBlockHash() {
return DigestUtil.sha256Hex(blockHeader.toString() +
blockBody.toString());
}

public BlockHeader getBlockHeader() {
return blockHeader;

}

public void setBlockHeader(BlockHeader blockHeader) {
this.blockHeader = blockHeader;

}

public BlockBody getBlockBody() {
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return blockBody;
b

public void setBlockBody(BlockBody blockBody) {
this.blockBody = blockBody;

}

/**
* IRIZIX YA JE 15 SHA256

*

* @return sha256hex
>/

public String getBlockHash() {
return DigestUtil._sha256Hex(blockHeader.toString() +
blockBody.toString()):;

}

public void setBlockHash(String blockHash) {
this. blockHash = blockHash;

}

}
BlockBody = Z ]l TAF AL S (5 AR, BT

package com.niudong.demo.blockchain._block;
import java.util_List;

/**
* X3t body, HHI{FHREE S A
*
* @author niudong.
*/
public class BlockBody {
private List<Contentlnfo> contentlnfos;

public List<Contentinfo> getContentinfos () {
return contentinfos;

}
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public void setContentlnfos (List< ContentInfo > contentinfos) {
this. contentinfos = contentlnfos;
}
}

215 5 Contentinfo A& BB, ZHEXEE . KHELEMEHE. &
Gy KT A CRRINE, AP FI58 515 BN ISON AL ifd . X HAL
e BN AR String A5, AT DURES AN 5 LA 1K) JSON AL #idE . JISON fb Xk
A TR RAM 5 (58, iy EL it F 1 S 5

X Pk #1585 15 B ContentInfo /SRS it T

package com.niudong.demo.blockchain._block;

/**
* X3 body A [#— 2% A 25 SE 4k
*
* @author niudong-
*/
public class Contentinfo {
/**
* B JSON Y%
*/
private String jsonContent;
/**
* I [ Bk
*/
private Long timeStamp;
/**
* N
*/
private String publicKey;
/**
* X4
*/
private String sign;
/**
* IZARAE RIS A
*/
private String hash;



}

F6E Rt

public String getdson() {
return jsonContent;

}

public void setJsonContent(String jsonContent) {
this. jsonContent = jsonContent;

}

public String getPublickey() {
return publicKey;

}

public void setPublicKey(String publicKey) {
this.publicKey = publicKey;
}

public Long getTimeStamp() {
return timeStamp;

}

public void setTimeStamp(Long timeStamp) {
this.timeStamp = timeStamp;

}

public String getSign() {
return sign;

}

public void setSign(String sign) {
this.sign = sign;

}

public String getHash() {
return hash;

}

public void setHash(String hash) {
this.hash = hash;

}

157



158 | XYuEEERIT Java SEEL

BlockHeader £ & L H X HUIZATHIIRA . E—XHFISAE . Merkle AR T A5
Al XBK 5. IFRER. 32 fZFEHLEL Nonce. 22 5 {5 B IIIS /iy SR 5 55

BlockHeader f# it

package com.niudong.demo.blockchain.block;
import java.util_List;

/**
* X ek
*
* @author niudong-
*/
public class BlockHeader {
/**
* A
*/
private int version;
/**
* bE—XHma Ay
*/
private String hashPreviousBlock;
/**
* Merkle MR S AE
*/
private String hashMerkleRoot;
/**
* AERGZ X AH
*/
private String publicKey;
/**
* XIS
*/
private int number;
/**
* I [V R
*/
private long timeStamp;
/**
* 32 frBEALEL
*/
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private long nonce;

/**

* ZIXPEREZLELSNRAES, BWFRE, @i ZnaEa R iRty naE
*/

private List<String> hashList;

public int getVersion() {
return version;

}

public void setVersion(int version) {
this.version = version;

}

public String getHashPreviousBlock() {
return hashPreviousBlock;

}

public void setHashPreviousBlock(String hashPreviousBlock) {
this.hashPreviousBlock = hashPreviousBlock;

}

public String getHashMerkleRoot() {
return hashMerkleRoot;

}

public void setHashMerkleRoot(String hashMerkleRoot) {
this._hashMerkleRoot = hashMerkleRoot;

}

public String getPublickey() {
return publicKey;

}

public void setPublicKey(String publicKey) {
this.publickey = publicKey;
}

public int getNumber() {
return number;

}
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public void setNumber(int number) {
this.number = number;

}

public long getTimeStamp() {
return timeStamp;

}

public void setTimeStamp(long timeStamp) {
this.timeStamp = timeStamp;

}

public long getNonce() {
return nonce;

}

public void setNonce(long nonce) {
this.nonce = nonce;

}

public List<String> getHashList() {
return hashList;

}

public void setHashList(List<String> hashList) {
this.hashList = hashList;

}
}

6.5 NG

A EENY T XREET I OB S — X B Al MR, BURYS .
FORARIAERE, S/l TR X R R b i X Bt Bl A s 45 17 =R IX g
ARG X RV RS R A, FR5IH T Java FRIXHUEEH X BT T i
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EEmAG T XS, XUEBIXHEE P P2P %%, 7EXHREERZMHA
TRPFR, BALESNDT RIEHEF AL

50345 IR ST R I R PR L) MySQL SR, 3 24y 4> % . NoSQL %y
P PRGBS F ST BN, DX OB IR A7 6 2R e 1 T e T A 3 382 i Bﬁﬁ%i
FRMI XY R G A LR RS Ripple MRSt DUKY REFEHIKA, XL X
B BT AR AR S AN A [

7.1 XREERIN

FeAF . Ripple My DOKYIATEZKA A7 il BeiE 2 AARIR, 5 XCEREE R Ge T i
FIEAA# 75 20 B 4RI F

EC A T AR 2 R0 FH 58 SCAE AT LeveldB it 22 20 ) o 3230 S04 FH T 1 i [X B
¥4, LevelDB i FE FH TAA i IX By didi . XEEHR A AR R/ E 128MB.
BN X B s (X HESLA X B B T 28 20) B = P s s e US N dat 3¢
A,

PR T A7 6l 3R G0 (R R A 8 B AE T X B SO /N Z BR 1, i i 128MB i 22
GBI, TESCHE R R AR A g — 2

Ripple Mi7#fifi &4t 2 tH SQLite ¢ R AEH FE A1 RocksDB ¥ FE2H k), o,
R F TR e F R A X S5 BRI B2 2 I AR B, RocksDB ¥ i 247
fig X Bk 58 5 LR R T HIL 5 I HE .

Ripple M7 RGBS AET, 7E RocksDB 774 1 value 3 7 B 22 1 52 44

PUKRIfE R G (IXH) FEH XYL Gyl . X HRAEAE i 12 40 s
X ERSLFNZE Gy R85t RLP gt J5 47\ LevelDB 3l 24 7h . LUK GAE B A7 i i i 2
Hh, B value XTRZ T key ERA AT R ATSE, AFIZRAAT value X REAS[E AT L -
[FES, CAKYS R4t vr H EREESFAL 5 AE B

LUKVt RGBT 7SO RS, AU RN BIEBNAY 1IMB,
A, U E B 2%

KA B A7 ik RS AR T — A, 2 i SO KV BE
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(LevelDB/CouchDB) 1. ZEMAZIKA, 454> channel XjRi—AMIkA H i, ks
H %A H1 blockfile_000000. blockfile_000001 iy 4 i i1 S0 14 44 LBk T X B dfi 45
ASCAF N 64MB. H3AM X HHHAE (XL SR IFTATAE 5) 4 751k
FAR A S N blockfile SCiH

K AAE Ak 28 G A sk mIAE T XU SO RN 2 BR 1, 245 64MB I 22y
FISCAE, AR R AR A R 2

2, WRM RS, Ripple MRS, LLKY RGH Hyperledger Fabric B 474 1%
TR EAN . B HINA . SQLite /74%. LevelDB 7#4i%. RocksDB
it A1 CouchDB 171 Java fCAS SZE

7.2 FB Java MU E

SO B 2 Java JT A 7 302 —, BATAT LA B Guava SRR HEIT 4

Guava #& Google HJ5f Java FE, HH & T Google PR 2 i H A% H % O
. Guava &N T 7 E4ilis, FF/ b gminssimimsorit, et T HTES. &7
Wk FREEEAT, O MALBREIZ M API T, [FII 3 EAE, R TV Em e
755

BT AT AR R R AR, BRI KO B R AP

7.2.1 Guava X{E
Guava X EAEAH RN B B A -

e Files 2: PUTHEWIRED) . IS BURBCUH N A B — AN F 57 R R A 1
k.

e Closer 2%: #2{ft T Closeable Sz EM. fRITESCI I k.

e  ByteSource 1 CharSource 2&: F2HEATAEHH A (Input) A1 (Reader).

e ByteSink 1 CharSink 28: $& A48y tHifl (Output) F15 (Writer)

e  CharStreams 1 ByteStreams 25: Nk, 5. AW, HHmieft 7 ESm
ST, MR GG K /NS AP
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e BaseEncoding 2%: HTFHigmis, $RALmISAIMSTF 74, L& ASCI
LR

TE X HUBE IR SO A7A o R A Files 28, FIHIVEAIA4H Files 28111 AP £ .
(1) touch J5ik: QB R SCAFHII B

(2) createTempDir() /5i%: GI&IKE H %,

(3) Files.createParentDirs(File): €1#42%% H k.

(4) getChecksum(File): 3k#3 {41 checksum.

(5) hash(File): FAE LA,

(6) map Rk FRAGSTHFHI A WL

(7) getFileExtension(String)£T%4]: SR LAY R4 .

(8) getNameWithoutExtension(String file) /77%: FRAGAHT 4 KX 4 .
(9) Files.equal(File,File) /7¥Z%:: LA U N B2 B 584 — 3

(10) Files.copy()/ii%: HTEHISCHE. EHEL TR :

new File(sourceFileName);
new File(targetFileName);

File sourceFile
File targetFile
try {
Files.copy(sourceFile, targetFile);
} catch (10Exception fileloEx) {
System.out.println( "ERROR trying to copy File + sourceFileName +
""" to file """ + targetFileName + "" - " + FileloEx.toString());

}

(11) Files.move()/7i%: HT®BahxH. HHTEMT:

try {
File from = new File(fromFileName);

File to = new File(toFileName);
Files.move(from, to);

} catch (Exception e) {
e.printStackTrace();

}
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(12) Files.write()/7i%: H TSR EANNE . HHTEWR:

File newFile = new File(FileName);

try {
Files.write(contents.getBytes(), newFile);

} catch (10Exception fileloEx) {
System.out.println( "ERROR trying to write to file " + fileName +
"* - " + FileloEx.toString());

(13) Files.readLines()/7i%: T iBCCAFN A . 72 00F:

String testFilePath = "'d:\\niudong\\readtest._txt";
File testFile = new File(testFilePath);
List<String> lines = Files.readLines(testFile, Charsets.UTF_16);
for (String line : lines) {
System.out.printin(line);
¥

7.2.2 Guava LIS 171
{fH Guava i, 7EI1H 1 POM SCAFH IR guava #kfi, BCEAISUTT.

<dependency>
<groupld>com.google.guava</groupld>
<artifactld>guava</artifactld>
<version>21.0</version>
</dependency>

AT PEAVIET Guava SEILSAALLRS T RSO AAAd, EEZARATT .

o HAMWERIET TR FIRAE KT Merkle BEHR T fUIIS 7 {E -
o TR HIRMIYE A, Hrh =AMl NE, oalZ “Al”.
“BlockChain” #iI “BrainScience”, VU4t generateVCode() /7 V2 4E il s
generateVCode() /5 1£3E T A it & (1 length A= i BE AL 07 55
o HANAE AN RS EREMA AR TR, X BRARME TR
X: T Java JRAE K FileWriter 77 Z0AIFE T Guava )73 (append J71%).

X BLIRA T X HE /NN 1 MBS B 1024KB . 4B AT RN B IMB
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I, BB B SO IEAE S NSRG40 “loging”, SCHE RN IMB 1356
AR “log”.

B X B EE R G AR B S P BRI T .
YR 1 BE AT H X N RGH IEAES AR loging ST, ARSI

AR 2 fEJRE0Y “loging” FISCAF FRRLILUE N DXCHREE A A .
HARARG A0 F »

package com.niudong.demo.util;

import java.io.File;

import java.io.FileWriter;
import java.io.lOException;
import java.util_ArraylList;
import java.util_List;

import com.google.common.base.Charsets;
import com.google.common.io.Files;

/**
* B X P A5 Guava i

*

* @author 4%
*/
public class FileStoreUtil {
/7 B SLIXPHESTAR RN
private static final int FILE_SIZE = 1024;// i KB

/7 BN EGN B Guava 75
public static void writelntoTargetFile(String targetFileName, String
content) {
File newFile = new File(targetFileName);
try {
Files.write(content.getBytes(), newFile);
} catch (Exception e) {
e.printStackTrace();

}
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}

/7 BN EREBIMENBARCfE: FileWriter 73X
public static void appendToTargetFile(String targetFileName, String
content) {
try {
17 FTH—AE 0, WIERBP IS A S48 true, FRLLEIERE U
FileWriter writer = new FileWriter(targetFileName, true);
writer.write(content);
writer.close();
} catch (10Exception e) {
e.printStackTrace();
}
¥

/7 B NEREBIE N HAR 3 Guava T3k
public static void appendToTargetFileByGuava(String targetFileName,
String content) {
File file = new File(targetFileName);
try {
Files.append(content, file, Charsets._UTF_8);
} catch (Exception e) {
e.printStackTrace();
}
¥

/7 FER XN AT NS
public static void writelntoFile(String content) {

try {
/**
* PR 1 HEYIEXTREGAHIELS AW loging XX, AM4kEER, TollGlz
*/

File root = new File(".//");

/7 SRECART SRS A S

File[] files = root.listFiles();

if (files == null) {
/7 WURAR SR B AR A SO 5 i S
String targetFileName = *_.//blockchain-" +

System.currentTimeMillis() + ".loging";

appendToTargetFileByGuava(targetFileName, content);
return;

}
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}

XREERZR T Java L

// SR H A N SRR BAEEE 409 oging fSCAt:
boolean has = false;
for (File file : files) {
String name = file.getName();
iT (name.endsWith(*'.loging™) && name.startsWith(*blockchain-"")) {
/7 GNGBEHN
System.out.printin(file.getPath());

appendToTargetFileByGuava(file.getPath(), content);
has = true;

7/ SN MRS RN E RN, WK loging JR48%: 4 log Ja %k

if (file.length() >= FILE_SIZE) {
String logPath = file_getPath().replace("'loging”, "log™);
File log = new File(logPath);
Files.copy(file, 109g);
/7 W25 loging S+
file.delete();

}

¥
}

/7 TENBIEH ST
if (Thas) {
String targetFileName = *_.//blockchain-" +
System.currentTimeMillis() + ".loging";

appendToTargetFileByGuava(targetFileName, content);
return;

}

} catch (Exception e) {
e.printStackTrace();
}

//ERIXPREENFRIEA
public static void writelntoBlockFile() {

List<String> list = new ArrayList<>();
list.add("'Al™);
list_add('BlockChain'™);
list_add(''BrainScience");



for (int i = O;

i <20; i++) {

list_add(generateVCode(6));
writelntoFile(SimpleMerkleTree.getTreeNodeHash(list) + "\n");

}
}

/7 R Nength KA 777 &
public static String generateVCode(int length) {

Long vCode

- 1)) .longvalue();
return vCode.toString();

}

public static void main(String[] args) {
writelntoBlockFile();

}
}
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new Double((Math.random() + 1) * Math.pow(10, length

£ IDE HzAT LR AR, W] DAAE TREAR H 3 oo 248 B S 44 J5 2209 “ loging ™
A “log” BISCHE, W 7-1 Fios.

=i

.mvn

settings

Src

target

test-output
|| .classpath
= .gitignore
| | .project

= blockchain-1533197077885.log
| blockchain-1533197077960.loging

| mvnw
=] mvnw.cmd

.| pomxml

e B

2018/7/2511:41
2018/7/2511:41
2018/7/2511:41
2018/8/1 19:56

2018/7/27 14:37
20017/7/17 17:34
2017/7/17 9:21
2018/7/3015:10
2018/8/2 16:04
2018/8/2 16:04
2007/7/17 9:21
20077717 9:21
2018/8/210:49

K 7-1 TR H AR

Horp “log” JEZA M SCAF RN 7-2 oo

CLASSPATH 32f
SCAIRY

PROJECT 3244
AR

LOGING 3%

preli

Windows ap<> il
XML 328
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B %4 HEES LERRA

J ‘ blockchain-1533197077885.log

SRR SA3THY (log)

TR N RGES EH#(C)...
s

v 1.01 KB (1,040 =)

HFESE: 4.00 KB (4,096 =)

K 7-2  log J& 4R STk RN
7.3 FH Java 3L SQLite =g

7.3.1 SOQLite M43

SQLite 72 H ittt 5t A% 5 2 i Hod 2 51 % .

ANTF TR HTED MySQL B Oracle 45 %2, SQLite /2 — MR NHIZE, LT H
HHEAK. TRSaEN. FREN. F5ER SQL Ml F ol %, HlnFF i E &
SQLite [X 7 T~ Ho At A de e 1) 3 B R

5 MySQL =k Oracle ##fs e 28U 2 AbE T, SQLite 51 BEAE — AL HERE,
A DASZ N TR PP /5 SR BEAT i A BB A I8 8, SQLite 7T ELIET 1) HAF it SO

o siE R+ SQLite We? LEAIAN 75 24—~ g 1 iR 55 45 E AR BUAR A 1 R 4t
(LRS54 Kims. D4 SQLite AREZRCE, LAl SQLite I A7 & MySQL
HRFEBEAT 223 B B

BEsh, SQLite AEH /N, REENN, EERER /N 400KB, 40 H] %L RERC
B /T 250KB. SQLite TEAVEAT AN M, RESCILE 45 A AL

5 MySQL B Oracle ¥#5 % —F, SQLite H45&5¢ 4% ACID (1), ftirNZ
AN HEFEEL R AR 2410719 . SQLite 32 SQL92 (SQL2) bRtk £ & s ST
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e, AT ER A, SQLite $&AL T A AN 5 TEFHI APIL.

SQLite [ RGLE R ME R 4F, AMX AT BAZE UNIX. Linux. Windows. Mac OS-X %
iz T, RHEAE Android. i0S A%iHiEiT.

7.3.2 SQLite B9

FA1HET Spring Boot 2.0 {1/ SQLite, 7ELIH [ POM LA H I SQLite Fit &
wr:

<l-- FI+AEHE sQLite fk#i —->

<dependency>
<groupld>org.xerial</groupld>
<artifactld>sqglite-jdbc</artifactld>

</dependency>

<t-- HTERERER -->

<dependency>
<groupld>org.apache.commons</groupld>
<artifactld>commons-dbcp2</artifactld>
<version>2.1.1</version>

</dependency>

[}, 7E application.properties H g B i SQLite % T -

sqglite.dbName: sqglite.db

BTATAT LN sqlite.dbName [(IMEREAT /M EALBCE , sqlite.doName [ T8 & W)
51k SQLite i AE B F) SQLite ik 44 7K .

fic & 5 POM SC{4F11 application.properties SCF & , 7 EC & £ 85 J5 DataSource 15
B. AT DataSourceConfiguration 28 SzEL % #dlE i DataSource 15 B HIACE, U
B

package com.niudong.blockchain.core.sqlite.config;

import org.springframework.beans.factory.annotation.Value;

import org.springframework.boot.autoconfigure.jdbc.
DataSourceBuilder;

//import org.springframework.boot.autoconfigure.jdbc.
DataSourceAutoConfiguration;

import org.springframework.context.annotation.Bean;
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import org.springframework.context.annotation.Configuration;
import org.sqlite._SQLiteDataSource;

import javax.sql.DataSource;

/**
* Fid & SQLite % %) DataSource

*

* @author niudong

*/

@Configuration

public class DataSourceConfiguration {
@vValue("'${sql ite.dbName}')
private String dbName;

@Bean(destroyMethod = ", name = "EmbeddeddataSource')
public DataSource dataSource() {
//spring boot 1.5.4

DataSourceBui lder dataSourceBuilder = DataSourceBuilder.create();
dataSourceBuilder._driverClassName(*'org-sqlite.JDBC™);
dataSourceBuilder._url(*'jdbc:sqglite:" + dbName);

dataSourceBui lder.type(SQLiteDataSource.class);

return dataSourceBuilder.build();

}

W RIS s, o, doName [{E K H application.properties 31 H (1)
sqlite.dbName Bt & .

Y JE SRR, 7E Tomeat 1 bin H 3% < H I sqlite.doName 4 #RE S, i
FFA T2 e 45 W) B KR

APIET IPA K14 SQLite, JPA FEALHLHAECE 4n T -

package com.niudong.blockchain.core.sqlite.config;

import org.springframework.beans.factory.annotation.Autowired;
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import org.springframework.beans.factory.annotation.Qualifier;

import org.springframework.boot.autoconfigure.orm. jpa.JpaProperties;

import org.springframework.boot.orm. jpa.EntityManagerFactoryBuilder;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.springframework.data. jpa.repository.config.
EnableJpaRepositories;

import org.springframework.orm. jpa.JpaTransactionManager;

import org.springframework.orm. jpa.
LocalContainerEntityManagerFactoryBean;

import org.springframework.transaction.annotation.
EnableTransactionManagement;

import javax.annotation.Resource;

import javax.persistence.EntityManagerFactory;
import javax.sqgl.DataSource;

import java.util_Map;

/**
* @author niudong
*/
@Configuration
@EnableJpaRepositories(basePackages = **com. niudong.-blockchain.base.dao™,
transactionManagerRef = "jpaTransactionManager™,

entityManagerFactoryRef = "localContainerEntityManagerFactoryBean')
@EnableTransactionManagement
public class JpaConfiguration {
@Resource
private JpaProperties jpaProperties;

@Autowired

@Bean

public JpaTransactionManager jpaTransactionManager (
@Qualifier(value = "EmbeddeddataSource'™) DataSource dataSource,

EntityManagerFactory entityManagerFactory) {
JpaTransactionManager jpaTransactionManager = new
JpaTransactionManager();
JpaTransactionManager .setEntityManagerFactory
(entityManagerFactory);
JpaTransactionManager .setDataSource(dataSource);

return jpaTransactionManager;
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}

@Autowired
@Bean
LocalContainerEntityManagerFactoryBean
localContainerEntityManagerFactoryBean(
@Qualifier(value = "EmbeddeddataSource') DataSource dataSource,
EntityManagerFactoryBuilder builder) {
return builder.dataSource(dataSource) . packages(*'‘com.
niudong.blockchain._base.dao.entity’)
-properties(getVendorProperties(dataSource)) .-build();

}

private Map<String, String> getVendorProperties(DataSource
dataSource) {
return jpaProperties.getHibernateProperties(dataSource);

}
}
[Fi, £ application.properties "t & JPA %0 F
#jpa

spring. jpa.show-sql = true

spring.jpa-ddl-auto= update

spring. jpa-generate-ddl=true

spring. jpa.database-platform=com.niudong.blockchain.core.sqlite.con
fig-SQLiteDialect

Hrr, spring.jpa.show-sql B H THC & & 7 7 AL H 6 SQL 1BH], 7EA
Frh FRATTEC B HAE  true, BT EAESEH] G5 SQL 154,

spring.jpa.ddl-auto 7B FACE ddl-auto 15 5. 4L E A update i, BIIE1TFE
Fo ERAMRER, W@ GFAaEn, NRNEIEASHES, Rt
T #EAE. [, ddl-auto ISA] DARC & W create. create-drop Z5. Fc & A create i,
RIRIBATRER?, BHRAEN, WaH@Ew: HEEAAE, WEPHIE ST
BiE M create-drop I, #2745 I 215 R AK 25 -

spring.jpa.generate-ddl 7B F T-BC B /2 15 4E ik dd1 16, FIECE A true 5L false.
X HECE N true, EA:EE ddl iEA].
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spring.jpa.database-platform FEH THCE S AE 7 5, X RACE N H E LI
SQLiteDialect. SQLiteDialect 28 AL &40 T

package com.niudong.blockchain.core.sqlite.config;

import com.niudong.blockchain.core.sqlite.config.identity.
SQLiteDialectldentityColumnSupport;

import org.hibernate.JDBCException;

import org.hibernate.ScrolIMode;

import org.hibernate.dialect.Dialect;

import org.-hibernate.dialect.function.*;

import org.-hibernate.dialect. identity. ldentityColumnSupport;

import org.hibernate.dialect.pagination._AbstractLimitHandler;

import org.hibernate.dialect.pagination.LimitHandler;

import org.-hibernate.dialect._pagination.LimitHelper;

import org.-hibernate.dialect._unique.DefaultUniqueDelegate;

import org.hibernate.dialect.unique.UniqueDelegate;

import org.hibernate.engine.spi.RowSelection;

import org.hibernate.exception.DataException;

import org.hibernate.exception.JDBCConnectionException;

import org.hibernate.exception.LockAcquisitionException;

import org.hibernate.exception.spi.SQLExceptionConversionDelegate;

import org.hibernate.exception.spi.
TemplatedViolatedConstraintNameExtracter;

import org.hibernate.exception.spi.ViolatedConstraintNameExtracter;

import org.hibernate. internal .util.JdbcExceptionHelper;

import org.-hibernate.mapping.-Column;

import org.hibernate.type.StandardBasicTypes;

import java.sql.SQLException;
import java.sql.Types;

/**

* SQLite KIS, HEIZM A Hibernate jpa #:1E SQLite
*

* @author niudong

*/

public class SQLiteDialect extends Dialect {
private final UniqueDelegate uniqueDelegate;

public SQLiteDialect() {
registerColumnType(Types.BIT, "boolean');
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registerColumnType(Types.FLOAT, "float');
registerColumnType(Types.DOUBLE, "double™);
registerColumnType(Types.DECIMAL, *decimal™);
registerColumnType(Types.CHAR, *char'™);
registerColumnType(Types.LONGVARCHAR, "longvarchar'™);
registerColumnType(Types.TIMESTAMP, "datetime™);
registerColumnType(Types-BINARY, "blob™);
registerColumnType(Types.-VARBINARY, “blob™);
registerColumnType(Types.-LONGVARBINARY, "blob™);

registerFunction(*'concat™, new VarArgsSQLFunction
(StandardBasicTypes.STRING, ™, |1, "));
registerFunction("'mod"”, new SQLFunctionTemplate
(StandardBasicTypes. INTEGER, "?1 % ?2'));
registerFunction(*"quote’, new StandardSQLFunction(‘‘quote™,
StandardBasicTypes.STRING)) ;
registerFunction(*'random”, new NoArgSQLFunction(*‘random',
StandardBasicTypes. INTEGER)) ;
registerFunction(*"round™”, new StandardSQLFunction(round™));
registerFunction(*'substr', new StandardSQLFunction(*'substr™,
StandardBasicTypes.STRING));
registerFunction(*"trim", new AbstractAnsiTrimEmulationFunction()
{
@Override
protected SQLFunction resolveBothSpaceTrimFunction() {
return new SQLFunctionTemplate(StandardBasicTypes.STRING,
“trim(?1)™);
¥

@Override
protected SQLFunction resolveBothSpaceTrimFromFunction() {
return new SQLFunctionTemplate(StandardBasicTypes.-STRING,
“trim(?2)");
}

@Override
protected SQLFunction resolvelLeadingSpaceTrimFunction() {
return new SQLFunctionTemplate(StandardBasicTypes.STRING,
“ltrim(?1)");
¥

@Override
protected SQLFunction resolveTrailingSpaceTrimFunction() {
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return new SQLFunctionTemplate(StandardBasicTypes.STRING,
"rtrim(?1)");
3

@0override
protected SQLFunction resolveBothTrimFunction() {
return new SQLFunctionTemplate(StandardBasicTypes.STRING,
"trim(?1, ?2)");
3

@Override
protected SQLFunction resolvelLeadingTrimFunction() {
return new SQLFunctionTemplate(StandardBasicTypes.STRING,
“lItrim(?1, ?2)");
¥

@0override
protected SQLFunction resolveTrailingTrimFunction() {
return new SQLFunctionTemplate(StandardBasicTypes.STRING,
“rtrim(?1, ?2)");

3

s

uniqueDelegate = new SQLiteUniqueDelegate(this);

¥

private static final SQLiteDialectldentityColumnSupport
IDENTITY_COLUMN_SUPPORT =
new SQLiteDialectldentityColumnSupport(new SQLiteDialect());

@Ooverride

public ldentityColumnSupport getldentityColumnSupport() {
return IDENTITY_COLUMN_SUPPORT;

}

private static final AbstractLimitHandler LIMIT_HANDLER = new
AbstractLimitHandler() {
@Override
public String processSql(String sql, RowSelection selection) {
final boolean hasOffset = LimitHelper._hasFirstRow(selection);
return sql + (hasOffset ? " limit ? offset ?" : " limit ?');

}
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@O0verride
public boolean supportsLimit() {
return true;

}

@Override
public boolean bindLimitParametersinReverseOrder() {
return true;
}
};

@Override

public LimitHandler getLimitHandler() {
return LIMIT_HANDLER;

¥

@0override

public boolean supportsLockTimeouts() {
// may be http://sqlite.org/c3ref/db_mutex_html ?
return false;

}

@Override
public String getForUpdateString() {

return ;

}

@Override
public boolean supportsOuterJoinForUpdate() {
return false;

}

@0verride
public boolean supportsCurrentTimestampSelection() {
return true;

}

@Override
public boolean isCurrentTimestampSelectStringCallable() {
return false;

}

@Override
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public String getCurrentTimestampSelectString() {
return "select current_timestamp";

| 179

¥

private static final int SQLITE_BUSY = 5;
private static final int SQLITE_LOCKED = 6;
private static final int SQLITE_IOERR = 10;
private static final int SQLITE_CORRUPT = 11;
private static final int SQLITE_NOTFOUND = 12;
private static final int SQLITE _FULL = 13;
private static final int SQLITE_CANTOPEN = 14;
private static final int SQLITE_PROTOCOL = 15;
private static final int SQLITE_TOOBIG = 18;
private static final int SQLITE_CONSTRAINT = 19;
private static final int SQLITE_MISMATCH = 20;
private static final int SQLITE_NOTADB = 26;
@Override

public SQLExceptionConversionDelegate
bui ldSQLExceptionConversionDelegate() {
return new SQLExceptionConversionDelegate() {
@Override
public JDBCException convert(SQLException sglException, String
message, String sql) {
final int errorCode = JdbcExceptionHelper.
extractErrorCode(sqlException) & OxFF;
iT (errorCode == SQLITE_TOOBIG || errorCode == SQLITE_MISMATCH) {
return new DataException(message, sqlException, sqgl);
}else if (errorCode == SQLITE_BUSY | | errorCode == SQLITE_LOCKED)
{
return new LockAcquisitionException(message, sqlException,
sql);
} else if ((errorCode >= SQLITE_IOERR && errorCode <=
SQLITE_PROTOCOL)
|l errorCode SQLITE_NOTADB) {
return new JDBCConnectionException(message, sqlException,

sql);

}

// returning null allows other delegates to operate
return null;
}
}:
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}

@Override
public ViolatedConstraintNameExtracter
getViolatedConstraintNameExtracter() {
return EXTRACTER;

}

private static final ViolatedConstraintNameExtracter EXTRACTER =
new TemplatedViolatedConstraintNameExtracter() {
@Override
protected String doExtractConstraintName(SQLException sqgle)
throws NumberFormatException {
final int errorCode =
JdbcExceptionHelper.extractErrorCode(sqle) & OxFF;
iT (errorCode == SQLITE_CONSTRAINT) {
return extractUsingTemplate(‘'constraint ", " failed",
sqgle.getMessage());
¥
return null;
}
};

@Override
public boolean supportsUnionAll() {
return true;

}

@0verride
public boolean canCreateSchema() {
return false;

}

@Override

public boolean hasAlterTable() {
// Hibernate HEZEHE X &
return false;

}

@Override
public boolean dropConstraints() {
return false;

}
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@Override
public boolean qualifylndexName() {
return false;

}

@Override
public String getAddColumnString() {
return "add column';

}

@Override
public String getDropForeignKeyString() {
throw new UnsupportedOperationException(
“No drop foreign key syntax supported by SQLiteDialect');

}

@Override
public String getAddForeignKeyConstraintString(String
constraintName, String[] foreignKey,
String referencedTable, String[] primaryKey, boolean
referencesPrimaryKey) {
throw new UnsupportedOperationException("'No add foreign key syntax
supported by SQLiteDialect™);

}

@Override
public String getAddPrimaryKeyConstraintString(String
constraintName) {
throw new UnsupportedOperationException(*'No add primary key syntax
supported by SQLiteDialect™);

}

@Override
public boolean supportsCommentOn() {
return true;

}

@Override
public boolean supportslfExistsBeforeTableName() {
return true;

}
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@0verride
public boolean doesReadCommittedCauseWritersToBlockReaders() {
return true;

}

@Override
public boolean doesRepeatableReadCauseReadersToBlockWriters() {
return true;

}

@Override
public boolean supportsTupleDistinctCounts() {
return false;

}

@Override
public int getlnExpressionCountLimit() {
http://sqlite.org/limits.html#max_variable_number
return 1000;

}

@Override
public UniqueDelegate getUniqueDelegate() {
return uniqueDelegate;

}

private static class SQLiteUniqueDelegate extends
DefaultUniqueDelegate {
public SQLiteUniqueDelegate(Dialect dialect) {
super(dialect);

}

@O0verride
public String getColumnDefinitionUniquenessFragment(Column
column) {
return
}
3

unique™;

@Override
public String getSelectGUIDString() {
return "select hex(randomblob(16))";
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}

@Override
public ScrollMode defaultScrollMode() {
return ScrollMode.FORWARD_ONLY;
}
}

SQLiteMetadataBuilderInitializer fCA%SZELa T -

package com.niudong.blockchain.core.sqlite.config;

import org.hibernate.boot._MetadataBuilder;

import org.hibernate_boot.registry.StandardServiceRegistry;

import org.hibernate_boot.spi._MetadataBuilderlnitializer;

import org.-hibernate_engine.jdbc.dialect.internal .DialectResolverSet;
import org.hibernate.engine.jdbc.dialect.spi.DialectResolver;
import org.jboss.logging.Logger;

/**

* SQLite T A

*/

public class SQLiteMetadataBuilderinitializer implements
MetadataBuilderlInitializer {

private final static Logger logger =
Logger -getLogger(SQLiteMetadataBuilderinitializer.class);

@0verride
public void contribute(MetadataBuilder metadataBuilder,
StandardServiceRegistry serviceRegistry) {
DialectResolver dialectResolver =
serviceRegistry.getService(DialectResolver.class);

iT (!(dialectResolver instanceof DialectResolverSet)) {
logger .warn(
"DialectResolver "%s" is not an instance of DialectResolverSet,
not registering SQLiteDialect",
dialectResolver);
return;

}

((DialectResolverSet) dialectResolver).addResolver(resolver);
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¥
static private final SQLiteDialect dialect = new SQLiteDialect();

static private final DialectResolver resolver = (DialectResolver)
info > {
if (info.getDatabaseName().equals('SQLite™)) {
return dialect;

}

return null;
};
b

SQL.iteDialectldentityColumnSupport FIARAL &0 T Fis:

package com.niudong.blockchain.core.sqlite.config.identity;

import org.hibernate.dialect.Dialect;
import org.hibernate.dialect. identity. ldentityColumnSupportimpl;

/**

* @author 4%

*/

public class SQLiteDialectldentityColumnSupport extends
IdentityColumnSupportimpl {

public SQLiteDialectldentityColumnSupport(Dialect dialect) {
super(dialect);

}

@Override

public boolean supportsldentityColumns() {
return true;

}

@Override

public boolean supportsinsertSelectldentity() {
return true;

}

@Override
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public boolean hasDataTypelnldentityColumn() {
return false;

}

@Override
public String getldentitySelectString(String table, String column,

int type) {
return "select last_insert_rowid()";

}

@Override
public String getldentityColumnString(int type) {
return "integer’;

}
}

Mo E 58 RIRRIDJE, BErT DMEEIE IPA — R 1o Sl @ 25l 2 5 I fr) s
R, B R ok L) JPA Repository, BV RTAEXT N R ) CUID CBISEMIE) 1.

7.4 B Java 3£ LevelDB 54%

7.4.1 LevelDB 143

LealDB J& &8/ & 4w 5 () —AME (KIV, B Key/Value) fE6itE, B34 T M
TR TR B L .

HHT, LevelDB [f) 1.2 iiA & REMS S B B B IE EFM T . EXERET 51
)72, LevelDB J& NI I AL KV $085%E, HAMREMBENS . T35,
{H R BEN LR TR IR — A%, A5 i, LevelDB 1RI&E & M FHTE B HE/ MEBIR 213
5, X HRBES I st R X R R —

LevelDB H4F a0 :

(1) BEAVE A LT 7 5.

(2) BUE1 = HHE G 17

(3) WWHITT AT SR 2 SCH A bR ok B S HE I o
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(4) FEARERAEA A put(key,value). 3RHX get/batch(key). MIER delete(key).
(5) AT EAE—AN 7 b b 22 IR R s -

(6) I/ AT LG — MBS HR IR LUE RS — B B AL .

(7) FERUE b SR AT IR A 1A

(8) it FH bRk [ 46 e 1 21 [ 46 0l

(9) AhES U RGHRAESE) BB EE Ot T4k, LUREH P AT BLE il
BAE RS

FEH M, LevelDB {5 TEREMIREI R G W1 R

fillseq : 1.765 micros/op;62.7 MB/s
fillsync : 268.409 micros/op;0.4 MB/s (10000 ops)
fillrandom : 2.460 micros/op;45.0 MB/s
overwrite : 2.380 micros/op;46.5 MB/s

FAEH], LevelDB BEHLS N FYH L AT LA B REFD 40 T35 .

FEE K, LevelDB HIEEREMIAL R Gt 4n T -

readrandom : 16.677 micros/op; (approximately 60,000 reads per
second)
readseq : 0.476 micros/op; 232.3 MB/s

readreverse : 0.724 micros/op; 152.9 MB/s

AR, LevelDB WP MIPEREJC R, FERERD 230 J5 26 VA L.

7.4.2 LevelDB BY{E

FEIUH H ] LevelDB I, 7 £E POM TR 150 Level DB AHZR H T & A5 & -

<dependency>
<groupld>org.iq80. leveldb</groupld>
<artifactld>leveldb-api</artifactld>
<version>0.10</version>
</dependency>
<dependency>
<groupld>org.iq80. leveldb</groupld>
<artifactld>leveldb</artifactld>
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<version>0.10</version>
</dependency>

7£ mvnresponsity ki H A 2575 LevelDB-API Al LevelDB [ Hi i A<3  0.10,
] 7-3 T 7-4 fios .

Home » org.iq80.leveldb » leveldb

LevelDB

Port of LevelDB to Java

License

Categories

Tags

Used By 74 artifacts

Central (10) ]

Version Repository Usages Date

0.10 Central 12 Dec, 2017
0.3 Central 16 Aug, 2018
0.8 Central 4 Aug, 2016
0.7 Central 49 Feb, 2014

I 7-3  mvnresponsity 3 LevelDB fili A 513

Home » org.ig80.leveldb » leveldb-api

LevelDB API
High level Java API for LevelDB

Licanse
Categories
Tags [ leveidb | api ]

Used By 20 artifacts

[ Central (10) |

Version Repository Usages Date
0.10 | cantrai| i Dec, 2017
0.9 | Central| e Aug, 2016
0.8 [ cantral| - Aug, 2016
0.7 Central is : Feb, 2014

] 7-4  mvnresponsity %3 LevelDB-API fi A 51|
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& LevelDB i, A LLFJ%E LevelDB FA#:4F25: LeveldoDAO. LeveldbDAO f¥)
RIS E A0 BT :

package com.niudong.demo.dao;

import java.io.File;
import java.util_Map;

import javax.annotation.

import
import
import
import
import
import
import

import

/**

org.
org.
org.
org.
org.
org.
org.

com.

iq80.
iq80.
iq80.
19q80.
19q80.

leveldb.
leveldb.

leveldb

leveldb.
leveldb.

PostConstruct;

DB;

DBFactory;
-DBlterator;
Options;

impl . 1q80DBFactory;

sif4j _Logger;
sif4j _LoggerFactory;

google.common.base.Strings;

* LeveldbDAO T.H.2%

*

* @author 4%

*

*/

public class LeveldbDAO {
// HEF
private Logger logger

// LevelDB [ DB % %

private DB db;

@PostConstruct

public void init(Q {
try {

DBFactory factory = new 1g80DBFactory();
Options options =
options.createlfMissing(true);
// TiE LevelDB {7f#% H 3%
String path = "_.//leveldb™;
db = factory.open(new File(path), options);

= LoggerFactory.getLogger(LeveldbDAO.class);

new Options();
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db.put(*hello world"”.getBytes(), "tal tech".getBytes());
} catch (Exception e) {
e.printStackTrace();
s
s

1/ FENBHEEE
public void put(String key, String value) {
iT (Strings.isNullOrEmpty(key) || Strings.isNullOrEmpty(value)) {
return;

}
db._put(1g80DBFactory.bytes(key), 1g80DBFactory.bytes(value));

}

/7 REER
public String get(String key) {
if (Strings.isNullOrEmpty(key)) {
return null;

¥
byte[] valueBytes = db.get(1g80DBFactory.bytes(key));

return 1g80DBFactory.asString(valueBytes);
}

/7 MERE
public void delete(String key) {
if (Strings.isNullOrEmpty(key)) {
return;

}

db.delete(1g80DBFactory.bytes(key));
}

/7 EIA NS
public void traverseAllDatas() {
DBlterator iterator = db.iterator();

whille (iterator.hasNext()) {
Map-Entry<byte[], byte[]1> next = iterator.next();
String key = 1g80DBFactory.asString(next.getkey());
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String value = 1g80DBFactory.asString(next.getValue());

logger.info(""traverse all data,levelDb key=" + key + ";value="" +
value);

}
}
}

WA TR, 1228 At 7@ ) LevelDB HE ZEXT AL )5 15 init(). (Ei% 712
t, IRAIEE LevelDB 7% H 3%y leveldb. M. 5. MIRTTIE5 52 get()-
put()Fl delete(). BEAL, EHEAL T LevelDB $idf A P 75 1k 7 /772 traverseAllDatas() -

LIATIRILHT, LevelDB 2 7EMAD B 1 H Sk A i —ANME T B AR % (R
I E N leveldd) B H %, @&l 7-5 Arw.

Jvn

11251141

settings
SIC

target
test-output
«classpath

gitignore

project 7 PR
B 7-5 LAEMRHZ T leveldb U3
izt —IK LevelDB K5 ANEHEN, LevelDB nfe & AR £ 4 log SCA4AI

SSTable SCF (Rl .sst SCF) o SXELSCAR iy 44 B E AN, 29091 52 AT R+ 309 5+
7€ S48, XL 0 44 B2 L IR H e84 MakeFileName ()R A2 il

TIF leveldb SCF3k, R UUE B0 B A R A 7-6 Ffias

=7 3

tAHE e
000003.1og 1,024 KB
CURRENI 1 KB
LOCK 0 KB

MAMIFEST-000002 1,024 KB

K 7-6  leveldb ST b Py 25
WP 7-6 BRI log SCHE CCPES #0446 ST HEAT A 1) st SCFF

Ak, &4 MANIFEST . Current 344F1 LOCK (. He, MANIFEST 344 M
F1E3¢ LevelDB 15 ., B.$5 SSTable A4 FEAE L.
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Current SCH4F SRR 241044 H ) MANIFEST SCfF4 .

<dbname>/log £ R4METHE, WRRZAMBITEEBEHRHE. % log
A5 LevelDB A i) LA 5+.1og JE 221 log SCAHEARTE, T HIAER N—K.

LOCK SCff— N, EF7ER B AT 28l mp e, BENAsBhsesl—4
HAFAE— AN 1 SRR T -

7.5 H Java 3L RocksDB &g

7.5.1 RocksDB 143

RocksDB Tt H 45T Facebook —ANS236 01 H - & 1) e 2 i 5 ds e A, mT DASE
PUAE AR 55 28 i sk N 7E % . RocksDB 3T C++4i'5, mHT1#6k KV (Key
Value) #¥E, SR R/NFIFTR. A RocksDB I8 ¥ i F it 5

RocksDB &l fy 2H 23 A #dls, 5 FH#RE S get(key). put(key). delete(key)#H!
scan(key). key il value /24T, X key 5 value 1 K/NEAT BRI .

EBCE F, RocksDB HUMCE =8RG, wLAAE S A AE=30E (RE4i N, N
7. 1 HDFS) iZ4T. RocksDB S HF&MUE4a5E, H HA A= Ff A
HI&FER T A,

24K, RocksDB FAEMNERL T T, Ml EANRIJEE . RocksDB f&H T
LevelDB FFE I H % 0ARES, PLESKRH Apache HBase 1192 ZLEAR . HIUAACHS R H
7 LevelDB JFUEACHL[) 1.5 fRA. [ANf, RocksDB itfh A T Facebook [H1BAEETTF K
RocksDB 2 Hif 145 T-ACHS Je A8V

RocksDB ‘& J7 it 75 2] RocksDB 1EREFIR G40«

i BTGP b B 8 B8 1 e«
rocksdb:157.6 minutes, 353.6 MB/sec (3.2TB ingested, file size 1.5TB)

2 P41 o 2 A4
rocksdb:159 minutes, 335.7 MB/sec (3.2TB ingested, file size 1.45 TB)
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BENLE :

rocksdb: 15 hours 38 min; 56.295 micros/op, 17K ops/sec, 13.8 MB/sec
BEALEE :

rocksdb: 18 hours, 64.7 micros/op, 15.4K ops/sec

LR RLIES:

rocksdb: 75 minutes, 1.42 micros/read, 713376 reads/sec

DL MEREE /& 2018 A 7 H 3T RocksDB 5.131 AE B

7.5.2 RocksDB g€ H

FETR H th{# ] RocksDB Ff, £ TFEA) POM A4 & RocksDB HOAK i

<dependency>
<groupld>org.rocksdb</groupld>
<artifactld>rocksdbjni</artifactld>
<version>5.14_2</version>
</dependency>

7£ mvnresponsity k344 A 2575 RocksDB NI ({4 A 5.14.2, 41 7-7
Ao

Home » org.rocksdb » rocksdbjni

RocksDB JNI

RocksDB fat jar that contains .so files for linux32 and linuxed, jnilie files for Mac OSX, and a .dil
for Windows x64.

License | Apache 2.0 | GPL 2.0
Tags
Used By 65 artifacts

Central (4%)

Version Repository Usages Date
5.14.x 5.14.2 | cantral | 3 Jul, 2018
5.13.4 | central | 5 Jun, 2018
5.13.3 = 0 Jun, 2018
5.13.x
5.13.2 | central | 0 May, 2018
5.13.1 Central 4 May, 2018

K] 7-7  mvnresponsity M3 RocksDB JNI iz 4%
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{# ] RocksDB i, A LLFJ%E RocksDB [ #:{F25: RocksdbDAO. RocksdbDAO

HARRS BETH R s -

package com.niudong.demo.dao;
import javax.annotation.Resource;

import org.rocksdb.RocksDB;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.stereotype.Component;

import com.google.common.base.Strings;

/**
* RocksdbDAO T.H%

*

* @author 4%
*/
@Component
public class RocksdbDAO {
// HEIER
private Logger logger = LoggerFactory.getLogger(RocksdbDAO.class);

@Resource
private RocksDB rocksDB;

private static final String CHARSET = "utf-8";

1/ ENEEBCE
public void put(String key, String value) {
if (Strings.isNullOrEmpty(key) || Strings.isNullOrEmpty(value)) {
return;
}

try {
rocksDB.put(key.getBytes(CHARSET), value.getBytes(CHARSET));

} catch (Exception e) {
e.printStackTrace();
}
}
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/7 FHEE
public String get(String key) {
if (Strings.isNullOrEmpty(key)) {
return null;

}

try {
byte[] bytes = rocksDB.get(key.getBytes(CHARSET));
it (bytes = null) {
return new String(bytes);

}
} catch (Exception e) {

e.printStackTrace();
}

return null;

}

/7 MBREE
public void delete(String key) {
if (Strings.isNullOrEmpty(key)) {
return;

}

try {
rocksDB.delete(rocksDB.get(key.getBytes(CHARSET)));

} catch (Exception e) {
e.printStackTrace();

}
}

b5
1 iR RocksdbDAO ARG AR, %It 1A I RocksdbDAO . 5.
TR 5 20 2 get(). put()FH delete().

RocksDB i RocksdbDAO #Jaafbist, 2ZEMR H 3¢ A4 Ak rocksdb SCfF32,
N EE 7-8 AR



=1

(] 000004.sst
] 000010.s5t

[ ] 000019.sst

=] 000024.log

|| CURRENT

[ ] IDENTITY

[ LocK

110G

[ LOG.old.1531556535543549
[ LOG.old.1531556626452488
[ LOG.old.1531557417643336
[ LOG.old.1531557580377974
[ LOG.old.1531559131131110
(] LOG.old.1531559487187661
(] LOG.old.1531559705296315
] MANIFEST-000023

[ OPTIONS-000023

[ OPTIONS-000026

7-8

& eEs

2018/7/1416:22
2018/7/1416:36
2018/7/14 17:11
2018/7/14 1715
2018/7/14 1715
2018/7/3 20:40
2018/7/1417:15
2018/7/1417:15
2018/7/3 20:40
2018/7/1416:22
2018/7/1416:23
2018/7/1416:36
2018/7/1416:39
2018/7/1417.05
2018/7/1417:11
2018/7/1417:15
2018/7/1417:11
2018/7/1417:15

rocksdb LA TR
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Microsoft ZFIREH
Microsoft ZFIREH
Microsoft ZFIREH
AR

Bt

Bt

prais

prets

153155653554354...
153155662645248...
153155741764333...
153155758037797...
153155913113111...
153155948718766...
153155970529631...

prats
prats
prats

P

el 7-8 Frai, rocksdo SCAFRHAT 2RISR S o sst SCAF A 12 R AALAE

Kol PR S . CURRENT SCHRA7A 2 24 1 ORI MANIFEST SCfF: MANIFEST
SAFAFAE P2 Version B, T Version &2 AW AR{L ). LOG U1 /& RocksDB [ write
ahead log, 7E#(#E5 N\ RocksDB ZRiE N, 5 AL HEH. LOCK HJLL
FTFF rocksdb %, [H]— ] A g — N E3EFE$T FF RocksDB, X5 LevelDB Hif#) LOCK
SCAFAE AR

7.6 H Java LI CouchDB Z4ig

7.6.1 CouchDB 143

CouchDB & — T NoSQL Hidfls e, Ly THem & M, &5 kAT 2005
4, 2008 4E[ N Apache 242 IFFIEIH , & H Apache JFk, SEAFE Web.

CouchDB EATH 71 3C A4 ¥ NoSQL #i#is ik R 450, 1EIX— iS5 MongoDB A 4
24k, 7F CouchDB H1, Fif SCR%IR (Field) #2 LLVBE G T ARG HT . 3K (Field)
A PR — MR R R, AT UR E B R EE MAP.
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CouchDB #:-TF M F K IMiES Erlang s£8l, FIH JSON g5t RA7-aEESE, DL
JavaScript fE A WIEF, & 0] LME A MapReduce 1 HTTP 14 API.

245 CouchDB B J7 M ukifff#iid, CouchDB HA LA N4

o D THEZA RS A S 2 (B 34T 2 PR SR A

o PR HLR 5 RIS 2 A .

o JRMLT REST KUSMHISCAYHEAN . TR M RFIMIBREE .

e LT JSON Myseiite s (FH 5 TAEAFNE 5 2 M) .

o NFHPEBMIESRM T Z2NE GEERITHREES).

e AL changes ST 1 EdE 5.

NT AR B CouchDB, 1 LU iy 217 83 — MR A Futon 1] Web Fi1H R
&P CouchDB. Futon o] F T-HUTE ERAESS, filtn, GIEAHEAE CouchDB % #E FE |
SRS A

5 LevelDB. RocksDB iXZKWE . 3 EdEFE AR, CouchDB 75 4% %%
AReM A, A4 CouchDB f#)ffiH, CouchDB [1)%¢3E N 25 ML % C.

HHl, #A1E CouchDB Itf, A ZA T HKPER {4 Java iff & A\ 01ik+%, U0 Ektorp.
JRelax. CouchDB4J. DroidCouch. JCouchDB %%,

AATEAMEF ICouchDB 5 CouchDB #i#5 FEAZ H.. JCouchDB & —/M&id R 4F
WA H 5 TR Java B2, "&6E H 3K Java X RF54E. FFI1L#E CouchDB
Hdis i . F§JE JCouchDB 241ty API Al CouchDB [ &) API B AHAL, e %5 5
EF,

7.6.2 CouchDB g4

FEIR H d % F CouchDB I}, 7E T POM X fid & CouchDB MK # AN T -

<dependency>
<groupld>com.google.code. jcouchdb</groupld>
<artifactld>jcouchdb</artifactld>
<version>1.0.1-1</version>

</dependency>
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7£ mvnresponsity /5 41 A] #4575 JCouchDB K& A A 1.0.1-1, a1l 7-9 Fizr.
Home » com.google.code. jcouchdb » jeouchdb

[ JCouchDB

Javas couchdb driver

License m
Categories
Used By 7 artifacts
[ Central (8)
Version Repository Usages Date
1.0x  1.0.1-1 | Cantral | 2 Sep, 2010
0.41.x 0.11.0-1 | Central | 2 Apr, 2010
0.10.0-3 | Centrai| 1 Oct, 2009
0.10.x 0.10.0-2 | Central | 0 Oct, 2002
0.10.0-1 | Cantral| 0 Oct, 2009

Kl 7-9  mvnresponsity 3t JCouchDB kit A
A LA F JCouchDB KA 8 A .

iR 5] H JCouchDB 28 15 Fe & i T Spring HEZE )7 K, 7E Spring Boot K #4
14K, BARXFE A CouchDB 177 KWK, T 1H>RE 2T Spring Boot HEZE T
CouchDB f&j 5. i 2% (1) 4 F 77 20

SINH A BC B0 T -

<dependency>
<groupld>org.springframework.data</groupld>
<artifactld>spring-data-couchbase</artifactld>
<version>3.0.9.RELEASE</version>
</dependency>
7E# ] CouchDB i 5 5¢ % CouchDB Ft# . CouchDB 5 fik AL & I E R 3 B
FHBEMBLRMNEN, EFRE N IPS HEHNLMIE, HTH T
GETBOOtStRAPHOST (). 1X L6t B A0 A H T 15 30 SR 4, BE 5 % biks 20
P R FFORIF R SR WU T .


http://code.google.com/p/jcouchdb/
http://code.google.com/p/jcouchdb/
http://code.google.com/p/jcouchdb/

198 | XYuEEERIT Java SEEL

CouchDB i & 1% CouchdbConfig &l R s

package com.niudong.demo.dao;

import java.util_Arrays;
import java.util_List;

import org.springframework.context.annotation.Configuration;

import org.springframework.data.couchbase.config.
AbstractCouchbaseConfiguration;

import org.springframework.data.couchbase.repository.
config.-EnableCouchbaseRepositories;

/**
* CouchDB [J Config &

*

* @author &

*

*/

@Configuration

@EnableCouchbaseRepositories

public class CouchdbConfig extends AbstractCouchbaseConfiguration {

/7R RS B RARRERIERE, %) sl R BT T SO R R AR MU BT
@Override
protected List<String> getBootstrapHosts() {

return Arrays.asList("'hostl™, 'host2'™);

}

/7 T F AR 2R

@0verride

protected String getBucketName() {
return "default';

}
// BB FHE A

@Override
protected String getBucketPassword() {

return :

}
}
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TS24 CouchDB [ A48 1. 5 MongoDB KMBL, 1 Ja XM G A7 fifi I S Ak,
ARRS BT U0 R R -

package com.niudong.demo.dao.entity;
import org.springframework.data.couchbase.core._mapping.Document;

import com.couchbase.client.java.repository.annotation.Field;
import com.couchbase.client.java.repository.annotation.ld;

@Document

public class UserCouchdb {
@id
private String id;

/7
@Field
private String lastname;

/7 YER:1 R, 05
@Field
private int sex;

1/
@Field
private int age;

public int getAge() {
return age;

}

public void setAge(int age) {
this.age = age;

}

public int getSex() {
return sex;

}

public void setSex(int sex) {
this.sex = sex;
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}

public String getLastname() {
return lastname;

}

public void setLastname(String lastname) {
this.lastname = lastname;

}

public String getld() {
return id;

}

public void setld(String id) {
this.id = id;
¥
}

B Ji 4 3 5% B[] JPA 2% UserCouchdbRepository, ARRSA1F:

package com.niudong.demo.dao;
import java.util_List;

import org.springframework.data.couchbase.core.query.Dimensional ;
import org.springframework.data.couchbase.core.query.View;

import org.springframework.data.geo.Box;

import org.springframework.data.repository.CrudRepository;

import com.niudong.demo.dao.entity.UserCouchdb;

public interface UserCouchdbRepository extends
CrudRepository<UserCouchdb, String> {
List<UserCouchdb> findByLastnameAndAgeBetween(String lastName, int
minAge, Int maxAge);

@View(designDocument = "user™, viewName = "byName')
List<UserCouchdb> findByLastname(String lastName);

@Dimensional (designDocument = "userGeo', spatialViewName =
"byLocation™™)
List<UserCouchdb> findByLocationWithin(Box cityBoundingBox);
}
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7.7 NG

AREAHT LML Ripple My PUKY . HBEIKABIAAAE BT SO B 8as, B
J& H Java SEEE T SO AR . SQLite 7744 LevelDB 774i%. RocksDB f74# il CouchDB
171k

A FHEFF 1 {8 SQLite + LevelDB/RocksDB [ 174t 77 %5 -
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BREEE RGP AR BB A ? IXIE AL -8R, ZEAA R R SE .

VRARIB R B 1 T B Token FIFEMA 1L A A FEM 4K, (HIECH N HL 2 H
FLSEI N 5 5K o

R, BT AT ATTEN, BRBBEMAAA R “ AR,
FEAEHRAE R B A — AT, A ERIAR AR, Uik & B SR T DU oA ) B b il
Jrae BEAN T A 2R, XA A gy KA 2, tetlios SR GREZEIK
A ARAZIX I AT 2 IR ST ) o

ARRALGTR A, R X REEIEF (i T B Token BUBIHER, Sahik &
BOH B SRBEANE T AN IS I MR & A 2, IE TR iR R A IHEMN .

ARASASTF U B v v RIS A AR REAT A, AR AN X Ik B R R L 2T T
BOMEATRHE, AUNEORZ 1 IR B 8 P (1 T m] LB ARSI

A TR JE A 48 EeRy AN LUK R ¥cit,  BJa /e Java Riibe B B 1 T
AR SEHL

8.1 LEiFmeEyMmigit

HRFE EL Rk T3 1 25 o ASHE (948 3C Biitcoin: A Peer-to-Peer Electronic Cash System #J LA
RRiE, LR TR LS B R AR

FELCRF M X PLEE T, S0 X3 — 58 Z AT R R AL AL 2], A8 S 2
A M HZIX I ALE R (0D AR IR . HSEIX o LR T RN
A NERH G0 S SRR HORE T 48 I — Pl . 3 2 Ry AR I8 HR R AEAL
U RAT I B RIIEOL T, AR —Fhol d 7 1% M R AT B IE AU — R 7. 244R,
XANZH (3 FE 75 2L FE CPU HIR (BN E 7, X AL S &0 I R A — & AR A,
BI¥2 15 0 7 Je it — 2 R RUAS

FELCRE T RG T, WHZH NHTBURD AR 32 H X225, 55 4 — A6
(SRR AL LU T RGP A8 % %% (Transaction Fees). ISR H2E58 5 ()% A8 /N T 5
MNE, IAPANBUE R ZE BRI A5 % %585 T Bl Im 208 X P42 i s


https://bitcoin.org/bitcoin.pdf
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fEtbRsm RS, HNEA e HENE T (M a2 ARE,
L RT LI R 4 S8 A MREE A By ORSEAY, PRI IR b PR T R ST RE S G
TIETEAK .

BEAk, B T B0 & G AT B T S s ORISR SR AT o R — A T A
Bt & RE S R 5 LU A IS O SRIGEE 2 1 CPU 5T, At m l — A
WP BRI AR AR R 5t M, RIERRR M, B2 TR T
ST Iy o Heset e B, SR MEMAT R sk TAR R A AW K. KDy sy
PUARr T R SEH LA b REAE AT 2 (LT 00 CRILERF D, AR BRI R
G B 5 W E 52k

LR T ARG, bR mEERN 2100 /34 BASELE: M) X He—=a1 i
X B, A FA&AREARTE 2009 45 1 H 3 H 18:15:05, At XHA4 52 0. MA
MBI B, A X B Ry, 7 OB 82200 R 4848 7= £ 1 50 4 Ee
REIT.

LR T RS ZE i BEARE MR IEE I TR] 2012 4 11 H 28 H 15:24:38 P24 14 5
5 210000 NMXERIFE, FA KBS, F BRI RGO~ 25 N
REMe IXJ2 LR M R G b ORI 3 — OB . NIX— B BOF R, e m R
A 210000 ANIXHL,  EORE BRSO . ELBIAE 33 MR, B
N0 A

T LR M RS E K2R 10 084 — X8, R, 23 210000
AN X HFEE 210000 4 10 704d, raiER 4 4E.

N T RFFEX A2 B, LR RS20 M. R RGEH 2
HMEFE I JEFRE . ARIEAT 2016 NHUZ ARSI E], RS 2016 NHELISERERE, ik
FZHIX 2016 NI 14 Ko BRI 6 A 10 70403 L 24 /N L 14
R=2016. FrLAtRefs) 18 10 oA m— A X E. M4, BT HAri-Hae 3
FHRPL, HEsEPr BisH 2016 AN AT 14 K

P2 H ARSI et AT H 25K 5 R TE DAL 2R a0 A%

AR T RESERIR RGO BT RS, BUURISSFERAAE, R
ARG NN ERIH A 5%%] (Combining and Splitting Value).



$8E EEH®PHMIRIT | 205

BARRATAT UL 1 ANEedrmse 1 AN i i 7 T e M ae &) b 3, (H 2
St T — M EO A Tl B E — O B AR BB — MR SR B A SRR
he NTHEMES THEE DS, ZTHWE AN Z MmN — &
ME, &R ERKTIRAS SRR 5N, 8038 B3N E B NMRT IR
LGS EM R AT RN, HERME R REWA: —MHT A, BT
(R FBERTE.

Py AR EALH D IR 2, MM b & E s &3 7 H PR ESL
TR GHI, HRs m & P s G — N B i bugs bt FFEEBUR IS X AN L,
TXAN M6 87 ) LA T U 28 5 RS R P

T RS, R T B E AR, D SR AR AR AT AT I, 76
(5% T &80 5 B A S 0 & AE 54— FE .

I T BRA T3 3 A SR SR AR LLRE T MBI A 5 B R B CR B REAE 55 %
W LA 2D

RS T RGP A FEE T ARG B #%I0k 10 Mgy,
I, FHP A B RS E 5 ANt bk, 5 AN ECAE Tk 4 Sk H
R E R 8-1 Fis.

®81 AP AXZMEFHREhMtFmibit RS

Ee4Fhitit RS bttt LeHFm#i=
1 1Qwe123rty456UI0P7890AS12DF34gH56 1
2 2Qwe123rty456U10P7890AS12DF34gH56 2
3 3Qwe123rty456UI0P7890AS12DF34gH56 3
4 4Qwe123rty456UI0P7890AS12DF34gH56 4
5 5Qwe123rty456U10P7890AS12DF34gH56 5

BEiy, HI A AT RLIE RS 5 58 1. 24 3. 4 WIHURR Db 45 7 B, IX 4
AN e XS SR P RS AR MM 52 10, BREEAT ™ B it oean. 5 i,
R A FITRL ™ B R R o 1) Ry T ik S K 73 J9l sk 8-2 Ak 8-3 far


http://www.lianmenhu.com/baike/
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#*8-2 RF BXHZEHHEFMEhINEH Mt R E

tb4Fmitit RS b4 it LbFm#i=E
1 1Qwe123rty456U10P7890AS12DF34gH56 1
2 2Qwe123rty456UIOP7890AS12DF34gH56 2
3 3Qwe123rty456UIOP7890AS12DF34gH56 3
4 4Qwel23rty456UIOP7890AS12DF34gH56 4

*83 AP AXZEMLFHRE MRt RS

EeaFmitbit RS stk tesmEE
5 5Qwel123rty456U10P7890AS12DF34gH56 5

AL P AR B #4010 ANEgF M, i 5.5 4, WA A T RLESE
g5 N 1. 2 3 LLRr Mt P B. HT28 1. 2. 3 I bR Motk ) B2 1)
P mE N 6, M 75 &% 5.5 MR, KU R R S H A — A
Rt TSP AT 05 ANES M. K5 WIE, HP A FHS B FIFT
B ) LR T I B B 4y i N 5% 8-4 RIS 8-5 TR .

*8-4 MPBRBAEMLHFHEREPIIELLSTi R LS

tb4Fmhitit RS Ee 4 ik LLFFm#E=E
1 1Qwe123rty456U10P7890AS12DF34gH56 1
2 2Qwe123rty456UIOP7890AS12DF34gH56 2
3 3Qwe123rty456UIOP7890AS12DF34gH56 25

*85 RFAXGEHEMEEhHtLEhHitbit ke

tb4Fmitit RS Ee 4t tLbfrhE
4 4Qwe123rty456U10P7890AS12DF34gH56 4
5 5Qwe123rty456U10P7890AS12DF34gH56 5
6 6Qwe123rty456UIOP7890AS12DF34gH56 05

8.2 RUAKMBVAUmLE]

RIE LK B & A Next-Generation Smart Contract and Decentralized
Application Platform, FATAT LAIRE LK Y BISUBIALH] B it R .
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PURD M5 WE BT MEI LR T, DUR M 17 E A, 5 Fhey 58
LR EI AL, HEERE, 34T M S R EENS . 7L
KYiZG5rh, R B Gtk nl B = AL A48, S [R) ALY 42 BR AR Al 5 B 4
HARR

1:

10%: e

10%: e

10" BALK

AR M RETE A, A RMR T2 DRV R A
SLEAIZHPRER, “BIR” BMIEEERE 5, “IFfe” HRETHMEL 5, “h= " A
“HE7 HSREET R T SR A SRR 18 .

PR MM RATREACY: I Rk g2, LUK M BLARLLRF T 1337~2000 LUK
iR, — A BN LR A% 52 F HOUIE R SR L) C 28 E Hofth—
BESRD A BT & LRI AT I S S BRI, A S O LA

B 58 4 FIR SO T R 3 ANk 788 1O AN B, DU i 2 B A5 R ST 0
H.

A, LUK R T T 2 4 0.099x (x NRESE) M. Hrp—4 0.099x
FH T2 Be 25 LR o i 98 sl Ho A A s PRl 08 B Th 2 00 2 50 R I oIk s, B ah—
A~ 0.099x ¥ 43 e 45 K AR 7R T H .

H ALK R4 LR EHRH 0.26x (x AREEE) W TI5H.
SR mERRATARBZ, DORMIEG EREA SEREIR. RikOR TR
HaENx, HRITEENN
X=x+0.099x + 0.099x
LUK R G412 ] 72 B 1) Bk 2800 T2 R, T ELe 1T R 4
BEAR 7 AE LAY R gt b B & i TR R, IR 7 T 5 TACR R T A
PRI T BT .
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H TR AR AT 2 [ e B i T, BRIk BAOKYS & G 1 5% 1 0 B8 T a4
90, MERE XL REA ) OR R IREBCRREA DL T A0 o

8.3 Java hREXEBHEHVMIRITSEIN

8.3.1 EIBF&A&MAELE

AAirh, FEMEGAREFE PO ATRE ., "EAK MR RS . ZXEHOE
DU R B S B 6 S, ST S S B LEE 9 =, AR
S GRT T B AR SRR 3 o

FATAT LI — KM R BCESR, ERT, ATLAEE MARIT SE. AR
B RO B KSR, B NAS 5 SR A, IR PR
SET FOREIGN_KEY_CHECKS=0;

DROP TABLE IF EXISTS "tb_coin_config";

CREATE TABLE "tb_coin_config® (

"id" int(11) NOT NULL AUTO_INCREMENT,

"biz_type" varchar(255) NOT NULL COMMENT "Mk452#i=,

"coin_total® int(11) NOT NULL COMMENT "mMfj&&",

"coin_reserved” int(11) NOT NULL COMMENT “#HLHTiE Mm%,

"coin_per_deal™ double NOT NULL COMMENT =432£%7 5 &/ N Mo A4,

"coin_block create® double NOT NULL COMMENT

AR R T T,

"create_time" datetime NOT NULL COMMENT =g & Hfa =,

"update_time" timestamp NOT NULL DEFAULT CURRENT TIMESTAMP ON UPDATE
CURRENT_TIMESTAMP COMMENT = #iII4& i al = ,

PRIMARY KEY ("id")

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4;

w ERR, MR B MR E XL 4N th_coin_config, & Bk LT

id FEFRRKHA id, biz_type FEFRRISZEA, coin_total FERRN MK
175, coin_reserved F-BUR NI I HLAL TR M %=, coin_per_deal B3R
AT Sl /NI TSR 42851, coin_block_create “E B R AR Bl — AN X B 22 i T 3R
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create_time B3R AR R IBCE R 5], update_time B3R MR & FUU 142
SO ]

AT Spring Boot #4% ()% th_coin_config XM f) Java SEARZSHN R

package com.niudong.demo.dao.entity;
import java.util_Date;

import javax.persistence.Entity;

import javax.persistence.GeneratedValue;
import javax.persistence.GenerationType;
import javax.persistence.ld;

import javax.persistence.Table;

/**

* I R S E AR

* @author niudong

*/

@Entity

@Table(name = "tb_coin_config"™)

public class CoinConfigEntity {
// B HEE 1D
@id
@GeneratedValue(strategy = GenerationType.IDENTITY)
private Long id;

77 M55 RA

private String bizType;

// MR

private int coinTotal;

7/ HURTRER A=

private int coinReserved;
/7 TR Gydn NI T SAT <A
private double coinPerDeal;
/7 R A X BRI 2R TR
private double coinBlockCreate;
/7 BRDAE N E A A g ]
private Date createTime;

/7 AR A T R [

private Date updateTime;
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public Date getCreateTime() {
return createTime;

}

public void setCreateTime(Date createTime) {
this.createTime = createTime;

}

public Date getUpdateTime() {
return updateTime;

}

public void setUpdateTime(Date updateTime) {
this.updateTime = updateTime;

}

public double getCoinBlockCreate() {
return coinBlockCreate;

}

public void setCoinBlockCreate(double coinBlockCreate) {
this.coinBlockCreate = coinBlockCreate;

}

public double getCoinPerDeal() {
return coinPerDeal ;

}

public void setCoinPerDeal (double coinPerDeal) {
this.coinPerDeal = coinPerDeal;

}

public int getCoinReserved() {
return coinReserved;

}

public void setCoinReserved(int coinReserved) {
this.coinReserved = coinReserved;

}

public int getCoinTotal() {



E8E HBHPHDHRI

return coinTotal;

}

public void setCoinTotal(int coinTotal) {
this.coinTotal = coinTotal;

}

public String getBizType() {
return bizType;

}

public void setBizType(String bizType) {
this.bizType = bizType;
s

public Long getld() {
return id;

}

public void setld(Long id) {
this.id = id;
¥
}

%1 Spring Boot JPA 1 ¥] DAO ZARE 41T -

package com.niudong.demo.dao;

import org.springframework.stereotype.Repository;
import org.springframework.data. jpa-repository.JpaRepository;

import com.niudong.demo.dao.entity.CoinConfigEntity;

/**
* HRHE PN SURNIEE B 25T B A DAO 2

*

* @author 4%

*

*/

@Repository

public interface 1CoinConfigDAO extends
JpaRepository<CoinConfigEntity, Long> {

211
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public CoinConfigEntity findByBizType(String bizType);

}

8.3.2 Java LIz 5

8.3.1 WIAEN T MEEMAER, S 7 ERXN MK SLIARIEM DAO JZ
.

FEXHA R, R R B R G AR RL TS 5, R GRS e, JF
FEHUIE AT BC B AR RO T

FERRRREE T, BROVE XHA MRSEss, M Iae 5 o2 E B Rl . M
MR Gl fe b, Rl R 3E N A BE 3, A DB A e 2 S0t I B A 53 2 b 5 1
HeE ARl R AT LT AL 5 Bl T -

N T EFIBE T AR RAMBRREA SR MR SERE, EATHED
o) S I T R BLE BRI AN A H 15 B

R R R B AR R A A id (52 B stk Ao R R A
G MRRI RIS, PRk, FRATEE LA S B R AR AT TR
SET FOREIGN_KEY_CHECKS=0;

DROP TABLE IF EXISTS "tb_user_wallet";

CREATE TABLE "tb_user_wallet" (

"id" int(11) NOT NULL AUTO_INCREMENT,

"user_id" int(11) NOT NULL COMMENT <“EXER95/& IDT,

"coin_address" varchar(255) NOT NULL COMMENT " fiiht",

"coin_balance” double NOT NULL COMMENT = mihdil-x M B 4%,

"create_time" datetime NOT NULL COMMENT "%z 56t [a]l",

"update_time™ timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP ON UPDATE
CURRENT_TIMESTAMP COMMENT "%z 5 S it [a] = ,

PRIMARY KEY (id>)

) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4;

Horp, BRUAT SRS B RAZFRN th_user_wallet, FE BT :
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id FBERRR M A T B, user_id FBERREKE T AL ID, coin_address T EER
ik, coin_balance B3R M HbbE XN [ 240, create_time FELR IR 5 Gk
i), update_time F=BaR7n 32 5 BB A (1] o

HT Spring Boot JPA 37 th_user_wallet &40 3 () S KRG 41 T s :

package com.niudong.demo.dao.entity;
import java.util_Date;

import javax.persistence.Entity;

import javax.persistence.GeneratedValue;
import javax.persistence.GenerationType;
import javax.persistence.ld;

import javax.persistence.Table;

/**
* BRI R PR, BT s R b A AR
* @author niudong
*/
@Entity
@Table(name = "tb_coin_deal™)
public class UserWalletEntity {
// B HEE 1D
@id
@GeneratedValue(strategy = GenerationType.IDENTITY)
private Long id;
// A7 1D
private int userld;
// Tk
private String coinAddress;
/7 THLHEST R A
private double coinBalance;
// 3L 5 G [E
private Date createTime;
/7 35 (A
private Date updateTime;

public Date getUpdateTime() {
return updateTime;
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}

public void setUpdateTime(Date updateTime) {
this.updateTime = updateTime;

}

public Date getCreateTime() {
return createTime;

}

public void setCreateTime(Date createTime) {
this.createTime = createTime;

}

public double getCoinBalance() {
return coinBalance;

}

public void setCoinBalance(double coinBalance) {
this.coinBalance = coinBalance;

}

public String getCoinAddress() {
return coinAddress;

}

public void setCoinAddress(String coinAddress) {
this.coinAddress = coinAddress;

}

public int getUserld() {
return userld;

}

public void setUserld(int userld) {
this.userld = userld;

}

public Long getld() {
return id;

}
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public void setld(Long id) {
this.id = id;
}
}

J:F Spring Boot JPA #37. th_user_wallet X} 5 () DAO EALHL U1 T

package com.niudong.demo.dao;

import org.springframework.data. jpa.repository.JpaRepository;
import org.springframework.stereotype.Repository;

import com.niudong.demo.dao.entity.UserWalletEntity;

/**
* IR TP R AR XS L Y] DAO =

*

* @author 4%

*

*/

@Repository

public interface lIUserWalletDAO extends
JpaRepository<UserWalletEntity, Long> {

}

HRHA N A 55 R E D EWE G710 1D 7B 55 Kk Tr i mstht 2 4k
W G AL RARA A I IR 5 5 B PR, BRATEEST I A TR RS
Gy WIAHRAN T -

SET FOREIGN_KEY_CHECKS=0;

DROP TABLE IF EXISTS "tb_coin_deal™;

CREATE TABLE "tb_coin_deal™ (
"1d"™ Int(11) NOT NULL AUTO_INCREMENT,
“from_user_id" int(11) NOT NULL COMMENT *3Z% k25" ID",
"from_address'™ varchar(255) NOT NULL COMMENT "%Z % &gy il ",
"coin_balance" double NOT NULL COMMENT "%Z 5 ik /" 441",
"to user_id" int(11) DEFAULT NULL COMMENT *%£5 U5 1ID™,
"to_address" varchar(255) NOT NULL COMMENT %2 53 /y Hudik =,
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"coin_balance_dealed" double NOT NULL COMMENT "% % )&k &%i",
"create_time" timestamp NOT NULL DEFAULT CURRENT_ TIMESTAMP ON UPDATE
CURRENT_TIMESTAMP COMMENT "7Z 5 G&Emt|a) =,
PRIMARY KEY (Cid>)
) ENGINE=InnoDB DEFAULT CHARSET=utf8mb4;

Wb Frs, FRATEE SR B N T RS 5 IR 2 AR A th_coin_deal, %332
FEORE IR

id FERRNFE N B ID, from_user_id FEFE R 5 KEITH P ID, from_address
FRFRA G Rk, coin_balance FEFR RN S HIIK A A, to_user_id T
TR T 1D, to_address FEIRINAE Z B kb, coin_balance_dealed Bt
RRZ GG A%, create_time FBCR R3S Al B 1]

% Spring Boot JPA #2137 th_coin_deal XN it SEARZRARIL 4 R

package com.niudong.demo.dao.entity;
import java.util_Date;

import javax.persistence.Entity;

import javax.persistence.GeneratedValue;
import javax.persistence.GenerationType;
import javax.persistence.ld;

import javax.persistence.Table;

/**

* PRU A MAE 5 R, FHTdskaE g sk
* @author niudong

*/

@Entity

@Table(name = "tb_coin_deal')
public class CoinDealEntity {

7/ HHEE 1D

@id

@GeneratedValue(strategy = GenerationType.IDENTITY)
private Long id;

/7 Lo RAETTH 1D

private int fromUserld;
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1/ 5 R AT

private String fromAddress;
/7 Z G AR

private double coinBalance;
// Z5EWTT 1D

private int toUserld;

/7 Lo O ik

private String toAddress;
1/ 5K AR

private double coinBalanceDealed;
// 35BN [E]

private Date createTime;

public Date getCreateTime() {
return createTime;

}

public void setCreateTime(Date createTime) {
this.createTime = createTime;

}

public double getCoinBalanceDealed() {
return coinBalanceDealed;

}

public void setCoinBalanceDealed(double coinBalanceDealed) {
this.coinBalanceDealed = coinBalanceDealed;

}

public String getToAddress() {
return toAddress;

}

public void setToAddress(String toAddress) {
this.toAddress = toAddress;

}

public int getToUserld() {
return toUserld;

}

public void setToUserld(int toUserld) {

217
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this.toUserld = toUserld;
b

public double getCoinBalance() {
return coinBalance;

}

public void setCoinBalance(double coinBalance) {
this.coinBalance = coinBalance;

}

public String getFromAddress() {
return fromAddress;

}

public void setFromAddress(String fromAddress) {
this.fromAddress = fromAddress;

}

public int getFromUserld() {
return fromUserld;

}

public void setFromUserld(int fromUserld) {
this.fromUserld = fromUserld;

}

public Long getld() {
return id;

}

public void setld(Long id) {
this.id = id;
¥
he

F#F Spring Boot JPA Z 17 th_coin_deal X3 (K] DAO 2SI

package com.niudong.demo.dao;

import org.springframework.data. jpa.repository.JpaRepository;
import org.springframework.stereotype.Repository;
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import com.niudong.-demo.dao.entity.CoinDealEntity;

/**
* BRI T RIAE 5 4R N[ DAO J&

*

* @author 4%

*

*/

@Repository

public interface ICoinDealDAO extends JpaRepository<CoinDealEntity,
Long> {

}

FEDXCERBES, MAE S RE DR ) A4, DRl L BRATT 7 B AE X RSz AR SR 8 i o
Lo AHRIA R . FATATLAESS 6 ZHRPI Java hix X BB TR SEAL E 88N m 5 &)
TR R o ZZ G TN R HFERGLZHNTT IDFEE L5 AN
T (DD S BT R R A R XA S5 2 S5 Rk Ts B SEAT s B 4%
T T A5 2 75 5 113 B AT0T E PR AR 0

R FRATTHEE T Coininfo A1 Deallnfo 73 51 75 T1E BAIAE 5 SEAR ST R o
i1 2% Coinlnfo ARSI R

package com.niudong.demo.blockchain;

/**
* R T SEARAE B

*

* @author F%

*/

public class Coinlnfo {
// Mk
private String address;
/7 Ttk X R AR A
private double balance;

public String getAddress() {
return address;

}
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public void setAddress(String address) {
this.address = address;

}

public double getBalance() {
return balance;

}

public void setBalance(double balance) {
this.balance = balance;

}
}

% 5S4k 2 DealInfo ARG TN T -

package com.niudong.demo.blockchain;
import java.util_List;

/**
* RN T S B

*

* @author 4%
*/
public class Deallnfo {
1/ o REN
private int fromUserld;
1/ Z5RENETEHKK Coinlnfo 413
private List<Coinlnfo> fromCoinList;
17 Z5WGRN
private int toUserld;
/7 5 %A
private double dealCost;
/7 FTERRIX B 2

private double blockCost;

public double getBlockCost() {
return blockCost;

}

public void setBlockCost(double blockCost)
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this.blockCost = blockCost;
b

public double getDealCost() {
return dealCost;

}

public void setDealCost(double dealCost) {
this.dealCost = dealCost;

}

public int getToUserld() {
return toUserld;

}

public void setToUserld(int toUserld) {
this.toUserld = toUserld;

}

public List<Coinlnfo> getFromCoinList() {
return fromCoinList;

}

public void setFromCoinList(List<Coinlnfo> fromCoinList) {

this.fromCoinList = fromCoinList;

}

public int getFromUserld() {
return fromUserld;

}

public void setFromUserld(int fromUserld) {
this.fromUserld = fromUserld;

}
}

221

FATT LI Dealinfo X410 JSON #i#ife N5 6 #=HE & Contentinfo T

jsonContent 1, FH T-7E & Bk BT s A& 4658 2 Hdls

M55 5 kAR, I CoinService 253211, CoinService fCHS W1 R i

package com.niudong.demo.service;



222

| XRERERIT Java S

import

/**

* IR ERBE T 22 5 R 552K

*

com.niudong.demo.blockchain.DealInfo;

* @author 44

*
*/
public

interface CoinService {

public void deal(Deallnfo deallnfo, int allianceNodelD);

}

CoinService fS2H12& CoinServicelmpl {422 LACHS IR fT R -

package com.niudong.demo.service.impl;

import
import

import
import
import
import

import
import
import
import

import
import
import
import

import

/**

jJava.util_Date;
jJava.util_List;

org-slf4j .Logger;

org.slf4j.LoggerFactory;
org.springframework.beans.factory.annotation.Autowired;
org.springframework.stereotype.Service;

com.google.common.collect.Ordering;

com.niudong.demo.blockchain.Coinlnfo;
com.niudong.demo.blockchain.Deal Info;
com_.niudong.demo.service.CoinService;

cn._hutool .crypto.digest.DigestUtil;

com.niudong.-demo.dao. 1CoinDealDAO;
com.niudong.demo.dao. lUserWal 1etDAO;
com.niudong.demo.dao.entity.CoinDealEntity;
com.niudong.demo.dao.entity.UserWalletEntity;

* IR BRBE T 52 2 AR 55 R SE B

*

* @author F%

*

*/
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@Service
public class CoinServicelmpl implements CoinService {
protected static Logger logger =
LoggerFactory.getLogger(CoinServicelmpl.class);

@Autowired

private IUserWalletDAO userWalletDAO;
@Autowired

private 1CoinDealDAO coinDealDAO;

/7 7 R RIX R G 2l T A
private static final int CREATE_BLOCK COST = 100;

// HRIX SR EAE B g g, Hd deal Info 222 %52, allianceNodelD B m
/7 5R
public void deal(Deallnfo deallnfo, int allianceNodelD) {

//allianceNode 1D 7 2 5
if(allianceNodelD <= 0) {
return;

/7 TR
if (deallnfo == null) {
return;

}

// dealInfo H &R
boolean isCheckedPass = checkDeal Info(deal Info);
1/ FEREREERAGYE, M3, ATt
if (lisCheckedPass) {
return;

}

/7 CUTRIRIGEE REVER B AL B P 4R
processDeal (deal Info, allianceNodelD);

}

/7 AR AR A E A, AR EE 2K H ISON 46 B N X LER 43

public void processDeal (DeallInfo deallnfo, int allianceNodelD) {
1/ RRIRIE 5 T (I
processAndSaveDeal (deal Info);
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1/ B XA R 2R\ PR
createBlockToAl liance(al lianceNodelD);

}

/7 RPSZ G5 2 R
public void processAndSaveDeal (DealInfo deallnfo) {
/7 LG KGN 1D
int fromUserld = deallnfo.getFromUserld();
/7 WGV 1D
int toUserld = deallnfo.getToUserld();
7/ ATERIX B 9
double blockCost = deallnfo.getBlockCost();
7/ G kR N T # KK Coinlnfo 513
List<Coinlnfo> fromCoinList = deallnfo.getFromCoinList();
/7 W53
double dealCost = deallnfo.getDealCost();

/7 Xf List<CoinInfo>H/¥, 4% balance M\/NE|KHET
Ordering<Coinlnfo> coinOrdering = new Ordering<Coininfo>() {
public int compare(Coinlnfo left, Coinlnfo right) {
return Double.compare(left.getBalance(), right.getBalance());
¥
}:

fromCoinList = coinOrdering.sortedCopy(fromCoinList);

/7 BERFERIZ G TN L A 8iZ 4 address Kt R[4 40 balance
int index = 0, length = fromCoinList.size();
double count = 0;
for (int i = 0; i < length; i++) {
count += fromCoinList.get(i).getBalance();

7/ RAFZSE MR RGN, RN G725 Z K ie 5%
savelntoTable(fromCoinList.get(i).getAddress(),
fromCoinList.get(i).-getAddress(),
fromCoinList._get(i).getBalance(),
fromCoinList._get(i).getBalance(), toUserld, fromUserld);

if (count > dealCost) {
index = i;

1/ D PRZSRAE B AP S
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double toUserDiffBalance = dealCost - (count —
fromCoinList._get(i).-getBalance());

7/ FER AN T L

String coinAddress =
DigestUtil .sha256Hex(*'create block,time is " +

System.currentTimeMillis());

savelntoTable(null, coinAddress, toUserDiffBalance,

toUserDiffBalance, toUserld, fromUserld);

17 LG RETT AR, RN RAFRIAE 5 itk il

savelntoTable(fromCoinList._get(i).-getAddress(),
fromCoinList._get(i)-getAddress(),
fromCoinList._get(i).-getBalance(),

fromCoinList._get(i).getBalance() - toUserDiffBalance,
toUserld, fromUserld);
}
}

/7 WA GAT AKX B A blockCost
for (int i = index; i < length; i++) {
ifT (fromCoinList.get(i).getBalance() <= blockCost) {
// B Tk R Ay

/7 QRAFZSE TR B BIMGRN, R ORI 25 5 K3
savelntoTable(fromCoinList._get(i)-getAddress(),
fromCoinList._get(i)-getAddress(),
fromCoinList._get(i).getBalance(),
fromCoinList.get(i).getBalance(), toUserld,
fromUserlid);

blockCost -= fromCoinList.get(i).getBalance();
if (blockCost == 0.0) {
return;
}
¥

if (fromCoinList.get(i).getBalance() > blockCost) {
1/ 5o BT

/7 R A L
String coinAddress =
DigestUtil .sha256Hex(*'create block,time is " +
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System.currentTimeMillis());
savelntoTable(null, coinAddress, blockCost, blockCost,
toUserld, fromUserld);

1/ o RAETTRP A, RN RAEZIRE 5Kl s
savelntoTable(fromCoinList.get(i).getAddress(),
fromCoinList.get(i).getAddress(),
fromCoinList.get(i).getBalance(),
fromCoinList._get(i).-getBalance() - blockCost,
toUserld, fromUserld);
return;

}

/7 RIFERBIWAE
public void savelntoTable(String fromAddress, String toAddress,
double coinBalance,
double coinBalanceDealed, int toUserld, int fromUserld) {
UserWalletEntity userWalletEntity = new UserWalletEntity();
userWal letEntity.setCoinAddress(toAddress);
userWal letEntity.setCoinBalance(coinBalance);
userWalletEntity.setCreateTime(new Date());
userWalletEntity.setUpdateTime(new Date());
userWalletEntity.setUserld(toUserlid);
userWal letDAO.save(userWal letEntity);

1/ RAFRIZE ZrifKid

CoinDealEntity coinDealEntity = new CoinDealEntity();
coinDealEntity.setCoinBalance(coinBalance);
coinDealEntity.setCoinBalanceDealed(coinBalanceDealed) ;
coinDealEntity.setCreateTime(new Date());
coinDealEntity.setFromAddress(fromAddress);
coinDealEntity.setFromUserld(fromUserlid);
coinDealEntity.setToUserld(toUserld);
coinDealEntity.setToAddress(toAddress);
coinDealDAO.save(coinDealEntity);

}

/7 E XY BT s 2 SN 3
public void insertBlockCostToAlliance() {
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UserWalletEntity userWalletEntity = new UserWalletEntity();

// userWalletEntity.setCoinAddress(coinAddress);
userWal letDAO.save(userWal letEntity);

}

/7 B XY R R
public void createBlockToAlliance(int allianceNodelD) {
UserWalletEntity userWalletEntity = new UserWalletEntity();

/7 HAE R T T AR X BT 3

String coinAddress = DigestUtil _sha256Hex(*'create block,time is ™
+ System.currentTimeMillis());

userWalletEntity.setCoinAddress(coinAddress);

1/ BCEFA X PR 2
double coinBalance = CREATE_BLOCK_COST;
userWalletEntity.setCoinBalance(coinBalance);

/7 BT R
int userld = allianceNodelD;
userWalletEntity.setUserld(userld);

userWalletEntity.setCreateTime(new Date());
userWalletEntity.setUpdateTime(new Date());

userWal letDAO.save(userWal letEntity);
3

// deallnfo W&
public boolean checkDeal Info(Deallnfo deallnfo) {
boolean result = false;

/7 EZGRITH D A, N E R
iT (deallInfo.getFromUserld() <= 0 || deallnfo.getToUserld() <= 0) {
return result;

}

/7 WRARIX AL 5 AN TSET 0, MIAEE
if (deallnfo.getBlockCost() <= 0) {
return result;

}
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List<Coinlnfo> fromCoinList = deallnfo.getFromCoinList();

/7 MR G KT A IR N, WAGTE

if (fromCoinList == null || fromCoinList.size() == 0) {
return result;

}

/7 FREL FromCoinList Hi K58 5 bk X B AR AU &
double allBalances = getAllCoinBalances(fromCoinList);
/7 FREAL5 3
double dealCost = deallnfo.getDealCost();
1/ R RAE G B BEE T 58 5 B B BCE TS KRG R B FH I, A%
if (allBalances <= dealCost) {
return result;

}

17 R R SATEE 5y B AN 2 DX e ) 2 FH B AN 92
if (allBalances < dealCost + deallnfo.getBlockCost()) {
return result;

}

return result;

}

// it# List<Coinlnfo> fromCoinList F1¥# K& K32 5 bk b B (R4 &
public double getAllCoinBalances(List<CoinInfo> fromCoinList) {
double allBalances = 0d;
for (Coinlnfo coininfo : fromCoinList) {
allBalances += coinlnfo.getBalance();

}

return allBalances;

}

}

CoinServicelmpl ZfCHSZ BN an ~: A NN deal(Dealinfo dealinfo, int
allianceNodelD) J5 %, % J7 4% N\ Deallnfo 287 ) dealinfo Z Al int 287411
allianceNodelD %%, H:rh, allianceNodelD FE7~238 5 4T AL HIEL B 25 ID /5 B,

£ deal(DealInfo dealInfo, int allianceNodelD) 75 B4/ it iy N BE 34T 2 BURe 56
F BRI allianceNodelD H& %M, AR AIEIEEL . XT deallnfo HIAL IR B4R 40T -
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AR RIS ST D FAAETE, WA S A AL, BEHER A
HE, WAL 2 RS .

PIR2 RIS . R X R 5 3N FET 0, A
ik, ARG, HAERE, Haik, WAL 3.

LR3I KB TTIAE IR N WRAE 5 R TT A B AR =,
ANEE, RIRZE AR, BIERE HE% Wt ADIE 4.

AR A RIRBNAZ 5 WM XREEZ 5 TR KR R 25
SR T2 5 3, R T S K H G BRI, R, A 5 A h i
IE’ E%i@@; %ﬁ?i’ m\”j&)\iggé 50

WIRS BRI RBNAZ G T KREIERZ Z LR RO E S
T W AR XA R, WAEE, AR S AR, BHERE, 55,
MIERH deallnfo H{E 5 58 4B I B 5 .

2383 checkDeallnfo(deallnfo) 1) &L 46 J5 ,  #E N\ 52 5 12 # 1) S By b PR 77 1%
processDeal(dealInfo, allianceNodelD) . % /7 V12 5 73 AR 4y Ab3AE 55 U7 1]
o N ARG AL 47 DN

ALBEAE 5 X7 WIRZ AR 2% L, (HE AR . FEZEIT.
PR ¥ dealinfo "PIAZ 5y MHLIESZRAZ T RBMDNEIHE Y, HEFF 58 UR
IR 2.

PR 2 BRI EAE S TR 1 NEE A address KX B AR balance, BT
224t checkDeallnfo(dealInfo) i 4T T A E 15 BARLS, B LLE N M RTIZARRS, RE
25 B 5 XA RS 5 o BRI R R AR GE

e i HE P Ja A8 2 b3 R A5 B, [ BN T35 % 1 i bk F2 440
B, Rz T bl AR U 252 B BT K P A, IR RS Z K AE BNE, AT LA
iH 3T savelntoTable J5 725230,

I, R 2 T Bk 2 R0 2R T B R IR 45 22 Z O A2 7 9 - R Ik
St M EE AR 5 R, FEPE 3.
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AYR3 PRz S B AN, AR AN, AR
G RAETTHRE, 1% THIEN B R AU T il S R (52 5 9% - H 5 Rt
K BRI RBUA MR BERN (325 - H AT R K MR
ZEED o R BHl DR A B AN IK P BB I [T, 558 B3 /KA B PR AF BRUK IS SR 3R
R H IR 4.

DYR A MREAT AR 5 4T R AIX B3 AT blockCost (A EIZ M . 1% 1)
BRI P B KRSRABL, AN R ARAE 58 Sy RO AR R 1 IR R B P (Y e, RIS
HERNRZA D AL HIZH .

R XA Bl R 2N P R AR AT ] B, 2 B A A Tk, AR
B DX A S 22 il T A A T ki ST S, [RIERISE 5 AT AU ID — i S
N R,

CoinServicelmpl 104 5 5E i, FA15ET TestNG+Mockito 4’5 1 6 MHR K
CoinServicelmplTest FACEL a1~ F s :

package com.niudong.demo.service.impl;

import java.util_ArrayList;
import java.util_List;

import org.mockito. InjectMocks;

import org.mockito.Mock;

import org.mockito.MockitoAnnotations;
import org.testng.Assert;

import org.testng.annotations.BeforeTest;
import org.testng.annotations.Test;

import com.niudong.demo.blockchain.Coinlnfo;
import com.niudong.demo.blockchain.DeallInfo;
import com.niudong.demo.dao.1CoinDealDAO;

import com.niudong.demo.dao. lUserWalletDAO;

/**
* CoinServicelmpl 3%

*

* @author 4%

*
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*/
public class CoinServicelmplTest {

@Mock

private lUserWalletDAO userWalletDAO;
@Mock

private I1CoinDealDAO coinDealDAO;
@InjectMocks

private CoinServicelmpl service;

@BeforeTest
public void before() {
MockitoAnnotations. initMocks(this);

}

@Test

public void testGetAllCoinBalances() {
/7 i Mock i
List<Coinlnfo> fromCoinList = new ArrayList<>();
CoiniInfo cil = new CoinInfo();
cil_setAddress("1™);
cil_setBalance(1.1d);
fromCoinList.add(cil);
Coinlnfo ci2 = new CoinInfo();
ci2_setAddress(''2");
ci2._setBalance(2-2d);
fromCoinList.add(ci2);

/7 $47 Mock MR I3k 45 R
Assert.assertEquals(Math.abs(service.
getAllCoinBalances(fromCoinList) - 3.3d) < 0.01, true);

}

@Test

public void testCheckDeallnfo() {
// case 1: Deallnfo deallnfo FEAKEE
DealInfo deallnfo = new Deallnfo();
Assert.assertEquals(service.checkDeal Info(deal Info), false);

// case 2:fromUserld = -1 & toUserld = 0 (ZRil)
deal Info.setFromUserld(-1);
Assert.assertEquals(service.checkDeal Info(dealInfo), false);
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// case 3:fromUserld = -1 & toUserld = -1
dealInfo.setToUserld(-1);
Assert.assertEquals(service.checkDeal Info(deal Info), false);

// case 4:fromUserld = 1 & toUserld = -1
deal Info.setFromUserld(l);
Assert.assertEquals(service.checkDeal Info(dealInfo), false);

// case 5:fromUserld = 1 & toUserld = 1 & blockCost Eil= 0
dealInfo.setToUserld(1);
Assert.assertEquals(service.checkDeal Info(deal Info), false);

// case 6:fromUserld = 1 & toUserld = 1 & blockCost > 0 & FromCoinList
VI NV K

deal Info.setBlockCost(1l);

Assert.assertEquals(service.checkDeal Info(dealInfo), false);

// case 7:fromUserld = 1 & toUserld = 1 & blockCost > 0 & FromCoinList
// AR, {Hsize=0

List<Coinlnfo> fromCoinList = new ArrayList<>();

deal Info.setFromCoinList(fromCoinList);
Assert.assertEquals(service.checkDeal Info(dealInfo), false);

// case 8:fromUserld = 1 & toUserld = 1 & blockCost > 0 & FromCoinList
// INRZE, sizel=0

CoinInfo ci = new CoinInfo(Q);

ci.setBalance(1);

fromCoinList.add(ci);

Assert.assertEquals(service.checkDeal Info(deal Info), true);

// case 9:fromUserld = 1 & toUserld = 1 & blockCost > 0 & FromCoinList
/7 FK7%, sizel=0, dealCost=2

/7 WAk RSB G BHEE TS B, ARA TS XSRS, WA
/7 &%

deal Info.setDealCost(2);

Assert.assertEquals(service.checkDeal Info(deal Info), false);

// case 10:fromUserld =1 & toUserld =1 & blockCost > 0 & FromCoinList
// RSHNZ, sizel=0, dealCost=0.2

/1 REA R ATEE G T AR X B 5 R A Gk

deal Info.setDealCost(0.2);
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Assert.assertEquals(service.checkDeal Info(deal Info), false);

}

@Test

public void testCreateBlockToAlliance() {
// TCREIGER, HIEEIT
int allianceNodelD = 124;
service.createBlockToAlliance(allianceNodelD);

}

@Test

public void testlnsertBlockCostToAlliance() {
// TIRFISR, HEEET
service.insertBlockCostToAlliance();

}

@Test
public void testSavelntoTable() {
// TRFISR, BRET
String fromAddress = "123";
String toAddress = ''234";
double coinBalance = 1.0;
double coinBalanceDealed = 2.0;
int toUserld = 123;
int fromUserld = 234;
service.savelntoTable(fromAddress, toAddress, coinBalance,
coinBalanceDealed, toUserld,
fromUserlid);

}

@Test
public void testProcessDeal() {
// TCIREIGER, HIEEET. T4 R B processAndSaveDeal 771, [H
/7 SR T v R B SR IAA processAndSaveDeal
DealInfo deallnfo = new Deallnfo();
int allianceNodelD = 123;

List<Coinlnfo> fromCoinList = new ArrayList<>();
CoinInfo cil = new CoinInfo();
cil_setBalance(l);

fromCoinList.add(cil);

CoinlInfo ci2 = new CoinInfo();
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ci2._setBalance(2);
fromCoinList.add(ci2);
deal Info.setFromCoinList(fromCoinList);

dealInfo.setDealCost(1.2);

// casel:count > dealCost
service.processDeal (deal Info, allianceNodelD);

// case2:
deal Info.setBlockCost(3);
service.processDeal (deal Info, allianceNodelD);

}

@Test
public void testDeal() {
// casel Deallnfo deallnfo = null & allianceNodelD = -1
DealInfo deallnfo = null;
int allianceNodelD = -1;
service.deal (dealInfo, allianceNodelD);

allianceNodelD = 123;
service.deal (dealInfo, allianceNodelD);

// case2: deallnfo !'= null JGREISZER, HEET. HBTAT %R B2RH
// processDeal J7i%, FANIT %2 H KA processDeal
deallnfo = new DeallInfo();

List<Coinlnfo> fromCoinList = new ArrayList<>();
CoiniInfo cil = new CoinIlnfo();
cil_setBalance(l);

fromCoinList._add(cil);

CoinInfo ci2 = new CoinInfo();
ci2.setBalance(2);

fromCoinList._add(ci2);

deal Info.setFromCoinList(fromCoinList);

dealInfo.setDealCost(1.2);

service.deal (dealInfo, allianceNodelD);

}
}
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AR Q2 e, ACRIAT (1 LTl B 2 R 0y 98.3%, 41 8-1 Fn.

» U CoinServicelmpl java 983 % 454 8 462

81 HLIGIN AT (T if %

8.4 /NG

AT S Ja it s AT LURYS B2 ge b M it AT 7 i, BEJE R 1 Java R
S T BT A S B .

H AT A F B s b LA W fe ik token, {HAHER: H 52 BNk
token [EK B 4E

ACAEBC R BE 2 A K token, S T B8 S gt W B A T [0 47 Ml R BE A I R
106 B DA 500 340 2 75 A R P9 A 28 K i Tk B B P e A i R R R
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“ERRITFE, WbEgE; SRR, WAREE T, XETE AR, ARERTT
7, EBCRREE, IR R R M S I T LA AN b X BLAG R MY
ORI PP AR RRA, A SRR R . IS, AT DA 1P B i
HJ5 G RLD.

TENER BRI, BPUKA S AR BEIR O 7 A4 . 7EIBC A A A 3
Ji R .

AE G S QB SURA I 8 B B, BEJEIRATH] Java SEBL—FRk 5
R SS .

9.1 BRKABIRAEE

KA Linux F5 423 T 2015 4F 12 H ARG X BB 0T H o 78 4 9K A 1)
A, HENANZFATRSE, W IBM. HEZEME « F0h. B1RE w6 X e
BB, AR (Accenture). FHE . JERFR (ntel). R3. EEMRKIEZE, EHN
ROERE. sa@hd. . PEEENE TR AR SHEBRIKAR 2R . HABg Ik
A4 R DA 240 5K .

PRI = B SAT IO E R, A ER M ER . R ARER
BN =N 25 Ti5500; HIER A NI, a2 % 5000 £ 5 F53ETT

A&

TEAB K AS R B B, B A AT X 4 PHE — ARAIE P 1 B A S SE Ak . B
AL T MSP (Membership Service Provider) F1i% i3 ik % (Membership Services) .

MSP J&f5A4 Client #1 Peer 32 AIE S ZH 4. Client FHIE T RIMEABAINZS 5 5
Peer FIE S IAMIEHAZ 55 1.

JR 5L BRSSP T AEVF AT I X BB I 2 EAAGIE . SRAURE B2 L B . /E Peer I
Order H3E47 1K 53 AR 55 AR AL #1075 B AR AL X a1 . & 2 3T PKI ) MSP
SEH. Fabric-CA ZHAFSEIN T B IR 55 RS R B 47y . Fabric-CA Xf ECert 1 TCert
(AR AR AT B . ECert 2 KIAM S FEIE: TCert RFIHM B M EIE, ZE
2 HANARERE
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B 9-1 7, RS (¥l 03 BT 2 SR B ARYT . AR IR T ANSE
&%, VACSREORIED -7 & i 2 4.

= RE B {FR

PISRE B

BlO-1 RIS A b1 B B B ) 7

9.2 Java IREXEEEEMREIEIRIT SEW

S5 G KA (R PUE RS, BRATBETHR Java i Ebk BB B O3 A BRI S5 A B A
9-2 7.

DONEXER

EXER
BREIAIE

EXER
RRERDK

9-2 Java FIBK B B O3 B B R 95 BRI 3
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Java Ji Hbk BB A B B IR O RER Ty Dy = AS TR, A iR NI B AR L BB R
FSAATEARE R L I o 1 B B 7 R R
NIRRT A B AT Java AR SEL .

9.2.1 MIANBRERELRENIZIT S

TN IR B AL B 2 B IR B 1 R % RTINS SR AR 55, AE T DI RE L 5 ImA
HEk S A2 AN

N Y VT SRR B R A R AR S, BRATT 5 S L — SRR RAT SRR 1A i A K
BR. fFEZRD, BHFEMANHLNLIR, HIERN. HIUKRAKTH S, H
TEAINE (] FR IR Ab B 25 BAG7 BURR R L JR 1

FATAT LAV R BR 454 -

DROP TABLE IF EXISTS “tb_user_tojoin”;

CREATE TABLE “tb_user_tojoin~ (
Tid” int(11) NOT NULL AUTO_INCREMENT,
“create_time" datetime NOT NULL,
~org_name~ varchar(255) NOT NULL,
~org_phone™ varchar(255) NOT NULL,
~org_represent” varchar(255) NOT NULL,
“result ~ tinyint NOT NULL,

PRIMARY KEY (Cid>)
) ENGINE=InnoDB AUTO_INCREMENT=2 DEFAULT CHARSET=utf8mb4;

Horp, REHIAFRA th_user_tojoin. th_user_tojoin BN :

id 2RI EIM I, create_time & HEMMANE, org_name BT 2 ¥/ HIE N
AL FR, org_phone A& HUEMMA AL R AN FALS 1S, org_ represent A& H
WEIMARAHLBE RN, result fARPIFLER (DR 1, KbFZE 0, Ftw LA
tinyint SZE0).

J:F Spring Boot SZHLAY th_user_tojoin SZAAZSHI R
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package com.niudong.demo.dao-entity;

import java.io.-Serializable;
import java.util _Date;

import javax.persistence.Entity;

import javax.persistence.GeneratedValue;
import javax.persistence.GenerationType;
import javax.persistence.ld;

import javax.persistence.Table;

@Entity
@Table(name = "tb_user_tojoin™)
public class JoinToUsEntity implements Serializable {

private static final long serialVersionUID = -6550777752269466791L ;
@rd

@GeneratedValue(strategy = GenerationType.IDENTITY)

private Long id;

/7 HURAFR

private String orgName;

/7 HUERZRTT 50

private String orgPhone;

/7 HUEERR AN

private String orgRepresent;

// HiEHT[E
private Date createTime = new Date();

// HIEGER. AR 1, RAFEE 0
private int result = O;

public int getResult() {
return result;

}

public void setResult(int result) {
this. result = result;

}



}

$9E HEHEERS

public Date getCreateTime() {
return createTime;

}

public void setCreateTime(Date createTime) {
this.createTime = createTime;

}

public String getOrgRepresent() {
return orgRepresent;

}

public void setOrgRepresent(String orgRepresent) {
this.orgRepresent = orgRepresent;

}

public String getOrgPhone() {
return orgPhone;

}

public void setOrgPhone(String orgPhone) {
this.orgPhone = orgPhone;

}

public String getOrgName() {
return orgName;

}

public void setOrgName(String orgName) {
this.orgName = orgName;

}

public Long getld() {
return id;

}

public void setld(Long id) {
this.id = id;
}

241
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RN L AR g 5 S G, FRATTIE T Spring Boot JPA ) FE T Y
JpaRepository 2541 F

package com.niudong.demo.dao;
import java.util_List;

import org.springframework.data. jpa.repository.JpaRepository;
import org.springframework.stereotype.Repository;

import com.niudong.demo.dao.entity.JoinToUsEntity;

@Repository

public interface 1JoinToUsDAO extends JpaRepository<JoinToUsEntity,
Long> {

public JoinToUsEntity getByOrgNameAndOrgPhoneAndOrgRepresent (String
orgName, String orgPhone,String orgRepresent);

public List<JoinToUsEntity> getByResult(int result);

b

7E 1J0inToUsDAO 1, FATIML TR s HiFH R 2k AR NFHLE RN
) EEL 5 5 A A A 1) 4544 1 getByOrgNameAndOrgPhoneAndOrgRepresent 4% 11, %4 [
FHOR A e 2H 2R 53 1 FR S AL BRI 10

I FRAL T RS A AL 455 B A 6 N RS 45 B2 2R 1 getByResult 772
1M A% 02 FR B (S B AR A7 AN BE 3 #0 AT DASE T JPA J5iAE J5v2: save() Sl .
N RN NN B AR L) Controller JZAXHS .

package com.niudong.demo.controller;

import java.util.regex.Matcher;
import java.util.regex.Pattern;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.web.bind.annotation.RequestMapping;
import org.springframework.web.bind.annotation.RestController;
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import org.testng.util._Strings;

import com.niudong.demo.service.JoinToUsService;

@RestController
@RequestMapping(*'/api/v1l/member™)
public class JoinToUsController {

protected static Logger logger =
LoggerFactory.getLogger(JoinToUsController.class);

@Autowired
private JoinToUsService joinToUsService;

@RequestMapping(**/join'™)
// String orgName:#l#, String orgPhone: Bt&R AFHL 5, String
// orgRepresent: HIMEER A
public String join(String orgName, String orgPhone, String
orgRepresent) {
1T (Strings.isNullOrEmpty(orgName) ||
Strings. isNul 10rEmpty(orgPhone)
|1 Strings.isNullOrEmpty(orgRepresent)) {
return "HHHE LR HUHGEKRRAN . BRATHILSHEEBEmAL
}

if (lisMobileOrPhone(orgPhone)) {
return "BXRAFHL S AER! ;3
}

jJoinToUsService.join(orgName, orgPhone, orgRepresent);
return ‘‘success';

}

/7 BAER T RA M B IE T
private boolean isMobileOrPhone(String orgPhone) {
boolean isMoblie = isMobile(orgPhone);
if (isMoblie == true) {
return true;

}

return isPhone(orgPhone);
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}

/7 BWUERER RAFHLS Y

private boolean isMobile(String str) {
Pattern pattern = Pattern.compile("[1]1[3.4,5,8][0-9]1{9}$'");
Matcher matcher = pattern.matcher(str);
return matcher.matches();

}

/7 BAER T PR E S
private boolean isPhone(String str) {
/7 BAEE XS
Pattern pl = Pattern.compile(""[0][1-9]{2,3}-[0-9]1{5,10}$'");
7/ BAERA X S
Pattern p2 = Pattern.compile("[1-9]{1}[0-9]1{5.,8}%$");

null;
false;

Matcher m
boolean b

if (str.length() > 9) {
m = pl.matcher(str);
b = m.matches(Q);

} else {
m = p2.matcher(str);

b = m.matches(Q);
}

return b;

}
}

7€ Controller Zr, FRATHRAL 7@ get 7732 a] AV 1K) join 811, iZ4ZE TN
2%/ String orgName. String orgPhone. String orgRepresent, 73|37 iGN .
HEHUIEE R ARG S5, FIEHA IR A .

# join MAEIZERE, SEHATRASHIN RS, SHAEA 1AK%, W
NEURAR i, AR B TR &R BB A, BRATH
SRR L

MAZHRRLAT )G, X P53 A B, i isMobileOrPhone >k
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SEIR. isMobileOrPhone 458 FH isMobile F1 isPhone &4 5l &2 B& 4 N\ 15 it 2 JE ML
SR REFN S,

FHS R R, )5 & R R E R “BCR AT S iR A w7,
BB I 5, W B Service JZ R A9 joinToUsService.join(orgName, orgPhone,
orgRepresent) K47 Service Z @A, BIAFHIEMABENES. THER
Service = ASZ 45 .

Service =K HTH A4 M gmfE 77, % JoinToUsService 421138, JFEfy
JoinToUsService HJSZHLZE JoinToUsServicelmpl, ALRS 40

package com.niudong.demo.service;

/**

* JoinToUsService %3

*

* @author 44

**/

public interface JoinToUsService {

public void join(String orgName, String orgPhone, String

orgRepresent);

}

package com.niudong.demo.service.impl;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Service;

import com.niudong.-demo.dao.1JoinToUsDAO;
import com.niudong.-demo.dao.entity.JoinToUsEntity;
import com.niudong.-demo.service.JoinToUsService;

/**
* JoinToUsService 232k

*

* @author 4%

*

*/

@Service

public class JoinToUsServicelmpl implements JoinToUsService {
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@Autowired
private 1JoinToUsDAO dao;

/7 SEIHL
public void join(String orgName, String orgPhone, String orgRepresent) {
/7 GRAEREERRERCEFA
JoinToUsEntity entity =
dao . getByOrgNameAndOrgPhoneAndOrgRepresent(orgName, orgPhone,
orgRepresent);

/7 FHEEFN, MAFERAN
if (entity '= null) {
return;

}

/7 HRFN

JoinToUsEntity joinToUsEntity = new JoinToUsEntity();
JoinToUsEntity.setOrgName(orgName) ;
JoinToUsEntity.setOrgPhone(orgPhone);
JoinToUsEntity.setOrgRepresent(orgRepresent);
jJoinToUsEntity.setResult(0);

dao.save(joinToUsSEntity);

}
}

£ join JpiEH, JeRIBHMHIEREELEHOCERAN, DILEENEERN. #
5ECEN, WABEZ LR AEERFEN, NHE JoinToUsEntity SEiAk, @it JPA
[ save() 7V SN R A EE, AT JoinToUsEntity XM (A FIRZS N 0, F£ow
A AL FE o

9.2.2 BEXEBRKGIIAUEIRIR

e B R B B S, BT BRI R . BB, EEARR, AT
Mo B B AR AT RONE, TSN BB RS AR A & s R . REWK
T

DROP TABLE IF EXISTS "tb_alliance™;
CREATE TABLE "tb_alliance(
"id" bigint(20) NOT NULL AUTO_INCREMENT,
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"alliance_id" varchar(255) DEFAULT NULL,
"alliance_ip" varchar(255) DEFAULT NULL,
"alliance_name" varchar(255) DEFAULT NULL,
"create_time" datetime DEFAULT NULL,
"update_time" datetime DEFAULT NULL,
PRIMARY KEY ('id"™)

) ENGINE=InnoDB AUTO_INCREMENT=1 DEFAULT CHARSET=utf8mb4;

Hrp, REMATN th_alliance, REMMFE IR id RoaRPHAEN id,
alliance_id FR/RECH ALY ID 519, alliance_ip 7~k 2 Rl G2 302 IR 55 2 IO A T 1P
Hhidk, alliance_name 7R B B A 03 308 ) TIC B 1) 715 s A4 B, create_time RN A 4
s BRAE BB RRA], update_time F R (A 4 B KR AS B HHT I A .

FKutse)a, JAHEET IPA KL th_alliance Y45 K xS B SEAAZR 40T »

package com.niudong.demo.dao.entity;
import java.util_Date;

import javax.persistence.Entity;

import javax.persistence.GeneratedValue;
import javax.persistence.GenerationType;
import javax.persistence.ld;

import javax.persistence.Table;

/**

* BB IR

*

* @author niudong

*/

@Entity

@Table(name = "tb_alliance™)

public class AllianceEntity {
/7 FHEE 1D
@id
@GeneratedValue(strategy = GenerationType.IDENTITY)
private Long id;
// BRI
private String allianceld;
7/ BRETT AR
private String allianceName;
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/7 BT RIP HER
private String alliancelp;
/7 KB RS BRI A
private Date createTime;
/7 BRET RS BN A
private Date updateTime;

public Date getCreateTime() {
return createTime;

}

public void setCreateTime(Date createTime) {
this.createTime = createTime;

}

public Date getUpdateTime() {
return updateTime;

}

public void setUpdateTime(Date updateTime) {
this.updateTime = updateTime;

}

public Long getld() {
return id;

}

public void setld(Long id) {
this.id = id;
3

public String getAllianceld() {
return allianceld;

}

public void setAllianceld(String allianceld) {
this.allianceld = allianceld;

}

public String getAllianceName() {
return allianceName;
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}

public void setAllianceName(String allianceName) {
this.allianceName = allianceName;

}

public String getAlliancelp( {
return alliancelp;

}

public void setAlliancelp(String alliancelp) {
this.alliancelp = alliancelp;

}
}

AllianceEntity SR 5¢ B 5 , FATTHIEE AllianceEntity X Rif¥) JPA 2%, ARG 41T

package com.niudong.demo.dao;

import org.springframework.data. jpa.repository.JpaRepository;
import org.springframework.stereotype.Repository;

import com.niudong.demo.dao.entity.AllianceEntity;

/**
* AllianceDAO

*

* @author F%

*
*/
@Repository
public interface IAllianceDAO extends JpaRepository<AllianceEntity,
Long> {
public AllianceEntity findByAlliancelp(String alliancelp);
}

Service Jz= K H I A #% H g2 775, # AllianceService 42 35, Jfig
AllianceService ff)5EH12% AllianceUsServicelmpl, S50 :

package com.niudong.demo.service;

import java.util_List;



250 | XB§EEEIT Java LK

import com.niudong.-demo.dao.entity.AllianceEntity;

/**
* X9 Service

*

* @author 4%
*
*/
public interface AllianceService {
public AllianceEntity findByAlliancelp(String alliancelp);

public void insertintoAlliance(String alliancelp, String allianceld,
String allianceName);

public List<AllianceEntity> selectAlllp();
}

package com.niudong.demo.service.impl;

import java.util_Date;
import java.util_List;

import org.slf4j_Logger;

import org.slf4j._LoggerFactory;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.stereotype.Service;

import com.niudong.demo.dao. lAllianceDAO;
import com.niudong.demo.dao.entity.AllianceEntity;
import com.niudong.demo.service.AllianceService;

/**

* It Service SZH 2k

*

* @author 4%

*

*/

@Service

public class AllianceServicelmpl implements AllianceService {
protected static Logger logger =

LoggerFactory.getLogger(AllianceServicelmpl.class);
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@Autowired
private l1AllianceDAO allianceDAO;

public AllianceEntity findByAlliancelp(String alliancelp) {
return allianceDAO. findByAlliancelp(alliancelp);
3

public void insertintoAlliance(String alliancelp, String allianceld,
String allianceName) {

AllianceEntity allianceEntity = new AllianceEntity();
allianceEntity.setAllianceld(allianceld);
allianceEntity.setAlliancelp(alliancelp);
allianceEntity.setAllianceName(al lianceName) ;
allianceEntity.setCreateTime(new Date());
allianceEntity.setUpdateTime(new Date());

allianceDAO.save(allianceEntity);

}

public List<AllianceEntity> selectAlllp() {
return allianceDAO.TindAII();

}
}

M _EIRACHGET WL, Service JZ AllianceUsServicelmpl Z5H 4 7 3 IP 2838 6B 1)
I R R 03 (A 42 RS S R 1, 1% 4% DI Controller 28 A . Controller Z R34 R
7

package com.niudong.demo.controller;

import org.testng.util._Strings;

import java.util_List;

import javax.servlet.http.HttpServletRequest;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.web._bind.annotation.RequestMapping;
import org.springframework.web._bind.annotation.RequestMethod;
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import org.springframework.web._bind.annotation._RestController;

import com.alibaba.fastjson.JSON;

import com.google.common.base.Splitter;

import com.niudong.demo.dao.entity.AllianceEntity;
import com.niudong.demo.service.AllianceService;
import com.niudong.demo.service.KeySuitService;
import com.niudong.demo.util.lpUtil;

@RestController
@RequestMapping(**/api/vl/alliance™)
public class AllianceController {
protected static Logger logger = LoggerFactory.getlLogger
(AllianceController.class);

@Autowired

private AllianceService allianceService;
@Autowired

private KeySuitService keySuitService;

@RequestMapping(value = *"/selectAlllp™, method = RequestMethod.GET)
public List<AllianceEntity> selectAlllp(String
alliancelp,HttpServletRequest request) {
/7 R P EHE N
if (Strings.isNullOrEmpty(alliancelp)) {
return null;

}

// 1P AR
if (lislp(alliancelp)) {
return null;

}

/ISR TP SR P RIEA 2, BHRAREAE R
iT(11putil_getlpAddr(request).equals(alliancelp)) {
return null;

}

return allianceService.selectAlllp(Q);

}

@RequestMapping(value = "/selectBylp"™, method = RequestMethod.GET)
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public AllianceEntity selectByAlliancelp(String alliancelp) {
J/74UR 1P KR A
if(Strings.isNullOrEmpty(alliancelp)) {
return null;

}

/7 1P RS
it (lislp(alliancelp)) {
return null;

}

/7R 1P 5iERE) 1P RIEA—S, ULEH R AREIER
if(11putil_getlpAddr(request).equals(alliancelp)) {
return null;

}

return allianceService. findByAlliancelp(alliancelp);

}

@RequestMapping(value = "/insert"”, method = RequestMethod.GET)
public String insertintoAlliance(String alliancelp, String
allianceld, String allianceName) {
/7 WF NP HE N
if (Strings.isNullOrEmpty(alliancelp) ||
Strings. isNullOrEmpty(allianceld)
|1 Strings.isNullOrEmpty(allianceName)) {
return "MAZHHTE, HHTIAAFTERIRE S,
}

/7 VP RS

if (lislp(alliancelp)) {
return "IP il AN,

ks

allianceService.insertintoAlliance(alliancelp, allianceld,
allianceName); ;
return JSON.toJSONString(keySuitService.getRandowKeySuit());
s

/7 WAUER 2 1P Hihk
private boolean islp(String alliancelp) {
// P HHEARERNEE
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if (Strings.isNullOrEmpty(alliancelp)) {
return false;

}

/7 \P bR . BRI
if (lalliancelp.contains(".™)) {
return false;

}

// 1P Mtk 123.123.123.123 #4417
iT (lalliancelp._matches(""\\d{1,3}\\_\\d{1,3}\\.
\\d{1,3\\.\\d{1,3}')) {
return false;

}

List<String> list = Splitter.on(".").splitToList(alliancelp);
for (String str : list) {
int value = Integer.parselnt(str);
if (value < 255 && value > 0) {
continue;

}

return false;

}

return true;

}
}

M HttpServletRequest FRHL IP #uhik (1) T B2 1pUtil RS 40 R B :

package com.niudong.demo.util;
import java.net.lnetAddress;
import javax.servlet.http.HttpServletRequest;

/**
* 1P IRACT HZE

*

* @author F%

*

*/

public class IpUtil {



$9E HEHEERS

public static String getlpAddr(HttpServletRequest request) {
String ipAddress = null;

try {
ipAddress = request.getHeader("'x-forwarded-for');
ifT (ipAddress == null || ipAddress.length() == 0 ||
"unknown' .equalslgnoreCase(ipAddress)) {
ipAddress = request.getHeader(*'Proxy-Client-1P");
¥

iT (ipAddress == null || ipAddress.length() == 0 ||
"unknown' .equalslgnoreCase(ipAddress)) {
ipAddress = request.getHeader("'WL-Proxy-Client-1P"");
}

if (ipAddress == null || ipAddress.length() == 0 ||
"unknown" .equalslgnoreCase(ipAddress)) {
ipAddress = request.getRemoteAddr();
if (ipAddress.equals(*'127.0.0.1")) {
7/ REM-RBAHIRCE R 1P
InetAddress inet = null;
try {
inet = InetAddress.getLocalHost();
} catch (Exception e) {
e._printStackTrace();
¥
ipAddress = iInet.getHostAddress();
}
3

// ST 2 MRERIE, A 1P & mESE 1P
if (ipAddress != null && ipAddress.length() > 15) {

iT (ipAddress.indexOf(","™) > 0) {

255

ipAddress = ipAddress.substring(0, ipAddress.indexOf(",™));

}
}

} catch (Exception e) {
ipAddress = ""';

}
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return IpAddress;

}
}

M ERACAG AT L, Controller JZ42 4t 17 H T 1P 44 FRIGIE 1 selectBylp #11, %
B NS BN B 1) 1P 745 8 alliancelp. AL, 845 B A B N3
HEE T insertintoAlliance() RS E T A 16 B R 03 3508 il 45 %% 1P 982 11 selectAlllp()»

selectByp # I 7EZHRALFRI , St alliancelp i AMEREATELSG, A7 EES RIC,
UL [0 B T 7 2 e 45 BEMoeTly, URES: 1P B s IR 45 1P B R IE
Wi, WGRE BT 24 R 47 P AR IER, W4KSERE P HRS Request i
KA 1P, FAR 80, MR L HE DA 7 2 45 5 #5850 IR Service
JZ#: 11 selectByAlliancelp, FRELIP (42 (5 2.

% VAR S BT S B S, DL A2 0 A 30 [ 55 SR R skt B B it 3 1) vk
HEATINIE

R A Bk R B4R N R TR 98 1 insertintoAlliance %1 N 22 5045 1) 2 BE B e, 572 1)
ID. BB Rl 0 R S5 22 A W 1P R EE A R 4 FR o

BEATIZARAL BRI, SEXE 3 NMMASEIA RAEBAT IR, AR RI, Uiz (A
HEOHATHRE R, BREERN “MASEAETE, EHA AR TIEE T,
LRI, MIRES: 1P A% 2 M IEM: ARSI ARG, Tk [l 4542 R A 7 iR 1E
B A5 BN IP bk A& ZCANXS o " A3 2y, 44T allianceService.insertIntoAlliance()
TIESE R R R R BB N o A, R0 0 45 1200 B 57 1 3 RL AR I [ 5 4 11
W77, DMELSBE SR SR ATH.

SR TR B R 5 30 28 B 45 2% 1P (0422 11 selectAllp() A4 A\ S HUN IR B2 i 1P
FAFE alliancelp. Bab4 AR SHTIIAE, AR,

IR EBE P2P W28 K T RS2 ] HTTP B, RPC i Ek WebSocket B i),
AT DU I 12 IR A K Bk D BB IR 55 2 K 1P, DU 43 1) R I 6 il 5% 28 2 ST 3
fEIEH.
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9.2.3 KB RAZFADAIER

DX e o 2474 2 s DX R 1) A o 7 B . O T B LR T K
BB, T ENENBET S TA R AR B EE RS THEA CA B
B, HIEREE R I A SR HON BT R BC AT, ARV T
o RN 3 ORI,

PR BE S H )G 6 UARESAD T SR AR (REHRTTRLD, N F BT
15

BB A ol B T SE I, IR IR controller 2. service 2 B AR ARES .

controller /2 TG /0 R ICEH AT HOND, BOSZiun .

package com.niudong.demo.controller;

import org.slf4j._Logger;

import org.slf4j.LoggerFactory;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.web._bind.annotation.GetMapping;
import org.springframework.web._bind.annotation.RequestMapping;
import org.springframework.web._bind.annotation._RestController;
import com.niudong.demo.vo.KeySuitVO;

import com.niudong.-demo.service.KeySuitService;

/**
* AREHESEA N Control ler

*

* @author 4%
*
*/
@RestController
@RequestMapping(*'/api/v1i/key™)
public class KeySuitController {
protected static Logger logger =
LoggerFactory.getLogger(KeySuitController.class);

@Autowired
private KeySuitService keySuitService;

@GetMapping(*'/change'™)
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public KeySuitVO change() {
return keySuitService.getRandowKeySuit();

}
}

RIS ATz, controller JZ 1 F service /243 & getRandowKeySuit, SZELAFA
FARESR I3 o] 2512 VR FH 7 {8 o

Service JZR A A4 O WAEIT75, & KeySuitService 421128, JfFiyg
KeySuitService )53 KeySuitServicelmpl, fAASH1TF:

package com.niudong.demo.service;
import com.niudong.demo.vo.KeySuitVoO;

/**
* NFAEAHEREE R Service

*

* @author 4%

*

*/

public interface KeySuitService {
public KeySuitVO getRandowKeySuit();

}

package com.niudong.demo.service.impl;
import org.springframework.stereotype.Service;

import com.niudong.demo.service.KeySuitService;
import com.niudong.demo.vo.KeySuitVO;

import cn.hutool.crypto.asymmetric.RSA;

/**
* NFAEEEHESEE R Serviice SEPISE

*

* @author 4%
*

*/

@Service
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public class KeySuitServicelmpl implements KeySuitService {

/7 RV AFLE X
public KeySuitVO getRandowKeySuit() {
RSA rsa = new RSAQ;
/7 JAFRHA
String privateKey = rsa.getPrivateKeyBase64();
VS YN
String publicKey = rsa.getPublicKeyBase64();

KeySuitVO vo = new KeySuitVO(privateKey, publicKey);
return vo;
}
}

AL ARV B KeySuitVO SEARSEIARRS 4R -

package com.niudong.-demo.vo;

/**
* NAVEAR

*

* @author 4%

*/

public class KeySuitVO {
//
private String privateKey;
/77 A
private String publicKey;

public KeySuitvo(Q {

}

public KeySuitVO(String privateKey, String publicKey) {
this.privateKey = privateKey;
this.publicKey = publicKey;

}

public String getPublickey() {
return publicKey;

}
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public void setPublicKey(String publicKey) {
this.publicKey = publicKey;
3

public String getPrivateKey() {
return privateKey;

}

public void setPrivateKey(String privateKey) {
this.privateKey = privateKey;

}
}

9.3 /NG

AT T GIKA K e B, B R 8 I A AR L IR B A A
UEASEHRL, IDCEE A 5% 4 4 0 R R T Java WK B A 01 B BRI O S SR B

FESKbR S st BB E R & 2 AR AR AN, Wk B
B S R R FP RS I SR S . B TR EARYE H k553
ST L ER AN TR B
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FELRTRE D TR AR B, a8 NS TR EERE S =0 Rt .
TWREE . B

MPHERIZ R G 2GR, TSR IR R G TR T AT S
Dl BRI BRI AR RS . R P HOX — 4R, EHRR A FAEE SO
AR RISE AN 00, ARAK “ BB 7 MEBREEAEAE AN E F P B AF A 5%, 1R “ B
177, ﬁaimfﬂﬁ}#*ﬂixaé/fﬁﬁah, —H “=HEA” CEHEA” A EH
f£7 SEfabR; MRZMRARE, 188 NG EE T Bk H P SR &
gL, ABFR ARG

[FIRE, 2 DXCHRBE IR RS, R B IE B N R E R SR R

EE N SN A TAE GBS, B & e i S
RGRaEtE WERTESCRE, REBORTHESCRE, B EEIREM A AL 52 5% .

AT I IR E E ARG R TT, X A s E TAE A T 2
I3k o

10.1 BXBHESRERE

BRELEE, Wi ESGEREZ DB AS S WX REE, BB RRAES 1
EARRECE AT NMEN T AR PRI Ik B B A 0 R B NI Y Sl 7 A
HIR 2 N R B AR 5 48— BRAT M B AR BE AT N MUK A TR RIS % .

HBK A = FE 4 N Hyperledger Project Charter, DL f&#x HPC.

1 HPC 1, FE THBZUK AT H FI1E4 (Mission of Hyperledger Project, |En7]=
HLP). £ A &4 (Membership.). BXMFI 2 (Governing Board). i A18 5% i
(Technical Steering Committee). E#{Z i 2> (Marketing Committee ). Bﬁ%}fﬁ}i'?s"iﬂi
B2 4> (End User Technical Advisory Board). #£%¢ (Voting). JeFGH ik
(Antitrust Guidelines). 174570 (Code of Conduct). T (Budget). —f& % FH AT
B# A (General & Administrative Expenses). — R A4S (General Rules and
Operations). &I ALE % CIntellectual Property Policy). f&1E% (Amendments) 14
oy, S NBES ST,
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1. BREKAMBNNES

D Gl IR AT N FKAE SR CRD B, 7 T AR A -4
EAIZAT R AT E RN RE L G B RGERSCHR LS55 5

2) B —AMIFIRHIHARFX, i HLP o7 SR A P AR S RS2 i,
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SLEIAEE, I B SR HLP A 55 AEOAR TR PR S Al k5 5%

2. =RBH

—~ HLP MiZA E%E42 5 (Premier Member). i@ 4 51 (General Member),
A T A5 e 3 FHAE T ZEAL O HE S 1 (Associate Member) =#h. R Linux 34
SHIIATRLA, A REIENRUAS 5 HLP. 1E HLP N3, AT NSRRI, TEik
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