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F=F ¥ P K

I

BEE PN« 25 T SRR R S 2 P 8 T B 9 28 R 55 TR ke, AR 2 4 1A 5 SR P2
R Ry, X B T X 24 2 4 b FH A R ER EE AL, SIS A R R 2 B2 RVE . HAT H 2Ry
(1 B 38 45 FH LA EL I N 75 3K, AR B i 2R R AR 8 T T 12 8 B, IR B 75 Rk 1 AL HE X AR
25 A PR TV el 42 ) A6 FE PR 45 28 2 I ARTF, DUBBURIGRI . AN NBRFA . TR 5 Fl A 25 5¢
BN 2 Z N T AT, PR T &N, e RS FE SR R AR, R
FH 75 R K R

F=SL b, EAIMHEAES, B A B FTHA % R E LT 26
NES; 5% QQ. AEMIE, #FHmEMANE . Hak, X AN NG AR EIER X
RN, EATH RN A BHIER N EELE T TR TR —— . (FE: R
RS, DM —R S S, AR X 5.

DS — T 1R B, EATCHET 50 A4, FELMYUM (Caesar) i
ST RENPIRF G T ENL LIS BRI R &, a5k T 2 HAR I RER,
FIFCABONERE . ITENL. BT 5EE5EZFRT -3 XEER. s, Fin%Ed
T NATF AT EARS, B TRES B TES £RORF R GRERGNEHRRE.

AREE RN HERDE PFEAE S B RFE ST B AR (1 B e R 4025 SR
J T T VR A Al O 245 0 B SR B LRSI B ORI R GIE AN B B R R, B FEIAE
HE, WEMER L, BT ANE TR, BE N AEHE MM T %, AR
KMI. PKI. PMI %A AR MEFEE R, ARG LT A
LS P
EESIE
INIEFI 451
FHHEH SR

vvyyvyy

B—T  HRFEAM

B T SEAURT IR R R A e, 22 4 il REBRORGBR 5 NATTIRTE o AR AUk, w7
TR DR 22 4 IR LK) A, T CAEEIR AN P28 22 S BRI, 5B B 1 M — S8 A 2 ) R At R
We AHT e — B 2 A S LA, BfEEM RGN, TR, B9
A R B o DU R 2 2 P B A S 5 R TV R A ) e 1 X s 1 A ) AT X A e R
], LK AN A i i R A T3 552
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>RSI AR TR S A (A S
> BTG R RA R 2 e R AR
> R L AR5 S DL AR B R

KEBHTIR AT

> E RS
> ALK

AR

EAD IS TR ] AR AN P B — TSR S R TR o A s AR R A 2y
S EEMGRALEAVERG S AT Moy, B DR AL AT SN B AT AR ) S T BRI,
JS2FH 4 1 2 5 DADR ST I (S PR 5 B 20 B Sk 7 S e 98 2 ) AR B3 1 4 5 5 2 i =
ARG 7 B AN BEXT S X S8 — HOF JEAR, A # B AL e it A 5 R A fg sk
FI 7T 73R NG 1 SN 22 A R ML A TE AR 5 2 2 B = R B e 2 P 8 AR X A7 A4
HARAFFFIL R o

EREFHHERRRARE

AR AR B WG, MARERAE A RAIGEENEES L. hEER
ITVER R AT — B A . ARG S, 8 W B0 R AN S DLAGE 2. 1 sy ElAR
EeE

> BISC (Message): — M ] DA ELHIIA Y, BHSORA B AP B LR AR, B0l it He

AT ISR AE R BRI VE B . BHSCH ) M RoR .
» %3 (Ciphertext): X B SCHtINFFh Dy B SR f5 (%, TR AN T B BE AR
M e sE . R C £ono
» % (Encryption): EJFLAERE (B30 e Am OGBS,
> f#% (Decryption): ECIIFMIEE (30 KA A SCHIEFRE, RN
> CEIE: WMRER, @RI R N B AR, TR RN
I R A R B

> IR X B SCHEAT NS I R A ) — 2R (BRI FRAE N S, X
SCHEAT ff 5 B B R FH 000 DU A A 2 B

> IR R, N AR A AR — A R AT, s
R BARRZ R “INEE 7, R B AR A “ IR %7,

> ERINE . AR INE, EAR A AR U B FH AR [F A, RR
I

> AEXTRRINEE: RN RUE N S AN, AR RIS FEICE % H R AN AN
B XN EHER—NEHS: — DT AAT, M ARH: H— MR aUN%
HEE NRERE, R AFH.
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*2.1 BRFEERIARE

e Lok A i Frs Lok K i
1 Ki%# (Sender) 6 l#E (Receiver)
2 T R EM) = C 7 fife 3% A D(C) = M
3 A (Key) 8 = A (Keyspace)
4 F gAY~ (Cryptography) 9 5T (Cryptanalysis)
5 AR CRFRINE) 10| WEHEINE ApaFonsEsiAsms)

EHFNERINE

RN — AR S FB S R0 T, & MR SN G, ELAR AT BB L
TFAER IR R B AR 7S o 7RI LR RO St R 7 N S R 2 B AL s
PSR . MRS, AR A R AR A DAL 4
Mo E

I H Rk

AN 7 R B AR OB SR A TR . X B S R R AT LA R — SR, B
AN — PR, B L o R A AME SORIEAT A B A A, AN HEERAE R .
FRINE T B RLHEIRT A TCRT 440 45, YR T 2 AR EEEM, BURFHEBCEILE,
WS DGRk b, fk R R KEHBCRIER) 5 — A0, Bodbekk, ERRELR
IR, I SEHLIE B AN T4 2 (] (R 08 AE, X R RAIBRE AR . AJGHT 400 4, HiE
ENKIAT “FEEEN”, WK AIURE R SAE — A 2k L, RSO IR I KF
FMNERL RS, 5—AFhEE—F, S irERR - TANERLEE, BEIS5%. N RE,
Aok LS B2 EL I B VAR, IR R 0 (G B GE B — N RS RS T LS,
FUREE B LA 2 o BRI At A AR B . R B DA B 22 i S5 T 30K L3RR 1R 5 15 1
W B 7l S i A PR S A B C AR, — N R R R i ) R T A, TR 2 R R AR
RIBEIR I R 5

2. HHEHIE

BRSO B BT WU S, I R O A
HIERETL RGO, e ANEIER S, BN, RS SR T2

(1) #RES. 16 BRI RECF 5 Cardano K WIHHER #10, W LA it
BF IR TFAL, K PT RSB IR B — LA TR IO 755 AL & TR E B, SRR LAy
P s R

(2) YU (Caesar) Hh. FEICEAED 7 EINHH, DUBCKRT 8 2B — i B Ar
D, RSB . IR TR R SO B IR R R UGB HEAR R ) 7
BE, U DA BN A EC M0 AR R LE AN R R A S o

3. MREHLF

IEACE A BOR AR S — SR 2 A K3 1976 SR B 1. 1844 4F,
BEORIR » BORETR M T SR BT Reg, e M — RS H R T R BEAT AR AE . AR LR —



26 R o

DAL PR B PUs AL 35 B RO T RE. 20 28], BRI E e A BT E « Baf e KB T8
LR, LETCE VR O HT I IEAE T B, S T e EE Bl AE R I A e S nT e Bk B K H
O TR S 20 tHAD 70 AR, PUEH IR RIS T — Ty T O I BOR SR T
FMESF TR, A— R 24t 7 A EREs . A BN DO T B R R
(%Y 24, ELF 1976 4, W. Diffie Al M. Hellman K% 7 (R ERHT )Y, $H T —H
R BT AR, TG 7 A SRS E R Al oo, A5 A 7R JAE R X S 1 E R,
HENEAERD 2ER B AR B RD 22 0 1y BB R VA R — BN T, RN TR E IS
JUfT. RECEFEE AR, ([F5E 28 2 EnEs ke,
4. AREH¥

ML ZRRESFENHEAR ., B FaEEHAREUIMK. X —E, S Es T
ENRIE, BEREENB S a8 BARREE, W BT KRER NS SRS Mo ik By
Iz Ah, BERGHE Y sk BN, 7 H I T VR 2 A i ARk, TR EE TR 2% FNEL
RIRE . B2 OERANEEWE ., BT %, B17%. B5¥E 2N UNsGa 8%, |
Wy “ETEN” RSN S, AR LeTMEE T EE N A G AYHEE,
AR S F N
JF AR, T A WO 1) 4 B R ] PR AR v 2 SR
> SR, BRI DES 8%, AES Bk, SM4 K [E bR nEs % IDE.
> A%, FEH RSA Bk, ECC HikM SM2 Hik.

» Hash B3, T2 MD4 HiJ:. MDS5 HiEH1 SM3 &g,
;E{

BEHNH

4, E SRR ORI T AT H A AE T, BB R A &) 2 1N
e B, AT REEE. Bord . WELE ERERE .

> REEE—EREME ARSI AR E RS A S AT R WG, 52
W A R TE AR IS ) B B W] DU A5 R .

> TS — ZEART U RSN TS84, HNZERMEEE, BrEs R
ARG O IE DI RE . EAEBUMHLIS. ZES408. RS 2 BB IR .

> MEIE— B A RE G B E BRI n DOV R T HE R
REG n NG Rk Ge<n) D EERAREERT AW DIRE iz s E e,
P A m (m<k) DRRRAEEHARE IZMEE S MR E LSRR AT
FEHUEM R EZ2 D AIFZHIBEEE . a5,

> AIEDIRE—— AT HIEE AT HURME 2 00, R R4 BOR SEBURHE 2 1 FL sk
Py SEENERIGAE, I IR A PIIE A SEIUREAE AR B B AILE

> EYPVE B — R T E B AT, B E P A B R P B B AT &
PIEM AR AT Y L TARRA D TR, FAEw BT EHR 2 K R, 1
B OIRE A,

5L

1949 4, Claude Shannon 7t {Bell System Technical Journal) L &AE T —k &N

v
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“Communication Theory of Security System” [\ 18 3 o 1X F 1 35 X %00 24 A 70 56 IR IR 2 )
O NIAR D 2 B LAl [ OR B85 NIRRT LR, BB E N T B0
18,

7£ Shannon 183 HT, X %00 R A FIHAT IS /EE REHEAT 700 F RIHEIA : JB{E X7 &2 Alice
H1 Bob. MAiTE ot — M A FEEW R E T —MEEEH K Alice Hild — M2 2(E
IE [0 Bob KIEWSUE B M; N TR 24, Alice ffi [l TIN5 Ey « VB SC M B3Ry
L C, C=E(M); )5 Alice It AN AASTER % 3 C Ki%4 Bob; Bob ffi 2% K,
155 R 4% A 2 50 Dy » YR SC C BRI SC M, M=Dy(C). #iWr 3 Bve fEAN LA (518 LA
RTELC, MRAMWMIE TS S — MR Beh RRRE S O, TS RIS M
BB Ky MR E Ml (FRERIREEL G E S0, DA BRI SR H 1

ERRRGHEX

YR G TRRe SE B HUAR S B AP NS . AR SR YUIE. SR, ATtk
R AN AT J A 45 o e ) — AN B T R R R G i, — N RS LU —ANFL e [ M,
C, K, E), Dy()] Kitiid. H, E(). Di)NEMRE, FRERD ARSI
> R M RN BT TR S m A BREE
> EICAEN C: FTARREE L ¢ AR
> EPITN K. A ATRRE S k MRS, HPR % b INE RS k AR Ky
AR B k=(ke, kq)o
> NERL E: ARSI N M B C B, NS EEE () {EH
T MABREL C, FHEERRAN: E(M)=C.
> REHEID: —EHEE BRI N C B M R, R D () 1EH
T C/=4 M: AEEFRIR A DU(C)=M.
USRI 5 PR R, W IR 0 B SOR K S ke, BRI THI A 85 b 0T
D E(M)]=M
N RGO SR — N o WECEI AR, — AR AR ] — T
St BRI TR B S R R R AN T B L B S0 ) B AN G ER . X — R
ML 5 R e, B W — AN B g . — AN R R B R LPRN T, BT
R R
> BNINE R EN ) MR — MR Dy ) #REEA R 5
> IR SRR E S C SRR A REAEAT R 1] P AR ) 5 8 K B I S M
> EM RGN DR S B EHE R AR, RIS AR K.

ERRGHEE

fRIER LB FRIFE N, B0 R G 1 B RS Sk REBE 2  b & 3RS, X DAHE S H B Sk
Y, Wl Y RGO T S BN E SO R . R RR U, B
i RGO AT A NFIEHIZ A IR, R0 A BARR S R G Fd iR 2.1 Frs.

WEMRGRISESRERE, & Z Lt

(1) ZAaFEEERMERLY, A THThEE, HPhARKIE EREY,

il

2444

Y
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ANBEEFEH T B LIS,
Eve
’ #3C
g iz
Bi3cP WL C=EW(P) Bi3CP
Alice E+) Dy(+) [ Bob
BHK BHK

K21 FiRG LR

(2) R REBCAABENLE. s SR EcCe ) MRS D () B sih 200 2 45
FIEFEL . LPIADE KK RER, By ()R E, (+)RiZ “ZHIK": AP
PRI Py “EHURANT B, XEREESC CAT G RL% “ZMIRK”, RZIFR.
(3) ZORBRA —E I PE. Gl CEIS T80 B s o ISR, A i
I E T T BB Lo, B AR NRBECA n BOEARRER, ASGEHR QUL &
PARF o AR R R PR Y 2 A R ) MO T 0K & PR, TSBEIER fal . Sz, AR
bR 28 B 1) 52 AR ) SR P 32911, DU TE A8 Tt S PR & EUARE At TG £ A e 32
R RN R, G0 R SOMOT T BT R AR R & HORE, WA Mot # TR A5 20 208 & te
R, OREH IREDR AP 2 Atk
(4) BRI ARG LM v RN, WSRO B 1k SRR T S B R B 2, T 45 2
L SHIRKEME XN ATT S ETR. MR, P E RN, 8 R A,
EHIR LR SR AT -
R RE MR EEFEN
I EEfE
R S 3G, SRR 2 ST P B PR 1oL R S AR S OB, B BB 2 ST 8
I (Al T (5 2 A B, PN AR R bz —, BB A E R IR R 2 A, s 2
AIATHY .
2. ZAMEN
> R A TR LR R SO R A S P LB 5% 0 G R e ) 5
VRIS — ARG P T 2L N RARAE, XL N RO,
A PAE SOX A R i) o5 5 40

QN ZE & o e L 2 AT E S SE TR ELPRE i €00

> TR A Pl R B 8 R Bt SR BRI A 2 At I 4R
BT TGS RV S BRI TCIRRAR, A SO Pl B IR T Ak I A

BT s il

TR RR T — NI R GRS AR 3, A s/ f s SR A B A S A A
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FREER o ST ] B PR AN R, B R GE 0 N B IR AU PN . AN, B
AR AR 70 D X R B R A H) AT o R e B B R AR H 7 R

X R A R A

XK LB R ) AR RL B B A AR, )02 P ) e R AR ) o LSRR AL I
B A SRR Rt A U0 N SR AR ] (R 3 9, XA IS on s R g s ok
VLR RE I, X7 b BUEAERT 7 AN 24 5 R ) 2%, PR At wT DASE LK AL 3 PR AT e B 4k
— ORI e e AR, NEEE AR NIRRT KR T . R RRESTINE B
rinfi s R AN B 2.2 Fos o AR P B A o] A R — AN RIS AT, 3 B2 ORISR 15 A
FEA S NRERSST T ORI U S, A PRISAR 5 R B ZE 2R ORISEAR (T JT T35
2RI B I A A, B ) A ad o A i AT Sl 2 el IE A #em Y, DURIER IS
Hds s S I RE s A A A

|
REEMATBE
g —=(armmEss ) ax {| [ #x

=H

XK Sk 3L

B |
Rk i BT
|

K22 RS SN BOR B i i A2

KRR IR AR MR 55 R BT /N B, s R, (R, R
AR (] RS BG AN K s E B BH S0 AR SRR 2 6 B O B B IR 3, AR R %
Ebas Y i BRI 25 50954 DES. AES. RC4. RC2 f11 IDEA %,

JEXSFRE T EE D (A

1976 4F, W. Diffie M1 M. Hellman 7E[HFrit B2 EAER T CERFZRIHTHD), BHIK
FEH T B AS] (EERA T RS . AHZEARGE AN, Kk, dBixo8IE
XPRRE SRR o A BB R AR I R IR D 22 R e s R — IR et . AR A I ) B AR
JRBEE: BN PERAEMNANESH, DR ATH, BANLH: AP BERE, R
o AMAMAFRAHIER, B SRS — T R R AR, RIS,
MAHN A AR RS AT . AR T I s, R EEFFVHA Refi s . KPR A
AFEAR T R, X TEATFM L E3HTIRE @G . FHAS I B A MR HIRIT T
U2

AR FR B AN BOR 73 RGOl — Pl WO A s EdE, HEBOT RS 5
— Rl ARG, FRIETT AHEBE . N AR FE A I LS i L R . HR
HE, BAREMNIEREME, HEHEAR. £ PKI F, M HZE—Foin &yl BaE st
hns, S M E LS AT T A .
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1 R T 304 Am 5 8 AF X4 AR 5 4 Am B R

B — FERR N B BT o I B R D A SRR A AL . R T B I
&y FRERHNAZAT ZAD FAERS . I AN AT S AR, mEAHERGE, AFHE
B AR o ML AT LA 2 AN RIS S, T R B — AN R, X e LA
SEIOREIEAS . E PKL 1, B HLHIF AL | 80 se BRI s . IR R B0 IR N i 55 A
K] 2.3 Fios.
|
|

BT AHA BT R

Kﬁéﬁﬁﬁﬁﬁ
mm
:
K& i Bbos

|
K23 AR s gl O TS

IE s B Se MR IR A B, ARG A XA A~ BREAT I, SRR ROs a5y« il
TR I AL HEAT i o dn SRR P 5 A A B R T RE P R = R, RN EGys A
NFE =TT B, B INEHEATIRE

2. AT &4 AR xR A A B R

A BN BB APIRIE AL . AR RA R ARG AR =R, N
TRAEFME—VE, AR A REM A NAERS, K5 7 BB AL OB B IR, SRR 244
A UME T IH AP 2 RIS TE . HAIEAPIRE B, HTRIER 784 . S4EH— BT UE
B A A

FER AN E ML, RS TT R PIEAT NG, RURIETT M . e dLE AT Lo
H— ARG, i MR L, X DS 44 . /2 PKL Y, s SR
SRBEATT R INNERR 55 LA HE e B AR 55 . BRI i i RE & 2.4 o

R R | e
|
e T A AT o
I 1 e 3
|

|
|

BETT : Bios
|

K24 AExmEsinmsdis 0T 8rs)

FERIFR I PIINEE BRI R T ARG K, 722 N IAIREAT IR A5 B AL P 75 1
PIARECRAR AN, (FFBE I M7 254, P RO 8, AT ZERL a1 I8 TE AN 2% K B
HRALIE T Lo AP RS, AT R BN LOAAAT B BN 2 e I o I R L
PRSI R, (R [FIRE 2 A N AR B P4 i) s B A BBk 2 — 2
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P A R AR RR N 25 5355 RSA 5%, ElGamal B3k, A 28 n % 5% ECC %%

25>

1. PREBEANFEIE AR AR ( Do
a. Shannon KR IRZE KRG HEE T b. RSA AR H
c. Diffie Al Hellman &1 A28 77 7)) d. BRINFH) R )

2. 1949 4, FRKRFMEN “C )7 W, NEMRGET T EIBIER, WILEms
RT TR

a. PRI RGHIEEEH I b. AL T )
c. R A R D5 1] d. APEEHER

3. ARSI SCP AN TR O ) BRIE ST — R i
a. LB KT EFTHE b. iy HA AT
c. InHAbL TR d. b HAl T AF

4. BHEMRL ¢ D PRSI FRFRALE R HEHESIG 2% SO — R i i .
a. 3¢ b. HL c. BISCH ] d. A

5. FEARSFRE AN, TR, B ESCER ¢ ) 3TN RIS,
a. KIETAY  bRIETAY BT AN d. W AL

6. IR RTMEBEALERBLZ ¢ Do
- I LI BRI AN X AR A e
b. {5 B INE 1 —F Tk
C WERBEAE BnE R, R EERIE DR AT T LA BT
N A ElD VA (¢ E P Y YIRS y N L4
7. B0 A REAE AR PR B SR R — AN IE I 24 B, BN E R B BEMRE, A W]
PAE PR R & X MEE? ¢ )

o

o

o

a. A [HIA%H b. A FIALH c. B IAL4 d. B (1A%
8. NTHIMRNERE AT A AT s X AT B E s A RS sk ¢ )
a. RSA b. DES c. IDEA d. RC4
9. NHIE—ANFEIEAE T A RRE AR 2 ( )
a. RC2 b. #EE 2% (ECC) c. ElGamal d. RSA
10. U7 75 AT B AR i) ( Do
a. X7 B AL A TF b. X5 IRV L A TF
c. RE—JTIRVHATT d. RE—TTHAHATT
[%£%%)1c 2a 3b 4a 5b 6¢c 7b 8a 9a 10a
T3]
1. BRI D BERE, R 25 e 2 T B N A R AR B A A A5 0 A
2 JHAR,

2. I ATT PR IR A
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BT MK INE RS

Internet FEA) KR A A BURNATII LT H R TIRZIIA S, RT3 17 NIRRT,
S 1R B POEE S (FRRGET I R ok 1 2 fa . M2 inE 2 R e 24, i
TRAE B AT SEE B AT A o SRS SR TSR 2 A IR 55 BT sk — A B ZE I AL 3 o — B
W28 0 v AFEIEAS B0 =AM 2 UORSERL: BRSNS 9 I R 21 o 0 5

AT INE RIS AT, A WM 5%, IR A FSFIE . AR H
NSRRI E S, IR s, B A ESR

> BRI A, BUBERE DN T RN R 2 0
> EREFAFE RN Tk SR AE
>RSI REA R, RN SR AN R

KAEHTIR

> EINE N =R
> SRR E N A K LR

ELg) BB v

TEVTIR NS 22 A0, Bl AR R I . Bin s . 2 545 .

Frig i, J& ASEFR Rk 1 5092 5028 i A 105 JE A0 (A5 AR A A P RIS 3RS 1 2
FIE R, (HRAFIRE T, VIRTEE TIHME EMNE .. INESAREEW N ITER: LM
W BRI IE RS B ECE v DR G RS — R CEYD 4546, FEEARTTERN
SCIRAP IR B B SR B 3R AT S B e 45 1) — P ARV

B 02 e T SR O BH ST SOA BB 4% B R R AT AR B, A I AN BT sk ) — B
10 CEEFRZNESD, RN G A R RGN 2 X 1
1Rk B RAP B A ARE A P B BRI B

PR E, 2% N% (Network Encryption) s2f5M%% 2 NN% B0 H 28 e N, A& 7E 2%
JZ A Z BRI RS o X8 020 T 2w FH P SR Ul 23 B IR, HMOSE T F At i o 25 e 72
. Bl RAEAE N, (8 ks i AW R FH I SCR R . —/NMINE RN Es, ANMET] LR
IEAEBAUH P FE 227 W AN, T LA 2 A 28 B AR I V52— o IS N3 AR 2 Y
B ARARNEA, BRI A E BRI K e 0/ 3 . AT, fEH A,
IR 285 T35 FEOGT I 28 v B A i R B B AT N, FR NI g B s, L E U R TR — 2,

2% Bedh 2 7 X

10 28 50 o e o 19X 2% e AR A RO B BEAT O 0 — b T2 3 22 A B AR, H IR PR G R 2%
W EIEH « SCEFRLR T B S U E R B s 107 SRS AN R, 23 S T
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AR B MINEE RN A OSI ML JZ U E IR AZ AR AL B KRG, W I
2B I 7 A RERR N Y U R g i =

RGN

BRI PRI o P2 R DAN BN i (R BN e, 2B T ORyP A5 5 s Rl i e
I . X TRERINE, P SRR S AT EEAT I, AR — AN O P die 38 i 2 ik
T, SRR SRR — RS RS PI S AT N, E AT M. SR E Uy N 2.5
B

WM WM WM B3
p ([ oLl B3 5
" E, (M) i © Ep(M) 2 B E (M) s
i1 52 53 i 54

K25 HERINE TR

HE 2.5 TELEH, — 2 BAERIL H M2 /T, FIREE LV 2l S 5 i e 4. T
FEAE > (B A 19 s TP R S B e SR REAT N, A A B e A5 2 AE N A B L I Pl
ARAELINE SO AL X6, BRI E SIS 1 e il B A S & m. TR
M, HITE T AHEAN T EAL M AR (00 T BT DO AT e, 4578 B AR AR B A5 1k
AR, AT AT AR XS A5 55 AT 7 o

{EE, H R I 0 A O R [ 2D B 2D i SR S X R B i 14
BEZREAT AL, SR A — Pl B A O B A% S O B b AT N, St W 246 1) PR RE AT AT
VAR T EIEM . MRS 5B Zh, BEEK LN 3 1w 5 ST E AT R, piraly
K R s ER A 57, B — /N Bl 7 EAE AT g, b ie a1
BRI . BRILZ A, TR S R ARt e, W R UM SOR A,
DRI A1 AR B B2 22 A ), 15 Dt 2 itk e W SO ORI, DRAERE— N9 s A4 2R
2 VERR BRI . f, XMnEJr SAERRE—ANT RL AU S R T B
I a9, X 75 O AT W B AR B S L P % 0k, T P 4 5 s R A )
FEPEAAR X — AR AR A, RIS I N T % A S S RO i 3R

T RmE

RN E R BEHOIN A 1t AR PR SR B AT, 32 BRI SN H T s A
ARt AT Ry . S a7 AL, 1T RO A AR B B E v R R T B R it
Sk, AP RSN BT R, SRREEATINE, R R E M. AR, S
BN AN R, 1 RN B AN SCVEIH AR 285 5 DA SO AFAE, e 5B i3 22T
#, ERM S — AR ERREATING, X IR A LA 2 e T .
SINEE B R AR AN B4 2 DL SOR 3% e, DAE P 8] 19 5 REAS 2140 fer AR 2R B 45 6 o B
AR EXS T B IR M o A 5 55 A M 55 Y o
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i 2 i 70 2

A28 J DA B (R0 8 Bk D i 0 I SORR O B RN 8 B TN o i 21 i 85 90 VB £ I
VR BN G AR S RE AR 28 U SO S 1, T B AE B B & i 2 BT A HEAT 8, ]
2.6 s, T EAB MR RZ B, RMEA SRR, WAL S .

B M BASCM
BRI Bz BEBR3
Ey Dk
El(M) El(M) ElM)
FRl TWR2 HHE3 R4

i B EEBR AL IX AR R B 3L ————————ﬂ

K2.6 i d N s

i 303 I 77 A B Bt SEBUMYES, H B PR 7 U R Rt TR MR OCEA R B
MSTINE K, A DN RSCE AR A ARSI DR AN = R Ja SRR SR, i HLid e 5 1 Hofthin
HRGTEA R R ghAh, WP 2 e RN B LG, P E o H AR, A
FI P o] e eide IR MOIN S 7598, AN O I 2 b HAd 7, 530 AR RS ORI H BT A
FEDREE A BT

i 80 i 11 R 03 S S VPR B H B AT N, 1X R R —NE BT
S A e B SR R AT A v S o P TR RN U IR AN REHE s A B S IR R S R
PIEAAAE—E ROME g PE. BbAh, XA 7 NEAR 5 ARSIl HAG, (B g1 E B
A, FEEE G R R G0 5 B AE 2 AR T RO 2 T AR S 1 O -

K R 2 B N 1R T BRI B AR DR B I i A 4 18 9% ] (1T %
G, W RUINE [ H ARSI SRR T s SR 18 RS B R ARG, I 2
B H BRI P 2 A R R e A5 SR AL ORGP s B R DURSE 75 SR B i AN
[5] iy n s 5 3K

PR Y | PAE RS

15 BN ok R E e 25 oD 25 SRR S IR, B S DUR S/ A SR AR & ] S 2 4 AR
o ERZHEIEI N, 5 EME 2 RIEE BEAR P EERNE— % AT e5, 2.4
ANTER RN FER 2 TR 500 Fh o 1% 8025 By ] (a7 B b A SEON SRR a8 Sk . X BRI 5L
% OB RR) R B2 EE . N e Ao 5k, HA P A EERN 5 VA o

SRR N SR A I SO A G R AR, W N R 8 AR S R HE R R, R
WAL o TR ZHON IR A, A2 2 R A (R 1 o 3% L B0y AH I A B i 2% SRy B B 5 1
B, CESRRIEE MW R L ARG 20T, B E— AN TRR N R I 2 A AR
TEH, MEEEHEWE AN AT IR % . RE8E TR RS, BB AR
B, RN BRI AR FZoR N EAM)=C, Dy(C)=M. FFHRINEE HE 428 Ab 33 B S ()
LSR5y Ry RS 5 7 5 B 2
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SRR

o3 e B 2 R IR A AR AL R B KRR B — B I — A R S . LI AR D Yk
DES. 3DES. AES f1 SM4, #BJ& T 4r4H%5hg .,

1. DES

DES (Data Encryption Standard, #(#im#& st i IBM 2w T 20 4D 70 SERAIHEH,
1975 4F 3 H 17 HE RAEEEPHC R P AR, £ 7T KREAF LG T 19774 1 H 15 HIE
P FFAE 38 E RS B AL B ARAE (Bl FIPS-46), [F4E 7 H 15 HIFUA4E%. DES hnss &y
MEEIE 2.7 B, 'E3R8 T DES % fAHUE] . 5 HAEAT—F0 % 77 2 —+#¢, DES
FRBE AN FEINEHSCNEH. EiXE, DES MK EN 64bit (1), FHK
FEN 56 bit (SLFr L, XA R A 2R 64 bit FHH, SAMANEH T 56 bit, H 4 8 bit 1]
PAHE AR

| HING64 bitHl M |
56 bit#4H
Lo JL & ]
| L\=Ry H Ri=Ly® F(Ro,k1) }‘i{ﬁy&ﬁﬁ2 H BAEY |
!
IS }«kz—{gwﬁﬁa ] wFEn |
~< _ - T T
|

~~_ - | :
=
-~

= ~a ¥ A ’ ¥
| Lis=Ri4 H Ris=L14® F (Rig ki) }‘ME&%&IGH ERER |

& /

|R15=L15®F(R15,k16)|| Lig=Ris ‘

)
| 1P B et l

!

| thtos vicee |

K 2.7 DES & &k HE E

HERE] 2.7 WAL v A, BSOS TR 3 AN

(D) BHHC, BIPIRES. H%, WAER 64 bit AT M, Zid—MIGES P T
SR EFHES M, W 1 64 bit (9 M, , M, = L R, » FeHb L, %o M, 410 32 bit, R, %
N M, (45214 32 bite Z8H B SR DES 122 41 )L s, W ETHRAE 2 K [a] .

(2) #HERBEAT 16 FEAHFIREAERAE . F—RPATIHRIEMRE, &R L —%m
AR v o ERE—RRIEAH, 64 bit BYWISCE I BTN MSLIK 32 bit ALEE, Ff A 56 bit
BRI H 48 bite WS E LAEH § YORARII A 1 RAS a0 58 73 L, fU R, i BLAESS
i 510 48 bit (BN k, , IRAAEATAT i Feistel %505 rh, AR e (i R ol LU A B oR A



36 RS #id

L =R ,,R =L ®FR, k) (i=123,16). Hf, F 2— EHKLE, b S EEHH
B ‘@7 FonFEUERIE. 15201Z A0 32 bit it FHVEZEC I 64 bit i\ 14 21 32 bit.

(3) XF L F1 R, R TP 3047380 B e, 153 64 bit (955 C, » XA B BN B 38 B
e

Bl 2.7 B4R 2t T A 56 bit ZHINIERE . JFaae, FHESE -8, REEd
TEIR IR ANy — AN B RIS T 58k, BERE—F0 IR A0 25 A8 o B8 11 B 46 pR 40T —
B i T2 A B E S IR 5 B A .

7t DES 59, 1P B S P W B 5, R F, TR LMEHTZE, BLES
B TAE R DA 2 @, Ho i SR E R R B F, X — AN EEE R AR,
AT S SREH; S MIHERHMERI KN, axm S &A n AN m ikt . —
% DES 1 S SR/t 6x 4,

R RE S IR, FURAE A 16 AN 44 U AR I

DES & #0505 7 5 L5 —AN iz B T AR R M E L 5. B DES RGN
1, RGBT 2 AP E . R ANTERF DES HTHSE TRZHE, HER
SANARIREIL TS 28 R UNI % R, B LEEAUE DES Meate. M, B
DES [0 — 7 B MR A T RE R 22 NS HT, B PR T B R L A fE—
AN Alpha TAESS b, B — RN 2 5 THE 4 us, I EREHELH 1.4X107us (49 4 500
) SRIFI— AN, BANE ORI R, (H2WHRA 9000 & Alpha TAER R T4E,
AHEE—NEHRE 6 N H . Kk RAEDL DES J& T8 52 4s, Bk g8 i IE7E LA 18 A
H#— &P . Ak, v PA% Bk A = # DES(Triple DES, 3DES) %%,

2. =¥ DES (3DES) &%

3DES /& DES (78, Xf—8$ i 3 MAFEIZEHBAT 3 Wi, SmEsE . &5
Ui, BiAE 3 UK DES HIARES B G o 1250210 I A 2 e 72 43 T A h B S0/ SC8UiR k4T 3 ¥k DES
T AR, A3 A NI B S S

B8 Ex( = YR Dy( * Y33~ DES [N g R 2, M RoRHSL, C RonEL, W4
Infg s i AR

ME: C = E {D,[E, (M)]}, BIXTBISCEAREAT “Ine—~fia—meE” fdie, s

B SCHE
fit#: M = D, {E,[D, (C)]}, BRI CHIEAT “Mm—~ I — e e, &l
LR CE

Hoh, by 3% 3DES B A 8 FATEY,  FoRE A 8 FHEY, L ERESA 8T
T BEENLN, 3DES IS NG K% . BT DES IR 25 8 = WIEN—
Infi s KeE b, e SEEOZ SRR, T BB S AT o BRI, BB )5 AN R 8 71 I AR
& 8 T,

3. AES (B mEArE)

5% 859, AES (Advanced Encryption Standard, i inmnie) HAHEER. %4
LA . AES RSO — 4, FHKEMLE, FUoms—H25E, BRI
SEREANH ST, TE AES bndERIVEH, o dHKE HEEse 128 bite WELETL, BANT40N 16 1~
AP ETT LLE 128 bits 192 bit 5L 256 bit. ZEHMK AR, HEFEMEZLE B AR, HRIE
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SRS, SN AES-128. AES-192 B{# AES-256.

AES FEIETHEI A B a5, Hep S B B T e, B — N oR oo
W —~ . AES MR LRI 72k AT HES B s 5. ABS I Ak R 24 3 4
iU, Wk 4 MEAE. 3TN B, BIENEHY R 4 FERES N 78
X (SubBytes). 17#47 (ShiftRows). F¥EFE (MixColumns) FF% 4 (AddRoundKey).
AES I Sk fE Kl 2.8 Frs o

6 (16FH)

B (16323) T REY B (1634)
A

RESmM — W[0.3]

—

WI[4,7]

—

W[36,39]

—

—— W[40,43] BEHM

EFX (167

2.8 AES hOfift s Bk

MK 2.8 ATLLE H:

| o = KPR RS 2 S HID A P IR RPN BUIEE T (P

IR B R AR U I A A U .

IEAE TR, BN BN Sk S S Jk s — D R E B, ORIE T SR IR .
IR R 250 0l A T2 H A I Y R BIEAS 8. BET 16 F 1 IBISC. %S0
WEHE UL 4X4 WAEMERR . X BEAHE4IR0R

FroIER

Fp A B AR RS, 0] B AT e SR A PR — R B ik oy, WISCRRON SO,
LA B 5 NEoR o NI, Je il 73 1A B — NS0, AR5 R AT & ST B SO AN &
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IR HEAT N, PRAREE SO . TR AE IR BT B ST A ) S BT B AT I S AR e, s i
FEAIT 75 B3 L b -2 B I 2 B AR A e AR TR I A R G ALK A A
FEA R R I BENL T 51, AFRZF AN E B SO (B LA ), B R1% 0m. hT&
ANBE SCHERHE S —ANBEN L0235 40, Bt DA S S 7 48 % AR ) 26 F R BiiZ e — Fh o261 22 4 1)
—IR—EHE,

HAET, W75 %5 RC4. A5, SEAL %, RC4 /& M1 RSA %4/ )] Rivest £F
1987 AEFEH B K B T AR P B 8Y, (HIHLEEANY — BHEA A JF. X PP RL A R
HHSOMAL, X2 B A ot B % ), A REN, HEA®EIELME, Bk
BHRIATF TR Ao, Balde b s AR % 7 7 & 750, # )8 TREd.

X PRI

XS TR0 B R A NS B, o A P A TR B n 2 2 A AN B, Hdh R SR I 1
NAEMENRHARECEEAKN, FHAHSRHBKT I . AN NS0T

> RIEE RN e XIS M OINE G, BCE PR d g mT DU BT,
B DAEAM))=M. WAL, I 5 fgss g Enr AR, B E, (Dg (M)=M.

> B AT, HAREH R .

> TEUE EATRUE SRRSO e A d.

> O R e, KA d TEITHE LRATATH, AEE AT E RS, A
e Bl d & “THE EATATI,

> AR RRER R AT

B 2.9 B A FH B RS R ) SEAHELE .

Ate Fgld

HISCHRIA sk | > |k O

K29 APIE ARSI AHELR

NN SR R A T LS N X 4% B T IO R, R E RO B, e n] (b S
BT MGAE. HET, AAINEREEAIRZM, & LKA RSA. ECC. SM2 5. H 1 RSA
RGERE LW —F, BAMEATHTINE, WA THRTESL, & R 5 B A S
NI R,

RSA %
1977 4, £ MIT HJ R. Rivest. A. Shamir #1 L. Adleman $2H T 5 — MR 52 3% AL
AR ——RSA A . RSA A& H Al A s I AN &k, 28 1SO R N A B In

WhsE. M 1977 SR BIDE, RSA &J 7 MU 55, BHHE A%, SN E
AN RN Z DT R
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RSA FER BT KRB+ i R ) 8 E 5%, B EE hinmik BCA SHFIRAE o

(1 =HR 4.

> EEEPMRERIREE p M g. p Mg R, RSA BUE LI . RSA SKUG S 4HE
15, p Fq BRI 1024 A EE 20 .

> En=pXq, ¢n)=(p-1)(qg-—1), HopHlqZH 256 ik, ¢(n) & n PIRKHLER
HE

> BEHLEFINE A e, W2 1<e<g(n) , H ged[d(n), e]=1, 15 e M (p —1)x (¢ —1) H

> FRJLEEAY RERH SRS R d, 115 d=e modg(n) , B d JE e TEBE g(n) T
Wot, We5¢(n) Bz, WHBIZE A, ©HRFREYITT—EFLE.

» UL Px={e, n} AATFEH, BINEEH; Sk={d, n} NN, RIRESEH. T,
SRR EL p M g SEREANFEA R, BT DA 35, (H4axs AN ] DL R

(2) .

INEE I SR PR S LU R A A, ATAS RS o AN L RN T n, BD KRN T

log, n o SRJEXTERAN SO A m A0 N INE B, 15 SOEE ¢
¢, = m;(mod n)

R m AL n /N, — SR B AT DA SR A B 1> 512 A
(3) fift#
AT BT, WU — ARSI ¢, S R
m, = ¢! (mod n)
HF
cl_d — (mie)d — ml_ed — ,,nl_k(pfl)(qflﬂI =m, x ml_k(pfl)(qfl) =m x1=m,

42 mod n i XA AKBEE B SC. 2491308 RSA S unf] TAER. Jffisde i, ik
HECBUINE p F g ME, R p=7, g=11, B4
n=1xX11=177
(p—1x(g—1)=60
M0, 60T EFE—15 60 HEME e. WL e=7, FN 75 60T 1 LIANEHHAMA
FHF. PR d:
d="7"mod [(7-1)x(11-1)]
WaliE: 7Xd=1mod 60. HIT 7X43=301=5X60+1=1 mod 60, Kt d=43,
WA T AT EH<e, n> =<7, 7> EH<d, n>=<43, 77>, 1EXAHFH, —H A8
T n, BEATURESGHEH p fl g, RGN e HH do W n Z2FA 256 ALK HIF AU IRF,
IALET S EE R p A g RATATH . p Mg NAEWEMETE; —EitEE, MR A5 NATT %
S L
VERN— AN B IS BB R ], RN — AN BAE A2 9 MIASC, A
c=m°mod n=9" mod 77 =37
FITCA 37 i ER IR MBS, BRI BN SR, AT AR N D SR AR B A5 B S
m=c"modn=37"mod 77=9

HIXT RSA SERIHER T A1, RSA 24V 58 AU T 70— D KB MERZ . R Rens 7>
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fik n, WLRREWAFE] p 1 g, RJE1EE] do WEIR FRUXEATERT), P H g —fik
WMo fEHFE ENRIERSETFEZSE n AR ¢ M e FIHEH m. 458, wDUE TSI
(p=1)x(q —1) RSy RSA, (HEXFII A B 0 n RER S . BGEE FHAEATTEY e
AREL n, BEARBIGHERH d, WD/ ne BHET, 129 A7k fHe i 0= 58 2 1 I 5
B, LA n ROZRTIXAN A -

R. Rivest. A. Shamir 1 L. Adleman F ORI FI S FEATE 720 n PIRHTANS 0 B4 2001
KR, HIBHEEE N1 <100 P BT ENL R 512 6210 0, RV REERGE 1.3 %107, &
R 4.2 x 107 4F . Rl —MAh RSA REPERIF. B, /- — AN KRB E B HGR T
THEA AL 328 0 3 B A0 i £ FH 1R 23 i RV o

RSA AL A TR EEHDI, (HEAAEMNFEGR G E: OB HIRMR, 522 5=5
FEAERR BRSPS B — Rk — % @ dKERK, NRUEZ e, n Z/0WE 600
AL L, ESEARMIRE, CHEEERS, R ENEEE LN ER, HBEE K R
FARKIKE, EXNKELRIERM, AR T HAE s L bR Ll

HEHhZ%ER (ECC) B

WAIE i 28 %585 (Elliptic Curves Cryptography, ECC) kT 1985 £/ %I V. Miller Al
N. Koblitz 752 o (HE 4K, ECC # N REFTEREMMES, HLhRsellg A ImsLr. |
1985 LK, ECC FFiAZ R &t %21 . B F A ENR R &I 06E . — 51,
HT5A K ECC B BRI, AT MG et 5—J71H, fE3I0 ECC REiH) 5L
PR ERAS T REREEE, 4 BCC AMURTHE LI, 1 H A O A0 2803 i v R s EH 2 R
RGZ .

ECC FAt LM ARG, HprXa B A 45 . Flin, 160 f2 ECC 5 1024
fiZ RSA. DSA B MFEIM 2458, 210 7 ECC M5 2048 fif RSA. DSA F A5 M) 2 4ok
FEo XHUERAE ECC 7 98 2R A, P ARG S B B /N o IR BB fi fE —2UXF il 9 . AbFH 38
Ae71. BEEREAAEA PRGN B NEE, ECC MEEMHMHE IC K. HTE%.
Web JIR55 %5 #4350 F Ul RIS 15 28 0 55

SM2 &%

SM2 FiEAFR N SM2 M 2k AH B L, e B E X Z L B 2010 4 12 A R Ai
28 21 S A E A ERDAT AR E . SM2 B0 & T AR IR B SR, B AT I,
AT KT SM2, CATASRBATE T AT Rik#H FHEICE A HEHE R
IS pE S0 s B SRRV BN B3 ST IR, ISR R AR S

SM2 BLIEAR L T HABAERT AR AL (I RSA) T 5, A5 58 46 A 259 0 5t A S bl e
AL N R, [FIR T RO Rk S5 8, InEE FE R L RSA HIER.

(ERSR U SRTS

TEMI4 224 Hbrrh, BORME BAEAE G A7k 8L fanid 75 b CRIE A AR AR BE MR | &
B PhiE. AL B IASERTEOR, R ANEON A PRHERI S0, DURIE R ) e B
P LT S E AR R, Rivest Wi 17 S ZE AR #E (Standard For Message Digest, filj i

=R
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MD) %, NIST it i 4 A % (Secure Hash Algorithm, SHA), DL KA FEBURF R —
T RL B R B (SM3) FIELS i SCAERS (Hashed Message Authentication Code, HMAC).
TH A BRI B T A R B HOM) DA SCP= AR B350, B SC XA HR S

MD5 &%

MD HiET 20 4D 90 AT H R B T4 B 9% R. Rivest & - MD & —F Fi Rl (5
SRR B B BB, B EE Y 128 bit, —f 128 bit K ) MD4 B4 £~ 32 bit
-FoNE RSy AHHEME (MDY — Bk . WERTILE - DMEH K, Kk
JWG RS M NG ES A H, 193] HM), R K X MD In%, RE% % 5K MD
IBINER ST M S5 T 5 R 3% B U« Belom I B RCSCE , B R BRI M HTINEE ) MD,
SRR NS St 5 HM), TR A CIE S K T MD f#%, 3% MD. L
BATHE ARSI HM)'S MD 2 % —5 an—30 W] DA @ SR 4R S M & ESE . i A
MEFEH, B R H ik L

Hul, A2Memis) 5, &E41%4)E MD5 (Message Digest Algorithm 5, ¥4 5 47 %
5% 5). MD5 H MD2. MD3 fl MD4 K J&Tfi>k. MD5 FI{EHEiE KA EE BEHBTFES
WA BAN BRI “R48” B— PR S X, SRt —ME K E Y AR s —
ERK KBS, MDS AR 2.10 s . IXEEHE Sk —da 51 512 bit K1 R,
FITUASE — P R B, (A 512 bit IfE4: SBIH 1, AJSIHIE 0, —HEBHR/)E 64 bit
1k, BJAE 64 bit FoREIAT BMKE . Bl Rvem B m R K N 2%it. JFUAR, BB
WA — AN . XAMES A 512 bit FIHEE —RAR— M E, XANFRE S
T 512 bit FITHE— AR —AFIRE ., KIERE, BERIE RS .

Hoim i | KE

VIR (BE)
l ‘ 512 bit

512bit‘ ‘512bit

BE (D

!

BEl (D

T

I

|

Y
"l (D

!

WHERE
K 2.10 MDS5 AR FE

MD5 FISEREE (HD, B—IREGEERAL 128 bit FIHZEEY 512 bit 17 5 —iei
e — N HTH 128 bit R EL . MDS L 32 bit 434S TIE B, BT LAT DA 24 i ) 4k 2
{1 4 A 32 bit BIF (dos dis doy ds)s FERE AR B 20 5% 16 4> 32 bit 197 (A mo E mys).
MD5 FIF e UG, JERIME (do di dyr ds) BESEEATEL T, BATELARZ N Rl —2 1
FEAA SO B, S HE N —4 16 B FiHE, HBIFTE KN EAME e, &
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Ja B R T B 2. MDS SRR LRSI, RO I ERAE
A 0 LU 2% 52 SR

SHA &%

SHA (Secure Hash Algorithm, 24575 57%) J& 36 [ B SpR v AN A & R A 1 B 5 b v
FIPS PUB 180-1, 3= % F T- 40725 44 bt BL1HI i (1) %07-%5 4 5% (Digital Signature Algorithm,
DSA). SHA 5545 SHA-1 il SHA-2 FINARRMIIRA . XFFKENF 2% A5, SHA-1
L= —AN 160 bit R B4 2 1 SHA-2 J2 HA1E, B A FRIIALEL, Horb B 52 A 42 256 bit.
ZEE A AR R U — BB ST, ARG DL—FRoAS w3 (1) 5 SOR e 3 4 i — B B /NI 550,
A DL AT IR AR D B — ER NS, R A R A O B R L A R s A e A CRPERS AR
I FE . BH R U P AU BRSO —Fh “FRar” Bl “REL”, Bt DA IE I 325 4 it
AI LR 0T I B SC B 25 4

SM3 B %

SM3 S22 A ] [ S A A5 B R 2010 4 A AT I o [ i 35 0 e s B E bt o 2R T
BRI F R PR B 2 4 RNEGAIE W SR A ERD () A 5 B6AIE DA R BEA LA AR B, R 2 22 b
R AR HH B HK BN 512 bit, firH 48 256 bit. SM3 HiERI ISR
%, e R A R AT 2 MEE T, RN RS REEH 5 ANE BT
HAr, X SM3 HykiBdid b b

| PXTNPRIS[a S

SURER S I ERERIRTEE

o PR AR BEAL B — AN EE K EE MU SE, AN IR T B 4z 1M Fr A RS U 2 BL— A>T
R AR AR RN AR T

oy SRS AR (0 7 — AR (R 224 ([ 2 A e, HAPHOESS . 3l ANBURSEIE R ik
RN AL PR AR AR IR A

Fe 5 2 — AR TR ARAC I AR 4, BAT e o AR ARIR RS AL FE AP A, AR SEE
FELIE B B s LR AR R A A AAE AN o P B R 8 S K R R B R,
AR 7 A2 B IR, BT 12 s B2 AR A B e n ), Z8
VR PP A H AT 3 2N S AN S L T T A 2Rt

ECC 5 RSA HyxttE

ECC M1 RSA #tt, FEVFZ 7 HHESA B LN L, FEZARIAE LR 71 :

> ECC fuludithim, HHFMZBHKE, Kl Emm 268,

> PSRN, ABEEEN, ECC S L RSA. DSA BHE %,

» ECC SHMfFME = E /N, ECC MZEHRST MRS SH5 RSA. DSA HILE /NG 2,
BMRE AT SN R ENMI L, XTI SEIALE 1C & LN A HA 5 ) 52
.

. 5o AR e
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»  ECC 7 % BRAK . M0HyH BT A%, ECC A1 RSA PR R 486 M R 117
i B R AH N T S ECC iy 98 R AT 2 o 7 56 ZoR MK, i ECC 72 T0 2k
LRATUS A T R A N B 55t

SRR SAE TR M B LA

B RO JEXTRR (AED) BRI k) TAE R &, E2A LU NAF:

> EEELT: AN R R SRR R AT LSRELE B, S B, B
HZIAMZE-MERER] (AR n A D BTl RIS EEAE B I8
WA, T H B m B — R AR R L.

> ERATH: BT AN EEET RGN BCEES, e E LA YT
R, RE2HERBEUIIS AT Reffg, EMTHEN R RAEE, A
B B R

> NEEE I AR 2 X RR NS S R A S B B RSO B IR LA R, AN
BEEN 100 £ o W ARSI, XA AR ORE] 1000 fi%.

| BXTNPRIFE A

MBI 57 25 RS, AT DAL BB G0 R 7 vEkeads A s ik
> FHTEIRAERINE . BB RFRINE FL— M DES. IDEA. RC4 %,
> TR e A RN A B B R AR AR s i Sk, —ER 2
ML, W0 RSA 4.
> HTIRIEEEANBEAPREM: vEREE SR ERN S KA, W MDS5 il SHA %%,
> ATHFES: —MUEH RSA BIEXH BMEE 4.
2T HART T, W CATE B 7Rl BN
> T AR RRIN S B IS A7 8 R L RN SRR R B IR 22, R SN R B
I, FRVCR XSRS 5%, DAY min s 2 s i
> SRR EIVEARERIAE A, RIEAE 4 HREIE F HEXT FR N 2 vk
> HTXRRINE AN EHE R AN ERAERE, BHNEMERIERENZSE
P, DRI S E G B AR /N, ] DU RE SR F AR XS RN B
TESEBR PRI AR, 85 R JERTPR 0 2 S50 EE BOG PR 0 25 R0E B 8H, R Ja SRR
FEIEINE A o XA TR P SN BRI A, BRSEIL 1 RN, XA, 7 (b
LA,

Z5>]
1. ( ) @ TR S

a. IDEA &% b. DES % c. PGP % d. RSA H:
2. AES HIZHKEARAREN ( ) bit.

a. 192 b. 160 c. 128 d. 256

3. MD5 & ( ) Bk,
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a. =& b. AT EHH c. HEME d. Vil
4. {EFMEF, 5B R B AR ( Do
a. L b. INEHE c. Y d. B¢
5. EE R FUEFR 5 ok SEBAS AT HE A )
a. N b. B [a]Ek c. Hrs d. Hrsee
6. WHEMERE MDS X BTG, HH miE SR EENKE R ( ) bit.
a. 80 b.128 c. 160 d. 192
7. BRSPS RS AN RO TR A AR R BN B ( Do
a. AES b. IDEA c. DES d. RC4
8. SHA-1 HEZATMKERHANHEE, HEAEKER ( ) Hrf¥) Hash 18 .
a.160 b. 64 c. 128 d. 512
9. SrHINEF LA AES HiE 5 2 A A HE (SHA) MR KAFRET ( Do
a. 7 b.iEAR c. ARtk d.ny
[Z2%£%%]11d 2b 3¢ 4d 5¢ 6b 7c 8a 9d
*FEERS]

IR E R SR, BB SN T2, VAR e 19 B RS AR SRk A

HB=T AIESEF

TREEFIIERAF B RG24 AW A B 7 1] - OR 5 SIS AR BE 6 CRAE (S S AE M 2 A e i it
FEFFAPARE LR, RIES S AOBLEE, (A REMRPLAE RN 2% L3815 1 005 15 A By LSk
(T A, X AR BRI A UE SRS R AR ok o IIEZ Bl 1B TS Bl B EROR, 1 AR R
WA P AN T B0 5 RS . DIER B R R WESWIERS . RERE. HF
Bty SARIEN DUSGAE B

AT EEINUE KA R RS K, N2 42 A SR BRI e 45 S S

> EIR L KA R AR
| L 5 G E Z NN
> BB RS PR R 5 s

KAEHTIR

[ I E T AR N EEV I NI EE S
> Ay uE A R A

IMIESIMIERSE

WEBAR SR M L7 7 553 3 o 22 4 il R R BORJE it DOER DO FRE S . AIERD L B
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H SIS AR N T 5505 Bl B4R R 58 BN AS AT 15 DA DA R FR T 45 SR 1) By s
RPEARRILE

NN b ES

WIESUEXTH P S “IGHIES . fEMZ i &, ZXHAmMIAEER, BIZE
= IMEFRBEEAIE. ED T B VGER S AE .

T BAAIE R F5 T S P ERSCE X B AT FSGIE , J& —ANUE SEUSCEI 19 J8 2K H nl 5 PR 55 H
RBEE SRR . W EANIE T Z5E R LA JLIT A 25 :

> HEEM— W EMYCkE KR ERREE, MAERE .

> SRR —— RN AR AL, (R S UE AR SR A T

> EVENLE T E A AUERE, THAERT 2 H T AR SR EUE . YIERF I 4774

AW BIERS A A R %L (Hash BREO .

B DGIE Y Sy R 5, 2 T EEHBIUE SEAN M 4B (E 2 5 T I S 2 5 5 e TR AR &
—E ISR . B AIE 2 IE AR EAE P 8 S B EE AR, o A H A AE. FRIEAE
AR UESE

WIEER

AT R R BAVE [ s 507 =K
> [EEMERE: H R RS SRS B RAIE . —F{E SN % ek 802 5 LT
FREFIINE BREL, 55— Pt AT 3 B IS N ek 4
»  HEGAERYS (Message Authentication Code, MAC): MAC s&XH {515 B — s
BREL, RTEIH B — B IR R AR R B E R S = AR FPEVGIERFIY B e
FERIEE
» {5 pfi%l (Hash Function): MFRMEAT (Hash) pREL. 2%, MEMREL 22—
AFFRIREL, BT B K IE B B — A e K RS R, RSO AT A LR R
Ko BT NS R BRI SRS B
B RE HMER T — MEEKEREEE M, BRI —AE g KEWEE h,
h WK EE g m, b BRI MRS EE RS . DSR2 SC b APl e 5 B SC, AR ME @ Dt
HF SC R Az BRAH [R) R4 B85S0 o N AT R K B A H O [ e K I eR B R 2, (H B ) R
PR H(MYIE R B A U R et
> YUkt g M, RESIUE b
> [k S h, W HM)=h HE MR
> PAEEENE: SEEE M, RSN E N AT 2 HM)=H(N).
T 808 R B I SRR 1, (R 15 A TF B RS SR I T SR FE A AR, BT AYE — S 35 P
i, ERTUEN—NEE M FIHE, REBEGHE M, ibRIEFN HM) 4T M
. i, SHA BB EEH T HE2 4 90 DSA .

SHRMERGHER S5 X
SARVAE AR BB VAIE, XA RDEAE AT AR R IR, A0 e A e —
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WIE RGN 2.11 . £RXANRGT, KEFEL DA ITHEERHE B RIS IS ;
FUCE AR B A S, I ERAIEH R TR A AR IEE L ERBALEN. 24
o R R B S AN RE S AL . o W (38 i A8 (S, i HL AT i SRR S R
BEATHCVE, BT L — A SEBRIGVGIE R GE AT eI 205 1R, R Z T LR

]
| mw o vemms [ desms [ &8
(i |

YR

K211 AE RS

W B FE AR B AGIE 78 LR J LR
1. A P 4 /5% 8\

W% b SRR B e I — ROk R P A+ B =5 AN S 0. G
S5¥EERG 0T HIEY . HPEEFEHAMNE RS, T RGE AR ERRS, £R
Girp @ L AN PKS, KSR P04 (BRI FED . PSP 25
WA S AFTE RGP I P B SO A A5 B — B4 REIEN R G0 At i, R RENS
IERE AN 47505, RPN RE 0N X A . Rmsehr b, BT
N TR IEEIC R, 2% R E CEEANAEH . BIE S 5 b AR IR 10 B SR T
FEERAE RS, BF BRI — N N LRI, REAFEE 2R, WA
T EE o BIAEAE R P RS A MR, B T3 i S s, I B S Ed A vh /5 e 5
HLIAFE A 28 A, T U0 S0 UE 1L R0 P OGRS R AR R G AR 25 5 1l 0 B 7 PO A7 o
IA Tyl R 2% MR W 1 e B3R . R, P 44/ A IE S — Rl 22 4 i B e 7 X

2. FARAFAEINIE

FARFALAIE R SRIE L B 2 SRR AR AT 1 2R BRAAE 5 AT s AR 3EAT 5 4 i) B
Wik, w RAG A B AL A AT AE RS AL AGIE o

WM R, NIFRSL 40 oL, K. M. PLREE. B 288 A0 A E— A
FasE MERF L. B NIAEBRAE SRR, 1 A& AR, e il A S 6. &4
NEAEREASL, Jras AR RIRGMSEE T ER, —DANBEIEL Hikizz).
FAEAT NEIAA — € R e VERIE DL e . B T IX Bk, NATHER 1 H880R0) . MR
Al HEERA] S AR E R BRI R AR EROR .

FARFFEAUE FIAZ AL T AT IR AR I AT U ALE, IR o B 5 R A2 T
TSN L RS0, R A SE VLR SEIOR SE A N B 0y BAIE S IR0 o BT EARRFAEAUE &R
GURALHELRE, AR, MRS, LEXSAULAC. i, FRS0RBIBEEHRAIEGRE. 15
SRR AL BEATRFAESRI. RPALAE A B S UL RS A

3. USB Key AiE
USB Key #&—F USB 4% F & BEAAE 1 %5, 1T LAAEA# P I3 S B3 7IE 5. USB Key
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A B R E A R SEIUS 7 SR BGIE, AMB/NTS, AR D7 (RS S, ATEETH AL
USB # Nl fl. 2T USB Key (S 3 NIEDT SR IE J LEE R R — RO (8, =4, &0
HI B AERA

4. HAEH (BB ETA)

BNAS TR A S — ik FH 7 (1) s e R B 1) A58 FH UK BOAS Wi sh 28 28 Ak, T A2 R AT R —
RIFEA, BI— R Z RS IAIE . SIS BRAK H — IR — W7, v R - S (%2
e

5. HHAE L

SO UE WS F8 85 X 28 P ORI AE FARIEAT B IAE . AN [ () B A7 DIIE DI SOR 57
L RO E RSBGE T BEAAFEMPIEEE 1. £SO h, BN Z R %
T3 AIE Y (Password Authentication Protocol, PAP). 5 #)—4& F- A UE #3i8 (Challenge Handshake
Authentication Protocol, CHAP). MZEIAIEPMY (Kerberos) FIEFIEFibriE (X.509). &£
BrNUETT i, B RS R A0 R ik T L S B A T A B E

FET IR PYGIE, Hl (5007 AL 2 S E A HO@(E AT, HAEAH Bl 5 fE
NEF—ANEERE R ANV R S TE S . EEIBEERYE R S EHIE T T3t
R WA GEYMSCE B8 FAE MY (CHAP). i %5805 K (KDC) FIIET)
. Needham-Schroeder W\IE M SFT Otway-Rees IAUE T .

FETAHBNUERH AT, 815 X775 KL I AE T S ERAE I 77 1 A H AT %
IR % B BRI IV B AR, DUHIBEA S P st BT A IE A B %%
21k

BerZt

%4 (Digital Signature) & HATH TR 55 T EET P K. BORMEAR. 7]
BRAETE R — AT 24 T BRIV PR AR AL T i, T T E B NS
A7 DL — TR 14 A AT o e BERIE SR I O AEAR S R A B2 3h, Wi frfed
LT SCPFR S B PE . LSRR AN Al HRR I

YFERANERH

FESEBRA ST, GBI AL — B4 S E R 78 H 2 8 S (e e As
L SORREIZ A A AR SO I 9 5 S S A o BRI — AN 7 SO R AR B
fE, HOPEREMEEN FEEAAR T IO BT 784, EEaEmela 7 3erkdh.
XA AR LU B R A% SN, (B3R T LA AR R A kG U B A SO B, 244102
VTR R ORI . I, TR B HAT — SRR IR I PEFORIRAIX e ey, b $ 2544
BORNIETI A

AFRT “Hrrte” BERER, UTEXETFERELRAZTRR, E%br LR
FRIBANG KL TT (015 S8 SO e AN TR R SO AT A e, AR 45 S A AT D& . AN AT
o 5 7 T AT o AR R4 T SR B AR E ] - B2 N — P IR, B R A TN
BRI i e B ES & 10 7 SN, Ber A1 B KRS T ORIER B e B
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AESM. BEBELAFRTER PS4 .

H 25 2 R PR A N s BE N R I B AT N AR B, AR — BB S, M INAE IR S
TH] — 8 R 36 B U0 A2 ) 5 i ) 2 R A 48, S P A 48t o VP B50ai Ry e R DA A B8 1) SRR
FEHR 0 5E B SRR AP B, B b NBAT O, X IR S B TR 1 — P .
XBE BRI AR VG R A AT, B X FL RIS B W R S BN

B4 o N TR R R A 4 . Rl R T 4 A RSAL ElGamal.,
Schnorr. i[5 i 2 #0725 2 HIEAUE IR A WL 72 2 5055 MR E B4 6 5% 4. R
WG, B, ATRNERE. BB aie bl NESR: S0l RiE 4, H
Aethit; RiEHREZELLE, BRI IO B2 41 BEARTIA, IR YR
NIE; 28 =3 AT A ISOR XU 2 (R 9H B AR 1%, (HRREhiG X — i 2.

YFERANERFRE

HFBEARBES, WAL T ElGamal 224 5%, RSA BR/HE, &©F
Schnorr 5%, DSA HiE%E., B4 UARIELL T JUAA:

> RCE RS AL S R N B A 4

> REF AU B4

> RUCE ARG B4 .

Hp 2 2 AR F I 2,12 foR.

HEM
M
Mees BEEE || memu
Kok AT A7 S BRI
. R LS| —> S
RS — s i

RIETTHAHA
212 U d A R B

AL R

RGNV, AR T2 P T IS4G

R TT R EH SRV BT 44

RA%TT R T B R SCRE 5 SC AR B 25 4 TR B A 25 1 IS BRI T
TR R FH G5 T7 B AR 28 22 34T %

RO A e AR A 10 B 5 T B SCEAT X B, R = — Bus R s B AR AR
BAZ RS IR HE R, R

B A RiE—DETHIEE MY B, A B4 N %0 E T ikt
> BAEISIESE A MHE B M %4,

> BTN CEHEBIEN) ARG A %4

> R ABUIHEE ML, ATLLEE AR A FB Z A EL.
e A 1A B Rik—2%3HE8 M, WIS

> A5 C=Da(M), X M %4,

> BB EAC) £GWKE M, Bk A %4

vVvyvyyvyy
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>  WIR AR B ZIE A S, MEE T LR E— D RUREEE A %A .
BRUFERAR

1. RSA &4 7% %

RSA & —MRONTEBM A HME R, LSRR T R ERIAERE . RSA 2— 1T
B I HEXS AR R AR S, AMLBEN T %, mHW e TRFEEL . el R — Xt
RSA #8: —MEHEREEH, AR A—1MAATFESH, vXIAT. it
RS, RSA FHZE/DN 600 bit K, —BAEEH 1 024 bits

RSA H AN F28 4 Gk i #2 a0 R

> ERDNREEp Mg, W n=pg, ¢(n)=(p—1)(g—1), FHH g(n) & n KL
EALIER
BENLER —2% e, W2 1<e<g(n), H gedle, ¢(n)]=1, e ZATFHEH (A8D);
H Buclid 5075115 d, i /2 ed=1mod ¢(n) , d RIRERIZEH (RH);
it f S = Sigh(M)y=M" mod n XY B M 1124,
> IiEEFE: M=S°modn, IR Very(M,S) = true MIGUEIEL, HNA@EL .
2. ElGamal & 4 7 %

ElGamal %54 #4 il /& i ElGamal /£ 1985 42 1), & —FEoN T WM& L. BT
1984 A4 HH 11 20 4H 2 Rk 1) R [0 f 2R %5 ik &, BERE T 8088 In 2 tae Fl T8 % 4 .
ElGamal 224 J7 RS fa it #2400 F

(1) FHAERM B

p: RBERUKEE p, A Z7 o SRR B O B R ] 8

g: A ZP IR Z) I — AT R TR

P FENLEREE x, tH y=g"modp, Z¥: K= (p, g, x,v), Hp, gy 2AHH
A, x RARENE.

(2) ZLIdHE

WM RZ ITHARANEE, P REENER - L 1<k<p-2, H k5 p-1
HE,

T HM): r=g"mod p, s=[HM)—xr]k" mod (p-1);

¥ SigM, k)= S=(r|| HERZEL, MM (r|s) KIELEXNTT.

(3) WiFIdRE.

BESCOTICE] M AT S, SEHE HM), SRIEHE T AT ETIRE: v = g™ mod p. HIH
Ver [H(M), r, s] = true, HAHHEEE, B2H SUAED.

3. DSA &4 7%

DSA (Digital Signature Algorithm) & 3& T B 50 A PR S B B 1 5k . DSA 5
RSA N[EZALEFEARGEH TN MR, WAGETZHH, HHTS4; Frelett RSA
BHIR L, TH 24Pt S RSA MHELZEAZ . DSA — D EEE SR REATF. X, 24
ERBANK p F1 g B, BIEARTERL, WEEMIAC NIRRT 4 i &4 eshit, 1 RSA

vYyy
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FVREMA R
DSA 3N 42 BRI R
» K& SHA-1 F1 SHA-2 4wt &k N e, A5y is,

> RIEJTH E CRE S E ST O, SR TEL.

> RIE TR R SCRINE S i A A U

> BRI i RIS T SR AR S B T AR, RIS USRI P9 25 ] SHA-1/SHA-2 4wfis i
A R R

> BRI FR AR IS O R LD IR RO R A B AT L . R R — 2,
PG FE (S B R A B, B, A4S B 24,

PR FEER

1. &4

TR, ATERSREESCI N A, AR5 HREATEA . (HAERMELT, )5
LERE A WSO S ST R 28 44 T AN B AR A4 38 RGeSO B SO B AR P 2, 3
GINGE-S=EoT

BRG44SR BA T A LA

> BAHEARE BSOS

> NEEARERWSCHE, RAEEE A KNSR EVE T

> EREZBXECRINEL, AARKESLNEH B NEX.

B2, BRABAHEENERRENE LG4 5 R S R R SR, Bt iRy
THEEEREMN, HNHEON 2. Hil, B84 2T Internet KP4 S&RE S,
MEABR IS RG . EABRTHERSS,

2. B4

MRV RMEGBTEXAEL TS 5T, t Chaum A1 Van Heyst ££ 1991
Boeheth o MR, £ MR RT, B AT R A AT DR AT
ST A Bl ] P A R A YRG5 %540, — BORAEA Sy, BRE B ot n]
PL“HTIF” 22 44 IR0 B MR — N A B A BERE A — P EOR,  Res IR R
RN FREEH, T CIRAEBOA U8 22 AT 2 L U AR BAT T2 g . B4 2 B
A FH AR — 28 44

> U R A REARCR IR AN RS AT s

> BAMHERICE REBAEE R RN — DSR4, (BB BT (I — Al 5

PR

> AEJERKAESIEIEILT, AR B AR E L BE IR R R4

BT R UEEGESUT 5 M SRR T2 4477 %

(1) G Wl —DNEENEL e R AT E T Y AL B O A B S

(2) VEMM S HEE B SRR Z R — MR A T BRI A P i
IR BRI H O — N HE RS A B 3 TE A DL K — > R R O3 R A 2 2 4

(3) BAHE: HRRS A RNICE BRI HRAMEE M 53R K 5 ik
FAMEEYE, R M %A,
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(4) BAESR . —MErERE. SRR M A RS LRI ATTEY Y )5,
it R T IXAE SR A RIHE .

(5) FTIF5E: —MENESE. SRR M B4 DU EL i R 5 S
J5, A 1S

FENIEHRIE L, EEE R IR N EEUT A MIES . A7 7 55 T ZDH I K R A
ERLE FIMZE GRS, HEAMATLUIEEEEM. 55, HEAER TSRS AL
A THER: MRS E2RMER 2 MUTS 5N EATR TR, BEAN. AT ERE
BT BERS, EXHNTRTAEFZHRITS SRR TGRS, BMUTHA L2 4k
TR IR, IXLEHRAT T B — AR IR 52 p SRARAT (5] T o JBRAT 18 2 3 B P

3. REEA

IR AL — N TT BRI 4 NI 2 4 B AEA TR 2N, IR
R4 MR TR NFF AT 25 A AL ) — Fh 2 44 T7 00 — MRS 4 A4 v LUEH BLR LS
T

> WIEEA: F T ORI R TS H DA S P R A A

> BANINERTE: JFEEL N H ORISR NEERA RIS A N, HAHEE L

NG CESE YN IR S WA AN
> REEL AN A NTHSR B RG24 NN, B R a2 44 N A At
HE A

> IE: IR AR A R AT IR .

REB LA e SOSFE: REZELZ & —AJed (M, S, Sk, Pk, GenKey, Sign, Ver), H
1 M. Sk Pe 30l B S ARSI R SER AT %4 S, GenKey. Sign
Al Ver 73l e 2 B L ES . BRFEEA SEAWMIEFIEES . 72PN HxT o
TR (g5 ¥3)s (%5, 0) € SKXPK QSRR THI (1) S6 A REME AL, SRR A KA 38 43 25 44 AU
Zt4 T H ) B:

> AFHRAHx, ITEH— M o IR HME LS B;

AT NFRAREIEI o SRAEH x, 5

B HMH o Ml x, 32— MR L HHo,

TAAEATFRE S Ver, 15 Ver(y,, s, m) = true < Sign(o, — B,m), HH sES, m
EM;

> AF(T ANEBANEEEL Sign(o, .. m) BE x, « x, oMo, -

Hp, ARFEIHZAN, B 2SN, ENMAITZ B ZRFEEHT o R
B, 1Mo, QB A

Beiets

ik (Digital Certificate) MFREFARI (Digital ID), J&—F7E Internet - FEHLIEUE
177 2o BT b PR AT IS ARG P ) JE RS AIE, TS [R] 1) ek A TR 4R 5T (IR
B, MR —BEHIERRAE S0 EEHETEF O (CA) HZZ K I BT HdE . 3
FAEFAI LT, RIGHIE FHER TR 5. BT SRS .

vwvyy
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HAIEBRITEE
B UE iR A SR A i S AR AN B 2% F P AE R 3R 4T (5 S5 SC TR T 550 s ) B e o AE LT
55 LTSS IS AN, A2 5 W7 # TR G UEXS T B UE B A R, AT R AR HAR AR
) Ao AR A3 IO UE AR S G 3 PO RRT X R e o S5 I i R BE 0 e S — B AR Y
S IIERS, KHLLL T EZIRE:
> SAE—HFIE R EENEFIERHAE D ANEL IERHEENL. &
AR SURECFERRRAEFR O (CA). CA MEIFZELSE. FTbl, M54
P2 A L3S UERCTUE A, AN R 7 B 3Dy, R BUBCL 506 5 REAT A2
B T ARSI SRR DT AR o DAIEHG (CAD FEABUEIN . WIS, AR =
Tt BIIATUON SRR B IE RS -
> nEA S S AR E AR A T A R BRI S
M, GRS FHE G AREE, AR LGl 5 A IR AR . AR TT
PO (R A SRR SCREAT I s Sl R B A4 A AR BT T R, 13 8k 3
D
> HTBATE A ISP A R BATEREISTN, 7EM AT LU B)
HFIEB AT A R . BT A AR 24 N B, AR s
N R SCAS S AT I WO A A TR 55 FL T OSSP RES SEL B I AIE L %
EXZ NI NCIRCRV IE €/ S OIS

X.509 #FIEP HILEH

HE PR S (ITU-T) ill5E 1 X.509 FUCE T — P BEAE RS IHESS , A ik
F/& X509 PIRZ O FE . 38N X.509 ER AT E SR AL UE T, B9 X509 FeriE e T
X.509 HE CHE B AN IE VML 2 S T S/MIME. 1PSec. SSL/TLS LPAJ SET 4%
R, PRI X509 @0 L4 O T UE 5k R B AT AR .
HAETE —ANRUEBRAH O (CA) BFZELN. BAFIERRIEENANEEULATT
FHNSCE, e SRR RB T EHEESH. &R0 EIEBNEE - MATTEH. 4
FRUA SR PR OIS . — I T, Bl B3 2 1A ST 8] . RUENLG GIE
R AR ZIEBRFISEE R . —ARER X509 B il B wn F N g
> RAS—— IR HIZIE AT TSRS X.509 FRdE CRRAS 1. RRAS 2 BORRRCAS 3D
WA T 22 E PR i — e B R, B ATHIARA R 3.

> THIS——FRUIE T ME R, R BRI AUR A BCAA AE T — BRI

> BREEARRT— H T EEAR N, R SRAR IR EAROC S E A R,
T AUE R T 5 725 4 50k . Bltn, SHA-1 A RSA HIXT bR iR A it F ok 1id
LB A SR RSA X SHA-1 442 % .

> ENUA B2 8 —— R AT # FAH A R 25 44, DA ARIX NIE BPE R T Ja
AR,

> ENU——UE PR F AT 44, RS RZAE T SR ME— CA [ X.500 #FR
(X.500 2R A BRI A X RS RGP0 o 8 FZAE TR ME B RIE T
SR
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> HRUHIR——UE R AG H RN ] DL K 20k H AFIRT (], H8 BAIE 7 B R) 35k Y A 25
PLAE 8 BE S — MR UTC B Tl g 2.
> FHREE—IEBEEA AME— AR, A ANBHRTE Internet F@ME—1. IE-EF
A NP 2 U0 X.500 F .
> AHEE— OB EA ALY BRI AR S B S 5
> R ME— AR IR UE AR B ME— AR IR, ANTERRAS 2 AR A 3 AR, 8
T AT,
> PR FERRCAR 3 I E R, R MEE T RFBRINES .
£ X.509 1, FFEB RTINS Y MUK X BHEBERR N Y<<X>>; Y XMHE L 1
THBLZ RN YT} BN, —A CA MRS A I X.509 iE A LR R N:
CA<<A>>=CA{V,SN,A1,CA,TA,A AP}
H v ARRAS, SN AIEBFAS, Al MEIEFRRRF, TA NGB, AP N A MATFEH
=B

HAEPEEMER

R P A RE S, DAEH 0 (CA) TENBUSEN . AIEHEEI . A ERIE = HLH,
T 5T RO BT A 25 W _EAZ 5 B SR BT 5 AR 1 o iR SR, Mk Bl
D 20 7 A T S A B RIE

1. % H kA

H, AT CA SREUEUFAE B . BFiE Bl CA &4, A iGN . — A ERET
HEBEF G (CAY BRAH B — MM FIER — NS4 AR AT EHTR
WE . BTBL, CA AUHIE AL AR IR RS, BV IE BT B M s E — N AL H S, A
AT DA B 2% H 5% R 3RO 75 I BCE U 15

WHRIEEN T H . LESHFE—A CA ZF 5 FUETS, W LEEAE AL H R T F X 1
EP . BAE PR T LB AL H {246, BT UL A P B RIS i ET % .

WHRIEENTTH . AR TR CA, WFH BT CA Z RIFEAT IS R IREU 5 E 15
FAZIM CA IBEIRSE K2 CA 7] )2 CA i), —ELBEEFIFE—4 CA N1k, #HRILFE
AR CA. NEH L — R 2 2 FIRPR S R SE A Z, CA IRDIR S5 8 T DL SR AiiE 15
B, B 2.13 B A—ANRIERARE RS, 55 UL SHP U2 #HT24lME, TEW R 3ANE
HEE (UL, U2, CAD) KIHEPR; # Ul 5 U3 #ffrze4ilfs, WFHEY R 5 MEHEE (UL,
CA1l. RootCA. CA3. U3) [FHET. BEAIEFEW n] U A2 SCERSEBL. 838 X
WIENLH], eI X RV, AR,

— kUL, BUWEEAHP ARB, A FERHINEF O X HUEMERE, B FETHIA
TEF G Y MR, BASAEF O X5 Y MEAEE, B A H S e, WA a7 Rl
R 77 EREL B HE 1S

(1) AJREARH X AWK Y WIET, FHFMZIEBRE Y MAH. Zd T LRR N
X<<Y>>,

(2) ANY B H Y B84m0k 4 B FET, HMZIER A B MAH. 1z e
TN Y<<B>>,
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Ul U2 U3 U4

B 213 fai B Pk

(3) A SRHUB FIAUFIE B IIE P nT LR IR X<<Y>> Y<<B>>. [FI#, B 3K A (%L
FAEBREREE AT DLRIR N Y<<X>> X<<A>>,

(4) X.500 XHUEFEER K B A BRE, ST AR ZA CA S 5iEEE. Flun, X1,
X2, =+, Xn—&RH CA, M X1 FHP A A Lud i bR IEHEERE Xn (H 7 B FIES:
X1<<X2>>X2<<X3>> - X n— 1 <<Xn>>Xn<<B>>

2. BFIER R T
> AP E S, R AN NB S BAEIELVAEF 0 (CA);
> EHOTERZSE P S e AT L B D IR, DS T SR SR B P
> ERO RGP AN EIET, ZEBANEEHA AN NG R L AAEE, FR
EHHA VAR O E R
3. T R4
HIE AT AL A 78 9 208 25008 e v o P RT DA P ) 268 205 58 36 50 e 15 o DR A e 2t Jo [
WHAMRAER, HPAFHZ CA SURETIES, B0AA CA NHETFIEHCAMES, &
BLAE Ik W2 B B 1S
NTEZ MR8, B4 CA FEBELIETKIESIER (CRL) R/ CE s
AT IARCTIE T . CRL HEX AN AT, 44 HAh CA Vil
MECFUE PR SE K AUET Sk HBR, SR A A G IE 5 ) CA T3 PR BE ML AIE P (1 Rl
A, LA HIEMRROTRESI A Sy . WA - 3B CA SRR, ok S8 FiE
R . B CA DAURE —A LA EIE A T WIAERK1E5)%R (CRL). 4 H I #]
—ASHHETN, BN ZMIER R IESIER (CRL) R EZIE T 2 S e .
ETHFIEBEMIAE
BRI TR R, REBORIE S BALIE I SEE . seBVERA AT A X+
AR R R IEF RV, BRIl R A ROk AR IS 2 ok BN R IE I S iy, DR B IE
TR S AIE . X.509 $24E T LA =R S - IEHLH -
> A S INE— KIEFH A XTEH SO IUE, KR BT R ECGE B SRAHAE
HE. BICERBEVGEEEE, RATAHRESE A PUETXE B A TR,
HAZSHZNCE B S — IR MERENLECN R M8, i LUAERNERIEE A 50
H .
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> WA SN IE—— FE B ) B Oy A TE R R AS b, HTInERCE B RN, (ERIEHE A BE
g X B SR AT IAE, AT AESEAE XU AH BB S 47

> A SR A IE— XA S AIE Y — RO s AR

& 845 X7 e i S B R

DG . =SB IERETEBANES, A fXF B ACSKE— IR IERELEL R 1
TR AR R 4 By U5 AN TR Bk 2 ALK T R /e & 75 i) — IRk R AL &K

AT LIRS 2 154 £ RO

2%
1. Tl ¢ ) AsE Hash s EHIRFE

a. FEE b. Wik c. JE4itk d. HrbsEE
2. M C ) AVJE Hash AR EERN T

a. SRS b 254 c. Bt n & RNV
3. EfERNAUER S ER, MARKENRSZ ¢ ).

a. WIERSS b e B 55 c. PRETEIRS d i S INIR S5

N

R TS AT, BAEMH (
aBAHE NN  bELE IR
- IR B BORALSE ( Do
a. WHEIMIE b. SNk c.
- B A B WL SEI T i ST AR (
a. > B R A HI R P s B A
. AEHEE R AA I AN L ) 22 A O R R
7. FERE TR FIEAEE ( Do

W

N

#FELR ]

1 M EERM AR TR, e K724 A REEs

2. WHE M ECFIE, RS E.

IKEIEEAR d.
) MAGHRZ =
b. XFRE DA AN MDS 454 2255095
d. AERGN MDA fi 255

) HATEREZEA.
c. BHEKI LA

d. AR AL

ey

a. BELHEY: b MEELEE c. RSA Hi% d. BEEA 5

8. ( ) RBEREKNE TS MBS MR R e K e 8 R, UL H R

, BRI H(M).
a. FERE b. ELH R 3 c. Hr Ry d. Wit pR %L

9. ( ) AL R B IR .
a. CA b. Ra c. BUFF d. W17

10. 7 UEHRA ( ) ERDAA) .

a. FAHH b. A% c. d. HAh

[Z2E£Z%E]1b 2¢ 3¢ 4b 5¢ 6¢c 7c 8a 9a 10b
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BT HREESSE

FEHRIRE R NI, RS R B SOHAT AR 4, DA AR %50, SRS B
Jo N EEAH P A B A SRS T AR P A Bh e BN AE R, BAH R BCRI R, B AR RN
Fifit, B AN, B AR . SRR, AN BUERAN AT 2L,
HE A RG24 tE, 1 HY KRGS G0 MaEsi it ik, FHEHEE
GRZeR HA BRI E TR . YT, B R R B =M — RS T M
R PALGSE H A0 AR I KMI AL 258 T T 0 A 35 Al 4l P AL
—AEE R T UL L FH I SPK.

AT FEEA4H KMI. PKI. SPK Al PMI $ A .

> TR KMI AN SR R
> IR PKI AR s AA R AR
» [ fi# SPK 1 SDK;

> EE PMI SRR RS UL .

KERRTR A

> PKI (A Ak R bR
> PMI ] 4 R4S ALAT PMI [ SZIIALH

KMI

FAHE I (Key Management Infrastructure, KMID & —Fh 2 8H 5 =08 BRI,
EHTEMEHM. HEHAEEF O (Key Mangement Center, KMC) 2 {45 — 1% 574 #LUR
%y W RCEEHE U A B A B I 55 2R AN IR 25 B R S A G 7. KM S B
BRI FHEON) 2 WERBON AT TR SR BEAOR .

KMI &7 7 NEE S KBNS KR ETRE, B ESEHERN EEFR. Tk
RSN RIERBNE K, AR T EE (YEEE #71.

SR

WA 7y RRAE KMC MU P 2 IS S AR R R A b, 3 B B KMC 58— 2B R
TP AN ) — PP PR B AR . i 7 R E B LR LA S B 454 -

(1) G B B A HRs U2 T g s Sl DN Al T SE 24, H
ARBEATT GRS . 72840 BRIV .

(2) =W ZEHAMLESH: WIREREPIRCES N, R nUE v A B S — %
ZRCE R KM R R e, REH O IRE A B imiE ], SR & B REY. — W20
A RARATIHSE . EHIEE. BiFE RGPy REOR, R Al mIE ) £ 2%
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(3) HORIEPINC B A5 . AR 2 5 P B 454, e o AT Y B OO S B
FYIMCE BN EM n D Kin ik 2 A%

BN R —F R WU, RIS YIEL R RS R A A, — R A S
IIEE P2 IE Y A KA —E 8 L LS T E e BB G, KECA BUT PA
A OB

(D) TR AT A HR R B RS 2O A B 2R E I E, EERk
PN Ao RXFNE > KT R R 54T

(2) T RHRIXA D K& HAF R A YIS S (RS AR, ] LUk A PIAAAE 7>
I, RS ERE, AR,

PKI

NTFE SR E (Public Key Infrastructure, PKI) J&— MUl Bk e br e ) B HE P &,
T& T IR 28 o PKI BEWE R BT A7 I 245 I FH 8 (i 285 R0 85 7 25 44 S5 2 0 i 55 DA B T o6 75 1A
FHAIE PR, MBI ORUE M _F R (5 B2e 4 Fs, seBEAIA R B 1. FIAH PKI
AJ AT 5 b g ST AN GE S — AN 0] E ) I 28 T SREREE, AT A4S A AR IX AN TG 32: B HEAH B T 0 A BA
Bi L, ReS AL S RO S B (145 2, JFE e A NS & M5B . PRI ARG B2 2
REHZ A, 2 R 55 ) SRR

PKI 720 %

M SCEJE, PRI — AR iE BEH RS W X EF, i ET PRI EOR . IREEAH
TN R 2 R S5 1 W 28 22 A ATAR &R, # T YA PKI &%t PKI %GR Bl e HUriiE
TG . MUK A 5 RS SRR AR A B R T . PRI R 222 H i [ 28 2 % 5 FIIE
Vo, 0 PSR — AN R AN SIS AT, 3R T DLLE 220 S B o 5 R A5 A i A
B 725 4 F AR T BRALE I S0 1) 2 4

—ANR, SEEE. BN PKI N RS, N ABUAENM . BETE. FHE D
R RS . PKI N2 SR 3EARER 4 o PKI A4 2 0K [l 581 T LR SE R A4 140K 52 B o
PKI & REE ML 2.14 B

K

UEF e MEH D (CA) AU E

PKIRFE:H

K 2.14 PKI & & &5 AT
IEF O (CA) BIEFE DR G KHLR, & PKI 0. CA DALEZBUS MR
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FAE. 8%, CA FE =2 H:

> ML, ST RS FE RO SR AN ] T 5

> RS HE A AL, SSTUE S Y HE A R

> NEPLIRSS S, ATHEBRIA R AL B R RS,

BeriEf e TS DR B FAEB XA, ZM _ER—F A5 B EE: T kiR
5T 7 B AR P BIE S B A9

AP TR ZR T RS, RS S CEE AR, RIS SRR R k.
NI SR ARSI, PRI SRAE 73 P& SIENH], S5 ZWER, H7 1 CA R HIE, CA
PN BERE . X R BP0 5 E RRedt s vl dHEanel, N
F ORI ME— Pk, ASREXS H AT &0

UEPSE 2 PKI ) — e . 58 SRR, B b B A R0 L BT
REEARIR, R TRERH PN R E R B T SR AR A . NS — &, PKI AR HEIRIE
5 — R FIHLH o

PKI HIOMEALE TR BN 5 AL N . Ber A S 2 e Mss. Bk, — B
PKI AR M RPN R D R S8, ARSI Re s Ll 4. — 2. WERTAS
PKI &2 H., BRI ZERNE. 5 Tk,

PKI B9k ZprfE

BEE PKI V2R, 97 DR Tl it R e e, FREAE T PKT AN A [H]8E 1) &
JRELR . WEBEA PRI RE LS REMITERE, 5 PKIAKMIAR R IR T EA 4 Fh:
(1) ASN.1. ASN.1 (Abstract Syntax Notation One) J&—#f ISO/NTU-T #rifk, EHiiA 7 XF
AT RN lD . RIS B R . ASNLT 424t T — BB IE MRS U TR T R
5K, MAEIE S LT DLAGX e84 BAR R A 4, A £ 2R AR
. EIRRRMEN X409 B—a I KE), JERA B OIS — ARk,
(2) X.500 H3 /5. X.500 & —E 4 SO B2 M H R M 2Gbsite, ©EXLT—H
U AT AR 2 R Ve N L H A TS Z AR & . 7 PRI AR &R, X.500 # F R ME— bR
AR, LR LRI DRI — GRS R X500 B S0H0FF LR, If
H AR SR BN, (BRSO A BEEAL ZIIRERITFAUE, BTl X.500 # A A A2 se 3
H M55 W S @A
(3)PKIX. PKIX (Public Key Infrastructure on X.509) R A5 E X T X.509 iE157E Internet
FRER, B UER IR RKATAIEREL, S A= AR R AT B B, DL A SEIX L bR
HEMRC R S5 M 5 . PKIX RV RAE R BA53 A LA R 55
P> PKIX RAUbRAE R AR T 2 X509 1) PKI HEZLE5 44, VEAHE X T X.509
V3 AFHIET . X.509 V2 CRL 4%, Bdm g5t D R4

> PKIX RAUbRHE PEAEDML: FEER T PKI FR e S o] 38 5 0F 15 e RA7 T8
B EIE AR A IE T .

>  PKIX BN TEER T PKI RS SR R WA 4715 B AL A B,

> PKIX HFH B BRI 5 PKI ZaELL S FIhRe, W i
HRA I R A B A%
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(4) PKCS. PKCS (Public Key Cryptography Standards) & Hi3<[E RSA L5 % il i€ 1) —4H
NHEW S ARE, K EREIEBHE. BB IEBIERAR KA T RIEBANE LT
% BEEEE IR ST — RAAECHML . ] 1999 4K, PKCS CEAME T 4T M,
EKEAFIER,

B 7 DA B4R, i — R A PR R R BRSPS % 4 28 2 PR (SET),
ZEEEE (SSL) 4.

PKI B9t 4

PKIAE N — Mz R, B RA REFHY RN, @M TIPS, $02 BH T A 4,
RO B RHIBARN S « PLAPIEE RSB A N IERL ) PKI, {E45 M 4% ERIHF 246 7R B
ARl RS EARIAE DL 5
> ATEHEEE: PKICRI AT E S EOR, BEME SR T A TFIRIE HIE %0 B 8748
Ay ITIE SCHF ATE TR S A AT AL S o XA rT I8 7t 10 Ak 55t o J5UR Hdis
SERENESRAL T mGONREGR, AT LRI BT IR, Jf RESEIURIE R AB T
> HEfRE L PKIAMUBERS AR TR ISR (Rl 3R BENLE R 55, (RISt m] LA
A Z TR B S SR B IR S H

> I RAIRSLRAIE, BRSSEODT YR T ECTE S T DL P AL, AR R
o PKI R AIE B UE I R b SEAR B, AR fE Lk Bl BE L) . XA 4]
BT R 1 1 2% 22 A I R 55 I ZBAE R F) PR A

> IEPBHEHHLE] . PKISEEHLEISR AL AR AMEIL T AR, A5 P e T
VAR P B G . 34h, ORI EOR, AR KT AL By, B4 A
B, AT LASE] PRI RIS, M 5edt 1 75 fd.

> SRAILHRAE /). PKI Z MG SR T (AT 2 MR A I I, AT A
PKI RETSAR A7 AR 55 47 & ARSI KR8 A5 B AR Gt . PKI I ELIBE AR T B A
LA T SR E R AL T 78 R I BOR PR

SPK/SDK

7E KMI R B R E 2590 RARAEE &m0 A 2 RAFAE Gy, AT B AN &l T LA
AP TIEG . R RN NAS, WA P ERAE N ADNEH. S P EER
BRI, X AhE A By s AR AR R e, ik, $RH TR A% (Seeded Public Key,
SPK) FlFf-F4b X %H Seeded Double Key, SDK) #iA. HEl, #&HRMAFFFHAEH (SPK) 5
PP (SDKO AT =Fl . APHFBEA R FRARSIAE R, EAPMEIH, BN — 2
RE, TR — 07 WA AEXCHARS] PR IS B A E A B AR & . 7E PKI &, Hag
Mur, AeeHJa#: mAE SPK ARG, #E &R nl LA,

ZENHE WA

ZENH WP (Lapped Public Key, LPK) 2% B4 (Lapped Double Key, LDK)
Fi RSA AFASESZIL, T 1990 EFEHIESEB. B, L 2K DNAFIFTF, AESZEL 100 /3
FRINAD K. ZENH U BB — 2R T RACERBER > KA B
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CRIEREZ, BF K
BEAHA A

HAE N (W) (Combined Public Key, CPK) B4 A X4 (Combined Double Key, CDK)
B EO 0 (DLP) BUbfIR th 42588 (ECC) SEBL. PFRIMRX AN EIEIER L, FEAihh ]
PLHARREAN . CPK ZH A 2 5A 502 L ECC AR LA . ECC A& H it & e AR 5.
CPK FIH 7 HAIE dh 2 20 -G MERe i, FH/INIUSE ) 25 B AR B DL — 5 26 SRRl vl DL AR R & 1
.

HE R (R H% 2000 SERHEH, 2001 E45 ASEBL; & L 1K DS AT, SLBL 1078
MHFAH IK ADNRNARF AT LAEM EAAT, 1S FEAEA; ] DLid sAE ) g 4k
H, 5V ID REL CAIER—FIRGH P, SR “ 287 —FnE, 5kEmR P EH.
BRI, BRI 2 R AR AS R & 1 5 7 .

HENHER T ZEAHAMPA G S, HARHRLAG IR E, AREMT, MAH
RS LFA G b mr 0L, M A AR DCH 2R &S A GUHD ] 2o+
P 25 I FR 0 5% R — b DU R AR A 25 B A B R U T R

PMI

FRUE LR Wi (Privilege Management Infrastructure, PMID & [ [E 515 B % 4 5Ll
Wt 1) — AN ARG 7. PMI 2 — AN HJEMEIET (Attribute Certificate, AC). J&MHBUEALII
(Attribute Authority,AA) J&IHIEPFEETMRAILRE RG, F RS PR AIEF 77 42 |
B, B o RIS RE. Hd, EYEIET (AC) B— MRS, FEAEIERT
H3 ID. WERMUAHE ID. 245 A0, JBHESEEE. JBHEIER hEESUENE (AA)
AT BT 4, HIEBRAE A PR BRG] — @l . BHEAUENIM (AA) &8
R AT B MEE TR A FUASR FIUEN LAY . AA FI CA 7R 4R FRSERMOLE; EF 20T,
EAEDEE_ RS,

HAT, PMI OR8N L7555 5 W2 B AN T B D 1) 2 S0 R 4, 8 LS ik 5 o3
s, R E s P S BARURAE S, S 4t 7 SRR T-B, Vi 4 fiI7E 2% &
GeH LB E [ AR

PMI &7E PKI $&H I TEEMG — kG R 1), HHP B RE 0
FARE BT A . S T X509 dadErt PKI RS HIIRE, $R4E 1 5 4%
D7 AN R R s g ALE], 2 — M T PKI R4tz B SCIUBURE BRI A & .

PMI By4% =

> PMI BRBUIR S5 K 2 32 B WA 4 22 (B S P SR AR LA 8 B, B R 0L 46 2 [ v 1)
PP i 5 i 28 B 2 48 P P (RI3R A E U PR 2 TS 3 — R AR 5 R

> PMI HARE I HCTUEAS MU R E B - 4 AUE 2

> AR S SR D&, PR IBUE B REM N R G b B ok, DAL IR 55
75 2 1 B R G S (IR B IR 55« TR, BB BRAR R 1 B i 4557 40 BE B R AR
HRMRKMHRGTR, AT LAEASAR R RGN RTHE T 58 O RS ) e e o
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PMI tR&!

PMI ARV HGIE AR A . ZATAR AR R, X LMY e T PMIT H )
FEAH A, EEHERRL L BN
1. AR

PMI GG 1 PMI R —ficdiiad, /2P PMI R . 8 AR doxed B, BUR AR
MR I = A SR e X R AT LR RS B, I EnAE — U5 bl B o, 208
PRVEHRRT R DR AR Bt & Vi 3, 4RI — @R BOF T X — R g IR 55 A AR A
FAE IR S s BUBRIGAIE & 2 X6 U ) S A HEAT UG AR AT R SR, AR AR 75 Mk T A A R ASLBR AN
BG4 RIS R SRS X 1% 2 15 S5 R — R S5 A8 A W Y S

U RR B8IE 2 AR s LA 25 0 U i it BRI B S PR AR B PR B L PR i
CAT3E) AN SOTIRBUR L (AT o AR R AR PRE 3 st e T R B PRI rh, X
LEARAE B S TIPS AL X SEA SEAR (5 AR AL RE o PR WS AN E V7 1) 3 — e 2 0 U i
PR A de MR B ERTTRR, BRI E SO T RUREGUE N 1 F VA IR G0 IE 3 17 1] 5 — 18 SR 4L
BRI BN IR 55 i 0, 5 AR A« O T PRAIE R G 22 A, AR SR 7 Bk AT 58 B A v
PEORS7, 7 1At NS A2 OB BR SRS T 0 i 2 55

X R ITIEBURE SR 1RO GAME AN A, B0 SCrE N E IHLE SE SE N R T
B R B PT LA I i 2 AU DR A7 138 22 A 2 v 8 ok R 5RO R PR IE TS Y, AT BL
B Pt B TSRO0 R EE S M b . HIRAEICLE N IR T, 0 GO IR BUR L R AN R 2
PASR AR B HE A R 0 IE 3 E AT U7 v 2 1) 1 7 BT 0 A R 2 s 00 5 1 7 2466 P 1) — 26 24,
VRl E] S BURR R AL A

B, P AR PR A BB AR T DA 3 A RS BR  BEAN 5 42 2%

2. EHBER

PMI 2 il AR R 1 A ] 2 ) 6 U ROT VT o B 5 ASsiefk: BURAE R
L BUREAEE « MR (BURED. PUREISAIAGAR R . RIRAERRE RGRIR, M5RT7

IR BURNE, BRI AE A R SRS T 42 i BUBR AR 2 X0 STk A UT 1], 5 SURT BB A
B HEZH, BARE 2.15 s,

SR
R BRI > gyt
R

K 2.15 PMI 54154

3. HHEA

PMI ZFEAE I H 4 A SR, BAER ALY (Source of Authority, SOA) (BFRfE
WD FEBURSHUN . BURSS A B FIRREAEE, BARQIE 2.16 s,

PMI ZACHERR I T IR IKJZ IR G0 . BUPR 28 o T 8] 34 M L B S AR A 3 A0
T, RAPERGL AR P, @R AT E U R S5, i IR AIESS 2 B A
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BIIRE, AT SEDLR G sk AN AR P RE A AL o

BURHLIEIR
W e
BB - PR - RRREX

BTR BREE S FERRAR R

K 2.16 PMI ZHEHiA

BB UEAS BU PR Z2 045 B AU 55 WU 38 3o Ao Jog I 5 SRk 5 P $ A RO PR A PR 1
&, RN T ERATRURZFLMBU 7. AT OB I PR TR ARIR L BRI 44 72 18] 25 5 ¥R 4%
5 AT AT RATRIBURAN RE L fh A< B it A AOALRR »

BUPR B8 E A5 AR BRI U7 A B o 24— N BUBR RFAT 3 5 33 SR I o AT IR OF
ARAA» JUIAS BR IGAIE 5 4 5 Ao BB AT AR AR AT IO, xR AR LA — 4 sl AT HIW e 5
HAZRIR .

4. AEBER

£ PMI AR R, i 45 H1 7 2 BB BRI — R IR BE. F P AR A Ay R A 53,
FUi A SRAE R R A S HA A O X A AR K Hh T A6 T P P A B B i T R
R TARNCEE BT R L ERE R 2Rk PMI A EBRINE 2.17 s,

R A st
&% |

MBS EUES A EITEUES AR

\\7ﬁ?\\\ L
RS

& 2.17 PMI ffi ity

PMI 89S IR

PMI SEBLIIHLHIAE 2, KEATEASr A Kerberos ML BRHTT 4551 (ACL) #l
HIAIE T JEIEIE T (AC) Hlil.

1. #-F Kerberos L%l

Kerberos & — MM ZENEMY, H&it Hir 2B BH KRG NE VRS2 (C/S) N
FEFHEAE IR R AIAE AR SS o ZNE I FE ) SEBAK I T EHERAE RSGAE, ToaiEF FE 1
HEEAT, ANESRINZE F AT E ALY 22 4, B e 2% A% 126 1 250 B m] AR AT 2 st s
BN HE N B . Kerberos [ T3 F R S2E, PLAREGTRR RS FVRE R, HE, BEAAEEY
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BN (A A I L R UL TR SIS 9655 A B B O BEBUE TR

2. S H S K (ACL) HLH

S ACL BUBISR /MO 3, FHSRSEAT LS BB ORI T 5 SRR
T TR, R LA S RROB A I “HEH . BB, SE A TR B A
SARTR.

3. BT B MAEH LA

BT R MEUE15 1 PMI £ 57.7E PKI $& L0 o] AE B B A D IEAR &5 6l b, DUBMEIE B
LI E . BT R — AR E R, XFEE AR EAAGEE, R
FJE Mk 8 RMERREE #HFIBR AEEER . XFWLHE—F AU r €, Bk
WAL IR i, & T SRR AT ARSI 3L

T Kerberos HLHIAIEEF IV R HIFE (ACL) ML) PMI B H R LR, Tk
ARSI, A TN TR, Sz R hgatt. T EAEIEBr PMI @i & v
IEPRI R KA B, ERRERZEURIG . BBUEE. UiEH ki s B2 s, aEmt
fit b, SEEL T PMI BSR4 208

Z>]

1. PKI B FEHISHAZ ( Do
a. XTFRERL B b. ANHEEHE L c. BTEM d. fEEE
2. PKI & ( ) FITRTFK

a. Private Key Infrastructure b. Public Key Infrastructure
c. Public Key Institute d. Private Key Institute
3. PKIfFRMEE RG] ( Do
a. S {EME b. AUREEE c. AW d. n#
4. C ) ZPKIKRFRIEAMITER, PKI RGFTH M 2R e H 28 SRS .
a. %4 b. ) & cHTFUER  dETFEL
5. W5 PKI MY ARME, 40 PKIX. IPSec Z#E/E () Hah LREREKN.
a. X.500 b. X.509 c. X.519 d. X.505
6. FXAUEHIEMWLTE ( Do
a. PKI b. KMI c. PMI d. DMI
7. PMIMEA ) SREBACKTRIRUR)E HE.
a. I 04 b. X c. J@YEIES d. HAtn
8. PMI EEy [ At A A L2 ¢ )
a G740 b. %5 AL c. fijft PKI d. B PKI
9. PKI F1 PMI #fEL, ( ) B S TR T A (O AT U e 2 ) ) SR
a. PKI b. ZHIAK c. PMI d. e
10. PMI i A9 PEIE 15 & — R B g B iE 1, ( ) KRR
a. MM b. & c. AHEE d. AAEE

[2%£%&%]1b 2b 3a 4¢ 5b 6¢ 7¢ 8b 9¢ 10a
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#FELR ]
M RBEANE B BORE, e PRI ARG 7>« DhRE M iR Bt R 55

rE MK

AT B 2E RS NT, DI T R S X 48 H A s e, MJREE BTN T
WIEEAR, BT84 X509 BOFiE . FHEH S A0S . B R LEEE W 5602
KA —ME RIS, IR IRN 2 BE5E Bt

T AR AR S SRR I S A SR R B D KRR ), FRREE SR EOR N, B4
BRI — 185G M AR R B o B0 22 DI S 800 OR 25 9 H 1), X A4 XA 3 1015 B R R
BT LAR 1655 = 5o TEAL e B WA ] o R A 2 IR () TRl — 255, RO R
AR, SOMRAAH B RS AR 72 DLACES A A4 i) rhohn 25 e 25 R AN R 25 4H, FRONAEXS FR2E
AR AR, R A HEM AR

DR 285 J10 225 A ORAP WX 28 22 4 . DR A R T FEVE R RUORIE o« — MRl 48 50 i 2% v] LATE
G ZANZ VORI : BB 08 1 R R ity s o SIEIL I £% B R L A P 0 3R
8%, WA NS EEFER . MRS, W DES. 3DES. AES. SM4 %%; dE
XERRINZE S (R AHIMEHIL), W RSA 5k, MMk %6S (ECC) Hik; WEMER
¥, W MD5. SHA %%,

WIE -5 55 591 2 0 465 22 4 F — T B 8 P 25 o DA IE () 35 AR T AR 88 36 31 75 IR SEAR ) — AN Bk
A LSRR, DU 5 2 RS AUEBOR — ] L2y 99 S IEAT 5 47
WEF A 5 EIEH T RIEE BRI e BRI A, & XhE s £l rGE, —BeRHHEE
WES S E A T4 5 P B SE Sy, AAXHEE EARFIVGE. S AENL S 520 &
WIEH 2 RBERAR, BAFEEE B e AT E. RE L DL b7 B4,
BRSO hE . Bk, B, #iS. S g RlE Mg EAg G B AHE
fidh, 55 1k DA AR G (1) —Ff S O AAIE o BUCFE AR AL T — A e LI L 50AE S 7 50, R —
NEUE R E R4 RS AT EPNA S G B UL A FFERANSA:, C& ZNAT
RIS H P S8R

FHERREE LSRR OEAR L — BHER D — MR EZENE ARG L ZH R,
FHAMARAFHEERN N KENE, BWCARZZEH W, B eetg A EE
. B ARSI AT o =R R E R IS DA SR A O R ARER I KM L
fils oS IR BUN 4 [ PRI MLE; =& 3E T Bk T 45 11 SPK MLl . Hdr, A8
FAi st (PKD s2 7850 A0 ST EAHL R G b S AL 48 H A FH 0 R4 X.509 k5224 ik 55 1)
RN . PKI B 1 B AFE VAN (CA)L JEMHLE (RA) 4. PKI & H AR 54 5.
WEP LSRR 413 (CRL). Bl &M S A 2 S MBS BT TH 77 R 35K, FET PKI
[ 26 22 4 F B N R AR K R iE

TR S HARRHAR B R B E T T BB ., MATERRTEE, NEAR—IIRERIEM
ZRIRERIERE . RS BRI AR, B S 2R AREAW R, A kiR
BT 2 R, &P EET BN R I AT RE R LD
N — RS S, (HAE K& AT SR, FrRas A S, BT
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NG

L —EERGEDBYISC 30 R, WEFRMEY 5 Hodm, HHE2e
PRl ¢ ) ER.

a. MH#HEE b. fRE c. NNffE % d. %4
2. FH ) BE, FRIF) B SO AR IR )2 B s 7Kz 15 21 AH [F] 1% 52

a. AL b. /4l c. 41 d. JEXFFK
3. RSA HiEi 2 it B2 ( Do

a. ESHOTEHMEG b, BRI iR X c. RS d. ARHAN B 4
4. FHA KRB A UIEHRIZ ( Do

a. HARERR BRI B4 4

RSB IRTIN ieeE 2 JEREF i i

c. BHEFE REE I N T A5 A 2 AN I i 2

d. BT al (SR ] U0 H 25 4 2 AN 24 NPT
5. HFiEPBEHP S ( ) AHERR.

a. fAHH b. A c. ¥R d. Sk
6. UMM S, &EA R KE RSO BT I E A 2 ( Do

a. RSA b. SHA-I c. MD5 d.RC5
7. SHA-l 2 —FB AR B NG Bk () bit BE KM BN L.

a. 128 b. 160 c. 256 d. 512

SAE LA EH, A BFTRENEEMH 1) #7874, B IWEZHEEEFH
(2 ) BOUEZIY S S,

(1) a. A I~ b. A [FLEA c.B M~ d. B LA

(2) a. A I8 b. A [FAEA c.B M~ d. B LA

(27 ) B354 FH R A& J7 BIALEH , FUS W B9 J2 5 I RGE 7 B AN I TR S8 44 o

9. DES j&—Ff_(1) N 5kL, HEPKEN 56 bit, 3DES &% DES fihns =, *f
BHSCEAT 3 UK DES #:4E, DR Eme s, HEHAKAZ_(2) bit.

(1) a. JLFEEH b. ATFEH c. OCTHE d. iz

(2) a.56 b. 112 c. 128 d. 168

[#&7~]1 DES 5k InEaixy B T 04, B4 64 bit £, XH&—4> 64 bit F%dE ik
s, FeA—4l 64 bit MIESC, REIEEARE R ERR, HHEBEANEL, K%
64 bit (SZF% 56 bit, A 8 bit FH THL) . fEZ L%, 3DES /& “ =S 535" MiEwx,
A T XA B EN F =k DES i 5L (55— RS =8, TSR K
& 112 bit).

[B3£Z%]1d 2b 3b 4c 5b 6d 7b 8 (1Db; (Da 9. (1Da; (Db



FE=F MERIR

I

T2 OSI ZHMIL & TCP/IP 44, TERTH 2 WIFREA 7850 7% [ W 44 8 A5 1) 2 4
o PRI, BRI AR AT — N J2 T AN 22 4 T B SRR ol 2 0k DX 248 348 i 22 4 BB
iy o ELIRIN A ML ) TR I 4 30858, 25 AR ELRE I sl e AidAs, L i it TCP/IP &
FRA S R 2 T, FFibX e S AL bR TAE, DASZIR 2 22 40k R 251
18 TCP/IP Z 58, U R DR R B A 2E A R I PR S o &1 TCP/IP B itz
WITFAER 2 AWy, FER T VF I8 TSR M 8 Uil 22 As il BRI Z% 22 il e &% 22
P UARFRAE B AL B, 2 DLEE RS S g B T B A 3 b, L H IR 75 P 25 A 55 i i
AR W I X 4 22 A P SGEIAT SR TR AIE 78 SR 8] 22 4 h 4y T 25 EH Bl LA 25 A
Fb | RN R AU BN T TR A 25 o 4% 22 4 B SRS S ST AE S R AR s Skt () —
LHIEEN B A OE R R SE A UE A 5 7 e 46
R 28 2 AP AE I RN R AR L VAR ARSE, A AT RIS it — R %4
Trb. P22 2P A DU =AM A
> REME—EBENAEANFMNMEE . T 4E N A GG, D REE WA RS
FirdgE N, AN 207 1 B Ee A RE iR H BN “ 5T 7,

> RN — WA N RIS, A REN SO (BP0 AT R TR
PR g AT R, DARIER RS M N A S K AT N A A S

> EPE—— B b AREREE A N . FEHATIEAE I, 25 R (S XU ) S B
o AUTTIBAZIG, 2T & FAERBEE X7, B ik ER3TT AN B B H S
HATIESS .

AFEIZIR TCP/IP ZH AR 2 RG], N E&E il R 2 A, Wit BTk
B LI JUFR ) 26 22 A P BT REAR AR 22 A IR 55« s L) . AR B B 2 B 43, FExt B
AT RE I VAT LU, 23T

F—T MEERORREHN

o 5 1 JE A2 TCPAP S B P R IR, SR FOMa I 4 PR TP 4R, A8
HUBE NI 6 1) 2 FAE AT OIS B, S0 R0 Ethernet. 5141 3Bl i) X 25 . ivh 4425
o 5 1 J2 00 % 4 UMM BB O E . BB FIBRAR AL . (5 S TR 3 AL — g
e UM PAPICHAP B MR TE £ R 22 4 b is 25

» & PAP/CHAP Pl ) TAE 5 74,
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> AEREEDNL
> EIRTCL R 2 A .

L G L7 v/ P WD KL AR R G R D v
PAP/CHAP

HET, 768X s AT @EE I (PPP) A8l ff FH I UGE B, R F A AUEPMY (PAP)
G -8 TIE L (CHAP).

FRIAEYL (PAP)

FEIGAEYIY (PAP) & —Fh i B B SCAIE 7 2. &SR A IRAEFHLH, 15 A B S0i% =X
RIEF P A AR, YAEE SRR T AGE T, R ST BLGEAT PAP AIE; —
HAEEB TR, AN ESHTIAERD . BHT, PAP {f PPPOE i S ALK Z ., X T
PAP 7f RFC1334 HA PRI & Lo

PAP FIINIEIS FE QN 3.1 B

Biltn: FF4: user0l
® G pwOl1 BErhEER
PAPZ ¥ PAPHRZ 28
CREHR) (BRAEF)
IERIIBRIK ERER
JEEBEEE

K 3.1 PAP HIAIFLFE

PAP \UE R FEAD IR0 R
> Rt PPP IEREIE iR IE DT, B JE AR S I E ) PAP IRSS AE Rk — A
WG SRM, b3 T S GE R - 2 a0 .
>  PAP R4 & AIET, BEAEUCEIR P i AR RN UEIE SR, &5 IR %5 4% 5 & 20 &
FRIEE, BRGAR S ImEMEN A A MEDEE . wHRE, WR\E mEAE
%WEF%FEQ,MPMELﬁ,mmw%ﬁ”‘ﬁ~lﬁﬁﬁmm,%%ME
s B0, REI—ANGER AN, PAP GEARIELL, & imAfeS PAP IR&S A4
3. PPP #%4H%.
PAP S IERIER AU, T S DGR 7 44 SRR A I 2% 2 DL B SO SRk AT A
(1), REGWEE =7 HIR, WA R R T R, 8 0] RS ) 265 2 4t BRI K 1) B o
FTEL, PAP FEANZ—Fpa 2 U NIE J7 32
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FRiA-EFINEIL (CHAP)

R —4EFUGEPL (CHAP) & — Mo i) S fn 4k 7730, CHAP X} PAP 47 1 ik,
AP B B B B R B S 4, TR P PR AR 14 DARG A SR 1 AT s, i S0
& i% CHAP I B .

CHAP WIEA RIS %, RA=ZKEFILH], BuEd7 K CHAP NIE, A XGE %
T I AR o TEBERR G ST R R LA B R SSAEAS I, A U AT AYE B ST R AT AT 1
. HErH BT M2 A B . 55T CHAP (EAE S, " RFC19%4.,

1. CHAP JAiE 1t #2

CHAP WIFE£&d = kiETF, BMIAEEEwE 3.2 s

RIEAE 1]
CHAPE 3 5] R BRI ]
(BAEF) CHAPR %28
(CREH)
E R R RIK
2o Hh
A Y|

K 3.2 CHAP fAIEEFE

» CHAP RS #ERNKIETT, FEFRIENUER IR, #HUE ST HIRNIER T3
5 ID. FENLEL S RSS2 P 4

» CHAP &% P NSt 7, SRR sUE B, Mmizikor, R ik
KA 23 COAR R B 2 A A O R RS, FREE A IR SS#s KR I 1ID FIfE
WLEL, t MD5 HiEHE H—> Hash i, #8540 1D 5. Hash {6, % /I FH -~ A8 — ik
HRE N2 (Response) IR RS 5.

> CHAP AR5 FeUse 2 [m] B ) 1R #0005, BB og, MR 2 P o R %5 P i FH
AWK, AEARHWER e BT N, 456 ID FRECHTIRAF I BEN LA, A5
#& MD5 HiEE H—> Hash {8, 15158 Hash (EA#SCH (1) Hash {EAELE: 0
A, MAEANUE IR ST (Success) 7 A1% A s S, KIENIERM (Failure)
ROLHAT B B

2. CHAP AiE 21

CHAP i H] = AR TR SR 2847 f 1€ W o AT, 4 BERR 2 S CHAP AT LA
BEAT AP INIE . FERERREESL )R, B IE W] I B HE4T CHAP WAE. CHAP AEM— A
SINE 3.3 Pos. AT AGRTTE, X EXTE 3.3 i AuEXUr BAARE B R, Wik 3.1 By
o BT PAP A CHAP (A FI#R A& FH SRR (K S AN B Y, T DALE T B I 2 K5 A0
LR
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RPFIR #EEIIR
Admin01 Ad_PWOI

CHAPE i CHAPfR% 2
(BAEH) User0l (R#&H}) Admin0l

‘ 01 |lH:?kU\iEID%‘ BEALS | Admin01

*ﬁ ﬂt%%ﬁ‘ FEHLE |Ad_Pw01‘

‘ 02 |1H:mkﬁm%‘ Hashf& | User01 ‘

]

|1H:U<MEID%| FEBLE ‘USJ’WOI }«

FFFIR FLIE
User01 Us PWOI

| 03 |mw5m% HHFI Hash AR Th/ R 40

& 3.3 CHAP AIF I 2 se )

# 3.1 AENHFERKER

o H HARER
JIR 4% 35 44 B Admin01
RS # 5 Ad_PWO1
% F i 44 B User01
& i s R Us_PWOI
R SCRR IR 01
T 8 i) I 43 SCAR IR 02
WIE R 5 4R SCRR IR 03

B AR IES R T

|

CHAP MR #81E N RHE T, T RIEEHR RS, SR SO A& SRR (I
WH 017 RGEBEHLARPAGIE ID 5 DL R — BN LA IR 55 38 11 2 AR — 24T
AL R SR R SC (01, AIE ID, BEMLEL, Admin01).

CHAP & P i/ E NI UE 7, S4B MR SE B G, e iZaihoc, SRIEIIRSS
BRI P 2 Admin01, 4R)5 2 H CAMEE b A4k Admin01 BT 87 ) 25 15
Ad_PWO1, BERSFIF Ad PWOL H456 k5528 AR FIIE 1D 5 FBEHLEL, K MDS5
ki — Hash 1H.
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> 48 (02, ID 5, Hashffi, %&//'Ui4HFR User01) — 3T A0 LH B 0] AR S0 45 IR 55 2%

»  CHAP IR #5420 E H S W R OIS, B RMITZIR T, A% P i 4 P8 User01,
SRJEARYE User01 7E A A & HH 24K User01 XTI 258Y Us PWOL .

> ZGIAE ID SHERBVERT R IBENLEL, 545G Us PWOL, G MDS Bt 5 H
—A™ Hash {8 . #4115 B 75 1) Hash A A1 [E] R A4 SCH ) Hash (LGRS SRR 2,
T R i N AIE R DD A0 45 0 2 oy 7500, RS VIR R MO B3k AT [ L

3. CHAP JAIE 8 1 8 &

PLri: CHAP YIEJT 2R T MDS5 #ii ZA0 % 3, AR P 44 R b /2 B R AE 47
EOH R P w, A SAER g T LSO S f, Rk e tELE PAP s fEIAIERS
FErfr, 23 MDS5 4 EI0E PR BEHL ™ A i3 B A I R, SR R U S B A B
Y1, PrClRMEAEE A R P B ICIRE I R, A G TS T B E S AR

B EHRMSUEER, MHARD TS CHAP (22 MRk 1 A% 911 24
PEAL, Mg L2 PEAE T CHAP (5 BB . BN B 5] Hash SRR T 5EVE: 24 PPP B
B RE, K CHAP SHiAiE)y s, B CHAP 5% s AW 28 — AN EEHLY 515 [R5t
Wk OIS CHAP 20/ b, ) [0 3 7 i 15 ZEHEAT S AIE, BRI i X AN s i
o

PAP 5 CHAP X 3l

PAP DLSCA T SAL B VAIE 12, BB SCi% AT IAE 2 AR %2 4 1) CHAP N2 XUR #RAE
BEALHORN 2 AW 24 B BRI 5, BT A4 | N 2 AL 30 2 vk sR B R L BER LS, AN F
P, R R .

> PAP IMIEEIE P IXIETF-SCHL, T CHAP N2 8T = K38 T 5081

> PAP IAIFAEIE A& I SO, 1 CHAP 7850 E R o H 3 i i 5 A% 3%

> PAP ZFIHIAIE, BISCLE, % umEE KRS P 4RGSR, REaE

AEEEFEEIN; 1 CHAP 2 INZNE, i MDS Hik.

I8 T3 A e — o e P 3R ) At T 1 1) 4% 2 T A 328 58 14 77 2 BT BOR R 5 5
P T WA 8 J2 (0 B OR AR A oy — R R 28 R D0, LSRR T RE AL S MU o A5 P B 1 1% 325 ) 2
A8 T LASEAN R R et it s b, B IE P OHRs H A P50 A ot i et 0 i ) 5 i i
K&

HET, AZREEDN, AFRKBEERLTAEEAFRZ. 21 LRI T — L2581
BEIEOAR, IEAFRRRGTGR I MR . X BRI REE R T SR R AE R X R Ts
FRERS E R B VF 245 DR X 268 b 55 8 [R] — AN S it it o 38 I AN 7] £ B2 TE BEAT A - I AR
A PH RO AR A 1 S de e, Gl i P SORIE BB I . BB IE R SR VIR 3
PP B A P AR AT I T L A AT 0 ) Al X 2%

B IE S A, JEILREIE W] DASEHL:

DR IR K BRI
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> BRERAAA I 2 i dE

> £ IP M AR AR IPEORE

> RMEEURE S H .

VB BEIE, BEIE 155 7 i AR 55248 U7 D6 25U FH A ) () B P Lo BESE B AR AT 2331 LA S
TIREE SRR IE O EAE . 5B TR RRIE T BT OST SR IR BE RS, 1 A
VERHHE A e BT o S R BRI B (PPTP) . 58 — B R (L2F) Pl f S — Z BRI P (L2TP)
HRJE T8 R BEIE P BT TR P S d e A RO B OIT rhd e B Ak . B =R BE
PO T OSI SBR[ 2% 2, /R R BdE Al . IPIP(IP over IP)LA % IPSechi
ERERE T35 = ERE L, EATE 1P BRI IPEkd, 8l 1P &Lk, TEieml
Tl T8 ISR A R AR PR B AR AN 5] 7 3 v 2 AR FH P 0t 60 28 1)« e AT TR A S5t X il AE T
FA P B4R 0 2 70 W b s 0, AE B 3 A% i

R REREYL (PPTP)

FXT i BEIE MY (Point to Point Tunneling Protocol, PPTP) /& FHHAK AT 3Com 25/ ] 2H 1k
1) PPTP i3IxTTF K A0 OSI ZHEBEM LS — )= R4 L F “FEiE” kAL PPTP % /i Al PPTP
k55 ds il it A 2L 4% Internet BEAT DN IEAE M P I WM, GO RERE I T ARG
EAE R G UL R AT s U RS VT ) A\ W4, BT DU iR A g 4R S
ISP, #it E#0EHE Internet BLH A 2% 22 4 U5 ] M o i PSR AE PPP B:Ail BRI —
T o Y 22 A i, SCREZ IO AL FHIR, AT DUIE I 35 65 5 B0 UE Wih s, T 47 FE 5 4 SR ik iy
WA ik e At . PPTPYE RFC 2637 18 X

1. PPTP Rk THEALAL

PPTP F%i TAFMAR = E WA 3.4 fios. i 8k PPP 4k 5% 8:5] PPTP #E N&Erh
P.1EN PPTP % F'i, 4RJG PPTP % /it PPTP 5 PPTP R4 252 6] T — PPTP [%iH,
B F P B PR AL 15 25 PPTP R4S 2% .

‘aa!b %;\\~A\_//“/;P)

PPTPZ& ¥ Internet PPTPHR %58
AT /P

K 3.4 PPTP fiE T/RHEALR &K

TEEE ST PPTP BEIEER: 2 7, PPTP % P i 5 PPTP f 458 2 Al A 20 5 1 7 35 il i #% - PPTP
% P TCP A R %5 2% KA IEH:E K, PPTP RS54 BRI TCP i [ 1723, #RJ51E1% TCP
B SO PPTP BERedshil. 2 Ja M RE IR 2 i W BOR B0E B #0@d 1IP 1% GRE &%k, Frgsr
(] TCP i%E4% R H T PPTP #Epgf%

M Yy A A E) B S, R PPTP M4 N 7. F /%615 %) PPTP RS
RS PPP iEH:, PPTP % P i FAR 55 o 2 (RIS TCP 4% SR 518 PPTP Hrpd v, — 4 H
P EIRSS A ETE; B, 1@id PPP ¥ NCP s, AP B —NMEA IP ik, P LL
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IR 23 BEH 1P e hEdEAT SR A (s Bn 1 R 212 R sk, ] e s B B AR KD
HIEAE, MIONZ R A KA T ISR i — 26 2 A LI 2% L QI 2 28R 812

2. PPTP | X4 #y

PPTP 5 30A% 4 Sy . PPTP #5514 SCH PPTP 4547 5 .

PPTP %l SCH TR . 4E4AZZ 1k PPTP % #2. PPTP 5 HERE L AE PPTP % /7 i 1P
Hihik AT PPTP il 5545 1P Hikik 2 "], PPTP %% 7 i fd FHZh A5 70 FL ) TCP Ui 15, PPTP k45 #4348
R g o 5 17230 EERELZ G, 7w ARk 55 2% 2 18] 23 Ja S R 38 (B30 37 SROFH S 25
HE HHH#UHJEB%: 55 R 45 4% 2 (B AT BE H IR A0 42 b Wi PPTP 3% il SO HE TP 4k TCP
LA PPTP #1155, HAMWE 3.5 s

| somatsax | sk [ ToPik [PPIPRMIGE | MumemERRE |

K 3.5 PPTP =ik 4544

PPTP HE1R S sk AL1% PPP Bi¥a 1, # PPP ¥ (0.3 35 7 GRE Hk{T1£i% . PPTP % /™
v FAR 25 2% 2 [ B R B 2 5, i nT DU I BRI AR s . FARS IR

> HFIP B0t PPP £34% PPP £;

» PPTP X} PPP mif) A kA k47 %% (MPPE). 4% (MPPC), %5 Fll K 45 /& AT 3 1 s

»  PPTP {f il A & & il (GRE) X PPP MiidhAT 4%,

> % GRE Wi 1P #foCH, il 1P W4 k%4 PPTP %55 -

PPTP é&%&%&ﬁ%ﬁﬁu@ 3.6 Fiin, PPTP i PR IE (o R FH 2 2 B 36072 B3 E
TE W28 b AR 3o g X 3.7 Bros.

PPTPi‘J‘ %
Ak %Rj o IS HIPPPA R AR AT
e ———— PPPIf{ — — — — — — — — -
PPP
Bk TNZRKIPPPE BT
ok iy 3 IngstpPPA R
& 3.6 PPTP HE#k L
Bomak 1P GRE PPP MEHPPP | BEEBE
Bk sk 3k sk R ®E

3.7 Ak EE g X

EoBEL (L2F) thil

% =% K (Layer Two Forwarding, L2F) /2 Hi Cisco 2 A #& H 1 AT LALE 2 ML i 4
2% BT 24 VPN IBERIREIE T 2, HI T8 1P & W & PPP A1 SLIP Wil "&44E ik
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JE B BT R AL 1%, TR b X 28 [ 1 U2 5 A0 - FH P I BE B2 B . L2F SRR P RES
AT 5 7 NN ATE TP 4%, H7vde: et w7 :(3k 5 2 M A 548 (NAS),
S PPP iR ARG, NAS MRIEH 4555 B RS UCGER:, W P %S 2. 1F
XAEOL N, BRI L E AT 2 e A IE A . L2F PHMYAE RFC 2341 HE . 3 3.2
AN T L2F BB K AR S fRiRR o

3.2 L2F thill B REAARTE R R

e ARAE % fEFR Frs ARAE % fEFR

1 Mz EE NS5 4% (NAS) Internet AR 42ALR (ISP)

2 2 5% (Home Gateway) ISP H 85 (Point of Presence, POP)
3 MBS (PPP) AT Internet PP (SLIP)
4 L5 PPP (MP) HEH

N || W

1. L2F thildm 344

L2F WhiS S RRRAL 48 NAS IThRE /M TF: NAS $200FRY, 17 PPP/SLIP 4 1 T4 AR N
& M (Home Gateway) M & . 2 ST NAS A7 FANFEIIH Ty, X = ME b mT P
FRUSCREIY () T AR AN 45 ISP, [A]i ik PPP/SLIP 22K 1L T A N &R X b4 BETS 52 /6
AR B R, RONIZREEE N P E B R IR S, MRE IR NEITLH POP. ELLEH
O I B2SORT PPP B 44 1k gy B, 2 — R, 7RI B4 S SC ) 32 ¥ PPP
WUEATBEE L . L2F PhsUE R4 TIXFERILE] . K] 3.8 Ui BH 1 L2F WS i Fa 2t .
TREAF P NAS

0)
4&&3 R T

PPP —< L2FR%iE (97 PPP

K 3.8 L2F Wl fI#hhesty

2. L2F WAk X &1
L2F Wh ke 45 tn i 3.9 Fior

111111 1 1111 1 1 16 24 32 (bit)

FIKIPISIOIOIOIOIOIOIOIOICIVersion Protocol Sequence
Multiplex ID Client ID
Length Offset
Key

K 3.9 L2F Whidk ey

Her, Fo Ko SHIC AL 1 ANEdsfr, ®EN 1| RN ESERTER, 7B E
SR
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> F: $EN 1 KRPNAE M (Offset) 7.

> K: #IREN KRN EEHATR.

> S: BWEENI1NRENEEFIS.

> C: BiREN 1R NSRRI

> P HEN 1R L2F AN RFC 2341 AH US4 KB 1) 4 B
RGeS, TR IR T AR 45 T SRR

»  Version: FITAIEAHRGE L2F A FERRA,

» Protocol: WM TR, Mg L2F HG &L, RA 3 ANEBHUE 0x01. 0x02
H10x03. HUE 0x01 F X2 —/> L2F & F /40 (4R L2F PROTO) ; HU{H 0x02
FHIZ A A S ZEBRIE LK) PPP Il (GRALN L2F PPP) 5 HUE 0x03 EHHiZ /4
rR LS 2 R IE LY SLIP i (28%44 L2F SLIP)

» Sequence: 4 L2F k¥ S BN 1 B HISHETFHS .

»  Multiplex ID: ##E Multiplex ID F T 1R 5] —ANBEIE b 4R £z .

» Client ID : SCRFFFRE HFEIE 24 R

> Length: BANEKIAHKKE RN SAHER) , Gk, Frf 7B Rk .

> Offset: ZFBEIEEL L2F G718, PhilSkd A R Bin i o &,
W L2F SKERM F AL BN LI, Bam iz B,

> Key: Key FEHIEWR K MEE L2F hCkrfEol. &g IR,

»  Checksum: HHEEAIRE . Checksum FBH BT L2F WhisllkH i) C Mk EN 1

FI DL o
FZEREEDY (L2TP)

2 ZEE MY (Layer Two Tunneling Protocol, L2TP) & —Fh [E FrbnifE (IR IE MY, L
T OSI 23 A5 — 2 . L2TP Ihfg RSN PPTP 25M8L, "B 454 T L2F 1 PPTP ML 4, 2
BT L2F WhilIF A& PPTP B 5 SR A, Sovr F P N 7 B 7 [ e 45 % #237. VPN 4% . L2TP
JEEBEER 21 PPP Mk NN 48 B0t (B TPy ATM. Mirb 4k ) i AT BE i A% i 1 255 L
L2TP HA5%E XAE RFC 2661 H1; HATHIARA L L2TPv3, & AE RFC3991 H1. L2TP H3 454
UWIEE 3.10 iR

1Pk UDP#:3k L2TPREIE HMY

K 3.10 L2TP & 3454

1. L2TP #A 444

L2TP % LAC (L2TP Access Concentrator) £l LNS (L2TP Network Server) #J/if. LAC
YRR P L2TP, AR, BRI ny AN ST R IE ; LNS & BT B IE 024 . fE/E 4011 PPP
HEhed, HPIRSERRZL SR LAC, 1M L2TP AEit PPP 28 &S 2E{H F] LNS.

L2TP $& il B L AE L2TP % P vty IP Huhk A1 L2TP AR %5 %% 1P Hubik 2 [7], PPTP % vty fif
M #hZ 4 ECH UDP Ui 115, 1 L2TP R 45 #8 WA A IR B UDP % 115 1701, L2TP % Hili% 4 H
TRETE R TR R AL ES AR S . L2TP g & 3.11 fros.
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LNS

g%?% g4
%__

LOTPREIE (

EEEANAF

@ PPPoE/ISDN

3.11 L2TP $Rb&EH

2. L2TP | X4 #y

£ L2TP A LE 3 il SCRI B H S AR 3

L2TP FH1 B TR M4 ih SR i oy, 4P AL s, Boany S0 F &35 ppp
i 7E BRI b A o 28 1T JE R A P SE AR A, I HL SR T S5 R I B4 ) R A ZE 45 o)
T EE T SIS A T SEfe i, BRI SCER, AT EME, AR EdEE B i)
A ZERE ). L2TP KA FEIEAMRST (Tunnel ID) AL iEFRIRAF (Session ID) 5 H,
FHSRAR VAN [ (1 % 1 FH 2 1

PR SO BE RSO A R ROk . TEIRCCRIJE T, QiR & w250 PPP Wi,
PR SCONEL L2TP B R S i AVP &4, NItk S, L2TP #3Hil#fSC it 4 an i
3.12 (a) FiR.

T s or [ ] Ve PTG
BEIEPRRAF (Tunnel ID) LERRIRAF (Session ID)
Ns (H[i%) Nr (W]3%)
RBR (Wik) AR (A1)
AVPES
(a)
Mo H | e | KE J_RID
JRERE R
Eﬁ:‘ﬁ...

(b

K 3.12 L2TP #=HlHoCEM () il AVP 45104 (b)

AVP AWK 3.12 (b) Fiw, HpSFriRE Lan R

> M EREHI: M=0, FKRTIEIRA] AVP I ZHE AVP; M=1, FKRTLiEIRA] AVP 4
IRHEANRRIE, ARG IZREIE A 1 T 21

> H AL AriR AVP & A T B Bs B e . e D Re W] T Aok U s (an
%) DL SO g6 3] AVP .

> K. fROSAEN AVP FRIEHE K. AVP ISR 6. WIRKERN 6, AT
TE B E T B

> R ID: WHRID N0, FoRMH IETF & LHME, BRI H e o

> JEPERTIAE M B EARRIE R, RV R R PR A I AR AL

fE L2TP %4 SCH, Nr Fon F— A BEERNE B 7505 Ns R i1 A0k 5

FEHI5 o L2TP {§ifi] Nr Fl Ns 7 BCHH TR B A 2455 . 007 B 7 515 R0 2 B0 A 1 i+
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MZX, —BERESE, RYE755 LT A,
Kl 3.13 o L2TP (BRI SCEH, X 4B e ) PPP WiEe 7 AN F TEid

T s ol = E T
FEIEARIRAF (Tunnel ID) SAERRRSF (Session ID)
Ns (F[#) Nr (A[#8)
RBEE (i) WBEFE (i)
BRI PPPI

3.13  L2TP ¥R 4

L2TP fuiF%f 1P, IPX Y NetBEUI HE st AT %S, SR 5K SCHF s sl B A i i % 328 2
fEEM%. B4& T PPTP Ml L2F WML A, JF HCFE 2 BRBEIE, XAEAEH - Bee [R5 )
Internet FIARNV . L2TP J7 NG MR SR MERI A Pk T2 7. HP AT EAE PC Edde
LIV At AR ] DS ARV TP Mkl AN T UGESEEE, M R
IS FH A A3 9 ]

3. PPTP #1 L2TP th 5 [F

PPTP 1 L2TP #BJ& 128 —ZREE M, AR AL, (R AFLE DL A :

» PPTP I L2TP #f H PPP X AT E 3, RSEAMM Nk, T 2dE e B
% ALt . PPTP X REAE W bty ot (A SZ B — P L2TP WU SCHELE P i ot () FH 2
BEIE, AT DUER X AN [ R AR 25 0 2 B S AS ) () R 3

>  L2TP r] IR HERREIGIE, 1 PPTP WA SCREREIELAE. {24 L2TP 5 PPTP 5 IPSec
SEEEFNE, AT CAH IPSec HRALFEIAIGAE, N7 BAELE 2 2 Pl _EI6UE RS 8wt A 8
L2TP.

> PPTP ZR HIKMZE A TP 4%, L2TP W SR B A $ (L v 5 40 10 s 0ot 551 (103
$2. L2TP nfLAYE TP (] UDP). MR 4k 7k A HLEG . X.25 KB HLERER ATM 2% |-
8.

» L5 PPTP Al L2F #HEL, L2TP Bk S7E T34t 7 =8 A Eisdl. L2TP {4 UDP 3
BEFE 1% PPP Wi THI [ JCiZE 42 1 UDP Jovk ARAIE M 28 20408 1 T S ALy, L2TP {6 Nr
FNs BT A ZE A5

> {EN PPP ¥ VML, L2TP SCREFRUER) L2 RF I CHAP 1 PAP, W LUEAT HI - & 4y
WIE. L2TP & X T il 025 4, &R S B BEE 40 50l A2 B — AN — T8 =1
BEALEEEH, DAMEXH AT RO B, (2 B A5 I B s A n s

TCR RN 2 4z X

TELR S5 (WLAND MEAE 2 HE, o2 4 1) gl o il 203 R IR A W )
TeLk B X AE A 1% i) R R A R . BT WLAN A 8t i m A e 2 ma il e 4, el
HATUEE LS M. BT K-S, 1 HAE WLAN R85, i AN A 28 48 1 B
i B, Bt WLAN (G A 42 N 4% 55 IR 1) 2 4 )iy . 1TEEE — B30 TRk
WLAN [{)2¢ 40, F)fEFH WEP B, {H WEP JFANBE (AR L 25 B2 B iidi. 2
Ja HHBL T 1IEEE 802.111 %2 4fr#E. WPA/WPA2 P, SEAN T WEP HHIVF 2 8hiH, (HAA
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563 A TP ORI WLAN &8 RGN, 05876 . LRI 1) WLAN
TR, DI E R E PR,
WEP 1#4%

H X ER % (Wired Equivalent Privacy, WEP) 575 & —Fh DUBERS 2 N SR I 22 4 B,
AR e MR N S, KRR ERE. RIS, BRI U 1) 2
XTEAR AT N, By kB R Mo s B R EARE s R m ey iE . A,
WEP 42 IEDIRE, NI DIRE R 3, 2P im S oiiE B L2 N il (AP) I, B4k
FEN Rz R — AR 25 5 7 i, 5 7 it R 35 8 B N /5 3 (A B R BLIEAT A
WEEEXT s W IERATG R, A BESRAEAE IR 2% 1 52 o

1t WEP fN# /) WLAN ", B & im 5 o8 N s A #2 DL — AN e = 3 g gk A7
%, WEP RH RC4 IN#HEERLIEIR M ORZM:, [FH CRC-32 fEHTUARRISE I Uk 2 s
PIIERTE. WEP HHIRIUE T WLAN H& 5L M IAE R e 4k, PRk 1 £ i e vk
L fRE e,

1. WEP %k ¥ i 45 4

WEP HIEMi4> 4 32 bit [IW]EE 17 & (Initialization Vector, IV). F&#EEA 32 bit (] CRC
SERMER I AE (Integrity Check Value, ICV). A 32 bit () IV B& =ANF 8 24 bit 1 1V,
2 bit %47 ID F1 6 bit IR EE CGERME— BN 00. WEP Fdamikg N 3.14 frs.

| nmwv| BASC |anw |
l L I
| 24 bitIEﬁlv ‘iﬁﬁﬁiﬁ% bit)| ﬂE,“éﬁIDl(z bit) | 38 |

K 3.14 WEP ##HEhiisg X
2. BEAEH 5IAE

WEP 5 X 7 JF & G E AL 2350 GE B A GIE 5 =R

TR GNIE 2 TEEE 802.11 FifE T —Fh WLASTAUENLE, & BB AN R B S0y sk
FTINIE o TEIZANUENLE R BT 13 N8 &0 0T LABUR) 52 BAIE, BT ARl S B A AL
Bl — N INE o MV GENLERRRNE & T — LR B2 S T B BT, BN VAR FE R A
E T SRR 3 A 2D B

LB AR @ — AN = B A U7 SRR - X 48 SRR U in), - B4 R IE 25 81
55 WEP #ds In2 B0 1) % A R . WEP [RIL B A UAIE 2 — M m o iE, BARER IR T

> XA AP RIEIAIEIER .
% AP A RIS SR 5, FEBEALR R I EORE A% 45 T4 % - Ui o
P Al 5 AP LA RCA IR B RYHLIN38 ZBEN L, IR 3 0L a1 45 AP,
AP FI] FH 3L (1 B8 B2 USC 10 25 SOt , R A 2 4 R AR 2 I BE AL ARG/ T X B
T FMEL S TR P st SRS R P, W BT U R AR,
FEA FOVFIZR T i 107 ] P9 28515 3K
Vil R RCA RS ELVE, (B FIAE R AR SRR AE . AP A LUK 2% /7 i

vwvyy
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BTGRP Im HANREXT AP HEAT S0 AGIE, BT AT IRARIE R s A — NG9k 1) AP B
2R 2% 2 (A5 BAS B o IX PR [E] U EN L] 2 VEREAR KA, Al Re & 35 M .
3. WEP fni it 42

1t WEP &8, #it 7 ICV fEAeR MRS . WEP & WK 3.15 fis. Rk
ERZEEMT L AP (AL E—AKE A 40 bit 5L 104 bit [IEH], FRZ NI, FIREH.
—fkid, WEP $048 fin a5 d #E o SN ER:
> A BT 32 bit CRC S8 8EMERIGME (ICV), AT 8B A
> CHESIHD ICV F B SR AL AR A -
> kA 24 bit FIEHE UGG RE V), & IV 5FHEEZEKR, MWR—
KEH 64 bit 81 128 bit 128 Kfp 2 4HE N RC4 PBEHLE A Bl 2% A e n 25
.
> IR SR e AT B B, AFE L
> EESCRIIN IV T3 2] WEP S, AT RAARAE IS .

I\%

v J_’ & | mTEy
PaBEH LS Y P

>
Y — RE B ¥
BE
HASC

= ; 2 .
m%;mu oy = HE

K 3.15 WEP hn&idfs

BT WEP N, SR RIEH AT, el BIERE, I E N RIE,
PEON BRI CRC 7, AT i e it 8 A% i A b i 3R AL L

M ERINE SRR BUE ., WEP [N R AR SRR KXk IV BL SO 2R 3L
AL, HEALIED] AP JE, AP NEERAPIRIGE IV NS, R IV MR 3L
TN Dy BENLEC A A 38 T 45 38 (e 2 s IR DN 3 28 R 7]

4. WEP %

WEP i ff% R4 WLAN L& IR RS, X — R 3.16 Fr
Ry AT AT LA IR
PEHUH WEP EdlE iR i) IV FI% 3L
T O BENLECE et 3R IV 58I PR
5 B B R L
F I SCEAT CRC THRE G 2R RS ICV'
JEEXT IOV 5 ICV REGIE A2 K 8 1 58 1

WEP fin# 5 20& & — 2/ FKEER /NI EE TE S 26 S, A7 EEA A 1)
WACH, BENE. (HELLMEN T, T WEP INFEH AR 2236 Bl
BT WEP £ i oA B ik, HAF X —J7 750 WEP %8711 T2 nT DA7E LN

vVVvyvVvYYy
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5T
A
w | HTEA | e |EOR Bisc
v ® £ '
# L, w1V
- Bk ICV'=ICV?
# - '
X ICV
HE

K 3.16 WEP f#% s

|IEEE 802.11i Z&trf

NT AN WEP [ 425, R4 WLAN f%E &, 1EEE #2 7 IEEE 802.11i %22 brifE.
IEEE 802.11i /& IEEEN T 95 kb 802.11 M55 e A i & Thg il e fE IE R, i T “amfiEw
44" (Robust Security Network, RSND FIMEE, #UE(FH IEEE 802.1x \IEFI B EHE #7
o E X T IEE A SR (Temporal Key Integrity Protocol, TKIP). #2845 2% 15t
HEVH S 5E L P (Counter-Mode/CBC-MAC Protocol, CCMP) F1 WRAP (Wireless Robust
Authenticated Protocol, WRAP) —Fh%# i MLl . BT CCMP ] PAFR LR WRAP —F£ 1) %
ZRE, EFEEH CCMP 58 WLAN AR n& FluEvERE, 1TEEE 802.111 Hhl 5t
K 3.17 Fizse

[ EINENY (EAP-TLS)
EAP

IEEE 802.1x

IEEE 802.11i (TKIP/CCMP)

K 3.17 1EEE 802.11i MY &5

1. TKIP

115 B 25 4 52 B M P CTKIP) S — ] T IEEE 802.11 JC£& M 2% b v v ) B A ME 22 4 il .
TKIP 3% [H i A f T TAEf2: 4y (IEEE) 802.111 -4 40 A0 Wi-Fi BEHE FH Sl A2 A 75 BT H e i1
(EAE BB ARA LN E (WEP) i, TKIP 5 WEP —FEE:ET RC4 INZEEE, HES
WEP HiEAHLG, 75 RC4 BVAMEEA E38hn 7 — e it 5077

> % WEP ZHRIKE i 40 bit I 128 bit, #IaA4LFHIE IV K 24 bit §EF] T

48 bit, AR 1 RS ]

> A EHMENE], BT YGRS ISR I S, B kX 55 B I B

»  SIATHE RIS (Message Integrity Code, MIC), TP *f{5 B A ;

> B E RO E LA, B R Aa A i B gk A T B

TKIP B 4E 1 ix ez 4 Thae, (AR T DARE — Lol (Xt Bri il . B 2012 LU 1)
IEEE 802.11 A5 TKIP CA PR g o %2 4 1) H B3 I 7

2. CCMP
THECE AR A D PR 2 58 A WL (CCMP )& — Mg i (10 50408 I s 3 3L,y WLAN
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RAINEE . YAE. BB APE RGeS R IR N T i WEP X ANt i HoAR 24
I A7 AE BRI . CCMP K 128 bit THE P S % brife AES, & IEEE 802.11i 5%
FME A RN TR, W WLAN Koz () 2 2 ik 5 %

CCMP FZ H CTR mode fil CBC-MAC mode WA E LA G, A CTR mode NN
¥, CBC-MAC T8 R 5e® iz . 7F IEEE 802.11i #rE, CCMP NELIAMER . CCMP
) MAC T 3dE .t (MPDU) HIikg A& 3.18 Fis.

pijiE:g
CCMP Header $iE (MSDU) MIC FCS
MAC Header .., 8Byte >=1 Byte 8 Byte 4 Byte
pNo || pNT || Rsva Revd [ EXCIREY | png [l pna || pna || PNs
0 o b5 06 b7
Key ID

3.18 CCMP MPDU [k =X

ME 3.18 I EH], B 32 Byte (¥ ) MAC Header (MAC ki) ARk, Wifk
FH CCMP Header (k). MSDU Payload (752K MAH 8# 47, MSDU El MAC Jil 55 3 5
J6) Fl MIC =353 . o CCMP Sk %4 ID (Key ID) 1 PN 4% (PN #4574 6
MBS, A RlED . CCMP Sk & A BN, A% R4 & MSDU Payload #1 MIC.
CCMP ki (8 Byte) Hil MIC (8 Byte) #ir/edE T RHIMIZ &7, “FFH CCMP i
BN, MPDU B4R 38 2> ¥5 23 38 K 16 Byte, 1% KE FT 904 8 ¢ K Mi4R K j2 2 304 Bytet+
16 Byte = 2 320 Byte.
I IR Hr el &, CCMP Ii% &2 F MPDU HIIN%:, X AE k% 7 4F % MSDU %5,
fift ek 1 AE MSDU JIN%E A AN B fift 1R ) 752
CCMP [Hyhna i fEan i 3.19 Frow, HAARn=a fEan R
Wi PN, MM T A —MERF T MPDU BT — 15
i#id TA. DLEN #Ji MICIV;
TR IAE 64 bit () MIC, ¥ HAE MPDU J& i
i 3T CTR #EATH s,
KR AN S = MPDU  $(5fi1 MIC.
CCMP [ FEGUE L FE an & 3.20 Fron, HARMRZ DRI R :
> MUK 415 2] PNLDLEN, {HZE%E+#: DLEN>16 Byte ] MPDU, fi$% MIC,
PN;
> O E AT, Y PN BB TE B 2 AN, i 2 O R
M| 3% MPDU;
» @it PN. MPDU M) TA #Ji& CTR iz iH5as:
B UL AR R CTR AT il % s
» @il MPDU /) TA. DLEN. PN #i&& CCM-MAC K IV, DLEN k% 16, LCLHEER

vVvyvVvyyvyy

v
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MIC #1 SN;
> EEFEI IV. CCMP £ CCM-MAC Rl AES #ykit% MPDU [ MIC, 2R
JatbE: MIC e # —# A%, WEF1% MPDU.
MAC
Header
MAC
Header
B3¢ CCMP
AR Head:
Bk R AAD e
PN
CCM .
] VI
;ﬁéﬂfﬁﬁ ae MSDU |
128-bit
IRt MIC |/
ik FCS
AR
Header
K 3.19 CCMP hnaid s
MAC header
<A
AAD
MEEIMPDU MIC I
E—— A2,Priori
o ER ccM | BICHE
PN BERLEL R
g ) —
Y
3L
g MPDU
PN' il i

B 3.20 CCMP fif3 fsg i i

CCMP & IEEE 802.11i sl F s 7720, AnEE ek oAt WEP B — AN % 5
W (BT AES S0V AR B R Fe i, BRI COCMP ol i (8 JR A W% b T+ ag ke se o,
MR EF 0 XSS JF R WLAN H P LA E 6 %, FE HFSmieE ri

B e 3 A BC A o
WPA/WPA2
To £k 4 WX 22 4= N (WiFi Protected Access, WPA) s& —Fih 3 T AR B E#ER) WLAN

GAPER TR R T R, BRI T IE 1Y PAACASR ) WLAN 2R 48 1 5 s R 47 A 1 428 i 7K
o HAT, A WPA Fil WPA2 i/ MrifE, & —F{RY WLAN L2 RS, WRHAEEY, WPA
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AI{RIE WLAN H 7 a2 200840, 5 H B AU ZE P AT LG IR WLAN.,

WPA Frifist—F{RIE WLAN 2Rt r s, HLmbmn: E— e — %€
BEVERES . FoR XS WPA YIERT RS A AT FTE B A IE R . WPA2 HBILE, CIZMi SN
— Pt i AR o

1E WPA #rifErd, MBS — MR A TKIP, FENHFWT:

> £ WEP FMJGEF#H 7EEARM&EYEE. MIC (EERlD. %HY 1V ARk

hig, MIMEER T WPA 24k,
> I WLAN Fi& 0 MAC #iulik, IV & TKIP B394 IR IGIE R — ik
I R A AN A

> KM RC4 HFmEEE, Rt TKIP RS8N 7 2 X xR . 2K H TKIP,
WPA-PSK |3 iE it A HL WPA-PSK (WPA FiIL =240 ) 1) Y VR 48 F 0 ok ot 2 4H k47
T A A D

WPA [P R F AR 3.21 fias, BB RAF:

» WPA-PSK #J4ift, AP J % SSID.

» STATION Ki%—BENLE SNonce; AP U F| SNonce J& =4 — P BENLE ANonce,

JfH It ANonce i 5757242 PTK, #EHUXAN PTK i 16 Byte ZHA—4> MIC %%,

» AP ki% ETfiF“4E ) ANonce #] STATION; STATION Fl#:Us 21 ANonce 1 I 5%
& MIC 157742 PTK, SR J5IRBUEXA PTK §i 16 Byte 41— MIC %4, HHXA
MIC %415 802.1x i Hamifs 2] MIC 14 .

» STATION F##EmirE i 5 78 1 MIC [ERHEA T 0 J5 R IEXAEHEmE] AP;
AP S 5B i f5 FR I MIC,  FHAEIX AN ER WU MIC #40 #045 F 0o IX B F X /N80
a5 H L AP P2 A MIC 25 4348 [F) #5002 45 () MIC #EATXT B, %5 MIC
2T STATION K%Lk MIC, TIZE DY k32 F 12 -

STATION AP
RIESSIDREZAPHKIMAC
in) B
] Ki%SNoce ZSTATIONBIMAC ]
RiZANnce
RIEMICHIRO2. x [I¥iE

K321 WPA U I2FHRifE

WPA HIIAUESr LT A7 2

> 802.1x +EAP 7. H P #RALVIEFT R MAEUE, JRdEd R e M IE RS A (— e
RADIUS R%5#%) SEHAIE. X Fnas 7 202 H T KB TR 4 2% .

>  WPA FiLEEY] (WPA-PSK). iZIER E—FE T e, &2k 7 %]
WIERS 5, (EERAEREA WLAN 75 s i A — AN 2 BRI o] Sl e F 381507 il
Blo X BB TGE, AR T sz,

WEP il Fl —/ANE SIS R I3 11 WPA RWrh g, (A zhae, Haatky
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EET WEP fn%. WPA RAIER TKIP N%, TKIP £ WEP ZRGIAUEH N T 15 B4
(MIO). {5 B AN ThRE . BA 75 Y68 146 ) S A0 2 1A LI e 4 FhRL R B2 i 22 4
B, TKIP K4S WLAN & 5% &1 MAC ik & KYIEM R S5 5F, LG
AN Sl m A FAAS [F) (0 25 B REEAT N, B Je A RC4 N S Bt kA7 n% . BT TKIP
X7 WEP HN% gk, WPA-PSK JGyZ:8 i SR UK & 20 (0 Rl i iR IR %5 40 s (E Ay mT DLd i 4
B LY 48 T A0 SRl At e 5 2

HHl, WEP ISR 24 2B, BIR WPA J& WEP ({3855, (Hif 2 Aems ez
FAJE, R TFRFBEMETERATHAR. Hik, HEr WLAN 2 & hi0b B fFitm, tH2
WEP JH% AR5 55, ANREME AR I WALN a5 piriscfli f s — (s edeist ) WPA—— WPA2
I WAPL N k$2 = WLAN B2 41k .

WAPI #38

WAPI (WLAN Authentication and Privacy Infrastructure, JG 2 &35 0 45 1] Fil R 25 FE At 25 740D
72 IR E To A R [H X bR GB 15629.11 42 HH ) WLAN 2277 % . WAPL 224l i
o2 538 ) 4 | e Rt 45 7 (WLAN Authentication Infrastructure, WAID) F1IG 2k 518 ) 45 25 L hi
45K (WLAN Privacy Infrastructure, WPD PS4 WAL $E {2 A sk s« - S %
Al AN TR, T WPL R4t Fod G 8 s R e

WAPI SR FH A T3 BHAA i AR ARR 52 it 28 2 AL R0k RN R 2 5 A T 1) 2 A B S AR, vl T
WLAN B4 TR BERRIGIE Uy a3 R P S BAE T AL RS T I R 47

1. WAPI & TAEHL#|

TEFEARZEHR) |, WAPL 5 802.111 SR AAA ZER25L, WMAHE 7 = Sifk, RIEERIE K
F H 9 (WLAN 23 ) %0048 24t (WLAN ¥ #%) FIEE B 55 R 48 . WAPT 523 1 % 7 3 (STA)D
ZMEE R (STA) HENA (AP) Z[RIXUA S S5 HE B, (REEEEH U
W GEM 4 SR T B S AR U SR, DARE RS AR IE S A 5E D)6 . WAPI

PR AR an &l 3.22 FTwo
(¢ @
b

STA RIRZ AR AP AS

i g 1

EFEH] UEFE5

|fc«————— - — — — - ——— — — — — — — — — — — >

24 Hon 3% Con

Ry

K 3.22 WAPI Wl TAEE %

& 3.22 A LLES], A WAPT PR TAES 2 = EAEHAE B: WLAN i (STA)
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1 WLAN %4 (AP) {88 HRHE T RA LRSS (AS), H AS st HIWHE B AvEME;
STA Fl AP BT SCAS H., 58 BeAH H. 2 8] ) B 3 DGIE A3 B R o

2. RERHE WAL Ea % (WAL

WAL B EPEY: AR RIS Wi SRR U WAL AMURHE
iz A= B BON R EPIEELEOR, T HSCH TR RERR 45 10 S rh AP AR, I
T A2 5 2 P RN B S 23 ) e S P R

(1) A= S I RIS DN RE] o 5 20 28 i R I 24843 N eI A3 B AT R 0 I S R R B 2 4 5
W 5 5l 22 i T 288 2 N PR FLR HR PR B AR i 2 b 6 WAPT S 4 6 ORE 1 %e 425
lig o (ERILT LA G, RN R A2 N RO HEAT 2 S SRIG RO Db i . 2 BSS BT,
EATE RIBOLRE P 2 45, (ERAR R R AR R AT B R IBSS MR, SRHkRE
P E A7, DA S B e i e PP g AT W s AR A

(2) SR I R 3o S AN B 0 T IS 5 P RS AR e RS A S 30 s B
B BT HOLEE AN SRS PV i = AR IR R P A2
EHES . =PRI SRS, BT ISTIT R A% 1, 5o VI {2 R o i 20 75 19
A B AT R A e o

3. RA&AEMRE a4t (WPD)

WPI EEAEPEE: WPL PR U S 05k . WPI i TP B E 8, R
FBGAR BD EE 2 OFB, 58RI R CBC-MAC #iX, /- 2HEVE(EA 128 A7)
S SM4 (R [ 5% 00 BRI 4h I 5D o

WPI X} MAC T2 MPDU BT INfE% 42, 75l WLAN @& ECFIE 1. 5
R AN R IR, DT ST 2% 1 B 0 S5 01 BERR IO UIE . U Il A 45 BAE T4t
BPRAS T RN LR

WAPIL %2 FARZEHIVE N WLAN —Fa A, R RN % & 32 2 R R 28
¥, BHEZNA.

%>
1. ( VPR T, EAE M2 E LB SOy sk a8 F P 44 S35 kont F P AT UAIE o
a. PAP b. IPCP c. CHAP d. RADIUS
2. PPTP. L2TP il L2F RFE il g T ( ) Wi
a. H—EBE b BERBE o BRI d. ZEIYJZREIE
3. RARNE WLAN 5 A B _ERAIE 77 38 ( Do
a. WEP il b. SIM AIE c. AR T INIE d. PPoE AilE
4. WEP WG % Jo g it 1 m a5 o N ( ) KRB HEEE 6 B IR o
a. ICV b. IV ¢. MIC d. MAC
5. WPA /& IEEE 802.11i fJ—/N T4, HELHER ( Do
a. IEEE 802.1x  b. EAP c. TKIP d. MIC

[Z%£%%E)1a 2b 3a 4a S5Sc
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NFEERS]
FIFH HIEM 205, BF5C PPTP 1 L2TP A MRLL[X 5,

FZT MEREREMIY

PIFRZAE Ny TCPIP iR EE N — R, BN ZEMEEERE 7B Internet ()24, FIFR
JZ 2 AP H R 1P $dle 7 PR 2 A fan e o5, BB da e . Bdlan s . i il 42l
SEREPEAS EANE RO 5 o AEIX— R e LA R 26 22 A PSR TPSec PHMAT GRE P13

> HAE IPSec WS Ef B A5 A S AR TR
»  ER IPSec 1 TAE R I,
» i GRE VMY I SCEE A TAEGFE -

» IPSec IR CEEH), 45 AH R0k AT ESP #)0#% =;
» GRE WrR TSI M GRE AR HR A

IPSec Ppil

IP %4 (IP Security) PHMEIFR IPSec WX, £&—EHI 2. FFRIIZ AL, PSec
PhGE IETF [ 1PSec /NHE S — B2 AYMEMZEHE R R, HHMWEREM TR D4
5 2RI N R 2 (B A B, R R A P AL T2 2 e, Hasirir s
A, ATEEMLAE . TPSec LRI NS LML Bk AMTBE I OCEB 2k M 1995
SEFFUG 1PSec HIWFFTLASKE, 1ETF IPSec TAEHLEERIETL LKA T JLT Internet H 5 SCHkAN
12 4> REC XCf. o, ECHE B0 RFC2409 IKE. RFC2401 IPSec il . RFC2402 AH.
RFC2406 ESP 25301,

IPSec BRERE

IPSec PRS2 Bl 2 RN — R — B EIMA S — ML, S48t TN
T IP JZ B HR 2 ) — B EAR RN, WFEIAIEL (Authentication Header, AH) HHil.
F3& 2 23 4wf (Encapsulating Security Payload, ESP) #hil. HHECMZ A #H (Internet Key
Exchange, IKE) SR T MZNUE SN 1) — 250055 . AH ThilCh 1P B3R A5 B RIS UE
MTERAELRAE; ESP PSR yLa; IKE WrsdR s 8 mb Kt =225 5. ESP A
AH P AR ) — RV, FUE T INE MR 5% . IPSec WHCGHE 1 an i £ X7
R BEFRZ A  TE eRIE B A e, ) B T U s BEEIRSE . HdE
IS S5 W 2 2 A e 55 o IPSec TR T4t IP R (22, BT SCiF TCP/IP 1 EMLEEE
TG AR EL TS TP JZ AR, AT AR T IP J2 1 e e M mihl 2 T A8 N I 48 3 it 1 22 40l
AR, IPSec PRI HR LI Bfd 22 A IR 55 40 F
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> ERHLEE N TPSec KI% 7 {EBIT X 4% i 0w B AT I .

> BdETEEENE: IPSec BT X RI% T R IE R EIE BT IAE,  DAB R EE TR AL i
TR A B

> BdERIEINIE: IPSec fEHWR AT LAINIE R IE TPSec LR IE b2 13 A ik

> Bk E RS IPSec BT RTRLIN 4B 4a BRSO I B B S (4R SC . 1PSec T IPv4
AR, (HXT IPv6 AE5RAIPER .

INESL (AH) 1Y

AH PR R TP B (5 IR AR e B AN G B0, RIS mT AP b BU S i s e R 45, (H
EARMEREMERS . £ IPve FRA AH MR, FUNTE RN EE T —/MEF RGN
Wz, AR NS TS B Ry 1k, SR RIS LA B E . AR
LT, TPv6 WIERRHE XA B AH A EE A0 7= A — IS 0. 75 Es Bl BB AT 1A S0 T I
BEAT HAE, AT ORAIE T X SR B AR R A A DA S B AR ARV EAB O . AR P B0 P 22 505
(HLJf) Hash B30 MDS5 Fll SHA1 SEHLiZ k51 .

AH PHAERAN B A LRI — N S0 I0UERk, 1Z3kA T 1P Rk AE S E T sk sk
Z I8, AH #k g &l 3.23 o,

JBIEIPH L ﬁyjp(sch) TCP/UDP BiE
T—AMRL | FEBEKE PREEDL
RESHET (SPD
F55
WEEEE (KB

K323 AH R %LAER

£ AH i3k U, &7 B L

> FAMRSk: A 8bit, ARIREER AH SKEHEAEH 1P PSRk .

ARETKE: 5 8 bit, RISEHEIE AR, LA 32 bit A,

TREANL: & 16 bit, KRN LR, HETHN 0.

ZeBHEG| (SPD: 5 32bit, & —MENLEL, SHMTHE P 1P il —[FRFRiH.
JFE: AL JFaT 32 bit I FAS, ARVES, FHFME—HAR RN RIE A
e, Sk o B O

> IEEWE (AD): 32 bit BEEURE 17 EAMIERD, F U500 B 45 UE RIS 58 B A

HxreEf (ESP) Y

ESP Bt TP JZ 0 ORUE AR,  CANIX 2% LRl AH BOR AT PAORY I8
R B, (B EFFAR RS AT AR et Bl T BB S TR TEm . T AR
TREEE R 24z, 12 IPve TR T 734 — AN kck——ESP,  Lhilt— DI 8ul R P R Bi

vvyyvyy
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1M,

ESP HMSCA] DA R B $2 (L5000 e B e N . SR IN 2. by SR A REE s ESP W SGE F f#
F] DES. 3DES. AES 5% Syl segi i inz, [ MD5 8¢ SHA1 SZEIEE 584 . ESP
oo i 3.24 Fios.

JESETPHSL Ipsegﬁ(isp) TCP/UDP BT ESP#HE | ESPAE
ZESHET (SPD
ESP #:3k
W 55
iE
W n BEEEE (BEAPHEEE, KEWTER)
a i FE (0~255 Byte)
- ESP #2
HRKE TNk
NEHHE (KEWE) ESPiAiE

¥ 3.24 ESP &30k

fE ESP s Ak, &7 BE LWk
> ZEZHRG: 5 32bit, HTHRR N —AN%ZeR0H, 5 AH ' SPI S —2.
> FAE: 5 32bit, M 1 IFEAR 32 bit IS, ARrEE, T hRiR
TR, FH R S EE SO
AR WIS RBIT TR, FRGAIEL SRR
HRKE: fRHERANFRATHEAZ T EHE .
TRk FRIREER ESP 5 HAEH 1P USRSk

> GEEE: —MUE T R A A A R AR B

W DR AR PhsOR ESP Vi, FEiEREN R I ESP AT AH Pl 5% 40
BT A AN

IPSec Y BI TIEHEL

IPSec P TCWR /& BT I L R HATAE, WA W T/ER: —FMR AR, H—F
FEfEEAE . AH A1 ESP #MX35)m] AN FH F1X P Fh AR 2 .

1. e

e A BN EE IR AR Y. @, AR 8 RN & SEH L 0] 2 i 18 E
AR CEDR F A7 1PSec Pl 7EAEHIE U, IPSec Pk (AH 8¢ ESP #i3k) #fiANTE IP

kAR E OGRSk 2 18], H% TP LA 28 e 34T 2 B E , FeE 3SR g5 Mkl 3.25
K 3.26 Fiso

2. AR
TERRER AT, P REAS TP 2 B8 R TS AH 85 ESP 3k, AH 5% ESP kUL &z ESP

vvyy
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TR P B e 2 AE — B 1P i b G, BRIER AN AP 22 RS (B K
W BREHES) RS . 2 IPSec MEAF I —m N A MRS, UAUR IR ER .

1Pk, 1P ES
H it TCP/UDP/ICMQ WSS (AID
L MDS/SHA 1 HHE 3% )
e
N P
IPLYR. H fdbt AELES TcP/UDP/ICI\g
B 3.25 ALEIFIRT AH Phillds Bedioc g
PR PR
eSS il H ik TCP/UDP/ICMP A
| DEssDEs/AEsm®
e
ESP 1P 30
Bk e R ‘4J AE
L MDS/SHA 1§ EH: Y,
Y
IPSk¥R. ESP IPHR 7 i
kit ik IET iz

K326 LT ESP Pl s
EREER T, IPSec 2x56HH AH 8% ESP Xt IP W HEATIIEEINZE, SRIG1E IP 404 H
A= 1P 3k, HESERocei i 3.27 FE 3.28 Fiar.

SHPIPSLYE . P RAIPSLYE 1PHCE IES
H [k H tyHuht TCP/UDP/ICMP VK (AHD
L MDS/SHA | HEH: J
Y
SAIP LR, PP L8 IPHCHE
B bk ARSEE H ik TCP/UDP/ICQ
K327 FRIEAT AH PG SRS
P IPLIE IPEE
KRR H ik TCP/UDP/ICMP A
L DES/3DES/AES 8 )
Y
ESP#3k TPHCHRE 2 F= F 2 3C i
L MDS/SHA S )
Y
SARIPSLYE. 3 ESP
o ESPHftsk || IPEEIN S HIESC R frove

K 328 [EiERHR T ESP W3R S 45
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IPSec B9 T1ERTE

AT, N2 A Intranet 7161, B & EHLEA LT HIERZS I IPSec 5, IPSec
M TAEmAE QI 3.29 s

SAYE
EHA IKE IKE EHB

5% 57

TCP/UDPA:#I B sAxt SAxt TCP/UDPHE1 2
IPSecIRFIFEF* IPSecIRBNFERF
4 2
R HIPEES

K 329 IPSec i) LAETRAE

(D APH FEENLA B mAF s EENLB B RiE—HE;

(2) FHLA LM IPSec BNFE PRI IP ik ds, &HEBIOSTEHEZRY LR FEZ
FIMf Fp R A

(3) WRENFE B AN IKE JFUA 224 Wi s

(4) FEHL B L8 IKE W EIE K22 A W I8 %0 ;

(5) PG FHEIE—FE SA, &FHAERILE “FEH GE: HWE ENAELITHEE
AR — B B SA, ] BELAEEEAT SR I B SA TR

(6) Whgd s BB SA XF, BUAIE SA FliHuh SA (SA GFEZ A SPD;

(7) FEHL A LI 1PSec IRBNFEFFF I Hishi SA X AR A T84 GEBE-RA) 1 (30 i

B

(8) NP s AL 1P )=, i IP 2R EE W A 2 1L B;
(9) FHL B 2% IE A SN N FE P Y B Bdle B IR 5 A2 45 TPSec IXBNAEFF 5
(10> FHL B _E/ IPSec BRANFEFFEH ANuE SA K& e 8RS A (B0 X4 Wik T g

B

(11) BRENFEFFH A2 G M BE 4R 22 12 TCP/IP WBHAEF, T TCP/IP JXENFE 7K 4L
PR TN B U HFE R

M IR AT, 1PSec B TAEIS AR/ LB ST 20 1, (HFT A BAEX P 2 e AE . A%
FH B R A SR R A L A, R IR IE BB KRS A Bk PR BB AR A5 a8, IR
EATEA IP ¥k IiGe, LR IPSec Al IKE HRm A lE4 . FEIBHMZ, {FH IPSec
PR3 I B B A B I X 4% HuhE PRAD (NAT) . (RN IKE B i o Bt iy (1) TP ik /& AN BEHE NAT
SR, bk AT AT AT 2 S B e B A B R . [ TPSec, Rt vl LATE A WAL 4,
AL OB R B Ei it . TPSec 4L TN TN IE . P2 &M (M3 HL
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AN 4 PR Z AR PR TPSec SCRFIVALINTT AT : EHLS TN, EHERISE. MRE5RK.
IPSec RIS AN IZEREV) in] F 7 BOSCRE, 38WT EAFI L2TP. GRE Z5BSE Pl —#e (i H, 4R i
PR RAE AT SEHE

IPSec & %AWk (R U5 1A] o e 38 I i 213 (1 22 A PR BRSO RS, DA 1L T
25 Internet MXidi. FEME(EH, KA KIETT MRS A ME— 520 T fif IPSec TRIMHTHE
Hlo #£ Windows ZKIEH, 1PSec $2fft T —FhEE s, LRI TARA. REIEMTHEANL. 382 b
RS A5 SR COpEE F o R LMD Extranet PRSI % P o 2 A FEAS . M2 —H)
i, R TFRENIOE M EERIR UM E DR, 1k — A RAT R H Bl Tk i A RIS
SNTTE I ORE

GRE i

B 33 (Generic Routing Encapsulation, GRE) 3% & H Cisco I NetSmith %5/ ]
T 1994 4EHEAC45 IETF [, {E RFC 1701 1 RFC 1702 HA BAHE L. BHRHE T H—FM% )2
P E IR T — PN 2 R P B AR, & — P I BRIE 3 e R . GRE AT RASEILZ B
PRI A 1t DX e i B — SO B AR SR IR S5, 97K 1 IS I TARTO ], A4 AL oA
PRGN, 4 IPX B2 Al AR 16 IR (BRI 16 NME AR . 7E—/M#iE (Tunnel) &4
hE ERAEE T AR, A RESL R TSR T,

GRE R £5#4

GRE X F- 26 48 2% (4 IP. IPX A1 Apple Talk, FRIEIREIML AOEIRIRIE T3,
3K LA 3 e R AR AR BB WS LE o — AN 2% JZ B (N 1P, RROAARHM O ThAR%T
GRE MY SEFR & — MR # MY (Carrier Protocol), BEHEMt 1K —Fhih s )i S 2518
Ty PR BCR ST B HL AR SO RS AE A R 2 AR R, SR PR A i (1) 8 TE PR O B
(Tunnel). FEIE 2N REAUMR) SO R IESE .
GRE #%¢J5 Rt an& 3.30 fow. Horr, BREAT AR SCRR A7 (Payload Packet),
B HT AR SCEMR N T M o 250 (Encapsulation Protocol) FKNIZ# Y (Carrier
Protocol), GRE kil (GRE Header) & FH 3 ¢ P 58 sl I A (1) o &% 770 (Transport Protocol
834 Delivery Protocol) 1 5% 35 4% J5 4Rk SCEATH# K . GRE kB 7R A (H TARH
PR IR AD, KRG, GRE % (H THomBER SR . Fols5 (HTEom
HIROMHT A EZSERD . BEEE (HTASEEMEEHD.
GRE k& 7 B iy F AR & X F
> C: RIAFREAL, 1bite WHAPREAWEN 1, KREM (AIk). fWeg (Arik). B
B CAlig) #5r3L 8 Byte HHILZE GRE k. WIR M0, KEAM CAlik). Wi (7]
). B (k) # A HILAE GRE k.
» R: EEHFREN, 1bite #5 R ELRFALE 1, T 986 380A 2.
> K: EHHARLL, 1bite ZULAZE 10 GRE %40 (Wik) A% WilcE T GRE #i
HNZAIE N 1, MEH (afdk) #5r3k 4 Byte HIRAE GRE ki, R ITT
H AT HIE 0] SC B - AR e, A B T 9 i 1 B R | DG B o e 4 — BN A el i
Bk, BN SCES: WARE GRE %, MHxALE 0, RN ZH (AJik) #5
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AN GRE k.
FEHT GRES WY FeZ PN
Delivery Header GRE Header Payload Packet
o __——=""§ 12 5 T~ 3

C|R|K|S|s | #BEHEH | HEA | RES FeZ P PRA
BEA (k) REH (i)

GREZEH (i)

FEIE (Frig)

BE (AT

K 3.30 GRE #3510 CEEH

S: FHISFEIEARIRAL, 1bite AR 1, MFFH (Al A 2.

s: AMETTEBETE, 1 bite HATSZHL GRE SkEAE S IHE 7B, MukhrE o.
AP 3 bit, TRERERERG], dK ARVEIE R
&AL 5bit, E XN O,

JRAS : 3 bit, A 0.

FeZ T 2 Byte. FnibHE FH ML, 4140 IP 4 0800,

BEA: AL T X GRE Sk Al & Wil i 7 B AR 3 IME . FETH R IR A 7T
RIS FIR BN 0o ZIRANAE GRE $ROCEE — BN 1 B .

FoAth = BRI AU TR RS A FE, B .

GRE s2Iid 32

R CAE GRE F#iEi (GRE TunneD) H{&4, BFEEBEAME LN AL . GRE FEIEH 1k
SCTERSE IR R HEAT GRE #RSCinEt 2, 7Ep%iE B b bbimidi 4T GRE #RCAEE %% . GRE
BRI ARSI T — Sl g, 35 5 I B HR ST RE S TE R FOLT AN RSO R AR, YR bk v
FITH o H b 355 2 18] (R 28 o ) 24 0 — R 4R SCAb 3 . GRE BEIE I TAEE RN 3.31 fim. EE
331 H1, WS X P3RS Ingress PE (N LRI A4 ) [7] Egress PE (H R4 R 14
RV . N ZESE Ingress PE LS8R, TEE2ETE Egress PE _Li#AT; H 355 10 5dEdk
SCTE M2 Y% GRE FEIE &4 .

1. GRE [k 32 Jg 4 A 5t 3

Ingress PE MJEHE X W31 I 45 TR0 S X iR S0, B 5638 i X s ab 3

X PR IEHR ST Sk (1) B (k7 2 P 3R B R R AR v 11, e R RS
USRI H o 12 GRE B&iE s L, AR SCHAT GRE 33, BRI GRE Header.

4B T WAL SR TP, 253K 30 E TP Header, M| TP Header F¥5H bk w2 B8 Y5 il

VVyVYyVYYVYYY



92 R o

ikl /2 BE3E H st .

Payload Payload
Packet Packet

FEHE GRE#E: Y FeE Y

Delivery Header GRE Header Payload Packet

C xums O
( IP/MPLS'E’:FW ¢ quﬂ%)
GRE I%iﬁ
Ingress PE Egress PE

B 3.31 #id GRE P& seml X Wil T4 M os & &

HR4E 1% 1P Header (19 H bl CRIBEIE H AOHIHED, 757 P B E 2 b A HRAH B H ot 11 9
FIEWIL o Z )5, FEJE PIRCORAE %A T & 5

2. GRE 38 JF Wy i £ %%

it e ot R AN e I R IR B A

Egress PE M\ GRE [ i i B3R S, 704 1P Header KIS I H Bk A A 1545
] Egress PE %44 IP Header J5 2245 GRE #p b #E .

GRE 0¥ F|4 GRE Header, 3KHX X Wp¥, A X WSO I B8 4R SCkAT f5 B 1 K
AT

B, —A 1P FARHOCEX Hit T GRE MESE. MEEdfEd, MBI LK
A B AN 3.32 FiT

I 1P H3Ck | axawm |
it
‘ Ethernet ‘ HIPWICK I GRELHH | IP 830k ‘ HREBH ‘
Wt
B 1P 30k I

K 3.32  GRE hndsf B finfgds 2w 1)

GRE W& £

GRE A2 7 “RLIQAIIIE " TR BT P PP I A 1) 22 AL o

1. R i iE

TR B I 3G VI A 4 0T 3 25 R R SO R AT o B i A 5 o

#7 GRE Header H /] C fipn i AL B 1, WAL AR 250 K% 77 ¥ 3 GRE Header /& Payload
SRR AN, FER A RGN R SR IE R I o FRWOT RHE R B RSO AR A, I

SIOCH R AR W8, MIXHRGE DA, B/, E35.
GRE [ 18 1 3 ] AR SIZ o N FH 1) 5 222 R e B A0 AN AR IR AT, A R A i BC . 1
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RGN T 5o S YA TIC B, U A i AN 2 6 2 B AR SO A T IR IR IR 7, R R 2 PR S5
WU AH B, 0 S A S Y5 A T B B A T %o s T B, D A S ek DA KT i o K PRI SR AT AR
ISR A, (E6T 3% AR SO TSR 36 A1

2. RAlx#F

RIS T (Key) IRIUEZIEXT GRE Fgi&ug TR @ X P g <L, nl LRy
IERR R FRUSCH At 7 R B4R S

RFC1701 ¥{5€: # GRE Header /] K fii y 1, NI7E GRE Header H4fi A —4" 4 Byte K:5%
BB, ORI EAT R S I B E

KEEFIIVER &b E GRE BE IR, 8T F—mE R MR fEik
AREZERT, GRE ¥ 08 R U E T AR R M EdE R oC . H A GRE BEE P i 13 5 1)
WU DR 58 A — S A BRI 0, RN SCE S . X HL “ e —307 IR %
BRI, B I A A R A O RE

GRE 5=

GRE & —/MrtEthill, SCREZFPMCIZHE, fef FRAIE M VPN, LRFZ mifkiE,
Ref S QoS.

GRE WJFEERLUE: SR ISHUH], WA bRHER GO R R GRE [¥iE; PEIEHAE
CPU #J&, HIA B EAT IR A GRE R4t 7 Bin a2, %A B 1k /i
A N DhGe . BT AFESEPRMEEH, GRE %5 1PSec —ifii i, i IPSec Sy F 4 1m
%, LSRRI 2 A RS

T GRE J A B AR IEE MRS T RE, Wit O AWIE, W] GRE F&iE AN i S i
RMNZPEIE L, IXFE2 1 RO o 2= /S W7 b 1 6 o 2 A 804, T o 2D K] GRE P 18 AS 18 T 2
AR, B & T8 BB E 2

GRE 11 Keepalive £ 2y 58 FT AR I BEGERAS , BIVRS I B8 %] sty A 75 T Ik o G0 SR o AN 7T
ik, BERE R 2 R DG, 38 G PR vty AN Pk T 3 e R B 25 2Kk, A K80 12 i, ARAIE
AR AT S

#i>]
1. IPSec il ( ) VPN B&IE P AL 7E R — )2 .

a. PPTP b. L2TP c. GRE d. YL L2
2. GRE MsREMILZE ( Do

a. IP b. IPX c. AppleTalk d. bR Emr

3. IPSec HTH45E IP WL 2, FNBEHAIEMIIZ ( Do
a. IPSec A XS Eq gt 47 52 B ME LR b. IPSec $HeftH 7 B IMiE R %%
c. IPSec HINUESKIINAE TCP HALHNHEL d. IPSec XT3 N A4 i
4. ¥4 GRE 3¢ J5 HBEE i 18 IPX Ok, #6088 1. 24 3 T, IE#RE ( Do
a. B2 TP GRE IPX b. §5#%)Z GRE IPX IP
c. ##%)Z GRE IP IPX d. ##%)Z2 1P IPX GRE
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[2£%%K)1c 2d 3¢ 4a
NFEES]

1. WFSE 18R TPSec $RAL 224 R .
2. Ty A A A P A ) 3 R X
3. A UL IE PR TPSec P S2E VPN fr LR 2

F=T REMEREMY

fEAE IR SN Z A il B IR T IR = % 4, )= B gt seil i A
A SE R ERR S0 S5 2 gt . F AT, ARf)= 102 A P 252 SSL/TLS. SOCKS 75, AT
TENHEE A, TSRO B, BV SCRAR 82 3 55 S AR SR ZE A4

> T RERE R AT E
> ¥ SSL/TLS Wil s =X M 3 5
» [ SOCKS WMl F TAERFE

» SSL A1 TLS W& A2 &2, Pl s s ook 20 Sl AE iR
» SOCKS Pl i TAEAE SR

SSL/TLS FriX

ZEH)E (Secure Sockets Layer, SSL) 2 Netscape /A &) $& H A 4% 18 (5 $Efit %
2 SR e ) — R A . BHRE T — R E SR E PSR TCP/IP (R4 L2 e 4k
Iy ZEINLE], (B F T 44 Web M) HTTP. SSL WM & 4 BRALbRUE, B 32 B 1 e
#3F1 Web 45 23 F2) 7 #8CKF SSL il . HETA =/ M4, HP SSL2.0. SSL3.0 A SSL3.1; #
A2 1995 FRATME 3 iR, T IZHH T Web il a5 il 554 181 S 4 Y IE AT D 25
AL i

F&441 )22 % 4= (Transport Layer Security, TLS) BMYIRET & & SSL WM, &7 HH Netscape 2
AT 1995 FE KA, 1999 F£450L IETF i FIVEfE, &4 A TLS. ‘B2 A 07E SSL 3.0 th
WHYEZ |, & SSL3.0 Ja&efiA, HAElA TLS 1.0, TLS1.1. TLS1.2 Z&fiiA. TLS EEH
TAEWANEAS B AR T (A5 L OR3P AN s e e 1k

1. SSL/TLS itk % 444

SSL/TLS B 7T TCP/IP 225 4574 (1) X 4 )2 FIN. T J2 2 8], {5 TCP $R A —F mT 52 1) 21
Uity (1) 22 4= AR %5 « SSL/TLS WMMAE N JZ I8 A5 2 3 5E MO 28 5y« I8 A5 A 00U s B IR 5 2N IE
TAE, TEMCZ BN 2 PS03 i B B i i 2% .

SSL/TLS Wil fk REEMIFEAME . W FRAREHN UL, SSL A1 TLS Haf#l & Rl — Ml



F=F WA 95

Rt X TLS A FHiod 2 AR .
SSL #his i T TCP/IP 58 B E VML [A], o EE @ E 5 22 4 3 FF . SSL ¥l sEbr
o R LR AR SSLAc s W SSL 42 F Uh il 2 W iS4 i 42 F- U8 S i SSL 8 F 1M
SSL 225 % SC M SSL #RE MY 3 AT WML AL, SSL Wil ik R &5 KN &l 3.33 .
SSLAEFHL | SSLssdchit | SSLEM | SAIMCREBNK

SSL i & il
TCP

1P

K] 3.33 SSL ¥tk REEH

(1) SSL id3&Wpisl s SSL ic3 WSt & EE A AE vl SEMIE S YN 2 b, s E s e o 3
B FEAE. B SFIEARIIBEMISCRE . SSL idsk i F B IS M 3.34 FR, S FBIRIS
AR

> AR 8bit, RonEEEHIEN L EI, WETF. IRETEE.

» LA 8bit, A SSL EERA . SSLv3.0 fRAE N 3. XFF SSLv3.0 B4 E X

(N BT RIR T G AR S i 2B ORI N FH 080 i3
> RERA: 8bit, MM SSL IRERA . T SSLv3.0, HAHEN 0.
> REAEKE: 16 bit, BASCEEE Cn Sk A EAE R R 4G AR DL e B K

ma | xmms | wmmk | mmer
WSO (46T
MAC (0, 16 520 fi7)

K 3.34  SSL it Wil FB &t

(2) SSL #EF-Wril. SSL #EF LR VAE SSL idsg il b, B dF i,
T AESL BRI B AR ST LA TT, 857 AT S A . PRI Sk ¥ %055 . 18
IR ST SSL SRS, RBF#5R PN — RINEE . X EEH B A He % Sl a4k

> VR NS RS SRk BT # SR () RS B

> RIS AR

> (EHAHINE R ARA I,

SSL #& F WSt nf DA 15 R 55 #5 F1 25 7 BE 8 AH A4S 5% 77, Wi B A (1) i 2% S5 A1 MAC B
EUL AR R, SRR E SSL il h Rk EdE . SSL B F ik 3L BFE LT =47
Eﬁ:

> A (Type): 1Byte, % TFEAREHN SSL B F sk AL

» KJ¥ (Length): 3 Byte, LA Byte ML CKSE;

» NZ% (Content): KTF%T 1Byte, XfMNIRICRBAILFRNE. S

(3) SSL &% sbiille N 1 IRFE SSL AR By 22 Atk 2 7 v P IR 554 XU 8%
B — BRI TR] S8 85 $0E, BT DA T SSL B MUE SCHML . SSL B MU% S 3 N EZ s
EMWZ —, R H AR R —A . 1R Ui MR 5548 58 R T 2 Ja, B RE R 7 K
EARGTH S, IR RS —MEY | BT, RN 5 B S B FH X NI 1) 2 R R
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T EVEROCHR A B AL IR, I 07 T R A T B R HE v 1 B AT B AR
(4) SSL R WM. SSL HE VSR FH R xS s idhs SSLIAH . A RAE 8
AR I — T RIS, AR B XN T RIE— AR Bl . PN 2 Byte 41AK,
— AT UAIREL ), AT RIREV, B e IR ER AR, WKl 3.35 s, 7
B R
> RE: S5H 1 Byte, EURHEAMM: OFatal $5i%, W4& bR IS A R IS
R(E BIGAERS (Message Authentication Code, MAC), X7 il w5 B 7 B Fh T 251,
[V B H Q22 v X AR R 2150 @Warning JH 5., X GGG, 845 XU 185 AR
R HE, TR E A E A2 .
> RS ] 1 Byte, HFFEIRERIDAR. Fl0: 0 R IBEIEWCOT RIETTIEAR
B A S RARTHE S 10 ZaREBIAE S S 20 RRHIEidx MAC

G C

L i8Nt
| | |

3.35 SSL RE WL

2. SSL Wy {6t 5

SSL BRIHALFFHVER) " Arif A el M8, Friols AR, FEAT Web 5%
45 WS, IEWHEXT SMTP. POP3. Telnet 255 F Al 45 22 4 f#ks . SSL K RSA.
DES/3DES %%, 54k LA & MD %% Hash i1, Diffie-Hellman %422 #5775 . SSL #h[1)
PIALET &5 N ZE WS 6% . SSL7E R E PGl {5 mi st O 58 Boin 25 502, @E %8
I e IR S5 B AAIE AR, IS N E P BT 32 10 B e S #R 2w, (R 1 I8 1{5 1) %
E

SSL % B A L RAMK, BATAE R LR R GGG : U ET TCP / 1P hislsk L
C/S BT T A B #RI A, FrR NMERHMTH TS S, LA A it BN L%
BT TR, HER A SRR T

{HA&, SSL Bk T &Mt FEAMS RESR BT AR 22 A ARAIE s %5 P INIE R T I, BT LATCIA AR IE
SEE LG REEA#; SSL AR T RNEAREZE S MBI, (2 S 5ETF S,
SSL M FHEABETI A % 77 Z [ 22 AR S A E AT R R

SOCKS PpiX

B K 4 22 A 2 TE EE P SOCKS & — AN TA& 4 2 I M AREE Y, B3t T — M@ H
IREZE, HIZNEE TCP 1 UDP 38rh ()% 7 HL/AR 55 2% N Ay BE 58 7 L 22 4 b A F I 2%
b7 K B T L I I 55 . SOCKSS H E A 5E AE RFC 1928 .

SOCKS ¥ )+ B David Koblas 7£ 1992 4EAfif v Al Py 35X $2 N Internet ()2 4= 7]
PN, BT E . SRR RIGTIRE 7720506, Ot IETF fitdE N
PRERIYE . SOCKS H AT FZAF NAREINL, 7ER 23R4S T 3CRF, W1 Microsoft 55 %
FRHR S FF SOCKS, — S8 KAt #E S KF SOCKS. 1 HLFEZE N 80, SOCKS Wr L fE
AW K A 523, SOCKS ERA{# i 1 1080, SOCKS #ril =45 SOCKSv4 F1 SOCKSvV5
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AR A, SOCKSv4 3T TCP [, Client/Server F&/FHeft 7 A2 2115 K Rs @i ALk,
SOCKSvV5 ¥ £ 7 SOCKSv4 &7, % HF UDP, #4907 IAENLE], I H S RF A bk F1 1Pve 2%
Hutilk .

SOCKS W44

T SOCKS [fa sk Fl v g i, SOCKS TL4 12 HuAE M bn AR TR B AR N T P9 55 04
28X AR IR 25 (1) U7 Rl 3% . SOCKSVS (1) 3 EAFER

(1) 5RHAENLHIEEAR . SOCKSVS WhsCH B MAIETTvE: F P 44/ 10 A IEAIE 8 22 4
PR 2% B 2 1 AGE

(2) SOCKS 5 HARRI I IE K. SOCKS WM TARLE RN H E LS E 2 18], =48 H & 38T
IERCRT, SOCKS AT EARAAI 4 R al nl kAT AL .

(3) RIGHIVG A SEms . SOCKS [ [l ¥ il SEug rT - 7 . BA S W], Y5k A
H bk, Inss 7 4ml i) RaEYE,  Reisar s hil N 4 15 ) .

(4) SCHReRAAEE . R ZHACTEN L R SRR ACEE, 1M SOCKS 18 18 44 K fff s A5
Higth, sl 7AEHAA 1P Hukk R .

(5) Hihb@TEIAR . SOCKSvS Py bk AgbT AR, fRifh 73k 44 il b 0 8, L 7 g
A DL IRAZ AR TP Ml B4 R 0%%% SOCKSVS RS 2%, HiZIR a8t 4 bk fdr, JEmsat
I FH AR 7 iR 55 2 Sl S

(6) UDP fREEH R . SOCKSvS5 il UDP AXHE, SZ#F UDP /7= H .

Rk, KA PL LSSt R K SOCKSVS, B4 A —AN T EHAERIBT KBS P . 24 SOCKS
A1 SSL WX BC & AT Iy, AR 9 7 FE 2 4 e 4 I (1) 2R, SOCKSS WM AR 35 AE TV
md, PE A T R T .

SOCKS T {ER1z

SOCKS A LE 4 SOCKS fl45%%. SOCKS % i M /F . SOCKS Rk 45216 %
F 55 N 2R 2% 2% 2 T AR SRR, 10 € i R X 2 AN AP AE N 48 2 B (0332, A RT3 N 4%
)24 . SOCKS % 7 i (K N FHAE R4 ] SOCKS LA RS0, X B8535 1K) R G0 I 7E EL 0
Ui 1 F S| SOCKS JjR%5# . SOCKS i 5545 o 25 2 4 S W e A A UE B s A0 R, ) 2 15
V1% SOCKS & it AT A M 28 4 . RN P o N &vEH -, SOCKS ks s ARER %
U 1], AR S 32 B MR K ATLARIZE R . FH R 55 % 2 TR Sk [ 7% s B4

&)
1. SOCKSv5 HIPE A2 E X T ARH AN Vs ], e OST S5 A — 242 i1 5
e ¢ D
a. MHJZ b. M%) c. f&km)z d. 2WE
2. BUFZaihiltch, 5 TLS DIREMBImGE ¢ ).
a. PGP b. SSL c. HTTPS d. IPSec

3. TCPAP fEZARGIN T Zablf, Hep TLS fhilfit ¢ Do
a. i 2 b. MZ)Z c. fE#HE d. MR
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4. LR R T 2B Z I SSL Atk H, R ¢ )
a. —MMAZEZEDN W TEMZESNHZEZED b R4t 2 e hl

c. N TCP/IP M4 S (A fn d. 4 TCP/IP AR ML 5 25 WALk
5. SSL 24l /e ME A A "t TR ( )

a. Netscape Communication A ] b. VISA H1 Mastercard A ]

c. 7% Roland Moreno /A ] d. IBM A #]
[(2%£&K]11lc 2b 3c 4a Sa
#IELS]

WHFtitie: SSL 45 SSL il A A KA ? SSL P E b s I st A ?

EOT NMNARREWMY

J& TS B S A BOR R AR, R I AR T2, IX 25 B FH D Re ARTEA T R T R 2%
PEFIRAEYE . PR AR E R UL, MHEFREER S, MERARAN—Z. BEE S MRE
LRSS 38 22, P PR — S8 D 28 S8 P G PR 1 95 ) S P R I FH 2 P 22 bk il Wl 79 22 56
HE . WRERIENHZ 22 ? NAERZEARMAIE, BB TERERS. TEFEM
AL PNEIT IR SR A 2 4 N R I 2 A S IAE AN [ R B F A B R () e TR 2. N 2 %2
PSR R B R PR e R S 1), Hoh LUERCE A SSH 11 Kerberos #HM
PGP Al SMIME Ppil %5 .

AT FE NN Z 2 IS E T, WENEH TERE, sl &R 5.

T AR 2 22 A B

ERE S UON R, FEesa & B

H# IR Kerberos W 1) TAFJ5

AR N 2 A5 DL A O P 25 LA R BATT 2 ) ) S [ 5o

KERRTR A

> R R A U S ACRRAL X AR B
> AN A F RN

vvyyvyy

SSH FlpiX

W BN 2 R 483842 P FTP. POP3 Al Telnet 25 K ZHU2 N 2241, KINEATER
% ERSUER A PR S . OAMEEE, IRESEG . BE . Bk . Zae4h5aihil
(Secure Shell Protocol, &FK SSH) &/ IETF KM% TAE /Nl g & NI fE 8 e & i
Al X 26 i 55 22 A A B S R SSH AT LA 2477 1H iz A2 B 72 v 1045 2 5 1) 7 SSH
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AR UNIX R4 EM— AR, R SGREY &2 A & . @i SSH, Ayt
AR AE P (0 BT A3 B 347 N, IXRERDREIT 7 “Hpim N X, tAEES 1L DNS
HRRAN IP K. (£ SSH, A — NS GF bR i A & 40 IR 4611, v LA %
P AL H

76 SSH ', T isthaE AN E, 2 H A IEE WA AHEMIRA SSH1 Al SSH2. SSH1
Ny 1.3 115 BANEAS . SSHI K] DES. 3DES. Blowfish Al RC4 &% FRN a5 5Lk f 4
B 22 A AR, TIOR8 BV 1) B8 A 2 0 AR R IR 2 B RSA SR 58 U #17 . SSHI A H]
TEIRTCAARIAS (CRC) SRARIEHE 11 56 8 1 . SSH2 4 7 RSA & F 0 i, 1840 T CRC
BRI . SSH2 %% 44 5% DSA M Diffie-Hellman 53248 % RSA K 58 B AR B 57 (A He,
F HMAC A& CRC. [FIINf SSH2 391 | AES H1 Twofish %5 FR N2 5%

OpenSSH & SSH P I 5 B TR LI . e fit 7 k55 om fa & R e A P TR, F RN
AR AR SO AR FE R s, I B IERAR B R R 2R AUUR S5 - OpenSSH 5 SSHI
1 SSH2 HIATAR— /N i BB REXT B, {HERIAEFH SSH2. £ N %51 5% The SSHv1 Protocol &
The SSHv2 Protocol.

SSH 1Y 2B B HESR

SSH PhSCHEZR 2 R4 2 Uil R VAR PR SCRERE N =80 2[RI, SSH. By
BUEZGE VR 2 2 I R 46 2 4 B I P BCR B RS RF . BN Z I B R IR G M i 3.36
Fise ZR SSH ) =AM B BT s B A D RERT SR AL R 55 R

- FhS SHiR 2 P 45 22 &= B i ¥

BN

A FAIERAY

(5=
REFEINE || FEVEE: || EEeEk

K 3.36  SSH Wil 40 iAE2E

(D fE4E M (SSH-TRANS) . $2t T RS #INUE . Hod (R 2 M (5 B e eI %S . 1k
ANE A I IEHE AL R 48 DhREA S c e Thft .  SSH-TRANS B I21T7E TCP/IP #E#: b, thrfg
FFH AT 555 o SSH-TRANS 24 75 & iR . ZAY FHLVE K se MR
Z P FVGERE T 2L, I B SO SAT B AE, B8 & 2 A P DGR P O] AT A TE
iz b

(2) FHFAEM (SSH-USERAUTH) . H T AR 45 g He 0% P m B P Sy S 5 Dheg . &
IEATHEAEME MY SSH-TRANS 2 F. ¥4 SSH-USERAUTH 65, & MEZ Ul B2k
SRR, S TEAR IR E PR IR 2R I S ARG UEHFAHII T E L. SSH X HF%
FROAUE 730 P %00, AFGE. CA 55, af DAROMUE A —FAUE 720, i al BLZ A GIE 7
HILFEMEH .
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(3) HEHEWIY (SSH-CONNECT). #5245 B REE 7 sl T2 4liE, it
S Z S . BB T AE b B T A HERE mRE A PUT .
K TCPAP JERAF R X 11 ELRELLFTRE, KEHPOA L IEE, — D 1EREA]
CAALBE 22 ANEIE, X TAR R ICR 76 B

UEAh, %5 SSH fm J2 L iSO n] DLAHXS B SE T+ SSH B AR Rz Ab, FFARFEX AN FEAHESE,
L IEFE RMAE ] SSH. 22 4L o

SSH HJIAIES R

ME iR E, SSH FEAE T JE T3 A0 AN T2 5 1 2 A B0 e 77 s

XTI 2 AT 2, REIEK 5 M, el LIS B fE F 1. g fEm
BRSNS, H AN REIRIIE IELE R IR 55 48 0 R I S8 M IR 55 4 o mT e 2 il IR il
FAAEE RE LIRSS A, Wtz s “HmAN” e 8et.

X FRETRHAR 2RI, FEMRKEGERS, e Bt @ —x 28, A H%H
FAE 75 BT A (PR 54 b o AR ELERE R SSH i ss 2% L, & P it 2 M R8s a3 i oKk,
TSR P S AT 2 TR . RS AIRENER 2 5, RrEzkss EAAMEER IR
AN, NG E BT A& IS R A % HIT R . iR — 8, RSS2 H
IR “ Bl IO ERIRZE % P . 2 P umiSe R “ B 7 2 fE e LU & P BFA N B A A
A RIES A, HIXFOTR, H P aUE H . (B2, 5E—MERIELT,
5 GONANTR EAE ML FABE TN . 5 MO BT A AR IR B EdE, T ELBRLE T«
N By, (HAEAN G S 0 FE 0] 5 75 ZEFE o — Lum [A].

SSH2.0 it #24it 7 password-publickey AIEF! any AIEJ5 .

» password-publickey TAIE: 8% 7 HIAIET N password 1 publickey tAE AR

Wik 2 umhiA )y SSHI M P R B8 ot — M GERI A & 5% % 7 sinhii Ay
SSH2 [ 7 e Zi PR AP UE # I IS A R 5 5%
> any WA FEEIZA T HAETT AT BAZ password, tHATLLZ publickey.

SSH By Z $AHLH

SSH & ARt 22 4145 N H AR, Hrr A ar b 1yt & — B 58 & % 8L . SSH
L) 3 AN EEEHNTENEH. ISR BHAH 8.

(1) EHLEH. SSH FHEHIHTIAE SSH 0L, XREFET ENAUIE, A=EHTH
FUNIE. SSH 223K SSH FHLE/E —XF N, Hd SSH1.0 AR Z RSA FHLE
51, SSH2 .0 flifl DSA TEHLZH. NBHIESE =HME SSH ETAHl, SSH EHAAEZ AT, M
J5 BT ENUNE, BIAX T Bt A%, T IER . XOUTAE@EE SSH EHLE Ik
E S

(2) RS MEHEG R SSH 4R SSH MRS~ fE e i 1EH iz
1710 . EHUE AR 5 28 B AR AR A N & S5 IR 1, BNV ENL 2 & BT,
T IR 25 3% S AN TATAT 7, BRSSO B /NI A2 e — Y, ARSI 2 EH B e 1 e i

(3) A%, AP T UEERB FHRA . AP ST L& RSA X, AL
s& DSA Xt. F P S R A, AR e R P b, Al 2 Ay A7
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JBUHE R 55 4% Lo
SSH M TAE/RIE K312

NSEEL SSH W22 4 iEe, ERNEERED, WEBERANELLWT 5 M B R
ARSI B, FHMEE R B, VIEM B, StEERM B, KSR B HIT/ERE
W& 3.37 Frs.

Mg 2. PR G
3. REBAEE XN PEE P i
5. R BB EMEE FHLAH
F—KEBISSHEY, BaIERAH 4. BRFBAFIEFRT
FEIUAE /etc/ssh/ssh_host *F ~/ .ssh/known_hosts T,
HAHERE SRS

B 3.37 SSH T/EJR#

L RS &

> RS EHTIRRO, S L.

> P BLRIIS B TCP WIAERASR, TCP MBI, MRS B % L RI% S
AR, AERAFR IR, RN “SSH— < WA 5> < U A S>—
<HOPE R >, DA th KA B RS 5 4L, BOPEAR AR 5 L

> USRS, BT G, SRR R RS L S IE, L%
BUAE 2 RS 38 OGRS, 0 T 25 BRSSP L DD U A
2.

> P HLERIRS S — MR, 8 T B P LS R AR . S B L
BURSRIORA S, ok R RERI % P L — T

SRR, N SOE R EL, TR AT TCP Y.

2. BYRLENE IR

SSH CFFZMnas 5k, BT R &5 H SRS, Wi e A H I 5% .

> RS EAE WL ROEFIE R R COCE R T, ROCh A B ORI A EVES
Ry INEEEHR ., HEIIE (Message Authentication Code, MAC) L%
JE 45 HAE AR A

> RS ER AN AR X 7 A B B SRR I SRR BT Y B A R

> REEAE YR DH & #t (Diffie-Hellman Exchange, DH) 5%, EHLHHXTSE
SR, RS TEE AN 1D,

UL BB, RSB FHUREAS 7 A 1G22 1E 1D X T 5 2e L i 4

W, Pl H s ST I AR, DAORIEEIE 2 e fkis.
3. AR &
SRR, ROT#AVER B
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>  SSH ZF WL ARG 28 REINIEIE R, IMEERPESHP 4. INETZE. 51Z%0E
THEMRIINEE . RS 25T P AL T GE . BEAEM BLS, MU ULUE BT 8151
nEs . FEVGERT B, Pismae i 1E 1D T AUEE L.

> RS ESTE AT INIE, WERDGIERI, W2 A HLAE IR RIS S, H
A LR IUE R T8 3R

> B FHLNIAUET7 V513 e B — A E 77 R AT IR o

IR R E T, BBEVGERINEE VGERBOE R LR, BRSSgs R Nk .

SiEE RN &

k2% 28 555 % P LIS 3K 5

WIEIEE G, &P LR RS 48 Kk 2 1iiE oK

M55 BB P HLMER. EHRPE R TE, MRS mE LR N

SSH_SMSG_SUCCESS 1, SSH i#f A%¢ H 2> 1B Bes 5 [F. SSH_SMSG_FAILURE

£, RIS A ERAE SR S M B AN B R K .

5. RESTEN&

> ESTEERELE, AL ESERR, RESIE P HUEATE B, R
EEESES

> R AT B A I S AR 4 IS i

> RSB, REEPIT R, IR PAT IS RN KRS R P L

| g IV O ES P ey SR e 2 S

SSH B &
SSH HMXAHEZE T T KB R TUARRE A, Hetn P i 8 U [ U AR
Y R IR MR PP . X K 2 E A ST, R R EEER Sy, 15 A 4 A

B YmES T . SSH K TCP 1&%, i/ 22 S, %2R 5. B31T SSH RS )E,
— BB Telnet IR %5, XFEARSESMANE ZERE L R T, ANEEOEIRES .

vVvyyvy »

Kerberos [/

Kerberos WM& 1988 4 HH RS B T K22 T K I — AN T0 FREE A BOR A P 3 hE i 28 =
TGP, 251 Kerberos Ak 45#2E AIEM3E WIER, &7 12 M T 70 A 2 4%
B, AT DAFEAN 22 4 ) I 28 BRI o D FH P R aze R R 55 2% B 07 n) S At B B 4600 Bt e B 1k S %
FHE PSS . Kerberos Ml g b2 2 M 28 AIE, FRVFN AT M ZE AR LA . ek T
S AL, ESEAE RGN H AR S A R RIEAEH, T H AT E R E RS S
FF Kerberos P, PRI E C N Tk A 252 B Tk bsiE, £ RFC 1510 H5E 3o

JFET 0518 Kerberos W (I JEA TAE G, o —Le R ARE K HFRRIHA8 T8 3.3,

£ Kerberos VWIER A A1, A 238 E W28 B RgsEfk, B P AL (C) FlRS# (S). &7
HLAT B P, ] DU AL EE 5 55 B 75 MO R F2 T - Kerberos R GEH — AN A % 7 Ak
TR B AR e o X TN N PR, B2 — N INZE I E S T ZEVGIE R M 25l
% UL R A s IR ENY S5 1% P ML, #0TF5 2H Kerberos RGTTEM H AR %4 . BT Kerberos
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RGUAERN NI E Y], O e Re ™ A1 B — D SERIESE 7 — SR K B 47 . Kerberos
RGIEREE LR EY], A DB AN — MRS S, % PRI X7 18] )38 AF
R, EAE T R BT A

#3.3 EAAREREHER

i ¥ X xR H 3
C Client Eoat ]!
AS Authentication Server NIE AR %5 3
TGS Ticket Granting Server VFATIEAR 55 %%
AP Application Server N RSS2
KDC Key Distribution Center FEHAT O (AS 5 TGS B
K, tgs Session Key used between C and TGS C 1 TGS Z [BIf 416 %4
Kes Session Key used between C and AP C AP Z A& iE% A
{Ac) Ko tgs Encrypted authenticator for C to TGS % TGS IINE FIERF
{A Ko s Encrypted authenticator for C to AP 75 AP KN HAETF

Kerberos [ EMANIEIEFE 7 3 M B 6 APER, B3t 3 4 6 NH B HeK e/, i
Kl 3.38 e M5—IkViiA S (AS 3 TGS) B, FEZEMIX=AE; WH ¢ e&vinid
TGS I3kf3 C 5 S MIBIE M Te, WATRELLFE B BEEE T 856 SHLTF. C
Ptk C BINFAER. AEar L & — N L 1EEHE R

K 3.38 Kerberos A IF 5 7A

H—BrBURIRI TGS VAl 2 B I BCA I P IR — CHEH 4. TGS 4
FAHBI T G2 1) DS EI%S] AS, iR 5 TGS BHTBE TR i %, — 2
AS BWEIH KRG, 74 C 5 TGS M5 ITH Sl F M1 %Y GHE 2), JFRM
C WM A BN E GHE 3). CHEIWENHE 3 Z/E, |2ePM A CBi™ 4 mE i
TR E, WHEUE K o AAERERENE R EH SRR RS, HkE
B3 Kix4: TGS.

BB BURIRI C £ AS WIEF PRIV SRR B 2B Bt o AR TGS $2
WENHE 3 25, HECHEPIMZEEE, REER A REa%. WREE, #h C L
LN RIRS R (AP) WIS FAARMVFAE, FAEHE 4, H C 5 TGS Z A2 il % 4N
ZJERIEHEE 48] Co CWBIGHATIAE, MAEERAE, MORGE K o REENER, &
Al Te s KiZE] AP GHE 5,
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FH=PrBUE C 5 AP EENE, C 5 AP SEHIXUAIWGE, fZSEaid &y, I
BATIRAS . =BT BB NN DR AP REH R 5, RIRVERFIIEmE, RE s,
¥ Tl AT JGEIER C GEE 6). CHEHE 6 HFIARIE, WAIER, #HidE
F1 AP, BRI REL R

SR X =BG C 5 AP ZIRISEHL T MIEINIE, JF3R1T T 2108 SRS Iaa e 31
T RIS HUAT DS 2 i s A 81 S g AT A T .

PGP #ll S/MIME BpiX

HAT, FEBER BN 2 RSS2 B TR AE o BT BB A 6 A 4 b 6 1 SMTP, "B R4R
BEINE R SS, TR MR AE AL b ] e bl Mok 5 AR B O, 51 RS IR AAE B p R . O T ARUE
TR 224, W FH PGP Al S/MIME M 21|35 R 2 AR o IX PR AR & H A LR _E 5k
I FEL - WS ) 1) IR L AR, T BRI G0 (O UAE AR S N2 . PGP
A S/MIME WSO — e ok, R B LA A Zn . HEL EEAT2 w2 mT,
FEAEMAAE X L, WU H THAMAR, —AMEH PGP A AR5 5 —MEH
S/MIME [ Fidfs, H ARt zirfi.

PGP

PGP (Pretty Good Privacy, SIFHifRIFEEAL) - HIAE 1990 4, ©&— T RSA &
FH&AVEH . AES SN SILM PR 2, REussei i fras . se %o, Brss
BERZE4 DR, HT PGP At tbiAzE, 1 HIRRE %2k, 9277 Z2{E/H. PGP
WA E LAE RFC 3156 .

PGP &2 —/MEEINE RS, HLLF 4 MEGHICH K

>  PHZEL G, K DES. IDEA. CAST il 3DES %551k,

> ANHER T, K Diffie-Hellman Fl RSA 25575

> iy T, KA SHA Fl MDS &5k

> BENLE AT,

PGP i B [ LA SR M A AT 2844, PRIEEAF N B TIEE S, B AHARTRLH
FEARGAEHR A N2 A SN, PGP %4 B 7 I EE AL BT A2 5 A TR A i A ik
T 2L, L PGP A4 NHI: Mike tAiR David, David AR Alice, HI#E Mike %5 Alice
W15, 2 David fEAHEN, B CFVHTE Alice A E2E4, LK MHSLE Alice
MAH. RERXA A L& 2] BBS, Mike KU, @id40UFH I David B854, MfE(EIX
M Alice IIAH. RZIFR. HXFT, AHZ A RREE, WIm %, &
M FEIREAL IS AN 2T

PGP SEIL T DA R )L 22 A FHiEAE 755K s

> CRH IR B RRINE TR, BB AL, BT DA
RSA FHH K AL 2 048 bit, 1130 W 45 7 i Z £ 40 bits
K725 44 IR AT B 1k AR g B R Dy
MR N AL R, Wb T 1Rk E;
4T Base 64 4ifid, {HTHAANFMLE RS

vvyyvyy
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AP iERE PGP AR I FEFE , AT EAEAN 22 A )0 15 i L 6 22 4 )3 B AT (S - PGP
PR CL 8 A 2N BN 2 AR R A RV [l A 9 S8 22 A PR I S S

PGP (#7264 RARE IR . IR L e 247, IS A mT DAl o
MIRIETT . PGP A 724 HJ et RSA 8 DSA. B4 M HMEPIRARA BHL, B41EH
ST HEAT -

S/MIME 18

4% HE M BRI 78 U3 (Secure / Multi-purpose Internet Mail Extensions, S/MIME )
FH RSA AFFEH, &M 1 SEHbrdE . B N2 I EN AR — ]«
EHFIEED” BIRS, HEARMNAHE SIMIME $R. H AT K B8 7 IR i # e
TS / MIME BN EBSCRE. i Ph3E LAE RFC 2630, 2632, 2633,

S/MIME &M PEM (Privacy Enhanced Mail) I MIME (Multi-purpose Internet Mail
Extensions) K JEM KM . S/MIME V2 A T4 2 Ml 78 22 4 s 1l b [/ PGP —FF,
S/MIME A FH 5 [m) 541 S0 A A SRV I I R &

S/MIME 5 PGP #H L EAG B AR B VENLHHRE T 2 X A E B UGEN L,
FTA T — 2 I ZH 20N N IAEF B — 2 B 837 3 UGIE, T B b — 22 i 4H SRR 1 2 ) A
INIE, BAMEEFRREEA ERFPR . B4, SIMIME K5 1E A BN 2544 Ja A 5k (1) i
fEi%, EREBR AR X509, H5—BX a8 _EE ) SSLUEBA —E %R ML
HI771H, S/MIME K F] B mBA5EE, 0 SHA-1. MD5 %5, R ASINLHIKInSEE R .

SMIME 5445 RAA, BHAERHA MIME #3 BAg 2, TR R % AR, b
T SRR SRS, Nt S B bR AF 4 . HTML. 358, 15 S0, PGS AN A 252 (B dls
W2, SIMIME HiAR BAREEAR i ih ik, ZefEfEm, SARMM, HEABIERHETHERD
NHERNG, FEAE A RA bR ERE S BB A RS, X SRR K
WU 2 AN A

S-HTTP

LA AL H Y (Secure Hypertext Transfer Protocol, S-HTTP) J&454 HTTP 1 it
) — ] 1) 22 A5 B AE P . TR E, B HTTP (e a3k, e00&EH T
HTTP #f L, wHRELEERE . SR, nEBIE B ARG LTS 45%, 25T
HTTP HEZE R 22 4 30 B e B & P WL IR S5 2R E ML . S-HTTP 22 X AE RFC 2660,

S-HTTP &K CE HTTP AH[E, HiERERESITAR, G2 E MM F4k. 8T 5 HTTP
LX), S-HTTP 73 ZERFIRACEE, 15 RATA FRFIRIY “24” @A TE € ¥ S-HTTP/1.4.
(A, S-HTTP #1 HTTP w] LAZEAHIA ) TCP ¥ R & 4HE, F4nfE F TCP 1 80 5 i .

S-HTTP M 4R SCR FH 48 € 71 S-HTTP/1.4.

S-HTTP SZHFu% v 22 A%y, S-HTTP ZiEid7E S-HTTP Fir & e (1R ik Sk bm Sk i r
CAMEN . U H S-HTTP i, BURKEIEEEASTEML L . S-HTTP #2464t 158
B H RGN SIE KA XS E, S-HTTP T4 4 MAEX R4 RSA Il DSA 5, FHTxt
PRI % 554 DES Al RC2 %5 S-HTTP ANFi & P i A F S AHAIE, RS SCRE R H
ERAERE . I P FH SR e 25 MURI IR 55 48 75 22 A T 45 A BRABE . s 092 e P ik 55 5
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AR —3. S-HTTP N HTTP % P HURIR 55 251 0L 2l A pL ], $244E 22 4 IR 55 R I s
AT H4EM &SRR . S-HTTP Al Al SSL 4551447 Internet 3#{S, 54k Al i Fi
SET. SSL Z5& -4 Web F 55,

HTTPS

HTTPS (Hypertext Transfer Protocol over Secure Socket Layer) f&3&F HTTP FF k), HT
% PV SEHURIIR S5 %8 2 1) A8 4% K. HTTPS 925 ESEFAT T Netscape (0% 425457 )7 SSL 4T
fE A, A HRUCE & HTTP f%2 2.

HTTPS 7£ 1994 4 H Netscape 24 5] | XA, FEARZ THCM ) FRHE 28, a4 2™
AT B SRR /NS . HTTPS 5 B o 11 443, B 8GR 2 - PKIFHR AR TN, 1%
VA T B3R R AR B A INEBE BT NS, 22t RO R s, A Bl 1w 2
FHE] PRI A AL o iy DA 2222 e VR AR R, R _EARAT . HRL7 7 55 Pt #8 ] HTTPS
Vil

HTTPS 89Ih&E

TEAEGATIN Web R4S, BT HTTP %A X B GdTne, S HTTP FrIM L
RSB, BTl R ERGEE AR HTTP NSRS, A% BLRE BUIRIX B8 ) 25 40 1 BE .
HTTPS Hi /& K hix A i) @i . HTTPS = HTTP+SSL, & HTTP (3Ll I, @it SSL s
WAE Web IR 4548 5 F % P it 2 [V ST AG AT IS E, B AL s, M seils B im0 .
HTTPS $2fit 7 =KD RER R4 H F Ba AL, Bk &80

> I U A R S5 A 1 N A AN T Ak g, PR T B AR R N A .

> SR, RUEF U RO AR RS, B4 DNS BifeEl T8 = hulis, e

SRR P A VI A RIS, A T AR B

> BdETEEE. BIE AR = B R B

HTTPS B9 T{E[RIE
HTTPS {EAHEHE 2 s 3% o () SRS (M) 2 (a7 — e, 16
18 T o B AR i ST U7 I AL B 1 B (S . BRI T R R

(1) PBE AR H OISR — BN A3k 25 Wi o

(2) P et — I8 530 5 Hash 550, J08 B C RS 035 B LUE R R Uk Bl 4
WAs . P HAE 7 Mshl . a2 BLUE R AU A S .

(3) P YT AAETRAG Rl 2 5 AN AR B iE B A&k WRiE-As2EE, 5
RS TAZAGARMIESS, 5T ae 2 A & BN 8, I RS TR S 2
Wy EHZE MY Hash SLATHEAR TS, IR R ABENLEOR T BT e, e
BT AE BT A5 A& 45 Pt o

(4) st S B As AR K 2 Ja ZEA UL T ERAE . A B CRIRABIRHME B, I
Y, e ) ST AR P AOR IR T 2, JFIRIE Hash {E 15 55 30 W88 AOK 10— 2
PRSI R T, AIEL W A o

(5) P B A IF vH SR T B Hash {8, WR5 AR 55 5 AOK K Hash {2, BEI 48
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FIRIRELEH, 2 )5 FIA 38 15 2 K v 2w W o A F A B AL 3 A 80 R e A s it A7

N 2% 55 P ERH 6 N AR T B IR IAE,  H RN T ARIE U B8 AS — B R,
FEHvT DUIE S U i 2 50ds , e 8 1 80 A& il — ik 34k, HTTPS —Mfd A
INEs vk S Hash ByEA : dEXFRINZE SR, W RSA. DSA/DSS; XFARINEE &L, 41 AES.
RC4. 3DES; Hash &%, @1 MD5. SHAl. SHA256.

SCINMEGEY HTTPS fnZ& i

FSEL MGG G HTTPS a5 A&, W5 EE Web IR45 #5im % SSL UE RN AL, 58 Ak
HTTPS & RBHE LT =P

> AR A SR PR, HE SSLE:;

> EMRSS A b R RER ) SSL Ik F5;

> AERUE, XS BT IR IR, A g R e A Te iR e, BPERAR M CSEE HTTPS

I

YZE IR H BN A E 28 74l HTTPS, X2 Ak M & feiasy . E N
(R HER N %A A0l E HTTPS, W 7E—Ley R K - 8 22 2 M+ DU /i 2K s
7 HTTPS.

HTTPS. HTTP & S-HTTP HIX 3l

HTTPS #2 HTTP ¥ X %

HTTP [ URL LA http:/FF3k, 1 HTTPS ) URL LA “https://” FF3k; HTTP {5523
&%, HTTPS N2 B A 24 1) SSL & L%t : HTTP Axdk /2 80, 1 HTTPS AR
Nt & 443; 7E OSI #84rr, 1ff HTTP TAETMHEZE, HTTPS TAE{EAE¥E; HTTP LAl
ZERAETS, 1 HTTPS TRE CA ZZKkiEY:; 1 HTTP & A%4), HTTPS & HTTP+SSL, Lt
HTTP %4,

HTTPS #1 S-HTTP )X 5

S-HTTP s&—F{R3 I G vHE ML [0 Rk R 20 B4R . HTTPS i SSL #1 HTTP
TEE 7 3t IR 55 3 2 Rt — AN B2 AR (K03 1% o DK b, im0 35 B 8 B AN 2, {6 ] S-HTTP,
WM S HALZ AL T (5 S AR T Zn %, W f# A HTTPS, B HTTP k(1) SSL. S-HTTP
TN B RIS S 0L, HTTPS & T8N 75 50238 1 5100

SET Flpil

LA H T4 S (Secure Electronic Transaction, SET) & H 3 E VISA 1 Master Card
PIRAE R AT 1997 FHCAHEW B T /73 45 AT MRS, LS )ii /2 — S A #E Internet
by BMEHRANER RT3 RGMIE, HIZN T b SAERAT 2 (Rl A5 AR
AT Gy o P 28 Gy 4 AN BAEAS o h R H IR B B, RN R 1)
ITRANTHRH, BAEAS 5 A8 &y & J7 # A B IR A 77 S 43 LA #E 9 « SET P2 N JZ B3
EARAETI S, fEH I EEEARCIEIRE IS . AFLBEHINE . WAL BFEEAEAR K
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NICE B 5
SET FNEZE IR

SET WM T 5 it 7 F 2 e RIESE I, RECRIEFS T2 5 IONLE 1k Hodl e Bk
AEGAT NI AN R G 3 (&2 . 7E SET PhSGIEF P A4S ARATIET SR -RAUIEF
ST SRAEF AT SR AESS o

(D RIEE 2 55 B RE A 8. SET PMCR A T XWES L HE AN SET &2 5 id
RErFH 28 5 B SOAHE BAT 5 B840, MR HEXEARSAHME R, RAgidn m iir
BR MEMYUE ARIZZ S WA, RAERICEI M SOAHE B E 8, Amse o ORIk 7
B AE NS B Atk

(2) WHIRTE Z RN AE AT AT S IAE . SET B3R B Rt 2 i R 7 KR %5 7 S 47
WAEAEE AT AT Ak BRI RS A AT S AN, RO EOREHE X 509
R IE bR Brre s IO R WEZBAEFROR,

(3) BRI AN G TRk SET UMl A B il Fxd 58 5 8 05 I Ak ARt AT Bk
0 I LA R S IE B DR 52 5 PR KRR SR P R AR Y, AT S

SET X iz

SET #hiliI$hAT LIRS WM E R Z S REAME, AR SET Pt
Internet SKSEELM. fE SET MG RGETIA 6 M2 5T FRA GBI HE. XM
K A GF e NEP G BCRARATAUA RERAT ). SET X B X R 5 R AL
SRS SREEAE 5y % T7 AT BARAIE, RIS S i B AR X 2 5% -

(D) FFRANEM _ERIEE TR MG, SRZEATHER, 5 EIEREEER

(2) PR EREFR A TR

(3) BT EROIRRFE R AN SR SRR TE RS, Bl AR~ A&
%

(4) FFRANRRTERER— M EIT IG5 SRS MU B SR R A

(5) BIZKE AR R NS IME B RIE A ST R

(6) SATMRAEFINFF R MNMEMRER I, 1R S RIE — AR AR S

(7) BRIAR BT ERIE D HIAME R,

(8) KK TMFF R NK S H B KIKS, RIFRPEIER, LHEH.

M TS SRR T LB, TESER— K SET Thlsg G id frp, WIIEBFET 9 Ik,
RAFE 28446 IR, ALIIETS 7 IR, BEATAE4 5K, 4 DOWMFRINEE A 4 IRAEXSFRINE o 3% 58
J—A SET Phlse B i 2 KL EAE 5% 1.5~2 min L F K)o ph 551 GRSt R 558
7, PILTER > SET WrMAE ) i FE v] B 75 ZEHE 2 A (R 18]

SET &R AR

FER R SR RPN E S 28254 o BN A — X AR E B, HI e i B, %
FREAFIED (FEHAYD BATINE, ARmEER, BRI XFRE A E R A
ERR B AER; ARz E R nE G RSB EhE, IR R ARE S5
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RS, HAEXNEEE M, EERIEA TSNS IR APN I r 24 i,
FENH SRR, HSH SR BRI, B, M S % A AR IR E B ik .

SET Wl E M+ IREEM _EIYE B 2 att. HILaET2ats, ma25%5
a8 D3 AT A0 UG FRE RO IE A KA B 43 o 3 I B R A4 1 5T G S VR W B TR DR A
WEvEtE, mHERH RS AT HlT SET i TE A4, ML, 27 2 RO
Hrd . WAEBTIERS, SRS RPACRIG. MRS AN E. SET PR SCHF
B2C #30, ASCHF B2B M, HESRZ T AA “mritn”, P RE TR0k, HEXK
P AT HE AR AR A

RADIUS i

ZFEH P I 5 ME RSt (Remote Authentication Dial In User Service, RADIUS) & H g M
Hi) 721 AAA P33 [ Authentication (4£%1)), Authorization ($240), Accounting (it %%) ]
RADIUS & —#f C/S Z5# il W] Livingston A& $EH, FRAGMH K2 ATKS 3T
IIEAITE 2% . Jaok&d 2 sidt, el B R sc F—TAETE 9 .

RADIUS T {E[&18

RADIUS HI% F i e V& NAS (Net Access Server) AR454%, (L1217 RADIUS & ' iy
BAFRTHENUES T LA RADIUS (9% 7' 3. RADIUS WRSGAENLE] R, 7T LR PAP,
CHAPEH Unix ¥ FMEEZ 7.

RADIUS (SR aitin il 3.39 fim. AP BAMBERARS & NAS, NAS fi/H
Access-Require (450 [n] RADIUS k%5825 H B, B P 4. BSEME R, Kb
H P &SR 40d MDs IR, MOTEHILEEH, INEHALT ML . RADIUS k%
0T P AR A AT RS, AT DASE HE— AN i) (Challenge), 23Kt —E Xt
FFAAIE, AT BLXT NAS #E47 B BAINIE: R G3E, RADIUS R4 #5447 NAS & [A]
Access-Accept FFEEL A H W S (Response), FUVFH FH#EAT F—20 1TAE, & WIR Al Access-Reject
B, Fa 4/ P vl iR e i 9], NAS 1] RADIUS AR 45 #3472 Hi 11 3% 1% =K Account- Require,
RADIUS JIz %5 #31i1 & Account-Accept, X FH 7 ITHSIT 46, BN P o] AT B 2 BIAH SR A

ML EN RADIUS
PRZEENAS Mm%

il

& 339 RADIUS fS2ikgs i n i E

RADIUS /il 55 #5 F1 NAS Ik 55 #5181 UDP #1718 15 , RADIUS k%5 #% 19 18123 [ 47 5T AIIE,
1813 I 147 T3 1H 2% . K UDP HIEEAFE LK NAS Hil RADIUSHR 558 K 2 78 [F]— AN sy 42k
W, A UDP SNPREETTE, T H UDP & JCiEHN, 2% RADIUS W& 77, %4,

RADIUS i 3PS D RE o (] 5 15, AR — 6 55 &, 7T LMEy HiAth RADIUS
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MR 25 A5 HOAREE, ST RADIUS YIERITH S5 . Irifig e g, iUy — Rk
SEBL, IXRERT CALR il i Aok 5 L TE SR A RADIUS R 8548 HEATIE, P BRI JR&E 5 v B
EHL B I DG B DS, thnl DASCIL R IEE

RADIUS W3GEHRE T H LML WK NAS [7 24> RADIUSHR 55 #5850 SR B A i iR
75 S, 84T LAEER 4 RADIUSIRSS 85 A% o i1 T4 £ M4 4 RADIUSHRS 2%, UL NAS
EFATEAAER, DR R &1 RADIUS AR 522112245 1 UL AT RADIUS R %%
AP, 0T B ERTEAT M.

RADIUS Y £5%4

RADIUS MY fE RFC2865. RFC2866 H17E X . RADIUS Wh sk SC &l 3.40 fion. H
W, BB LR

8 8 16 (bit)
CodeB FRRRE | KB
R
R,

& 3.40 RADIUS WhidR 454

»  Code dk: KA 8 bit, FTHrH RADIUSIRSCHIZEAL, 41t Code 3P ¥ Py 752 TE AL
B, BB L, BRUELRERNESCH: 1 GERUAD; 2 ElkihmD; 3 (B
Zaiin); 4 (P3R5 K (Accounting-Request) ); 5 (IFSRMIN D, 11 (FRHEVIH)D; 12
(IRSSEHRDL: 13 CRPIHUIRDIL); 255 (FED.

> FRIRFHE: KEON 1 Byte, FHIT-ULHECIE KA B AR IR AT, [F]— 298 SR AL FIAH A (1)
FRARSF R ZAH A .

> KL 2 Byte, 18MEHE code 3. ARIRRT. KIE TAUE LB PEISE 9 1K A 8 ) 24l
BKE.

> IOUEFIk: (A 16 Byte, FT RADIUS & )7 b FIR 55 % 2 (B 2 AR A RN 3%
TR L . B UEF- 53 AP R 15 RIS UE S FHR RS0 IE - o 175 SR I8 UE 7 FH AE T SRR S
o, AU A SR ME— R BENLAE s W S 58 7 FH A6 e S AR S, B TS e BRSO S
.

> EMEAEE. B B TR R RUE B

HH T RADIUS VXS BA, nl4 78, KRR 772N, AR5 @EmEE E. ADSL

R NXFERT B TP BTE . BTSSP R L RS LS . RSl HLIE T 2R A

%

IEEE 802.1x TpiY

FE R AT 2 LAN B FIPASE T AN AL U] R ) 2 A fa il . (BB A2 3l 70 24 I Bt kY
B E A MR RIRE A e, IR 55 BB 7 B P R N AT 2 AT & . JCHE WLAN ()
JSEFAT LAN $2 NAE HAE X _E R i, A B0 i IR RASZ ] A SIS P G4 A58
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802.1x st /& IEEE Ny T fift ¥R iX — ] J T 52 S — it
IEEE 802.1x f& 4y

IEEE 802.1x /& IEEE 2001 4 6 /i 1 it 25 T+ 1195 i 428 #1) B N6 B 0 LB ¥ ( Port-based
Network Access Control Protocol), ‘B #C¥EF IEEE 802.11 #3i¥, #il%E IEEE 802.1x WM ] %
FE N T AR TE 2RI P BB ADGIE ) &, TEEE 802.1x WM A 58 & HIF FGIE. & FLD)
fe, AT DMRGFHOSCIE e I T 3% 224, @S A EEIR, XP 9y 1P IR 46 W 4% (1) 12
EAE I EARKMIS, ©nl PLR SRS BAL R P /% & 8 2 N\ i 17 7] LAN. 7E3R15
AZHHLEL LAN $24E )& A0l 45 2 /T, TEEE 802.1x X 4432 32 Hebf L 1 b ) F P /A3 #3047 A
iE o fEIANIEIE T 2§, IEEE 802.1x A L iF2: T R4 B4 J& WU IE X (Extensible Authentication
Protocol over LAN, EAPoL) #ifiidit i & & i s Lo 11, W uEid@ DS, 1E% B8 vT
DA 38 sk DA 94 3 1

AR I B A B i 10 23 DRy 52 4 RS2 45 R PR AN 38 B8 11, A0 B ot 1S 2810 190 A1 it 4 e
R Z ARz R . Ho, B2 DR 24 T XA g @A, FEH T1%3% EAPoL
W, AT ARAIE B RO GIE 1 SR 38 & H ) EAPoL WAIEAR SC; 5245 ity 11 A4 322 388 B W 72 PR %ot
FHRRABCIRAS YE 1), & RAENIEEE FPRES N AT, TR N2 TR AR S5 o 2420
OS5 9EZ2 4 O RI5r, 08 T OGEEAR AL S HR, 185 7 R NG B3R ARt
) TAER .

IEEE 802.1x ROk R L5#4

IEEE 802.1x JEH4 F /- ID Bl 4%, X2 F i Bl EAT S A51E . TEEE 802.1x
IR REEMIAFE A ERE RS INERGACNERS 28 248, WK 3.41 iR,

TEZR RGN, 1ERE RGS5UAERSERIZ1T IEEE 802.1x & X ¥ EAPoL #p; 41k
ERG TAET R4k 7, MERGHIMNERS % RGMIZIT EAP Vhil, EAP Widdds T
VAR, K Z D SOR A Ho At =y 2 R, DA 58 R A 2= (1 I 4% BIA UGIE IR G5 45 - 4 IAIE
ARG TAETLEETT RN, NERGLL EAPoL W R, FHHEH N AR, %% P AE
HRANERS 2 R G. VAEIRS 842 N WAE R G AL RS 15244, 8% 1 RADIUS
IR 55 45 K SE LA IE A 55 2% B A E FI AL Th R

D G Qe

—

HRERG WIERZ IER S

— (1

B 3.41 IEEE 802.1x NilFf&k RE5H

IEEE 802.1x A& TAEJEBE: 1R # K H— N RKIERAE REAPoL, %iF RHIMIE RS (X
FF 802.1X PN I HALETC BN i) R BRAUEMR S 28 (SCFF EAP BiEfY) RADIUS flR%%
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2 b, IEARS #3159 2 IETE K G 2% BOH P8 22, Ik 5 IR R N N 28 S 4. A
IWFRGHE R XS R )G, SF IR EEZENIm o 2 HIAES BX S US4 fE 15 & 8 N
2%, BN O ia & AT RHIZERADS, R 01 IEEE 802.1x HIIAUEK ¢ EAPoL @it .

IEEE 802.1x i\IFiZ#2

7EH A 1IEEE 802.1x WNIEMJREHI NS RGirh, 24— AN F - 75 B0 I 28 B2 IR EAT U7 o) 2 T
B SE A R VIR R (FEARBI T, RBEAIE RS %% K MDS fi Z55):

(1) 7 s ) N5 26 R % — > EAPoL-Startfik 3, JT4A IEEE 802.1x IEREA .

(2) N R i 1% EAP-Request/Identity$i 3¢, B3R ol H 7 4235 Lok

(3) B umsh i N 4% I8 B — /> EAP-Response/Identity i&3K, HHPAFEH 4.

(4) N EAP-Response/Identityfit 3 E 2% %) RADIUS Access-Request fix 3CHT, Ki%k
SNIEARSS 25

(5) WIEHRSS #3774 — > Challenge, BT N5 %K RADIUS Access-Challenge i 30 K 1%
Y P, Hh & EAP-Request/MDS5-Challenge.

(6) N % iBiL EAP-Request/MD5-Challenge & 525 % F i, B3R um3E 4T IE

(7) % i 3 EAP-Request/MDS5-Challengefi SCJ5, K% % F1 Challenge fif MD5 5% 5
ff] Challenged-Pass-word, 7£ EAP-Response/MD5-Challenge [7] N 4542 N\ % 4% o

(8) N H Challenge, Challenged Password Fll [ F7 44—k 3] RADIUS %525, H
RADIUS Iz %5 #8347 IAIE

(9) RADIUS RS 28R 85 /45 H, i MD5 53, A F 2 54, AR5 8] N AAIE R
DNVRMARSC BN % o IR, W SE, DU AR 55 @ P45 F P 32 AL.
WRVAERI, MRS 2

(10) S NiE@ES, @ FrdER DHCP (A LLJf&: DHCP Relay), @it N % & 3REL
FRRI Y TP Hudik .

AD WV EEE, AR KT EIFIHTE RS RADIUS P AIEIRSS 2% .

(12) RADIUS H FHAE RS 2% B R T 2R aaiE R sC, H P L2k se e

WEHDZ 22 POt e o3 #r
SSL 5 IPSec

SSL 7EAL4 2 F AR B BRI %4, IPSec FRILZ AN 1P 2 EXdR 224,
UDP f3; X—ANEH &S, SSL AT SEN M RA T SR N 2, 1 IPSec Z14H; SSL Al H
FAE(DOAE IR S5 28), H IPSec FRUWAIAIUE. 243 K JZ A a) 5 55 i, IPSec W AEH AL
BEREARY, T SSL AR B A547; IPSec 5% NAT F2WH ™ &, 1 SSL 7] %5 NAT M= L5
Wi ; IPSec S B — X EF, FF8/N; M SSL/TLS f @S # 2= T, FFa K.

SSL 5 SET

SET & T5 FAR 30T, 10 SSL & M lABERR A M 2% 22 4 Wil . SET SCVF&-J5 AR S #k
AESES . SET R SCREAEARAT PRI Bl At I A% 40, 10 SSL LIRS R G A e s Web J b
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SARAE S SSL R A7 HL 71 S5 M R T B — B0 (A& 20)s 10 SET AL BIFTZ, X2 3
S EWAEY K, e 7RSSR SET % ahiZtt SSL % . SET JEaiff
B RAEM _EAE R ML SRR ITRAE . SSL WRAUE BALENE . SR —ERE
FERI S S TR, {2 SSL Amefe it ye & MBI RaThae . LM B2 a3k, SET H
SSL £t X PERT 5 224,

SSL 5 S/MIME

S/MIME #& 3 Fi JZ % [ 1R B-mail FIIN%E 60, 117 SMTP/SSL f-4 E-mail ZURAEIREF,
[Al SMTP/SSL A2 L F SMTP 155 6 1) 22 4, T AR iR 5% 2% 31 A< i ¥ 2% 4% 72 Fl POP/MAN
VY, IX TR SMTP/SSL {347 . #H . S/MIME 1025 #A4N Hs 1 () 79 25 J5 ) MIME #5085 % ,
KRR IE UAE—Fh 7 o EHE T 2 AR AR E], TSR B G AN 28 s S R
S/MIME B 7],

SSL 5 S-HTTP

S-HTTP /&N HEMZE WL, & feEan 2N H BSR40, 0 E S8t R 7844 50
InZ AL . BAME SSL 5E &4 B MRk AL . SSL FE a4 Hda i /- isb B . Ak S-HTTP
AR T BT IREEIE B, T SSL ANGE. FrLL S-HTTP tb SSL ¥ R 3%, DhREH 51, {H
ESCIECE, TS A R, IR PR AE A 2T SSL ) HTTPS ZE b S-HTTP B 4 ik .

2%

1. HTTPS {2 4 HLi TAELE ( ), T S-HTTP W& AALH TAELE ( Do
a. 25 2 X E = c. N d.

2. S-HTTP X} C/S &5 ( ) 1), 5 HTTP BIX 2R T R R
a. JEXFRR b. XK c. [AH d.

3. LUFRT S-HTTP HIfiidH, IERIZ ( Do
a. S-HTTP J&—FTi a4 SCIH 24X B E U, {8 TCP 443 i [
b. S-HTTP Fifi H B A% =05 HTTP M A

c. S-HTTP 1] LL'5 4 HTTPS d. S-HTTP K% 4564t 4F SSL
4. SET Wil 3Rt 2 4 (RAE I 3 A 7 U2 ( Do
a. [EHF b. T4 c. T3 d. T8
5.IEEE 802.1x J& T ( ) AEPRIL .
a. /7 ID b. L c. MAC #iih d. SSID
6. Kerberos &% ( Do
a. MNE L b. 45k c. INIEARSS d. 7
7. #£ RADIUS i, FHBEAEZMER? )
a. &g b. FTE#H c. Hi+H 4 d. NAS K IP Hutik

[ZE£ER] 1.b; ¢ 2b 3.d 4.a 5.a 6.¢c 7.a
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#FELR ]

1. BFFEHE: A4 & PGP 4 i SIMIME? PGP 3= B4 4t 7 Wk J LA iR 2% 2
2. N3 PGP BB A I 22351 .

7 N N £

W28 2 A B U B IS P4 2 A A A, SR AT S e AR IR o AETH LRI 45
FIH, AT TSRS i) 22 2 PhEAT T OREAT T, DAER R 25 15 AR S i) 2 4 ko

S g ) N & B R i (R ) SO 3 VA o A | B i 1T R LYl i =7 3 O
iz P S LA A P SOZ AR SCHLAIE AN B 0 FU 55 H AR, & U RSS2 vk al, L H IR AL M 2%
B rPSR R Al 2 e 5% o RS SRR 2% 2 A AR, (H R 28 22 2 AN AE LA IK B 20 A ) S A 5T
o RAEMBCGRMNLE Z A — D EEL Y, 2l 2 BT SR L 1B fAE . £ESK
AR 2 1) 22 Gty 7 P S A mCHL AR A AR 2 L B A IR AW VH 2 A AR T A 55 o A5 A TCP/IP
SERMNTF, WHE TR B KM 2l Wk 3.4 Prs.

% 3.4 TCP/IP £E{REZEMREMY

i E ARORID SN Z A S A 2 4
S-HTTP FRINE . BUrdsa. Bl e rmmiE
HTTPS 1FRIN%E . BRTEREIRIE. S AIE
SET BRI BNE. BFE4 . BUE T RmERiE
- NFHFEF PGP il PGP 1 S/MIME FRINE . Brsa . Bl e B RiE
S/MIME Kerberos FEINE . SHAIE
SSH BRI BRIE. B e G IE
RADIUS FOAE. B 5%
IEEE 802.1x NI 2 O i
P N SSL/TLS FRINE . BAE. e BRI
SOCKS il g
— - IPSec BRI BHNE. B e PG IE
GRE Kl 4
PAP/ CHAP NI
. G PPTP/ L2F/ L2TP | ¥
WEP EEMNE . Vi B e Bk
WPA/WPA2 FREINE . S AE. VrRREE] . B e B IE

BRI 2% 22 2 DA 25 B DL SR AL, S B BT i BRI AN R D 23508 24 W O o
SEPPUCRI K HIE S TAN, DAt — PR M2 K 2 4o T3 AR IUAE (I 2% 22 e Uil B LS B T %
S5, (BT 22 2 U SR 22 4 R GUEAS AT REARPUIT A Moy, 278 70 R AT B RS HOR
WER, FE7 BT DA 22 4 UM R At AN BT PR 28 22 4 DU S AT AN 4

W2 2z e I R R 1 T TR BI R 2%, MANSER B8R, WBRAT i —IhRes| 2 M2t 4
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DRSO L BC & 8 T 58 R AR D RERIIE AR, 78 F 715 RALIHRI AR, W28 2 ilCR A5 2 7870
RGN BEE S BERIVARE, B2 22 iCh & Bk S Tt o, ATRABOR M
BATTOUARI LS AR, B AhEE T /0 48 22 AW I N 2R G0k AN T H B

NG

1. PLRKETF WLAN 22l g, ( ) SEIEHAN .
a. WPA & B T2k I 4% ¢ A PRI HR AL 1) 28 — N e L
b. WEP #1 IPSec ¥l —#F, H HFRH#E 8 N Jo s s R ig it 2 2 R4
c. WEP2 j#JisfbIn & (IV) 75 [H] 64 bit
d. WPA 24t 7 It WEP B 9% A 1 T4k Jeyis B N\ 7 &
2. N TERAN WEP BRI A8, WPA 22 4siAE T Z3 ML 2 ( Do
a. FELEEHINE b. I B 5 SE B B
c. BUEMILGEI A & d. R FH B B 0 2 A
3. BURNOET IPSec MAUARH, EFMRZ ( Do
a. IPSec &MU TP %2 4 A R K — Fh 7 52
b. IPSec AN RESEHEEHEME: (Hash BRED
c. IPSec AN ReFEHEHLES LRI
d. IPSec ANEEFRALINIETRE (AH, ESP #HAEAE)
4. FTHFFE R TAEEMIBR 2 s Do

a. SSL b. L2TP c. IPSec d. PPTP
5. PGP HjUigeh AdE ( Do

a. MBI 4 b. KIEFH HNE

c. MR d. HEAE e EE IR

[ ] PGP #24L BRI 22 41k . RIEF SRR S e BYEThRE
6. PGP 1 SMIME AR Z A E T ( Do

a. MNE R RANF b. FAEXRARAF
c. UEP#% AN d. AR AEAN R
7. SSL ¥ SET Hhs BT 4775 1 B 2. 22 S R R IUAE MR LL T 2 ( )
a. IIEER b. #E 5N
c. MaPyid FE AR TAT VA R d. FHARH
8. 1£ RADIUS W, o g HERIAME N ( Do
a. 1812 b. 1813 c. 8080 d. 8081

[£%%)1d 2b 3a 4c 5a 6b 7a 8b
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I

BEE THRN L BRI ANT A, BRAE S AL CBE N NSRARE , Ou R Bt 2 (M RE At B0 -
AAHTET S 0E H T, SEESOL 7 R R] 88, FF RS I 115 S ACR 2% O SR A
ZRARIEHAEBR, X T WG BN T AR S S E M . (22,
TIHENM G B A et AROEE. ERLASFEE, Kim Ao, Mesatt. Mm%t
RIS A 22t HEVESFRE, B2 ENME & 5 2. B,
PR LGB A A AL P 2 i i ey, P EUE B AR, IR R Z . Bl PR
P 2 22 4 L8 A A AR 288 50 R 28 5k B 1 i Al

W 2 22 A B AP B 2 Fi B L X 20 A5 BELZE L TP e R AR RS i 5 DAR I 2% A i
fEfil s AEE PR ECE(E E B R MhER B AR S T R AR G EOR . HAT, i R R 45 22 4 )

A B AR HAT I8V iR 42, BB KR AN RAGIISE . IX 2 M 2% % R = K E
FHAR

ARTERAR LS BT B, A8 WK R Bl T B ARSI, WHE — 224X
BRI L 22 PP B, BV ER] L B khE . N RAI ST AU R 5 AR B 5 o
R IR IX LA AR B A B AR N AR LR A R 5 R 38 Ak R G AT Mo 2 e 5 43 AT A
INLAI SRR, Tkt 1 R A 2 e AR 1] 58 A SR Tt s PRI 7 R A Al 1P ) X 2%
LEFEIRTTH

£ 5 i\ &

VI BRI T 20 #2870 4EAX, 2y 1 i 2 8 B 0L R 48 LI 4R AL
Vil 75 2 BB TH AR BRI R, U7 FPEHIEORTERS B RGNS SR 2 1ok
HSZ MR, B S A TREEA L A B2 A, S SEELEE R Ve A e B LA ) 25
Bez—o Uil B 28 7 ORERZ SRS 1 b, H AR B S BUR K Vs
o RGBT, ARERALTT A .

AT FEAN PTG AR, AAA ViRHERIR R . brdk IP U7 [ 4% 5138
I TP Uy [ ] 51 R A BC B i

R U i 2 1) P SE A B R R

TR JURP 2 31 U il s R

Tf# AAA V7 I FE AR R KR AE

FHRBRUE TP U5 i) 2 1) 5112 ™ e 1P v i 4% 51 R WAL

vvyyvyy
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i
B
o
W
A
e

&)

KAEHTIR R,

> Ui A R
> i [P F IR PR Sy R TP U5 R S R I E .

VPl s

Ui I $E ) 2 FE TE W 28 R G5 2 BTS2 BIR S A BL HAE BP F , R FHOE 2 10 B B 7 4
TR AR PR 2 A A B . A A RS

> AR R RERE. AR ES

> AR B R Ok A7 I BE T

> Ui FH AR E A SO FEAN AR T A U I BBR ) W S

7 I 2 1) 10 512 5 A 3 3 2 4 U ) SRS R 1l 7 1) 2 A X 2 A R U il AL AT B 1] P9 8% 2R
FEA VG A o i St vy il i), mr ARR fil%f g B IR s vl , BB EARE R PR
BV P I R L R T 3 AR

U7 I 42 1] (R0 A 0o A U TR RN, 3R A2 B2 AR o ARSI SR 4, U 1) 3 A 28 ] 4y
e U7 4 HI A (DACWMAC\ACL) . JE T M ) U7 in 42 6] (RBAC) AL, JE (55
TAER VI RS (TBAC) #EAY, FEFATLS MM AR Vi S (T-RBAC) A%,

fREGRYI )T HIREY

H F 1y #%H#l (Discretionary Access Control, DAC): &g H A BT H & Br Gl 2 i) v5 1]
MG OO BARRSE ATV A, FERDRET IR LE T G 17 i AU T Hoh A 2 8038 A 2 4% T4
BEER FH P A el L7 TRl AP . DAC AN B St A B 3 47 57 T3 A0 [ S G A 3 A4 3o 24 B U 1)
i T AL « DAC AR 28— F5 R FH 7 0] 4 ) R B AR 5 ) 42 1) 271 3R SR A7 A [8) A ) 5 1l 2 1) IR
T I 1565 32 A4 U T ACRR B PR ) H AR o G 3 SR 2 AR I AR KR, T = TRt vT g itk B A5 5

ol U7 A $5 81 (Mandatory Access Control, MAC): HSRERY KRG e X %, X bxt 4
P AREREAT L. Waie i, RGMSLTH P AT s EIHAT U a4 6], P AR EATH
DAL BN R 22 A B o SR I 428 1) 0 0 368 S0k e R ) 7 4 B 22 S5 1) o R 2
Uy e 4 AL 8 bl A 22 A bR A8 SR e 52 T 2 A AR 4 2 0 BRI U7 Al . MAC @i 6 FE 22 42
FRAF SIS B L r) A, AT DL R BE L AR AR T )t , FG 3 Sk SR SR TR B ACK,
EHAME, AERE, HISZm 7R, X RGELL TAERE S AU T & H % 75 T 5
JEARE .

ETaerinnlizfEs

TRV R $EH AR (Role-Based Access Control, RBAC) 3 A AR &K1 1y ] ¥ 0
By Bogs — € A 6, TP I8 AT AN (5] B4 A € 3R A5 o BT B U7 IRl VERT AL . B9 S AN
AHARTCER: HF (users). Mt (roles). HFR (objects). #fF (operations, OPS). ¥FA[AY
(permissions, PRMS). A8 1) EAR SUE: @i MO EH - SRR, #8017 R3EHE;: X
R M A VB, RO, SR m BB E R, EE &N, 5%
PSL T HAh e T By, ARSI Il SRR ORI R, nT DU KBRS B8, D
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B R R B b o
ETESF IR SRR

FriEiEss, X AT — MRIEM SRR, B TAES A LAERA G i #H B8 (Task-
Based Access Control, TBAC) & —FIETAES . RANESHRBUN F e amisy, HIEARE
VIR 5SS G, BEAMESS HAT BB A A4 AR OC U 1) BLPR U7 ) 244 1 ot
o FEARSPATERE S, BURPEFE, UBERA SR, EERBARE XA 7. RERTH
PV AR, AMUNE EAR . BARA G, 85 ERUITHAT TS EERIRER K. &k
(R 1) 28 A PR IEAS i LB AN AR 11, TR B A PATAE 55 1 B F SO R A2 A 284k . TBAC (1)
F B SR IR AR A O SRR R B TR, WASKFRA G ZIRER, Fish, TBAC
AT =], 7545 RBAC 45 H .

AAA Vil

AAA SZIMNIE (Authentication). 524 (Authorization) F111%% (Accounting) KRR, &
W 28 22 A AT U [l 4 ) ) — Pl 22 2 B, e AEAIE . BRI 2 =Fh 2 2 k%5 . AAA
SR pt )2 RS HAR IR

T 56, NIEF 324t 75 F P I AIE o BEANDAUEE & R FH A 5\ P 44 5 3 0 R g A7 AL
PREFAZ . VRN SR B B P A — D ME— IIRBR SRS A . B AAA RSG5 38 44 FH P HIAR 1
A3 e AN P R e —— 420t . IRAF S, B AXTH PR . i RAFF S, WL
PR 2 F%

Hk, H P BRI ORI AR 5 HIRR . tetn, Bk RGiE, HP lREAT
— B A SR TERAE . X, ARSI PR S RAA BT IX ey 2 AR . fRT LT
FBOI RS — R SRIE KK A, B e iEsh R R & Bk H 8 e vr i ik
KAWL . AOS R R AEAENIE BT, —HR P @ 7GE, ST T 1 AR
PR o

. th R ENUH PR R P R TR R H o X R A R R A] Bl
P AR R P ORI B . o DURSEERE R gt H & A E R A, K
Aot BRI AR B RIS SR PAT U S R

AAA — R P im/R S5 4% (C/S) B, XML, §Ritlr, HAE T4
BEAPER. AAA Z s T TRERA RS % (NAS) £, AAA RS54l T4 EH
FUEE, W 4.1 Fis.

A

£ AAA JIRSS 2% ESCHIE . AL, T 2% B B B 3 22635 RADIUS #il TACACS+M X
(HE NP HWTACACS), Diameter BirSCVE v AR AE R AEZ B HE (EH . RADIUS Hhil WES
JLRFC 2865. RFC 2866, TACACS+{E TACACS WM (RFC 1492)%L7i - 3#E4T T DhREH 58
TACACS+& Cisco FA 1, HWTACACS 2 NPl . Diameter Bl NS L RFC 3588,
RFC4006.
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A @

TRRAR NAS (&)

AAATRS 2
Kl 41 AAA UiIEHIA R HRE

AAA R AER

1. AIEHR

AAA SCERAHIAGE. AIAIE. RADIUS TAVEA TACACSHAEARTY, I R4 &1,
HEVIFEREH BT DIERF BRI A HAGE .

2. ERAERX

AAA SRR AFRBUR TACACSHZRUER, I Rird e, HemuEs
S ST o BB BRI AL F A HOAZ AL . RADIUS [RIAE AU G858 7 — 210, BT AARAEAE
RADIUS 8% o

3. itHEERX
AAA SCFEANTESE . RADIUS i%%. TACACS+it i,

PiE e ETIES

Vil 4512 (Access Control List, ACL) & Cisco I0S %M £5#5:4E R A A it i —Fh iy
AR A . 44 FE ORI R 45 ) X 28 DR U7 I A PR, mT DASE T 1P Hihk b A7 4], thn] DR T
MAC HuhEEAT#2 % T2 51 R b i) 1P Hhhik 5 MAC bk, K455 5 1) R vrsidE 4a i &
S AT AT LA S S0 R FL T 5 FH 19X 5 B 4 B ATTASE FH X 245

Uy I P SR ARAL 7 —FhbLAR], e ] DAy i A e i B HH A B AN R A AN [R5 1) 1Y)
R XFRHLE Fo VR AT U ) R AT B, DA E A F] PSR 4% R OC SR o X LG
HEE V] LA R 2 TR, 9 HRBURE RS . B, FEAHLReA B i alidh 4
Internet X P35 Web IR %5 #% B9 V5 0], 8L SO VF AR IE0N — /\jg/\]:{/hﬁ B R H TR K
ERNTIHM F XEETE, LA — Lo D Re AT AT LAd i U [l 42 i) 51 Rk S

FEBCVHVII ACL AXH T-BE A%, LA RO R =R HAL, o H R LI 46
Fefit ACL 2 FF. Ui #ZRs i b2 —2H i permit (R0VF) Al deny (3E4E) 1BAJH AT
B ka, RS B 48 ot s i G2k .

— A RIS U7 i 2R ARAE TP U5 RS HI R AR 1P U5 Al K .

ACL HY1EH

i R HIE I ACL, AF W 4842 11l i) A7 77 T RT AR I B N AT Y % b 45 3 11 (14
Hath. @2 ACL J5, W LARRMIMZGHE, fRmMarEpe, shsERE R fER, X
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R R85 ] ) S A 22 4 T Br. fERE H AR im 1 _ERCE ACL J5, wTRUR A . H st
R 3 s v 4 PR B0 B AT 2 Al . ACL Y EEAE R AT

(D kAN IEESIE . SVFAIVLECAN AR AT B B U5 1], FE2EANTT & VLS R
Hn . JE ke A A I I S RN ER R, ORI S 2 AR M .

(2) X EARREAT RS, LR R PERE . RIEEE AP, FREBIR ML, %R
PSRBT S IAL B L, IR AT I, AR s 2 A e

(3) Bl 2 i by 55T ) P o T AR 5 i Ao s oy ST A5 2 R BE 5 DAL R e e i
HT 2% 5 — P B A A i

(4) FIFsbhbdede, w7 UARLE MR Le ot (0 = B AT M ik e 4ok

(5) DRYPBEIET A, R AR

ACL B T1EJRIE

ACL 52 285 28 A BRAUE B e A ) — A . ACL R B e BoR, RS Hi s i R
SRR AL RE S, iR B ok, P . B R A, SRS R
2% TREIMFISG € SLUF I ACL U, 7RI 2% (0 N AR Hie b AT g, WD SEBILX Y 45 )
Vil 2 e AR R AR o JE S B T Bl 85 DT I I PR, TR DRAIE R 2% 2 42 )
RIS, el DA B B R vE

ACL A DT HB 4R SR bk . B sk RO b 150 2 1 77 2QRed 1 0o 268 0 B 97 1)
Heya 00 s b o UEE N 8% i, 3 A I e RO 2 Bt L R B A A 11, B SR
AMRAER, BRI ETT. Bt BN D, H i as 2 S Rys prsc B RN,
e AVFEE . WEREHE AT SIEHI R RN, Syt E5T.

ACE ACL AYEARFN

PR 26 )T U SRR SR P R R, L SRR s B R S B, T
W] YR TR RS S5 . ACL (W BEIhRemE — 7 AR SR YT o5, By bRk
X FEPE T RIS — 5 TR BR R P 4 s T R & BV AR . X TR AR S, ACL
e A FAE 2% B a5 o AR B3R, 3k e 27 R4 FH St ) 6 Fh 28 e OB ek S, SR AR L4 S,
W 24 5 B A AT DAY I F 2 1 L PC B ACL SRz il Fl P 0 — W4 1 1] o — Mkl 75 St
ACL FIFRCE i FE A, R i )

(1) S/ NEFAUTE I 45 52406 558 AT 55 BT 75 B B /IR RR o ARl At 54 4 o AR s )
SR A EE,  FOl 2 58 45 2 A R A 2V R T

(2) BRI 2R RIRN] . FRifE ACL AT REE fEFEL H HbbE 7, ¥/ ACL R
JiCE ARSI PR R () R T

(3) B—MEJEN . —u D7 — 71 R H B —A ACL.

(4) BAIANEFEN . B 5E ACL #ARVLHS, TP BT AR A8 A 15 2 0
B E 58 TESCEBRI o SARYE 75 ZERATAE IR, 8 Gt AN 2 B )

(5) BRAEEFEN . Mk =28 MmyLERARE ACL T, Bl Rvrirg $idk
s . Bk BEERARCE ACL MIBOLT, BRAA v pr £ s .

—A~ ACL 7] LA — 25 B# £ 4% ACL iR AL, RFAIERERSEI— 40 JE R . ACL &
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FYRINF 2 O BB . RO B, ACL & B APRBUT BT, B3I S5 A
AEVLRE AT IE . — BLULHC A, B AT VLS TR A g SCRHRAE, R SR A A R e . filtn,
ACL 1 2 505, 95 1 FBRZ RWITE R HTTP koGH, % 2 2580228 EIrA HIk
OB IR, RENEIA R R SeVE HTTP oGt i H 1. (HAn AR Rk, W
IR SCHOR JoiiE i .

FifE TP Uil SR R L

Pt TP g il i 51 Rl A 1P B 3 1P UBEREAT I8 I 5L T R bk 15
S FEFRHE TP Ui zh 53R g, HEAE IR B R — W A B ERE, BE R ER
H HE—Rp e 2 B P A AR VR B, B AR B 5 — W U R P A A VR BN, ] DA b v
Vi PR IR AR SEHLX — H AR,

FrfE ACL UECE 4

FH TN [ S 2 4 28 Bl s R L A sURIRR AN [R] . ACL e BB T4 — Ml . 7F
SERRACE A, AN ) A B SRS SR I LA Gl FRAE TP U5 i) 45 61 51 3R 2 AR 1P RS
VR hEEAT I U, WA X L R TR B R AR TP Uy IR (ACL) 1)
fid B wr &Nk 4.1 s,

x41 ERRREACLEESS

# WA

Router(config)#access-list[list-number][permit|deny]

BIEEFRAE IP Yy #2511

[host|any][source address][wildcard-mask]

MHI s 2 2 AR ACL Router(config)no access-list [list-number]
U 42 1) 51 32 8L FH T B e AR R 1 Router(config-if)#ip access-group [list-number] [injout]
I o 1 - ACL B Router(config-if)#no ip access-group [list-number] [in|out]

Hrb, A28 T

» list-number: VilA45EHI513 5, FrifE IP 1) ACL HUHE 2 1~99; brE IPX 1) ACL HUH
& 800~899.

» permit|/deny: 15 RN, W R VEAE L dE R

» hostlany: FA host FE AT UUFRE R — DTN, any BEETHHEE; ERARHS
TS b B BA BB A2 host.

» source address: FAEAMYEHIbE, TR EALHEE, 0T DLE P2 bk

» wildcard-mask: JEFCATHERS, WIYLEAY, BI-FMEEMEURAE . Wi: IE% 1 MR
255.255.255.0, HUX I 0.0.0.255.

injout: in: MBI T, MWAREIN PR HE NI s TR, — 2R out: MR Hi b

Ui 1, PN BIANES I o O 7 ), — MR R
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FrfE ACL o E sl

[#] 1] access-list 10 deny host 192.168.1.1

ZICE R T — AR, FATARE 192.168.1.1 Ml EHE A A5 .

[ %] 2] access-list 10 deny 192.168.1.0  0.0.0.255

AL E R R E 192.168.1.0/24 [ FTA THENEHE BT E5 . 4 5 Sk
RS RN 0.0.0.255 We 23X & RN N % 48 K 2 B 4515 %, 75 ACL i J [l e 3%
INTHERY, RS 0.0.0.255 ARR BT MRS K 255.255.255.0.

X AR ETT A3 B RSk, BRIAI 6 2 A2 host, tHAL/Z Ui access-list 10 deny 192.168.1.1
FRMFEIELE 192.168.1.1 X G EHLEIELIHETE .

[45] 3] 251F 172.16.4.0/24 BB R 172.16.4.13 X &ML F] 172.16.3.0/24 FIHHEHL,
172.16.4.13 W LAIEHE Vi1 172.16.3.0/24.

[ERITR

access-list 1 permit host 172.16.4.13

Za AW E ACL, SRV TP B aiEid .

access-list 1 deny any

AW E ACL, FHIEHAD—P) 1P HhhbiE
e 1P vilnl bty ie i

PrfE ACL /2 5E T 1P HuhbBEATIEDE AT, ASRESS ) £ 1 o 40 SR A S 1 40 21 s 1 B0 A
S HE R H R EREAT I D8, W FE B ACL ieE . § RRIIBEARGRK, AUAT U
A5 B AR EN L T DS & H A3 AL 1P bt PSR Bl TCP/UDP W30 )i
M55, ¥ ACL BAT S KM RIGTEA AT Y781, RIVAT BAX [R]— Hiudik fo VP4 A R 2838 15 1l
(gt E i, i A5 A P O B

¥ ACL — MK HINL 2 T DARIP IR ST 4% B, IR ZIRST48 00 1 S 4F s I 55
R FRAE AW L, X T ORIEAR S5 I AR B, I D #O SR FITBG AR 5 10K B 2 A B¢
Bk s B ACL W] LCRERR 1R 55 i 1 LAAI ) B i 11 AR B3 st , AR IRl e AR
B2 ACL AFAE — Nkl AL AE A BE IR TS DL R, 77 e 2 AR B 1% Hi 4 CPU
U P A, 00 P IR i e A R Bl DI i ACL 1055 B TR Ltk 9briE ACL
B 2 2697 ACL &N — = ey R U5 %

R ACL NELE &S

P& 1P Ui I 45515 2 104w 5 35 BN 100~199; F7 & IPX 15 a2 1) 51 R AE bRt IPX i 1714
ITIRAHER L, BT R IPX HESk P B8 . 3 Sockets HAF Socket IR . 4
N 900~999. H Y JE TP Ui 4% 15113 ACL Fic B fy 1% WUk 4.2 For .

R A2 H iSRG L ER 4.1 HEAAAE, XTHGE v W R

» protocol keyword: P FK;

»  source port: Y ;

» destination address: H fJik;
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» destination port: H [%f .

F42 ERBYTRACLEEHSHEN

N (3 @R

Router(config)#access-list[list-number][permit|deny] [protocol keyword][source

BIEARAE TP Vs il 2 51l %

address][source port] [destination address] [destination port][options]

U i 42 1) B R S T B R A Router(config-if)#ip access-group[list-number]
AH R B 1 [injout]
B AR HE 1P U 7] 4% 1] 5115 Router(config)#no access-list [list number]
& ACL B & 321l

[ ] 4] access-list 101 deny tcp any host 192.168.1.1 eq www, Zfn 22K ArA EHLVI
192.168.1.1 IXAMHLEEM GRS (WWW) TCP E R R HHE 0 E 5

[#] 5] ip access-group 101 out, # ACL 101 B HFH H 7T

(5] 61 Femk (R bl W £ R AN A U 18] 4.2 Pl o 15 i) 1 2 ) 3, K8 SR I\ B
IR T N .

Router

ISP ——gp 0 W55 R 25 4%
Y 172.16.50.1/24

()

HRX FEEEX X AKX
172.16.10.0/24 172.16.20.0/24 172.16.30.0/24 172.16.40.0/24

Kl 42 6 ML HhEE 1

[ R 1] % AR P Ui s f 2R A PR, T2 % 58 (D M 1300~1399 HIFRHED
FE B R ANGR 5 _(2) F1 2000~2699 (M9 e RS RN . o, ARk in 42 5113 2 4
IP R SCH_(3) KX 1P oG T IR, H vy [l il 513 2 AR HE 1P #HoC_(. (5. B2
I SCRII [R] S5 R0 TP G T I R . — M, ARvEvs i SR B E5EIE_(6) N E,
PR v AR BB AR IE_(7D) PN

CABRT Y 12 0] 8025 2 U e 4% 1 51 3 B SRR AT, TP U 1) 428 1) 81 3R A5 v U 1) 42 1) 1) SR A g
JEVT ARSI BN . ARAEDT MR FIRA DL JLAMRE

> 45 M 1~99 F1 1300~1399;

> KRR TP AR SCAIUE TP Mk HOE L AT U

> EREENRCE T EL H M (EE R m s ) AiE b

TRV I #5132 PR R A

» %5 M 100~199 F12000~2699;
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> KR P HRCCIYE P kb, H TP kb, EEVRMI s S RIS (R 2 B S
BEAT R

> BRI RONE TR L (B ST ALE .

SHEEE: (1) 1~99; (2) 100~199; (3) ¥F IP Huhk; (4) JE IP Huht; (5) HARIP Hb
fk: (6> HosMubk (EHiD; (7) JEHibE (BN, (4D, (5) BRIk,

(iR 2] Jufrbase 4, (6 ACL %44 v ) BEAT 4 o U7 [l 42 B 2R a0 F

> R XABEYT R 55 g5 4%, AH AT LA 1) BRI ;

> SEETE R CARRETT MW 55 I 55 4%, HAERERRE B 18:00~24:00 Z5 177 i FLIEKM 5

> IRADXRT LA i) o 55 ik 5% 2 R LI A

> FUEX AR RV RIS RS A, HAERER 8:00~18:00 2& k1 [n] FLIKI .

1. {E ] ACL X0 55 MRk 55 4 26 AT Vs il # ], f0K: N AC B A 78 e e .

R1(config)#access-list 1 ( 8) (9) 0.0.0.255

R1(config)#access-list 1 deny 172.16.10.0 0.0.0.255

R1(config)#access-list 1 deny 172.16.20.0 0.0.0.255

R1(config)#access-list 1 deny ( 10 ) 0.0.0.255

R1(config)#interface ( 11 )

R1(config)#ip access-group 1 (12 )

2. A ACL X FLERMIBEAT U5 el 4], 78 T T B A 7o 72 H .

Router-Switch(config)#time-rang jxq 1158 S X TR] e

Router-Switch(config-time-range)#periodic daily (13 )

Router-Switch(config)#time-rang xsssq 115€ XA A X A)5E

Router-Switch(config-time-range)#periodic ( 14 ) 18:00 to 24:00

Router-Switch(config-time-range)#exit

Router-Switch(config)# access-list 100 permit 172.16.10.0 0.0.0.255 any

Router-Switch(config)# access-list 100 permit 172.16.40.0 0.0.0.255 any

Router-Switch(config)# access-list 100 denyip (15 ) 0 0.0.0.255 time-range jxq

Router-Switch(config)# access-list 100 denyip (16 ) 0 0.0.0.255 time-range xssq

Router-Switch(config)#interface (17 )

Router-Switch(config-if)#ip access-group 100 out

O Y AR R H 45 A X 2% 22 T K, U7 Il 42 21 3 O TG BB 77 72 DA 26 L AR 20 Tie AR
fidh, AL FHFR DT 19 513% access-list 1 XI55 R 55 4% B U5 i) BEATH21 « SCVFZPA1X (172.16.40.00
WIELTT I], 7K access-list 1 N HFESET H 13 R1 Y fastethernet 0/1 #2 L1 H 1177 ]

B R Vs Il #2171 3 access-list 100 RSEHLA PO B AU 1], IO T H 2R AH
JS2FR IR TE) B, 70l e B SO VF AR A8 R X B, ISR 2 IS TRV B, K S FHAE route-Switch B2
) £0/5 3 A H T 1)

HH %, (8) permit; (9) 172.16.40.0; (10) 172.16.30.0; (11) fastethernet 0/1(&k £0/1);
(12) out; (13) 8:00to 18:00; (14) daily; (15)172.16.30.0; (16) 172.16.20.0; (17) f0/5,

[1R1% 3] W IEIB TId R R I, KIS X M4 H 2 54 15 a4 X N 45 ¥ DDOS Xift,
IUS0 % Jogs DX oA % R 2 A A < X0 gt 2 T PR U B R AT 00 5 SR 5 X I 5% 1 ) 2 A A < X R
7, (B A S X 28 A 1R D7 ) 5K 8 X M 2% SR B S Vg i) A1) SR B Il 4], 1 AR B AR
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Router-Switch(config)#ip access-list extended infilter

Router-Switch(config-ext-nacl)#permit ip any 172.16.20.0 0.0.0.255 reflect jsq //( 18 )

Router-Switch(config-ext-nacl)#exit

Router-Switch(config)# ip access-list extended outfilter

Router-Switch(config-ext-nacl)#evaluate jsq /(19)

Router-Switch(config-ext-nacl)#exit

Router-Switch(config)#interface fastethernet 0/1

Router-Switch(config-if)#ip access-group infilter in

Router-Switch(config-if)#ip access-group outfilter out  //(20)

UMY % in) SR PR B S vy el 428 /) 512 i) DAL RIAC B 7770 ARYEREH 2K, KR
DX W 2 U 38 7 A 4 4 X R 1) DDOS BUtR S 9 7 ERAZIN G, 2R SR X 2% 0] LA 7]
AR E XY, R AT 2N R B R U5 R 6] 51 R RN I 5. RS — A7)
HIv7 PRI F1E, BBl —AN R IT R RIS, S JFOR S 51 R ——IP B IP 3
HEATH ], JF HL S 5 A0 H 8 S 58 e R — AN A1k

ZHE 5 (18) HOL jsq ) ACL BUptR: (19) SV jsq MR RMERGEE: (200 M
outfilter A M| F| fastethernet 0/1 £z 1 H 77 1] o

&)
Lo SRR W RIBUR, R AN I R i 2
— B LR

a. iU ] 4% 1 bUimERIZIER . BHEVIRES d UiREHRER
2. NEAE T REEREARRZ ¢ .

a. S|V A 2 ) b. H Vs

c. H vy iz d. FET A E Ry I 4
3ARHEDT ISR R B AR RVERE ¢ ).

a. 1~50 b. 1~99 c. 1~100 d. 1~199
4. pRAEVTRIEERIZIFREL C ) AERNFFAT .

a. HE RN b. Hn sk

c. AR S d. BdE e H ryHbilk
5. R IP ViR H FIR K BCF AR RTE R ( Do

a. 0~99 b.1~99 c.100~199 d.101~200
6. EHACE V7 A2 71 N 2o 1 B a2 ¢ Do

a. access-group b. access-list c. ip access-list d.ip access-group
[(2%£ZR)11c 2c 3b 4b S5c  6d
#NFELRS]

BE— B RAT RG], VA9 ACL KB Tk,
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BT OBOX IE

BEE M2 S, 22 ax i IR A B — NI T o T BB Bl A0S R i 5 22 4 el
AFFAMGIR R AR LA T 2 RGUHEATROR, MR MR A CATsl, rUEEARE S E
M EMR. (H2, — BB 2B, B SR ERER. K, DO %es
W, ISR Bl KA iR PR 2% 22 e B u TR, & H AT T i) 2 i % & iz —,
— 7 B A5 AN R GUA 28 G T 52 B 0 48 22 47 T AR B, 55— D7 TR At ) s R A
Internet A0 FHEAT UG A AOA RT3 e AT EEN AR TR AR S Bt e, 12T
BE~ R BAR R G SN e B 55 7 T R

> TIREDKERR AR S R AL EEER RS
> ARG KEE BRI AR N E
> R KEEI g A br i

KEBHTIR AT

> BRI Lk
> BikERRBH R AR
> Bk NG .

155 K S itk

Bl kB B FRBE$7 5%, 1 Check Point £1]37.% Gil Shwed T 1993 £E & B H: 5] N HECM . & &
—FRAL T NI 25 5 SN 265 2 TR PRI 268 22 4 R Gt o B KIS b — PR S R, AR
P X 28 R AMMAX 2 (B AT Ul [ 2 o) S 1 — Ml — R YR A o BT KOs — IR BAE RIS AR
NI FE b, AR AN RN 45 2 Ak (A1 38 A3 AL A e — T8 08, RE AR A A b AT DG I 2 4 SR 428 il i3 Hh
WA 28 [I4T R 5 A R R 35— TE By 28, tH2 ATy 1k R G OB B IR 1) —Fh 32 BN 2% 22 4 4% o

A B R K = KRB R . I N AR R T Y i A e 5 7 K
T3 3 AT BLH G o — A5 T dil BL] AR P9 2 8 3 57 V0 38 () 22 4 RO, 0 X 4% s e k4T
RIS FrCL, B KA B ] S AT 0 P I 5 AN el (SR 1 W 4% X380 4T T B s, 7
I BB KR ARG A G By, (EORIE T A IR S5 285 % 7 i 1) 42 4

B A SRR B A

75 K it — T X 2% U5 I A PR BB % GEHR AN AR BT SR, AR 258 AN
AR 22 TR)EEAT U 1) 25 1) SR s ) — Pl — R B G o e AE A BRI R 2 [ & F 5
NICW 18] St b RE s G — Fh IR bR ba, i n] DLERSE N2 Internet 5 A X 2% 22 8] ) — A
TR,

{7 B, B KRR BE B 2S5 S NS B 2 MR i . —, — R
TERE RS X IR S . B AR X 385 Internet W2 [R] (17877 K 358 AT LAAG 2803 i) DX 3 P 30 X 24 5
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AN 285 22 8] 7 e) FNESCH A i, 3E Tk B AR 4P X 3k 9 3015 B e = B . Bl ok BE RS2 Rk
mE 4.3 fios.

fatEms JEfEERS:

0 4 e — i B
43 B kEERGHIAE N

B A IER & R A A2

FER K i T Rrp, Tz A T RIS ANER . TR R GBOR . Bt EoR .
WHAR S UFIHZEHIEOR | 24 o T BOR S A B RE I T B OB s i (KR S I RE /T
W 4 BB
> S ARBE K T AR B JCHE o R i e A 0 U R R AR B R S B o AL i
UE L UEAHE AR R DU bk, SRS TP BRI S Al S RE . 1K AR
K K aede it 7 4L g Th e -

> O AREE KR AR K TR, BN AR i SR AREE R 55 A X
AT K et FH SRR P15 P 8 A 2 ] 2 28] &8 A 45 0 A0z DR FD PAY 50 4] B 475 il 55 I ] e
BAEM . 58 A KRR I JE D BE S Hh A SO HOR, R B TS S TR, 1R
AT PE SR ORI B, P AR B SRR B sl PG — Ak
fo
> SE AR KR FR LA A RS R KRS o B 2 AL I R B A5 I A
orAETIRE; A T AREE RS, MR AR AR & TR i TR
AP AT E A SRR E; LR .

> VYA K g BT AR RGP K. B KRR BRAE R G URACRS, I
AR A s K A N AZSE DU AR B, B e AN A B 1 RGURRIE, 0 b AR
P, AR WEEADIRS A TR U e, — BRI T Mk
554, R PIREAEIL ST AN, AN ST 2 1 A 70 4 B s AETDBE B AR
Ty RO, BRSO, HAEAIMEMER DR EUEL, %M.

B KA E 1

BENLB KA ) B H R AR AN A SR E 53— AR B S8, LN RIS
PR 2 8] 22 2 Bis K3, L J O R A B I 2 2 Y — T B A i, Bl K ] AFE 268 R 5L
RO D71R) s BHAE AR 23 P A7 B S ,  [RII SC VR R P AN S WS 1 17 17 R 28 B3I
HEEIREA -

(1) ARG BEE W48 22 AT, PAT T % AR KR E SCRTELE Y, BeThae Bk
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Bt B BE A 2 B A RBRE (I D BE o o7 ARG 190 408 5 B 57 T 5 o o Ui ) I 2% 22 e S, 388
A N AL AR, SCVFRIBUT, 2R IERI DR I 2SR AT TR AE . IXFEAE
IE BRI B2 N AR A B I 2% B Y H 1 o

(2) Bl k&SR ORIIE A B % 4 B KBRS AR5 LI I 2 (R e — % 11, B 50 = dak
W 22 A BEAT SR A B, RAEH B B ) 22 A PRI A A I 1K 2 A BT — ELF7 KBS I
i, R RENS B B Ui A AT By BRI U7 R R RE AR IR B8N N I BT AT Ve R e
SRR AR .

(3) XF A28 FE NG ] BEAT WP o T o PRARTC S el s K85 ) 0 28 0 DA BOR HOR B
s AT 75 B 0 £ B DS AR 1 IR 2% (1) 22 AR OLEATHE %, h i e s )

(4) W5 KRR AT F . B KERAL T AN 2 18], R SIRE B, rd A 2% o dfe
BAHREL th B KBS HEAT I, AR — R E SRR . TR, B s L 8 R AR A
M PR 1) T 2% (RS TR o T B X 2% B KT AN ST s X 7 2 e ) Ak B AR ) SRR Rk
s BRI KEGRCR AR, FHIE T ASMRI I8, AR5 KBS A BA AR IR

(5) B W% 2N E R E R, RS Ry MR DA EME AR ER K
i, 9T AR AT it B FR AN R, RS BT AR B D K R, IR
BN ok, MG AHENE - SR E BRI E AT 4, K
RIGIN T LA A& BY 07 KBk, 7T ASEEL 22 et A4 P A B, BRAIR DY 48 22 AR 7 AR

{7 Bk UL, AETHENLIZE T, SNBSS AN TT ASE g N A 2% 1 22 g, 322
RIUELL TIN5 T -

> Bk BB R XA R B s
B7 A5 S AR B A A5
Erh R eEH,

AT AN
SRR VR SR AL AAE B
Vi el P A e 22 AR A

157 KRG (R

95 KA A AE P 2% 2 [A1PAAT 2 AP SR (1 — S R 48, thn] DAt 2 By i it i S8k A
K B BEBA ) 2R QB KA BIELAE, B KESEORE N 7 aatig . BACHE, ARFS A &I
FERT MBS R e BL. HAT, COAT 2R P K HoAR i kS, A7 S8R0 b, 724k
JRAE B A, AL LRI AL SRR R St

BT IERE AR

ELRLUERT K3 (Packet Filter Firewall) ARG TTRFEHIFIZE, RIS C4 2 UAFrId g R
R E R ER A, R 2R 2 T I PR UL RS, AT P Bl R R .
ILUERT IR o N AN BN PR

1. BASELRE KE

RSB (Bl K AR e E SO R JEAN o B a0, DM E R R 55—l

vVvyvyyvyy
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PEFUIUCHEC o 3o ML T B B iR (5 Bk . L5 B R4S 1P JEMhE. 1P Hioxrith
HE AEHEML. TCP/UDP Hppdg . ICMP B K8M45, 4 id pER AL B kB NBAE “ s
RERUEN 7, R A OV B A B R, AR AR B A

2. AR K

ARSI BT KRR A B A s 15k, B 1 A IR R AT (. X
Tl AR J R R B A T AR A M 52 A o SR T A AR s K ot i o HL el S ) g — A e
AT IR, HLARYE 75 2T S A AR i U v 38 o B

FLUERT KhE CAEAE LR 2, B R T — SR B (AnBk 2. ZSHLEE) SRz il 2ate
LI R SR, DRI ORI R 2% 2 917 K s el B el i it e 5 o A8 1 25 b SR I A% A I £,
HRE LRI 1P B ARk BRI S — R A7 35 H151% (ACL). ACL »2&—
HRDE RS, BNRIERIE DN, FROy 1P Egs e s, WA SRR 1P
HAE W RRFAE . X% 1P BR WP G8IT E5755). W IER KERIIZ 03
AR Ak et EEd e REwh . B gy K LA R Kl 4.4 .

______ P |~
______ TCP | <————— RERL
FRoRB e ———

K 4.4 AL ERT k85 TR RER

R L e B K AR 2 R A A R, SR TR, (M 28 R ARG R RE
YRR TSR, B, IR KA 2 e E R, O RGO N 245 2 e RGN,
B KGR AN AR IEAS N A, W] REN AR U

Rz IR R A3

JS2FHARER RS KEG TARLERLT R, B1xE T BT Z WS 5 Bt v e A o 2 FACER
B K3 353 I LA PR

S AUREERS K, WO . HAZ O EAE PR ST A Bk . PR3,
Joi A B8 SO R A F P 5 R 55 48 EAT A LI AR 55 A o 2 P 7 BRERR AR iR S5 A, ok
FARRA LRSS 45 523, AR P R KRG, e RERTERIIE RIS M ik 55 4%
L, EERRNE AT RN AR, BRRREREZGH . BARFHE EACEAR S SRR T
R AR IIAE S (B AT IR A 55 25 R A BE R S S0 SR M B B AR 9l ok e, XA
LR T B N R SE R R

R SER B K AE 2 Ak BT aT Bk, RN 58 A BT 45 AR I R TSR P 19X 28 o T4
BAT 2NN o SR AT I RARRLARA S, — BAT KE AT AN T7 1), ACERRS KRxs T3
BRI RE R S SO B RS, O I A 268 it 1 L

B A EERNACERRT JKhao BERHACHERRT I FRRHE R R, A N P R SRR T — ol
BHR, BIEENAHEEAR . B HAR BB K5 RIE 2 2T, RAe ik pede
T HEU . RAEARSLIA R ERX AP BENAERSSMNSS LR &M
AREE S AT T 47 Hh 3T T 4 2 TR AR OR o X238 5 B O R TG B 2 4 SR I, U B L AR 55 2R A DA
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Fo A g AR B SR, o E IE MR AR 55 S AR 22 4o 55 9 ok g 2 Tl 2 AR
IR R L P48 2 AE B 3 S I JEAR HEAT B I8 . Wk, BERE AL 1 etk R
EMESRBARR] 1AL .

82 FAREE Ry KB Ao 7 i A7 S 2 B A, R 2 ) A AN DR SR, AT o 1 1Y
e tt, RTARSREME 4.5 Pros. HRXFE; kEE @ C/s BB, &4 C/S HfE
BN AR BB K, SR B KR B R 5 A . BN E A
IR FHBERE, B NJE GIBAT IR SRR, XA (0 L FH o 23S I e B (0 R 35 R 75 )
B FIZARSS o LA, IR B K T e 4 PR 22

P
TCP

~------ g | 3222222 [ Amsms

K45 N FAREERS ks TARE 2

RESH BT A

ARSI Bl RS L 1 BT 5 K8 AN A2 5 SR F A0 L, AR OB A it g iy ok dik
FEXRT AT I 1 5 57 5 B AT RTINS B BORRAE AN DORIE T Bt SR A5 TP Mtk 3 5
PSR AEAE L, IS T M IE R AL AEERR IR . AT AT IE BT 4n BT 1 4
Fo HTAFRREIE 4.6 s, EREERREE, € i H KT T, f kR
EARIEZ A, [, xR IERNEE G, AHESMMIHTEE, SRS e
IR IR PGS EIFTERA, KORFETT 1 2% Bt i B AR o SR, ARASAI Bl K 355
WA, A REERN, ERRNERLES RS, MTRREMRA S KRR RS
(RO B, AT R X 2% 1

|
1P I .
—————— - < | RR#R
______ TCP I e
Fipmd | | JL
RIEBRER

4.6 RAHIET K TAER

155 K5 ) I 2% 65544

FERIERBETHIN, A R B B K S AR ORI A BB X 288 1) 2 4z B KL R A R %
Aot FE S o 7 AR X 2% 22 4 (1 B AR BE HARIS S P 28 G540 o T TS 4 LA R LIS K 45
JSEFH B 190 28 25 o

P i 8 E 25 K P 4%
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J3 TS 85 08 5 Kt O 4 L T P ) — ol 7 K st X 2% G i 4 A 4 BAT Bt DB T BE I
B AR, PTRARE VB A A SRR, AR I o S AT VR B e . R b ARk

i P S5 R I 1 4.7 P .
:\ Internet >

WebJiR45 2%
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e B EARAT

Bl 4.7 RS 2 i o 255 5 4
JiE Wi E 3 7 K 5 X 2% R R R

[/ £

> AN GERR RS, 4R L B R T

> O A AT DAL A B B kG Th RE, AT DAL i R P IR A ARG 7 K il
IfE;

> GNP RIS, Bk ER s T DA TR RCE T ANRR E I sthE R 1 G AN AL Web
IR 55 AR A R 55 ) 5

> IRTTTA AN, i s AN AT BR )

(S, i b a8 B KA RS AF AR U — 28 SR R A -

> WERBHEBES N IFIEH] TSI AR ST A%, AT CLAE ALy A R ) A T AL 5
> WURGEMO AR PENAR,  UHEAS P 78 0 28R i B 5

> AL S i e

P i % EH 25 B A S+ R 22 AL 4%

i i % £ 2 B AR+ B 22 AL I 28 2 A B I i T 4 7 K R 4% R Bl B 1 — B g4
TN, MR 4.8 Frs. AR, DR th 2 Johs+ 88 42 R RN 2% BE 8 SR k6 1
i 77 K A DX 5% 4= PR D g

! WebfR4542 :
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| | : N Internet
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I |
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: 5. E' | R
el MRS BRI,

B 4.8 Bl th &by K+ 22 AR 2 54
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ZEH) MR R, DL BT REAN X 2% 1 22 4 1) U TR AE S A WL B ok, T it 1, A
FREHAN NN LA i, —ADNER2EIEHRM R, MR ERARBMS, —
BRI R A A RN R E 2 R GRY, M0 — BSR4, @2 AME
it Internet. B4 EHLAWHCE MRS . &2 AR HACRIRT KB, 8% A 1T wf
i

L DR A28 0 £ ey R 7 X

B8 22 FHLRIAE S5 F2 AR A P 10X R 5% 34 1) S P QS 75 K 33 o 57 A 85 2 L A1 I B 432 7 1) 19 IR
W55 4%, AT AN AR 55 4% (0 U7 1] 0 5 it 2 22 AU ER . YIRS P U7 1) IR 5% i, AN 75 22
i R 22 LA,

R R SRS 2 G0 T RR 2 MO 2 TRL S ek P IR 5 i i R 5% AT 2L
A ORI ThRE s fRaT DA R B2, BUERR AR SRR R AE A ERLE, R
U ARERR )7 A R K2, ARl o W LA LR AR P R AR 5545 -

2. UEENNAF A EWERDR

22 EHURAE S AR A AL (R AIACEE AR 55 45% o BF it b 2 25 1 9 X BRI CRESR IR
HIIR S5 25 BRAN) ELEDT R AN, P9I P 5 B R 22 ENUON AR 2, I8 ACE R 55 4%
ZAEEGEE

XA PR D0 2 - AT DUOBI At iy o P (A8 B, QB AR 55 45 7T DAAE — e RE P Lo
WA A Rt &, DA ARG I R . L A2 A R 55 4 B0 15 2 R 22 EHLI PR

UL, AN 2 EHBE S MRS AR M, SRR PR . B
SRIXFHMBER L — e FEJE BRI 24, (AT Rk

> T N ANRE S AR EE R B A2 AL, TR A2 EHLRE RO 28 A5 RS

> HTARMS YRR LR A, B R EREINR T H AR & 2N Bk

R AR ARG TN, Bl LERBEA RN, TR IR ENL.

i % ER 23 B A+ XU T8 £ R £2 E L4

JrE WL 1 2 17 I B+ XA 2 B 42 S LI 2% 5 A4 SRR B L P B K I 2% 5 ), RS T —
ol W 2 5 R PR et BDRE B E B A2 ENLSON XS B 22 0L, M SN 4.9 B

T | WebfigE |
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: ! : Internet

: ! I 558 | \

| | 1

| ! g I P

! i K Rk
|
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Bl 4.9 Bl b B KOG+ 3 68 42 AL 46 45 4

FEX RIS K Ik v, B8 22 LR BE Rl i 2 Z I TR T — IMRFER I B, 1% B Y
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M Z AR ST, R AR X, WARNAEZEFLIX (Demilitarized Zone, f&j#8 DMZ). 1X
PRI — R EREE W E T — 1 DMZ. e, A 1R85 K E MR M 2 A Ge
U7 5] P38 X 248 i 55 4 (R 1) R, T2 B — DN EEZ 2 RA S Z e RGBS X (DMZ) . DMZ
AL T A b PR S IO 2% T 4750 T 2% 22 ] PR /0 D 28 DX 355 7Y 5 PE X AN /0N 28 DX P 1) DA TBCE — S A 20
TR A i, Wil Web lR55#% . HBAF RS 48 AR In%E. H— 7, EidiXAfE—4 DMZ
X35, WTCLSE NG 2 OR A I 2%, RO IX R IR 288058, Lokl — AR B K3 77 %8, WG &
KN Z TR

5 W EH 2 7 KA 00T T £ 22 T2 ML I 28 &5 HA TR R A

> SRS A R VAN TG n] DMZ N AR S As A e 22 B N1, B il E S et bk R g T
PN ) ML R S d e B 22 EALIACEE A BBV ) DMZ H () IR 55 755
PN ) 32 L R 0 B 22 SE AL A B A B s i 7 S FH 245 17 ) A1)
22 FHLEE LSRN EBERE A N ENL, 2R IR DMZ R Ss48 £ 308 N I 4L
WAEER, £ 22 EALEST WK F 28 AT LAAE kI = AL ] AR

WIER AP DMZ Vi 1) & PR, T H 28 5 SRS 75 228 2 00 1) 2 4 0r 7, AT LA
FHBEHG 6 s B AR 22 0L, DLIBE G b8 22 ML B . e A A0 XL i 8 BT K 3 9 28 $h 1 25
e 4.10 Fios.
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Internet
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| RGLEZE
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_____________________

g i 2%
(HMPRB K 35D

5

K410 AL BERT b R 26 40 41 2 A

FERX AR TN EE R o, AN BT K A% B 53 A TR AN Il 2, A7 5 47 B A B Y
(s 4 o Heg Gt SR -5 iRl ok 45 00 2% 2 ) AR TR -

FURG, A2l K] AR S 4 9 )BT K B5 A DMZ Dheg, DALt i, ARG
o

W DMZ f%%

ST KBIRI L8 KA, B DMZ (B K58 W2 S5 A — 2 Befg il e 22 AR . flin, FEANK
SR B X N SE LRI IE BT & AR PR O IR ASME L [ 1R AR U7 1], 75 2 PR A 9 1RO 1
W, R 75 B ST 0 DMZ 5 KRS 28 454, anlE 4.11 Fios.

TESEBRM 25 TR, B K55 W 2% 2546 08 [ 58 T R, 75 BRI SE P 22 4 7 SRR 1T &
TE B KA 2% 25K
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= \

/ \
I \
e %' ] ‘Qy Internet
pmsE | ; )
/ \ ) |
@ i Emﬁﬂa%& ;
\ /

ﬁﬁ%m%&
B P28 5 K 5% )

f R 5

,’ (A RIBT X358 \ CAZPe )

R S v

Bl 4.11 X DMZ [Jf K B% R 2% 25 1y

1577 K B0 o FH e

B17 K3 5 8% B, AR08 FH R 7R AT I B 5 b ALK 7 K B G B 7 VA R AR AL,
TEILLL PIX (Private Internet eXchange) Bii KHE A, & B4 — Le LA C B AN H o

B K AEEC B R EL AR R ) K AR 5K

—WEEULR, B KBS R R GO E . — R AR LT A IR, X T B M4 R
AR E RRIE NI LR E ) — LR, AR B S5 2 M, & ARVFITE e,
XA DL T BRI AR B BRI R 2R L K 2 B K B AR B 4 BT A R A v 2 Ak T
(o — H 22 By Ko, R 75T IF — Ll B o 1 LA R7 K 58 A 1 P R i B8k 2 f5 v BA DS
R Y5 Ba)ihie, W AR HAh N BRSO AIREUL Email, w0 Z0AE B % bV B S R
MBI )5 fo¥F POP3 Al SMTP [ HERE .

1. 7 Ky B AL

RN R A

(1) BB AR REER BB R U SR AR S AAE . DRI B S  K,
U2 5 VPRARRVE A, T PRI, A St 6, KB 52 A L 5 13 BRI
FESAA TR (. 7T DUER LGSR0 (P RCEL, A0S 6 TR L 5042
KRB, N T AER & 7 TR E R Z e, 512470 % A .

(2) RTEN. H— R AR IR RGN 2%, AR AT . 2B KIRZD)
BB FA S R ARILE S (6B JHALEL, 1R SEAA BT A2 2 246 5
IRV LB A R

(3) PSP, W7 — MR SR BTSRRI, LSRR M R, 80% Lk
(KBRS 1P, 4P AT LRI 52 A LB RO 1
LEEECY

2. BKHHEEHR

B77 K B B BC B AR XS 1 R A AZ LAl A @ A P AR RO PR, e E RS (R
Fhium ALD A1 ROM M4t 4 PR B HENIX 4 P ar &t 5 B s —
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Firewall>: @M P AC TRl a4 BsEEEEA.

Firewall#: FFBCH PG 3 NRAROH P U dr2°8 “enable”.

Firewall(config)#: FCEMHRRN; FHFAMEBANIA2 N “config terminal(F] 455 A4 conft)”s
HE N a2 “interface Ethernet()”. 3% B K35 10 & B B A2 A0 A 2 4%, ATLA
et BN B, SRR ER .

monitor>: ROM MifEti, FHLIL(F [Esclali A ik —> “Break” F4F, Al HE A IS

B AENERECE S S
WL K BRIV 2 M By S R & — R, JE R A AT RSN . I B

A FEAH: nameif. interface. ipaddress. global. nat. route. static 5%,

1. nameif

nameif 4T B O 4HK, FHER 2%, RAeRMBEGERE) 1~100, K
KR oHE. B, ERIEE: ethernetO iy % M4 [ outside, 242K/ 0; ethernetl
T4 P BB 1 inside, Z24zZR A& 100; ethernet2 # 44 N IAlSG 1 dmz, Z23EZ% 58 50; W]
T 4

Firewall (config) # nameif ethernet(0 outside security 0

Firewall (config) # nameif ethernetl inside security 100

Firewall (config) # nameif ethernet2 dmz security 50

2. interface

interface 4 F TAC B LUK M 1 TARRES, 8 WARESH auto (R E MR TAELE B I&ERIR
). 100full CEE M TAELE 100Mbit/s, 4R TRZE) F shutdown CEE MR 6, &
W A0S . Hofr A 1HiE N

Firewall (config)# interface ethernet0 auto

Firewall (config)# interface ethernetl 100 full
Firewall (config)# interface ethernetl 100 full shutdown

3. ip address

ip address 74 H T 0 B M 28 o 1) 1P sihb AR . ilten, 5 I inside i {3 FH AL A 3
1k 192.168.1.0, #M¥ outside ¥y I FH A W31k 192.168.2.0, HAax s H:

Firewall (config) # ip address outside 192.168.2.0 255.255.255.0
Firewall (config)# ip address inside 192.168.1.0 255.255.255.0

4. global
global 74 HF & X2/ 1P Hitikih, $5E AMHihEyERE . global fy 4 HEEN:
global (if name) nat id ip address-ip address [netmark global mask]

Hrp, (if_name)FRRFMM IR 14K, —MA outside; nat id A& I HHE AR IR (nat 225
H); ip_address-ip_address &7~ — B¢ IP il ¥ H]; [netmark global mask]37~4x /) IP Hutikf k¥
“eHERD . Bl
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Firewall (config)# global (outside) 1 192.168.2.0-192.168.2.16  //FpHuhbus 1 ¢
M IP f 192.168.2.0-192.168.2.16;

Firewall (config)# global (outside) 1 192.168.2.0 //Fsiuhbith 1 RE—4 1P Hulik
192.168.2.0;

Firewall (config)# noglobal (outside) 1 192.168.2.6 //FRaMERXAN4RED.

5. nat

otk ¥4 dn 2 nat FTK N IO FA A TP Huhk #2404 TP bk . nat a7 2 HIEE N :

nat (if name) nat id local ip [netmark]

Hrdr, (if name): FKorui A, —M% N inside; nat id FoxHuhbith, i global Ay 4 & X s
local_ip 7~ M TP Hikik, F 0.0.0.0 KRNI FTA FHL; [netmark]ZR7 I 1P bbbk 1)+
MR, TESCPRBCE S, nat 225 global A ELAMA, — MNMEEINEMEE, —/NMEE
WL 2%, @I net id BERIE—i. Fll:

Firewall (config)# nat (inside) 1 00 //FWMFTEERNL(00) AREVIFIH global FHEMISHM.

Firewall (config)# nat (inside) 1 192.168.1.0 255.255.255.0 /] R RA
192.168.1.0/16 MEHIEHNIT LAV global FEEMFMA.

6. route

route 74 H T & i, iR

route if name 00 gateway ip [metric]

Hrf, if name FoRu &R 00 KR EHL; gateway ip FKon M ICH 2 HT TP Hudik
BN Bk [metric] R BE 19T, BOIMEDN 1. #ilt:

Firewall (config)# route outside 00 192.168.2.0 //REBINKHM outside HikH, F
—HkE 192.168.2.0. 00483 0.0.0.0 0.0.0.0, FRERML,

Firewall(config)# route inside 192.168.1.0 255.255.0.0 192.168.1.3 2 /% & % 192.168.1.0,
2T —Bh2 192.168.1.3, WG “2” PRI .

7. static
static FJ THC & 574 1P shbmest, (i py bt 540 HbE——XF 3, HAiEEA:

static (internal if name, external if name) outside ip addressinside ip address

Horpr, internal_if name F R NEBM LS, 5, 0 inside; external if name
RININEB ML 0m 1, 2K, W outside; outside_ip address FRFME LS AF 1P Hy
Ht. inside ip address s N TR R AH TP bk, VEE: &S5 HWFNELH G, FMA R
FPRESEANEN . Biltn:

Firewall (config)# static (inside, outside) 192.168.1.6 192.168.2.0 //FmHEp 1P
il 192.168.1.6, ilRISMNREIHEETIER 192.168.2.0 &Rk,

Firewall (config)# static (dmz, outside) 192.168.3.8 192.168.2.0 //ZFonHIAIXIE 1P
Motk 192.168.3.8, VilRISMNHEHEETIERN 192.168.2. 0 &Rk,
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8. conduit

conduit 5 FI K1 B AT YRR AR 22 2 2 ) 10 i 11 9L 170 oA e v & A o )i 11 o 812,
FEVF A outside | DMZ 5% inside 75 [A )21 CHAE M55 PRI ZIRMFD . HIEEAN:

conduit permit|deny protocol global ip port [-port] foreign ip [netmask]

Hrf, global ip &— & ENLE, BUHEN host Z4L, & A ENL A any 27R; foreign_ip
FRIRHMES IP;  [netmask] /R A LAJg— & AL — AN . il

Firewall (config) # static(inside, outside) 192.168.1.5 192.168.3.6
Firewall (config) # conduit permit tcp host 192.168.3.6 eq www any

XA T8 T static 5 conduit FIEFR. 192.168.3.6 /=M —& Web [R5, H/EA
AR P Re B PIX B KEETGM Web RS, FrCAJfit static SASBLGT: 192.168.1.5—
192.168.3.6; #AJ5HIH conduit 2 SO VRSN AL 4/ tidik 192.168.3.6 47 http Vi)

9. access-list

Vi I 4541 51 R 1) f 4 access-list H T8 ACL, RVFEIEZATE static 4 e XK
global_ip_address R 4 &M 28 BR8] B 17 1] o 457 2«
Firewall (config) # access-list 100 permit ip any host 192.168.3.6 eq www

Firewall (config) # access-group 100 in interface outside

10. fixup protocol

W i 4> fixup (TR FERAR IR IR 45 ML, B A 1 B PIX
Wr listen 2% % o 45140

Firewall (config)# fixup protocol ftp 21 //FsnEH ftp Y, IFHHEE frp KR E SN 21;

Firewall (config)# fixup protocol http 8080 //FKz~AH http FHY 8080 ul;
Firewall (config)# no fixup protocol http 80 //FK/nZEIL 80 Wi,

>

11. telnet

Y M AR 1 telnet 3 PIX B K ESR), telnet 20350 T EF VPN B&iE IPSec $2 AL {F 7 BL
7£ PIX A ® SSH, #RJ5H SSHclient MAMEBE] PIX By kK. 0.

telnet local ip [netmask]

Hrb, local_ip RNHEAZAAT LU telnet 15 7] 2] PIX ) IP bk, a0 RAEUILI, PIX 1)
it & 7 70 R BE A console Ui 28 2 24 0 3047 -
12. show

show w74 H T & & B~ AL & 1 fixup protocol W H . 7E 18 H F A0 N8N show 4,
AR ST TR AT e A S R D RE R IA
» show version: L& TS5 FAEEE .
»  show interface: XAr A TR P T HAT, AT BT K85 1) I o 1 G
TH L o
»  show static: XA A ERFBUH PR IU T AT, AR H D7 K8 224 AT s kB
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GO

show ip: X ¥ 1 1P ik,

show config: AEHEELE .

show run: B/~ YETALEE L.

show route: AEMKHE, IiERKHEEZTIER.
show cpuusage: ‘&7~ CPU A2, & H T HEA M.
show traffic: &H VL E

show blocks: &7~ 8 1) Ed ..

13. DHCP %
b7 k3% B A5 DHCP R4 Thie. #iltn:

Firewall (config) # ipaddress dhcp
Firewall (config) # dhcp daddress 192.168.1.100-192.168.1.200 inside
Firewall (config)# dhcp dns 192.168.3.68 192.168.166.48

VVYyVVYyYVYYVY

Firewall (config) # dhcp domain abc.com.cn
AR R EDS R

T B KRR ATGE T B 5 % 2 B A A, R R R B 2 ML) cOM2 &2 K
# ) Console i 1, NPT KGRI HRIE RS, KA Windows R4 I “HHZA "7, @GS
WENBIN. VIGEMEAAE — MG e, FEE: Date (HH). Time (KA. Hostname
(FENAFR). Inside ip address (PIFEM4S IP #Hidik). Domain (Fik) 4. BEAARE DB T:

(1) ¥ s K H& ) Console ¥y I — 2% B7 K3 5 77 1) HR AT BB Zde % B 4 kAL — A
TREO L.

(2) FTHFB KGR, iERGUMBYIMGI, KGR SB KEERE R F L.

(3) BATEHE I EAHL Windows R4 H I A (Hyper Terminal) #2/7 GEFELE “Hff
17 R A B kBSEE T A LB 2 5 T (Console) HEATHIUAHC E 4b, ] LLEL telnet
HheE 7 AT SR E

(4) 4P KEEENRR G R “Firewall>” PIHERAF, X UtBHPT KBS B3 ), #EANT
WA AR, TR AT I

(5) HIN#T4 “enable (B en)”, HEAFFBH B, I RERRFTHN “Firewall#”.

(6) A4 “conft”, HANEREEKRK, MNRGHATVIHNKE. PG EELR =
gl wEENA. "WEOLSCEZMED). w0 1P bk, BARERER S 8:

Firewall# config t
Firewall (config) #

BETHA, EHENAGS:

Firewall (config) # hostname Firewallnew

Firewallnew (config) #

EE: RS EN IS T, &5, REEXOLN “firewall”:
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Firewallnew (config) # password firewall

Firewallnew (config) #

XRERR 1B Z AP RA57 1] Firewallnew B KESHLR T A9 114 BULE, WE R
M4, TR B

Firewallnew (config) # enable password firewall

Firewallnew (config) #

(7)) BLEEAME@ENM. RS RI, BEA ML O P bk, 3R BT
N, IHE AR 24552

N7 REER R IEME R, FELERSEHR. S8, 8P KSR i
W (1 RIP A1 OSPF 30, H 75 10S i th#s AL E 1=l filan:

Firewall (config-if)# route inside 0.0.0.0 0.0.0.0
(8) B kIEHmMR i E .

@© BCE NAT Mgg bl e, ZAM04 Rl R, A7 DIBCE NAT Hubkfed, kA
I AR SNR N 2% o XFE, A N AR B RT ASESE — S A 000 TP ik (Bl kBRI AMEE TP
Hidik)

Firewall (config)# global (outside) 1 192.168.2.0
Firewall (config) # nat (inside) 1 192.168.1.0 255.255.0.0

@ BB KEEHN . 12N ML 1% FHLE — D gL AT, (EIF AN E R STV EA]
Vil o @ E VeIV R SMBRIZE CELERRD RN o XA UK Fo ViR a5 . i,
B E — AN Fe VN R LT IR 3 80 AN, AT AN T i 4

Firewall (config) # access-1list outbound permit tcp 192.168.2.0 255.255.0.0 any eq 80

Firewall (config) # access-group outbound in interface inside

IR SV SERAE, B kB T5 IR A IR 5 PR, AN 8T
WIS . AR AU SRR, RS T AR ENLTT ARSI 45 () Web Rd5as (B&HI28).

(9) fRIFBCESE K. He il KBS E S, ] LUl A BoR & B ic B 15 Ol e 15 1R .
SRIGAER] “wr m” A AP E SR MRAEX AN, RPN, Hie®
VN WG/

(10) @4 “exit” BH MATHE.

FRT, Oy 7 WA ks B e BN BE, 8 W AR (I T TR AL B B B 22 4 e 4 P s
(Adaptive Security Device Manager, ASDM). ASDM ttn 447 /7 s A £ .

B K EC & S5

Al el X X B B B 4.12 s, PIX B kG238 3 N, —/NEREAMT L,
—ANEREN NG, —ANERE DMZ. fF DMZ W FiaiTH Web k%25 Mail RS 2441 FTP
ARZ5 4%, HoA Web AR5 #87E 80 Ui 1A 8080 ¥ 1 424t HTTP Ak%s. @i PIX B Kbk sl
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WHB 28 B BT A EHLIEAT RS, Internet LRI ENL R GEVI A DMZ MBI Web iRZ5%% . Mail
AR S5 28 A0 FTP AR S5 #%, WEBMZ% b LIS PIX BEAT Huhik #4517 o) 4K
WebJiR%#% Mail ik 555 FTPiR% 2%

172.16.1.252

%% 172.16.1.251

172.16.1.253 Internet

Ethernet2
DMZ
172.16.1.1

Ethernetl
h Ethernet0 202.118.66.130
& outside

oJ 202.118.66.129

192.168.1.1

BN
B k3%
L PIX

Bl 412 PIX =i B K455 0 4 e B

ISP 73 it 45 % B £ 1) 2 W 3l ik 4 202.118.66.128 ~ 202.118.66.143 , 1 W & % Ky
255.255.255.240, A FHEIARHE R4 202.118.66.129~202.118.66.142. @it X} PIX [IHC & 52
PR Al PN S I 5% (1) 2 A B

1. 2 B2 B AR it O

TERCE PIX 20T, XML AT HEAE LRI 1, 1P Ml Pk 4.3 ps, (4

(1) 4 PIX 3% T IP #bdik Cinside. outside Z5);

(2) WAREEFAT L ok 4, U SRt — > TP Hhhikith it NAT {84

(3D AREBIN B R4 N i 25 Hh ko

#=4.3 IP it HE

moH A0 TP Hhhik Y TP Hbdik DMZ (] 1P Hiht:
outside 202.118.66.129/128
inside 192.168.1.1/24
DMZ 172.16.1.1/24
B3 K 1 Web 202.118.66.131/28 172.16.1.251/24
PIX Mail 202.118.66.132/28 172.16.1.252/24
FTP 202.118.66.133/28 172.16.1.253/24
NAT Pool 202.118.66.134-141/28
PAT 202.118.66.142/28
EZIN outside Unnumbered inside
P £H A5 inside 202.118.66.130/28

2. TERESAL

PIX#config terminal / /BN SR B AR
PIX (config) #nameif ethernet0 outside security 0 //HHESNuGI, FERE w5
PIX (config)#nameif ethernetl inside security 100 //fEWNMERE, FHBELZERH]
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E T

255

255

255.

H ok

PIX(config)#nameif ethernet2 dmz security 50 //Hi%E DMZ %ild, FH&EZEEI)
PIX (config) #ip address outside 202.118.66.129 255.255.255.0 //¥ESNM 1P HuhibAl

PIX (config)#ip address inside 192.168.1.1 255.255.255.0 //#ERM 1P Hihk-AHY
PIX (config) #ip address dmz 172.16.1.1 255.255.255.0 //¥E DMz #NRAIK) TP HthEFIHERS
PIX (config) #global (outside) 1 202.118.66.134-202.118.66.141 //5EN4RE bbb
PIX (config) #global (outside)l 202.118.66.142 / /7€ XA PAT Hikik

PIX (config)#global (dmz)1l 172.16.1.200-172.16.1.254 //5%EX DMz XA FHHshkn

PIX (config) #nat (inside)1l 00  / /&y Rffiitiik

PIX (config) #nat (dmz)1 00 / /54 DMz, [X bl

PIX (config) #static(dmz , outside) 202.118.66.131 172.16.1.251 netmask
.255.255.255  //FR5548172.16.1.251 BN 202.118.66.131
PIX (config) #static (dmz outside) 202.118.66.132 172.16.1.252 netmask
255.255.255  //FRS588 172.16.1.252 MU 202.118.66.132
PIX (config) #static (dmz outside) 202.118.66.133 172.16.1.253 netmask

255.255.255  //4¥R5%%8 172.16.1.253 B A 202.118.66.133
PIX (config) #fixupprotocol http 8080 //¥IH http i 8080 ¥ill, ffi PIX £ 80 I 8080 ¥

AT http &

PIX (config) #access-1list 101 permit tcp any host 202.118.66.131 eq www
/ / SEAFANBAT AT HbEEXT 202.118.66.131 BT www (80 ¥ (i)
PIX (config) #access-1list 101 permit tcp any host 202.118.66.132 eq smtp
/ / SREFAMAT AT, 202.118.66.132 3T smtp (25 3D (V5
PIX (config) #faccess-1list 101 permit tcp any host 202.118.66.133 range 20 21
/[ SCYFANAE T XT 202.118.66.133 #HT £tp HIVIF
PIX (config) #access-list 101 in interface outside //¥ AcL M Z| outside iiH
PIX (config)#route outside 0 0 202.118.66.130 //&EERIABH

2|

LBk ¢ ).
a. BT A AN B R A b. T P A R[] EdE R B
c. BT A AR R T EE ) SR d. LEmRZEE
2. KRTPKERMEAESATLZ ¢ Do
a. B KIEANRER) Lk A BT i
b. A FEME B LA AR, A R KRR
c. B KGRI LA 1k 2R e S A5 AR SEHLAY TP b1k
- B JEERT AR 1k O 2 pe P9 B AE AR SEALAY TP btk S
3. AR TREMP EENZ ¢ D,
a. 218 EALB Kb b2 N — N IEFEEIX
c. IMER2EHMAANIEEERX AW DMEL2 BN —DEEFREX

o
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4. UUNANRTHBGERRI KB4 ¢ D

a. PRI B K52 b. FRMBT KEE Sl

c. HudikIR d. FHREAF T B2 2R
5. Bk b E R EEEARE ¢ D,

a. PR ACEER 55 b. [k A AR I 2% 3

c. AT NRAEI d. Bk AR

AN

a. R KIRABR R AT, FFER T
b. ZHWHAGITHN T, RN

CAEfERT R R, MREE AR AR e a R ¢ ).

c. N EAEARTEKIMGE, AT QQ AL RAA M ST

d. 2o B U AN E AR A S

~

a. HdiE B et i U XE DL HERA 52 X

- FAIARAEIERP K2 ¢ D,

b. [E L RERIN A I, B e A A AR R B

c. ACHALIE L AR R 55 18
d. ABERTE R ZHEEM 1P bk i hh

8. LR A®TBi KM s ¢ Do
a. B IEAESBUH it N A ER I 2% b.
c. J7 b A I 2% 1) 22 s VO i d.

9. B kIR ERBA RS ¢ D,
a. T HIER R KIS b.
c. DANERERS K d.

[2#£%&%)1d 2¢ 3a 4b 5b 6d

#FELR ]

AT LARR A 193 2% ik 55
I FH NAT AR L2 fige 3t ik = 1] ) A ik

P ARG ks T R &
HA 22185 R N7 K
7.¢ 8b 9c¢

IR BT K a A S Thg Jeor 3, 2B RS (teoh) 1P kb,

E=T AN RN

BEETH LR L R LN BRI WA JE, BBENRIT IR 2O M2 3, EATABER A H
HIBARM T BEE I AT T SN 2 2 BoR B0, IR 2% LA 2 B AR B T4, e 4
B YEASAHBR AR IR M o Dy 17 NEXS TH AL 2% 22 A U b (R M 22 4Bk, AATT3R M T2 051k
MFB BERZ MBGRHEA P2 5N, MEGH Stk A4S A B, P St ER
CL 28 P I 2% 2 e e i ) — AN T R e FR T BI7 KO8 i LA PR DO R 8 R 2 i) ) 22 4 2
P, ASRENS AR DR B A BN 20T W 45 RS OR B BRI
IS BR R A AR B K A AR CIE 206 A2 X 265 42 4 0 5 2L o T A X 245 2 2 AR 1437 1) it

Vb 23 N
H ik

Bk, AMTPRH TR — AR B S 2B EEOR, BRI R B .

ARSI S NAZ BTN A AL B K 8k 2 S R 265 — 38 22 41 1], AE AN IR I ER AR RE R 1 DL

BEEXT LS EAT R A%, TSRO ARG AR ARG AR A R B SE IS R 37

LA, i AAETHENLR 2% 2 4
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i
B
o
W
A
e

&)

> TN AR RSN 3 EAESS
> EIRENRIIN R GRS A A R
> TEANRIEI ARG T %

KIEHTIR T

> ARKIARZ. NREEHRG ) TR,
> NRAGI R G M

AR ZSE (IDS)

MNZELM (Intrusion Detection, 1D) ¥ iHENL S ML Zg 4T . L HE,
W28 A58 S BT HA AT — RYVERAE, KILAER A - A B A TH RN R sl Ak F P i
FEAUAT N, FERT IS H OB BRI A% o R 58 BN ARAS A 55 T & o (R THRH LR SRR O A AR A
%% (Intrusion Detection System, IDS). IDS A% Fag—Fp “MAERE 7, AT AR b
PG HT RGN, R ESTE AT A, 72— Pl il i 26 v ids e 3 5E 1 22 4 SRR AT A B EOR
F-B. IDS 2P s P L], T LLoRehE sl X 2 22 R AR, R E 2%
LA BRI

IDS BY2H X

IDS J2& 5 JU 4 L — Mo R N 45 22 i R . 1980 4, James P.Anderson 25— XK R4t
B T NI IR, IR NARAT o NN EE . WEEEMANEAT N =Fh, &5t 1 H)
FH o THEE IR VG B ) B AR . 1986 4F, Dorothy E.Denning $& H SZ 54 4G 0 R &, I
TSR — AN SEI NI, dr 4 WA E R RS, 1990 4, L.T.Heberlein %531t
H RPN S BRI N R R G . B, ANERIRSEA HIERERK.

IDS 5 HAth 2z 4= fANE], FFEE 2R G E AR5 2 AR AT 04, IS
AR TFk, FRETFEFRN TR BEEEL. BEAR RS, LU AE L
iRt . — NN RGN B A HERPE. TEENE. T HYE &RV SERT PR 4
PESERE . — M IDS EHE I N = A ALHR o)

> IDS {F SRR FIFALFE . Xk H P 2% RGEAN ] T 5 AN AN [E] E AL Besil 1

P28 NAZAT A B BT KA, ARG HE . MBI, ST H S sh RS
17N

> ANRHT5IE . IDS iz A NILAC . 5 5 A A 5E B 0 AT S5 HOR , X EE #EAT 70 #r

BN,
> WNAKE RS . —HRBIANR, IDS fei8 S EREAmNIERE, JEEH G B
AR S5 T TR SN o

IDS RY2EEY
DS 43 Ay Sk A AR I AN 5 A AR o SZi AR R 75 X 2% % et B2 P 3k 47, IDS &3
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NG AL WIT R E 5 NS, SRR KR . S ARSI 28 BN 53 5 31 sk
AEMEAT . HET, CHIPRAZMANREN RS, SR MEERIE T LG DS 7 52
. T EALR LR A T = F N ARG R 5

1. ETHEHNRRN AL

BT MBI NZ KM RS (Network-based IDS, NIDS) — i FH - %eF 914 4 2 v 1) 2 22 )

BUCSEHBT 3 o S O (1)1 0 5 AN 2 34T A5 I, NIDS i 28 nRai, A2 1 rhgk
Wy dakss, Wikl 4.13 s, Hr,

HA/RE AR G5 BT 51 8 52 0 488 3R 1) ST 4 ik
AT AR TR RIAZ o0 53 o T8 I A AT R L B
" RLER MBS % SLANEAR A4, NAZ S 5 mT SR
JAT N B 2 s DAL o0 B A i 4 i
P e S URHIE B 5 F 7%, BeAE &
WAL 1A 1 P9 8% IR 853 o S I B0 s L 1108 —
AT o

AR P 5 — 22 4 0 0 4 ik
R PR AT MR TR AT I E I

TP AT 1, AT R AIE 5 B
NN AR P b, FE ARS8 6 O AR S

Bk o NRAT NI E b A2 PRI B9AT R AR AR 05 R0 2 A DL RC IS L, an SRR TS, T
JRANRAT R, R IEEAT N RS R E R B, Sk ERERNEE, JF
XPUHTAT AT Ia s, RO T AR SCRRG .

T ML HINZAN R G E %A Snort + ISS RealSecure Network Sensor.  Cisco Secure
IDS. CAe-Trust IDS. Axent [ NetProwler , L& [E A L7715 #.0» NISDetector. HRHZ “ K
R 2%,

2. ETENHNERN RS
T EHLI NN R S8 (Host-based IDS, HIDS)

FUE

K413 FETMHNREI RS

5328 E P 2% T S5 ALY NIDS. <[, HDIS 75 bl 23
BIEZP I RG L, HAEx A LRSS 2847 22 f
A, HIDS A4 i 5 2 H A7 3 4L 2R G A e ] PN Bl —@
P Rk BN R G E T  EEERE RS, i o
FEREGT A S FERE R AL PR A .
I B SR VR AR 2 SR AR F vk 7 HIDS % 3
WUZR G 1 v BE AR

0 SRR A 1 R ML R B4 TG 55 1 2 S BB F W
HIDS [l fe th ol ge <52 252, [T HIDS % 5

B KIS AR R FI A, LR E MRS BRPREARS
924, [ 4.14 5N HIDS S22 A pirm rgife. & —
% HIDS MR 0 B AR RS 3R H i, ¥R H 414 HIDS SO 2B i f e
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AR SRt HIDS Stk ill. Al #25 NIDS ZRGuAHML, S wan i A e FH A il 72 7
W B B AR S AR o R 2 R0 e A A R T A% s 28 i AR

HIDS #3E W5 B RWE, TH TSRS, 0T WA 0 RBEBERE SN RAT A E
BRI RIRIRCER . B9 EEENRBINE, SERGHEPRELER R, HIDS FHELUK
o A, TR R SR I AL L, b2 SIS KRR, BIRARFEITRE.

HIDS i& FH TAC e PR, AN F5 ST, BRI ARART 8 () — 2L H bR, BesA It AN d
2 B At ey, R AR R R SRR OB T LR RG ST RS, W
PRSI PRI 22 . AN BRI A6 19X % (0 g, o 280 S 52 R T B3 U R R A 1 DA 22 A
€ X715, AN G A I T 28 B s 1) B

T EHINRZFN R4 F : 1SS RealSecure OS Sensor.  Emerald Expert-BSM. 4 W %
KIDS %,

3. pAANERIN R &

RANRE N R G SR TIR G EIREN IDS, & VL2 P IE il B s, SkEg ms il
PERER o SEPR b, X2 — P REBE [F] I 23 Aok B ENLR G vF H S HER R NI R 4
— R AT G, HE WA, R RRZ A XNEZ A 248 (Based Distributed
Intrusion Detection System, BDIDS).

BDIDS H -7 1991 4F i Haystack 356 % fl California K2% Davis ZMRILFI5E K. %R
ik HIDS 1 NIDS ZrHUE B A M2, Jr THMEIE ¢ skl TAE. BDIDS #& 5 X2
HIDS F1NIDS {58 MAE—#e, JEk SRIBIHH) EMERALD, H&@rAitk. Halmk,
SRR R, E A KB AT 2 NAZ KT I . 1998 A K% COAST L= 1
AAFID (Autonomous Agents for Intrusion Detection) #i%Y, FRAESAN ARG TIN TR
W&o BT Agent (173040 NI R GE % 74040 A — S 78 70 5, Sefa Bl
T T3 Agent I A RNEALMFIZ Agent 1747 KA R & o

BDIDS il () 245t 2 U T M 28 h e 0, ANERR, BRI A kil . AR
B, BITERE B g — A B 1, % BE A T TSR Rg, R2E%
A ERAE S o B [ FH oA M 000 P 76 o B ) i A, AR 2 4 A 38 o ) 1) 20 4 SRS
M) J87 K00 1) 5 >R 73 B AN X 288 50, (RIS ) 22 A B P R R 2 A B S o e A 02
AN AT AR RTI Z2 G 1 [) FH 7 () SR 10T o " AR AU T 08 DR AP Y L B K, (XS D 24 3 =
A E I .

XPT IDS ] DA AR 7 AT 70 25 filtn, 428 IDS B v 43y i N A= A
M2 G0 7 NAZ AN R 4

RN R BRI T AR BN, e B AT AR IE A EAT N R, 2
SEAHSGRRFIEE, AR B P AT N SRR R AT R ILECR, RAEMSINNIX RN X
X CEN B R AT IR A R, (R TEERN R GEAR I BEEAT N, A= ARk . AN
AW EBIEER RS B4 RS,

FEFH N R R, WS B AS 2 TN NARAT N, T2 Bt 7t Bl 5 i AR T i R W IR,
BB AN R G AT B IS LI AR R TE R . TE R SIAZAE A |, E LA S R
B, BTSN R IEE SO, AN B EATMAREEE B —AMT by “RE 7, FFanfy
i B SR, IEE R S TR R G R AT N
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IDS HEEES

NI 2 H R R NREMNARAT N, A IDS 8% #5258 B b MESS
WALFF BT P R R G 85

B TE RS Z5 1 LU AT BEATAE (1T

Rl SR NARAT A FFREAT 5 &5

Giit P IEHAT N, FE R HAT NIAT

Pl R S8 BRI SO Y 8 B

> BRAERGNETREAE R, IR SR 2 A RIS AT .

IDS Y375 7%

IDS H F I A AN 5 35 B PR B R AR ARAS U AT S Al . 6T
AL RS B T2 2R UL BC AT B B M PR 53k, T2 T 53 5 A IR IR 2, Biltn
KGR BRRGE. LFFURY, EWN 90%I1 IDS {3 S AbAs I 7 ik .

1. ZETARAE By A 5 R

RTINS EL R0 A B o BRNAR 7 38 8 P R T2 AR I A AR e i
FIFE 5 SRR AR ILRCRS, BIRE . A5 5 TS0 3 A I 7 L
ENIEEEOR o2/ Bt SOk T S NN E T LR

A UG HE A R SR B A5 B RN AR 19X 28 N AR 22 8 5 RS 3R P AT LA, DAL
MNARAT g o IXF RGN T3 25 R 75 WCHR AR R IO et £ 5 A7 — AN SR et BE b AT U, Gl vt
BRI WA M e, BECULEC R BT 2 o I E TR I AR 2R 8, EX T B4 50 A
RN SBEAT AR TCREN T -

PR T AR R AR VL EE B AR — M EEFT N RIS IR . B e e S, RExi 4
PRALREAT AT, ELAE 28 U BT AT i A AT, LR AT IR RS mh PROBEAS I 2 A T e R L2 15 47
fEo I HT BRI IR 15, RIMEAE S B s k2% L, B M A 1 £k
.

2. ETREMRMEA

XEMMBAFIRS, ETEAFGIHRNANE KRG €8 BN RGN NBIT ST,
PAFRGEF AN G THERE, vy L B 5 . Gt PERES AR 5N . REHIAT A
BEATEERL, HWEHMEAE IEFAEVE 2SS, IDS st FIWrA NMRAT v SRR At s e vT A
R EIR AN R EZ IR, B2 R R IR

GEHA I AR KL R AR TR LA “52307 P A A ST, AT BAT Bt R 5 T A
ERER “52]7 Be I NMRFH UM B Z D NG N FAFRF& L RAE R Gt
B, AIMEE NI RSt Gt I ES AR SR, AR E. SRR
TR

ML FX RGOS NZHATIEI, EH R ARAEINRAT . BTl s, BZaiR, A
Al R G0 5 v B BA AR RN, B AR Tl I . & 5K R GER S ARAg T R R 1Y
e, R R ZE IO T i THE SR A SE v S5 Sem P . MR RIS 5 380L, BN
RIGMEX ARG R M. ERELIT, BARNZOAREAA if-then £k, BATLLEZR

vVVvyvVyvYvYyYy
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N, if B NNRRHIE, then #7fE RGMINEHE . 121 & X RGP A R LA RAT NI
AR e R TR KR GERIRE I Se &1k

IDS T1E[RIE

ARSI 75 B AR o 2% B E AL R Is AT H0E , e BB dm 3k AT o, KRB EAT A, IS
ML E H IR NRIT A
1. IDS #y #4E %

BRI RN R D (ERBE TS IEFPEMSCR R POE TR I DS
A Al — ok B BA R JLAN T

> ERARGEE. EIARAE SO ARHE, LeWitilR, RAERELIFR R
5 LA SE FHFE R 72 ) H SR 4R

> AR PSR T B OGIHE ) B BRI LR TR 9 4% ) HE A AT A 16
IDS {5 2.

> It s ERHAOE R WP S AIERSE U7 R RGNS R S
PR I T S O T A

2. IDS #A

N T RRRNZAEIN ), AR T2 IDS B8, 1986 4, 36 [H H7HH 4 [ bR 72 T i)
Dorothy E.Denning B XS T — M ARRLMFLA A — S AN ARSI 5 ¢ Fr) 38 A AR 2 3 2273
NWAAE F A T Hrds . IR 2 DL RS T, BN 4.15 Fr.

l—’ W LB TT

=t

HEHIRE

AR

g%
K415 A fRAGIE A

FEIXANE R T, ST AR EAR Oy FAT  FAE R H A2 MRS IR
T EEE, K HAR OV, R)E ARG A AR R, XEFA BN RS
AU R A, A 7 A 2 R Bl RS = A 28 8 I AR B AR AT A A2 o8 3 s S i s 0 A
FRNFEAE, PN EE R WIS R ITT AT 84 A5 BIAE R, IR 2w, HA R
PEFEAT A ARER I AR A A 1 o 1) Bcdle A S SR AR B A SRt 5, BT Do R A i Bt
AT DI RS SRS o BR DA B DM BLAN, B M I R G % O R R AT NHFIESR, B
ANRIREAT I T3 AT NI Geit UL R A IR, — BRI GE i B 0AT 8 5 2 A AT 9k
KEAIRKIIIZE, BB EIZAT AR FEATN, R IZEHRAC B R G HEAT AR R B

BEE T WSS RGN HBAR N %2, BENMRE WS T BRm AR, £~ 1DS &
LA ETINR, A IDS ZIRIBA G — FARHE AR . N T iR A RAS I 5
G B EERAEE, PR LA — B RSO TARMEL AR . HAl, X IDS #EATAriElL T
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fE#IH IETF HJ Intrusion Detection Working Group(IDWG)#I Common Intrusion Detection
Framework(CIDF)#M141. IDWG 7 5iE X IDS RG22 A K5, FRAE Intrusion
Detection Exchange Format; {H H AT A AMKHESE, FHAREMIERM RFC X . REWH,
FLZN IDS %5 2 [HE 2 AR IDS RGi A p@ERAE 7 —E M5 3. CIDF &t 7 AR
MAS (ADS) K—MEHEA . CIDF & —EHiE, €8 X7 IDS FikkillE B rsiEls 5
DA% DS 2442 (B 1 iEAE Uil . £57& CIDF ) IDS Z [a)a] DAL A IS S, AH EI8AE DL L
PR TAE
3. IDS th TE A2

IDS FINAZAI TAE —fe o Jufs Bl . e o Hr MmN AR ER 3 S0,

(D FEMEE NMRIEIRS— PG R, WERNAREREAS. M. Bk 1P
WENPREAAT . T HFREAEMS . tHRENLR G HE T AR S AL CAS R 9 BOAAS [
EHD BEREE . AR 4 DITTHIERE S ORGMML HE; @ H AR+
M5 H S OREFHATHRIFHEAT N, OWEIRNRIE S, BHEXT S LA )
BRSO AR BT 1] o

(2) Blmntro SRR EAR(E SHEAT /34T 2 IDS (%0 TAF . $ZIAdE 7 Mt s 2K,
— A 3 AR BL OBILHE . BECULHEC 1 75 i R R S 2 A Bl 5 RN 28 AR R ¢
TR IR B HEAT LB, TR B T 22 A SRS IAT N o XA M 5 A A O iR Al . @
Gt otre GEit iR B E RS RGN R I SCfE BRI SE) Gl — A guiHiig,
ot IEH A I ) — S B I vy . SRR R CBONE I 45 ) o ST & e 1k (112
E-5 M2 ARG AT NHET LRSS IR W B A, BOAN A N R KA XA Hr
THREMFR AR . @FEBNMEDHT o SEBENE T EERIERA A B R B, BfE
SCAFANH S AR R AR AL

(3) Wi B ARER o 2438 Fo 2 A AR A RIS, IDS SREX RS it AT i 37 () i
Pz, e HED, FFREANRUES DB R AT, R m e B R . B, ERGE
AL b A AN ARG AL, [0 RGO T GRS AR TR RS . P G R R g e e
ARG RE SCHIME L, SRIBCIN [ i, B BB G B A« B I, O bR L IR,
BT R kS AT LR R TR AR

HA DS IS E

W28 2 4 T B S P i SV A P IR) AR R IE AR5, DR, 7ERIEE I 28 NAR G I R G ) 75 2
SHEAN LA ASTHING T AR, ARAE B SR BER IER e A 2 e bE . AESEBRM A IDS B, —Bal L
T IR B 22 B 43 BT NAZAT S ) R B2 BRI 5]

> WTETENN DS, —HREZGRINAIE ZRAEZ RN EVL RS L.

> G TITRZE IDS, HIBCONE 228, DS Kl 51 % n] LS 42 B 10 I 2% i b

®. DMZ. AN RIS A E .

IDS fEMZE AL E . R T IDS MR, AFE1 IDS $ATAF B 23 5 E DI,
XF T AP IDS, 51 el (R IS 2 . RS A& AT, SRS 76 B A B 3,
PATHE A . LEECH F I — DN RGBT RS CGERIRMAH @, BB A, T2
S H NI 2 ) (1 T35 9 268 AARAS I R Bt Snort
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i
B
o
-3l
W
A
e

1. Snort 2K 4 & /-
W RIARER

Snort & — K TR (15 B RN (2 K T 2k ;
e, BT, REME. 3T Snort ML =
“UTF R ORI B G5 L AT M RESes
AR EFE, BT Snort KNI RS £ Ad !
FAR AR B AR SEHL) NIDS, N2 HE
il Eiﬂﬁﬁ PR am%jw;wm%@aﬁ, . T .
SERIENIE 4.16 B, SR, @ T—
M 174k UL 2 455 F P 138 HL 3 L@ 1 AR

%ﬁ{*i&ﬁfgaﬁo Eﬁtu%iﬁlﬁJ‘F WlndOWS E 416 %a: Snort E,(] IDS Eg%*@*ﬁﬂ%
HENE], NHEET Snort FANREI R4t
MRS N, SR DIREUIR 4.4 P

®44 NRENFRGHEEHTIRE

B % B o fg
snort snort-2 9 0 1.exe IDS FfIA% LB 43
winPcap winPcap3.0.exe AR, F T MR 25 R Bl
mysql Mysql-4.0.13-win.zip BHERE, HFA7f snort (IHE. MEEFE
apache Httpd-2.2.25-n0_ssl.msi Web JIR% 3%, MIEAC H R
acid acid-0.9.6b23 tat.gz HeE o riEhl G, JeT PHP MACH SE
adodb adodb465.zip 9 PHP 440 — (¥ 808 e 144 R 8
php Php-5.2.1.zip PHP JHIA I SCRFH
jpgraph Jpgraph-1.12.2 tar.gz PHP f7 ) TR PR

2. IDS Wtz

Snort CHF Linux. Windows 55 £/ &, 7EA AV & b1 22 B A4l HI#E LB . £ Linux
& b, R DOE S R RS 22 R N RPM A 22 A B Bh O 20 . YRR B 4 R A T IR AR
ff)./configure;make; make install P R2c3, (H 75 ZEARRURALD E0 A 0] /B, Wb 2022 3¢ libeap.
libpere Z5J5ASEL, WIFEHF /A MySQL iyt ddi Ry, 242043 MySQL Jatd L%, Ak, Snort
f#)./configure SCHRF—LEHC BIAASH, WSCRF MySQL 4 Fefm th 45 . A RPM f%23¢ Snort NI
P fd, aT LLOE Ay 2478, BN rpm-Uvh snort-2.x..x.rpm B AT 58 i %% . 7 Windows ~F
& EHR 4.4 th A @R R RS B AR R T .

(1) %% apache for Windows. M http://apache.org %X Windows Wiz 4] Apache Web /i 55
Ao AT BRI 2, B a W 1B SR AN F IR e i o 1 50080 LABE G R . BN fE
httpd.conf SCAFHEE Listen 8080 - Bo¥s e Wy i 45 & £E 0 WE 2% 15 FH 1) 8080 i I1, #4 8080
T 50080 RPTT.

(2) %% PHP. f#IE4E php-5.2.1-Win32.zip % c:\php5, &l php5ts.dll. libmysql.dll.
php_gd2.dll. php _mysql.dll. php mbstring 1X 5 MBhA&FEHLZE £ c:\Windows\System32 F4t H
X o #4 php.ini- recommended & #il|#] c:\Windows T, HEAy4# N php.ini, FFE0T 8

PR 3L extension dir ="./", H 4N extension_dir ="c:\php5\ext".
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B JF S doc_ root=, H MK doc _root ="c:\apache \htdocs".

PR JE SC extension =php gd2.dll 7B, EPEFBETH DIERERI S, BRI NEIESERS]
o PAREETT V5] H php mbstring.dll F1 php mysql.dll PEANBhAE .

(3) ¥sfin apache *F PHP [FJ3C#F. 7E httpd.conf SCAF A = 5 Lk

4L 7 Bt AddType application/x-gzip.gz.tg, FL 5 ¥ 1815 : AddType application /
x-httpd-php.php.

7 R 7 Bt #LoadModule vhost alias_modulemodules/mod_vhost_alias.so, & s A% ALY
Load-Module php5_module " c:/phpS/phpSapache2 2.d11".

(4) %% MySQL. M http://www.mysql.com % Windows iz A< MySQL %54 2 Ik 55 25 ;
BN MySQL 2| “c:\mysql”. %3 MySQL Ak %45 /7 ig17; fash MySQL k%, Jfidt
ATHRIBCE - 223E mysql $EEE 5, 11 create database iy 2B 44 A snort F snort_archive
IR, {EH grant usage 74, ALY E B acid A snort BN, 54y
JIH acidtest 1 snorttest. Hr A P BOAHRIALRR, andd AN MIBRSE, Z it mysql FLE5E
o

(5) 545 adodb465.zip 56K acid %%, M3 7.1 AIAl: adodb J& 24 PHP i i4i ok 4L
1), fREARERAERAPIR(2) H PHP (M 238842

(6) ACID (Analysis Console for Intrusion Database) %3 5t E . ACID 523+ PHP 1)
NAZASINHHE P2y Bz &, AT DL http://www.cert.org/kb/acid N #% (f11: acid-0.9.6b23 tat.gz);
fift FE4F acid-0.9.6b23.tat.gz, FEAFIEHEAIR(L) ™ apache Z2%eHEAE T 1 hidocs SCAFITN, JIf
&4 acid_conf.php LA, FEAREEEAE, AI0HABSE (R0 5] H:

DBlib path ="c:\php5\adodb" ;
SDBtype="mysql";
S$ChartLib path="c:\php5\jpgraph\src";

IS AR V5 iH) acid_db_setup.php UUIHI, i GUHT F [ create ACID AG 441, 58 ¥
PEfaUEE, St fhl 6 MmE e, R, Uil U A 50080 i .

(7) jpgraph JE) 2234 . fRIE4A jpgraph-1.12.2.tar.gz, 7E 1 jpgraph.php HHE 1 F 7B

DEFINE ("CACHE DIR", "/tmp /Jjpgraph cache /")
EPZAT AR 5 .

(8) %% WinPcap. WinPcap J2 W45 $i B R ENFE T, v LM http//winpeap.polito.it
N EE S RE RIS “c:\snort\etc\snort.conf” B EE S5 3 Snort fiiH alert ] MySQL
M55 ds . —MRCABRIA BB 58 s 2 R

(9) Snort M ZEEENCE . M http://www.snort.org % Windows A1) Snort Z%44, H
Pl “snort-2 9 0 l.exe” X, Snort Hf H s BN 2238815 “c\snort”, &R deHE IR
EEVERIT] . PAKAE c:\Snort %% snort-2 9 0 1.exe A, 7E c:\Snort\rules AN EL A FIHEI ST
fF, FHEXECE A snort.conf BEAT W R 4 3CAF classification.config. reference.config £/l
2 snort_dynamicpreprocessor. sf engine.dll [FJAHXTEE A2 B SON A% #6142 . [ snort X FI
T S A5 51 A A A FH AR X 8% 4%, JRARES A var RULE._PATH. /rules, ¥ 24 var RULE_PATH
c:\snort\rules, A SCHAR S IR . WA PSR &, BT 544 LR 3 snort:
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c:\snort\bin> snort-c "c:\snort\etc\snort.conf"-1 "c:\snort\log" -d -e -X

UG T snort PRI AR AT I 22 540 8 56 Ao

(10) #TF http://127.0.0.1:50080 /acid/acid main.php ML, A LLE F] acid > Hr4H] & HE
Frf . G Bon: NMZED RS REXS R A i AT SE e s, R E MR IR E W
FEPE G AT S BREE, 38 W] R 4% T R U PR R BEAT AR AT

3. Snort 77 %

LHE5E Snort 5 2 — PR RS B ST ZEXT Snort AT AL E, HACE S/ snort.conf,
AL “Jete/snort” FHREBX — . % CHFEAE T RIRIZAT Snort B IS HICE, BE
AR, (HRGIRERIRGISCEE T A KT HEEMAHERIE S . \TUASE -~ T T #
Snort F% Mg 1T ZH0E .

T EOR B0 E Snort 5, & AT DAERRERSS . Bnid ks, W R 3 Pt
TR EEA I AT I AL Snort A IR TS E LR 2, @A N

snort -[options]c

HAr options AFFHIETASE ., REHWOAEEI T Windows “F& T snort.exe
T 0 B S HIRE T idscenter.exe, (HIE/E 75 ZAEH A 247720, RILTR 2 1 fif— Lok T
M4

(1) MEARARAE . PFriE AR A AR A2 1 Snort M2 EASRER 6L, HAE NIESAWIT)
M RERG ZumiEhl & o fln, a7 AR ERmA T s

snort -v

BT Snort B NBHRZIER, % IP A1 TCP/UDP/ICMP [1fuk(E B B/ RTEhi%e b . i
EEAENHEEIE, aoEN:

snort -vd

XA 28 Snort 7E A0SR A5 BRI NS s B RO B0 15 8 o i SR IE B R B B2 1
R, AMEM LR 4

snort -d -v -e (& snort -vde)

(2) Hn i seas i sl AEREE Il AU, s i S 18 A W A7 BUA7 A
CInfg#) e WREHEPA R RIC R B A B, H2EEE - MHEHZ, Snort it & H 5l
R

snort -dev -1 ./log

8%, Nlog HEUHAELE, M Snort B A1 (E EHEH . 24 Snort fEX PN
BATH, EICEK A E B AR S — A Hxd, XA HF USRS E B ENL 1P
WA 4z, 1l 202.119.167.11.

R AR T-1 IR, MEEREHFZHA, Snort A K 2l 2 ALK 1P Hibk/E A
Hx4%, AESAHAREN P bENH RS T ARG T HE, T4 H A
SR

snort -dev -1 ./log -h 202.119.167.11/24
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XA A5 UF Snort $EFEN C 2R/ 202.119.167 AT E B W B 4EH . TCP/IP PAL A
I FH 2 B EE 12 2 H 5% log .

(3) M2 NAZAT AR o X288 NAZ RTINS e 52 4%, i L 75 24 e e B S0« BT,
Snort R X SREL IR AT 73BT, FEAR S — 2 (R0 0000 B 75 WX 28 04T 9 . X 52 Snort
i E B, A a7 0] LUE B R

snort -dev -1 ./log -h 202.119.167.11/24 -c “c:\snort\etc\snort.conf”

Hr, e FRZIEFFE L snort.conf U 845 . 7ERNAEE A snort.conf
HELE T Snort ALI AN TP HhbbVE R, B S X A B AR SR AT VLD, R ILIXFE
(I B0 R RLAT 2 . W RATE e it B 3%, Snort w4 H 2/var/log/snort H 5%,

R WIRTEE Snort ME MK MIEFH NI RS, BFASEEH-v & Ko IX
ANEI, 8 Snort W pEHE L —2EE, AMHSFFK Snort ACHEE, B STE F N2
SRR R B R L. A, TR UG TN A LB SRR R R sk, ATRUA
Fl-e 3T,

APz (IPS)

HRZH IDS RGHEZWENN), MARLESNM. Mt il, Rk H, IDS
AR TCVETS e R R . G SR AR SR AL BB, TSRt A A i Bl I B 1 I 28 i AT 2448
T G FL I AT R, T A A2 ] B HUAE SR R AR AR B 5 A K R, X ENR BT R
4% (Intrusion Prevention System, IPS).

IPS BYEARH#E =

IPS /&1 IDS J:Aili bk SR (1) — Fh I 26 22 42 7 iy, Network ICE A A 7E 2000 4F 42 H
XAMMES, FEHES T A4S — 2K IPS 77 5 BlackICE Guard. S54&48 1117 k5% DL & IDS $RAE A
YA, IPS & —FFENH . BN RS TS T B KSR A,
AEAE 0% RIS R Iy 1R B B — LN 1B B B B M AT N, TR R A B i S i
e, FENE ) 25 Bock S A R B R )R it AN 45 SR AT e 3%

IPS T1EJRIE

IPS [ 3 (R4 HARSR AL LSNP, BRI RIS, I 0 2% o 11252 5K E A1 BT A
ik, ZREMmAMZREA SR EEENA G, fl—im EER N MG R G T, X
BRI A 18 R Bt A ok E TR — B i i) Je S (0, ARREAE IPS W& ARG BR, IPS
) AR R -

MRIGRLAFUE S, WP AL IPS B BT 2028 SRE H 2 M yE 4% 7 S o A
ISR B s G I RS A A A T AR SR AT, AR RN AERBIE R S ES, W
NN CTRANE S Rt i R

SEIL SN AL A AN L AN AR (Y BB AE T IPS S5 £ H A2 iId JE A, RERB R % My 4
BBGE TR G, 1PS MGl — M sEds . #x ARKBEAT Y, IPS FEA
(] A3 JEAS o BRI DE A5 AR BOA AN SR, Dy 1 B OREERA T, XS 5E SCARHT 2
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FEXARR N AT 20 280, IR S| e R ESRBIE B NEE 24, PR EEE— M E X
kb AT LN S b, DR md e HE R .

IPS RYyZEHY

1. ZETENHNEEH (HIPS)

FHT EHLINZBGE (Host Intrusion Prevension Systems, HIPS) @i 7E EH/AR S 25 %
FRMARERRE Y, B b4 ik MR ERAE R G LA HFR T o ZE T N NAR B RERS OR Y il
55 A2 A 55 AN ANE 73 1 PRI A o T NI AR BB AR o] AR 15 8 S 22 4 3R LA
J oy M TN B iR 5548 WA FIER RN . HIPS w] LW g2 X i th . 08 %6
K4 MU B A EER I UL AR B AR RRF AR SIBUNARAT J, BEARSE T WL 2
4K

FEROR b, HIPS SRAURFR AR S 23 ORI AE, I B AL I8 RS G0 PU AT S N AR A
MLH R4y 2D A 2R o X PR RGeS RS AL S F A R BT T, e PR M 4 AR 55 2 (4
RN, BERT AU AT T 2R N B S AR 0 4 R G TR A 2, Jl I A R E RS
AIEEA A, AR ENLR 2B ] DLCUE SR E R AN RET 72, 1AL ERE R4
B0 1 2 A AL

H T HIPS TAETESZAORY I BN IR SS 2% b, EAMERERE R HRAE AT A RUAT I, FH 1k
gz b X 2 R S B, B RSB R M B, B bER XS Web DU R AN BRI R
BRI AT G 1) o

2. ETHEWNEE#H (NIPS)

FTF WL NAZ B (Network Intrusion Prevension Systems, NIPS) 18 i 46l I 28 1) 9 6%
W, RTINS RAEM LR . BT e RAELEE T, rb— BIHRHEARITA,
NIPS #tr] DL BREEA M 28 2216, MR BN 216 . FIFEH T SCRfE4L, NIPS RE A &R
mfITERE, DA B IS PR, (Rl E NIPS J8 5 3% BT R T AS WL I 26 8 2%, $R Atk
T i T R DA K 2 A I 28 g 1]

NIPS W Z5KE T4 € AT &, 4 RS T-J6 25 10X 45 I 2 PR % o 50 B A U R BEL BT T e
XFPRE E AP G T DL =38 — KR M SN B ), —K2 T A1 FPGA
iR Fr, BB =R T HIIASIC & fr . fEROR L, NIPS WL 1 H AT NIDS i A B,
BLFERFIEDTHC S B A A0 S5 Rl

3. RANEZF# (AIP)

N NAZ B f8I(Application Intrusion Prevention, AIP)& NIPS f= & ff)— Mrf, e+
TN N BT R AL TR IR S5 28 Z AT N 28 2% o AIP it i — P PERE 1045
Te B LE S FH 5 () X 2 i % b, DT OR A 7 Sy 15008 G IR 22 A SR, IR IR S5 48 (1 %2 42 o NIPS
TAEFEM S b, BRSO QAT AN, 5 BRI EH RS RE RS TF 60K,

DS
o

i (Honeypot) ;& —FR7E BN FiZfT MIIFRNLR SR, &% 11T 5] 3575 U A8 Ll JE
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FE AN FEH RSB E TR HER G MR ER RS, ©iEd R
—ANEREA G R R TN, HEEE R DE B H R, Rk, B
IER NG iR R RS, RSB RE ARG, HBdE MRS, BiATEL
BE T T At 6T iR 55 4 A sl ) ol A U ARs IR, 3 W] DAGH S B3 W SR 2 2 TB] R IBR % WG R 2
AR TR, JF HERAMATRAEAE 2 .

BHRXERA

B — A B A EAE T RARI . SO A . B 2 P e A A
MR “RBET”, BRI HAERREZ S, TRERONREEE A0 E. R
TEM R : OFPABLEARE AN TR GRINGRE, % CRIF I8 T
@t FET el 0 S F AR Ay, LhTr i 3 76 B E 1 TR SR 1), b Bk 3 6 SIEBR 2R 4 A B
R e B EOR . BRI Bl o A A ] 4 OGRS .

1. #HHRHEA

B A e 1 iR, A RENR 5| M VR ), NRE M E A MER . TR
TATIG o LRI B S RE RO R P O R AL BRI SR B R 55
Ui 1y B R GUIRIA AR RS TP IR T (5 RIS .

2. ¥iER%

BRI B MR SR R e . RS R EE. W R Bah . MRS ERAE
HEFFRE MNP BEmRER B ENRIPE Kk MRS H LS, B
BAEM BT KB H & NMRISI ARG H G5 Bl — By =2 LB /M= bk
X N BEE AR G R O REREAT H TSR TR RIS R G (DS) 5E i AU BE R 4t
WITA A e R R AL TE K, MR REEHLRIPTA R H & P dri e 5 A5
R o IXEEHUE T AR AE A, ] DU AR R &

3. KA

KR P 190 28 K T AR B i AT DA PR AR AR AT AR A =24 DR X 1, 00 2 W B REROR
FRIHE Ao B AT R AE R BT IR AT T BGRRFE A AT ANAR SR 25 . Bl 7y
BT AR A A B B AT RS S 123, o RN TR S RS, SRBOR R R
fit, WETEEE B G SR HESEE R .

4. BAEEH

ot 1 1 A2 B AL T RE, T OR B HE 1 S B0 20 4 o BRS80S F A
B 4 OB B AGAS BUEAT A I E RO B o AR SR VEXS SRERI A VT 1A, (ELE0 Z56 B HES Tt (1
AT ], AN SO N EHE BB a5 Ho At R 4t

o GRS

BT A2 R LB H (020 D i B AT T K
7 i R R HAE TN — NS MR e A R, BRI Gy o B Bl d s
I e 5 B B G 0 Tt 8 I IR e B S Th E o — o™ i L B HE LU B i T HANR
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BUE T RN RE R TAE. BAAARMER ™ A E # 45 DTK. honeyd 57T T Al
KFSensor. ManTraq 25— R 5157

T LAY B A T T T 06 B s AR SR AN A, JE e 50 B it e B i, % R R I it
ITIBERFN AT, REfSH B M E TS, TAERIER T A ) Beh TR RBGE 7%, H2 e
g U T B B 2 A I AC 1R, AT B ARAATT RO EDIRAS 5 . Wi 0 B S e 75 B AN BN R 1)
N ()RS 7733647 Bk WS RRAN 73 b A

BRI ] LA IR O AE HE IR S K o3 9IRS LB SRE R 1 A8 L A8 HL RS IR T B AE
W AT BUE TS S B E B .

158 BB G — PR A A R A RGN 2% IR 55, B0 58 BB N, (R B AR B
H T RE AT M BEETESE B, DRl I A B R IR (S B LU R, RIS BT
fIRAC BB W R B R LA, B B AR — SR G R T U I 4R 4L
Fingerprinting) 15 /5. 7 it B % — M8 TR 2SS LB

15 A8 LA G ) e A PR AL SR E RN RS, WAL, BB AEE,
M HEE TS HERCOAR T, BFUEmZ HERS, G RET 2 BEIEER
B s HERAESE T BEESN H HEE R RIS, BRI 1 & A (1) 52 0 FE S AR
T 9E A B e — A T e S LA E, A S E S, W0 ManTrap, J& T/ %8 HE .

&)
L BUFAR T Mg AR ¢ O
a. B kHibAR b. Vil o EHEEH 4 NBRRIHA

2. RTANEREMRSE, FHREGEAERPZ ( Do
a. IDS M FEZIRE RN T BN LR 2% BEUR_E 10 = A8 AT kAT R 3 Al
b. IDS FREMA ZAEH I RAA RN, Ja& NTE TR T i 70k
c. IDS FEH THMK B MBI NRAT AN
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BE AR FBORIEIEAREH, RA R ER AR /.

AROmEHRE

IR SRR ARy s MR Ss A AN (PSR o A T T SEL R AR
S5 g, 0B A % 7 ik NGB AT IR S5 2 A TH SN, 84T TR SRR a8 )a, R
HITHSENL & A — DN EE A SR P 2R EERE, W3 — AN B LA 1, A8 B0l A
A X LT IT 0 EATHENLR S, XL 2R N R At fR b 1.

Frg RS A2 Hzhiaty, ERM SR BSOS . 24
P IBAT SRR PP IS RS R D A4 AT, 5 BEOORA SRR M E K . Frgth AR DA A
(IA—FE, JE 113G BB 7 (R 3 DI RE, W R RE 7 508 1 REfE HR R RSt
BEM.

ENEEE2s 0k S

REWEEE 2RI, BHERTEHEE T BAAET 2 RAIT 87 T 552K

fiifE 7 N AR G o N BT TCP HARMIARS, SFGIERERE. g, HTTP BEiE .
RIKMBAERL; BT HAD 1P HARMAYS, WEE UDP. ICMP #Ef4%; HETIE IP KL,
WFF Net Bios. Mail Slot WL HIIA D,

AR GIEATZ RO AR AR SFIN AR o MRS TAEERIE RS Ring 3
&, mTIFENURZEAE RGBT UL WAL B AR SZ R0, XA L X 3R e R 520 A X
BN MBI NS AR DA Bingles MM, ZXshell. K815, WZHBAKDIEITIEERE
RANEH, FRHWNFEF AL A LIRS MR TAE.

AR BRE X EN BT AT, AR 8 LR R A

(D) EFEFH A EREEHEAK S RIS &) Z RS PAYS, FiafRRmree, B
FfaT o, RBP4, I 545l % 2 F8 7 G L I 40 42, 28 1) 38 ol BR AT 2 1 )
W dl 5L

(2) BRGRER: B RETUR L H 2R BT A WD, I HEZEEAmE



162 R o

s oL R e TR IE R E e .

(3) B AHL A BEALC AR DR W, Sl 2 EH AT, JF HAE LOG X
fE BT R BT . IXFR DAL FREE Windows RZEME SN HENE, JFaemszE
BUEZk, HidsE—MH PS4, SRkl ek sl ph oy Ok IE A i

(4) SRR KO ARDRETF R EGIUE B, AR, (HSIRRIAR D H PSR
I HMBR SO N CAT . EATRT LA E SR 2 7% FHL_EBTA [.ini Blexe 0, Bk
ZEZME, A2 EN LRIEE B2 BIBEER.

(5) FTP 2Y: FTP BUARLFTIFHIE TN RGN 21 S, LHEBEH—A FTP %/
Ui R T R B 2 R ENLR G, I H AT AT B s BRI SO AR R 3, 5 E RS
R BLEE S A

AREHmEHFIE

REFEFFEFARH K, EREMERE M F 3RS AT SRR e iR A ROR , 8 I R 45 A
T SENUBEAT AR R, LR EE e . DU MR REH IR E S 1T R
S FH P 1) P 5 A R R AE ISR R, O NIRRT R o AR AR TSR L k45,
17 EHL HEBEAT P . D7 BB B A B B I, AN 2% 22 A i i)™ B RER o [IRIE, 7 RN
25 A R T RN 95 X5 A 9 B Y B VS

(1) BHIA ) R 238 15 383 190 286 M 2 8 B0 I 4% JEL 155 1100 2 5 T BELIBIT AS 5 (R I 46388 £, B
B SCE PN, AR B ToVEBEAT PR IR S o Bl G AARAGIN LA S N AR B AT L A S AR
AT RS o EATIX PR 431 P 11 S R A BE R 17 A% (1 PR RN P O M A%, e e DL 428k
FRAT AL SO VF (0 28 e il B A5 o AR, SR P 3R

(2) 4% P 283 11 = R PR S5 NAR I — AW AR 2 2 E WL as EESMBITIT 1 5w
R, ARIZ A IR RS R B Y R 1, R S NR e st B E 17, — Bk
B, BRIz L 1 2 R, /b I B PRI At — 2B BGR L2 » 3T TR 555 Bis
KHUIPHATIES S Internet FIFESF, MARGHTH LRI IEAEBATIREF? -

(3) SEI AR ASCIES HPE XIS 2 AR A EERHRN I AR ST S gt AT 1 g
Rl S F A F I AT RE S A I ARERR P AR o A2 BN, UEAT ROR S SEN i FE R, SEiT i
FERE PP u] BN SR AT P I AT R P SR AT AR SR TR AR A5 2 . 5340, a] DURH — 2850k
B RS A A BT KBS AT %

(4) WRIEARLIREFAT N HTEATBIVE : AT 0 M R AR AE R PP B S AT R A i H2 15
Ak, HAET, R ARSSEFANEREF A SERER N, AR, Ak E Hai™ H,
TTARFALE A PR 3R X S e PR S T ARIERE 7t B o 4708 23 A 12 B Al A IURFALE 65 R R0 R AR 1
MR, SO B A NSNS AR B S5 AR U

(5) HAMTAPESAEns: X+ W _E TR e AR AT — e 2 SO s A AT I 2
RIFERHL T ERAR SR P TRE, #ERA RS R ERIT. [ . R2ARY
FEFFBOINAE BB AE IR PR R rp s SRR — B ele B, et SLBIEAT . BT A BT IR
LR PGERIMBAT, 5 bm A s SLATHE A, XL MR AL A R A B BT

HEIRESMAD XL 54
TR SRR EHE S, RBGHOHREIER, RS EREM R EEREEEq]. X



o 47 HA 163

i
B
o
W
A
e

&)

EEXAE LT LA

(1) ZhEEMRA A . THER R — Bt s =M, RIS, feige, RIY
B . 5] SRR AR A 3 RN B N AF, A JeaB i a s AR YR i 2
FEAL QLA /R R BEACRD I B G H br L2 RIV/BBIAREER 11 PR A2 i i 2% A 2
I HEAT R DB o 5] S REERAN% Qe bR AR F& R B/ AR HUAR 55 1) .

KRG B/S SRR, EHAWMER, — M%) i (BHEHm) 25, 75—k
Frim CRDBEZ ) 2o A7 tHSRALI R AR S5 S RE e, T R 3 1 M 2 7 i R P E N
IBAT T MRS IAR TS ARSI P SR E H ARG, ARSI ERIEBUR, 715t
PRSP R, FFHR YRR 2 BUNC B A B 40 15 i o 20 7 S R PP B A A 1 TG R P AT )
¥ . RSMERFREARSREFIE S S0 RS BAREE, (AR R 55 i Faiess
B EHIREFPIE RIS RS AS, 4IRSTAAOETE S, TR BRSOk 55 23 A% 8 R A Bt

(2) XN RN o TSR RER TH AL R AR e, RSt
ARG, M EHU RIS BT B A BIR . RS x RS SR AR 2 FHE ARG 1S
BT THRNLEAT 4% DL s 69 %2 3 IS . B s, g ek s . IREEK S . 2 M
EARATIR, IR EIfT BT FERL AN B 25 A 2 K H

(3) FAETEAAF . HENUR R RARMILAAAE, TR FEFAER. Bl H oS m
PAT, WTREE SRR S 2 AR (R A, R GSCA R iRk “TE 327 1K,
i EREF PAT I AU A AT B R 7, AR P IsAT e e, FHER IR 45 18 ORI
FPaa4 . AR RMALM B/S ST .

(4) (56T A . HHENUR R — BB 15 B A SSCS R E R B &, A is
ITHOUR G ERE T RBOETRE T, T 2 R I I PR I B AR o TH AU A
TG B AR R — A THENL R A SO v A T R P Is AT B R TR LR R
FEARIERE T I — AR Y . RS ARGEGNE, ERARGE SRR S B &, AR
SNV R ARAE “ 2087 R IR A A SO, e Bl A S O R, WS T R AT
191 R A Sy ke 55 3 1 D9 P WP PR 1 B 5 JE AL S P P IR 40 A — D T 81 X 2% IR 51 TR
BT

9o ) D TR SR S

AR SN EIE R BETHL, Fir P b W FR) I 4 st 45 0 7 AU o 23 (K S F i I o A
BHUAIAE A o R EGE RMEBI LU R L, BRI TN DR 3 A L =, AT NS B R
AR

ISR HERGHR, REEARFZRRE

FERL S B RE T, BB R o — SRRFBRAT M i (58 FH A0 o % 3 2 7 2 22 3 B TR A
P, ZRGXEAF ) LB H NSRRI I, A U SRR, AR R
—E MBI, B FRIEA PR U . SR A U B, B AR LY
IRELE RE TAE. RN, R AR W28 I P (0 30— ZEE /NG, B N 3R AR
AR FEAE AT FE (A Rt R R B o A ORIEA BB ANZERE AT T 2028, [ AN sy
REEANIIRESE,  OVAT SElR A ADE BT T REAFAE T AN, 20 P43 AR



164 RS #id

R 5 8RR BN AR IV LB, [N 55 45 th 1 B I 248 ) B B Mt 4 R 55 908
VAT, B EIE 2 2 e, TR BN SRR . DR R 55 4 (R B R AR R
IR S5 A REAT I, B AR ST A AT S BNOR T S e, KN RGN T, Bk
B AR G BRI AT AR Gt

FEIEM g 1 2 IR B B BR P, e N BEHDR 25 ORI At R 4, A R BLAIR
BAEFP . [, IR EORIRE B AR AU I A 5 2 P2, o 35 AR HEAT B A o
W28 FH P 75 2 T AR 28 A RTRRIN, ASREBR TR AL, I REAT AR S AR BT R AR

HER AiE, FHETRENRIRE

B KT s Y R — b 22 A Bl A I . B W] DA — R B [ s B, i BT K
o g i A AT AR B K B i P 2 kAT 07 R L e e, TR R 55 2 S5 0
PERR AT I Kt o 22 A IS O A2 T R it 0, SRl As i B |, T DUA R0 S
THENEIZAT I R P I 5200 B G o RIS, SRATAN T — 2822 i, DARH ST 3 MR IR

(1) A IR G A B0 5o A AN NS (1) FTP BHTTP SR BENE i, 2245 W3l iR
Kz, PSR g AnE v, PREEMuE )22k H AT, " RME SSL Web
WISt N SR, AT DU AT I VR RE BE4F IR TLS AR,

(2) EF LML, RENEER ZEVEATTRISATE NS, IR EEED— K
AL REEII ML, S — D2 e, ZRER 2 e RRNERM SR E T M 2afk
i [ X 2 AR

(3) AHEEREE. HEEXNEFEEX5EEL ZeRB. SIS AERE, o
AT REE AP L=, FLAX AN U RGN G2 .

(4) RASETHHBVAEM AR DA UAE. A DAIEE ST 25 57 1A IE B8 25 5 4 508K
BEE M) B R RAE T 27 10— A2 4 BRI RS A Z M E 5 o5 B o (A B T3 B A
I, IFOCR 3 B R ) BIT0E SCH BRABUN RS, K215 2 I8 — A B 55 A e T A8k ) A IE
FEE

(5) XS ARG SE IR A 2 i it . W DR — Sl A i B R AR I 4, 2R
FISEAE RSN Bl A R e, S SRR AN R GEF TN T, RPAIAME I AR S5, 1 B n & %
FBRIMERG M 22

Z>]

Lo sENmERE ¢ ).

a. Gl ER TR P b. Bt AR KT HIEF

c. CHBIRKITHHENIER d. LUEHE RGN H KRR HNRER
2. WEHmEENR ¢ D,

a. CPU ke b. ERLIKEN AR IR

c. FEFP AR AR d. HEEFIESIR

3. ZEEE Al LU ( Do
a. APATICH b, SIS/ c.Word/Excel Y d B 22 SCA:



FWOE ME&sHGIHFHEK 165

4. C ) 2R ABE X T IR SS S R g i AR o

a. Jall b. Bk c. AR5 R G¢ dARL
5. REE R — 53 AR S5 s i AN i, A0 SR EHLN A, AR AL B, NI Do
a. A NIRS it B N i b. A N i B NS A
c. A BE RS #5 it XN P St d. B BE AR 45 28 i XN i
[Z£%R]1d 2c¢c 3¢ 4d 5b
TS

1. AR T EHUR R E L FFIEAE R &1

2. WHFUKIE . TR Windows RGTHARSREFKIE, 28— AN WA i F Al
DUCTESUR

3. AR WIEE, R AORSIR TR AR KRR, BRI HR 5 IR RSR 32 EARBLAE R L 5 T

7 N N £

PR SRIH NG B RGHE I, a8 NMITBIEMEFERI RN, oy ME Bt 1 igie.
MR e AR R, BRAEEXZ R 2R WA BT K ARG BRI 28 A
FRAT BT AR HER DN AT 428 . A 200917 ¥ P 48 Tl o BT I 2% 22 RO 6 BN I 4 2 4 A0S PO
TEH A o

AN 2 R BEEABIAEA T, 518 T BRI 2 2B EoR,  BAER KRR
VISR ARG NRBFESARFH SR SR SR . JR10, X TCP/IP £ R 45
¥y, HETE RS Mg 2RI ERIEA RS . A% TCP/IP /R REEH, X RSN Z IR %4
73 L AT T AN TR s 5 FK) R 4 2 A B RO S3BEAE  BRAE ORIP BOR AT fa] BRGNSk 4.5 Pl
FEM L 2 AR BRSO H IR K Ui R A ARAS I S B D A R

* 4.5 TCP/IP £EERARNRE[FHFHEBAR

Iy R T 22 AR HAR WA A HAR
. 5 . A BT EAE. 2T
NLF 2 B, s InE L o
AAA. TREERIY . Bk
= SSL I L. By ki WA SSL. TLS. Bk ik
2% |2 Bj-ki%. IDS. IPS. VPN 3. ACL. NAT AR KBS AT VPN B, L4 AE
- BERRINZE R L SERR B L MAC Hihl-455E . VLAN %1143
- PIERRE . ERM. RARHL RETTR | B

S5 KA — RN I, SER B — R EOR, M N —E 2 e, EMgH
KM ACL £50R,  f5 ZE PR BE G0 A N 48 5+ 0 GE, —oa i T i oA IR
N R 2

MR HE A E — b L3 (I BIAE S ASIAT A2 4R B K8 2 IR 1 3 —TE R 2k - 1DS VEH 1)
FE ML 2 ARRBLIME A, TPS UVE S MR AT A . % K — SR R SR L A G
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FIZFIAR, AN BRI KNI T S SIET 0L, SR, V2 NRRIIR SR
(LA R RINA I T B, 6 LA TR SR 0 A TR G T SERRelr, SRR H A7
ey ELARR L LB AL 0 %2 A TR, X R R ST A 4R, (R N R 5 IF 3
MHLIEAT

91248 % A 9 SN ) T8 A7 07 38 TR 4R TP B SEAEE AT A 0 e (R
B8 A AR RV BN, 40 50 R AR T IO S0 & (R e, BT U A4 . AN AP
T R A R G DL PP AR S A SRR, (R
Wi, MRS, I, R B AR, R 0 RGEURIC I S 4
BERTSG A AR AL R VTS EBOR IR, R TR R, Rk AN WiFD, £
B AT . T BT SR, RS ELTIN NE, DR, RIS
TR RIT B, AN T — fUT R SRR PR, TN X B A7 4 5

NG

1. PLRKETF WLAN 22l g, ( ) SEIEHAN .
a. WPA & N3 T2k I 4% ¢ A PRI 3R AL 1) 28 — N e L
b. WEP #1 IPSec ¥ —#F, H H RS 8 N Jo g kit 2 2 R4
c. WEP2 i#Jisfbin & (IV) 73 [H] 64 fif
d. WPA 24t 7 It WEP ¥ 9% A 1 oLk SR B2 N\ 7 &
2. FHIBIUA & T JE BB KR s 2 ( )
a. AT PERYWT KB F PRI 2 S E B b, ARERSMI TR
c. fL It PERYR K 5 4 1 B d. ACERE O LA B IR 45 2 P
3. UREBANR R IR 2 ( )
a. 7 KA B 22 At B K B B o 2 R ] R
b. 7 KBS T RE IR R 5 R0 57 K B35 7 X 28 B 558 v 1) 22 il L B A 5%
c. BB LRI AN N ENLIIBT KRG A I 22 A I By K il
d. Bl KEEFHA LT RE B 2 B AT
4. NI KR RS, MKRAE ( ), i KBS [ R 15
a. EHLHR b. 2 AE RS C. A TR d.Bis R4S
5. FHZET NI R G AR KBS HI Uk ERi R 2 ( Do
a. [ KA N RTIN R G 2 Ji5 (1 X —T8 B 2%, BT K3 PT DL R R I AR A I 2R e
RIMINEAT R
b. NZARI R Gl 5 & — N 55 0% T % 4%, WA A T B e B L, oA
GBI A AT LT E
c. NMZATIN ZR e vl LA SR VE P 5B 00— L8 E L AR5 1], 177 7 K s A X e e, R
AN T RS D)
d. B K BE D Z5URN 22 4 ¥ T RGBS A Rk 2R H 1, R R R G0 — Ml
SRS, AT B KBS A T RS
6. WL ETER AL —F R BNPEEAR, DUF A REFEDIES EMPE ( Do
a. BERG R —NMESIRIFAN AR RSR, CBEI AN 245 2B EHLA
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Megs, sBuliE ettt — A S Mol i Hax
b, B EESOAR, FTLME H b RS LARYY, [ THIARNRE RBGEET N
. WERB AT, HEEARGMERZILE L
d. HHEAG S EER AT NN 22, R HAb 2 2R A ] FAAH
7. EAURRRR RS O Do

a. fEFEYE. EBARVERBEIR M b. fEEYE. RV G s
c. WEIRME. BRIRMERD St d. fEREME. BRI 2N
8. BYLTTHENIHREERIEFE 2 — & ( Do
a AN IEH KA bR R AN c AR ERAE d. M RS
9. HEAMEGR SIELAL BN T EARE T, XEARIBFETN ( )o
a. EERHY b. THHEHLEEE c. ik B d.Ja1]
10. KREJHE T IES 2 MRIEATER, TR — A S B AR DR E 12 ( Do
a. T FF BT BB 1 FA B b.$THF MSN R i 1) S A4
. 2R AN BE A d 2] FIR A IR FR T

[2#£%%)11d 2b 3d 4c¢ 5b 6d 7a 8d 9a 10d



FAE ML= HA

I

FET 1P 1 BRI 2 — BRI N 28 224, X AR R AR (2 dE 1 X 4% (1) b i Fe A H
AN 7 SR 22 A 1) . BN TP RO A BTG DX 22 4 ) R AR, (R NSRS 2,
bS5, & 2 5 R AL RE B AW imr &, A i LI N 22 4 ) 7 B 2 LA
1P [ 2% BT TR SR AL 5 49 ELIBC 6 FH P B, TP AT DASRAS AT 2 19X 8% B 84 Rl 1) 1P bk I T
DA AR IR 4 5 Bk, W28 PR S5 MRS B i Bt 8 45 21 s U 3 mT DA 5 — 28 1 rd Ak
BN 2 th AR & R, P BRI A 2 trkiE. 2R, H XTI IEAEY, SECERA
PR, R E AR SR AINUENLE AT DA N 265 20 (1) 22 A2 Be I A2 AR N 4 A JE « TG
RS P ke DUO s, JovEiiYE . Rl BRI 22 4 a) S AR B 5 R BRI K995 1S i)
R, BT TR AR

BEAR HLIC I —JFaf i & — AN E A E LT R S, Bt & RE R A S H R i 48
Koo EERT LRI () [ A 55 50, 28 22 B3P AME S BiE i A NTF, BN 2N &
FiHATOIY . BT, AR HZ N HEARA

> Mg (Network Address Translation, NAT) £K;

»  ERERR (Virtual Private Network, VPN) AR

> AL RS EE B Z e, P AR N

WE BRI AERE, PERIURA RS A -

> NRIEFRFIR, sz ok B E AR, AT DL A [ ] 2% [ At [ 5K X 4855 R ) HY

M, HEHIEERENZRIN RS, CIHEE TSR EE
> HIEMETHENSER (SP) BT LR
> ELIBCIN PN AN R 95 B AL S S OR B Y 55 22 A MR 55 22 4, (R4 P B sz B =
7|t

MR, DL EHEOR, BRI LIRS, AT DU E TR EOR

ABEREDIRMNEE Z 2N, A3 NAT 5NH. VPN M 220 HoR, REHe#
Bl BRI 22 4 BN T %

F—T Mgt R EN A

R 2 ki 4 (NATD AR FER —2H 1P thhk s 21 55— 20 1P sk i — R R . i i
Sk e 1) 75 SCANBURT DAAT R 22 g TP bk AN A2 F 19 i, 5 009 B 2 (1402 W R 3 Intranet 1) 22 4217k

> R NAT BYFEATNRERN TAE R
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> EREFRES NAT FIZ07 NAT W3EARRLE ik,

KRR

> FlF NAT HAR S22 1 2 4 v o
NAT Higik

NAT 24 1P Bk i) 1P Mk Hhy 5 —A 1P Hibik i FE . NAT HoRW KA Hy
HERI A SRR A IEARE S . A HohE 248 Internet Mok 43 B HLAE T R 1T LLLEAS [ (1) 1A #5199
W EE R TP Hohk, TI7E Internet FPALSIX Lo bbb i TP HOOK B % e s £ 57, BIFA Hhhk
ANHELE Internet FFATREH . RAAAHLHEEFE: —> A SEHbE 10.0.0.0/8, 16 > B ZEHihlk
172.16.0.0/16~172.30.0.0/16, 256 > C 2kt 192.168.0.0/16. 24 Huhk 2 FaERAL A Mkt LA
FHAD TP Huhik, HRRAAR IP Huhlk, ‘EATAT LAZE Internet 1347 B i .

NAT eV BAFAE 1P ik i) oy 500 28 07 in] RUREIN, 1 HL A 2 AN TR ER H N2 R i B — &
WLARHUAS M 1) 1P Kbtk

NAT BIFER &

NAT AR EEAT W A~ 38

» HATAM (Intranet) FIAMN (Internet) 2 [A] F k4 46 ;

» It Intranet F) 2244 .

NAT & Rffdk 1P Hhihik S ok ) T4 H 1), 8 NAT v LR S 1P bk R HE . fEE
Internet [V & BE, 7 Internet b8 A A WX TP Huhib ek B E SR, & 57 20 e 21 1 1P bk 5%
TR A R, W TP Hbohk TR A AT R L2 O R BRAE S M E B 8. R 7RO AN A,
T 2 MR DT R o TR I R — AN RO, e 7R B 2§ B SAT AN RS IR ) 2% b i
L2311

TESEBRRI A H, NAT BT SCIFA A W 267 i) A SL 25 ) D . i T FAA Huhik o] LA7E
ANFEHI 28 N EBE ST, IXAEIRRFERE AT DL AR 1P Motk R sk i v @ . (A A AL TP Hhudik
P ENABEE S Internet 1A, AU P RSCH I FAE HUbEFE 0 s A G itk ARk
Internet JBA5 . Wi NAT 347 FA A bk A0 G Hubik (9 AR BG4, 5 mT DASEELAE B AL A Hohk i 3=
Hl5 Internet WIE(E. A NAT )5, — A R TEHD SR AL, ToREM A
Ak, G, AT B EH AR RS 2% ik R ) T R

K, NAT $50RZ AT Intranet %24, FIEHET NAT RIRETERT KR RS, HAl, B
KIEFARZAEM S E (TP Hitk i8> IR ZE (REIRSS ) G, 1P A SRR SR I
HuhEAD H bk R G AT A, T 1P IR A S A B, R B AR A 2 O AL et k.
ARELR S AR E AR AL —A 1P f)SC B A R UL A&, 5158 H 2 B AT 55 4 .
8 NAT FiARE ARG KBS RGN, Xt Intranet () 1P ALAJJEHEERT H FIHBHEEAT#e 4, X
FEAN BT B B EAE L ) TP ik S o S, AR B B R 2 — AN
VML, PIEAE L 7 A B4R 5 2 Gl A5 B N HLE) RS 1P Hidik. 534k, BT NAT °] AR
PR EAS BRI, Kb S A 2 et AR L, NAT SRSLELtkE %4, BT —MIKZERND)
RE, RFILEIEAT IR ZN
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RPN L -

AR, A NAT sk 7 —2A 2, W NAT S56m s #ebk e BNt — Ak
IP Hu bk #REAE 2 — e I H), BRSGAN T S aE i o K NAT HIT-SEIL M 2% 22 4x, HA R Z iR W
W ALK HASREROR, 75 0 - 2244 — N3 K R ik oS B R M S5 4, 2 (4R T B
R TT R O\ RE BRI, B G =, SIN AR HEBVE .

NAT HYECE 7

NAT FE G NAT. 204 NAT 1 NAT 84 = fElE 7 .

|

FRAS NAT——FEFHAS NAT 1, PRI 48 o S FE WL B D &30 IR 285 (1) A
izl . R N BN ZE A E-mail RS54 E0H FTP 55 23 55 0l 4N - SR IR %5
XSGR 5523 1 1P bk st DA 20K F B A bk e 4, DA(E ZMER P U5 1) X e R 45 2%
A NAT——38N75 NAT 5 S8 E AR b, 2R 5 R H 8h 2454 Be i) 7 v it 21 i
HINZE . BhA NAT 2 Bha—X— g .

NAT i #——NAT 0 10 Ak BRI 21 AR5 28 TP Rk i AN R 11, AT <K
L2 — i . NAT 02 i 2 10— Ptk i 4607 20, AR i 1 bk 46
(Port Address Translation, PAT) B34 ¥ 4% bbb o [ 4% 4t (Network Address Port
Translation, NAPT). H TAEFEHZE: X2 NH P RIFEH—A 1P thlibiy, 2% b 25 H)
H FJZ/) TCP 55 UDP iy 115 &5k it — Hi bR IR 5 5 T L.

HA NAT DIRerIBE% K2 A 28 130 %%, DR it e 238 1 1) Bl 2B AE 8 AL 57 L
2 2% A RTHSEL DT W A28 R IR S5 48 i, B I AL TP bk BV AT 245 [ AR ARk 55
ai, BR G Raairhd, B ESAAT NAT 845, SN ERRA A sk e B s/ iR . w]
B AL IP bk e, AR L. AN, MR T SEALAE DT 13X AN W 25 P9 AR IR A 55 2 i
BTV R MK ATE 1P bl BRI BB A, 8% % 0 A E L
HA AR R H XA 1P Uk D7 1) B e ot A R ALAT TP ik (5 il

R P NAT BHEIZ Al ARE
R NAT HARBCE LI, 5 BT LA AR E

|

|

PR AS H Ml —— PRI S PR TP Hbdik o 3 e b AN 75 3 1) 9 28435 B ol
(NIC) BY Internet ARS-H2AERT (ISP) HiE, BI—ffi A IP Hidl.

P 05 4 s b —— P I 2 A5 FH (KA TP Mk o 3K S kR 6] NIC B ISP H i 5 X
R AA 1P Mtk N4 Rl 248 S A A 1P Hilik i EHLE S Internet IEEHT,
POH) 265 1t k- 2 e ) A5 Y ) TP b

ANERA Hb 3 ik AN 2 AU (1) TP bk, 1XEedhl 2 AF 1P bk, {Hi&n] b
FEP R R EAT I, B AT PR R0 285 2 R L

AN 4 Ry b —— SNSRI 2% E LS A TP Hidik . IX sk E A F 1P Hidlk, {H2ix sk
1P Hbhk7E P 30 X 25 Hh & AN AT LI

i NAT fryfcE

A NAT R — M7 E A A A I B S S 21— D B Rt bk . XA S
NAT FRAE— MRS I A A bk, — Xt B — [ e HLME— A B 4 R ik . 32Xy
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AAE AT PLLE P B85 1R A8 99, i HLAT PALEAM R BLRE DT ) Y R %o B P RS NAT BB
AR 5.1 fin.

*#51 FERHMEBSNATEESGS

sy A
Hl {(\

Ty e w9l

ip nat inside source static local-ip global-ip

78N PN KR A St 4 SR LR ) A NAT iS5

no ip nat inside source static local-ip global-ip

HU Y P A H 4 R M B S NAT WL

ip nat inside

TEE NAT P33

ip nat outside

F8 5 NAT Fhpisit I

fan, £ 5.1 Prosf Mg mdh gt d, NN a WWW. FTP Al MAIL 3 & k%4,
BATE FH BRSNS AL TP bk, A B s ik e e &, SCI Internet b (1) FHLRE VS )
X 3 GRS A. X 3 GRS EEH I 4 Rk 2 A 222.56.127.162. 222.56.127.163 FlI
222.56.127.164, YRR ERAA TP Mtk 7508 192.168.0.2. 192.168.0.3 F1 192.168.0.4. % H
#% Router [ EO L1/ IP Mtk Ay 192.168.0.1, SO L IP Hihk >y 222.56.127.161 .

19216802 ™

WWW 4
222.56.127.162 ‘

192.168.03 ™ 192.168.0.1 222.56.127.161
FTP E0 (@ N SO
T S
222.56.127.163 I Internet

192.168.04 ™
Mail k}

222.56.127.154 “

Bl 5.1 #7& NAT fic Bl

FE#% HH 7% Router " B A NAT, HECE 4 LI E SR W -

Router#config terminal
Router (config) #ip nat inside source static 192.168.0.2 222.56.127.162
Router (config) #ip nat inside source static 192.168.0.3 222.56.127.163
Router (config) #ip nat inside source static 192.168.0.4 222.56.127.164
Router (config) #interface e0
Router (config-if) #ip address 192.168.0.1 255.255.255.0
Router (config-if) #ip nat inside
Router (config-if) #no shutdown
Router (config-if) #interface s0
Router (config-if) #ip address 222.56.127.161 255.255.255.0
Router (config-if) #ip nat outside
Router (config-if) #no shutdown
)

Router (config-if) #exit
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245 NAT IHyicE

BNAS NAT XHCNBIAS BRI, B A bk 5 38 4 R bbb gl — %o — 1 8 4t
PN B4 R stk AR I P e 1%, A A St bk BT AU ) AR PR 2, AR A bk
55t A b 1t o 225 328 B B /N (8 A 4 A L B N A R bk oke s 4, LR S FR 0T

D R E R A PR S 4 R Mk i ) A ST Mk
FIF ACL, 52 SCASVFUG I M 1R P 3 b ik 3
SE S FAS s Bk 5 P 4 R bkt 2 [8) B 5 405 &R
> PR R AR R 1T
NS NAT FLE @y 25K 5.2 Fios.

>
>

*52 EHWHESNATEESGS

i % o fig i Wl
ip nat pool name source start-ip end-ip netmask mask ST NAT WS bt
no ip nat pool name JIHI B3 bk
access-list acl-id permit source [wildcard] BldARUE ACL, 1 NAT P9I kv Fl
ip nat inside source list acl-id pool name Pe T Mk i (Y 345 NAT gt
no ip nat inside source U B4 NAT Besft
ip nat inside e NAT A M 11
ip nat outside T8 NAT #hM3 1

filhn, HEA R g R — AN G TP ik, RIEK 2% fa0/0 42 0111 1P Hikik 192.168.3.240,
I I T 4 BT R BREHLES R LA 1) Internet. Web RS #sthihi Ay 192.168.2.2, T MY Ky
255.255.255.0, MK 192.168.2.220, DNS & 211.98.72.8. AP — &ML 1P Hibk N
192.168.3.3, TR 255.255.255.0, M 192.168.3.1, DNS /& 211.98.72.8. WM& 4i4hah
FanpE 5.2 s, HAMBCESENT .

R1  192.168.3.240

. Fa0/0 &
i} Internet

: Fa2/0 r
‘, 192.168.2.220 ) )

192.168.2.2

19;.168.3,3
K52 37 NAT fic &7
BD X R FTHARE.

Router>en

Routerf#conf t
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Router (config) #host R1
Rl (config) #int fa 0/0
Rl (config-if) #ip add 192.168.3.240 255.255.255.0
/ /B HEERE Internet BN, BCEFERIMAE TP Hibk
Rl (config-if) #no shut
Rl (config-if) #int fa 2/0
Rl (config-if) #ip add 192.168.2.220 255.255.255.0
/ /BRHERIEEA MR D, BCE N MR
Rl (config-if) #no shut
Rl (config-if) #no cdp run // RIAERHKBHML (CDP)
Rl (config-if) #ip route 0.0.0.0 0.0.0.0 192.168.1.1 / /T B B 2R BRI

2 XEHES R HMTRCE, feEXtsME,
Rl (config) #int fa 0/0
Rl (config-if) #ip nat outside / /R AN LR AMEE

B30 XAy R1 TR E, fEexmNED,
Rl (config) #int fa 2/0
Rl (config-if) #ip nat inside / /TR IHIXANRE DR A 2

4L XA RLTIRE, 08k,
Rl (config) #ip nat pool out-pool 192.168.3.240 192.168.3.240 netmask 255.255.255.0
/ /B, BB 2R out-pool. bkt Ras bk B AL b2 192.168.3.240 &
192.168.3.240, EHAMILHN 255.255.255.0, %Gk g — Ak, i
2G5 Te ik, IR HIEZR S OIS SISO FRESIR) TP Mk B AT

%50 xtghids R1EATHCE, FOVFH NAT $edi.
Rl (config) #faccess-1list 1 permit 192.168.2.0 0.0.0.255

//EE RV NAT 2, XETTPUR RF—#2 1P Hubb#h NaT, AT DMERYRE act BREIH
SO Al — AR AL AT CAMER S, R SRR o i ss

%6 Mg R1BHMTECE, KRECVFIE NAT B9F A I .

Rl (config) #ip nat inside source list I pool out-pool overload

/ /IR NAT ) ACL 1 FIRITH I AHEEE out-pool KREGER. XK Overload /EtBEH
=8, WU RV LZER upp M TCP St FIbRESTE, JCHELEN M_ERENZ T ikt
B TP HBERITEOL T, XA KU AT

TE SERR 1 9 25 20 g e B AR, 5 BT AN KT AR Web S8R %S, IR 2842 N J7 =UAT LA
A IP N (k5. XM 7R e TP 3 AR 2R M), thf 2 i 2%
(R A1 U DHCP BhASIRECA W TP ik, [RIERTF IS TP Hihb A e, Szl bk
Mo SXEFRTDAEES 4 BRI 6 0G0, WG RIRECE IR 4 DA, 5 6 DI E NE
BT

Rl (config) #ip nat inside source list I interface fa 0/0 overload
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/ /AEFSVFHE NAT A ACT FIBR EHESASME ORIBGEER,  ToiB B g xS L3RI B4 1o sl
AR P AME 1 1P HihEHEAT NAT

FAEN A IR 0 AR Web i d%, MITTAERE 8% R1 B RCE i LB, BCE N AT

Rl (config) #ip nat inside source static tcp 192.168.2.2 80 int fa 0/0 80
/ /BB B, ShFEXT Fa0/0 #2080 S RIS, HFEEHEIAM 192.168.2.2 1) 80 %M

2 bkl 11 G HRIAC L

WX 4 M ik vty 1 3% 4 (NPAT) BRFIFR A bk #53 (PAT) wIFFHubbfh%, &rrbhik
ZAN WA — A TP Huhk [R5 iR AR . NPAT (550 3R 00T

»  HIT ACL JE LA vrysIal ZM R A #8 1P ik v

> AN TP ik XA kb A R

> K HEIR T AESS 1 B E UK ER TP HuETE R, JFAREA A overload(#E %, El PAT)

L
8 SN g RIS Y B ]
W R 28 kS 4 (NPAT) fic B fr A 5.3 fis.

%53 HEAMNPATERE®S

WA oy fie B
access-list acl-id permit source [wildcard) BIEFRHE ACL, W& PAT PP ALY
ip nat pool name source ip-addr netmask mask BN PAT Wit bbbkt (fUF —AN 1P k)
no ip nat pool name T3 b Akt
ip nat inside source list acl-id pool name overload AL E A Pk, $R914 overload 752
ip nat inside T NAT Py R 1
ip nat outside F8E NAT FhW i 1

NPAT BCE m B 5.3 Fron. AERMIZEH WA TP Hilk 192.168.1.0/24, 7 8@
W 2 Hb ik v 1B G B, SR 5 AN IEAE o NI o U — A NS4 R
202.116.65.129, 1ZHhhilAC B 7E % FH 2510 SO 1 bo 7EFSH A b FR B N E

Router#config terminal /[N R E R

Router (config) #access-list Ipermit192.168.1.00.0.0.255 //HAL¥192.168.1.0/24

Route (config) #ip nat pool pl source 202.116.65.130 netmask 255.255.255.0 //WHE
Hohky

Route (config) #ip nat inside source list 1 pool pl overload //TC & PAT s}

Router (config) #interface e0 / /3N L B A

Router (config-if) #ip address 192.168.1.1 255.255.255.0 // P E TP HhhE AR
Router (config-if) #ip nat inside / /BN

Router (config-if) #exit / /1B H A E

Router (config) # interface sO
Router (config-if) #ip address 202.116.65.129 255.255.255.0
Router (config-if) #ip nat outside [/ LB AN
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Router (config-if) #exit

PERRIZE | ShERRIZE

e0 sO <
192.168.1.024 192.168.1.1/24 202.116.65.129/24 (  [temet
.18 ity S

202.116.65.130/24 |

K 53 NPAT It & x4

fic & NAT 1 NPAT 2 )5, @I HAL—sagsd, TG,

show ip nat translations / /BN 4HTE A NAT /NPAT
show ip nat statistics //B7RH4HT NAT/NPAT HISGETHE S
debug ip nat / /7N NAT 5455100

clear ip nat translation / /M NAT KHEBRATA FI3h4S NAT FE
clear ip nat translation inside<global-ip> //JERREAANENA NAT BlE
ip nat translation timeout seconds

//FITBCE NAT BRI IR (], DASTZIBR e AN AR A
DI P 25 2P ELIBR X 80 5 g St Ay A ) TLBER MY, ) R PO Y R 4%, TG K 17 K
T SCER) “RTE R 7, B AR g SEIAR[R] X 2% 22 18] B3 0 75 B0, A8 Ry 38 W0 Sz 7 L3 AN
Internet %A AR JEH EEAMEM . B H88 i EA LK BRI 550 7S, JE
i B 2% 2 A Ba i, e TN A AL

2%

1. Wbk (NAT) PIERRA4?
2. R bl (NAT) A7 AR ) 32 ) R A4 2
3. BCE NAT I, HiAH4 B R E /T B TE SRS I K NAT Fe# iz ?  ( )
a. NAT PA7BAFI IR/ b. NAT i (gt bk #i
c. RALF I TCP 3 115 [ H d. UDP 5 TCP (&>l 2 Lh
4. FCE NAT I, 25 R8N SRR AR R Ry X 112 )
a. NAT A1 1 b.NAT Wi c. NAT 48k d.NAT 4 I
5. THIBRS a4 R LAERR NAT #Hk hRpe i RS AE? ( )
a. clear ip nat translation * b. clear ip nat translation inside
c. clear ip nat translation outside d. clear ip nat translation protocol inside
6. THIBE A4 B4 R NAT B b b TIm RIS 1 e 42 ( )
a. show ip nat statistics b. show ip nat translations
c. clear ip nat translation * d. clear ip nat translation outside

[B£%%R]13b. ¢ 4d 5d 6b
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#FELR >
IR 5.4 s indh, 24T NAT BEESCER. BRESCRASERY: O -4

PR (IR NS MEAE OB O BB by 202.118.248.251 Fil
202.118.248.252.

CM\ La0%0 Fa0/) Internet
R > 192.168.1.1 202.118.248.251

192.168.1.0/24 202.118.248.252

K 5.4 NAT BB S2i iR b0

Pic B S50 2K -

(1) BT EhA NAT Bl B LR 2 MW hEE S 2 S BB bk U7 7] Internet.
(2) BEAMEAT P38 bk T2 15 1] Interneto

BT EUETHAN

REAN L IR (VPN 2 — Mg R A2 5R, e 3Rt 17— Ml ad 2 F I 2 x4l 3 A

WIBEAT SRR 22 45 ) R HET7 30, SR VPN R, Al BB ] 2 18] 0 Hedfa it vy DAHE R 36 )
B, AR TR RGN LS IR SS E

F B bR

» R VPN [ TAEF T,
> PR A RS B B #EY) IPSec FC B VPN ) 7125

ES

» KM VPN HAR, AMbEli ]z () B #e v v] DLUE I B RN B AL
VPN 9 T

VPN [R5 SR Bl AT B2 T AW 8% (13 5L (Packet) BEAT N ALEE)S, HH2
SR AR R H N5, AR, VPN [ H Bt b Bl teda, i HAU ORI A IE K — i
RE Ty R R . X THETE i 5 T AN S BRI, VPN AR R RS .

VPN HHE &

FE P W )B4 FR 2 Virtual Private Network, 4554 VPN, H& XnTF.
V Bl Virtual, 75 VPN B3l TAEG LR . VPN FEAE— P B 25, T &) F B 5k

PIZE T IR BRI A M 2% IR ST R T B IR P 45 o 3K Al RSO R 25 O I s £ T T ABRAR
Al TRV P A EE R 45 1) 9
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P B[l Private, o€ bk i HI 7 R AT AR A A% S8 5 Y I — BER A T 22 0 2% ) B3
B AR 2% BA IR R AR 1, FAARRBLAE AN . — R M B & e, B VPN [
IR (CQMEIEANAT 8D R EN T DLl Al & P, AN TG 24 3T Bt Al VPN T
o b AT RIS B AE G I — B IR ST i . R M i 224k, B VPN L Hidfe
AR VPN B2 Ak, SEHLRT Bl £ 2 3R 2% 1 da P i e i

N Hl Network, F7miXsg—MAMEAR, oA T @SFEH VPN, 2K, Bl AH R
X 2% Y 8 S B A R ¢

fy s, AL IR CVPND REFRAE 2 I R 4 Ll BEE A sl s HoR,  prid e miz
BT MEBEREEM . 8 VPN SR, kT IR 223K SRR R Z TR AN AT
AR A2 A — 2 L AililE, JFREf 2] VPN U 2R 2 2Rk

VPN $R Bt 22 4 i 55 E AT LR 3 Fifr:

> HUEMEAR S —— RIS 2 WA R A A5 2 RIS et AR A 2 ik 2

> RS ——R R R B, SRESE I EB S

> NEARS—— R T AR VT FIE, SR S, BrikdRsmA, BIAFRK

FP BAT AR 07 TR B PR -

VPN ) EZHKA

HT7E VPN EAEMHEFEFAFEE, VPN H P 2 a2kt m. Bl VPN &
BUR MR ERA . BER, FHEEEAR. HP A S& S ER AR IREIEE %4,
1. BEHA
VPN I FEIERAR (Tunneling) JEHEALRIE U2 A 0RY . BEIE AT 0 £cdh AT 3
2, TEAFEWZE gy — 240 dnliE (BRE), 1kl X &R e . FEiE e A HE
I D A 2 T A R B SO ) — T, HBEE SO . $ BT R E P AN R, R TE
B R AN = EREE 4. M BRI v s S T SR R PR S B NS A, FRiE ]
DA 43 2 = 2 ik T 0 5 i s T 7 e
»  FZfEiE (Voluntary Tunnel) ——E)f%iE & H Ay Ry, A7 63
BNFEIE, 1E% WIS s 7R B e BRiE % P it IR0 3 B ARRETE Ik 5545 11
kR G2 EZhEER TR 2% P LS RS 8 2 (B EAE — 2% 1P 8 Gl /s
Bk S . N VPN HAR L 52 — M, sk, #57 VPN HERE
IP 25 RS FRERp ] . — 28 L CanZk A PCO m] DL A F $k 5 T Xode 42 TG i
S IP AR, (R AR ON AN R IE i WP e g, A S IR TR IE L
» GEdfEiE (Compulsory Tunnel) ——5&HI|BEIE 7 £ VPN HI4K SRS 23 KL B
g g, ey, P S T LA 9 BE e o 1A FRAL T2 WL R TE Ik 55 2% 2
6] (4R 5 N IR S5 S A ABEE % WL, N R TE (1) — N o BEREARER 2 P i ALK
QIR R TE 1) N 28 B 2%, B SCRF PPTP WX AT Im AL 248 (Front End Processor,
FEP). C#F L2TP Wil i) L2TP 2 A& 2% (L2TP Access Concentrator, LAC) F13Z
£ IPSec )24 IP MK, O T REIEW HUAIEDIRE, FEP AAJ0% %5 2 i) BETE Ph,
[ BEME 7R P ML SO R B s TE . A P LA e B FEP A gt pgie,
Fir AFR N i i bR o F )RR IE BOR A RN % P LA AL (R BEE, T AE SR i) 1
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FEP FlB&8 iR 55 2% 22 18] 37 () BEE ] DL 2Nk 5 & P HLL S, AN D A AN % P HL
WAL FHIREIE . B, fERRIETR RS 2 AR SN E R, TR
B JGE—ANRIE W TR 2 5 A BE & R 4Bkl .

2. BHE R

TR SEIL VPN HIAZ OB « VPN B 500, of T SEA% 346 Y 500 1 AT n 25 A8 36,
M A5 A AR B IR . B RG AR TT Loy LR i

> SERRE NS —— AR AL AN A, RN A R AR R B o AR X RN
T 3, B R Rk R CE A R F BN B SRR — AN R AR, Rk
I AR R 3 B N 25 R 3650, FRE A IS E b ARH, Hllca I eI S0 R AH )
28 FR LR 3R I S LB 4 X R B 35 5554 DES. 3DES %%,

> CEXIRE SN —— R AN . X Ry 2 AR R, B
MNERER R AR . AHWTUAZ RS, EEERTT Z B AFAEE, BEAIL
W26 bk, AHAESSHIFABR TR . IR A BN (s RA 18 FAH A REfR 2
RIS ) 8E A A Refi s . R E AN AEXR RS SN 5k A
RSA. Diffie-Hellman. Rabin. MR MIZE5F, H A #W 12 RSA ik, R
FH §A I A T R B

3. BHEEEA

e, EEEAEATFES, i VPN RS S R 5E A ER EE, HHMr R0
REWH: —Moglid N TRE R, 55— F R HZ MBI K. N THECE 75 ER
AEE, HEHE RS, B E TR, B g B s R, A iEshs
B, BT ELEE N, RENE TSRS VPN e, HAT, BRSSP bR 3 5
B H I A 24 BE (Simple Key Management for IP, SKIP). Internet 224 9 e Al 2% H & 1L
P (ISAKMP).

4. B AMEEA

VPN 5 S ()8 2] W 2 F P 5 & M S e, WREA — N E—RE S5
IIE TR, NEHAbZ &L 4%, VPN RN 8. WEIR Lok, S iAiE)
XA AL (PKD 1A R M PKI KR PiFd .

4k PKI A RS INIERZ KM UID (P AR + Password #53K, BT R A BIPMMG
OZFEYIEYML (PAP); @FUH—EFIMEVMY (CHAP); @R Y B H MM IGIETML (EAP);
O~ FIEMY (MS-CHAP); ®Shiva [I4AAEHY (SPAP) Pri; @®@fe
PTNNIEMRS (RADIUS) thifle Mo, —BMZi AiRS%8 (NAS) SN RADIUS &/ #L, A
WEAR S5 %% 4 RADIUS 5o ( XFR RADIUS JiR4548).

PKI 7R R I S 3 UAIESEBI A LT %5 2N 2 B8 2 (SSL) LAl E st it S ik
iE Kerberos %5, H #7228 T 0 iE BUGEN (CA) ZERINFFE X.509 #LE
HIARAES AT BB X 2B G AT, T BRI By, Bl BB Tl 155 SR )5 AL
T AR P ET IR, WA LRSS R IEM—8, X5 A4 TS, S&IREE.
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VPN 1)) 2

£ VPN /1, AR PN Y 2 18] 3
H AT A Gtk F X P i 1) 281 (1 P 2
s T IR A 3R 2% 1) B B A 41
) — bl FE AR o IR DR R X

— R EEE

AFAHPI L

SARGRET (ISP) A HA s TR S 7 e -
(NSP) 75/ e 47 11 O 0 B N
1E7, SR 58X &b A s s, A 55 VPN [fbid s &
5.5 i TRT R kIR R, 1)

Bl R

AR VPN BRI SRS TE P TR VPN LI 2RI 73 D9 = Ffr: SRR U5 il READAM | Aill
VA 08 R 0L DX R A LA™ g R DDA

A2 i8] EE AU

TFEVT IR R (Access VPND MR N RE L 4k ‘5 M (Virtual Private Dial-up Network,
VPDN), = Efig el 53 T ARV KN 73 SEH LA S e A2 F P 22 e Jp A T R, B P BE
FEIREARNY N EB IS S, XCELORUE R P A AR N BB IR ) 22 4 . SRR AR U 1) VPN & H il
T A B RVRE P IR S5 52 (RS (ISP) Bk B EIBM b, FRAE M RTPTE R A % 5 2w R
W2 [B) ST — S N {ZTE . Access VPN I R Zi b7 s B 5.6 . A2 H - A VPN
BoR, @ik ISDN 4577 U N 4w WL I .

RIS B . RN

Tany.

BRI VPNJRZ 8
5.6 Access VPN 4457 m &

\

R

Tl R BB EE A

BEE EAE M55 I R R AR, Ak p o 1 fi AT BEAS PR B R AE — AN I T, 1T A2 43 A £E AN [B] R 3
PRIX IR, B n] DAEs A R B 5K BRI, Ak (45 BRI REE 2 & AR T 284k XX A o,
ML FBEEFL (Intranet VPND (1) il /2 85 20 FH I 28 G ELIBC I, 445 A7 A 7] 1 3 X3
(R AV 3 SRS ) g 3800 22 4 B R R, SEBLA L N E B e & L= M A B Bk .
Intranet VPN 12 45 147~ B B A&l 5.7 BT o Intranet VPN LE P AN S5 1 90 28 (1) o 5C 2 [a] g 57 1
—/NMINE ) VPN BEIE, 9% 0 A 8 X 4% 0T DL IS % VPN FRIE 2 b T (E, siirg 5 A
W25 —FF o 80 BT Ak 2 B e 1 SR 3 T, 2 50 G0 e e bl FE P o e 42 38 EL IR 1)
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VPN 55 st AT, SRR L RO e afeid. HEEHK VPN RS A, 1%
VPN JIR5as 0 Bl i, DUE LAN S T e R aa i (= B

BRI VPNJR 2 BEA O VPNIRSE AR

] 5.7 Intranet VPN ZH 447 2 &

Internet VPN iR [ %2 4 XA, UM FEEH NN SV R FIE K, K AR
VPN E A A M8 . Internet VPN (%2 2 PEHH T4 VPN AR 5585 2 18] TR FH I In &
TN 27 NS

Tl 37 R EEFUUY

BT A AR A B N LRI RN 28 0T Be 20 A T AN A (i34 B, A5 48 b — ol il 1 28 Bk
SEIREAR A e . Wth—oR, SRR S YR S AMEAER B o, 0 H 2 Rl Al ) R R A
SFEFHIE S, b BRI (Extranet VPN) FJH VPN $iAR, 75 I8 (5 FEad 5t (a0
FIRE) AR A AR AR AR I 28 B R AL 2 A B Ak R SR 3, U Ak 5 SRR E = A5 B
ZJi. Extranet VPN ISR SR WK 5.8 fiw, HSZFUE—F KT I SCH) VPN, 5
Internet VPN /N[, Extranet VPN 75 ZLLEAN ] Al Py 3 2 (R 4L, 75 AN [A) i sORA 8 2% [ T
G, DWEAF 22T E .

DS Ll
[ 5.8 Extranet VPN ZH il 45 ¥ 7~ 15 (&)

Extranet VPN BE{RAIE €445 TCP A1 UDP [l 55 7 A R 8- At S2 P AR 55 ¥ % 42, 401 E-mail \HTTP.
FTP. RealAudio~ ¥ PEM12c 4y, LA —LLR FHAZIF U0 Java. ActiveX %4>, Extranet VPN
fil e 1 AV AMEALA N 22 A FIIEAE 22 A ), [t B ARG 1 DR 288 A R LA o

VPN 1] LA7E TCP/IP WStk RIGARNE R ESZEL, A Z MR T % B—MBH TR
A % B rRE s, RS B O R R R .

VPN [1)5281

HZFh 72 VPN, #2H8 VPN 7 TCP/IP Phillik 2 iseii g =, mlE 4 Nk Eg
JZ VPN. M%%)Z VPN FlfE5i)Z VPN, Rk, HATHE WK VPN 2B RE =F: £T52 )2
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1) VPN SEIL 74, 40 PPTP. L2F. 2TP; J:T25 3 210 VPN S2I7 %8, 40 IPSec; /1 T28 1
JERES FZZ 1A () VPN SE8l 77 %8, RIf&%i)= VPN, 41 SSL VPN 4.

S VPN B SGHEE AR L BRI, T P 1 D) 0 1 R 1 SR SR B 3 1 . T R TE 1Y
P CA 5 Z BEIE B SO 3 =2 B PR . 55 R BEE P O TR AR R M L, e
FER T Access VPN, 2 = ZRRIE WHH T =2 W&, HRHER BT,
41 IPSec, A LAY /& Intranet VPN Fll Extranet VPN 7R . f& %12 VPN N3E T SSL 528,

HF IPSec #9 VPN

HT IPSec Y VPN /& —FhE T M4 21 VPN SZI1 5 % . IPSec TAETMKE, 2%
JEEE, 02 R B BT SR AR AT I R, A R RR I S . BT IPSec H
A ST S E R AN PR, T DAY R ELE T 1P R IE IS, IPSec AT LA IS E A, I H.
WIS ECE IPSec KA VPN, ik &1, IPSec VPN R AEIL R N % ML 3 24 2228 FI B
IPSec % HUVRAFRFEA R %, HIEKERER P “BT7 AW, FEfRE e sSn
O —FER AR ABLR .

1T IPSec $RAHS I d (s, AT R4 - SR L B 47 22 4% . IPSec VPN I RETH
BWNE R, 2 IPSec ZINURMFRESLIL A%, AREMH 25, BT IPSec 5i# %
#%E (GRE) #SRHETRAER VPN sSLBL 730, Frll GRE VPN 7R B, 2 L[5k,
IPSec VPN 1 [FIFEFELE

IPSec LFFEME M. NGRS Bl S maem, LUy i H - Z 161
GANRS . AT RN B #R RGBS TPSec RSB HEAT Vs il DRI 76 FH P AN 75 B2 N 4 )2 2 AT
IPSec VPN & — Sl 2 4 FY W 4 22 4 R (1) AR 1k 4

HF SSL A VPN

5T SSL ] VPN & —FA T8 E MBI ZE Z M VPN 53U %, BRI 22 41l
R TEEEZEPNL (SSL). WG F M5 (Netscape) AFI$HEH, Z—NET Web N
(22 APl BRI TCPIP AR N . RS2 AE B 588, DR TER%
WLAIE . XA AR BE 85 (15 2B 3 F 7 R AT ATARAETT Web DY 88 5 HECWEH:, SR8
it VPN LA BRI R A NN

SSL VPN s&—#K ] SSL Ph il SEILZ AR N BB 8L VPN HiR . WA R E, X Fh
e B R S A B A LIRS B & (F2EF ) M SSL VPN &4 . A3tk
MR 55 35 2 Al P9 IR I S BRI MRS 3R 3, FTLE WWW IRSS#% . Telnet AR 2% 2% SR 14 Al 55
peat e P — RONFRAERT R £ 3 88 (IE. Netscape 25) , 'EF|H SSL VPN AR 11255 it
R, SRJGARIEF] SSL VPN W&, SSL VPN WJ/E VPN RGuv il 45 Hl] ik S A% 0, 8
B AL K2 5. mREE 7 HLS SSL VPN W ¢ [ 457 SSL “24xfi%iE, % /7 WX SSL VPN
W G I THI 0 BT A 92 P AR 45 4 1A 28 FL AR #10 7 SSL B& i P A% %

L) SSL VPN SR 5 ] RAE AT 2 A A SR v Al ZEAR W & (1) L Web
SR ], mRRIPAE L EGAEG RIT I g (6], B CASEBUERE Y, BPRL “RE L7
ZRR SEBLITFE P 3% RE, AT AT Web S YE 28 U7 Al AL Web RIF . 2488, SSL VPN 47
TE—E M 224 AR, DR F P o] A A 3 ELR s N
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IPSec VPN ) HI<2441

TERIEE—A VPN I, 5 38 3 [ ] R G B AR 2R 841 VPN, dnf i ik — N BARAR T &,
WHATACE VPN, Hl, IPSec VPN Fl SSL VPN & LLF AT M AP ELEE I AR AR, T3
b PR SRR SRR AT X PR VPN B AREAG R ThReRitE, & B WEEE AL,
{EE AT R FH R0 Jir B R 0 458 A #8 Re0 £58 D5 s B SO R 36 SCAE I 28 P AR i . 2458, BV AN
R HNBFEAR AP FIPIAEZRNEK . SSL VPN 7EN I JZ N, 258558 il F#R th i 18,
AP RELL R ZE s T IPSec VPN RLFHTERIEL, 2t tEm . IPSec & — MR NI A B
I I8 A5 P it 2 A ORI P SR, B0 B A2 FIE 24 1 22 A I RN R AR 3 i A% i ) s
IPSec AT KA Internet 224 KB AHE BB (ISAKMP), BEWHEAEH TN JZ M55 118
Mg BB E e (IKE) i SRR A R g 1%, X IPSec #E4T 1158, FHA
IPSec 7 THCE . I LAZET IPSec 1) VPN NI, gt AR R T R 5HECE .

IPSec VPN 75 £i&it

K H IPSec VPN J5 sREEF BE 0L & FH I 4, SEB 22 A R0iEsE, B 5 ZE4T VPN B4R
Rt — MG IERE B EE L RS SAER G 3 4, VPN AFSN, HF
BIX 3 #5r. AFMZE, VPN EEAE R P R Ak, 28 R E B AR s
o IXASREIE R BN T B S 2 Fi, WEBC S, AR, ZSIE VPN %
Pz, WK BRI 2 b G B — G 5T Windows [ VPN IR%5 8%, & — & 508 VPN I
BEMIBG KRB 28k 7529 VPN HRS58%. VPN AR S5 3% — 7 THE BN LA A 358 10 & T SRy sk X %
(LAND, 75— 5 hiE8 B s o & 4, X EtE R VPN 425 LA — AN A i 1P
bk WL, AU A — A A BN P e M4 . MR LS
VPN 2 E H N4 b T ST @R, Jol NSP A EdEfL1% 3] VPN RS 4,
SR JE I VPN RS #04 Br A I Bs %26 20 H bR 0L, Rk, —A> IPSec VPN 5 R — B ELFE
PAR JLI N 25
> RN R BTG, V2 R T S R AR S
I, T PR S I 4% ) T S S R D 8 BB N LI o 7R P R I 4% 22 3% VPN il
%4%, TEMZH AECE B VPN ZhAE % 48 .

> N AEIK RN TR TS SOP U 5 B S R AT K B a6,
T AR RS 7 SO BB SRR 2 MBS 0 2 AP, AT DR R % 7 32
HURI I EARIE B, 2005 4 p 28 AT IE B o B, 20 SO UA AT LSRG X s 3 el 4
HRUR, A TEKE R e B A5 BRI

> B TR A N7 R TEANE ZE R B AT Dld i e e A A S L
(2 ik 5 B, BERTEN 4 ISP, NI BN G, RS 3RS S
MUK ) 22 A ST RS N B BRI, 22 A N LR B AN 43 3L

— AN VPN W2 R g5 R BT S LK 5.8 TEZonBl 5 R, SO T LA RS
PEEAE 1 50 WM RS 2, DLCETEAKAERIES B 48 3 19 VPN H%; @id VPN iR 230
FPVLHIMN S, ST T B AR 5EMRES 41 VPN &8, sLhrd, PR
&Y W BRI BRI REIR 2, TEMR NG PR BB ROk SR T 56 70 SKHULAE il o
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R 5.4 R AR b 1 R 1P ks

#* 54 BWAHMBIKHORIPHUNEE

# 4 IP Mtk AT ) 11 By 11 5 11 B o 1 bk
BEEA 1 202.119.167.1 ES0202.119.128.1 S0/0202.119.1.2
i H14E 2 192.168.99.30 ES0 192.168.99.2 S0/0 192.168.2.2
s 3 172.16.255.149 ES0 172.16.255.3 S0/0 172.16.3.2

B ERRS B REAY IPSec BLE

TE % FH 2% 2 2% FH 2% 2 (FR ) IPSec 7 % HE, 7 A0 E — % i fREIE, {94 4% B s iE
g Ak, AT R AT EREGE .

PLR F PL =240 1) 1Psec % J72: 901, H IPsec VPN FAHC B i FE M-

> [icE IKE 0%, WA Hash 535, 5L, DH 4. A A7 ]

> E UL, FFEER IP Huhk B BN SRR I

» il E IPSec 41, BIEHCE Aumbril (IP Huhb A FHLAZ ), LLAHC B B i v a4 1
FF (ACL), VAMEAE NN Wb b 5] S i

> B E BRI, R AR RS SR R R (1 — 2 IPSec PRI D A
P, W7 EARFE—3

> FCEMFEELS, Ny IPSec GIEME M 2% H, 115 H T 857 IPSec %24 KK I &AM
PEPR I AR

> N GBS N

> HFE VPNELH.

IPsec VPN HARRLE — AT 40 AL R = KD IR

1. # % ISAKMP (IKE £ 1) %8

ffi € ISAKMP RIS IR 7RI AE W 2% 1 A a8 1 b, @ SCE BOERLY) IKE Heng, F2
BAGHE B RITiE MEETTE, XSS E ISAKMP 50 . ISAKMP 0% € X
IKE hi R 2 228G . —HRETE R — A2 KIS IR E4E, {8 IPSec X 4FSE
PRRENS DL i /NG B2 37 TKE 215 F1% 42 Gk (Security Associations, SA). FCE M2 UWIT:

routerl (config) #crypto isakmp enable //JaH IKE Wi

routerl (config) #crypto isakmp idwntity address

routerl (config) #crypto isakmp policy 10 //EEST IKE WITSENE (10 NSEIE4mS)

routerl (config-isakmap) #encryption des 128 //f#H DES % /i, ZHKEN 128

routerl (config-isakmap) #hash md5 //#85€ Hash HyF AN MD5s (HAth77=040 SHA. RSA)

routerl (config-isakmap) #authentication pre-share //%5UFEgH (#2840 8E4T
ENIE

routerl (config-isakmap) #groupl //FREFHGNEL, group 2 LAMEHEE, {HEFE CPU

routerl (config-isakmap) ffexit
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RIE, BCEIILEEH, JF48E VPN 51—k a8 00 1P ik, ACE a2 A:

routerl (config) #crypto isakmp key thisisatest address 192.168.99.30
//thisisatest NFLEHEH], 192.168.99.30 NiSEumHhaE 2 f) TP Hiht

2. L IPSec (IKE M F 2) %k

IPSec 5l X T —A> IPSec ZH41 4, T IPSec PHisiid#E. IPSec MKIEFR N IKE FrEk 2,
RTE— B A FACHE IPSec X —HEIDE, FEFEDLT A,

(1) BLE IPSec %, G475 B hnas At Fis AR Vs i 4280512 (ACL), B
SE SR Hhohk P 4 SC R AN 28 BE AN o 40, HLAS S TP bk 3 2 202.119.128.0/24,
TEFEFH P TP kS A 192.168.99.0/24, FR4 HECE a4 N:

routerl (config) #ip access-list extended Local

routerl (config-ext-nacl) #permit ip 192.168.99.00.0.0.255202.119.128.00.0.0.255

(2) P EIE S BeE M T g S0 S s 5 8 ) 2 A b UM SR I AR gk
A LAE SCOEE ] AH, g A1 ESP 5 AEAE ] ESP, {HZ=AAZ5E L—A> % A il

HECHE 2N

routerl (config) # crypto ipsec transform-set test esp-3des esp-md5 / /N ESP N
#iEHE 3DES, A ESP WILEHE MDS {FN Hash Hik; test AEHAR AR

(3) BeE I mesgt . @ L VLRSI 5 00 85 SEARSS SR 1Y erypto map CRf IKE W5 E 5
IPSec ZHUES, 4D, WLV RIIUE 2 A0 A5 SR TP Huhk, (HAEEALE R I
i BB E X — AR — Ul AL E A0

routerl (config) #crypto map testmap 1 ipsec-isakmp //testmap #& crypto map HIfi44
routerl (config-crypto-map) #set peer 192.168.2.1 //FRTH VPN BEEEGEESZIR 1P Huht
routerl (config-crypto-map) #set transform-set test  //IPSec fEfszNHILFK

routerl (config-crypto-map) #match address Local // Local #& LI X ACL ViR S

(4) NH GHE) nEmdt, B E— DO (crypto map f4457) B H 2| —AN %
B s b, — R H RIEE B 18 B a8 il i 1 B KRR E a2 N
routerl (config)# interface s0/0 //BENRIFH veN [

routerl (config-if) # crypto map testmap //testmap: crypto map 47

3. #% VPN IWE &

BCE IPSec HMEZ Ja, ZATAME I HATNCE, /L Ol & IPSec HE T, &
A —LEHE B T I LRI IPSec SRISHCE . HHECHE a2 -

routerl#show crypto ipsec sa /| B ARk
routerl#show crypto map / /I~ crypto map PHCERIINZE K
routerl#show crypto isakmp policy //FEEERINK IKE P 1 SEnS ZATMECE R TKE BYEE 1 SREg

IR AP IR, fERRHES 2. BEHAs 3 P RUIBCE S, RIWTSEHL IPSec I fLi4. i
B, FEJTURHCE IPSec i, UK 200 S5 SR 2 18] O SEACE B YE 1 ORI 28 12 A TN It g
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TAF. it wrfE g des i) ping dr TR A B, —FEGE IPSec Ja, “ARCE M HE
LA o P 4 R BE LS [, A X DA A B R A 3 1 SR e

Windows Server T VPN BYBC & 5520

N T SRS B A5 o T P RS B I Bl b N ATLAS) P 38 Je 3, A P 9 4 R, — T SR
F H B RSB H ARG SLIGIS (1) VPN FSiE . DRk, 7ENHLI PS4 oh 7R BT — & VPN 45 4%,
4 F Windows 2008 Server /£ PPTP VPN Ik 55%% . VPN RS54 T lC B BN 45, — Bz
WU RS M4, 3 —HUER R, FERCE —NASE 1P bk, X T2 775 1) Windows &
TG, BN E MR AR RS, R N TN .
Windows 2008 Server HJFCE A% ok ‘5 B 1 B 2 K DL RPN 45
> CE VPN RS %, 2R 852 VPN #2 . 58/ VPN IR #IECE 5, 187 Za1
B, JENEP BRI, LU DOEE VPN AR S #8517 LR PR
WX 2% o
> FCE VPN %/ (40 Windows) @S5 7 i 5 IS5 A IE] ) VPN iER: . B, X%
P PPTP #6582\ VPN IR%#%. 24 VPN % il PPTP #8515 VPN k%%
PEREINE, VPN 2P HLEUR T VPN IS5 28 AT E Rk X ) — AN RGER 43 - 76 1% )
BN, ATE— A TR AT L RERR Uy 1) FAh v SEHL R A S S R, R
T35 0 R N e A R
VPN H A BB I i b S IZE 72 X 45 117 ] 5 3 B AR n) . T IPsec [ VPN, —MiR 2
I XU % A I EC & . Windows Server FUACE, PANE P imik S AERIWE 2 5, 4 Refl
AR5 7 S WA B AR AR A WSS R R 1 7 2 . I, I R & 1
WIE, WERHARERZERR, TEfrA EB AR A = XS H PR SAGE, Lk
— Ak 2 Ay A ] TPsec VPN — T £ 21 A 1 B 37 SR & 2 B FH IS sh L P B4

&)
. IPSec UM AAERL B IEA BB (O BRI R,
a. ESP b. IKE c. TGS d. AH

[#&7~]1 1PSec ZHE A IKE (HBMZHAZ ) HLHISLEL, @il IKE ek T Internet
IR 22 A A W L B A ) 1)

2. IPSec VPN ZaH AR A HE ( Do

a. BREHEAR b. INEHA c. NEREFHA d. S ERA

[$27R ] IPSec 045 AH #1 ESP, AH #&AEERIE S e HlE e B IR Y. BT R
PIhRE; ESP RAtEUERE . BORIR S AE . HodE 7e B v B O R T BE . IPSec VPN
IR TAERE AR i A a0, 3 PR X E TR AT 1P B2, HFEfRHMW
F&, IPSec FRUEASSZHE NAT, Fov—HLIE NAT, BT IP f-LBiEgEn, &1 5iE <8k
2R, FTL AH B ESP MRSl 23 R, [RIEAT LA H IPSec VPN B AR BEHEAT N R K
b

[%£ZK]11b 2c



186 RPN L -

#FELR ]

ZHRWE 5.9 FrosMandhE, FEE 3 B VLAN W8 H i & 50 . g7 E
Je, BORW G AR PT LAEAH ping JEX 7. SRERIAEE A

(1) Zr50)a A b2 R1. R2 FISC#HAL SWI;

(2) HE% 4 R1 1) Fa0/0 % 1) 1P Hihki% o 192.168.1.2/24, Sk HThAE, FH R
PC1, [FIBTERIAMN OGN 192.168.1.1;

Fa0/0 Fal/15 o™ ] Fal/i4 Fa0/0
192.168.1.2/24 192.168.1.1/24 b(: 192.168.0.1/24 192.168.0.2/24
M3e: 192.168.1.1 MI5%:192.168.0.1

B EASR1 FIETHHLSWI BEH#R2
K59 VLAN [7]# o EC E SE 6 W 25 30 41

(3) ¥E% 4 R2 (1) Fa0/0 % 111 1P Huhki o 192.168.0.2/24, SR HIhAE, FH RS
PC2, [FIHTERIAM DG 192.168.0.1;

(4) EAZHML SW1 25k 7> VLAN14. VLANIS B4 VLAN, B hshRe, Mk
M 3 RS

(5) ¥2ZH#H. SWI1 K Fal/l4 3O/ 1P Hihk# A 192.168.0.1/24, F#¥iZi O hnA
VLAN14 7,

(6) Kb SW1 f Fal/l5 3 H) IP Hihb¥#% A 192.168.1.1/24, FHH¥iZ oA
VLANI15 1,

E=T BHEENRE

o 2 ELI X A% Bl A5 W 45 55 TR R (074, "B 4K 1 R 3hid A5 9 2% B I il b 5 EL IR
W TP BBhLss, REGWEISIITIERA . 5IFEN, Ba)imES HIm
EABFTRE T HAR P ) R 2 2 xR I8, ROKHISS 13815 W4 BEAT 1) & A tRp ik, I I o LI IR
b sz e b AN B R, 75 2 SRR T B B (2 &P g

AT NG M Bl IR R4 B s 1) 22 4 BT A T, P IR B LI = A Bl 4 5

R Bl LI T I ) 2 A
> EREBE IR 2Bk,

S

> ST IP PRSI ) 2 s () A R S AR i a2 A M 2R T DAAT RO 75
T2z 2 i o
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& gl LI R I ) 28 42y

BB TR ARG 38T VR 2 22 4 jL, G 0 2% 15 T IR IR i 6 A o T A 2 P % 3 LB
WS — 2D AT T AR 22 A R 28 A5 o PEBEE RS 3 LR T P AR PRI (S B e m AN A% 3
L SN A AL, RSl LI R 22 4 il REGER R SR, 22 AT BRI IR . R B LRI AR
RSB et LI RN RS ShIE Rl & 1™, AN St 4k 7K T A% G LRI AN RS 23 15
MIffEgs e R8N ELIK I i T8 BE 2% om AN A2 B N ) 22 REk, R 3l T U7 1 4 2% (R R s >
155 AL GE R 0 28 A IR OK 2259, 76 50 TLIB ) i T s 14 22 4 il REAS A% G5t EL IR I AN A2 213 15 I
2 4 [ B PR 7 B 0 o % 80 ELIER 19X T s P 2 e i = 4 P 7 8 RE 2 o o RN IR T Bl 55
ST

BEE RSB E M2 B RE A iR AE R GE . SRR S WU BRI PRI RS, B REL8 I 43
& tHEL ARESERE D IRESR T, X T ARG e O PR IR TEE MR R, B4 2
BT TARFAETR R & GUR, dndpa . efl, SOff #585%, Bammeiast. [, &
REZ i A7f 1 KRR NFRRAAEURAE B, IRA 5 OB X R o 8 B 2 i T W 19 22 4 ) 2
AL 32K

(1) HRedmimif g . HaedmmiRiERg. NARM. B (SIM ) SFEA A6
FAE AR, TR U T AR 3 e Y T 0 6 o AT Bt o B REZS AR R G, il
AR 10% %R R/, 2B EENEANIR. ZERGRITIER, B R ik
VE R G RAG 5 AR 2 & | R AL S8 B, BN RIS 2R B SR BRE
Bevt, MR % AR R AT B B IR E I A . PRI RIME S 22 5 R G SR A TT A
Google A, WICIEESITA L RGNIIRIAIBE R SRR, BOVMEITER X, F]
an, 2013 %7 5, ZE RGP ZLIRIE (WK Master Key i) . 5% FI F IR T EA
BAWNEIT, BARSRAIERNHA], AT SEILE A% BN I T3, SEBLEIT . il 9255
BEHK. Zmnlwii Oy s Lmp) 2 att, SEUPERZe @, mAsriik. BNtk

Paxy
e38

(2) RN B o A T3 T3 55 0 R AT R T H AU AR B e iy, BB A 50 LI
A PR VRS e i PR K, S8 R I P Bt T 4 150 % 2 TEL BB ) A0l A e o S8 5 I PR SR ) 22 4
) R AR R R ST AR SRR R BEHAE. REBIR. VRN
MHRAT N4 2014 4 Android VG BTHE HB G, BTSRRI b Lk 74.3%, @&
JET TR E R YO GIEL, FRRA BT R AR B B TR, B e N
FHM T2 eRRE, —HRiEK, fGEREES.

(3) BRBRIUEN, WVED BRI AFSE o VG A IR AR RO RS Bl FLI I R
— KA, A EE T4 G IR 0 VE SR AL S A5 U, R 805 A0 R ME — PRt 3 B0V O A2 3045 U2 0
b nEms . e, s At .

YN TR L]
WG A2 2N TR R A JE , FL R 43 S AR RS, e 8 TR 1) 22 At oy« S5 R 9
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G NUHITERS ) TN AR NPT 56 4@ T, # 20 TI IX) Fr 19X 2 A0 o, T I 5 11 22 4 iy« 5 30)
FLERPIEGIN T JC e NANK B A5 20 8 e 28 i B 4, 9926 i 2 mT DLIE el Al fige 2 rh e AP IR
VTR, X2 o DL 1005 BT W ST . B4h, B EER T IP AL B S 4
5 A T USAFAE PRI B 3l 1) P B8 A R V] B0k 28 T DA 3R I % 6 2 EL BB X 13647 I8
dio JEH, BT IP MFF RIS e um IR BT, 345 D it A Be ) 2 H kil AH X 25 5
T SIS A AR 905 D9 285 A0 e AR AR S PR e, L e b TR ) 2 A b A A B

Py BVl . OhIE S, — Ml AL BCAR M. AR RS RGN
B RRRSH N BRI RO, —E R REE AT, I3RS TR R
KER, REhEBUSE R MEY, B NTFH S8 W FHUROEVER. | 5SS
WAE . MWEOR BT, D3l i) 82 7E GSM hFEAE, XA CLE 3G TR vk

Rz Al 55 22 2 fa) it

ol B AR N L % 2 F 28, AR RERINES . BERS: R X5 THE
LSS TG, MBS INE L, bR 55 2 BBk, RS R G ARk
] BEFARCE AU R . B RO RS B AL 3R 4 22 4 KRBl kb ™ 02 . 41, B3l 70
SRS AT 25 0 22 A 3 B R, H AT EAR R R I EIE A G — (1 25 22 b R ik
Fo FSENELIBRIY S5 UL 22 4 b S5 A ARE SR U 1) ARl S Ui WS S I . B
FBURAE Bt EE . SQL VRN, IEAIRS Lt BRAR BAS BAE RS . Hodh, — AN R
FRaRAIEE AR B EE R “ReBEr ], AR, MRS, Bk, SERZELEN 9 FKIE bR
MELESHH .,

ER S BB AR, AT TAE S AR CEMFYLUE EASE, FHLH RS NBERAEE
WKL . BT ERS (LBS) HIHE(E ERS CaMFNNHE Ak, %KET LBS
RSN SOl K, bR — BN AR KE NG E. fBilln, AMVEH APP /74
P ST, IS B E RSN NSRS B, B XX e B RS, T AR L
FVELE—S A 2R E BRI AE . i REE . H P B fME B M B O AR T 22
[ERACTTR | £

5T, B HBM I T MOk (5 a it E S SRS, BEE RS, KE
I AN NS B b S B B = P & BTG AE BE, iSRS A7 0 A AL BE
REPMC SRR, W25 B 2 FLIDE I Ay SR I 22 A 1), 4o P A b B 35 2 . Rl = %S
S R PR B 5 FH B 2 MR A, X SRR A T REAE P A A AR R O B2k
E[SERE A

¥ ah LI 22 2B P

IN5EFEh KR 22 20537, (et A2 s FLIM L B A e, 2 H AT — I+ IS5 .
TR RAEGEIRM %4, RSN LRI %4, WAL SR ) “HR3H7, T
i ERZ BRI LR & o XS IR 22 4 g, ZARD)sekt o atth, FEARS
WER a5 . Bl BRI —fh 2 4B i 2R W 5.10 fror .
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B %24 .
1 froe——{ m
A piLiE zeHi .
s 224 %
= : %
& INAERIATE SRR rammss || |2y
% >
# ﬂ§
{4 IE B S R
sz s
1 < %
B WSS || EABIKE || W &
Bl 5.10  Fah TR % 4= pin e
MR%ZE

ol BRI S5k B B #28@ME M, DA SE E S BN 45 & el ss, 6
FER M. %5 Web2.0. B R, BathE, Bahsu/mm. #3h &, #3) Mashup
ENVSS o N2 A N ALFE AN — Lo - BT, DUORFEERS B0 LI MY 55 1 N FH 22 4
> ST RS —— N RG S — B3 T S A A AR B S IR L
i, FT R MR VT AR YR, LAORIP 24515 BB AR AL G 5], JERERS N
H T IB AR AL AT SR .

> ARk WA JE TS Web 2T JEAN S S HBAE . Web P2 JE L HE 5L T4
FRIE) URL BEAT V5 0], YOG [esha% 2 M i b # 8n BEAT i £, )
Web W 14 7M1 Java. JavaScript. ActiveX a0 IHTd3E, PLBEZH/HA
B EBCRT ERIE T AT PR g . S I A A e T WA BB A b |
BEEA4 . BN AR RSN ORI N 4% 55 0 B 7 3 AT UL RC I D8, X
RIS BEAT IR A A 8 B IRBIR M D RE, ReUSAE LR A B IR MR AR R 55 25

PEL W 457 3 R AP PR SR
> EAEH T ARG VAN P S .
k2

B HERM AT 23 e N TP AR R R/ ELIC I 9 K50 43 o e N SR FH S Bl i 45 P g 3 2
ui (BTS). FEub#zilds (BSC). L&Mezhilds (RNC). #ahagfierly (MSC). BEAA M ¢
(MGW). 4538 F 43 T2k b 45 S FF 5 4 (SGSN) 2535 4 LA M AR S BE RS, R A WiFi I3 &
BN S (AP). 1P AER M/ EICN 200 Bk ER A% 3L B2 AR 88 2 1 2% DL S G B
.



190 RSN S

> INE RN E— N A IEA R 0T L2 IR WPKI A UER 2R o

> BRI —— B A 5 RS BRI UGBS I, A R A B AN HOR A 3 %
.

> S NIE—— X TRZ M 2% T DUE POl oAk X, DA A% B 47 48 S 7% B 4 i
(R A3 47 4E

> REREAEH - . bk, RSSO, BURAKESHITRES I, BT
HIHERRE AT SRR T TR TR R

> LR A —— A DA AN ELEC I e A BR RS, I e YRR s RO AL e A I
28 2 TR3EAT A o

> EAM UG E— B X LS E A S FEE SR, RSB REN
BN A A AL 2 B

» BB S s Wi BB GE AL A 45T DDoS/DoS HWiili, FFET N & HAFFE
X &M BCEAT AT SE R AR R IMITEAT N S Re g 1B W MR, DA TS
BR LRI 7Y

BimRE

o 508 e 2 i T s 140 22 2 B T VA0 D9 2 PP i 1 22 e i A5 S A7 Ak 22 A U« 5 0m 252K
TR N AR HMETE D 2 mBINL AE BRAE R A K 2
B AN AE, 7 AN R RE L i 2 A R NI 2 3E

|

B —— Msh & im 2 R B RE B %, HRRERG, N AR R AR S,
Byt AN N PR R R B e AT O B — %€ BB RE 75 AT DL S BRI 2 TP R
BEAND RG], GRS RRAERRE, WREPA. (B & AT RS
HEAT BHLIET -

B4 —— W A T B AT e AR RS, BB RARE R S —
ERIN 2B FHRE P B ARE R, RE SN 1) 2 4 PR A

LM K —— R Re 2 m B EAT RN KR 2], Gl 4% B/ R A% B I N/
S A EEAT P, Xt H R i P B R AT 2 T e A AR R A
INEEAFfif—— fEEZE B AAE 7 RRAE B @ 5 s MiRcs . ORI RERAE -
IMEI 5. SIM RAMERE B R A S5 s A e 2o b, B bRk o i

%I

Mo Bl BRI 2 A ) B R 4 P 22 A AR S AT 48— MR, R G0 — IO S T 52 ot il
TAVRNIG—E B, SCIN S W22 AR o TIN50 9 2% 22 4 PRI SR R DA % 3l ELIER MY 22
SN 2% RAEH TARSEhR IR R U5, B0, LARS S0 T BT R 5 M58
WL 5 SR JEU A DU SCBORE . ARk, AT BI040 DLINPEH LA AT ML P2 93k
A7, I NP B S AT ATL AR 2RO A R T LA A0 55 S P R O B0 2 A A IR . SR
S AR

>
>

T B Bl /0 M 0 L T G o B S
KGR P B A5 i RN ER R 51 345 B A SR
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> REMEXS I A R ATV IR . IR ARdELL . RS HE SAH R HT AE
> IR FEETIRME IR, SRR A B IR EhEB «

iR e 12

Benh 2 SRR E B BB E BEARBUE . B B R IRBUE B R G RR AL
RN JUBRAR A N — ol bl IEBEYI RIRPUE B RGN HEREE R
SR IR IS I E, DU AYPRESAX AR I e 2S5

R RFS BN TR 22 A ) R, 5 EERORMVE B 2 LRSS 1o AERORIR T, ANURR ZEE
FEVE s B L Im AR T A R, SRR B A AR I B AR & ). R
BRI, B 1A IO LR RS B A 38 DAL, X R 3l 8L ELIR P IX — 3 X S 0 I 7 22
BE— B IERETE, VN2 052 SHA R E IR, 8 2 iieTt, IR 5 IR Y
e T RREE R

2%

1. W T S5 R 3 HLIK M) 22 4 2 5 1 e R 6 3= 2 i 2
2. WEFEHT H BTBONIAT AR S SI A AR B 8 /6%, I FakeTaobao ALy,
3. NTHRTHLZ S, £ NETHL APP I iz ¢ D,

a. A ERRE N b. WE I3 R
c. TN ELROREELERM 4 KNREZEELR
4. METAEZ MR R M i ARG R EEiRte, KRR ¢ ).

a. A Ak SRRl EOR B B S A, DB BATTI S A (1 B I Ak R
b. PSR Z B EiR, KT W B ORSMER
c. sk T RE R ELATAE 17

d. UL -#RIER
. S AV A BRI BB L R S AR R T (.
a. HrHE b MIEBI o PR d. V7

6. — MR IE RGBT R SO VRIRESR AR 55 RO BRI PR A 8 FE R
%, BT C ) FEARFN.

a. REGRYIRES b. PHZE & c. T/ d. BifHIZFEL
[Z£%%E)3a 4d 5d 6c
*FELERS]

I IR AR SRR TR, W 7T 704 RS Bl ELIBR I 1) 22 20 S AR B 97 3 Ao

xEMGE

LA AR A A IR, R 2R R0, WA RSl B S E . 9 TRIEM 2% %
SN, B REARNE R R0 INEBOR. B KEREOR . IR 4% 2 4B
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BEE o RN 25 22 A AR VA B N 285 22 4 R B2 12 e AR A it o A 355 2 B 22 4 N
A ETHS T M b4 (NAT). BRI HM (VPN) KB BN 2 A,

W28 M b B4 (NAT) AR BEGRE 1 3 255 A TP ki, A 450 S o, 1 420 P PR 2 5 I e
NAT A] 70 N AR, BhASHbhE RS BRI X 25 b sifs 16 e 3 bR, NAT $R 54 W
ANFHIE: — AT RSN Z (A bk Ee s —JE BT 482 4. NAT HAR T DL % i 48
BRI, NAT HARZH T AMZ2EH, MEEET NAT FIRE P KGR S .

LM (VPND J2ILMAE Internet S5 A LM% FEM, et — M IBIEEA
W FOE— AN N RVEER: . B AAE UL VPN 2 — AN EEIE, o RiEmEm T
AWM. elid aT SRS H AR AR e kI BAE A AL () — 523 1E. VPN
TEFEVT A RN (Access VPND . ML N FEREFUM (Intranet VPN) FI{ML g RN (Extranet
VPN) =R, VPN {EA—FERE MM w2 TR, WRTFZHEEHEAR, HimgEEpg
BRER . AR . BB ARSI B AR . VPN R REM S 2 e EER AR —,
B 8 DX 286 IS FH FRIUR N5 e 1 81 R () 1 o

T 5l HL KN 22 4 ) J (A% O R RS B S A e A Il e e . I 5 VER M S . B 51
Fr i, RHEBIENN HIE SRR M, WS MEGE, W XTF %241
MUKIR S5 IT 1 o X L2 2 R, FEMEARME R Z AT CRFENMASS . 5%
AN B RY) REEET T %

NG

1. 7EHERR IS 88 b NAT @l it sy, IR R A it M st 5, Rizk
HYR =Tt 2 ( )
a. i NAT {2 54 2 0% 1tk
b. 21T debug ip nat detailed 74>, Hfi %€ 7] B A AR YR
c. fiiF show ip route 240 1% % [ HH & A7 1E
d. K58 NAT a2 gl &L r) ACL &7 v A a 0 7 1 S Ak TP ik
[Z%£&X] a. c. do
2. LUFERAS NAT FORCE A o] DLd e om S BAE A X e, 2 NEAH 1P Hy
BERLG B BEAS YA ER TP HubE? (C )

a BANAT  b.TCPAUBAE o XIS d NAT B
3. NAT ASCRFRLMIRFP LA ? ¢ )
a. ICMP b. BOOTP c. Telnet d. SNMP

4. AL H # R AT U@ “ip nat inside source static 10.2.2.6 200.4.4.7” 54?2
«C

a. AR b. EECE AR c. A d. R
5. fi% “ip nat inside source static 10.1.5.5 201.4.5.2” )& T Wi Fh NAT fig & 25712 ( )
a. A NAT b. #h#& NAT c. TS d. NAT #8#

6. XFHE 1S0/0ST ZH KA Z R I 2% 22 ik 5s, EVEZE TR (1) hnssid(s 2k
PRI 24, IR EERE AT ISR (2) $HTRERR NS, EMKZEAT LI (3) kAFE RN
A0 WA 28 300 U 8 R NI B ) 2 A N BB IE . (B 2 B e RE B RE 2 R RN, R
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WHERE ZEBARA (D). N TRRE ZEIRFSIAT IR AR, A U0 — RAMEaE 2%
S 2 AN JE 2 TR LA R RO, DASEBLE T 2 ik 55 DhRe, IRl E L5 — 2 ik
EH RN ARERSE (5) ZEekS.

(1) a. BigirEAR b. Bk EEEAR c. PBimEHEA  d. PifEIAER
(2) a. AR b. Kerberos %5 c. HEMRZEN  d. CANIEHO
(3) a. BigirEAR b. Bk EEEAR c. PBimEHEA  d. PifEIAER
(4) a. SET b. IPSec c. S-HTTP d. SSL
(5) a. HNE b. iz

c. HuilEhnE d. S INUE. T in] 45 A s s

(R ] A% E5 5 R & 2 1) R 2% 22 4 IR 45 il

ISO 1E OSIL & L T 7T NZER . WNZEWAEKRE, SRR —E M 22T, Al
ANFZ IR 2 R ANE, — A A R Z IR AR S A 48 22 A IR 55

TEVIELE , AT DAYE I {5 2R % bR FH R 8 7 57 W BoR A5 H5 28 57 W AR A3 AN AT Re Bl 25 5 i ke
Ws ERREERR 2, s s MBS AT LR R AR SE I RN AR (R 2, B KB REAR
AT A ERAE BAE N AN 23 T Bl DA 2 >k B R Le bk 45 2 AT DAEGE AR 1B 7 ) i A
H bt 4L fEAE5E, E8enT D Bl e, BUFE B3R 2 (M e . (&4 2 24
— MR ARAL I E M CAE AN IEAE 1T A2 MAO L3 TCP &8 E 7 DAssl, % WL E <4
i ARH SSL. Socks %24 RPC 4.

NT HIRE RS AT R A BRI, A R 15 R TE AR 2 AR 2 2 1) g 57 v ) J2
%, DASEILIE A 22 A g5 D Re o il 8 L — M2 IR S5# 0, 3R SRR R B 2 4L,
AN RS B AL B DA IE « AP 75 A B0 R 58 o B P A 2 R0 U 1) 42 14 55 2 A IR 55

[SHLER] (D) &Wa; (2) %EWic; (3) ETb; (4) ETd; (5) BT do



I

8 5 AL DX 2 5 A ) PR A R R Je P, D X 4 RS R oK, B et A A
Wrsfhn, At R BR R o SRR 1 v AR DR £ L R G 0 X 4 St L, AR MR
S NHERIRS . ik, HENINSEE (RN SHFIA “ARRMKLER " (1= K8
FAR GRS A R BOR A AR ) 22— PR IR ARIE M 4% 1E 7 54T
HE .

1E KB 28 it [ 5 W28 85 B 75 SR BB aE D). BB FLAE R A R IS AR AR 15l
WA, EERAHBIINE O MRS . B 5 2 N BRI, EAT A BAE L Af
1306 IR 288 VE B [ LA AR A5 B8 D PR o it e — /N 3 0 /N1 e 11 D 28 i s o] e 1 4 A2
HAEE. BT SRR, NEIN LT B LS B RS B . /N R 28 1) B O 0
AG KRN 28 15 B 3 AR 22 3 e 22 BRI LA =F & 45, BT DA 1 75 B8 2158 £ 11 7%
Blio HAh, W2 /ANIH R TN REE, WS H TR AR & ARN R Kk
AR PRI L P K AR I, (2 AR nTEERN LA 1 Y R AR )

AR AU 26 ()R 82 1 I8 AT, HAETHE ML ZSI2 AT H 357 0 B 8 2 BT ) 7 R HE Bk
B, 5B AN E R E B SRR 5. W T RS RENS A0 AR 5] R 4% R AT B IE
HR R, HLAE IS SO0 R, AT DR I R s 52 Wi (5 BRI H AR 03 1 7E 2k B
FDRH 2 FH o T 268 75 3 2 i O 205 7 AL 7 o o) 206 /65 SRR o IR 28 1 0 500 47 8 Hh e A 2L ) 4
VB, HApmfhe g, g, e, waS AT e L,

Az M\ OSI JE ST 28 BRARE . DhREE LAFRHE CMIS/CMIP (A ILEFEE B AR S5/ A 4t
EIE B0 SNMP [ B 2 WA 23 R 25 BRI A OGN 25, B RO iR I 4 A R Y R AR R
HRERAE 78, [RIREK 3 R A A B S B (SNMP) . 5 N4 A #7728, DA S5
2855 BAF R [ AR T

B SR

— MR, ESE B TR B AR I (5 R Ss, DARAS S AR o0 75 (1) 45 Fh 4
ARTF B SR . H B bR 2 i R TSN 28 BENS R L IE 1847, FRAEIB AT B Wi b
A S i S FNHERR o T S b R 28 B TR T X 4% 1R e S HAE R R R L AR 1 2 b R e
Fr&E . B TR A 0T RS R M S LA B, Hrh R 22 BT A ST ] B ) 4 A B P L
(SNMP) Hfiliz o

> TR E R G R I 2% A A 4
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> TEMSEE IR

> I IR A LI L R IR ERE R, el LRI SR AR 5 TR
2% B R e i A

DR 28 7 P2 AR AE HE A I 2838 AT JHTE], D 173 2 FH P 75 SROF I 8% R4 VR AR 4P T kA T (0 458
158, WIEFE N OAM&P, Rl 2% )45 4F (Operation) « 4b 2 ( Administration) « 4£3 (Maintenance )
AR S HEHE (Provisioning) 253530,
W28 B — TR I RG TR, A S A R 28 1 25 Fh X 2 1 g AT 28 0 5, 38V
P PR G AN [] 10X 265 18 2% AR H DX 488 6F SR AR A » DRI AR 2 DX 266 A B T AR 5 5 — > S 4 B I 4%
HRGE R TTR
LSO D0 2 7 P A T AL A N 4% A O BT A D Is AT EAR X TN
BRI 2, AATTH &8 ping i A0 28 (R 1% . 40 ping #% B #8 0) IP Hudik, ping ALY
IP ik, FXTT7R&RRIE, WS e SRR TGEN, A5 AR .
AR, XA FH 2845 BE iy A R A AT R AR S IR, B BIRAE AU — A
AT, HFHRAFIEEARM)L 4. Al HETEAR M 28 B R G H 7 A e LA
ZALE, AP S5EEER G R MRS ERR, BT RN R AT DA & 18 R R
it A IS S, TER S AR LE & AP e v DU AT 1 — 28 907 o Sk R A B 545
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MIB; 1t experimental(3)7) 3 FIIASEIGNT G5 1E private(4)7) 3¢ N E LEHXT SR 4h, MIB
HRIXT R enterprise{1.3.6.1.4.1} N A& 47 ST 1 3000 4>, Wi IBM A w4 {1.3.6.1.4.1.2},
Cisco A A 9{1.3.6.1.4.1.9} % . LA —A~A R # AT L@ 7] iana-mib@isi.edu &k % FL - BB A4 H1 i
MR =D . X, &) i Lo LH O MM E X 84, 26884 SNMP T LA
e

B0, Cisco AFFI—NFA MIB X4 At Input & MrEX SR, (A — DX REH. &
RIS, FoRAE— NG 28482 D13 N0 AppleTalk 20204, X AT DASR A W Ah 7 20k
ME—Hi AR IR — AN AR

(1) KX RA:

iso.identified-organization.dod.internet.private.enterprise.cisco.temporary v

ariables.AppleTalk. atInput
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(2) KHIRRIGATT:
1.3.6.1.4.1.9.3.3.1

NT AN, SNMP 7R IE BRSO HEA 7/ B R i 4, /2 ASN.1
T e SR T A NRIR A 2R . ASNLT 1B ATk — AN — BB 25 2 B (i — A
g, - BECk R R — NG RR. AR MIB AR EHTE MIB %5 iz T, Bk, HAHKY
PL1.3.6.1.2.1 3k, Hfaj s HELAE — /> SNMP S B AR, & 8y RiE U5 FHHn—A4> 0
KW 2 % AR ZE MIB ISR/ sl . il an, A8 & ipAddrTable MJE0F 455 A
1.3.6.1.2.1.4.3, TifE SNMP #&3CH, HREME AR 1.3.6.1.2.1.4.3.0. FNFTA ) SNMP 2%
A RIS 1.3.6.1.2.1, 1 SNMP A4 AT AL MIB 256, Frih, S fifQE#g
AT DATE F P 30828 e i 8 17 456 FH 48 AR IO R R0 70, 7R RV IS PRI SE R AT 2% 1.3.6.1.2.1,
XFE, RETEE TIE N G T AREE A

SNMP jHE (WU EIEERTT)

SNMP iz477E UDP 2 L, f# [ UDP [ 161/162 %1 . Herh 161 S i &ACH T, 25
Fri 2 B F A R R N BRAS EAWIESRIE R 162 I O A B HERE IS VT, S AR B0 &R
HERE R IE I 0 RS P BEE B, 40 Trap 5. SNMP $24Ht get. set fl trap —25#afE, e
T 5 PR G (PDUD (k& SNMP #5300, HRTEE BB AR (A AT 5l =2
e, £ 6.2 7"H T SNMP BIPMSCEHE 5T K H I REFER, H 28—k SNMP (SNMPvl) HEA
H95 M 0 F] 4 (f) PDU, 1] SNMPv2 Il B i 45 %% 5 1) PDU.

#*6.2 SNMP HERMHYLBEET (PDU) RHEIMREE

PDU KM% 5 PDU 47 Uy fig R
0 get-request MACEHFRAL SR — AR EASHE
1 get-next-request MAREEHEFR AL SRS I BT S EUE I — S8
2 get-response X} get/set MR, HARMLEHI D, ZHRESEE
3 set-request BRI — AR E A SHE
4 trap AEHERE T3 R IROC, BN E B B R R
5 get-bulk-request P SRR A X R S B
6 inform-request —ANME AL inform ¥ trap {5 BB AN 5 — ME

(EARE IR, CEARTIIR I BASIH 11 161 BRI get BR set 48T, T 2627 HH3H 455 FH 30
Ui 1 162 KAWL trap R3C. b, 04 1 13 5 B IuHHAE 2 s B AR ) AR ERR AL Y,
MR get. get-next Al set #1F: 2 Al 4 5 F T EAE 2 BAREEERR AR 4 i T AR 1 . I 6.8
AT SNMP [IX 5 Fhk SCHRAE

SNMP #R3THR R,

—A~ SNMP i SCH A3 SNMP 158 get/set 1 &5 (8L trap 135 FARELRE 3 #5504k,
K 6.9 7nH T 3 UDP Hdl ik i 5 APER/E R SNMP R SCH .
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N
S
e

SNMPE R SNMPREFRER

get-request

get-response

get-next-request

get-response

UDP¥#tH 162 UDP¥ 161
set-request

get-response

trap

6.8 SNMP ) 5 Fhif A
IPHRH
UDPH#EHR

25 | 8 SNMPHR 3

IPE#B | UDPEHE | AFLSNMPEHS |get/set i | BRYPE

BRA | SEFE | PDURE | s prosrme | ZERES | 245
0 | 4 (0~4) TR 0~5) | &3l # | )% H

POUSH |, | AR | wap3em |5z [
| B iy [ o6 | fom| B | % || % ]
trap B HE BRYE

K 6.9 SNMP kg =

~FE SNMP HEILALLT 3 M5B

JRAF-B——B NWRAFBE R Sk 1, XFT SNMPv1 U4 0;

A (community) FB——HFEAHE —DNFRF R, MFNE AR

[ 4, HEATH 6 N F4F) “public”;

> PDU FRAFE—# PDU KM% 5, HE 0~4 TH— T, HXRKES N
#6.2.

get/set FHEL S LA 7B

> ERIFIAFT (request ID) FE——iX 2 BB R BN — M EHE . R
K1k get-response LI ER Bl IETE SRARRAF o B BEGEREML IR SRAR R FF IR0 3% [m]
(1R ] 7 SR 2R — N SR AR S

> EHRRE Cerror status) FB——HAREEFEIEN 0~5 R — Mg b irming, A
S 6.3 FiiR.

»  EiERG| Cerrorindex) FEB——H I noSuchName. badValue % readOnly ZE45HT,
AR ER AR AE M B I B B ) — /N, DRI 2R R B R B AR P WS .

trap F B & A 5 T B

» 1l Centerprise) FBt——3HNF=AE trap OCHIMN A B IR GARRFF o HEXS SAR AT
—E AT 6.7 AR i 40 L1 enterprise 17 45 {1.3.6.1.4.1} R —HEFH L

> fREIP Hitik Cagent address) FBt——R /N trap B FELXT G0 1P Mk,

>
>
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> trap R FE—H TR IEARK L FRE generic-trap, SNMPv1 25 73 7 Fh2R, 4

* 6.4 FiR.
# 6.3 EERSHER
ZEHAATR ZEHRIY % H W
noEror 0 —YIEHR, AT
tooBig 1 Wi 2 PDU 3R
noSuchName 2 BAEFR A T — NAFLEN AR &
badValue 3 —A set BAEFRI] T — AN ERUEBLRGEE
readOnly 4 B E SN R &
genErr 5 ARELFEFE Py 345 (FEFF 4R 4 A
6.4 trap AR
trap 7Y % b Bt i
1 Cold Start RELEAT T HIARAL
2 Warm Start RELIAT T HFAIIELL
3 Link Down —AME O TARRE R R
4 Link Up — AN N IRIR 2578 y TARIRAS
5 Authentication Failure A SNMP & #1 BERR S 21 FLA T3 R AR 4R 5
6 EGP Neighbor Loss —/> EGP AHA1 % il 35 A8 ik iR A
7 Enterprise Specific RIS, T2 R 5 R AR 4R B

»  REEARRY (specific-code) FEL
M 0.
> B (timestamp) T B——F8 W WA BB FERIAAL ] trap $R5 B S0F R A T
ot ), SRR 10 ms. Btn, BN 1908 FHALEARIEVILGILIE 19 080 ms KA T
L
AF YR (Variable-binding) FIT#8H]— B EZ AL B & AR AR . T B4R R, 16
get B, get-next 3L, A8 B FIE N 20K .

SNMP B TEid 32

SNMP 5 HAh S F JZ Wl —FER 2 B S5 de X, 2 7 b REAE I 28 45 Bk BagA T,
IR 55 2B FEAE M M 48 R % LIE4T . 7F SNMP EHEELR ST, B HERAEEY, Rt
FERCONAREE . B2 ik, SNMP 28 P ARG, R, SNMP thH 2 X1 W4
R ISR FNFE A L

MR 2858 B — ik, — N2 E3) 7 — A SNMP 15K MG 72 % IRAE AT BEJE set.
get B get-nexto W 25 L E R AE A1 i — ) SNMP # 5C, N E M 13 SCHE 8, PAEIE Internet
) H PR FRAL %R O AR P B e L FR 44 . AR 5 MG K 1D, 10254 PDU 2K
BRI AR I e YR B CCH, SRJEH SNMP ik U245 &%= UDP #H 74515 . ioCix
FERHET o MEE L A ETE K 11 request ID,  UAE 5 B f5 E2 05 i ma R ECRT o (R )
B8 N B IF AR T B DAL BB IS, o FEATART I i, [ 288 657 THRL 3l o0 200 [ o 22 WSOR A 3 3 ] A A 3

TRIEE 8 R SAE R trap K08 6), 5
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FERIERIIFEBFR L. WGt e LA, AREREFE B/ 45 W & 1) UDP A& v 1 A 2
SNMP #3C. UARERGERE D B — MRS, LR MITET, ¥ ANS.1 AR CAkR
ARG TR A I s =0 OO IERIR) ASNLL A%, W EF ke, REHEE
PR IR A 2 o ARIRHERE B FoRIGUEIR A S, B AIER, MARELEREIE & 54 5
FEIR B S RO OSCIRES S oSCd@ s 1 AT DR 2 2 5, T3 DA UE D BE RO 4R SCEAT BRI -
FUEETIGAE M, HACFEHEFEEE A H Authentication Failure [ BFR 3C, AR FRHERE & H Z
BiF I 7o, Ao TYGIE, ARER R AR S RS Y B4 EORAE DR DL A 1 e 8
W, SRR EE LR S0 SNMP HROSCHAT RS . AEARFEREREXT ASNLT 4% XUk SCEAT iR
T IR B, AT LR R G @ B i SC GetResponse-PDU. 7EIX B P24 FE iR A FEE FH2
WIS, T/ B GetResponse-PDU fi§ Hi R MU iR A, H:7E Error Status A1 Error Index B
A Z55E B

RS D Re SR RO AT 2B, AR B HIT . P28 KBRS FBIME. 2%
XA, WA ARREGE SR P AR IATEAE . AR R 7 2 1 e 8 B S 2 A7 AE
W) 8% A5 T 3 2 75 AR 05 1R U7 1) A PR A A 7 1) AR B DL BAT AR S5 . RELERESE A 58 Get
Response-PDU J&, KM SR SCZwts 2y ASN.1 M AR 1825 A i SR 1IN 28 B Bk, AR ) E AT
WERPRE . BRI IR EPAT I TG &, WK T SNMP A5 X REE, DAMER
HETEREE

SNMP ZER BT H K B 02 S FF UDP M1 1P, SN T FLIRLE A B TCP/IP Pl
I Can—2e it IR A5, AT LR H BB (Proxy Agent)Fi A, Riik—/~ SNMP
RN N — DA HAh & AT T7 .

P IS 37511 SNMP fic &

B A X2 B B I, LR B AR BRSO TR, — & G HLAR AT g L v ),
T 7 B %7 THMETS — B, SNMP Wl ig i sae% 5, FIFH SNMP i
W LA B 53 AT DA 4% b B st AT (5 B A . R E . S ir . R, Mg
PR L SNMP [3EAThAE. FIH SNMP, —ANEHL T {ER AT DO FEE B AT A SR Al bl
W28 %5, IR AR . B S SlCE . I 545,

£ SNMP R, H RN BB R T I A AREE (Agent) SRILEEMZS i 1E(E B AR
FERSMERGEEE (MIB) . MERGIIMAERRG ( NMS) P77 Ak 2 )
WA 28 T (A V4 G AT MIB (355, T Agent IR [IEE S (145 K. . Agent t 2455k 35 A)
NMS Kik /s (Traps) {5E. Agent 7 UDP [ 161 35 420 NMS (325 (rw) iH R TH
K, NMS 7 UDP f#) 162 ¥ 13205 Agent f) Traps W8 . — AN S (1) /0 28 45 B R i f 355 4 DB
R MWERS (NMS), #E S, MEIE (Agent) FIEE(EEE (MIB).

TEME T, $E RS AR WML B kRESE. SNMP 3 3 MRAS, HIRes
RUGEIG ) BN v1 A, W IR v2 RS, v3 I et 7B 2 22 ekt fEb bl
TP 268 15 45 B R A48 SNMP RSB 7% 5 A ) SNMIP e B i 2 W3R 6.5 BTl

i, BCE Cisco #4451 SNMP fLHE:

Router (config) #snmp-server community my-public ro

/ /TEE AR S H R 8N my-public
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Router (config) #snmp-server community my-public rw
/ /BCE A AR S N my-public
Router (config) #snmp-server enable traps
/[ RV 2SR AT 25T SNMP Trap AiEH 2
Router (config) #snmp-server host IP-address traps trapbhodc
/ /TREMHES SNMP Trap HHEICE IP-address Ki% Trap B trapbjode /ENTH
Router (config) #snmp-server trap-source IloopbackO

/ /¥ loopback B TP Hili{EAN SNMP Trap [k IETEHE

%65 EHASNMPERE®S

LI Uy fe R
snmp-server community community {rolrw} {acl-id|acl-name} L 75 (A1 4 42 AU I 42 o)
snmp-server host ip-address version {I|2¢c|3} community T8 NMS EHL. SNMP FAFE 7k 44
snmp-server enable traps[events] FUVF traps, [F] NMS %

WERFH P AT 2 SNMP, S0 W ZAEH SNMP, & if IEHBCE Cisco BgH#. H
A&, WHH P — @ ZAE A SNMP, 0] Lo HE AT R34, SNMP A A R (RO)
A EHARW). Wi nrae, M R, X8 nr DLE KRR B2 4 i FH - R4, BIELE
Kok # KO T IBE R AR Ry, REPRI R SNMP S3E T s H 1, & ReRH kYt
FIFHHAE I E o R UE S B, e a4 A bt 205 5 5 e 248 A 008 45 455 A Xl
FEKo e Al LLIE RV a2 6 51 2 R BR 4l SNMP [ 7. BiEE ACL SR AL VFMFLE NMS
AICATG I B T BRI 2% e o BN, RS IP Mtk 192.168.10.111 () NMS 381 A8 %
#% MIB, J7ikeiE — MriE ACL, JBU4T1Z 1P Hutik, #AJ5K ACL 58 ACL 473l b
Pk R SHEARE RS )G,

Router (config) #access-list 1 permit 192.168.10.111

Router (config) #snmp-server community my-public ro 1

Router (config) #snmp-server community my-public rw 1

EPE— 2K R IR NMS, W1 OpenNMS, B34 75 NMS U1 WhatsUp, @it DA e & 5t
AFDUEH NMS RIS & S ATIRES o N T k& F AN RIEIRE(E B4 NMS, iEEik
Agent F11E NMS [ 1P Hihik o 451 40, 5 B 2% i 28 £ 30 0% SNMP #SCE| TP #ihik oy 192.168.10.111
1) NMS, K SNMPv2, F My-public fE N RikBIEL, im0 X HETTER, KikE
HE RS NMS, KA E M4 N:

Router (config) #snmp-server host 192.168.10.111 version2c my-public

Router (config) #snmp-server enable traps snmp linkdown linup
U R TS T T A B (S B Traps 4545 € 1 NMS, /] DU A 1 R & fir 2
Router (config) #snmp-server enable traps

FER AT AN “? 7, ATLLE BIPRS00
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#>]

25 SNMP [¥1E S, Fiad LA X 24 vy v 1) A 8

SNMP 1 i )& il A4 2

faf iR SNMP A B il () 7 ot 3 A £

7 IS P 26 5 N FH AR 7 1 R R A, DA R 2 4 BB 1Y) 4 AN G o

T MIB ()8 A BIARAEI AT A 2 CE— RS AL & L o

P FE T ER I MIB A0 BRI MIB 2 8] 9% R A2 A A FE 2

. B MIB-1 # MIB-11 SR, R4 48 TCP 241 0t 20 H LG UDP 20 A (1)
SHHEZ.

8. UDP UMM 5= “77, ZAHMRRZE 1.3.6.1.2.1.7. WL S N MIB [ FF4A AL il 2 4BiT
1), B4 TCP AMIFRIRFT 2t 4 (3§ MIB-1 %) ?

9. SNMP & X T 3 B B8 PDU. fr & 2L —Fh, A mdp R g4 2

10. SNMP MIB H 8 & X 5 1 Access J&HEATFE ( Do

a. Wik b. H5 c. AiEE d. AIHAT

[$27R]1 Access & L SNMP WS )% G5 3. v LLE B v 10 7 :0F R, 5. R
ERATYIE 4 Fh, HAAEETHAT . Bk, 2HEREIEDd.

11. SNMP 1 CMIP s X %% 5t s 3 EE R 28 3 BRI, ( ) REFRE.

a. SNMP il CMIP X H 142 77 WA

b. SNMP 1 CMIP (115 E3RE 7 :UANH

c. SNMP F1 CMIP X H 4 G145 5 AN A
d. SNMP il CMIP (442 S Rt isCAN R

[#275]1 SNMP I CMIP & W25 it F BRI N4 B BE O, 3 A B B AR A A2 ok
HAFE. 7E MIB FERISERIJTTH, 1RZ) 7 2K SNMP 1) MIB 54 B T 5 CMIP ] MIB
SERZRALL, T EL P RR S e SRR FH AR R B AR5 CASNLDD.

PG AR Z Ak — /& SNMP [ [7] L0 B AR, T CMIP JUTH A TE SRR =
ARG BRI, SNMP EZEE T4 7750, M CMIP M R ZER ARG 7 =R IEAIEE
SHEFJTTH, SNMP R FH #5251 I0EHE ) UDP, 1 CMIP WM ) T4 SR R L% . b4k,
TETEINRE . PPUONAE. PERE. FRUECRIRE AL T THE A A 2 AN

SHEERIEEI .

12. SNMPv1 A H (1) #ATHRICGNIE, ZNMHBGEA LR . SNMPV3 5E X T (2) %
A, AT DA A S S B AT IR OO IE

NSk

(1) a. RAS (Version) b. Wr#RIR (Protocol ID)

c. BA% (Community) d. #li&ErFRIN (Manufacturer ID)
(2) a. FETHFA b. FT I

c. HTHE d. FETAROOAE

(32751 SNMPvI ASCHREINEEAZAL, il 05 75 SNMP ([ 44 4R L ] B AE,
TEFIZANED 4. SNMP ACEEAS £ 2 1 R A4 7 BOE, A7 & FIUE (B I 2 SOF AL B 2
A5 SNMPvL HMIUHIE, KZENLE ™ bl ) I ise g (1 R SRR I B 4 BRI “Public”;
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SNMPv3 &5 H P 2 ey, o DU s BRI L i, 2555 (1D ETic; (2
IET a.
13. SNMP X UDP 2 & k5, XR&HT ( Do
a. UDP b TCP ¥ hnn] &
b. UDP ##i#f3C AT BALE TCP #di i Se ok
c. UDP J& [ #2145 5 X
d. >RH UDP SZHIL I 25 3 BEAN 2 K 22 38 i X % 471 2,

[$&7=]1 BT SNMP KR FHEDML, Frble i+ UDP ik 5. [FIES SNMP SEAA R
LRI BRSSO A SO S AR 7 1 IR 55 R A8 BSOS R SNMP P 85
.76, R UDP HEd kis i 2: . H Pl UL #¢ UDP 1Ak TCP, 1X &N UDP &4 i,
TR S 4 58 BN 2 K 22 M I 2% 6138 . {H T UDP A2 R A5, FiTLL SNMP ) % 5
Eo R, XF SNMP SEILREEUOE, RHEANEEE BB N B A B R ST Rk, T
BRSSP 2, ANEET 484 747 MUED b ARIEEN . SHERLIET d.

14. SNMP SEA K243 KA 2R S I BRI 50 (1), % UDP $REEEUREIR RS,
JERAEEE (2).

(1) a. 160 b. 161 c. 162 d. 163
(2) a. UDP ¥ IEEHMSE S b. UDP TEAHAIN, AN nEHLEA L 74H
c. UDP THi[F)i&ER:, BEHIEES. d. UDP FF&5/)N, AN n 2% 61 3%

[#&7~]1 SNMP {2 TSR UDP, RIAE LS FA&i% SNMP i SCHIFF4IR /D, H
UDP AMRUEATEEAZAT . [FIF SNMP {4 UDP )5 VA8 Sehiik, (Ria TAREEAR I IR 55 # i FH
161 3 M RAFZUL Get B8R Set R OCANAIEMA NAR SC (2% 7 S FH IR I o 1), (HEEAT 4 BRAR P 1%
J it A FH i 11 162 SRR B AAREER Trap R, SHEZR: (1) E&Hib; (2) % c.

15. SNMP AHULE]—> GET #EKEF, WA RS Az RAGME, AFLL ¢ D Wi,

a. LI E—AMAE b. IR —AME
c. Trap d. #iRE R

[#&7=] WA S — A Get B3R, WRARRIRMZXN ROME, W LLZA R T —/ME

M. 272 SR be

#FELR >
1 QR E R R G5, BE R 2 /D SNMP 7 i (BREIE 5 DNEARD. B45
REER I

2. (M Ol EREE RG], AR SNMP AR EE, JCHE RS & i 3
MR ETEZR R 52D 3 A H OB E R

E=T MKREEFARIEA

N T AT RO B X 265 5 7 R P 28R D R 01 19X A AR T L SRS A2 AN [ X 208 A SRR FH £
wiRke MSEIEATCETH, T, MREE., e FEATHREE 5 Rohhe, HlT
X5 KINREW SAx 2 AR BRI 5 A5 TH AR BB, FHIN EANR 48 46 55 A R R 52 B
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0L, HETERAMKSER S Z, BIERA OSI & XWME 5 KRN RGNAZ. 4
RITRBONTAT B 487 BLF & #0422 F HP Open View. SUN Net Manager fl IBM Net View;
Cisco Work Il /& — AN LU HUE FH T~ Cisco 4% 5 45 % 42 I 28 1 S F 1M IR 28 5 B R 4 AR R Y
A6 X 25545 5 75 7] 1) /2 Cabletron A &) ] SPECTRUM .

F B bR

> TRMZE G R DIREA M SRR
> AR LA R R B B RIS R

S

> T G e — R LRI R RIAE, R T .
MBI

MZEEBT 6 (RRMRETG) $Eft ©—DIERREE R, 2R ASS5H A AT UG A [ ) B
RLFHFER . T & IEE R PRI T R JE, X, MGE BT S EfeE L
MALT ] FATIRER . BRI S, BTG A LT S RE
> EBITE NI RGIHE T, BAEY, BITERA TR DR RS (U1 UNIXO)
Z

> MR TIOFRRITHE D, BERE SRR =5 A, IR 7T S ThRE.

> SRt 7T E B G A DI REIE T . T I E A IIARE SRR, AR B
FZ I8 LA R AN AESE, AT 8 I k. sksh, T RA S
T HE AL AR, BRI RE -

M5 518 & T ELLE 14

W & iE I ThBe S5 A 6.10 Pl o BEmfisoitiimad S AR 4 (APD A& BN
R TSRS, SUBZORG. BERR, FREEBR=7). &L RGN
g 18] @ E A O AR @ ERR AT S a B R HIERE, TERGH T AeE M4 AT
Zom ARG EH TR TR, (558 BEHSCHLR -1 & xR EE S, XL
F R EE T o 4k, SO ARBUE N B 7 R R M Z R G HAE R 7 Be s iE i e vy
)& BN RE T o VE T 5 — ot A T 2L R, K S Bt N P RE % i 8 PR Py AT
KTEPiA

WL BT & M AT

FEEFE . (RIS B I, 25 R LR J5 1«

> RIEME— A THRRIENE, F RS EA IR QAT BCE . TSR 2 R
R Fe, Ifeeis 5 AL E B R G MEIZAT

> R EET G MIZRE SRR EE AT, BT H S MRS

> el TGRSR W IIRIE LA, RIDOE 24 AL A ORI R 3%
BEEINAR, BEE A IERAT AR A, B ORISR NREEZ A
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> NG ROE T RAARKRE SN, SRS T (R 01 %
P RET AN B 48 ik 2 8 BRAS B AR

> AR E R CEAEW SRR BoE NIRRT ERID RAR T
ARAF AU R o

> RRATR—— WL —DMPEFEFRIZRG LS OIS nT LIAE T bR 7
Ty, AT HVE B SRR R A BRI R

> SR SCR—— W EET G 1A EE TS TR A% T G TSR BTSRRI B A
WL, SiANEE GBI R, RIS TFT8 APL HISZ .

> AR X H S KRS, MEERT STy IR EE., B
AT AEB RS AEPMPCE X REH, WP RIUTIIRE RSO RN SRR
1RAF Rz S HRAE

> HABPPAEARHE—— P S S BT, MR ARG ER, AT
PE, X AR S5 SCRFANE S R 4

e

| BB |
N B T Ll T e R
u YRR | | FRTE
R |
\ N |
] PR |
MIBRI$ 2%
FHEE |
] |
APL---- Y ¢ -----------------------------------------------
Rl B R
—
| e || R BRRE

W% T R G R

Kl 6.10 M2 3 & (K13 F D e 44

HRUFEFAGN

BT MSEIORA |7 —RIRHE, Ll OSI E XHIMERE T 5 KINREWIR, i3 AA
FCEE R, MEREE . WURE R, e HANTRE R 5 RIS RGN TTRE. R,
WIERS M TG ER RS, A RN MEIITR S C&EMERFRER. H2, BT
LexZe B 28 BN 5 AN T7 T EESR BT RE, LARANIRI 28 HO SRR L, {95 00 2 2L 2%
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GAERAR B AT EAA RPN . 47T, V523 400G SN A R ERHEH 1% 3
HERY G, HAEMIGAFEAR b 3 FHA = A
> A/ F ) HP Open View;
SUN A ] ) SUN SEM #I SUN Net Manager;
I B 5 2 7] f) IBM Net View
Cabletron 2 7] i) SPECTRUM.

vyvyy

1. HP Open View

HP Open View j& — N IIREIR KIS M RAE T 6, 258 NP ERMNEER RS,
Open View FDIREIEHE 22K, BERTUAH T HABEEM (TMN) W& KRG I K, a1 HAb
THME RGMNFFR, RIS SR SNMP #UR CMIP $4. HP Open View [N I FIE B 2 4t
IR TT S0 — S B R R T RAL Y, b s
» HP Open View Operations——— &L 25 R R Gifift v 77 & 5
HP Open View Reporter——3J) g 55 K (1) HR 25 il ok 7 55
HP Open View Performance—i; 2|3ty & Y5 A1 14 B il ok 77 & 5
HP Open View Glance Plus——H A SEH 2 Wi AR Th g
HP Open View Database Pak2000——5F HP9000 Hl %5 %5 -5 £k e (1) VL R A ml FH it 47
L
X BB R T A EARAE, MHESCRE, BONDIREIR R MR N FF &, TSRt 4x i
LN M ARG EHIIRE. 746, Open View IBEERL T 3B = H T2 EH 25, W] LAFEfLER
SEREI) AL NS B A k77 %8 . HP Open View HA 41K — L8 i 2K A
> REBSARYE P R RORMIE B B, W] LR SR R AU A U AR, AHEEZT
0 225 150 6 1) R

>  HENZ R EE B APL #0384 /& Open View P25 S BLES (NNMD,
EH UG S I X A I A5 S (R WA AR 4 R ) St 4 5

» Ll Windows NT JyH OB BT, BERSWE & NT B & 7T H TR, GRS 4.
W& HAE RG (NOS). N FIA7fif B HE 45

> METETTR, RefS i 2 NSRBI RS R

> —EUERETRE, BEMKER, RERESEHE, FORMMNHER, LK TE
HEHRET R,

2. SUN SEM ## SUN Net Manager

SUN SEM FZALHE 3 AMEHL: FIMNAH (MA), FEERMREH (MIS) FEE I IGE
Fic &5 (MPAD o 3X 3 AMBEHLRT LI A I8 AT £ W 28 p AR AL L, e 1 (A S il 5 T C++
] PMI (Portable Management Interface) 83T Java ff) JMI (Java Management Interface)
FEEIRSEM . MIS AEA SEM HIAZ O, J& —ANE FREAR I 0 A AEAR IR BT, T DLER (i U5 )
PERIRST IERRSS . M REBRSS RIRSSFFE A RSS: MA dlRE PMIIMI V5 5] MIS >k
SERURFE I DRE: MPA AJ DL 2 RS i S FF

4k, SUN Net Manager /£ SUN A w] (1) 55— M EF &, H oA 2055 AP [R5 FE 1)
REo —iR, BB TZMNH. RS, HEAWT 38R

vvyyvyy
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> A AERSH, RABUFR ARG etk . ET LUK BAC BT 45 70 IR B 0 2%
. BRI BT

> SO EE R, GHEE R AREE . B BB A AR A ST B o A AT . AT
PUCRE— A KB Al [0 28 42 Holb 55 2 23 st I8k 70 s X, AN XA R A L A
ARG, MR Z AT AR E A

> TEGEEH SR SNMP, i H S VK SNMP Trap BC & AR IR %64

3. IBM NetView

IBM 2 5] 1) NetView & — i ] 1] £ VA1 R 555 (L 7 1 X 28 457 B 65, Re 8 B 3R] TCP/IP
W2, TR REE DL, B ER G SNMP &R 00 X 25328 471 DURTISCER X 2
REEdE . Netview if LU S M RGP GIALE I, BB IR E I, 2%
LI

> ARG
BAEG 1 P& IR f A T ) 4olk 22 4 L IR
BoHEE, BARMSREHMENGE L CMEE Y6
FA IR P 3R 51 D)6
HA RN S 2, G35 4T 1Y) Domino/Notes 7 BEAI S PR BB B R G110 B

AR, HoAth— L6 [E FRAn 24 I 2% s A m A S T B ORI E IR IOT R, R
& Novell A 7] ] Manager Wise. 3Com /2 &[] Transcend. & 118 A &[] System Walker, %555,

2% W AL PR

FEYES P 45 I 22 1 T 2 M 0 2% 300 it 0 ok FL b AT 0 b, X AROR “ ISR il
190 2% MEL MR 0 A2 M A0 19X 2% B0t i I 0 X e A I E AT A o e T RSR SR X 28 it i O e FE 44 70
HrBE ST TR BRI R 4 LA o 190 265 ML 4% B 108 i 14 o0 4 ) P = AN Sl vy T ) — B P
fiE, IERERS 2% TR R ol IR RETL . RS . AT IXSE B ORI ARS8
BT ARSLAVEARHERIEER, AT DORE 28 M AR BE T B2 A 6.11 P i) J LR

vvyyvyy

BHTR
[ um | EnERE
K —
(@) BILTA (b) MEFAREFFANTA
| KRR
[ mesmn | - [ s
BMYTHAL | | METHn
RETH
(o) BRTH

611 ML T H R
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M T RAFEMRR B P BT AR Internet & F) TR . M7 TR AW Bd FH, AN
BRI ARG 6 b, FEARENA SR R RRE . B, 5 LR 4% i
fiL#% Ethereal. WireShark. NetXRay. Sniffer Z&#J& T, T H, 1, Bthereal. WireShark
X TCP. UDP. SMB. Telnet 1 FTP &% MBI SCHE, 78 55 K350 B A 75 3K NetXRay
FEHIELIORM 2 R E AR, BEIETEAN 53 #T IP. NetBEUI A1 TCP/UDP &1 Sniffer f#
W26 4 A TR AR, PTDAEGRIN S N2, REOR5EE BN 2 B — P 24 s .

WA RS RERS FE AT, (B EATAR SR A S PR A2 % 1 ThEE, M RS
FHPRHE— N FERE Vbt RO O EE . 5 TF & 1 T ER X F G SR AR T 1) F P %) 45 1) )
HE o

SR TR R SR TR . a0, < Hofth TR 45 AT dm AN TAC3E, s
EATUAFM RIS . R CEA 4 FERER: AP S mERs: TR m)
Berl; BARERG BARERR.

B EARMBE R TR 4, G —FKF R TR, nTUEENHT &SN HEF. H
Mg, BT DI S N AR AR T, RONF I SRR B - A B

KT Web 19445 #1E

WIHT IR, H AE 5 28 5 B A P Fh, BIEE T OSI i) CMIP # 8 F15E T TCP/IP
ff) SNMP 58 o -1 Py Mo 214 iy 2 7 1) 9 8% A BRS843R FH A v U B, Bl Manager
Agent [F)—XF Z [FEEHRE L, /£ SNMP #8YH, Manager F) H4E ML & 2 RFEATE
;£ CMIP B8 rh, Manager F) S AFIRSHLHD B B BEN GOHATE B . XM Z) 16 il
HE AN ER R S35, BT REREHE BN AL, B 1 Rg s, [F R )
TS SCIN P, RO BAE S B A T LA

FEXME ST, —SFERM) KB AN MIS, $#2H T — 285 M
2R PR AL, ﬁﬂg? Web 25 %E # (Web Based Management, WBM) i, JF CORBA
(R DX 268 AR A | R TR B AT DX 286 A5 B ARY | LT S IR 2 Ak 1) X i A B AR A 4 . T
T 2R TR P 2 7 TR Y (1) 3 B R AT TR SE I

5T Web [0 4% & B AL 2 L Internet AW LS 574 M), F 22K Internet FAR
HUA M E RS, M2 BN GRS Bt EAT 40 AT RN S2 IR PR R I 28 4 B 7V, d
WA T AE AR SRR ST R

ETREH WBM LA E

FTAUER WBM SEE T RREMNGE T 62 L& I—A Web IR55a%, 18 S A i % A
PR E B, WK 6.12 frvr. Hr, MR Gl SNMP 5 CMIP 3808 & % %
WE, I, JE. ETEEEGE, 4 MSEEFEEEEE. WBM NI 4% 5
SEE 19 APT 32 L3RI 4 5 F045 ., 497 WBM Bt B . 45 5\ Gk Y 2% 1) Web R4 52
K i% HTTP % SRR SHUXF P25 1 MR I A6, Web AR 65 gl id A LS 10 (CGD 1 FA
() WBM N, WBM M HEE RS B #5400 HTML JE2GRIEZ Web IR55%%, 1 Web AR 55 2%
M 2350 28 1) HTTP 153K o
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WWWHI K48 ESg:
HTTP == === === = fm e
WebfR455#
WBMPLH WebSz F 4 B2
N
WM& EAPIE: D FEP S %0 B
SNMP/CM ————— X ————————————————
Boih fre S AN

K612 FETREN WBM LI %R

FHAUE R WBM SKBLT SRR B 1 B A% W 4 P AR G (O RFAE M N, SR SR 1 4 1 R 25
EHAG RGN, ERSHERKIEE, Web HI 7 gt v Lhodiid (U8 S8 B 48
IV ) o AR 5 1 B % (A ARIE A5 ) SNMP R CMIP, R ] DA FH A4 St 1) o 245 35 21 4
LR AN T 5

AL WBM LA R

AN WBM SEHL T K Web IS BE TR A B W/ 2. BN REAE H S Web
ok, AR AR DOEE R YA . HTTP Pl B 3 T v M A B . X R 7 R 451
K 6.13 Fix.

WWWHI S P4 S H R

A& WebfiR %
B AR R%% AL e

K613 AT WBM SEHLS S I45H

AN WBM 2L RGEAPE RS ZE T EIRACIE B2, S0 1 a7 5 i o s 4
Mo MZEEH RS T2 KH Web £0K, tdFHCKH HTTP, EH/EEEFH HTML &5
IR, W2 ECR B m A Web #22. AHR IR, WEEHZ A ZURH R
E UL, AFZIR T A B R

2|

1. Berp o 4 4 B B A MR L L sk 1 2
2. HHTAATRIE P S A ML ? i B — i F A R AT 2 I DD e i
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3. [ER M2 B TR 2K 5 1
4. FEF Web [ 00 2488 BB R ) 32 B0 iR AT A7 AW AR SE B 5 58 2

#FELR ]

1. 2 B AR SR SR — 20 5 5 I 8 A B A
2. UL T — AR B LG, R R R S MR B, IS B AR .

7 N N £

PR 2% B PR RAEBEE THENEAR . IZSHAR IR AE BRI R T R SR o 2% 8 B2 48
XL N RGNS, CEREMEE ., A, MRS, KT HEAREE. AW
LR TRIEIEHEAT 2025, FIA0 0t “BR T HASEE, BER XS S ML B A A O % kAT A T
SN, RIXT NS PC. R4 SN TR B, AT A, RIARTH -
(A AT, XS~ I B, BRGeit IT B 45 255

HAT, JUFATA IS &A= FARSEIL T 4T SNMP (132 FF. SNMP K& 17K 2 iz
T2 2 55 B AR U 7 R 1 25 Ath . SNMP (138 BRAR i AR BB A4S 3 Fhoe R 7R B B Y
eI R PR AR, ZEd0 NMS ISR BN HAR T, LK — R A BEAR 7 A4
R DABEATIBAE T B SNMP Y o XM Ui /IME 1 190 245 B8 v 2 R0 A A1 i B T 3 ) A
FIHE

SNMP W ZEHE AT LAy Bk 3 FiX: BEahEHE . T2 MM J Bl . X St x0T 4%
RV BRRE P 2 [ (ARG O R 2 ST TEAN TR B W44 BN 58 T TR 1% 00 T 8 B 1 o] AR
iV EAN LA IO VA T

SNMP i FH &7 5 IR PR G A 22, AL T HC IR 53 2% PR BB 2 42 ) 50 2 Ak 22 (1 T BB E AR o
KPR IEAME AT LB HEAR i (%l B, 1 L R DS 9 4 AR 2% (B o 47 3 fe /N o

FEAEANE BEAR 7 2 [ (@ S A 3 FhRBY R B8 PDU: i WL A, B R
JP A8 i 21 SR A B B A T B ) S o AR R e R S AR AR A BR A (S A S0
CREBIE) SR A2 S e B I 1

B PR AR Y B R AE N BT R TP 4R MIB I DA AE NMS 52 ) ) 4 4
MIB. %4k MIB oV B 7 K% i 2 RN RF 8 IR B B0 R U B R iR B, ke
ok EARER (V38 09 2

N IS
1. TV — T2 P2 B R — 8 3 2 ( )
a. BEEEL SR b.NMS
c. MZEE ML, W SNMP d. 453 B AL AR
2. NIHWE—IAZE SNMP #ERR?  ( )
a B b. BB o.M BV B d.m g B

3. MIB &iE&VHN FHME—28?  ( )
a. 5B PR A A S IS B s b. 58 Bk A IS IS B 5
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RPN L -

4.

(9]

(@)}

3

o]

9.

10.

I1.

12.

13.

14.

15.

16.

17.

18.

19

1

c. 15 W 28 B AH S 145 B d. 5 M2 AL B AH S HI{E B

W15 SNMP H T LK X Ry 459, 016 THI PR 4 i s ] Refs FH R — A2 (
a.SNMP/TCP/IP/ VLA M b.NMP/TCP/UDP/IP
¢.SNMP/TCP/UDP/ LA K M d.NMP/UDP/IP/ A A ¥

TR TG M A T NMS? ( )

a HRIREL. A7 A1 27 I 26815 J2 R 4R rh =08 FH 2 e A e /22

b AAETE AT E H A SNMP T RE I 138 4 (31

c.iz47 SNMP [figitf d. F RAE I 28 1 4% 2 TR AR 13 J2 B
W —TA R NS E TR HAR?  ( )

a IR b.MERE c.hiE d. e ] P
NECE H I SNMP 141552 ( Do

a. B B i o b. I Y K ) 2 4L

.0 JRy 35 ) B L A T T R U d. H e A AL b — A 1R ]

. SNMP ARH ) — N A ( Do

a fE LM KRG HHFIH SNMP 153K b F A E R I
c B FH I 285 AL FH 9 285 2 R 22 4k d. DA B #A 2
SNMP H {1 3R /i o7 5o 38 A ( Do

a B B G A b MV I 5 3 B A
. MR 3] W 2% d. AN 1 PR 55 45 2104 Bl pi
WA SNMP # A ER UM E IR R IHEER? ( )

a BN B b. BB c. M 7/ d. e
MR SNMP #AE R OB i B & R ? Do

a BN B b. FEhE R . M 7/ R d. e
NI A SNMP #2AE #5275 2R B BRI & B AT 2 ( )

a BN B b.EZhE c. M 7/ R d. e
SNMP ¥ & XFRA ( Do

a. i b. A c.PDU dL 1 3R /] X6
7E SNMP 1, EZFRAL T M AE IR & TR Do

a. Fra P b. 45 c. B3 d.FF

7E SNMP H1, F A5 HURI B A% R 55 2% P T 43 il A2 ( Do

a. MRIAIRSS A b, MEANEIRERF o HHEBEFMRS S 4 & MRS

WA A SNMP FREF ) PDU?  ( )

a.fe b. i 7 c.JBHI d.FF

76 SNMP 1, ARERUS B BE (1) — A GET 15K JE, A BeR Az sef e, il ¢
a. IR [E N AN S A b. REIZEE o ATPWMN d BoRER

SNMP & —F G R/ N Uil SRA C ) hisGi T,

a.IP b. ICMP c. TCP d. UDP

)

. {£ SNMP i, EHBREEWAE P D Z A ENE T RSN _(D, %4k
SCHIERIN B bR (2D

) a. get-request b. set-request c. get-response  d. trap
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(2) a. 160 b. 161 c. 162 d. 163

[$#277] SNMP EE4H 5 Byl S 30, Bl get. get-next. set. get-response. trap. SNMP &
XTE 5 R

> get-request #/E—— MAREREFR AL FR I — N ERZ NS HUE
get-next-request PAF—— MR R LI — N A S H T — AN S35
set-request #/F—— WE AR AR — PN Z NS HUE;;
get-response FEfE—— BRI FE K W —DNEEZANSHUE, ©~&HT 3 PR lE R N
L (En

> trap FRfE ARILFFE R BN KRS, 8 A Rk A R A

AT 3 FhERAE A B R AR R s o PP e AR R R 45 B TR AR o T 4 P
TER MR E R —NZ& X, BT KA UDP, [Kit—x2h En fE AL . R Ad
UDP 1) 161 % I, ARFESEREAE A UDP 1) 162 3 1, Ak —N 2 G0 vT LA A I Sy B b R A A 2R
B

SHEEE: (1) HEhia; (2) &I b,

20. OSIE LML E ARSI E B R, e, a2 E AT E TR
Die, FAEHE TREE N ( Do

a. LA IFEIT get-request #E 1 3R 24 i A FE ¥V B B dhs
b. MZEEELHE BT get-request RGP SHL

c. MZEMHFIBIL set-request IK1F B XUE ) LOG 253

d. WEARIFEL trapani &% W S .

[1R7R]) BB S TR IBIIG0 . 4P OGP S e & BT R G . e B FE 1 D) Re A B 4
EXBLEAE S WEMMESOER S B € XAMBSNS TR AN HERX R, B IEM L%z
T RATHAE. REREMNTECR, HERESIR.

EI e NER AR E, B TIEFEPENE, WSH%EREE c.

vyvyy




FHELE MNMERARWEZAESEIL

I

W28 ZGAER R IFRANME N 25, BT i, D TR GO gt AT HH 4k
PRVE B, WZRISAT . SE4P 5 R P 28 AN AT BRI — U 2 T AR . WERIS4T. 44 5 B
AMLBGREE X T AU AT (22 A IS AT YRS, TR AETHSEATLR 28 o SEAT (1 — M 4 i P
258 B H bR BE S A RO 5 5 S S SN A 33 1 R AN 22 4= bk, ST Hh DS
B HTRE S o FEMIZRAE B AR, e WRHE SR ESOR, FRAE T R4S R 2547 D9 A8
SR B2 SS A IS AR, BeRE IR AT A IR S B B OANEAT s RITF b W 5
AR B EGERERE o 054 BRI E R TSI BRI OR PR ] I 2% A T
SN R G BUR AR S A -

R, M RGN E BRI RGO, B S B mARE L TR
BRI LA 28 RGERITT A . BRI, ZRIISAT . 4Er S B TAR N AR, Hoh e 2L
W R ERZ I TEAERM . S EE PR RGNS T IS, LRI A 2 4= PP as .
AREE T EAANL RGN HE YA E . CEFEMNZHT. S, WS RGMIES D, ML
ARG EERL, MBAAEEOR, BIIEMZEE R 2N 3 (BRSNS 4.

E—T MZRFEHTITEYEF

THEHLM 2B A TR RS RIRAE, EAEg NITHERAESE . DUBUIR S5 B[R, thafe o
LISATIRENE L (5 B VA ORI 2%, DRI 28 BER Y 1 7™ IR Bkl . A5 3
PR TSNS AT E S B B A HEA ), BRI, FPEEL MG RS EE
B BRI SIRE, DRSS BRI EOR

> BT, HPERE. RGN EEBEREATE
> EIREE S S IKE R,
> R E EEIMEEOR,

D AR I R R 4 % AEAT (R
2% 3 Hr
994 53H7 (Network Analysis) 5 T 04 HIBIE AT BEURALSMHT LK) I35 234 0.2
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PR 28 3T I 0 2% b BT A 0 Bs HEAT R I 0 H s 2, BT HERR R 2l
P22 RS SRR, SRR B AT I . 2% 0 Ao I 28 8 BRI S it A
BREEARZ — —BORU, MBI EZNFLS:

D U HRIHR IR ) 5 il

> IRBIMSIHI, TR ERE

> ORDURIE RS AL 7 LA, R et

> BB, G AHC SRR AR R ST

> EESMNAL RS L ENRER, MMMEITN, ERNSE EAE1L

> MR, B R RN R

W28 Mt A — e e BE L 28 BT RGERSCIL - RIZ& 7 B R G e — A RENE X I 28 7 Ty
A BAREEAT I 70ty 2, TR HEER I 2% e, A0 22 4 XU, 3R e PR L R
BER 28 AT I E I B 5 520 8, 28 M 2R 40 1 B i Bt R B B i A s 2 3
=R .

HIERE

B RSN N AT R, B AE W22 AT SEr 3R R4, LIRS |sk,
TRER OO o H R AR T e — M A B LB i Bl 2 AR DG [ B E - (i NetFlow sFlow
Sniffer Por) 83 N8R AR SEI A o HER 328 1) B R A 84 24 J& Cisco A H] ) Darren
Kerr £ Barry Bruins /% ] NetFlow .

Cisco A ] NetFlow HARZ A, FRMRARZ NetFlow V5. V9 5. iZ3 i85 5547
28 HROAN BRI 2200, n] LA AT P A TP B B2 75 0@ T Rl — N i . 78 Se btk
fE b, FERIEE T IP AR LT 7 AN @Mk SEI)

> U5 IP Hudik;

H 1 1P Huhik;

VESCR R IRESR

ENpE P RRES

B R,

TOS F17 (DSCP);

WX 28 5 B A N BT L R AR I 25 i 1 Cifindex), A AN & ) 75 248 mib 115
CEIN

FriB g 8518 (Port Mirroring), At A28 78 22 LB FH 2% 0K — AN s AN 1 B
TR R BN R — A8 1 VAT 25 T o 1248 8 i RO B A5 T B8 H 13 1. i 85
(1) 32 BEAE A2 25 W 26 53 BT 2R $2 HE v 20 BT B « 7 Al 28 A 4 B AR D g, v AR 47 0t £
b A B 28 E R AT MR A T, AR X RN, AT DR o7 W

iR

Bl o R AR IR B R £ R4t — DRAFAE IR 2 B Th, SRR 28 i R GE
BRI RGEAT SCIRZ WA T, R SO Wi, Srit i, B GRS ERAE . HdlE
P EEAES2X W2 T AT NAEHEAT 00T -

vVvyvVvyvVYyYVYyYy
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1. F&RENH

WA 2837 B Wi A S e D 4 U R B R SE B, — o i ISR A M 4 o i E B, RE
XPEE AT M, DA TR KB AT RS, LR A8 A7 AE [0 ) R 9 283 B 000 ) ) A
SRS PR A BTIERI IR, SR m L AT YRR AT SE I, DM R 58 2 A s, 12k
ERMSE.
W28 B BT I 53— B AR 55 0 e U R ) 2 A AR B B A5 R I 2% Ly T B 2
RT3, THEE R REE . BN ATHITESZ 2] 7 . 10 H i E T BRI 4 Rk 55
Ao AT ARG R S5 Ty . W2 O R34, T DU IR 2 IR B BRER - U5/ H bk 204
TR IIHT, SIS B2 0 (0 7 s AT S W T, 0T e A7 X 2% T R 1) 22 il LA ok
1T, DRBEIZS 24
2. W& FAT AT
FE PR 258 YL B M 20 A 2R, B AT RAREAT 2% T P AT D 2 i o 3 P 2 T 19X 2% 37 T
DL AR W 2 TP O BEACRFAE , BE T ACBLIM 2% F P AT RS RUAE, SR e ik X 2% F P AT
ISR . W28 TP AT B A 55 BUR JUAS I3 T O P9 2
> ST T FLT AT N B R I G D7 i A T el FR AR ) 0 AR
i, GRS, ETRTRE. (AR S,

> P EWELF . TR EELE, OFFCH R, AN RAE IS R S5
& A S A B

> Web i la[47 450 . A FEH 0 Web D7 I004T 9, RILAH T Web 3 WA U1
B, T oA P ARSR R0 TR A8 T

3. WM AT F I

W2 FH P A7 D9 s LR AR HE P AT I LIS SR, FFEAT SR & 0 Ml i, DL T il /0 S5
PERS . Z4F. HHANE, EETUHE BRI @ 7R et 5E R Mk R G
e, DAMEIRBEEAFHIRIZE AR TS, SR B IEER AR A . RIP AT e v 7 T B N R Hds 2 A
it RS, SMBRGFRET, RN EEMERE, dxs— MR AR ER .

IS PGSR T AT T S T, T RLRR I I 4 S I, i 2%
TR SEG TG R b VRIS, DME R A2 . Cisco 24 7] NetFlow 1
Sniffer Por #fi7& A LA SR 28 & 70 W 48 T RE A B

HEZI

Hodls LB A B 45 R A AIE RS 7, iR ek B BRIRIE DL R R4 .
— G T RE DTSR B EITRE .

2% H - L

P2 P R 2% R G B T, WA R GUE B 03 B P DL R G 4E B BN 03
R By R 8 T HAE W28 2 G0 Th BT BORLRR B [RI TP BERS A2 AN R R 7 T Y L ATAS[R]
FEPL A I 28 R St
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FEMZE RGUBATIERET, 75 AR 28 F ™ AN R A G AN R FR) R 2 ] P 3R AT 70 8 B
ST MEEIA G RGP N AEIT 5 T, e KR g AR, 5HE. 1% XT3
W ECR . BUR MW A TR, 2858 B 01 /5 2R A B HE 28R TP 1) s 1R
BT, R BOBR AT AR A, B AN FRAE T SR R B R R A A

A
=Fo

R P#ENINIER P it 48

FESZU P B2 BT, T S S AT IR A, RIRERS IR A R NNk RS —
AN BB IR AITE I 4% 2 40 AR )R — N SR B v B L P RO AR
NP EENGER TP k45 5E 77125 .

TR P NAE T, B AT ECECH F /2 PPoE. Web Al IEEE 802.1x 25 =F\iE /730,

»  PPoE WIE . Xj&—Fol A w5 ik 5 UAER AR B %6 5 4 1 UGIE 7 . BT+

ADSL KIAIE, JE3kHF VDSL Al LAN K18 N AiE.

> Web tAE 3. X & —FEF HTTPS thill B A 73, did X Zom 4 e i1 A
FEE, A% VLAN. MAC 1 IP S5 H o PSR Web il S 2sE 9% P i,
5 Web MNIEMRS 88 HATACH, RIEVIEE B BBOMNES R .

» IEEE 802.1x INUE o IXFHAIEJ7 2U1E 4% )2 130 25 4% 4% $R Ll s A E A iE N
Thie, &Iy Enr UL TEICRERMEH U GEDife . A AR IAIE 75X, IEEE
802.1x NIE T R — A KR SR T, i = B L si# = E A8 bl e 528,
ZH I LE A T (8

IP kg6 & — P B P AVGERR, BB (AP END 5—A g
BEN 28 RS0 1P bk AT 40, W4 R nT USSP bR sl o X T — AR T L
I AT T AR TP kbR e VAN R . F UL 1P HihEgE e B i 90 5E
MAC Hhihk48 e 55 757k

> i G0 R TR 4% RGN N L e — AN E 1 1P bk, & —ANF P i

FA P BENE T, AN P 5 1 2 f i 1A TP kb5 v DU e N4 R 48 T
St AN TP HuhE AT N, TGV HEN

> MAC Huhbg0 e 25K F P TE ML R b R 28 R SE R 5 TP Huhb i AT 4052 - 4

— & AP ENER ST — AN E R TP bk, B P 2 A R R TP ik A B 2k

INCEES R
TEREE

PI2% 2R G T — B ARAE P B ESR, i A S 2 P S A e, I ) P YR L 1
W —RETE 9 07 2O [ E I R B R S A T S MR R 9 A . A A IS 2
FEAL, T3 AN MOR R St . th T SR BRI 2 bk, 48 RGEACESR B LA 7, 3E
WACGEAC T LR 7 S s o A, A ORI R 2 R R 25 FR I 8], 5 — JOERE I 45 7
ARRESE, JFREM RN TR A, ERNERIHE T, Bttt E R AR A

o 3%,
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2% R SEMAC B P

BT M RGN EARNE SARNE, WERANRENE XS 2% R et AT BARITR, WJeiA Aotk
ITHEYE . I T HERR R A A L T R 4 e B M g R B (N, #R R iE
BT HMBLR G . R e S R AR, B AL 2% RSB B B, 2R R
Guiv e B B R 2 LU LA A

EAREEE

W 2 5 B O3 5 R P28 R e Th I AR T B HEAT RGEHE S R ARIRAIE S,
W% R G . B PSRN R R A BRI LA R O HEAT . HOR
o RO AR
FIAME RGEBOHRIE . A& RRRM ARG ER, L REHE TS 1B,
PR B S A 2 B, TR A RS, JRgeit gk
XL IEAT 2R, P AT i .

AR ZTE P et TR A, R R — B WS i DL BCE . RS,
Feols JESEH. RAE R My BT AL SR BREEE
> iR RANEERSER.

Tt

PRI R G0 MZ I e . ERIIBREFEM 2 R Geab T Al fe 2 d
HERIIN S B WAEZ SR8 2 F A B . [, QR 20 M R4t
ITVHRE, SXFEA REAE RPN A B0 AR . X LR Bl N 2% RGAR1FHEE A, AELAE
il BTCARE ] AR T ER 4 T A B ) 4 PN 7 R B K B A5 T«

(1) B8 R SR o VDA IR0 2% 7 B O3 IS 20 M 28 X 2% 2R 0 R A A A » T B e 32 PR RV
Bl € SR N AR BB %, VEAIIC SR SO R AR I IR TS L o 1 9 R4 R S
SRS RV B i B ) 20, SR W IRAS R R T BASE R, SR B ST T
L

Q2) BAFHIAN T AT EAE R4 R G008 BRI AR 5 e 40T SR BE 28 IR 35 A L SR
ARSI AT, WERIE RS REHAT W aRFESE, #E R BT AN T 2T, DGR
FF R UF I 2% R Gtk RE .

MEBCE EIE A RECE E

BEHRCE TR M RS E I EE TAENE . NARGNIBITIT ISR, 2%
2% 2R G IS AT RSB AN AR 78 BT 2R BC B B . BIAE 2 R e A AR, th 2T
BE SRR A RR AR

W 2 T B B R R YR BN DT IR I R GE EVAAT R . BEAR R4 R GE AR T A5
T BREMITRAE ., EHRE. XhafMs RGN EAICE. RENEAIE. W&
AR W BRI RIS DL SE . BCE R HOOME R ER LT LA:

> GRS hRME . ORGS0 AR AT L 14 [ B m R SR b, S P 1 PR A 3K

o o
=

vvyyvyy
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> CEARET RRME RS G, RIKEE, BHEM, RGN,

> MBI R BHCSOML ARG RS, RIEED RO IE

P00 2 T T V) 2 ) 2% 445 ) T A P B 22 TR, ANELRT DA B A8 B 0k R 4 R Gt AT AR IE 4R
RN, BT E R, sEr, DU A TARES . — BT,
90 2% e B 1B e AR AT D 4 28 G5t v R ) R it T 7 BOFR) LA AT 2R R 00, s R 24871 i 5 SIE B
AR AU SRR . MEARE R B R BL, AT B X380y A BEAT S K e il , SBR 2
Brami s, A AR AL B SRt R0R Hok

Bl 5K

B A BETH SELAE if (5 B R, A A AR R DL R 2 AN R AR IR
PRI TFRNURRE . AR ICHESE AT T REE AR 225, AT E Bk . RETEL
EERZFBARG AN LR R BRL BORICIE WSSIKHE E K, LS5 R AERLIE S
BEAT . Bk, BIRADRERREN L RE. EEELRFLIME RS RE, LT
ATERARD 9 HE BT s R IR SR A T v o

BIEEH

Ha & A KA, FEAR VT 1L R G BURAT KRR BR G 3 BUE 22k, k4
P B o B B A I P 2 WL A il 58 9 1 A ) B A A A SR KA . AR S e 25 1
FEER A N E BN E R HLEEAT A o (HIZ RS 30 BER IE#R AT RS At , il H.
HR R BRI . BEEESSORNABIR R, SR frEaEsgin, F2H. el prriax
P28 35473 o X268 56ty — AR B Ml R A Ak 7 B 45 A L RO BSE A R i B 28 RSB o

B M EENE ARSI . AT ORBR A= A JERIIERIZAT, Al R 2R E
SEHER) S AR, X ERET SRS, BB ORI HECE WA K .

> EIRE A HdE .
TRERL T R OCHL Ay, RIRS Bl A% 18 B A 5% O iR S8 BE I 2 A ke BOG B
WRERBERE . W&o RAIWLH & i St 2R HLSEI ) A0 HLUAIE SR B it
TR B P A A o WU AE S AR P P A U 2328 0 2 A WL S 37 e e f —
DL
90 22 R Al A5 5 o S R S A 7 2R 4 1 K T e AT P i R ) B 2 B SR AR B
W AT A SRR R, PR R H S SE il I M 2% AR I B & R S8, &0 RGUUARYE H
BN WAL AT R

> AR BAR LA o ML G 2T T L B M A A ) BOARA BAR A S A B A L

sy, SERGE R S E SRS a8, R ORI e .

DA 3 3547 Ty 3R A A8 AT 2 P 38 (0 A 254 0 3 AN TR R 6 5 2R AE AR )
MRS, BAREEA ARE &y A REsE 264 T 58, @ ERYE HAAS 0L, 16 Mk £e% 0
SR ANy 5 3K

BREG

BRAGRIREMREOZ 731, B2 BRI S R 88, BN E AT Lk

vwvyy

v
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TR LM ThRED e, 29— HIE B RS RIEA (ki RS (FIETAER, A
R ARG AU B 53— AL, 5% R G0 AR IEH TAR . R BORZE B R gim il TS
RN HBEIR Y, BR RGN RSB FRIAGERE BRGSO PEF A X
BAMERE RGN AR, SR RGO REWRE DIRE. WS R RER R R R X
91, ATLCKR K RGN

1. BEHERX

B 7 AR I L 37 5 U O RO HEAT B I RE A 1280 TT LR S A AR e R
e A seim S, Wl DA A B A floi fe . (H— g W . RO R A 2 ) B R IR
IR A = F R ECE BB . ERARICR RGN, R RMER BT 2 W . £ 50 %
RITIT, AL 57 A o< rp oLy a] LA I B B AR N AR B &0 oo BRIUR
G 1] LEAG (R AR T A 2 5 2 9 R 8 1A 98 P BUAEAR - T LA S A S s th A X
i FL o

B 7 IR SEI PR R B SRAS— T LUK St %473 (0775 s SR A7 ik B 51 S i [
L ui b A 7 ORI

2. MARER

JO7 FH 5 25 AR AEBUHR AR 5 (AEAEREF S AP el 20 [R5 75 200 IBERE b, 7E28 93 A5
AL BB S A R RGN R R RS (W] LLEOR ). PN R B0 [R5
(1 AR S o [R) 25 B S0 S IR AR SR S B, PR IR DGR N A SR VF (B[R] G R N R J2 AT, AT RE
NS i QI OE b R DR ¥ N L2 N4 O e S 3 e k<32 0 T 13 O | K | o A
FH o I FH 2525 ¢ A 77 HR O 0 S5 1 o % v o 22 ) R BSCHE A B T LUK 22 P i A a7 3 RIS 2
FHZ 2R R 2258 T BT 5 b 1 25 0 R SR S B, T LA 22 Foft o2 T 9 o & A2 B AT CABEA T RS 1)
e, HtRAL 5 s

JS7FH 4 725 9 (1) E B AR B A8 UM . SRR o B AR U2 B G Rk A, S
P R AEHIRE R H I B A

3. b HHAER

W G R A A ST MR &, B T ERE B EORZ AN, B EOR A& e i S atl it 4
KRAERAE G R IPAGITE = 2 BIBIR, N T 4 BARL 5 RGN 8HaAT, A8l
o A EL 55 R G0 T ERAREAT U, K ARl 55 AR GUIRAE 2L B P L as AT L 55 B G
Ry RUJESIAERLN ), B 2SI 5% R G0 iR A 25 5 LB AT

845 PR L

B (5 BA MBI TR, R = T R RS B L, 28 AMECI AT T
fERppEfE A FERILETE, EAERERERME T MRS, AaiNaaGEF 5.
SR, XZSHRE AW K, AT JPEAN G, 9 26 1) S A Pk R Bk il vy o — AN I 4% 38 5
LT WAL, SRR R Aal SRR LIRSS 5 %o 1K 75 B — A KA A 48 IR 45
RGN 4 R EAT B B, AT o — N BRI . AT AR R I 4. B
B T R S8 3 B4y AT IETF/SNMP 8 BEAI3E T OSI/CMIP FEFEE T K. X Fdit
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TAEGEH N 28 I35 & BEEOR T SE IR RE A PR R B, 2 & AR RIT AT 3, CARE 2
MRS AW AL BT R o DI, FEIXFP I T, 5 R i 2 kST BT 30, FRAIR
MRS EBAGMME L. MEEHEEMERARPE R 2 BEARME 2 A B N 5,
CARRAR M 28 1. 3s AT 4P AN R 2R A A — Mol 5 7

R R AR

RERME (Virtualization) FIRE&RTE 20 4D 60 EAAE RIR A 7E 20 th2d 70 4E48, K
R ENE TGRS 12T 2 M EE RG], X0 E B LR AR S — M - £t L+
(R, T SALLE FAE A 75 THI R 5 A6 A R ML B ARG 3 T IR R RN, B AT O BN
HARZ —.

FeF AL ML S, AT M AR G — 15 SCRTbRTE . R, MBIk BoR AT E kA
Al B IR 5 8 AR B G R B, T RRA R A SR I — R R o B2 U, Ak —Fh Bt i s 4
AR, T EAL SRR, RS W&, WIEMEMHS, FUMSR. Hiks 2P
K, FT R SEAARGE R RN e DRI B0, 3 P R DR L 20 45 B 4 1 7 QR FH I B . X
S R YR PR R UL R AN 2 A WEVR I 484 7 2 M B A T R A . ) SCHb N, SR
PR IZ A FC I B AR AT DLRR N LA, Bl o X HE AR . XREBIRFEH AR 22
LREARS., BEMLEARNKIEE T, — Bl T 52%:

> TR

> ERWHL (Virtual Machine, VM), 7] LME BCSLHLES— FEISATFE 7 IO AL B1E S35

> RN, BAASRINAEX, BRI G —E LR N AL

> EREEME, BSRTEME SR IR 2 BE AN R 8 AR AR A A 1]

> LRI, K AR N (R AR AR BRI A A N R LA, R AL R 4%
(VPN);

> R ERME, EARMTENLE R AR E R T E L, AR T RN BT AT
fitfs B

> A R AL

> BRI

> RS M.

R BIMEEARS 2R UGB AR G EAF . ZAEFRIBE M RIERGETZ D
REFF RN — 11T . ERILEOR T, WA LRI I21T 2 MRE RS HE — MRIERSG T
WHZ AT, B MRERGEIZATE DK CPU B R EM TN L, LR
TR CPU B CPU K-PITFE P IaAT TERE, X PRI R CPU 2 ANBES B
HAEMATAF. 5 VMware Workstation <5 [FI#HEIA 2 EIBCR KA AR, REAMESIARRZ —
MNERKEARGL, BAARIAE D YA AN ST A SCRE 2 3R E R G510 -

ET R BRI BRSO

HOE L AR DA 2 5080 0 (IDC) AL R B8 I 48 BE IR A ARFE, THI 1) P9 25 A 25 R A
RLFAIR S5 PRGERT . ARG B RBUR ke T SR O g e 98 . 2 m] SRR LI A 2
MRFILE TG Hife4t IDC 5, mimEHL SR BHEA R WA I D BIEA L 5
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FIFZREAL, BigE . SR —SEZ 8. b, TESERESRN IDC &y,
I E) IDC. BT, —M#i 2 IDC & gL IDC, RIS EdE +.0 (VDO

VDC W55 & — Z 51 FH AR AL R [ AL SRR ) SRR AN B IR AR A AR ZH & o X 8l S5 1S A
FH VDC $&AH i i) 8 1 — Se AR Ab R B2 YRR B AR G 1 5, FELP AT DURYE B O 75 SRz 4
b 25 BEAR AT C BT o IX Y 45 75 8 kA P VT T DA S 2 26 i 1k 45 5 st /& VDC 1R %%
Pt b S b SRR BT SCRITH LSRR R R G F AT HR O A BRIt SR EX ) A
itz B A 2R . BT I VDC H IR RG2S . 7 TR T DA SN LSS, #AT BA
WS e R AL P $& . AR VDC BEIEER AT DU BB 2 A LA 17 OB B, R AT
N VDC k%5

T FENL (VPS) J&illid 2 vH RN A A 0 X 24 55 DR 40— i UL AH B (1)
EURIE, PR BRI E S 2 A LT RS A R TR S . A VPS # AT 4 AL IR A Y
IP Hubik. BEERS. #BARZM. WAE. CPU W, PATRFMAKMLES.

B TR S5 R — P TR RO SRR I U RS g T L AR T — RAIAS
[FIRUASARE T S50, AU FE CPU TRRE. AT BIERS. WISL. 4. XU SECA
TSGR A A R BANA, R AT DURR I 5 22 F O AN [F) RS (9 1 55 55

L AR SR, B IFmROHE M IR, ki 2 % b R
DAFEAAE — AL, T — NSRS G IRSSas . BB A5 in %
FIL e N RN 2 o R 7 45 22 A0 0 SR R G o TE 26 2 A7 b 55 AN AT LA 2 4 A 2L Al f
TR G TR, LFREZMPBHATN, W&y, a8dEts. SIERE S, ar it
PR 2 T (LA O 288 R 45 (6 ), IR e % B R U ) gl JR 0], S B M R 7 B 0T, Sk )
BPRAL ORI T RE .

DA MR T SR AR SR A RS L AR L,
4 VDC =S M AA = e “ Ao + W2 + N7 FIHATIRS . =& A LI
ARFIE:

> ARSI G—, E TR E TR, A RPRICR I s E A

> R RS S A R SR AME

> LR, MR AL N R

> LG EE RE R B 4

P = AR AT DLse Bl B AL AR ot (VDO k5% . MRIEFERE AT SS (TaaS) 1)
MR 25 B S, R S5 SR B o AE P B (4 75 A 9 AR HE AL B BEUR IR 55, J AR B s s v v A
FAPETERE | SR . RIS . A VDC SRR (AL 5 A R Y R AL
PR T A 480 Bl — A K (0 B35, B2t 1) I A o 0L 5% it 0 A B2 (AL s T B AR 55 10 7=
DARIVEALT TaaS 77 20FT 60 BObm AR ) FH Pt R R AT DAZE 284% 7 FOs BT R I 2 8, O
R T 8] P 3R AT B H 4 B8 I 00 U 1) A FHASRR

2%

L RTMH RGBSR, FHIBWAIE#IRZ ¢ ).
a. SAN 17fif RGHIACENE, SRR H VIO, AR 0 B A0 20 L Ak T
A REIEHfEH
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b. T HE R, B A — Bk CRAE e PR B AT R, SRR TR
c. 5 BBARMIA R HX A K5 S AR, FEERAE R GUR 1255 Ak 1A
£
d. iR RGE. PPEIE R GR T MM, SHEMZELRA
2. REAMEBARAER KRG (R AT Chte koL e 4k ¢ )

a. RN ARG b. FFERERFGEE I
c. BEIAE AR HE N BEAR R A d. PRSI A
3. (B R ARG RMWKEIMIET 2007 £ 11 A 1 HIERTZONE S b, Horbot o ik & g
T RIAER? ( )
a. 4 b. 5 c. 6 d. 7
[3HZ&K]1c 2b.d 3¢
TS

1. 7 Windows Server | Z2ZEFIfid B SNMP fCHE AR 55 .
2. 7F Windows [ Z3EFIAC E SNMP fCH AR % .
3. 7 Linux FFF)5 SNMP ARFEAR %5 o

BT MBRRFHNBENSEE

FEMZIEAT JEE BRI RE T, Oy T e ISR, 7 ZAR Y R 45 1 B i i 2y
AT DURFN B R 28 1 AL TERRIRAS, I IEAT g (LA R B . 2% B A . 4]
FEE R E GO, ARE MR E et e DA ENL B e, A Hr A s s

AN EM AR T (Sniffer Por) #EATMIZE ML BT AR E B 9%, AR
BIZ W4 e, A7 RO s B 45

> ERE R IR B AR T Sniffer Por 148 512
> AR M AR B AT N2 b« e LA S AR vk, RS R PR IR
T 5 VA e o 8% S ) 1

> A R, TR
A2 L b I PR T

P00 2 MEL R 0 2% 2 00 6 T o B ) AR, IR BN 2% R BRI AE A AT AL AU X 2% 2R 48 1 M
PETAE. MR RGHISITIAE R AW, WA JUN 2 342 X 2% R GRS A REAEIE 24 I
15 R H B2 AR PR It 5 55— I 1) R DA B A BN AR BOA , Tty e o o7,  A fg  JE
R, JEInAHERR o 50T UK SR N ARS SR AR B Z0IRAS, P48 R GUUG 2 IR i 2 42 ] 52
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M ErIvERe, FFELIERIBIT.

PR 25 1 45 — AR P 2% I MERE S 80T, REARERE R . A EE R BAX,
TERFIE S R SRR B ) A5 o DR 26 N DRI S M A AR SR SR 4% 3 405 %% 0 1)
PERESHL, AR IX LEAH G 1 S HON 24 RGHIVEREFEAT BNAS 40, FHAH L HL 1 B 9 2% 2R 455 (1)
Bl &, /2% R G RER 2R R RS . B RN G I RES B L BRI 25, A ]
Aeth I be . R AN, WEE BN Qe mEy, g .

PR 6% M A0, 2 080 A e i SR D X Ao P LR 11 7 X0, DA 8% 110 DX B S A7 B0y ) I B
PR BB, SR )5 18 T AR X e B AT IR i A G, LB FI R 1)
TR 4 (R FH 2L L7 ) 1) Y 450 B s SR S i L I B R . 55 & B MLR ISR B2 1) Bdis
R MRS AR KSR SIS SE, T4 TH B4R M 2% 1)
AT RS DL

IR 265 WA B IS0 oA i D X 4 P P e A LR i 5 22 BB 5 7 TG o — > RN 2883 FR T
JIETH N IS 2 AN X L5 B A LRI, 24 X 2% H 00 3 Bk i, T S X 4 A T B 3R
Bt BT . AN RS uh ERRIRIL, TAEEIER K, W A stk
PRI I P 8% B A B D BT T B, B R PT DL RN SR N 45 i i, AT T AR 4IRS, T8
A HTR R B AE AR R T E o T X A R A T IR U % P K

> BTSN BT AR

> BRI A T S B 2 ) R 2 B AR R AT R G

BT L TP W BT A RN S S B, FHRBATT A, 7E52br TR 2 R A7 .
A LK X 248 WS A0 B DAL A3 BT 3R A 2 2 AR BB D AR TS, WA X Bt B 1) R, it B B 5 2B 1D
AT FEANUER B L b, 65 7 (8. 7ELCLL 2 B (1 Sniffer Por #0445, 243
28 WA AL i RGEAE I 7

Sniffer Por /&3¢ [H Network Associates A & (FLZE] McAfee A ) FF & H)— Z 5 #8520 /X 2%
AN RS W TR . RS G, MR IR, EN— Z SIS R R EA X A
—BEUF B ST A . AN AR RN IR R AETE LM 48, Sniffer Pro #JS g % S E S
R R 2% W A« BEH 0, 97 30 DA K 5 12 T 70T« Sniiffer Pro T LA 3 Fift i 07 & 0 4% 38 15 &,
FERLIT A 53 3 T2 1 READ T RERb AN AT FH 95 1R 1 40 BL o B0 AT DASS H I 458 08 45 B 1 e T4
¥, RS RER K,

Sniffer Pro AJiz4T7E R AR — G HLES b, WS, W& B2 B i R 46
2245 (Hub) HAE—/NF WP, IX PR e M 2% 22645 LR & HLas 15125 4 €2 - Sniffer Pro

AT DU T CD-ROM %246 5 # M Sniffer 2 ] ¥
SR ECC R . IR B MRS T8 T %
ﬁﬁ%mm@ i, 0T UFT AT AT SCHF B TE (9 S04, Xk
= $9 0). . Sniffer Pro K% JE 3 L 3ERET . RT3 )5,

SR8 R G I 22 ) SRR AT B AT, AR L
e ||| .
e B UGEST Sniffer Pro B, Z 452w k44
-l w0, W 7.0 FTR. B A T L

W s || FTEMR.
BT ERM IR MR, R R e

K71 ®EHFEMEED
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%8 HE N Sniffer Pro W ES 1, WK 7.2 Fizs.

s ortable — Local, Bifk: HZH wew. ckwind.net (SEZEBFTE10 Wbps)
poaiy ENSEW MO 250 TEO SEEE #OW HHa

‘ »|_n_ w8 i\lm‘
= 8l oo EseR s & @

= 1 R - ¥ A=l

B 7.2 Sniffer Pro ¥ Fiifi

FUGBITH, RGATRE IR “Internet ISR HIFRTE L, X VA L30T
T Java AT &L AT . AT LA www.java/com/download/manual/jsp W5 4 2% T #5235 .

FEEH L, a2 Sniffer Pro JH 85 FTHI _L A A SRR B3 BT T BB A €
[ CRATHD, JXBEAT 2k “S0fh” (File) 323, Mh#% “HEE#t®” (Select Settings), 7E3iH]
(2 H VB W R S R R R R . IR AR A R, W R (New) 41T
T :

> {E “iiR” (Description) SCAHEH NiZ MK E— 4K,

> TE CPRIERCAR” MR R IR R

> iy “OK” {ZHIEM.

PRl “SCHE” (File) 3288, 364 “log on” MTUBLAT UTFAALREIZE T«

LR 48 8 BEAR IS HP A F] ) Open View. IBM A ] ff] NetView. SUN A ][] SUN
Net Manager. Cisco A &[] Cisco Works. 3Com ‘2 ] [#] Transcend % .

I8 PERER RS R S 2 Br

FIF Sniffer Pro AT WS AT HERERI IS IS 20T, B S0 B2 3R 0 2% o O B0HE B o R ) B0
EHIJE, Sniffer Pro JFAREAIRAEA WL FIEIR L, & RAERIN-RETIE M #eblg 1
MR . R B A A A O AR, ATRI A LR R E . RO,
Sniffer Pro 2> FISC I Ze 42 i 0 28 i 11 (%) i A 504 4.

RIRBIE A RRYER T(E

FEERINIE LT Sniffer Pro AT iR H A% N AORE S 28 1) i A Sl 0 (HAE SR L8 3T,
A LS AN T 7 B B L o Dy 1 R IEE S I 45 ] R T, OGS BT A R H s AT g
Sniffer Pro #2415 SCHIPR A WK PN, B8 E SR 2 3 SRR Fr Rl —
F AT T SR -

Z




234 RSN S

(D) WEIESS . £ MR “Fi3R” (Capture) SEH_H) “ & Lk 48 ” (Define Filter)
W, R Guas i pER e S .

(2) AR B e . Wil 7.3 P, il “Hbbik” (Address) WETHR, SRJETE “Hh
HESRAY” Fhr g bl DLE SRR . TP BE IPX Hihk; 7F “RER” (Mode) 1EIFAEH AT DL/AJ ik
“HET B “HERR Bk, AE “f7E 17 (Stationl) A “f7E 27 (Station2) FFEHEHHA
IP Huhik, #N “AERM” REHEG TN £ “Dir” FIRHED GBI LM, TUHZEL R
41 and. or. not FHAEKKE. (EMBEFIRNEF, WLAREZA KM, WAL nT AR 38
ZAN TP Mk ERE . DU X TIP kb 3 s, B Bl 3Rk v 202.119.167.6 (1) AL 5 HoAl
FHUEERER. £ B EOHET, Ak “B%” (nclude) ET; 7E “fIE” (Station)
FIRMEN, EAER—FH F 202.119.167.6, HHb—H3H E “AEEM” (Any). XFERLTER T
Huhk ) 5E X

SE M- hEk
BE it |mmas|sg |ew | HEE

HAEER: (1) EAIROHAL | (Iragable) () Bix
R - B 2Em

1B I/ 5 &

+- B EHAE
& A & wiw
 HEBE )
L5y o | &2 |
12021190676 B B i
2 S-=
3 Bo8 L
4 BeE
B Beq
: 22 >
= mE | mExe |

K 7.3 % H Sniffer Pro iJ JE 2%

(3) MRIEMEI BB IERN . W 7.4 Fow, & “FH” (Advanced) LT, 7E
X AT DL OB IR SR B SO R B B . I Wi E i3k DNS. FTP. HTTP. NetBIOS %
P IEAR L, PTLAE TCP 403 FAIRM R SIRHE. /£ “H K/ (Packet Size) i
FlFdr, nf ORI IR IR AR N E “HHR AL (Pack Type) FIFRAMEH, W LLik
PRELR IR B AL ) R A

#®E | wit | gEEs 568 ]&H’ | HBE:
T —
= EE o Bl % =i
[ Con TCrLe/Lour ]
% 3Com X8 T
% awEp

[T APFLETALE
[T APFLETALE ARF

M7 aroLLO
¥ hRP
7 amm 2
R EF ) EEHAE 1)
T T
[WICRCHEIR: =
FRA Rt [W|Tabbers v

W i | mEws |

B 7.4 58 SCHTEE 3R AR S WS e £
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filtn, AEI#3E FTP. NetBIOS. DNS. HTTP (%, ZiL4THF TCP ki, Fidt—
IR LA, AL DNS. NetBIOS (%4 tlJE T- UDP, #Ud 7 2E7E UDP &I Lk
L TCP IR 1) TAE: SNSRI EE A 4. W BAIE AT, SR BT A B s

(4) BEFMIREAREZ P X IR WE 7.5 o, &8 “%” (Buffer) ®IR, 78 “2%
MK/N” (Buffer Size) FHAMEHIEFEZMX IR/, KHE R KE 40 MB. 18 “HdEtR
/IN” (Packet Size) WA LA BEMKIR/N: 7E “ L2k ” (When buffer is full) FikX
AT LR Mg v X 1 PLE /& “f5 1bddi 3k (Stop Capture) &2 “EisZedh” (Wrap Buffer).
TE “HHIRZEM” (Capture buffer) X H1/2)ik “{RAFEICHE” (Save to file) BiEHE, 7£ “H
37 (Director) SCAHEF1 ¥ B RAF U IR R, IR E A . HTZEMXEUN, ERIENIEL
P AR Z 05, AT LM FH B ) R A7 D REK i 3R A BBz (R A7 2T 5

SE M B -k

BE | it | BEE | mE S ] HEE

S @ Liggrpisat E3iN
'
o

40 NB -

26 e i)

R

v A
Bt [0 \Progren Files\NAT\SnifferT\Frogr: J
TGRSR (R A L

v HE—RIERR U | RIS @

T B | Egor |

K75 BEEBPFEEANENX

(5) PRAFIEUERIN . FRTh 0 N HR) “HBCE ST (Profiles) ¥4, 3t “ 4 IRMC B 7
(Capture Profiles) % I1; iy “Fradt” (New) %4, #fH “Bratflishic & S 7 (New Capture
Profile) i H; & “HlCE X4 ” (New Profile Name) SCAHE A ShyiZ ik 8 4 ) 48 N — A SC A4
%, By “OK” 41, KM “Hraskme & o &0 a8 ot © % E i SR £
1o

FRBUER

f£ Sniffer Pro =S B “Hiisk” THAE L, #d “JFiafiisk” (Capture Start) 24l
JRBNHIR G, ] AR R B A o .

Sniffer Pro J Al sR £ s G 2 B3l E] 7.6 FT7n i) Expert (5K &M, SERTRIREL
FERRAEIL; B “Layer” WigA EMBEO=M, o RIARBZ & PR H i BT K.

£ “Layer” k& 4848 2o 25 R B EUR i R E . BE0R 3
MEH:

»  “Diagnoses” = H I H ] B (1) £ 5

»  “Symptoms” = HFIH R H EE;

>  “Objects” = HFI 5k 2 1] L2
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236 REE S LS A
Lager | b Fet Station 1 | Het Station 2 | Protacol Frames Fytes Diag/Synp | Last Diag/Sy
= ~ [118.147.151.150]  [202.118 167.107]  TCF z 18 i
= [121.14.32. 211] [202. 118, 167.5] CP a1 40, 462 o
— [121.14.32.211] [202. 1139, 167.58] CF 58 50,837 o
[121.14.32 211] [202.118. 167.58] ICF B3 57,473 il
W [121.14.32.211] [202. 118, 167.5] CP 38 30, 208 o
[121.14.32.211] [202. 1139, 167.58] CF 7 3,481 o
=) [121.14.32. 254] [202.118. 167.5] TCP 19 11,277 il
— [121.14.32. 254] [202. 113 167.5] CP 5 04 il z
= [121. 14 32 254] [202.119. 167.8] TCF 3 84 0 o
B [202.119.167.133]  [239. 255 255.250]  UDP 1 1,024 i
[202.119.167.150]  [255.255.255.255]  VDP 1 328 i}
Diagnoses rene 110 187 1cnl roce oEc ooe oEc 1 me 1 @on n b/
Symptoms < >
Objects

K 7.6 Expert & K5~ EHE R E 5

By “Layer” WigPHIRE—E, EAUMER T SERZEBIRANIIER, Wb —%
CElF Bt T A U ) Objects " TUAE D AT LA B 5% H B TEAIME B ; B i & 1A M Summary ”
\LTJB[EEU%J\o

4% 1= 1T RS R M BE 3 AT
TE 3 B 1 R i ) DU SRR SR B &, R 7.7 B i C B R b Pt e
“YSHL2$” (Monitor) 3ERLIEIR, K48 IZAT fEILEEAT M WLATIE BE 00T o

S BMBa BEo S50 TEO HEE® BOM FHehom
» i ﬁ 241, =
Bl 80 SlmloleEweR € @

K 7.7 MIZRIEAT AL S MERE 73 A T LA

(1) GRS BoRMZ AT RGL: 7ER 7.7 s T RAS iy “OGRTER” #28 (5
f”’“ﬁ%ﬁmﬁi)ﬁ%), RY T 7.8 FrRBIBCEIE H o 125 FER GBI 325 it 28
PR RIE R B IR 28 1847 B SERPIRES .

Set Thresholds

oo 1R

-1|:j (‘ 100K

00 20125F5425H 8:57:51 & ShortTerm ¢ Long Term

K 7.8 AEREE N

> CRE—TE 3 MUEEF, FNEIRIEMEFRI R, 8N EIREAE R
R @ EEE, Eﬁﬁﬁ\ﬁﬁﬁﬁmﬂéﬁﬁﬁ%alﬁio ﬁﬂ%%?&i%ﬁﬁﬁﬁéﬁﬁ, A LR
HOCGREE D 7 “Reset” (EEE) 144,

> IIEHE—FEERRTE, F “MK” (Network). “45iRH51A” (Detail Errors)



Yt M Zuawicthb5eEm 237

F“RifE4r4 7 (Size Distribution) —ANZNAS 1 4L B H B M 481847 1 S2 I G 1508
R 3 A5 T R R SR ME VT DA T AT S 5 ) 2
(2) WL NIRRT N2 AT IRI: 22 7.7 s LA A i «“ ENLPIER 7§24 (B8

FEMALES R FIRE), RaGambE 7.9 ForiE H. ZE 05 T 5RRBKREA KK
P ENL, W AER EE R KRIET 10 R2EHL i%@DFL%“m”\M,Tuﬁﬁ%E
WL TP ik 2 S S it . @k ks O M4, nr LU 78 CandETe . RS
E%W%OW%EQE%GIMWMEE@,EW%*%%@Em%ﬂﬁ,ﬂHﬂmE@IM
HERE HoAh AL

T ENE: BIfrE

ot ABNES [WIERES [FP [T [T [EZ35E WIRHER  [CRC | Jabbers | Runts | BA | RRHD [BAZY |.A
= 00717665 0 2 0 28 2 0 0 0 0 0 0 0 0
= Q071556 72206 15 0 %0 0 0 0 0 0 0 0 0 0
= Q017EHEETF 0 158 0 5.2 148 10 0 0 0 0 0 0 0
OUTESDD4FD04 0 7% 0 19568 0 2% 0 0 0 0 0 0 0
17C47FE: 0 % 0 561 B 0 0 0 0 0 0 0 0
| B uiassizesn 0 750 0 @78 0 750 i i i i i i i
448314 0 481 0 0784 a1 0 0 0 0 0 0 0 0
2| | & oovassziacoa 0 528 0 752 528 0 0 0 0 0 0 0 0
< A4S31A1 0 %0 0 61,440 %0 0 0 0 0 0 0 0 0
= 1AAT31AF7S 0 540 0 34560, 540 0 0 0 0 0 0 0 0
1443325302 0 120 0 T80 120 0 0 0 0 0 0 0 0
1 3331E 0 120 0 780 120 0 0 0 0 0 0 0 0
1 || B ooraas3ie: 0 120 0 7580 120 0 0 0 0 0 0 0 0
00144ST3IERE 0 123 0 7872 123 0 0 0 0 0 0 0 0
¥|| 2 ovrasszieen 0 124 0 73% 124 0 0 0 0 0 0 0 0
3% 0 123 0 a7 123 0 0 0 0 0 0 0 0
82|| 2 omeeseck 0 50 0 3200 6 a4 0 0 0 0 0 0 0
OUEBSEBDEFB 0 4 0 2852 kil 1 0 0 0 0 0 0 0
|| & anicossEraos 438 £ 8575 73T 5 24 0 0 0 0 0 0 0
O01E25C13385 0 41 3 0 0 0 0 0 0 0 0:
& AL 148 0 9500 0 0 0 0 0 0 0 0 0 0
i LT 1 28 61 15744 28 0 0 0 0 0 0 0 0
E: OUEZECICCZS 0 1 0 64 0 1 0 0 0 0 0 0 0
MEZCIETS 152 0 9782 0 0 0 0 0 0 0 0 0 0:
OTEZCIEZ2S 0 1 61 0 1 0 0 0 0 0 0 0.
SCIE2AT 0 15 0 1838 15 0 0 0 0 0 0 0 0
001D0S230E75 0 s 0 576 s 0 0 0 0 0 0 0 0
001D0S20C734 B 1 1282 61 0 1 0 0 0 0 0 0 0
001D0S2CCD82 0 8 0 1113 6 2 0 0 0 0 0 0 0
| 001FEC201900 0 0 537 0 3 0 0 0 0 0 0 0
| 001FECIDTSFF 21.469 5450 1431817 45.474.005 13881 3502 0 0 0 0 0 0 0
] 00235088 S1E 0 3 0 215 0 E] 0 0 0 0 0 0 0
Jnnﬂrnmr;m n 14 n IR 4 n n n n n n n n:v
>
e (FIPT

K79 ARG

(3) IR EFEH M R ERIB ARG : AR 7.7 Fios i) T BR th da iy “ R4 7 4240 (5
EMM AR PR, KRGS HE 7.10 FrosiIE O . 2 e 1 ARSI 77 s L2 8 1)
HEERR, WL AT LI R HE B F L M @GN MENRZ MM LR %%
e s A H ey, ATER R O BB A, R IRIES B ) “Zoom” TR ELH
LSRR BT, T 30%. 50%%% . i sl O FIUm “MAC” 745, " LIEA L AMC bk
PRIRIS BN M EE X R

{=Sniffer Portable — Local, Ffk: HEH wew okwind.net (EEEF10 Nbps) - BER: 31271
Sote &M8w BE0 BF@ IED SEEE @00 EHo

I T e N T —
=S| S| SlmoeEwem 2 e @

[

=
ol
[m
9|
g
%

K710 WREMESED
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(4) @A TEI s TIRGL: R 7.7 B i) TRl “Pplonn” #
%(&Ewu%mﬁiﬁﬁx%%A%m@7u%TM@D L VRN T 50 SRR
GuiHE R, T LIS B HAE I A R A A S L. SRR N “IP” AR, ArLA
R IP BRSO &N S b . B O R IAR) “MAC” T4, FULER MAC 2K
BT o B Ee Al

= 80| afsloeEseR 2 € @
=i
W IP_4RP
| = NI
| SR
mEZT

MAC AP IFX
Fstts =] & b 10185 fR | 23

B 711 Wil Aid o
(5) BRSO T E TR : 728 7.7 Fias i TEAA R RS “2 /gt 44l

(E7E LR Bk %), RGSHME 712 Frosie Ko & H IR 1A EHCEE 28
T L. B B ORI “Utilization Dist” TU4%, 0 DAEEE W48 FIFH R0 50T

(5 Sniffer Portable — Local, #fk: 2Pl www. okwind net (EZEFITELD Nbps) - [£E%iHE]

@ o BB BAFo 2F@ TEQ BEE@ FOM EBHo
n| w|t |
=|H| &7 Sm|oe=waR 2 & @

65127

128-256s

2565115

[1 5121023

] 102415185

Size Dist. A Uilization Dist.
5T LR & s ] 13655 [ [ 23

K712 &RgitEn

(6) eI LT BN 8] 7 B I 28 A e AE 1 7.7 B (0 T B A v By < S0 I o IR2 I 1) 7 4%
%(Iﬁwﬁﬁ%ﬁiﬁﬁx%%A%$@7B%F%@D G LR T A R AR 8
IFTE], AT RAT A B A EHUEAS R ks PR R TRl S5E45 2 o

(7) EAEMRK B OEEMZAAENEIL: R 7.7 Proas) TR P g 3R
@ﬁ(i&“&%iﬁiﬁ%%%%A%$@7m%?MED B RS T EA IR AL
PR BCREA 5 S AF LBl BT AT BL T i e
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& urtE ENSe BECO BTQ TAD HEEE SO0 THW -8 x
u| m|*h] 56| ]
s|H| 8= SnseE @R 2 ¢ @
,ﬁ EIREEHIE L& HIr Tewafisp [30%Rsp |M|r|Hsp [Masfisp [Totsp  [0:25 Izs 50 Iaw 0 Iml 200 Izm 4:m
& (B 1107818778 novo-3eB31b18 Y 7 3 7 2 2 [
== | B 11072410 novo-3e831b18r 22 50 a 51 4 3 u 1 n u n 0
=2 || & 113108.220.265 novo- 3683118 34 % o7 4 2 i 2 0 i 0 0 0
s ||[B 113108220208 novo-3e83118 1 65 77 51 B 2 0 0 2 0 0 0 ]
= || & 1152387418 novo-3e831b18 14 13 10 22 8 8 0 0 0 0 0 ]
E‘ 119.42.233.23 novo-3e83118 20 7 3 3 4 2 2 0 0 0 0 ]
121143221 novo-3e83b1GY 32 2 kil kel 2 1 2 0 1 0 0 o
121.14.32.254 novo- 3683116 3 £ 2 B 14 1 14 0 1 0 0 o
122225108171 novo- 388316 13 E 7 7 5 4 1 0 1 0 0 o
122226169163 novo-3ed3b1Gr 17 Ei 12 k] 12 10 2 0 1 0 0 o
12358176137 % 11 ] Ex| Fi 2 3 [ 0 0 o
12358.176.138 1 13 13 2 2 0 0 [ 0 0 o
12358,176.225 1 12 21 3 3 0 0 [ 0 0 o
180153.97.13 8 H i 12 12 0 0 i 0 0 0
180.:86.17.240 3 1 7 4 4 0 0 i 0 0 0
0210275147 8 H 7 Ed £ 0 0 i 0 0 0
202102.75.160 5 2 31 5 4 1 0 i 0 0 0
20210292157 7 H 7 z 2 0 0 i 0 0 0
B 202108 43,246 1M 18 1B 2 i 0 0 z 0 0 0
1 207.46.70.200 E] il 92 z i 0 2 i 0 0 0
Bl 2111511238 [ lenovo 3683118 45 53 7 55 4 i 3 1 i 0 0 0 =
< >
HTTP

P 7.13 S0 FH i S (] i 11

=0 8l0| almlyelEslen pl ¢ ¢

K714 FIRERE D

FEMPREEE R T, AT PLEE AT R EE S O, AT LU0 S 1015 2 S
JEREN, 07 I ZRAT L eI o M XA R T — MRS, 7T EME IRk,

WHRELRERD NN R o3 A

{5 11 Sniffer Pro fii 3R EIR )G, W LURHEZR N R 80 G BEAT il e A 52 0 Afr, DA 9.5
TR B R BIRETHNE. F TRZENTBL M BRSSO AEZE AN BEAER T,
M A AR JEAAR . — ST R 1 BAR A A IR EL

FEIEL 7.7 B s Gk THA B, S “Hiigkis it B 4EIbIf EoR” $24, T dE
AEAER, FHE 7.5 FrospIu i E H e BTEF IR ESE R, 5 R eI
SRR B R AT RS AT 7

niffer Portable — Local, Jfk: #=Fl wew. okwind.net C(EFEF{E10 Nbps) - [#idk001ebs. cap: BH, ...

THE LMW WEC TR0 IAD NEFD BOW FHW -8 x
LIS
G[5m) 4| &b || S| @ (R JJJ

|F‘5 R ﬁﬂhht | B4FdE | 4 | Len (5] Fel 8 A

12 [202 119 167 88 [224 0.0 251] IGMP Type 6, VerZ Nembsrship Report &0 0.00 00 2
|13 [202.119.167.86 [224.0.0.100] |IGMP: Type ©. Vor2 Nembership Report 60 0:00:00.2
014 [202.119.167 .88 [224.0.0.252] |IGMP: Type 6, Wer: Membership Report &0 0.00:00.2
Ol1s G01FECIDLIFF | Broadcast ARP. C Pae[202 "5 ter 252] PRO=IP &0 0:00:00.2
01 [202 113.167.12 [224.112.56 .29] IGHP: Type 6, Ver2 Membership Report &0 000003+

5% T Do[o24 T12.56.29) 501202 113 167.127] IEN-8 ID-20431
+ &% IGHF: Type 6, Ver? Membership Report
DIC. Frame padding= 14 bytes

00000000 01 00 5= 70 38 1d 00 26 9= fd bc 29 08 00 46 00 “pd. kIEER . F
00000010: 00 20 S0 Ob 00 00 01 02 4a 48 ca 77 a7 7f =0 70 P.... . JH#E 18
00000020 38 1d 94 04 00 00 16 00 d1 71 =0 70 38 1d 00 00 8.7 TR
000000300 00 OO0 00 0O 00 00 0O 0O OO0 OO OO 0O c0s000000
TR ) W0 TR ) OISR ), U, ), SEGn TR A A

ETIFRER AR & Ju L] A | 2

B 715 PhidotrE o




240 RSN S

FEVM AT E DB N 6 Nilas, Hrh “fi#is” (Decode) T128 RN Hfs (AT R,
A DU B L B S R I BSGIAT R AT . RS T4y 3 AN, B BRI KR
RIS . HEWLE S Hex Sifid .

HHE T 21 2 B b rh AR R T 21 17 4R B0 A HE i, I SR A BE A i R
Hidk (Source Address). Hipihilk (Dest Address). % (Summary) DL [E]ZE(E S

FEHAR WA 22 B ks o B o AN B ot A B it Sk A5 I B A A 2 Y T 1 P B i
JZ. IP 2. TCP/UDP 2% EHFEALMME R . @it A HXLE(E 2 nT DL T iz 5 i 25
% 2R L

EHHEMELE B A7 EE, R NN ERE TR LS (Hex) b Al
ASCH # B R ZAT N E . X BRI NS RIEM, WILEAE LR fE, (G250 0 E i
W Be s N 248 A H S S

MR AT E TR, RESIRIN T IRAT « W0 DU v B8 FF- 00 B 103, Wk REORAF
Sniffer Pro 2 LA HIFE 2Kl 31 1K 8 R AR A AENE &L I o Sniffer Pro REREHT T /G 48N cap T
RSCAFF AT 537

Sniffer Pro FRHSHLEIE GRS L2 lisl, B4t T — KA TR, WiEhbbi, %
Pafl &k A %% ping. trace router. DNS lookup %5 1. H.. X4 T H 5 Windows & 4t A0 M H iy &
e, EEERAER e R BB A, W H A B

2%

1. W2 IS AR BT I H 2 AT 42

2. WS ISR BT R TAR B A4 2

3. ffafF)FH Sniffer Pro #2F4 #1402

4. Sniffer Pro J&/EFEXT 45 R Gu b AT IS LA 14 RE 2 T 11 2

#FELR ]

i Web 82 TR, &R T W2 1% SRR AT (0 EAE P, andE T SNMP B
W3 (Net-SNMP., Paessler SNMP Tester. iReasoning MIB Brower 25 ), 1| H H = Z g
o)At

E=T MEFHESRON

W 25 A fitt S LA AN R AR 7330l e AR SR FR) o A7 (5 A AR T A H AR 7 I &Rk
FEAHIE R A Z AT R — b IR 55 T N 48 DU B8 22 1) o e I 4 Z IR AN S5 R 2R o A7
ORI E 5 3 A T i R B A SRR T 9 248 1) B A T i O B A% o WY 4847
fERORBRRE A7 AN “MER 7 G5EEK, I MR IR AR e, SEBLE A 2 A
A7 it Ve g MR 5% 2 2 1A O B AE I 2% LI PR RE A S . O 17 78 e FIRT BRI, I8, A7 Ak
KRR SENLR GE 0 2 BN 22—, AN UL S B I B2 4% ) €, TS0 O ST K 2R 5
A M 285 B ST 1) R GE AL SRR HT P e e, A DA A28 B A7 ST 7 4E,
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JART DA {6 b A P 32 i) B 2% 2 R B2 P i AT U R AN R, X 4 AE A

B A TP B FE A Tt R P P KB e, 8 AT R T80 oy D) 28 A0tk D Py o 82 ]
AT FEEDNE EHSEERA I (DAS) M IERAAE (NAS) FIAF# X 5% 2% (FC-SAN, IP-SAN)
LW EAEAETIAR

> AR E A BRI W S IE AR AR
> EIEFE XM E AR (FC-SAN, IP-SAN);
> RS R AR ETR R

> RHLAF Al AR I T R AT ik (8 Rl P R 48 R T o 2% A S5 A K ERORT 7 o L
PAFGE . PIZOERRAF AN G X I 28 =Fb

BLEERA%

HEEAF#% (Direct Access Storage, DAS) WIHFER S 28 1EF /7 fi& (Server Attached
Storage), WM “EHIEEM N, DAS 45— MM EER A4S (WRERLRES ). W
WA ) 5 RS 4 Bl P i i 208 il GEH 2 SCSI#2HD) ELREAHE SCI B 17
ERHR . ERXMAAERRIUT, DAS PAIRSS &N O, Bl a8 A BA RAIE RS2 R
S an G — 8B FIAE, IS5 AR A TR BN W B A 55 . B 7.16 v g DAS &
G K.

BRI 5 od)EE FTENfR 4558
K 7.16 DAS Z%irEE

DAS & BT X v S 2% rb cdfs A i i R TR B — Fh ELIR OB R T 258, A2 — R
2R T L% R K S A i L (EREE TS S R Dy R, — O TR A
NGB, P B 42 111 25 I 5% # e SR A SR B B, ) — 05 T IR R A A SR SRS PR R A, LA
3N 2 KX 2% S5 1 o

E AT il

M 25 A (Network Attached Storage, NAS) J&—F LAz AH O IIfEELE . ©5



242 RSN S

DAS AJFE, HAAMHEEAFELTEH VO BIEERRI RS, e HRERRImg, 8
IEFRUE PN SR B IR 55 48 - NAS HIfHE RGUR B EWE 7.17 Fis. R0 77 0,
IS FH RS A7 A8 o CEAS R B R 554 b, 0 5ol R I8 iR 55 4 RS A 25 2 o 5080 e T 5 8 4
HOREIERS, AT LRI N IR 45 35 1) “File VO™ SCEAZ IR R 6 A “Block 1/0”,
JRAE B P ER AL AN A 2% 25 AT DAIE I = 3 )4 1 I 004 22 R 25 45 o A2 i, NAS
PSR AR VT iF), SCRE NFS 5 CIFS W48 SO, SEBURAGF & 2 M EdE g3t =, 1
&, NAS BA MRAE FBCE g4/ P pLeg v 7=, Btk 2% 7 i 4 H 80R B & 7 b 115
REZ W, NAS IREAAK BN R G

Hoim RS 5 B RS 58 NASHRZ2 ITEIRS 58
K 7.17 NAS it R~ EH

NAS 3L [ AT R 3% PR ERGER, b 17 B U5, sets el
RS AN T . (2, BT NAS S5 IE% M4 U5 i fdFH R — A4, 2 okl B
S0, 4 NAS s & LLEORE, AT DU ik 28 204 B 2 i (Network Data Management
Protocal, NDMP) /b % (2% Bl ()75 3K, I HLSCHAC I £ A HER S

NDMP & — Bk T R 4 & PRI T T8CH e NDMP Hr g ST — 1 I 28 i B 50N
U, TS0 K, DARAE T EEAREAF A s 8] 1R A% 4

FERE DX IR &%

N TR R EEE A BRAAE A BT DL nT 4 e Ve i) R, $2 H 7 A7 il X 3l oA
(Storage Area Network, SAN). f7fifg IX 350X 4 AN X 2855 v (1 B i A7 132 45 5 AR &5 28 B ST T K
I GEE 18 B R A 2%, AT RENS K ORFE it I 28 h B a5 SN2 il B, TE RS Sl 4k
P A b AU B, 32 4 TR B A BRI AT I o R RR B R R K ORHESN T A7t X 3
HORIWIR R, L F AR 9 25 05 Bl G 21 i) e s T SEAR SR 77, SEBL T 228 o ) 500 DRI A7 i 5
BEEL, KRR T AP & TSI 2 o A7 Ja 1) R v

SAN & 3d i w5 W0 45— N ER 22 AN 0 2% TE i 1 4 5 IR 55 28 1258 Sk 1 5 T A2 A &
i, SAN EE G4 THRAKEE OLLFi@EEe 1P ML) FARS & =B odlk, Wk
718 Fiizn. 5 NAS —#f, SAN SRR k5548 2 [ EHR L=, 11 H SAN f#fif i & REnT
PAAE T (A — R B, W A] LAY B RIS [F A B . SAN VA R c =g By, T
XM (Block) Z&5I17f#. SAN % DAS. NAS ITEfiE RS 45 /3T 7 BRI sGE, &
IEHOR A7t T 2R 58 AR 55 35 1000 38 H SR ST b I 2 7 il FH X 14, A2 —Ff AR 28 R RO )
st . HEr, SAPIRhZEH R T R4FMIE R FC-SAN AL T IP 4% 1) IP-SAN.
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SLFEE
RIPM%

NASHR% % TR %
K] 7.18 SAN HIfiiE R GinEE

FC- SAN

FC-SAN {#if RGN T RS 43 J5 v, KH FC hUEsEdE, & NERIRS & AR5
SR AT ST M e B 4% . FC-SAN HI =ANEARM AR K. #2100 (SCSI. FC).
B % (Switch. Router) PRI (IP. SCSD.o X = AN FEIN - B hn i 770 15 4% A0 IR 55 2
A —A SAN R%t. FC-SAN @t —NLH K. ]l SR Tl s 7N, Ko7
it B8 WAL G LAK IR 23 B HA SR, N ST IR A7k DX S 4%, R 25 4% T LAV i) 47 figg X 350 L
AT A %, RTINS A0 B 2% 2 (R DA SR A7 G 1 %% 5 SAN A2 bl [a] B ] LLIEAT I8 A5

FC-SAN fFAifi XIRM 28 (¥ A 50N : O SLIRE B MR AILE . @n LRk
25 255 R AT i B A T v Tl L - (B T S R Vi PRI i 1A 4 T B R . (O ] S IR A0 B 4%
Ofem 1 Bl mT SR 2 A

FC-SAN WAfFfEE —ARE, Fl: OR&N LREEEZE. KRG, ARE™ 5
PEAE T R ARl TE B B AR SEEUAR ], 80T AN A 2 T LR AR U i) . @R AN
SAN TEHFEFALB AL ETTNERE NG, IR THWEMAET . O A5
TNHISCHIEE I, SAN FAEAE BRI L = — AR R A FF & R A A R SR i 2
PSR, @EREEEZR (10 km A4 HMKEERE . XEEHMG T SAN £
ARG Ko N FHFIHES

IP-SAN (SAN over IP)

IP-SAN J&5ET TP 4% SR e g A7 i 77 SN AA A N 4%, & e Ve R P /e O BLK I
T OVEAFEM L, I AT FEAT AR 4% 74T i b SRR, DR G AR AT I B = 8K . TP-SAN SR H 10G
PAR N AZ ML B AL S (1 AR AL, FRAR T 0B RAS s (RIS SR A TP S8 1 A& 4 25 1)
PR o £E IP-SAN FEREROAR T, LEE I Internet /NRHSHL R 4642 11 GSCSD $AR - iSCSI
RIET IP MK SZHLE SAN 28K, 'BELEA 1P MIZHEC B A B a0 o, R SR T
SAN ZERJ A (58 K IHREANY B . iSCST FEERER]—A TCP/IP W44 (1) B4 F- 0k (I 776k
i, @A TCP/IP X} SCSI a4t T3, nILMEFE 2 aetsimid 1P M3k T4E%m, M e
SEAARA T Hh R



244 RSN S

iSCSI FEAE I /5o OESIAE SCSI. TCP/IP X Eefa g fIS R I briE b, 2238 sl R4k
PR UK . @iSCSI 3CHRF— ML LA AZ AL T AS A2 ARk DG £ A He L, AT A T 44
HEA . @iSCSI it IP & Fifdn 4, 7 LATEREA Internet A&, A #E 25 PRI

iISCSI fEA# 1 E ZEwk A« OFFE A28 & [F — AR 11 R, WA & RS RR .
QWMUA B T EAE A SCSI 23] 1P i mrh, LA 1P BdEd SCSI v 4 iR
Mok . XN IR R AR 23 O 58 1 7 AN AR RS ) i dH . (HBESE & [ T4bEE iSCSI #5411
ST 10G PAKPIAS K, IX A )8 A 20283 . Rk, iSCSI A 45 5T 3

T

ZAFRRBIAR

= AEf# (Cloud Storage) &1E = VHEMES FREMAUK RN RE . 5 HIRALL, EatfhiE
I ERRERH IR AR B A ORGSR TR, A4 W0 28 v K B & MAN [F) R 28 1) A7 i s £ i i
R Gl R W IR A, LRI A4 SR A7t Ak 5515 0] Dh g
ZAEBES —2IR M, RE T ARZ ] BRIOGEMSCRE. Amazon #EHH Elastic Compute
Cloud (EC2: BMEUFHE =) =AFGE™ M, 7 SR 4 ELIC A 55 [543k 5 5 X A7 it oA
hfe. WA KM RS IR CD Networks 1z A7 G Ik %5 Nirvanix KA T — U1
HAE, HEAMGE BARIEIKE, DML S AF A N BAEIE RS ERCT & 0 EIES T itz
B4R 55 1 Windows Live SkyDrive Beta Ml ifthi. 111, EMC S A INAIE B ] {5 B Al 2844 1
H, BT ERSE T TR EERIER I, 1IBM 05 = i FARHE/E A a2k B
B L 3T R IT R —ER T .
WG, At a P = A3, SCOUA R o] S5 4208, A&
AN e B R AR AT At e e, R S I P o s AR RI] S AR AT Bl s i S
FH P EAR A PR A A R A IR 55 2 b, ANOCE SURIIE T AR SR I 2 et 5 Pl 4
P, TR 1A HIUAF i U A% 103 B AT R R (R B 25 0k e @, SR T P B I Bl b U 1) = ot _E A%
PE RS BT E B
&G A GRS L, AR AR —AMEE, T H 2 — M. fAifRS I
%o MAHBAT. ARV EAPRIZ i S 2 AN N RS . SAETR IR
AT RS, RVE I X 26 4 At B A7 TR A7 A IR 5 PR AL RS (SSP) P L i 7E S A7 i 2 R 1
RIS P AR REE LA CWEIE O, HFHEmR SSP IS/ RS I, ®Hh T
e 6 B EE W, L) & 53 I PR AR FR A 4% %
AR A SR GAAE RS, BA W TR A
> NIIREFTRKE, =AM RS A 2 PR M 48 AE LA IR S, AL GiAr i RGN
A PERETHE . FS AN 5
> HEREFTRKE, SRS E e E8 BN HIE 24, WM. AEEHER, m
HETHARER RS M EEE A 2 AR i, SEIS o & 1 = A0 ik
LK THImVE 2 B Pk s
> NHUREHRE, mEMREAURMESALT POSIX KL G Vi, IERESCRRE
BRI E IR A LIRS S TIRE, T T MRS S 8R4 .
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AR ek

BERT T TH AL 28 A A RORAFEAE I 19 R B R X 28 R — P R e oK, AL AEAit . ToZk
70k UL R B A7 S5 W A A BOR R 0, IR TR SEBrrp A 2R

FEUL ik

E A SEBR LA — R A BROR, (H B A A BOR R IRk, 38 RK, IE
BID BRONFE A E B LR A7 ik KR SR AN R PSR Y A i B8 B A R — D R
UFE At AR 75 209 BN G IS (AR AT AN IZ IR 2 1 RS 6 o 18I B A Hh A LA
fiasla],  REAUAE il AR G AP 2 (M TE R - T v 1 Al e s RT3

MR, RS SERR LB fE, 2 — MR RE. A RO B EuE 175 2
M BER s REAUAF G (8 T fo S48 AR A 2 ) T A2 A P B A B CREEE T )
B AE A A, AN B P AE R o TR 5 2, AE Gk RE ML TT DU R 7 BE 5 5 3 2 ) A
¥, EEAAETIR . RARA T AR BRSO I ROR, 74 RE F0IE 57 MR A A7 i e 2 ) B
T, ARG R A

p 5 A

BEE B BE T AL T R A5 R RE 2% o 1) S, AATTRICR R SR o 28 N A 54, A P42
A% G AT B 0 2% RO R 8, SIEEILIE N I b ) EL IR R ] o 7 RE 2% I B0 25 HOHESN R, TEERM 48 K
JEIRHE, JE T I ML B A BRSOy — KPR o B B RITL L X 2% vh B BE T LA
RE 2 i A s A B RE A B, ELAE A7 0 75 SR A W 2t ISR A BOR
8 o 2 2 S e A T ORI 2 R AHE, TR CRAIE R AR M B BE 7, — ELUB RE 2% I B &% TH IR A H i dls
it L RITRSR A L ) A A 30 S IR P v 80 7 A o o ER AP B REIS AT 28 DRAIE L 7 (455
WHIE R TR, R RE R B & I — b R R 5% K.

STk

THEHLM A — DB SRR EE KRG8, AR 2% o (R EE i Bk I 43 2 AR AR
e, MIER RIS . ISR A AT A B AR . FEIXRE— DB R G0, Ty T LDl R)
B AEIIRE, ShSAMEEOREIZ A . B 5N P28 M DhRE SEBIL 1 o0 P 2% i St 4%, I
AR 90 2% SRR S S I 70 B A7 A Bh A Ui, i Bl A i R kAT s S B S AL, 5
B A7 AR B 05 B AR 19X 220K 3 AR AL PR AR dme D, A RUERAIE 1 Bl 9 246 rh B3l 776k £ 7 3L
(ERSTIE TG

BReLElE
R 2 BHT X BORAT A5 B B A (KPR 5, S (3t B DR AR T 58 BB 4 (R0 BB v R AT 5
I, N B SRR AR RE . RSN, T UG AR BB AR S i, BLIRAS

B KPR EE PR R o H I ATS AR 3308 26 L7 PR 7 32 1) 5 AN S HRATL , 0 IR 2 T3t 21 22 AL
BRI E T &, K SAN AN PRI Lok, SEIL IE R 2% 776
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&>
1. SAN Z&—F ( Do
a. 1Pfigitss b. LB AT 10 T AR 22 1) 19 265
c. NG HHL d. HUB

2. DAS fREMELEZ ( Do
a. MNP AR b. BdE AT
c. HEHEE—AVERAEME  d. EEAAE
3. BEE SAN M HARKIABIKE, CLBm T ( ) = AT (A X I 4%

a. IP-SAN b. IPX-SAN c. FC-SAN d. SAS-SAN
4. NAS i € O fEAEMZAL RN

a. FC b. SCSI c. TCP/IP d. IPX
5. MERAFRE AR GUA HORXUE RS, ¢ D

a. DAS b. NAS c. SAN d. IP-SAN
6. FHEXIEML (SAN) ZAeMHEA-ER ¢ ),

a. ZABIBME b, ZReRA c. LR E d. e

7. FREERMLIES 1B ¢ D,
a. FEFFMES b G HIREH
c. WRdEfLEEN  d. EEJEE RS
[Z2£%%£]1b 2d 3a.c.d 4b 5b 6¢ 7a.b.c

*FEES]

1. 4IRS AMZ 28R 0y, o WG BE S AT LA ( Do
a. SCSI Wi b. iSCSI Wi#% 5%
c. NAS 17 d. FC REELFER

(7] AR L EIE, SHEERZE a. by do
2. PHIBGERTRIZ ¢ ).
a. A IP BT, NAS MHE 5] DU iRk 55
b. NAS BJH T EHURS# CPU. WA UL S BN IR BE )R
c. NAS frfif R A REw— & EHLEH]
d. NAS TEACBEARSS ML BE I, SRSt RE A B B A0 3
[ ] SHESREILE c.

BEE RBE . =5 B N TR REEHBORE AR, BE— P 1 AR 2%

I e SRR L o 5 — N P28 A BT IS 4 N 3 #5975 SR RE A8 I HE T S 42 I 28 1 IS AT 1 L
Bl s a2 B AL HkSTas CPU MERI A 2K, MZ SRR R DL, MK
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P28 2 fa B iadT . BRSNS LN, SR TR, W 284 BIE Sl A fil 5,
EREHE WS BORMIABIA SR, PG H 2K, i mBolo = 2%, el g os
ANFRE S BTSN 2% o o0 208 A B a0 20 ) v B2 8 mh R o P2 A R AL T 1) G

NG

FAl g ndh el 7.19 PR, BRBAXEZEE THL AP CELDT RN R #
PR 72 TAS SR E BV M IR, T AP #9h AC CE&AEHIER) g%,

FRBNK AN Z e
(@ M RS2

Tl
AP-1 (AC)
(B)
o BEQ BEO
é BAZHH
AP-3

HORS EOH

K 7.19 FAMEIRIN LR

SAE 719 % L@ 1] % [ 4) MR, %8S N T 5 H S HMEE .
CIRIRR 1] 64 T P it WLAN Toikidss, WMZEH SR AC AFHE, HER
N AP-3 PRZTEIAEHL, EROZ MR AT REM R REFE_ (D (2)._(3). (1) ~ (3) FHIEBHZR
W BRIE—T0:
a. AP 5 AC EREKIT b. AP WL
c. AP ARINIE d. T HTIERK AC. AP FAA VLD
e. AC S50 AZ #bLEE Wi f. 1% AP TN P EOE R EIR
[SHZR] (1) &Tia; (2) %&Wib; (3) #EIido
[ 2] WE/E H SR ORI, B & sl FERE S, SHEE RN
> THHURRS ST D, B E N ERAS:
> EREIRSS B AS H LR T S AT 100M, RS A T S HTE N 1000M .
R R A HE: (D, (5); AFFEHERE: _(6). (1),
(4) ~ (5 HKIEREZR (RE—TD:

a. VHLBERE Pk b. [P 4438 g 2 i P
c. A AT B R d. M2k
(6) ~ (7) #ig%ER (Rig—I, AMIEE):
a. T A i b. K& & AR E
c. HJFSHNL d. M ZE A

[ZEZER] (4 EHib; (5) i&Hd; (6) Whia; (7) &I do
CIRJRE 3] WA TG 2 M 2% 22 4 R fA 1P bk ik . Btttz . (8D (9D ML E S5
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Wr 2% s ARIPAZ OV 55 B0 X 311 22 4, 28 A 3 /R B0 O AR 62 _ (10D SEBRZ Ok 55 [X 35,
ARG EREQATE_AD LI 1) EMAT NER: ER&OAME_(12) i
R X 2% FR R NARAT s s P 2 A UGE, FeEET_(13) [ RASIUS AiE.

(8) ~ (9 HKIEER (PRiE—DTD:

R ABESE b AERAUH P cAEENER d.SQL JE AT
(13) KikExR:
a.IEEE 802.11 b.IEEE 802.1x

[ZH£ZR]) (8) HEI b; (9) I ¢; (100 BHkHE; (11) F ERMAT NE R,
(12) IDS; (13) Ui bs

C1RIRR 41 %) R DA R P A Il

1. W WARE ST AFE ELE R AL (DAS) ML NAEGiE (NAS) A0 X 45 M 4% (SAND
%o R 709 1, SCHEREAAEIER T ON_14), S/ AERIER T o8 _A5).

2. 171 RS RAID s e AL B0 0 m] SO B, 145 87 22 35 B RAID2.0 %i4% 48 RAID
FEEM T AL it (16)

[S#%R] (14) NAS; (15) SAN; (16) RAID2.0 Agfg 52w/ M), 8 % 50
HF I — P B R S, BRI A e



FHNE NS AT A EE IS W

I

X2 I3 A JB T BOR UG o 2% TARIH 5 Bk A B3 mT DAE B e kA 7 X 2 B PE T, B dE vl i
etk RESMERE. WX & Z R8T, AT IR ANEEAE TCP/IP I TARER B, AT
WA 28 WML 53 BT R B D7 V8 MR — b X 28 3003 e T R, T I 2% B s o3 B 2 3t A2 — A R 20
NECHR B 2 R PSR 5T (D FT UG TR %2 P 28 B SR 3 T o 5 LRI 28 P 3L 40 HiT 2%
A WireShark. Sniffer Pro 5. ‘B 13210 R AR QAR MO AL IR E0 4 1 77 15k SE )
IrHT £ BABAT YR o P28 0L oy A i I 25 7 DX 248 B LSL B ) A S8 6 A5 S5 PT LAAA) 5 X 4% g o
SRR AR AT DUAR S I 238 (5 2 AE s geit, #Bh 1 M Is AT iR 5 Ol b ] DUARER X
ZRMERE L T 5 T RE S IR B EA Do B G R R P R 2 R (SRR

) FH 190 28 1 2% FH 2R G0 AN B AR 1 B2 Jld i 2 1T AR 90 2% ¢ 28 A1 R G g AT 12 W At o FH T
X 26 Wi B 12 T 1) — e T B BRI EC B T2 Gipeonfig) . Zuda 8 M BREE AR T (ping)-
B EREFFEF (tracert), PIZRIRASAT S (netstat) 25, X L8 T H 1] DLH SRR AN 73 HT7E TCP/IP
I 285 Hh R B FE 1) A

TH LI 28 HH B 5 AN T 38 B (1) o DX 2% g B A BRI 3 2 AR g eh X3R4T i, i
ST W R AR R AT MRS Y, BB R AR AL B SR A R A, R
YRR 70 IS PR A B s 28 B o B 000, WP SR e s, S5 . 7R TR Ia] A A2 Y
fift TR TT ZEIN L% R F I8 B AHE T 7 1

AT FEA BN B a8 S I R IEAT P25 53 BT 0 75 1 48 Bk dr 4, LS TCP/IP
IR 2& B S T T 0%,  IFeh H LY ) X 8% e o Ak 3L 7 491

E—T MK

NV IRNELE TCPIP () TARJREE, 7T L@ — Rt bl i THRBAAA AR, &5,
TS TS s B e A, P A R S E AR, DA EDUM 1A% TCP/IP S
AT Se BN U SUNER

ST R 28 B AT TR BERE STRF 2 A28 D30, I T DUR R 28 L EHLZ 2 ik . M
L BT TR R BAT O Th RE LA ARSI 2% LA, 7k T8 TR R 285
3, RO RIR KT MRS GTHEIR, BT RE ISR

AT LN TCP/IP Ha B RIS W BT 46 5 1 < 5e EL 0L 47 ) 4 3815 W AR T e s &, R
WireShark 428 Hp 807 Bt &5 70 I AR G PSR BETHRB AR, SRR S LT ok iy i R, DASSE SE RN
b T AR 28 M
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> BRI BT T S5
> TR T R s B DU LR 2 A BT s A T i

S i

> GRS BRI AT UM .
FIIH WireShark 3E47HRUBr

TR B Mt SR 2 (A AS e bl s 5ot (PDUD B 2 o it T2 HL R
Z o L a8 SRR M 2 i i R A, BT DR R B TRAEH . @%, A
R 28 11 R A BT S B VA A 9 4 Fofr

> T RESRGI T

> AT SNMP i mlE A,

> LT IREN (Probe) HAR;

> TR (flow) MESHT.

WireShark & TR E G I HTAT, ERIRT S AE LI Ethereal, 72— 3K ot
() DX 288 B R 7 o It BB AR W 23 A 7 X 32 B = T s o A, B R 8% 8 % () R A i
(BEFR) TSRS Vot as, @it & 2 P iSURR i 0 90 26 it & 12047 e il

WireShark #& H §I FLECUTF 10— AN TF RIS I WX 25 B0 8070 B 8 » 32 FF UNIX. Linux 1 Windows
&5 . WireShark 2t T %t TCP. UDP. SMB. Telnet il FTP &% HI PS5, fEIR 250
TR DA B DT Sniffer. 7E BT FEA Windows 34835 A H] WireShark P25 ip i3 5 #T
AT MBS BT I 7 7

WireShark HAWTHEERMEEH - i (GUD FixZ 5K GRS yEEnm. Himst
WireShark, [FII¥E R BONR G, 0T DU SRAE 28 A EHR G, FFatr g .
BEEEFHIRANRIA S N, WA TAERE, BUR AR IMN LT R

WireShark 923 5 513)

WireShark 425 Hp 373 #4575 ZEAE I ZS A8 R I84T . 1 J6AE% ) i %% WireShark (] A\
W3 http://www.wireshark.org T #EHTRA) . HTIZAUH T Peap i, fE23e2 i B 5%
%% WinPcap (WinPcap F#MibEk:  http://www.winpcap.org/install/default.htm) . %A J5 42 B ERIA
fH%%% WireShark. 23605 )5, Xl L) WireShark ElFR, BPT[IE471%3K . WireShark
JR B AT A WA 8.1 .

WireShark B9 & O

WireShark =& H K& 8.2 AN,
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Fle Edt Vew Go Capture Anabze Statstics Telphony Took Intemals el
Jupes BEXSE A0 T L Qaan WDW% B

Fiter: Expression... Clear Apply

The World's Most Popular Network Protocol Analyzer
Version 1.6.0 (SVN Rev 37592 from /trunk-1.6)

Interface List [, Open { Website
= S Grers vty ot Peva——
{oounts ncomng packe)

Open Recent:
Start capture on mterface: " 1) Users Guide

TheUsrs Gude (sl varsn, sl
) IntelR) 8256710 Gigab: Network Connection @ Sample Captures ‘ '
) wicrosoft v s o i capr e on e ik @ Security
) Meosoft Workwith Wshark s sy s posbe

g Capture Options

St captue ith deaiedcptons

Capture Help

@ How to Capture
Sap by st sl capur st

Network Media
@ st

R x5 x5 €

(O Ready to od or copture o Packets profe: Defauk

Kl 8.1 WireShark J&zhia 7 A

D)
p
3
3
0

i@ el o7 Ggabr 160 SRR Tt o T

Fle Edt Vew Go Gpture Anabze Statstcs Telephony ook Intemaks Hep

Buged BEXE2E AerDdTL B% 8
Filter: [ expression... ciear apply
No. Time Source Destination Protocal Length __ Info
o Ul haous U s e e oY Uaudas U M 183 ATELAVSL L EIEE SN ATEsAUs Lk

29:06:78 Cost

768/0/01

70152133 Fujians panning (;w L9 VST Root 3 ort = 0x3002
0.166531 Cisco_3d:19:f Broadcast

191323 206.160.170.

102626 206.160.170. .119.167. 7502 [1Ch segnent of a resseenbled PDlI]

13.0.193679206.160.170.18 202.119.167.37 TCP. 1502 TTCP seanent of a reassembled PDUT

@ Frame 10: 1502 bytes on wire (12016 tms), 1502 bytes captured (12016 bits)
© Ethernet II, Src: Cisco_3d:19:ff (00:1f:6c:3d:19: ff) Dst: HonHaiPr_95:f4:03 (00:1c:25:95:f4:03)
@ Destination: HonHaiPr_95:f4:03 (00 03)
@ Source: Cisco_3d:19:Ff (00:1f:6c:

Type: IP (0x0800)
© Internet Protocol Version 4, Src: 206.160.170.18 (206.160.170.18), Dst: 202.119.167.32 (202.119.167.32)

Version: 4

Header Tength: 20 bytes

@ Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))

Total Length: 1488

Tdentification: 0xc08b (49291)

@ Flags: 0x02 (Don't Fragment)

Fragment offset: 0

Time to live: 52

Protocol: TCP (6)

@ Header checksum: 0x9651 [correct]

Source: 206.160.170.18 (206.160.170.18)

Destination: 202.119.167.32 (202.119.167.32)

& Transmission Control Protocol, Src Port: http (80), Dst Port: 49891 (49891), Seq: 1, Ack: 1, Len: 1448

Source port: http (80)

Destination port: 49891 (49891)

[Stream index: 1]

Seauence number: 1 (relative seauence number)
0000 00 1c 25 95 f4 03 00 1f 6c 3d 19 ff 08 00 45 00
0010 05 d0 cO 8b 40 00 34 06 96 51 ce a0 aa 12 ca 77
0020 a7 20 00 50 c2 e3 b6 f2 01 a5 20 9a 78 00 50 10
0030 60 6 57 c8 00 00 48 54 54 50 2f 31 2e 31 20 32 HT TP/l 1 z

W,
& 50 S0 &1 77 74 A0__A1_A- 0 NE RARES

S e T e e e = L L—
K 8.2 WireShark fit) 3= % I

HRZHETEH 7 AT —F, WireShark & I B AT JLAS 7 2 A

| 2

v

Packet List CH(fL515%)
MEH, AR HARE O 2 B S A AN AR
Packet Details (E(#EE.4077)
Packet Bytes CE#fEL17)
Packet Details H1 55 2 1) 7B o

PREFE— B Y AT IR DL PR HAR 1 5 2181 .

TR PE—— H T I EAE, F P EFE File, Edit. View. Go. Capture. Analyze- Statistics-
Help &35,

T AR —— FR AL PRI U ) i B b 22 8 A8 R 30 H Dl e

Filter Toolbar (i yiEds THA2) —— & AEAbHE Y7 B JE M 7%
— AT EoRAT I A A R . s TR Y B

— M T B RTE Packet List LB HE L 11 .
— A F S RTE Packet List a3 06 1 EdE

LA A
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WireShark I =B 18 A EIhEE

7E WireShark FJEITEH P A4 1H (GUD H, i#id Packet List. Packet Details 1 Packet Bytes
AN ST AT DA B R I s L

B yRME (RITZ G i 8.3 frw, Won |28 B f i &1k (1) — N Eds A i 47
FAEE, WF5 (No). A (Time). ¥Hibl (Source). HIPHitl (Destination). Pl
(Protocol) ##aEKJE (Length) KfFEE(FE (Info) . WiifikrpILrh—47, &P mI—17
DU AR R B R, N ROZ O L 1S Bt 2 B R 7 B E G A R B L T HE A

8 0.164500113.105.140.48 202.119.167.29 TCP 60 7102 > 19304 [SYN, ACK] Seq=0 Ack=0 Win=8760 Len=0 MS5=1448
9 0.166531Cisco_3d:19:ff Broadcast ARP 60 Who has 202.119.167.191? Tell 202.119.167.1
10 0.191323206.160.170.18 202.119.167.32 TCP 1502 [TCP segment of a reassembled PDU]

11 0.192626 206.160.170.18 202.119.167.32 TCP 1502 [TCP segment of a reassembled PDU]

13 0.193679206.160.170.18 202.119.167.32 TCP 1502 [TCP segment of a reassembled PDU]
14 0.195062 206.160.170.18 202.119.167.32 TCP 1502 [TCP segment of a reassembled PDU]

K83 Ml tslRAE

IO TAE CRIFRIE RS Wik 8.4 FioR, & LAWY T 4546 S 7R 7 250 6 91 e ME A% v 11
B AP BRI BN 2 o D SOR T LR TFRIUSGES o« Bk B R AR AT BT NS AR &, B iSp sl
SEIF, BB BRI EAE S, WENLE MAC il (Ethernet 1D+ IP Hilik. TCP ¥
5, DLKRPMUH BAR NS . SETZ & Tk — AR s, Jrip s Dt Eos 17zl
()2 IR G50 Je %% 2 B ARGk FBE . A A B R3S ] B A% 1 %47, ATLUE S TCP T
TR T TIPSR . BN, e AN CUK I BR BOE 21 1P, AR5 2IfLfiZ 1) TCP, FE|
N ZH HTTP.

Frame 8: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
© Ethernet II, Src: Cisco_3d:19:ff (00:1f:6c:3d:19:ff), Dst: HonHaiPr_fb:6f:f9 (c4:17:fe:fb:6f:f9)
@ Destination: HonHaiPr_fb:6f:f9 (c4:17:fe:fb:6f:f9)
@ Source: Cisco_3d:19:ff (00:1f:6c:3d:19:ff)
Type: IP (0x0800)
Trailer: 0000
= Internet Protocol Version 4, Src: 113.105.140.48 (113.105.140.48), Dst: 202.119.167.29 (202.119.167.29)

Version: 4
Header length: 20 bytes

Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 44
Identification: 0xa486 (42118)

Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to Tive: 109
protocol: TCP (6)

Header checksum: 0xfal6 [correct]
Source: 113.105.140.48 (113.105.140.48)
Destination: 202.119.167.29 (202.119.167.29)

- Transmission Control Protocol, Src Port: 7102 (7102), Dst Port: 19304 (19304), Seq: 0, Ack: 0, Len: O

Source port: 7102 (7102)
Destination port: 19304 (19304)
[Stream index: 0]

K 8.4 BEEAFIHE (PR

a7 HE (RURZ %MD ikl 8.5 . WireShark 38 5 A5 FH #6457 20 s W CEOE
BAEY) L EAL AN ) B 2 e fER 8.5 b, Zeidl o il Bes e A% &, o (a4 -+ 7S ek il
BRI, AR ARGEATXRL ASCIL F4F, BUREATIE UINFERF . SEP R
P BTN, 5 R R /N RE A RS R S 0k v, SRRl AT BAAR D5 (58 M 50F 5% Fof 0 1K) e df
WHITEEMIHT T

0000 c4 17 fe fb 6f f9 00 1f 6c 3d 19 ff 08 00 ZEWNIL
(RO 00 2c a4 86 40 00 6d 06 fa 16 71 69 8c 30 ca 77
0020 ERGNE| 1b be 4b 68 53 2e 86 a4 ab 20 f4 0 60 12
0030 22 38 25 bl 00 00 02 04 05 a8 00 00

K 8.5 Hdmt T IiAE
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WEHREN
FEMPREIR 2 AT, o B IE R IR 1, AR5 B AR AR A AT I . — 2
BEETURS SON:

» Interface: EFEIHIIREZ;
P Capture packets in promiscuous mode: 7 F] RN, FTHRIZRRRRTA
kS

» Limit each packet: F7xFREIREANHRICHIRN, BB O T AR

» Capture Filter: JEJE#%, S PUHGH L P8R0 €L 5

»  Capture Files: FRAFHRIRECIR G S48 LR AE AL B

NGRS, Hifi Start FENTFAEREATINEL, I35t e v P SR 3 B4R S0 5 3 40 B/
WM. i Stop LA RP AT LU (EFAL .

R AR BRI FF WireShark #8552 IR Capture Option % &, A LATESE AL PR PE
# “Edit—Preferences— Capture F1 Name Resolution” i1, 055 - A H A 12 T ) 32 & .
U 5, BRRFTIT WireShark B, B H S THFMIF a4, BInHikEdE .

WERA AL WS, B REEEAR R 3T W B S A Rl IR AE W R SOk i £,
HEAT HE BRI AT

& E WireShark 333528

TEF|H WireShark fili SR E G (2 71, Bz A% BAHRN KL 3ERS , DAMESE ST 75 i 8dE .
PALIL JE 2348 FH 142 libpeap 1L JEIE T, 1E tepdump F M E FEANR MR . i PRI TR A A 3
NS W

[not]primitive [and|or|[not] primitive...]

fi4n .
host ** /TP Hidik A+ Bl
src host ** /1R TP ik g f i
dst host ** /1B TP Mtk g i pp i £
tcp port ** R SN
not arp ** //3E arp Wril £
(src host **) and (tcp port **) /A TP Mk H Sy 1R+ s

WA LR B Bon ik 8RS, FR B REBOGB PR .. AT DARIE M. 2 BAEEEANTFB
FBAE . FBUEZ A AT BRI e . WHRHIZEST and(&&). or(|)~ not(N) T LLH FiE
PEANF R e 26 E . Biln:

ip.addr==** //TP ik Ay B s A
ip.sre=="** /15 TP Mk g s
tep.port=="* /35 1A% ) TCP $pis £
! arp //3E arp Fri £

(src host==**) and (tcp port ==**) /I HI A 41 s
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RS #id

WireShark {3k #EE G E

B 585 WireShark N TR, FisEiiss B Capture 10, A0 FHem, % N

S Options &1,
P)—LEe T, RO, IR e

Capture Options JEIIFHH WK 8.6 Fizx. 1 LATEIX L% H WireShark

[l Wireshark: Capture Options .

P =

Capture

Interface: |Lacal

Link-layer header type: Ethernet E
Capture packets in promiscuous mode
[] Capture packets in pcap-ng format

[C] Limit each packet to | 65535 * bytes

|
Capture File(s)

File:
||| [[] Use multiple files

[

E| Intel(R) 82567LM Gigabit Network Connection: \Davica\NPF_{FS!E
IP address: feB0::2947:a6d6:6790:1ch, 202.119.167.32

Browse...

Next flle every 1 = | megabyte(s)
Next file every 1 = | minute(s)
Ring buffer with = files

| 1 stop capture after [1 | fle(s)

Stop Capture ...

|| [ ... after 1 packet(s)

| [ .. after 1 megabyte(s)

M| & .. after |1 minute(s)

Wireless Settings
Remote Settings

Buffer size: |1 | megabyte(s)

E| Compile BEF

Update list of packets in real time

Display Options

Automatic scralling in live capture
Hide capture info dialog

Name Resolution [

Enable MAC name resolution
[] Enable network name resalution

Enable transport name resolution

o] [ |

8.6 Capture Options 1371 5 [

-:.IEIQ

i Wireshark: Capture Filter - Profile: Default

Edit Capture Filter
Ethernet address 00:08:15:00:08:15
Ethernet type 0x0806 (ARP)

No Broadcast and no Multicast

No ARP

m,

IP only
IP address 192.168.0.1

IPX only
Delete TCP only

UDP anly

TCP or UDP port 80 (HTTP) il
Properties

Fitter name: | Ihj

Fitter string: | host 192.168.0.3 and 192‘168‘0‘11‘

|
L

8.7 A WireShark 70— Ik 2%

Horr, EERR NS S BT RS .
i “Capture” & H., A J51E4F “ Capture
Filters...” 2T, #TJHF “WireShark: Capture
Filter-Profile: Default” XTi5HE, 1 8.7 Ao
JERAE WireShark FRRINI HERRIT, FENZ
IR AR R E A T N

B, FAE E P 192.168.03 F1 F Hl
192.168.0.11 2 [Al G &L €25, W LAFE “Filter
name " 4B AE P fa1 Nk Y848 44 - “1hj 7, 7E“ Filter
string ” L AE A 4 N\ Ik JIE AU “ host 192.168.0.3
and 192.168.0.117, #RJ5 iy OK $Z4HRIT] .

PR AR IR R O, WL,
KM+, HABETUE HERAME . R B2
J&, H & 8.6 H Start $%41l, WireShark {853
NF IR L TR .

£ WireShark B it femd, A A g in, S E 2. Eirn
55 R A7 25 EAmER, S S LAY Stop 4241, RIFTZRLKINENRE. INELRELER,
¥ 3| WireShark 541, Eon ECHR AT A BE G HIE S



BT BT A i B b 255

TCP 53 Hr54

WireShark +& —FH IR 2% )2 T W28 W5 BT IR 28 o0 T 8 2F . 7EE, DL WireShark
M, R TCP B = WkiE FiE T R R ML .

5, B WireShark MMM %, 78 TP Hibik/& 202.119.167.83 fUHLES E3TIT IE
WA, BN 202.119.160.20 FIRIHEZE N F U, 2 5% Web HE4H .

SRJG, FTTT WireShark W25 W30 3 s 1 32 51, AT LAK I TP bk & 202.119.167.83 %
AL AR A IR 45 %% 202.119.160.20 $2 HEREE R, 1K 8.8 fir.

Fe Edt View Go Capture Analyze Statistics Telephony Tools Intemals Help
BRI Exmé \ww@?” B eacan #0m% B

30 0.992726 202.119.167.83  202.119.160.20 TCP 74 49870 ttp [SYN] Seq=0 Win=8192 Len=0 MS5=1460 WS=4 SACK_PERM=1 TSval=107781 TSecr=0
310.993076 202.119.160.20  202.119.167.83  TCP 74 http > 49870 [SWN, ACK] s Win=5792 Len=0 M55=1460 SACK_PERM=1 TSval=63645655 Ts¢
320.993153 202.119.167.83  202.119.160.20  TCP 66 49870 > http [ACK] Seq=1 66608 Len=0 TSval=107781 TSecr=63645655

330.993829 202.119.167.83  202.119.160.20 HTTP 684 GET /admins/upload/atta h nt/logo/Mon. 1106/ 7531309406694 jpg NTTP/l 1
34 0.994206 202.119.160.20  202.119.167.83  TCP 66 http > 49870 [ACK] Seq=1 Ack=619 Win=7040 Len=0 TSval=63645657 TSecr=107781

K 8.8 TCP =IRFHI LI E

H5oN 30 FIEFEALH 202.119.167.83 [H] 202.119.160.20 KiXiHHE SYN FriRHEREE R
(202.119.167.83  202.119.160.20 TCP 74 49870 > http [SYN] Seq=0 Win=8192 Len=0
MSS=1460 WS=4 SACK_PERM=1 TSval=107781 TSecr=0);

a5 31 BIEE A H 202.119.160.20 3 [F145 202.119.167.83 — AN A @ SRR SYN AR
R ERERARIN (202.119.160.20 202.119.167.83 TCP 74 http > 49870 [SYN, ACK] Seq=0
Ack=1 Win=5792 Len=0 MSS=1460 SACK_PERM=1 TSval=63645655 TSecr=107781 WS=128);

2 202.119.167.83 W EE B HLJG, T 202.119.160.20 & % — A~ & 82 6 A\ F ¥ 8
(202.119.167.83  202.119.160.20 TCP 66 49870 > http [ACK] Seq=1 Ack=1 Win=66608
Len=0 TSval=107781 TSecr=63645655).

Ead =BT, —A SRR TCP i@ ik 7. wpdul, &/ A HTTP ik
228 FIE ) TCP 2089, Wi Web I Vi #s A2 HTTP 3% K, ki T TCP =R FIs2H .
e 8.8 ] LLF T HUE BIPRS AFR . o 105 . EEIARR, AT AT DAE W T R = KR F
A SELE A

TERSDERS, TCP A — MEHCERM IR, WK 8.9 Fix.

File Edt View Go Capture Analyze Statistics Telephony Tools Hel
e e E\EX@E f @«saﬁg E. Qaan @nmy% @
Filter: Apply

Time Source. . Destination col Length Info

[=aneme iy Il[ —
36 0.994731 202.119.160.20  202.119.167.83  TCP 66 http > 99870 [FIN, ACK] e eq=145 Ack= 619 win: 7040 Len=0 Tsval= 63645657 TSecr=107781
37 0.994790 202.119.167.83  202.119.160.20  TCP 66 49870 > http [ACK] Seq=619 Ack=146 Win=66464 Len=0 TS a1=107781 Tsex 6364 65
38 0.994907 202.119.167.83  202.119.160.20  TCP 66 49870 > http [FIN, ACK] Seq=619 Ack=: 146 win: 66454 Len=0 Tsval=: 1077&1 TS r=63645657
39.0.995134 202.119.160.20  202.119.167.83  TCP 66 http > 49870 [ACK] Seq=146 Ack=620 Win=7040 Len=0 Tsval=63645657 Tse 1077&1

K 8.9 BERMUER:NISLBLLFE

Je i 202.119.160.20 [ 202.119.167.83 K ik 55 A FIN A 51 R 0% H2 0 SR 4 SC B
(202.119.160.20 202.119.167.83 TCP 66 http > 49870 [FIN, ACK] Seq=145 Ack=619
Win=7040 Len=0 TSval=63645657 TSecr=107781); 202.119.167.83 ULZiX 4™ FIN BtJ5, iR [A]%
H ACK FRiRAUTHINEL (202.119.167.83 202.119.160.20 TCP 66 49870 > http [ACK] Seq=619
Ack=146 Win=66464 Len=0 TSval= 107781 TSecr=63645657).

F—AT7 A TCP &R UL Rt —FF o
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Je i 202.119.167.83 A 202.119.160.20 &% w5 A FIN A5 1R % 2 1 3R ) S B
(202.119.167.83  202.119.160.20 TCP 66 49870 > http [FIN, ACK] Seq=619 Ack=146
Win=66464 Len=0 TSval=107781 TSecr=63645657);

202.119.160.20 WL BIX A~ FIN B, &[EWH ACK FriR kil B (202.119.160.20
202.119.167.83 TCP 66 hitp > 49870 [ACK] Seq=146 Ack=620 Win=7040 Len=0 TSval
=63645657 TSecr=107781)

R HBC BRI J5 56 BB N 7 1) R R, AN TCP I O BT

FIF WireShark W28 B3 3 #r48 AT LAVEAN L T fif AR 25 b i 3R 13t (5 5., & 8.10 Fip

5

Frame 32: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
|2 Ethernet IT, Src: HonHaiPr_95:f4:03 (00:1c:25:95:f4:03), Dst: Cisco_3d:19:ff (00:1f:6c:3d:19:ff)

Version: 4
Header length: 20 bytes
Differentiated services Field: 0x00 (DSCP 0x00: Default; ECN: O0x00: Not-ECT (Not ECN-Capable Transport))
Total Length: 52
Identification: 0x19chb (6603)
Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to Tive: 64
Protocol: TCP (6)

: 202.119.167.83 (202.119.167.83)

on: 202.119.160.20 (202.119.160.20)
ontrol Protocol, Src Port: 49870 (49870), Dst Port: http (80), Seq: 1, Ack: 1, Len: 0
49870 (49870)

wi ze value:
[calculated window size: 66608]
[window size scaling factor: 4

@ Checksum: Oxdc7d [validation disabled]

@ Options: (12 bytes)

[se@/AcK analysis]

K 8.10 ARs5as 5% MmN 2

FEF 8.10 M IE &, L PAT 4 AN th T WS IS AT PR 1 2445 2

» Frame 32 66bytes on wire (528bits), 66bytes captured (528bits)

» Ethernet 1II, Src: HonHaiPr 95:4:03 (00:1¢:25:95:f4:03), Dst: Cisco 3d:19:Af

(00:1f:6¢:3d:19:11)
» Internet Protocol Version 4, Src: 202.119.167.83 (202.119.167.83), Dst: 202.119.160.20
(202.119.160.20)

»  Transmission Control Protocol, Src Port: 49870 (49870), Dst Port: http (80), Seq: 0, Len: 0

HeAN, SRR AR R “+7 5, BT LLE BIVEA . BARBIPMUE IS - #1401, Transmission control
protocol iR T EMHEAT H # kb 5 15, Checksum 21X~ TCP BRI FIEE . 1E1Z 715
HRTLAE R, TCP M4 FH e (F o 1 2 49870, H A%t /2 80, AHXSFF542 1, TCP 4k
S A 32 75 Flags F BT FIN BB N 0x10, JEHbIEE 1 K/NN 16 652 45 Checksum
Fe XA TCP BRI A, N IEH .

WireShark [ 2% 373 #r 2t 0] AR R 20 4 — i B9 MAC Hiudik, TPv4 ik, ICMP {5
BUASAH K EF . 734h, WireShark @& (/2645 BN G RE I 28 1 — P s TR, R
W28 M BT AA R AR KA IR 2 DI RE L — o WAL TGN . MR RN S A R B . 2o s FRT
YA DA BRI 122 Ui S5 35) s A2k B R PR R €8, DR G2 0t P R DAy 2 ) RS BT BT I 2% 11
HHLH,
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#>]

TiT i o 28 B iS50 BT 2% WireShark HIAE FH A A FH 7 vk .
WireShark ) 5 Hf 6 51 A-Pc & Af A 2
faj il WireShark i Ji€ 2% FI1EFH -
WireShark 8 FH 5[ FE MR L 532 &80 0 G ER 2
fATIA WireShark 47 35 o 28 P iSO BCHE 60 1 7 vk .
FIH AR 7St f B R 40T, 00 arp T SRR ST N 25
a. RIETTHY IP Hohik b. KIETT B c. HMT R 1P Hutik

#FELR ]

i\ WireShark 35 Chttp://www.wireshark.com), 3453 H i o HT A G T ik . $%18
WireShark HfF UL, NEGFI g 5 HE A G AHE R I RRA B34 . 223% WireShark J&, H
FRA R R R 7R e . LR BRI UG TAER — il .

1. FRAR BN 45 55— 15 s 1) 1P Hudik (1) — A ping 74> -

2. FHIRANIIN LS S — A ping f 4, A TAH 1P Hikik. th & 3 — A4
24t (DNS) ER# &, #fie HEw s 1P bk, W& — N EnidiEs, HE/xRDNSEE.

3. HEK—B S Web IR a M 2xid, nTCAER Em DABHL. B — N BadiEds, R
/K HTTP ¥ B

AN L AW N =

BT WMKMAS S

7E TCP/IP M 4&H, MAC Hihb Al 1P Mk 2 WX 4518 15 25l 7EMZE g . 121743
EHEREY, @ TRE TSR CEN GFENL. WESED 1 MAC Hilksg 1P k. 24
SRR BE MAC Hihik, 1P Motk WESECE SISATIRAS I 7%, X HEAT 2515 4% id & A0
B, BRSBTS O R A HEBR 28 5%, DLROIN R 2% 22 2 S B A A +r &
ZE L.

AFiN 4 Windows R4 IS MAC sk, 1P b S5 AR dy 4. 385 X )i
AT E N A AR R BT RG], FERETE MNP HEL MAC Btk Al 1P Hihk
S 24 T B IS AT RS R B

ABAEH ipconfig ¥ B A A 2T TCP/IP W45 AL & ;
AZRATH ping iy 2B 45 E BRAS 5

ARALH arp v S A A M E HubE R AT Pl R s
AL tracert iy 2 T H LR 2L I HE1E;
BGRAT ] netstat T35 MR

ZRALE ] route £ & FNW E 4% &

vVvyvVvyvVYyYVYyYy
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| 2

PEAEH nslookup B E A .

| 2

16 T I 2% IR 15 70 A B X 2% AT IR 23 #

el 7S Tl I8 S N

AR P B2 K TCP/IP W 2% ik b i) TR « IXEE T A AT LU T #2210 3%,
LG HE DA A L ) AT AR o 7 S8 5% o AEHEAT IR 2% Il 23 M it 4 P A 3 2 T R

| 2

vwvyy

>
>

ipconfig — —FMEE TH, ARKERFN EHTHAEELR.

ping —— AIRAGITHEAL IP A2 AT R S 1IEW, TRV A RS S R
arp —— ARSI RTFENLE ARP 2247

tracert —— FH T EREFN G TF AN B BIEE B, IR IXBRAT % B HH 3 3% AOIRIL R4S
netstat —— T Ron— & FEANL LA ERT 4 ADIRS .

nslookup —— F TG U DNS ik 5545 7] .

AN E N BL L (ipconfig )

ipconfig iy A FE 7P H T /R AT TCP/IP MWL EL B & 75 EA . W R ALTE ) R i8
WA T 3 EHLEC B P (DHCP), %27 B s A5 B Al Re S seH o i ipeonfig A EA
A THE ORI ENE S CE SR 7 —> 1P sk, WA T, e LA
HET R b B4 7T ENLSRTE) IP Mok, 7 IXFERL AT ER DA 56 52 304 T 0 A i
ST BRIl R ipconfig SR BRI B TEMATERTF P ipconfig/?a] 3K
3 ipconfig HIfFE A Bh, Wl 8.11 Fiaw.

(@ =omme , " E=E =S

C:'Dipconfig /7

ik
ipconfig [allcompartments] [-7 | ~all |

srenew [adapter] | rrelease [adapter] |
srenevwt [adapter] | s/releaseb [adapter] |
#flushdns | sdisplaydns | rregisterdns |
szshouclazzid adapter |
ssetclassid adapter [classidl |
#shouwclassidb adapter |
#setclassidb adapter [classidl 1

H

ELEYI Y

/release ] IPuv4 :tfﬂ:m: B
sreleaseb

Sreneu

srenewh E fEE1R

#Flushdns 7 DHE

sregisterdns i T DHCE EEFEEEA oNs 5FE

K 8.11 JAzh ipconfig #5 Bhan 4
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A FAPLAY IP HihbHT MAC Huhl S AH G5 B

fdi FHANH# 28001 ipconfig 7T LS R AHLI IP HCE (5 . IP Hidk . T PIHERD DL A BR AR 5%
BEN ipconfig /all RI3R1S 528K IP Bl & (5 E, B Windows IP & 15 E . W) MAC Huht .
R RMER(EE . RS H T DHCP RS, RGBT IP Mz R, #iin.

C:\>ipconfig /all
Windows IP HCE

FHHL . . . o e : Feng-LIU
EDNS FH . . . . . .o :
WA L L L . : BE
B Y = = 5
wins MREEEEMA . . . . . . L L L oL K/
RYREERES . . . . ... : ARPRH]
PUKERL S Bluetooth MXZ%Z%EHEE:
WARRAS . . . L . . BREWTH
HRREEM DNS RS . . . . . . . L L
Wk, . .. : Bluetooth B (MAXILM)
N L : 00-1F-E2-E8-B9-79
DHCP &8 . . . . . . . . ... P
HaEECHEM. . . . . . . L. D R
TR A IR LS ToLR A
WARRAS . . . L . . BRCWTH
BRI DNS A . . . . . . . .
WA, ... L L. : Intel (R) WiFi Link 5300 AGN
L1 | : 00-16-EA-C2-Al-4E
DHCP &RH . . . . . . . . ... ... =
HaEECHEM. . . . . . . L. =
PUR ISR AHbZEEs
EBPEM DNS /S . . . . . . L.
WA, ... . ... : Intel (R) 82567LM Gigabit Network Conne on
B L : 00-1C-25-95-F4-03
DHCP CY8H . . . . .. . . . . .. D B
HaidESBHE. . . .. . . . L. 2 JE
AWBER: TPve HikE. . . . . L L. : feB80::2947:26d6:6790:1cb%10 (Fik)
Ipvd HolE . . . . . L L. L L. : 202.119.167.98 (Eik)
L : 255.255.255.0
FEMAMEE . . . L. L. : 201845 H9H 7:59:30
AR . . L L L : 201845 H9H 11:59:30
BROARIE. . ... .. : 202.119.167.1
DHCP ARSS8E . . . . . . . . . . . : 202.119.167.1

DECPYE ITATD ¢ 6 o o 0o 0o 0o o o o : 234888229
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DHCPv6 %%/ DUID . . . . : 00-01-00-01-13-4F-25-CC-00-1C-25-95-F4
DNS R55%% . . . . . . . . . : 202.119.160.11

202.119.160.12
TcPIP Lff) NetBIOS .. . . . : oA

FEIEERLAS isatap. {AF8F92DE-D076-4138-9815-9CABO00FAEG2} :

N R 2 N 2 s
EPHRFER DNS JESR . . . . . . . . L
k. . . . . . . . . . . . .. . : Microsoft ISATAP Adapter
MpEdE. . . . . . . . . . . . . .: 00-00-00-00-00-00-00-EO0
DHCP &8 . . . . . . .. ... LR
HapficEmH. .« . . . . . .. .. D R

FEiEERC2E 6T04 Adapter:
N R 0 N 2 s
EPHRFER DNS JESR . . . . . . . . L
Wk, ... ... : Microsoft 6to4 Adapter
MpEdE. . . . . . . . . . . . . .: 00-00-00-00-00-00-00-EO0
DHCP &8 . . . . . . .. ... LR’
HaiESEH. . . . . . . ... : B

[EEIERL#S Teredo Tunneling Pseudo-Interface:
N R 2 N 2 s
HEREER DNS B . . . . . . . .
Wk, ... L. L. : Teredo Tunneling Pseudo-Interface
MEdE .. . . L L L L L L L. : 00-00-00-00-00-00-00-E0
DHCPOYEH . . . . . . . . ... .: %
HaiESE/H. . . . . . . . . L. S

HOFRIR TP Mkl

WER M2 A 7 DHCP k%5, &7 st E LA DL E 3R E TP Hidik. {HA I K] DHCP Jiik
S5 SR EU A W A SR ], Sl — LR P v LN RE IR SRS 1P Hidk, MRE RGUR S AR
MR — A 169.254.x.x [ IP Hihiko BEE, THENL IP Mk AR LR, 752 0R s kA5
IP thlil, IXBSAIPUEH “ipconfig” dr LGS 4L “/release” BL “/renew” KL .

W2 AR A (ping )

ping 72 Al H TN TCP/IP M4 1 55— & ENLZ B A, ping WL [ ML H ) A —6&
THRMLAIE —PPERRE 42 ) S P (ICMP) 1 “ A&/ BBk S SRIGIE 1P Zii%EHz . ping
SR b A R R B, BUAIE S W) 5 — ST RENLRIE — N AR A, RO I [
RIETT Z BT RGE R EAEAE NN . R ping v #5328 s AR IRALIE I TR], DA ) s i e
PERTE R IEE S G55 BT R B 8] . ping M H ICMP B [EHEE RS (ICMP 14
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BRA Q) MIENEMNZHE (ICMP JHEKEAL 0,

TEa AT RN “ping”, HEAT15 2] ping & M FIETFIER, W 8.12 Fizx.

FE T AN [ (1 i T DA FH O S BRSO RIS RS B B, S847Ti A “-t7 I
ping @41, 1% ping BB EREARIHIEAT, HEBNE “Cul+C” N1k, HWA “-17 &0
(1) ping 4>, AT DA & S0 B I SR A7 25 8] s T an Kz (B B0 512 F 7 S8R mMEUE, W)
ALK BN “Fat ping” #74, XA 4] T 2 84 2 A1 2 MO R 2 40, it
H T PR A B 2R R B

— \lz..@.;&.

ik ping [—t1 [-al [-n count] [-1 sizel [-F1 [-i TILI1 [-v TOS1
[-r count] [-s count] [[—j host-list] ! [~k host—list1]
[-w timeout] [-R1 [-§ srcaddr]l [-41 [-6] target_name

piig
-t

-a
—n count
-1 size
-f

-i TTL
—uv T0S

-r count

—s count

-§ host—list
-k hest—list
—w timeout

srcaddr

] 8.12 ping fiy & 1] & TR

18 H ping fir & &1 51 722 LS “ping” M ENLBFR. B0, HiA “ping www. 163.
com” MLAEAFEIUNIA 8.13 Frosfgs .

@ SSET Lo =0 |

C:~>ping wew.163.com

IEE Ping 163.xd\-|s|l:ache
£H 59. -

.1xdns.con [59.78.111.231 B 32 FTEHE:
=32 [[8]-21ns TTL-44
32 BY|A]-16ns TTL=44
32 [i[A]-14ns TIL-44
32 BY[d]=1ins TTL=44

Ede = @ <z F20,

K 8.13 Hi AN “ping www.163.com” J5 7%

MK 8.13 TR R ping &5 A ] UG B —S{EFE R EDL. &2 EEN (163 K
i) Web lig548) 10 1P #FEIEERT . Z BT LR AU, ZFCNFTERE IP HFRR ] T R .
FANE A URITE Z ENLA TP Hiht (59.78.111.23). iX—4F5KIF) ping B2 2 (it 7 — 250150k,
WIRIEH IR ERBIEENEE .. FREIENIEIR UL S ping A R IHABG T EHE

A A B LR R IR (arp )

arp iy 4 F T BOR MBSO HEENT M (ARP) il ZEA7 H KT, ARP AP H A& —4
BEZANRI, EATH T 1P bk SY)EbE (MAC Hidib) X RIOC R . WRAER A ZHT)
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WL AEH arp A A M EoRFEENE B, & 8.14 fan. AT ULT T AF K 1P Hiklk 5 MAC
HihE RS MR, BRINEHL N ARP A7 R IR TS sh A . $iN arp —a fr 20 LUE R T A #
287 ARP /73R IR I, a0l 8.15 Aw.

THhil care> ERIEY < 1P FHITE Y iR
ARP -5 inet_addr eth_addr [if_addr]
ARP -d inet_addr [if_adde]
ARP -a [inet_addrl [-N if addrl [-v]

-a

P {ﬂ'ﬂﬁu# i
i are, MR~E" ARe AT

s
v

inet_addr
-H if _addr

eth_addr
if _addr

(g - - - o
C:\Dary —a

E[: 202.119.167.98 — Bxa
Internet HEHE #"’R@ﬂt ﬂt
2021191671
202.119.167.94
202.119.167.185
202.119.167.106
202 _119.167.117
202.119.167.158
202 119.167.195
202.119.167.255
224.9.9.22
224.0.0.252
229.255.255.250 A
239.255.255.250 BifBBfSE*?ffffffa
255.255.255.255 FE-FE—FE—£E-FE—FF

1N

Kl 8.15 #HiN “arp-a” J5HIpEHE

TEMZIEAT ISR, A2 H I 1P kb b 58 ), X 0] G2 i TR R % e 1P Hhuhikis s .
WR 1P b TP R R AEAE MRS58 b, g semn Hopd A 2 U I RS54, Sl R MEs . D TR IR
IP ik 5 A0 1Ptk FH, "TLALA arp iy 2K 1P Hilik 5 MAC Hibk——[E k. flhn, 2
B 1P Hihik 202.119.167.6 5 MAC il ly 00-1£-6¢-3d-19-ff (MK iEAT0 e, AT 4

arp -s 202.119.167.6 00-1f-6¢c-3d-19-f

SRIG, BN “arp —a” BIR[EFIFTLREN IP Huhlk 5K MAC Hulib(E B . 45E itk B
INHERS, BRZEEERANLERER, EASHNRAEEK. WRERY 1P #ilks MAC
HhEIgRE I R, "{HEH] “arp —d ip-address” 4 KLH .

& HEREERE (tracert )

tracert 12 W7 Y £ IR 5 FH ) — A~ TCP/IP 1. E. . tracert F T W s & MR S 2k
HT ST e, PLASREEET TCP/IP W40 WIRT S 2E H B3 S AT I &
AN EREH2S

tracert JEIL[A) H W EHLKIE ICMP [H11% 3 EoRAF 28 (AR 28 H 5 R AR I
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). Bl LR 3 A8 — kT Kk,

2 ERER R ) H ) EAUAE 1P R ARy, ERIE IR, A8 ENLA0R B ) A7
] (TTL) B 1. Flan, 25—Uim B i mocs B, AOIEEHURES 143 M4
PR TTL BB BCE K 1, XI5 —M% 1 58 R E ) TTL 7 BUEE] 0 723
P, [ Ak Ts K al— 2 R BB O 11 1) ICMP M R &L, Rom izl ) TTL ©4
M. S T UCORESEE N, KIETTR TTL FBUEHBLER 2, X5 — D aek %7 BUE
{UZ VJEHRETT BB CGEAY Brhids. 28 D ias O TTL FBUEECN 0, JFK

— 2R M NN I 8] LB Y o X — R BB AT ENVERE R G — B Ay, BEIE RO
EJELF%IBE%WJJJ: XA A% P B R T CLBR BR800 B A2 RS s 1) H (75 A i R T B
LRI E A

K 8.16 7R T3 — A R ER B AR B — A Bt 2R IR I, DR AN
HI IR ER O G R IE B 8 AN i 88 (BOAMER TTL 7B OEBRE R 2) 25 iR % L
HIfE I .

I AT u] H 8 EHL
WK b PR S§> §

p / 8 BB

wFl

K 8.16 HHIREIRE

1E Windows #1E RS dr 24741\ “tracert” (traceroute [ EVE) HiEliT, B S /~EEH
EREERE T (tracert) fn-A LI, 41k 8.17 Fizs.

Uindows [HF'T 6.1.76811 ]
i hﬁ'ﬁ (c> 2B@9 Microsoft Corporation. {F 5

FiE: tracert [-d1 [-h maximum_hops] [-j hest-list] [-w timeow
srear 1 [-4]1 [-6] target_nane

K 8.17 I e PR IEEAE A &k Tl

WRIE A AAT P A b N “tracert” Fl—ADFEHLEFR, WZEFSICFREREHKT
AR R R . i, TSN “tracert www.edu.en”, B EIMNAM EHLE F EHE
AR EZALRN EALRE RS E, A 8.18 Fis.
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Nrtracert w edu.cn

92.168.99.30

o
FRSa
@

.168.99.225
.61.49
172.16.255.113
292.119.128.57
219.21%.145.9
219.219.145.1
202.112.53.133
202.112.53.25
kngy@.cernet.net [202.112.46.571
202.127.216.238
galaxy.net.edu.cn [202.112.8.361

33
]

3333
ER

WD AW N

[
=3
an
[y

SR A RN R W
33
@ n

B R g W R

[
3
@
r
El
o

K 8.18  MAHFEHLEIwww.edu.cnuG EHLIRE IR H1

R 8.18 1, BR%E L Se N IP BUREIR G TTL ZEHIME, M 1 FFIR, SR 2, MKik3s
s SRG W BIA R G 1% A4 BT R T R), A N0 0 ) R 6 B A8 % 3 IR FEAEEH] tracert
ARG R 28 1, 2B 3] “Request timed out” HIFE/RIEE, XA HEAE H T 240 P25 52 e
7=, WAL M T HTE R a8 BB A 8. WHIES: 4 YERHBLZIERE R, WU iE 2|
H TR 4 tracert 721 0] 1R 2 HH 2%

ARV E IR AT (route )

route fr 2 MK EAR F LA, B BB BN R P IIRITN S . H BRI,

Al LU 4 route delete MIBREEHH, 2RJ5, T4 route add M IN—ANEIERIARE BH. v] LUE
I “route/?” IAF LA A HIME AL, WK 8.19 k.

@ SSiEEE BNl =)

C:~UsersZhuajunroutes?

T &=

ROUTE [-£f1 [-p] [-4i-6]1 command [destinationl
[MASK netmask] [gateway] [MEIRIC metric]l [IF interfacel

command

Kl 8.19 route Ay A HAIIE R
Bltn, 18 A route print THE Y HTEHR P IRIEE, WHE 8.20 Ax.
BHMZIRA (netstat )

netstat 74 A LA TCP/IP W48 (R I . SR 20 12 DL SRR — AN I 48452 1] e e
WPREAE S — B T AN L ) 2 E AR DL . A % 2 F LR R A R G THE B A
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Al TCP/IP P4 HIEROIRAS, ML IR AR PR B, SURR 2T Al I 2 ) REAAR A P
ARBLES, XA ARG H . 2T “netstat/? 7, W15 3] netstat fiy4 K A] FHIE LA
®, WK 821 iR,

|l S iE . _ et I =

IPva ZEHIFE

255, -
255.255.2505.255
255.255.2505.255

2082.119.167.8 255 _255.255_ 8 T £ 119
2082.119_167.22 255.255_255 255 119.167.22
2082.119.167.255 255.255.255.255 119.167.22
224.0.0.8 240.0.0.0 127.0.0.1
224.0.0.8 240.0.0.0 .119.167.22
255,265 255 255  255.255.255.255

] 8.21 netstat iy A 1T FHIE T 51 3%

A AU TCP LA 1S

BN TR AR 55 4%, BT EHE A — G RS 28 N im FE T BN LS U7 i, #R o
SEHIN ) TCP &4 . H #7580 1 netstat 172 A AEUFIE B R A M HE AL L TCP &+
RZS 1P HhERT B A FH Ao 15, Wil 8.22 Fiors.

- Atbdhil JhERHhAL .
127.8.@.1:5558 127.8. H ESTABLISHED
TCP 127. 49174 ESTABLISHED
TCP 127. 49171 H ESTABLISHED
TCP 127.8.8.1:49192 127.8.8.1:49191 ESTABLISHED
TCP 282.119.167.22:49269 65.55.194.172:88 ESTABLISHED

C: Wsers~huajun>

K822 AHLiTEML LR TCP K 5
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AP IE RIS 0

MRS T SERE AR BB TR, WTRVERA T S 8-a 1 netstat 2 B8 4 HT RS
T WG ) TCP iE A SN I FTA UDP i 11, W1k 8.23 s,
[ x|

ShEpHbiE
Feng-L1U:8 LISTENING
Feng-L1U:8 LISTENING
Feng-L1U:@ LISTENING
Feng-L1U:@ LISTENING
Feng-L1U:@ LISTENING
Feng-L1U:8 LISTENING

Feng-LIU:8 LISTENING
Feng-LIU:8 LISTENING
Feng-LIU:8 LISTENING
Feng-LIU:@ LISTENING
Feng-LIU:@ LISTENING
Feng-LIU:@ LISTENING
Feng-LI1U:49174 ESTABLISHED

Feng-LIU:5558 ESTABLISHED

Feng-LIU:49192 ESTABLISHED

H Feng-LIU:49191 ESTABLISHED

12'? A.0.1:49205 Feng-LIU:0 LISTENING

K 8.23  AHLATA HIE B M T 1 ity 11

EHKXMEENA ZMNFRREITER
il F i 2 £l-e [ netstat fy%, R LLER DURREHEWISIHE S, Wik 8.24 P,

163342686 4769688

189722 59882
25224 777

824 BRI SEHE

EEARNNEHRER

i 281 1) netstat 7%, AIDAEBEANMEEHEE S . g S50 T route print. 41
8.25 Fvn, PAT “netstat -r” a4 J5 Won ANLEE O 5 R A% RS D%

e2 e8 b? 79

ea c2 al 4e ......

25 95 f4 @3 .-Intel<R> 82567LM Gigahit Metwork Connection
. -Software Loopback Interface 1

@ Microsoft ISATAP Adapter
.- eB Microsoft 6tod Adapter
B0 B9 PR B0 B0 B8 VA e@ Teredo Tunneling do—Interface

Bl 8.25  AHLIHE DR AEE KRG R
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ERBEMU TR B ER

15 I HY 2 2-p proto [] netstat 74, 7] LA AT BT A E4#E, proto AT IE IP. IPv6.
ICMP. ICMPv6. TCP. TCPv6. UDP &, UDPv6,

BT EIRFEARTIMER 7775, netstat fr 2 SHOLH — LA E, DL — S A RIEH 7
%o

nbtstat iy 4>

nbtstat 72 +& Windows  H i [f] NetBIOS & # T H, H T E/RAHTHENFLZRE T FEHL

FF TCP/IP 1) NetBIOS Siit- %kl At EHIALZFETHHEHL NetBIOS 4 FrE M NetBIOS
R AT, W 8.26 AT . nbtstat 7] LURIET NetBIOS 44 MR 2% 47 A1 F Windows Internet 44 F5 ik

%% (WINS) 54 R

NBTSTAT [ [-a RemoteMamel [-A IP add
[-R1 [-RR1 [-: -8

Kl 8.26 nbtstat 4 W] FHILTNFF

gy e

nslookup 45 TCP/IP —#2 %34, 7€ TCP/IP J@ T[] DNS &I K1) “DNS IR 55 s &
IR 7B b i % /b FE 5 — > DNS IR %5 %% o nslookup fiv & — M T2 — 4 AL 1P Huhik
PARS X REfI84%, W B e IE R SEI A% R 48 (DNS JIRS548) f#HT. Nslookup fit &
ZAEIINRE . TEAAATHIN “nslookup <THLIHA>" FHPAT, BIATEIR HARARS 4% 10 EH LI
A AN TP Mk, BUIE Fy bk ARNT . nslookup T BAZEAEAE B AIAE H R PR N B 4T
Fr e BLR A B IUEE I, A AEAS B xR . nslookup iy 4 (1 FEAE B AU b bk AT (S S
mE 8.27 s .

F AN DNS RSS2 RS, 7%\ nslookup #E N 1% i & 103 HAE . 76 H L « 42
AR >7 JEEINAARLIRR A, T DU 2 A4 X RL ) TP Mk, EN nslookup A HAE T
J&, HN help A DASRAS Z A & 0OE AT B UL, 4n1&] 8.28 Fiaw



Microsoft Windows [ 6.1.76811 i
Fi <c> 20889 Microsoft Corporation. {RE3FTHF.

uajun>nslockup www.cina.com
dns1.njit-edu.cn
pess: 202.119.168.11

[no ldehug
Inold2

Ino ldefname

Ino Irecurse
Inolsearch

Inoluc

domain=NAME
srchlist=N1L/N2/. ..

cernetnews.sina.com.cn
@ 121.194.8.287
121.194.8.208
121.194.8.209
121.194.8.218

121.194.0.283

»oot=NAME
retry=X
timeout=X
type=H

querytype =X
clas

Ino Insxfx

C: Wsers \huajun>, ixfrverX

« cerver NAME -

] 8.27 nslookup i 4 [ Hutik fF AT /¢ 8.28  nslookup iy 4 1138 AL Bh{E B

)

ﬁﬁ?%*/\m%ﬁfjﬁﬁ HIFHENLAIE—5% ping f14. FREUWHIELSKH P ping
ﬁ%,m SRR . XRKNE — MR RE T A AT P (ARP), FE2R I R]
EE— Mo% MER T ARP ZAAT G R, TEMM DL 7. ol HF% 3 K% ping (1)
AN SR TR

a. www.eol.cn d. www.tup.tsinghua.edu.cn
b. www.phei.com.cn e. www.pku.edu.cn
c. www.360buy.com f. www.njit.edu.cn
2. ff1H tracert iy 4 ERIEFF 2 DL R b o (1) 26 Bl Sk 45
a. www.ifeng.com/ d. h17007.www]1.hp.com/us/en/
b. www.163.com e. www.baidu.com/
c. www.ietf.org/rfc/ f. www.microsofttranslator.com/
3. fEJAH Y DHCP IRg5HIMZE, — &% iR LSS HTRI IP sk, Nz anf 4 ?
4. TEF#T Windows HIiHEHL_LHAT ipconfig x4, F51 H T A ILAT A 2 o
5. WATAE TR BB AL T E AN W o 112
6. 21T netstat fr 2 Il FLE R .
7. FE T4 windows i1, AT LLH TG A A LAC B A IR 55 4802 75 AR IR A i 42
( Do

a. netstat b. pathping c. ipconfig d. nbtstat
[#&7~] netstat B EEHAS E; pathping &F 4 H{5 5 ; nbtstat 255 E ML netbios 5t 11H1
RS, ipconfig WE ip AL BAE K.
8. WRAE—H EHLM windows 5 F AT A4 ping www.pku.edu.cn, #3E] FFI{E &
pingwww.pku.edu.cn[162.105.131.113]with 32 bytes of data:
Request time out.
Request time out.
Request time out.
Request time out.
Ping statistics for 162.105.131.113:
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Packets:sent=4,received=0,lost=4(100%loss)
W, FHGER IR E 2 ( Do
a. netstat b. pathping c. ipconfig d. nbtstat
[#&7=] Afetfae APUECE R 1P Hilik vl H .
9. f£ %1 Windows 2016 R4tar 4, HLLIEZ DNS 2247 (DNS cache) [#):2 ( Do
a. nbtstat b. netstat c. nslookup d. ipconfig
10. fiH] tracert T4 BEAT W Z8 A U 45 A0S Fiross, A HU BRI ek 2 Do
C:\>tracert 110.150.0.66
Tracing route to  110.150.0.66 over a maximum of 30 hops
1 2s3s10.10.0.1
2 75ms 80ms 100ms 192.168.0.1
3 77ms 87ms 54ms 110.150.0.66

a. 110.150.0.66 b. 10.10.0.1 c. 192.168.0.1 d. 127.0.0.1
11. PIZEH A 2%, A ( ) A RFFLL AR M 2% E 1 .

a.ping HAPriill-g b. ping HArthllk-t

c.ping HAinil-r d. ping HbrHhik-a

[R5 ]) ping &2 MR A2 (A @M, t SHERRFRSE ping.
[2#£%%]17b 8b 9d 10.b 11.b

#FELR ]

1. ping fir &K EAT 42 WU ping FIREANIEIN, 1 MRS W I 28 dg s iy e 48 FH 61>
LT

2. AR AN g H B AR PR AL TR A BORE . ANBAR URL Stk JT 46

http://www.visualroute.com/

3. fEREM Y, MEE R R EAER G EHK MAC Hubik, fRiiR HAg e D IR

4. FEEH arp An & F 1P Hikik 5 MAC Mk ROC R, WREBIMAFIRD, 25
IR M AN ? A

5. FIH] Web 22 HA A R AR THHEHE S T A 45t Macintosh 5{ UNIX T./E
uli BRI A

6. fAIA tracert BRIEEE% HH ¥ TAE R EE .

7. FIH Web £ KT netstat 2 I HARAE B .

F=4 TCP/IP M=

THENLPZE I KB ENL RS E4F L 0m B &, I AR 2 AL B8 I 445 M 2% B0 4% L
FHHESRAE o, R A0 R0 2% DA% A B SE B T 2 [R5 AN R 2 i — D R Gt fE1X
AN BRGE AT — AT L I ) AR 4 T B 4 eI o A 0 5 RS (R 47 KR ) 45 P55 R 34
P4 2 B AR 2, OB P IR 2 M B O o 8 DL ) R 8 B AT 20 2%, FRHE R
PEAL BRI AN HE AR, DA PR X 2 g3 b B ()T T o R G TR T 7 A Do 5 i o
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PETIREE LR RGEA S, FFRETIER AR R T SRR AL -
AN 28 SRS W A TR, S 4 P 2 R AR B A T iR AN

> RS R R B
> EIRMI R P D BRI A RE, I RENE PR IE A 15 VA AR D 0 2t e 1)

KARHT IR 7

> RGO Ty 5 S 4 28O £ IO MR 7
g

PIZE B A2 W R — TTHOR, a2 —TTER . K8 R G 75 1200 3 28 g 12 W i R
20 BRAZ Wi i DR 2 RV iR AT S0, (HE A B AR5 I TR LA A o ]
Lo 12 W 2% e ) I 2D R AL A -

> R A
L ) AL
G s S A 5
T IF LR T &

TSR P 7 5 5
> O EAE T 5, IR

ERRE X E)

W4 28 W4 2 i o A i B N D R MR R R R R 2% (1 I AR DU T A R
AR L, ROV B b SR DRI REAT 739 o AR Wb S DR 2 1, 1 e IR DA il

> ERAT ARMR AN, R AATEh?

> RAERGER, IEAEREATHN AR M AR

> S REAT I IR L T A R ) S AR P ?

> H A A S ?

EE O

R ATRE, EEAERIA . Fln, WAGEWOT T RRERER, W EREHTIERIFEE S
KA AFG . WEAS T HE B AT LG 1 — 55, W RER A TAF A FIE 5 . L
N VPRI ), H R R PRAT A A TR BRI 0 SRR A AT 7 B 1

FEIX 2, AR AT T RGO R AR BIR, IR B 215 B R IR 8 4N SR
BB, TEA AR T IRBIR L T A,

S EEREERE
W 28 B2 Wi R P K S B — A0 0 B A Rt ) S A 5 D SR W ol A ) e B 2 5 A B

vvyyvyy
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ERE RN RNV A G, B SIRAE R ERERIRA O, 5. I —PIR,
AL T i I — & T SAL B X 2% (A DX SRR Y o SR AR ERHEAT 70 B, BRI
PR R . X BBt A A H TSR BT E 2, DMEES AR T ge i 5 A .

MITH e R 5 5

BUEAT A6 BERT )RR Jt— A BRSO 5o SEBRIRAERT, FTRER R 2 A AS R o5 58, T
HIEFTREAAAEIEAP I o 2. Frrh oy R BLEH B B T EE A RMRIT%. 55,
TR PR T3 SR N7 A I 28 5 22 e B e BT P 7 SRR TR o iR R 5 SR 8 22 ) > it AT AR
ONISE:) g

MR T 5

PAT TR RTT KI5, BTN, R E 2 ok 1 . IR 057 S0«
7 0L, LA IR R G H A R > AN 2 52 B IR AU BE S R R o (B ASTE R, AREAE
ff DR — A L REI , ADERI A T B 2 ) !

ICREEFBIRG R, FHIREURISR

W28 A 2 T R R B 5 — 2D A S S 1) H AR R 7 5 o fif 1R 7 58 W] e ST 3t
TP — RS, AT REAR R B 55 4% Bl 58—V RR T LR — AR R DR e A
I ENSZBIFEMA I (D AR BLS Se 58, 58 iR 12 W A2 A A3

HEBR 2% d By 5 5 1%

TEPI 4 R AL B AR v, ATARIE SR I R, Ris F & A2 o iE AT e e ir .
) — S [ 248 S B 12 W vk R A

> )RR

> BRI

> Bk

> XFEiE.

7 EHRRE

DRSNS AR R LG fE TCPIP MEEHEARTT R AN S F ISR . T IBOR A %
HARESAE RS B R, R R Rt B o b A i R . XT3 —
JEiE, RAMTH NHRITAEREREIEH TR, 1224 881IEH TAE. i, DR RER
M, el ERSk, FS PR, X S EUR LR ORI R . AR R
B RURTE MAC ik VLAN Ril7p . TR XAE, DL R e B IEH . fEMI2% )R 2
RUE TP bk, 7 RIFERS. DNS MK E, B PR ARG E, B R S5

7 EHRROE
7y BOHERR VR AE [A] — M2 J2 b, SRR R 2RI 7 SO LA B, 32— kB . 0 B
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O SEAE R A /N 28 A Rl R AR 28 R IR TR, AASE - B R ) B il e 20 1 9 LA 7 A ) it

|

Bk

B i R B X 28BS0 AP () RIS 5 0 Y B 5 15 2PN I A T el T DA B e — 2% 1) DA
LAkl S PRBEAS AL R o VA (RN, AT BUR 53 A — o ki 2 PR B8 I 48 e 45 O 2 — Ak
AT DRI, AT AR 53— ARl B EIEE R, AL AV [F f g [R5 Bl
LA HE R AR I 11

*FEE A

xR A R S 1 AW E W BT IREIE NS B R, ERRESH. B1TIRE.
B AR BAETT AT R L, AT R H e o IR AR5V T A R, JC RO RC B T A e, R
B xF bt e T B AN

IR A B 1

TEBEAT P28 S o T HE A, Oy TR AR AL PR AR, BRI DL 4507
> T Az
> HAEIN;
> AR A
> SEaJEAE.

==}liWS &
R IR 2% o 30 5 0 A2 R 2 )7 S U SODL e L, BT AR LA o T o, I %

S E S — 56 AT 2 — o 2 A] i AR R — R 2k — S b "I RE — 25t 2k, T m i M &
SeHERR 7 s R AT REYE R AR

F5MNEIA

WIERRGE M 25 1 CUNAZ L) AAAE IR, o] LASs TR & B S Rl e AT _EaE T80 S8
FRAE TR 7N, P oRAG B 15 % A B (A B A o2 T AR AE 108 . 514, POWER LED ASEAT £ R
R R AR R IE %, MR SRR A YR AEN ; LINK LEDs N8 (0 % R IR 1% 3% 3 TA/EAE 10 Mb/s,
NEREFRIN 100 Mb/s, $ERFREEERE, NRE R DS R F3)5¢4; RDP LED #£R
TUATHLYE; MGMT LED /R85l Fidii e,

FHARE AR
H R BIRE AR VA e 2 A R AR s, SR e N R G B AR S AT HE A . B
S UANGF L, T RSk & B R i) s 1 A2 5 ANEAI R VLAN o, B0 o o 75 4 H A

ERLGICH T, BUEAERCE LA AN B R SRR T RGN B A AR R, R M
ERREIEAFAE T T
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i Sl =P

FEIB B IR I B, w LS RSB AR BRI BN T, S m AT X EERCR I %
Bl

2|

{77 38 [0 28 dAC 512 W ER) R AR A R

{7 382 W 190 2% i B I 9 A 4 BRI R GEAL R T3 s

YRR 2 W E ST B A LR A0 B

{7 3 B 7t WA ) L ) B

TR RENA IR e, DA R TT 2R A s 4k

AR R R WA k7 AN BERE DL LR, 28 T — B NZCR I It
{738 SRR TT I BRI S5, R RN 25 R B AT E e ZEAE AN e
T BT HEEE 9 2% i e (0 T 7 A RS 7 AR T R 22

#FELR ]

BRI Rt BT P2 TP R R A 7 BRI Web 3 5d,  TIRE R Al 13k
REBG T 1%t 1, RRAEXZJE A DNS RSB E] 17— GH MRS & Lo AR/ i A1 A
AR IS 48 (R AR 2 WD BROR R S A 0 1 T R, [ SR AT C SR A R T SR o AR R P AR
il PR L e 2 W TR

00 N N R WD =

ST MEE R IE R B

ML IR T2 E B, MRS 2 2R ARG, P RLRE N2 55 73 i i
PESRR . PERE T FEAVT i = KSR . 35 W AR (R B LR 34, 4 e T LA 23 AP i
PR AR s A L o X 2% T ek e e PR i e = SR o RSB, AT BT AR (I 2% i R B 52
AL PR3 3 P 48 B AR B 52, 4 E A 0O g e 19X 2% i e ] AL

AR AR AT L T iR i W 2% s 2 W kil R BT R %2 i TR, 4l — 12
DT A TR ) 2% P P A 30 A ) Wb 3l T T 368 381 1) DRLRE P 48 N 1) R 481

> B IP B VESEIT PR,
> EIREH] P MRS i T e AR ) B A R U5, I RS R LA K VAR
X 2% 4 o ] AL o

KA T

> EERSSERRIMIZE R, F RGBS U P TR R IR R RGA S, IF
PRI 2 1) Jm SR TR TT 5
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RPN L -

[ et i i

AR 25 P S A2 A BB 3t A0 5 A T AR 2 ) AT X 3l s AN TG B U5 T A P R
BT Al AL BUAE T BT IX — W e o o (1 [ kAT 73 B A A

HERHAL R ]

B, WERWRZMERA RIZTENEL. X8, SER& N E:

| 2

) A AW i AR, REC T A A473h? i P, SREIHAEN W EE URL
FE# N http://www.eol.cn/Ji, WIVEESE HE TR 7 —2% “HTTP 404 Not Found” ¥4 ..
Z G PR Z DUEIN A7 T RE IR B 388, A NS AT 1%

PE ) R AEIS ,  IEAEREAT BT ) AR & WM TAE? F P A LE AT 5 AR 28455,
IEREACFEES Y N s N R YA D

ST AT I R L AT i 1 s A e PR e e 2 sl i B R 2 4k H 3R DL S R AR, K
P AR 2% 7 — ok At T B R A F T PRI P 2 1) R 5 Hh i o
BRUb 2 AN AR I . BT Web IRZS AT tl, PRI R — > EURE K
AT RE R A

R R T M 2 A R R ]k SV R B A AT DA LA S b A AR A b 0 B
PRE A

Hugdt e

A RN R, 7R SR B RN 1] A F] 1) Web 3 U, BT B P AR S i)
WS HT 78 “HTTP 404 Not Found” X 457H 8. @id 54MBH P EER, KIAMNEH e ERT]
3 p I A8 AT AT ]

R Az I 1) R P AT DR DR 4

VVyVYyVYVYYVYY

% A B A R

T % EE A R

W% I WL TCP/IP ¥ B AN IE s

PR 8 0 S T B s

WL 2 (A2l IR EREEZR 38 ) Wik
DRI RE X AR 25 B AL 7 (ISP Ay A i) 5

Web FHLFLE 7 AL AE 7] f

KR ANBAE R AN, X A B AR, DUIZHIE T ) YRk

-
A

s A SR SR A SR A LA J8F, U 2 AR S . WA R A 2

A BN 7 ik, LSRRIV HE AT B R
3 B A

Tr X 2% R SR IR A A W P A A B R B R L TR TH LR
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AR G BRI E I . X — D IREGEER A 2 M AR TB DU IE R 2 i — S 15 HLeE
B RLE IR DX SR, B3k S A A ) FLE TR A

B MK L £ R R E

XA B2 B A8 SR (R R B o R T T 2 7 PRV 7 J5 IR BB A A H X 25 11, A S X %
(1), FITCATE 22 R Gt AR N 2 1 K [ AR 55, P HERR R Rl . 7EIX Nt fErr, BRI AT DL
5 HE A A P HZEAT FERR , E 8 FH PR A 12 W R AR R I EH P 1) A B U B AN FEBR A R R IX
5o IXAEIE AT CATE 5 AN I 26 52 RN AT SRAF 5 BhSCAF . VEAN se B Hhid SR i Wl 2,
A DS i 4 5 AR N 28 SCRE N AT G A, TR I 45 i)

Kl 8.29 s i T W48 g BT AR A A5 i e N T 1% 28 X 25 152 4% BT 20 BC 1 1P bk o

(1) “www.eol.cn” WZ&Adi T %1 itk

> IP HibEIE Y 10.0.0.0/8;

> R EHERA A E RN 10.0.0.254/8.

(2) ZHh DNS fe4s#s b 10.0.0.15/8; B f#s 4l 222.123.0.254/24

WebH} 45351
67.59.87.152

DNSHR%-4%
10.0.0.15

DNSHR% 231
126.17.89.13

218.25.175.254

126.17.89.254
123.17.189.254

DNSHRE#52
123.17.189.13

CEATH ISP
10.0.0.10

K 8.29 IP Hit[&Eisy

(3) ISP i HH 4 {8 R Z1 btk

> SR www.eol.on L% LS 222.123.6.254/24;
> SR Web FEHLFEE R kLY 218.25.175.254/24;
> N E| DNS &A% 1 1tk 126.17.89.254/24;

> N E| DNS 445 2 1tk ol 123.17.189.254/24.
(4) ISP AL DNS AR 55 2848 F K 1 k-«

(5) DNS AR%552% 1 itk ly 126.17.89.13/24;

(6) DNS AR%52% 2 fyHshtly 123.17.189.13/24.
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(7) Web FHLILE #0524 tH Atk -

> APEREN PR A bE Y 115.160.14.254/16;

> LS 67.59.87.2/8,

(8) Web IR 55 #stthhl Ny 67.59.87.152/8.

NI BT IR, WAL 46, SR RIS ISP AT Web = ALFEA i 11E

BB NEsEmE.

RT HERR PR 4 1 i R, 3K R SRR P A S o IAE B AL 10.0.0.9 1N P ERINNA 32
WL, HFOEZIEX G N R 5R/Gh AT “ER” HIE. NG

(1) B, Hhth ping 38 7 A a6 3k 127.0.0.1, iZ3thk TR EHLH TCPAP £ &
1% TAE.

(2) B Rk, Bishih ping 3@ 7 EHLHIE 10.0.0.9, X IR NIC 3% ) TCP/IP TAEHIEH .

(3) X HAL FHLHAT ping a4, X FIEFEFHL 10.0.0.10. I 5 2R B N 443845 17 o

(4) I ping 38 T AsHh DNS R4S 28 10.0.0.15, XFEH FHL 54 DNS 55 2% K8 (5
E# .
(5) ARJE AEF EHL 10.0.0.10 4R E 4 (FQDN) host10.eol.cn I ping il 7% &
FTHL, XFRHAH DNS 7] LLEMHAET A AL FR, HI DNS AR%5 285 44 8 host10. eol.cn
AT 9 IERAAY TP Hidk 10.0.0.100 3X HUE AT LG RN HoA =AU L FRAT ping a4, DAHALR
DNS BeIEfffif AT ix £ 4 55 .

(6) $2 T2k, BRI ping i 1 A< H 45 (1) P &85 bk 10.0.0.254, X B3 A % &%
A LUIE kAT 3015

(7) 85 M Thh ping 38 7 5% 28 A 222.123.0.254, 1% 3 B B% i 28 0] LUK BOE
% FH RIS 480 21 A1 P 45

SEE: R R R UG R (ACL) BB A0 3 9 R BH 2 DR W 42 1) 3 5 Bl i
(ICMP) %, NEX— Bl GE2s R, R 2 W41 FH ek AL i) R AR 47 PR 50 I 28 A 52 40 4 iR 45
(DoS) WX iti. XFEIL T, WIFHELAX —PESOT IR BT M HIER, Bl ALy
%, 40 Telnet A0S f #5 v 11.

(8) FEN, WrfUAENIXFENLN ARP ZZA7 W%, A BFTEAHEENL TP Hihk 3] MAC
bk, AR T, BT UERIEIE 2 min WHAT T ping #RIERIE & . B2 AREE
i ARP J7HE, PRI B2 R R B A AR 1 MAC HiuhEf 2% H b, B 3002 B 2% 10 4 35
% 1 MAC Huhl,

2B 5 ISP E{E.

I IR T DL AN TAEIE S, DULEARGIIRES 7] Sh R 4 o 1 50 AR A i o
25 5 3L ISP WS . X B T 2 ISP SCHe N R A2t B, B2y ISP AT REFHZE T ICMP
%o X, ZRTRTEBE IS SO 2R BRI BE .

(1) #%%, BTl ping i 7 1% ISP [I5MEE 1 833k M Huhk 222.123.6.254, X H3@E A
15 O A S 90 2% 2] TSP 1% F 88 38 A 2 1R 1 o

(2) BRJE R Thih ping 38 T ISP fH& a4 P 353 1 123.17.189.254 F1 126.17.89.254, iX % 1
ISP (1)1 Fh 2% 1] LA IE A b 65 P RS2 e 50 40

(3) BT FR-S HuhkF Rk 7 20 DNS IR452% 1 (126.17.89.13) AT ping a4, 45 R Hubk
75 ) ping 38, 11 A FK T AIERPE R, #IX — sl SRR RS H A
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(4) Bt 25 kPR 5 2 ping 38 7 DNS JIR45%8 2 (123.17.189.13).

()R YiHh ping 38 | ISP i H #4184 Web FHLFEE 7 N 45 (1 A0 42 T ik 218.25.175.254,
XA % ER A T LUK O A IE A Hb A 40 A0 2 HH B Web IR 4588 EHLTAE I 45

XA RN, it 4R 7 3% ISP ) DNS AR 45%% 1 3T ping BRI &AL T IR &tk
KM (B, BERARE NS, i Z4 SN LARAIE Web F AL 2 (550 -

% 3ME: 5 Web EHUITE B

BEIRE Web EHLFCE FN L2 [ 185 . S0 ISP MZAH TR, X — Ml 72 75 2
Web EALFEE 7 25 SCREN R I B .

(1) &%, MIIHL ping 38 T Web FHLITLE RS AR /ML 115.160.14.254, 1X3RHH
A H RN 25 T LS Web 2 HLFE R 75 X 25 AH I 3%

(2) Rk, MIhHh ping 38 1 P HR S 25 um CHhE 67.59.87.2, X R EHFCE R
A5 T LA IE Aff b % R RS S R AL

(3) ZUEIhHh ping i T Web R 4525 It 67.59.87.152, XTI AHM L] LIS Web
MR 5% 283815

(4) i 4 FR http://www.eol.cn X Web J]x 55 28T ping ar 20, 25 H I 1 [A) &k
T o VE B BRI A8 I ping 3] 7 Hudik 67.59.87.152, 2 Ja HHLINE S 3 B IR A 2 “Bad

IP address www.eol.cn”
IORER

VERIASE R, AT R R 51 “Rk

> RT3 DNS 55 4% 1 AT ping i< I 0 E) R A R

> ARSI Web IR S5 2T ping A4 I HH I A EE 2RI

AT G AT CAHEWT, 2% R B T () BRI A4 R AT e, RO ping #RAFAE a2 07 3R B2 K
Thi), X4 TCP/IP D4k F LA RN 9 IP Huhib i IR, 534k, BROUR A AESNE EHL
L, BHBEP B DNS (AR N 24 /2 IEH .

iy 7E PR 45 5 P S A

PIE OB B L o I T A ARMENT 8. FH T4 2 P AN A AR — A R, (R T
DA 22 ABAT T 55 P4 38 P 468 T K38k 44 iR 45 (DNS) ARl S5 4k, A4 i 7o A Fi N #5 DNS
KFRHTANER S FR, TR T ISP ] DNS Kb 44 IR 2444 (FQDND.

J9 ISP #2457 2 & DNS IR55#%, FTLAT — 0w 0 & 7 Ml 75 42 4l 1E A 1) DNS
MR %5 28K it K. JefliF ipconfig v 2 EX & ALY TCP/IP BLE, MH RILE FHLAC & Al
FHH) DNS 45 #8045 10.0.0.15. 126.17.89.13 A1 123.17.189.13, iX 3 Ml 5 F1E N
RN fEAT 2 FRE) DNS HubEAHUCED,  H ] DUR 5 25 P WL B A2 IERA A

NP AR A BRI B R A5 A o Z BT AL ZE LR A H DHCP ik 25 %5 b F #3L TCP/IP B &,
{35 DNS 45858 . ZERMAFHREAMMREN 7, M DNS iR% sk Lik 3
GRS HTR 1 G By DNS JR55#% 1R, AL Jek iz k55 48 I E ML DNS e &
%%, WK 8.30 Fimx.
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B R

I RE| M s |
IHs ARSSSHIhE (R ERIRERHES) 0 -

123.17.189.13 @
126.17.89.13
10.0.0.15

[Fmw . | wEE.. | [ #iEw |
g%@z’ﬁ%ﬁmﬁﬁﬂ:ﬁﬁﬁﬁﬁﬁ TCE/TP FELE - BT TSTRET
TN
@ FhIE BEFLEEEEN 1S B E)

[VIpitnE HS FREEATEE 0D
O BHhniZ Y oes R GRIRRE) ()

0@ | | HREE . B e

EESRRT DS RER (5D
[V]7% Dws chiEfbiEEATHIE (B)
[CI3z oo EMeERIERER 16 55 a0

I
[ ®se [ ®mA |

K] 8.30 MR FHL DNS HL & 5 H:

SR PR IE T A PR DNS JRZ54% 1 04T ping v 4, AT LUR IR XERRE BN ping i .
SRJE SRE T AR http://www.eol.cn $UAT ping w4, KINEFHXHAREERLL) ping i

e K AR 3R S ML B T B A F A DNS A DNS R 4588 1, #525 DNS Ji45%% 2
(it o 3V T 0 S VG i 4% B 7 AT 0 ping BRAEAR I T, A HUhE 5 sATI AR R 1

LYV T GIE S IEA)

B ERPER, SRt TR AR R R, 2 DNS RS A 1. ZJEERR ISP A
fifi1 DNS AR45%8 1 ATRER AR T k. SR )5 ISP XHZAR S5 S HEAT 2 Wr, RIUE WSz LT .
DNS JIR%5#% 1 1) DNS RSS2 AR T I, Tk 2Rk fia A 1P Hikik. ISP @8 #5 H
DNS k%% (DNS k554 3) EHBELEAMZ AL, XEARS AN 1P Hitkh 126.17.89.14,
[F] I fR4F DNS AR %5 2% 2 A2

A 25 DHCP F#& P AL TCP/IP FLE S E, A% 1P Hhhk, TR, BRIARXK
Hihik DL f DNS 452845 5 . PRIIX iy a] LU ik DHCP B A 3 0L F #0871 DNS k554
REKSLIE IE. ERHHE B E DHCP RS A, HEBEMH =N ) “Renew” #%4.

2 J5, ik ISP 1 2 5 DNS R4 #% & Web 5548 4 AT ping 74, 1X 3 %% ping #4E
PR o AR i A58 I S L0 B 2 2 A R Web il i, IR I sl s BRI BE A% 1 2
Uz

Mo i %

N T MRAZME R TT ZE 8 15 REMED T A AL R 0 L, AT LS 4TI S M 1 it 245 B S s 268 1)
FURAR, ARARATE R L DHCP #14, RRIERFIA R Web iRk55as. AT —dRE, K
P A B S R D T
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fif R A v R A] R B R 41— T AL
>  ping——{EARHA 2 DMIEHLE P ERAEH T ping d54. [FINF, ping ar S AUET IP
kb5 ACRIAT, T HIR @ I AR IAT o« XA BT i 2 i R A 2 B, R
R FH A BRI HE I ) G| B, AN A ER DX 4 E A I ) S R
»  arp—— HTHiEA M ARP 22472 % IEAINCEE T b BLgHE B . BARTEIZW AT %
Bt i (R A i) @ B AR AE L, (BT SR IS e e T ARP TAEIES, Wi HERR T ARP
Hiko
» ipconfig— H T AHE P LR TCP/IP AL & . &t H T % #1 DHCP & P LRI FLZ,
DU H 8587 DNS 158 &..
WS, AT LAE A tracert. netstat 55 dn AE N IMNARY BB FH TR —H8 7. BAREL
W Ke 70 8 AT PN AR I VS TR I 8L R Aol P X iy &, (SRR bt m] DA e AT TR DA D 2
HARES 73 B TAE 15 IR

IR MERRITTR, FHRIBUR 15

TSR TAR, 5 A R i2 Wy H 8 S Bh S AR %S, I I B i N et S
o (R, MEARATS] 5 M e RS M AR . 25, [ EEHORE (CTO) A% 3 E-mail,
e rb A X 1)) 7 B S S BRI  SR o R ISP ISR SERFE BN SRR — 47 1% E-mail
VEIA . SRJE, AREEEREASZRZIR A P OREFICR DA OR 1R RS 2R B, OF Hscy
PR i), I E-mail ([ B 81 W s i 0 il () F P Aty AR AR & ) 2
CABREUH 7 6 38— ) s g o i A S 452 o

42>

1. W3 A =L B TCPIP & E TIEIER? ¢ )
a. ping FRINM K b. ping - MHERY
c. ping Mg HitL d. ping A<Hb[A]iZ H bk

2. Wfr ke A RN RS TAEIEH? ( )
a. fE DNS lx%5#k I ping A< []3% Hudil:
b. JEAAPRAHIE PR TT S ping 1 AMELEZANPIZE E AL
c. JEIL IP bl X) DNS RS54 HAT ping A2 LASGIEH 2 75 AT 4
d. A FRHEERD TP Hulil ping Al 3241
3. FFIME 3 i ping WA B TCP/IP fEM B - TAEIEH ? ( )
a. ping ZAH IP Hbbik
b. #IT IP bk ping Ak B b 1At AL
c. ping ASHi WX B % pH 28 v L
d. ping A<Hb ]2 H bk
4. THIWEIT TCP/IP % 7 HlL-R 55 24 Ik 55 fa VP B A o B B EAUAL BB B2 ( )
a. DNS b. DHCP c. ipconfig d. RARP
5. FEXTE IR I AT SRS T, oAt A S B SE A RN 28 . 5 AIS X 245 I 2R AT 5
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a. IXHE AT L SEHRBR AT ARt A 795 i)

b. WA U A AEA MR G AN AR, AT DLy HL R A 7 A 3 S B
c. MR WRE BIA ML Z 5, T HEERXS S AR U5 B ) 7

d. RelsbaiZ oy 88 2 A DXt AT

#FELR ]

BEXT R BT AE B AL AL) B AR D I 2% AR, i A 22 H B AR I 28 e, SRS 5 — A i AR 7
oy brik e A R, JRaE AR R T 5

B NG

IR 28 B SC53 BT ANEA B B I 28 P LR AR R B, 1T 5L AT DA TR Va2 R 284 T
Ao BHMG B HTEANE (U WireShark. Sniffer Pro S M4 M M85 %), &F . 4TI
WS PENE. PSR oo 0, Pl e KR B e, A7 B T 2R TCP/IP S A% 1%
IR o

TCP/IP H#Gi4ft 7 V2 Hl TR AR TR, Hrpads. Bt B Em T A,
U ipconfig. netstat; 5 BIBRAR M 2B R TH, 40 ping A tracert; H T &K FHEEH T
H, fnarp 5. FIHIZXLE T HA]H 80 28 A7 00K i 52

Sniffer Pro 42— s F ELIE V2 404 2 0 248 425 TR0 87 FH B2 e e A il , AN R 8
LN ZE IR SEAE TG N8, EHRRENE 45 T M 2 B TN O SIS PRI 288 AL 5 Gl 3 L Al
BEA2 W 73 T RE T o X T LE I A7 AT DR 1) 99 265 R 2 FH v S B2 W, 3 (5485 R F) e o 7
FABRGIIENL, REfS 1L SRAG 0RO IR ) 2 8 B N, FH i R 2 Ik Dy e

W28 B BT A AP IR 6 A, BUFGAETR A FR n) @, B e, 73 Bk S A
POLT H St A 7 28 MAR R 5 58 DA B E Sk [l /AT AR 5 58 55« BRI LS Rk 5 iExT T2
W [0 % g e 7 A TR R I R RGEA B, LA T i e B S e RIS AT i B 24 1) J B o T R
Bt AR A B

ST

1. NS Ar 2 T LU R B PC 1 IP $dik?  ( )
a. ping b. ipconfig c. tracert d. netstat

2. FHIM a4 H T 5o TCP/IP M gy i 5 H I sz M k12?2 ( )
a. ping b. ipconfig c. tracert d. netstat

3. NHEMEASEEEE SR E IP R ( )
a. ping b. ipconfig c. tracert d. netstat

4. X — G HITHSEHIAT tracert I, RAEEHIES A 2 DR ping i2? ¢ )
a. 1 b. 2 c. 3 d. 4

5. MHEWAN R TRAAD T EATHERE? ¢ )
a. ping b. ipconfig c. tracert d. arp
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6. N HEIMBAN#E 2 W TR AT LS 1 3008 B B ST R R e ¢ )
a. ping b. ipconfig c. tacert d. netstat
7. WG EIRR, HARNHIT ¢ D!

a. 4B R A b. dRLER

c. WK g d. Kti—2% ping 1%
8. WZEHEIZ WP IR R BN ( ):

a. HE]H b. 4B 5 A

c. WMERAE R & d. #ERAAFR ]

9. TFFIWME 3 TijE T TCP/IP M4 ffaizi TH? ( )

a. netstat b. ping c. tracert d. TFTP

10. ZH|Wr— & EHLAE TCP/IP M2 2 5 r ], T4k TCP/IP #fi2 Wy T A A4 fit i
PRAE. EFEATTE? ( )

a. ipconfig b. telnet c. netstat d. ping

11. T #E 1P B RATAE A = B I E T I ER A, AT DA — & A 9 2% =L
R —% tracert i, FRIMIGFEIPA ERKHAS AN O . ZHI tracert N2 TR 6 HH A%
PR 9 NG, R IIX HUERZ tracert fr & [ K BED IR AN 10,

XTI RE S I A84% 11 191.67.17.2 $UAT ping iy %, B A » K i fiy & tracert-h 10 191.67.17.27,
HiZ A & S R AT S 282 O TP dhbk. 04, X —45 T BE2 i N IRMRI A fifiid 1) JiR
5 ? ( )

a. fE tracert iy 2 R A M HERY

b. DNS KIEAfH tracert 2 FRfEAT N TP Mk

c. ISP TEAHN N 2% e 2 0 25 2 (A1 I T 2% ki 2

d. % tracert iy IEI Z PR UK, TR IP Mk 77 0% H

12. REIRIEEBAT 5 AR AN JJBHIER N EIN Web k55 de tHEE G 2N b2 251 . IRIEAR
H AR ) fr PR P75 K netstat dr4, 4R 5ER: ERIR T 24 311% Web Ik 28 10iE 8z,
AR —DNHSLE) TCP 3w 1o A% AL TAR 5 ZE0 [F — Web IS5 45 10T 17 26 3)
s g2 ( )

a. netstat fir--F] TFH7 3 3% 3 DLW X 55 05 30 2 AR 345

b. Web i35 37E 2 N2 5E i 1 _EIEWT HTTP it &

c. HTTP &Il H 7L % LS I g5 ds Z AT T 2 AN i HE

d. AHbiEg e A8 1 EIEZEAE 4 i bk o U4 (NAPT) (1) NAT

13. THR KA H T oA ARP ZAFHINA?  ( )

a. arp-a b. arp—c c. arp—n d. arp-s

14. FHR 2 WA 25 W] R BOE I 243 7L ping d2RM? ( )

a. BT AFRTAE 1P HbEPAT ping 74

b. Uy I3 B 2R AL T b 2% i

c. ICMP i JE& 7 T 6 b iy

d. fEAEEHSEREM ML EXT ENIIAT ping dr 4>

15. %KM ping i 2Kl 2 E B BN, W] ping 127.0.01 K AHLEYT TP ik, HE
7% ping I [F]— ¥ Bt A HoAh AR IE & RO THSALEY IP Hukik o 2% impg s AT gE R ¢ D
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a. TCP/IP NBEIEW TAE  b. AHLM-EAREIER LIF

c. Pz Lk d. AHL DNS 55 &bk 5 B e
15. {£ Windows ] DOS i & & FURMA I N %, XA SrEE ¢ Do
C:\>nslookup

>set type=prt

>211.151.91.165

a. T3 211.151.91.165 HIHELEAR 552345 B

b. if) 211.151.91.165 e 44 (1 e 5

c. T 211.151.91.165 K JEiCFIH

d. 7R 211.151.91.165 H&Mal 145 B 5t R Id %
[B%%&K] 14c 15D
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1. FHNECAT R JE T A S Bt () 2 ( Do
a. fRLAAR S W b. B c.RG T d. s w4
2.3DES & ( ) Bk,

a. JLEEH b. AT c. WICHHE d. Vylalfa il

3. —H DES W MEH_(D AT HSGET 3 vonaE, JLEHKEN_(2) bit.
(1) al b.2 c.3 d.4
(2) a.56 b. 112 c. 128 d. 168

4. BEH P AL B 4IfE L A2 AN CA AbHUR T8 B IET, Rl ( ) A AL

B HAGMIL B
aA. B E#FAE b AL B AR cll. 12 A d.11. 12 BEHRAH

5. 1 BUKEIFI Y A T4 HEE M, A TIAE M ESEHE, EAeFEM CA 3K
B A e, R _(D BIEZIE BRI EN, ARERH_(2) I6IF M s,

(1) a. CA HIA%H b. B HIFAHH c. A A d. B I~

(2) a.CA A b. B I FA%H c. A IAHA d. B FIAH

6. 5 HTTP fHLL, HTTPS PhiCK (&R A AT %, BEinz4. HTTPS 3T ( )
AP, HBI A OE ( Do

(1) a.RSA b. DES c. SSL d. SSH
(2) a.1023 b. 443 c. 80 d. 8080
7. fE A RA R, 5 TLS TIREMEIIGE ¢ ),

a.PGP b.SSL cHTTPS  d.IPSec

8. PGP J&—FH T HLF U Inas (1 TR, T g8 in & f w28 2 sy, A _(D ik
TR InE, () AT HdRE e B RALE
(1> aRSA  bIDEA  c¢MD5  d.SHA-1
(2) aRSA  bIDEA  cMD5  d.SHA-1
9. f£ SNMP H, R GET 1ERIS, WRA —MEATEA RS, R [
( Do
a LB R —AME b, ZSEEI E—AME c.2MA d. HHRER
10. IPSec FH-T345% 1P WIZ5 24, F I PUEH A IEFZ ( Do
a.IPSec R0 HE EAT 72 B I IR b.IPSec #&HEH 7 S AIEAR S
c.IPSec HIINIESLASINAE TCP 3553 6 d.IPSec XJ ¥ N AL 4
11. 7£ IPSec ', “Z¢4=5kBk (Security Associations, SA) = udl& ( Do
a. <ZAEZHEGI SPI, HAFr IP Hiklk, 24 Whil>
b. <%4Z%Z& 5| SPI, YA 1P bk, HoriEi>
c. < AEZHE T SPI, Hbx 1P Hublk, FrriE >
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d. <% 4R 5| SPI, ¥ 1P #uht, w4t
12, Jok JE s 38 o K I i 25 7 =2 WPA/WPA2, e i Hikg ( Do
a.AES M1 TKIP b.DES 1 TKIP c.AES Al RSA d.DES il RSA
13. LR R TR ARG MRS, BRI ( Do
a. SCHLN FMARE B 557 42 1|
b. X33k 2 A S AT S B B B, R R IR AT N
c. eyt 2% 4 4
d. TR A R ) 2500 B
14. 7£ SNMP W& B F, —AMRIATLLH ( ) EHIVEE
a.0 b. 14 c2/N dEA
15. —F NAT HiARFR N “Huhb£h%E” (Masquerading) , T [ ¢ T bk £ 25 (6  IE 6/ 1) 2

a. FEZ AN P Ik R R — AN SN I R 2 A 15
b. FEZ AN I BH R R — A A b R A — 3 S
c. TN P 1k B R 22 AN S R R 22 A g S
d. AE—AIE LB 2 A PR Rk A — A LS
16. 7E Windows Server 2016 H1fit & SNMP Ji 555, A i LAC ) B B A R 5E i SNMP
IR 5% B TE B T g

a.guest b HIEHF  c.administrator ZH A% IR d.users ZH 1% 7
17. FEL% A BE AR N ZEAT I, #5447 T undo mac-address black hole #r4>. Zfn 2 HIME
Mz ( Do
a kb PR 0IEL VLAN bR 1 MAC %21 ThiE

CAH P OEE 1 i % 4 d. I3 i 2 1 27 MAC
18. 7 SwitchA I Ping SwitchB [tk 192.168.1, 100 AN, @il B BO~@Mk T %
ks, R AR R ( Do
@O {#H display port vian 42 F SwitchA 1 SwitchB 2 [ HE ;
@ Al H] display ip interface brief fir 4% SwitchA 1 SwitchB 42 HL& ;
® f# H port link-type trunk 721524 SwitchB FL & ;
@ {#[f] ping 192.168.1.100 7%, wbEHER .
a. SwitchB #1171 VLAN ASIE#f b. SwitchB % IR #& 8 DOWN
c. SwitchB &% %S RUPC B £ 17 d. SwitchB X 4EUCH| 1) ICMP k3L E 5%
[Z£%%])1b 2a 3(b; b 4d 5(Da; 2c 6.(Da; Qb 7b  8.(1)b;
2 9a 10c lla 12a 13b 14d 15a 1l6¢c 17d 18c¢

19. HEMNMNKIRFN WA A1 PR, A~E BN TE&ANwmS . RIS 1 20/ 4,
B RIS MR FES N o
iR 1) R4 AL BiRIERE AL IR BN TR,
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Al FA 2SR A A

KA UMK EFES

RN EE AL %S
B k3% USG3000 (1
% tH 2% AR2220 (2
LA QUIDWAY3300 3)
JIi 45 4% IBM X3500M5 @

[ 2] DAF 2 AR2220 HFB 3 L & -
AR2220]acl 2000
AR2220-acl-2000]rule normal permit source 192.168.0.0 0.0.255.255
AR2220-acl-2000] rule normal deny source any
AR2220-acl-2000]quit
AR2220]interface Ethernet0
AR2220- EthernetO]ip address 192.168.0.1 255.255.255.0
AR2220-Ethernet0]quit
AR2220]interface Ethernetl
AR2220-Ethernet1]ip address 59.41.221.100 255.255.255.0
AR2220-Ethernet1 Jnat outbound 2000 interface
AR2220-Ethernet1 Jquit
AR2220]ip route-static 0.0.0.0 0.0.0.0 59.74.221.254
B AR2220 1] _(5) F S NAT HeHehfg, iZ8 Nk g _6).
[ &E 3] 5 R avr Nk FTP. HTTP 4%, Jf B4k Hufi s 2.2.2.11 ] Java Applets
WL £ USG3000 B i AN MACE, HEhEei.
[USG3000]acl number 3000

[
[
[
[
[
[
[
[
[
[
[
[

[USG3000-acl-adv-3000]rule permit tcp destination-port eq www
[USG3000-acl-adv-3000]rule permit tcp destination-port eq ftp
[USG3000-acl-adv-3000]rule permit tcp destination-port eq ftp-data
[USG3000]acl number 2010
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USG3000-acl-basic-2010]rule ( 7 ) source 2.2.2.11 0.0.0.0
USG3000-acl-basic-2010]rule permit source any
USG3000] (8 ) interzone trust untrust
USG3000-interzone-trust-untrust]packet-filter 3000 ( 9 )
USG3000-interzone-trust-untrust]detect ftp
USG3000-interzone-trust-untrust]detect http
[USG3000-interzone-trust-untrust]detectjava-blocking 2010
He, (1) ~ (9 &KIERER:
a. firewall b.trust c.deny d.permit e.outbound f.inbound
[iHRE 4] PC-1. PC-2. PC-3 Mk E Wk A2 fiR. BIACE RIP, fifF PC-1. PC-2,
PC-3 BEMS HAHVG H), 1H4M A4 E ERIICE, BURRAH R AT 2

F A2 PC-1, PC-2, PC-3MEIRE

— — — — o/

W& ] £ Hhy ik ZES VLAN
PC-1 192.168.2.2/24 192.168.2.1 VLAN100
PC-2 192.168.3.2/24 192.168.3.1 VLAN200
PC-3 192.168.4.2/24 192.168.4.1 VLAN300
/BCE E & vlan 3% d$z bk

interface vlanif 300

ip address ( 10 ) 255.255.255.0

interface vlanif 1000 //'H.38 VLAN
ip address 192.168.100.1 255.255.255.0
/BCE E LH) RIP B3

rip

network 192.168.4.0

nerwork (11 )

/MCE B LH trunk BEE%

int e0/1

port link-type trunk /(12)

port trunk permit vlan all

URBARRY A A A Sy I 45 B & TC B A S AN . 5 EEAE A SR B8 H 4
HIRC B S N A AR E, AR BRI Th R X Tt hias . Bikdb . SZHNLSE B E R
P, BRI R B AL Rl 95 A 22 4 it oK

R0 1 AT 7 KRB XT3 9 A . AT DMZ X33, fEASEE R 2% 4R 4, A 1Y
AL B AR, ERE e T AN, TS AN 2t g ATl R . [EIIF, 7ERR s b
& UNAT, XA LT 1A R BF i, WS 1758 AR EH . B BIALE 7 K,
AT LA Y P MR 55 25 BEAT A 28 ORGP, HRABISK B AN 48 il . C AL B ASHL, AT
K g N D KM BE R RS &, — AR WM.

ZHER: (D B; (2) A (3) C; (4) D.
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) 2 AT A AR2220 FIECE SO FEE L TN AR D, JFHEE TN M Ts
) FRT SR Kt PN PO bk 1 460l 7 9 2 1 bl FH T 0 D MBI 48 . A A 2 108 L -

rule normal permit source 55 rule normal deny source any Ay 2 He &R, FayEHLhEE LAk
Hiap:iihi s Wb

interface Ethernet0 55 ip address FC& 1, & A 03 Dbk, & SO e ST A
Fe Ok .

nat outbound 2000 interface 7% & 7E W44 L IhRE A FH NAT BE .

ip route-static & — kA T4, RS B 28 B BAR )~ —BkHbhdk

SH%%: (5) Ethernet; (6) 59.74.221.254.

]R8 3 @ T: B USG3000 HIBCE AT EEANRRZIE N HMHTT KIS . A K2
HREI T -

acl number 3000 LN, FVF www. fip. ftp-data B,

acl number 2010 FE0|, BCEXF HTTP. FTP PHil$&E ASPF TR,

o, ASPF SRBSZENRT N E R gE, RIETRESHImoCE g, e85 8@ n#aspik
W E AR, DA(E TSIt Py 3 0 26 1 e 4 3w, AUFE DOS (FE4e)iR%s) AL IIAIRIE. Java
blocking(java KT R W25 A2 H 3 java applets HIAEIER » Acctivex blocking(acctivex FH W) R
W25 A2 E activex FIHIR .

SHEER: (7) HEic; (8) Ehia; (9) iilﬁ eo

) 4 ffEHT: RIP 23)A R R P, 3l 2% e 3R 1 B 30l 1P 3E AT 2dm A8 e i 3R
HUIEH#A I E842 » Port link-type-trunk 72 X322 128, trunk Z820 s 0] DLRR V24~ VLAN @i,
A DRSO R 3% VLAN (3RS0, — A T ae bl TRl i 42 1 .

SHEZE: (10) 192.168.4.1; (11) 192.168.100.0; (12D 5& Skt 124 trunk.
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A

Access Control (AC) Vi [a]#5 ]

T F P 54 S P VA i P 90 SR SR B il FH P X B A5 SR T 15 1], Bl R o) o i 475
Dfe i o Vs il 4 il 5 T R G B G P A RSS2 H S STHEE N 48 SRR IR U7 1)

Access Control List (ACL) 15 [a]#& %%

ACL 48 H A £ mT LAY i) (1) IS AT MR 45 AME B 202 o FH P i 20 B AT A L PR A
A BB BRI ACL. 8% ZRH P AEM A P AR 04, X2 HRIRIE R S Z R —
B

Authentication Header (AH) AiEk

WIESk (AH) Z&—F 1PSec ¥, AT IP $RMEETERN M HARIFVGERPLE
BRI RS . 2 AH ARPEFIERENEIRS, EAME IR AR . AH BIERZR 1P
R At R AL ) R UAUE, AR ORI o B E (0 nT DA A ok . AH A8V B A ERY
(MAC) X IP AT IANE

B

Botnet {EF /%%

Botnet s&faKH —MELZ LT, HREFHEL Bot 257 (EIETF) Wi, M
T A 2 11 2 R B G A2 ML T P T ) — > R — X 22 4 o) PR P 8% o

C

Challenge-Handshake Authentication Protocol (CHAP) i if]-#2 FAEHMYL

CHAP JE1E MW IE 2 5 AT 8 2 A EUGE R B B —Fh s B R DAIE Pp i
(PAP) BEHNAI%E. CHAP it = IR4E T & JAPE MR 56 o (1) B4, FEATI G5 % S ST N 58 1%
A] DA B B i 37 2 (R AT AR ) i B A 34T o

Cloud Storage = f#fi&

Cloud Computing #&7E = TSR & b ZERN & R R I — ANy, R faisid RN A
WA AR B A TS R GG D RE, 4 0 28 Hh R B AN [F) R B IR A7 At i gl o B FH R4
AR A AR, FL[F SR AR A7t AL 55U 10 D RE I — A R G

Common Management Information Protocol (CMIP) AFLEI(E B MY

CMIP & H1 ISO il 5 1 B brbrite, & F A% OSI G2 MU B (AL f A i e ik, KA
L. EMZEE BT, CMIP il SR & i AT TAE, WZS i &N I R S AE K I
W Aar il e 25 KPR MBS BORK AR S, SERIA)E B RE AT S 4 i o B BEERE — AR SE R A
BEAT 73, ARG A 48 IR S5 IS EAT 70 4, SRS 1) B DA o

CMIP HA SRR e T EEE T iz &N, HEA V2R A e /1,
DRI b 75 2 6 AR iR A B LA R S E A ds, B RIS e i
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Confidentiality %5

{RBENE RPN, H 5 Integrity (5e%E1E) F1 Availability CA]FPE) FEFRN1E B 224K
CIA =H5 WME(E B 2 IR B MR 1R 1E B4k i SR A R 45 JER AU AN N SR Bl 7%,
BUPR LR R R, BAL 2647 FIAS Bt B 45 AR N ERSAR, 2R A R ME B AR B 3
A8 FH FRIRRAIE -

Cryptographic Protocol ZERL Y

PSR TR 1 FH B R EOR (@A T o AR 2 2 U N T AR G Il 25 Sk, o
TS —FEE L, PIE BB SR P KR . #E5E3CH, Cryptography H1 Cryptology
AR R 2, TR YRR . (HEE 8, Cryptography /&8 M0 H AR H, 1M
Cryptology R 7L % MiX — 22}, A& AR FI AL 7317

D

Direct Access Storage (DAS) HIEEEFiE

BEEEZATE(DAS) WIYE IR 55 25 1E 2 74i#i(Server Attached Storage), A&fg—Fh oM
FAAE VA& (B R A1) WA LA A o0 ) 5 IR 55 B P i o 5 T Gl RS 2 SCSI %
FD B SR G R .

Data Encryption Standard (DES)  $3En%EfxiE

DES s& — Pt AT BRI PR S EE, 2502 E bR LSS A "1 (IBM) KB, #3551 [E 5K
PR AR FL T (NIST) [ Bras A 21 23 (ISO) R AE A Tl AR K AT, AT LA 9% FH T
PN . DES T 56 ALt 64 A AR Jud AT e, JExE 64 Ar EER JadAT 16 69w
. SEEegmigns, —A> 48 A “&EE” HHME W 56 Frit e E G . DES AT
i 5 EEARACISS 8], P B A R AT A Il o P R TR

Denial of Service (DoS) FHAMRS

DoS s&fg—FE 4R %S BTN, H P2 ELEM 4 ok g (R RS . s
JLI] DoS Brhi A v SR HL I 28 3 B Tr ek A i 1 i

Digital Certificate #(FIE+

FEDRIARF I _F, F SRR 5 IR B X 283845 X7 B 4 38075 B ST PR O B b+ o de i 51
EBAE —MNRIFEH. B IGEBEAH O ETES4

Digital Signature #HFEHZ

B2 — PSR B AR, ) TE B SO B st . B B R — R T A
AR N HFE T o SORS B AR ISR 5 AL N B I3 SO Bl B B, RS 13 FH A 5
HARA, UENELE RS0

Distributed Denial of Service (DDoS) 7347 RIELHR S BE

DDoS ZEHEIMTEFH-IRSHEAR, B2 MHENBE RIS E, X—1 8k
ZANHFr k3 DoS Biifi, MM i b imdE 246 Ik 55 Bk (s 77 . 8, Beh & A — Mg
5% DDoS E T ZReAE— RN L, 75— B30E I ) A 9858/ 5 K E BT
WE, IR CEp 23 AE Internet IVFZ RN b BB FREIE L F &K sh%d. F
& P HL-IRSS SR, EEEF AR WIS A b T IR IIEAT .
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DeMilitarized Zone (DMZ) [REX

DMZ 7y 1 fift e 22 2 575 K 35tk J A8 A 2% 1R 077 1) FH P AN B8 17 ) PR 08 19 5% il 5% 24 1) i i, 17
BOLK N ERE RGNS LRGN WG X o 12 G2 DAL Al P38 R 28 AN A1 BT 1 2% 2 ]
HINIZE XS N . 7E DMZ AT LATBCE — S8 A T RO IR S5 2 0, ol Web g5 4% FTP
MR55&55. J—7J5iH, ik DMZ X1, "IN R iRy AR 4 . BRUOMX A2 EE, L
B EIB KB TT 5, SR BN BB RN Z T TER R

E

Encapsulating Security Payload (ESP) 3% &8 AL

ESP HI T4 IP SR HENLE 1 . BOEUR & O S0E . Po s 7 DA SCEI e B 1 5 e A i 55, B0
Ha N B IR E VA BRI E R k. (F TR ZIRE, ESP IR HEA AH LK EE[AIAF
A e B MR A& I 9% . 1T ESP B Bl dt AT ina AL B, I E bt AH 725 2 i ab 2t
IfIE] . FEAH) ESP WMIME CMSERr it 22 ik sy (DREVEAISEIRSS ) HISE 2 SO 70T
1. ESP & — MBI, 5 TR 2% EblH.

F

Firewall Bj k3%
75 K B AL — T b B A OR 15 B 2 A e, S MRHEURR S8 RO, o VF B PR ) A2 i 0 24
o B KEEET LU — & TR AR AT DU W E A — R B — A
Flooding 2t
2Bt (Flooding) /& S HALAN WML FH A — Fh A AL B B, R A% I i HeE i
MERZAR D Z AN T AR DURIE %
G
Generic Routing Encapsulation (GRE) B & hH2E
GRE X} B84 2 Wl (0 TP TPX. Apple Talk 25)¥HE R AT 310, [l syl el 2
HI B AR BERSAE 55— D E (N TP) A% . GRE 7T LS 22 WS 24 1 o i 3o 52—y
WHE T PRI RSS, 3§ K 7N TAETE ], R A BRI, 4 IPX 6
R AT AR 16 R (RIZRE 16 DMEE AR, TAE—A Tunnel - E X HE T — Mg hdd
B LEANREIELL ) T ERGE K . GRE WM SERr g —FhRE Pp Y (Carrier Protocol), E#i
B 7R BRI SCE AR 55— Rl BRSO BB, R SCRERS TR R AR 45 A, R A
SR B IEFR N tunnel..
H

Honeypot ZHE

B — M. B C A NR B BEIR. Honeypot JfFAE—Fhae &7 %, 1M
R — POt Bt 77 AT IR I R, AT B — L N B AL WSS e E S, M0
B 7 6P AT sE R ety AT A] DA B A7 AT iR A A, 1 e 7 e TR 5T
W, NS BB, GRS LR 17 T 0 1R T TGS () 22 A g, R BRI BT
BORIG SRS BR R 45 1) 2 =B i Re

Hypertext Transfer Protocol over Secure Socket Layer (HTTPS) 4B XA EHHMY

HTTPS & —Fh P26 22 AR il . AETHSEHLIMES b, HTTPS 28 Hi SCAML A i 3G 1718

o
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{&, 1EFIH SSL/TLS KXt #di kAT s . HTTPS JF AR 5 H i, A0 R 2% IR 5 2% 1)
SOMME, RSP R Soe e . XS A E] (Netscape) 7 1994 4F B
feth, BEEY R M .

I

Intrusion Detection (ID) ARl

NN (ID) #2EE LRGBS 3 T o8 S SRR M i i 3t %4
HE. A PAT LM B5E R, REMA ARG Y02 S A0SR 2 RIS N RAT
ARG B R 5

Internet Key Exchange (IKE) HEMZEHRZH (B0

IKE J& T —FRE 2L, i Internet 224 RBCANE A HLPM L (ISAKMP) FlH Fl %5 51
L OAKLEY 5 SKEME 4H . IKE G 7E HH ISAKMP & X HESE |, 3 A 7 OAKLEY
()2 A B UL &t SKEME WSLZRI B BHEDHHOR, I0E X T8 3 SR A 07
FER AR . Internet I (IKE) iRk TEANZE MG (U1 Internet)
22 A b g N BT T SR A e . TKE A2 NME A NG MU AT IPsec RS 2242 K%, i
H7uT LA SNMPv3., RIPv2. OSPFv2 ST B R AR 2 [ WS P i 22 = 2 40

IP Security (IPSec) IP Z& 1Y

IPSec SLFr b — MR A ZE — ML P, XATIA IR IPSec FEH EE . M 1995
SEFFUETFT IPSec LASK, IETF IPSec TAEALAEE 13T AT T 4011 Internet B 5 SCHRFA 12
AN REC 0. Horh, A E R RFC2409 IKE (XM B 425 #:). RFC2401 IPSec X
RFC2402 AH %iF 9% RFC2406 ESP N ¥k < 5014

Intrusion Prevention System (IPS) AR RS

IPS J2& — 7l BB M A I 28 I X 4% 15 46 1) X 8% S MR a0 A T o8 IOV SR I 28 22 4 1 it , g% R
BF PRI T R R B B — AN I B A 1 PR 2% B RME ST N .

Information Security {58 %4&

FRZEREBRPEENGEERS (B BrE. BdlE . VBB AEERE B (1)

g hy, LABTIERERBUGVI . R MR, BOR. BoEidls, MG EUE B RSN
SERENE. THITE. HLETE. RBAPE DU ENL RG24
L

Layer Two Forwarding (L2F) 2 _B#¥ kK (Hi0D

L2F Ph il FH T @A L4 CInFRRE D %2 AP IE R ISP POP JEH: 2 Ik N 38
W2 o IXANBEIE T T — AN P S AL R P 4% T 1) R A0 RE S . L2F PSR s 2 Bl
(S B Z BRIE R o XA RS, SR 4Gk 5 IR 25 28 40 BRI 5 W MOE B 24 1 5 4 it
(1) X 28 7 el 57 B 5 B SO P RE . L2F Ml e fEHi b d84% PPP/SLIP f4. ISP NAS 55EEM
KT BILE T AR 20, IXFEA BETE RIARR I b il Th b A& S 20 SLIP/PPP .

Layer Two Tunneling Protocol (L2TP) 25— ZRRE ML

L2TP F T 55 8% 2 (1) PPP Wik N /A F 48 300, Q1 TP ATM. i 4k w3t 47 s 3 14 % 1)
BB . L2TP 454 1 L2F M1 PPTP B i, Sovr P B o sl 15 0] IR 55 # i 2 57, VPN i
.
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K

Kerberos 13

Kerberos & —FMZ AT, 50 Hbr2 8l %81 RGNR P AR S 28 B R P 4L
55 R B NUE IR FS o I W E I A2 I SEIANKE T M LERAE RS HAIE, JoAUE T LR FE A,
ANER M 2% _F A BN 2 4, e NS AR IS IO AL nT DA AT S s B A8 R4
NG L EEGLR,  Kerberos fEN—F Al {EAEHI S =I5 IENRSS, RGN Z L1,
A CFEZEEH PATERS T,

M

Managed Elements {5 L&

BE TR IR SNMP & BRI RIS TR, Wikes . NAET . IEE &I
P4 .

Manager EHEERF

BT ERIEITE— G0N S EHENL L SNMP MR F RS EES,
‘B —4H SNMP fREE

Management Information Base (MIB) EH/ERE

EIEEER A SNMP i, Ho ot 7 58BN ZARIIE B R B
EIITRI MIB #AEHCH—RIVEEXNR . FEHEFI MIB 25 A8 H o1 MIB
HIf S

Masquerading fh3EE#

PRy 2 B 4 ORI 28 oy 1 k3% 4 (NAPT), s —Fp etk i 4: (NAT) HR, HT¥
BT N30 1 2% BROBLLE AN 23 A TP sl GEH 2 NAT Ao 8 1P shlih) 2 J5. NAT AEA
N B A IR /M LI AN Y TP Mk, DA b 115 Y T A B — 379 TCP 8% UDP 35
Fo X IP ik 5 vEM G S W ALA TR E T Internet AR E I EBEALS

Message-Digest Algorithm 5 (MD5) JHERERLEFE IR

MD5 s faiH B EERE T, R BN R 0 — M e, F LR
IR SRR . R BEVE USO8 RFC 1321,

N

Network %%

W25 2 BT R LA Y, RoniE 2R R A IR . 807 B, Mgt —FrE, —HK
IWATFRIELE . E%BR T 80w A, a8 BARIIEL S SC, BT 28 /2 MHE RO [F) 28 284 1) s
o T 0 e Gt R BB AR o FE LT SRALATE Y, X 28 Fi BT SR AR E B 2t SR O B A%
H RS 42 I — 8 BN ARE e 5 BT IR . 7l R S, B RS

Network Analysis %% 43T

IR 28 537 22 K T X 4 (1) IR 20 BT« AR BT LA BN 7725 0 BT LSS RR o IR 288 3 AT A2 T ) 245
T A AR BEE A TR . W, BB P HERR A R L R A R L B 4
PERE, MR % B AT FHMEME

Network Attack MZRI T

PR 2% TAT ot i 415 M) FH) DX 28 A7 6 P s ) R 22 4 SRR 0T I 2 R 8 OB L R, DA R R G O
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i kAT BB

Network Address Translation (NAT)  MIZEHhhEiEH#

NAT & —FRFA (GREED HibE A 632: 1P Ml 3ok, Bl iz A T &Pk
A Internet B2\ J7 AR 25 o NAT AMYSEEHAE Y T 1P HhbEAS R/ &, 1 B
I RE A RO G ok H 28 AN B By, BRI ORAP W 2% P BB TSR o

Network Attached Storage (NAS) W ZEZE %

W28 IEFLAFAE (NAS)Z — il U oL A S5 K, HAR AR AN Rl % 1 1/0 il
BRI FEA RS, T2 ERGER RN, W bR ER P A S5 I R R IR 55 4%

Network Data 4% E(#E

B € /P =p LIRS € SN e AN £ TN S 2 T e X =R/ I T V68

Network Management Station (NMS) P4 F g

NMS (175 0 A B B, . XA B . 4 B8 BN A s, O FH RN T 5 DX 48 5 3L
Rk, ARZBTFERMD,

Network Management System (NMS) WEEH RS

NMS e Bt E P RS, WM. &%, theE. BE. ZeMt e MER LK
ThgE -

Network Operator MW%ZIZEH

W23 E R TR I ZS I BT & 8 B R ) 2% i 5 AR A

Network Security MZ&Z&4

W 28 22 2 s AR SR AL B i, BVaXS L Bt R T RN FH L&
AR, fEMZ AL TR TR ATHRAS, BLACORBE M 28 Kt ) 58 B e L PR W] IR
RETo MILAT EUF, W42z 4x it e M 2% B ifE B 22 4.

Netstat MRS 4

Netstat @74 H T 2x— G THENL B ERM 4 ERRE . I Netstat fir & 7] iR ie i
Bk SNLE 1P Mok i VSRR RLF THSENLAA AR, AT SN TP Mk, o 25 A0S
PR, PSR P FH

P

Packet Spoofing  #(HE LI

WL B 2 i 265 248 T S A 2L, AT AN D6 T8 I T 3 D 32 4 T o A 1 U AS R o AR R
WRIZIE R [ I AR 9 /X, T SERR R E B A

Password Authentication Protocol (PAP) AL IAIETHY

PAP & —Fi A 3 AR AR B AN IGIE PPP XSS SR 7% LT P4 B 1E R G0nis
I 5% s #8SCFF PAP

Packet Internet Groper (Ping) HIEEMRENEF

A WM BRI AL FF (Ping) HISRASITHEEHL 1P BAFRYBAT 25 L0, THENLZ A i
PRA RIS

Personal Information PMAfEE

AN NG B8 DU B0 HAth 77 Sad k1) Re g s s 5 Hoph (s B 45 & U B A A A
SHEMER, QFEEANRTARAANMKA . HAEHY., SHuESiE. S ANEYRINE R,
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fEhE. HIE SIS,

Pretty Good Privacy (PGP) iR RaFA

PGP & — N EET-XFR N5 5002 IDEA (1) M35 514 o mT AR &0t A £ 25 LART 1R JE 424
FDEE, ek Rexnt BN 2728 4 T AEAE N AT DB () % 2, IF RERR{E M1 %A
PeHLL. PGP A DUt —Fp 2z 2 (@S 773X, T HPe IEA T LA IR 27 1) IR 18 FH RAR 3 % 5
PGP KM T —F RSA FUEGUINE B4 & H0E, T 824 BN SCi 5, N w4655,
A= R AN TR . PGP FIURARS 2 2/ .

Point-to-Point Tunneling Protocol (PPTP) X} mBEiE bMY

RN R BEIE PR HE PPTP %% S HLRI PPTP JIk 45 4% < (8] I8 45 . PPTP % ' Hl2fais
1T 7% W) PC; PPTP IR 5% 48 4R IS AT M5 35 . PPTP & PPP WM — My &k, &
PRpt 7 —FhAE BN ST 2 W A L L FH I ZS (VPND A5 7 2. e FH P Re gl
RATAA S FF PPTP [ ISP Ui il A & 15 F

Public-key Encryption A4IN%E

NN 5 — PP FH ot SR B AT I8 1) 77 58, Herh— AN B AR B kAT I
T 53— N B R B AT A% . 75 8Om0k HE A SR B8 ALEH

Public Key Infrastructure (PKI) A%

IR SRR A TR H R L FUAIE 15 AE TR O 5E T A T3 10 22 4 TR 55
FEAR R SE R R, E B HAE R /KRR 5.

R

Remote Authentication Dial In User Service (RADIUS) RIS ANIERS

RADIUS & —M& 7 RS2, e fimfE v n ik 55 28 5e 8 5 ol Ik 55 45 813,
PAE 4R 5 F P 9F HAZBCEAT T 103 3R 1 R G AR %5

Remote Monitoring (RMON) 2 IS4

RMON WG FR7EH O TAESS I SRIKEE M 24545 BRI, RMON Wh30E ST 89k i
HEEE (MIB), RefSHRALICT W4 B8 AR I3 R S B .

RMON2 RMONII

RMON II 7£ RMON 264l k4T 1 o, 8 FORYIZLR (L All B39 I 136 p4 48 J2 3 B KL
PEIISCRF . RMON I8 28 457 B O3 AT DL It i 300T WX 28 I ik AT 40 4T o

RMON Probe RMON #jlj%%

RMON R 35 A& — P22 B 75 W0 28 2L A 3 BoZe 4 ) B b i) [ PR sl A e 4%, FH T R R IR 2%
S H 45 . RMON TR ZA WA 2 145 B R AR I 28 I Lk 2

Remote Procedure Call (RPC) mfEEIEA

RPC s&—Fhidid 28 MR T EAURE 7 BIERIRSS, AT E 7 #2248 BRI .
RPC W isl e S Le AL i b FIA7AE, 40 TCP & UDP, Vil fEfe 7 (A% {5 S8 . 7E OSI
M emfERA F, RPC B 7 EHmEMNAZE . RPC {H15HF K B3 M 2459345 N2 R P AE N Y
RIFHARFEINES 5. RPC KR P HVIRSGS S 1HRIEF S — 2 P L, Tk
e — MRS . Hoh, BAVRHERERKIE - MEHEESHNRAGE B 2RSS HE, R
NG S o TEMRSS 280, AR IR REARCIR S B 2R G B 2L 8k S— NG B2,
MR ERMGHIESE, HEER, RIEBZEER, RESEHFT - NMHAAGE, &5, B/ mifH



MEB K i&E % 295

MERBENEEERE, FEERER, NEHAPITHET.

S

Security attack Z& BT

LB R AR IR FH A 5 B 12 2 AEATAT .

Storage Area Network (SAN) i X M

SAN il i =il & B W 254 — AN B2 N 28 A7 i 15 % 5 IR &5 #r iE Bk 10 & A7 66 &R
4. SAN FERAFiEReS . THEHIBIE O @IEE P ML) ARS8 =5 4k

Simple Password Authentication (Type 2) {HjSFHINIE (KA 2)

RIPv2 38 B IE AR A S HH &8 DN 2% B I80R SRR ] BB A LIE o 5 5 2% R 2 0 AT SE i B
HPTEE M R, RIEA RS 5 ZNG R H . FRSS RS 5 22 Bt BEONET
A 0T LAY BET 0] ) 285 5 FERE SR AZ B R, AN IT A& A2 2% FH S8 22 4%

Secret Key Encryption Z543n%

TEHIN B i AR ISR B X7, A8 FH A T] B 06T R B4 2 BH0T B SCEAT N 85 g 2 ia 5
RN 771

Simple Network Management Protocol (SNMP) & B 48 B FE Hpil

SNMP &Mt T8 B AR B U I 48 B B AERXMIM T, —ANEZRETOE
T 0 e AR X R B ) B T AL A AR PR AR S BB R L E . SNMP S W hCAS B 1988 4F K AT
i) SGMP A JET K o

Security Service Z& K%

LA RS AEAN [ (R S AN [F] () o FEAE B U, 2RSSR B2 N P 2445 5 &
G ate, NPULeEREE TR — R 2SR ENFORE: 2ol 2%
ey N RS , EATRAE — T EIRANI T LA B RE MM EE B RGN
LA .

Secure Sockets Layer (SSL) Z&EEHEWMYL

SSL WMy IRE T —Fh e N R P03 (I HTTP. Telnet. NNTP Al FTP %) TCP/IP Wi
Z (B FRAREAR e 53 E LS, BN TCPAP BRI H R % . IR AIE. B 58 8%
PA K AT 1R 25 HLAAGE

Secure HyperText Transfer Protocol (S-HTTP) %&£ CALHHMI

S-HTTP /& —~ https URI scheme ] A&7 %2, /2 A H M I HTTP J0# @ {5 vk 1.
S-HTTP £ RFC 2660 173 3, i SCA A fa b S0 i oK

Secure/Multi-purpose Internet Mail Extensions (S/MIME) %4 % Fi&MFREFG-H 78 b
%

S/MIME #(72 —> Internet b5, MIME % web W& 2 0L 125 51 2 4% XSO R 7%
S/MIME 7£ %27 M DIREREAT T4 /&, &0 DAHE MIME SEAA (LG an 25 4 Fn {5 5.5 3
WL AN R REC 2634 € 3 T W5RI) 2 ss, BIanEA BB AN ZhRe, X FEEL
A LA RS A RE AN C 2 U 3 R mB A

Secure Electronic Transaction ( SET) Z£&H T3 5 ML

SET & — S H TR I3RS, DS RO EERE I BE s A2 A B4t 7 —BH T
Lo RERE, KRG EE R~ AN (Card Holder). Fi% (Merchant). K47 (Issuing
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Bank). 54T (Acquiring Bank). AWK (Payment Gateway) FHIAUE A1 Co2H A

SNMP Trap SNMP [& B
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